

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create a /home/docs/checkouts/readthedocs.org/user_builds/zeronet-zh-cn/checkouts/latest/docs/index.rst or /home/docs/checkouts/readthedocs.org/user_builds/zeronet-zh-cn/checkouts/latest/docs/README.rst file with your own content.

If you want to use another markup, choose a different builder in your settings.





          

      

      

    

  

    
      
          
            

Index



 




          

      

      

    

  

    
      
          
            
  
Frequently asked questions


Do I need to have a port opened?

This is optional, you can browse and use ZeroNet sites without an open port.
If you want to create a new site it’s highly recommended to have an open port.

At startup ZeroNet tries to open a port for you on your router using
UPnP [https://wikipedia.org/wiki/Universal_Plug_and_Play], if this fails you have to do it manually:


	Try access your router’s web interface using http://192.168.1.1
or http://192.168.0.1

	Look for an “Enable UPnP support” or similar option then restart ZeroNet.



If it still doesn’t work then try to find a ‘port forwarding’ section. This is different in every router. Here is a tutorial on YouTube. [https://www.youtube.com/watch?v=aQXJ7sLSz14] The port to forward is 15441.






Is ZeroNet anonymous?

It’s no more anonymous than BitTorrent, but privacy (the possibility to find out who is the owner of the comment/site) will increase as the network and the sites gains more peers.

ZeroNet is made to work with anonymity networks: you can easily hide your IP using the Tor network.






How to use ZeroNet in Tor browser?

In Tor mode it’s recommended to use ZeroNet in Tor Browser:


	Start the Tor Browser

	Go to address about:preferences#advanced

	Click Settings...

	Enter 127.0.0.1 to field No proxy for








How to use ZeroNet with Tor?

If you want to hide your IP install the latest version of ZeroNet then click Tor > Enable Tor for every connection on ZeroHello.

On Windows Tor is bundled with ZeroNet for other OS follow Tor install instructions [https://www.torproject.org/docs/installguide.html],
edit your torrc configuration file by removing # from line # ControlPort 9051 then restart your Tor service and ZeroNet.


Tip: You can verify your IP address using ZeroNet’s Stats [http://127.0.0.1:43110/Stats] page.



Tip: If you get connection errors make sure you have the latest version of Tor installed. (0.2.7.5+ required)







How to make ZeroNet work with Tor under Linux?

Upgrade to latest version of Tor (we need 0.2.7.5+), follow these [https://www.torproject.org/docs/debian.html.en] instructions eg. for Debian:


	echo 'deb http://deb.torproject.org/torproject.org jessie main'>> /etc/apt/sources.list.d/tor.list

	gpg --keyserver keys.gnupg.net --recv 886DDD89

	gpg --export A3C4F0F979CAA22CDBA8F512EE8CBC9E886DDD89 | apt-key add -

	apt-get update

	apt-get install tor



Edit config to enable control protocol:


	mcedit /etc/tor/torrc

	Remove the # character from lines ControlPort 9051 and CookieAuthentication 1 (line ~57)

	/etc/init.d/tor restart

	Add permission yourself to read the auth cookie by usermod -a -G debian-tor [yourlinuxuser](if you are not on Debian check the file’s user group by ls -al /var/run/tor/control.authcookie)
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Contributing to ZeroNet


	Write about ZeroNet. You can add your article to ZeroTalk [http://127.0.0.1:43110/1TaLk3zM7ZRskJvrh3ZNCDVGXvkJusPKQ/?Topics:8@2/Articles+about+ZeroNet].

	Join our IRC channel, #zeronet @ FreeNode [https://kiwiirc.com/client/irc.freenode.net/zeronet] and help to answer questions.

	Create new ZeroNet sites: The network is worth nothing without content, so we need You to make it succeed. Content is king!

	Help to develop ZeroNet: If you know python you can pick a task from
github issues [https://github.com/HelloZeroNet/ZeroNet/issues] or develop your own idea.
Before you start anything big please, open a new discussion [https://github.com/HelloZeroNet/ZeroNet/issues/new],
so you can make sure nobody is working on it already and we can share our ideas to make the best out of it.

	You can donate bitcoins to support ZeroNet.






Coding standards if you want to collaborate to ZeroNet


	Follow PEP8 [https://www.python.org/dev/peps/pep-0008/]

	Simple is better than complex

	Premature optimization is the root of all evil




Naming


	ClassNames: Capitalized, CamelCased

	functionNames: starts with lowercase, camelCased

	variable_names: lowercased, under_scored






Variables


	file_path: File path relative to working dir (data/17ib6teRqdVgjB698T4cD1zDXKgPqpkrMg/css/all.css)

	inner_path: File relative to site dir (css/all.css)

	file_name: all.css

	file: Python file object

	privatekey: Private key for the site (without _)






Source files directories and naming


	One class per file is preferred

	Source file name and directory comes from ClassName: WorkerManager class = Worker/WorkerManager.py









          

      

      

    

  

  
    
    
    Coding standards if you want to collaborate to ZeroNet
    
    

    
 
  
  

    
      
          
            
  
Coding standards if you want to collaborate to ZeroNet


	Follow PEP8 [https://www.python.org/dev/peps/pep-0008/]

	Simple is better than complex

	Premature optimization is the root of all evil




Naming


	ClassNames: Capitalized, CamelCased

	functionNames: starts with lowercase, camelCased

	variable_names: lowercased, under_scored






Variables


	file_path: File path realtive to working dir (data/17ib6teRqdVgjB698T4cD1zDXKgPqpkrMg/css/all.css)

	inner_path: File relative to site dir (css/all.css)

	file_name: all.css

	file: Python file object

	privatekey: Private key for the site (without _)






Source files directories and naming


	One class per file is preferred

	Source file name and directory comes from ClassName: WorkerManager class = Worker/WorkerManager.py









          

      

      

    

  

  
    
    
    Help to keep ZeroNet development alive
    
    

    
 
  
  

    
      
          
            
  
  
    
    
    ZeroNet network protocol
    
    

    
 
  
  

    
      
          
            
  
ZeroNet network protocol


	Every message is encoded using MessagePack [http://msgpack.org/]

	Every request has 3 parameter:
	cmd: The request command

	req_id: The request’s unique id (simple, incremented nonce), the client has to include this when reply to the command

	params: Parameters for the request





	Example request: {"cmd": "getFile", "req_id": 1, "params:" {"site": "1EU...", "inner_path": "content.json", "location": 0}}

	Example response: {"cmd": "response", "to": 1, "body": "content.json content", "location": 1132, "site": 1132}

	Example error response: {"cmd": "response", "to": 1, "error": "Unknown site"}






Peer requests


getFile site, inner_path, location

Request a file from the client

Parameter            | Description
— | —
site             | Site address (example: 1EU1tbG9oC1A8jz2ouVwGZyQ5asrNsE4Vr)
inner_path       | File path relative to site directory
location         | Request file from this byte (max 512 bytes got sent in a request, so you need multiple requests for larger files)

Return:

Return key           | Description
— | —
body             | The requested file content
location         | The location of the last byte sent
size             | Total size of the file






ping

Checks if the client is still alive

Return:

Return key           | Description
— | —
body             | Pong






pex site, peers, need

Exchange peers with the client.
Peers packed to 6 bytes (4byte IP using inet_ntoa + 2byte for port)

Parameter            | Description
— | —
site             | Site address (example: 1EU1tbG9oC1A8jz2ouVwGZyQ5asrNsE4Vr)
peers            | List of peers that the requester has (packed)
need             | Number of peers the requester want

Return:

Return key           | Description
— | —
peers            | List of peer he has for the site (packed)






update site, inner_path, body

Update a site file.

Parameter            | Description
— | —
site             | Site address (example: 1EU1tbG9oC1A8jz2ouVwGZyQ5asrNsE4Vr)
inner_path       | File path relative to site directory
body             | Full content of the updated file

Return:

Return key           | Description
— | —
ok               | Thanks message on successful update
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Sample ZeroNet sites


ZeroHello

The homepage of ZeroNet


	Lists all added sites: Title, Peer number, Modification date

	Site actions: Update, Pause, Resume, Delete

	Clone sites to have your own blog / forum

	If new version available update ZeroNet with one click



[image: ZeroHello]

Address: 1HeLLo4uzjaLetFx6NH3PMwFP3qbRbTf3D [http://127.0.0.1:43110/1HeLLo4uzjaLetFx6NH3PMwFP3qbRbTf3D]

Source code [https://github.com/HelloZeroNet/ZeroHello]






ZeroBoard

Simple message board demo for dynamic content distribution


	Dynamic avatars generated by user auth_key

	Real time message updates



How does it work?


	You send your message to site’s private key owner bot

	The bot modify the message.json file, signs it using the private key and publish to other peers

	If the site modification reaches your client the message will appear to your browser



[image: ZeroBoard]

Address: 1Gfey7wVXXg1rxk751TBTxLJwhddDNfcdp [http://127.0.0.1:43110/1Gfey7wVXXg1rxk751TBTxLJwhddDNfcdp]

Source code [https://github.com/HelloZeroNet/ZeroBoard]






ZeroBlog

Self publishing blog demo


	Inline content editor

	Markdown syntax

	Code syntax highlighting

	Site signing & publishing using only the web interface



How does it work?


	You can edit the data.json file using the web interface

	By pressing Sign & Publish new content button it asks for the site private key (its displayed when you creating a new site using zeronet.py siteCreate command)

	Your ZeroNet client signs the new, modified files and publish directly to other peers

	You site will be accessible until at least 1 peer (visitor) computer is active



[image: ZeroBlog]

Address: 1BLogC9LN4oPDcruNz3qo1ysa133E9AGg8 [http://127.0.0.1:43110/1BLogC9LN4oPDcruNz3qo1ysa133E9AGg8] or blog.zeronetwork.bit [http://127.0.0.1:43110/blog.zeronetwork.bit]

Source code [https://github.com/HelloZeroNet/ZeroBlog]






ZeroTalk

Decentralized, P2P forum demo


	Topic and message create, modify, delete

	Topic and message upvoting

	Only have to contact the site owner once, when requesting modifications permissions to site

	Commenting and content modifications pushed directly to other peers

	Only you can sign and modify your own files

	Real time display of new comments



How does it work?


	To interact with the site you have to request a certificate of registration (a cryptographic sign) from a ZeroID provider

	After you have the certificate you can publish your content (messages, topics, upvotes) directly to other peers



[image: ZeroTalk]

Address: 1TaLkFrMwvbNsooF4ioKAY9EuxTBTjipT [http://127.0.0.1:43110/1TaLkFrMwvbNsooF4ioKAY9EuxTBTjipT] or talk.zeronetwork.bit [http://127.0.0.1:43110/talk.zeronetwork.bit]

Source code [https://github.com/HelloZeroNet/ZeroTalk]






ZeroMail

End-to-end encrypted, distributed, P2P messaging site. To improve privacy it uses a BitMessage-like solution and will not expose the message recipient.


	Using ECIES for secret exchange, AES256 for message encoding

	When you first visit the site it adds your public key to your data file and after that anyone is able to send a message to you

	Everyone tries to decrypt every message, this improves privacy by making it impossible to find the message recipient

	To reduce per message overhead and increase decryption speed we re-use the AES key, but a new IV is generated every time



[image: ZeroTalk]

Address: 1MaiL5gfBM1cyb4a8e3iiL8L5gXmoAJu27 [http://127.0.0.1:43110/1MaiL5gfBM1cyb4a8e3iiL8L5gXmoAJu27] or mail.zeronetwork.bit [http://127.0.0.1:43110/mail.zeronetwork.bit]

Source code [https://github.com/HelloZeroNet/ZeroMail]






ZeroChat

The finished site for the tutorial of creating a server-less, SQL backed, real-time updated P2P chat application using ZeroNet in less than 100 lines of code


	Selecting ZeroID certificate

	Storing messages in a SQL database

	Creating own messages and distribute directly to other users in real-time

	Real-time update the messages as they arrive



[image: ZeroChat]

Address of finished site: 1AvF5TpcaamRNtqvN1cnDEWzNmUtD47Npg [http://127.0.0.1:43110/1AvF5TpcaamRNtqvN1cnDEWzNmUtD47Npg]

Tutorial on ZeroBlog:
Part1 [http://127.0.0.1:43110/Blog.ZeroNetwork.bit/?Post:43:ZeroNet+site+development+tutorial+1],
Part2 [http://127.0.0.1:43110/Blog.ZeroNetwork.bit/?Post:46:ZeroNet+site+development+tutorial+2]






ZeroMe

Decentralized, Twitter-like P2P social network.


	Store user information in ZeroMe user registry

	Store post and comment in MergeSite called Hub

	Upload images as optional files

	Real time of display activity feed



[image: ZeroMe]

Address: 1MeFqFfFFGQfa1J3gJyYYUvb5Lksczq7nH [http://127.0.0.1:43110/1MeFqFfFFGQfa1J3gJyYYUvb5Lksczq7nH]

Source code [https://github.com/HelloZeroNet/ZeroMe]






ReactionGIFs

Demo for optional files, the video files only download if your browser requests them.

[image: ReactionGIFs]

Address: 1Gif7PqWTzVWDQ42Mo7np3zXmGAo3DXc7h [http://127.0.0.1:43110/1Gif7PqWTzVWDQ42Mo7np3zXmGAo3DXc7h]

Source code [https://github.com/HelloZeroNet/ReactionGIFs]
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Installing ZeroNet


	Download ZeroBundle package: Microsoft Windows [https://github.com/HelloZeroNet/ZeroBundle/raw/master/dist/ZeroBundle-win.zip], Apple OS X [https://github.com/HelloZeroNet/ZeroBundle/raw/master/dist/ZeroBundle-mac-osx.zip], Linux 64bit [https://github.com/HelloZeroNet/ZeroBundle/raw/master/dist/ZeroBundle-linux64.tar.gz], Linux 32bit [https://github.com/HelloZeroNet/ZeroBundle/raw/master/dist/ZeroBundle-linux32.tar.gz]

	Unpack anywhere

	Run ZeroNet.cmd (win), ZeroNet(.app) (osx), ZeroNet.sh (linux)



If you get “classic environment no longer supported” error on OS X: Open a Terminal window and drop ZeroNet.app on it

It downloads the latest version of ZeroNet then starts it automatically.


Manual install for Debian Linux


	sudo apt-get update

	sudo apt-get install msgpack-python python-gevent

	wget https://github.com/HelloZeroNet/ZeroNet/archive/master.tar.gz

	tar xvpfz master.tar.gz

	cd ZeroNet-master

	Start with python zeronet.py

	Open http://127.0.0.1:43110/ in your browser






Vagrant [https://www.vagrantup.com/]


	vagrant up

	Access VM with vagrant ssh

	cd /vagrant

	Run python zeronet.py --ui_ip 0.0.0.0

	Open http://127.0.0.1:43110/ in your browser






Docker [https://www.docker.com/]


	docker run -d -v <local_data_folder>:/root/data -p 15441:15441 -p 127.0.0.1:43110:43110 nofish/zeronet

	This Docker image includes the Tor proxy, which is disabled by default. Beware that some
hosting providers may not allow you running Tor in their servers. If you want to enable it,
set ENABLE_TOR environment variable to true (Default: false). E.g.:



docker run -d -e "ENABLE_TOR=true" -v <local_data_folder>:/root/data -p 15441:15441 -p 127.0.0.1:43110:43110 nofish/zeronet


	Open http://127.0.0.1:43110/ in your browser






Virtualenv [https://virtualenv.readthedocs.org/en/latest/]


	virtualenv env

	source env/bin/activate

	pip install msgpack-python gevent

	python zeronet.py

	Open http://127.0.0.1:43110/ in your browser
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Create new ZeroNet site


Easy way: Using the web interface


	Click on ⋮ > “Create new, empty site” menu item on the site ZeroHello.

	You will be redirected to a completely new site that is only modifiable by you!

	You can find and modify your site’s content in data/[yoursiteaddress] directory

	After the modifications open your site, drag the topright “0” button to left, then press sign and publish buttons on the bottom






Manual way: Using the command line


1. Create site structure


	Shut down ZeroNet if it is running

	Browse to the folder where ZeroNet is installed and run:



$ zeronet.py siteCreate
...
- Site private key: 23DKQpzxhbVBrAtvLEc2uvk7DZweh4qL3fn3jpM3LgHDczMK2TtYUq
- Site address: 13DNDkMUExRf9Xa9ogwPKqp7zyHFEqbhC2
...
- Site created!
$ zeronet.py
...






	This will create the initial files for your site inside data/13DNDkMUExRf9Xa9ogwPKqp7zyHFEqbhC2.




Note:
Windows users using the bundle version must browse into the ZeroBundle/ZeroNet folder and run "../Python/python.exe" zeronet.py siteCreate





2. Build/Modify site


	Update the site files located in data/[your site address key] (eg: 13DNDkMUExRf9Xa9ogwPKqp7zyHFEqbhC2).

	When your site is ready run:



$ zeronet.py siteSign 13DNDkMUExRf9Xa9ogwPKqp7zyHFEqbhC2
- Signing site: 13DNDkMUExRf9Xa9ogwPKqp7zyHFEqbhC2...
Private key (input hidden):






	Enter the private key you got when you created the site. This will sign all files so peers can verify that the site owner is who made the changes.






3. Publish site changes


	In order to inform peers about the changes you made you need to run:



$ zeronet.py sitePublish 13DNDkMUExRf9Xa9ogwPKqp7zyHFEqbhC2
...
Site:13DNDk..bhC2 Publishing to 3/10 peers...
Site:13DNDk..bhC2 Successfuly published to 3 peers
- Serving files....






	That’s it! You’ve successfully signed and published your modifications.

	Your site will be accessible from: http://localhost:43110/13DNDkMUExRf9Xa9ogwPKqp7zyHFEqbhC2



Next steps: ZeroNet Developer Documentation









          

      

      

    

  

  
    
    
    Structure of dbschema.json
    
    

    
 
  
  

    
      
          
            
  
Structure of dbschema.json

Example dbschema.json file [https://github.com/HelloZeroNet/ZeroTalk/blob/master/dbschema.json]

The code below will do the following:


	If an updated data/users/*/data.json file is received (eg.: a user posted something):
	Every row in data["topics"] is loaded to the topic table

	Every key in data["comment_votes"] is loaded to the comment_vote table as comment_hash col and the values stored in same line as vote





	If an updated data/users/content.json file is received (eg.: new user created):
	The "user_id", "user_name", "max_size", "added" key in value of content["include"] is loaded into the user table and the key is stored as path








{
  "db_name": "ZeroTalk", # Database name (only used for debugging)
  "db_file": "data/users/zerotalk.db", # Database file relative to site's directory
  "version": 2, # 1 = Json table has path column that includes directory and filename
                # 2 = Json table has seperate directory and file_name column
                # 3 = Same as version 2, but also has site column (for merger sites)
  "maps": { # Json to database mappings
    ".*/data.json": { # Regex pattern of file relative to db_file
      "to_table": [ # Load values to table
        {
          "node": "topics", # Reading data.json[topics] key value
          "table": "topic" # Feeding data to topic table
        },
        {
          "node": "comment_votes", # Reading data.json[comment_votes] key value
          "table": "comment_vote", # Feeding data to comment_vote table
          "key_col": "comment_hash",
            # data.json[comment_votes] is a simple dict, the keys of the
            # dict are loaded to comment_vote table comment_hash column

          "val_col": "vote"
            # The data.json[comment_votes] dict values loaded to comment_vote table vote column

        }
      ],
      "to_keyvalue": ["next_message_id", "next_topic_id"]
        # Load data.json[next_topic_id] to keyvalues table
        # (key: next_message_id, value: data.json[next_message_id] value)

    },
    "content.json": {
      "to_table": [
        {
          "node": "includes",
          "table": "user",
          "key_col": "path",
          "import_cols": ["user_id", "user_name", "max_size", "added"],
            # Only import these columns to user table
          "replaces": {
            "path": {"content.json": "data.json"}
              # Replace content.json to data.json in the
              # value of path column (required for joining)
          }
        }
      ],
      "to_json_table": [ "cert_auth_type", "cert_user_id" ]  # Save cert_auth_type and cert_user_id directly to json table (easier and faster data queries)
    }
  },
  "tables": { # Table definitions
    "topic": { # Define topic table
      "cols": [ # Cols of the table
        ["topic_id", "INTEGER"],
        ["title", "TEXT"],
        ["body", "TEXT"],
        ["type", "TEXT"],
        ["parent_topic_hash", "TEXT"],
        ["added", "DATETIME"],
        ["json_id", "INTEGER REFERENCES json (json_id)"]
      ],
      "indexes": ["CREATE UNIQUE INDEX topic_key ON topic(topic_id, json_id)"],
        # Indexes automatically created

      "schema_changed": 1426195822
        # Last time of the schema changed, if the client's version is different then
        # automatically destroy the old, create the new table then reload the data into it

    },
    "comment_vote": {
      "cols": [
        ["comment_hash", "TEXT"],
        ["vote", "INTEGER"],
        ["json_id", "INTEGER REFERENCES json (json_id)"]
      ],
      "indexes": ["CREATE UNIQUE INDEX comment_vote_key ON comment_vote(comment_hash, json_id)", "CREATE INDEX comment_vote_hash ON comment_vote(comment_hash)"],
      "schema_changed": 1426195826
    },
    "user": {
      "cols": [
        ["user_id", "INTEGER"],
        ["user_name", "TEXT"],
        ["max_size", "INTEGER"],
        ["path", "TEXT"],
        ["added", "INTEGER"],
        ["json_id", "INTEGER REFERENCES json (json_id)"]
      ],
      "indexes": ["CREATE UNIQUE INDEX user_id ON user(user_id)", "CREATE UNIQUE INDEX user_path ON user(path)"],
      "schema_changed": 1426195825
    },
    "json": {  # Json table format only required if you have specified to_json_table pattern anywhere
        "cols": [
            ["json_id", "INTEGER PRIMARY KEY AUTOINCREMENT"],
            ["directory", "TEXT"],
            ["file_name", "TEXT"],
            ["cert_auth_type", "TEXT"],
            ["cert_user_id", "TEXT"]
        ],
        "indexes": ["CREATE UNIQUE INDEX path ON json(directory, site, file_name)"],
        "schema_changed": 4
    }
  }
}






Example for data.json file

{
  "next_topic_id": 2,
  "topics": [
    {
      "topic_id": 1,
      "title": "Newtopic",
      "body": "Topic!",
      "added": 1426628540,
      "parent_topic_hash": "5@2"
    }
  ],
  "next_message_id": 19,
  "comments": {
    "1@2": [
      {
        "comment_id": 1,
        "body": "New user test!",
        "added": 1423442049
      }
    ],
    "1@13": [
      {
        "comment_id": 2,
        "body": "hello",
        "added": 1424653288
      },
      {
        "comment_id": 13,
        "body": "test 123",
        "added": 1426463715
      }
    ]
  },
  "topic_votes": {
    "1@2": 1,
    "4@2": 1,
    "2@2": 1,
    "1@5": 1,
    "1@6": 1,
    "3@2": 1,
    "1@13": 1,
    "4@5": 1
  },
  "comment_votes": {
    "5@5": 1,
    "2@12": 1,
    "1@12": 1,
    "33@2": 1,
    "45@2": 1,
    "12@5": 1,
    "34@2": 1,
    "46@2": 1
  }
}








Example for content.json file

{
  "files": {},
  "ignore": ".*/.*",
  "includes": {
    "13v1FwKcq7dx2UPruFcRcqd8s7VBjvoWJW/content.json": {
      "added": 1426683897,
      "files_allowed": "data.json",
      "includes_allowed": false,
      "max_size": 10000,
      "signers": [
        "13v1FwKcq7dx2UPruFcRcqd8s7VBjvoWJW"
      ],
      "signers_required": 1,
      "user_id": 15,
      "user_name": "meginthelloka"
    },
    "15WGMVViswrF13sAKb7je6oX3UhXavBxxQ/content.json": {
      "added": 1426687209,
      "files_allowed": "data.json",
      "includes_allowed": false,
      "max_size": 10000,
      "signers": [
        "15WGMVViswrF13sAKb7je6oX3UhXavBxxQ"
      ],
      "signers_required": 1,
      "user_id": 18,
      "user_name": "habla"
    }
  }
}
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Overview

ZeroNet allows you to publish static and dynamic sites.

Although ZeroNet can’t run scripting languages like PHP or Ruby, you can create dynamic sites using ZeroNet’s API (called ZeroFrame), JavaScript (or CoffeeScript) and the built-in SQL database.


ZeroChat tutorial

In this tutorial we going to build a P2P, decentralized, server and backend-less chat site in less then 100 lines of code.


	Read on ZeroBlog [http://127.0.0.1:43110/Blog.ZeroNetwork.bit/?Post:99:ZeroChat+tutorial]

	Read on Medium.com [https://decentralize.today/decentralized-p2p-chat-in-100-lines-of-code-d6e496034cd4]






ZeroNet Debug mode

ZeroNet comes with a --debug flag that will make site development easier.

To run ZeroNet in debug mode use: python zeronet.py --debug


Debug mode features:


	Automatic CoffeeScript -> JavaScript conversion (All examples used in this documentation and sample sites are written in CoffeeScript [http://coffeescript.org/])

	Debug messages will appear in the console

	Auto reload of some source files (UiRequest, UiWebsocket, FileRequest) on modification to prevent restarting (Requires PyFilesystem [http://pyfilesystem.org/] on GNU/Linux)

	http://127.0.0.1:43110/Debug Traceback and interactive Python console at the last error position (using the wonderful Werkzeug debugger - Requires Werkzeug [http://werkzeug.pocoo.org/])

	http://127.0.0.1:43110/Console Spawns an interactive Python console (Requires Werkzeug [http://werkzeug.pocoo.org/])






Extra features (works only for sites that you own)


	Merged CSS files: All CSS files inside the site folder will be merged into one file called all.css. You can choose to include only this file to your site. If you want to keep the other CSS files to make the development easier, you can add them to the ignore key of your content.json. This way, they won’t be published with your site. (eg: add to your content.json "ignore": "(js|css)/(?!all.(js|css))" this will ignore all CSS and JS files except all.js and all.css)

	Merged JS files: All JS files inside the site folder will be merged into one file called all.js. If a CoffeeScript compiler is present (bundled for Windows) it will convert .coffee to .js.

	Order in which files are merged into all.css/all.js: Files inside subdirectories of the css/js folder comes first; Files in the css/js folder will be merged according to file name ordering (01_a.css, 02_a.css, etc)











          

      

      

    

  

  
    
    
    ZeroFrame API Reference
    
    

    
 
  
  

    
      
          
            
  
ZeroFrame API Reference




Wrapper

These commands handled by wrapper frame and does not sent to UiServer using websocket


wrapperConfirm message, [button_caption]

Display a notification with confirm button

Parameter              | Description
—  | —
message            | The message you want to display
button_caption (optional) | Caption of the confirmation button (default: OK)

Return: True if clicked on button

Example:

# Delete site
siteDelete: (address) ->
    site = @sites[address]
    title = site.content.title
    if title.length > 40
        title = title.substring(0, 15)+"..."+title.substring(title.length-10)
    @cmd "wrapperConfirm", ["Are you sure you sure? <b>#{title}</b>", "Delete"], (confirmed) =>
        @log "Deleting #{site.address}...", confirmed
        if confirmed
            $(".site-#{site.address}").addClass("deleted")
            @cmd "siteDelete", {"address": address}










wrapperGetLocalStorage

Return: Browser’s local store for the site

Example:

@cmd "wrapperGetLocalStorage", [], (res) =>
    res ?= {}
    @log "Local storage value:", res










wrapperGetState

Return: Browser’s current history state object






wrapperNotification type, message, [timeout]

Display a notification

Parameter              | Description
—  | —
type               | Possible values: info, error, done
message            | The message you want to display
timeout (optional) | Hide display after this interval (milliseconds)

Return: None

Example:

@cmd "wrapperNotification", ["done", "Your registration has been sent!", 10000]










wrapperOpenWindow _url, [target], [specs]

Navigates or opens a new popup window.

Parameter              | Description
—  | —
url                | Url of the opened page
target (optional)  | Target window name
specs (optional)   | Special properties of the window (see: window.open specs [http://www.w3schools.com/jsref/met_win_open.asp])

Example:

@cmd "wrapperOpenWindow", ["https://zeronet.io", "_blank", "width=550,height=600,location=no,menubar=no"]










wrapperPermissionAdd permission

Request new permission for site

Parameter        | Description
— | —
permission   | Name of permission (eg. Merger:ZeroMe)






wrapperPrompt message, [type]

Prompt text input from user

Parameter           | Description
—  | —
message         | The message you want to display
type (optional) | Type of the input (default: text)

Return: Text entered to input

Example:

# Prompt the private key
@cmd "wrapperPrompt", ["Enter your private key:", "password"], (privatekey) =>
    $(".publishbar .button").addClass("loading")
    # Send sign content.json and publish request to server
    @cmd "sitePublish", [privatekey], (res) =>
        $(".publishbar .button").removeClass("loading")
        @log "Publish result:", res










wrapperPushState state, title, url

Change the url and adds new entry to browser’s history. See: pushState JS method [https://developer.mozilla.org/en-US/docs/Web/API/History_API#The_pushState()_method]

Parameter           | Description
—  | —
state           | State javascript object
title           | Title of the page
url             | Url of the page

Return: None

@cmd "wrapperPushState", [{"scrollY": 100}, "Profile page", "Profile"]










wrapperReplaceState state, title, url

Change the url without adding new entry to browser’s history. See: replaceState JS method [https://developer.mozilla.org/en-US/docs/Web/API/History_API#The_replaceState()_method]

Parameter           | Description
—  | —
state           | State javascript object
title           | Title of the page
url             | Url of the page

Return: None

@cmd "wrapperReplaceState", [{"scrollY": 100}, "Profile page", "Profile"]










wrapperSetLocalStorage data

Set browser’s local store data stored for the site

Parameter              | Description
—  | —
data               | Any data structure you want to store for the site

Return: None

Example:

Page.local_storage["topic.#{@topic_id}_#{@topic_user_id}.visited"] = Time.timestamp()
Page.cmd "wrapperSetLocalStorage", Page.local_storage










wrapperSetTitle title

Set browser’s title

Parameter              | Description
—  | —
title              | New browser tab title

Return: None

Example:

Page.cmd "wrapperSetTitle", "newtitle"










wrapperSetViewport viewport

Set sites’s viewport meta tag content (required for mobile sites)

Parameter           | Description
—  | —
viewport        | The viewport meta tag content

Return: None

Example:

# Prompt the private key
@cmd "wrapperSetViewport", "width=device-width, initial-scale=1.0"












UiServer

The UiServer is for ZeroNet what the LAMP setup is for normal websites.

The UiServer will do all the ‘backend’ work (eg: querying the DB, accessing files, etc). This are the API calls you will need to make your site dynamic.


certAdd domain, auth_type, auth_user_name, cert

Add a new certificate to current user.

Parameter            | Description
— | —
domain           | Certificate issuer domain
auth_type        | Auth type used on registration
auth_user_name   | User name used on registration
cert             | The cert itself: auth_address#auth_type/auth_user_name string signed by the cert site owner

Return: “ok”, “Not changed” or {“error”: error_message}

Example:

@cmd "certAdd", ["zeroid.bit", auth_type, user_name, cert_sign], (res) =>
    $(".ui").removeClass("flipped")
    if res.error
        @cmd "wrapperNotification", ["error", "#{res.error}"]










certSelect accepted_domains

Display certificate selector.

Parameter            | Description
— | —
accepted_domains | List of domains that accepted by site as authorization provider

Return: None

Example:

@cmd "certSelect", {"accepted_domains": ["zeroid.bit"]}










channelJoin channel

Request notifications about sites’s events.

Parameter   | Description
— | —
channel | Channel to join

Return: None

Channels:


	siteChanged (joined by default)Events: peers_added, file_started, file_done, file_failed
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Structure of content.json

Every ZeroNet site will have a content.json file. (Example content.json file [https://github.com/HelloZeroNet/ZeroTalk/blob/master/content.json])

This file will carry, among other things, a list of all files on your site and a signature created with your private key. This is done to avoid file tampering (ie: only you, or people you trust, can update the site content).

Here is a list of supported keys:




Generated automatically




address

Your site address

Example: 1TaLk3zM7ZRskJvrh3ZNCDVGXvkJusPKQ






address_index

The site’s address BIP32 sub-key index of your BIP32 seed. Auto-added when you clone a site. It allows to recover the site privatekey from your BIP32 seed.

Example: 30926910






cloned_from

The site address where the site is cloned from.

Example: 1BLogC9LN4oPDcruNz3qo1ysa133E9AGg8






clone_root

The sub-directory on source site where this site was cloned from.

Example: template-new






files

Size and sha512 hash of automatically downloaded files contained in your site. Automatically added by the command zeronet.py siteSign siteaddress privatekey.

Example:

    "css/all.css": {
      "sha512": "869b09328f07bac538c313c4702baa5276544346418378199fa5cef644c139e8",
      "size": 148208










files_optional

Size and sha512 hash of optional files contained in your site. Automatically added by the command zeronet.py siteSign siteaddress privatekey.

Example:

    "data/myvideo.mp4": {
      "sha512": "538c09328aa52765443464135cef644c144346418378199fa5cef61837819538",
      "size": 832103










modified

Time when the content.json was generated.

Example: 1425857522.076






sign (deprecated)

ECDSA sign of the content.json file content. (keys sorted, without whitespace and the sign and signers_sign nodes). For backward compatibility, will be removed soon.

Example:

  "sign": [
    43117356513690007125104018825100786623580298637039067305407092800990252156956,
    94139380599940414070721501960181245022427741524702752954181461080408625270000
  ],










signers_sign

Possible signers address for the root content.json signed using the site address private key. (Multisig possibility)

Format of the signed string: [signers_required]:[signer address],[signer address]

Example: HKNDz9IUHcBc/l2Jm2Bl70XQDL9HYHhJ2hUdg8AMyunACLgxyXBr7EW1/ME4hGkaFZSFmIxlInmxH+BrMVXbnLw=






signs

ECDSA signs for the the content.json file content. (keys sorted, without whitespace and the sign and signers_sign nodes).

Example:

  "signs": {
    "1TaLk3zM7ZRskJvrh3ZNCDVGXvkJusPKQ": "G6/QXFKvACPQ7LhoZG4fgqmeOSK99vGM2arVWkm9pV/WPCfc2ulv6iuQnuzw4v5z82qWswcRq907VPdBsdb9VRo="
  },










zeronet_version

ZeroNet version used to generate content.json file.

Example: 0.2.5








Settings


background-color

Background color of the wrapper

Example: #F5F5F5






cloneable

Allow to clone the site if true.

To make your site properly cloneable you have to add data files for clean start (eg. without any blog posts).
To do this you have to add -default postfix to your data files and directories.
On the cloning process every file and directory is skipped if it has -default postfixed alternative and then the -default postfix will be removed from the affected files and directories.






description

Description of your site, displayed under site title on ZeroHello.

Example: Decentralized forum demo






domain

Namecoin domain name of your site. ZeroHello will link to this if the user has Zeroname plugin enabled.

Example: Blog.ZeroNetwork.bit






ignore

Ignore files from signing matching this preg pattern

Example: ((js|css)/(?!all.(js|css))|data/users/.*) (ignore all js and css files except all.js and all.css and don’t add anything from data/users/ directory)






includes

Include an another content.json

Example:

{
  "data/users/content.json": {
    "signers": [ # Possible signers address for the file
      "1LSxsKfC9S9TVXGGNSM3vPHjyW82jgCX5f"
    ],
    "signers_required": 1 # Valid signs required to accept the file (Multisig possibility),
    "files_allowed": "data.json", # Preg pattern for the allowed files in the include file
    "includes_allowed": false, # Nested includes allowed or not
    "max_size": 10000, # Max sum filesize allowed in the include (in bytes)
  }
}










merged_type

Data source for specified merger site type

Example: ZeroMe






optional

Preg pattern of optional files

Example: (data/mp4/.*|updater/.*) (everything in data/mp4 and updater directory is optional)






signs_required

Valid signs required to accept the file (Multisig possibility)

Example: 1






title

Site’s title, visible in browser title and on ZeroHello.

Example: ZeroTalk






translate

Files need be translated. (use language json files in languages dictionary)

Example: [“index.html”, “js/all.js”]






favicon

Site’s favicon. Replace default ZeroNet favicon with a site-specific favicon.

Example: favicon.ico






user_contents

Rules of allowed user content of current directory.

Node                   | Description
—  | —
cert_signers       | Accepted domains and it’s valid signer’s addresses
permission_rules   | Allowed file names and total directory size based on cert domain or authorization method
permissions        | Per-user permissions. (false = banned user)

Example:

  "user_contents": {
    "cert_signers": {
      "zeroid.bit": [ "1iD5ZQJMNXu43w1qLB8sfdHVKppVMduGz" ]
    },
    "permission_rules": {
      ".*": {
        "files_allowed": "data.json",
        "max_size": 10000
      },
      "bitid/.*@zeroid.bit": { "max_size": 40000 },
      "bitmsg/.*@zeroid.bit": { "max_size": 15000 }
    },
    "permissions": {
      "bad@zeroid.bit": false,
      "nofish@zeroid.bit": { "max_size": 100000 }
    }
  }










viewport

Content for the viewport meta tag. (Used for mobile-friendly pages)

Example: width=device-width, initial-scale=1.0
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