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XCCDF - The Extensible Configuration Checklist Description Format Python Library

This Library provides the means to create, edit or transform an XCCDF XML file in any way you want.

The specification used is the 1.2 Release. More information here

Contents:

Contents 1

http://scap.nist.gov/specifications/xccdf/#resource-1.2
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CHAPTER 1

What is XCCDF

From the NIST XCCDF Homepage:

XCCDF is a specification language for writing security checklists, benchmarks, and related kinds of
documents. An XCCDF document represents a structured collection of security configuration rules for
some set of target systems. The specification is designed to support information interchange, document
generation, organizational and situational tailoring, automated compliance testing, and compliance scor-
ing. The specification also defines a data model and format for storing results of benchmark compliance
testing. The intent of XCCDF is to provide a uniform foundation for expression of security checklists,
benchmarks, and other configuration guidance, and thereby foster more widespread application of good
security practices.
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CHAPTER 2

API Reference

Models reference

Base models

Element

xccdf.models.element includes the class Element, the base of the rest of models, getting the common attributes.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.element.Element(xml_element=None, tag_name=None)
Generic class to implement a XCCDF element.

__init__(xml_element=None, tag_name=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• tag_name (str) – Tag name of the element.

Raises ValueError – If no parameter is given.

__str__()
String representation of Element object.

Returns Element object as a string.

Return type str

as_dict()
Serializes the object necessary data in a dictionary.

Returns Serialized data in a dictionary.
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Return type dict

static get_namespace_and_tag(name)
Separates the namespace and tag from an element.

Parameters name (str) – Tag.

Returns Namespace URI and Tag namespace.

Return type tuple

import_element(xml_element)
Imports the element from an lxml element and loads its content.

Parameters xml_element (lxml.etree._Element) – XML element to import.

load_xml_attrs()
Load XML attributes as object attributes.

Returns List of parsed attributes.

Return type list

HTMLElement

xccdf.models.html_element includes the class HTMLElement, the base for every element with a HTML enabled text.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.html_element.HTMLElement(xml_element=None, tag_name=None)
Generic class to implement a XCCDF element with HTML enabled text.

__init__(xml_element=None, tag_name=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• tag_name (str) – Tag name of the element.

as_dict()
Serializes the object necessary data in a dictionary.

Returns Serialized data in a dictionary.

Return type dict

convert_html_to_xml()
Parses the HTML parsed texts and converts its tags to XML valid tags.

Returns HTML enabled text in a XML valid format.

Return type str

get_html_content()
Parses the element and subelements and parses any HTML enabled text to its original HTML form for
rendering.

Returns Parsed HTML enabled text content.

Return type str

6 Chapter 2. API Reference
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import_element(xml_element)
Imports the element from an lxml element and loads its content.

update_xml_element()
Updates the xml element contents to matches the instance contents.

Returns Updated XML element.

Return type lxml.etree._Element

Element models

Benchmark

xccdf.models.benchmark includes the class Benchmark to create or import a <xccdf:Benchmark> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.benchmark.Benchmark(xml_element=None, id=None)
Class to parse <xccdf:Benchmark> element.

__init__(xml_element=None, id=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• id (str) – Unique ID of the Benchmark. If xml_element is present, this parameter is
ignored.

Raises

• ValueError – If no parameter is given.

• RequiredAttributeException – If after importing the xml_element the id at-
tribute is missing.

__str__()
String representation of Benchmark object.

Returns Benchmark object as a string.

Return type str

as_dict()
Serializes the object necessary data in a dictionary.

Returns Serialized data in a dictionary.

Return type dict

load_children()
Load the subelements from the xml_element in its correspondent classes.

Returns List of child objects.

Return type list

Raises

• CardinalityException – If there is more than one Version child.
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• CardinalityException – If there is no Version child.

• CardinalityException – If there is no Group and no Rule child.

• CardinalityException – If there is no Status element.

update_xml_element()
Updates the XML element contents to matches the instance contents.

Returns Updated XML element.

Return type lxml.etree._Element

Description

xccdf.models.description includes the class Description to create or import a <xccdf:description> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.description.Description(xml_element=None)
Class to implement <xccdf:description> element.

__init__(xml_element=None)
Initializes the attrs attribute to serialize the attributes.

Parameters xml_element (lxml.etree._Element) – XML element to load.

__str__()
String representation of Description object.

Returns Description object as a string.

Return type str

to_xml_string()
Updates the XML element and returns it as a string.

Returns XML block as a string.

Return type str

update_xml_element()
Updates the xml element contents to matches the instance contents.

Returns Updated XML element.

Return type lxml.etree._Element

FrontMatter

xccdf.models.front_matter includes the class FrontMatter to create or import a <xccdf:front-matter> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.front_matter.FrontMatter(xml_element=None)
Class to implement <xccdf:front-matter> element.

__init__(xml_element=None)

Initializes the attrs attribute to serialize the attributes.

8 Chapter 2. API Reference
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Parameters xml_element (lxml.etree._Element) – XML element to load.

__str__()
String representation of FrontMatter object.

Returns FrontMatter object as a string.

Return type str

Group

xccdf.models.group includes the class Group to create or import a <xccdf:Group> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.group.Group(xml_element=None, id=None)
Class to parse <xccdf:Group> element.

__init__(xml_element=None, id=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• id (str) – Unique ID of the Group. If xml_element is present, this parameter is ignored.

Raises

• ValueError – If no parameter is given.

• RequiredAttributeException – If after importing the xml_element the id at-
tribute is missing.

__str__()
String representation of Group object.

Returns Group object as a string.

Return type str

as_dict()
Serializes the object necessary data in a dictionary.

Returns Serialized data in a dictionary.

Return type dict

load_children()
Load the subelements from the xml_element in its correspondent classes.

Returns List of child objects.

Return type list

Raises

• CardinalityException – If there is more than one Version child.

• CardinalityException – If there is no Group and no Rule child.

update_xml_element()
Updates the xml element contents to matches the instance contents.
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Returns Updated XML element.

Return type lxml.etree._Element

Ident

xccdf.models.ident includes the class Ident to create or import a <xccdf:ident> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.ident.Ident(xml_element=None, ident=None, system=None)
Class to implement <xccdf:ident> element.

__init__(xml_element=None, ident=None, system=None)
Initializes the Ident class and loads its attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• ident (str) – Ident string.

• system (str) – System attribute string.

Raises

• ValueError – If no paramenter is given.

• RequiredAttributeException – If after importing the xml_element the ident at-
tribute is missing.

• RequiredAttributeException – If after importing the xml_element the system
attribute is missing.

__str__()
String representation of Ident object.

Returns Ident object as a string.

Return type str

to_xml_string()
Exports the element in XML format.

Returns element in XML format.

Return type str

update_xml_element()
Updates the xml element contents to matches the instance contents.

Returns Updated XML element.

Return type lxml.etree._Element

Notice

xccdf.models.notice includes the class Notice to create or import a <xccdf:notice> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>
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class xccdf.models.notice.Notice(xml_element=None, id=None)
Class to implement <xccdf:notice> element.

__init__(xml_element=None, id=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• id (str) – Id attribute.

Raises

• ValueError – If no parameter is given.

• RequiredAttributeException – If after importing the xml_element the id at-
tribute is missing.

__str__()
String representation of Notice object.

Returns Notice object as a string.

Return type str

Platform

xccdf.models.notice includes the class Notice to create or import a <xccdf:notice> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.platform.Platform(xml_element=None, idref=None)
Class to implement <xccdf:platform> element.

__init__(xml_element=None, idref=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• idref (str) – CPE string or identifier of CPEL expression.

Raises

• ValueError – If no parameter is given.

• RequiredAttributeException – If after importing the xml_element the idref at-
tribute is missing.

__str__()
String representation of Platform object.

Returns Platform object as a string.

Return type str

to_xml_string()
Exports the element in XML format.

Returns element in XML format.

Return type str
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update_xml_element()
Updates the xml element contents to matches the instance contents.

Returns Updated XML element.

Return type lxml.etree._Element

Profile

xccdf.models.profile includes the class Profile to create or import a <xccdf:Profile> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.profile.Profile(xml_element=None, id=None)
Class to implement <xccdf:Profile> element.

__init__(xml_element=None, id=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• id (str) – Unique ID of the Profile. If xml_element is present, this parameter is ignored.

Raises

• ValueError – If no parameter is given.

• RequiredAttributeException – If after importing the xml_element the id at-
tribute is missing.

__str__()
String representation of Profile object.

Returns Profile object as a string.

Return type str

as_dict()
Serializes the object necessary data in a dictionary.

Returns Serialized data in a dictionary.

Return type dict

load_children()
Load the subelements from the xml_element in its correspondent classes.

Returns List of child objects.

Return type list

Raises

• CardinalityException – If there is more than one Version child.

• CardinalityException – If there is no Title child element.

update_xml_element()
Updates the xml element contents to matches the instance contents.

Returns Updated XML element.

Return type lxml.etree._Element
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RearMatter

xccdf.models.profile includes the class RearMatter to create or import a <xccdf:rear-matter> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.rear_matter.RearMatter(xml_element=None)
Class to implement <xccdf:rear-matter> element.

__init__(xml_element=None)
Initializes the attrs attribute to serialize the attributes.

Parameters xml_element (lxml.etree._Element) – XML element to load_xml_attrs.

__str__()
String representation of RearMatter object.

Returns RearMatter object as a string.

Return type str

Rule

xccdf.models.rule includes the class Rule to create or import a <xccdf:Rule> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.rule.Rule(xml_element=None, id=None)
Class to parse <xccdf:Rule> element.

__init__(xml_element=None, id=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• id (str) – Unique ID of the Rule. If xml_element is present, this parameter is ignored.

Raises

• ValueError – If no parameter is given.

• RequiredAttributeException – If after importing the xml_element the id at-
tribute is missing.

__str__()
String representation of Rule object.

Returns Rule object as a string.

Return type str

as_dict()
Serializes the object necessary data in a dictionary.

Returns Serialized data in a dictionary.

Return type dict

load_children()
Load the subelements from the xml_element in its correspondent classes.
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Returns List of child objects.

Return type list

Raises CardinalityException – If there is more than one Version child.

update_xml_element()
Updates the xml element contents to matches the instance contents.

Returns Updated XML Element.

Return type lxml.etree._Element

Select

xccdf.models.select includes the class Select to create or import a <xccdf:select> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.select.Select(xml_element=None, idref=None, selected=False)
Class to implement <xccdf:select> element.

__init__(xml_element=None, idref=None, selected=False)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• idref (str) – Unique identifier of a Select element.

• selected (bool) – Mark the Select element as selected.

Raises

• ValueError – If no parameter is given.

• RequiredAttributeException – If after importing the xml_element the idref at-
tribute is missing.

• InvalidValueException – If the imported selected attribute has an invalid value.

__str__()
String representation of Select object.

Returns Select object as a string.

Return type str

is_selected()
Return if the select element is selected or None if selected is not defined.

Returns If the element is marked as selected.

Return type bool or NoneType

to_xml_string()
Exports the element in XML format.

Returns element in XML format.

Return type str

update_xml_element()
Updates the xml element contents to matches the instance contents.

14 Chapter 2. API Reference
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Returns Updated XML element

Return type lxml.etree._Element

Status

xccdf.models.status includes the class Status to create or import a <xccdf:status> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.status.Status(xml_element=None, state=None)
Class to implement <xccdf:status> element.

__init__(xml_element=None, state=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load_xml_attrs.

• state (str) – State string of this status

Raises

• ValueError – If no parameter is given.

• InvalidValueException – If the imported state string is not one of the valid state
strings.

__str__()
String representation of Status object.

Returns Status object as a string.

Return type str

str_to_date()
Returns the date attribute as a date object.

Returns Date of the status if it exists.

Return type date or NoneType

to_xml_string()
Exports the element in XML format.

Returns element in XML format.

Return type str

update_xml_element()
Updates the xml element contents to matches the instance contents.

Returns Updated XML element.

Return type lxml.etree._Element

Tailoring

xccdf.models.tailoring includes the class Tailoring to create or import a <xccdf:Tailoring> element.

This module is part of the xccdf library.
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Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.tailoring.Tailoring(xml_element=None, id=None)
Class to implement <xccdf:Tailoring> element.

__init__(xml_element=None, id=None)
Initializes the attrs attribute to serialize the attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• id (str) – Unique ID of the Tailoring. If xml_element is present, this parameter is
ignored.

Raises

• ValueError – If no parameter is given.

• RequiredAttributeException – If after importing the xml_element the id at-
tribute is missing.

• InvalidValueException – If the id attribute has an invalid format.

__str__()
String representation of Tailoring object.

Returns Tailoring object as a string

Return type str

load_children()
Load the subelements from the xml_element in its correspondent classes.

Returns List of child objects.

Return type list

Raises

• CardinalityException – If there is more than one Version child.

• CardinalityException – If there is no Version child.

• CardinalityException – If there is no Profile element.

update_xml_element()
Updates the xml element contents to matches the instance contents.

Returns Updated XML element

Return type lxml.etree._Element

Title

xccdf.models.title includes the class Title to create or import a <xccdf:title> element.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.title.Title(xml_element=None)
Class to implement <xccdf:title> element.

__init__(xml_element=None)
Initializes the attrs attribute to serialize the attributes.

16 Chapter 2. API Reference
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Parameters xml_element (lxml.etree._Element) – XML element to load_xml_attrs.

__str__()
String representation of Title object.

Returns Title object as a string

Return type str

to_xml_string()
Exports the element in XML format.

Returns element in XML format.

Return type str

update_xml_element()
Updates the xml element contents to matches the instance contents.

Returns Updated XML element.

Return type lxml.etree._Element

Version

xccdf.models.version includes the class Version to create or import a <xccdf:version> element.

Also includes the class TailoringVersion to extend the Version class requiring the time attribute to be defined.

This module is part of the xccdf library.

Author: Rodrigo Núñez <rnunezmujica@icloud.com>

class xccdf.models.version.TailoringVersion(xml_element=None, version=None,
time=None)

Class to implement <xccdf:version> element specific to the <xccdf:Tailoring> element.

__init__(xml_element=None, version=None, time=None)
Initializes the TailoringVersion class and loads its attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• version (str) – Version string.

• time (datetime.datetime) – Timestamp of this version.

Raises RequiredAttributeException – If the time attribute is missing.

class xccdf.models.version.Version(xml_element=None, version=None)
Class to implement <xccdf:version> element.

__init__(xml_element=None, version=None)
Initializes the Version class and loads its attributes.

Parameters

• xml_element (lxml.etree._Element) – XML element to load.

• version (str) – Version string.

Raises ValueError – If no parameter is given.

__str__()
String representation of Version object.
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Returns Version object as a string.

Return type str

str_to_time()
Formats a XCCDF dateTime string to a datetime object.

Returns datetime object.

Return type datetime.datetime

time_to_str()
Formats time attribute to the XCCDF dateTime format.

Returns time formatted string.

Return type str

to_xml_string()
Exports the element in XML format

Returns element in XML format

Return type str

update_xml_element()
Updates the xml element contents to matches the instance contents

Returns Updated XML element

Return type lxml.etree._Element
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Indices and tables

• genindex

• modindex

• search
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