

    
      
          
            
  

	Welcome

	Installation
	Mac OSX

	Linux





	Testing

	Basic Usage
	Using the top level function wolfssl.wrap_socket()

	Using the method wrap_socket() from a SSLContext instance

	Creating an SSLSocket object from the scratch





	API Documentation
	wrap_socket

	SSL/TLS Context

	SSL/TLS Socket





	Client and Server Examples
	SSL/TLS Client Example

	SSL/TLS Server Example





	Licensing
	Open Source

	Commercial Licensing











          

      

      

    

  

    
      
          
            
  
Welcome

wolfssl Python is a Python module that encapsulates wolfssl C, a lightweight C-language-based SSL/TLS library [https://wolfssl.com/wolfSSL/Products-wolfssl.html] targeted for embedded, RTOS, or
resource-constrained environments primarily because of its small size, speed,
and portability.




Installation

In order to use wolfssl Python, you’ll also need to install wolfssl C.


Mac OSX

Installing from homebrew and pip package managers:

# wolfssl C installation
brew install wolfssl

# wolfssl Python installation
sudo -H pip install wolfssl





Installing from source code:

# wolfssl C installation
git clone https://github.com/wolfssl/wolfssl.git
cd wolfssl/
./autogen.sh
./configure --enable-sha512
make
sudo make install

# wolfssl Python installation
cd wrapper/python/wolfssl
sudo make install








Linux

# dependencies installation
sudo apt-get update
sudo apt-get install -y git autoconf libtool
sudo apt-get install -y python-dev python3-dev python-pip libffi-dev

# wolfssl C installation
git clone https://github.com/wolfssl/wolfssl.git
cd wolfssl/
./autogen.sh
./configure --enable-sha512
make
sudo make install

sudo ldconfig

# wolfssl Python installation
sudo -H pip install wolfssl










Testing

To run the tox tests in the source code, you’ll need tox and a few other
requirements. The source code relies at WOLFSSL_DIR/wrapper/python/wolfssl
where WOLFSSL_DIR is the path of wolfssl C‘s source code.


	Make sure that the testing requirements are installed:



sudo -H pip install -r requirements-testing.txt






	Run make check:



$ make check
...
_________________________________ summary _________________________________
py27: commands succeeded
SKIPPED: py34: InterpreterNotFound: python3.4
py35: commands succeeded
py36: commands succeeded
congratulations :)





Note: the test is performed using multiple versions of python. If you are
missing a version the test will be skipped with an InterpreterNotFound
error.





          

      

      

    

  

    
      
          
            
  
Basic Usage

The SSL/TLS protocol works securing an underlying TCP connection, this module
adds the secure layer around the Python standard library
socket [https://docs.python.org/3.6/library/socket.html] module.

There are three different paths to secure a socket in this module:


	Using the top level function wolfssl.wrap_socket();

	Using the method wrap_socket() from a SSLContext instance;

	Creating an SSLSocket object from the scratch.




	Note 1:

	It is possible to use the same SSLContext for multiple SSLSockets to save
time and resources.

	Note 2:

	Each path provides its own options for fine-tuning the securint parameters.
Check them out in the API documentation.




Using the top level function wolfssl.wrap_socket()

>>> import socket
>>> import wolfssl
>>>
>>> sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM, 0)
>>>
>>> secure_socket = wolfssl.wrap_socket(sock)
>>>
>>> secure_socket.connect(("www.python.org", 443))
>>>
>>> secure_socket.write(b"GET / HTTP/1.1\n\n")
>>>
>>> print(secure_socket.read())
b'HTTP/1.1 500 Domain Not Found\r\nServer: Varnish\r\nRetry-After: 0\r\ncontent-type: text/html\r\nCache-Control: private, no-cache\r\nconnection: keep-alive\r\nContent-Length: 179\r\nAccept-Ranges: bytes\r\nDate: Sun, 05 Feb 2017 21:26:48 GMT\r\nVia: 1.1 varnish\r\nConnection: keep-alive\r\n\r\n\n<html>\n<head>\n<title>Fastly error: unknown domain </title>\n</head>\n<body>\nFastly error: unknown domain: . Please check that this domain has been added to a service.</body></html>'
>>>
>>> secure_socket.close()








Using the method wrap_socket() from a SSLContext instance

>>> import socket
>>> import wolfssl
>>>
>>> sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM, 0)
>>>
>>> context = wolfssl.SSLContext(wolfssl.PROTOCOL_TLSv1_2)
>>>
>>> secure_socket = context.wrap_socket(sock)
>>>
>>> secure_socket.connect(("www.python.org", 443))
>>>
>>> secure_socket.write(b"GET / HTTP/1.1\n\n")
>>>
>>> print(secure_socket.read())
b'HTTP/1.1 500 Domain Not Found\r\nServer: Varnish\r\nRetry-After: 0\r\ncontent-type: text/html\r\nCache-Control: private, no-cache\r\nconnection: keep-alive\r\nContent-Length: 179\r\nAccept-Ranges: bytes\r\nDate: Sun, 05 Feb 2017 21:26:48 GMT\r\nVia: 1.1 varnish\r\nConnection: keep-alive\r\n\r\n\n<html>\n<head>\n<title>Fastly error: unknown domain </title>\n</head>\n<body>\nFastly error: unknown domain: . Please check that this domain has been added to a service.</body></html>'
>>>
>>> secure_socket.close()








Creating an SSLSocket object from the scratch

>>> import socket
>>> import wolfssl
>>>
>>> sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM, 0)
>>>
>>> secure_socket = wolfssl.SSLSocket(sock)
>>>
>>> secure_socket.connect(("www.python.org", 443))
>>>
>>> secure_socket.write(b"GET / HTTP/1.1\n\n")
>>>
>>> print(secure_socket.read())
b'HTTP/1.1 500 Domain Not Found\r\nServer: Varnish\r\nRetry-After: 0\r\ncontent-type: text/html\r\nCache-Control: private, no-cache\r\nconnection: keep-alive\r\nContent-Length: 179\r\nAccept-Ranges: bytes\r\nDate: Sun, 05 Feb 2017 21:26:48 GMT\r\nVia: 1.1 varnish\r\nConnection: keep-alive\r\n\r\n\n<html>\n<head>\n<title>Fastly error: unknown domain </title>\n</head>\n<body>\nFastly error: unknown domain: . Please check that this domain has been added to a service.</body></html>'
>>>
>>> secure_socket.close()











          

      

      

    

  

    
      
          
            
  
API Documentation


wrap_socket




SSL/TLS Context




SSL/TLS Socket







          

      

      

    

  

    
      
          
            
  
Client and Server Examples


SSL/TLS Client Example

import socket
import wolfssl

CA_DATA = \
"""
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
"""

bind_socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM, 0)

context = wolfssl.SSLContext(wolfssl.PROTOCOL_TLSv1_2)

context.verify_mode = wolfssl.CERT_REQUIRED
context.load_verify_locations(cadata=CA_DATA)

secure_socket = context.wrap_socket(bind_socket)

secure_socket.connect(("www.python.org", 443))

secure_socket.write(b"GET / HTTP/1.1\n\n")

print(secure_socket.read())

secure_socket.close()








SSL/TLS Server Example

import socket
import wolfssl

bind_socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM, 0)

bind_socket.bind(("", 4433))
bind_socket.listen(5)

context = wolfssl.SSLContext(wolfssl.PROTOCOL_TLSv1_2, server_side=True)

context.load_cert_chain("certs/server-cert.pem", "certs/server-key.pem")

while True:
    try:
        secure_socket = None

        new_socket, from_addr = bind_socket.accept()

        secure_socket = context.wrap_socket(new_socket)

        print("Connection received from", from_addr)

        print("\n", secure_socket.read(), "\n")
        secure_socket.write(b"I hear you fa shizzle!")

    except KeyboardInterrupt:
        print()
        break

    finally:
        if secure_socket:
            secure_socket.close()

bind_socket.close()











          

      

      

    

  

    
      
          
            
  
Licensing

wolfSSL’s software is available under two distinct licensing models:
open source and standard commercial licensing. Please see the relevant
section below for information on each type of license.


Open Source

wolfCrypt and wolfSSL software are free software downloads and may be modified
to the needs of the user as long as the user adheres to version two of the GPL
License. The GPLv2 license can be found on the gnu.org website [http://www.gnu.org/licenses/old-licenses/gpl-2.0.html].




Commercial Licensing

Businesses and enterprises who wish to incorporate wolfSSL products into
proprietary appliances or other commercial software products for
re-distribution must license commercial versions. Licenses are generally
issued for one product and include unlimited royalty-free distribution.
Custom licensing terms are also available at licensing@wolfssl.com.
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