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https://www.logcg.com/archives/1276.html
https://www.vultr.com/
https://www.linode.com
https://cloud.google.com/
https://bwh8.net/
https://bitbear.net/
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https://www.cnvultr.com/
https://www.bandwagonhost.net/readme

CHAPTER 2

t4R VPS

%% VPS

VPS, Virtual Private Server, MEIILMMsTAS, Hoig Ry Bl d5 &l e UL SR RS 24 e iUl %
55 A%

2.1 VPS B R
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https://baike.baidu.com/item/VPS
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2.4 VPS vs ECS

5%

EIRS

ZMSA (BCS) ZEALAMIENL VPS i b7
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ECS(Elastic Computer Service) fEMEn/kRs5s#n, FLSLIUZ M Ik 55 s SRR Bl M IR 5548, Xk
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2.5 ftaEfER vps LI ECS

VPS WM A—ftt ECS AR, FrUABTR/INIBIF R U5, BEIRY e IEA KA BAERT DAGE vPsS
VPS | AL vultr, linode, BandwagonHOSTHlgoogle cloud
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https://baike.baidu.com/item/%E4%BA%91%E6%9C%8D%E5%8A%A1%E5%99%A8
https://www.zhihu.com/question/46387307
https://yq.aliyun.com/articles/226730
https://www.vultr.com/
https://www.linode.com
https://bwh8.net/
https://cloud.google.com/
https://cn.aliyun.com/
https://cloud.tencent.com/
https://amazonaws-china.com/cn/?nc2=h_lg

CHAPTER 3

LI ERIbES

AR T M2 BIRR, —BORYE, BEREOE, B

3.1 e M=

Z:7%: Vultr H 5%
speedtest
Ping £l

vultr 33

3.2 @ATME

3.2.1 ping

£%: Calculate upload/download speed by ping

$ ping 149.28.83.99

PING 149.28.83.99 (149.28.83.99) 56(84) bytes of data.

64 bytes from 149.28.83.99: icmp_seq=1 ttl=45 time=187 ms
64 bytes from 149.28.83.99: icmp_seq=2 ttl=45 time=187 ms
64 bytes from 149.28.83.99: icmp_seq=3 ttl=45 time=187 ms

G¥E))



https://blog.csdn.net/whatday/article/details/86764822
http://www.speedtest.cn/
http://ping.chinaz.com/
http://lax-ca-us-ping.vultr.com/
https://stackoverflow.com/questions/4575537/calculate-upload-download-speed-by-ping
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64 bytes from 149.28.83.99: icmp_seq=4 ttl=45 time=190 ms
64 bytes from 149.28.83.99: icmp_seq=5 ttl=45 time=186 ms
64 bytes from 149.28.83.99: icmp_seq=6 ttl=45 time=186 ms
64 bytes from 149.28.83.99: icmp_seq=7 ttl=45 time=187 ms
64 bytes from 149.28.83.99: icmp_seq=8 ttl=45 time=186 ms
64 bytes from 149.28.83.99: icmp_seq=9 ttl=45 time=188 ms
64 bytes from 149.28.83.99: icmp_seq=10 ttl=45 time=188 ms
64 bytes from 149.28.83.99: icmp_seq=11 ttl=45 time=187 ms
~C

--— 149.28.83.99 ping statistics -—-

11 packets transmitted, 11 received, 0% packet loss, time 10011ms
rtt min/avg/max/mdev = 186.880/187.645/190.295/1.125 ms

Jiik 64 FUTIIHE 187,645 RH, N

3.2.2 speedtest-cli

5%
speedtest-cli 47 IR 55 i 71 9] 38
QOAATAE Linux ) 28 ) 28 o 38

github fFspeedtest B AySFTHRAS

$ pip install speedtest-cli

0120

$ speedtest

Retrieving speedtest.net configuration...

Testing from UNICOM ZheJiang (101.68.71.72)...

Retrieving speedtest.net server list...

Selecting best server based on ping...

Hosted by Hangzhou , Zhejiang Unicom (Hangzhou) [4.91 km]: 2.893 ms

Testing download Speed. ... ... ..ttt it i e et i e e

Download: 51.89 Mbit/s
Testing upload Speed. . ... ...t i i e e

Upload: 3.94 Mbit/s

6 Chapter 3. n{ailll5E



http://www.ttlsa.com/linux/use-speedtest-cli-test-internet-speed/
https://linux.cn/article-9558-1.html?pr
https://github.com/sivel/speedtest-cli
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MR 55 %% Zhejiang Unicom (Hangzhou), FREIJE 4.91km, [F#i#[EH 51.89Mbit/s, LAZHEE N 3.
94Mbit/s

N AZE R A A S 1 R 55 A

$ speedtest --list | grep -i america

8464) Bluesky Communications (Pago Pago, American Samoa) [8895.69 km]
20275) Blue Nap Americas (Willemstad, Curagao) [15200.29 km]

16317) America Telecom (Macapa, Brazil) [16525.29 km]

3455) America Movil Peru SAC (Lima, Peru) [17321.89 km]

10275) Byteweb Telecom (Americana, Brazil) [18515.34 km]

18357) SIMNET (Americana, Brazil) [18515.34 km]

22460) NET Virtua (Americana, Brazil) [18515.34 km]

15091) SWISS-NET (Jardin America, Argentina) [19438.10 km]

FREM A id SATIE, SH--share fEGS ALK, ARl E A

$ speedtest --server 16317 --share

Retrieving speedtest.net configuration...

Testing from UNICOM ZheJiang (101.68.71.72)...

Retrieving speedtest.net server list...

Retrieving information for the selected server...

Hosted by America Telecom (Macapa) [16525.29 km]: 354.928 ms

Testing download SpPeed. ... ... ..t i e e e e e

Download: 17.64 Mbit/s
Testing upload speed............... S

Upload: 16.45 Mbit/s81.8M
Share results: http://www.speedtest.net/result/8068095904.png

3.2. HTNE 7
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() SPEEDTEST
dtest | kla

=) PING ) DOWNLOAD * UPLOAD

309w 17.64uep: 16.49.

| | ] L |
China Unicom

Macapa, ~ 10300 mi
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CHAPTER 4

AT AR

LB IE VA f14% BBR. Biid

4.1 BBR jniE

7%
TCP_BBR
% Google BBR Jini VPS M 4%

BBRJZ google SLILAY—Fh TCP HZEMHIF Y. BBR CAEFMUAN Linux WEZHEN, FEETHT 4.9
% Linux WA BEITH

TE root FFRNHAT

# TH-HLEE

$ wget --no-check-certificate https://github.com/teddysun/across/raw/master/bbr.sh
# T HATR

$ chmod +x bbr.sh

# PATH A

$ ./bbr.sh

ST IEE VR



https://en.wikipedia.org/wiki/TCP_congestion_control#TCP_BBR
http://blog.leanote.com/post/quincyhuang/google-bbr
https://github.com/google/bbr
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# A& linux W&

$ uvanme -r

4.20.12-042012-generic

# Jf )& TCP BBR

$ sysctl net.ipv4.tcp_available_congestion_control
net.ipv4.tcp_available_congestion_control = reno cubic bbr
$ sysctl net.ipv4.tcp_congestion_control
net.ipv4.tcp_congestion_control = bbr

$ sysctl net.core.default_qgdisc
net.core.default_qdisc = fq

# &F bbr ETLEH

$ 1lsmod | grep bbr

tcp_bbr 20480 20

3 e

$ speedtest --share

Retrieving speedtest.net configuration...

Testing from Choopa, LLC (149.28.83.99)...

Retrieving speedtest.net server list...

Selecting best server based on ping...

Hosted by WebNX (Los Angeles, CA) [2.73 km]: 3.155 ms

Testing download SpPeed. ... ...t i e e e e

Download: 2721.15 Mbit/s
Testing upload Speed. ... ... i e e

Upload: 1708.89 Mbit/s
Share results: http://www.speedtest.net/result/8068280714.png

10 Chapter 4. 04T /0E
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() SPEEDTEST
ctest |

=) PING ) DOWNLOAD * UPLOAD

21211005 1/08.89

, = 20 mi

4.1.1 EEg BBR

3 FEN BBR —# 7 for Debian & CentOS

4.2 K

Z2%: ubuntu —{E T N AZZEBEEHE - 16.04 14.04 W]

4.2, & 11


https://github.com/tcp-nanqinlang/wiki/wiki/general
https://www.jianshu.com/p/19ab389820ef
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CHAPTER b

SRR ip B A4

2%
Anfal RS A FU LY TP 2 A5 st
PR FLTAE ping 8 ssh RNEEHERE ss FTARTFI T
fAER ss IR TCIRIE M
X — BN ) 285 TR TR EAN M, B I 2 f T e
L. ping ip AT
2. ping ip RIIEIEN YL R LIk TE R S A
TER 4R TARATORL, ATX TP sl PR T — LR

5.1 IP &3l

511 #<L{TAR

H i AR R AE A AT 1A

$ ping 136.244.112.3

PING 136.244.112.3 (136.244.112.3) 56(84) bytes of data.
64 bytes from 136.244.112.3: icmp_seq=1 ttl=46 time=240 ms
64 bytes from 136.244.112.3: icmp_seq=2 ttl=46 time=240 ms

(Fogks:)

13



https://www.bandwagonhost.net/769.html
https://www.liuchang.org/ban-wa-gong-neng-ping-tongssh-bu-neng-lian-jiess-da-bu-kai-wang-ye/
http://www.pianshen.com/article/6552251764/
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(8 L)

64 bytes from 136.244.112.3: icmp_seq=3 ttl=46 time=242 ms

64 bytes from 136.244.112.3: icmp_seq=4 ttl=46 time=239 ms

~C

--- 136.244.112.3 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 239.683/240.601/242.435/1.078 ms

5.1.2 & AR

AR R Ping A5 I HEA T

: Pingtt Tl i EpailllE EfRAlE MLERER DNSEi] BB
136.244.112.3 EFERE

R N I D
PRSP AMANESEDE
B TR Z A, 2L R

XTF www.google.com

14 Chapter 5. I{FFIE ip Sl Okt



http://ping.chinaz.com/
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110 ENE Rldley RIR WEAEEE <1ms =1€ 2 213ms

www.google.com

B <=50ms L
'“%.ﬂ
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X www.vultr.com
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141N Geald1g Bk 2= <1ms 218 Tmmeme 3¢

Www.vultr.com

B <=50ms

M 50-100ms
100~150ms
150~200ms

[ >200ms

B &6 s
EES . GS (2018) 7385 (ZECiRMnREEZE -

5.1.3 i

o WIARENAIEASME ping ANHE, TSRS #5 i 1)
o WIREW ping i, EAIMGE ping i, B4 IP G T
5.2 iwmOml

5.2.1 HLTHR

%% W] ping f5& IP (15 145

i telnet iy I :

16 Chapter 5. fO{aTFIET ip sk O


https://www.jianshu.com/p/fbdf744a3fbd
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$ telnet ip port

R BEh & # A —4 TCP M WIRKN (Frege IP, WATREfinn ) SZEIEH

(base) zj@zj-ThinkPad-T470p:~$ telnet 136.244.112.3 34521
Trying 136.244.112.3...

Connected to 136.244.112.3.
Escape character is '~]"'.

5.2.2 T HR
A RIS sor TSR0 DR HE: (eSS i 103 TR AT
LI NE % e FipHiR O 2 SR

136.244.112.3

34521|

T cERE, fi:1,2,310-20,6,100-105,33

Ha &0 EORE ip

136.244.112.3 34521 Fid
i FE AR h R, ssr AR &5 02 & #E# : Port Forwarding Tester

open port finder
Remote Address |136.244.112.3 | Port Number |34521 || Check |

& Use Current IP

& Port 34521 is open on 136.244.112.3.

5.2.3 FI#x

o WRENFIESMEFAREIEE , 2 MR 55 de
o WORENARETEM, FSMEEE, A8 A#E T

5.2. iwO4EM 17



http://coolaf.com/tool/port
https://www.yougetsignal.com/tools/open-ports/
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5.3 BRAX

o XT IP g, WEEBHEHR 1P
o XTI PCE, HEEHBE ssr ko505
FHBE ssr IR55 s 1 S, SEMBRC AR, HEHE

# FAE
$ ps aux | grep shadowsocks

# %

$ sudo kill xxx

# EHB S ssr M
$ ss-fly/ss-fly.sh -ssr

HOFT OB S I E N, 2 1080 Mg TR, REFSSASEEUERIE PR, FERESh

# EEF 1080 S 0 Ay E#AE

$ sudo netstat -lnp | grep 1080
# R

$ sudo kill xxx

# EH ssr P

$ electron-ssr

18
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CHAPTER 0

FohEE

Z R IER Z AT IR, AN LR AT EMEGT. Fo— M2k, i1 4 MHIERHE, &
KB L, BARBIFAT T 3 A H BB IE Joik (A BT il 2k

TEW _ER B TR e, 22—
FHFEARIE & shadowsocks Bl M35 ss BilkE

A SRS K E AN S5 5%, 7 L H+43 Shadowsocks R55#%, SRJGHEAHIE# Shadowsocks & i PA
TS o e

T R SE L T T BT DATE_ B SRR 55 R RS AE A LA T AR AT

H %
1. VPS IR 55 aniib&
2. Shadowsocks %5 ez
3. Shadowsocks %P1 & W Vi 4 pp &

6.1 VPs R 352EERE

EAMA vPS (EIIL HRS#%, Virtual Private Server) f[R4T§4 linode, VULTR, DigitalOcean %%,
KSH CFBEFE VULTR

https://www.vultr.com/

19


https://www.textarea.com/shadowsocks/shoubashou-jiao-ni-dajian-shadowsocks-kexue-shangwang-dajian-ss-fanqiang-935/
https://www.vultr.com/
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VOLTR SR TSR S, BN

How am I billed for my instances?

All servers on your account are billed hourly up to the monthly rate cap. The hourly
—rate is determined by dividing the monthly rate by 672 hours (28 days). If your server,
—1s online for more than 672 hours in a calendar month, you will only be billed the
—monthly rate. Accumulated charges are invoiced to your account on the 1st of every,

—month.

WK P Loy T R G BN S R F . B EEHEA 672 A (28 X) BRI mREHRS HE
B A L& 672 NB, GHRWANAZEE. RRFRAEFEAZ - R IKE LT E,

What payment methods do you accept?
We accept Visa, Mastercard, American Express, Discover, JCB, Bitcoin (BTC and BCH),
—Alipay, UnionPay, WeChat Pay, and PayPal. Depending on your geographic region, Paypal

—supports additional payment networks, including Giropay and bank transfers.

B SO MR 0 https://www.vultryhw.com/

6.1.1 EA}MF

FIIEMsG, MR %RY, Sih Create Account, #R/EHEHRARHHHIARIAT

Pricing Features Resources Company Deploy Now

The Infrastructure Cloud™

Easily Deploy Cloud Servers, Bare Metal. and Storage worldwide!

Create Account

6.1.2 &

FEMSEREAAN AT G, diZ2fll Billing $E5, #5# Alipay, SEAfHEDHI $10

20 Chapter 6. FzhEIHE



https://www.vultryhw.com/
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Welcome to Vultrcom! ~

Billing 2 o] et $0.02 $9.98
Make Payment Limits History
Servers °

(=]
Billing Credit Card Make an Alipay Payment
Paypal
$10 $25 $50 $100 $250 Other
Support Bitcoin
5 Allpay Pay with Alipay
Affiliate WeChat Pay
Gift Code

o
=

Account

6.1.3 #RERS2E

s A AR bR

RS2 B (Server Location), R&#335%! (Server Type) PAMIRE#5HlE (Server Size)
N

Server Location: Los Angeles(United States)
Server Type: Ubuntu 16.04 x64
Serve Size: 20GB SSD $3.50/mo $0.005/h

BT $10 £ 70.7 JTTART, $3.50=$24.745
ML E R TEEPE Enable IPv6

6.1. VPs fRZ23EPE 21
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4 Additional Features

Enable IPv6

Enable Auto Backups
Enable DDOS Protection (3)

Enable Private Networking (3)

siii Deploy Now, — /M55 RIEC & 5¢ W TH iR &

< Instances Snapshots 1SO Startup Scripts SSH Keys DNS Backups Block Storage Reserved IPs Firewa > 6

Read How-To Articles and FAQs on Vultr Docs X ’

Billing

Server 0s Location Charges Status

Cloud Instance -
{2 B | os Angeles $0.02 e Running
512 MB Server - 149.28.83.99 o

=
Affiliate

o
=

Account

mdrizss s, BIATABMNE ip, M AAER

° .
.‘l‘ Server Information O 0 o 8
®

149.28.83.99 Los Angeles Ubuntu 16.04 x64

< Overview Usage Graphs Settings Snapshots Backups DDOS > e
Billing
Bandwidth Usage CPU Usage Current Charges
0.54GB/500G8 6% $0.02
Location: BE | os Angeles CPU: 1vCore Label: [Click here to setl
= IP Address: 149.28.83.99 |_|:| RAM: 512 MB Tag: [Click here to setl
Affiliate Username: root Storage: 20 GB SSD 0s: Ubuntu 16.04 x64
Password: e © I_D Bandwidth: 0.54 GB of 500 GB

o
=

Account

22 Chapter 6. FzhEIHE
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6.2 Shadowsocks JREZ 28 E

ETSE R T AR S AR RS, AT SE BT AR AR 55 AR H0 TR DA AE L HI#E /8 Shadowsocks R4S A%

6.2.1 inizhk 528

TEAHFT I 478 M 4T ssh #3%, Windows &S A[PAfif] Cmder, XShell, SecureCRT %

%% Windows cmder

HERGRE AR 55 4%

ssh root@ A4 # ip

6.2.2 Shadowsocks JREZ=[IEE
i1 — A A T — R

#RERAGENEREFRFET
git clone https://github.com/Flyzy2005/ss-fly

# 7 github FRT A, ACHELT—T
git clone https://github.com/zjZSTU/ss-fly.git

ss-fly/ss-fly.sh -i password 1024

¥ password Pl FE LIRS, 1024 FoRiins (BRI 1024, WTDAM L)
TR 2R

INFO: loading config from /etc/shadowsocks.json
2018-11-01 B7:06:58 INFO loading libcrypto from libecrypto.so.1.0.0
started

AR !
(IP) : 149.28.83.99

1024
aes-256-cfb
https://www.flyzy20085.com

FiZ A S NE B LM Sete/profile SEIIFHLE B

6.2. Shadowsocks RZ2RIEE 23



https://blog.csdn.net/u012005313/article/details/80272721
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6.3 Shadowsocks 2Py & il E

BRI ESA ol —FE T, &%
Shadowsocks - Clients

Proxy SwitchyOmega

24
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https://shadowsocks.org/en/download/clients.html
https://www.switchyomega.com/

CHAPTER [

Ubuntu {CIEELE

H R VPN @12, AIEBRAR YA Linux e
FER BT — L8808, A 2RIy ST ASE BRI, ek —T

FHENE:
1. Shadowsocks 42 FINLE
2. Chrome f{PHfLE:

- AR E

4. FHR

w

7.1 Shadowsocks FFIAIE

Shadowsocks HJ W\ﬁﬁ.ﬁé\ﬁ?ﬁﬁ s i m] %ﬁﬁ@%ﬁﬁﬁﬁ

UL IE 1 Shadowsocks B AREIEHESNW , BFHZAENYEE (VA Chrome i) LB AHEHE KA 2R
(e

B wiki: shadowsocks/shadowsocks-qt5

25


http://vip.hao-ssr.com
https://github.com/shadowsocks/shadowsocks-qt5/wiki/%E4%BD%BF%E7%94%A8%E6%89%8B%E5%86%8C
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7.1.1 HATLENEE

%% Linux F{#iff] shadowsocks (DA ubuntul6.04 M, JEARSS#E)
github AR LA AR shadowsocks, H 1l shadowsocks-go
e

sudo apt-get install shadowsocks

LALESE NG AT AR i 4> sslocal

zhujian@zhujian-virtual-machine:~$ sslocal -h

usage: sslocal [-h] -s SERVER_ADDR [-p SERVER_PORT]
[-b LOCAL_ADDR] [-1 LOCAL_PORT] -k PASSWORD [-m METHOD]
[-t TIMEOUT] [-c CONFIG] [--fast-open] [-v] [-ql]

optional arguments:

-h, --help show this help message and exit

-s SERVER_ADDR server address

-p SERVER_PORT server port, default: 8388

-b LOCAL_ADDR local binding address, default: 127.0.0.1
-1 LOCAL_PORT local port, default: 1080

-k PASSWORD password

-m METHOD encryption method, default: aes-256-cfb
-t TIMEOUT timeout in seconds, default: 300

-c CONFIG path to config file

--fast-open use TCP_FASTOPEN, requires Linux 3.7+
-V, -VV verbose mode

-9, —qq quiet mode, only show warnings/errors

Online help: <https://github.com/clowwindy/shadowsocks>

A PAE Ay A TRy ANEC B, ] DA A S Oy A T
FHBW server, server_port Al password

fid AP 34 shadowsocks. json

)

"server":"MR 4% ) ip",
"server_port": fRE-FHyE O,
"local_address":"127.0.0.1",
"local_port":1080,

(Fwgksr)

26 Chapter 7.
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https://blog.csdn.net/superbfly/article/details/54950451
https://github.com/shadowsocks/shadowsocks-go

wall-guide, &% 2.2.0

(8 L)

"password" Il %’:5% n R
"timeout":300,
"method" :"aes-256-cfb",

"fast_open'":true

He S AR s A CRE:

sslocal -c shadowsocks.json

zhujian@zhujian-virtual-machine:~ 1ad 5 -c shadowsocks. j
son
INFO: loading config from shadowsocks.json

shadowsocks 2.1.0
2018-08-16 19:09:20 INFO starting local at 127.0.0.1:1080

5P ik

7.1.2 BEPHRENEE
Z:2%: Ubuntu | SEEL A R B 4 EC O 7

LA

sudo add-apt-repository ppa:hzwhuang/ss-qt5
sudo apt-get update
sudo apt-get install shadowsocks-qtb

LA SE NG I ATE IR 2 F: P F T Shadowsocks

P A

Desktop Sharing Shotwell Photo Transmission
Manager BitTorrent Client

5

5P ik
AT PAGE AL A 4ERS A7 AR VPN T

7.1. Shadowsocks ZIEFIACE 27


https://github.com/naseeihity/LearnToLearn/issues/7
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Connection Manager

File 'Connection Settings Help

[+ Add — 3 # Manually

li=} L1 Edit | URI
(input |1 share From QR Coe Image File |
- == Delete [=d Scan QR Code on Screen In
Na __ : otal Usage ResetDate LastUsed
i@ Connect ™ Scan QR Code using Capturer g
ﬂ Force Connect [ From config.json Do B 18/9/1 18/8/15 k...
B bi

3¢ Test Latency
Test All Connections Latency

|| view Log

& Move Up

<

5

HLE P Frfiid
A R R R AT

7.2 Chrome KIBEIE

JA38) Shadowsocks fAHH)5, AFFEAENIEEE (DA Chrome Nyfil) kTR E, FIAHEM SwitchyOmega
S

7.2.1 SwitchyOmega %%

%3 f Chrome Jit & Shadowsocks U3
EN T M : Proxy SwitchyOmega
T#EdEF)E, FTHF Chrome WWigy, MZRA2H# A chrome://extensions/ A JH{FEHE T 1

€ 5 C 0 [® chrome | ETES/ETIES ¥
i Apps & BE—T, #ffl G Google

= Extensions

Load unpacked Pack extension Update
. Google Docs Offline 1.7 Proxy SwitchyOmega 2.5.15
% Get things done offline with the Google Docs: o Manage and switch between multiple provies
family of products. quickly & easily
10: ghbmnnjooekpmoecnnniinnbdlolhkhi 1D: padekgeemlokbadohgkifiomlgjgif
Inspect views background page (Inactive) Inspect views background html
Details Remove [ ] Details Remove N )

-

5

HE B Rk
ELERFER P R % 0w BT [ 3205
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https://vpnto.net/posts/chrome-shadowsocks/
https://www.switchyomega.com/
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& fGEICTL %

2%

ubuntu 16.04 chrome JEiEHEIRZESE crx i)

linux F/EAMar4TIFE chrome? A7 2 5 DL 2R linux T 22 AEmp L7
AR T A TCIRZERE I, @id av4T/R3) Chrome

google-chrome --enable-easy-off-store-extension-install

HE EARERAERTA]

7.2.2 SwitchyOmega {3

TRESEING , RS I B AR
L5 P Frfifiid
miariZEbR -> Options, FTIFULHE BT

3 |
* [Direct]

¢ [System Proxy]

proxy

auto switch

/ Options

X G ik
el New profile PEI, SHrfic &3/t

7.2. Chrome {KIEHIE 29
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https://blog.csdn.net/xiongyangg/article/details/80550373
https://www.zhihu.com/question/20533784
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SwitchyOmega

SETTINGS

/ Interface

£} General

M2 Import/Export
PROFILES

proxy

Pr

I ©

auto switch
=+ New profile...
ACTIONS
@ Apply changes

® Discard changes

AN CCE 4 (M,

b 4o ss)

?

X L A Rfid

BROA I

3

Create

I

Proxy Profile,

30
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[EE=——_———————————_—__—__———————
New Profile

Profile name

s

Please select the type of the profile:

® @ Proxy Profile

Tunneling traffic through proxy servers.

) 13 Switch Profile
Applying different profiles automatically on various conditions such as domains or
patterns. You can also import rules published online for easier switching. (Replaces
AutoSwitch mode + Rule List.)

| PAC Profile

Choosing proxies using an online/local PAC script.

You will only need this if you have a PAC script or a URL to it. Don't try to create one
unless you have knowledge about PAC.

Virtual Profile

A virtual profile can act as any of the other profiles on demand. It works well with
SwitchProfile, allowing you to change the result of multiple conditions by one click.

H5 P ik

SR IETE BT A TC B SR 4% Protocol -> SOCKS5, #iiA Server -> 127.0.0.1, #j A Port -> 1080,
M/ N fa) Apply Changes

ig:
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SETTINGS
/ Interface
£ General
K2 Import/Export
PROFILES
proxy
@ ss
auto switch
=+ New profile.
ACTIONS
@ Apply changes

@® Discard changes

[

HIE F ik
SE A PR

I

&

Proxy servers

Scheme Protocol Server Port
(default) SOCKS5 v 127.0.0.1 1080

¥ Show Advanced

Bypass List
Servers for which you do not want to use any proxy: (Cne server on each line.)
(wildcards and more available...)
127.0.8.1

[x:1]

localhost

J&, Kl SwitchyOmega AR, Mokl A RIEMECE XM ss, RIATP7HISM

7.3 2EREBERE

5%

ubuntu 3T shadowsocks [ PAC 4 J5{CH: iR 72

ubuntu | shadowsocks (VPN) i 45 n]

JinnLynn/genpac

2% GenPAC:

pip install

genpac

M A HE pac

3t

genpac --format=pac --pac-proxy="SOCKS5 127.0.0.1:1080" --output="autoproxy.pac"

TP RG .

-> [ -> [t L

32

Chapter 7. Ubuntu RIEBEEH


https://blog.csdn.net/hanshileiai/article/details/52624303
https://blog.csdn.net/reallocing1/article/details/52262281
https://github.com/JinnLynn/genpac/blob/master/README
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Network
AllSettings MNetwork Airplane Mode | OFF
wired i Proxy
- =<
Network proxy =
Method | Automatic A

Configuration URL [ ian/software/shadowsocks/vpnPAC/autoproxy.pac |

Apply system wide

f);lq:

HLE P Frfifid

Method AT %#¥ Automatic, Configuration URL iy A ASHE S

file:///you_path/autoproxy.pac

il Apply system wide HIR[SCHl 4/ CHE

7.3.1 ProxyChains

TEEREREG, LS TR ERRE N, gt —E % B, o DA T A proxychains
ﬂ% polipo

PA proxychains Shfl

2o

sudo apt-get install proxychains

B & S /etc/proxychains. conf

#socks4 127.0.0.1 9050
socksb 127.0.0.1 1080

A

sudo /etc/init.d/proxychains restart

FIOTar AT 1, fEf A a2 B BIE N proxychains Bfin]

73. 2BRERE 33
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proxychains curl www.google.com

[0]j8i: proxychains ping www.google.com [}l

ProxyChains-3.1 (http://proxychains.sf.net)

ERROR: 1ld.so: object 'libproxychains.so.3' from LD_PRELOAD cannot be preloaded (cannot
—open shared object file): ignored.

PING www.google.com (74.86.17.48) 56(84) bytes of data.

B
proxychains-ld-preload-cannot-be-preloaded

Is ping not supposed to work via proxychains?

XA AN R, SN A TNEL 1ibproxychains.so.3

AR

locate libproxychains.so.3

/usr/1ib/x86_64-1linux-gnu/libproxychains.so.3
/usr/1ib/x86_64-1linux-gnu/libproxychains.so0.3.0.0

] PME N #5344 /usr/bin/proxychains

cat /usr/bin/proxychains

#!/bin/sh
echo "ProxyChains-3.1 (http://proxychains.sf.net)"
if [ $# =0 ] ; then

echo "

usage:"
echo " proxychains <prog> [args]"
exit

fi

export LD_PRELOAD=libproxychains.so.3

exec "$a"

i A TR PR A &

export LD_PRELOAD=/usr/lib/x86_64-linux-gnu/libproxychains.so.3

AN proxychains X} ping %

22 Is ping not supposed to work via proxychains?
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https://askubuntu.com/questions/293649/proxychains-ld-preload-cannot-be-preloaded
https://superuser.com/questions/442995/is-ping-not-supposed-to-work-via-proxychains
https://superuser.com/questions/442995/is-ping-not-supposed-to-work-via-proxychains
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proxychains i JHRHMNAN ping i A HHSCA[H]

7.4 #x

ShadowsocksR

Linux fit & SSR % F i

7E Ubuntu EfH] SSR #1
4 - Ubuntu 16.04 + SSR &4k

7.4. Hx
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https://plus.google.com/communities/117390969460066916686
https://www.jianshu.com/p/c336fd0bdfbe
https://alanlee.fun/2018/05/18/ubuntu-ssr/
https://www.jianshu.com/p/a0f3268bfa33
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CHAPTER 8

SwitchyOmega {CIEiZ &

ZHIREAT I A AR s U T B A T AR AR 554, A S AR S I Sl P ag P A1 s
%2 ] SwitchyOmega 45 CHLR 36T H Sh DR AR S

8.1 &3

github F#HAL: FelisCatus/SwitchyOmega
csdn F#EMbE: switchyomega

LBIL RS I SwitchyOmega 4055

8.2 BicE

8.2.1 MRrEEERN

285 52 U E BRI B B 5t auto switch Al proxy, W PAMIBRE T, MERNF A auto

switch->proxy

8.2.2 "M IEAR 528

g — R New Profile, #EFRAUY Proxy Profile(fUBHR%#8), 44~ ss

37


https://www.flyzy2005.com/tech/switchyomega-proxy-server/
https://github.com/FelisCatus/SwitchyOmega/releases
https://download.csdn.net/download/u012005313/11130734
https://wall-guide.readthedocs.io/zh/latest/Ubuntu%E4%BB%A3%E7%90%86%E9%85%8D%E7%BD%AE.html#switchyomega
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1£ Proxy Servers Hi%&FE Protocol 5 SOCKS5, Server Jfy 127.0.0.1, Port & 1080, fJgsiiiA N
i) Apply Changes

Proxy servers

Scheme Protocol Server Port
(default) SOCKS5 ¥ 127.0.0.1 1080 "

v Show Advanced

8.2.3 R BzhIHRR

IR HE— New Profile, #E#J5%I k) Switch Profile, fii44°F ss_auto_switch

MU FIFRIZE

Bl E Rule List Config, i%#% Rule List Format JAj AutoProxy, fE Rule List URL FHIE A FRIUI%
*®

https://raw.githubusercontent.com/gfwlist/gfwlist/master/gfwlist.txt

Ml Download Profile Now, WS T 4% EIMAHE

HIREIE Switch Rules, X T-2%% Rule list rules, %3 Profile K ss (2 NI AT B 1A THAR &
#%), PEFEEA Default 4 Direct (HIE, AZITCFLARS#E)

i ¥ Rulelistrules (Any request matching the rule list below) ss v E

Default [Direct] - | |

HARAEMN 3R AT A T @A 2] & P 0y M A AR 2 ERIZIR 555

RREXRE

PRIZ 2 P A 5 A R Aty 3 m] DA 3 A AR

JE Switch rules P15 Add condition ¥SHI—4T, ¥ Condition Details ¥ HNARZLIHe AL, L
4 *.github.com, ¥£ Profile WiE#E ss, XFEAFAALEMIMIIEL i o ERAR 55 #5001 T 4%
Sort Condition Type @ Condition Details Profile Actions

It || Hostwildcard v | s ss - ﬂ Bow

0] DAYE SEBR A SRR 15 5, Sy SwitchyOmega 45, #%#% failed resources—>add condition,
B AT 2 2 1 375 T 2] g X
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® * =
:J « [Direct] E
O [System Proxy]

€ A 3 failed resources

s auto switch

<+ Add condition

Y olympic.org =

/ Options
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Add condition to L3 ss_auto switch

A few resources failed to load due to issues with your
network, proxy server or the webpage.

SwitchyOmega is just the reporter of these issues, not the
cause of them.

You can review the following domains and use proxy for
them when appropriate.

v * googletagservices.com
rl *.googletagmanager.com
# [} * satismeter.com

v * olympicchannel.com

Use this profile for all selected domains

* 55 -

Cancel Add condition

It Host wildcard v | *olympicchannel.com @ss - ﬂ Eoom

It Host wildcard v *satismeter.com @ss - ﬂ SN ]

It Host wildcard v | *googletagmanager.com @ss - ﬂ Bom

It Host wildcard v| | *googletagservices.com @ss - ﬂ Bom
8.3 ip &Eify

i fihttps: //www.geoiptool.com/zh /8 F http://ipl11.cn/ZEiH)FRA) ip Hudik
IR EER, RN ips MMM A, R EEY ip
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https://www.geoiptool.com/zh/
http://ip111.cn/
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FHEZHE: 39.186.245.107

IP  Hbht: 39.186.245.107

El=: @ Cchina

El&x{E: CN (CHN)

WX : Zhejiang

ik h: Hangzhou

Wibedia]: 20 Apr 10:36 (CST+0800)
BEEERES: None

5 30.2936

/- 120.1614

8.3. ip &Eif
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T2 HE: 140.82.7.93.vultr.com

IP  Hbik: 140.82.7.93

El: B United States

ERE: us (UsA)

HB[EX: California

fkh: San Jose

W HbBSiEl: 19 Apr 19:33 (PDT-0700)
HPETERES: 95131

SE: 37.3874

$2EE- _121.9024
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CHAPTER 9

Ubuntu £ 5RIEIZE

fit & SwitchyOmega (U EAUN BEBS S B Vi #e AR, 075 2 8 A R AU A BB TE 2417 1 [ M B

9.1 &R pac XfF

£ Ubuntu (U HLJIL & %% genpac

ZZubuntu i ]f] shadowsocks ¥4 B4 5 HAE i AL E S0 autoproxy.pac

$ genpac --proxy="S0OCKS5 127.0.0.1:1080" --gfwlist-proxy="S0CKS5 127.0.0.1:1080" -oy,
—autoproxy.pac —--gfwlist-url="https://raw.githubusercontent.com/gfwlist/gfwlist/master/
—gfwlist.txt"

9.2 RGiECE

I &G0k B ->Network->Network proxy, i%#f Method & Automatic, FE Configuration URL HHIH A
A I S R AR

file:// Xt &4
#
file:///home/zj/software/vpn/autoproxy.pac

A7 Apply system wide HIAJZE%%

43



https://wall-guide.readthedocs.io/zh/latest/SwitchyOmega%E4%BB%A3%E7%90%86%E8%AE%BE%E7%BD%AE.html
https://wall-guide.readthedocs.io/zh/latest/Ubuntu%E4%BB%A3%E7%90%86%E9%85%8D%E7%BD%AE.html
https://wall-guide.readthedocs.io/zh/latest/Ubuntu%E4%BB%A3%E7%90%86%E9%85%8D%E7%BD%AE.html
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9.3 KBTI REE

FBRIEU SOOKSS i, o fr & FHREME A HTTR/HTTPS HpL, FFDAFESE ()OS T R T B
22 Ubuntu fAHEALE 243 ProxyChains

i

$ proxychains curl www.google.com
#

$ proxychains wget www.google.com
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https://wall-guide.readthedocs.io/zh/latest/Ubuntu%E4%BB%A3%E7%90%86%E9%85%8D%E7%BD%AE.html

cHAPTER 10

ssr it B

RRITIE LR ZE T B SRR A, Rk T sse(RRIRTL) HOMRSS Siis BT vk

10.1 ip &

2% [EAAREL T IP P
S R hEPing #6027 Sh 0 Iz 55 2 5 AT AT
(o FH I 4 (07 i) fsr) TP HbhiE AR H O ip 58

10.2 SSR PR

SCREIEAR RIS L5 -SSESSRECEEAM I IRA T SS/SSR WA JEINARE, H4ah 7Lt Bl

CEILRIRIRFL (SSR) osaef gt FOUREANTORHCEEA IHE TR vultr 47 ssr R4
I AR, O PR T R, B A bk -

# RARWENEREEFRRT

git clone https://github.com/Flyzy2005/ss-£fly
# 7 github ERT -4, ACRERT T

git clone https://github.com/zjZSTU/ss-fly.git

EBTEE

45


https://www.banwago.com/1265.html
http://ping.chinaz.com/45.32.46.78
http://www.ip111.cn
http://www.syshy.net/20180519/ssr/
https://www.lurbk.com/lur1084.html

wall-guide, %% 2.2.0

1. $#47 ssr

$ ss-fly/ss-fly.sh -ssr

I N AT

Please enter password for ShadowsocksR:

(Default password: teddysun.com):

L A5 (BRIA)

Please enter a port for ShadowsocksR [1-65535]
(Default port: 10644):

N ACNE NI

Which cipher you'd select(Default: aes-256-cfb):

1. %&#ML: auth_chain_a

Which protocol you'd select(Default: origin):7

L HefHRE (BOA)

Which obfs you'd select(Default: plain):

e SR 55 i L -

Congratulations, ShadowsocksR server install completed!
Your Server IP ! XX.XX.XX.XX

Your Server Port T XXXXX

Your Password I XXXXXX

Your Protocol : auth_chain_a

Your obfs : plain

Your Encryption Method: aes-256-cfb

Welcome to visit:https://shadowsocks.be/9.html
Enjoy it!

TR BCESERIN IR, ZIAMBR CAT AR, 1 e ¥ — il

$ ps -aux | grep shadowsock

46
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10.3 SSR EPFin

ZHMER SS #EMTHImHE %2 Shadowsocks-Qt5, A M ML LD, A3 Ubuntu |
i SSR #1423k electron-ssr

%7 Debian 741 Ubuntul8.04 A1

%4 electron-ssr SEMURHTIT, AR SEMICE, BEY PAC RIRHIT
AT W R AS S, 5%

SwitchyOmega (LI T

Ubuntu 4 R CHE

10.3. SSR Z iR a7


https://alanlee.fun/2018/05/18/ubuntu-ssr/
https://alanlee.fun/2018/05/18/ubuntu-ssr/
https://github.com/qingshuisiyuan/electron-ssr-backup/blob/master/Ubuntu
https://github.com/qingshuisiyuan/electron-ssr-backup/blob/master/Ubuntu
https://wall-guide.readthedocs.io/zh/latest/SwitchyOmega%E4%BB%A3%E7%90%86%E8%AE%BE%E7%BD%AE.html
https://wall-guide.readthedocs.io/zh/latest/Ubuntu%E5%85%A8%E5%B1%80%E4%BB%A3%E7%90%86%E8%AE%BE%E7%BD%AE.html
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cHAPTER 11

[brook] AR im + & FimiXE

WL ssr SR TAE SEE, FTEHR—FABLTH - brook

11.1 Y48
brook J&—MEF-EMHE/VPN 4114, %% Windows/Linux/Android/I0S ¥fi%

HA2e Ay AT T8 P AR 55 ST L, M_ BV NIEARZ

11.2 &

F#kLinux brook

$ wget https://github.com/txthinking/brook/releases/download/v20190601/brook

W T 4R

$ chmod +x brook

HAb A< %% Download

49



https://github.com/txthinking/brook/wiki
https://github.com/txthinking/brook/releases/download/v20190601/brook
https://github.com/txthinking/brook#download
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11.3 fR52RIRE

JE SR S5 s -

# ./brook server -1 :port -p passwd

H & X 15 port Fl%5HY passwd

11.4 EFiRiRE

$ ./brook client -1 127.0.0.1:1080 -i 127.0.0.1 -s server_ip:port -p passwd

1080 /& sock5 MMSUEKINGG 5, MBI 554% IP (server_ip). Wil

feA Y B 2 B E A 2 AT SR

11.5 fift

AR AT ICE N 5 Gas TR SR 5 i5 AT

11.5.1 E&EF

5%
ubuntu J5 &7 LR !
Shell {4245k

=W U

7 (port) MM (passwd)

$ nohup @4 &

WA IR 454~ brook-server. sh:

#!/bin/bash
nohup ./brook server -1 :$1 -p $2 &

AT A A%

$ sh brook-server.sh port passwd

PN R S IE A
[FIRER] AFT % P A8 brook-client. sh:

50
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https://blog.csdn.net/qq_29663071/article/details/80528829
https://www.runoob.com/linux/linux-shell-passing-arguments.html

wall-guide, &% 2.2.0

#!/bin/bash

nphup ./brook client -1 127.0.0.1:1080 -i 127.0.0.1 -s server-ip:port -p passwd &

PATIA A 2

$ sh brook-client.sh server-ip port passwd

KA AM IS 25 ip, i LSRR HI ]

11.5.2 BahARFIETT

2% Brook——FLF B/MRACHE T (BRIRFLANIRIR 1 56 <85

WL JF BN SS AAB TR S brook. HEILMF brook.service

M

i)

[Unit]
Description=brook service
After=network.target syslog.target

Wants=network.target

[Service]

Type=simple

ExecStart=/path/to/brook server -1 :port -p passwd # {# Jfl 4% %1%

[Install]
WantedBy=multi-user.target

& root FUFR:

$ sudo chmod 777 brook.service

B AE/etc/systemd/system AJepy, T H systemctl JH3IRS

systemctl start brook # ﬁ%iﬁ brook
systemctl stop brook # 121k brook
systemctl status brook # BF brook MHKAD
# B brook %
#

¥ brook fn NJFFHLJE 3 T

systemctl restart brook

systemctl enable brook

11.6 #x

%7 brook #b, FLF|—ALH T HV2Ray

11.6. #x%
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https://www.linuxstudy.cn/archives/35.html
https://v2ray.com/
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youtube A REEEHAFAIITE: WEFh BB AR B BT | B S S K <l SS/SSR/V2Ray /Brook EllHk
APP! 5 OB EAERE, BELLVREES I M s !
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https://www.youtube.com/watch?v=G-P8eyltc5E
https://www.youtube.com/watch?v=G-P8eyltc5E

CHAPTER 12

v2ray {&H

2%

WA SS BY SSR &l 1P Kt LIS 222 4di ] v2ray Bl M

V2Ray #5784 E U

A REEESOUEEARTT T, XEATHE M v2ray, A HEM—EITAIF, BreAd:22%233boy /v2ray

12.1 f+4ag v2ray

v2ray s=— MU, FHELT shadowsocks, B T HZ MMM AILIEE (35 shadowsocks)

12.2 23

2 Horst
L FTA
2 WA (H)
12.2.1 EFHE

varay $efit TN A
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https://glorystar.me/archives/v2ray-1.html
https://github.com/233boy/v2ray/wiki/V2Ray%E6%90%AD%E5%BB%BA%E8%AF%A6%E7%BB%86%E5%9B%BE%E6%96%87%E6%95%99%E7%A8%8B
https://www.v2ray.com
https://github.com/233boy/v2ray/tree/master
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$ sudo su

# bash <(curl -L -s https://install.direct/go.sh)
Installing V2Ray v4.20.0 on x86_64
Downloading V2Ray: https://github.com/v2ray/v2ray-core/releases/download/v4.20.0/v2ray-

—linux-64.zip

% Total % Received ¥, Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 608 0 608 0 0 527 0 -—:--:-- 0:00:01 --:--:-- 528
100 11.3M 100 11.3M 0 0 1442k 0 0:00:08 0:00:08 --:--:-- 2501k

Extracting V2Ray package to /tmp/v2ray.
Archive: /tmp/v2ray/v2ray.zip
inflating: /tmp/v2ray/config.json
creating: /tmp/v2ray/doc/
inflating: /tmp/v2ray/doc/readme.md
inflating: /tmp/v2ray/geoip.dat
inflating: /tmp/v2ray/geosite.dat
creating: /tmp/v2ray/systemd/
inflating: /tmp/v2ray/systemd/v2ray.service
creating: /tmp/v2ray/systemv/
inflating: /tmp/v2ray/systemv/v2ray
inflating: /tmp/v2ray/v2ctl
extracting: /tmp/v2ray/v2ctl.sig
inflating: /tmp/v2ray/v2ray
extracting: /tmp/v2ray/v2ray.sig
inflating: /tmp/v2ray/vpoint_socks_vmess.json
inflating: /tmp/v2ray/vpoint_vmess_freedom. json
PORT:19088
UUID:98405c82-8056-4694-9676-d166da29f0c8
Created symlink from /etc/systemd/system/multi-user.target.wants/v2ray.service to /etc/
—systemd/system/v2ray.service.
V2Ray v4.20.0 is installed.

HAEINT 2 H AR, eI (B2 /H385F) AR, RifEmiem

12.2.2 S=HH=*

233boy $RME T ARG HMA, 25 VoRay - BELREHA, BRI GUER T 2/ MR, B A
L E eI

THIFPITHA voray.sh, HETEEEIAGE
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https://github.com/233boy/v2ray/wiki/V2Ray%E4%B8%80%E9%94%AE%E5%AE%89%E8%A3%85%E8%84%9A%E6%9C%AC
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$ bash <(curl -s -L https://git.io/v2ray.sh)
........... V2Ray —# % EHIA & % H A by 233v2.com

BP9 : https://233v2.com/post/1/
EEHME: https://233v2.com/post/2/
LoE%

2. H#H

FE [1-2]:1

HHE V2Ray fEEi [1-32]

TCP

TCP_HTTP

WebSocket

WebSocket + TLS

HTTP/2

mKCP

mKCP_utp
mKCP_srtp

© 00 N O O b W N =

mKCP_wechat-video
. mKCP_dtls

=
= O

. mKCP_wireguard

. QUIC

. QUIC_utp

. QUIC_srtp

. QUIC_wechat-video
. QUIC_dtls

. QUIC_wireguard

I T T
0 N O O W N

. TCP_dynamicPort
. TCP_HTTP_dynamicPort

N =
o ©

. WebSocket_dynamicPort

N
e

. mKCP_dynamicPort

N
N

. mKCP_utp_dynamicPort

N
w

. mKCP_srtp_dynamicPort

N
RN

. mKCP_wechat-video_dynamicPort

N
(¢}

. mKCP_dtls_dynamicPort

(T gk%E)
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26. mKCP_wireguard_dynamicPort
27. QUIC_dynamicPort

28. QUIC_utp_dynamicPort

29. QUIC_srtp_dynamicPort

30. QUIC_wechat-video_dynamicPort
31. QUIC_dtls_dynamicPort

32. QUIC_wireguard_dynamicPort

%3 1: 424 [dynamicPort] WEPE HhAmH. .

% 2: [utp | srtp | wechat-video | dtls | wireguard] 4-FIfhE & [BT T# | WHAEF |
EALMEE | DTLS 1.2 #4E @ | WireGuard # &)

(BT TCP) :

V2Ray f£#rihil = TCP

W8\ V2Ray 3 10 [1-65535]
(B h3% 2 : 60663):

V2Ray 3 1 = 60663
REF B EE£E& (¥mEmR) [Y/N]
(BRI [ND):

JEER = XK

2 & E Shadowsocks [Y/N]
(BN [ND):

o BEZRRT%.. EEABARELHT ...

V2Ray f£#rihil = TCP

(@E23)
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(8:EW)

V2Ray 3% 0 = 60663

E L HE Shadowsocks = KELE

% Enter [EZE4 #4.... =% Ctrl + C BUH.
extracting: /tmp/v2ray/v2ctl.sig

inflating: /tmp/v2ray/v2ray
extracting: /tmp/v2ray/v2ray.sig

inflating: /tmp/v2ray/vpoint_socks_vmess.json

inflating: /tmp/v2ray/vpoint_vmess_freedom.json

W TIRey VPS WH XFFITE BBR ... EZ 4B BBR th1L. ...

H ik (Address) = 207.xx.xx.22
¥ 2 (Port) = 6xx63

JA / ID (User ID / UUID) = 7ca73clf-9f46-4bf7-9435-75b26724xxxa2

4N ID (Alter Id) = 233

et (Network)

tcp

3 KA (header type) = none

V2Ray & P 3 {# F# A& : https://233v2.com/post/4/

#T: W\ v2ray url T4 R vmess URL 44 / M\ v2ray qr Tl A% A4k

M JE AR AR RIS, HERAEa TR A v2ray HIn]

# v2ray
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(1)
........... V2Ray & H A v3.14 by 233v2.com ..........
## V2Ray MRAK: v4.20.0 / V2Ray WhA: EAEIT ##
B https://233v2.com/post/1/
R A% E #f: https://github.com/233boy/v2ray/issues
TG #4l: https://t.me/blog233
B AEE . https://233v2.com/donate/
iBB) V2Ray: https://www.v2ray.com/chapter_00/02_donate.html
1. &% V2Ray BE
2. 4% V2Ray B E
3. T# V2Ray BB / AREERGLHE / AR _HEDHE
4. #% Shadowsocks FE / 4R 4HuEHE
5. 4% Shadowsocks W&
6. #F& MIProto FL& / {47 MIProto FL &
7. %% Socksb W& / % Socksb WE
8. s / FEk / ER / EEEX
9. B3 V2Ray / ¥ V2Ray & A
10. ## V2Ray
1. Hth
BERT .. WREABHATET. .. 3% Ctrl + C BIFR Y
HHEXRE [1-11]:
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12.3 BEEXH

2% : Ubuntu /' v2ray %) i Bc & S
voray 4% 5e NG iHiL /etc/v2ray/config. json SUIFHEATRCE, H SR os AR AR R

H ik (Address) = 149.xx.8x.30

¥ 0 (Port) = XXXXX

JA A ID (User ID / UUID) = 9d514xxx0-069e-4979-9b6e-c66085a915e1

# 4 ID (Alter Id) = 233

ERr il (Network) = tcp

th 3 kA (header type) = none

FER i 24 veray, BUECESCPFINT

$ cat /etc/v2ray/config.json

"inbounds": [{
"port": 1080,
"listen": "127.0.0.1",
"protocol": "socks",
"settings": {

"udp": true

}

H,

"outbounds": [{
"protocol": "vmess",

"settings": {

"vnext": [{

"address": "149.28.84.30", // M%#& IP

"port": 39755, /] BRAEwma 5

"users": [{ "id": "9d514420-069e-4979-9b6e-c66085a915e1" }] // AR ID
1

(T gk%E)
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3q
"protocol": "freedom",
"tag": "direct",
"settings": {}
H,
"routing": {
"domainStrategy": "IPOnDemand",
"rules": [{
"type": "field",
"ip":
"outboundTag": "direct"

["geoip:private"],

]

12.4 B35

v2ray PAMRSSTE A EHLY H

B3 v2ray

service v2ray start
{£ 1k v2ray

service v2ray stop
#ZF v2ray RKA

service v2ray status

N H & H H H

12.5 SS

v2ray f0VFJF)E Shadowsocks HfiE, FEayATHiA v2ray, %4 5. 6% Shadowsocks B & H[in]

$ v2ray
FHFXE [1-11]:5

KfE... fR%ABE Shadowsocks ...

TRAARERENELETIY ~_°

(T gk%E)
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(8:EW)

2 & E Shadowsocks [Y/N]
(BRiA IND): Y

#H# N\ Shadowsocks 3 0 [1-65535], F#:fn Voray 3 048

(Bh3% 0. 47133):

Shadowsocks 3 H = 47133

¥ N\ Shadowsocks
(BRA % : 233blog.com): zhujian

Shadowsocks %A = zhujian

E##F Shadowsocks fuF il [1-7]
1. aes-128-cfb

2. aes—-256-cfb

3. chacha20

4. chacha20-ietf

5. aes-128-gcm

6. aes-256-gcm

7. chacha20-ietf-poly1305

(BRI B P : chacha20-ietf-poly1305):2

Shadowsocks % il = aes-256-cfb

(T gk%E)
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% Enter [EZE4H #4.... =% Ctrl + C BUY.

A% Bk = 207.xx.xx.22
% g3 0 = 4xx33

%# = zhujian

TR = aes-256-cfb

—148.4.22

%% : Shadowsocks Win 4.0.6 Z P 6 LR Fl% SS &%

W M\ v2ray ssqr 7 4 & Shadowsocks — 4EAE4hiE

SS 4t = ss://YWVzLTI1INi 1jZxxxemhlamlhbkAyMDcuMTQ4LjQuMjI6NDcxMzM=#233v2.com_ss_207.

12.6 #msb

Just My Socks TE4H & S K20

[BLE] 2478 VPN SR A1 ?

62
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CHAPTER 13

[Google Helper] $#BIEZET R

Bt — B Rk BR AR 8, WTAH A4 T —4> Chrome ff{4 Google Helper, REMSTEIRATEFHIMENLT
4T Google %

13.1 #h&

EMHE: Google Helper

Dox | dox|D|bxy DMax| CDox | Cdox|Ca2x]| dox|ledox| nox| -Prix| Ubx|i#BEx|w2x|mnx|swsx|-zqgx|BLnx| Rox|BEx Go x | A A}L| +
I ) © - 7 ¢ v S © 6 o -

tii Apps Bookmarks B ¥S]fli5 M android Bm &itEX B oyuv Bl B OREFY mozstu B FATE M zhujian B java B8 UML e python i EREENE B3 Google #E M youtube B uniview B Other bookmarks

Google Helper HOME  Chrome RIS

GoogleHelper v1.4.6

This is a browser plugin for developers, cross-border workers, and
research institutes to secure and speed Internet surfing.
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HAZNT
LITHRMIF. SR B RT . W AR PR AN RIRSS I LM TR, chrome PIZRIYEAE %
JH! AT AR YR chrome PTG H S HHI AL, FIRFAT > PATT AR google #5%, gmail HEAE,
google+ ZE I M

13.2 St

A PRI AT 22

I )

2. Google W MHFIIN (HEts)
BOTIEREES A, XAERERS CREIUCA IR T4, AR B SN R I e — P X

Do X doc x | D) zq1 X | & Lin x Rk x | BEIX mAIx +
P O =~ -1 @ ¢ § @ L

B Other bookmarks

eikaeocafmceoapfogpffaalkncpke?hl=zh-CN

Bookmarks B F3JFiL M android Bm iHHEX myuv B EW B OFEFS] mzstu W FATE W zhujan B java B UML B python i EEENF EJ Google#¥ M youtube M uniview

i Apps

£ zjzstu@gmail.com v

& chrome W RIS
BR > FREF > 8RBT A4

D) ABERBF AR
R#7: Ghelper

Jkkkh 17 | EEIE | & 6375211FF

a7 T 2 fiES

D Ghelper

13.3 438

LS MU TERR I 2 AT B

RN ey I
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Dock | dock: | ) |Doc | D) Man: | € Dock | € dock | € (4% | dock | dock | - monc | - prive | uUbun | i EEE | « 2019 |  inde) | - wsza | - zq19' | A Linw | Roke [B) #EDc [ M A% | [Goo | - Kagg | O ch x | +

% Ghelper | chrome-extension;//cieikaeocafmceoapfogpffaalkncpke/login html D om0 S0 « B

i Apps Bookmarks B8 #3Jfi5 M android M RIHEX M yuv B W W FEFS Moty B FATE W zhujian B8 java B8 UML B8 python §F EEENE 3 Google#i¥ M youtube M uniview M Other bookmarks

AP SICER? R

‘EFIEB#E: X GHelperinfo@gmail.com

Dock | dock: | ) |Doc | D) Man: | € Dock | € dock | € (4% | dock | doek | - monc | - Prive |  Ubun | i EEE |« 2019 |  inder | i wsza | - 2q19' | A Linus | Roke [B #Dc | M A% | [Goo | - Kagg | © ch x

# Ghelper | chrome-extension://cieikaeocafmceoapfogpffaalkncpke/settings html s L B3 @ €S @ « B

tii Apps Bookmarks B ¥S]fli5 M android Bm &itEX B oyuv Bl B OREFY mozstu B FATE M zhujian B java B8 UML e python i EREENE B3 Google #E M youtube B uniview B Other bookmarks

€) Ghelper

masn RENB

nnse Ghelper TERARABAS LARE HEAR. %3, TReoassy B TR BHZ3A7E BT Chiome e, Freloxif A E s L
e EEE

R ] [cEbE FEAP LA 201807-10

AR—wmEs, RAFAREAR, FEHRFEEHRRAIFARE BRI 2018-06-30

HIRESRSAH 3 K VIP (K5, XHHE AT DA Google MR T, M T —SLf8 @ MU ARESTIF (Lbin
YOUTUBE/FACEBOOK %), Hifth—28[E Shyy2g>) Mk (ELlll KAGGLE) #RAIDASTIT

ZJEHIRE T A e A 2 4 B, ATDAMERR R B RE (ZRTARE) BE X VIP 2R GBI
REE)

1% F] Chrome Helper & XM HiRIZEHAM, tode SwitchyOmega
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CHAPTER 14

[Android]V2ray {& F

2% V2Ray ZEFHLE o . 2% M i e

14.1 BIHEFin

F#2dust /v2ray NGy iRAR

14.2 B8

ARSI AR, AL varay, PEFEIET 3

3. T# VRay ME / AREEFRHESE / AKX DS

FHVEFEREI 4, RIRAR i e i b

FHBEE [1-11]:3

1. HETH VRay F F3EE X (XX FF Xshell)

2. AR VoRay EFmEE X T HE#E

3. A& VoRay TLE B4k

(T D)
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4. A% VoRay BB g AmE

(o6 P TP AL i 1 D) e 2 P — ) B T S Bl B
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CHAPTER 15

[todo]google cloud

%%
BR M S A HiE I (—E5 2 SSR fl BBR #(#%)
] Google Cloud Platform #4## Shadowsocks [l 4 F%

google = ARSSHME: google cloud

15.1 Bk

TR H visa fF - RE(E master {5 HF

69


https://www.freeluffy.com/google-cloud-ssr/
https://www.kaggle.com/saksham219/softmax-regression-for-iris-classification
https://cloud.google.com/

	引言
	什么是VPS
	如何测速
	如何加速
	如何判断ip或端口被封
	手动翻墙
	Ubuntu代理配置
	SwitchyOmega代理设置
	Ubuntu全局代理设置
	ssr配置
	[brook]服务端+客户端设置
	v2ray使用
	[Google Helper]辅助搜索工具
	[Android]V2ray使用
	[todo]google cloud

