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This document serves as a training guide for people using a Trident user portal system. This includes management
of the Trident server by systems administrators, creating and administering trust groups by trust group leader(s), and
trust group member activities (such as management of the member’s profile, mailing list memberships, using the Wiki,
etc.)
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CHAPTER 1

Chapter Index

1.1 Introduction

1.1.1 Document Overview

The remainder of this document is divided into chapters that are focused on specifics needed by as follows:
 Section Trust Group Member Activities guides members through activities and attributes they can manage.

 Section Trust Group Administration Activities guides trust group admins though activities and attributes they
can manage.

e Section System Administration Activities guides system admins through activities and attributes they can man-
age.

Each of these groups of activities requires logging in to Trident, so the remainder of this section covers this initial
basic task.

1.1.2 Logging in to Trident

In order to do anything in Trident, authentication is required. This can be done at the command line, or through the
web application using a web browser.

Note: This section only covers authentication and actions using the web application user interface. For details of
command line use, see examples in Section System Administration Activities.

In a web browser, navigate to the URL of the Trident system. A page similar to the one shown in Figure Trident home
page should open.

Click one of the Sign In buttons to go to the login page (Figure Trident login page).

Enter your credentials, and click the Sign In button. This will bring you to your user’s home page, which will look
similarly to Figure User logged in.
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Fig. 1.1: Trident home page
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Group User CLI

Profile Detalls Languages Username Password 2FATokens Email Download All PGP Keys Audit Log

User > mboggess Tndent 145 Q| Megan Boggess Userode: Reguar | Logout

Megan Boggess (mboggess)
The following options are available:

+ Profile
» Details
+ Languages

= Password
« 2FATokens

Email
+ Download All PGP Keys
» AuditLog

Fig. 1.3: User logged in

In the top right corner, below the user’s image, are some smaller links. These show the current Trident version, the
current user, the logout link, and the UserMode. It initially indicates the UserMode is Regular or not an admin
user. To “swap” to being an admin user, click the UserMode link (User swapadmin, regular).

This will swap the user into SysAdmin mode (User swapadmin, admin). This does not necessarily mean the user is
a system administrator, though it may. It does mean the user is now, at the least, a trust group administrator.

1.2 Trust Group Member Activities

This chapter serves as a training guide for members of a trust group using a Trident portal system. It clearly shows
what activities a member may pursue and attributes she may manage. These activities include updating a member’s
profile and other personal details, managing mailing list memberships, using the wiki, etc.

1.2.1 User Management

This section will cover management of a user’s attributes. While most (if not all) of the time, a user of the Trident
portal system will be a member of a trust group, a user can exist without being a member. This section covers actions
any user or member can take. Thus, the words “user” and “member” are used interchangeably. It should be noted,
there are actions which only a user who is also a trust group member can take. These actions are covered in Section
Group Management.

Profile Management

Most of the details a regular member of a trust group can modify about himself are found in the Profile page. This
page is accessible by clicking the Profile tab in the second row of links at the top of the page from most user-related
pages, or the Profile link in the list of links on the user’s home page. Click either of those to get to the Profile
page that has editable attributes. The profile can be seen in Figures User profile, top, User profile, middle, and User
profile, bottom.

1.2. Trust Group Member Activities 5



Trident Training Manual Documentation, Release 1.0.3

User >mboggess - LOCAL Trident Portal - Google Chrome

W User >mbogge: x
& C | A baps/yellowdevopslocal, y
: Apps M DIMS 8 Me m Todo G speed test € pitchfork/sy:

Group User CLI

Profile Detalls Languages Username Password 2FATokens Email Download All PGP Keys A

User - mboggess.

Trent .45 Q| Megan Boggess | serace: Reguiar | Logout

Swap between SysAdmin and a Regular user
Megan Boggess (mboggess)
The following options are available:
Profile
Details
Languages
Username
Password
2FA Tokens

Email
Download All PGP Keys
Audit Log

T T re—

https://yellow.devops.local/user/mboggess/?xtra=swapadmin

Fig. 1.4: User swapadmin, regular
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Fig. 1.5: User swapadmin, admin
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Fig. 1.6: User profile, top
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Fig. 1.7: User profile, middle
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Fig. 1.8: User profile, bottom

On the profile page, details such as name, affiliation, address, phone number, and airport can be added or modified.
A profile image can be uploaded. Longer-form attributes can be edited, such as postal details and biography. Failed
logins and some activity statistics are also tracked on a member’s profile.

Click the Update Profile button to save the changes after modifications have been made. The page will refresh
with the newly saved information, as well as indicate how many fields were updated and how many fields were not
updated.

Other Personal Details

Other personal details can be modified through the Details, Languages, and Username tabs found in the second
row at the top of any user-related page or in the list of links found on a user’s home page. This section covers these
actions.

The Details page (Figure User details) is a place to add any other details that don’t conform to the profile. Currently,
the only detail type is a callsign.

The Languages page (Figure User languages, choose language) is the place to add languages a member knows and
her skill level (Figure User languages, choose skill level) at that language. Click the Add Language button to add
a new language (Figure User languages, updated language).

The Username page (Figure User username change) allows a member to change her username. This can affect
external systems, so this change should be used with care and caution. Enter the new username in the field and use the
toggle to confirm the change before clicking the Change username button.

Password Change

The Password page (Figure Define new password) allows a member to change her password, provided she knows
her current password (which she should, since she is logged in already). When the member clicks the Change
Password button, she is immediately logged out and must login again with the new password (Figure Login with
new password).
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Fig. 1.9: User details
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Fig. 1.10: User languages, choose language
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Fig. 1.11: User languages, choose skill level
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Fig. 1.12: User languages, updated language
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Fig. 1.13: User username change
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Fig. 1.15: Login with new password

Two Factor Authentication

The 2FA Tokens page (Figure Two-factor authentication) allows a member to add two-factor authentication tokens.
Types of two-factor authentications include a variety of one-time passwords: time-based, HMAC-based, and single-
use. The user must give his current password and a description for the token, as well as choose which OTP type.
Once those fields have been filled out, click the Create button, and the new token will show in the list of two-factor
authentication tokens.

& C | A bags/jyellowdevopslocal ‘ x|y :
i Apps @ DIMS @ Me M Todo G speed test () pitchfork/sys

Group User CLI

Profile Detalls Languages Username Password 2FATokens Email Download All PGP Keys Audit Log

User - mboggess - 2FA Tokens Trident 145 | Q| Megan Boggess  Userode: Roguta | Logout

2FATokens

The following is a list of your 2FA Tokens

Name Type Created Active Actions
New 2FA Token

Current Password:
Description:

OTP Type: TOTP - Time-based One-Time Password

Fig. 1.16: Two-factor authentication
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Email Management

The Email page (Figure Main email page) covers a variety of things. It lists email addresses tied to a user’s account,
showing if each email address has a PGP key tied to it, whether it is verified, whether it is the recovery email address
associated with the user’s account, and with which trust group it will be used. This page also provides a way to add a
new email address, and lists each group and associated email addresses for that group.

Note: Encryption keys are discussed in Section PGP Keys.

W User > dittrich - x
€ C | A bepsy/jyellow.devops.local; w| Y i
i Apps i DIMS m Me M Todo G speed test ) pitchfork/sy:

Group User CLI

User - atticn - Emait rdent 1.4:5| Q| Dave Daich | Userode: Reguia | Logout

Email

The following is a list of your email addresses,

Email address PGP Verify Recovery Groups. Actions

dittrich@devops.local Not defined Verified mein van 7o [
Add a new Email Address

Email address:

Add Email Address.

Groups
The following is a lst of your groups with associated email addresses.

Group Description State Email Address

main  MainTG  active
Epalfudiees aiticn@devops local

Fig. 1.17: Main email page
A user can edit (Figure Email edit page) attributes about email addresses associated with his account by clicking the
Edit button in the row of the email address for which the edits should be made.

Click the Make Recover Email button to make the selected email address the recovery email address for the
user’s account.

Once this is completed, the button disappears and a check box appears in the Recover row (Figure Make recover
email).

As can be seen, this is also the page where PGP keys are to be added, and we will cover this in the next section.

Going back to the Email page shows another check box in the list of email address (Figure Recover email confirmed).

To add an email address (Figure Add new email), type it in the requested field:

After clicking the Add Email Address button, the page will refresh with the new address in the list at the top of
the page. Click the Edit button to make additional changes (Figure New email attributes).

A member must verify any new email addresses he manually adds. Click the Veri fy button. This will send an email
to the provided address. The email will contain a verification code. Copy and paste the code in the Verification
Code field, and click the Confirm button (Figure Verify email).

Until the email address is verified, the list of email addresses will retain an In Process status in the Verify
column (Figure New email status).

1.2. Trust Group Member Activities 13



Trident Training Manual Documentation, Release 1.0.3

W User > dittrich - x {__Y A DIMS
& C [ & burs/jyellowdevopslocal, h/emal/dittrich@devops.loc |y
pps 8 DIMS m Me m Todo G speed test € pitchfork/sys

Group User CLI

&

User > ditrch - Emal > dittrich@devops.iocal Trcent 1.4.5 | | Dave Ditrch | UserMode: Reguiar | Logout
dittrich@devops.local

Address | ditrich@devops.local

Recover

Status  Verified

Groups | = main

e

Not defined

PGP Key: Choose Pt | o e chosen

Upload Key

T ——1

Fig. 1.18: Email edit page
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Fig. 1.19: Make recover email
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Fig. 1.20: Recover email confirmed
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Groups
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Fig. 1.21: Add new email
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Fig. 1.22: New email attributes
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Fig. 1.23: Verify email
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Email
The following is a list of your email addresses.
Email address PGP Verify Recovery Groups Actions
ditrich@devops.local Not defined Verified main Main TG ﬁ
dittrich@u.washington.edu Not defined In Process ﬁ
Add a new Email Address

Email address:

*

Add Email Address
Groups

The following is a list of your groups with associated email addresses.
Group Description State’ Email Address
main  Main TG

active
B ditrich@devops.local *

T T re—

Fig. 1.24: New email status

Remember, a recovery email address for an account can be set using the “Edit” screen. Only one address may be the
recovery email.

Since the dittrich user has not confirmed his new email address yet, let’s take a look at what happens when a user
does have multiple verified email addresses.

A user can choose which email address will be associated with each trust group of which she is a member. In the case
of the user mboggess, she has two email addresses. Only one address can be associated with a trust group at a time.

Since she has two email addresses, she must chose one to be associated with the main trust group of which she is a
member (Figure Multiple emails).
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mboggess@uwedu Nt defined Verified [ e
Add a new Email Address
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T S
Groups

The following s a list of your groups with associated email addresses.
Group Description State Email Address

main  MainTG  aclive  gmaj aggress: mboggess@devops iocal v |
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Fig. 1.25: Multiple emails
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By choosing the second email address (the @uw email address) to be the email address associated with the main trust
group, the list at the top of the page changes. It now shows the @uw email address is associated with the main trust
group, as indicated by the Groups column in the list (Figure Email-group association swap).

W User >mbogge: x
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i Apps M DIMS m Me mTodo G speedtest € pitchfork/sy

Group User CLI

Profile Detalls Languages Usemame Password 2FATokens Email Download All PGP Keys Audit Log

g maa Tident 145 Q, | Megan Boggess UserMode: Regur | Logout

Email

The following is a list of your email addresses.

Email address PGP Verify Recovery Groups Actions
mboggess@devops.local Not defined Verified ﬁ
mboggess@uw.edu Not defined Verified main Main TG ﬁ

Add a new Email Address

Email address:

Add Email Address

Groups

The following is a list of your groups with associated email addresses.

Group Description State Email Address

main  MainTG  active  gmaj aggress: mboggess@uwedy v

Select Address

Fig. 1.26: Email-group association swap

PGP Keys

PGP keys can be downloaded and uploaded. They must stay current for a user to be able to read any encrypted email
sent via the trust groups of which the user is a member.

Note: For information on using PGP (or GNU Privacy Guard) keys for secure email communication, see the Free
Software Foundation’s Email Self-Defense guide and Section Using GPG or PGP Encrypted Email of the Trident User
Manual v 1.0.2.

To download all PGP keys tied to any emails associated with a user’s account, just click the Download All PGP
Keys tab in the second row at the top of any User page, or click the Download A1l PGP Keys link in the list
of links on the user’s home page (Figure Download PGP keys).

To add PGP keys, return to the Email page. Click the Edit button in the row of the email address with which a new
PGP key should be associated. In the PGP Key row, choose the PGP key file. Then click the Upload Key button
(Figure Upload PGP key).

Audit Log

The Audit Log page (Figure Audit log) has no editable attributes. It shows all activities accomplished by the user.

Searches are possible. Additionally, only 10 activities are shown at a time, so click the Forward button to see older
activities.
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W User > dittrich - x oy ~GLS
€ C | A betpsy//yellow.devops.local;
pps M DIMS ® Me W Todo G speed test €) pitchfork/sys

wly i
Group User CLI

Profile Detalls Languages Username Password 2FATokens Email Download All PGP Keys Audit Log
User - dittrich

Trcent 1.4.5 | | Dave Ditrch | UserMode: Reguiar | Logout
Dave Dittrich (dittrich)

The following options are available:
= Profile

- Details

= Languages

- Username

assword
= 2FATokens

« Email
» Download All PGP Keys
Audit Log
PSS
L2 dittrich.asc -

Showall  x

Fig. 1.27: Download PGP keys

W User >dittrich - x {_Y
& C | & bapsjyellowdevops ocal/use @devopsloc
i Apps M DIMS B Me M Todo G speed test €) pitchfork/sys

nje | v
Group User CLI

User - ditrich - Emall - ditirich@devops.ocal

rdent 14:5| Q| Dave Ditrich | Userode: Reguta | Logout
dittrich@devops.local

Address| ditrich@devops.local

Status  Verified

Groups  « main

Actions
Not defined
PGP Key: Ghoosa £l | No fie chosen -
e e Fir

At T | Pgeendered 20170529 164 | 2015 LOCAL e s |V

Fig. 1.28: Upload PGP key

1.2. Trust Group Member Activities 19



Trident Training Manual Documentation, Release 1.0.3

W User > dittrich - x 0y A D
& C | A baps/jyellowdevopslocal wly :
i Apps M DIMS  Me M Todo G speedtest € pitchfork/sy

Group User CLI

Profile Detalls Languages Username Password 2FATokens Email Download All PGP Keys Audit Log

User - it - Ault Log Trdent 1451 Q)| Dave Ditie | Userade: Regia | Logout

Audit Log

Search:

Q

T —
‘What User Group Who Entered Remote
Send Verification Code to dittrich@u.washington.edu dittrich dittrich 2017-03-29 09:00 192.168.56.1, 127.0.0.1
Added email address dittrich@u.washington.edu for member dittrich dittrich dittrich 2017-03-29 08:59 192.168.56.1, 127.0.0.1
Update member: ident = dittrich property recover_email from " to ‘dittrich@devops.local’ dittrich dittrich 2017-03-29 08:58 192.168.56.1, 127.0.0.1
Update member: ident = dittrich property password dittrich trident 2017-03-29 08:56 192.168.56.1, 127.0.0.1
Update member: ident = dittrich property airport from 222" to 'SEA" dittrich trident 2017-03-27 17:56 192.168.56.1,127.0.0.1
Update member: ident = dittrich property tel_info from " to '2063213551' dittrich trident 2017-03-27 17:56 192.168.56.1, 127.0.0.1
Update member: ident = dittrich property im_info from " to 'n/a’ dittrich trident 2017-03-27 17:56 192.168.56.1, 127.0.0.1
Update member: ident = dittrich property affiliation from * to 'DIMS’ dittrich trident 2017-03-27 17:56 192.168.56.1, 127.0.0.1
Update member: ident = dittrich property name_last from " to 'Dittrich’ dittrich trident 2017-03-27 17:56 192.168.56.1, 127.0.0.1
Update member: ident = dittrich property name_first from " to 'Dave" dittrich trident 2017-03-27 17:56 192.168.56.1, 127.0.0.1

. ——

Offset: 0, Total: 22

Fig. 1.29: Audit log

1.2.2 Group Management

This section will cover group activities and attributes a member of a trust group may view or manage. The user must
be a member of a trust group to be able to access any of the following pages.

Viewable Group Attributes

This subsection will cover attributes viewable from the Member, Airports, Contacts, and Vouches tabs.

First of all, to view a list of groups of which a user is a member, click the Group tab in the top row of any page (Figure
Trust group list).

To see more information about a certain group, click one of the links in the list (Figure Trust group attributes list).

This presents a page with a list of links to all attributes viewable or manageable by the member. There are some
activities the member may take part in, such as nominating and vouching for new group members, but, for the most
part, a regular member may only view group attributes. Regular members are not allowed to change attributes about
the group or its members. One notable exception is that regular members are allowed to nominate new users to a trust
group and vouch for current members of a trust group. Nominating and vouching will be covered in Section Figure
Vouching for Trust Group Members. For now, let’s go over the attributes viewable by members.

The first link on the group home page, or the first tab in the second row of all group-related pages, is titled Members.
Click either the link or the tab to go to a page listing all members in the current trust group (Figure Trust group
members list).

Click on any member’s username link to view their profile (Figures Member profile, top, Member profile, middle,
Member profile, vouches for).

Within a trust group, any member’s profile is viewable. At the bottom of the profile, there are lists of vouching
activities of which the current member has been a part: vouches he has made or vouches other members have made
for him. In the above example, another user vouched for the user dittrich, but he has not yet vouched for anyone.

In this next example, the user t rident has vouched for another member, but has not yet been vouched for by any
other member (Figure Member profile, no vouches for).

20 Chapter 1. Chapter Index



Trident Training Manual Documentation, Release 1.0.3

W Group-LOCAL | x \_Y
wly i

C | A betpsy//yellow.devops.local;
pps M DIMS ® Me W Todo G speed test €) pitchfork/sys
~

Group User CLI

oroup Tt 145 ), | Mogan Boggess  Useriode: Reguar | Logouk

Group
The following is st of your groups.

= main - Main TG

Fig. 1.30: Trust group list

W Group >main- | x
& C [ A bus/jyellowdevopslocal/group/ma *|v :
i Apps i DIMS M Me M Todo G speed test € pitchfork/sy:

Group User CLI [4
Members PGPKeys Airports Mailing List Contacts Nominate Vouches ~Vouching Control Panel
Group - main Trdent 14| Q| Megan Boggess | UserMots: Rogulr | Logout

Main TG

Welcome to main: Main TG

The following options are available:

= Members
- PGP Keys
= Airports
= Mailing List
Contacts
= Nominate
- Vouches
= Vouching Control Panel

Fig. 1.31: Trust group attributes list
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W Group >main>
€« C | A betrs)/yellow.devops.local/group/main/m x| v
i Apps M DIMS m Me mTodo G speed test () pitchfork/sys

Group User CLI

Members PGP Keys Alrports MallingList Contacts Nominate Vouches Vouching Control Panel

Group - mai - Members Tt .45 Q) | Megan Boggess  Useniode: Reguar | Logout

Members

Search:

Username Full name Email Affiliation Admin Status Activity Vouches.
ditrich  Dave Ditrich  ditrich@devopsocal ~ DIMS ~ tue  active 0d 0(by) -> O(for)

mboggess Megan Boggess mboggess@devopslocal DIMS ~ false  active 0d 0(by) -> 0(for)

\v tident  TridentAdmin  admin@devopsiocal  DIMS  tue  actve 0d 0(by) -> O(for)

(Bold) = includes vouch for or by you; = has PGP key
Offset: 0, Total: 3

e TP e 2017032 0135 © 205 LCAL T At V.

Fig. 1.32: Trust group members list

W Group>main> x Q¥
& C [ & bups/jyellow.devopslocal/group/main/member/c
i Apps m DIMS m Me M Todo G speedtest € pitchfork/sys

Group User CLI

Profile

Group > main > Members > cltrich Tident 145 Q, | Megan Boggess| Userode: Regular | Logout

Dave Dittrich (dittrich)

User Name:

ditrich

Full Name:

Dave Dittrich

First Name
Dave

Last Name:

Ditrich

Affiliation:
DiMs

Postal Details:
seattle, WA

Fig. 1.33: Member profile, top
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W Group >main>  x oy A oM
€ C | A betpsy//yellow.devops.local; |y
i Apps i DIMS mMe mTodo G speed test € pitchfork/sy:

SMs: h

M

wa

Timezone:

Pacifc

Telephone:
2063213551

Airport
sen

Biography:

Furlough

Entered
03/27/2017, 05:48 PM

Last Activity
03/27/2017, 05:48 P

Detail Value
Language Skill level

Group main

Fig. 1.34: Member profile, middle

W Group >main> x \_§ A DIMS
*| v

<« C | A berps/jyellow.devopslocal
i Apps mDIMS M Me mTodo G speedtest € pitchfork/sys

Furlough

Entered.
03/27/2017, 05:48 PM

Last Activity
03/27/2017, 05:48 P

Detail Value
Language Skill level

Group main

E-mail Address:  diiirich @devops locel
Vouches by dittrich

Vouchee Affiliation Entered Comment Actions
Vouches for dittrich

Vouchor Entered Comment Actions

mboggess 2017-03-28 11:55:40 +0000 +0000 [T vouch for dittrich. Update Vouch

A8t 1 g e 20170329 44| 215 oA T s |V

Fig. 1.35: Member profile, vouches for
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W Group >main> x \_Y A DIMS
€« C | A bepsy/jyellow.devops.local t)
i Apps m DIMS m Me M Todo G speed test () pitchfork/sy:
Group main

v

E-mail Address: admin@devops.local

Vouches by trident

Vouchee Affiliation Entered Comment Actions
I mboggess DIMS 2017-03-28 11:49 | am vouching for mboggess

Vouches for trident

Vouchor Entered Comment Actions

Vouch For trident

Vouch:

Attestations (all required):
1 have met them in person more than once
1 trust them 1o take action

1 will share membership fate with them

Fig. 1.36: Member profile, no vouches for

The Airports page (Figure Airports list) shows a list of airports members of the current trust group indicate as the
airport nearest to them.

W Group > main

€« C | A betps)//yellow.devops.local;
i Apps m DIMS M Me m Todo G speed test © pitchfork/sy

Group User CLI

Members PGP Keys Airports MailingList Contacts Nominate Vouches Vouching Control Panel

Group > main - Aports Todent1.45| Q| Megan Boggess | Useous: Reguar | Logout

Airports
The following are the airports that exist in your group.

SEA ()
PHL (1)

Fig. 1.37: Airports list

Click on any airport abbreviation in the list, and a new page will open with a list of members who have indicated the
airport is the airport nearest to them (Figures Members with PHL airport and Members with SEA airport).

The Contacts page (Figure Member contact list) shows a list of members of the current trust group with their
contact information, including affiliation, email, telephone, and SMS.

The Vouches page shows a list of all vouches made for members of the current trust group. This list indicates who
was vouched for and by whom and on what date the vouch was made.
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™ Inbox-mbogge x Y ¥ OneTab x Y GitHub
€ C | A beps//yellow.devops.local; nai
# Apps M DIMS mMe mTodo G speed test € pitchfork/sys

* YW Group >main > x

Group User CLI

Settings Members PGP Keys Alrports MallingList AuditLog Contacts Nominate Vouches Vouching Conirol Panel
Group - main - Alrports

e 145 Q, | Mogan Boggess | Userbose: Reguar | Logot

Airports

The following are the aifports that exist in your group.
SEA (2)
PHL (1)

Members at PHL

Username Full name Affiliation Email Telephone SMS

mboggess Megan Boggess DIMS ~ mboggess@devops.local 3042795931

8 mes TP et 20170528 7152 © 201 L0CAL T,

Fig. 1.38: Members with PHL airport

| inbox-mboga- x Vv OneTab %Y O GitHub
& C | A betps/jyeliow.devops.ocal/group/main/airports/2iata-SE,
i Apps mDIMS B Me M Todo G speed test €) pitchfork/sys

%YW Group >main> x

Group User CLI

Settings Members PGP Keys Airports MallingList AuditLog Contacts Nominate Vouches Vouching Control Pancl
Group - main - Airports

Tident 145 Q| Megan Baggess | UserMode: Regulr | Logout

Airports

The following are the airports that exist in your group.
SEA(2)
PHL (1)

Members at SEA

Username Fullname  Affiliation Email

Telephone SMS
ditrich  Dave Ditrich DIMS  ditrich@devops.local 2063213551
trident  TridentAdmin DIMS ~ admin@devops.local nla

P T T e—

Fig. 1.39: Members with SEA airport
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W Group >main> x
& C [ A beers/yellowdevopslocal/group/main/con
i Apps i DIMS m Me m Todo G speed test € pitchfork/sy

Group User CLI

PGP Keys Aifports Mailing List Contacts

Todent 15| Q, | Megan Boggess | Useods: Reguar | Logout

Contacts

‘The following are the contact details for members of your group.

This list can also be downloaded as a Vard.

Username Full name Affiliation Email Telephone SMS
ditrich  Dave Ditrich  DIMS local 063213551
mboggess Megan Boggess DIMS ~ mboggess@devops local 3042795931
trident  TridentAdmin  DIMS  admin@devops.local nia

Fig. 1.40: Member contact list

If no vouches have been made yet, the page will be mostly blank (Figure No vouches):

W Group > main

& C [ A bus/jellowdevopslocal : *|v :
# Apps m DIMS M Me mTodo G speed test © pitchfork/sy:

Group User CLI

s PGPKeys Airports Mailing List Contacts

Todent 15| Q, | Megan Bogges s

Vouches

No vouches have been recorded.

Fig. 1.41: No vouches
Once at least one vouch has been made, a list will appear (Figure Vouches made):

Manageable Group Activities

This subsection will cover attributes and activities manageable from the PGP Keys, Mailing List, Wiki,
Files, Nominate, and Vouching Control Panel tabs or links. Remember, the tabs will be found in the
second row at the top of any group-related page and the links can be found listed on the group’s main page.
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[ nbox-mboga: = Y OneTab > Y Group > main~ x
<« C | A betps)//yellow.devops.local/group/main, h
i Apps m DIMS B Me M Todo G speed test €) pitchfork/sy:
Group User CLI
Setings Members PGP Keys Aiports Maling List AuditLog GCortacts Nominate Vouches Vouching Control Panel

Group - main - Vouches

Vouches
The following are the vouches for members of your group.
This list can also be downloaded as a CSV.

Vouchor Vouchee Date
trident  mboggess 2017-03-28

Fig. 1.42: Vouches made

Trdent 1.4 Q| Tident Admin | Useode: Reguar | Logout

s 7| Pag e 047032 85| £ 20505 T Ao |

The PGP Keys tab or link doesn’t actually open a new page, it just downloads all PGP keys for the current trust

group (Figure Download PGP keys).

W Group >main > x

€ C | A beps)//yellow.devops.local; ain/member
# Apps m DIMS M Me mTodo G speed test @ pitchfork/sy:

Group User CLI
Members PGPKeys Airports Mailing List Contacts Nominate Vouches ~Vouching Control Panel

Group - main - Members

Members

Search:

Image Username Fullname  Email Affliation Admin Status Activity Vouches
ditrich  DaveDitiich  ditrich@devopsocal  DIMS  tue actve 0d  O(by) > O(for)

I mboggess Megan Boggess mboggess@devops.ocal DIMS ~ false  active 0d 0(by) -> O(for)

\V trident  TridentAdmin  admin@devopsiocal ~ DIMS  tue  active 0d 0(by) -> O(for)

(Bold) = includes vouch for or by you; i = has PGP key
Offset: 0, Total: 3

httpsy//yellow.devops.local/group/main/pgp_keys/

| main.asc -

Fig. 1.43: Download PGP keys

o

Tidant 145 Q, | Megan Boggess| Useode: Reger | Logaut

———

Showall x

The Mailing List tab or links opens a new page listing the current trust group’s mailing lists and information

about them (Figure Mailing lists list).

Click the link found in any row of the Shortname column to access a page listing members on that mailing list.
Click the link in any row of the PGP column to download the PGP keys for that mailing list (Figure Download list

PGP keys).

When new mailing lists are added, trust group members may have to manually add, or subscribe, themselves to the list.
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W Group >main>
C | A beers)/yellow.devops.local/group/main/m!
Apps B DIMS m Me mTodo G speed test €) pitchfork/sys

<

Group User CLI

Group - main - Malling List

W Group > main > x

Mailing List

The main group has the following Mailing Lists.

Shortname Description Address Members PGP Subscription Action

admin Group Administration main-admin@Iocal 2 PGP Key Subscribed

demo LOCAL Trident Demonstration main-demo@local 2 PGP Key Subscribed T
general General Discussion main-general@local 3 PGP Key Subscribed SIS
vetting Vetting and Vouching main-vetting@local 3 PGP Key Subscribed

Trdent 145 | Q) | Megan Boggess  Userode: Reguiar | Logout

T

e TP e 2017032 0138 © 205 L0CAL T At V.

Fig. 1.44: Mailing lists list

& C [ A beps/jyellowdevopslocal/y

, %] v
Apps mDIMS mMe mTodo G speedtest €) pitchfork/sys

Group User CLI

Group > mai - Malling List
Mailing List
The main group has the following Mailing Lists.
Shortname Description ‘Address
‘admin Group Administration main-admin@local 2
demo LOCAL Trident Demonstration main-demo@local 2
general General Discussion main-general@local 3
vetting Vetting and Vouching main-vetting@local 3
https://yellow.devops.local/group, bap
| main-admin.asc ~

Members PGP

Tident 145 Q, | Megan Boggess UseMode: Reguar | Logout

Subscription Action

PGP Key Subscribed
FepKey st T

PGP Key Subscribed

PGP Key Subscribed

P T T —

Showall x

Fig. 1.45: Download list PGP keys
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Click the Subscribe button found in the Act i on column of the mailing list in order to subscribe (Figure Subscribe
to new mailing list).

™ Inbox-mbogge x \ ¥ OneTab %YW Group >main > x

<€ C | A bupe/yellow.devops.local,
# Apps m DIMS m Me m Todo G speed test ) pitchfork/sy:

Group User CLI

New Malling List

Group - mai - Mallng Lis Trdent 1455 | Q) | Megan Boggess  Userode: Reguiar | Logout

Mailing List
The main group has the following Mailing Lists.

Shortname Description Address. Members PGP Subscription Action

admin Group Administration main-admin@local 2 PGP Key Subscribed W
demo LOCAL Trident Demonstration main-demo@local 2 PGP Key Subscribed W
devops  LOCAL Trident Devops main-devops@Iocal 0 PGP Key Unsubscribed W
general  General Discussion main-general@local 3 PGP Key Subscribed W
vetting  Vetting and Vouching main-veting@local 3 PGP Key Subscribed W

Fig. 1.46: Subscribe to new mailing list

Likewise, to unsubscribe to a mailing list and not receive email from that list any more, click the Unsubscribe
button in the Act ion column of the mailing list from which to unsubscribe (Figure Unsubscribe from mailing list).

To return to either the user or group perspective, click the User or Group tabs in the top row of the page. If returning
to a group, chose the group from the list of available trust groups.

The Wiki tab or link opens a new page showing the wiki’s home page (Figure Wiki home page). The second row at
the top of the page changes to be wiki-related tabs, rather than group-related tabs.

If no content has been added to the wiki before, as the image Figure Wiki home page shows, click the edit me link.
This will open an editor (which is also the Edit tab).

Any page available to edit will have an editor view similar to what is shown in the image Figure Wiki editor. Once all
edits have been completed, add a summary in the Edit Summary field, then click the Save Revision button.

Once the edit has been saved, a new page will be available to view, with the edits made (Figure Wiki edit made).

Use the Source tab (Figure Wiki source) to see the markdown source and its HTML preview for the wiki home page.
This page will also contains a link to the raw markdown file.

To see a history of edits made to the wiki, use the Hist ory tab (Figure Wiki edit history).

The next tab, Opt ions, pages can be moved, deleted, and/or copied (Figures Wiki options, top, Wiki options, bottom).

The Child Pages tab (Figure Empty child pages) lists any child pages of the wiki. Click on the Path links to list
any child pages of that root page. Click the View link in the Action column to view any of the child pages. If no
child pages have been added, as is the case in image Figure Empty child pages, just the root paths will be shown.

To add more child pages, go to the New Page tab (Figure Create a new page). Name the page, then click the Create
New Page button.

This will open an editor page where the new wiki page can be written (Figure Edit a new page).

1.2. Trust Group Member Activities 29



Trident Training Manual Documentation, Release 1.0.3

T3 Inbox- mbogge x V¥ OneTab %YW Group > main >
€ C | A beps//yellow.devops.local; nain/ml
Apps mDIMS mMe mTodo G speedtest €) pitchfork/sys

Group User CLI

New Malling List

Group - main - Malling List

Mailing List

The main group has the following Mailing Lists.

‘Shortname Description Address

admin Group Administration main-admin@local 2

demo LOCAL Trident Demonstration main-demo@local 2

devops  LOCAL Trident Devops main-devops@local 1

general  General Discussion main-general@local 3
vetting Vetting and Vouching main-vetting@Iocal 3

x

Members PGP

PGP Key

PGP Key

PGP Key

PGP Key

PGP Key

| nbox-mbogg: » v OneTab
& C [ & beps/jyellowdevopslocal nfwik
Apps mDIMS mMe mTodo G speed test ) pitchfork/sys

Group User CLI

Read Source Edit History Options ChildPages NewPage Search
Group - main - Wiki

(This page s still empty, please edit me)

%Y\ Group >main> x

Subscription Action

Subscribed m
Subscribed m
Subscribed W
Subscribed W
Subscribed W

Fig. 1.47: Unsubscribe from mailing list

Fig. 1.48: Wiki home page

e 145 Q, | Mogan Boggess | Userbose: Reguar | Logot

Tident 145 Q| Megan Baggess | UserMode: Regulr | Logout
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T3 Inbox- mbogge x V¥ OneTab %YW Group >main > x
& C | A buys/jyellowdevopslocal/g na 75=edit
i Apps M DIMS m Me mTodo G speed test () pitchfork/sys

Group User CLI

Read Source Edit History Options ChildPages NewPage Search

Group - main - Wi - Eak Trdont 145 Q, | Mogan Boggess | Userods: Rear | Logot

[ |[ 1 |[mdent|[-ust||> quote]|code || H1 |[ Hz || 3 |[ Ha This is the home page of the main trust group's wiki page.

This is the home page of the *+main** trust group's wiki page.

Edit summary:

Fig. 1.49: Wiki editor

| nbox-mbogg: » v OneTab >V Group > main> x
<« C [ A betgs;jyellow.devopslocal/group/main/wiki/2s-read
i Apps M DIMS m Me mTodo G speed test ) pitchfork/sys

Group User CLI

I r——————
Group - man - Wikl e 165 Q| Megan Baggess | Userbore: Regular | Logout
This is the home page of the main trust group’s wiki page.

s page was last modiled on 2017-03-28 19:25:17 814237 +0000 +0000 by &

Fig. 1.50: Wiki edit made
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T3 Inbox- mbogge x V¥ OneTab

%YW Group >main > x
& S

C | A butysjyellow.devopslocal/c na =50

i Apps M DIMS B Me M Todo G speed test () pitchfork/sys
Group User CLI

Read Source Edit History Options ChildPages NewPage Search
Group - main - Wi - Source

Also available: Raw markdown file.

This is the home page of the **main** trust group’s wiki page.

Fig. 1.51: Wiki source

| nbox-mbogg: » v OneTab

C | A betps;/jyellow devops.ocal
Apps mDIMS & Me & Todo

%Y\ Group >main> x

main

speed test O pitchfork/sys

story
Group User CLI
Read Source Edit History Options ChildPages NewPage Search
Group > main > Wi~ History

History

Revision Diff Entered

Member
1

Change Message
2017-03-28 19:25

Initial update to wiki home page.

Offset: 0, Total: 1

Fig. 1.52: Wiki edit history

This is the home page of the main trust group's wiki page.

e 145 Q, | Mogan Boggess | Userbose: Reguar | Logot

Trdent 145 Q| Megan Boggess | UserMode: Reguar | Logout
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& C [ A buys/jyellowdevopslocal/s na —option: | v
Apps B DIMS m Me mTodo G speed test () pitchfork/sys

Group User CLI

Read Source Edit History Options ChildPages NewPage Search

Group - main - Wi - Optins o 1.4 Q| Mogan Boggess | Useroe: Roguar | Logout

Options

Each group has their own Wiki namespace. Pages each have their own histories and can be placed in multiple locations of each namespace. Updates to a page are thus automatically visible in all groups.
Move Page

Page names are effectively paths matching directories. One can change the path of a single page or move along all the children of that page.

New path of the page:
! °

Move all children of this
o «

Confirm Moving P

Delete Page

This will delete the page from this group, f other groups have this page then they will keep it. Deletion is permanent and also removes all history.

Delete all children of this
o «

Confirm Deletion: 3
Copy Page

This allows one to copy the path of the page to another path, optionally in a new group of which one is a member.

Effactively this links the nana annthar fima in th wiki namasnara. Hanee adite tn this arininal nane will alen affact the new nana and via verea B

Fig. 1.53: Wiki options, top

<« C | A betps;jyellow devops.ocal/group/main/wiki LIRS
Apps mDIMS mMe mTodo G speed test €) pitchfork/sys
Move allchidren of s (g =
page?
Confirm Moving: 3
Delete Page
This will delete the page from this group, if other groups have this page then they will keep it. Deletion is permanent and also removes all history.
Delete all children of this
s «
Confirm Deletion: 3
Delete Page
Copy Page
This allows one to copy the path of the page to another path, optionally in a new group of which one is a member.
Effectively this links the page another time in the wiki namespace. Hence, edits to this original page will also affect the new page and vice versa.
Path of the page:
! °
Copy all children of this
Sons «
Confirm copying: (=
Copy Page
v

Fig. 1.54: Wiki options, bottom
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™3 Inbox-mbogge x Y ¥ OneTab
€ > C | A beps//yellowdevopslocal
# Apps M DIMS mMe mTodo G speedtest €

%YW Group >main > x

pitchfork/sys
Group User CLI

Read Source Edit History Options ChildPages NewPage Search

Group - main - Wiki - Child Pages.

Child Pages

Path Title
"
!

Last modified  Action
autocreated 2017-03-28 19:25 View
autocreated 2017-03-2819:25 View
Offset: 0, Total: 2.

Fig. 1.55: Empty child pages

| nbox-mbogg: » v OneTab

C [ & beps)jyellow devops.ocal
Apps M DIMS m Me m Todo

%Y\ Group >main> x

njwiki2s=newpag
speed test Q) pitchfork/sys
Group User CLI

Read Source Edit History Options ChildPages NewPage Search
Group - main - Wiki - New Page

New Page

One can create a new page by providing the name in the form below.

Current Path of the page:
'

Name of new page:

Potuck Hems|

o]

Create New Page

Fig. 1.56: Create a new page

e 145 Q, | Mogan Boggess | Userbose: Reguar | Logot

Tident 145 Q| Megan Baggess | UserMode: Regulr | Logout
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[ nbox-mboga: = Y OneTab =YW Group > main
& C | A beeps/jyellow.devopslocal/group/main, o

i Apps B DIMS M Me m Todo G speed test € pitchfork/sy:

Group User CLI

Read Source Edit History Options

rident 145 | Q, | Megan Boggess| Userode: Requar | Logout

salad
« mac and cheese

* salad
* mac and cheese = burgers
* burgers = condiments
* condiments = desserts
desserts = drinks

Nole hal various Unsale’ consiructs (e.g.Javascrpt, nine styles, ec) are automatically and slently femoved from the final rendered HTML. They remain present n the markdown.

Fig. 1.57: Edit a new page

Once edits are complete, give a summary of the edits in the Edit Summary field, and click the Save Revision
button. This will open a new page, showing the new page (Figure New wiki page).

™3 Inbox- mbogge x ¥ OneTab %YW Group >main > x
< C | A bups//yellow.devops.ocal, nai

# Apps M DIMS m Me M Todo G speed test €) pitchfork/sys

Group User CLI

Edit History Options ChildPages NewPage Search

Group - main - Wk - Potuck ems Trdont 145 Q, | Megan Boggess | Userods: Repar | Logot

» salad
« mac and cheese

« condiments
« drinks

s page was last modiled on 2017-03-26 19:31:09.620894 10000 +0000 by &)

Fig. 1.58: New wiki page
This automatically updates the list of child pages found on the Child Pages page (Figure Child pages list updated).

Searches through all the wiki pages available to the current trust group is possible (Figure Wiki search).

When done editing the wiki, to return to either the user or group perspective, click the User or Group tabs in the top
row of the page. If returning to a group, chose the group from the list of available trust groups.

The Files link or tab (Figure Files home page) organizes files for the current trust group. Members can add both
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T3 Inbox- mbogge x V¥ OneTab %YW Group > main >

& C [ A bugs/jyellowdevopslocal na —childre
Apps mDIMS mMe mTodo G speedtest €) pitchfork/sys

Group User CLI

Read Source Edit History Options ChildPages NewPage Search

Group - main - Wiki - Child Pages.

Child Pages

Path Title Last modified Action
n autocreated  2017-03-28 19:25 View
'} autocreated  2017-03-28 19:25 View

Potiuck ltems Potluck ltems 2017-03-28 19:31 View

Offset: 0, Total: 3

e 145 Q, | Mogan Boggess | Userbose: Reguar | Logot

Fig. 1.59: Child pages list updated

| nbox-mbogg: » v OneTab >V Group > main> x
& C | A betps/jyeliow.devops.ocal/group/main/wik arc
Apps mDIMS mMe mTodo G speed test ) pitchfork/sys

Group User CLI

Read Source Edit History Options ChildPages NewPage Search

Group - main - Wii - Search

Search

‘This page allows one to search through all the wiki pages.

Search Query:

burger

Path Title Content Snippet
Offset: 0, Total: 1

Search Examples:

Query Searches for

Word Search for a link towards hitps:/www.example.net
(WikiPath/WikiPage) Search for a WikiPage

(htps:/iwww.example.net) Search for a link towards https:/Aww.example.net
[Example] Search for a link named Example

Note that the search is based on the Markdown version of the page. This thus also allows one to search for Markdown formatted sentences.

Potiuck ltems Potluck Items * salad * mac and cheese * burgers * condiments * desserts * drinks

Tident 145 Q| Megan Baggess | UserMode: Regulr | Logout

Q

Fig. 1.60: Wiki search
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directories and files, view a list of available artifacts, and view the available artifacts. If no files or directories have
been added, the Files home page will only show two buttons, an Add a new file button and an Add a new
directory button. Otherwise, it will show a list of available directories, as well as the Add buttons.

™4 Inbox - mbogge x V¥ OneTab. =YW Group >main> x
€« C | A beps)//yellow.devops.local;
# Apps mDIMS mMe mTodo G speed test €) pitchfork/sy:

Group User CLI (54
Add Flle Add Directory List

Group > min > Fes ot 1.4 Q, | Megan Boggess | Usere: Regular | Logout

Files

This directory does not have any files or sub-directories.

Add a new directory

Fig. 1.61: Files home page

To add a directory, use the Add Directory tab (Figure Add directory) in the second row at the top of the page, or
the Add a new directory button from the Files home page.

To add a new directory, the filepath of the new directory is required and a brief description of the directory is optional.
Then click the Create new directory button.

The home page list of directories will be updated accordingly (Figure Available directories updated).

To add a file, click either the Add File tab or the Add a new file button from the Files home page. This
takes opens a new page. Name the file, give a description, and choose the file from the local filesystem. Then, click
the Create new file button (Figure Add a new file).

Once submitted, a new page will show that the file has been uploaded and to which path. It also gives some statistics
about the current directory and files (Figure Confirmation of a new file).

The Files home page is also updated, but it is a little subtle when only a file has been added (Figure Home page file
add confirmation).

The only difference is that the ‘Total’ count has gone up by one. If a new file is added to the root path, the file itself
would show up, and the count would increase. Since the added file is stored in the 1ogs directory, it is hidden on this
page. Click the Path link for any subdirectories to get a list of files or more subdirectories in that directory.

The List tab opens the Files home page, listing available directories and files.

Again, to return to group or user settings, click the Group or User tabs in the top row of the page.

1.2.3 Vouching for Trust Group Members

For a new user to become a member of a trust group, she must be vetted by existing members of the trust group. This
is accomplished by other vouching for the prospective new user.
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T3 Inbox- mbogge x V¥ OneTab %YW Group >main > x

& C [ A beps/jyellowdevopslocal/group/main/file s=2dd _d
i Apps M DIMS B Me M Todo G speed test €) pitchfork/sys

Group User CLI

Add Flle Add Directory List

Group - main - Files - Add Directory

Add Directory

One can add a new directory by providing the details in the form below.

Current path
'

Filepath of new directory:

togs o]
Description of new

directory:

[ srasto s e o]

Fig. 1.62: Add directory

| nbox-mbogg: » v OneTab %Y Group > main> x
C | A beersjyellow.devops.ocal;
Apps mDIMS & Me ® Todo

speed test O pitchfork/sys

Group User CLI
AddFile Add Directory  List

Group - main - Files.

Files

Path Details Size Revision Last modified
flogs! Details 1 2017-03-28 19:35

Offset: 0, Total: 1

Addanewfile | Addanew directory

Fig. 1.63: Available directories updated

e 145 Q, | Mogan Boggess | Userbose: Reguar | Logot

Trdent 145 Q| Megan Boggess | UserMode: Reguar | Logout
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T3 Inbox- mbogge x V¥ OneTab %YW Group >main > x
< C | A bups/jyellow.devops.ocal/g nain/file/logs/s=a
i Apps M DIMS B Me M Todo G speed test €) pitchfork/sys

Group User CLI

Add Flle Add Directory List

Group - main - Fie - logs - Add Fle Trdont 145 Q, | Mogan Boggess | Userods: Rear | Logot

Add File
One can add a new file by providing the details in the form below.

Current path
nogs!

File name:

togs o]

Description of new file:

‘ mooggess austiog ° ‘
File:
‘ [Choose P ] mboggess-audtiog xt ° ‘

Fig. 1.64: Add a new file

| nbox-mbogg: » v OneTab %Y Group > main> x
C | A beersjyellow.devops.ocal;
Apps mDIMS & Me ® Todo

speed test Q) pitchfork/sys
Group User CLI

AddFile Add Directory List

Group - main - Fs - logs Tident 145 Q| Megan Baggess | UserMode: Regulr | Logout
logs
Path Details Size Revision Last modified
/Nlogs/mboggess-audit-log.txt Details 1202 1 2017-03-28 19:40

Offset: 0, Total: 1

Addanewfile | Addanew directory

Fig. 1.65: Confirmation of a new file
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™4 Inbox-mbogge x V¥ OneTab) « Y Group >main> x
& C [ A bersjyellowdevops.oca
i Apps M DIMS m Me m Todo G speed test ) pitchfork/sy:

Group User CLI (%)
AdaFile Add Directory List

Group - main - Files Trigent 145 | Q| Megan Boggess | UserMode: Reguiar | Logout

Files
Path Details Size Revision Last modified
fNlogs/ Details 1 2017-03-28 19:35

Offset: 0, Total: 2.

[ e | oo e |

Fig. 1.66: Home page file add confirmation

Caution: In a trust group where very sensitive information is shared, the vouching process is a serious matter that
is not to be taken lightly. When you vouch for someone, that should mean that you personally know the person,
have met them in person, have worked with them on a project demanding trust so you have first-hand experience
with them and you believe trust is warranted in that person. If this person should violate the trust of the group
by improperly sharing or exposing extremely sensitive information, not only could they be kicked out of the trust
group, but anyone who vouched for them could also be removed (if the violation was severe enough.) A breakdown
in trust in a group that shares highly sensitive information can potentially damage the trust fabric of the group such
that the effectiveness of the group is lost.

Each trust group may have unique requirements about the number of vouches a user must obtain before she will be
permitted to become a member of the trust group. For our training guide, only one vouch is required for membership.
Most groups will have more significant requirements.

Vouching is not required only for member admittance, but vouches are recorded and available for visualization or for
network analysis to identify cliques, strength of the trust network, etc.

There are three ways for a trust group member to vouch for another member: vouch for a member through the
member’s profile, nominate a user through the group’s profile, and use the Vouching Control Panel.

The first way to vouch for a member is through the member’s profile. This means the user must already be a member
of the trust group, and has already been vouched for enough times to meet the current trust group’s requirements for
membership.

To see what vouches have already been made, go to a trust group’s main page and click the Vouches tab. To start
vouching for a member, click the Members tab or link, then choose the user. This opens his profile page. Scroll all
the way to the bottom of the profile, and there is a form section where a comment can be written regarding the vouch
to be made and attestations about relationship with the member (Figure Member profile, blank vouch section).

Fill in the form, then click the Vouch button (Figure Member profile, filled-in vouch section).

Once a vouch is recorded, it will be visible on that member’s profile forever (though vouches can be updated, or deleted
it, if necessary). Outbound vouches from the member are listed right above inbound vouches fo the member (Figure
Member profile, vouch made).
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< C | A bepsjyellow.devops.ocal nain/member/dit ¥ H
i Apps B DIMS m Me mTodo G speed test €) pitchfork/sys

Group main

v

E-mail Address:  ditrich@devops local
Vouches by dittrich

Vouchee Affliation Entered Comment Actions
Vouches for dittrich

Vouchor Entered Comment Actions

Vouch For dittrich

Vouch:

Attestations (all required)

-/ Ihave met them in person more than once
1 trust them to take action

_ L will share membership fate with them

P T T TEe e —

Fig. 1.67: Member profile, blank vouch section

<« C | A betps//yellow.devops.local/gs m
# Apps mDIMS M Me mTodo G speed test O pitchfork/sys

Group main

E-mail Address:  dittrich@devops local
Vouches by dittrich

Vouchee Affliation Entered Comment Actions
Vouches for dittrich

Vouchor Entered Comment Actions

Vouch For dittrich

Vouch
T an vouching for dittrich.|

Attestations (all required):

I have met them in person more than once
( I trust them to take action

( 1 will share membership fate with them

——— - —

- 4

Fig. 1.68: Member profile, filled-in vouch section
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& C | A beys//yellow.devopslocal %l i
# Apps mDIMS M Me mTodo G speedtest € pitchfork/sy

Furlough:

Entered:
03/27/2017, 05:48 PH

Last Activity:
03/21/2017, 05:48 PM

Detail Value

Language Skilllevel

Group main

E-mail Address:  itiich@devops local

Vouches by dittrich

Vouchee Affliation Entered Comment Actions

Vouches for dittrich

Vouchor Entered Comment Actions

mboggess 2017-03-28 11:54:20 +0000 +0000 [T am vouching for Vo
i dittrich y Soln st
g Delete Vouch

Fig. 1.69: Member profile, vouch made

The typical way to start the process of onboarding a new trust group member is to nominate them. Go to the home
page of the group to which the user should be nominated. The Nominate tab opens a page which to start the process
of nominating a user to the trust group. First, the user must exist in the system. Then, search for the user by the email
address associated with their account.

Attention: Standard practice is to not mention the existence of the trust group to the prospective member before
you nominate them. Should they not receive sufficient vouches to be added to the trust group, it will be an
uncomfortable conversation trying to explain why you were not able to get them into the group. Some in the trust
group may feel like a degree of breach of trust may have occured from disclosing the existence of the trust group
to the public. If someone in the group negatively vouches (i.e., raises a red flag about the trustworthiness of the
nominee), it may necessitate an internal policy discussion to adjudicate the situation, which can make the nominee
feel slighted and cause a great deal of consternation or bad feelings.

Fill in the email in the Search email field, and click the Search button (Figure Search for a user to nominate).

If there is a user tied to the given email address, the user will show up in a list on the next page. Click the Select
button to continue (Figure User search results).

Part of the nomination process is vouching for the user. A trust group will have its own requirements, but, in general,
any given trust group will require a user to obtain a certain number of vouches in order for them to be vetted into the
trust group.

A vouch form opens in the page that follows the selection of a user to nominate. Write a comment about the reason
for vouching for the user, then toggle the three attestations to confirm relationship with the user. Then, click the
Nominate button (Figure Vouch for a user).

If the submission goes correctly, it is indicated at the bottom of the page (Figure Successful nomination).

Return to the Members page for the current trust group. The list of members is updated. The user bob had previously
not been on the list of members, but now that member is there. The user’s Vouches column is also automatically
updated (Figure Updated trust group members).

The final way to vouch for members is to use the Vouching Control Panel found in a tab or link of the same
name within the group perspective. This panel allows vouches to be submitted in batches (Figure Vouching control
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™4 Inbox-mbogge x V¥ OneTab %YW Group >main > x
< C | A bups/jyellow.devops.ocal/g nai ninate,
pps M DIMS m Me mTodo G speed test () pitchfork/sys

Group User CLI

Members PGP Keys Alrports MallingList Contacts Nominate Vouches Vouching Control Panel
Group - main - Nominate.

e 145 Q, | Mogan Boggess | Userbose: Reguar | Logot

Nominate

Search email

‘ bob@deveps oca Q ‘

Fig. 1.70: Search for a user to nominate

| nbox-mbogg: » v OneTab >V Group > main> x
& C [ & beps/jyellowdevopslocal/group/mein/nominate,
pps M DIMS m Me mTodo G speed test €) pitchfork/sys

Group User CLI

Members PGP Keys Airports MallingList Contacts Nominate Vouches Vouching Control Panel
Group - main - Nominate

Trdent 145 Q| Megan Boggess | UserMode: Reguar | Logout

Nominate

Search email

sob@devops oca Q

Nominate and vouch:

Username Full Name Email address  Affiliation Actions

bob bob@devops.local ﬁ

Fig. 1.71: User search results
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& C [ & bups/jyellow.devops.local/group/main/nominate_existing
pps m DIMS m Me mTodo G speedtest €) pitchfork/sys
Group User CLI

Members PGP Keys

ports Malling List Contacts Nominate Vouches ~Vouching Contro

Group - main - Nominate existing user

Nominate existing user
Nominate an existing user

= Nominate: bob
= For group: main

Usemame:
bob

Vouch comment:

T am vouching for bob.

Attestations (all required)

@I —
[ @TIr—

( 1 will share membership fate with them

Fig. 1.72: Vouch for a user

& C [ A beps/jyellowdevopslocal/group/main/nominate_existing,
pps M DIMS m Me mTodo G speed test €) pitchfork/sys

Group User CLI

Members PGP Keys Airports Mal

st Contacts Nominate Vouches Vouching Control Panel

Group - main - Nominate existing user

Nominate existing user
Nominate an existing user

= Nominate: bob
= For group: main

Usemame:
bob

Vouch comment:

Attestations (all required):
/1 have met them in person more than once
./ 1rust them to take action
1 will share membership fate with them

© Nomination added

Fig. 1.73:

Successful nomination

e 145 Q, | Megan Boggess | Userbore: Reguar | Logok

*| v

o

et 165 O, | Megan Boggess |Userore: Regular | Logout
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<« C | A betps//yellow.devops.local/g n: e
i Apps B DIMS M Me m Todo G speed test € pitchfork/sy:

Group User CLI
Members PGP Keys Alrports MaiingList Contacts Nominate Vouches Vouching Control Panel
Group - main - Membors Trident 145 | Q| Megan Boggess | UserMote: Reguiar | Logout

Members

Search:

Username Full name Email Affiliation Admin Status Activity Vouches
bob bob@devops.local false  vetted 0d 0(by) -> 1(for)

ditrich  DaveDitrich ditrich@devopslocal ~ DIMS ~ tue active 0d 0(by) -> 1(for)

mboggess Megan Boggess mboggess@devops.ocal DIMS ~ false  active 0d 2(by) -> 1(for)

\V tident  TridentAdmin  admin@devopsiocal ~ DIMS  tue  actve 0d 1(by) -> 0(for)

(Bold) = includes vouch for or by you; i = has PGP key
Offset: 0, Total: 4

Fig. 1.74: Updated trust group members

panel).

W Group >main > x
€ C [ A beps/jyellowdevopslocal/group/ma w|v i

i Apps M DIMS M Me M Todo G speedtest © pitchfork/sy:
Group User CLI N
Members PGP Keys Alrports Mallng Lst Contacts Nominate Vouches Vouching Control Panl

G i Vousbimg oo Poset Trdent 15| Q| Megan Boggess Useoce: Rear | Logout

Vouching Control Panel

Every member of the community has their own set of people for whom they've vouched, and also their own set of people whom they just don't know well enough to vouch for.

This page gives you a way to see and manage this personalized information.

People you have not input any trust information about will show here as "unmarked". The people you've vouched for will show as "vouched". The ones you just don't well enough to vouch for will show as "dunno”. If you can move everybody to either the "vouched"
set (if you can vouch for them according to the trust community’s criteria) o to the "dunno” set, then you'll be left with  short st of people you havn't yet thought about.

The goal of this tool is to increase the trust density within our community. Therefore, a great personal goal would be an empty list of "unmarked" members. One common way to do this is to open tabs on each member you intend o vouch for, then say ‘Dunno’ to
the rest, lather, rinse, repeat.

ria e
Unmarked Dunno Vouched

Limits 10
2 50

Image Username Full Name Affiliation Action

W tident  Trident Admin DIMS
Dunno

ditrich  Dave Ditrich  DIMS
Dunno

Dunno Selected

Offset: 0, Total: 2.

Fig. 1.75: Vouching control panel

There are two selections to make to form groups of members which can then be acted against all at one time. Choose

acriteria (Unmarked, Dunno, or Vouched).
* Unmarked means there is no vouch established to date for those users.
* Dunno means there is no existing relationship or experience with the user.
* Vouched means the user already has a recorded vouch.

Then choose a limit to create the actual batch. To se the criteria, click the Change Criteria button.

1.2. Trust Group Member Activities
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Walk through the batch, and apply an action against each member by toggling the button in the Action column.
Once all actions have been applied, click the button at the bottom of the list. Its name changes, depending on which
action is being applied.

Those are all the tasks a member of a trust group can perform. To see tasks for admins of trust groups or for system
administrators, please see the other chapters in this document (Section Trust Group Administration Activities and
Section System Administration Activities, respectively).

1.3 Trust Group Administration Activities

This chapter serves as a training guide for people who will be administering and managing trust groups using a
Trident portal system. It includes activities such as setting trust group policies for vetting, vouching, and idle timeouts,
resetting user passwords, adding users manually, and more. Only trust group administrator members are allowed to
view or manage these tasks.

1.3.1 Admin Password Reset

There is one user-related activity that only a trust group administrator can manage: initiating the reset of a password
for another user (Figure Admin password reset for user). Make sure to confirm via the toggle before clicking the
Request Password reset button.

User >mboggess > Password Reset - LOCAL Trident Portal - Google Chrome L @ @) ThuMar30 7:50PM %

W User >mbogge: oms
& C | A bups/jyellow.devopslocal wly
i Apps m DIMS m Me mTodo G speedtest () pitchfork/sy:

sword 2FATokens Email Download All PGP Keys AuditLog Password Reset

Tdent 15| Q| Megan Boggess | Userhods: Syshdmin | Logout

Password Reset
This page allows you to request a password reset for this user.

Username to reset:

ditrich

Confirm reset request:

A

Request Password reset

Fig. 1.76: Admin password reset for user

An admin can only begin the process for resetting a user’s password, she cannot do it directly. Each user was initially
nominated to the trust group before being allowed membership in the trust group. The nominator of a user is part of
the process to reset a user’s password. As such, because none of the users in our example group were nominated (nor
have any of the users uploaded PGP keys), this activities fails (Figure Admin password reset fail). Once all members
have uploaded keys and there are members who have been nominated, this activity can continue.
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W User >mbogge * oy
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Pr s Languages Usemame Password 2FATokens Emall Download AllPGPKeys AuditLog Password Reset

o= e S pasod et Trdent 145 | Q, | Megan Boggess| Userode: SysAdmin| Logout

Password Reset
This page allows you to request a password reset for this user.

Username to reset:

ditrich

Request Password reset

© No nominator with valid PGP key

At 7 P e 04703316354 | 038 Lo T A |V

Fig. 1.77: Admin password reset fail

1.3.2 Group Admin Activities

This section describes the group-related activities manageable only by trust group administrators. These activities
include adding new mailing lists to a trust group, adding a new trust group, updating the group’s settings and adding
modules to the group, and a couple member-related actions.

When logged in as a trust group administrator, the Group home page looks like what is shown in Figure Group home,
sysadmin).

& C | A bars/yellow.
i Apps m DIMS M Me

pslocal
odo G speed test O pitchfork/sy:

Tidon 145 Q, | Meogan Boggess| UserMoce: SyaAdmin | Logout

Group

The following is a list of your groups.

= main - Main TG

Abtmes U | e endered 204709310258 | 013 LOCAL e At |V

Fig. 1.78: Group home, sysadmin

To add a new trust group, click the Add Group link in the second row at the top of the page (Figure Add group).
This opens a new page with a field for the new trust group’s name. Fill in the field, then click the Create button.
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W Group >Add G x oy oI
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i Apps M DIMS B Me M Todo G speed test €) pitchfork/sys

Group User System CLI ~n
Group - Add Group e A S| Qg Bopees [ Usericreraysacea Lo

Add Group
This form allows the creation of a new group. Only the name is requested here, further details are configured in the edit menu after the group has been created.

Group Name:
dims] ° ‘

A8t T P e 04703316514 | 038 Lo T A |V

Fig. 1.79: Add group

This opens a new page with settings for the new group (Figure New group settings, top). Configure these settings as
needed and, if any modifications are made, click the Update Group button at the bottom of the page (Figure New
group settings, bottom).

W Group >dims > x \_Y DiMS

& C | A baps/jyellowdevops.local/group/dims/se
i Apps m DIMS m Me m Todo G speed test € pitchfork/sys

Group User System CLI

Settings Members PGPKeys Airports MallingList AuditLog Contacts Nominate Vouches Vouching Control Panel

Group - ams - Setings Ticent 145 O, | Megan Boggess | UserMode: SysAdmin | Logout
Settings

Group Name:

dims

Description:

ams
PGP Required:

Wiki Module: (
Files Module: ;I
Calendar Module: @‘ )
Please Vouch: ;;(
Vouch group admins only:

Minimum Inbound Vouches: |

Minimum Outbound -
fouches:
Target Invouches: N

Maximum Inactivity:
43200000

Fig. 1.80: New group settings, top

Returning to the Group home page, the new group will be added in the list of links to current trust groups of which
the current user is a member (Figure Group home page, updated).

Once a trust group exists, changes can be made to it or to its members. A specific group’s home page might look like
the page shown in Figure “Main” group’s home page.

This page contains almost exactly the same set of links on the page itself or tabs in the second row at the top of the
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W Group >dims > x
C | A bepsy/jyellow.devops.local /grou; ns g w| Y
i Apps mDIMS mMe mTodo G speed test € pitchfork/sys

Wiki Module:

Files Module:

Calendar Module:

AAAA

Please Vouch
Vouch group admins only:

Minimum Inbound Vouches: | o
Minimum Outbound

Target Invouches:

Maximum Inactivity:
432000:00

Can Time Out:
Maximum Vouch Days:

Idle Guard:
1680000

Nominations Enabled: (

Fig. 1.81: New group settings, bottom

Group - LOCAL Trident Portal - Google Chrome

4 Inbox-mbogge x ¥ W Group-LOCAL " x \_Y

¢ C | & beysyellowdevopslocal/srou *| v
i Apps m DIMS m Me M Todo G speed test ©) pitchfork/sys
Group User CLI o
= T e e T
Group

The following is a list of your groups.

= dims - dims
= main - Main TG

A8t T P edered 20170531 1435 € 2013 L0 T

Fig. 1.82: Group home page, updated
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Group >main - LOCAL Trident Portal - Google Chrome = > @) FriMar31 7:36AM
14 Inbox-mbogge. xY W Group >main- | x oms
& C | A buys/jyellowdevopslocal x| v :
i Apps M DIMS m Me m Todo G speed test ) pitchfork/sy

Group User System CLI

Settings Members PGPKeys Alrports MallingList AuditLog Contacts Nominate Vouches Vouching Control Panel

Group - main Trdent 145 | Q) | Megan Boggess | Userode: SysAdmin  Logout

Main TG

Welcome to main: Main TG
‘The following options are available:

+ Settings
+ Members

= Mailing List
« Audit Log
» Contacts
= Nominate

louches
+ Vouching Control Panel

Fig. 1.83: “Main” group’s home page

page. The Settings link and tab can now be seen. Group settings include vouching policies, timeout policies, idle
policies, PGP requirement policy, and including additional modules (not yet added in Figure Group settings, top).

There are three additional modules that are option to the use of a Trident portal system and may be added at any time:
the Wiki module, the Files module, and the Calendar module.

Note: At this time, the Calendar module seems to still be under development. Toggling “on” the Calendar module in
group settings does not add a Calendar link or tab. We are reporting this to the Trident developers.

To view potential modules to add, go to the current trust group’s Settings page. If a module has not been added,
its toggle will not be in the “on” position (highlighted and the toggle moved to the right), as can be seen in the page
shown in Figure Group modules off .

To add modules, toggle each desired module to the “on” position as shown in Figure Group modules on.

Make sure to click the Update Group button at the bottom of the Settings page. From the Settings page,
links for the newly-added modules will appear in the second row of links at the top of the page, as can be seen in the
page shown in Figure Group modules added. Returning to the group’s home page would show links for the modules
in the list of links.

The Member page changes slightly when a user has trust group administration privileges (Figure Group member
admin actions). A new column is added, Actions, to the list of trust group members and information. These
actions allow the administrator to block or unblock a member and demote or promote a group administrator. These
are accomplished through the buttons found in the Actions column.

Thes actions (blocking/unblocking and demoting/promoting) are also available on each trust group member’s profile.
Click the member’s link from the list on the Members page to go to the member’s profile (Figure Group member

profile, top).

Scroll down towards the bottom of the profile until just before the vouching section of the profile. There is a section
titled Admin functions for a given user. This section contains the same buttons to block or unblock and demote
or promote as can be found in the Act ions column on the member page (Figure Group member profile, bottom).

Finally, trust group administrators can add and delete mailing lists. To see a list of current mailing lists, from a trust
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W Group >main > oIS

€ C | A betpsy//yellow.devops.local; uj ngs
Apps B DIMS m Me M Todo G speed test €) pitchfork/sys

Group User System CLI

Settings Members PGP Keys Aiports Malling List AuditLog Contacts Nominate Vouches Vouching Control Panel
Group - main - Settings Trdent 145 | Q). | Mogan Boggess | Userhods: SysAdmin | Logout

Settings

Group Name:

main

Description:

Main TG
PGP Required:

Wiki Module:

Files Module:

Calendar Module:

Please Vouch. (
Vouch group admins only

Minimum Inbound Vouches:

Minimum Outbound
Vouches:

Target Invouches:

Maximum Inactivity:

432000:00

Can Time Out;

Fig. 1.84: Group settings, top

< C | A beps;jyellow.devops.ocal/group/ma g v | w
# Apps mDIMS M Me mTodo G speedtest © pitchfork/sy:

Wiki Module:
Files Module:

Calendar Module:

Please Vouch: (
Vouch group admins only:

Minimum Inbound Vouches:

o
Minimum Outbound
o

Vouches:
Target Invouches: o
Maximum Inactivity:

4220:0000
Can Time Out:
Maximum Vouch Days: -
Idle Guard:

1680000
Nominations Enabled (

Update Group

s 07| P et 20170528 0142 © 201 0CAL i s |V

Fig. 1.85: Group settings, bottom
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Group >main > Settings - LOCAL Trident Portal - Google Chrome

W Group > main
C | 4 b jyellow devopslocal/group/mainsetting
Apps mDIMS mMe mTodo G speed test €) pitchfork/sys

Group User System CLI

Settings Members PGPKeys Airports MailingList AuditLog Contacts Nominate Vouches Vouching Control Panel

Group > main > Settings
Settings

Group Name:

Description:

Vain TG
PGP Required:

Wiki Module:

Files Module:

Calendar Module:

Please Vouch: (
Vouch group admins only:

Minimum Inbound Vouches: |~

Minimum Outbound
Vouches:

Target Invouches:

Maximum Inactivity:
432000:00

Can Time Out:

Group >main > Settings - LOCAL Trident Portal - Google Chrome

™ Inbox - mbogg W Group >ma
€« C | A betpsy//yellow.devops.local/arou; n/setting:
Apps ®m DIMS M Me M Todo G speed test €) pitchfork/sys

Group User System CLI

Fig. 1.86: Group modules off

Setings Members PGPKeys Alrports MallingList AuditLog Contacts Nominate Vouches Vouching Control Panel

Group - main - Settings
Settings

Group Name:

main

Description:

Main TG
PGP Required:
Wiki Module:
Files Module:
Calendar Module:

Please Vouch:

ARAA

Vouch group admins only:

Minimum Inbound Vouches:

Minimum Outbound
/ouches:

Target Invouches:

Maximum Inactivity:

432000:00

Can Time Out;

Fig. 1.87: Group modules on

igen 1.5 O, | Megan Boggess | Userode: SysAdmin| Logou

Trdent 145 | Q) | Megan Boggess | Userode: SysAdmin  Logout
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Group >main > Settings - LOCAL Trident Portal - Google Chrome

C | A bers/jyellow.devopslocal/group/main/setting:
Apps mDIMS mMe mTodo G speed test €) pitchfork/sys

Group User System CLI

Settings Members PGPKeys Airports MailingList Wiki AuditLog Files Contacts Nominate Vouches Vouching Control Panel

Group > main > Settings
Settings

Group Name:

Description:

Main TG
PGP Required:

Wiki Module:

Files Module:

Calendar Module:

Please Vouch:

Vouch group admins only:

Minimum Inbound Vouches:

Minimum Outbound
Vouches:

Target Invouches:

Maximum Inactivity:
432000:00

Can Time Out:

AAAA

hetps://yellow.devops.local/group/main/wiki/

igen 1.5 O, | Megan Boggess | Userode: SysAdmin| Logou

Fig. 1.88: Group modules added

rident Portal - Google Chrome

C | A beps/jyellow.devopslocal/group/main/member/ritra= i
Apps M DIMS m Me M Todo G speed test € pitchfork/sys

Group User System CLI

Settings Members PGPKeys Alrports MallingList WIki AuditLog Flles Contacts Nominate Vouches Vouching Control Panel

Group - main - Members.

Members

Search:

Username Full name Email Affiliation Admin
ditrich  Dave Dittich ditrich@devops.local true
dims DIMS Mail (no-reply) noreply@devops local false
w trident  LOCAL Trident Administrator admin@devops local true
mboggess Megan Boggess mboggess@devops.local DIMS  true

(Bold) = includes vouch for or by you: § = has PGP key

Offset: 0, Total: 4

Trdent 145 | Q) | Megan Boggess | Userode: SysAdmin  Logout

Status Activity Vouches  Actions

active

active

active

active

od

od

od

od

Demote from GroupAdmin

0(by) -> 0Ofc
=00 Block Member
Promote to GroupAd;
-> 1(fe
A=) Block Member
Demote from GroupAdmin

(by) > 1(for) (Operations against own profile disabled; please ask other admin)

Fig. 1.89: Group member admin actions
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W Group >main > x
& C | A bags/jyellowdevopslocal/group/main/me
i Apps @ DIMS m Me M Todo G speed test

© pitchfork/sys
Group User System CLI {
Profile Emall Download All PGP Keys Audit Log Password Reset

‘o > main > Members > mboggess ot 1.4 Q, | Mogan Boggess | Useode: SysAdmin Logout

Megan Boggess (mboggess)

uuID:
80023500-0381-4c55-5192-ab3C95001703

Image:
[(Croose P o fe chosen

User Name:
mboggess.

Full Name:

Megan Boggess

First Name:
Megan

Last Name:

Boggess

Affiliation:
DiMs

Postal Details:
Philadelphia, PA

Fig. 1.90: Group member profile, top

Group >main > Members > mboggess - LOCAL Trident Portal - Google Chrome:

I3 Inbox-mbogge x ¥ W Group >main > x

& C | A bups//yellowdevops.ocal/group/main;
it Apps M DIMS m Me mTodo G speedtest Q) pitchfork/sys

Update Profile

Group main
[E-mail Address: mboggess@devops.local

Admin functions for mboggess

Block Member
Promote to GroupAdmin

Vouches by mboggess

Vouchee  Affiliation Entered Comment Actions

\J tident DIV 2017:03-30 2006 o vouching for e 1
trident. 4
Delete Vouch

Vouches for mboggess

Vouchor Entered Comment Actions
ditirich 2017-03-30 20:09:13 +0000 +0000 | am vouching for mboggess.

Fig. 1.91: Group member profile, bottom
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group’s main page, navigate to the Mailing List page using either the link on the page or the tab in the second
row at the top of the page. The list can be seen on the page shown by Figure Mailing lists list.

) Group >main > Mailing List - LOCAL Trident Portal - Google Chrome =~ B = = ) FriMar31 7:41AM &
™ Inbox-mbogge x >main> x oms
& C [ & bepsjyellowdevopslocal |y i
i Apps i DIMS m Me m Todo G speed test € pitchfork/sy
Group User System CLI (54
New Mailing List
Group - main - Malling List Trdent 1.45| Q)| Megan Boggess | UserMiode: SysAdmin | Logout
Mailing List
The main group has the following Mailing Lists.
Shortname Description Address Members PGP Subscription Action

admin Group Administration main-admin@local 2 PGP Key Subscribed W
demo LOCAL Trident Demonstration main-demo@local 3 PGP Key Subscribed W
general  General Discussion main-general@local 4 PGP Key Subscribed W
vetting  Vetting and Vouching main-vetting@local 4 PGP Key Subscribed

Fig. 1.92: Mailing lists list

Now, the second row of tabs at the top of the page has changed to just one, New Mailing List. Click this tab to
go to a new page to add a new mailing list. Fill in a name for the mailing list in the required field as shown in Figure
Add new mailing list. Then click the Create button.

Clicking the Create button immediately opens the Set t ings page (Figure Mailing list settings) for the new mailing
list. Modify the settings as needed, and click the Update Configuration button.

Returning to the Mailing List home page, the new mailing list has been added to the list, as can be seen in the
page shown by Figure Updated list of mailing lists.

A Settings page is available for all mailing lists. In the list on the Mailing List page (see Figure Updated
list of mailing lists), there are links in the Shortname column. Clicking this link opens a new page with a list of
current mailing list members and tabs in the second row at the top of the page (Figure Mailing list members) for the
Settings page (Figure Mailing list settings), to Subscribe or Unsubscribe the current user to or from the
mailing list, and to download PGP keys for the current mailing list.

Click the Subscribe or Unsubscribe tabs to subscribe or unsubscribe the current member from the current
mailing list. Click the PGP Key tab to download the PGP key for the current mailing list.

These actions can also be completed from the Mailing List home page (Figure Mailing list activities).

For the desired mailing list, click the link PGP Key in the PGP column to download the PGP key for that mailing list.
To unsubscribe or subscribe to a mailing list, click the available button in the Act ion column.

1.3.3 CLI Activities

The sections covers activities that can only be accomplished via the CLT page. This page utilizes a command line
interface through which the databases holding information of the Trident system may be manipulated. These activities
include adding a new user to the Trident system, removing a member from a trust group, and removing a mailing list
from a trust group.
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C | A berps/jyellow.devops.local/a
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‘Group - main - Maling List - New.

Add Mailing List

lent Portal - Google Chrome
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S speed test @ pitchfork/sy:

This form allows the creation of a new Mailing List. Only the name is requested here, further details are configured in the edit menu after the list has been created.

Group Name:

main

List Name:

devops.

& C | A baps/jyellowdevopslocal/o

Apps B DIMS m Me mTodo & speed test O Dltchfofklsy‘

Group User System CLI

Settings Subscribe Unsubscribe PGP Key

‘Group - main - Maling List - devops - Settings

Settings
List Name:
cevops

Group Name:

Description:

devops.
Members Only:
Can Add Self
Automatic:
Always Encrypt

Public PGP Key:
-BEGIN PGP PUBLIC KEY BLOCK

XSBIBF jeardBCADIMVtaIKVSHXI trt2Ld2a+BR762SF F41 PVl 6UXKECGTSDXHY
reLOUNWERPYMBGUL SSURTkZbptAYMTTHs th 1yXpyBRAUNVMth20B8S0ZUFaBENT
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rLivzug0faNS5aTQ0] /en+EProTsLSs17Ea0/0t5bgZXY THuh/n
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TOSEyaua0sYaprt cov-vAms hoxksy N
B ZBBMBCAATBO)Y g CREX BSOS IbAVI ZAQYLCOAIF o)
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i CLhawig 0/ 3bB5TCrE

Fig. 1.93: Add new mailing list

Google Chrome

Update Configuration

Fig. 1.94: Mailing list settings

e 145 Q, | Megan Boggess | Usetode: SysAdmin| Logou

e e—"

Trdent 145 | Q) | Megan Boggess | Userode: SysAdmin  Logout
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Group >main > Mailing List - LOCAL Trident Portal - Google Chrome

& C | A baps/jyellow.devops local/group
Apps mDIMS mMe mTodo G speed test €) pitchfork/sys

Group User System CLI

Group - main - Mallng List e 145 Q, | Megan Boggess | Usetode: SysAdmin| Logou

Mailing List
The main group has the following Mailing Lists.

Shortname Description Address Members PGP Subscription Action

admin G 2 PGP Key Subscribed W
demo LOCAL Trident Demonstration main-demo@ocal 3 PGPKey Subscribed e
devops  devops main-devops@Iocal 0 PGP Key Unsubscribed W
general  General Discussion main-general@local 4 PGP Key Subscribed W
vetting  Vetting and Vouching main-vetting@local 4 PGP Key Subscribed W

e T T e——

Fig. 1.95: Updated list of mailing lists

Group >main > Mailing List > devops Google Chrome

& C [ A bus/jyellowdevopslocal/group/main/m/devop |y
Apps B DIMS m Me M Todo G speed test €) pitchfork/sys

Group User System CLI

Settings Subscribe Unsubscribe PGP Key

Group - main - Maling Lis - devops T .45 Q) | Mogan Boggess  Useriode: Syshdmin  Logout

devops
Following is a list of the member of the main group's devops Mailing List.

Search:

Image Usemame Fullname  Affiliation Operations

mboggess Megan Boggess DIMS W

Offset: 0, Total: 1

T —

L main-dev....asc ~ Showall  x

Fig. 1.96: Mailing list members
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Group >main > Mailing List - LOCAL Trident Portal - Google Chrome = & ) FriMar31 7:51AM %

oiMs

Group User System CLI 54
Now Maling List
Group - main - Malling List Tident .45 Q) | Mogan Boggess | UserMoce: SysAdmin | Logout
Mailing List
The main group has the following Mailing Lists.
Shortname Description Address Members PGP Subscription Action
admin  Group Administration main-admin@local 2 PO Key Swmrbed  —
demo  LOCAL Trident Demonstration’ main-demo@local 3 PoRKey Sumcied | —
devops  devops main-devops@local 1 PoKey Swmrbed | —
general  General Discussion main-general@local 4 PoRKey Suscrbed | ——
vetting Vetting and Vouching main-vetting@local 4 PGP Key Subscribed W

Fig. 1.97: Mailing list activities

Click the link on the user’s home page or the tab in the second row at the top of the page to go to the CLT page. A new
page will open with a field to enter the command, simulating a command, and the larger, top box returns the results
of the command executed (see Figure cliHomePage‘ which shows the results of running “help” via the command line
interface).

Figure CLI home page shows help for using the Trident CLI when a user is not logged in as a sysadmin. Each top
level command indicates the domains of attributes which can be manipulated via the CLI: user, to manipulate user
information; group, to manipulate trust group information, m1 to manipulate mailing list information, and system,
to manipulate system information.

Figure CLI group help shows the results from running the command group help.

A user must become a sysadmin via the CLI to gain access to sysadmin CLI commands; being logged in as a sysadmin
in the webapp does not allow sysadmin access via the CLI. To obtain sysadmin rights, use the command system
swapadmin, as shown in Figure CLI sysadmin.

Once logged in as a sysadmin, more commands are available. See Figure CLI group help and compare with Figure
CLI group help for the additional commands available in the group domain.

Trust group admins should use the web app interface for as many tasks as possible. However, there are some tasks
which are not able to be accomplished with the web app, and these must be handled using the CLT page. One of those
tasks is adding a new user to the system.

All users must be added to the Trident system before they can become members of any trust groups. Help for the
user domain can be seen in Figure CLI user help.

To add a user, use the command user add new <username> <email> where <username> is a username
for the user and <email> is a valid email address the user owns. See Figure CLI user add.

The user can always change their username using the Username page in the User perspective of the portal. See
Figure User username change in Section User Management. The email must be the correct, valid email address to
which the user wishes to receive communications regarding initial Trident use. Email addresses can be changed,
added, or deleted once the user has Trident access. See the Section Email Management.

Additionally, a trust group admin must set the user’s initial password. The user can change their password via the
Password page in the User perspective (see Section userPwdChange‘). The initial password must be set by the
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™4 Inbox-mbogge x V¥ OneTab

%YW CLI-LOCALTric x
<

C | A bepsjyellow devops.ocal/c
i Apps m DIMS M Me mTodo G speed test € pitchfork/sys
Group User CLI

Tickly (CLI)

Trident Help
User: mboggess [NOT sysagnin]

e 145 Q, | Mogan Boggess | Userbose: Reguar | Logot

Welcome to the Trident menu system which is comnand line interface (CLI) based.
Note that when a command is not in the help menu the selected user might not have permissions for 1it.
Each section, items marked [SUB], has its own ‘help’ command

The following commands are available on the root
user [sue] jser

level:
User commands
group [sue] Group commands
" [sue] Mailing List commands i
system [sue] System comands.
Command:
help

Fig. 1.98: CLI home page

| nbox-mbogg: » v OneTab

% YW CLI-LOCALTri
<

C [ A besjyelow devops.local/c

i Apps m DIMS 8 Me M Todo G speed test €) pitchfork/sys
Group User CLI

Tickly (CLI)

Trdent 145 Q| Megan Boggess | UserMode: Reguar | Logout
Trident Help for

Tgroup”
User: mboggess [NOT sysadnin]
st List all groups
Set [sue] Set properties of a group
get [sug] Get properties of a group
member {sue] Member command:
<group>
<group>
veards <group> ards
vouch suB] Vouch Conmands
Command:
group help

Fig. 1.99: CLI group help
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& C | A beps/jyellow.devopslocal/c
i Apps m DIMS m Me mTodo G speedtest €) pitchfork/sys

YW CLI-LOCALTric. x

Group User System CLI

cu

Tickly (CLI)

Now a Sysadnin user

Command:

system swapadmin

Fig. 1.100: CLI sysadmin

W CLI-LOCAL Tric x

Tadent 15| Q, | Megan Boggess Useoce: SysAdmin  Logout

C | A betrs:/jyellow.devops.ocal

Apps m DIMS m Me mTodo G speed test €) pitchfork/sy:
Group User System CLI

cu

Tickly (CLI)

Trident Help for: "group™

User: mboggess [sysadnin]
ada <group> Add a new group
renove <group> Remove a grou
115 List all groups
Set [sue] Set properties of a group
get [sue] Get properties of a group
member [sue] Member commands
file <group> File
k1 <group> wiki
veards <group> Veards
vouch [sue) Vouch Commands
nominate <aroun> <username>  Nominafe a member for a aroun
Command;
group help

Fig. 1.101: CLI group help
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3 Inbox-mbogg: x Y OneTab
< C | A bepsjyellow devops.ocal/c
i Apps m DIMS m Me m Todo G speed test ©) pitchfork/sy:

%YW CLI-LOCALTric x

Group User System CLI

cu

rident 145 Q| Tident Admin | Userode: SysAdmin | Logout

Tickly (CLI)

Trident Help for: "user”
User: trident [sysadnin]

new <usernane> <email> Create a new user

view <usernane> View User Profile

set st Set properties of a user

get [sue] Get properties of a user

list <ma List all users

merge

Merge a user
delete

<usern Delete a new user
[sue] 2FA Token Management.
email [sue] Email commands i
password [sue] Password comands
Command:
user help

Fig. 1.102: CLI user help
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User: tricent {sysadnin]
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View Susernanes View User Brofite
Set [s08] Set properties of a user
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passwora {suB] Password comands
Command:

user e b bob gevops ol ‘

Fig. 1.103: CLI user add
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administrator and then passed along to the user either through out-of-band means or via an encrypted message.

To set a user’s password via the CLI, use the command user password set portal <username>
<password> in the field simulating the command line on the CLT page (Figure CLI set password).

= [B) = ™0 (1:17) ) Mon Apr 3 3:38PM
oms (— [0

W CLI-LOCALTric x {M Inbox-mbogge x ¥ § System Dashbo x
& C | A buys/jyellowdevopslocal

# Apps mDIMS M Me mTodo G speed test @ pitchfork/sy

Group User System CLI

cu Trdent 145 O, | Megan Boggess  Userode: Syshdmin. Logoux

Tickly (CLI)

Trident Help for: "user password”
[sys:

Fig. 1.104: CLI set password

The user will now show up in a trust group administrator’s list of users found on the User home page (see Figure New
user list). The user does not yet exist in the trust group. For the user to become a member of the trust group, follow
the trust group’s policies for becoming a member (nomination, vouches, etc.).

There are instances where a user must be removed from a trust group. Members can be blocked via the web
application’s Group perspective (see Figure Group member admin actions in Section Group Admin Activities). This
does not remove a member completely from the trust group, nor does it remove a member as a user from the Trident
system itself. These actions must be taken via the CLI.

To remove a member from a trust group, use the command group member remove <group> <username>
in the field simulating the command line, where <group> is the trust group from which the user should be removed
and <username> is the username for the user (Figure CLI remove member).

To remove a user from the Trident system, use the command user delete <username> (Figure CLI remove
user).

Finally, trust group administrators are responsible for the group’s mailing lists. Sometimes, lists must be deleted.
There is no way to remove a list via the web application Mailing List home page (see Figure Mailing lists list in
Section Group Admin Activities). Thus, the removal must be accomplished via the CLI.

To see what subcommands are available in the m1 domain, use the command m1 help (Figure cliAdminMailingLis-
tHelp®).

To see a current list of available mailing lists, use the command m1 1list <group> where <group> is the name
of the trust group from which to list available mailing lists (Figure CLI ml group list).

To remove a mailing list, use the command m1 remove <group> <ml> where <group> is the trust group from
which the mailing list is to be removed and <m1> is the name of the mailing list to be removed (Figure CLI ml remove
list).
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Group User System CLI

User Trdent 14.5| Q, | Megan Boggess | UserMode: SysAdmin | Logout
User
Search
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bob
dims DIMS Mail (no-reply)
ditrich  Dave Dittrich
mboggess Megan Boggess DIMS

W trident  LOCAL Trident Administrator
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Fig. 1.105: New user list
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Fig. 1.106: CLI remove member
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Group User System CLI
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delete <usernane:
2ra [SUB]
email [sUs]
password [sUs]
Command:
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Tickly (CLI)

Trident Help for: "ml"
User: mboggess [sysadnin]
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Fig. 1.107: CLI remove user
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ckey <group> <nl> Get the PGP Secrat Key of the
newkeys <group> <nl> Force generating a new PGP Key
Command:
minelp

W CLI-LOCALTri
< C | A baps/jyellow.devopslocal

Apps mDIMS m Me mTodo G speed test €) pitchfork/sys

w| v

e 145 Q, | Mogan Boggess| Usaroce: SyaAdmin | Logot

At T e endered 20170404 4| 2015 LOCAL e s |V

Tden 145 Q, | Meogan Boggess| serMoce: SyaAdmin | Logoue

At T P endered 20170531168 | 2015 L0CAL T s |V

Fig. 1.108: CLI ml help
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CLI - LOCAL Trident Portal - Google Chrome
& x YW CLI-LOCALTri

& C | A baps/yellowdevopslocal,
i Apps m DIMS M Me M Todo G speed test © pitchfork/sys
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Group User System CLI

cu

Trdent 145 Q| Megan Boggess | UserMode: SysAdmin | Logout
Tickly (CLI)
agnin Group Administration
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Command:
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Fig. 1.109: CLI ml group list

LOCAL Trident Portal - Google Chrome
bogge x ¥ W CLI-LOCAL Tric

& C | A bups/jyellowdevopslocal
i Apps M DIMS m Me m Todo G speed test € pitchfork/sys

|y
Group User System CLI

cu

Trident 1.45 | | Megan Boggess | UserMode: SysAdmin | Logout
Tickly (CLI)

Trident Help for:
User: mboggess [sysadnin]

new <group> <n1> Add a new Matlinglist
renove <group> <n1> Remove a Mailinglist
11st <group> List all nailinglists for a group
nember [su8] Hember funct
set {sus] Set properties of a list

SUg; Get properties of a list
pubkey <group> <nl> Get the PGP Public Key of the list
Sackey <group> <nl> Got the PGP Secret Key of the list
newkeys “group> <nl> Force generating a new PGP Key for the list 3
Command:

J——— |

s U7 | g e 20172531 1893 201 LoeAL Tt s | ¥

Fig. 1.110: CLI ml remove list
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The list of mailing lists on the web app’s Mailing List home page will then be updated (Figure Mailing list list
updated).

° Group > main > Mailing List - LOCAL Trident Portal - Google Chrome: = B) =™ <) FriMar3110:00AM &
vim - .vimrctex: x DIMS
¢ C | & bersyellowdevopsiocal =
i Apps B DIMS B Me M Todo G speedtest © pitchfork/sy
Group User System CLI (54
[y——
Group - main - Malling List T TS e e T
Mailing List
The main group has the folloving Mailing Lists.
Shortname Description Address Members PGP Subscription Action
admin 2 PGP Key Subscibed  mumesmes
demo  LOCALTrident D cal

PGP Key Subscribed P —
PGP Key Subscribed .
vetting Vetting and Vouching main-vetting@local 4 PGP Key Subscribed ”

general  General Discussion

Fig. 1.111: Mailing list list updated

PGP keys are also manageable via the CLI’s m1 domain. If PGP keys for a mailing list are compromised for some
reason, they need to be regenerated. Trust group administrators can retrieve both public and secret PGP keys, as well
as regenerate new ones. See Figure CLI ml help to see the m1 subcommands and the necessary parameters. Trust
group admins should then notify all members of the change of keys so the members can go retrieve the new keys (see
Section PGP Keys).

To log out of the CLI as a trust group admin, run the command system swapadmin again (Figure CLI log out).

This concludes the activities manageable by a trust group administrator. To see tasks for regular members of trust
groups or for system administrators, please see the other chapters in this document (Section Trust Group Member
Activities and Section System Administration Activities, respectively).

1.4 System Administration Activities

This chapter introduces the fundamentals of administering the underlying Debian Linux operating system and pack-
ages using Ansible and playbooks produced and published by the DIMS project team. For the purposes of training,
this chapter will use the published 1ocal deployment variables and playbook templates that will install Trident and
related tools in Virtualbox Vagrant virtual machines on a base Ubuntu 14.04 development system. (This is the platform
used by DIMS developers to do development and development testing on laptops or development servers.)

The basic steps covered in the sections below are:
* Cloning the necessary repositories.
* Creating SSH key pairs.
* Running Ansible playbooks to establish a control host.
 Creating required Virtualbox box files using Packer.

* Building Vagrants from Virtualbox box files.
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Now a Regular user

Command;

system swapadmin

Fig. 1.112: CLI log out

* Running Ansible playbooks to change configuration or update packages.

At the end of these steps, you will have a running Trident instance in local virtual machines with which you can
practice customizing Trident or upgrade/update component packages in an isolated deployment that will not impact
your production deployment. Once you are comfortable with these tasks, you will be able to administer a production
system with greater confidence and reliability.

1.5 License

Berkeley Three Clause License

Copyright (c) 2014, 2015 University of Washington. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors
may be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
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FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Section author: Dave Dittrich < dittrich@u.washington.edu >, Megan Boggess < mboggess @uw.edu >

Copyright © 2017 University of Washington. All rights reserved.

68 Chapter 1. Chapter Index



mailto:dittrich@u.washington.edu
mailto:mboggess@uw.edu

	Chapter Index
	Introduction
	Document Overview
	Logging in to Trident

	Trust Group Member Activities
	User Management
	Group Management
	Vouching for Trust Group Members

	Trust Group Administration Activities
	Admin Password Reset
	Group Admin Activities
	CLI Activities

	System Administration Activities
	License


