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CHAPTER 2

Al2|€ 70[=2 O|8et FAA|LH H&

B 2o A] ARSI QA A A 4 A stE goj = Jetway A}oﬂﬁ Tofsts 58 B EQl NFOSA-270-LF & o1&
sttt F Y of| A= carpckorea 2= QAo A HufE SFaL Q)

Note: |7 3Fil oft]11.Q .. A|7} carpckoreao]| A E71-S & Fulishgl Ak, APE Ao B YT AP, 7HE
Y& 25 :Lﬂﬁl To] A= A oPd U7 RHA| F ZotA| 2~~

ol Rof ¢ FE AA T Uﬁ—t— RUHet 7| HES A5 AT, dd AA]7F £ ol of 2] tiE Aot
1 *1'31‘”?';% St el dZste] H Aoyt 1| o] =7t 7He st 2 Aol A o] "R el tsl] A 2t

WA PCote] B& ARG 918 R OAS TR T
| =2 H2 Aoliol ol A5 BIOS A
2. grub SO FEREZFAIAEI WA 29 TR E HotA| (Fg ©HA)
3. AHgArete] IE # A o) 75 B (0S BA)

i

Note: ()3Fe] & o] 552 H Asixl A ofal... A7} 2 2o B4t

http://mcchae.egloos.com/10562163 2 HH, 9] 3@ AHE 2 Z&o|| A E8-8 Ht= B Eo] Ai]o] Qith B Ao
A AF8A}2Fe] AE B o] 715 08 BACIA ] Zelu AWE A

ubuntu 6.10 o] T X AJ|E g O 2 upstart 7} Tt E Ao A= upstart @] 7|F A7 =

A8 ArdetAl= A upstarti= FR Ao T35 o]oF 5= 7 5Ea 71Eths THL i T}z
S iAot} ubuntuE THE canonicalof| Al 7Skl E AL Q)= W ook

_I_4
o
o

12 ool

init 7} S}

obF-E, A2 d & F&0] 71 sHe S upstart®] 2 HES /etce/init/ ofdfol 2ttt 310l E2 o F
= Fou, &S AE5H] St A ZES| o] 55 21tk & 501, ttyS2 (COM3) E A2|d E& ZE=R

AL85H ™ /etc/init/ttyS2 & AJASH o] &S Y=t

start on runlevel [2345]
stop on runleve [!2345]

(continues on next page)
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(continued from previous page)

respawn
exec /sbin/getty -L 115200 ttyS2 vtl102

dS A=
o FH|7F Bk
HAANAHL] ttyS20] Alo] &S 4T & &
XA 5f|ok 6} o] Fre /etc/init/ttyS2

telinit 2 S 4Y5}+o] runlevel S 22 3f| T ttyS2 AT HE AP E|HA Z2&S o] &

rf
= 1l

So A dFHo] 7het S geloteh. 2E9] bpse 11520002
of| A ThE Zho & M5} /\]-_g_o] Jl=si.

Note: A|2]] Fé0] A0 2 el o)

A, 2% AT FolA thg PP Hlolel S Hiff Ao]
ol A9 ZE AHA7H A5 AR

EREES

mlm 52,

$ stty —-F /dev/ttyS2 speed 115200 cs8 fcstopb parenb
$ echo 'test' > /dev/ttyS2 # =2EZ testile ZAIES EUHCH.

E minicom & A2|5te] g BAF Aol K5 eA) ok AE F2 ol

o gloj & 7]
* http://www.debuntu.org/how-to-set-up-a-serial-console-on-ubuntu/

* http://www.vanemery.com/Linux/Serial/serial-console.html
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CHAPTER 3

9 A| A&l BIOS(+GRUB) A4

3.1 A= power on

2 Zo)| A AHESHE YAA AR ] SFE0] ) NFISA-270-LF -2 A = el ol A ol 352 A% Aeo=z
AZ] = 7150l Aot Abgo] A3 HTstr] ol AR of] AR H HHlof] o] UgkE ¢ o] B4H §,
FHIE A7 Q1o Abgo] FHE T A e[ Aolrh 2% 7] dj 7o) vt 3FEH Y A= 7150l
B a5ict

CMOSJ A o]& AA T 4= 9t} M 2|, ERP(EUP) Function = Disable 2 44 ¢t &
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Copuright (C)1985-2010. Amer Hegatrends, Inc.
Power Mana

ACPI Suspend Type S1(P0OS) Help Iten
Video Power Down Mode Suspend

Suspend Time Out Disabled . Options
Power Button Mode On/0ff

ERP(EUP) Function Disabled Disabled
Uake-Up by PCI Card Disabled Enabled

Power On by Ring Disabled

Wake-Up by USB from 54 Disabled

PS2 KB/MS Wake-Up from S3-55 Disabled

Resume On RTC Alarm Disabled

fles:Move Enter:Select +/-/:Value F10:Save ESC:Exit F1:General Help
FS:Previous Values  F6:0ptimized Defaults  F7:Standard Defaults

otgl] 11} Z+o] PWR Status after PWR Failure 2 Always On© 2 4 A 3}H ot

8 Chapter 3. 2ZA|AHl BIOS(+GRUB) 43
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Copyright () 1985-2010, N Megatrends, Inc.
Integrated pherals

» Onboard SATA Fumction Press Enter Help Iten
» Onboard Device Function Press Enter :

» Onboard Super 10 Function Press Enter e
PUR Status after PUR Failure Aluays On

Always Off
Aluays On
Former Status

2 —

ties-Move Enter:Select +/-/:Ualue F10:Save ESC:Exit Fl:Gemeral Helj
ws Ua lues b:Optinized Defanlts F7:Standard DPefanits

3.2 7|EE AZ §lo] FE51Y|

NF9SA-270-LF o] i 7| HE 28 817 94 A% Heo] 57| gheth. o)2 Ws}7] 91514 ofe) 442 o
Zolof k.

’CMOS > Standard CMOS Features > Halt on: All errors

Ao A A1l errors HE-ES All but keyboard &2 H7Z S

3.3 GRUB 44 HHA

o] A2 CMOSof ¥t g0l ot} 2%~ FE=ZT ] GRUBY
o® 08 #HT A1, T2 4 S T A4 e 5 5]
& HrobEo]7] Sl G A ti7]s L
SFol e},

T3k GRUBO| A= A AH] AjA] recordfail o]ats WS trueS 7] 25}1 thS HEA] o] Zto] trueo]
ARE2LE] Q] €S Hrotopt B e o] P & 5 Sh= 7]50] Qlt}. o] 7155 & Al A s oFet A| A glof| A S ZA =2
ol o FH o] E7Fs A= A4s WA 4= Sl

gt Wi-8olth. GRUB2 757 of| A-g-2tof| 7|
= Pt} ubuntuo £ FEZTE A AHAL
=017] Asf o] H7IAE A s S

3.2. 7|EE HZA Qlo| BElS
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oAt A AFTH 85 /boot/grub/grub.cfg 9 ot & FE-S Zto} tf-2-3} o] = s[|5H

ol

12

ok

% oIk timeout A|7H HHAo] iz Zlo] sh4jolct.

if | recordfai = 1 ]; then
set timeout=1

else
set timeout=3

fi

Note: timeout ©] -1 2 E|o] QIO =02 X

g

o] 7] gk, AHEAte] Qleo] lofopul theo 2 Hayrt.

o @7 AAE SFAUT, THE ¥ A 7
5] (€] T

E

rE
oM.

= grub 440 & RBelo] o] Fojct.

10

Chapter 3. ¥ZA|AH! BIOS(+GRUB) 44




CHAPTER 4

AANLPE GAHY QAL TPeRAT, FABAL BT AL g §UEA0] Brksa] T
Lo RAFAS ol gaflof Pt 45 B8] o] 8T 4 G FUFANNOR LU Aol EAT] gIc.
SAYe 27] A7) vlgo] Ho] 5 4= oItk £AY APE X 32 Shsjof shnl, Qe Ul A Tojejof g,
o3t AlgFS o] A S F4A 7] 2| ZHHzE QLR H| & ZhFolof ik, o]l AE-L el Aol 2 Be v go] Ect.
ol o] 42 & WA ARl EATE At A FHAstT AW Aelth

) o] BEA 3 L golE EAlo] e RElw AuAS sk Qlrk. BEe 2A F 4 de=
R 2 Slek. SRt KTolH Bosht o diegg) 2 $a1d Sagnlza el meolct. of gl 2ol ML
Yo Fefo] AESO] 42 518512 UE Ul AFL 984 3GLE Wibro, LTE B-& o] §51= @efolct.

o] A& 2] EAL Fto] GH| 2 of @ Zeto|AESolA AHAE AT 4 ok Aolth E the Fel USB
ghele] meo|t}. SKTo] A4 Balah T Login o] o %] 0]1, KTol A iplugah= o]£ 0 2 wjgt}.

4.1 o1 EFQY

Pof| {&5he 20 TSR R o] oA Heto] 7ok wpa 15202 A4 AP &5k

rr
tlo

Rl

DS o 8317 SIsIAE AW APE-57)el Hsslok sk, thE Afgto] AL8sHA 287 AL
£ Aol Kol 52 937] $18) Bet 7] AT, o Aol WEPSH: il S Bo] AL
A7} TR S R 5 WPA/WPA2E AHEHCY.

¥ C4o fLn
frio e e
=
=
e
bis)

A,

L

.

=

o fllo

2BlE Foluf H oA o] A2 Hek 79 AFSHa) 2 BAI7} glof Mol . ek id s 237}
CHE TR AZl ek B2 $HE A GUIS o] §5HA WPAS 11} o] §8 2 Slck. SHAI 5k, GUIE AHg-51A]
FE A 2 H o)t Yol B AG oI WPAQIZE Bakslof st o] FHo] 2 Basitt.

&4 W o]l= wpa_supplicant o]t} F712 Q1Z7|5 WEY] Q]3] 4= wpa_passphrase
HeolZ o] gattt. 9] £ WOl Lom WPA 15-G o] 83 A low], AAe AWS oS W24 ehelat
4= 1t} (https://help.ubuntu.com/community/WifiDocs/WPAHowTo)

12 g|AE 3-4-2 ubuntu 12.04 server H{ o]t}
ol g s

s
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4.1.1 Q1=7| 0r=7|

$ wpa_passphrase NetworkEssid TextPassphrase

# reading passphrase from stdin

TextPassphrase

network={
ssid="NetworkEssid"
#psk="TextPassphrase"
psk=945609a382413e64d57daef00eb5fab3ae228716e1e440981c004bcbldccc98c

}

$ wpa_passphrase NetworkEssid TextPassphrase > wpa.conf

S Welol i 22 T1E Fls) 7] 917 A0l 1, A WHolk o] ATE @A) Er]o] wpaconf2e o
£ 0 2 &gttt o] §1Y-& wpa_supplicant B & o] 2] input 2. 2 AR X o] AP H<of] AR T} wpa_passphrase 2]
= QAF2 NetworkEssid®} TextPassphrase-2- AF-8-5}H, networkEssid= T4 AP HM- SFH Q= o] 50|11,
TextPassphrase:= APo]| A A3t H<& g o|th

$ sudo wpa_supplicant -Dnl80211 -iwlan0O -cwpa.conf

[sudo] password for your_id:

Trying to authenticate with 00:07:ab:5d:£9:15 (SSID='NetworkEssid' freg=2452 MHz)
CTRL-EVENT-DISCONNECTED bssid=00:07:ab:5d:£9:15 reason=2

Trying to associate with 00:07:ab:5d:£9:15 (SSID='NetworkEssid' freg=2452 MHz)
Associated with 00:07:ab:5d:£9:15

WPA: Key negotiation completed with 00:07:ab:5d:£9:15 [PTK=TKIP GTK=TKIP]
CTRL-EVENT-CONNECTED - Connection to 00:07:ab:5d:£9:15 completed (auth) [id=0 id_str=]

] AA= dZo] Fduet Aol mrAE Zof ?i@ﬂoq‘:’r% g (CTRL-EVENT-CONNECTED)©| 142 11
ool F7FH9l B AI%] Eelo] 54 ghch. wer BA7} glom %4 fo] A% therh D g4 Eatoln
Rl F A0\, -i AL BN o]~ o] AAsHE AojH, ¢ SHE 57| WS|4 AT

S5l g HolF 7 Hry.

=

QB S Frob i Lot T 1] Afo] Eo M Eetolul 2 wextS AF§5HH Hk Lo.A|5 NFISA-270-LF
oA wext 2 R AP ol Usistct A9 A S £ ol Selelie] $5E u e
ool & 4-eh ., F7150] driverseh 3L A 2ol Lo} 9l Ezfol M ES BE Age] Wi Aoltt.

rob iy

o]
oy

$ wpa_supplicant -h

This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)

usage:
wpa_supplicant [-BddhKLggstuvW] [-P] [-g] \
-i -c [-C] [-D] [-p] \
[-b] [-f] \
[-o] [-0] \
[-N -1 -c [-C] [-D] \
[-p] [-b] ...]
drivers:
wext = Linux wireless extensions (generic)

nl180211 = Linux nl80211/cfg80211
wired = Wired Ethernet driver
options:

(continues on next page)

-

12 Chapter 4. YHAIAEIS 2/5t 2HO0|SEA
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(continued from previous page)

-b = optional bridge interface name

-B = run daemon in the background
-c = Configuration file
-C = ctrl_interface parameter (only used if -c is not)

o] BA2 1RIsHe BEolA Egeo] ©g 7| Ustth. 7 =
Eeto] 7} ura] 9L thet 22 ofef st L,

"WPA: 4-Way Handshake failed"

4.1.3 BEIA| ZHE2 2 WPAQIZ5]7|

XA SE wpa.confStA-&- Jetc ofgfjof] #]ASFA] 11 Jete/network/interfaces 3HY-2 k7t 4~A Gtk

$sudo cp wpa.conf /etc
Ssudo vi /etc/network/interfaces

St Y89l A wlan0Z-2 otafje} ZHol &4

auto wlanO

iface wlan0O inet dhcp
wpa-driver nl80211
wpa-conf /etc/wpa.conf

4.2 USB EI

Aol A4 ubuntu B 11100] A5, 7 o] 50| MASA & 54T A0 A2
USB B1] 2 20124 o] Flaklonl, RARe ofefe} ey,

* SKT T-Login 54 CBU-450D
* KT iplug CHU-629K

S
iy
i
2
B
>
st

Warning: £4 288 AnlE Zof H|3] 1517|171 @R 7ttt 2 9ot ta]d Ao Astz gels) B
Yoz FujAE Selaof Hef

4.2.1 SKT T-Login 914! A|7|7|

SKT T-Login® KT 5do] 8]} 417 Ax)7} 7Hsabek. 3742 0.2 Ago] 7Hsatel, 33 98- ubuntu
AN Z1EA0 2 ABSE MIERIT A X2 T9S 085k Slolck A e anome-pop S

2 o] gk whHolm, mEA 3O 2 wydial S o] g5 WPo] Gtk A F7hA ML BhEA] GUI #4o] W g
HPRo| =], wydial % Folot &HEr 2 Aalo] H5stet

ubuntuol A= 74 AZ2-S ey Yt T2 35S Aotal 9lom, GUIEH oA 4T o] Ego] ofo]
)} USB RS 7ol 2245 2 7|ch2] o, Natilus o 4 T} 20] USB 27417}
olt}. usb_modeswitch 2= T2 772 0] o] 42 A= 0 72 73} &t} = usb_modeswitch:=
SB AWAA 2 Q4% F 54 7152 S5 AT WA USB AAAR A4E ArehE

4.2. USB E}¢} 13
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s dmlab
:« EMBEDDED

More networks

Connect to Hidden Wireless |
Create Mew Wireless Mebwork

VPN Connections

v Enable Networking
v Enable Wireless
Enable Mobile Broadband

Connection Informatior

Edit Connections

T4 el gnome-pppE FEER AAE Sfof SHe GUI 2 1ol oo A “detect” HEL F=H

/dev/ttyUSB2 9} 7+ tjufol AR EA melo] A3l ch( ).

4.2. USB E}¢!

15
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shA|EEo 2 wydial g o] 85Hs ol o] B0l gnone-ppp7} -5 7)5-E Bol A 75 ol 5
th(gnome-pppE A 2|5l wydial = A7 Rch). 9819 23 Aol ALt ofel] W & o] B8] A5 02 Y4
4= Utk o] ¥P-& s Jetc/wvdial.conf of A7 5tA o] 27 E . gnome-pppoll 4] detect 75 7} wlj A ohar
%L/\o1t}
2T X1

sk oL

$ sudo wvdialconf

otellE oA A58 BASL S o AT 8ol

[Dialer Defaults]
initl = ATZ

init2 = ATQO V1 El1 S0=0 &Cl &D2 +FCLASS=0
init3 = AT&F
ISDN = 0

Modem Type = USB Modem
New PPPD = yes

Phone = x98#

Modem = /dev/ttyUSB2
Username = sktelecom
Password = 1

Baud = 38400

o5, oFefl ¥ 22 T-Loging HEH o] A2%t

16 Chapter 4. YZAIAHS 9/5 2HO|SEA
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$ sudo wvdial

AHAL Q1o A A7fgE Al7HA] B R 2 5 usb_modeswitchol| A =33 5] 52 A Q]ofl &=71=hqt A= AREA} Q1E H|
olAgt g 4= gJth A =E USB B4l Bdl-8 o1 A5} AFLSF 8|2 51 712 usb_modeswitcho|Th.
2 204 AdFste dAANARE BRE 43 A58 5fo] AAR FE5S 4= Qlojof R R mpz|uf HFR Q1 wvdial
2 Aga.
= o 1-

Tip: A4H 252 ppp0 2t o529 FA =2 A==
ethOL} wlan0 5 2] 7]& &A1 Qg5 o] AE 7o} it} o}

$ sudo iwconfig wlanO txpower off
$ sudo ifconfig ethO down

4.2.2 KT iplug 214! A|7]7]

KT 29& Q1414]7]7] S1a1A= ush_modeswitcho] T 2] 4]o] @ as}rt. WA iplugs PCo] Adaha Q14la
o] otj7t7] AR Q=] AHulo} s}, dmesg U 1susb v WelS o] &ato] SHelo] shsaln, ofeli
A2 QAT F dneg o] A Atolch. A& CDROMO 2 7b = AXskg oLt o} Aled B4 472

=2 83
L Q14jaka] g Aol

[ hilgh speed USB device number 7 using ehci_hcd
§=Storage 1-1:1.0
8: CD-ROM CMOTECH Mass Storage

1 drive
@ Attached scsi CD-ROM sro
fNAttached scsi generic sgl type 5
609.073526] 150 EXTtensions: Mlcrosoft Joliet Level 3
609.139894] ISOFS: changing to secondary root
609.729416] cfg88211: Found new beacon on frequency: 2472 MHz (Ch 13) on phye
668.371113] usb 1-1: USB disconnect, device numbzr 7
omnet@comnet-N168:~5 dmesg | tail |
609.073526] IS0 9660 Extensions: Microsoft Joliet Level 3
669.139894] ISOF5: changing to secondary root
609.729418] cfgBB211: Found new beacon on frequency: 2472 MHz (Ch 13) on phy®
668.371113] usb 1-1: USB disconnect, device number 7
681.180178] usb 1-1: new high speed USB device number 8 using ehci_hcd
681.239368] scsi7? : usb-starana 1.1:1 A
682.241672] scsi 7:0:6:8: CD-ROM CMOTECH Mass Storage
@ ANSI: 2
682.293192] sr@: scsi-1 drive
682.293776] sr 7:8:08:08: Attached scsi CD-ROM sro@
632.29-1255] sr 7:0:0:8: Attached scsi generic sgi1 type 5

e

[
[
[
[
[
c
[
[
[
[
[
|
|
12

o)

2.8 iplugs A45}7] A} &9 /sys/bus/usb/devices ¢Fo] AL 1s & FEASH Aot} 1-1 1}

121710 0] 97 F 27k AL BT 4 9k

/sys/bus/usb/devices ZT = ubuntuof|A] 1416 USB AR E2] AMAHE &
PFA12 root hube}al 3251, 42+ bus number o] tF. % o] AE|o| L % 579 USB |27} 32k w0} 91 8-2 oF &
S1ch. N-0:1.0:2 root hub] ¢1E15] 0]~ LFERE S5t AH]ol}. = o2 7] % 2zl 9l e e o]
Eo]l ZAE. of ool A, 191 #20] 83 22 0] 37} st A E o] U Arehol A USB 2L QA e,
I T EZ Q1A H AF3to|tt.

4= Q1= 3Lo]t}. usbl ~ usb5
27}
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comnet@comnet-N100: /sys/bus/usb/devices$ 1s

1-0:1.6 1-8:1.0 2-0:1.0 4-0:1.0 usbl usb3 usbs
11-3 1-8:1.1 3-0:1.0 5-0:1.0 usb2 usb4
comnet@comnet-N100: /sys/bus/usb/devices$ 1s

j1-0:1.0 1-1:1.0 1-8:1.0 2-0:1.0 4-0:1.0 usbl usb3 usbs
1-1 1-8 1-8:1.1 3-0:1.0 5-0:1.0 usb2 usb4

comnet@comnet-N190:

Note: =204 usb A2 E QA= Q1A g1 A|AHElo] FEA|5H= ZFASE W-&-& http://www.linux-usb.
org/FAQ.html ]| 4] /sys/bus/usb/devices & ZAM3}IH 2 4= ¢t

ol g 14 o] H FEjo A 1susb —v-& YA, th= AHE & 4 Ut} idVendor®} idProduct gh& 52| 27
o]

A
h
Hol}o} gt} idVendor= 0x16d8 ©]™, idProduct= 70032 2 X]o] Q)T}.

comnet@comnet-N100: ~

Device Status: Gxee66
(Bus Powered)

Bus 061 Device 616: ID 16d8:7663 CMOTECH Co., Ltd.
Deu1ce Descriptor:
| bLength 18
bDescriptorType 1
bcduse P
bDeviceClass 8 (Defined at Interface level)
bDeviceSubClass 2]
bDeviceProtocol ;]

hMaxParketSizen 64

idvendor 8x16d8 CMOTECH Co., Ltd.
idProduct Ox7003

bcdDevice 8.80

iManufacturer 3 CMOTECH CO., LTD.
iProduct 2 CMOTECH CDMA Technologles
iserial 4 123456TB98ABCDEF
bNumConfigurations 1

Configuration Descriptor:

bLength

bDescriptorType

usb_modeswitcho]| A= o]
o gl Zto] ohiTt. o]2
40-usb_modeswitch.rul
ghSo]of gt

FHA R, /usr/share/usb_modeswitch & ©]F5}lH configPack.tar.gz Stdo] £xslH, o] St
Fof 16d8:700a5 2131 0|5 B As}o] 16d8:70038 ATt

T = ©]-85ted 7‘}52—‘3-— BAAE A, 9 A4 usb_modeswitcho] 555
EE23517] HGH/\ = 7] 4L F Folof ottt AR, /1lib/udev/rules.d/
T 31‘4*1 16d8= HAMGto] 700a9] H-8-& EHAFSEo] 7003-& 712

o ]
n
mlo
=)
LJ

S cd /usr/share/usb_modeswitch
$ sudo tar zxvf configPack.tar.gz
$ sudo cp 16d8:700a 16d8:7003

oA, USB RS A7 & thA] AZSHE FAE AT Zolt
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Ubuntu One

TargetClas
CheckSuccess=20

MessageContent="55534243123456782400000080000d7e524445564348473d4e444953000000"
comnet@comnet-N160: fusr /share/usb_modeswitch$ cat 16d8:766a

B b E L L L R s S S S E e R LR LR b b

# C-motech CHU-629S

DefaultVendor= 0x16d8
DefaultProduct=0x700a

TargetClass=0xff
CheckSuccess=26

antannf"nnfnnf—"(EE‘.!A‘)A:H 1324c£T0rM00n0000000ndE raas .'rr;::::_"r;d;;_'_;_;;;;GGGGGV
connet@connet N108: fusr/share/usb_modeswitchS cat 16ds:7063
AR R R R N A AR AR R R R AR SRR AR

# C-motech CHU-629K

DefaultVendor= ox16ds
DefaultProduct=0x7063

TargetClass=0xff

CheckSuccess=28

sageContent=" 5553424312345678ZdﬁQGODBSOOEGdeS244455643454?3d4e44495360&066

n Anet-N100: /usr/share/usb_modeswitchs [
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4.2.3 SKTQ} KT 28l EA|0] 014l A|7|7]

N 22 ol Xof] JZATHH, /etc oFd o] wvdiall.confe} wvdial2.confE o}af| @} Zro| HHETE ttyUSB#o] A]
Ho gt off e =] of] grA| M7 s = Hr.

comnetBcomnet - N160 ;- ";- Cdal et fwvdiall.con f

[Diales pefaults |

initl ATL

init2z = ATQ® V1 E1 50=0 &C1 &D2 +FCLAS5=0
init3 ATAF

Modem Type = Analog Modem

ISDN = 0

New PPPD = yes

Phone = *9B#¥

Modem = [dev/ttyusB2

Username = sktelecom

Password = 1

Baud = 921600

comnet@comnet-N108: -5 cat Jetc/wvdial2.conf

[pialer Defaults]

initl = ATZ

init2 = ATQG V1 E1 58=0 RC1 &DZ2 +FCLAS5=0
init3 = ATAF

Modem Type = Analog Modem

ISDN = @

. Jdev/ttyusBe
3 sktelecom

ofe] £ YYOor F FAE BT Aele] 47 A 4 et

$ sudo wvdial -C /etc/wvdiall.conf
$ sudo wvdial -C /etc/wvdial2.conf

obe A7} BT AR FehE HelEct
ifconfig YH O ppp0o} pppl &8 747} 371 AL 2eld 4= gl

-

20 Chapter 4. YZAIAHZS 9/5t 2HO|SEA
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m initialized. b IR
2 ATDT*o88
; Malting for carrier. comnet@comnet-N100: fetc
ATDT*9 .
CUIEJI‘JE(?“}B,,_ -5 bend?.r..;'.rfk‘_r
--> carrier detected. Waiting ‘-:Li‘tera.;;lng or ¢
<=> pon't know what to do! Sti_ ..

CONNECT 7168
e M | 68
3E:r;#ngpgﬂ?dsg;* L R Carrier detected. HWaiting fo
i 5272

Using interface pppd Don't know what to do! Sta hoping fo
= Startin d at Mon Apr 16 13
pppd: [88][1b][04] ew[64] P s 539
pppd: [BS][II:I-][!M] ex[04] Uf‘lné intPril'ace-;:rpp‘.l
B ilib][04] ex[ed) - pp d: [B‘?io +[B3]! 8
d: [88][1b][04] ew[04] ERES LIV g 2
pRp - pppd: [68]e e[B3]! Be
pppd: [08][1b]1[04] ew[04] |’ T e A
local 1P address 123.228. > PPpo: [OE o2

i d: [68]e¢ +[03]! Be
pppd: [08][1b][04] e#[04] Pppa:
Femote IP address 10.64.64| > PPPd: [08]e +[03]! Bé

pppd: [B8][1b][84] e#[64] { pppd: [e8]+ «[03]! Be
prlnar{; ]éﬂsjiddge;srgo;.i” local 1IP address 16.133.25.161

. - d: [68B]e <[083]! Be
pppd: [88][1b][0a] em[0a Pep
se:ondgry]gﬂ51dele;s[zai ] remote IP address 10.64,64.65

d: [88111k - pppd: [BB8]e +[083]! Be
o (08][1b][04] ew[04] k primary DNS address 211.246

> pppd: [88]+ +[83]! Be
» secondary DNS address 211.219
pppd: [068]e [03]! Be

comnet@mcomnet-N100

inetdé addr: ::1/128 Scope:Hosl
"B { RUNNING MTU:16436
8 errors:@ 0
TX packets:0® errors:
collisions:
RX bytes:® (6.0 B)

Link encap:Point-to-Point Protocol

inet addr:123.228.208.74 P-t-P:10.64.64.64

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:15i

RX packets:8 errors:3 dropped:® overruns:@ frame:0
TX packets:9 errors:0 dropped:® overruns:0 carrier:0
collisions:@ txqueuelen:3

RX bytes:182 (182.6 B) TX bytes:221 (221.0 B)

Link encap:Point-to-Polnt Protocol

inet addr:16.133.25.101 P-t-P:18.64.64.65

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1580

RX packets:7 errors:2 dropped:® overruns:8 frame:@
TX packets:B errors:® dropped:® overruns:® carrier:@
collisic 8 txqueuelen:3

RX bytes:138 8.8 B) TX bytes:181 (

comnet@comnet -N106:-5 '
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Fpoheh2 KT o] 1l -5hgh2 SKT 2 ejoltt.

SAMSUNG

4.2.4 QlIE{m|0|A 0|F3}
9]

91 8oA 5 o] RS AAZA QAN AHAAE HBock AT 1Ee] AAE BEldA ey
Hlo] 22 A 5ke] 44 (default route) 5}7] TEe] LuH2) E Alo] A= 1} o] Q1415 REIRHS o] §5}e] F4lo]
ool k. £ oM F Qe Ho] A8 B ol goto] FAIT 4 Gl P B 5 ol Fuhe 2AE

* http://kindlund.wordpress.com/2007/11/19/configuring-multiple-default-routes-in-linux/

* http://www.rjsystems.nl/en/2100-adv-routing.php
= 709 IE o) AE FA o ARgSte] 4 HIEY A vlsl A= do] Bojxle FAY ] 4 FAA7lEe
oz o]FeE Akttt ey, ofdiel 22 E£AlES oFF s EskA] Zotod o]FeHE HIS A HEAl

1o

o /dev/ttyUSB# = F-& ol <417} BHAE 73971 3171tk USB RS A 9% th g A7 A2 =] & 4+
e 27 HlE B-¢= 2, wyUSB YIS S IAHAIZ =0 28
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4.2.5 FEA0 2Z22 QAAA[7]7]

/etc/re.local o of) TES F7}oto] HYAHo) A2 USB BES Q14412 4 et

#!/bin/sh -e
exec 2> /tmp/rc.local.debug
set —-x

wvdial -C /etc/wvdiall.conf &

2,3 &2 F715h] wvdialof| A &3 == -2 /tmp/rc.local.debug of] 2174 4= 1ot

Note: %50 USB 248 21 wydial& 45 A17]7 2 214J0] 575, ~ATHES 444713 USB wgl& 2
o} =2 Aol A 2R EA] Rell-g Q1 AI6}R] & w= hitp://www.draisberghof.de/usb_modeswitch/bb/viewtopic.
php?t=794&sid=74e7064df361371€772312c1813b1c20 o]l A “Josh™d 9] & #alslet. ¥l A7 7} ofd ZA4F %]
B2 %2 9ol7t7] flsliA = “Josh™d o] Al At o2l ®iH & o]-§-5tet thg IL=E fete/re.localo]] ¥ 0T Hrt.

modprobe -v option
echo “16d8 700b" > /sys/bus/usb-serial/drivers/optionl/new_id
echo “16d8 7003" > /sys/bus/usb-serial/drivers/optionl/new_id

4.3 MINI PCI-E Et!

2ol AU} 9 2 GA|Fe) Db R E A o]ehs o] glrk. o] Lol Ak o] 2o TR G Ud B
e ALg0] $4 B8]tk BES APATstE SlAtolth. TTA 2 $o) BUE e A28 8 4 B
i s rfolch. BHAAEE of 7] oA ThERE & 4 9lrk.

el
ot
==
EN
ol
2
H1
o
o
>
oy
50, 2,
e

=
7] glo]e] EA12 o] 88 % 9Lovk, obA7kAE EE8b} Flof 1A glot F AW BE o] WEHS By
A5 greh SHAT, 927 BUEE Axde] B4 BEO] 349 x|@4-e MINI PCLE el 2ol
490 RES Bxstotel AFE Yol BAT 5 9Lom ol FEATL ol gote] SAIsH: Zlolek Az,

¢

Note: o] ghof] T A 2 http://www.telit.com/ , http://opengear.com/ 5-©] 1T},

o) FHOIFEAS o] §3 4 910A A7 N 2T o) A0 ol paf Ak Tt Auelq A7 A
252 F2ekelE o] 8] shof &7} kg Mol ole] thel ot
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CHAPTER B

MEOAM HAALE E

AANLAGEL 224700] $atso] 9] wo] A9 2E& olgshA o] Pashe o] WS A7
2 o] aujstA] k. whge] QA6 Al2E] A2 4 Qe WES ATsholokst str o] A%, T
QJu|o] £} GolaAict

SRR, AN AHL GO FEATL o]g817] o] olRolx 24 Fdo] Brksstet. oldl A9 H
2 @ % Gl WHOR reverse ssh HY o] Qlrh. WA WA AHO|A AHE “ssh R” GHS AHEste] o
E92 WETh o] 2 shel, YAA A0 B HEC|A ssh H4-S 7] sHE S et

1. reverse ssh tunnel
(ssh -R)

Server

System <2 connect RS by ssh

5.1 reverse ssh E{4d MA

sshi= HE ssh /ﬂ‘ﬂoﬂ ol dAoNAM AHE P FA o= go] ARGHTh Seto|AESH AH Afo]of wgh

=R EARSSNES) oo }7] tq1—E— | telnet o} FXI QH ko] gho] AREH = g ofolrt. SEATE, sshi= telnet?] H

o5l 7| =nke ; 7\1]4—0]-h Z12 oht}. B Ao AL ssh -R 842 E5f remote port forwardingS AF8-61= HFH-&
7|&skalzt gt

ssh 89S TrE= AbA Q1 o gisjA = ot Ate| EE arstet.

e http://www.hanb.co.kr/network/view.html?bi_id=547
= host A9} B7} Q12| A€ S-UPE 71A| A QA RE B AMAIPRES 714 2 Qlttal & 74, ARE2{.0 2 B A A

- T
25t 2] 7R ot I H reverse B8 Y A9 AcA BRO] o] Hef Ank o8 ol Ui,
o2& 7Hgofl AMAIPRES 7FA] AL Ql= 22 e 7} % -, el Aol Qe BELR &St HEE
S} 2~ Oh:]-
=2 T X-1-

R 2419 Bo] Yeliz obefe} Zet. o] Wale obeh 13 o cliente] ] ashs Hlolct.

25
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$ ssh -R <portl>:<host_of_port2>:<port2> <id@ssh_server>
o) $ ssh -R 2502:1ocalhost:1502 your_id@203.249.110.120
$ ssh -R 2502:192.168.42.227:1502 your_id@203.249.110.120

R
rir

Client Server
192.168.42.227 203.249.110.120

XXX server . XXX client listener o
Port] 1502 ssh client ssh server Port? 2502 XXX client

1 -

4 2

» A

- 8

91 T8I} Wole AuAo] Ak oA,
1. A cliento] A= servero]] sshz2 4% 4= Qlofof Shot. =, cliento]| 4] ssh id@203.249.110.120 &2 #Z:0]
7Fsafiof ottt 1R ol A 2 1of] sttt
2. FZ50] 7155t clientof| A €] o] €]7ssh -R 2502:1ocalhost: 1502 your_id @203.249.110.120” P H o] & 4
sto] I3 o A SHAE 29 S| 5H= reverse Bl (remote port forwarding)-& A4 St

3. XXX clientof| A 2502 LE 2 F<atH, (IHAA SHEE A 519
4. reverse B|'d-2 £3}] XXX servero] A4S 4= 9Jth

9)9] THY-L neteat HHol 2 ks AEH HE 2 5.
1. Servero]| 4] ssh serverg 753ttt

2. Cliento]| 4] of2f &8-S Alsigtiet.

$ ssh -R 2502:1localhost:1502 your_id@203.249.110.120
¢ BEE +HWSIH sshZ serverl| F&ot A SMHc= ZUsH H4L0| O|F0{RICEH.
CHE 22 €0 ofzf HFES sHstat.

$ nc -1 -p 1502
2 HHOZ XXX serverE port 15020 ZE|==Ct.

3. Serverol 4 2502 port W& B 585 ofF IA4E HRH clients] FUsHA FeAo] Uk AL
I 5 9k

’$ nc localhost 2502

4. Server7} obd thE ZAIE]of| A Sever?] 2502 port® A &5H2 Aot ofef WS ALgs)at

’$ nc 203.249.110.120 2502

Sleh. 2 2ol A g A28 0] Aol 918 ssh 1S
2 InLEA] WA ST 4 9]

o] Aol 4] QHHA 9l 12 9 reverse ssh Bl o] tja] A
sfoF st 2 ol Wejol = Algale] HU g Atk ZE

¢

rE
fol
N
()
o
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$ ssh —-fN -R 40122:1localhost:22 id@server_ip_or_domain_name
-f: B2 RCE2 AGHEl £~ QEE TZMAS fork

-N: remote %4%012 *"’oHéfZ OFO

Sew: @A) Q5K 93 WIlBlecR ElLR A4

5.2 25 ssh 2129I

S oA reverse HYE WES S wigleh. A28 PRAS guit 692 U7 Sl MUNsS o
B S E st G L 16 mloh Aot ol oler o182 B Ao Hvs Setsie] sh Al
o —

2502 279 5f= = e} 1S AR

host Aof| 4] host BE] user b2 2 1215}= Z-& 7}A 511 of 19S
W%@iéﬁﬁﬂﬂ”qiﬂqOHWﬂBTMNAﬂH# 3t dEoltt.

L AF57] 44

&
_kg
Ol‘ ma
Mo
i)
o,
[o
>
)
QL
ra
>
=2
>
w
Fl
=
)
1B
fle
sk
R=)

$ ssh-keygen -t rsa
-t : A4S KeyQ| type (rsal, dsa, ecdsa, rsa(for protocol 2))
=02 WE0| Cish A& APt =5t =t

2. host Bo]| .ssh =t A4

’$ ssh user_b@host_B mkdir -p .ssh

3. Q%7) B4t

RS

’$ cat .ssh/id_rsa.pub | ssh user_bRhost_B 'cat >> .ssh/authorized_keys'

Note: 2, 3] 71-& ghile] 55}7]
$ ssh-copy-id user_b@host_B

Note: £EATOR Salshs ZaAAUeld QAAE ssh G52 AL A9 2= Aol A 910 A4S
2 553 Folof Ttk = host AGA o] AR o 90] HAL FAFAE Fasith. FE AR 45
27012 317 S o}l Hol WA 2w ¥ 9] BAe Aastel

$ sudo su -

53 ®Z Q2|8 A32E

AFoE 270908 T 4 901, 0|4 ssh B A4 WYolE AF ek Ado] Bl AEAE AAshe] Az
2 Aot WS ohA ol ~TYEE AeIA] 2 5 = ZES

* http://www.brandonhutchinson.com/ssh_tunnelling.html

* http://blog.kxr.me/2013/02/reverse-ssh-tunnel-manager-remote-ssh.html

= ok7} 245t Ao}

5.2. 2= ssh 219l 27
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#!/bin/sh

# SREMOTE_PORT is the remote port number that will be used to tunnel
# back to this system
REMOTE_PORT=S${PORT_PREFIX

# SREMOTE_HOST is the name of the remote system
REMOTE_HOST= YOUR_HOST_NAME

for PORT in "22" "80"

do
# SCOMMAND is the command used to create the reverse ssh tunnel
#COMMAND="autossh —f —-N —-R #*:SREMOTE_PORT:localhost:22 SREMOTE_HOST"
COMMAND="ssh —-fN -R REMOTE_PORT PORT }:1localhost: PORT SREMOTE_HOST"

# Is the tunnel up? Perform two tests:

# 1. Check for relevant process (SCOMMAND)
pgrep —-f -x "SCOMMAND" > /dev/null 2>&1 || SCOMMAND

# 2. Test tunnel by looking at "netstat" output on SREMOTE_HOST

ssh SREMOTE HOST netstat —-an | egrep "tcp.x: REMOTE_PORT }SPORT.*LISTEN" \
> /dev/null 2>&1

if [ $? -ne 0 ] ; then
pkill —-f —-x "SCOMMAND"
$COMMAND

fi

done

9 IEL YAAAH] ssh(22)2} hitp(80) ZE| H&ET 4 JEE T —r 7HQ] reverse Eld-& XA}l RE-
MOTE_PORT Mo A5 Gh2 2% EEM ] ol |, for £o] Qi 229} 807} GHAAA S FES
M AGHL}, = $ {REMOTE_PORT} S {PORT} ©] & X EH S o]t} COMMAND H o] &g =ssh + 22 HH
o|EA ZET} SFE =] olsfd 4+ 3l Aot

perepS o8-8 Belolsl s 1 QA ARSIl HREALT 9 A WHOIE SRt B2 o] A3
HEE crontabo]| 55510 =8 A crono] oJs]] A HEE A|Z6tr] 27kA]= B d o] A= 2] =t
TCP BI04 T8l B9 B TRALA OISk S TCP AO] BASE ol STt A
7514 =tk ol telnetol} ssh 42 g G0l o glEet 4gelol 9o H3o) FolAe A1} Wi
7oz of > O‘E]- telnet server®} telnet client= 5= =2Fs} 11 t, AZ-E EolA S 5 Ath= Aot

0|5 WAjoly] e F71 Mo s Jatol A AuEo e 2L A
s Aok el a1 e upgo] 9o,

E

e
HL
rr
)
rE
ftlo
o
oo

ssh o= dH& & A2+ ]*‘l R AL 1}%2_% TN
keep-ssh-connections-alive-in-linux & R i HrHS AoE 4+ Qo =, ”Q} HiH O]71 SFA]ak, sﬂ-/‘&:]
pol7] 3 sh 2 924 70] Golol WPl AL HE Sk shol AL Bol & F= 015 4
7 Qleh. ol & 0] ssh userthost 1s & APt A2 Is A5 E=7trh

Sx0 7 AFES 4 Qle= ¥ O 2 TCP KEEPALIVE & 0|88 4= Qltt.

2 AL AR LG WS ol83le] AT FAStR, FoHH o2 ddo] UAR §AH| A

E Arpsh7| & Sy Aol zer o 4= QAL 33 o] ssh $REMOTE HOST netstat —an | egrep

"tcp.*:${REMOTE_PORT}S$SPORT.*LISTEN" > /dev/null 2>&1 2 YAX]o|| H<&5to] netstatZ O 2

reverse ssh E]'do] AolQl=25 HAlSt= Zolt}. o] Yol g 22 Fato|AE A H‘ﬂﬂ#i HlolEE H

U= 8% glom, AuSo|A ddo] fattA = HAt.
E

ssh Ei%—-?_“—_’-_ d7gsto] Ao SEto]JER H&o] 7Hgal A |, ojm ek FHjo| YT 7}—53111““% SHA| R,
EUEPe A&t 5] feiME 2 7HA ZleEe d vl ok ek AAA LT HEE Mz AEsh] 9

ol

I o
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CHAPTER O

modbus

)] 2714282 o FEARE olate] YETo] AAHUT ssh Hd & F3) ABolH QAN2HE Ao
¥ 5 908z AAALEL AZRo] 45} Folx Hek ohAg, ok BUEF F5-S A5 £AT
S Ik 2 Aol A A2 537 Ao) A5} 517] $1ol modbus T2 E2o] e Qotict.
B 2o 2Acl o] 5200 AUE S0 9190 Al AE AN 71 modbus: o} 4012, 21
AT UGS A2 D bobn el g Aelol] A modhus TOPE ol gsteh 44 2130l
LA 2 S AFgo17] S £ o)A 27T 8-S /e 22 TES S elolof o).

6.1 modbus 27}

B A& wikipedia®] modbus S ¥ 5FA A k7t AFS 2ol Zlo|t).

modbust= 1997, 2] Schneider Electric¢] Modicon ©]2H= 3]Alof| A THE Al2]d B4 =2 EZo|t}. A 2T
Zrolyt ol 2o 7| A EL A5 355k A of5h= %E‘ © 2 A8 = Programmable Logic Controller(PLC)&1}9]
Sl A B4 o 7 whEolfth. T2 EFo] TheohA|Rh, FH] A oo U Ef o ‘”30} Iees g

1l Aol s L2l A9E 9 9l WAL S A AN ES A2 Adote B0
9e] AL Tt TH8-& modbus7} 4180 & Ue] ALgE = o] g5 o],
S ARle Ed meEDe AU

- mEEZo] A 9n TH
« 79 FA R4} fo]

o H|ETHS] T )= (16bits) 9|2 A H Z 2] £o]

modbus= °F 240711 0] FH| 52 A2 QAT 4= Ut} A& 59, 2=t 555 SHote ol AHlE0] RYHT
AHE A JEE EJ_E}EE S 4 itk dubz o &2 AjHjo) A A4 FH|E °ﬂ7ﬂ A5 HUY A FH|E2 o]
5l SEot= FEf 2 T2} Superv1sory control and data acquisition (SCADA) A|A~Elo| A& R U E & AH e}

remote terminal unit (RTU)2 ¢145}7] €5l modbusZ 2} AFg-5hct,

Schneider Electricof| A= modbusS Z7]5}0q, 2004 44 o] &2 = 2 & F 9] 7]dt3} £~%]-2 Modbus Organization
of| A 43P ghet.
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6.1.1 S} 2HH|

modbus= master/slave 7|5F T2 EZo|t} A2 EAoAE master2 A E AH[HEo] slave2 JHES QA4S
o Sl Hhd O]EﬁL}JE/‘]C’ﬂHL YESFS] ol LB FHE 879 ¢ Jlot. 8 QR = ¢l7|eh 7] BF

AL - 1o

7}&41—4._ SHAEE, |22 0] H-© master= s}Lpak

=
HEQIY 28 B E50] 845 T2 —’F% A9, @3 Hof &

W= FAFA FHrto] o] 5
gtk 28 544 F47F HREALE T4 ‘IH% o efo 13}. ﬂzﬁl FaE 0072 AAstH, £4I1% BE
iE"ﬂ/ﬂ S-S Ao, SE2 EHA] =t B, modbus 87 FH o= A e FE HEN] fI% 2

modbusE X| P5l= B2d I} Alo|Ego]Eo] Eo| ZAettt. 2 serial-to-IP A &5 2 masterZ 0. 2= WiFil}; o]
EEAS PASAE el % Pt

SAUENZL] T/ 84 1o A of whet o 2 7kA] ey o] EAgHr}. Modbus RTU= A2 F4
= o] 85k, T Yol A= o] XY K-S A&t Modbus Asciife Al2] Y A2 o] 8-5HAIT, L o] ascii
wAHE go] AR = 02 o, AA| e dofl= 09] ascii =41 480] {F HEo| EE 2}X|5HA| HT
Table 1: Modbus RTU Frame Format
Name Length (bits) | Function
Start 28 at least 3 12 character times of silence (mark condition)
Address 8 Station Address
Function | 8 Indicates the function code, eg read coils / inputs
Data n*8 Data + length will be filled depending on the message type
CRC 16 Error checks
End 28 at least 3 12 character times of silence between frames
Table 2: Modbus ASCII Frame Format
Name Length (char.) | Function
Start 1 starts with colon ( : ) (ASCII hex value is 0x3A)
Address 2 Station Address
Function | 2 Indicates the function codes like read coils / inputs
Data n Data + length will be filled depending on the message type
LRC 2 Error checks
End 2 carriage return — line feed(CR/LF) pair (ASCII values of 0x0D & 0x0A)
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Table 3: Modbus TCP Frame Format
Name Length (bytes) | Function

Function codes as in other variants
Data as response or commands

Function code
Data bytes

Transaction Identifier | 2 For synchronization between messages of server & client
Protocol Identifier 2 Zero for Modbus/TCP
Length Field 2 Number of remaining bytes in this frame
Unit Identifier 1 Slave Address (255 if not used)
1
n

Modbus/TCP2] unit identifieri= modbus 7|0 E¢]o] Y 5-0] RTU FH| 55 A AL HAH 0 2 A=, o] 7§_Or7]'
ofHztH IP F=AE ARRol B2 A& A 4 QOB R ARG EZ] =t} HIo|E A= H] it A& A
= WA "o E7} MSBo|t}.

] EZH 9] Function code®} dataf 52 EH35] Protocol Data Unit (PDU)ZtY E2w, ¢ T3] 20 Fof
Al Name HEo] 2/ 0 22 F A% HEo] PDU%|t} PDUE Request PDU, Response PDU, Exception Response
PDUC| 37}2] F-77F A 2] x| o] 9l o, ofefl= 3 % (Request) 2} -3-H (Response) 2] 7H5-S Sl 54| @F &7 71ets]
ERNEE DI

Request (

slave master
(server) | Response (client)

872 W2 slaveo| A sffF HA| ] & SiAS 4 %31741% BAE FAE 2S5 8l 5 oF A ol= 8739
function code¢]] 0x80-& H3st FHS @5 F =2 A2 5}9] Exception Response 2 -2 5t}
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Function . . Function name Function
type code
Data  Ac- | Bitaccess Physical Discrete Inputs Read Discrete Inputs 2
cess
Internal Bits or Physical Coils Read Coils 1
Write Single Coil
. . Write Multiple Coils 15
16-bit access Physical Input Registers Read Input Register
Internal Registers or Physical Output | Read Holding Registers | 3
Registers

Write Single Register 6
Write Multiple Registers | 16
Read/Write Multiple | 23

Registers
Mask Write Register 22
. . Read FIFO Queue 24
File  Record | . Read File Record 20
Access
. . . Write File Record 21
Diagnostics | . . Read Exception Status 7
Diagnostic 8
Get Com Event Counter 11
Get Com Event Log 12
Report Slave ID 17
Read Device Identifica- | 43
tion
Other . . Encapsulated  Interface | 43
Transport
modbus= Al AU LEDS-2 2YE H35I Alo]s}7] 93t E45F data typeE-2 A-5-Stct. o2 Hof data typeE2
A5ttt o] E&= http://jamod.sourceforge.net/kbase/protocol.html o] A 7]—113 Zlo]t}. java 2 7L $F modbus
of tiet = A 1”1,1‘1&0& g0l At
<Modbus Data Type>
Name Type Access Visual
Discrete Input single bit read-only -
", l o -
— :::::{:::: — IEI
& | A
Discrete Output (Coils) single bit read-write
=1
I"".II'."'I
i 5] (E51]
Input Registers 16-bit word | read-only
[N 0|y -
1] Sis [[E1]
Holding Registers (Registers) | 16-bit word | read-write
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A E410] A8 4= 91 modbuse} IP EAIHo] 4] AF88F 4= 9= modbus7} E A gt
L o EA Q) 748 RS-2329} RS-4857} 9lt}. RS-232% 77k Aol &<l & ]S 111
o (RS-422.2 R$-2320] 9T} £417)%5-8 2715 Zo|th. RS-485 o] 2] A 52
shitel grow 2.8 4 9lon], slte] mastero] 4 of ] 7o) slaveS 3t EAIE 4+ 9.

=

=

M asler
RES485
RE333/43 /465 Remote 150 Remote [0
L el [Slawve] (Slave)
Slawe
Ramats 10 L
(Slave) (Slave}

Al dE EEE dlolH 9] lEH A of mef of 27| RTUR ThA| LHFolfint. of27] REOfA = HiolE
£ 5 7o) ofr] BAbz 7125 o] HolH AL FolxA|uk M SA Aol HolHE 97]el o
He] g go] 9t RTU BEo| A o] dlo]§ & Trj2 Aol o gk,
IP 7]412] modbus @2 TCP2} UDP 2.5 71561, IETFO|| A 502 L E & Trddtorcth
o5 22] modbus FAE-S BRe] of5] B2 EFL MY Wgste] TSI TR MYE o o)A
£ A2 28] 52| efg & At =2 Y FE=o tid W&ol
* Data types

— Floating point IEEE

— 32-bit integer

— 8-bit data

— Mixed data types

Bit fields in integers

Multipliers to change data to/from integer. 10, 100, 1000, 256 ...

Protocol extensions
— 16-bit slave addresses
— 32-bit data size (1 address = 32 bits of data returned.)

— Word swapped data
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6.1.5 A|st
+ modbusi= 197010 o] TSI 37] TEo] L BA] AHGEIE PLC 5ol 4 AHEEIE data type TS
2] gt} o] A o] g H data typeE-= ;Q'j_o]-al-,
« data objecti= 9 4 Fof SJaATE ZYH o, 4L 9& 4 Ut

* Master®] 2% O‘O] Slaveoﬂ/ﬂ £74 o[l Eof 91311 master= WA A S AL 4 = P o] glek(Modbus
TCPo| M= 7Fs&

°Mﬂ%WE%EﬂH%QMﬂQiEWﬂ%WE%EWﬁé@ 1} (Modbus TCPA A TP F4:7} 5]
Fot= WA TG )

+ dolelt Q<10 2 Ao Bt win P2 99 ste] WA E F2el BolM W 4 ok
© B4 HOLE AT G

mlo
i

6.2 libmodbus

otk c2 FEH FolHH R BlRs, u,
oIt}

modbusE FASH ol B 2= UJEZA O 2 libmodbusE E-&
=4 3 1

Modbus TCPef| o} &} 4] = pymodbusS A&
o},

5 HFE2 0Sof| A ARG = 9lom, FE35] o]
=9 A= Modbus RTU 2] ¢ A& libmodbusE ©]-835}o] Ao H
0}04 A A2 LEA|Z ZAo|t} g AE 3H4-2 ubuntu 12.049} 13.040]

2
(R
al,

6.2.1 libmodbus A x|

http://libmodbus.org/download/ |4 AW thetop Aot Loz 31 5 off ¥IF& °|8sto] A=

#ut.

o

$ tar zxvf libmodbus-3.0.5.tar.gz

libmodbus-3.0.5 Zt] & o] %3} & o}efjo} Zro] Antd st

$ cd libmodbus-3.0.5/
$ ./configure

$ make

$ sudo make install

libmodbus= TCP F o 2 & H[o[E|& HF o= AA|TH & =) 4= modbus RTU 9| g2 W Ao o}

6.2.2 Modbus RTU £ Oj|A|

HAEEZ 93] Alg]dd Alo] 2L o] & o}x] &1 7H Al 2] D loopback= THE-0] AFE-SF 4= Q1 T} ubuntuo]| A= socat

= 1 Sto] th3t Zol vhs 4= 9l

$ sudo apt-get install socat

$ socat -d -d pty pty

2013/10/30 15:24:38 socat[13104] N PTY is /dev/pts/7

2013/10/30 15:24:38 socat[13104] N PTY is /dev/pts/8

2013/10/30 15:24:38 socat[13104] N starting data transfer loop with FDs [3,3] and [5,
5]
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USB-to-Serial 7| o] &5 o]-83tttH, Is H 32 0]-85}¢ /dev/ttyUSBO
% slet.

libmodbus-3.0.5/tests 2 ©]'=5}o] SIAES HH ofF] Fejo] g AE SFUES & 4~ Qth &
server.c2} unit-test-client.c #H-2 ©]-25}o] modbus RTU Q] 7tchot 152 AF

oA U 71 Huto| A= 7 st ol A A off ot Al D Alol &= AF
.

<unit-test-server.c>

i,cz
rlo
HU
o
E
N
N
!
ol
rr
i,
filo
o
rO
nst

’ctx = modbus_new_rtu("/dev/pts/7", 115200, 'N', 8, 1);

<unit-test-client.c>

’ctx = modbus_new_rtu("/dev/pts/8", 115200, 'N', 8, 1);

makez AT o F ., ol Weloz e S WA

’libmodbus—3.0.5/tests$ ./unit-test-server rtu

o}S o 2 o}l WE-L 0]-25}o] clientS A A 71t}

’libmodbus—3.0.5/tests$ ./unit-test-client rtu

22 server?} client®] & o|th.

<server>

Opening /dev/pts/7 at 115200 bauds (N, 8, 1)

Waiting for a indication...
<11><05><00><13><FF><00><7F><6F> # addr:0x11, func_code:5.. $4I5H OAIR]
[111[051[00]1 [13]1[FF][00][7F]1[6F] # S& OfAX/

Waiting for a indication... # Ef/O/Ef F4E olctg
<11><01><00><13><00><01><0E><9F>
[11][01][01][01]1[94]1188]

Waiting for a indication...
<11><0F><00><13><00><25><05><CD><6B><B2><0E><1B><10><35>
[I1][OF][00][13]1[001([25]1[67]1[45]

Waiting for a indication...

<client>

Opening /dev/pts/8 at 115200 bauds (N, 8, 1)
x% UNIT TESTING #*=*

TEST WRITE/READ:

[111[05]1[00)[13][FF][00][7F][6F] # 23F OfA/Z]
Waiting for a confirmation... # 2E= Jlctgl
<11><05><00><13><FF><00><7F><6F> # SE OfA/Z]

1/2 modbus_write_bit: OK
[111[01][00][13][001[01][OE][9F]

Waiting for a confirmation...

<11><01><01><01><94><88>

2/2 modbus_read_bits: OK

[11][OF] [00][13]1[00][25][05][CD][6B][B2][0E] [1B][10]([35]
Waiting for a confirmation...
<11><0F><00><13><00><25><67><45>

1/2 modbus_write_bits: OK
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modbus YA A & Falste] ZF WA 2] 9] GFES vl o) Het

6.3 pymodbus

1 20| At pymodbus & 08510 python =2 modbusE ALg3HE B AMECE BAE B4L ubunw
12045} 1308015, pyhon 2. VA1 01§ 55, pymodbusic AJelel & o] £k g1 o7k WU
shAlt, TCPES QP42 0 2 Ba1ot 212 Shelslsirt.

6.3.1 pymodbus x|

Ol

olzf ¥g-& &4 7tts] A 2]7} 71561} pymodbus= asynchronous R EE 2| Q517 96] twistedS o]-8-3Hc}.

$ sudo apt-get install python-setuptools
$ sudo apt-get install python-twisted
$ sudo easy_install -U pymodbus

B A7} Ay sHehH, hitps:/github.com/bashwork/pymodbus & 2115},

6.3.2 Modbus TCP -5 0f|#|

pymodbus+= server?} client 2. 59]| t)3l synchronous & asynchronous 2 =5 Z|45tc}. H* synchronous 2 &= 9]
TCP A& AHEA} AN FEE o222 & WO, pymodbus/examples/common 9] %] ¢f] synchronous-client.py
3} ofefjel o] 44t input register= A& gholl A ¢lo] Q4= Zo]7] wiFoll & 7} §let. clAof o] ZA
&lo] Qli= Aol & oJofsttt.

——— synchronous—-client.py 2013-10-31 12:35:38.149374926 +1000
+++ synchronous-client-tcp.py 2013-10-31 12:37:18.317372691 +1000
@@ -55,7 +55,7 @@
#
# client = ModbusClient ('localhost', retries=3, retry_on_empty=True)

—client = ModbusClient ('localhost', port=502)
+client = ModbusClient ('localhost', port=5020)

#client = ModbusClient (method='ascii', port='/dev/pts/2', timeout=1)
#client = ModbusClient (method='rtu', port='/dev/pts/2', timeout=1)
client.connect ()
@@ -83,7 +83,8 @@

assert (rr.bits == [True] *3) # test the expected value

rq = client.write_coils (1, [False]*8)

-rr = client.read_discrete_inputs (1, 8)

+#rr = client.read_discrete_inputs(1,8)

+rr = client.read_coils (1, 8)

assert (rqg.function_code < 0x80) # test that we are not an error
assert (rr.bits == [False]*38) # test the expected value

@@ -93,7 +94,7 @@

assert (rr.registers[0] == 10) # test the expected value

rq = client.write_registers(l, [10]=%8)
-rr = client.read_input_registers (1, 8)
+rr = client.read_holding_registers(l,8)

assert (rg.function_code < 0x80) # test that we are not an error

(continues on next page)
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(continued from previous page)

assert (rr.registers == [10]%8) # test the expected value

@@ -104,7 +105,7 @@

'write_registers': [20]%*8,
}
rq = client.readwrite_registers (x*arguments)
-rr = client.read_input_registers(l,8)
+rr = client.read_holding_registers (1, 8)
assert (rg. function_code < 0x80) # test that we are not an error
assert (rg.registers == [20]%8) # test the expected value
assert (rr.registers == [20]%8) # test the expected value
TS Zshrl fsiA= &4 glo]l synchronous-server.py & AWAXIE, oE AolA

synchronous—client.py & A3JA|7|H =t}
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CHAPTER /

=11 (syslog)

BUE P A LRA 20 Beh 5 $a3 2ol 9271 U floka AZgteh 2p0eke] 2 15 thEo] AR S 4
T QAR AMSAF Ol 27 HE 0 2 AREE AL QLE syslog, T1 Fol A &= ubuntuo A 720 2 ARZ-S+= rsyslogE
o] gsto] 215 FstaAl ottt W oA rsyslogE syslog= 2 =5 5al % rsyslog & -2 5ko] LreRd H a7}
= Wt rsyslog £ A& Zoltt.

syslogE 0] 85, Y24 25 U5 o] 4 2ol 1 2710] 42 A M2 Hste] Helo]ut DBo] 4grste] &
% gl Bt 71 AR A A9 BUE P glolA 2 F2% /1% F shetn & 4 ook Wish
B2}ohe 2H5-S modbus L2 EB-L o] §5to] U olil, At o MlEL o7 JRE-L syslogs Phelst
¥ Helsieh syslogh 54 o[MES} WS AHES BT 25 Qi AAde] BAEIARS 1) §91S
wAshe 7 §ERE 9% §-goc

Note: syslog= IETF2] RFC 5424 & S2%5]o] it RFC 54240f%= syslog HA] 2|2 ¢lE|dl Abo 2 Hets)
WS 7| &g)

rr

7.1 syslog 29| of

=+ /var/log/syslog o] g AFoltt. syslogZ7t A2 H A L”ME 7|24 02 AL/ oA BHAYshs
252 o] skde] &=tk

Dec 5 10:52:25 ymkim-AO756 anacron[1058]: Job cron.daily terminated
Dec 5 10:52:25 ymkim-AO756 anacron[1058]: Normal exit (1 job run)

AAAAAAAAAAAAAAN AAAAAAAAAAAN AAAAAAAAAAAAAN AAAAAAAAAAAAAAAAAAAAANAANAN

DATE TIME hostname process name message (log content)
919 oflof| A K QlHpe} Zho] syslog©] &2 e} A|ZLO & AJ2Sht) o] & T AE o] 5 TeA|A o]l 55 &9
&}, 17| 7k7) = syslogol| | AHE-0 & Z25] i Huolth Z2() o] 5o 42 22 AL o] 42 Asl

H A A] F2ol e
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Note: apachei} 2o 2 7L syslog?] 7|ES WER Y= 51}14 ol 275 HE o] 27 utdo 7] E3itt
ubuntu®] 7% /var/log/apacheZ/ ol#f of| access log} error logS EH T 2 #|Astct.

7.2 log level

2A 02 syslog AsH] A 71RA 8-S skt FReLT Folrpof Fe. vl A A] 2] E42 39
S facility S} severity o]t 3t 0]t facility v A] 4| 5 Mg A7) w2 199] ebl& b gro

ity BAA9] 42 E FAEE GeRE syslogel A o] glel wet 27 oA 2 o shele] 728,
ool o g 2l ANAE AR,

* facility : auth, authpriv, daemon, cron, ftp, lpr, kern, mail, news, syslog, user, uucp, local0, ... , local7
Facility Number | Keyword | C code Facility Description
0 kern LOG_KERN kernel messages
1 user LOG_USER user-level messages
2 mail LOG_MAIL mail system
3 daemon LOG_DAEMON system daemons
4 auth LOG_AUTH security/authorization messages
5 syslog LOG_SYSLOG messages generated internally by syslogd
6 Ipr LOG_LPR line printer subsystem
7 news LOG_NEWS network news subsystem
8 uucp LOG_UUCP UUCP subsystem
9 clock LOG_CRON clock daemon
10 authpriv. | LOG_AUTHPRIV | security/authorization messages
11 ftp . FTP daemon
12 NTP subsystem
13 log audit
14 . log alert
15 cron . clock daemon
16 localO LOG_LOCALO local use 0 (local0)
17 locall LOG_LOCALI1 local use 1 (locall)
18 local2 LOG_LOCAL2 local use 2 (local2)
19 local3 LOG_LOCAL3 local use 3 (local3)
20 local4 LOG_LOCAL4 local use 4 (local4)
21 local5 LOG_LOCALS5 local use 5 (local5)
22 local6 LOG_LOCALS®6 local use 6 (local6)
23 local7 LOG_LOCAL7 local use 7 (local7)

* severity : Emergency, Alert, Critical, Error, Warning, Notice, Info or Debug

Code | Severity Keyword C code Description

0 Emergency emerg (panic) LOG_EMERG System is unusable.

1 Alert alert LOG_ALERT Action must be taken immediately.
2 Critical crit LOG_CRIT Critical conditions.

3 Error err (error) LOG_ERR Error conditions.

4 Warning warning (warn) | LOG_WARNING | Warning conditions.

5 Notice notice LOG_NOTICE Normal but significant condition.
6 Informational | info LOG_INFO Informational messages.

7 Debug debug LOG_DEBUG Debug-level messages.
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facility 2} severityof] wa} o] ® g} of] 2 15 2] o] t5f], rsyslog2] 7-¢ fetc/rsyslog.d/50-default.conf of A 2] &] o]
Art.

7.3 d HHO|Z syslog £35}7|

A 2B o A BEAsH= 2 1 7F obd 23
t}h. man logger oA RE &M o

$ logger log test..
$ tail -f /var/log/syslog

ol
Eﬂoé

tail o] 2 Z7te] npAate] A ofefjel Z-& 8- & 5 9l Aol

’Dec 5 15:30:37 ymkim-AO756 ymkim: log test..

log level 2 9202 7] 1AL p &S ALEFTF &4 Hol facilicy. severity & YT p&
& AF8517] Ao localO facility 2] M| 2-& S SLA-2 x| A5H7| Y5l /etc/rsyslog.d/50-default.conf
o] A of ol the Uh8-E Z71elA.

’localo.* /var/log/test.log ‘

Note: rsyslog®] H|Ql A A SEA -2 Jetc/rsyslog.conf o]T}. o] St A fetc/rsyslog.d/50-default.conf & &2 2} 7}
A1 W82 ARt A st of tigh ApA| Rt Wl-8-2 man rsyslog.conf & £+¢15}2}.

o

WAWES A F obel] WHOR rsyslogS A A ZH e,

’$ sudo restart rsyslog ‘

l

oA ot HYS ABA|Z|H /var/log/test.log &} /var/log/syslog oA A4St 21 YAA=
3} 2= oIt}
= AN .

’$ logger -p localO.info log test 2.. ‘

ok

/var/log/syslog 2= 215 X2 AL E 517] 93] /etc/rsyslog.d/50-default.conf AASIA
Al o] &2 ZrofA,

*.%;auth,authpriv.none -/var/log/syslog ‘

t}-& 1} Z+o] local0.none-2 7}t

% .*x;auth, authpriv.none, local0.none -/var/log/syslog ‘

o] £9] ou| B E 2 71(* *)E /var/log/syslogo]] 7|25} 9t, Au]Z£(;) 0] & 2] facility S <] auth, authpriv, local0
= Al€](none)stet= Aot tdolF ol - & =1E 3tde| viE A2 Wi wRejo] 215 7HA| AL okt
A0 A& o] 871 1S AL A= ou]o]th (hitp://shallowsky.com/blog/linux/rsyslog-conf-tutorial.html 2]
Rules Section2 H &}).

7.4 hostname A4

ubuntu A XJA] AF&A} ofo|t] e} HE 1}
SHA| T, B Ut H] o] ubuntuE A 2| 5HH RE 4] 9] hostnameo] ZHopA] = @Afo] dHAYgl
25 By 585te] #elol= 7]5°] QL. 22 hostname2 T2 7] DA 3 F+= Zo] 5435}

o
o,
al
o
BN
o
%
>
il
o
Hl
=
2
=1
o
=]
(¢]
filo
-,
ulr
2
[N
O
e
rE
)
et
N
Ir
o,
9
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/etc/hostname I} /etc/hosts
upoll 218 nho} ohE S48 do] 7
o] 488 AL ofef W o2 TeIT

hostname2 H 73 St} ol &

= A =] 3 = ostname 2] 1}Z]
FEHES FEYE 5 Utk 2 oFF oA 291

AN

T

5}H ¥ A4 = hostname

I, 1|t
2
=

’$ hostname

7.5 C 3 E0j|A syslog £&5}7|

joinc®] syslog o4 & AT =]o] 9lon, o 7| M= Iheet wtslr] & 2 0%t

facility levelof| 4] localOof| A 77k2] & 87 9] facility & AR-§-AF2] F2]of BHA| ASE 4= ot 2715 A7
Z2IWER faciliyE L e 1AL, o] 52 met of ] 220l 5t facilityol] gh& A=%
4 ot =8 E2 facility ol A &= severityof] mhet o2 otdo] 2 15 A = A

AAMEE F wpet2 B2 /etc/rsyslog.d/50-default.conf St ofgfjof th-& &0] 1S Z o[t

ek e

local0.« /var/log/test.log

o} @Ittt F7}5}31 sudo restart rsyslog S 43§5}et

c ZEA tt-23} 7o local0o] A= 51 /var/log/test.log o 217} 7|25t}

#include <syslog.h>

int main()

{
syslog (LOG_INFO | LOG_LOCALO, "write your log message");
return 0O;

}

AR obehet 2ol ST 4 gict.

$ gcc tt.c

$ ./a.out

$ tail /var/log/test.log

Dec 9 12:14:55 ymkim-SD550 a.out: write your log message

7.6 logrotate= 2|41 210 7| 7|

shuo] sjele] A4 217} Aoltt 1wl selo] AAA 25517 i8] Ao Azt S g
gro] 2x|5hA| Hek. olel e BAIE A7) 15 YAAZ el 28t TRl Agety e 2
stale 4|9 o] Ik logrotate7} 5= o] B o] Aol ck.

/etc/logrotate.d += logrotate 2] A StA E0] §]2]5}+= Lot}

$ 1s

apport cups—daemon ppp speech-dispatcher upstart
apt dpkg rsyslog ufw

consolekit pm-utils samba unattended-upgrades

A FL STl dpkg & )83 Ao AF k. ofd-g B, of F2of ol Wi-§o] At
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/var/log/dpkg.log {
monthly
rotate 12
compress
delaycompress
missingok
notifempty
create 644 root root

o
ke

o e,
o 2
o
tal
e
e Lo
S tol
ne
filo o

9,

o
e
e =2

4
;géiﬂm
o,
:lo
ﬁ&ﬂr
i o,
rol, 2.
N 32

1% -
XN
K o
fijo

Sl

/var/log/mail.info
/var/log/mail.warn
/var/log/mail.err
/var/log/mail.log
/var/log/daemon.log
/var/log/kern.log
/var/log/auth.log
/var/log/user.log
/var/log/lpr.log
/var/log/cron.log
/var/log/debug
/var/log/messages
{

rotate 4

EL ofefol Zo] At ERAL AT S YUk

/var/log/mail.

—_

T 2 2] monthly= crono]] ©]&] 2
= cron®]| 95 A H Al7tol], A=
o] uff o] _EL:LEA upz|af "X}E AR 4&4 =75}

EQEjE
)
rr
4
Mz
o,
=
rﬂ‘
jg
tu
TR
Ll
ol
ne
o
>4
_u

Note: /etc/cron.daily/logrotate 40| crono] S=L]o] o $P =W, /etc/crontab o= o]H
Al 7Fe| daily crono| A E]=2] A& )t} ubuntu of| A= @A 64] 258 o]t}

25 6 * ok x root test -x /usr/sbin/anacron || ( cd / && run-parts --report /
—etc/cron.daily )

ARA] Z 9] rotate 12= F 127]19] 3t =, otUE, o1 LY . 1, ..., 8tLE . 11 & AR Th= oju]o]m, of oo A

soi, o suA Zo)
o] glEletie FAI5ka

notifempty = 271 80| H|o] §l& 7 -f-ofli= logrotate & 43P o}2] L& qtrh upx|9} create &= A4
279] gshe A5,

ok

Note: std3arleo] wet 215 FESH] YA+  hitps://www.digitalocean.com/community/articles/

7.6. logrotateZ 2|4l 270 17| 7] 45
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how-to-manage-log-files-with-logrotate-on-ubuntu-12-10 & X 2}.

A logrotate F71517] SISIHLE /etc/Logrotate otefo] 4] 8 PAot 919] Lh§-& Fsto]
=210] 3 -2 Z7}ehd Ak

7.7 Centralized logging

A7 A 25 0] FejE BHelshy] 15 AAA 2ol Fhate] A 212 SHelsHs W

shAek, A7 A 2g0) 4 ) ] gl sk o

ICER = A5 3. A H)A o] 215 Telshs g ojnlgitt.

QAN 2o A AW R 215 B AL vl Zhkshl A 4 QAT Aol A 218 shele] A
o B3¢ Ago] W asie.

4

$ ntpdate ntp.ubuntu.com

e Hl ghRo] 22 AIFME A|to] Zdof whet 254 2po] 7t A 7] 7] mhgloltt. o] & WA 61| flof A crone]l 55
5to] S0 9F A ntpdate S 4~ 5= Sttt /etc/cron.daily/ntpdate Y-S AT £]o] HH o<l
ntpdate ntp.ubuntu.com2 5} 2Astch At F7] 95) ol HHL 435}t

’$ chmod 755 /etc/cron.daily/ntpdate

oA v L Rl AlZuttt A 7H-E 7] ok ARt

7.7.2 MHOM AAHA|AHC] 27 37|

Q24 2] A B 2 1.2 Aujo] A WolEo]7] SISIALE /etc/rsyslog. cont 8HAG]H ofef HES 3
of 4.2 S|4 stelok St TCPE AL @4 UDPE AL @ Aol uet Aejd 0 2 248 slAg 45 ek

# provides UDP syslog reception
SModLoad imudp

SUDPServerRun 514

# provides TCP syslog reception
SModLoad imtcp
SInputTCPServerRun 514

rsyslogof| A 541 R-59] ZrHHHH.C input module ¥ 73-$-, im @2 A|Z}5}al output moduled 739 om O 2 A&t
St, 11 o] ZREZFO| o]F°| &+=t}. imudp= UDP input module o]2h= ejmjo|r}. o]4Fo] A4 514
TCP/UDP HEE o] 217X 280] 215 Wobsel 4 St obelel 2ol ryslog AN eto] AL 44

g,
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$ sudo restart rsyslog
or
$ sudo service rsyslog restart

Note: AW =2 AEsh= 210 oFo] FAUA YL AAA LR £5 b Aol = A= 215 A
SHA] & 4% Qitt o]H AAgto e R E 2 15 285t E 517] 9]5] RELP (Reliable Event Logging Protocol)
ohe E2E o] AIQHEIR B, 218 Wrlo] Aels WHla 1] Fhoted A2 e AL - ok hup:
//www.linuxjournal.com/content/centralized-logging-web-interface & & 115} 2t

7.7.3 MHZ syslog &3 EL|7|

/etc/rsyslog.d/50-default.conf of &7} H ofgf] U-&-S thA] HA}.

’localO.* /var/log/test.log

UDPE 218 B soh, ol A% 4451

’localO.* @your_server_name_or_ip_ address

TCPE 5ol 218 R4} b, ofei 4 4= ghet.

’localO.* @@your_server_ name_or_ip_ address

M)A 7| RER TS HAsHHS A -polle ofefieh 22 P42z 514 ZEW S E vh& & Sl

localO.* @@your_server_ name_or_ip address:new_port
ex) localO.info (@@monitor.com:10514

Note: & 9] U|-8-2 o] #A| & alsteh(18% F1HE)

A5t 2= A9 /var/log/syslog °f 7| Xt}

Note: AAALF A 21 oA E HET A Hol| S4lo] 27FsstAE ¢ F4lol H75HL UA b= =21
HAIA]E 5w o] ol HE= 2] & 1

7.7.4 0j|M syslog Z2}E 7| (Log Analyzer)

Log Analyzer & 725}l Q)

5
SJALR POl A syslogE 4 E

Log Analyzer=php=2 2] H T2 73 0 2 U<l apache?} mysql H|o| EJH| 0] A5 o] &35} AREA}o A X &=
EERSEeY

rr

Adiscon AF= RFC 5424 (The syslog protocol) -2 A| <3St S|Ato|t}. = syslog A&
S0l o A5k}
TR == o i

I~

il

Note: ubuntuo]| A= tasksel o]2t= HH o] & 0]-&5te] LAMP & A=A 417 Apache + Mysql + Php 2732
T 4 Ut F7H4 2 = phpmyadmin & A2 S5HA FoflA mysql & He|sHA #ejed 4 QL

$ sudo apt-get install phpmyadmin
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apache2} mysql, php7} A %] =] o] QIth= 71 5te] o]t Ul-8-& It sysloge] 215 oF o] ofd o] EjH] o]
Zof A5, HAolE o] §al Bal A2 2auke H5 B Hesit.

$ sudo apt-get install rsyslog-mysqgl

910l oS A=sto] syslog®] 215 mysql= =lote g 1S A2tk A 2|5l =g dolefHo] &
etElolES ThE AL 875t StHol U2t YesE =2 Ho|HH|o| A& whE

ymkim@ymkim-AQ756: ~/d... X ymkim@ymkim-AO756: ~/d... X%  ymkim@ymkim-A0756:~/d... X
Package configuration

Configuring rsyslog-mysql |

The rsyslog-mysql package must have a database installed and configured
before it can be used. This can be optionally handled with
dbconfig-common.

If you are an advanced database administrator and know that you want to
perform this configuration manually, or if your database has already
been installed and configured, you should refuse this option. Details
on what needs to be done should most likely be provided in
Jusr/share/doc/rsyslog-mysql.

Otherwise, you should probably choose this option.

Configure database for rsyslog-mysql with dbconfig-common?

7 b0 2 rsyslog-mysql AHEAHE 917 A RS W EHE Qe e 3RIS 99 @
o =F5tet (o] F-E-2 phpmyadmins 4

rsyslog-mysql®] A 2|7} 2 EH /
2},

o] A| glo| e Ho] Ao th$t FH] = A= F| QT EA A O 2 Log AnalyzerE d X3l HA}. http:/loganalyzer.adiscon.
com/downloads | A 41 H7d-& theith o). o B2 ET = o] 53t & o} & A = Ad¥stet
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>
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tar zxvf loganalyzer-3.6.5.tar.gz

cd loganalyzer-3.6.5/

sudo mkdir /var/www/logs

sudo cp -R src/x /var/www/logs

sudo cp -R contrib/x /var/www/logs
cd /var/www/logs

sudo chmod +x configure.sh secure.sh
sudo ./configure.sh

r 0 Ay Uy 0 0y O A
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ymkim@ymkim-AOQ756: ~fdevelfsystem_monitoring/docs

ymkim@ymkim-A0756: ~/d... x | ymkim@ymkim-AQ756:~/d... X  ymkim@ymkim-AO756: ~/d...
Package configuration

Configuring rsyslog-mysql |
Please provide a password for rsyslog-mysql to register with the
database server. If left blank, a random password will be generated.

MySQL application password for rsyslog-mysql:

<Cancel=>

o)A Bake Ao http: //localhost /logs 2 2o, ofeo} 22 97 shwlo] heth 2.7} 1te i o]
Aol B et drat-n

Critical Error occured

Error, main configuration file is missing!

Errordetails: Click here to Install Adiscon LogAnalyzer!

Click here to Install Adiscon LogAnalyzer! oA here & 2 AAslHo 2 o]=sict g &2 2115}
4758 gt

Note: 7] ol ol 4 ofel A S WAT 4 ok

* Number of syslog messages per page = 50 (default)

- HolAg == mAA 9] 5 Aottt A /IFH o] Ao M o] ghe AT
defaultE X =5}t

>
%

* Message character limit for the main view = 80 (default)
- 2O YARE Z A7 BAID 2] A4t & A 7R Y i & 4= QU

- o] gk& 0.2 AASH, WA WA A& BT FESIE & W2 AghEo] AMg-she wteltt

re
4
M
flo
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» Show message details popup = yes (default).
- HYE HolSHAIE B2 noB ALgtet

¢ Enable User Database = no (default).
- Skdo] opd "ol H|o| o] 25 HATIAS 77 yesE HZASIAL 1 offjoll FHES dtH
— Database Name = Syslog

[Number of syslog messages perpage | [50 |
Message character limit for the main view [8o |
Character display limit for all string type fields| [30 |
Show message details popup Yez ® Mo
Automatically resolved IP Addresses (inline) % vec Mo

User Database Options
Enable User Database * yec Mo

A MYS(QL database Server is required for this feature. Other database engines are not supported for
the User Database Systemn. However for logsources, there is support for other database systems.

Database Host localhost |
Database Port [3306 |
Database Name [Syslog |
Table prefix | |
Database User [root |
Database Password [enns |
Require user to be logged in ® yes No
Authentication method [ Internal authentication v |

* Step 6 - Creating the Main Useraccount

~ loganalyzer 9] 3}Ac] 2 1 Bol B ofo]tio} MW NS S MGk

e Step 7
Mame of the Source [My Syslog Source |
Source Type [ MYSQL Native ¥ |
Select View | Syslog Fields v |
Table type | MonitorWare ¥ |
Database Host localhost |
Database Name |Syslog |
Database Tablename [SystemEvents |
Database User [rsyslog |
Database Password [onsee |
Enable Row Counting Yes ® No
HyHor 4%
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ANALYSIS & RI:PORIIN(.\?_

Search |@ Show Events g Statistics |# Reports | Help |™> Searchin Knowledge Base |¥ Admin Center |-f  Logoff Logoed in as

‘ Advanced Search
Search (filter): (sample: facility :local0 severity:warning)
[ search | [ Id like to feel sad | [ Reset search | [ Highlight >> |

Recent syslog messages |[> Select Exportformat v | &

Page 1 [Set auto reload: | [Auto reload d v |[Records per page: | [Preconfigurec v |[Pager: | [14 ¢4 b M
Facility Syslogtag e Message

Today 15:10:58 &Y parmon PP ymkim-A0756 ) NetworkManager[970]: &) <info> (wlan0): supplicant interface state: sssociating -> completed

Today 15:10:58 — SN ymKIm-AO756 @Y | o ner: Syllnq & [ 3085.019674] wiand: associated

Today 15:10:58 (Y wppn = ymklm-nmss@ — Syslog &) [ 3085.019637] wianD: RX AssocResp from 00:26:66:72:6d:2e (capab=0x1 status=0 ai ...

Today 15:10:58 vmklm-Aﬂ755 @ wpa_supplicant[1014]: Syslog Q wlan0: CTRL-EVENT-CONNECTED - Connection to 00:26:66:72:6d:2e completed (reauth ...

Today 15:10:58 3% [RSpETE ymkim-AO756 ) wpa_supplicant[1014]: Syslog ) wianD: Assoiated with DD:26:66:72:6d: 2e

Today 15:10:58 P ymkim-AO756 ) NetworkManager[870]: Syslog &) <info> (wlan0): supplicant interface state: authenticating -> assoriating

Today 15:10:58 (Y yproy SN ymkim-AO756 @Y | oo Sysiog &) [ 3089.014658] wian: associate with 00: 26:66:72:6d:2e (try 1/3)

Today 15:10:58 Y ymkim-AO756 &N . ____.. Sysiog ) [ 3089.012779] wianD: authenticated

http://jasonwilder.com/blog/2012/01/03/centralized-logging/ of| = Z|Zof| Y| = 545} )= centralized logging =
£ A5k Qi google trends 2 24 5] E AT} logstash 2] Q17]7F A 451 Qth

apache flume logstash Graylog2 + Add term
Search term Search term Search term
nterest over time v News headiines Forecast
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CHAPTER 8

nagios

RuUE o] Fololual 2=ttd, H2tal €2 4 31-&71? modbuse} syslog, nagios Ao A e] ©2 o]gd4]o]
o7t gt

2y SL|Eglo|2t

Elg

2

mod- | AAN LS| WIIrE Y5 /1402 Waste] BASHL, BT A5 AR AAZT
bus | AHghe wAsich

sys- | AAAZHONA TS o[HE A AZ AHoIA g erelareh

log

na- Aol A AAA LR A A o) 8= 271 AAALHEo A o] o EXF A A9 AH =
gios | HIGHE. v AH 5go] 1217 9w wle] A 94 v ds oz 0o} wAst, Asha

AR YT AL AL ol EE R

DLEY | dEo e
Eh=
modbus Y (AH T Ao A AolE By GAALH A SHS T FAD
syslog S (AN LH AN A= 20 HAA] )
nagios T (FAALHOA A JEHS AP £5 Y A Tz JHE pAlstAY 94
AM2EE A = s)
iosi= ZFehRt ool A AAIE S, &, @ UL 7HA] |2 9= 29dsial 9lof et &2 47 d7sh7] o1 9
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8.1 nagios 43|

Note: o] -2 http://askubuntu.com/questions/145518/how-do-i-install-nagios & 11 5}o] 24 = Qi ct.

ubuntuo]| 4] nagios 4 2| = 7FA5tt}. apache= o] 1| A x| E] o] Qlth= 7151 oteff &S =Ygl

$ sudo apt-get install -y nagios3

R e %]E—ﬂ.%% A 2 otk Ald WA o= 2 md dES ot postfix of gt 474
o]t}. postfixi= nagiosE AX[ot1L WIHS LA Tofl A2 D AL = gloB= o] Ao Fagt FE
otyztal & 4= QItt. “Postfix Configuration” ©] #2221 A ZFof| A o}gf|Q} o] Internet SiteE A EISH & OKE
g}
= )

Postfix Configuration
General type of mail configuration:

No configuration
Internet Site

Internet with smarthost
Satellite system

Local only

<Cancel>

ool es EHldl Y2 Bl
2 0 2= nagios Y shHof &S HY =

oA H QT vl E s o] 2191 & 5 9)

A2 E vt & Bk Ao A http://localhost/nagios3 & YHSIH 21921 o] L} 11 ofo|t] e} H[Y

H S E Q]S nagios ¥ SHHS E 4

nagios+= 7|-22] © & localhost®] load, @2} AHE-2E, H AT F3F 52 AAGHES AA43td-S 2Abs o= A/t

nagios 9 S} = vi7o A services & FEH ofeje} Zo] 7o g HAHH FEES = 7 UTHubuntu

13.04 37).
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N a io sn Current Network Status Host Status Totals Service Status Totals
g bﬁ:ﬁs:‘fﬁﬁ?x‘;g””“Km 203 Up Down Unreachable Pending Ok Warning Unknewn Critical Pending
— Nagios® Core™ 3.4.1 - wiw.nagios.org o | o RNl o |
Logged in as nagiosadmin All Problems Al Types All Probiems_Ail Types
Home
Documentation View History For all hosts
View Nolfications For All Hosls
Current Status View Host Status Detail For All Hosts i
Tactical Overview Service Status Details For All Hosts
Map
Hosts
Services Limit Results: | 100 ¥
Host Groups Host *# Service *# status #%  LastCheck *# Duration ##  Attempt ##  Status Information
Z:ir:muw ocahost (D Gurrent Load oK 2013-12.1813:13:23  0d20h 12m48s 144 OK - load average: 0.20, 0.17, 0.21
Service Groups Gurrent Users oK 2013-12-18 13:14:13  0d20h 1im58s 144 USERS OK - 2 users currently logged in
Summary Disk Space CRITICAL || 2013-12-18 13:10:03  0d 20h 11m Bs 44 DISK CRITICAL - frunjuserfymkim/guls is not accessible: Permission denied
Grid HTTP oK 2013-12-18 13:10:53  0d20n 10m 18s 114 HTTP OK: HTTP/1.1 200 OK - 454 bytes in 0.001 second response time
Problems SsH CRITIGAL | 2013-12-18 13:11:43  0d 207 8m 26s 44 Connection refused
Services Total Processes oK 2013-12-18 13:12:33 0d 20h 8m 38s 14 PROCS OK: 209 procssses
(Unhandied)
Hosls (Unhandled)
Network Qutages Results 1 - 6 of 6 Matching Services
Quick Search:
Reports
Availability
Trends
Alerts
Histary

Note: Disk Space@} SSHof| A A5t of & of] off 3} A= https://help.ubuntu.com/community/Nagios3 ] 4] Post Install
TasksE Z+115}2t

O|A| nagios AX|& 75t oz A& df|of 5H]Th, T3 of nagios®] 7] 7d o tht o] & stal H o] 71AL.

8.2 nagios core0j| CHst ZtCkst A TY

Note: ©] -2 David Dosephen®] Building a Monitoring Infrastructure with Nagios & Z115}o] ZHA ] Q] tt.

O

nagios ] A1 2o 77|90l U E ¥ =& 739 plugin o] AA| & 1} ‘”a(nouﬁcatmn)é Aot mad YTzt
#o]g} 4 I}, 2 Aol 4 nagios plugin®] 9212} 7-20] tal FoLE . nagiose] 27| E o] ool ot 17t
e

8.2.1 nagios plugin

plugin® exit TE=Z uHgkslo] plugin®] A ATE nagiosolA] A& 4 910w, exit LELE ofelel Z-& ojnlg
71—1_—_1—4-
A~ .

Code | Meaning
0 Ok
Warning
Critical
Unknown

W DN =

Note: Is

LU~ WHolk nagios plugini} TA3t WA © 2 exit codeS HISI5}H, echo $2 HWHo|=2
EEETRIEES!

S oy
1 Ll
% it

1k my

nagios plugin-- exit code O]ﬂoﬂl:-— AL RHgsto] Al JHE At Al &E 4 ek T2 oI A] plugin
o™, echoZo| M £ L& S5l exitie & o 2 exit codeS HFEGIct.
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#!/bin/sh
OUTPUT='ping -c5 8.8.8.8 | tail -n2'
if [ $? —-gt O ]

then
echo "CRITICAL!! $SOUTPUT"
exit 2
else
echo "OK! SOUTPUT"
exit 0
fi

nagios plugin®] <&t
3

2 T8 SR s 4 ek
e HostZ2H g 7}

BE 742t} (¢f, CPU 2 &, index.html)
* Host®] E% L}

7 Ay
olake] gl A < 5 9l
2740 2 7rks] AH8

AI}E exit codeZ HHEFSITH

@} o] nagios plugine =Yl FFolo] AL £ 4 JloB= HAE
9]
S

o},

u]
v}
25

Note: nagioso]| A= -2 4= 9] plugin2 A|-5o}al ¢It}. https://www.nagios-plugins.org/ & 115}t

479 8 2-20] a5 negiosts AT - Gltk. o] AL i 018
3 Floltt. 97 TAE S RUE L] 9514 sshe] 427 B ol
5 %2 cxamploorgl oo 518 B 1AL PN Ik o Ao R

$ ssh test@example.org "ls -CE"
build/ log/

o] W ojof A “Is -CF” E-2-& nagios plugin© 2 W H|5}'H ssh & 2} 2 nagios plugind} ZH-2

E
YA S A E(example.org)el] /usr/local/bin/load_checker.sh & Al ol ZE
g}, A| A" B3] Zro] 15 Jof71H Critical 2 75 2 A 7| = FEo|t}.

e e
ol

i)

filo

ol

ol

Y

rid,

L

=
g gels

#!/bin/bash

LOAD="uptime | awk '{print $12}'"

if (( $(bc <<< "SLOAD > 1") ))

then
echo "Critical! load on 'hostname' is SLOAD"
exit 2

else

echo "OK! Load on 'hostname' is S$SLOAD"

$ sudo chmod a+x /usr/local/bin/load_checker.sh
S load_checker.sh

OK! Load on 'hostname' is 0.15

$ echo $?

0

oA obe} YO YA T AES B

o
tlo
>,
o2l
>
my
>
%9
o
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$ ssh test@example.org /usr/local/bin/load_checker.sh
OK! Load on 'hostname' is 0.13

$ echo $?

0

919] ssh £-2 nagios©] plugin© 2 ¥H57] 913 oo} 2L ATPES A A ste] Aulo] A,

#!/bin/sh
#get the ouput from the remote load_checker script
OUTPUT="ssh test@example.org "/usr/local/bin/load_checker.sh""

#get the exit code

CODE=$?
echo ¢

exit S$SCODE

nagios A|H]o]) 9]x|3F 9] 3 == 9FH Sk nagios plugin© 2 U7 5 A E o] A AE] Halof tj3t S8l 21} exit TE2

wreigict.
o] UL nagiose] 49| €2 B EY Lol S 2 MRS, shitol 9Hlo) £ Aned 94 Aagow
2191 glo] ssh 1ol Hs ook gt ofo] Bal A AJulo]4] 2124 A5 72 & Fastet.

nagioso]| A= ssh& 0]-85}= HIH 0] 9] o] nagiosol| 4] 7]|¥$t NRPE (Nagios Remote Plugin Executor)E ©]-&3) ¢
AN AR BUE RS £ 4 ek AT L 24 Srobu AL, ol /14 o] A s nhrelel it gk

8.2.2 host 2} service

of} o1 cronsl] 526 £ 54 Az 0] Ao BT A4S ol AL WS 4 9l o] B-L iemp o]
A A] 57]& serverl © 2 H45fo] St ot e S-S Wh2] S A9 A7} ok ]
Hij= AT Eo|Tth

Mo
32,
i
fr s
=)
>
)
|
=
mO’
N
B>
f

$ ping -gqc 5 serverl || (echo "serverl is down" | mail dude@domain.org)

dsep s g 2y Mholela g 2 glck SR of ol oktlel SAL sit Belate quit
40t LTkt s, wUE e Au] et 91 Apol2] 2-9-Ho] wFo] WAIGNE A9, P A= 40719 F2
LS DAl B ek £ PS8 el ol U HASE Heldel et 2UHY Sod
Hat 1EWE dloF & 9ol T Aol ie] Hde] el AE] matE|o] HRE Wale At Ago] A7
Z01tk. nagiosi= U2 o] 2 £AE S| Fok= - AN, o] 7oA hosto} services] a2 4 SJsFAL.

hosti= QTE{Ulof] AAH AH|E 7F] 7|, service= host"ﬂ/ﬂ A&ots ALEQ o] &2 ou|gitt. 18 B 5f
1] ] o] T 5ff host=up/down ©] T A Bt Z2SEA| T, serviceo] o A+= o] 2] 7] ] A]H] A checkEo] Sl
% 9lck.

host ¢} service2] FLE-0] © @ 5t o] 8= o223} Zc}. host2 2] H o] E7155H A
HAES 33Ys1A] ¢ o, host7} up A e Ak, serviceo]]
o6} 2L AZTEE hostZh] EL servicetol = 47
parents A A] Z}(directive) S /\}—Q-O]-Oil A5}, EEPG Ql
pendency defintions) S ©]-8-5}0] l*-—EPG AsTtZE Aot

host 2} service 7' 2 & UEHY 7] o2 HUH Y e At o & 50f dishi o] mld AH|AE o= 51 ¢
L Mo} w S HAFohs A FHlE, AHEARS A WY B A5 o2 host@} services 0] 5ol S9F AH]
A8 sk A 5 E olet. ol H92 9l naglosoﬂ /1 host group} service groupo|2h= 7i'g-& A AR =
OP%J service group= 7+ 5H= hostE 3} services& Sh 2 FolA BT 4 Qe 7IHolH.

o
Eq
O
L m{n
=
00—"

nagios ¢ 3}H 2] Y& v ;5= HH “hosts” 2} “services”, “host groups”, “service groups”7} Q1 Th. nagios ¥ &85
wp A2 Bho] 2 8- Sol B o] Al Hel Al g A Kl £2 5 At} BE ofx] ofRal MA L 5hx) ¢}, localhost

of el 8%t Sof YA, of Fiol Lhe] B4 Bolo] F718 4 Qe 24t Wl 1] Hper,
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8.2.3 2AIET

2.
A Aol A HR, nagios= F7] 4 02 plugln 2 Y SHH A exit codeo]] Hol7} A wff AR-g2}

A Al =5
= o8k gt of 7| A4 2714 0 2 plugin onom o oW 7] 2 AP 2], 12| 1 exit code”} -1 5] FHATH
HESS w7} obu et 2 W 5ok HolkH gha lo}t A of ket A H Mebt Qe Ao & st AE A4 sk
HFAl-S A 7| E 3 (scheduling) o] A %] ] OPE}

0{( FIF

serviceo] o 112 host7} oL AJeo A RF ©Ju]& 2otk 22 2 QI Q) AFeel A hosto] e A &
serviceo] e pluginol 4 € (0°] obd exit LEZHE W wfolet S,

cronol A= WA HQl WAe} AJ7HS ol §5te] B4 2l SagTE S1AIT, nagiosol A pluginol 4 ATHES
§HYE w7} Z|chel AITHE el AAERE Saaey o] AHolH g T shA] Hol 9& 4 Ark.

A
* pluging Fh 3 A 7te]] +F L 5
Be

- Qa7 A7) 1p1ugin91¢

A

r

A A 2] 2 o tial], A Q1 e Al 2T = g3 A7kl pluging A= = QIZUAIT,
ot ZYEH P9 tH o] gotd = A A Ttol] AfstA] Fote Adgo] WA 4= Ut Al ofl A 3YskA] 23
= 735 ta 2AEE 2 A9 A L H A HJoloF T AEE VLR O tg 2AE T Al plugine
Ahst7] flsl Al =gt
A Ao s EYTY = Zﬂ o & At ed7bA dele ARte] Aojd & St v -2 F
A 7-¢-ofl s & s =i 3
Service check Rather than using the
completes; Nagios normal check interval
uses normal check Uh-oh, the check that would result in
Nagios schedules interval to schedule took a long time to the check being
the first service check. next check. execute. scheduled in the past,

Nagios reschedules the
plugin a short time later.

Time Line .\_) - >

Check

Execution

Time

-~30 sec)
“Normal check interval”-2 A A5} of| A A A= 3O 2 exit ZE 0(OK)S HHeler A Q-0 AA|EH 7|2 1A-&
oJm]gitt. exit ZE O ‘?l,i_}o] 02 A Qo= “Normal check interval™2 F-A]5}10 El]-%}ti ‘:”'0 ZA] 30
plugin®] £=34-& A| gt}
“Normal check interval” @] Wt =)= 7| \§ © 2 “retry check interval”ol ZA3t}. 0 Olﬂ/] exit T EE HISHSE 49
g Q77 A& EH=RE HASH] $18F 7HA o]tk A8l %] 314+ (max check attempts) 3+ plugin A 3?—,—7} 2]

=
2 75 Aol A v L& 5. “Max check attempts”ofl = 2| 2 0] @ 75 AR A 2ot
“max check attempts” S 12 A A5HH, YA = §lo] v} = notification & TAJAIZICE

71
ofgll 1L “Max check attempts”& 30 2 A3t FHH oA plugin A @ = FFA] check interval?] HSI=
Uperict,
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Service check returns
‘Warning'’ status. After
checking to make sure
the host is available,

Nagios places the service Satisfied that the problem

in a soft warning state persists, Nagios places the

and uses the retry check  The plugin returns service in a hard warning
Nagios schedules interval to schedule the warning after two state, notifies the contacts,
the first service check. next check. retries (3 total checks). and goes back to the normal

check interval.

\

Time Line - - - —0 —0 —>

\/W\/

Normal Check  Retry Check
Interval (60 sec) Interval (40 sec)

PA] e (retry) O] SA A= oF2] ATt FEIHSE AAsHA] =Tt o] AHlE soft states 2tal WoH,
0] soft error states @} soft recovery states & UsS ot dAE 4 Q= vie} o] OKAY
oA 1 o] Qo] A2 HSl5l= AASS soft error states Z}1l 519, B Q] H Q= soft recovery
states 2}l ottt A7 & A 5™ hard states gt B E2r}

8.2.4 22! (Notification)
ojt| A o] o] A E <l postfixe] et 474-& vk ttH, hard states = §8}7} HAYSH= Al ol nagios= AH5 0 &
IY S Bt
SFelel] gt WA A9 UskRl o] “Tactical Overview ol 4] SFelsh 4+ glck. ez} PaAgt BAMAA G4
AEE A5 Aot
or9 9] el plugin®] exit TE9} v]%5 Sokm] cheh hosts) service 2F2te] &FY el ofef Het 2ok
Host States Service States
Unreachable (u) | Unknown (u)
Down (d) Critical (c)
Recovered (r) Warning (w)
Flapping (f) Recovered (r)
Flapping (f)
A= nagios 1% B el Bass o 298 we 298

ol O_u
R
:\.9
19 b
ojx
=2
o)

ot 4~ QAT Flapping2 A el ¥
2 5

o]
s} RIASHA AT o) Bhehel e A ) A Z Lhehdlc.

8.2.5 External commands

Note: o] 2] Y-&-L& http://nagios.sourceforge.net/docs/3_0/extcommands.html 2 ZF115Fo] 2451 T

nagios+= 7|22 O 2 nagioso| A FHo]E HYot= FEES 7HA 1L -SHS ot RYEH-S 43Pt} ohA|E,
olg|gh F7]4 <}l HfAlo] opd ﬂ—roﬂ/ﬂ HPARSE 7HA 2 Q1 oI EE-& A 2|ot7] 915 WS Al gich o5 o
(external command)o] = cgi H o] E L T SHE T}
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otg] 13-g HW, 9 HFo|oA External Command File o] Ai}E 7|Z351H nagios®] External

|
Command Logic o4 #7402 o] 2312 ¢jo] mE| %< 4ot

Nagios
Process

External
Applications

External Command Fileo][&= o}2o} 22 0] 725t} 924 7S o] 7hsaof sz o sele] A 4%
2 /1% 7P502 o Ho} gt

[time] command_id; command_arguments

Qo A time2 unix 2] timestamp= ubuntuo A= date "+%s" HHo| 2 A9 timestampE 2 5 Ut

passive checks= 9] J F 0] 9] 7t P = of e} 2 FAS Zhet

[<timestamp>] PROCESS_SERVICE_CHECK_RESULT; <host_name>; <svc_description>; <return_code>
—;<plugin_output>

7] 4] PROCESS_SERVICE_CHECK_RESULT += command_id ©]™, ©]% 9] U4 Z] Z}-5-2 command_arguments
of s o}

8.2.6 Event handler

rr

Event handler= hostU} service 2] A el| 7} ¥ 5} st uf] A3 5] = i & o] o] t}. Event handlerS ©]-25}H, A7} H5}
olMlENiT oluiT S £y S AR 5
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8.2.7 Performance data

nagiosof A= o] o] A AWM= exit code?} FEIHHE Ut = £4FE -2 vreketttar A5t ofof 5
7}A ¢l &4 © 2 performance dataS HF3Fe 4= QJth check_ping plugin¢l-& 7| &0 2 ofgfje} Zro] &8l o] AL |
0]5.9] ZF=0] performance data®]t}.

PING ok - Packet loss = 0%, RTA = 0.80 ms | percent_packet_loss=0, rta=0.80

performance dataZ 2| 2]5}o] g0 g Q] A|Ztg}of| AF-&S 4= 9l

Note: T ZPA|SH A R E A3TCHH hitp:/nagios.sourceforge.net/docs/3_0/perfdata.html -2 &1 5}=}.

8.3 nagios 4%

nagios©] 44 51217} plugin'So] $17]5 F-& ofeje} ey,

Location File types

/etc/nagios3/ contains configuration files for the operation of the nagios daemon, CGI files, hosts, etc.
/etc/nagios-plugins/ houses configuration files for the service checks.

/etc/nagios/ on the remote host contains the nagios-nrpe-server configuration files.
/usr/lib/nagios/plugins/ | where the check binaries are stored. To see the options of a check use the -h option.

Note: 9] F o] Y-&-2 https://help.ubuntu.com/13.04/serverguide/nagios.html & 211 5}o] 23 5F4 T

7142 0 2 nagios®] AASIA-L /etc/nagios3/nagios.cfg@} object A3t 7t Z25HH F2ho] 755ttt of
©| 7% objecto] Eflof mzh EI o A etd R |5t HAGSIAIT, o] & BT A Shte] st = A

T} object5> ot ol 2o AUt
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Object | Description Recommended
Name Filename
timepe- | This is the defined block of time that other objects use to determine their opera- | timeperiods.cfg
riod tional hours and blackout periods.
com- Command definitions map macros to external programs. Other objects use com- | misccom-
mand mands for many things, such as sending notifications and running service checks. | mands.cfg  and
checkcom-
mands.cfg
contact | This defines a notification target, which is usually a human being. contacts.cfg
contact- | Contacts are organized into groups called contactgroups. Objects that send noti- | contactgroups.cfg
group fications always reference contactgroups and never individual contacts. A contact
can be a member of any number of groups.
host Hosts are physical entities (or the virtual representation of physical entities if you | hosts.cfg
use virtualizations, such as Xen or VMware), such as servers, routers, or tape
drives.
service | Hosts provide one or more services. For a web server, httpd or IIS would be a | services.cfg
service. The majority of Nagios configuration is made up of service definitions.
host- Hosts may belong to any number of user-defined hostgroups. Names and method- | hostgroups.cfg
group ology are up to you, for example: servers-with- blue-LEDs or routers-my-boss-
refuses-to-upgrade.
service- | Like hosts, services may belong to any number of user-defined groups. Service- | servicegroups.cfg
group groups are a feature unique to Nagios 2.0 and above.
host- Dependencies filter out checks and notifications for objects, based on the status | dependencies.cfg
depen- of other objects. Be sure you read and understand the section, “Servicegroups,”
dency before using these.
ser- This works the same way the hostdependency does. dependencies.cfg
vicede-
pen-
dency
hostex- | Extendedinfo objects map titles and graphics to host and service objects for the | hostextinfo.cfg
tended- | Web interface. These definitions are entirely optional and cosmetic in nature.
info
ser- This works the same way the hostextendedinfo does. serviceextinfo.cfg
viceex-
tended-
info

Note:

ubuntu®] 73-¢- 919] 3Fof FAIH FH 3k o]
letc/nagios3/conf.d/localhost_nagios2.cfg 3t Ujof] 7]& & o] 9lom, HtEA] st 3tdS &

0 7 7]&dl=2] A H 2} nagios.cfg= /etc/nagios3 ofglof] ¢ 2] gt

£ 28 mEX] ¢=rt host®} service object®] -,
o] objectS o] 1}

Al

nagios.cfg=
¥ 75} 17 nagios.cfge]] HA =

AFE St o] FeBR thE o5 MAT 5

giTt. SFA|RE, L 2] object 27 SFES2 olF

tlo

o] 2t nagios.cfg®} FAFRE R4

SH

% Shol o] Th4] objects

=7leg s

oh:]-_

AR
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define object{

variable value (s)
variable value (s)
variable value (s)
}
example)

#A comment about myHost
define host/{

host_name myHost

alias My Favorite Host
address 192.168.1.254
parents myotherhost
check_command check-host-alive
max_check_attempts 5

contact_groups admins
notification_interval 30
notification_period 24x7
notification_options d,u, r

8.3.1 nagios.cfg

nagios.cfg 3}4-2 nagios Hl2 152 5] Ht=A] " Qs 31U 2 ubuntuof| A 7| A O 2 A|F5H= 2}01 oA
0] the} 245 51 Hrh F2 AASHE 8-S S 5 7142 object ARSAS o] 912]E A AL P H
check_external_commands Z] A] Z}(directive) 2] W-8-2 73 e wfjo]tt. object A ASIA 9] Q2] & HA o]—— Z| AR}
+ 7 3td o] YA E A5t cfg_file 2 A2}, EH O}EH cfg2 = o] 5 2= BE 7Y-S object A7
st g QA5)= cfg_dir A A|AHE AFES 4= @It} ubuntuo A= /etc/nagios3/conf.d & cfg_diro] A3 OH

Ahggtet.

jis]

cfg_dir=/etc/nagios3/conf.d

# You can specify individual object config files as shown below:
#cfg_file=/etc/nagios3/objects/commands.cfg

#cfg file=/etc/nagios3/objects/contacts.cfg
#cfg_file=/etc/nagios3/objects/timeperiods.cfqg
#cfg_file=/etc/nagios3/objects/templates.cfyg

nagioso| A ¢ A1l 7FA 2L AAFSHE W4 o] ofd, @]5tof A EAR o] EE nagiosoll Al €2]7] fIsi A= <1
78 & ©](external command)o]| Hj3t AA} 7He st & SfjoF @t o] & fls that 2ol A& M sfjof girt.

check_external_commands=1

=02 F Q3 A AES (teFo] AT E 1A} e} ZF A st o o offd 2| A|2Fe] o] & ARt F40] 9lo
Y ztasl] ke
[Global enabler]
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Name Description

execute_service_checks | Setting this to O turns off service checks program-wide. Defaults to 1 (on).

ac- Setting this to O turns off passive service checks. Defaults to 1 (on).
cept_passive_service_checks

execute_host_checks This enables/disables host checks. Defaults to 1 (on).

ac- This enables/disables checks of hosts. Defaults to 1 (on).
cept_passive_host_checks|

enable_notifications This setting controls whether Nagios will send notifications. Defaults to 1 (on).
enable_event_handlers Event handlers may be globally enabled or disabled.

pro- This determines whether Nagios will check for and handle performance data from plu-
cess_performance_data | gins. Defaults to O (off).

[Global time-out values]

Objective Name Description

ser- The length of time Nagios waits for a service check plugin to return its status. Defaults to
vice_check_timeout | 60 seconds.

host_check_timeout | The length of time Nagios waits for a host check plugin to return its status. Defaults to 60

seconds.
event_handler_timeout The length of time Nagios waits for an event handler to finish execution. Defaults to 30
seconds.
notification_timeout | The length of time Nagios allows a notification command to run. Defaults to 30 seconds
perfdata_timeout The length of time Nagios allows a perfdata handler to run. Defaults to 5 seconds.

478 0] ofe] W0 nagiosE A eksto] WMAH A5 S AL,

$ sudo service nagios3 restart

8.3.2 Templetes
8.4 email notification

/etc/nagios3/conf.d/contacts_nagios2.cfqg oA
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Visualization

9.1 rrd
9.2 d3.js

9.3 jarmon
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