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SSO - TexHosorHst €IMHOTO BXOJIa B KOMILIEKC npuiaoxkernii (Single Sign-On) MOKeT peasn30BbIBATHCS Pa3-
JugHBIMI criocobamu. O n3 Hux - crenudukamus SAML 2.0.

3a ocHoBy Obuta B3gaTa peanusanus [1] cepsuc nposaiinepa SAML 2 mia Django (koTopas B ¢BOIO ouepejib
ABJISIETCS HACJIEJHUKOM JIPYToil peanusarnuu [2]).

Conepxkanue:

Ornasnexwne


http://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D0%B8%D1%8F_%D0%B5%D0%B4%D0%B8%D0%BD%D0%BE%D0%B3%D0%BE_%D0%B2%D1%85%D0%BE%D0%B4%D0%B0
http://en.wikipedia.org/wiki/Single_sign-on
https://docs.google.com/document/d/1l7yDf87qYXQZyJpiiSwH0fKjv7XJNyz9GtftixjpbI4/view
https://github.com/easel/django-saml2-sp
https://code.google.com/p/django-saml2-sp/
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2 Ornasnexnne



FnhaBa 1

Onucanwne

1.1 HasHaueHwue

Monysne SSOSP npenuasnaden st 6ostee mpocroii marerpanuu 5SSO B BeO-npuiiokenust Ha Django 1o crernu-
dukaruu SAML. Peanusyercs dbyHKIuoOHA TT0CcTaBIIUKa Yeayr (SP) 1Mo B3anMogeificTBUIO ¢ MOCTABIIUKOM
nnentndukaiun (IdP) nis obecnedennst TexHOJIOrMN eauHOro Bxoma u Bbixoma (SSO). IMomnep:kusaercs
SAML ¢ uudpoBoii NOAIUCHIO COOOIIEHMHA.

B kadecrBe nporokosia B3anMoeicTBus ucmojb3yercs crenudukarus SAML Bepcun 2.0.

ITpumeuanune: TepmunoOTHS

SSO - Texnosorust eIMHOrO BXO/a B KOMILIEKC puiioxkenuii (Single Sign-On ).

SAML - f3pik pasmeTKn TOATBEPKIeHNs Ge3onmacHocTn (Security Assertion Markup Language) ucmomnb3y-
eTcsi Jijisl 00ecIIeYeHns CKBO3HOMN ayTeHTH(hUKAIMY TIpU paboTe yepes Gpaysep.

SP - Tlocrasmuk yeayr (Service provider B repmumnax SAML), 3aInuieHHblii cepBUC TPEIOCTABIIAIOMIAT
pecypcbl. OOBIYHO, 3TO BEO-IIPUIOKEHUE WU BeO-CEPBUCHI.

IdP - TTocrasmuk unentuduxanuu (Identity provider B repmunax SAML), BbIIOJIHSAIOMMI ay TEHTUIUKALIUIO
[TOJIb30BATEJIs], 3AIIPOIIEHHYIO IOCTABIIUKOM YCJIYT.

ACS - Cepsuc obpaborku yreepxkaennii (Assertion Consumer Service B Tepmunax SAML) wa cropone mo-
CTABIIUKA, YCJIYT, MOy YOI 3aIIPOChl CO CTOPOHBI TIOCTABIUKA UJICHTU(DUKAIIIN.

Single Logout - nogpazymeBaer Fdunii 6vixod 3 MPUIOKEHNUi, B KOTOPBIE BOIIE TOJIb30BaTe/ b Yepe3 IdP.
T.e. mpu BBIXOJIe U3 OJHOIO IMPUJIOYKEHNUsI, ABTOMATUIECKU IIPOUCXO/IUT BBIXOJT U3 OCTAJIbHBIX.

Cortacuo cnenudurainuu SAML, SP obpamaercst K [dP jyist ayreHTH(DUKAIMT TOH30BaTE s, 00paTUBIIE-
rocsg K SP ¢ KaKuM-J1100 3aIIpOCOM.

IIpumepHbIe cxeMa B3aUMOJEHCTBUS MeXK 1y ydacTHuKamu 1o crerudukarmmn SAML na npumepe eauHOro
BXO/1a:

Monyns peanusyer dyukuuonans SP u ACS. CoriacHo cxeme Bbilie, peaynusyiorcs rmaru Ne2, Ne3| Ne7. ITlaru
Ne8 u NeQ peasiuzyroTcst HEITOCPECTBEHHO MIPUJIOYKEHUEM, B KOTOPOE BCTPAUBAETCSI TAHHBINA MOJYJIb.

JomosHuTeIbHO, pean3yercs Mexanu3M Single Logout, KOTOPBIH IIPU BBIXOJIE MOJIB30BATEJIs TO3BOJISIET OCY-
[IECTBUTH KOPPEKTHBII BBIXOJ, U3 BCEeX IIPUJIOKEHUH, B KOTOPbIE OH 3aXO/UI.

B srom B3ammogeiictBun Moysib peasusyer marum Ne2, Ne3, Ne7 p Ne9.



http://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D0%B8%D1%8F_%D0%B5%D0%B4%D0%B8%D0%BD%D0%BE%D0%B3%D0%BE_%D0%B2%D1%85%D0%BE%D0%B4%D0%B0
http://en.wikipedia.org/wiki/Single_sign-on
http://en.wikipedia.org/wiki/Security_Assertion_Markup_Language
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1.2 CrpykTypa

Moayab COmEepKUT PeaTH3aIinio 00padOTINKOB:
e Bxoma B npusioxkenne
e Brixona 3 mpuiozKeHust
e Cepsuca o6paborku yreepxkiaenuit (ACS)

Pa6ora ¢ SAML peanuzoBana 4epe3 kjaccbl SAML-3anpocos: AuthRequest, LogoutRequest. I SAML-
orBeroB: AuthResponse, LogoutResponse.

Tlonnepxka mexanmsma Single Logout Tpebyer xpaHenusi coorBercTBust Django-ceccun u ceccum Ha [dP,
9T00BI TTpH 3aBepIneHnn ceccun IdP 3aKpbIBaTh COOTBETCTBYONIYIO Django-ceccuio. XpaHeHHe COOTBETCTBUS
ceccuii pean30BaHO Yepe3 MeXaHn3M BKJIIOUEHHUsT HeoOX0IuMOoro 0akeH a. B Moayib BXoaaT 2 Buma 09KeH 1.

e Xpanenne coorsercrsust B B/l (momesns SSOSession).

e XpaHeHre cOOTBETCTBUS B K31re Django.

6 Fnasa 1. Onucanune



FnhaBa 2

YcTaHoBka

Monyns SSOSP noakiogaercs kak mpusoxkenne Django. [lognepxusaerca Django Bepcun 1.3 u crapire.

g dyurnuonnposanust, Moaytio SSOSP tpebyercst ycraHOBKa, JIOTIOJTHATEIHHBIX OUOIIOTEK.

2.1 Heobxognmblie 6ubnnorekn

e Ixml >= 3.0
e rsa >= 3.1.2
e xmldsig == 1.0.0
VIx MOXKHO yCTAHOBUTH OJTHON KOMAH/IOI:

pip install 1xml rsa xmldsig -i https://<PyPi_cepBep_BAPC_I'pym>
Tlonkmouenne PyPi cepBepa meobxomumo urs makera xmldsig.

2.2 WNcnonb3ysa pip

YcTaHOBHUTE TAKET SSOSP M3 PENO3UTOPHUA MakeToB Kommnanuu BAPC Ipyn

pip install ssosp -i https://<PyPi_cepBep_BAPC_TI'pym>

B sToMm caydae OyayT yCcTAHOBIETHI TaKKe BCe HEOOXOINMbIE TTAKETHI.

TeHepb MO2KHO IIPDUCTYIIATh K HaCTpOIu/IKe DjallgO—HpI/IIIO)KeHI/I}I.

2.3 CkauaTb apxuB

CxkauaiiTe u pacnakyiite apxus mMoiyJist https: //bitbucket.org/barsgroup /ssosp/downloads

2.4 Ncnonb3ysa Mercurial

KJIOHI/IpyfITe I/ICXO,HHI;II'?’I KO/ MOJYJIsI U3 PEIIO3UTOPULA



https://bitbucket.org/barsgroup/ssosp/downloads
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hg clone https://bitbucket.org/barsgroup/ssosp

2.5 YcraHoBka n3 kaTtanora

YcranoBka

python setup.py install

2.6 Hactpoiika

OcHOBHAasT HACTPOHKa MOJYJIsI OCYIIECTBISETCA B settings.py nmputoxkenust. B HeM Ha0 cO31aTh CI0BApUK
napmerpoB Hacrpoiiku SSO_ CONFIG.

IIpumep 3amosHeHus cjIoBapsi HACTPOIKU:

SSO_CONFIG = {

}

’idp’: ’https://localhost:9443/samlsso’, # adpec Identity Provider
’issuer’: ’saml2.demo2’, # kod ceasu mexdy IdP u SP

’acs’: ’http://localhost:9000/sso/acs/’, # adpec cepsuca ACS

’index’: 21906473741,

’session_map’: ’ssosp.backends.cache’, # 6skend coomeemcmsus ceccul
’get_user’: ’demo2.views.get_or_create_user’, # noayvenue noabzoeameas

ITapameTpnbl HACTPOIKMI:

e idp - aapec IdP. menHo Ha 3TOT agpec OyayTt ornpaBiasaTrbcsa SAML-3anpocsr.

Oo6si3aTenbHBI TapaMeTp

issuer - KOO MPUJIO>KEeHUs, IO, KOTOPBIM OHO 3apeructpupoBano B IdP. O6s3aTeabHbIH
napamMerp

acs - agpec cepsuca ACS. 1ot aapec goJikeH ObITh 3aperucrpupoBat B IdP gnsa  sroro
MPIJIOKEHUsST U TaKxke ykasbiBaercss B SAML-3ampocax. VmMenno mo sTomy ajpecy OyayT mpu-
xomutr SAML-3anpocer ot [dP B mpwioikKeHre U MPOUCXOIUTH PEAUPEKT. T.e. 3T0 JI0/IKeH ObIThH
pHemHui agpec! OGsi3aTeIbLHBINA ITapaMeTp

index - kox HaGopa arpubyros (Claims), nepegaBaeMbIX IpU ayTeHTHDUKAIUN
nosb3oBaresiss Ha [dP. Ilpu u3menenwn nHabopa IepemaBaeMbix arpuOyToB Ha I[dP u3MeHs-
ercst U 3TOT KoJI. Ilo-yMosraannio, 3TOT HapaMeTp OTCYTCTBYET U aTPUOYTHI He II€PEeTalOTCs.

session map - myTh K G3KeHy, OTBEYalOIlIeMy 3a XpaHeHue cooTBercTBuii django-ceccunm u
ceccun Ha IdP. B cocras SSOSP Bxomar 2 63kenga:

— ‘ssosp.backends.db’ - xpanenue B BJI (Momesns SSOSession)
— ‘ssosp.backends.cache’ - xpanenune B kamre django

3uadenne mo-yMmodanuio: ‘ssosp.backends.db’.

o get_user - IIyTb K (byHKI_II/II/I IIOMCKa II10JIb30BaTeJisd B IIPDUJIO2KEeHUU, I10 IIepeJaHHbIM

nanebiM u3 IdP (nepematorcst userid m cmmcok claims). Ha Bbixome dyHKImu JN0iKeH OBITH
COOTBETCTBYOINY 1M0oJIb30BaTes b django, mubo None, eciiu He Hanuiu. Keim mapaMeTp He yKa3aH,
TO TOJIL30BATENb UIETCI B MOJe u User 1Mo COOTBETCTBHUIO username = userid.

Fnasa 2. YcraHoBka
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e login - myTh K DYHKIUU BXOJa IOJb30BaTe s B IIpuiioxkeHne. B dyHKImio nepegaercsa
request u user. DTOT MapaMerp IpeHA3HAYMEH [T 00PabOTKHU BXOJa B IIPUJIOYKEHUE.

ITo-ymouraanuio, ucnosbsyercs dyHKIws login u3 Moyist django.contrib.auth.

logout - nyTh K (pyHKIIMU BBIXOZA IOJbL30BATENS U3 IIpujoxKeHus. B dyHkImio
nepejaeTcs request. DToT mapamerp mpeaHasHadeH st 00pabOTKU BBIXO/A U3 MPUJIOYKEHUS.

Tlo-ymosruannio, ucnosib3yercs MYHKIWS logout w3 Moysist django.contrib. auth.

e zipped - JorudyeckKuii mapaMeTp, ONpPeaeJadIoNuil, HEOOXOANMOTh PAaCMaKOBKU JaHHBIX
upu nosrydernun SAMI-coobmenuit. (IIpeapiaymuit Bepcun WSOZ2IS orupapiisiii 3ampochl ¢
YIIAKOBKOI - Telepb Her)

Suaduenune no-ymosrdanuio: False.

e signing - Jiormvyeckuii mapamerp, olpeaessaoIinii, He06X0AMMOCTh MU(POBOI MTOAITUCH
SAML-coobrennii 1 MpoBepKU KOPPEKTHOCTHU Tojnucu mocrynaonux SAMIL-coobrennii.

Ha TeKyH_II/Iﬁ MOMEHT IIOJAIINCBhbIBaHUEe pa60TaeT He KOPPEKTHO.

Buadenune no-ymosdanuio: False.

public key - crpoka myGauuHOro Kiaroda AJis npoBepku mnudposoit mognucu SAML-
coobmrennii. Vcnosb3yercss COBMECTHO € TApaMeTpPOM Signing.

3uadenue no-ymoraanuio: None.

2.6. Hacrpoiika 9
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demo npoekT

BricTpenbko HanmimeM JeMOHCTPAIMOHHBIN ITPOEKT U IIPOBEPUM €ro paboTy.

st TpOBEpKY MPUJIOXKEHNS BO3bMeM, HampuMep, becratubiit I[dP WSO2 Identity Server.

3.1 PasBopauuBaem WSO?2 Identity Server

1. CkaumBaem jpuctpubyTus https://svn.wso2.org/repos/wso2/people/dulanja/scratch /wso2is-4.6.0.zip
2. PacnaxosbsiBaeMm wso02is-4.6.0.zip B nanky wso2is-4.6.0

3. Bamyckaem WSO2IS

/wso02is-4.6.0/bin/wso2server.sh (mmu *bat* gna Windows)

4. Baxomum B WSO2IS https://localhost:9443 /carbon/ (mosb3osarens admin napoab admin)
5. Co3maauM HOBOI'O II0JIL30BATEJIS.
Unem Home > Configure > Users and Roles > Users > Add New User
Coznaaum mojb3oBaresiss demo ¢ mapoJeM demol23.
6. JlobaBuM IIpaBO BXOJA JIJISI [TOJIH30BATEJIS.
Unem Home > Configure > Users and Roles > Roles
Penakrupyem npasa (Permission) auist poiu Internal/everyone.
7. Baperucrpupyem HOBbIii Service Provider (koTopsrii Hammiem 4y Th 03%Ke).
Upgem Main > Manage > SAML SSO > Register New Service Provider
CozajiuM MoCTABIIUKA YCIIYT:

Issuer: saml2.demo

Assertion Consumer URL: http://127.0.0.1:8000/sso/acs/

3.2 lNMuwem npunoxxeHune

1. HO,Z(I‘OT&BJIHB&CM BUPTYaJIbHOE OKPY2KEHUA JJId IMTPUJIOKECHUA:

11


http://wso2.com/products/identity-server/
https://svn.wso2.org/repos/wso2/people/dulanja/scratch/wso2is-4.6.0.zip
https://localhost:9443/carbon/
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Home = Configure = Users and Roles = Roles = Permissions

Permissions of the Role : Internal/everyone

Sd Expand all &4 Collapse all

—.[7] All Permissions
=[] Admin Permissions
=) Configure
..... O Configure Data Sources
—|.[] Security
—.[) Identity Management
..... O Password Management
..... [ Profile Management

..... O Identity Provisioning

..... O User Management

_D Add
L [ Services

..... O Webapps

Puc. 3.1: BeicraBum npaso Login

12 Fnasa 3. [Odemo npoekT
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Home = Manage = SAMLSS0 = SAML S50 Configuration
Register New Service Provider

New Service Provider

Issuer * |sam|2_demc
Assertion Consumer URL * |hﬂp:ﬂ12?.0.0.1:&000!550facs!
NamelD format Ium:oasis:names:lc:SAML:1 .1 nameid-form

L) use fully qualified username in the NamelID

) Define Claim Uri for NamelD

| hitpiwso2 org/claimsiotherphone L

[} Enable Response Signing
[} Enable Assertion Signing

[ Enable Signature Validation in Authentication Requests and Logout Requests

Certificate Alias [ wso2carbon.cert v

[ Enable Single Logout

Custom Logout URL |

[] Enable Attribute Profile

Claim | hitp:fwso2 org/claimsiotherphone r | Add Claim

O mndlude Attributes in the Response Always

) Enable Audience Restriction

Audience Add Audience

Register| |Clear

3.2. Muwem npunoxexue 13
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mkdir ssospdemo

cd ssospdemo

virtualenv --no-site-packages ./venv

source ./venv/bin/activate

pip install 1lxml rsa xmldsig django ssosp -i http://pypi.bars-open.ru/simple

2. CozmgaeM mpOEKT:

django-admin.py startproject demo

3. B settings.py jobasiisiem 6J10K HacTpoiiku SSO:

SSO_CONFIG = {
’idp’: ’https://localhost:9443/samlsso’, # adpec Identity Provider
’issuer’: ’saml2.demo’, # kod ceasu mexdy IdP u SP
’acs’: ’http://127.0.0.1:8000/sso/acs/’, # adpec cepsuca ACS
’session_map’: ’ssosp.backends.cache’, # 6skend coomeemcmeus ceccull
’get_user’: ’demo.views.get_or_create_user’, # noayuenue noabzoeameas

}

Takzke B INSTALLED APPS no6asisieMm namt MOIysIb ‘SSosp’:

INSTALLED_APPS = (
’django.contrib.auth’,
’django.contrib.contenttypes’,
’django.contrib.sessions’,
’django.contrib.sites’,
’django.contrib.messages’,
’django.contrib.staticfiles’,
’ssosp’,

VKasblBaeM KaKylo-HUOYIb 6a3y JAaHHBIX JIJI IPOEKTa:

DATABASES = {
‘default’: {
’ENGINE’: ’django.db.backends.sqlite3’,
’NAME’: ’demo’,

}

1 ykaxkem rie uckarTh MabJIOHBI TPUIOKEHUS:

import os
PROJECT_ROOT = os.getcwd()

TEMPLATE_DIRS = (
’ /s /templates’ 7 PROJECT_ROOT,

B mekoropbix ciydasx moxker ObITh nogkiioden CsrfViewMiddleware - miist gjeMo TPUIOXKEHUS €ro Hao
OTKJIIOUUTD.

MIDDLEWARE_CLASSES = (
’django.middleware.common.CommonMiddleware’,
’django.contrib.sessions.middleware.SessionMiddleware’,

14 Fnasa 3. [Odemo npoekT
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#’django.middleware.csrf.CsrflViewliddleware’,
’django.contrib.auth.middleware.AuthenticationMiddleware’,
’django.contrib.messages.middleware.MessageMiddleware’,

4. Cosnmaem daitn view.py, B KoTopoM 6ysier dbyHKIMs oTo6paskeHns riasHoii crparuipt (default) n meros

[IOUCKA [TOJIb30BATEIA 10 IepeJaHHbIM arpubyTaM (get or_create_user).

Oyukius get  or_creale_ user WIIET HOJb30BaTes 110 epejganHoMy ot IdP userid u ecsin He HAXOUT,

TO CO3Ja€T HOBOI'O IIOJIB30BaTEJIA.

#coding:utf-8

from django.shortcuts import render_to_response
from django.contrib.auth.models import User
from django.conf import settings

def default(request):

tv = {
’user’: request.user,

}

return render_to_response(’default.html’, tv)

def get_or_create_user(userid, attributes):

try:

user = User.objects.get(username=userid)
except User.DoesNotExist:

user = User.objects.create_user(userid, userid)
# eosbMeM nepeuvili nonasuwulica 63kerd
user.backend = settings.AUTHENTICATION_BACKENDS[0]
return user

5. B url.py mobasisiem ccpuiku Ha SSO u IVIaBHYIO CTPAHUILY:

from views import default

urlpatterns = patterns(’’,

url(r’~sso/’, include(’ssosp.urls’)),
url(r’~’, default, name='"default"),

6. B manke ‘templates’ cozmaem daiin mabsona rrasHoit crpanuns default.html:

<html>

<head><title>Django SAML 2.0 SP</title></head>

<body>

{% if not user.username %}

I don’t recognize you! Please login:<br />

<a href="{J, url login %}7next={J, url default %}">Login</a>
{) else %}

Welcome, {{ user.username }}!<br />

<hr>

<a href="{J, url logout %2}?next={) url default J}">Logout</a>
{/ endif %}

</body>

ITpumeuanue: ns Django 1.5 u crapiie, B Tare url cieayer yKasbBaTh UMsl QYHKIMU B KaBbIuKax: {%

url ‘login’ %}

3.2. Muwem npunoxexHne
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7. CozgaeM 6a3y u 3alrycKaeM IpUMep:

cd demo
python manage.py syncdb

python manage.py runserver

3.3 lNpoBepsiem

OTkpbIBaeM cTpaHuIly npuioxkenus http://127.0.0.1:8000

'I_'I Django SAML 2.0 SP :-:-

4 € | [4 127.0.0.1

I don't recognize you! Please login:
Login

u HaxKuMaeM Ha Login Jjis BXO/a B HAIlle ITPUJIOYKEHUE.
IIpouzoiiner pemupekt Ha anpec IdP, KoTopblit MbI yKa3aaun B HacTpoiikax https://localhost:9443 /samlsso
Tak xkax MbI erie He aBropu3oBanbl, T0 WSOZ2IS 3anpocut y HAC UM TIOJIB30BATENS U TAPOJIb.

TTocae ycremuoit ayrearudurauu, WSO2IS penupekTuT Hac oOpaTHO B Hallle rpuyioxkenue Ha ajapec ACS,
rjie IpUIoXKeHne 06pabaThIBACT PE3YJILTATHI &y TEHTU(DUKAIIMA U OCYIIECTBIISIET BXO/I.

DTO MPOUCXOIUT JOCTATOIHO OBICTPO, MOITOMY MOXKHO HE 3aMETUTh KAaK IIPOMEIbKHET 9Ta CTPAHUIIA!
Bcé! Teneps Hallle npuIoyKEHUE YCIIENIHO IIyCTUJIO HAC.
Temnepsb BBIXOIUM M3 TPUJIOKeHUs HaxKaB Logout.

Ilocsie cepun peIMPeKTOB MBI BO3BpAIAEMCH K MEPBOHAYAIHEHOMY COCTOSHUIO.
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4 & | (3 beers://localhost

Identity Server

Usermame: demo

Password: | ssesses

Remember me on this computer

V- rvsiocnesi

4 € | 3 beeps://localhost

You are now redirected back to http://127.0.0.1:8000/sso/acs/ If the redirection fails, please click the post button.

POST
P

'_ Django SAML 2.0 SP x-

1

% C | [ 127.0.0.1

Welcome, demo!

Logout

3.3. Mposepsiem 17
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https://localhost:9443fsa1 x

$ € | [ beeps://localhost

You are now redirected back to http://127.0.0.1:8000/sso/acs/ If the redirection fails, please click the post button.

POST

18 Fnasa 3. [demo npoekTt



Masa 4

I poOCTO€E MCnoJib3oBaHune

IIpumepsr TpocTOro UCIOIB30BaHUS OYIYyT OCHOBAHBI HA JEeMO-TPUNOICEHUL.

4.1 lNMony4yeHne AONONHUTENIbHbLIX CBEAEHUI O NMoJib3oBaTesie

Cpasy nocite ycranoBku WSO2IS u perucrparinu Halero MpuJIOXKEHUsT HE MEePeIaeTcss HUKAKUX JIOTIOJTHY-
TEIBHBIX ATPUOYTOB TOJIH30BATEIIS.

1. 3anosHuM aTpubyTHI y CO3JaHHOrO paHee moib3oBaTesss WSO2IS.
Wnem Home > Configure > Users and Roles > Users
Haxoum narmero mosib3oBaresist demo, OTKpbIBaeM u pemaktupyem ero User Profile.
2. 3areM yKaykeM, KaKue aTpuOyThl Hy>KHO IepeJIaBaTh IPH YCIEITHOW ayTeHTH(MOUKAIINN.
Unem Main > Manage > SAML SSO
Haxomum narre npuitoxxenne saml2.demo, OTKpbIBaeM U PEJAKTUPYEM €ro.

Vkaxkem npusnak Enable Attribute Profile nu nobaBum Heckosibko Claim. Hanpumep:

ITpumeuanme: OO6pamiar BHUMaHUE, 9TO IOCE CO3/aHUs POMUIsi arpudyTOB y 3aperucTpupOBAHHOTO
[TOCTABINUKA YCJIyT mosiByisiercst 3uadenune Consumer Inder. Koropoe Hy»KHO yKa3bIBATh B HACTPOMKAX HAIIETO

NpUJIOXKEHUsI. BEpOsSTHO, MOYKHO CO3/IaTh HECKOJBKO PA3HBIX Mpoduieil arpubyToB JJis OJHOIO U TOTO Ke
npuioxenust. Ho aTo noka e momiepuBaercst mogyiaem SSOSP.

3. Ykaxem nosydennsiii Consumer Index B HacTpoiikax settings.py:

SSO_CONFIG = {
’idp’: ’https://localhost:9443/samlsso’, # adpec Identity Provider
’issuer’: ’saml2.demo’, # ko0 ceasu mexdy IdP u SP
’acs’: ’http://127.0.0.1:8000/sso/acs/’, # adpec cepsuca ACS
’session_map’: ’ssosp.backends.cache’, # 6skend coomeemcmseus ceccul
’get_user’: ’demo.views.get_or_create_user’, # noayuewnue noasbzogameas
’index’: ’1537824998°, # undekc npoguss ampubymoe (Consumer Index)

}

4. ArpubyTbl, IIOCIIE BXOJIA MTOJIH30BATEIIsI B CHCTEMY, COXPAHSAIOTCS B CECCUU TI0JIh30BaTe s, [lomyanm ux
upy 0TOOpazkKeHNH CTPaHUIb! npuiokenus B Gynkiun default (view.py) u nepenaumM B 111abJIoH:

def default(request):
attributes = request.session.get(’attributes’, {})
tv = {

19
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Home > Configure > Users and Roles > Users > Update Profile

Update Profile : demo

User Profile
Profile Name * default
First Name * ||(HpuE:
Last Mame * IthH
Organization |EAF[: pyn
Address
Country
Email * lkirov@asdasd.sds
Telephone
Mobile
IM
URL
Role Internal/everyone

\Update| |Cancel

20 FnaBa 4. Mpoctoe ucnonb3oBaHne
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Edit Service Provider(saml|2.demo)

Issuer * Isaml2.dem0
Assertion Consumer URL * |hﬂp:ff12?_0_0_1:8000!550!ac:5!
NamelD format |um:oasi5:name5:tc:SAML:1 .1:nameid-form

[ use fully qualified username in the NamelID

O

Define Claim Uri for NamelD

| hitpfwso2.org/claimsi/otherphone v

O

Enable Response Signing
[ Enable Assertion Signing

) Enable Signature Validation in Authentication Requests and Logout Requests

Certificate Alias | wso2carbon.cert v

[ Enable Single Logout

Custom Logout URL |
¥ Enable Attribute Profile

Claim | hitp:iiwso2 orgiclaims/astname r | Add Claim

O Include Attributes in the Response Always

http://wso2.org/claims/role ﬂ' Delete
http.//wso2.org/claims/nickname il Delete
http://wso2.org/claims/givenname ﬂ' Delete
http://wso2.org/claims/fullname ﬂ' Delete

http://wso2.org/claims/organization ﬂ' Delete

http://wso2.org/claims/lastname ﬂ' Delete

) Enable Audience Restriction

Audience Add Audience

Update| |Clear

4.1. MonyyeHue AONONHUTENbHbLIX CBEAEHMI O NONb30BaTeENe 21
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’user’: request.user,
’attributes’: attributes,
}

return render_to_response(’default.html’, tv)

4. JlobaBuM oTOOpazKeHne aTpUOYTOB HA CTPAHUIIE MPUIOXKEHUS.
B mabsone default.html gobasum BbIBOJ, crimcka aTpubyTOB.

<html>

<head><title>Django SAML 2.0 SP</title></head>

<body>

{% if not user.username %}

I don’t recognize you! Please login:<br />

<a href="{J), url login %}7next={), url default %2}">Login</a>
{% else %}

Welcome, {{ user.username }}!<br />

<ul>

{% for name, value in attributes.items %}

<1i>{{ name }}: {{ value }}

{% endfor %}

</ul>

<hr>

<a href="{} url logout %}7next={), url default %}">Logout</a>
{% endif %}

</body>

5. Temnepb, mocse BXoJa IIOJIB30BATEJNs, B IPUJIOKEHUH OTOOPAXKAIOTCA ATPUOYTHI IIOJIH30BATENS W3

WSO0O2IS:
4 & | [ 127.0.0.1

Welcome, demo!

 http://wso2.org/claims/lastname: Mnes

= http://wso2.org/claims/organization: BAPC I'pyn
= hitp://wso2.org/claims/givenname: Kipos
 http://wso2.org/claims/role: Internal/everyone

http://wso2.org/claims/fullname: demo

Logout

4.2 MopnucbiBaHne coobweHnn SAML

He paGoraer moka :(
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Edit Service Provider(saml2.demao)

Issuer * |sam|2_demo
Assertion Consumer URL * Ihttp:ﬂ‘12?.ﬂ.ﬂ.1:&000!ssc!acs!
NamelD format Ium:casis:names:tc:SAM L:1.1:nameid-form

1 Use fully qualified username in the NameID
| Define Claim Uri for NamelID

I http/ws02 org/claims/otherphone ¥ |

| Enable Response Signing
¥ Enable Assertion Signing

¥/ Enable Signature Validation in Authentication Reguests and Logout Requests

Certificate Alias | wso2carbon . cert r

L4 C | & bkkps://localhost:9443//authenticationendpoint/samlsso_notificatior

SAML 2.0 based Single Sign-On

Error when processing the authentication request!

Please try login again.

4.2. NMopnucbiBaHue coobuwennn SAML 23
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Home = Monitor > System Logs @ Help

System Logs

. GMT
Level |ALL v Search Logs 4 Current Time Zone: 20400
Type Date Log Message
AL . ‘admin@carbon.super [-1234]' logged in at [2014-01-17
7] 2014-01-17 15:29:41,864 15:29:41,863+0400] More
2014-01-17 15:27:39,009 Signature validation for Authentication Request failed. =
More

TID[-1234] [IS] [2014-01-17 15:27:39,009] WARN
{org.wso2.carbon.identity.sso.saml.processors.AuthnRequestProcessor) - Signature validation for Authentication
Request failed.

™y
{:) 2014-01-17 15:27:39,007  Error validating deflate signature

More

Breirpysum ceprudurar w3 xpanuiuma ceprudpuraros WSO2IS

keytool -importkeystore -srckeystore ./repository/resources/security/wso2carbon.jks -storepass wso2carbon -destkeys

Hocranem n3 ceprudukara 3akpoIThIil Kitod. [Ipu Beirpy3ke morpebyercs BBeCTH 11aposib wso2carbon.
openssl pkcs12 -in wso2carbon.pl2 -nocerts -nodes | openssl rsa > privkey.pem

Jocrarnem Takxke cepTUdUKAT, YTOOBI IOJYYUTHh U3 HEro IyOaudHbIil Kitod. [Ipu BeIrpy3ke morpebyercs
BBECTHU TAPOJHL wso2carbon.

openssl pkcsl2 -in wso2carbon.pl2 -clcerts -nokeys | openssl x509 -pubkey -noout > pubkey.pem

He paGoraer noka :)

4.3 SSO n Single Logout

IIpu perucrparumn HaIero MpUIOKEHUsT WU TIO37Ke, MOXKHO HACTPOUTH BO3MOXKHOCTb FduHoz0 6viroda mjist
sroro mpusioxkenus. s sroro B onucanun cepBucoB SSO WSOZIS HyKHO OTMETHTH COOTBETCTBYIOIIUI
napamerp Enable Single Logout.

B camom narmeM mpuiioKeHuu JOTOJHATH HUYEro He HYXKHO. BBIXoJl u3 mpuioxKeHust o0pabaThIiBAeTCs MO-
jaynem SSOSP ugepes cepsuc ACS.

Jis mpoBepKu pabOThI JOCTATOTHO OJHSTH KOIUIO JIEMO-TIPUIOXKeHus:, Hanpumep, Ha nopty 9000. Takxke,
HEOOXOAMMO 3apeructpupoBarb B WSO2IS 3Ty BTOPYIO KOMHIO, HO COOTBETCTBEHHO MO JIPYTOMY &JIPECY U C
JPYTHM TIapaMeTpoM Issuer.

Bo BTOPOM NPUJIOKEHNHN HEOOXOJNMO COOTBETCTBEHHO MOMEHSITh HACTPOUKHU issuer, acs u indexr (ecam uc-
1oJIb30BaJIcs Tpoduib arpubyTos) B settings.py.

Ec/in u3MeHMI0Ch MM IIPUJIOKEHUsI, TO HaJo monpasuTh ccoliku get user u ROOT URLCONF (y nac
craJio upuioxkenue demo?2):

24 Fnaea 4. [llpocTtoe ncnonb3oBaHune
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Register New Service Provider

MNew Service Provider

Issuer * |samI2.demoz

Assertion Consumer URL * |hﬂp:ff|ocalhcsl:9000£ssofacsf

MamelD format |um:oasi5:names:tc:SAML:1 .1:nameid-form

L use fully qualified username in the NameID

O

Define Claim Uri for NamelD

| http:fwso?2 org/claims/otherphone v

L] Enable Response Signing
[l Enable Assertion Signing

! Enable Signature Validation in Authentication Requests and Logout Requests

Certificate Alias [ wso2carbon.cert v

[/ Enable Single Logout

Custom Logout URL |

¥ Enable Attribute Profile

Claim | hitp:iwso2 orglclaims/uliname v | | Add Claim

O Include Attributes in the Response Always

http.//wso2.org/claims/emailaddress j]]' Delete

http://wso2.org/claims/fuliname _ﬁ]]' Delete

[) Enable Audience Restriction

Audience Add Audience

4.3. SSO un Single Logout 25
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ROOT_URLCONF = ’demo2.urls’

SS0_CONFIG = {
’idp’: ’https://localhost:9443/samlsso’, # adpec Identity Provider
’issuer’: ’saml2.demo2’, # kod ceasu mexdy IdP u SP
’acs’: ’http://localhost:9000/sso/acs/’, # adpec cepsuca ACS
’index’: 21906473741,
’session_map’: ’ssosp.backends.cache’, # 6skend coomeemcmsus ceccul
’get_user’: ’demo2.views.get_or_create_user’, # noayvewnue noasbzogameas

}

Tlocse 3amycka AByX IPHUJIOXKEHWIA, IIPU BXOJE B [I€PBOE U3 IPUJIOKEHUH Oy/eT 3alpolleH JIOTUH U IapoJib
nosib3oBaresiss WSOZ2IS. Tlpu Bxoze BO BTOpoe IPUJIOKeHMe yKe He IOTpedyeTcst BBOAUTD JIOTHMH U IIapOJib
(upu ycJioBum, 4TO 3TO IPOUCXOIUT B oHOM Opaysepe). Bor ono SSO!

| | Django SAML 2.0 5P "

€ ' | [3 localhost:2000
Welcome, demo!

* http://wso2.org/claims/emailaddress: kirov(glasdasd.sds
» hitp://wso2.org/claims/fullname: demo

Logout

| | Diango SAML 2.0 5P

€ & | [ 127.0.0.1:8000

Welcome, demo!

* http://wso2.org/claims/lastname: Hnpa

* http://wso2.org/claims/organization: BAPC I'pyn
« hitp://wso2.org/claims/givenname: Kipos

* http://wso2.org/claims/role: Internal/everyone
 http://wso2.org/claims/fullname: demo

Logout

Tenepn, Ipu BHIX0/1€ U3 OJIHOTO U3 IPUJIOKEHUIA, HA BTOPOE IIPUJIOKEHHUE IIPUJIET 3AIIPOC O 3aBEPIIEHNUN CECCUU
na ajgpec ACS. B pesysbrare, mpu 0OHOBJIEHUN CTPAHUIIGI BTOPOTO IMPUJIOYKEHNUSI TIOJb30BATEIb OKAXKETCs HE
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aBTOpHU30BaH. T.e. IOJb30BaTENDb BBINIET U3 0O0MX IIPUJIOKEHUI.

| | Django SAML 2.0 SP ®

4 € | [ localhost w5

I don't recognize you! Please login:
Login

(venv)kirov@bo-kirov:~/Projects/ssospdemo/demo2$ python manage.py runserver 9600
Validating models...

0 errors found
Django version 1.3.5, using settings 'demo2.settings'
Development server is running at http://127.0.0.1:9000/

Quit the server with CONTROL-C.
[21/Jan/2014 00:46:26] "GET / HTTP/1.1" 200 153

[21/)an/2014 00:46:45] "GET / HTTP/1.1" 200 252
[21/)an/2014 00:47:05] "POST /sso/acs/ HTTP/1.1" 200 O
[21/]an/2014 00:47:13] "GET / HTTP/1.1" 200 153

|| Django SAML 2.0 SP x

{ @ | [ 127.0.0.1

I don't recognize you! Please login:
Login —

kirov@bo-kirov: ~/Projectsfssospdemo/demo

(venv)kirov@bo-kirov:~/Projects/ssospdemo/demo$ python manage.py runserver 8000
Validating models...

O errors found

Django version 1.3.5, using settings 'demo.settings’
Development server is running at http://127.0.0.1:8000/
Quit the server with CONTROL-C.

[21/Jan/2014 00:46:15] "GET / HTTP/1.1" 200 153

[21/Jan/2014 00:46:50] "GET / HTTP/1.1" 200 402

[21/Jan/2014 00:47:05] "GET / HTTP/1.1" 200 153

Puc. 4.1: B ucropuu 3ampocoB BTOpOro IpUJIoXKeHust HeT obpatenust K /logout

4.4 Bbs3keHp COOTBETCTBUS CECcCuin

4.4, BbakeHp COOTBETCTBUS ceccui 27
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FnhaBa 5

CocTtas mopyns

5.1 ssosp.assertion parser

Huskoyposuesas pabora ¢ SAML-yrBepxkennsimu (Assertion) B xml Buje ¢ ucnosnb3oBanueM lxml.etree

Ssosp.assertion_parser.assertion_to_xml (assertion)
ITepeobpazoBanme yTBep:KIeHUs B Xml-CTPOKY

ITapamerps! assertion (etree. ElementTree) — YrBepxkaenne (Assertion, xml)
PesynbraT YTBepKaeHUe MPEICTABICHHOE CTPOKOM
Twun pesynbpraTta basestring

ssosp.assertion_parser.build_assertion(assertion_ struct)
Cosanne HOBOTO yTBEPXKIEHUS O CTPYKTYpe

ITapameTpsr assertion struct (dict) — cioBapb CTPYKTYpPbI B3 KOTOPOIO CTPOHTCS y TBEP-
JKJICHUE

Pesyabrar Cdopmuposannoe yreepxkiaenne (Assertion, xml)
Tun pesyabrata etree.ElementTree

ssosp.assertion_parser.get_attributes_from_assertion(assertion)
Ilonmyyenune aTpubyTOB U3 yTBEPXK IEHU

ITapamerps! assertion (etree. ElementTree) — Yreepxkaenue (Assertion, xml)
PesynbraT crnmcoxk arpubyToB
Tun pesynwsrarta list

Ssosp.assertion_parser.get_session_from_request_assertion(assertion)
Ionyuenue ID ceccun u3 3anpoca Ha BbIXOJ, (YTBEPXKICHMS )

ITapamerps! assertion (etree. ElementTree) — Yreepxaenne (Assertion, xml)
PesynbraT niaeHTUOUKATOP CECCUU
Tun pesynabrata basestring

Ssosp.assertion_parser.get_session_from_response_assertion(assertion)
[onyuenue ID ceccun u3 orBera (yTBepKIeHUsI) HA 3a1IPOC

ITapamerpsl assertion (etree. ElementTree) — Yreepxenue (Assertion, xml)

Pesynbprar miaentudukaTrop ceccuu
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Tun pesynbraTa basestring

Ssosp.assertion_parser.get_userid_from_assertion(assertion)
IMosnyuenne ID nosb3oBaressi u3 oreTa (yTBEPXKIEHUS) Ha 3aIIPOC

ITapamerps! assertion (etree. ElementTree) — YrBepxkaenue (Assertion, xml)
PesynbraT naeHTUOUKATOP MOJIH30BATES
Tun pesynbrara basestring

ssosp.assertion_parser.is_logout_request (assertion)
IIposepka Toro, 4ro 910 3anpoc (yrBep:KIeHHe) Ha BBIXOJ U3 CHCTEMBI

ITapamerpsl assertion (etree. ElementTree) — Yreepxaenue (Assertion, xml)
Pesynbrat True, ecim 3ampoc Ha BBIXO]T
Twun pesyabraTta bool

ssosp.assertion_parser.is_logout_response (assertion)
ITposepka TOro, 4To 3T0 OTBET (yTBEPXKJIEHNE) Ha 3aIIPOC HA BBIXOJ| U3 CHCTEMBI

ITapamerps! assertion (etree. ElementTree) — Yreepxenue (Assertion, xml)
Pesynbrar True, ecim OTBET HA 3aPOC HA BBIXOJL
Twun pesynabraTta bool

ssosp.assertion_parser.verify_assertion(assertion, public_key str)
[IpoBepka 11U pOBOil TOANUCH YTBEPKICHUSI IO ITYOJUTHOMY KITIOTY

ITapameTrpsbl
e assertion (etree. ElementTree) — Yrep:xkaenue (Assertion, xml)

e public_key str (basestring) — myOGIAYHbBIA K/II0Y IIOINCH IPE/ICTABICHHBI B BU-
Jie CTPOKH

Pesynbrar mpu3HaK YCIENTHON MPOBEPKU TOJIUCH
Twun pesynbraTta bool
Raise XMLSigException - ommbka mpu MpoBepKe MOIIICH

ssosp.assertion_parser.xml_to_assertion(zml_ string)
IIepeobpasoBanne xml-cTpoku B yTBEpKIECHNE s JaJbHEIIel paboTh

ITapamerpsr xml string (basestring) — YrBepK/eHue, IpeICcTaBIeHHOE CTPOKOM
Pesysnbrar I[IpeobpazoBanHoe yTBep:kienune (Assertion, xml)

Tun pesyabrata etree.ElementTree

5.2 ssosp.models

Mogenns xpanenusi coorsercreust SSO-ceccun n django-ceccun

class ssosp.models.SS0Session(*args, **kwargs)
Mogens xpanennsi coorsercTBust Kioda SSO-ceccuu u django-ceccuun

30 Fnasa 5. Cocrae mopgyns


http://docs.python.org/library/functions.html#basestring
http://docs.python.org/library/functions.html#basestring

Single Sign-On Service Provider, Boinyck 1.1.0

5.3 ssosp.request response

Kitaceor SAML-3am1pocoB u 0TBETOB

class ssosp.request_response.AuthRequest (request)
SAML-3anpoc Ha BXOJ B CHCTEMY

get_login(next wurl)
TTosyuntes GET-3ampoc Ha BXOJ B CHCTEMY.

ITapamerpor next url (basestring) — agpec, Ha KOTOPBIil BEPHYTBCs HOCJIE BXOJA
Pesynbrar penupekt na agpec SSO ¢ SAML-3anpocom Ha BXOJI B KA4eCTBE apaMeTpa
Twun pesyabrara django.http.HttpResponseRedirect

get_request ()
Tlonayunres SAML-3anpoc. @opmupyercst yreep:xkiaeane AuthnRequest u mpeoGpazoBbiBaeTcst B
CTPOKY.

Pesynbrar YrBepKieHue s BX0Ja B CUCTEMY, [IPEJICTABJICHHOE B BUJE CTPOKU
Tun pesynbrata basestring

class ssosp.request_response.AuthResponse (request)
SAML-oTBer Ha 3ampoc ayTeHTUOUKAIIN

do_login(request, next wurl)
BrimonnuTs BXO/I B CUCTEMY. ATpI/I6yTI)I IIOJIB30BaTe/Id COXPaHAOTCA B CECCUIO. COXpaHﬂeTCﬂ CO-
orsercTBre SSO-ceccun un django-ceccuu.

ITapameTpst

e request (django.http. HttpRequest) — 3ampoc, B paMKax KOTOPOTO BBITIOJHIETCST
JeficTBue

e next url (basestring) — aapec, Ha KOTOPBI BEPHYTHCS MOCTIE BXOJIA
PesysbraT oTBeT Ha 3ampOC - PEIUPEKT Ha aJIpec BO3BpaTa
Twun pesyabrara django.http.HttpResponseRedirect

from_assertion(assertion)
3amo/THUTh U3 yTBepXKAeHus. 3arpy3uTh. Onpeessercs: Ceccusl, MOJIb30BATE b, ATPUOYTHI OJIb-
30BaTeJIs.

ITapamerpsr assertion (etree. ElementTree) — YrBep:KiaeHue, u3 KOTOPOIO HAJO IIOJLY-
YUTH JAHHBIE

class ssosp.request_response.LogoutRequest (request)
SAML-3anpoc Ha BBIXOJ U3 CHCTEMbI

do_logout (request)
Ocy1ecTBUTH BBIXOJ U3 CHCTEMY IO Tekymeil ceccuu django. Ceccus HOIydaeTcsa U3 TEKYIIErO
3ampoca.

ITapamerpsl request (django.http. HttpRequest) — 3ampoc, B paMKax KOTOPOTO BBIIOJI-
HeTcd JeiicTBue

do_logout_by_session(request)
OcymiecTBuTh BbIXOH U3 cucremy 1o ceccuu SSO.

ITapamerpsr request (django.http. HttpRequest) — 3ampoc, B paMKax KOTOPOTO BBIIIOJI-
HAETCd JieicTBHUE
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from_assertion(assertion)

3alo/IHUTh U3 yTBEPXKIeHus. 3arpy3uTh. I[IpocTo nmpoBepuM mupoByrO MOANUCH, ecin Haao. V1
BBITAIIIIM CECCHUIO, €CJIA ee NepeJlajiil B YTBEPK/ICHUN.

ITapamerpsr assertion (etree. ElementTree) — YrBep:kienue, u3 KOTOPOrO HAJO IIOJLY-
9UTH JIAHHBIE

get_logout (username, next url)
Tlosnyunts GET-3anpoc Ha BBIXOJ, U3 CUCTEMBI.

ITapameTrpst

e username (basestring) — HOIb30BATENb, KOTOPBIl IOJKEH BBIATU U3 CHCTEMBL.
(TToxozke, 9TO yrKe HE HAJO UCIIOIB30BATH )

e next url (basestring) — aapec, Ha KOTOPBIA BEPHYTHCA TIOCTIE BXOJA
PesysbraT penupekt za agpec SSO ¢ SAMIL-3ampocom Ha BBIXOJ, B KAUECTBE apaMeTpa
Tun pesynbrarta django.http.HttpResponseRedirect

get_request (username)

Tlonayunrs SAML-3anpoc ma Boixon. @opmupyercst yreepxkienune LogoutRequest u npeobpaszo-

BBIBAETCsI B CTPOKY. Vcmosib3yercss Tekymas ceccusi: JinbO 3arpyKeHHast, JIM0O OIIPeIe/IeHHAS U3
request.

ITapamerpsl username (basestring) — NONb30BATENb, KOTOPBIH JOJKEH BBIATA U3 CH-
crembl. (IToxoxe, 4TO y»Ke He HAJIO MCIIOJIb30BATS)

PesynbraTr YTBepKieHue Jjis BBIXO/Ia U3 CUCTEMbI, IIPEICTABICHHOE B BUIE CTPOKU
Twun pe3sysabTrara basestring

class ssosp.request_response.LogoutResponse (request)
SAML-oTBeT Ha 3aPOC BBIXOJA U3 CUCTEMbI

do_logout (request, next_wurl)
BeoimostHUTE BBIXOM, U3 cHCTEMBI. Yjajsercs coorBercTBue SSO-ceccuu n django-ceccun.

ITapameTrpsi

e request (django.http. HttpRequest) — 3ampoc, B paMKax KOTOPOI'O BBIIOJHSIIETCS
JeficTBue

e next url (basestring) — aapec, Ha KOTOPBIH BEPHYTHCS MOCTIE BBIXOJIA
PesynbraT orBeT Ha 3ampOC - peIUPEKT Ha aJpPec BO3BPATA
Tun pesynasrata django.http.HttpResponseRedirect

from_assertion(assertion)

3amoHUTh U3 YTBEPXKIeHUA. 3arpy3uTh. [IpocTo mposepuM 1udpoByIO MOAMUCH, €CJIU HAJIO.

ITapamerps! assertion (etree.ElementTree) — YTBepKeHne, u3 KOTOPOro HaJO MOJY-
YUTH JAHHBIE

class ssosp.request_response.SAMLObject (request)
Basossrit kimacc SAML-06bekTa

exception ssosp.request_response.SSOException
Knacce uckimoyennit paborsr ¢ SSO

ssosp.request_response.get_method(method_ str)
[omyuenmne byHKIMA, TPEICTABICHHON CTPOKOI C MOTHBIM ITyTEM

ITapameTrpsr method str (basesting) — mosHbll IyTh K byHKIMI
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PesynbraT ykasaresnab Ha GYHKINIO win None, eCjid CTPOKA MyCTast

ssosp.request_response.get_request_from_data(request, xml_ string)
[omyunts yTBepXKIcHUE-3aIpOC U3 Xml-cTpoku. Vcmonb3yercs s onpenesieHnst 00beKTa B CEPBICE

ACS.
ITapameTrpsbl

e request (django.http. Hitp Request) — 3anpoc, B paMKaX KOTOPOI'O BBIOJHIETCA Jeii-
CTBUE

e xml _string (basestring) — xml-cTpoka, cofgep»Kamas yTBep:K IeHIe
PesynbraT 00bekT Request, mpeobpazoBanubIii n3 xml-cTpoku
Tun pesyabrata LogoutRequest | None

ssosp.request_response.get_response_from_data(request, xml_string)
Tlonyauts yTBepKaeHne-orBeT W3 Xml-crpoku. Vcmomb3yercs st ompeenenns 00beKTa B CEPBUCE

ACS.
ITapameTrpsbl

e request (django.http. Http Request) — 3anpoc, B paMKaX KOTOPOI'O BBILOJIHIETCH Jeii-
CTBHE

e xml string (basestring) — xml-cTpoka, comepzKalas yTBepIK IeHIe
Pesynbrar o0bekT Response, mpeobpaszoBanubiii n3 xml-cTpoku
Tun pesyabraTta 6o LogoutResponse, mubo AuthResponse

Ssosp.request_response.get_session_map()
ITomyuenne  OdKeHmAa  XpaHEHHs  COOTBETCTBHA  CeCCHil,  YKa3aHHOIO B  HACTPOIike

SSO _CONFIG/’session _map’]
Pesyabprar Dk3emiuisp 6skeHa, Hacaeaanka BaseSSOSessionMap
Tun pesynbraTta ssosp.backends.base.BaseSSOSessionMap

ssosp.request_response.get_str_from_assertion(assertion)
IIpeobpazoBaTh yTBep:K ieHNE B CTPOKY IIEPEKOIMPOBAHHYIO U YIIAKOBAHHYIO.

ITapamerps! assertion (etree. ElementTree) — Yreepxkaenue (Assertion, xml)
PesynabpraTr xml-cTpoka, comepKaias yTBEepKICHIE

Twun pesynbraTa basestring

5.4 ssosp.urls

Perucrparus obpaboraukos url-agpecos st django.
Peructpupyrorcsa aapeca:

® acs - SSOSP.Views.sso_acs

e login - ssosp.views.sso_login

e logout - ssosp.views.sso_logout
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5.5 ssosp.utils

Bcnomoraresnanie YTUJIUTBIL

Yacte yrmwimr B3dTa orcioga: http://stackoverflow.com/questions/1089662 /python-inflate-and-deflate-
implementations

ssosp.utils.decode_base64 (b6/string)
Paskomuposars u3 base64

ITapamerpsl b64string (basestring) — ucxonuas crpoka B popmare base64
PesynbTaT packommpoBaHHASI CTPOKA
Twun pesynbraTa basestring

ssosp.utils.decode_base64_and_inflate(b6string)
PaskomupoBars u3 base64 u pasxarh zip

ITapamerpsr b64string (basestring) — ucxonuas crpoka B (hopmare base64
PesynbTaT packoampoBaHHAsI U PACIIAKOBAHHAS CTPOKA
Tun pesynabrara basestring

ssosp.utils.deflate_and_base64_encode(string wval)
Cxkath zip u 3aKOIMPOBAThH B base64

ITapamerps! string val (basestring) — ucxofnasi CTpoka
PesynbraT 3amakoBaHHasl U 3aKOAupoBaHHas B base64 cTpoka
Tun pesynabraTa basestring

ssosp.utils.get_random_id ()
T'enepanusa ciayqaitaoro nnenrndukaropa UUID. Haunnaercsa ¢ cumBosa “ 7.

Pesynabprar uiaentudukaTop B BUIE CTPOKU
Tun pesyabrata basestring

ssosp.utils.get_time_string(delta=0)
[IpencraBuTh TeKyInee BpeMsi B BHJIE CTPOKH C YIETOM JIEJIBTHI.

ITapamerpsr delta (int) — mesnbra Bpemenu
PesynbTaT TeKylnee BpeMs ¢ JeJbTON B BHJE CTPOKH

Tun pesynbraTa basestring

5.6 ssosp.views

O6paboTUMKM aPECOB CEPBUCOB I0-yMOJIIaHUIO

ssosp.views.sso_acs (request)
Assertion Consumer Service

IIpuemHUK OTBETOB 1 3alIpocoB Ipu B3anMogeiicTeun s SSO mocpeacreom SAML 2.0
ITapamerpsl request (django.http. HitpRequest) — Bxousinuii 3arpoc

PesynbTaT oTBeT Ha 3ampoc - OOBIYHO peaupeKT Ha ajgpec SSO mim ajpec meperaHHbIi
gepe3 POST-napamerp “RelayState”
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Tun pesyabrara django.http.HttpResponseRedirect | django.http.HttpResponse

ssosp.views.sso_login(request, next url=None)
IToaroroska 3ampoca ua Identity Provider mjis Bxoma B cucremy

ITapameTrpsnl
e request (django.http. HttpRequest) — Bxogsmmuii 3amnpoc
e next url (basestring) — cremyronmii aapec mocsie 06pabOTKM

PesynbpraT orBer Ha 3ampoc - OOBITHO peaupekT Ha azpec SSO mam ampec meperaHHbIN
next url

Twun pesynbraTta django.http.HttpResponseRedirect

ssosp.views.sso_logout (request, next url=None)
Tloaroroska 3ampoca Ha Identity Provider mrst BeIxoma m3 crucTeMbl

ITapameTrpsl
e request (django.hitp. Http Request) — BXOZSIIMIL 3a11poc
e next url (basestring) — caexyiomuii agpec mocje o0paboTKu

PesynbraT orBer Ha 3ampoc - OOBIYHO penupekT Ha ajapec SSO wiam ajpec NepeaHHbIi
next url

Twun pesynbraTta django.http.HttpResponseRedirect
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FnhaBa 6

HJdononHuntensbHo

e genindex
o modindex

e search
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Conepxanne momyneir Python

S

ssosp.assertion_parser, 77
ssosp.models, 77
sSsosp.request_response, 77
ssosp.urls, 77
ssosp.utils, 77
ssosp.views, 77
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