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Shuffled’s documentation








How to Use


	
class shuffled.Shuffled(range_size, seed=None)[source]

	Randomized integer ranges





	Parameters:	
	range_size (int) – Size of the range

	seed (bytes) – Seed to make randomization repeatable









>>> shuffled_range = Shuffled(10)
>>> list(shuffled_range)
[4, 1, 2, 9, 8, 5, 3, 0, 6, 7]
>>> same_shuffled_range = Shuffled(10, seed=shuffled_range.seed)
>>> list(same_shuffled_range)
[4, 1, 2, 9, 8, 5, 3, 0, 6, 7]






	
seed

	Seed of the randomization.

It can be used to create a new identical Shuffled object.












Internal APIs


Note

Use the following APIs at your own risk.




Index Randomization


	
class shuffled.crypto.AesRandomizer(key)[source]

	
	
domain_size = 340282366920938463463374607431768211456

	




	
randomize(integer)[source]

	








	
class shuffled.crypto.IndexEncryptor(randomizers, size)[source]

	Encrypt indexes using pseudo-random function.





	Parameters:	
	randomizers – List of instances with an appropriate pseudo-random randomize
method and domain_size integer attribute,  such as AesRandomizer
objects.

	size (int) – Size of the domain










	
encrypt(index)[source]

	Permutation of range(self.size)





	Parameters:	index (int) – Integer in range(self.size)
















Generalized-Feistel Cipher


	
shuffled.feistel.encrypt(round_functions, a, b, m, size)[source]

	Generalized-Feistel encryption





	Parameters:	
	round_functions (List[int -> int]) – List of pseudo-random functions with values in range(n)
where n >= size

	a (int) – Positive integer

	b (int) – Positive integer

	m (int) – Message to encrypt in range(size)

	size (int) – Size of the domain









The algorithm comes from Black and Rogaway [http://web.cs.ucdavis.edu/~rogaway/papers/subset.pdf] (Ciphers with Arbitrary Finite Domains,
2002).
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  Source code for shuffled.feistel

def _encrypt(round_functions, a, b, m):
    l = m % a
    r = m // a
    for (j, round_function) in enumerate(round_functions):
        if j % 2 == 0:
            tmp = (l + round_function(r)) % a
        else:
            tmp = (l + round_function(r)) % b
        l = r
        r = tmp

    if len(round_functions) % 2 == 1:
        return a * l + r
    else:
        return a * r + l


[docs]def encrypt(round_functions, a, b, m, size):
    """
    Generalized-Feistel encryption

    :param round_functions: List of pseudo-random functions with values in ``range(n)``
                            where ``n >= size``
    :type round_functions: List[int -> int]
    :param a: Positive integer
    :type a: int
    :param b: Positive integer
    :type b: int
    :param m: Message to encrypt in ``range(size)``
    :type m: int
    :param size: Size of the domain
    :type size: int

    The algorithm comes from `Black and Rogaway`_ (Ciphers with Arbitrary Finite Domains,
    2002).

    .. _Black and Rogaway: http://web.cs.ucdavis.edu/~rogaway/papers/subset.pdf
    """
    ciphertext = m
    while True:
        ciphertext = _encrypt(round_functions, a, b, ciphertext)
        if ciphertext < size:
            return ciphertext






          

      

      

    


    
        © Copyright 2016, Bertrand Bonnefoy-Claudet.
      Created using Sphinx 1.3.5.
    

  

_static/minus.png





_static/comment-close.png





_modules/shuffled/crypto.html


    
      Navigation


      
        		
          index


        		
          modules |


        		shuffled dev documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for shuffled.crypto

from cryptography.hazmat.backends import default_backend
from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes
import math

from . import compat, feistel


[docs]class AesRandomizer:
    domain_size = 2 ** 128

    def __init__(self, key):
        self._cipher = Cipher(algorithms.AES(key), modes.ECB(), backend=default_backend())

[docs]    def randomize(self, integer):
        encoded = compat.int128_to_bytes(integer)
        encryptor = self._cipher.encryptor()
        encrypted = encryptor.update(encoded) + encryptor.finalize()
        return compat.int128_from_bytes(encrypted)




[docs]class IndexEncryptor:
    """
    Encrypt indexes using pseudo-random function.

    :param randomizers: List of instances with an appropriate pseudo-random ``randomize``
        method and ``domain_size`` integer attribute,  such as :py:class:`AesRandomizer`
        objects.
    :param size: Size of the domain
    :type size: int
    """
    def __init__(self, randomizers, size):
        if any(size > randomizer.domain_size for randomizer in randomizers):
            raise ValueError('Size too big for at least one of the randomizers')
        self.round_functions = [randomizer.randomize for randomizer in randomizers]
        self.size = size
        self._a = self._b = int(math.ceil(math.sqrt(size)))

[docs]    def encrypt(self, index):
        """
        Permutation of ``range(self.size)``

        :param index: Integer in ``range(self.size)``
        :type index: int
        """
        if index < 0 or index >= self.size:
            raise ValueError('Index out of range')
        return feistel.encrypt(self.round_functions, self._a, self._b, index, self.size)
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        © Copyright 2016, Bertrand Bonnefoy-Claudet.
      Created using Sphinx 1.3.5.
    

  

_static/down.png





_static/plus.png





_static/down-pressed.png





_static/comment.png





_modules/index.html


    
      Navigation


      
        		
          index


        		
          modules |


        		shuffled dev documentation »

 
      


    


    
      
          
            
  All modules for which code is available


		shuffled.core


		shuffled.crypto


		shuffled.feistel






          

      

      

    


    
        © Copyright 2016, Bertrand Bonnefoy-Claudet.
      Created using Sphinx 1.3.5.
    

  

_modules/shuffled/core.html


    
      Navigation


      
        		
          index


        		
          modules |


        		shuffled dev documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for shuffled.core

import hashlib
import os

from . import crypto


[docs]class Shuffled:
    """
    Randomized integer ranges

    :param range_size: Size of the range
    :type range_size: int
    :param seed: Seed to make randomization repeatable
    :type seed: bytes

    >>> shuffled_range = Shuffled(10)
    >>> list(shuffled_range)
    [4, 1, 2, 9, 8, 5, 3, 0, 6, 7]
    >>> same_shuffled_range = Shuffled(10, seed=shuffled_range.seed)
    >>> list(same_shuffled_range)
    [4, 1, 2, 9, 8, 5, 3, 0, 6, 7]
    """

    def __init__(self, range_size, seed=None):
        self._size = range_size

        if seed is None:
            self._seed = os.urandom(16 * 3)
        else:
            self._seed = seed
        material = hashlib.sha512(self.seed).digest()
        keys = [material[i:i + 16] for i in range(0, 3 * 16, 16)]
        randomizers = [crypto.AesRandomizer(key) for key in keys]
        self._encryptor = crypto.IndexEncryptor(randomizers, range_size)

    def __len__(self):
        return self._size

    def __getitem__(self, index):
        if index < 0 or index >= self._size:
            raise IndexError
        return self._encryptor.encrypt(index)

    @property
    def seed(self):
        """
        Seed of the randomization.

        It can be used to create a new identical :py:class:`Shuffled` object.
        """
        return self._seed
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