

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	noc_doc 0.1 documentation 
 
      

    


    
      
          
            
  
Welcome to my-variable Book, NOC documentation!

Contents:


Overview



	Overview











Installation



	Manual Installation











Users’s Guide




Documentation



	Developers Guide
	Разработка профиля для оборудования

	HTTP Web API












Glossary



	Глоссарий










Indices and tables


	Index

	Module Index

	Search Page






Discussion and support

Site
Telegram





          

      

      

    


    
         Copyright 2016, A.
      Created using Sphinx 1.3.5.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	noc_doc 0.1 documentation 
 
      

    


    
      
          
            
  
Overview

NOC is the scalable, high-performance and open-source OSS system for ISP, service and content providers.


Quick links


	

	Source

	StackOverflow

	Wiki






Key Features

Major features are:


	
	Telecom-specific modules

	
	Network Inventory

	IP Address Management

	VLAN Management

	Service Activation

	Configuration Management

	Fault Management

	DNS Provisioning

	Performance Management

	Peering Management

	Knowledge Base









	
	Vendor-agnostic

	
	Over 50 supported vendors, from CPEs to core MPLS routers









	
	Battle-proven

	
	Used by small and large companies worldwide









	
	Leverages mature and proven open-source technologies »

	
	Python

	PostgreSQL

	MongoDB

	Django

	ExtJS









	
	Integration »

	
	REST/JSON API

	Python API

	Established professional community »

	DevTeam and Community

	BSD License














Limitations


	No supporting Windows






Microservices


Activator

Add API for running scripts on devices

Settings:
* Thread
* Count

Service Name: Ping

Pinging devices and RTT

Идея микросервисов в разделении части функционала на слабосвязанные модули, которые общаются между собой при помощи API. Это облегчает масштабирование и поддержку. На данный момент в NOC реализованы следующие сервисы:
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Manual Installation

There are following components you need to install before running Moira microservices:


	golang_ version 1.5 or higher

	redis_ database version 2.8 or higher

	python [https://www.python.org/downloads/] version 2.7

	web server e.g. nginx [http://nginx.org/en/download.html]




Установка башни


Установка вручную




Докер контейнер

:current_tarball:`z`






Настройка башни

Основной интерфей доступен по порту 8888 и адресу, на которой запущена башня.


[image: Основной экран Tower]
Основной экран Tower



На скриншоте видим основное меню и панель инструментов.
Пункты меню:


	Environments - основная рабочая область. В ней создаются Окружения и настраиваются их параметры. Также из него выполняются действия над ними. Для выпонения настроек в последующих пунктах необходимо выбрать окружение.

	Datacenters - Здесь настраиваются Датацентры. Каждая нода (хост), относится к какому-либо датацентру. Из настроек доступно только указание прокси сервера

	Pools - здесь создаются Пулы. Часть сервисов НОКа позволяют работать в связке. Связок может быть несколько и по ним можно распределять оборудование (делается в настройках НОКа)

	Nodes - здесь создаются ноды (хосты). На них будут устанавливаться компоненты НОКа. Имя ноды (хоста) соответствует его hostname.

	Services - в данном меню происходит настройка сервисов НОКа (количество, пути и пр.) и место их размещения.

	Settings - указывается адрес репозитория НОКа (совпадает с хостом, на котором установлена башня). Для завершения настройки в этой вкладке необходимо нажать Save.




Tip

Все настройки, выполняемые в пунктах меню относятся к выбранному окружению. Т.е. Ноды, добавленные в одном окружении будут недоступны для другого.



На панели инструкментов доступны действия:


	Create new создать новое окружение

	Inventory - показывает текстовый вариант всех введённых настроек для окружения

	Pull - подтянуть последние изменения из репозитария НОКа

	Deploy - развернуть НОК согласно настройкам.

	Deploy options - позволяет выбрать операции, которые выполняются во время деплоя. По умолчанию необходимо выбрать Install Everything (Установить всё)



Создаём новое окружение, начинаем заполнять поля (кнопка Create New)

На экране создания окружения заполняем поле имени (используем только буквенно-цифровые имена) и Host (указываем либо IP либо hostname) по этому адресу будет развёрнут веб-интерфейс.


Attention

После добавления окружения необходимо нажать кнопку Pull



Далее:


	Создаём датацентр. В нём,в слуае необходимости, заполняем поле Proxy.

	Добавляем ноды, в настройках указываем тип (FreeBSD, Linux), IP адрес (в формате IP), и имя пользователя, из под которого будет проходить развёртывание компонентов.

	Переходим в раздел Settings. Он разделён на несколько подразделов. Первым идёт Global - в нём сосредоточены основные компоненты НОКа и стороннее ПО, необходимо для функционирования. Дополнительные разделы соответствуют числу Пулов, созданных в разделе Pools. Поначалу Pool только 1 - default. В пулах находятся сервисы, работающие в связке с оборудованием.




Note

Подробнее о назначении каждого из сервисов можно почитать тут!




Note

Более подробно все настройки этого раздела освещены в руководстве!



Начинаем заполнять раздел. Необходимо пройти по всем сервисам и проставить их количество, которое будет установлено. На данный момент есть подводный камень. Если просто ставить цифры и перескакивать с сервиса на сервис - то настройки сохранить не удастся. Получится нечто такое:


[image: Ошибка при настройке сервисов]
Ошибка при настройке сервисов



В такой ситуации необходимо обновить окно браузера и повторить процедуру. По окончании нажимаем Save, после обновляем окно браузера. Должно получиться как-то так:


[image: Сервисы успешно настроены]
Сервисы успешно настроены



Последним шагом переходим в меню Settings и нажимем кнопку Save.

Последним шагом возвращаемся в меню Environments, проверяем что в Deploy options выставлено Install Everythong, нажимаем кнопку Deploy и ждём.




Деплой НОКа

Сама по себе процедура деплоя предельно автоматизирована. Но может понадобиться отследить какие-то моменты. Саму процедуру Деплоя проводит Ansible. Это система управления конфигурацией, работающая на основе Playbook (рецептов). Сама башня выполняет настроечную функцию, а по кнопке деплой запускается Ансибль и по Playbook, выполняет действия, которые при другом раскладе пришлось выполнять вручную.

Лог действий он выводит в консоль. Жёлтые - это внесённые изменения, Зелёные - это прошло успешно, Красные - сбой. Если сбой критический, то деплой остановится, если нет - продолжится. При возникновении ошибок, рекомандуется поискать решение в FAQ или спросить в чатике.
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Разработка профиля для оборудования


Введение

Любое устройство, с которым взаимодествует NOC, требует соответствущего профиля. В нём описываются особенности работы с оборудованием:
* команды, в случае CLI или SNMP OID’ы в случае работы по SNMP
* форматы данных
* поддерживаемые оборудованием технологии и возможности


	Профиль

	Это компонент NOC’а, предназанченная для обеспечение взаимодействия между компонентами.



Формально, можно описать Профиль как посредника. Он принимает необработанный поток данных от оборудования и преобразует его в данные, которые передаются NOC’у для последующей обработки и сохранения в БД.
Профили жёстко привязаны к конкретному програмному обеспечению, используемому на оборудовании. Хотя, имеется возможность учёта версии ПО (она передаётся профилю при вызове) и другие параметры при вызове тех или иных команд, при существенных изменениях рекомендуется написать другой профиль, т.к. большое количество ветвлений усложняет поддержку.




Структура и особенности работы профиля


	Пишутся на языке программирования Python;

	Подгружаются автоматически, при старте системы;

	Не хранят состояния после завершения

	Ограничение на время работы профиля устанавливается таймаутом !!!!

	Ограничение на использование модулей не устанавливается

	Вызываются с заданным периодом (в зависимости от назначения)

	Профиль передаёт информацию в сторону NOC’а, реализуя один из доступных интерфейсов.




Note

Интерфейс описывает формат и состав данных, которые необходимо передать в сторону NOC’а.






Взаимодействие с NOC’ом

Профиль взаимодействут с NOC’ом 2 путями:


	NOC предоставляет методы для взаимодействия с оборудованием (подключение по CLI, запрос информации по SNMP) и для часто встречающихся операций (н-р преобразование МАК адресов, IP адресов). Практически любой из них можно переопределить в своём профиле, под особенности определённого оборудования. Например под уникальное представление MAC адреса или IP префикса. Преимущество этого подхода - при обращении к оборудованию NOC уже будет знать об этих особенностях.



В разделе Взаимодействие с оборудованием будут рассмотрены основные методы. Полный перечень доступен в Приложении Базовый класс скрипта. Для описания параметров взаимодействия с оборудованием (например, таймауты, настройки telnet подключения, и др.) существует профиль оборудования. Он находится в модуле __init__.py и является наследников класса noc.core.profile.base.BaseProfile . Полный перечень доступных для изменения параметров доступен в Приложении Базовый класс профиля .


	Для передачи результатов применяются интерфейсы.


Интерфейс - это специальная сущность NOC’а, предназанченная для обеспечение взаимодействия между компонентами.








При описании интерфейса указывается формат и структура данных, которые необходимо передавать. Также указывается обязательность/необязательность определённых полей. Проще всего, его можно представить в виде канала, с одной стороны которого 1 компонент ПО, а с другого 2. Передача осуществляется в одну сторону. Если данные не прошли проверку - возникает исключение.

В качестве примера возьмём интерфейс noc.sa.interfaces.igetversion.IGetVersion


	
class noc.sa.interfaces.igetversion.IGetVersion[source]

	



	Returns:	Parameters in dict


	Vendor:	StringParameter:


	Platform:	StringParameter


	Version:	StringParameter


	Attributes:	DictParameter


	Return type:	DictParameter









Как можно увидедеть, в нём указывается тип и структура данных. Для успешной передачи необходимо соответствовать заданным требованиям. В данном случае, для успешной передачи нам необходимо сформировать словарь с ключами vendor, version, platform, их значения, это текстовые поля (StringParameter()).Также, есть необязательный параметер - словарь attributes. Перечень ключей, доступных для передачи не задан. Это означает, что разработчик может самостоятельно выбрать что в нём передавать.
В итоге, нам необходимо передать следующую структуру:

{
"vendor": "Cisco",
"version": "12.4(5)",
"platform": "IOS",
"attributes":
            {
            "image": "image.bin",
            "type": "type1",
            "count": 2
            }
}






Схема вызова профиля

Работа с профилем происходит путём вызова модулей. В случае Python, модуль представляет собой файл. Имена модулей являются зарезервированными для выполнения конкретных задач и реализации интерфейсов. Эти методы должны содержать  класс Script(BaseScript) и, в нём, метод execute. Для модулей, которые не зарезервированными метода execute() может не быть.
Например, для сбора информации о версии ПО, платформы профиль должен содержать модуль get_version (т.е. в папке должен лежать файл get_version.py). При выполнении задачи сбора версии, NOC обращается к профилю и пытается вызвать метод execute() в модуле get_version. В случае успеха, выполняются перечисленные там действия и, через оператор return этого модуля, возвращается результат.


Attention

Профиль считывается при старте NOC’а и кэшируется. Поэтому, для того чтобы, NOC восприняла изменения необходим перезапуск. Исключением является использование отладки через ./noc script. См. Отладка .




[image: Cхема вызова профиля]
Схема вызова профиля






Состав профиля

Профиль состоит из файлов (в терминологии Python - Модулей, набор файлов в одной директории - это Пакет ), называемых скриптами, написанными на ЯП Python (в терминологии Python они называются модулями). Часть имён файлов являются зарезервированными и вызываются при работе конкретных задач. Запросов вызова скрипта имеет вид <folder1>.<folder2>.<script_name>.py.


Note

Термины Пакет, Модуль, Метод это термины языка программирования Python. Рекомендуется изучить литературу по нему.



В NOC принято соглашение по которому часть имени <folder1>, именуется как производитель оборудования, а часть имени <folder2> как название ПО, которое установлено на оборудовании. Н-р Cisco.IOS, Juniper.JunOS, Dlink.DxS.


Attention

Имена являются регистрозависимыми!



Инициализация профиля осуществляется в файле __init.py__. В нём, путём наследования класса noc.core.profile.base.BaseProfile происходит переопределение настроек работы с оборудованием по умолчанию. Также в него выносятся методы, которые используются в нескольких скриптах.

Реализация интерфейсов и работы с оборудованием осуществляется в файлах скриптов. В них, путём наследования класса noc.core.script.base.BaseScript реализуется логика работы с оборудованием и нормализация полученных данных для передачи в NOC.
Базовый набор скриптов для взаимодействия с оборудованием состоит из:


	get_version Реализует интерфейс noc.sa.interfaces.igetversion.IGetVersion . Запрашивает с оборудования платформу, версию ПО, и дополнительные аттрибуты (например, имя файла образа ПО, серийный номер...)

	get_capabilities Реализует интерфейс noc.sa.interfaces.igetcapabilities.IGetCapabilities . Производит опрос оборудования на предмет поддерживаемых протоколов (SNMP, LLDP, CDP). Данная информация используется при вызове скриптов и внутри, для принятия решения, по какому протоколу работать.

	get_interfaces Рализует интерфейс noc.sa.interfaces.igetinterfaces.IGetInterfaces . Запрашивает список интерфейсов с оборудования.



Для построения :term:топологии потребуются скрипты:


	get_chassis_id (реализует интерфейс IGetChassisid ).



	get_fqdn (реализует интерфейс IGetFqdn )



	
	get_<method>_neighnbors (реализует интерфейс соответствующего метода)

	
	get_cdp_neighnbors (реализует интерфейс IGetCDPNeighbors )

	get_lldp_neighbors (реализует интерфейс IGetLLDPNeighbors )

	get_udld_neighbors (реализует интерфейс IGetUDLDNeighbors )









	get_mac_address_table (реализует интерфейс IGetConfig )



	get_arp (реализует интерфейс IGetArp )





Для сбора конфигурации


	get_config (реализует интерфейс igetconfig)



Для сбора состава оборудования


	get_inventory (реализует интерфейс igetinventory)



По необходимости, в профиле может быть добавлено любое количество файлов скриптов.






Взаимодействие с оборудованием

Для взаимодействия с оборудованием базовый класс noc.core.script.base.BaseScript предоставляет следующие методы.


CLI


	
BaseScript.cli(cmd, command_submit=None, bulk_lines=None, list_re=None, cached=False, file=None, ignore_errors=False, nowait=False, obj_parser=None, cmd_next=None, cmd_stop=None)[source]

	Execute CLI command and return result. Initiate cli session
when necessary





	Parameters:	
	cmd (str [https://docs.python.org/library/functions.html#str]) – CLI command to execute

	command_submit (str [https://docs.python.org/library/functions.html#str]) – Set in Profile, submit enter command

	bulk_lines – Not use

	list_re – Format output

	cached (bool [https://docs.python.org/library/functions.html#bool]) – Cache result

	file (file [https://docs.python.org/library/functions.html#file]) – Read cli from file

	ignore_errors (bool [https://docs.python.org/library/functions.html#bool]) – Ignore syntax error in commands

	nowait (bool [https://docs.python.org/library/functions.html#bool]) – Not use






	Type:	re.MatchObject




	Returns:	if list_re is None, return a string




	Return type:	str [https://docs.python.org/library/functions.html#str]




	Returns:	dict : if list_re is regular expression object, return a list of dicts (group name -> value), one dict per matched line




	Return type:	dict [https://docs.python.org/library/stdtypes.html#dict]











Метод позволяет выполнять команды на оборудовании. Возвращает вывод запрошенной команды в виде строки с текстом к которой, в дальнейшем, возможно применять любые методы для работы с текстовыми строками в Python.




SNMP


	
SNMP.get(oids, cached=False, version=None)[source]

	Perform SNMP GET request





	Parameters:	
	oid (string [https://docs.python.org/library/string.html#module-string]) – string or list of oids

	cached (bool [https://docs.python.org/library/functions.html#bool]) – True if get results can be cached during session






	Returns:	eigther result scalar or dict of name -> value












	
SNMP.getnext(oid, community_suffix=None, filter=None, cached=False, only_first=False, bulk=None, max_repetitions=None, version=None)[source]

	



Методы позволяют выполнять SNMP запросы к оборудованию путём вызова метода с передачей ему OID’а. Для облегчения работы по SNMP, можно использовать:


	
SNMP.get_table(oid, community_suffix=None, cached=False)[source]

	GETNEXT wrapper. Returns a hash of <index> -> <value>






	
SNMP.get_tables(oids, community_suffix=None, bulk=False, min_index=None, max_index=None, cached=False)[source]

	Query list of SNMP tables referenced by oids and yields
tuples of (key, value1, ..., valueN)





	Parameters:	
	oids – List of OIDs

	community_suffix – Optional suffix to be added to community

	bulk – Use BULKGETNEXT if true

	min_index – Not use

	max_index – Not use

	cached – Optional parameter. If True - getting value will be cached






	Returns:	











Полный перечень доступных методов смотрите в приложении.




HTTP


	
HTTP.get(path, headers=None, json=False)[source]

	Perform HTTP GET request





	Parameters:	
	path – URI

	headers – Dict of additional headers

	json – Decode json if set to True














	
HTTP.post(path, data, headers=None, json=False)[source]

	Perform HTTP GET request





	Parameters:	
	path – URI

	headers – Dict of additional headers

	json – Decode json if set to True













Выполняет, соответственно, GET и POST запрос к оборудованию. В рельзультате возвращает ответ в виде JSON.






Написание своего профиля

Для полноценной реализации профиля необходимо:


	Создание структуры каталогов.

	Создание профиля - __init__.py и прописывание параметров работы с оборудованием.

	Реализация скриптов get_version и get_capabilities.

	Реализация необходимого функционала.



Отсутствие того или иного скрипта в профиле ограничивает возможности системы во взаимодействии с оборудованием. Например, отсутствие скрипта получения интерфейсов не позволит построить топологию, а, в отсутствие скрипта get_cdp_neighnbors, не удастся построить топологию по протоколу CDP, но не помешает посмтроить топологию по lldp.


Файл профиля

В файле профиля - __init__.py необходимо прописать

	 1
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	from noc.core.profile.base import BaseProfile
import re


class Profile(BaseProfile):
    name = "Huawei.VRP"
    pattern_more = [
        (r"^  ---- More ----", " "),
        (r"[Cc]ontinue?\S+", "y\n\r"),
        (r"[Cc]onfirm?\S+", "y\n\r"),
        (r" [Aa]re you sure?\S+", "y\n\r"),
        (r"^Delete flash:", "y\n\r"),
        (r"^Squeeze flash:", "y\n\r")
    ]
    pattern_prompt = r"^[<#\[](?P<hostname>[a-zA-Z0-9-_\.\[/`\s]+)(?:-[a-zA-Z0-9/]+)*[>#\]]"
    pattern_syntax_error = r"(Error: |% Wrong parameter found at|% Unrecognized command found at|Error:Too many parameters found|% Too many parameters found at|% Ambiguous command found at)"

    command_more = " "
    config_volatile = ["^%.*?$"]
    command_disable_pager = "screen-length 0 temporary"
    command_enter_config = "system-view"
    command_leave_config = "return"
    command_save_config = "save"
    command_exit = "quit"







Аттрибуты описывают работу с оборудованием методу cli. Они указывают:


	pattern_prompt - описывает строку приглашения на оборудовании.

	pattern_syntax_error - строки, которые выводит оборудование в случае ошибки в команде

	command_more - комманда (или клавиша), которую необходимо передать оборудованию для продолжения постраничного вывода

	config_volatile - список строк, которые могут меняться в конфигурации, при заходе на оборудование (например изменение времени)

	command_disable_pager - комманда, которую необходимо передать оборудованию для отключения постраничного вывода информации

	command_enter_config - комманда, которую необходимо передать оборудованию для входа в режим настройки

	command_leave_config - комманда, которую необходимо передать оборудованию для выхода из режима настройки

	command_save_config - комманда, которую необходимо передать оборудованию для сохранения конфигурации

	command_exit - комманда, которую необходимо передать оборудованию для завершения сеанса




Note

Полный перчень методов и аттрибутов, доступных для переопределения смотрите в Приложении 1




Note

Проверить правильность заданных настроек можно выполнив ./noc script <profile> login!!






Скрипты

В первую очередь необходимо реализовать скрипты get_version и get_capabilities , поскольку информация от них используется для работы остальных скриптов.
Скрипт начинается с области импорта. В ней, мы импортируем базовый класс (строка 1) скрипта и интерфейс, который собираемся реализовывать (строка 2). Здесь же можно импортировать дополнительные, необходимые нам модули. Например, модуль поддержки регулярных выражений (строка 3)

from noc.core.script.base import BaseScript
from noc.sa.interfaces.igetversion import IGetVersion
import re





После импорта необходимых модулей мы объявляем класс Scrip, наследую его от базового класса (BaseScript). После указываем полное имя скрипта, интерфейс и есть ли необходимость кэшировать результат выполнения.

class Script(BaseScript):
    name = "Huawei.VRP.get_version"
    cache = True
    interface = IGetVersion





Первый метод класса обязательно должен быть execute(). При запуске скрипта, с него начинается исполнение, остальные вызовы делаются из него.

def execute(self):
    v = ""





И, в методе execute() идёт обращение к методам работы с оборудованием, получение информации и, в конце, результат передаётся через оператор return.
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	## Python modules
import re
## NOC modules
from noc.core.script.base import BaseScript
from noc.sa.interfaces.igetversion import IGetVersion


class Script(BaseScript):
    name = "Huawei.VRP.get_version"
    cache = True
    interface = IGetVersion


    def execute(self):
        v = ""
        if self.has_snmp():
            # Trying SNMP
            try:
                # SNMPv2-MIB::sysDescr.0
                v = self.snmp.get("1.3.6.1.2.1.1.1.0", cached=True)
            except self.snmp.TimeOutError:
                pass
        if v == "":
            # Trying CLI
            try:
                v = self.cli("display version", cached=True)
            except self.CLISyntaxError:
                raise self.NotSupportedError()
        rx = self.find_re([
            self.rx_ver,
            self.rx_ver_snmp,
            self.rx_ver_snmp2,
            self.rx_ver_snmp3,
            self.rx_ver_snmp4,
            self.rx_ver_snmp5
        ], v)
        match = rx.search(v)
        r = {
            "vendor": "Huawei",
            "platform": platform,
            "version": match.group("version")
        }
        if "image" in match.groupdict():
            image = match.group("image")
            r["attributes"] = {"image": image}
        return r







Скрипт get_capabilities отличается от остальных скриптов. Его предназначение - определять поддержку оборудованием того или иного функционала. В дальнейшем подобная информация используется для оптимизации опроса оборудования. Например, если оборудование не поддерживает SNMP (например он отключён, или в настройках указан наверный SNMP Community) то скрипты, которые требуют рабочего SNMP не выполняются. Также отличием является то, что он относится к категории модульных скриптов. И он наследует не класс noc.core.script.base.BaseScript а класс вышестоящего скрипта noc.sa.profiles.Generic.get_capabilities. Также, в нём используется специальная конструкция - декоратор .Это позволяет обрабатывать ошибки, при вводе комманд, как стандартную ситуацию и делать вывод о недоступности функционала.

Рассмотрим пример. В стройках 2, 3 мы импортируем модули. В отличие от остальных скриптом, импортируются noc.sa.profiles.Generic.get_capabilities и noc.sa.profiles.Generic.get_capabilities. Строки с интерфейсом нет, т.к. она определена в вышестоящем скрипте - Generic.get_capabilities. По этой же причине отсутствует метод exetcute(), он вызывается из вышестоящего скрипта.
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	## NOC modules
from noc.sa.profiles.Generic.get_capabilities import Script as BaseScript
from noc.sa.profiles.Generic.get_capabilities import false_on_cli_error


class Script(BaseScript):
    name = "Huawei.VRP.get_capabilities"

    @false_on_cli_error
    def has_stp(self):
        """
        Check box has STP enabled
        """
        try:
            r = self.cli("display stp global | include Enabled")
            return "Enabled" in r
        except self.CLISyntaxError:
            try:
                r = self.cli("display stp | include disabled")
                return "Protocol Status" not in r
            except self.CLISyntaxError:
                r = self.cli("display stp")
                return "Protocol Status" not in r








Полный перчень проверяемых возможностей можно посмотреть в скрипте Generic.get_capabilities


	
class noc.sa.profiles.Generic.get_capabilities.Script(service, credentials, args=None, capabilities=None, version=None, parent=None, timeout=None, name=None, collect_beef=False)[source]

	
	
CHECK_SNMP_GET = {}

	




	
SNMP_CAPS = {0: 'SNMP | v1', 1: 'SNMP | v2', 3: 'SNMP | v3'}

	




	
SNMP_VERSIONS = (1, 0)

	




	
cache = True

	




	
check_snmp_get(oid, version=None)[source]

	Check SNMP GET response to oid






	
check_snmp_getnext(oid, bulk=False, only_first=True)[source]

	Check SNMP response to GETNEXT/BULK






	
execute()[source]

	




	
execute_platform(caps)[source]

	Method to be overriden in subclasses.
:param caps: Dict of capabilities, can be modified






	
get_snmp_versions()[source]

	Get SNMP version





	Returns:	Working SNMP versions set or empty set










	
has_cdp()[source]

	Returns True when CDP is enabled






	
has_ipv6()[source]

	Returns True when IPv6 ND is enabled






	
has_lldp()[source]

	Returns True when LLDP is enabled






	
has_oam()[source]

	Returns True when OAM is enabled






	
has_snmp()[source]

	Check basic SNMP support






	
has_snmp_bulk()[source]

	




	
has_snmp_ifmib()[source]

	Check IF-MIB support





	Return bool:	










	
has_snmp_ifmib_hc()[source]

	Check IF-MIB 64 bit counters





	Return bool:	










	
has_stp()[source]

	Returns True when STP is enabled






	
has_udld()[source]

	Returns True when UDLD is enabled






	
interface

	alias of IGetCapabilities






	
name = 'Generic.get_capabilities'

	




	
requires = []

	








	
noc.sa.profiles.Generic.get_capabilities.false_on_cli_error(f)[source]

	



После отработки скрипта get_capabilities становится возможно пользоваться данными проверок. Для этого используются методы BaseScript.has_capability() , BaseScript.has_snmp() .

Все особенности работы с тем или иным оборудованием сосредоточены внутри профиля. Чем больше информации сможет собрать профиль (в рамках потребляемого NOC’ом), тем больше будет знать NOC.


Note

Происходящее внутри профиля, целиком возложена на разработчика. И после запуска NOC’ом не контроллируется.






Отладка

Для отладки профиля используется инструмент ./noc script. Он позволяет запускать скрипты из профиля в режиме отладки. Делается это следующим образом:

./noc script --debug <имя_скрипта> <имя_объекта> <параметры>, где


	<имя_скрипта> - полное имя скрипта (в формате <папка1>.<папка2>.<имя_скрипта>

	<имя_объекта> - имя Объекта (из меню Объекты -> Список объектов)

	<параметры> - параметры (не обязательно, только если используются)



Для удобства, параметры, можно передавать в файлике формата JSON, это не требует добавление объекта в систему.

./noc script --debug <имя_скрипта> <путь_к_файлу_json>

{
   "scheme": "telnet",
   "address": "192.168.1.1",
   "port": 23,
   "profile": "Cisco.IOS",
   "credentials": {
     "user": "login", "password": "pass", "super_password": "", "snmp_ro": "public", "snmp_rw": "private"
  },
  "caps": {
    "SNMP": true,
    "SNMP | IF-MIB": true,
    "SNMP | Bulk": true,
    "SNMP | IF-MIB | HC": true
  }
}








Примеры скриптов


	Huawei.VRP.get_version



# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## Copyright (C) 2007-2016 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------

## Python modules
import re
## NOC modules
from noc.core.script.base import BaseScript
from noc.sa.interfaces.igetversion import IGetVersion


class Script(BaseScript):
    name = "Huawei.VRP.get_version"
    cache = True
    interface = IGetVersion

    rx_ver = re.compile(
        r"^VRP.+Software, Version (?P<version>[^ ,]+),? .*?\n"
        r"\s*(?:Quidway|Huawei) (?P<platform>(?:NetEngine\s+|MultiserviceEngine\s+)?\S+)[^\n]+uptime",
        re.MULTILINE | re.DOTALL | re.IGNORECASE
    )
    rx_ver_snmp = re.compile(
        r"Versatile Routing Platform Software.*?"
        r"Version (?P<version>[^ ,]+),? .*?\n"
        r"\s*(?:Quidway|Huawei) (?P<platform>(?:NetEngine\s+)?"
        r"[^ \t\n\r\f\v\-]+)[^\n]+",
        re.MULTILINE | re.DOTALL | re.IGNORECASE
    )
    rx_ver_snmp2 = re.compile(
        r"(?P<platform>(?:\S+\s+)?S\d+(?:[A-Z]+-[A-Z]+)?(?:\d+\S+)?)"
        r"\s+Huawei\sVersatile\sRouting\sPlatform"
        r"\sSoftware.*Version\s(?P<version>\d+\.\d+)\s"
        r"\(S\d+\s(?P<image>\S+)+\).*",
        re.MULTILINE | re.DOTALL | re.IGNORECASE
    )
    rx_ver_snmp3 = re.compile(
        r"^\s*VRP.+Software, Version (?P<version>\S+)\s+"
        r"\((?P<platform>S\S+|CX\d+) (?P<image>[^)]+)",
        re.MULTILINE | re.DOTALL | re.IGNORECASE
    )

    rx_ver_snmp4 = re.compile(
        r"Huawei Versatile Routing Platform Software.*?"
        r"Version (?P<version>\S+) .*?"
        r"\s*(?:Quidway|Huawei) (?P<platform>(?:NetEngine\s+|MultiserviceEngine\s+)?\S+)[^\n]\d",
        re.MULTILINE | re.DOTALL | re.IGNORECASE
    )

    rx_ver_snmp5 = re.compile(
        r"Huawei Versatile Routing Platform.*?"
        r"Version (?P<version>\S+) .*?"
        r"\s*(?:Quidway|Huawei) (?P<platform>[A-Z0-9]+)\s",
        re.MULTILINE | re.DOTALL | re.IGNORECASE
    )

    def execute(self):
        v = ""
        if self.has_snmp():
            # Trying SNMP
            try:
                # SNMPv2-MIB::sysDescr.0
                v = self.snmp.get("1.3.6.1.2.1.1.1.0", cached=True)
            except self.snmp.TimeOutError:
                pass
        if v == "":
            # Trying CLI
            try:
                v = self.cli("display version", cached=True)
            except self.CLISyntaxError:
                raise self.NotSupportedError()
        rx = self.find_re([
            self.rx_ver,
            self.rx_ver_snmp,
            self.rx_ver_snmp2,
            self.rx_ver_snmp3,
            self.rx_ver_snmp4,
            self.rx_ver_snmp5
        ], v)
        match = rx.search(v)
        platform = match.group("platform")
        # Convert NetEngine to NE
        if platform.lower().startswith("netengine"):
            n, p = platform.split(" ", 1)
            platform = "NE%s" % p.strip().upper()
        elif platform.lower().startswith("multiserviceengine"):
            n, p = platform.split(" ", 1)
            platform = "ME%s" % p.strip().upper()
        r = {
            "vendor": "Huawei",
            "platform": platform,
            "version": match.group("version")
        }
        if "image" in match.groupdict():
            image = match.group("image")
            r["attributes"] = {"image": image}
        return r






	Huawei.VRP.get_capabilities



# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## Huawei.VRP.get_capabilities
##----------------------------------------------------------------------
## Copyright (C) 2007-2016 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------

## NOC modules
from noc.sa.profiles.Generic.get_capabilities import Script as BaseScript
from noc.sa.profiles.Generic.get_capabilities import false_on_cli_error


class Script(BaseScript):
    name = "Huawei.VRP.get_capabilities"

    @false_on_cli_error
    def has_stp(self):
        """
        Check box has STP enabled
        """
        try:
            r = self.cli("display stp global | include Enabled")
            return "Enabled" in r
        except self.CLISyntaxError:
            try:
                r = self.cli("display stp | include disabled")
                return "Protocol Status" not in r
            except self.CLISyntaxError:
                r = self.cli("display stp")
                return "Protocol Status" not in r

    @false_on_cli_error
    def has_lldp(self):
        """
        Check box has LLDP enabled
        """
        r = self.cli("display lldp local")
        return "Global LLDP is not enabled" not in r

    @false_on_cli_error
    def has_bfd(self):
        """
        Check box has BFD enabled
        """
        r = self.cli("display bfd configuration all")
        return not "Please enable BFD in global mode first" in r

    @false_on_cli_error
    def has_udld(self):
        """
        Check box has UDLD enabled
        """
        r = self.cli("display dldp")
        return "Global DLDP is not enabled" not in r \
        and "DLDP global status : disable" not in r











Приложение


Базовый класс профиля


	
class noc.core.profile.base.BaseProfile[source]

	Equipment profile. Contains all equipment personality and specific


	
can_strip_hostname_to = None

	Device can strip long hostname in various modes
i.e
my.very.long.hostname# converts to
my.very.long.hos(config)#
In this case set can_strip_hostname_to = 16
None by default






	
cleaned_config(cfg)[source]

	Clean up config. Wipe out volatile strings before returning result





	Parameters:	cfg (str [https://docs.python.org/library/functions.html#str]) – Configuration


	Returns:	Clean up configuration


	Return type:	str [https://docs.python.org/library/functions.html#str]










	
cleaned_input(input)[source]

	Preprocessor to clean up and normalize input from device.
Delete ASCII sequences by default.
Can be overriden to achieve desired behavior


	
ecma48.strip_control_sequences(s)

	Normal text leaved untouched

>>> strip_control_sequences("Lorem Ipsum")
'Lorem Ipsum'





CR,LF and ESC survive from C0 set

>>> repr(strip_control_sequences("".join([chr(i) for i in range(32)])))
"'\\t\\n\\r'"





C1 set stripped (ESC+[ survive)

>>> strip_control_sequences("".join(["
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	Пакет
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	Профиль
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	Интерфейс
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	Объект (объект управления)
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Discussion and support


You can discuss Tornado on
.. _Telegram:


The best way to contact us is to visit our Gitter_ chat. We usually reply within a day, but sometimes immediately :)





Discussion and support


You can discuss Tornado on the Tornado developer mailing list [http://groups.google.com/group/python-tornado], and report bugs on
the GitHub issue tracker [https://github.com/tornadoweb/tornado/issues].  Links to additional
resources can be found on the Tornado wiki [https://github.com/tornadoweb/tornado/wiki/Links].  New releases are
announced on the announcements mailing list [http://groups.google.com/group/python-tornado-announce].


Tornado is available under
the Apache License, Version 2.0 [http://www.apache.org/licenses/LICENSE-2.0.html].
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  Source code for noc.core.script.base

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## SA Script base
##----------------------------------------------------------------------
## Copyright (C) 2007-2016 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------

## Python modules
import re
import logging
import time
import itertools
import operator
## NOC modules
from snmp.base import SNMP
from snmp.beef import BeefSNMP
from http.base import HTTP
from noc.lib.log import PrefixLoggerAdapter
from noc.lib.validators import is_int
from context import (ConfigurationContextManager, CacheContextManager,
                     IgnoredExceptionsContextManager)
from noc.core.profile.loader import loader as profile_loader
from noc.core.handler import get_handler
from noc.lib.mac import MAC
from beef import Beef


[docs]class BaseScript(object):
    """
    Service Activation script base class
    """
    class __metaclass__(type):
        """
        Process @match decorators
        """
        def __new__(mcs, name, bases, attrs):
            n = type.__new__(mcs, name, bases, attrs)
            n._execute_chain = sorted(
                (v for v in attrs.itervalues() if hasattr(v, "_seq")),
                key=operator.attrgetter("_seq")
            )
            return n

    name = None
    """
    Script name in form of <vendor>.<system>.<name>
    """

    TIMEOUT = 120
    """
    Default script timeout
    """

    cache = False
    """
    Enable call cache
    If True, script result will be cached and reused
    during lifetime of parent script
    """

    interface = None
    """
    Implemented interface
    """

    requires = []
    """
    Scripts required by generic script.
    For common scripts - empty list
    For generics - list of pairs (script_name, interface)
    """

    base_logger = logging.getLogger(name or "script")

    _x_seq = itertools.count()

    # Common errors
[docs]    class ScriptError(Exception):
        """
        Script error

        :raise: ScriptError
        """


    # LoginError = LoginError
[docs]    class CLISyntaxError(ScriptError):
        """
        Syntax error

        :raise: CLISyntaxError
        """


[docs]    class CLIOperationError(ScriptError):
        """
        Operational CLI error

        :raise: CLIOperationError
        """

    # CLITransportError = CLITransportError
    # CLIDisconnectedError = CLIDisconnectedError
    # TimeOutError = TimeOutError

[docs]    class NotSupportedError(ScriptError):
        """
        Feature is not supported

        :raise: NotSupportedError
        """


[docs]    class UnexpectedResultError(ScriptError):
        """
        Unexpected result

        :raise: UnexpectedResultError
        """


    hexbin = {
        "0": "0000", "1": "0001", "2": "0010", "3": "0011",
        "4": "0100", "5": "0101", "6": "0110", "7": "0111",
        "8": "1000", "9": "1001", "a": "1010", "b": "1011",
        "c": "1100", "d": "1101", "e": "1110", "f": "1111"
    }

    cli_protocols = {
        "telnet": "noc.core.script.cli.telnet.TelnetCLI",
        "ssh": "noc.core.script.cli.ssh.SSHCLI",
        "beef": "noc.core.script.cli.beef.BeefCLI"
    }

    def __init__(self, service, credentials,
                 args=None, capabilities=None,
                 version=None, parent=None, timeout=None,
                 name=None, collect_beef=False):
        self.service = service
        self.tos = self.service.config.tos
        self.pool = self.service.config.pool
        self.parent = parent
        self._motd = None
        name = name or self.name
        self.logger = PrefixLoggerAdapter(
            self.base_logger,
            "%s] [%s" % (self.name, credentials.get("address", "-"))
        )
        if self.parent:
            self.profile = self.parent.profile
        else:
            self.profile = profile_loader.get_profile(
                ".".join(name.split(".")[:2])
            )()
        self.credentials = credentials or {}
        self.version = version or {}
        self.capabilities = capabilities
        self.timeout = timeout or self.get_timeout()
        self.start_time = None
        self.args = self.clean_input(args or {})
        self.cli_stream = None
        if collect_beef:
            self.beef = Beef(script=self.name)
            self.logger.info("Collecting beef %s", self.beef.uuid)
        else:
            self.beef = None
        if self.parent:
            self.snmp = self.root.snmp
            self.beef = self.parent.beef
        else:
            if self.credentials.get("beef"):
                self.snmp = BeefSNMP(self)
            else:
                self.snmp = SNMP(self, beef=self.beef)
        self.http = HTTP(self)
        self.to_disable_pager = not self.parent and self.profile.command_disable_pager
        self.to_shutdown_session = False
        self.scripts = ScriptsHub(self)
        self.is_cached = False  # Cache CLI and SNMP calls, if set
        # Suitable only when self.parent is None.
        # Cached results for scripts marked with "cache"
        self.call_cache = {}
        #
        if not parent and version and not name.endswith(".get_version"):
            self.logger.debug("Filling get_version cache with %s",
                              version)
            s = name.split(".")
            self.set_cache(
                "%s.%s.get_version" % (s[0], s[1]),
                {},
                version
            )
        #
        if self.profile.setup_script:
            self.profile.setup_script(self)

    def __call__(self, *args, **kwargs):
        self.args = kwargs
        return self.run()

[docs]    def clean_input(self, args):
        """
        Cleanup input parameters against interface

        :param args: Arguments for cleaning method

        :return: Cleaned input
        :rtype: str
        """
        return self.interface().script_clean_input(self.profile, **args)


[docs]    def clean_output(self, result):
        """
        Clean script result against interface

        :param str result: Output from device

        :return: Cleaned output
        :rtype: str
        """
        return self.interface().script_clean_result(self.profile, result)


[docs]    def run(self):
        """
        Run script

        :return: Result return execute() of method
        """
        self.start_time = time.time()
        self.logger.info("Running. Input arguments: %s, timeout %s",
                         self.args, self.timeout)
        # Use cached result when available
        cache_hit = False
        if self.cache and self.parent:
            try:
                result = self.get_cache(self.name, self.args)
                self.logger.info("Using cached result")
                cache_hit = True
            except KeyError:
                pass
        # Execute script
        if not cache_hit:
            try:
                result = self.execute(**self.args)
                if self.cache and self.parent and result:
                    self.logger.info("Caching result")
                    self.set_cache(self.name, self.args, result)
            finally:
                if not self.parent:
                    # Close SNMP socket when necessary
                    self.snmp.close()
                    # Close CLI socket when necessary
                    self.close_cli_stream()
                    # Close HTTP Client
                    self.http.close()
        # Clean result
        result = self.clean_output(result)
        self.logger.debug("Result: %s", result)
        runtime = time.time() - self.start_time
        self.logger.info("Complete (%.2fms)", runtime * 1000)
        return result


    @classmethod
[docs]    def compile_match_filter(cls, *args, **kwargs):
        """
        Compile arguments into version check function

        :return: Returns callable accepting self and version hash arguments
        """
        c = [lambda self, x, g=f: g(x) for f in args]
        for k, v in kwargs.items():
            # Split to field name and lookup operator
            if "__" in k:
                f, o = k.split("__")
            else:
                f = k
                o = "exact"
                # Check field name
            if f not in ("vendor", "platform", "version", "image"):
                raise Exception("Invalid field '%s'" % f)
                # Compile lookup functions
            if o == "exact":
                c += [lambda self, x, f=f, v=v: x[f] == v]
            elif o == "iexact":
                c += [lambda self, x, f=f, v=v: x[f].lower() == v.lower()]
            elif o == "startswith":
                c += [lambda self, x, f=f, v=v: x[f].startswith(v)]
            elif o == "istartswith":
                c += [lambda self, x, f=f, v=v: x[f].lower().startswith(v.lower())]
            elif o == "endswith":
                c += [lambda self, x, f=f, v=v: x[f].endswith(v)]
            elif o == "iendswith":
                c += [lambda self, x, f=f, v=v: x[f].lower().endswith(v.lower())]
            elif o == "contains":
                c += [lambda self, x, f=f, v=v: v in x[f]]
            elif o == "icontains":
                c += [lambda self, x, f=f, v=v: v.lower() in x[f].lower()]
            elif o == "in":
                c += [lambda self, x, f=f, v=v: x[f] in v]
            elif o == "regex":
                c += [lambda self, x, f=f, v=re.compile(v): v.search(x[f]) is not None]
            elif o == "iregex":
                c += [lambda self, x, f=f, v=re.compile(v, re.IGNORECASE): v.search(x[f]) is not None]
            elif o == "isempty":  # Empty string or null
                c += [lambda self, x, f=f, v=v: not x[f] if v else x[f]]
            elif f == "version":
                if o == "lt":  # <
                    c += [lambda self, x, v=v: self.profile.cmp_version(x["version"], v) < 0]
                elif o == "lte":  # <=
                    c += [lambda self, x, v=v: self.profile.cmp_version(x["version"], v) <= 0]
                elif o == "gt":  # >
                    c += [lambda self, x, v=v: self.profile.cmp_version(x["version"], v) > 0]
                elif o == "gte":  # >=
                    c += [lambda self, x, v=v: self.profile.cmp_version(x["version"], v) >= 0]
                else:
                    raise Exception("Invalid lookup operation: %s" % o)
            else:
                raise Exception("Invalid lookup operation: %s" % o)
        # Combine expressions into single lambda
        return reduce(
            lambda x, y: lambda self, v, x=x, y=y: (
                x(self, v) and y(self, v)
            ),
            c,
            lambda self, x: True
        )


    @classmethod
[docs]    def match(cls, *args, **kwargs):
        """
        execute method decorator
        """
        def wrap(f):
            # Append to the execute chain
            if hasattr(f, "_match"):
                old_filter = f._match
                f._match = lambda self, v, old_filter=old_filter, new_filter=new_filter: new_filter(self, v) or old_filter(self, v)
            else:
                f._match = new_filter
            f._seq = cls._x_seq.next()
            return f

        # Compile check function
        new_filter = cls.compile_match_filter(*args, **kwargs)
        # Return decorated function
        return wrap


[docs]    def match_version(self, *args, **kwargs):
        """
        inline version for BaseScript.match
        """
        if not self.version:
            self.version = self.scripts.get_version()
        return self.compile_match_filter(*args, **kwargs)(
            self,
            self.version
        )


[docs]    def execute(self, **kwargs):
        """
        Default script behavior:
        Pass through _execute_chain and call appropriative handler
        """
        if self._execute_chain and not self.name.endswith(".get_version"):
            # Get version information
            if not self.version:
                self.version = self.scripts.get_version()
            # Find and execute proper handler
            for f in self._execute_chain:
                if f._match(self, self.version):
                    return f(self, **kwargs)
                # Raise error
            raise self.NotSupportedError()


[docs]    def cleaned_config(self, config):
        """
        Clean up config from all unnecessary trash

        :param str config: Configuration for clean

        :return: Clean up config from all unnecessary trash
        :rtype: str
        """
        return self.profile.cleaned_config(config)


[docs]    def strip_first_lines(self, text, lines=1):
        """
        Strip first *lines*

        :param str text: Text
        :param int lines: Number of lines for strip

        :return: Text with stripped first N lines
        :rtype: str
        """
        t = text.split("\n")
        if len(t) <= lines:
            return ""
        else:
            return "\n".join(t[lines:])


[docs]    def expand_rangelist(self, s):
        """
        Expand expressions like "1,2,5-7" to [1, 2, 5, 6, 7]

        :param str s: Comma-separated list

        :return: [1, 2, 5, 6, 7]
        :rtype: list
        """
        result = {}
        for x in s.split(","):
            x = x.strip()
            if x == "":
                continue
            if "-" in x:
                l, r = [int(y) for y in x.split("-")]
                if l > r:
                    x = r
                    r = l
                    l = x
                for i in range(l, r + 1):
                    result[i] = None
            else:
                result[int(x)] = None
        return sorted(result.keys())


    rx_detect_sep = re.compile("^(.*?)\d+$")

[docs]    def expand_interface_range(self, s):
        """
        Convert interface range expression to a list
        of interfaces
        "Gi 1/1-3,Gi 1/7" -> ["Gi 1/1", "Gi 1/2", "Gi 1/3", "Gi 1/7"]
        "1:1-3" -> ["1:1", "1:2", "1:3"]
        "1:1-1:3" -> ["1:1", "1:2", "1:3"]

        :param str s: Comma-separated list

        :returns: ["port", ..]
        :rtype: list
        """
        r = set()
        for x in s.split(","):
            x = x.strip()
            if not x:
                continue
            if "-" in x:
                # Expand range
                f, t = [y.strip() for y in x.split("-")]
                # Detect common prefix
                match = self.rx_detect_sep.match(f)
                if not match:
                    raise ValueError(x)
                prefix = match.group(1)
                # Detect range boundaries
                start = int(f[len(prefix):])
                if is_int(t):
                    stop = int(t)  # Just integer
                else:
                    if not t.startswith(prefix):
                        raise ValueError(x)
                    stop = int(t[len(prefix):])  # Prefixed
                if start > stop:
                    raise ValueError(x)
                for i in range(start, stop + 1):
                    r.add(prefix + str(i))
            else:
                r.add(x)
        return sorted(r)


[docs]    def macs_to_ranges(self, macs):
        """
        Converts list of macs to rangea

        :param macs: Iterable yielding mac addresses

        :returns: [(from, to), ..]
        """
        r = []
        for m in sorted(MAC(x) for x in macs):
            if r:
                if r[-1][1].shift(1) == m:
                    # Expand last range
                    r[-1][1] = m
                else:
                    r += [[m, m]]
            else:
                r += [[m, m]]
        return [(str(x[0]), str(x[1])) for x in r]


[docs]    def hexstring_to_mac(self, s):
        """
        Convert a 6-octet string to MAC address

        :param str s: 6-octet string

        :return: MAC Address
        :rtype: MAC
        """
        return ":".join(["%02X" % ord(x) for x in s])


    @property
    def root(self):
        """
        Get root script

        :return
        :rtype: str
        """
        if self.parent:
            return self.parent.root
        else:
            return self

[docs]    def get_cache(self, key1, key2):
        """
        Get cached result or raise KeyError

        :param key1 str: Cache key1
        :param key2 str: Cache key2

        :returns: Cache result
        :rtype: object
        """
        s = self.root
        return s.call_cache[repr(key1)][repr(key2)]


[docs]    def set_cache(self, key1, key2, value):
        """
        Set cached result

        :param key1, key2: Cache key
        :param value: Value for write to cache
        """
        key1 = repr(key1)
        key2 = repr(key2)
        s = self.root
        if key1 not in s.call_cache:
            s.call_cache[key1] = {}
        s.call_cache[key1][key2] = value


[docs]    def configure(self):
        """

        :return: Returns configuration context
        :rtype: object
        """
        return ConfigurationContextManager(self)


[docs]    def cached(self):
        """
        Return cached context managed. All nested CLI and SNMP GET/GETNEXT
        calls will be cached.

        Usage:

        with self.cached():
            self.cli(".....)
            self.scripts.script()
        """
        return CacheContextManager(self)


[docs]    def enter_config(self):
        """
        Enter configuration mote

        :return:
        """
        if self.profile.command_enter_config:
            self.cli(self.profile.command_enter_config)


[docs]    def leave_config(self):
        """
        Leave configuration mode

        :return:
        """
        if self.profile.command_leave_config:
            self.cli(self.profile.command_leave_config)
            self.cli("")  # Guardian empty command to wait until configuration is finally written


[docs]    def save_config(self, immediately=False):
        """
        Save current config

        :return:
        """
        if immediately:
            if self.profile.command_save_config:
                self.cli(self.profile.command_save_config)
        else:
            self.schedule_to_save()


[docs]    def schedule_to_save(self):
        self.need_to_save = True
        if self.parent:
            self.parent.schedule_to_save()


[docs]    def set_motd(self, motd):
        """
        Set _motd Attrinute - Message of The day

        :param str motd:
        :return:
        """
        self._motd = motd


    @property
    def motd(self):
        """
        Return message of the day

        :return: Message of the day
        :rtype: str
        """
        if self._motd:
            return self._motd
        else:
            return self.get_cli_stream().get_motd()

[docs]    def re_search(self, rx, s, flags=0):
        """
        Match s against regular expression rx using re.search
        Raise UnexpectedResultError if regular expression is not matched.
        Returns match object.
        rx can be string or compiled regular expression

        :return: re match object
        :rtype: re.match
        """
        if isinstance(rx, basestring):
            rx = re.compile(rx, flags)
        match = rx.search(s)
        if match is None:
            raise self.UnexpectedResultError()
        return match


[docs]    def re_match(self, rx, s, flags=0):
        """
        Match s against regular expression rx using re.match
        Raise UnexpectedResultError if regular expression is not matched.
        Returns match object.
        rx can be string or compiled regular expression

        :return: re match object
        :rtype: object
        """
        if isinstance(rx, basestring):
            rx = re.compile(rx, flags)
        match = rx.match(s)
        if match is None:
            raise self.UnexpectedResultError()
        return match


    _match_lines_cache = {}

    @classmethod
[docs]    def match_lines(cls, rx, s):
        k = id(rx)
        if k not in cls._match_lines_cache:
            _rx = [re.compile(l, re.IGNORECASE) for l in rx]
            cls._match_lines_cache[k] = _rx
        else:
            _rx = cls._match_lines_cache[k]
        ctx = {}
        idx = 0
        r = _rx[0]
        for l in s.splitlines():
            l = l.strip()
            match = r.search(l)
            if match:
                ctx.update(match.groupdict())
                idx += 1
                if idx == len(_rx):
                    return ctx
                r = _rx[idx]
        return None


[docs]    def find_re(self, iter, s):
        """
        Find first matching regular expression
        or raise Unexpected result error

        :param iter: Iterable objecth for search
        :param re s:

        :return:
        :rtype: re.match
        """
        for r in iter:
            if r.search(s):
                return r
        raise self.UnexpectedResultError()


[docs]    def hex_to_bin(self, s):
        """
        Convert hexadecimal string to boolean string.
        All non-hexadecimal characters are ignored

        :param s: Input string

        :return: Boolean string
        :rtype: basestring
        """
        return "".join(
            self.hexbin[c] for c in
            "".join("%02x" % ord(d) for d in s)
        )


[docs]    def push_prompt_pattern(self, pattern):
        self.get_cli_stream().push_prompt_pattern(pattern)


[docs]    def pop_prompt_pattern(self):
        self.get_cli_stream().pop_prompt_pattern()


[docs]    def has_oid(self, oid):
        """
        Check object responses to oid

        :return: Check result
        :rtype: bool
        """
        try:
            return bool(self.snmp.get(oid))
        except self.snmp.TimeOutError:
            return False


[docs]    def get_timeout(self):
        """

        :return: TIMEOUT for script
        :rtype: int
        """
        return self.TIMEOUT


[docs]    def cli(self, cmd, command_submit=None, bulk_lines=None,
            list_re=None, cached=False, file=None, ignore_errors=False,
            nowait=False, obj_parser=None, cmd_next=None, cmd_stop=None):
        """
        Execute CLI command and return result. Initiate cli session
        when necessary

        :param str cmd: CLI command to execute
        :param str command_submit: Set in Profile, submit enter command
        :param bulk_lines: Not use
        :param list_re: Format output
        :type: re.MatchObject
        :param bool cached: Cache result
        :param file file: Read cli from file
        :param bool ignore_errors: Ignore syntax error in commands
        :param bool nowait: Not use

        :return: if list_re is None, return a string
        :rtype: str
        :return: dict : if list_re is regular expression object, return a list of dicts (group name -> value), one dict per matched line
        :rtype: dict
        """
        if file:
            with open(file) as f:
                return f.read()
        command_submit = command_submit or self.profile.command_submit
        stream = self.get_cli_stream()
        r = stream.execute(cmd + command_submit, obj_parser=obj_parser,
                           cmd_next=cmd_next, cmd_stop=cmd_stop)
        if isinstance(r, basestring):
            if self.beef:
                self.beef.set_cli(cmd, r)
            # Check for syntax errors
            if not ignore_errors:
                # Check for syntax error
                if (self.profile.rx_pattern_syntax_error and
                        self.profile.rx_pattern_syntax_error.search(r)):
                    raise self.CLISyntaxError(r)
                # Then check for operation error
                if (self.profile.rx_pattern_operation_error and
                        self.profile.rx_pattern_operation_error.search(r)):
                    raise self.CLIOperationError(r)
            # Echo cancelation
            if r[:4096].lstrip().startswith(cmd):
                r = r.lstrip()
                if r.startswith(cmd + "\n"):
                    # Remove first line
                    r = self.strip_first_lines(r.lstrip())
                else:
                    # Some switches, like ProCurve do not send \n after the echo
                    r = r[len(cmd):]
        # Convert to list of dicts if list_re is defined
        if list_re:
            x = []
            for l in r.splitlines():
                match = list_re.match(l.strip())
                if match:
                    x += [match.groupdict()]
            r = x
        return r


[docs]    def get_cli_stream(self):
        if self.parent:
            return self.root.get_cli_stream()
        if not self.cli_stream:
            protocol = self.credentials.get("cli_protocol", "telnet")
            self.logger.debug("Open %s CLI", protocol)
            self.cli_stream = get_handler(
                self.cli_protocols[protocol]
            )(self, tos=self.tos)
            # Run session setup
            if self.profile.setup_session:
                self.logger.debug("Setup session")
                self.profile.setup_session(self)
            self.to_shutdown_session = bool(self.profile.shutdown_session)
            # Disable pager when nesessary
            if self.to_disable_pager:
                self.logger.debug("Disable paging")
                self.to_disable_pager = False
                if isinstance(self.profile.command_disable_pager, basestring):
                    self.cli(self.profile.command_disable_pager,
                         ignore_errors=True)
                elif isinstance(self.profile.command_disable_pager, list):
                    for cmd in self.profile.command_disable_pager:
                        self.cli(cmd, ignore_errors=True)
                else:
                    raise self.UnexpectedResultError
        return self.cli_stream


[docs]    def close_cli_stream(self):
        if self.parent:
            return
        if self.cli_stream:
            if self.to_shutdown_session:
                self.logger.debug("Shutdown session")
                self.profile.shutdown_session(self)
            self.cli_stream.close()
            self.cli_stream = None


[docs]    def has_snmp(self):
        """
        Check whether equipment has SNMP enabled

        :return: Check result
        :rtype: bool
        """
        return bool(self.credentials.get("snmp_ro"))


[docs]    def has_snmp_v1(self):
        """
        Check whether equipment supports SNMP v1

        :return: Check result
        :rtype: bool
        """
        return self.has_capability("SNMP | v1")


[docs]    def has_snmp_v2c(self):
        """
        Check whether equipment supports SNMP v2c

        :return: Check result
        :rtype: bool
        """
        return self.has_capability("SNMP | v2c")


[docs]    def has_snmp_v3(self):
        """
        Check whether equipment supports SNMP v3

        :return: Check result
        :rtype: bool
        """
        return self.has_capability("SNMP | v3")


[docs]    def has_snmp_bulk(self):
        """
        Check whether equipment supports SNMP BULK

        :return: Check result
        :rtype: bool
        """
        return self.has_capability("SNMP | Bulk")


[docs]    def has_capability(self, capability):
        """
        Shech whether equipment supports capability

        :param str capability: Capability name

        :return: Check result
        :rtype: bool
        """
        return bool(self.capabilities.get(capability))


[docs]    def ignored_exceptions(self, iterable):
        """
        Context manager to silently ignore specified exceptions

        :param: Iterable object

        :return:
        :rtype: object
        """
        return IgnoredExceptionsContextManager(iterable)




[docs]class ScriptsHub(object):
    """
    Object representing Script.scripts structure.
    Returns initialized child script which can be used ans callable
    """
    class _CallWrapper(object):
        def __init__(self, script_class, parent):
            self.parent = parent
            self.script_class = script_class

        def __call__(self, **kwargs):
            return self.script_class(
                parent=self.parent,
                service=self.parent.service,
                args=kwargs,
                credentials=self.parent.credentials,
                capabilities=self.parent.capabilities,
                version=self.parent.version,
                timeout=self.parent.timeout
            ).run()

    def __init__(self, script):
        self._script = script

    def __getattr__(self, item):
        if item.startswith("_"):
            return self.__dict__[item]
        else:
            from loader import loader as script_loader

            sc = script_loader.get_script(
                "%s.%s" % (self._script.profile.name, item)
            )
            if sc:
                return self._CallWrapper(sc, self._script)
            else:
                raise AttributeError(item)

    def __contains__(self, item):
        """
        Check object has script name

        :param item: First param
        :type item: object

        :return:
        :rtype: bool
        """
        from loader import loader as script_loader
        if "." not in item:
            # Normalize to full name
            item = "%s.%s" % (self._script.profile.name, item)
        return script_loader.has_script(item)
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  Source code for noc.core.script.snmp.base

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## SNMP methods implementation
##----------------------------------------------------------------------
## Copyright (C) 2007-2015 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------

## Third-party modules
import tornado.ioloop
import tornado.gen
## NOC modules
from noc.core.ioloop.snmp import (snmp_get, snmp_count, snmp_getnext,
                                  snmp_set)
from noc.core.snmp.error import SNMPError, TIMED_OUT
from noc.core.snmp.version import SNMP_v1, SNMP_v2c, SNMP_v3
from noc.lib.log import PrefixLoggerAdapter


class SNMP(object):
    class TimeOutError(Exception):
        pass

    def __init__(self, script, beef=None):
        self.script = script
        self.ioloop = None
        self.result = None
        self.beef = beef
        self.logger = PrefixLoggerAdapter(script.logger, "snmp")

    def close(self):
        if self.ioloop:
            self.logger.debug("Closing IOLoop")
            self.ioloop.close(all_fds=True)
            self.ioloop = None

    def get_ioloop(self):
        if not self.ioloop:
            self.logger.debug("Creating IOLoop")
            self.ioloop = tornado.ioloop.IOLoop()
        return self.ioloop

    def _get_snmp_version(self, version=None):
        if version is not None:
            return version
        if self.script.has_snmp_v2c():
            return SNMP_v2c
        elif self.script.has_snmp_v3():
            return SNMP_v3
        elif self.script.has_snmp_v1():
            return SNMP_v1
        return SNMP_v2c

[docs]    def get(self, oids, cached=False, version=None):
        """Perform SNMP GET request

        :param string oid: string or list of oids
        :param bool cached: True if get results can be cached during session
        :returns: eigther result scalar or dict of name -> value
        """
        @tornado.gen.coroutine
        def run():
            try:
                self.result = yield snmp_get(
                    address=self.script.credentials["address"],
                    oids=oids,
                    community=str(self.script.credentials["snmp_ro"]),
                    tos=self.script.tos,
                    ioloop=self.get_ioloop(),
                    version=version
                )
                if self.beef:
                    # Restore from beef
                    self.beef.set_snmp_get(oids, self.result)
            except SNMPError as e:
                if e.code == TIMED_OUT:
                    raise self.TimeOutError()
                else:
                    raise

        version = self._get_snmp_version(version)
        self.get_ioloop().run_sync(run)
        return self.result


    def set(self, *args):
        """
        Perform SNMP GET request

        :param oid: string or list of oids
        :returns: eigther result scalar or dict of name -> value
        """
        @tornado.gen.coroutine
        def run():
            try:
                self.result = yield snmp_set(
                    address=self.script.credentials["address"],
                    varbinds=varbinds,
                    community=str(self.script.credentials["snmp_rw"]),
                    tos=self.script.tos,
                    ioloop=self.get_ioloop()
                )
            except SNMPError as e:
                if e.code == TIMED_OUT:
                    raise self.TimeOutError()
                else:
                    raise

        if len(args) == 1:
            varbinds = args
        elif len(args) == 2:
            varbinds = [(args[0], args[1])]
        else:
            raise ValueError("Invalid varbinds")
        self.get_ioloop().run_sync(run)
        return self.result

    def count(self, oid, filter=None, version=None):
        """
        Iterate MIB subtree and count matching instances

        :param oid: OID
        :param filter: Callable accepting oid and value and returning boolean
        """
        @tornado.gen.coroutine
        def run():
            try:
                self.result = yield snmp_count(
                    address=self.script.credentials["address"],
                    oid=oid,
                    community=str(self.script.credentials["snmp_ro"]),
                    bulk=self.script.has_snmp_bulk,
                    filter=filter,
                    tos=self.script.tos,
                    ioloop=self.get_ioloop(),
                    version=version
                )
            except SNMPError as e:
                if e.code == TIMED_OUT:
                    raise self.TimeOutError()
                else:
                    raise

        version = self._get_snmp_version(version)
        self.get_ioloop().run_sync(run)
        return self.result

[docs]    def getnext(self, oid, community_suffix=None,
                filter=None, cached=False,
                only_first=False, bulk=None,
                max_repetitions=None, version=None):
        @tornado.gen.coroutine
        def run():
            try:
                self.result = yield snmp_getnext(
                    address=self.script.credentials["address"],
                    oid=oid,
                    community=str(self.script.credentials["snmp_ro"]),
                    bulk=self.script.has_snmp_bulk if bulk is None else bulk,
                    max_repetitions=max_repetitions,
                    filter=filter,
                    only_first=only_first,
                    tos=self.script.tos,
                    ioloop=self.get_ioloop(),
                    version=version
                )
            except SNMPError as e:
                if e.code == TIMED_OUT:
                    raise self.TimeOutError()
                else:
                    raise

        version = self._get_snmp_version(version)
        self.get_ioloop().run_sync(run)
        return self.result


[docs]    def get_table(self, oid, community_suffix=None, cached=False):
        """
        GETNEXT wrapper. Returns a hash of <index> -> <value>
        """
        r = {}
        for o, v in self.getnext(oid, community_suffix=community_suffix,
                                 cached=cached):
            r[int(o.split(".")[-1])] = v
        return r


    def join_tables(self, oid1, oid2, community_suffix=None,
                    cached=False):
        """
        Generator returning a rows of two snmp tables joined by index
        """
        t1 = self.get_table(oid1, community_suffix=community_suffix,
                            cached=cached)
        t2 = self.get_table(oid2, community_suffix=community_suffix,
                            cached=cached)
        for k1, v1 in t1.items():
            try:
                yield (v1, t2[k1])
            except KeyError:
                pass

[docs]    def get_tables(self, oids, community_suffix=None, bulk=False,
                      min_index=None, max_index=None, cached=False):
        """
        Query list of SNMP tables referenced by oids and yields
        tuples of (key, value1, ..., valueN)

        :param oids: List of OIDs
        :param community_suffix: Optional suffix to be added to community
        :param bulk: Use BULKGETNEXT if true
        :param min_index: Not use
        :param max_index: Not use
        :param cached: Optional parameter. If True - getting value will be cached
        :return:
        """
        def gen_table(oid):
            l = len(oid) + 1
            for o, v in self.getnext(oid, community_suffix=community_suffix,
                                     cached=cached):
                yield tuple([int(x) for x in o[l:].split(".")]), v

        # Retrieve tables
        tables = [dict(gen_table(oid)) for oid in oids]
        # Generate index
        index = set()
        for t in tables:
            index.update(t)
        # Yield result
        for i in sorted(index):
            yield [".".join([str(x) for x in i])] + [t.get(i) for t in tables]


    def join(self, oids, community_suffix=None, cached=False, join="left"):
        """
        Query list of tables, merge by oid index
        Tables are records of:
        * <oid>.<index> = value

        join may be one of:
        * left
        * inner
        * outer

        Yield records of (<index>, <value1>, ..., <valueN>)
        """
        tables = [
            self.get_table(o, community_suffix=community_suffix,
                           cached=cached)
            for o in oids
        ]
        if join == "left":
            lt = tables[1:]
            for k in sorted(tables[0]):
                yield tuple([k, tables[0][k]] + [t.get(k) for t in lt])
        elif join == "inner":
            keys = set(tables[0])
            for lt in tables[1:]:
                keys &= set(lt)
            for k in sorted(keys):
                yield tuple([k] + [t.get(k) for t in tables])
        elif join == "outer":
            keys = set(tables[0])
            for lt in tables[1:]:
                keys |= set(lt)
            for k in sorted(keys):
                yield tuple([k] + [t.get(k) for t in tables])
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  Source code for logging

# Copyright 2001-2012 by Vinay Sajip. All Rights Reserved.
#
# Permission to use, copy, modify, and distribute this software and its
# documentation for any purpose and without fee is hereby granted,
# provided that the above copyright notice appear in all copies and that
# both that copyright notice and this permission notice appear in
# supporting documentation, and that the name of Vinay Sajip
# not be used in advertising or publicity pertaining to distribution
# of the software without specific, written prior permission.
# VINAY SAJIP DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING
# ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
# VINAY SAJIP BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR
# ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
# IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT
# OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

"""
Logging package for Python. Based on PEP 282 and comments thereto in
comp.lang.python.

Copyright (C) 2001-2012 Vinay Sajip. All Rights Reserved.

To use, simply 'import logging' and log away!
"""

import sys, os, time, cStringIO, traceback, warnings, weakref

__all__ = ['BASIC_FORMAT', 'BufferingFormatter', 'CRITICAL', 'DEBUG', 'ERROR',
           'FATAL', 'FileHandler', 'Filter', 'Formatter', 'Handler', 'INFO',
           'LogRecord', 'Logger', 'LoggerAdapter', 'NOTSET', 'NullHandler',
           'StreamHandler', 'WARN', 'WARNING', 'addLevelName', 'basicConfig',
           'captureWarnings', 'critical', 'debug', 'disable', 'error',
           'exception', 'fatal', 'getLevelName', 'getLogger', 'getLoggerClass',
           'info', 'log', 'makeLogRecord', 'setLoggerClass', 'warn', 'warning']

try:
    import codecs
except ImportError:
    codecs = None

try:
    import thread
    import threading
except ImportError:
    thread = None

__author__  = "Vinay Sajip <vinay_sajip@red-dove.com>"
__status__  = "production"
__version__ = "0.5.1.2"
__date__    = "07 February 2010"

#---------------------------------------------------------------------------
#   Miscellaneous module data
#---------------------------------------------------------------------------
try:
    unicode
    _unicode = True
except NameError:
    _unicode = False

#
# _srcfile is used when walking the stack to check when we've got the first
# caller stack frame.
#
if hasattr(sys, 'frozen'): #support for py2exe
    _srcfile = "logging%s__init__%s" % (os.sep, __file__[-4:])
elif __file__[-4:].lower() in ['.pyc', '.pyo']:
    _srcfile = __file__[:-4] + '.py'
else:
    _srcfile = __file__
_srcfile = os.path.normcase(_srcfile)

# next bit filched from 1.5.2's inspect.py
def currentframe():
    """Return the frame object for the caller's stack frame."""
    try:
        raise Exception
    except:
        return sys.exc_info()[2].tb_frame.f_back

if hasattr(sys, '_getframe'): currentframe = lambda: sys._getframe(3)
# done filching

# _srcfile is only used in conjunction with sys._getframe().
# To provide compatibility with older versions of Python, set _srcfile
# to None if _getframe() is not available; this value will prevent
# findCaller() from being called.
#if not hasattr(sys, "_getframe"):
#    _srcfile = None

#
#_startTime is used as the base when calculating the relative time of events
#
_startTime = time.time()

#
#raiseExceptions is used to see if exceptions during handling should be
#propagated
#
raiseExceptions = 1

#
# If you don't want threading information in the log, set this to zero
#
logThreads = 1

#
# If you don't want multiprocessing information in the log, set this to zero
#
logMultiprocessing = 1

#
# If you don't want process information in the log, set this to zero
#
logProcesses = 1

#---------------------------------------------------------------------------
#   Level related stuff
#---------------------------------------------------------------------------
#
# Default levels and level names, these can be replaced with any positive set
# of values having corresponding names. There is a pseudo-level, NOTSET, which
# is only really there as a lower limit for user-defined levels. Handlers and
# loggers are initialized with NOTSET so that they will log all messages, even
# at user-defined levels.
#

CRITICAL = 50
FATAL = CRITICAL
ERROR = 40
WARNING = 30
WARN = WARNING
INFO = 20
DEBUG = 10
NOTSET = 0

_levelNames = {
    CRITICAL : 'CRITICAL',
    ERROR : 'ERROR',
    WARNING : 'WARNING',
    INFO : 'INFO',
    DEBUG : 'DEBUG',
    NOTSET : 'NOTSET',
    'CRITICAL' : CRITICAL,
    'ERROR' : ERROR,
    'WARN' : WARNING,
    'WARNING' : WARNING,
    'INFO' : INFO,
    'DEBUG' : DEBUG,
    'NOTSET' : NOTSET,
}

def getLevelName(level):
    """
    Return the textual representation of logging level 'level'.

    If the level is one of the predefined levels (CRITICAL, ERROR, WARNING,
    INFO, DEBUG) then you get the corresponding string. If you have
    associated levels with names using addLevelName then the name you have
    associated with 'level' is returned.

    If a numeric value corresponding to one of the defined levels is passed
    in, the corresponding string representation is returned.

    Otherwise, the string "Level %s" % level is returned.
    """
    return _levelNames.get(level, ("Level %s" % level))

def addLevelName(level, levelName):
    """
    Associate 'levelName' with 'level'.

    This is used when converting levels to text during message formatting.
    """
    _acquireLock()
    try:    #unlikely to cause an exception, but you never know...
        _levelNames[level] = levelName
        _levelNames[levelName] = level
    finally:
        _releaseLock()

def _checkLevel(level):
    if isinstance(level, (int, long)):
        rv = level
    elif str(level) == level:
        if level not in _levelNames:
            raise ValueError("Unknown level: %r" % level)
        rv = _levelNames[level]
    else:
        raise TypeError("Level not an integer or a valid string: %r" % level)
    return rv

#---------------------------------------------------------------------------
#   Thread-related stuff
#---------------------------------------------------------------------------

#
#_lock is used to serialize access to shared data structures in this module.
#This needs to be an RLock because fileConfig() creates and configures
#Handlers, and so might arbitrary user threads. Since Handler code updates the
#shared dictionary _handlers, it needs to acquire the lock. But if configuring,
#the lock would already have been acquired - so we need an RLock.
#The same argument applies to Loggers and Manager.loggerDict.
#
if thread:
    _lock = threading.RLock()
else:
    _lock = None

def _acquireLock():
    """
    Acquire the module-level lock for serializing access to shared data.

    This should be released with _releaseLock().
    """
    if _lock:
        _lock.acquire()

def _releaseLock():
    """
    Release the module-level lock acquired by calling _acquireLock().
    """
    if _lock:
        _lock.release()

#---------------------------------------------------------------------------
#   The logging record
#---------------------------------------------------------------------------

class LogRecord(object):
    """
    A LogRecord instance represents an event being logged.

    LogRecord instances are created every time something is logged. They
    contain all the information pertinent to the event being logged. The
    main information passed in is in msg and args, which are combined
    using str(msg) % args to create the message field of the record. The
    record also includes information such as when the record was created,
    the source line where the logging call was made, and any exception
    information to be logged.
    """
    def __init__(self, name, level, pathname, lineno,
                 msg, args, exc_info, func=None):
        """
        Initialize a logging record with interesting information.
        """
        ct = time.time()
        self.name = name
        self.msg = msg
        #
        # The following statement allows passing of a dictionary as a sole
        # argument, so that you can do something like
        #  logging.debug("a %(a)d b %(b)s", {'a':1, 'b':2})
        # Suggested by Stefan Behnel.
        # Note that without the test for args[0], we get a problem because
        # during formatting, we test to see if the arg is present using
        # 'if self.args:'. If the event being logged is e.g. 'Value is %d'
        # and if the passed arg fails 'if self.args:' then no formatting
        # is done. For example, logger.warn('Value is %d', 0) would log
        # 'Value is %d' instead of 'Value is 0'.
        # For the use case of passing a dictionary, this should not be a
        # problem.
        if args and len(args) == 1 and isinstance(args[0], dict) and args[0]:
            args = args[0]
        self.args = args
        self.levelname = getLevelName(level)
        self.levelno = level
        self.pathname = pathname
        try:
            self.filename = os.path.basename(pathname)
            self.module = os.path.splitext(self.filename)[0]
        except (TypeError, ValueError, AttributeError):
            self.filename = pathname
            self.module = "Unknown module"
        self.exc_info = exc_info
        self.exc_text = None      # used to cache the traceback text
        self.lineno = lineno
        self.funcName = func
        self.created = ct
        self.msecs = (ct - long(ct)) * 1000
        self.relativeCreated = (self.created - _startTime) * 1000
        if logThreads and thread:
            self.thread = thread.get_ident()
            self.threadName = threading.current_thread().name
        else:
            self.thread = None
            self.threadName = None
        if not logMultiprocessing:
            self.processName = None
        else:
            self.processName = 'MainProcess'
            mp = sys.modules.get('multiprocessing')
            if mp is not None:
                # Errors may occur if multiprocessing has not finished loading
                # yet - e.g. if a custom import hook causes third-party code
                # to run when multiprocessing calls import. See issue 8200
                # for an example
                try:
                    self.processName = mp.current_process().name
                except StandardError:
                    pass
        if logProcesses and hasattr(os, 'getpid'):
            self.process = os.getpid()
        else:
            self.process = None

    def __str__(self):
        return '<LogRecord: %s, %s, %s, %s, "%s">'%(self.name, self.levelno,
            self.pathname, self.lineno, self.msg)

    def getMessage(self):
        """
        Return the message for this LogRecord.

        Return the message for this LogRecord after merging any user-supplied
        arguments with the message.
        """
        if not _unicode: #if no unicode support...
            msg = str(self.msg)
        else:
            msg = self.msg
            if not isinstance(msg, basestring):
                try:
                    msg = str(self.msg)
                except UnicodeError:
                    msg = self.msg      #Defer encoding till later
        if self.args:
            msg = msg % self.args
        return msg

def makeLogRecord(dict):
    """
    Make a LogRecord whose attributes are defined by the specified dictionary,
    This function is useful for converting a logging event received over
    a socket connection (which is sent as a dictionary) into a LogRecord
    instance.
    """
    rv = LogRecord(None, None, "", 0, "", (), None, None)
    rv.__dict__.update(dict)
    return rv

#---------------------------------------------------------------------------
#   Formatter classes and functions
#---------------------------------------------------------------------------

class Formatter(object):
    """
    Formatter instances are used to convert a LogRecord to text.

    Formatters need to know how a LogRecord is constructed. They are
    responsible for converting a LogRecord to (usually) a string which can
    be interpreted by either a human or an external system. The base Formatter
    allows a formatting string to be specified. If none is supplied, the
    default value of "%s(message)\\n" is used.

    The Formatter can be initialized with a format string which makes use of
    knowledge of the LogRecord attributes - e.g. the default value mentioned
    above makes use of the fact that the user's message and arguments are pre-
    formatted into a LogRecord's message attribute. Currently, the useful
    attributes in a LogRecord are described by:

    %(name)s            Name of the logger (logging channel)
    %(levelno)s         Numeric logging level for the message (DEBUG, INFO,
                        WARNING, ERROR, CRITICAL)
    %(levelname)s       Text logging level for the message ("DEBUG", "INFO",
                        "WARNING", "ERROR", "CRITICAL")
    %(pathname)s        Full pathname of the source file where the logging
                        call was issued (if available)
    %(filename)s        Filename portion of pathname
    %(module)s          Module (name portion of filename)
    %(lineno)d          Source line number where the logging call was issued
                        (if available)
    %(funcName)s        Function name
    %(created)f         Time when the LogRecord was created (time.time()
                        return value)
    %(asctime)s         Textual time when the LogRecord was created
    %(msecs)d           Millisecond portion of the creation time
    %(relativeCreated)d Time in milliseconds when the LogRecord was created,
                        relative to the time the logging module was loaded
                        (typically at application startup time)
    %(thread)d          Thread ID (if available)
    %(threadName)s      Thread name (if available)
    %(process)d         Process ID (if available)
    %(message)s         The result of record.getMessage(), computed just as
                        the record is emitted
    """

    converter = time.localtime

    def __init__(self, fmt=None, datefmt=None):
        """
        Initialize the formatter with specified format strings.

        Initialize the formatter either with the specified format string, or a
        default as described above. Allow for specialized date formatting with
        the optional datefmt argument (if omitted, you get the ISO8601 format).
        """
        if fmt:
            self._fmt = fmt
        else:
            self._fmt = "%(message)s"
        self.datefmt = datefmt

    def formatTime(self, record, datefmt=None):
        """
        Return the creation time of the specified LogRecord as formatted text.

        This method should be called from format() by a formatter which
        wants to make use of a formatted time. This method can be overridden
        in formatters to provide for any specific requirement, but the
        basic behaviour is as follows: if datefmt (a string) is specified,
        it is used with time.strftime() to format the creation time of the
        record. Otherwise, the ISO8601 format is used. The resulting
        string is returned. This function uses a user-configurable function
        to convert the creation time to a tuple. By default, time.localtime()
        is used; to change this for a particular formatter instance, set the
        'converter' attribute to a function with the same signature as
        time.localtime() or time.gmtime(). To change it for all formatters,
        for example if you want all logging times to be shown in GMT,
        set the 'converter' attribute in the Formatter class.
        """
        ct = self.converter(record.created)
        if datefmt:
            s = time.strftime(datefmt, ct)
        else:
            t = time.strftime("%Y-%m-%d %H:%M:%S", ct)
            s = "%s,%03d" % (t, record.msecs)
        return s

    def formatException(self, ei):
        """
        Format and return the specified exception information as a string.

        This default implementation just uses
        traceback.print_exception()
        """
        sio = cStringIO.StringIO()
        traceback.print_exception(ei[0], ei[1], ei[2], None, sio)
        s = sio.getvalue()
        sio.close()
        if s[-1:] == "\n":
            s = s[:-1]
        return s

    def usesTime(self):
        """
        Check if the format uses the creation time of the record.
        """
        return self._fmt.find("%(asctime)") >= 0

    def format(self, record):
        """
        Format the specified record as text.

        The record's attribute dictionary is used as the operand to a
        string formatting operation which yields the returned string.
        Before formatting the dictionary, a couple of preparatory steps
        are carried out. The message attribute of the record is computed
        using LogRecord.getMessage(). If the formatting string uses the
        time (as determined by a call to usesTime(), formatTime() is
        called to format the event time. If there is exception information,
        it is formatted using formatException() and appended to the message.
        """
        record.message = record.getMessage()
        if self.usesTime():
            record.asctime = self.formatTime(record, self.datefmt)
        s = self._fmt % record.__dict__
        if record.exc_info:
            # Cache the traceback text to avoid converting it multiple times
            # (it's constant anyway)
            if not record.exc_text:
                record.exc_text = self.formatException(record.exc_info)
        if record.exc_text:
            if s[-1:] != "\n":
                s = s + "\n"
            try:
                s = s + record.exc_text
            except UnicodeError:
                # Sometimes filenames have non-ASCII chars, which can lead
                # to errors when s is Unicode and record.exc_text is str
                # See issue 8924.
                # We also use replace for when there are multiple
                # encodings, e.g. UTF-8 for the filesystem and latin-1
                # for a script. See issue 13232.
                s = s + record.exc_text.decode(sys.getfilesystemencoding(),
                                               'replace')
        return s

#
#   The default formatter to use when no other is specified
#
_defaultFormatter = Formatter()

class BufferingFormatter(object):
    """
    A formatter suitable for formatting a number of records.
    """
    def __init__(self, linefmt=None):
        """
        Optionally specify a formatter which will be used to format each
        individual record.
        """
        if linefmt:
            self.linefmt = linefmt
        else:
            self.linefmt = _defaultFormatter

    def formatHeader(self, records):
        """
        Return the header string for the specified records.
        """
        return ""

    def formatFooter(self, records):
        """
        Return the footer string for the specified records.
        """
        return ""

    def format(self, records):
        """
        Format the specified records and return the result as a string.
        """
        rv = ""
        if len(records) > 0:
            rv = rv + self.formatHeader(records)
            for record in records:
                rv = rv + self.linefmt.format(record)
            rv = rv + self.formatFooter(records)
        return rv

#---------------------------------------------------------------------------
#   Filter classes and functions
#---------------------------------------------------------------------------

class Filter(object):
    """
    Filter instances are used to perform arbitrary filtering of LogRecords.

    Loggers and Handlers can optionally use Filter instances to filter
    records as desired. The base filter class only allows events which are
    below a certain point in the logger hierarchy. For example, a filter
    initialized with "A.B" will allow events logged by loggers "A.B",
    "A.B.C", "A.B.C.D", "A.B.D" etc. but not "A.BB", "B.A.B" etc. If
    initialized with the empty string, all events are passed.
    """
    def __init__(self, name=''):
        """
        Initialize a filter.

        Initialize with the name of the logger which, together with its
        children, will have its events allowed through the filter. If no
        name is specified, allow every event.
        """
        self.name = name
        self.nlen = len(name)

    def filter(self, record):
        """
        Determine if the specified record is to be logged.

        Is the specified record to be logged? Returns 0 for no, nonzero for
        yes. If deemed appropriate, the record may be modified in-place.
        """
        if self.nlen == 0:
            return 1
        elif self.name == record.name:
            return 1
        elif record.name.find(self.name, 0, self.nlen) != 0:
            return 0
        return (record.name[self.nlen] == ".")

class Filterer(object):
    """
    A base class for loggers and handlers which allows them to share
    common code.
    """
    def __init__(self):
        """
        Initialize the list of filters to be an empty list.
        """
        self.filters = []

    def addFilter(self, filter):
        """
        Add the specified filter to this handler.
        """
        if not (filter in self.filters):
            self.filters.append(filter)

    def removeFilter(self, filter):
        """
        Remove the specified filter from this handler.
        """
        if filter in self.filters:
            self.filters.remove(filter)

    def filter(self, record):
        """
        Determine if a record is loggable by consulting all the filters.

        The default is to allow the record to be logged; any filter can veto
        this and the record is then dropped. Returns a zero value if a record
        is to be dropped, else non-zero.
        """
        rv = 1
        for f in self.filters:
            if not f.filter(record):
                rv = 0
                break
        return rv

#---------------------------------------------------------------------------
#   Handler classes and functions
#---------------------------------------------------------------------------

_handlers = weakref.WeakValueDictionary()  #map of handler names to handlers
_handlerList = [] # added to allow handlers to be removed in reverse of order initialized

def _removeHandlerRef(wr):
    """
    Remove a handler reference from the internal cleanup list.
    """
    # This function can be called during module teardown, when globals are
    # set to None. If _acquireLock is None, assume this is the case and do
    # nothing.
    if (_acquireLock is not None and _handlerList is not None and
        _releaseLock is not None):
        _acquireLock()
        try:
            if wr in _handlerList:
                _handlerList.remove(wr)
        finally:
            _releaseLock()

def _addHandlerRef(handler):
    """
    Add a handler to the internal cleanup list using a weak reference.
    """
    _acquireLock()
    try:
        _handlerList.append(weakref.ref(handler, _removeHandlerRef))
    finally:
        _releaseLock()

class Handler(Filterer):
    """
    Handler instances dispatch logging events to specific destinations.

    The base handler class. Acts as a placeholder which defines the Handler
    interface. Handlers can optionally use Formatter instances to format
    records as desired. By default, no formatter is specified; in this case,
    the 'raw' message as determined by record.message is logged.
    """
    def __init__(self, level=NOTSET):
        """
        Initializes the instance - basically setting the formatter to None
        and the filter list to empty.
        """
        Filterer.__init__(self)
        self._name = None
        self.level = _checkLevel(level)
        self.formatter = None
        # Add the handler to the global _handlerList (for cleanup on shutdown)
        _addHandlerRef(self)
        self.createLock()

    def get_name(self):
        return self._name

    def set_name(self, name):
        _acquireLock()
        try:
            if self._name in _handlers:
                del _handlers[self._name]
            self._name = name
            if name:
                _handlers[name] = self
        finally:
            _releaseLock()

    name = property(get_name, set_name)

    def createLock(self):
        """
        Acquire a thread lock for serializing access to the underlying I/O.
        """
        if thread:
            self.lock = threading.RLock()
        else:
            self.lock = None

    def acquire(self):
        """
        Acquire the I/O thread lock.
        """
        if self.lock:
            self.lock.acquire()

    def release(self):
        """
        Release the I/O thread lock.
        """
        if self.lock:
            self.lock.release()

    def setLevel(self, level):
        """
        Set the logging level of this handler.
        """
        self.level = _checkLevel(level)

    def format(self, record):
        """
        Format the specified record.

        If a formatter is set, use it. Otherwise, use the default formatter
        for the module.
        """
        if self.formatter:
            fmt = self.formatter
        else:
            fmt = _defaultFormatter
        return fmt.format(record)

    def emit(self, record):
        """
        Do whatever it takes to actually log the specified logging record.

        This version is intended to be implemented by subclasses and so
        raises a NotImplementedError.
        """
        raise NotImplementedError('emit must be implemented '
                                  'by Handler subclasses')

    def handle(self, record):
        """
        Conditionally emit the specified logging record.

        Emission depends on filters which may have been added to the handler.
        Wrap the actual emission of the record with acquisition/release of
        the I/O thread lock. Returns whether the filter passed the record for
        emission.
        """
        rv = self.filter(record)
        if rv:
            self.acquire()
            try:
                self.emit(record)
            finally:
                self.release()
        return rv

    def setFormatter(self, fmt):
        """
        Set the formatter for this handler.
        """
        self.formatter = fmt

    def flush(self):
        """
        Ensure all logging output has been flushed.

        This version does nothing and is intended to be implemented by
        subclasses.
        """
        pass

    def close(self):
        """
        Tidy up any resources used by the handler.

        This version removes the handler from an internal map of handlers,
        _handlers, which is used for handler lookup by name. Subclasses
        should ensure that this gets called from overridden close()
        methods.
        """
        #get the module data lock, as we're updating a shared structure.
        _acquireLock()
        try:    #unlikely to raise an exception, but you never know...
            if self._name and self._name in _handlers:
                del _handlers[self._name]
        finally:
            _releaseLock()

    def handleError(self, record):
        """
        Handle errors which occur during an emit() call.

        This method should be called from handlers when an exception is
        encountered during an emit() call. If raiseExceptions is false,
        exceptions get silently ignored. This is what is mostly wanted
        for a logging system - most users will not care about errors in
        the logging system, they are more interested in application errors.
        You could, however, replace this with a custom handler if you wish.
        The record which was being processed is passed in to this method.
        """
        if raiseExceptions and sys.stderr:  # see issue 13807
            ei = sys.exc_info()
            try:
                traceback.print_exception(ei[0], ei[1], ei[2],
                                          None, sys.stderr)
                sys.stderr.write('Logged from file %s, line %s\n' % (
                                 record.filename, record.lineno))
            except IOError:
                pass    # see issue 5971
            finally:
                del ei

class StreamHandler(Handler):
    """
    A handler class which writes logging records, appropriately formatted,
    to a stream. Note that this class does not close the stream, as
    sys.stdout or sys.stderr may be used.
    """

    def __init__(self, stream=None):
        """
        Initialize the handler.

        If stream is not specified, sys.stderr is used.
        """
        Handler.__init__(self)
        if stream is None:
            stream = sys.stderr
        self.stream = stream

    def flush(self):
        """
        Flushes the stream.
        """
        self.acquire()
        try:
            if self.stream and hasattr(self.stream, "flush"):
                self.stream.flush()
        finally:
            self.release()

    def emit(self, record):
        """
        Emit a record.

        If a formatter is specified, it is used to format the record.
        The record is then written to the stream with a trailing newline.  If
        exception information is present, it is formatted using
        traceback.print_exception and appended to the stream.  If the stream
        has an 'encoding' attribute, it is used to determine how to do the
        output to the stream.
        """
        try:
            msg = self.format(record)
            stream = self.stream
            fs = "%s\n"
            if not _unicode: #if no unicode support...
                stream.write(fs % msg)
            else:
                try:
                    if (isinstance(msg, unicode) and
                        getattr(stream, 'encoding', None)):
                        ufs = u'%s\n'
                        try:
                            stream.write(ufs % msg)
                        except UnicodeEncodeError:
                            #Printing to terminals sometimes fails. For example,
                            #with an encoding of 'cp1251', the above write will
                            #work if written to a stream opened or wrapped by
                            #the codecs module, but fail when writing to a
                            #terminal even when the codepage is set to cp1251.
                            #An extra encoding step seems to be needed.
                            stream.write((ufs % msg).encode(stream.encoding))
                    else:
                        stream.write(fs % msg)
                except UnicodeError:
                    stream.write(fs % msg.encode("UTF-8"))
            self.flush()
        except (KeyboardInterrupt, SystemExit):
            raise
        except:
            self.handleError(record)

class FileHandler(StreamHandler):
    """
    A handler class which writes formatted logging records to disk files.
    """
    def __init__(self, filename, mode='a', encoding=None, delay=0):
        """
        Open the specified file and use it as the stream for logging.
        """
        #keep the absolute path, otherwise derived classes which use this
        #may come a cropper when the current directory changes
        if codecs is None:
            encoding = None
        self.baseFilename = os.path.abspath(filename)
        self.mode = mode
        self.encoding = encoding
        self.delay = delay
        if delay:
            #We don't open the stream, but we still need to call the
            #Handler constructor to set level, formatter, lock etc.
            Handler.__init__(self)
            self.stream = None
        else:
            StreamHandler.__init__(self, self._open())

    def close(self):
        """
        Closes the stream.
        """
        self.acquire()
        try:
            if self.stream:
                self.flush()
                if hasattr(self.stream, "close"):
                    self.stream.close()
                self.stream = None
            # Issue #19523: call unconditionally to
            # prevent a handler leak when delay is set
            StreamHandler.close(self)
        finally:
            self.release()

    def _open(self):
        """
        Open the current base file with the (original) mode and encoding.
        Return the resulting stream.
        """
        if self.encoding is None:
            stream = open(self.baseFilename, self.mode)
        else:
            stream = codecs.open(self.baseFilename, self.mode, self.encoding)
        return stream

    def emit(self, record):
        """
        Emit a record.

        If the stream was not opened because 'delay' was specified in the
        constructor, open it before calling the superclass's emit.
        """
        if self.stream is None:
            self.stream = self._open()
        StreamHandler.emit(self, record)

#---------------------------------------------------------------------------
#   Manager classes and functions
#---------------------------------------------------------------------------

class PlaceHolder(object):
    """
    PlaceHolder instances are used in the Manager logger hierarchy to take
    the place of nodes for which no loggers have been defined. This class is
    intended for internal use only and not as part of the public API.
    """
    def __init__(self, alogger):
        """
        Initialize with the specified logger being a child of this placeholder.
        """
        #self.loggers = [alogger]
        self.loggerMap = { alogger : None }

    def append(self, alogger):
        """
        Add the specified logger as a child of this placeholder.
        """
        #if alogger not in self.loggers:
        if alogger not in self.loggerMap:
            #self.loggers.append(alogger)
            self.loggerMap[alogger] = None

#
#   Determine which class to use when instantiating loggers.
#
_loggerClass = None

def setLoggerClass(klass):
    """
    Set the class to be used when instantiating a logger. The class should
    define __init__() such that only a name argument is required, and the
    __init__() should call Logger.__init__()
    """
    if klass != Logger:
        if not issubclass(klass, Logger):
            raise TypeError("logger not derived from logging.Logger: "
                            + klass.__name__)
    global _loggerClass
    _loggerClass = klass

def getLoggerClass():
    """
    Return the class to be used when instantiating a logger.
    """

    return _loggerClass

class Manager(object):
    """
    There is [under normal circumstances] just one Manager instance, which
    holds the hierarchy of loggers.
    """
    def __init__(self, rootnode):
        """
        Initialize the manager with the root node of the logger hierarchy.
        """
        self.root = rootnode
        self.disable = 0
        self.emittedNoHandlerWarning = 0
        self.loggerDict = {}
        self.loggerClass = None

    def getLogger(self, name):
        """
        Get a logger with the specified name (channel name), creating it
        if it doesn't yet exist. This name is a dot-separated hierarchical
        name, such as "a", "a.b", "a.b.c" or similar.

        If a PlaceHolder existed for the specified name [i.e. the logger
        didn't exist but a child of it did], replace it with the created
        logger and fix up the parent/child references which pointed to the
        placeholder to now point to the logger.
        """
        rv = None
        if not isinstance(name, basestring):
            raise TypeError('A logger name must be string or Unicode')
        if isinstance(name, unicode):
            name = name.encode('utf-8')
        _acquireLock()
        try:
            if name in self.loggerDict:
                rv = self.loggerDict[name]
                if isinstance(rv, PlaceHolder):
                    ph = rv
                    rv = (self.loggerClass or _loggerClass)(name)
                    rv.manager = self
                    self.loggerDict[name] = rv
                    self._fixupChildren(ph, rv)
                    self._fixupParents(rv)
            else:
                rv = (self.loggerClass or _loggerClass)(name)
                rv.manager = self
                self.loggerDict[name] = rv
                self._fixupParents(rv)
        finally:
            _releaseLock()
        return rv

    def setLoggerClass(self, klass):
        """
        Set the class to be used when instantiating a logger with this Manager.
        """
        if klass != Logger:
            if not issubclass(klass, Logger):
                raise TypeError("logger not derived from logging.Logger: "
                                + klass.__name__)
        self.loggerClass = klass

    def _fixupParents(self, alogger):
        """
        Ensure that there are either loggers or placeholders all the way
        from the specified logger to the root of the logger hierarchy.
        """
        name = alogger.name
        i = name.rfind(".")
        rv = None
        while (i > 0) and not rv:
            substr = name[:i]
            if substr not in self.loggerDict:
                self.loggerDict[substr] = PlaceHolder(alogger)
            else:
                obj = self.loggerDict[substr]
                if isinstance(obj, Logger):
                    rv = obj
                else:
                    assert isinstance(obj, PlaceHolder)
                    obj.append(alogger)
            i = name.rfind(".", 0, i - 1)
        if not rv:
            rv = self.root
        alogger.parent = rv

    def _fixupChildren(self, ph, alogger):
        """
        Ensure that children of the placeholder ph are connected to the
        specified logger.
        """
        name = alogger.name
        namelen = len(name)
        for c in ph.loggerMap.keys():
            #The if means ... if not c.parent.name.startswith(nm)
            if c.parent.name[:namelen] != name:
                alogger.parent = c.parent
                c.parent = alogger

#---------------------------------------------------------------------------
#   Logger classes and functions
#---------------------------------------------------------------------------

class Logger(Filterer):
    """
    Instances of the Logger class represent a single logging channel. A
    "logging channel" indicates an area of an application. Exactly how an
    "area" is defined is up to the application developer. Since an
    application can have any number of areas, logging channels are identified
    by a unique string. Application areas can be nested (e.g. an area
    of "input processing" might include sub-areas "read CSV files", "read
    XLS files" and "read Gnumeric files"). To cater for this natural nesting,
    channel names are organized into a namespace hierarchy where levels are
    separated by periods, much like the Java or Python package namespace. So
    in the instance given above, channel names might be "input" for the upper
    level, and "input.csv", "input.xls" and "input.gnu" for the sub-levels.
    There is no arbitrary limit to the depth of nesting.
    """
    def __init__(self, name, level=NOTSET):
        """
        Initialize the logger with a name and an optional level.
        """
        Filterer.__init__(self)
        self.name = name
        self.level = _checkLevel(level)
        self.parent = None
        self.propagate = 1
        self.handlers = []
        self.disabled = 0

    def setLevel(self, level):
        """
        Set the logging level of this logger.
        """
        self.level = _checkLevel(level)

    def debug(self, msg, *args, **kwargs):
        """
        Log 'msg % args' with severity 'DEBUG'.

        To pass exception information, use the keyword argument exc_info with
        a true value, e.g.

        logger.debug("Houston, we have a %s", "thorny problem", exc_info=1)
        """
        if self.isEnabledFor(DEBUG):
            self._log(DEBUG, msg, args, **kwargs)

    def info(self, msg, *args, **kwargs):
        """
        Log 'msg % args' with severity 'INFO'.

        To pass exception information, use the keyword argument exc_info with
        a true value, e.g.

        logger.info("Houston, we have a %s", "interesting problem", exc_info=1)
        """
        if self.isEnabledFor(INFO):
            self._log(INFO, msg, args, **kwargs)

    def warning(self, msg, *args, **kwargs):
        """
        Log 'msg % args' with severity 'WARNING'.

        To pass exception information, use the keyword argument exc_info with
        a true value, e.g.

        logger.warning("Houston, we have a %s", "bit of a problem", exc_info=1)
        """
        if self.isEnabledFor(WARNING):
            self._log(WARNING, msg, args, **kwargs)

    warn = warning

    def error(self, msg, *args, **kwargs):
        """
        Log 'msg % args' with severity 'ERROR'.

        To pass exception information, use the keyword argument exc_info with
        a true value, e.g.

        logger.error("Houston, we have a %s", "major problem", exc_info=1)
        """
        if self.isEnabledFor(ERROR):
            self._log(ERROR, msg, args, **kwargs)

    def exception(self, msg, *args, **kwargs):
        """
        Convenience method for logging an ERROR with exception information.
        """
        kwargs['exc_info'] = 1
        self.error(msg, *args, **kwargs)

    def critical(self, msg, *args, **kwargs):
        """
        Log 'msg % args' with severity 'CRITICAL'.

        To pass exception information, use the keyword argument exc_info with
        a true value, e.g.

        logger.critical("Houston, we have a %s", "major disaster", exc_info=1)
        """
        if self.isEnabledFor(CRITICAL):
            self._log(CRITICAL, msg, args, **kwargs)

    fatal = critical

    def log(self, level, msg, *args, **kwargs):
        """
        Log 'msg % args' with the integer severity 'level'.

        To pass exception information, use the keyword argument exc_info with
        a true value, e.g.

        logger.log(level, "We have a %s", "mysterious problem", exc_info=1)
        """
        if not isinstance(level, int):
            if raiseExceptions:
                raise TypeError("level must be an integer")
            else:
                return
        if self.isEnabledFor(level):
            self._log(level, msg, args, **kwargs)

    def findCaller(self):
        """
        Find the stack frame of the caller so that we can note the source
        file name, line number and function name.
        """
        f = currentframe()
        #On some versions of IronPython, currentframe() returns None if
        #IronPython isn't run with -X:Frames.
        if f is not None:
            f = f.f_back
        rv = "(unknown file)", 0, "(unknown function)"
        while hasattr(f, "f_code"):
            co = f.f_code
            filename = os.path.normcase(co.co_filename)
            if filename == _srcfile:
                f = f.f_back
                continue
            rv = (co.co_filename, f.f_lineno, co.co_name)
            break
        return rv

    def makeRecord(self, name, level, fn, lno, msg, args, exc_info, func=None, extra=None):
        """
        A factory method which can be overridden in subclasses to create
        specialized LogRecords.
        """
        rv = LogRecord(name, level, fn, lno, msg, args, exc_info, func)
        if extra is not None:
            for key in extra:
                if (key in ["message", "asctime"]) or (key in rv.__dict__):
                    raise KeyError("Attempt to overwrite %r in LogRecord" % key)
                rv.__dict__[key] = extra[key]
        return rv

    def _log(self, level, msg, args, exc_info=None, extra=None):
        """
        Low-level logging routine which creates a LogRecord and then calls
        all the handlers of this logger to handle the record.
        """
        if _srcfile:
            #IronPython doesn't track Python frames, so findCaller raises an
            #exception on some versions of IronPython. We trap it here so that
            #IronPython can use logging.
            try:
                fn, lno, func = self.findCaller()
            except ValueError:
                fn, lno, func = "(unknown file)", 0, "(unknown function)"
        else:
            fn, lno, func = "(unknown file)", 0, "(unknown function)"
        if exc_info:
            if not isinstance(exc_info, tuple):
                exc_info = sys.exc_info()
        record = self.makeRecord(self.name, level, fn, lno, msg, args, exc_info, func, extra)
        self.handle(record)

    def handle(self, record):
        """
        Call the handlers for the specified record.

        This method is used for unpickled records received from a socket, as
        well as those created locally. Logger-level filtering is applied.
        """
        if (not self.disabled) and self.filter(record):
            self.callHandlers(record)

    def addHandler(self, hdlr):
        """
        Add the specified handler to this logger.
        """
        _acquireLock()
        try:
            if not (hdlr in self.handlers):
                self.handlers.append(hdlr)
        finally:
            _releaseLock()

    def removeHandler(self, hdlr):
        """
        Remove the specified handler from this logger.
        """
        _acquireLock()
        try:
            if hdlr in self.handlers:
                self.handlers.remove(hdlr)
        finally:
            _releaseLock()

    def callHandlers(self, record):
        """
        Pass a record to all relevant handlers.

        Loop through all handlers for this logger and its parents in the
        logger hierarchy. If no handler was found, output a one-off error
        message to sys.stderr. Stop searching up the hierarchy whenever a
        logger with the "propagate" attribute set to zero is found - that
        will be the last logger whose handlers are called.
        """
        c = self
        found = 0
        while c:
            for hdlr in c.handlers:
                found = found + 1
                if record.levelno >= hdlr.level:
                    hdlr.handle(record)
            if not c.propagate:
                c = None    #break out
            else:
                c = c.parent
        if (found == 0) and raiseExceptions and not self.manager.emittedNoHandlerWarning:
            sys.stderr.write("No handlers could be found for logger"
                             " \"%s\"\n" % self.name)
            self.manager.emittedNoHandlerWarning = 1

    def getEffectiveLevel(self):
        """
        Get the effective level for this logger.

        Loop through this logger and its parents in the logger hierarchy,
        looking for a non-zero logging level. Return the first one found.
        """
        logger = self
        while logger:
            if logger.level:
                return logger.level
            logger = logger.parent
        return NOTSET

    def isEnabledFor(self, level):
        """
        Is this logger enabled for level 'level'?
        """
        if self.manager.disable >= level:
            return 0
        return level >= self.getEffectiveLevel()

    def getChild(self, suffix):
        """
        Get a logger which is a descendant to this one.

        This is a convenience method, such that

        logging.getLogger('abc').getChild('def.ghi')

        is the same as

        logging.getLogger('abc.def.ghi')

        It's useful, for example, when the parent logger is named using
        __name__ rather than a literal string.
        """
        if self.root is not self:
            suffix = '.'.join((self.name, suffix))
        return self.manager.getLogger(suffix)

class RootLogger(Logger):
    """
    A root logger is not that different to any other logger, except that
    it must have a logging level and there is only one instance of it in
    the hierarchy.
    """
    def __init__(self, level):
        """
        Initialize the logger with the name "root".
        """
        Logger.__init__(self, "root", level)

_loggerClass = Logger

class LoggerAdapter(object):
    """
    An adapter for loggers which makes it easier to specify contextual
    information in logging output.
    """

    def __init__(self, logger, extra):
        """
        Initialize the adapter with a logger and a dict-like object which
        provides contextual information. This constructor signature allows
        easy stacking of LoggerAdapters, if so desired.

        You can effectively pass keyword arguments as shown in the
        following example:

        adapter = LoggerAdapter(someLogger, dict(p1=v1, p2="v2"))
        """
        self.logger = logger
        self.extra = extra

    def process(self, msg, kwargs):
        """
        Process the logging message and keyword arguments passed in to
        a logging call to insert contextual information. You can either
        manipulate the message itself, the keyword args or both. Return
        the message and kwargs modified (or not) to suit your needs.

        Normally, you'll only need to override this one method in a
        LoggerAdapter subclass for your specific needs.
        """
        kwargs["extra"] = self.extra
        return msg, kwargs

    def debug(self, msg, *args, **kwargs):
        """
        Delegate a debug call to the underlying logger, after adding
        contextual information from this adapter instance.
        """
        msg, kwargs = self.process(msg, kwargs)
        self.logger.debug(msg, *args, **kwargs)

    def info(self, msg, *args, **kwargs):
        """
        Delegate an info call to the underlying logger, after adding
        contextual information from this adapter instance.
        """
        msg, kwargs = self.process(msg, kwargs)
        self.logger.info(msg, *args, **kwargs)

    def warning(self, msg, *args, **kwargs):
        """
        Delegate a warning call to the underlying logger, after adding
        contextual information from this adapter instance.
        """
        msg, kwargs = self.process(msg, kwargs)
        self.logger.warning(msg, *args, **kwargs)

    def error(self, msg, *args, **kwargs):
        """
        Delegate an error call to the underlying logger, after adding
        contextual information from this adapter instance.
        """
        msg, kwargs = self.process(msg, kwargs)
        self.logger.error(msg, *args, **kwargs)

    def exception(self, msg, *args, **kwargs):
        """
        Delegate an exception call to the underlying logger, after adding
        contextual information from this adapter instance.
        """
        msg, kwargs = self.process(msg, kwargs)
        kwargs["exc_info"] = 1
        self.logger.error(msg, *args, **kwargs)

    def critical(self, msg, *args, **kwargs):
        """
        Delegate a critical call to the underlying logger, after adding
        contextual information from this adapter instance.
        """
        msg, kwargs = self.process(msg, kwargs)
        self.logger.critical(msg, *args, **kwargs)

    def log(self, level, msg, *args, **kwargs):
        """
        Delegate a log call to the underlying logger, after adding
        contextual information from this adapter instance.
        """
        msg, kwargs = self.process(msg, kwargs)
        self.logger.log(level, msg, *args, **kwargs)

    def isEnabledFor(self, level):
        """
        See if the underlying logger is enabled for the specified level.
        """
        return self.logger.isEnabledFor(level)

root = RootLogger(WARNING)
Logger.root = root
Logger.manager = Manager(Logger.root)

#---------------------------------------------------------------------------
# Configuration classes and functions
#---------------------------------------------------------------------------

BASIC_FORMAT = "%(levelname)s:%(name)s:%(message)s"

def basicConfig(**kwargs):
    """
    Do basic configuration for the logging system.

    This function does nothing if the root logger already has handlers
    configured. It is a convenience method intended for use by simple scripts
    to do one-shot configuration of the logging package.

    The default behaviour is to create a StreamHandler which writes to
    sys.stderr, set a formatter using the BASIC_FORMAT format string, and
    add the handler to the root logger.

    A number of optional keyword arguments may be specified, which can alter
    the default behaviour.

    filename  Specifies that a FileHandler be created, using the specified
              filename, rather than a StreamHandler.
    filemode  Specifies the mode to open the file, if filename is specified
              (if filemode is unspecified, it defaults to 'a').
    format    Use the specified format string for the handler.
    datefmt   Use the specified date/time format.
    level     Set the root logger level to the specified level.
    stream    Use the specified stream to initialize the StreamHandler. Note
              that this argument is incompatible with 'filename' - if both
              are present, 'stream' is ignored.

    Note that you could specify a stream created using open(filename, mode)
    rather than passing the filename and mode in. However, it should be
    remembered that StreamHandler does not close its stream (since it may be
    using sys.stdout or sys.stderr), whereas FileHandler closes its stream
    when the handler is closed.
    """
    # Add thread safety in case someone mistakenly calls
    # basicConfig() from multiple threads
    _acquireLock()
    try:
        if len(root.handlers) == 0:
            filename = kwargs.get("filename")
            if filename:
                mode = kwargs.get("filemode", 'a')
                hdlr = FileHandler(filename, mode)
            else:
                stream = kwargs.get("stream")
                hdlr = StreamHandler(stream)
            fs = kwargs.get("format", BASIC_FORMAT)
            dfs = kwargs.get("datefmt", None)
            fmt = Formatter(fs, dfs)
            hdlr.setFormatter(fmt)
            root.addHandler(hdlr)
            level = kwargs.get("level")
            if level is not None:
                root.setLevel(level)
    finally:
        _releaseLock()

#---------------------------------------------------------------------------
# Utility functions at module level.
# Basically delegate everything to the root logger.
#---------------------------------------------------------------------------

def getLogger(name=None):
    """
    Return a logger with the specified name, creating it if necessary.

    If no name is specified, return the root logger.
    """
    if name:
        return Logger.manager.getLogger(name)
    else:
        return root

#def getRootLogger():
#    """
#    Return the root logger.
#
#    Note that getLogger('') now does the same thing, so this function is
#    deprecated and may disappear in the future.
#    """
#    return root

def critical(msg, *args, **kwargs):
    """
    Log a message with severity 'CRITICAL' on the root logger.
    """
    if len(root.handlers) == 0:
        basicConfig()
    root.critical(msg, *args, **kwargs)

fatal = critical

def error(msg, *args, **kwargs):
    """
    Log a message with severity 'ERROR' on the root logger.
    """
    if len(root.handlers) == 0:
        basicConfig()
    root.error(msg, *args, **kwargs)

def exception(msg, *args, **kwargs):
    """
    Log a message with severity 'ERROR' on the root logger,
    with exception information.
    """
    kwargs['exc_info'] = 1
    error(msg, *args, **kwargs)

def warning(msg, *args, **kwargs):
    """
    Log a message with severity 'WARNING' on the root logger.
    """
    if len(root.handlers) == 0:
        basicConfig()
    root.warning(msg, *args, **kwargs)

warn = warning

def info(msg, *args, **kwargs):
    """
    Log a message with severity 'INFO' on the root logger.
    """
    if len(root.handlers) == 0:
        basicConfig()
    root.info(msg, *args, **kwargs)

def debug(msg, *args, **kwargs):
    """
    Log a message with severity 'DEBUG' on the root logger.
    """
    if len(root.handlers) == 0:
        basicConfig()
    root.debug(msg, *args, **kwargs)

def log(level, msg, *args, **kwargs):
    """
    Log 'msg % args' with the integer severity 'level' on the root logger.
    """
    if len(root.handlers) == 0:
        basicConfig()
    root.log(level, msg, *args, **kwargs)

def disable(level):
    """
    Disable all logging calls of severity 'level' and below.
    """
    root.manager.disable = level

def shutdown(handlerList=_handlerList):
    """
    Perform any cleanup actions in the logging system (e.g. flushing
    buffers).

    Should be called at application exit.
    """
    for wr in reversed(handlerList[:]):
        #errors might occur, for example, if files are locked
        #we just ignore them if raiseExceptions is not set
        try:
            h = wr()
            if h:
                try:
                    h.acquire()
                    h.flush()
                    h.close()
                except (IOError, ValueError):
                    # Ignore errors which might be caused
                    # because handlers have been closed but
                    # references to them are still around at
                    # application exit.
                    pass
                finally:
                    h.release()
        except:
            if raiseExceptions:
                raise
            #else, swallow

#Let's try and shutdown automatically on application exit...
import atexit
atexit.register(shutdown)

# Null handler

class NullHandler(Handler):
    """
    This handler does nothing. It's intended to be used to avoid the
    "No handlers could be found for logger XXX" one-off warning. This is
    important for library code, which may contain code to log events. If a user
    of the library does not configure logging, the one-off warning might be
    produced; to avoid this, the library developer simply needs to instantiate
    a NullHandler and add it to the top-level logger of the library module or
    package.
    """
    def handle(self, record):
        pass

    def emit(self, record):
        pass

    def createLock(self):
        self.lock = None

# Warnings integration

_warnings_showwarning = None

def _showwarning(message, category, filename, lineno, file=None, line=None):
    """
    Implementation of showwarnings which redirects to logging, which will first
    check to see if the file parameter is None. If a file is specified, it will
    delegate to the original warnings implementation of showwarning. Otherwise,
    it will call warnings.formatwarning and will log the resulting string to a
    warnings logger named "py.warnings" with level logging.WARNING.
    """
    if file is not None:
        if _warnings_showwarning is not None:
            _warnings_showwarning(message, category, filename, lineno, file, line)
    else:
        s = warnings.formatwarning(message, category, filename, lineno, line)
        logger = getLogger("py.warnings")
        if not logger.handlers:
            logger.addHandler(NullHandler())
        logger.warning("%s", s)

def captureWarnings(capture):
    """
    If capture is true, redirect all warnings to the logging package.
    If capture is False, ensure that warnings are not redirected to logging
    but to their original destinations.
    """
    global _warnings_showwarning
    if capture:
        if _warnings_showwarning is None:
            _warnings_showwarning = warnings.showwarning
            warnings.showwarning = _showwarning
    else:
        if _warnings_showwarning is not None:
            warnings.showwarning = _warnings_showwarning
            _warnings_showwarning = None
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  Source code for noc.core.profile.base

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## SA Profile Base
##----------------------------------------------------------------------
## Copyright (C) 2007-2015 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------

## Python modules
import re
## NOC modules
from noc.lib.ip import IPv4
from noc.sa.interfaces.base import InterfaceTypeError
from noc.lib.ecma48 import strip_control_sequences
import functools


[docs]class BaseProfile(object):
    """
    Equipment profile. Contains all equipment personality and specific
    """

    name = None
    """
    Profile name in form <vendor>.<system>
    """

    #
    # Device capabilities
    #

    supported_schemes = []
    """
    A list of supported access schemes.
    Access schemes constants are defined
    in noc.sa.protocols.sae_pb2
    (TELNET, SSH, HTTP, etc)
    @todo: Deprecated
    """

    pattern_username = "([Uu]ser ?[Nn]ame|[Ll]ogin): ?"
    """
    List[str]: Regular expression to catch user name prompt.
    Usually during telnet sessions)
    """

    pattern_password = "[Pp]ass[Ww]ord: ?"
    """
    Optional[regexp]: Regulal expression to catch password prompt (Telnet/SSH sessions)
    """

    pattern_prompt = r"^\S*[>#]"
    """
    Optional[regexp]: Regular expression to catch command prompt (CLI Sessions)
    """

    pattern_unpriveleged_prompt = None
    """
    Optional[regexp]: Regular expression to catch unpriveleged mode command prompt (CLI Session)
    """

    pattern_more = "^---MORE---"
    """
    Optional[regexp]: Regular expression to catch pager
    (Used in command results)
    If pattern_more is string, send command_more
    If pattern_more is a list of (pattern,command)
    send appropriative command
    """

    pattern_syntax_error = None
    """
    Optional[regexp]: Regular expression to catch the syntax errors in cli output.
    If CLI output matches pattern_syntax_error,
    then CLISyntaxError exception raised
    """

    pattern_operation_error = None
    """
    Optional[regexp]: Regular expression to catch the CLI commands errors in cli output.
    If CLI output matches pattern_syntax_error and not matches
    pattern_syntax_error, then CLIOperationError exception raised
    """

    can_strip_hostname_to = None
    """
    Device can strip long hostname in various modes
    i.e
    my.very.long.hostname# converts to
    my.very.long.hos(config)#
    In this case set can_strip_hostname_to = 16
    None by default
    """

    command_more = "\n"
    """
    Sequence to be send to list forward pager
    If pattern_more is string and is matched
    """

    command_submit = "\n"
    """
    Sequence to be send at the end of all CLI commands
    """

    username_submit = None
    """
    Sequence to submit username. Use "\n" if None
    """

    password_submit = None
    """
    Sequence to submit password. Use "\n" if None
    """

    setup_script = None
    """
    Callable accepting script instance
    to set up additional script attributes
    and methods. Use Profile.add_script_method()
    to add methods
    """

    setup_session = None
    """
    Callable accepting script instance
    to set up session.
    """

    shutdown_session = None
    """
    Callable accepting script instance
    to finaly close session
    """

    command_disable_pager = None
    """
    Sequence to disable pager
    """

    command_exit = None
    """
    Sequence to gracefully close session
    """

    command_super = None
    """
    Sequence to enable priveleged mode
    """

    command_enter_config = None
    """
    Sequence to enter configuration mode
    """

    command_leave_config = None
    """
    Sequence to leave configuration mode
    """

    command_save_config = None
    """
    Sequence to save configuration
    """

    rogue_chars = ["\r"]
    """
    List of chars to be stripped out of input stream
    before checking any regular expressions
    (when Action.CLEAN_INPUT==True)
    """

    telnet_send_on_connect = None
    """
    String to send just after telnet connect is established
    """

    telnet_slow_send_password = False
    """
    Password sending mode for telnet
    False - send password at once
    True - send password by characters
    """

    telnet_naws = "\xff\xff\xff\xff"
    """
    Telnet NAWS negotiation
    """

    requires_netmask_conversion = False
    """
    Does the equipment supports bitlength netmasks
    or netmask should be converted to traditional formats
    """

    max_scripts = None
    """
    Upper concurrent scripts limit, if set
    """

    default_parser = None
    """
    Default config parser name. Full path to BaseParser subclass
    i.e noc.cm.parsers.Cisco.IOS.switch.IOSSwitchParser
    Can be overriden in get_parser method
    """

[docs]    def convert_prefix(self, prefix):
        """
        Convert ip prefix to the format accepted by router's CLI

        :param str prefix: IP Prefix

        :return: IP MASK notation
        :rtype: str

        >>> Profile().convert_prefix("192.168.2.0/24")
        '192.168.2.0/24'
        >>> Profile().convert_prefix("192.168.2.0 255.255.255.0")
        '192.168.2.0 255.255.255.0'
        """
        if "/" in prefix and self.requires_netmask_conversion:
            prefix = IPv4(prefix)
            return "%s %s" % (prefix.address, prefix.netmask.address)
        return prefix


[docs]    def convert_mac_to_colon(self, mac):
        """
        Leave 00:11:22:33:44:55 style MAC-address untouched

        :param str mac:

        :return: MAC-address HH:HH:HH:HH:HH:HH
        :rtype: str

        >>> Profile().convert_mac_to_colon("00:11:22:33:44:55")
        '00:11:22:33:44:55'
        >>> Profile().convert_mac_to_colon("00:11:22:33:44:55")
        '0011:2233:4455'
        """
        return mac


[docs]    def convert_mac_to_cisco(self, mac):
        """
        Convert 00:11:22:33:44:55 style MAC-address to 0011.2233.4455

        :param str mac: HH:HH:HH:HH:HH:HH

        :return str: MAC-address HHHH.HHHH.HHHH

        >>> Profile().convert_mac_to_cisco("00:11:22:33:44:55")
        '0011.2233.4455'
        """
        v = mac.replace(":", "").lower()
        return "%s.%s.%s" % (v[:4], v[4:8], v[8:])


[docs]    def convert_mac_to_huawei(self, mac):
        """
        Convert 00:11:22:33:44:55 style MAC-address to 0011-2233-4455

        :return: MAC-address HHHH-HHHH-HHHH
        :rtype: str

        >>> Profile().convert_mac_to_huawei("00:11:22:33:44:55")
        '0011-2233-4455'
        """
        v = mac.replace(":", "").lower()
        return "%s-%s-%s" % (v[:4], v[4:8], v[8:])


[docs]    def convert_mac_to_dashed(self, mac):
        """
        Convert 00:11:22:33:44:55 style MAC-address to 00-11-22-33-44-55

        :param str mac: MAC-address HH:HH:HH:HH:HH:HH

        :return: MAC-address HH-HH-HH-HH-HH-HH
        :rtype: str

        >>> Profile().convert_mac_to_dashed("00:11:22:33:44:55")
        '00-11-22-33-44-55'
        """
        v = mac.replace(":", "").lower()
        return "%s-%s-%s-%s-%s-%s" % (v[:2], v[2:4], v[4:6],
                                      v[6:8], v[8:10], v[10:])


    #
    # Convert 00:11:22:33:44:55 style MAC-address to local format
    # Can be changed in derived classes
    #
    convert_mac = convert_mac_to_colon

[docs]    def convert_interface_name(self, s):
        """
        Normalize interface name

        :return: Normalize interface name
        :rtype: str
        """
        return s


    # Cisco-like translation
    rx_cisco_interface_name = re.compile(
        r"^(?P<type>[a-z]{2})[a-z\-]*\s*(?P<number>\d+(/\d+(/\d+)?)?(\.\d+(/\d+)*(\.\d+)?)?(:\d+(\.\d+)*)?(/[a-z]+\d+(\.\d+)?)?(A|B)?)$",
        re.IGNORECASE
    )

[docs]    def convert_interface_name_cisco(self, s):
        """
        >>> Profile().convert_interface_name_cisco("Gi0")
        'Gi 0'
        >>> Profile().convert_interface_name_cisco("GigabitEthernet0")
        'Gi 0'
        >>> Profile().convert_interface_name_cisco("Gi 0")
        'Gi 0'
        >>> Profile().convert_interface_name_cisco("tengigabitethernet 1/0/1")
        'Te 1/0/1'
        >>> Profile().convert_interface_name_cisco("tengigabitethernet 1/0/1.5")
        'Te 1/0/1.5'
        >>> Profile().convert_interface_name_cisco("Se 0/1/0:0")
        'Se 0/1/0:0'
        >>> Profile().convert_interface_name_cisco("Se 0/1/0:0.10")
        'Se 0/1/0:0.10'
        >>> Profile().convert_interface_name_cisco("ATM1/1/ima0")
        'At 1/1/ima0'
        >>> Profile().convert_interface_name_cisco("Port-channel5B")
        'Po 5B'
        """
        match = self.rx_cisco_interface_name.match(s)
        if not match:
            raise InterfaceTypeError("Invalid interface '%s'" % s)
        return "%s %s" % (match.group("type").capitalize(),
                          match.group("number"))


[docs]    def root_interface(self, name):
        """
        Returns root interface
        >>> Profile().root_interface("Gi 0/1")
        'Gi 0/1'
        >>> Profile().root_interface("Gi 0/1.15")
        'Gi 0/1'
        """
        name = name.split(".")[0]
        name = name.split(":")[0]
        return name


[docs]    def get_interface_names(self, name):
        """
        Return possible alternative interface names,
        i.e. for LLDP discovery *Local* method
        Can be overriden to achieve desired behavior

        :param str name: Interface Name

        :return: List Alternative interface names
        :rtype: list
        """
        return []


[docs]    def get_linecard(self, interface_name):
        """
        Returns linecard number related to interface
        >>> Profile().get_linecard("Gi 4/15")
        4
        >>> Profile().get_linecard("Lo")
        >>> Profile().get_linecard("ge-1/1/0")
        1
        """
        if " " in interface_name:
            l, r = interface_name.split(" ")
        elif "-" in interface_name:
            l, r = interface_name.split("-")
        else:
            return None
        if "/" in r:
            return int(r.split("/", 1)[0])
        else:
            return None


[docs]    def generate_prefix_list(self, name, pl):
        """
        Generate prefix list:
        name - name of prefix list
        pl -  is a list of (prefix, min_len, max_len)
        Strict - should tested prefix be exactly matched
        or should be more specific as well
        Can be overriden to achieve desired behavior

        Not implemented in Base Class
        """
        raise NotImplementedError()


    config_volatile = None
    """
    Volatile strings:
    A list of strings can be changed over time, which
    can be sweeped out of config safely or None
    Strings are regexpes, compiled with re.DOTALL|re.MULTILINE
    """

[docs]    def cleaned_input(self, input):
        """
        Preprocessor to clean up and normalize input from device.
        Delete ASCII sequences by default.
        Can be overriden to achieve desired behavior

        .. automethod:: noc.lib.ecma48.strip_control_sequences

        :param str input: Input text for clean

        :return: Text with strip control Sequences
        :rtype: str
        """
        return strip_control_sequences(input)


[docs]    def cleaned_config(self, cfg):
        """
        Clean up config. Wipe out volatile strings before returning result

        :param str cfg: Configuration

        :return: Clean up configuration
        :rtype: str
        """
        if self.config_volatile:
            # Wipe out volatile strings before returning result
            for r in self.config_volatile:
                rx = re.compile(r, re.DOTALL | re.MULTILINE)
                cfg = rx.sub("", cfg)
        # Prevent serialization errors
        return unicode(cfg, "utf8", "ignore").encode("utf8")


    def add_script_method(self, script, name, method):
        f = functools.partial(method, script)
        if not hasattr(f, "__name__"):
            setattr(f, "__name__", name)
        setattr(script, name, f)

    @classmethod
[docs]    def cmp_version(cls, v1, v2):
        """
        Compare two versions.
        Must return:
           <0 , if v1<v2
            0 , if v1==v2
           >0 , if v1>v2
         None , if v1 and v2 cannot be compared

        Default implementation compares a versions in format
        N1. .. .NM
        """
        return cmp([int(x) for x in v1.split(".")],
                   [int(x) for x in v2.split(".")])


    @classmethod
[docs]    def get_parser(cls, vendor, platform, version):
        """
        Returns full path to BaseParser instance to be used
        as config parser. None means no parser for particular platform

        """
        return cls.default_parser


    @classmethod
[docs]    def get_interface_type(cls, name):
        """
        Return IGetInterface-compatible interface type

        :param name: Normalized interface name

        :return: None
        """
        return None


    @classmethod
[docs]    def initialize(cls):
        """
        Called once by profile loader
        """
        if cls.pattern_syntax_error:
            cls.rx_pattern_syntax_error = re.compile(cls.pattern_syntax_error)
        else:
            cls.rx_pattern_syntax_error = None
        if cls.pattern_operation_error:
            cls.rx_pattern_operation_error = re.compile(cls.pattern_operation_error)
        else:
            cls.rx_pattern_operation_error = None







          

      

      

    


    
        © Copyright 2016, A.
      Created using Sphinx 1.3.5.
    

  

_modules/noc/sa/interfaces/igetcapabilities.html


    
      Navigation


      
        		
          index


        		
          modules |


        		noc_doc 0.1 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for noc.sa.interfaces.igetcapabilities

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## IGetCapabilities
##----------------------------------------------------------------------
## Copyright (C) 2007-2014 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------

## NOC Modules
from base import (Interface, DictParameter)


[docs]class IGetCapabilities(Interface):
    """
    IGetCapabilities

    Common usage scenarios

    * Capabilities
        * SNMP = True|False
        * LLDP = True|False
        * CDP = True|False

    List of available Capabilities in :menuselection:`Inventory --> Setup --> Capabilities`.

    :return: Dictionary of capabilities. Capabilities: True|False
    :rtype: DictParameter
    """
    returns = DictParameter()
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  Source code for noc.sa.interfaces.base

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## Abstract script interfaces
##----------------------------------------------------------------------
## Copyright (C) 2007-2014 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------

## Python modules
import re
import types
import datetime
## NOC Modules
from noc.lib.text import list_to_ranges, ranges_to_list
from noc.lib.ip import IPv6
from noc.lib.mac import MAC
from noc.lib.validators import *

InterfaceTypeError = ValueError


[docs]class Parameter(object):
    """
    Abstract parameter
    """
    def __init__(self, required=True, default=None):
        self.required = required
        self.default = default
        if default is not None:
            self.default = self.clean(default)

    def __or__(self, other):
        """ORParameter syntax sugar"""
        return ORParameter(self, other)

[docs]    def raise_error(self, value, msg=""):
        """Raise InterfaceTypeError

        :param value: Value where error detected
        :type value: Arbitrary python type
        :param msg: Optional message
        :type msg: String
        :raises InterfaceTypeError
        """
        raise InterfaceTypeError("%s: %s. %s" % (self.__class__.__name__,
                                                 repr(value), msg))


[docs]    def clean(self, value):
        """
        Input parameter normalization

        :param value: Input parameter
        :type value: Arbitrary python type
        :return: Normalized value
        """
        return value


[docs]    def script_clean_input(self, profile, value):
        """
        Clean up script input parameters. Can be overloaded to
        handle profile specific.
        
        :param profile: Profile
        :type profile: Profile instance
        :param value: Input parameter
        :type value: Arbitrary python type
        :return: Normalized value
        """
        return self.clean(value)


[docs]    def script_clean_result(self, profile, value):
        """
        Clean up script result parameters. Can be overloaded to
        handle profile specific.

        :param profile: Profile
        :type profile: Profile instance
        :param value: Input parameter
        :type value: Arbitrary python type
        :return: Normalized value
        """
        return self.clean(value)


[docs]    def form_clean(self, value):
        """
        Clean up form field

        :param value: Input parameter
        :type value: Arbitrary python type
        :return: Normalized value
        """
        if not value and not self.required:
            return self.default if self.default else None
        try:
            return self.clean(value)
        except InterfaceTypeError, why:
            raise forms.ValidationError(why)


[docs]    def get_form_field(self, label=None):
        """
        Get appropriative form field
        """
        return {
            "xtype": "textfield",
            "name": label,
            "fieldLabel": label,
            "allowBlank": not self.required
        }




[docs]class ORParameter(Parameter):
    """
    >>> ORParameter(IntParameter(),IPv4Parameter()).clean(10)
    10
    >>> ORParameter(IntParameter(),IPv4Parameter()).clean("192.168.1.1")
    '192.168.1.1'
    >>> ORParameter(IntParameter(),IPv4Parameter()).clean("xxx") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IPv4Parameter: 'xxx'
    >>> (IntParameter()|IPv4Parameter()).clean(10)
    10
    >>> (IntParameter()|IPv4Parameter()).clean("192.168.1.1")
    '192.168.1.1'
    >>> (IntParameter()|IPv4Parameter()).clean("xxx") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IPv4Parameter: 'xxx'
    >>> (IntParameter()|IPv4Parameter()).clean(None) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IPv4Parameter: None.
    >>> (IntParameter(required=False)|IPv4Parameter(required=False)).clean(None)
    >>> (IntParameter(required=False)|IPv4Parameter()).clean(None) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IPv4Parameter: None.
    """
    def __init__(self, left, right):
        super(ORParameter, self).__init__()
        self.left = left
        self.right = right
        self.required = self.left.required or self.right.required

    def clean(self, value):
        if value is None and self.required == False:
            return None
        try:
            return self.left.clean(value)
        except InterfaceTypeError:
            return self.right.clean(value)

    def script_clean_input(self, profile, value):
        try:
            return self.left.script_clean_input(profile, value)
        except InterfaceTypeError:
            return self.right.script_clean_input(profile, value)

    def script_clean_result(self, profile, value):
        try:
            return self.left.script_clean_result(profile, value)
        except InterfaceTypeError:
            return self.right.script_clean_result(profile, value)



[docs]class NoneParameter(Parameter):
    """
    >>> NoneParameter().clean(None)
    >>> NoneParameter().clean("None") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: NoneParameter: 'None'
    """
    def __init__(self, required=True):
        super(NoneParameter, self).__init__(required=required)

    def clean(self, value):
        if value is not None:
            self.raise_error(value)
        return value



[docs]class StringParameter(Parameter):
    """
    >>> StringParameter().clean("Test")
    'Test'
    >>> StringParameter().clean(10)
    '10'
    >>> StringParameter().clean(None)
    'None'
    >>> StringParameter(default="test").clean("no test")
    'no test'
    >>> StringParameter(default="test").clean(None)
    'test'
    >>> StringParameter(choices=["1","2"]).clean("1")
    '1'
    >>> StringParameter(choices=["1","2"]).clean("3") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: StringParameter: '3'.
    """
    def __init__(self, required=True, default=None, choices=None):
        self.choices = choices
        super(StringParameter, self).__init__(required=required,
                                              default=default)

    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        try:
            value = str(value)
        except:
            self.raise_error(value)
        if self.choices and value not in self.choices:
            self.raise_error(value)
        return value



class UnicodeParameter(StringParameter):
    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        try:
            value = unicode(value)
        except:
            self.raise_error(value)
        if self.choices and value not in self.choices:
            self.raise_error(value)
        return value


[docs]class REStringParameter(StringParameter):
    """
    >>> REStringParameter("ex+p").clean("exp")
    'exp'
    >>> REStringParameter("ex+p").clean("exxp")
    'exxp'
    >>> REStringParameter("ex+p").clean("regexp 1")
    'regexp 1'
    >>> REStringParameter("ex+p").clean("ex") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: REStringParameter: 'ex'
    >>> REStringParameter("ex+p",default="exxp").clean("regexp 1")
    'regexp 1'
    >>> REStringParameter("ex+p",default="exxp").clean(None)
    'exxp'
    """
    def __init__(self, regexp, required=True, default=None):
        self.rx = re.compile(regexp)  # Compile before calling the constructor
        super(REStringParameter, self).__init__(required=required,
                                                default=default)

    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        v = super(REStringParameter, self).clean(value)
        if not self.rx.search(v):
            self.raise_error(value)
        return v



[docs]class REParameter(StringParameter):
    """
    Check Regular Expression
    >>> REParameter().clean(".+?")
    ".+?"
    >>> REParameter().clean("+") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: REParameter: '+'
    """
    def clean(self, value):
        try:
            re.compile(value)
        except Exception, why:
            self.raise_error(value)
        return value



[docs]class PyExpParameter(StringParameter):
    """
    Check python expression
    >>> PyExpParameter().clean("(a + 3) * 7")
    '(a + 3) * 7'
    >>> PyExpParameter().clean("a =!= b") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: REParameter: 'a =!= b'
    """
    def clean(self, value):
        try:
            compile(value, "<string>", "eval")
        except SyntaxError, why:
            self.raise_error(value)
        return value



[docs]class BooleanParameter(Parameter):
    """
    >>> BooleanParameter().clean(True)
    True
    >>> BooleanParameter().clean(False)
    False
    >>> BooleanParameter().clean("True")
    True
    >>> BooleanParameter().clean("yes")
    True
    >>> BooleanParameter().clean(1)
    True
    >>> BooleanParameter().clean(0)
    False
    >>> BooleanParameter().clean([]) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: BooleanParameter: [].
    >>> BooleanParameter(default=False).clean(None)
    False
    >>> BooleanParameter(default=True).clean(None)
    True
    """
    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        if type(value) == types.BooleanType:
            return value
        if type(value) in (types.IntType, types.LongType):
            return value != 0
        if type(value) in (types.StringType, types.UnicodeType):
            return value.lower() in ("true", "t", "yes", "y")
        self.raise_error(value)

    def get_form_field(self, label=None):
        return {
            "xtype": "checkboxfield",
            "name": label,
            "boxLabel": label
        }



[docs]class IntParameter(Parameter):
    """
    >>> IntParameter().clean(1)
    1
    >>> IntParameter().clean("1")
    1
    >>> IntParameter().clean("not a number") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IntParameter: 'not a number'
    >>> IntParameter(min_value=10).clean(5) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IntParameter: 5
    >>> IntParameter(max_value=7).clean(10) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IntParameter: 10
    >>> IntParameter(max_value=10, default=7).clean(5)
    5
    >>> IntParameter(max_value=10, default=7).clean(None)
    7
    >>> IntParameter(max_value=10, default=15) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IntParameter: 15
    >>> IntParameter().clean(None) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IntParameter: None
    None
    """
    def __init__(self, required=True, default=None,
                 min_value=None, max_value=None):
        self.min_value = min_value
        self.max_value = max_value
        super(IntParameter, self).__init__(required=required, default=default)

    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        try:
            i = int(value)
        except (ValueError, TypeError):
            self.raise_error(value)
        if ((self.min_value is not None and i < self.min_value)
                or (self.max_value is not None and i > self.max_value)):
            self.raise_error(value)
        return i



[docs]class FloatParameter(Parameter):
    """
    >>> FloatParameter().clean(1.2)
    1.2
    >>> FloatParameter().clean("1.2")
    1.2
    >>> FloatParameter().clean("not a number") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: FloatParameter: 'not a number'
    >>> FloatParameter(min_value=10).clean(5) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: FloatParameter: 5
    >>> FloatParameter(max_value=7).clean(10) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: FloatParameter: 10
    >>> FloatParameter(max_value=10,default=7).clean(5)
    5
    >>> FloatParameter(max_value=10,default=7).clean(None)
    7
    >>> FloatParameter(max_value=10,default=15) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: FloatParameter: 15
    """
    def __init__(self, required=True, default=None,
                 min_value=None, max_value=None):
        self.min_value = min_value
        self.max_value = max_value
        super(FloatParameter, self).__init__(required=required, default=default)

    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        try:
            i = float(value)
        except:
            self.raise_error(value)
        if ((self.min_value is not None and i < self.min_value)
                or (self.max_value is not None and i > self.max_value)):
            self.raise_error(value)
        return i



class ListParameter(Parameter):
    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        try:
            return list(value)
        except:
            self.raise_error(value)

    def form_clean(self, value):
        try:
            return self.clean(eval(value, {}, {}))
        except:
            self.raise_error(value)


[docs]class InstanceOfParameter(Parameter):
    """
    >>> class C: pass
    >>> class X: pass
    >>> class CC(C): pass
    >>> InstanceOfParameter(cls=C).clean(C()) and "Ok"
    'Ok'
    >>> InstanceOfParameter(cls=C).clean(CC()) and "Ok"
    'Ok'
    >>> InstanceOfParameter(cls=C).clean(1) and "Ok" #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: InstanceOfParameter: 1
    >>> InstanceOfParameter(cls="C").clean(C()) and "Ok"
    'Ok'
    >>> InstanceOfParameter(cls="C").clean(1) and "Ok" #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: InstanceOfParameter: 1
    """
    def __init__(self, cls, required=True, default=None):
        super(InstanceOfParameter, self).__init__(required=required,
                                                  default=default)
        self.cls = cls
        if isinstance(cls, basestring):
            self.is_valid = self.is_valid_classname
        else:
            self.is_valid = self.is_valid_instance

    def is_valid_instance(self, value):
        return isinstance(value, self.cls)

    def is_valid_classname(self, value):
        return (hasattr(value, "__class__")
                and value.__class__.__name__ == self.cls)

    def clean(self, value):
        if value is None:
            if self.default is not None:
                return self.default
            if not self.required:
                return None
        try:
            if self.is_valid(value):
                return value
        except:
            pass
        self.raise_error(value)



[docs]class SubclassOfParameter(Parameter):
    """
    >>> class C: pass
    >>> class C1(C): pass
    >>> class C2(C1): pass
    >>> class C3(C1): pass
    >>> SubclassOfParameter(cls=C).clean(C2) and "Ok"
    'Ok'
    >>> SubclassOfParameter(cls=C).clean(1) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: SubclassOfParameter: 1
    >>> SubclassOfParameter(cls="C").clean(C2) and "Ok"
    'Ok'
    >>> SubclassOfParameter(cls=C).clean(1) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: SubclassOfParameter: 1
    >>> SubclassOfParameter(cls=C2).clean(C3) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: SubclassOfParameter: <class base.C3>
    >>> SubclassOfParameter(cls="C",required=False).clean(None)
    """
    def __init__(self, cls, required=True, default=None):
        super(SubclassOfParameter, self).__init__(required=required,
                                                  default=default)
        self.cls = cls
        if isinstance(cls, basestring):
            self.is_valid = self.is_valid_classname
        else:
            self.is_valid = self.is_valid_class

    def is_valid_classname(self, value):
        def check_name(c, name):
            # Check class name
            if c.__name__ == name:
                return True
            # Check base classes name
            for bc in c.__bases__:
                if check_name(bc, name):
                    return True
            #
            return False

        return check_name(value, self.cls)

    def is_valid_class(self, value):
        return issubclass(value, self.cls)

    def clean(self, value):
        if value is None:
            if self.default is not None:
                return self.default
            if not self.required:
                return None
        try:
            if self.is_valid(value):
                return value
        except:
            pass
        self.raise_error(value)



[docs]class ListOfParameter(ListParameter):
    """
    >>> ListOfParameter(element=IntParameter()).clean([1,2,3])
    [1, 2, 3]
    >>> ListOfParameter(element=IntParameter()).clean([1,2,"3"])
    [1, 2, 3]
    >>> ListOfParameter(element=IntParameter()).clean([1,2,"x"]) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: IntParameter: 'x'
    >>> ListOfParameter(element=StringParameter()).clean([1,2,3,"x"])
    ['1', '2', '3', 'x']
    >>> ListOfParameter(element=StringParameter(),default=[]).clean(None)
    []
    >>> ListOfParameter(element=StringParameter(),default=[1,2,3]).clean(None)
    ['1', '2', '3']
    >>> ListOfParameter(element=[StringParameter(), IntParameter()]).clean([("a",1), ("b", "2")])
    [['a', 1], ['b', 2]]
    >>> ListOfParameter(element=[StringParameter(), IntParameter()]).clean([("a",1), ("b", "x")])   #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: IntParameter: 'x'
    """
    def __init__(self, element, required=True, default=None, convert=False):
        self.element = element
        self.is_list = type(element) in (list, tuple)
        self.convert = convert
        super(ListOfParameter, self).__init__(required=required,
                                              default=default)

    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        if self.convert and not isinstance(value, (list, tuple)):
            value = [value]
        v = super(ListOfParameter, self).clean(value)
        if self.is_list:
            return [[e.clean(vv) for e, vv in zip(self.element, v)] for v in value]
        else:
            return [self.element.clean(x) for x in v]

    def script_clean_input(self, profile, value):
        if value is None and self.default is not None:
            return self.default
        v = super(ListOfParameter, self).script_clean_input(profile, value)
        if self.is_list:
            return [[e.script_clean_input(profile, vv) for e, vv in zip(self.element, v)] for v in value]
        else:
            return [self.element.script_clean_input(profile, x) for x in v]

    def script_clean_result(self, profile, value):
        if value is None and self.default is not None:
            return self.default
        v = super(ListOfParameter, self).script_clean_result(profile, value)
        if self.is_list:
            return [[e.script_clean_result(profile, vv) for e, vv in zip(self.element, v)] for v in value]
        else:
            return [self.element.script_clean_result(profile, x) for x in v]



[docs]class StringListParameter(ListOfParameter):
    """
    >>> StringListParameter().clean(["1","2","3"])
    ['1', '2', '3']
    >>> StringListParameter().clean(["1",2,"3"])
    ['1', '2', '3']
    """
    def __init__(self, required=True, default=None, convert=False):
        super(StringListParameter, self).__init__(
            element=StringParameter(), required=required,
            default=default, convert=convert)



[docs]class DictParameter(Parameter):
    """
    >>> DictParameter(attrs={"i":IntParameter(),"s":StringParameter()}).clean({"i":10,"s":"ten"})
    {'i': 10, 's': 'ten'}
    >>> DictParameter(attrs={"i":IntParameter(),"s":StringParameter()}).clean({"i":"10","x":"ten"}) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: DictParameter: {'i': '10', 'x': 'ten'}
    """
    def __init__(self, required=True, default=None, attrs=None, truncate=False):
        super(DictParameter, self).__init__(required=required, default=default)
        self.attrs = attrs
        self.truncate = truncate

    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        if type(value) != types.DictType:
            self.raise_error(value)
        if not self.attrs:
            return value
        in_value = value.copy()
        out_value = {}
        for a_name, attr in self.attrs.items():
            if a_name not in in_value and attr.required:
                if attr.default is not None:
                    out_value[a_name] = attr.default
                else:
                    self.raise_error(value,
                                     "Attribute '%s' is required in %s" % (a_name, value))
            if a_name in in_value:
                try:
                    out_value[a_name] = attr.clean(in_value[a_name])
                except InterfaceTypeError, why:
                    if not in_value[a_name] and not attr.required:
                        if attr.default:
                            out_value[a_name] = attr.default
                        else:
                            pass
                    else:
                        self.raise_error(
                            value,
                            "Invalid value for '%s': %s" % (a_name, why))
                del in_value[a_name]
        # Copy left items
        if not self.truncate:
            for k, v in in_value.items():
                out_value[k] = v
        return out_value

    def script_clean_input(self, profile, value):
        if value is None and self.default is not None:
            return self.default
        if type(value) != types.DictType:
            self.raise_error(value)
        if not self.attrs:
            return value
        in_value = value.copy()
        out_value = {}
        for a_name, attr in self.attrs.items():
            if a_name not in in_value and attr.required:
                self.raise_error(value, "Attribute '%s' required" % a_name)
            if a_name in in_value:
                try:
                    out_value[a_name] = attr.script_clean_input(profile, in_value[a_name])
                except InterfaceTypeError:
                    self.raise_error(value, "Invalid value for '%s'" % a_name)
                del in_value[a_name]
        for k, v in in_value.items():
            out_value[k] = v
        return out_value

    def script_clean_result(self, profile, value):
        if value is None and self.default is not None:
            return self.default
        if type(value) != types.DictType:
            self.raise_error(value)
        if not self.attrs:
            return value
        in_value = value.copy()
        out_value = {}
        for a_name, attr in self.attrs.items():
            if a_name not in in_value and attr.required:
                self.raise_error(value, "Attribute '%s' required" % a_name)
            if a_name in in_value:
                try:
                    out_value[a_name] = attr.script_clean_result(profile,
                                                             in_value[a_name])
                except InterfaceTypeError, why:
                    self.raise_error(value, "Invalid value for '%s': %s" % (a_name, str(why)))
                del in_value[a_name]
        for k, v in in_value.items():
            out_value[k] = v
        return out_value



[docs]class DictListParameter(ListOfParameter):
    """
    >>> DictListParameter().clean([{"1": 2},{"2":3, "4":1}])
    [{'1': 2}, {'2': 3, '4': 1}]
    >>> DictListParameter(attrs={"i":IntParameter(),"s":StringParameter()}).clean([{"i":10,"s":"ten"},{"i":"5","s":"five"}])
    [{'i': 10, 's': 'ten'}, {'i': 5, 's': 'five'}]
    >>> DictListParameter(attrs={"i":IntParameter(),"s":StringParameter()},convert=True).clean({"i":"10","s":"ten"})
    [{'i': 10, 's': 'ten'}]
    """
    def __init__(self, required=True, default=None,
                 attrs=None, convert=False):
        super(DictListParameter, self).__init__(
            element=DictParameter(attrs=attrs),
            required=required, default=default, convert=convert)



class DateTimeParameter(StringParameter):
    rx_datetime = re.compile(r"^\d{4}-\d{2}-\d{2}T\d{2}:\d{2}:\d{2}(\.\d+)?$")

    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        if isinstance(value, datetime.datetime):
            return value.isoformat()
        if value.lower() == "infinite":
            return datetime.datetime(year=datetime.MAXYEAR, month=1, day=1)
        if self.rx_datetime.match(value):
            return value
        self.raise_error(value)

    def form_clean(self, value):
        if value is None and self.default is not None:
            value = self.default
        if isinstance(value, basestring):
            if "." in value:
                dt, _, us = value.partition(".")
                dt = datetime.datetime.strptime(dt, "%Y-%m-%dT%H:%M:%S")
                us = int(us.rstrip("Z"), 10)
                return dt + datetime.timedelta(microseconds=us)
            else:
                return datetime.datetime.strptime(value,
                                                  "%Y-%m-%dT%H:%M:%S")
        elif isinstance(value, datetime):
            return value
        else:
            self.raise_error(value)


[docs]class IPv4Parameter(StringParameter):
    """
    >>> IPv4Parameter().clean("192.168.0.1")
    '192.168.0.1'
    >>> IPv4Parameter().clean("192.168.0.256") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IPvParameter: '192.168.0.256'
    """
    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        try:
            int(value)
            return value
        except ValueError:
            pass
        if len(value) == 4:
            # IP address in binary form
            value = ".".join(["%02X" % ord(c) for c in value])
        v = super(IPv4Parameter, self).clean(value)
        X = v.split(".")
        if len(X) != 4:
            self.raise_error(value)
        try:
            if len([x for x in X if 0 <= int(x) <= 255]) != 4:
                self.raise_error(value)
        except:
            self.raise_error(value)
        return v



[docs]class IPv4PrefixParameter(StringParameter):
    """
    >>> IPv4PrefixParameter().clean("192.168.0.0/16")
    '192.168.0.0/16'
    >>> IPv4PrefixParameter().clean("192.168.0.256") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IPv4PrefixParameter: '192.168.0.256'
    >>> IPv4PrefixParameter().clean("192.168.0.0/33") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IPv4PrefixParameter: '192.168.0.0/33'
    >>> IPv4PrefixParameter().clean("192.168.0.0/-5") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: IPv4PrefixParameter: '192.168.0.0/-5'
    """
    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        v = super(IPv4PrefixParameter, self).clean(value)
        if "/" not in v:
            self.raise_error(value)
        n, m = v.split("/", 1)
        try:
            m = int(m)
        except:
            self.raise_error(value)
        if m < 0 or m > 32:
            self.raise_error(value)
        X = n.split(".")
        if len(X) != 4:
            self.raise_error(value)
        try:
            if len([x for x in X if 0 <= int(x) <= 255]) != 4:
                self.raise_error(value)
        except:
            self.raise_error(value)
        return v



##
## IPv6 Parameter
##
[docs]class IPv6Parameter(StringParameter):
    """
    >>> IPv6Parameter().clean("::")
    '::'
    >>> IPv6Parameter().clean("::1")
    '::1'
    >>> IPv6Parameter().clean("2001:db8::1")
    '2001:db8::1'
    >>> IPv6Parameter().clean("2001:db8::")
    '2001:db8::'
    >>> IPv6Parameter().clean("::ffff:192.168.0.1")
    '::ffff:192.168.0.1'
    >>> IPv6Parameter().clean('g::')  #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: IPv6Parameter: 'g::'.
    >>> IPv6Parameter().clean("0:00:0:0:0::1")
    '::1'
    >>> IPv6Parameter().clean("::ffff:c0a8:1")
    '::ffff:192.168.0.1'
    >>> IPv6Parameter().clean("2001:db8:0:7:0:0:0:1")
    '2001:db8:0:7::1'
    """
    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        v = super(IPv6Parameter, self).clean(value)
        if not is_ipv6(v):
            self.raise_error(value)
        return IPv6(v).normalized.address



[docs]class IPv6PrefixParameter(StringParameter):
    """
    >>> IPv6PrefixParameter().clean("::/128")
    '::/128'
    >>> IPv6PrefixParameter().clean("2001:db8::/32")
    '2001:db8::/32'
    >>> IPv6PrefixParameter().clean("2001:db8::/129") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: IPv6PrefixParameter: '2001:db8::/129'
    >>> IPv6PrefixParameter().clean("2001:db8::/g") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: IPv6PrefixParameter: '2001:db8::/g'
    >>> IPv6PrefixParameter().clean("2001:db8::") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: IPv6PrefixParameter: '2001:db8::'
    """
    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        v = super(IPv6PrefixParameter, self).clean(value)
        if "/" not in v:
            self.raise_error(value)
        n, m = v.split("/", 1)
        try:
            m = int(m)
        except:
            self.raise_error(value)
        if m < 0 or m > 128:
            self.raise_error(value)
        n = IPv6Parameter().clean(n)
        return "%s/%d" % (n, m)



##
## IPv4/IPv6 parameter
##
class IPParameter(StringParameter):
    def clean(self, value):
        """
        >>> IPParameter().clean("192.168.0.1")
        '192.168.0.1'
        >>> PrefixParameter().clean("2001:db8::/32")
        '2001:db8::/32'
        """
        if ":" in value:
            return IPv6Parameter().clean(value)
        else:
            return IPv4Parameter().clean(value)


##
## Prefix parameter
##
class PrefixParameter(StringParameter):
    def clean(self, value):
        """
        >>> PrefixParameter().clean("192.168.0.0/24")
        '192.168.0.0/24'
        """
        if ":" in value:
            return IPv6PrefixParameter().clean(value)
        else:
            return IPv4PrefixParameter().clean(value)


##
##
##
[docs]class VLANIDParameter(IntParameter):
    """
    >>> VLANIDParameter().clean(10)
    10
    >>> VLANIDParameter().clean(5000) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: VLANIDParameter: 5000
    >>> VLANIDParameter().clean(0) #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: VLANIDParameter: 0
    """
    def __init__(self, required=True, default=None):
        super(VLANIDParameter, self).__init__(required=required, default=default,
                                              min_value=1, max_value=4095)



[docs]class VLANStackParameter(ListOfParameter):
    """
    >>> VLANStackParameter().clean(10)
    [10]
    >>> VLANStackParameter().clean([10])
    [10]
    >>> VLANStackParameter().clean([10, "20"])
    [10, 20]
    >>> VLANStackParameter().clean([10, 0])
    [10, 0]
    """
    def __init__(self, required=True, default=None):
        super(VLANStackParameter, self).__init__(element=IntParameter(),
                                           required=required,
                                           default=default, convert=True)

    def clean(self, value):
        value = super(VLANStackParameter, self).clean(value)
        if len(value) > 0:
            value[0] = VLANIDParameter().clean(value[0])
        for i in range(1, len(value)):
            value[i] = IntParameter(min_value=0, max_value=4095).clean(value[i])
        return value



##
##
##
[docs]class VLANIDListParameter(ListOfParameter):
    """
    >>> VLANIDListParameter().clean(["1","2","3"])
    [1, 2, 3]
    >>> VLANIDListParameter().clean([1,2,3])
    [1, 2, 3]
    """
    def __init__(self, required=True, default=None):
        super(VLANIDListParameter, self).__init__(element=VLANIDParameter(),
                                           required=required, default=default)



##
##
##
class VLANIDMapParameter(StringParameter):
    def clean(self, value):
        """
        >>> VLANIDMapParameter().clean("1,2,5-10")
        '1-2,5-10'
        >>> VLANIDMapParameter().clean("")
        ''
        """
        if isinstance(value, basestring) and not value.strip():
            return ""
        vp = VLANIDParameter()
        try:
            return list_to_ranges([vp.clean(v) for v in ranges_to_list(value)])
        except SyntaxError:
            self.raise_error(value)


[docs]class MACAddressParameter(StringParameter):
    """
    >>> MACAddressParameter().clean("1234.5678.9ABC")
    '12:34:56:78:9A:BC'
    >>> MACAddressParameter().clean("1234.5678.9abc")
    '12:34:56:78:9A:BC'
    >>> MACAddressParameter().clean("0112.3456.789a.bc")
    '12:34:56:78:9A:BC'
    >>> MACAddressParameter().clean("1234.5678.9abc.def0") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: MACAddressParameter: '1234.5678.9ABC.DEF0'
    >>> MACAddressParameter().clean("12:34:56:78:9A:BC")
    '12:34:56:78:9A:BC'
    >>> MACAddressParameter().clean("12-34-56-78-9A-BC")
    '12:34:56:78:9A:BC'
    >>> MACAddressParameter().clean("0:13:46:50:87:5")
    '00:13:46:50:87:05'
    >>> MACAddressParameter().clean("123456-789abc")
    '12:34:56:78:9A:BC'
    >>> MACAddressParameter().clean("12-34-56-78-9A-BC-DE") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: MACAddressParameter: '12:34:56:78:9A:BC:DE'
    >>> MACAddressParameter().clean("AB-CD-EF-GH-HJ-KL") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: MACAddressParameter: 'AB:CD:EF:GH:HJ:KL'
    >>> MACAddressParameter().clean("aabb-ccdd-eeff")
    'AA:BB:CC:DD:EE:FF'
    >>> MACAddressParameter().clean("aabbccddeeff")
    'AA:BB:CC:DD:EE:FF'
    >>> MACAddressParameter().clean("AABBCCDDEEFF")
    'AA:BB:CC:DD:EE:FF'
    >>> MACAddressParameter().clean("\\xa8\\xf9K\\x80\\xb4\\xc0")
    'A8:F9:4B:80:B4:C0'
    >>> MACAddressParameter(accept_bin=False).clean("\\xa8\\xf9K\\x80\\xb4\\xc0") #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: MACAddressParameter: '\xa8\xf9K\x80\xb4\xc0'.
    """
    def __init__(self, required=True, default=None, accept_bin=True):
        self.accept_bin = accept_bin
        super(MACAddressParameter, self).__init__(required=required,
                                                  default=default)

    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        value = super(MACAddressParameter, self).clean(value)
        if len(value) == 6 and self.accept_bin:
            # MAC address in binary form
            return str(MAC(":".join(["%02X" % ord(c) for c in value])))
        try:
            return str(MAC(value))
        except ValueError:
            self.raise_error(value)



class InterfaceNameParameter(StringParameter):
    def script_clean_input(self, profile, value):
        return profile.convert_interface_name(value)

    def script_clean_result(self, profile, value):
        return self.script_clean_input(profile, value)


[docs]class OIDParameter(Parameter):
    """
    >>> OIDParameter().clean("1.3.6.1.2.1.1.1.0")
    '1.3.6.1.2.1.1.1.0'
    >>> OIDParameter(default="1.3.6.1.2.1.1.1.0").clean(None)
    '1.3.6.1.2.1.1.1.0'
    >>> OIDParameter().clean("1.3.6.1.2.1.1.X.0")  #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
        ...
    InterfaceTypeError: OIDParameter: '1.3.6.1.2.1.1.X.0'
    """
    def clean(self, value):
        def is_false(v):
            try:
                v = int(v)
            except ValueError:
                return True
            return v < 0

        if value is None and self.default is not None:
            return self.default
        if bool([v for v in value.split(".") if is_false(v)]):
            self.raise_error(value)
        return value



class RDParameter(Parameter):
    def clean(self, value):
        """
        >>> RDParameter().clean("100:4294967295")
        '100:4294967295'
        >>> RDParameter().clean("10.10.10.10:10")
        '10.10.10.10:10'
        >>> RDParameter().clean("100000:500")
        '100000:500'
        >>> RDParameter().clean("100000L:100")
        '100000:100'
        """
        try:
            l, r = value.split(":")
            r = long(r)
        except ValueError:
            self.raise_error(value)
        if r < 0:
            self.raise_error(value)
        if "." in l:
            # IP:N
            try:
                l = IPv4Parameter().clean(l)
            except InterfaceTypeError:
                self.raise_error(value)
            if r > 65535:
                self.raise_error(value)
        else:
            # ASN:N
            try:
                if l.endswith("L") or l.endswith("l"):
                    l = l[:-1]
                l = int(l)
            except ValueError:
                self.raise_error(value)
            if l < 0:
                self.raise_error(value)
            if l > 65535:
                if r > 65535:  # 4-byte ASN
                    self.raise_error(value)
            else:
                if r > 0xFFFFFFFFL:  # 2-byte ASN
                    self.raise_error(value)
        return "%s:%s" % (l, r)


[docs]class GeoPointParameter(Parameter):
    """
    >>> GeoPointParameter().clean([180, 90])
    [180, 90]
    >>> GeoPointParameter().clean([75.5, "90"])
    [75.5, 90]
    >>> GeoPointParameter().clean("[180, 85.5]")
    [180, 85.5]
    >>> GeoPointParameter().clean([1])  #doctest: +IGNORE_EXCEPTION_DETAIL
    Traceback (most recent call last):
    ...
    InterfaceTypeError: GeoPointParameter: [1]
    """
    def clean(self, value):
        if type(value) in (list, tuple):
            # List or tuple
            if len(value) != 2:
                self.raise_error(value)
            try:
                return [float(x) for x in value]
            except ValueError:
                self.raise_error(value)
        elif isinstance(value, basestring):
            v = value.replace(" ", "")
            if not v or "," not in v:
                self.raise_error(value)
            s = v[0]
            if (s not in ("(", "[") or (s == "(" and v[-1] != ")") or
                (s == "[" and v[-1]) != "]"):
                self.raise_error(value)
            return self.clean(v[1:-1].split(","))
        else:
            self.raise_error(value)



[docs]class ModelParameter(Parameter):
    """
    Model reference parameter
    """
    def __init__(self, model, required=True):
        super(ModelParameter, self).__init__(required=required)
        self.model = model

    def clean(self, value):
        if not value:
            if self.required:
                self.raise_error("Value required")
            else:
                return None
        try:
            value = int(value)
        except ValueError:
            self.raise_error(value)
        try:
            return self.model.objects.get(pk=value)
        except self.model.DoesNotExist:
            self.raise_error("Not found: %d" % value)



DocFieldMap = {
    "FloatField": FloatParameter()
}


[docs]class DocumentParameter(Parameter):
    """
    Document reference parameter
    """
    def __init__(self, document, required=True):
        super(DocumentParameter, self).__init__(required=required)
        self.document = document

    def clean(self, value):
        if not value:
            if self.required:
                self.raise_error("Value required")
            else:
                return None
        v = self.document.objects.filter(id=value).first()
        if not v:
            self.raise_error("Not found: %d" % value)
        return v



class EmbeddedDocumentParameter(Parameter):
    def __init__(self, document, required=True):
        super(EmbeddedDocumentParameter, self).__init__(
            required=required)
        self.document = document

    def clean(self, value):
        if not value:
            if self.required:
                self.raise_error("Value required")
            else:
                return None
        if not isinstance(value, dict):
            self.raise_error(value, "Value must be list dict")
        for k, v in self.document._fields.iteritems():
            if k in value and value[k] is not None:
                p = DocFieldMap.get(v.__class__.__name__)
                if p:
                    value[k] = p.clean(value[k])
        return self.document(**value)


[docs]class TagsParameter(Parameter):
    """
    >>> TagsParameter().clean([1, 2, "tags"])
    [u'1', u'2', u'tags']
    >>> TagsParameter().clean([1, 2, "tags "])
    [u'1', u'2', u'tags']
    >>> TagsParameter().clean("1,2,tags")
    [u'1', u'2', u'tags']
    >>> TagsParameter().clean("1 , 2,  tags")
    [u'1', u'2', u'tags']
    """
    def clean(self, value):
        if type(value) in (list, tuple):
            v = [unicode(v).strip() for v in value]
            return [x for x in v if x]
        elif isinstance(value, basestring):
            v = [unicode(x.strip()) for x in value.split(",")]
            return [x for x in v if x]
        else:
            self.raise_error("Invalid tags: %s" % value)



class ColorParameter(Parameter):
    def clean(self, value):
        if value is None and self.default is not None:
            return self.default
        if type(value) in (int, long):
            return value
        if isinstance(value, basestring):
            if value.startswith("#"):
                value = value[1:]
            if len(value) == 6:
                try:
                    return int(value, 16)
                except ValueError:
                    self.raise_error(value)
        self.raise_error(value)


class ObjectIdParameter(REStringParameter):
    def __init__(self, required=True, default=None):
        super(ObjectIdParameter, self).__init__(
            "^[0-9a-f]{24}$", required=required, default=default
        )


## Stub for interface registry
interface_registry = {}


class InterfaceBase(type):
    def __new__(cls, name, bases, attrs):
        m = type.__new__(cls, name, bases, attrs)
        interface_registry[name] = m
        return m


class Interface(object):
    __metaclass__ = InterfaceBase

    template = None  # Relative template path in sa/templates/
    form = None
    preview = None
    RESERVED_NAMES = ("returns", "template", "form", "preview")

    def gen_parameters(self):
        """
        Generator yielding (parameter name, parameter instance) pairs
        """
        for n, p in self.__class__.__dict__.items():
            if issubclass(p.__class__, Parameter) and n not in self.RESERVED_NAMES:
                yield (n, p)

    @property
    def has_required_params(self):
        return any(p for n, p in self.gen_parameters() if p.required)

    def clean(self, __profile=None, **kwargs):
        """
        Clean up all parameters except "returns"
        """
        in_kwargs = kwargs.copy()
        out_kwargs = {}
        for n, p in self.gen_parameters():
            if n not in in_kwargs and p.required:
                if p.default is not None:
                    out_kwargs[n] = p.default
                else:
                    raise InterfaceTypeError("Parameter '%s' required" % n)
            if n in in_kwargs:
                if not (in_kwargs[n] is None and not p.required):
                    try:
                        if __profile:
                            out_kwargs[n] = p.script_clean_input(__profile,
                                                                 in_kwargs[n])
                        else:
                            out_kwargs[n] = p.clean(in_kwargs[n])
                    except InterfaceTypeError, why:
                        raise InterfaceTypeError("Invalid value for '%s': %s" % (n, why))
                del in_kwargs[n]
        # Copy other parameters
        for k, v in in_kwargs.items():
            if k != "__profile":
                out_kwargs[k] = v
        return out_kwargs

    def clean_result(self, result):
        """
        Clean up returned result
        """
        try:
            rp = self.returns
        except AttributeError:
            return result  # No return result restriction
        return rp.clean(result)

    def script_clean_input(self, __profile, **kwargs):
        return self.clean(__profile, **kwargs)

    def script_clean_result(self, __profile, result):
        try:
            rp = self.returns
        except AttributeError:
            return result
        return rp.script_clean_result(__profile, result)

    def template_clean_result(self, __profile, result):
        return result

    def requires_input(self):
        for n, p in self.gen_parameters():
            return True
        return False

    def get_form(self):
        if self.form:
            return self.form
        r = []
        for n, p in self.gen_parameters():
            r += [p.get_form_field(n)]
        return r


[docs]def iparam(**params):
    """
    Function parameters decorator. Usage:

        @iparam(mac=MACAddressParameter(), count=IntParameter(default=3))
        def iparam_test(mac, count):
            return (mac, count)

        iparam_test(mac="1:2:3:4:5:6", count="7")
        ("01:02:03:04:05:06", 7)
    """
    def decorate(f):
        def check_params(*args, **kwargs):
            # Clean parameters
            for n in params:
                p = params[n]
                if n in kwargs:
                    kwargs[n] = p.clean(kwargs[n])
                elif p.default:
                    kwargs[n] = p.default
                elif p.required:
                    p.raise_error(None)
            # Call
            return f(*args, **kwargs)

        check_params.func_name = f.func_name
        return check_params

    return decorate


##
## Module Test
##
if __name__ == "__main__":
    import doctest
    doctest.testmod()





          

      

      

    


    
        © Copyright 2016, A.
      Created using Sphinx 1.3.5.
    

  

_modules/noc/core/script/http/base.html


    
      Navigation


      
        		
          index


        		
          modules |


        		noc_doc 0.1 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for noc.core.script.http.base

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## HTTP methods implementation
##----------------------------------------------------------------------
## Copyright (C) 2007-2016 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------

## Python modules
import cStringIO
## Third-party modules
import pycurl
import ujson
## NOC modules
from noc.lib.log import PrefixLoggerAdapter


class HTTP(object):
    CONNECT_TIMEOUT = 10
    REQUEST_TIMEOUT = 300

    class HTTPError(Exception):
        pass

    def __init__(self, script):
        self.script = script
        self.logger = PrefixLoggerAdapter(script.logger, "http")

    def get_url(self, path):
        address = self.script.credentials["address"]
        port = self.script.credentials.get("http_port")
        if port:
            address += ":%s" % port
        proto = self.script.credentials.get("http_protocol", "http")
        return "%s://%s%s" % (proto, address, path)

    def get_curl(self, path, headers=None):
        """
        Create and prepare Curl instance
        """
        # Build full URL
        url = self.get_url(path)
        # Prepare client
        is_ssl = self.script.credentials.get("http_protocol", "http") == "https"
        c = pycurl.Curl()
        c.setopt(c.URL, url)
        if headers:
            c.setopt(c.HTTPHEADER, headers)
        c.setopt(c.NOPROXY, "*")
        c.setopt(c.TIMEOUT, self.REQUEST_TIMEOUT)
        c.setopt(c.CONNECTTIMEOUT, self.CONNECT_TIMEOUT)
        c.setopt(c.FOLLOWLOCATION, 1)
        if is_ssl:
            c.setopt(c.SSL_VERIFYPEER, 0)
        return c

[docs]    def get(self, path, headers=None, json=False):
        """
        Perform HTTP GET request

        :param path: URI
        :param headers: Dict of additional headers
        :param json: Decode json if set to True
        """
        self.logger.debug("GET %s", path)
        buff = cStringIO.StringIO()
        c = self.get_curl(path, headers=headers)
        c.setopt(c.WRITEDATA, buff)
        try:
            c.perform()
        except pycurl.error as e:
            self.logger.error("HTTP Error: %s", e)
            raise self.HTTPError(str(e))
        result = buff.getvalue()
        if json:
            try:
                result = ujson.loads(result)
            except ValueError, why:
                raise self.HTTPError("Failed to decode JSON: %s", why)
        self.logger.debug("Result: %r", result)
        return result


[docs]    def post(self, path, data, headers=None, json=False):
        """
        Perform HTTP GET request

        :param path: URI
        :param headers: Dict of additional headers
        :param json: Decode json if set to True
        """
        self.logger.debug("POST %s %s", path, data)
        buff = cStringIO.StringIO()
        c = self.get_curl(path, headers=headers)
        c.setopt(c.POST, 1)
        c.setopt(c.POSTFIELDS, data)
        c.setopt(c.WRITEDATA, buff)
        try:
            c.perform()
        except pycurl.error as e:
            self.logger.error("HTTP Error: %s", e)
            raise self.HTTPError(str(e))
        result = buff.getvalue()
        if json:
            try:
                return ujson.loads(result)
            except ValueError, why:
                raise self.HTTPError("Failed to decode JSON: %s", why)
        self.logger.debug("Result: %r", result)
        return result


    def close(self):
        pass
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  Source code for noc.sa.interfaces.igetversion

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## Copyright (C) 2007-2009 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------
"""
"""
from base import *


[docs]class IGetVersion(Interface):
    """
    IGetVersion

    :returns: Parameters in dict
    :vendor: StringParameter:
    :platform: StringParameter
    :version: StringParameter
    :attributes: DictParameter
    :rtype: DictParameter
    """
    returns = DictParameter(attrs={
        "vendor": StringParameter(),
        "platform": StringParameter(),
        "version": StringParameter(),
        "attributes": DictParameter(required=False)
    })
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  Source code for noc.sa.interfaces.igetlldpneighbors

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## IGetLLDPNeighbors
##----------------------------------------------------------------------
## Copyright (C) 2007-2009 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------
"""
"""
from base import *


[docs]class IGetLLDPNeighbors(Interface):
    """
    LLDP neighbor information
    Rules:
        * local_inteface must be filled with interface name (will be cleaned automatically)
        local_interface_id depens upon how the box advertises own interfaces:

        * If interfaces advertised with macAddress(3) LldpPortIdSubtype,
        local_interface_id must be set to interface MAC address (will be cleaned automatically)

        * If interface advertised with networkAddress(4) LldpPortIdSubtype,
            local_interface_id must be set to interface IP address

        * If interfaces advertised with interfaceName(5) LldpPortIdSubtype,
            local_interface_id must be left empty or ommited.

        * If interfaces advertised with local(7) LldpPortIdSubtype,
            local_interface_id must be set to local identifier

    Remote port handling solely depends upon remote_port_subtype:

        * For macAddress(3) - convert to common normalized form
        * For networkAddress(4) - return as IP address
        * For interfaceName(5) - return untouched
        * For local(7) - convert to integer and return untouched
        """
    returns = ListOfParameter(element=DictParameter(attrs={
        "local_interface": InterfaceNameParameter(),
        # Should be set when platform advertises not LldpPortIdSubtype==5
        "local_interface_id": IntParameter(required=False) | MACAddressParameter(required=False) | IPv4Parameter(required=False),
        "neighbors": ListOfParameter(element=DictParameter(attrs={
            # LldpChassisIdSubtype TC, macAddress(4)
            "remote_chassis_id_subtype": IntParameter(default=4),
            # Remote chassis ID
            "remote_chassis_id": MACAddressParameter(accept_bin=False) | IPv4Parameter() | StringParameter(),
            # LldpPortIdSubtype TC, interfaceName(5)
            "remote_port_subtype": IntParameter(default=5),
            "remote_port": MACAddressParameter(accept_bin=False) | IPv4Parameter() | StringParameter(),
            "remote_port_description": StringParameter(required=False),
            "remote_system_name": StringParameter(required=False),
            "remote_system_description": StringParameter(required=False),
            # LldpSystemCapabilitiesMap TC bitmask
            "remote_capabilities": IntParameter(default=0),
        }))
    }))
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  Source code for noc.sa.interfaces.igetchassisid

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## IGetChassisID
##----------------------------------------------------------------------
## Copyright (C) 2007-2013 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------

from base import Interface, DictListParameter, MACAddressParameter


[docs]class IGetChassisID(Interface):
    """
    IGetChassisID

    :returns: Dictionary with *first_chassis_mac* and *last_chassis_mac*. May equal.
    :rtype: DictListParameter
    """
    returns = DictListParameter(attrs={
        "first_chassis_mac": MACAddressParameter(required=False),
        "last_chassis_mac": MACAddressParameter(required=False)
    }, convert=True)
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  Source code for noc.sa.interfaces.igetinterfaces

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## IGetInterfaces
##----------------------------------------------------------------------
## Copyright (C) 2007-2016 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------
from base import *


[docs]class IGetInterfaces(Interface):
    """
    IGetInterfaces.

    Common usage scenarios

    L3 IPv4/IPv6 port.
    ------------------

    * forwarding_instance:
        * forwarding_instance = "default"
        * type = "ip"
        * interfaces:
            * name = physical port name
            * type = "physical"
            * mac = interface mac address
            * subinterfaces:
                * name = interface name (same as physical name for most platforms)
                * enabled_afi = ["IPv4", "IPv6"]
                * ipv4_addresses = list of IPv4 addresses
                * ipv6_addresses = list of IPv6 addresses

    L3 IP Unnumbered IPv4
    ---------------------

    * forwarding_instance:
        * forwarding_instance = "default"
        * type = "ip"
        * interfaces:
            * name = physical port name
            * type = "physical"
            * mac = interface mac address
            * subinterfaces:
                * name = interface name (same as physical name for most platforms)
                * enabled_afi = ["IPv4"]
                * ip_unnumbered_subinterface = subinterface name to borrow an address

    L3 Switchport (untagged access port in VLANID)
    ----------------------------------------------

    * forwarding_instance:
        * forwarding_instance = "default"
        * type = "ip"
        * interfaces:
            * name = physical port name
            * type = "physical"
            * mac = interface mac address
            * subinterfaces:
                * name = interface name (same as physical name for most platforms)
                * enabled_afi = ["BRIDGE"]
                * untagged_vlan = VLANID

    L3 Switchport (tagged port in VLANS)
    ------------------------------------

    * forwarding_instance:
        * forwarding_instance = "default"
        * type = "ip"
        * interfaces:
            * name = physical port name
            * type = "physical"
            * mac = interface mac address
            * subinterfaces:
                * name = interface name (same as physical name for most platforms)
                * enabled_afi = ["BRIDGE"]
                * tagged_vlans = VLANS (list)

    L3-terminated 802.1Q trunk (in VLAN1 and VLAN2)
    -----------------------------------------------

    * forwarding_instance:
        * forwarding_instance = "default"
        * type = "ip"
        * interfaces:
            * name = physical port name
            * type = "physical"
            * mac = interface mac address
            * subinterfaces:
                * name = interface name.VLAN1 (for most platforms)
                * vlan_ids = [VLAN1]
                * enabled_afi = ["IPv4"]
                * ipv4_addresses = [list of VLAN1 addresses]
                * name = interface name.VLAN2 (for most platforms)
                * vlan_ids = [VLAN2]
                * enabled_afi = ["IPv4"]
                * ipv4_addresses = [list of VLAN2 addresses]

    L3 portchannel (if1 is aggregated interface of if2 and if3 with LACP)
    ---------------------------------------------------------------------

    * forwarding_instance:
        * forwarding_instance = "default"
        * type = "ip"
        * interfaces:
            * name = if1
            * type = "aggregated"
            * subinterfaces:
                * name = interface name (same as parent for most platforms)
                * enabled_afi = ["IPv4"]
                * ipv4_addresses = list of IPv4 addresses
            * name = if2
            * type = "physical"
            * enabled_protoocols = ["LACP"]
            * aggregated_interface = "if1"
            * name = if3
            * type = "physical"
            * enabled_protoocols = ["LACP"]
            * aggregated_interface = "if1"

    L2 portchannel, tagged (if1 is aggregated interface of if2(LACP) and if3(static))
    ---------------------------------------------------------------------------------
    * forwarding_instance:
        * forwarding_instance = "default"
        * type = "ip"
        * interfaces:
            * name = if1
            * type = "aggregated"
            * subinterfaces:
                * name = interface name (same as parent for most platforms)
                * enabled_afi = ["BRIDGE"]
                * tagged_vlans = list of tagged vlans
            * name = if2
            * type = "physical"
            * enabled_protocols = ["LACP"]
            * aggregated_interface = "if1"
            * name = if3
            * type = "physical"
            * aggregated_interface = "if1"

    802.1Q trunk. (VLAN1 is L3, VLAN2 in VRF1)
    ------------------------------------------

    * forwarding_instance:
        * forwarding_instance = "default"
        * type = "ip"
        * interfaces:
            * name = interface name
            * type = "physical"
            * subinterfaces:
                * name = interface name.VLAN1 (for most platforms)
                * vlan_ids = [VLAN1]
                * enabled_afi = ["IPv4"]
                * ipv4_addresses = List of VLAN1 addresses
        * forwarding_instance = "VRF1"
        * type = "vrf"
        @todo RD
        * interfaces:
            * name = interface name
            * type = "physical"
            * subinterfaces:
                * name = interface name.VLAN2 (for most platforms)
                * vlan_ids = [VLAN2]
                * enabled_afi = ["IPv4"]
                * ipv4_addresses = List of VLAN2 addresses in VRF1

    DSLAM routed port
    -----------------
    * forwarding_instance:
    * forwarding_instance = "default"
    * type = "ip"
    * interfaces:
        * name = physical port name
        * type = "physical"
        * subinterfaces:
            * name = interface name (same as physical name for most platforms)
            * enabled_afi = ["IPv4", "IPv6", "ATM"]
            * ipv4_addresses = list of IPv4 addresses
            * ipv6_addresses = list of IPv6 addresses
            * vpi = port vpi
            * vci = port vci

    DSLAM bridge port
    -----------------
    * forwarding_instance:
    * forwarding_instance = "default"
    * type = "ip"
    * interfaces:
        * name = physical port name
        * type = "physical"
        * subinterfaces:
            * name = interface name (same as physical name for most platforms)
            * enabled_afi = ["BRIDGE", "ATM"]
            * untagged_vlan = untagged vlan, if any
            * tagged_vlans = list of tagged vlans, if any
            * vpi = port vpi
            * vci = port vci

    :returns:
    :rtype: DictParameter
    """
    returns = ListOfParameter(element=DictParameter(attrs={
        # Name of the forwarding instance
        "forwarding_instance": StringParameter(default="default"),
        "virtual_router": StringParameter(required=False),
        "type": StringParameter(choices=["ip", "bridge", "VRF",
                                         "VPLS", "VLL"], default="ip"),
        "rd": RDParameter(required=False),
        "interfaces": ListOfParameter(element=DictParameter(attrs={
            "name": InterfaceNameParameter(),
            "type": StringParameter(choices=[
                "physical", "SVI", "aggregated",
                "loopback", "management",
                "null", "tunnel", "other",
                "template", "unknown"]),
            "admin_status": BooleanParameter(default=False),
            "oper_status": BooleanParameter(default=False),
            "aggregated_interface": InterfaceNameParameter(required=False), # Not empty for portchannel members
            # L2 protocols enabled on interface
            "enabled_protocols": ListOfParameter(
                element=StringParameter(choices=[
                    "LACP", "LLDP", "CDP", "UDLD", "CTP", "GVRP", "VTP", "STP",
                    "BFD", "OAM", "NDP"
                ]), required=False),
            "description": StringParameter(required=False),
            "mac": MACAddressParameter(required=False),
            "snmp_ifindex": IntParameter(required=False),
            "subinterfaces": ListOfParameter(element=DictParameter(attrs={
                "name": InterfaceNameParameter(),
                "admin_status": BooleanParameter(default=False),
                "oper_status": BooleanParameter(default=False),
                "mtu": IntParameter(required=False),
                "description": StringParameter(required=False),
                "mac": MACAddressParameter(required=False),
                "vlan_ids": VLANStackParameter(required=False),
                # Enabled address families
                "enabled_afi": ListOfParameter(
                    element=StringParameter(choices=[
                        "IPv4", "IPv6", "ISO", "MPLS", "BRIDGE", "ATM", "iSCSI"
                    ]), required=False  # #todo: make required
                ),
                "ipv4_addresses": ListOfParameter(element=IPv4PrefixParameter(), required=False),  # enabled_afi = [... IPv4 ...]
                "ipv6_addresses": ListOfParameter(element=IPv6PrefixParameter(), required=False),  # enabled_afi = [... IPv6 ...]
                "iso_addresses": ListOfParameter(element=StringParameter(), required=False),  #   # enabled_afi = [... ISO ...]
                "vpi": IntParameter(required=False),  # enabled afi = [ ... ATM ... ]
                "vci": IntParameter(required=False),  # enabled afi = [ ... ATM ... ]
                # Enabled L3 protocols
                "enabled_protocols": ListOfParameter(
                                element=StringParameter(choices=[
                                    "ISIS", "OSPF", "RIP", "EIGRP", "OSPFv3",
                                    "BGP",
                                    "LDP", "RSVP",
                                    "PIM", "DVMRP", "IGMP", "VRRP", "SRRP"
                                ]), required=False),
                "untagged_vlan": VLANIDParameter(required=False),  # enabled_afi = [BRIDGE]
                "tagged_vlans": ListOfParameter(element=VLANIDParameter(), required=False),  # enabled_afi = [BRIDGE]
                "ip_unnumbered_subinterface": InterfaceNameParameter(required=False),
                "snmp_ifindex": IntParameter(required=False),
                # Tunnel services
                "tunnel": DictParameter(required=False, attrs={
                    "type": StringParameter(choices=[
                        "GRE", "IPIP", "IPsec", "PPTP", "L2TP", "PPPOE", "PPP",
                        "SSTP", "EOIP", "SLIP"
                    ]),
                    "local_address": IPParameter(required=False),
                    "remote_address": IPParameter(required=False)
                })
            }))
        }))
    }))






          

      

      

    


    
        © Copyright 2016, A.
      Created using Sphinx 1.3.5.
    

  

_images/tower_settings_bad.png
& Environments

B oacenters

€] pools Discovery threads *

— & activator o 0 5
£ Nodes

& classifier
MTEKD. pkg_db1 Info

& ping o
& sysiogeotiector (@)
& wapcotiecror (@)

8 =i Datacenter Node Instances Loglevel

& sertings






_images/main_screen.png
NOC Tower: TstDepLinux &

& Environments Update sources, Restart gentle

B oacenters

€] pools

5 Nodes TestDeployment prod 17220133

& services

& sertings

Environment | Type Description

BbiGpaHHOE B JJaHHbIA

MOMEHT OKpYeHue

OcHOBHOE MEeHI0

CNUCOK OKpPYKeHUit (environments)






_modules/noc/sa/interfaces/igetcdpneighbors.html


    
      Navigation


      
        		
          index


        		
          modules |


        		noc_doc 0.1 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for noc.sa.interfaces.igetcdpneighbors

# -*- coding: utf-8 -*-
##----------------------------------------------------------------------
## IGetCDPNeighbors
##----------------------------------------------------------------------
## Copyright (C) 2007-2009 The NOC Project
## See LICENSE for details
##----------------------------------------------------------------------
"""
"""
from base import *


[docs]class IGetCDPNeighbors(Interface):
    """
    IGetCDPNeighbors

    Common usage scenarios

    * device_id = Local d