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% PostgREST

Serve a RESTful API from any Postgres database

PosthEST aeYr'ayAaylgNﬁgﬁNng) Web eeIJlaLaaZflijNaRrayszngD PostgreSQL
aaTraeloazSth anegT§aaLR RESTful APIZAC aeIrael(iaiSayngDngaedDgzcaaI§aSNaeICeZRaE§a6ZaZE
API ¢ZDciifcCziijLendpointsiij 4S Nz Smi; [JaAC

PosthEST eeYraeL’NangijUaEZ CRUD (;ZIV)an£aiczeszeeqLaACeAZayngIV) API
aeIJIanaleeZoeAleAGaLreAGaLrayAaylerecYaACeCcarsachgljUaEZayZaLaceAzeGSaGAa(,AalJZeGlad ma
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CHAPTER 1

asreeYO=eAgcijUciN

efTeriarzclAx§seréczSedlléGmad mak sak [iijNe6l @ §e1¢26aal SCRExyEczERELCid £ Post-
greSQL #yzeCletzal i Trembxe YiiyAizizeZt 4672 Y ScZD47NAACHjze Tremba7Sar7e$aA EéEmelCéZR2fTa




CHAPTER 2

Leak-proof seLjesa

xSazl]L ORM aRCiayOaACal.Z4az7 SQL 2 AgeCi@RRcd 7¢ZDegEAZ; AACx TiembazSc6acREAS YiijL DA
APIiijNa2UiélJA4ijAARSARCiayOaAC




CHAPTER 3

eNeéazt saEscszaelaadN

197047¢tiijNE. F. Codd &IJ langZDeeUGgﬁé aAlJad gadNaEééiinaaTreeloazSeeTrzelan§<;§zaalaadNaAI
dymel 2efDAZE4; SanuayzarljgZDeeTreel6aZSaLEasCzelaadNaACazOeC, & UGcniiijZaRScOrasCanae Trambas
http eurgTsaZNeUt amYAlJ leeCLazngyaljlj ®AgaACeANAL i PostgREST
aymiijNeLSaziarierTaj£cTicAtet 2cZDef Gaezd aSNANAESTT jNe ANz yma Y fatNasUetr¢ TsaAC




CHAPTER 4

ayAaytéCmcCz

PostgREST eIl ayAijtéCmeeAcZDcL 72cCzaACA6CEAC Tlz08eC Ng-
inx ¢ZDatéaEuaACeL£ZaRiazéaijzeaNarEdazée TremoayzaymaL CeZD CRUD

e Smi; 114yOaE iz 06U66¢ Y e£Z2aNaz5aGASLEceza AC




CHAPTER 5

4y0izzi; TaijAz7RéazcZ6iy AzibiijNeLSizné6CaR fiz84z0a084Baayme ZDaE.§6C;aSNE£6Ad miyme Ot ZE




CHAPTER 6

¢T§eAACSZG2§

PostgREST aEGelJL ijme Umacdé TEcZ DTS2 A Acszcz8iijNed 7i4; NaA AdzSaA A46déINaSNe Tzl aaACe

6.1 aééaelicnrazs

* tomberek/aor-postgrest-client - JS, admin-on-rest

» hugomrdias/postgrest-url - JS, just for generating query URLs

* john-kelly/elm-postgrest - Elm

* mithril.postgrest - JS, Mithril

* lewisjared/postgrest-request - JS, SuperAgent

* JarvusInnovations/jarvus-postgrest-apikit - JS, Sencha framework

* davidthewatson/postgrest_python_requests_client - Python
 calebmer/postgrest-client - JS

* clesiemo3/postgrestR - R

* PierreRochard/postgrest-angular - TypeScript, generate UI from API description

e thejettdurham/postgrest-sharp-client (needs maintainer) - C#, RestSharp



https://github.com/tomberek/aor-postgrest-client
https://github.com/hugomrdias/postgrest-url
https://github.com/john-kelly/elm-postgrest
https://github.com/catarse/mithril.postgrest
https://github.com/lewisjared/postgrest-request
https://github.com/JarvusInnovations/jarvus-postgrest-apikit
https://github.com/davidthewatson/postgrest_python_requests_client
https://github.com/calebmer/postgrest-client
https://github.com/clesiemo3/postgrestR
https://github.com/PierreRochard/postgrest-angular
https://github.com/thejettdurham/postgrest-sharp-client
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6.2 éciadUeAZcges

a1az0ad UéCliazd 4284y EiijLLISTEN/NOTIFYiijL PostgreSQL

@lJL &eNSasTALiad UsCléY §al. Ue£ZeaNe£ Zay A emsad DeRECZDe; SeadaACe£ZaEA Gy amY 4CIe£GeINal [

frafra/postgresql2websocket - Websockets
matthewmueller/pg-bridge - Amazon SNS
aweber/pgsql-listen-exchange - RabbitMQ
SpiderOak/skeeter - ZeroMQ
FGRibreau/postgresql-to-amqp - AMQP

6.3 cd'zd¢NazTeTI

subzerocloud/postgrest-starter-kit - Boilerplate for new project
NikolayS/postgrest-google-translate - Calling to external translation service
CodeforAustralia/heritage-near-me - Elm and PostgREST with PostGIS
timwis/handsontable-postgrest - An excel-like database table editor
Recmo/PostgrestSkeleton - Docker Compose, PostgREST, Nginx and AuthO
benoror/ember-postgrest-dynamic-ui - generating Ember forms to edit data
ruslantalpa/blogdemo - blog api demo in a vagrant image
timwis/ext-postgrest-crud - browser-based spreadsheet

srid/chronicle - tracking a tree of personal memories

diogob/elm-workshop - building a simple database query Ul
marmelab/ng-admin-postgrest - automatic database admin panel
myfreeweb/moneylog - accounting web app in Polymer + PostgREST
tyrchen/goodfilm - example film api

begriffs/postgrest-example - sqitch versioning for API
SMRxT/postgrest-demo - multi-tenant logging system

PierreRochard/postgrest-boilerplate - example auth backend

6.2.
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https://github.com/frafra/postgresql2websocket
https://github.com/matthewmueller/pg-bridge
https://github.com/aweber/pgsql-listen-exchange
https://github.com/SpiderOak/skeeter
https://github.com/FGRibreau/postgresql-to-amqp
https://github.com/subzerocloud/postgrest-starter-kit
https://github.com/NikolayS/postgrest-google-translate
https://github.com/CodeforAustralia/heritage-near-me
https://github.com/timwis/handsontable-postgrest
https://github.com/Recmo/PostgrestSkeleton
https://github.com/benoror/ember-postgrest-dynamic-ui
https://github.com/ruslantalpa/blogdemo
https://github.com/timwis/ext-postgrest-crud
https://github.com/srid/chronicle
https://github.com/diogob/elm-workshop
https://github.com/marmelab/ng-admin-postgrest
https://github.com/myfreeweb/moneylog
https://github.com/tyrchen/goodfilm
https://github.com/begriffs/postgrest-example
https://github.com/SMRxT/postgrest-demo
https://github.com/PierreRochard/postgrest-boilerplate
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6.4 Production

» Catarse

* iAdvize

* Redsmin

* Image-charts

* Drip Depot

* OpenBooking

e Convene by Thomson-Reuters

e eGull

6.5 ®&NSasT

* ppKrauss/PostgREST-write API - generate Nginx rewrite rules to fit an OpenAPI spec
* diogob/postgrest-ws - expose web sockets for PostgreSQL’s LISTEN/NOTIFY

» pg-safeupdate - Prevent full-table updates or deletes

* srid/spas - allow file uploads and basic auth

* svmnotn/postgrest-auth - OAuth2-inspired external auth server

* nblumoe/postgrest-oauth - OAuth2 WAI middleware

6.6 az£aStL

* subZero - Automated GraphQL & REST API with built-in caching (powered in part by
PostgREST)

6.4. Production 9


https://www.catarse.me/
http://iadvize.com/
https://www.redsmin.com/
https://image-charts.com/
https://www.dripdepot.com/
http://openbooking.ch
https://info.convene.thomsonreuters.com/en.html
http://www.egull.co
https://github.com/ppKrauss/PostgREST-writeAPI
https://github.com/diogob/postgrest-ws
https://bitbucket.org/eradman/pg-safeupdate/
https://github.com/srid/spas
https://github.com/svmnotn/postgrest-auth
https://github.com/nblumoe/postgrest-oauth
https://subzero.cloud/

CHAPTER /

Stdetl

"3ijAARSetieisad €047 E, D8l arsaCRAINH AT E!"
—FranAgois-G. Ribreau
"el.Siyma, Uaymert, 40 Node.js/Waterline ORM sedDazzi¢ZD API afzeefT
CPU/Memory usage ¢SA¢Zt ®Y1éZ4z8¢;64fa. 4;SeLSaznalll 6 Aytcd z4;N
iijLdynosiiji; @NA¢/mesCxCE 1GB xTiemézYia6C¢TZeGsaRtzlIL 60/70
MB ad’ gaiR."
—JLouis Brauer
"el SeéldayyaUllenicetZeatny AuytizNasdijNaAtcDad; £¢TT SQL
DDL1ijLa§N V8 JavascrlpthL’ 41jAaR S, Gl] laLaaAC eL.Saznall 6
aylzeIJLaEEaONaEleGlaEZazanAayl Sprlng + MySQL eAUgTZazTngglNazRaAC

6A§azeafhn 10 aAluJNazcgaAa(,LgoAmt AaACeANazNaL’ngDaznglazE 4
aytazzet.sazE 3 azt 2UtsUraAC"

—Simone Scarduzio
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CHAPTER 8

e00a;UeTfeNA

ef&éazcZ6=1IL ayAaylaRNae‘ ayTayleeUleeLReT£gZng’ { aNzaACaLaaEeeeLSazngZD
eAbadrasd zeIeeoleozaSNzesCaLl’ﬁACaRNeeUua‘aaz§aRrazeaIJ1 Github  ¢ZD  issues
ayLaRIJct ¢ bugs/featuresiAC

11


https://gitter.im/begriffs/postgrest
https://github.com/begriffs/postgrest/issues

CHAPTER 9

4 7

Tutorial O - &6ra8CetSeéttiselé

ence£04;£cT1 PostgRESTiijAr AL mel A Y iy Ayt Quick
startiijNayGakl 4;35£16A§al.Zazzclinay AiytcGAamTcZD APIZAC
PostgREST &Yy AayicNinciN¢ZD Web xlImak.aaZliijNay 7 PostgreSQL

2 Tiem6azS¢T§2LR RESTful APIAAC a6C2RR; 248747047 TasCa TiembazSczSadDadZaLlicZD
APIZAC

Web Requesis FPosigREST PostgreS0L
&CseeAcT§2LR APIiijN2lSiziaRI6IIAe AL Z47 74y Aijte Tiem6azSAAC2L ARl ¢hif¢CzaSNeiCEZRE

allizl) naeTZglNngaeI§gZDzeUﬁaAZuJNzeClarEaeNeaeIJ L ayAayleC,nggZDaeTraaloazSuJNPosthEST
e lJmakaaZ1aSNiy Adytcs AamTcZDamT¢ Tzl todo list APIAAC

9.1 Step 1. &T¢ejzaei¢ eAAESA, LSaznaijZayoajacZD

E1RER i ﬁéijAagNefEZaylzr:’[ZgleUl’i Ctrl+T  ayAayNalJ lasUreeaGglb aylaeL’ Saij Aeango
SALATA6d . @l ayAcd a L nice ¢ZDizzalNIeALAd T 46d dymaet 260 CiijNaeCadlli; dimad; RizEel SiziiijZa

12


https://gitter.im/begriffs/postgrest
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9.2 Step 2. adL’é¢E PostgreSQL

aeClﬁfEeIJAe@AaIJ [Tzl 22l U Docker é’l(’ida(JNayle;EReaNayAaylae'[raelfiﬁngZDgOraiééE feelJiiiijlmoc
copquL aACaeLSaZﬁéIJAe@A PostgreSQL 9.3 =LU=Zt ér’lYgL’LeeIJ nllea‘EaZié66éG§arS 9.5
ngazO row-level a6l é’lElzeAgaL§eC iijLALT laROeIchDzeTZglNaylaljZngaLru]I_f aAC

deCedlleClatsczR¢E§2CL PostgreSQL ¢ZDi;£¢TiazGal e llnallielIL A6L eCEiijNaRfazécZt O £¢TI
Docker iymi;£¢TIe Tiem647SiijNaReiLZe Trem6azSéEme;64i2470¢6 ASmT cZDaTZcINz st ad tad meICiZEA,

a@CaadIJ aj aaesaael] LAaSLeCE Docker éRfﬁZégéi &£76GN.
461 e¢E4847E47NaROiijNesl el SizneléaNL 0737G4R AL I Tiem6a7ScZDETIIACR

sudo docker run —--name tutorial -p 5432:5432 \
—-e POSTGRES_PASSWORD=mysecretpassword \

—-d postgres
a8y Smij 14247856 Lebd e£ZcIN2 UzaijRe£ReaN Docker

46di; Naziay TeZt é1J3ay Ayt 5432 chfeidi; Zi;126£6U6 PostgreSQL serverdAC

9.3 Step 3. a6L’e¢E PostgREST

PostgREST &Y IJayzay AdytamTeNigZDiazNe£Zal e UGiziaR SayCeZDiijNa TreNA
Linux/BSD/Windows gZDayie@AaRéeaNgL’ LaACes£6U6 &IJA&GrgL’ Ll
azeeOuaRUayNe‘ i aLUeqlaACa@CasdIJ zeCngD512§é’er'aylaerééDaELaedDazngDaz§aijNeruaRCeYE
wiRizccaAcijUers iz820aaRU=IIL aEsaeCi; TeGleaNedDazzcZDert & Y OaACiz§aR (286 AZ¢ §émLSaznalllay

ngaZanNe i ‘gZDaZNe£ZaLua3UGazuaeYr .tar.xz aONgijl’ anGail’ilijLeZd’ aZE Win-
dows @Yt zip 2UGiziiijL aAC eeAxRRARUEzNe£Zal e UGiziiijNe£ZaEsczlchifaziie£ReaN

# download from https://github.com/begriffs/postgrest/releases/latest

tar xfJ postgrest—-<version>-<platform>.tar.xz

aj aaljZa(JUaLrayAaylaRlayZ postgrest (Windows dybeYf postgrest.exe)
¢ZDxUGizi. aliizEe£Z4y AxeméiijNaR iz e Te£ReaN

./postgrest

a@CaedIJ ayAaLGaelcayynJ NaoCarEaeL’ SéilfﬁGzaeIJ | aE§eElg 16¢ZD¢L Leell ﬁﬁSNa}laaeAraACaaClaRrazegz;
Linuxiyk ¢ZD /usr/local/bin iijNizéi; £eClaRfizsiz04z24; TcZ64; Te£ReaNasCaAC

5e§iegc PosthEST a()ie;fj libpq 11JLPostgreSQL QZD C
emelAazSuJL ¢ZDAsL eCEaACasazlIL £ ZaytazScZDer i aauZeOua()UayAayla, ¢aeC "error

9.2. Step 2. a6L’e¢E PostgreSQL 13


https://www.docker.com/community-edition#download
https://github.com/begriffs/postgrest/releases/latest
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while loading shared libraries: libpq.s0.5." ¢ZDaE8¢TZiijNazsayNa YiegtiEseUzaeal :

9.4 Step 4. ayz APl alLZazzaeTrem0azS

ayzazEefdiyt.a6zaZ1aEECZD SQL 2OFALGARY (psql)iijNi;ié1JAeeAe£ReaNaeCayNaS;dzd :

sudo docker exec —-it tutorial psgl -U postgres

djaazTerdcINALIAZE psql ¢ZDAS;dzd ¢aNaRR¢d 7:

psgl (9.6.3)
Type "help" for help.

postgres=#

eLSiznee AAAZcZDenniay AiziiazNa Yiayzee A=zt é1I5alll API
aymcZDaTrem6azSarze$a3l. 78774y Ayt 4S;ARmcZD schemadACeLSaznaRf4z84; £¢cTlazz4; TeLSaznaUl eiéc”
"api" @ AQudzLaeataACAINH; 380 ZAL ZaRfAEICZDAS d2d eaNaGEAEGAEE 2 L geaNeréae Smi; 1JiijZ

create schema api;

®LSaz1icZD API AGEAd’ GéAZe£Geal=ides ¢;6iyAiayicifcCz /todosaAC

create table api.todos (
id serial primary key,
done boolean not null default false,
task text not null,
due timestamptz

)

insert into api.todos (task) wvalues
("finish tutorial 0'), ('pat self on back');

20siayNeelsiijNalZazzay Ayt gSeL seiscTiazOe£ZeaNaN£ARmcZD web
efaesCaACa; SiyAayteriesCes Z2lsiijNPostgREST dijZall e TremcazSiymal Gemcal rersegSeL se£ZeaNa§aei

create role web_anon nologin;
grant web_anon to postgres;

grant usage on schema api to web_anon;
grant select on api.todos to web_anon;

web_anon &3SeL3eNEelILe6£6U6 api schema ¢ZD@iCéZRiijNaRf#z8fzaRU todos
ealiymcZD = TrembiijLrowsiijLaAC

9.4. Step 4. ayz APl alLZazzeeTiembazS 14


https://www.postgresql.org/docs/current/static/ddl-schemas.html
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¢OralaRfiz86 AAAGY psqliijN @Y ieUtaAZaijAagNi £¢T1 AP 47EiijA

\q

9.5 Step 5. é£RéaN PostgREST

7oz 70owv

PostgREST i £gT1ayAayleElg i oanGaZuaelegaoaOZa@Ca, TefdeOde TremGazSaACALZaz74y Adyte UGz

o s 70

tutorial.conf aziakaayEaeCayNAEEaGZ:

db-uri = "postgres://postgres:mysecretpassword@localhost/postgres"
db-schema = "api"
db—anon-role = "web_ anon"

efeczEEEmC GAEEAGZARCegA optionsaACcOraITIaR 788 £ReaN = Tmak.adZl:

./postgrest tutorial.conf

aaarTersclINALY

Listening on port 3000
Attempting to connect to the database...
Connection successful

cOraliaRrizee£7eaN web eftesCiazEaACayCélcayhellL a; Lad ZaRriazéc TicZDAazZ 4;¢aNU
API erueeséaueaEu1ijNayle£GaIJ {eelJ neeTZgiNaEEeeLSaZna ‘£9Tl/
curliACzl Salj AayAaylanrgZD terminal (i£i2NA PostgREST a()IaaUgé£ReaN)aACarIerIarz
todos aAZiyA#yt HTTP eftesCaAC

curl http://localhost:3000/todos

API e£T3Z4d:

"id": 1,

"done": false,

"task": "finish tutorial 0",
"due": null

"id": 2,
"done": false,
"task": "pat self on back",

"due": null

(4yNéatczgczm)

9.5. Step 5. eEReaN PostgREST 15
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(c7miyt.éap)
}
]
6AZe£GA;SALmcZDegSeL §2iCEZRiijNANLRmefiesCaellL todos
ealcZDaRterzeiCéZRaACaeCdll el Siznef TaZ eizak.aay Adyte UicZD todo

dijZeéneNScziaAC

curl http://localhost:3000/todos -X POST \
-H "Content-Type: application/json" \
-d '"{"task": "do bad thing"}'

4SmazTa Yt 401 Unauthorized:

"hint": null,

"details": null,

"code": "42501",

"message'": "permission denied for relation todos"

There we have it, a basic API on top of the database!
a1y NayAciGe TZ¢INaymiijNael SiznarE4ijZ¢IINALaeCi; TeNSasTe£Zayta; NamRiijNi £ TleZt ad meiCcZI

9.5. Step 5. eEReaN PostgREST 16



CHAPTER 10

Tutorial 1 - éGSéSéaNZ

a0 Turorial 0 - edlacCenSepicele  aymelSizial ZazzazEiyAayteOaaRO
todos eTreméaRierz¢ZD APIAACi£cTlamTaytenicCzalLUaGz todosaAC

elSaznellla; Lad’ Zat.desTaRfiz84;£e£74yt API @7t @IJL &G&iijNi Eay Adytag;cZDaijAagNe Y FAEAGyijA:
10.1 Step 1. ae0zakaadyAaytaRUagacZDcTlaeLl

ayLay AeLCiymiijNe£ZeaNANLaRm Web ertiesCeZDiazNAROAT e TiemGazSaymal.Zaz747E4y Adyt
web_anon e3SeL saACesl el Siaznallial.Zazzay AdytegSel $aRAAAZ todo_user
¢Tlaz04;£¢TT AP e£ZeaNezniziétNerA¢ZDe TleltiijNe£ZiytegSeL $4fEelJL 2iCafz  todo
list §AZ#z74; TazNaeCEZAC

—— run this in psqgl using the database created
—— 1in the previous tutorial

create role todo_user nologin;
grant todo_user to postgres;

grant usage on schema api to todo_user;
grant all on api.todos to todo_user;
grant usage, select on sequence api.todos_id_seqg to todo_user;
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10.2 Step 2. ¢cT§x=LRayAaytarEcaA

aocaeLugnreAZe;EG API dj£cTl JSON Web Token e£Zequznaz‘elNerAaAéJTW
® Y £gT1azEaeIJ L el.SiznaSNall laLaaZlg §ééASgZDarEgaAe£ZeaNaLaarEglc angZD
JSON arzesquC gTsaanoczeLugnraylg§eeASarEgaA11]NzeL AazeayleC,grqzeTz token
¢ZDAEEa67aAC PostgREST auZzecAae;NalﬂeAagZD token 4zlieeNS¢zia6CiziiaAC

elSizneisal.Zaz7ay AaytarEciAaziieRRi; Z¢czZ PostgRESTAAC2ITARE | 2 CseCsiy Aiytad meiCcZDETE:

aeslegé: OpenSSL toolkit @RRaytijA#yico AsmTcZDeUzaijReidc T§eLRASL AEIcZDarEciAGACaeCadld; de

openssl rand -baseb64d 32

=L SaijA tutorial.conf (aDTayLayAek.Ciymal.Z477¢7ZD)
azGAFEATEci Az tzak 4312 Ur¢ZDiy AeaN:

# add this line to tutorial.conf

Jjwt-secret = "<the password you created>"

deCadl] PostgREST server izmeUgallie£ReaNaymiijNeCeizl 1JAee ACGmARAGCizdi, £aE.48 eIV A= Uk

10.3 Step 3. ¢T§=LR token

eAZayya ,aeGlaungDazcgaAaIJ I&Ir&loazSaeLUaEuateeIJ laLa,aZlaylarEaLZazzazuglcg SeznizjéiNerA
tokenuJNa,EaeYraIJ [l neeTZglNayluJNaeLSaznarEaAIJ oGratsatlel NaAlaACetseinaly
Jwt. 1011JNazuaqnaEZa@CayNalUwoglljZ

eftesia;ReClaaniEZcZDarEciAiijNe AN yme YaZ; cL GGN¢ZD
secretidACaaniaEZarEciAASN payload #zNaROiijNaded; 3¢ZDcijUciAx TiembiijZalte UtiijNefée TiemGims
token ad'maLGa6CaAC

aslegt: eZicDiizd’ cLNARRCclINetiziss; LalacstiijNa;Ea; La6ze Y SEAEARSAG7¢ZD pay-
loadaACtoken dzE4zEz Yieéncm; ARmiijNesael)L AL AarEiijNeL AdzéieCadllijizelIL 1jmeCsedl 46éxLichicl]

10.4 Step 4. e£ZeaNeruzesC

aZaalx terminaliijNelSaznzelsc Tl curl ®0zabaay Ayt
todoaACeréertiesCarEANExNRay AdytaNEaR A& 74z INefA token ¢ZD HTTP ad'taAC

10.2. Step 2. ¢T§eeLRayAaylarEcaA 18
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Encoded risresroce e Decoded o e paviosn anp secrer cony s

HEADER: ALGORITHM & TOKEN TYPE
eyJhbGeci0iJIUzITNiIsInRScCI6IkpXVCJ9 . eyly
b2x1IjoidG9kb191c2VyIng. IF9PKgLZ _XA7BUzS5v {

me0xrqYTCQdXxBABOZ4uK81BgM o
}
PAYLOAD: DATA

.2. Enter th[s JSONA:' ‘role”: "todo_user

WERIFY SIGNATURE

3. Copy the resulting token

sebdlrlEncode(payload),

ba
1. Enter password =———Jp zcore

secret basebd encoded

§7; 1: 3eCi; TalI https://jwt.io aL.Z4z7 Token

export TOKEN="<paste token here>"

curl http://localhost:3000/todos —-X POST \
—-H "Authorization: Bearer S$STOKEN" \
-H "Content-Type: application/json" \
-d '"{"task": "learn how to auth"}'

cOral el SiznatsczRA6NaLRAZEel SiziicZD todo list ijmcZDal; A=lIL 4y L djléazcZ6iijNel Adzda

\ 20 2z

PATCH efiaesCaiEazUiziiaBles, ¢;64y7 donedAC

curl http://localhost:3000/todos —-X PATCH \
—H "Authorization: Bearer S$STOKEN" \
-H "Content-Type: application/json" \
-d '"{"done": true}'

z,

eftesCiyAayN todo cIINCIINe£Z4yL éaziijNAEIeCléC atsa6Ne LR 4ZE.

curl http://localhost:3000/todos

mid": 1,
"done": true,
"task": "finish tutorial 0",

(ayNéatczgczm)

’

10.4. Step 4. e£ZeaNefuzesC
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(¢zmiyt.éat)

"due": null

"id": 2,
"done": true,
"task": "pat self on back",

"due": null

{
nidn: 3,
"done": true,
"task": "learn how to auth",
"due": null
}

10.5 Step 4. ;euzakaeLGeeld§eUleUt
cZ6AL miijNaeLSizicZDe6d oA token afzi70zL A= lJL eftesCéCie YiajAeGt @Il @ TLcZDaAC=1mik a
JWT afEciAiijNaisiijZ6 AZe£GétNefAZAC

&/t 48;cZDcmUcTé= Y26l token 4 £¢T1 e xp 4t YOiyAijte£Gell§aUtéUr elsaACesZa i
PostgREST ¢LzaLiaf7a; E¢ZDayd ayt IWT acfeYOuazNayAaAC

Claim | Interpretation
role | The database role under which to execute SQL for API request
exp Expiration timestamp for token, expressed in "Unix epoch time"

2

aslegé:  Unix 2UGéUreLs (Unix epoch time) &¢ia6Zazlay7eGt 1970 a7¢ 1 =L 1 22U
00:00:00 smRerCiyUc TN UtiijLUTCiijL dz8eisaLicOrallicZDa A zc S TiijNayme ACeZSéUtcg SaAC

ayzazEal{eaNaEliymesCarse£ Gell§iijNal SiziiaiEetzab a4y Aaytall 5min
4ZNAROL£G=lI§cZD exp actaYOIACéeUAELzL jALiiz04;SALmeUGéUL ¢c6UetidLF Smin
4zNaRO¢ZD2UtiéUt 2LsaAC alll psql dyme£ReaNiijZ

select extract (epoch from now() + '5 minutes'::interval) :: integer;

47dal¥ jwt.io azii€62T7 payload

10.5. Step 4. ®uzakaecGaelJ§eUieUt 20
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"role": "todo_user",
"exp": "<computed epoch value>"

v

&Naet ieUtcZD tokeniijN¢DiGaROAFEAEGA£IamY a7y Adyte UrcZDcOra¢CaRY 6GRAAC

export NEW_TOKEN="<paste new token>"

arierTallle£Gall§2UtéUt ¢cZDAL maR O £¢T1 curl 8£Z2aNerseriaesC:

curl http://localhost:3000/todos \
—-H "Authorization: Bearer SNEW_ TOKEN"

e£G21I§4288R0, efé API dijZe£TaZdayAsyt HTTP 401 Unauthorized:

{"message" :"JWT expired"}

10.6 6ZDakaécV: cnNamseSdéTA

Even with token expiration there are times when you may want to immediately revoke access
for a specific token. For instance, suppose you learn that a disgruntled employee is up to no good
and his token is still valid.

To revoke a specific token we need a way to tell it apart from others. Let’s add a custom
email claim that matches the email of the client issued the token.

Go ahead and make a new token with the payload

"role": "todo_user",
"email": "disgruntled@mycompany.com"

Save it to an environment variable:

export WAYWARD_TOKEN="<paste new token>"

PostgREST allows us to specify a stored procedure to run during attempted authentication.
The function can do whatever it likes, including raising an exception to terminate the request.

First make a new schema and add the function:

create schema auth;
grant usage on schema auth to web_anon, todo_user;

(ayNéafczczm)

10.6. éZDakaécyY: cnNamsaeSd'éTA 21
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(czmiéyt Eaf)
create or replace function auth.check_token() returns void
language plpgsqgl
as $$
begin

if current_setting('request.jwt.claim.email', true) =
'disgruntled@mycompany.com' then
raise insufficient_privilege

using hint = 'Nope, we are on to you';
end if;
end
$S;

Next update tutorial.conf and specify the new function:

# add this line to tutorial.conf

pre-request = "auth.check_token"

Restart PostgREST for the change to take effect. Next try making a request with our original
token and then with the revoked one.

# this request still works

curl http://localhost:3000/todos \
—-H "Authorization: Bearer S$TOKEN"

# this one is rejected

curl http://localhost:3000/todos \
—-H "Authorization: Bearer SWAYWARD TOKEN"

The server responds with 403 Forbidden:

"hint": "Nope, we are on to you",
"details": null,

"code": "42501",

"message": "insufficient_privilege"

10.6. éZDakiaécyY: cnNamsaeSd'éTA 22




CHAPTER 11

[ ayNejicat ]

ayNe;j éatéicaEazlL Mac 0S XaAAWindows aSNaGaiyt Linux
4RSeaNcL LcZDé¢DeijUefS2UGiHziaACe3¢a0N#ZNaROARfizée£ReaNAR el 3eaN 2 UGHzGALA
——help ®iGafU=xlEx§eclING £cTleft 2 YO:

# &§830N tar &NE (available at https://github.com/begriffs/postgrest/
wreleases/latest)

$ tar Jxf postgrest-[version]-[platform].tar.xz

# ArIlerTefReéaN
$ ./postgrest —-help

# You should see a usage help message

23
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CHAPTER 12

Homebrew

4101 Mac ayEid;1aRr4284;£¢T1 Homebrew 218361 &¢E PostgREST

# caddfl brew @YraeIJAxUrcZD
brew update

# xCAxSE brew cZD setup @IJL’a@s$aélsbécy
brew doctor

# 88L’&8E postgrest
brew install postgrest

&f&4S;dzd 4ijZe GIaLIAIE PostgreSQL 4;SaAZi, IetUasLeCE.
eree£GeING  Ady AéITARe AETER 1 5aLESS§ e L meC a6 eCEe; fiztiANEAREAE G4, 1etUaAC

361 e¢Ea6N2LRAROiijNefsat8aE G Zeéneazak 48 LE $PATH
aymiijN;2aRfaz8all 2z DR 4 mc; 64; £¢ TliijZ

postgrest —--help

24




CHAPTER 13

PostgreSQL &, iétU

eeAd£cTI PostgREST 2 CIAFESITASe AL 6B Trxm6437SiijLPostgreSQL
9.3 el UxZt énYcL LaeliiijLaAC eClaRfiz&4;£cTIACR Amazon RDS

e£7zA0¢ZDayIestiijNi Ee Y falllelInalliasL ecEellnezher Te; Ci; £a61TiijNaZt 4; £4704ijAaRSFAC
« OS X 2it YO
« Ubuntu 14.04 &it YO
 Windows 461 ¢¢EANE

25
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CHAPTER 14

7

ezRazécaAcijlers

aeslegt: @eLSizniymazze66a)]  Alpine Linux  dybedDazzaSNa£cTl  Post-
gRESTiijNaZa4y7al)[eféazsaRielILe£G GHC AEEamY 2sD=ijR¢ZDaE.8aSEAAC

4;SeClcZDcszcz§eSaelIL écDaedDazzcZDaRfe L geaNe Uizt UtiijNaRfizéizOe 7R iz ciAedDazzéa7
Stack aACa6CarEallleClcZDesz¢z§ayEAGL eCE4z74; TafEee AcZD Haskell #;ietUaAC
* 36L&CE Stack

« a6LecEq 1eUazS

Operating System Dependencies

Ubuntu/Debian libpg-dev, libgmp-dev
CentOS/Fedora/Red Hat | postgresql-devel, zlib-devel, gmp-devel
BSD postgresql95-server

OS X postgresql, gmp

» ®dDazzaztadL ecE

git clone https://github.com/begriffs/postgrest.git
cd postgrest

# adjust local-bin-path to taste
stack build --install-ghc —--copy-bins —--local-bin-path /usr/local/
—bin

26
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aeslege: deCaedllijdedDazzad ser &iijNeANEy T4 4cZDeszc284Re I iymali  1GB
AEEAmYiijNarlef TGzt a4y Ayt swap 2 UGHzGaAC

0

o ®lAx§E0Le¢ExeYidRexLRALS: postgrest —--help.

14.1 PostgREST aetNerTaéUazii
14.1.1 alLzZazz=tNeiTazS

iyzazEemcécabetReaNpostgreste£ZeaNaetNer TiijNéeUAELEIAe AL 78774y Aiijta Trem6azSaACHyzemd i
eDZalInélTAse Adz&iyNaRCa TiiijZ

test/create_test_db connection_uri database_name [test_db_user] [test_
—~db_user_password]

a';;Eg:Tf‘conneCtion URI <https://www.postgresql.org/docs/current/static/libpg-connect.html#
AEN45347>_ 4072NGa6Z2 Tiem6azScTlelaaA ASFEcIAIA Adyzel) 7478 aREcAFARCAACiymee AAlT 2 TiemGa
eDZazlniymeZD:code: ‘database_name‘4RCa TiijN2 Y faiEee Ae£de O8iLicZDa Trem6azSaRmcgiaACaeC
deCadlli £¢TIeNGA6ZcZDa TrembazSc TleLaeZeaNaiEe il atNefTaACeRenaetNerTe£R2aNaROiiljN
deCadlelteNGasZc TleLiiijNeDZeJnarEaijZcTse LR 3L s4Rm:code:postgrest_test_iijNazliazéel A
aeCedllij£cTlayAaytaniczRamY alNicZDe TleLieiceZeaNatNerTe£deOgiijNeCeizLe£ Y éITAee AeNGa
efééDZaeIJfléfEeilTaZdee;NéfTeinglNayla,£9TngDa’:Tra3lour1 -
erduriayOarEalTi¢T§ 473 aymi; £¢ TicZDéEme 62 UGiHzGaRCaTi:code: ‘db-uri‘¢ZyarzazTaAC

270 22

9T§aeLRngeeLuaSNarEgaAaEAeoyaLZazzaeTraeloazSazuarzazza ,TpostgreseeIJIaLaaZle£ReaNae;NerT11]1\
14.1.2 é£RéaNatNerT

ay7a7Ee£ReaNatNefTiijNa£ECazallicOra¢CaRY éGRiyjme RR i Za Trem6a7ScZDuriifae AfiijNarza7 TeZT
6AZayyeCEAEyNiijNALZaz7 2 Tiem6azSiyOetReaNetNerTAS 4zd 4ijZalllARNay A4S dzd eaNiymeL: g

POSTGREST_TEST_CONNECTION=S (test/create_test_db "postgres://
—postgres:pwd@database-host" test_db) stack test

AIARN:Ey A Trem6azSiymeGmad me£ReaN 2 UiijNaz TeréafijaGre TremsazSe£de O3aRY éGRifax AfiijZ
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export POSTGREST_TEST_CONNECTION=S (test/create_test_db "postgres://
—postgres:pwdl@database-host" test_db)

stack test

stack test

4eCadllcOracCaRY 6GRiy 7l 7ol Uz llteNGasZiijNeCeizletNef TcZDef ReaNciNazRATEHIjZ62 Y 26d £

postgres://postgrest_test@localhost/postgrest_test

ayELe£refdeO83AGAGZetNef TeZD = Imak.adZiall 2 lTiial)i:code: localhost: code:iijNaziiay T Trem6azS¢ Tl
14.1.3 éTAxrAxeTiem0azS

®tNerTa6N2LRA7NAROiijNaetNe T TremazSaiEiijZecnific TZiijNARNa UG£ Y dijZallipostgresa Imak

test/destroy_test_db connection_uri database_name

14.1.4 a;£cTi Docker atNefT

iyzia7Ec6 AaNUe£deO&éldelliallicOfacCPostgreSQLeZDatNef TcOracCes; ¢ GiijNaRfiz&i; £¢ Tlay Acme
i;NaeCiijNaeCaedlJe Yallimaciyt.aAZe1I1alT4ij AGR SiijLay TansczRaASL 2¢EdZEDockere 1 Jmakaiij L iijN

$ docker run —--name db-scripting-test —-e POSTGRES_PASSWORD=pwd -p,_,
—5434:5432 -d postgres

$ POSTGREST_TEST_CONNECTION=S (test/create_test_db "postgres://
—postgres:pwd@localhost:5434" test_db) stack test

xmd 4d UiijNaeCadlIéAZe£Gal.Zaz7dockeradzaZie £ R2aN 2 ise£R2aNAAEe AL e tNer TiijLarza2OGHCH; Od
Sierraz YrafEeeA¢ZDiijNalll:code: ‘stack test‘dijZeRRcd 74ijCayyiijL iijN4; 43R 231 amT¢NigZDAas7aZ 14 yme
£ TlazeayNeDZenedDazzetNer Ta; £¢ TIcZDAa6z4Z1:code: test/Dockerfile.testiijZ

$ docker build -t pgst-test - < test/Dockerfile.test
$ mkdir .stack-work-docker ~/.stack-linux

alJ lae;NéfIéc’SiﬁZle@Uaenae£ReqNanﬁ11]NarEalj ZeLset ZéCCeT£gZDanﬁéUt 11]NaZaayzeIJAe@A91] SalYgl
linux ‘e UGdziad % ﬂJayZ&é’z’&ZngDceNCe j ,aluzl]Nazegqoa;EIceLSaznaIJlayAcenqceAgwlqal]RayNe;EReqN&é’z’&Z
work-docker* aRNeeaueIJAecAzeYaarDeG§aozaZlayluJNaIJ {a ‘£ngL1nuxayl§ZDstackanl’iéi;EEeqzaeNGaoZmNa
workaACuJLaIJlSlerraayL.code. stack build* aRrazemlcayya‘£gT111JNeAN.code. stack
test‘alJIGHC 8.0.1aymiiymaijZetaa; ¢ TliijL

o 2

eUGiziad ze Y aarDeGsdockeradzaZlaymiijZ
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$ docker run —--name pg —-e POSTGRES_PASSWORD=pwd -d postgres

$ docker run —--rm -it -v “pwd : pwd' -v ~/.stack-linux:/root/.stack --
—~link pg:pg -w=""pwd " -v ‘pwd /.stack-work-docker: pwd /.stack-work,,
—pgst-test bash -c "POSTGREST_TEST_CONNECTION=S (test/create_test_db
~"postgres://postgres:pwd@pg" test_db) stack test"

alJimaciyk.iijNDocker¢ZDaiEzilatNer TeUzaijRaeCayNiijZ

$ host_ip=$(ifconfig en0 | grep 'inet ' | cut -f 2 -d' ")

$ export POSTGREST_TEST_CONNECTION=S (test/create_test_db "postgres://
—postgres@SHOST" test_db)

$ docker run —--rm -it -v “pwd : pwd' -v ~/.stack-linux:/root/.stack -v_
— pwd /.stack-work—-docker: pwd’ /.stack-work —e "HOST=Shost_ip" -e
—"POSTGREST_TEST_CONNECTION=S$POSTGREST_TEST_CONNECTION" -w=""pwd "
—pgst-test bash -c "stack test"

$ test/destroy_test_db "postgres://postgres@localhost" test_db

14.1. PostgREST aetNerTaéUazii 29




CHAPTER 15

6Emc6

The PostgREST server reads a configuration file to determine information about the database
and how to serve client requests. There is no predefined location for this file, you must specify the
file path as the one and only argument to the server:

postgrest /path/to/postgrest.conf

The file must contain a set of key value pairs. At minimum you must include these keys:

# postgrest.conf

# The standard connection URI format, documented at

# https://www.postgresqgl.org/docs/current/static/libpg—-connect.html
—#AEN45347

db-uri = "postgres://user:pass@host:5432/dbname"

# The name of which database schema to expose to REST clients
db—-schema = "api"

# The database role to use when no client authentication is provided.
# Can (and probably should) differ from user in db-uri
db—-anon-role = "anon"

The user specified in the db-uri is also known as the authenticator role. For more information
about the anonymous vs authenticator roles see the ¢gSeL's¢szcz§aweCeLr.

Here is the full list of configuration parameters.
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Name Type | Default | Required
db-uri String Y
db-schema String Y
db-anon-role String Y
db-pool Int 10
server-host String | *4
server-port Int 3000
server-proxy-uri | String

Jwt-secret String
secret-is-base64 | Bool | False
max-rows Int 00
pre-request String

db-uri The standard connection PostgreSQL URI format. Symbols and unusual characters in
the password or other fields should be percent encoded to avoid a parse error. On older
systems like Centos 6, with older versions of libpq, a different db-uri syntax has to be
used. In this case the URI is a string of space separated key-value pairs (key=value), so the
example above would be "host=host user=user port=5432 dbname=dbname
password=pass". Also allows connections over Unix sockets for higher performance.

db-schema The database schema to expose to REST clients. Tables, views and stored procedures
in this schema will get API endpoints.

db-anon-role The database role to use when executing commands on behalf of unauthenticated
clients.

db-pool Number of connections to keep open in PostgREST’s database pool. Having enough here
for the maximum expected simultaneous client connections can improve performance. Note
it’s pointless to set this higher than the max_connections GUC in your database.

server-host Where to bind the PostgREST web server.
server-port The port to bind the web server.

server-proxy-uri Overrides the base URL used within the OpenAPI self-documentation
hosted at the API root path. Use a complete URI syntax scheme:[//
[user:password@]host [:port]] [/]Ipath[?query] [#fragment]. Ex.
https://postgrest.com

"swagger": "2.0",
"info": {
"version": "0.4.0.0",
"title": "PostgREST API",
"description": "This is a dynamic API generated by PostgREST"

by

(ayNéafczgczm)
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(czmayt.cat)
"host": "postgrest.com:443",
"basePath": "/",
"schemes": [
"https"

jwt-secret The secret used to decode JWT tokens clients provide for authentication. If this pa-
rameter is not specified then PostgREST refuses authentication requests. Choosing a value
for this parameter beginning with the at sign such as @filename loads the secret out of an

external file. This is useful for automating deployments. Note that any binary secrets must
be base64 encoded.

secret-is-base64 When this is set to t rue, the value derived from jwt-secret will be treated
as a base64 encoded secret.

max-rows A hard limit to the number of rows PostgREST will fetch from a view, table, or stored
procedure. Limits payload size for accidental or malicious requests.

pre-request A schema-qualified stored procedure name to call right after switching roles for a
client request. This provides an opportunity to modify SQL variables or raise an exception
to prevent the request from completing.

15.1 aRfraki Server

PostgREST outputs basic request logging to stdout. When running it in an SSH session you
must detach it from stdout or it will be terminated when the session closes. The easiest technique
is redirecting the output to a logfile or to the syslog:

ssh fooRexample.com \
'postgrest foo.conf </dev/null >/var/log/postgrest.log 2>&1 &'

# another option is to pipe the output into "logger -t postgrest”

(Avoid nohup postgrest because the HUP signal is used for manual Schema éGme;;.)

15.1. aRfraLi Server 32




CHAPTER 16

V{4

canaNU PostgREST

PostgREST is a fast way to construct a RESTful API. Its default behavior is great for scaf-
folding in development. When it’s time to go to production it works great too, as long as you
take precautions. PostgREST is a small sharp tool that focuses on performing the API-to-database
mapping. We rely on a reverse proxy like Nginx for additional safeguards.

The first step is to create an Nginx configuration file that proxies requests to an underlying
PostgREST server.

http {

# upstream configuration

upstream postgrest {
server localhost:3000;
keepalive 64;

server {

# expose to the outside world
location /api/ {
default_type application/Jjson;
proxy_hide_header Content-Location;
add_header Content-Location /api/Supstream_http_content_
—~location;
proxy_set_header Connection "";
proxy_http_version 1.1;

(ayNéafczgczm)
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proxy_pass http://postgrest/;
}

16.1 éYzaemcaEiéaleeSuijlJ

Each table in the admin-selected schema gets exposed as a top level route. Client requests
are executed by certain database roles depending on their authentication. All HTTP verbs are
supported that correspond to actions permitted to the role. For instance if the active role can drop
rows of the table then the DELETE verb is allowed for clients. Here’s an API request to delete old
rows from a hypothetical logs table:

DELETE /logs?time=1t.1991-08-06 HTTP/1.1

However it’s very easy to delete the entire table by omitting the query parameter!

DELETE /logs HTTP/1.1

This can happen accidentally such as by switching a request from a GET to a DELETE. To
protect against accidental operations use the pg-safeupdate PostgreSQL extension. It raises an
error if UPDATE or DELETE are executed without specifying conditions. To install it you can use
the PGXN network:

sudo -E pgxn install safeupdate

# then add this to postgresqgl.conf:
# shared preload libraries='safeupdate';

This does not protect against malicious actions, since someone can add a url parameter that
does not affect the result set. To prevent this you must turn to database permissions, forbidding the
wrong people from deleting rows, and using row-level security if finer access control is required.

16.2 Count-Header DoS

For convenience to client-side pagination controls PostgREST supports counting and report-
ing total table size in its response. As described in Limit aSNal.Eéqt, responses ordinarily include
a range but leave the total unspecified like
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HTTP/1.1 200 OK
Range-Unit: items
Content-Range: 0-14/x

However including the request header Prefer: count=exact calculates and includes
the full count:

HTTP/1.1 206 Partial Content
Range-Unit: items
Content-Range: 0-14/3573458

This is fine in small tables, but count performance degrades in big tables due to the MVCC
architecture of PostgreSQL. For very large tables it can take a very long time to retrieve the results
which allows a denial of service attack. The solution is to strip this header from all requests:

Nginx stuff. Remove any prefer header which contains the word count

ae§iégé: In future versions we will support Prefer: count=estimated to leverage the
PostgreSQL statistics tables for a fast (and fairly accurate) result.

16.3 HTTPS

See the ssl section of the authentication guide.
16.4 6ZRéA§

Nginx supports "leaky bucket" rate limiting (see official docs). Using standard Nginx config-
uration, routes can be grouped into request zones for rate limiting. For instance we can define a
zone for login attempts:

limit_req zone S$Sbinary_remote_addr zone=login:10m rate=lr/s;

This creates a shared memory zone called "login" to store a log of IP addresses that access the
rate limited urls. The space reserved, 10 MB (10m) will give us enough space to store a history of
160k requests. We have chosen to allow only allow one request per second (1r/s).

Next we apply the zone to certain routes, like a hypothetical stored procedure called 1ogin.

location /rpc/login/ {
# apply rate limiting

(ayNéafczczm)

16.3. HTTPS 35



https://nginx.org/en/docs/http/ngx_http_limit_req_module.html

PostgREST Documentation, aRS$ayC 4.1.0

(¢zmiyt.éat)

limit_req zone=login burst=5;

}

The burst argument tells Nginx to start dropping requests if more than five queue up from a
specific IP.

Nginx rate limiting is general and indescriminate. To rate limit each authenticated request
individually you will need to add logic in a Custom Validation function.
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CHAPTER 17

erCerT

The PostgREST server logs basic request information to stdout, including the requesting IP
address and user agent, the URL requested, and HTTP response status. However this provides
limited information for debugging server errors. It’s helpful to get full information about both
client requests and the corresponding SQL commands executed against the underlying database.

A great way to inspect incoming HTTP requests including headers and query params is to
sniff the network traffic on the port where PostgREST is running. For instance on a development
server bound to port 3000 on localhost, run this:

# sudo access 1s necessary for watching the network
sudo ngrep -d 1lo0 port 3000

The options to ngrep vary depending on the address and host on which you’ve bound the
server. The binding is described in the Configuration section. The ngrep output isn’t particularly
pretty, but it’s legible. Note the Server response header as well which identifies the version of
server. This is important when submitting bug reports.

Once you’ve verified that requests are as you expect, you can get more information about the
server operations by watching the database logs. By default PostgreSQL does not keep these logs,
so you’ll need to make the configuration changes below. Find postgresgl.conf inside your
PostgreSQL data directory (to find that, issue the command show data_directory;). Either
find the settings scattered throughout the file and change them to the following values, or append
this block of code to the end of the configuration file.

# send logs where the collector can access them
log_destination = "stderx"

(4yNéatczgczm)
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# collect stderr output to log files
logging_collector = on

# save logs in pg_log/ under the pg data directory
log_directory = "pg_log"

# (optional) new log file per day
log_filename = "postgresgl-%Y-%m-5d.log"

# log every kind of SQL statement
log_statement = "all"

Restart the database and watch the log file in real-time to understand how HTTP requests are
being translated into SQL commands.

17.1 Schema éGmeéj;

Users are often confused by PostgREST’s database schema cache. It is present because de-
tecting foreign key relationships between tables (including how those relationships _pass through
views) is necessary, but costly. API requests consult the schema cache as part of e[DcezRa[Nan
However if the schema changes while the server is running it results in a stale cache and leads to
errors claiming that no relations are detected between tables.

To refresh the cache without restarting the PostgREST server, send the server process a
SIGHUP signal:

killall -HUP postgrest

In the future we’re investigating ways to keep the cache updated without manual intervention.
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CHAPTER 18

adGeTl URL ¢zSaedD

As discussed in im7@TFwLUdd'meT7, there are no special URL forms for singular resources
in PostgREST, only operators for filtering. Thus there are no URLs like /people/1. It would be
specified instead as

GET /people?id=eq.1
Accept: application/vnd.pgrst.object+json

This allows compound primary keys and makes the intent for singular response independent
of a URL convention.

Nginx rewrite rules allow you to simulate the familiar URL convention. The following exam-
ple adds a rewrite rule for all table endpoints, but you’ll want to restrict it to those tables that have
a numeric simple primary key named "id."

# support /endpoint/:id url style
location ~ *~/([la-z_1+)/([0-91+) {

# make the response singular
proxy_set_header Accept 'application/vnd.pgrst.object+json';

# assuming an upstream named "postgrest"
proxy_pass http://postgrest/$1?id=eq.$2;
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CHAPTER 19

All views and tables in the active schema and accessible by the active database role for a
request are available for querying. They are exposed in one-level deep routes. For instance the full
contents of a table people is returned at

GET /people HTTP/1.1

There are no deeply/nested/routes. Each route provides OPTIONS, GET, POST, PATCH, and
DELETE verbs depending entirely on database permissions.

ae§ié§é: Why not provide nested routes? Many APIs allow nesting to retrieve related information,
suchas /films/1/director. We offer a more flexible mechanism (inspired by GraphQL) to
embed related information. It can handle one-to-many and many-to-many relationships. This is
covered in the section about ¢;Dw@?RiNGeU.

19.1 *itazse£Gaezd (Rows)

You can filter result rows by adding conditions on columns, each condition a query string
parameter. For instance, to return people aged under 13 years old:

GET /people?age=1t.13 HTTP/1.1

Adding multiple parameters conjoins the conditions:
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GET /people?age=gte.l8&student=is.true HTTP/1.1

These operators are available:

abbre- | meaning

viation

eq equals

gte greater than or equal

gt greater than

Ite less than or equal

It less than

neq not equal

like LIKE operator (use * in place of %)

ilike ILIKE operator (use * in place of %)

in one of a list of values e.g. ?7a=in.1, 2, 3 —also supports commas in quoted strings
like ?7a=in."hi, there", "yes, you"

is checking for exact equality (null,true,false)

@@ full-text search using to_tsquery

@> contains e.g. ?tags=0@>. {example, new}

<@ contained in e.g. ?values=<@{1,2, 3}

not negates another operator, see below

To negate any operator, prefix it with not like ?a=not .eq. 2.

For more complicated filters (such as those involving disjunctions) you will have to create a
new view in the database, or use a stored procedure. For instance, here’s a view to show "today’s
stories" including possibly older pinned stories:

CREATE VIEW fresh stories AS
SELECT «
FROM stories
WHERE pinned = true
OR published > now() - interval 'l day'
ORDER BY pinned DESC, published DESC;

The view will provide a new endpoint:

GET /fresh_stories HTTP/1.1

aegiégéz We’re working to extend the PostgREST query grammar to allow more complicated
boolean logic, while continuing to prevent performance problems from arbitrary client queries.
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19.2 adCcZtecGaezd’ (Columns)

When certain columns are wide (such as those holding binary data), it is more efficient for the
server to withold them in a response. The client can specify which columns are required using the
select parameter.

GET /people?select=fname,age HTTP/1.1

The default is *, meaning all columns. This value will become more important below in
etDwZRaNGeU.

19.2.1 édacoUaLU

Filters may be applied to computed columns as well as actual table/view columns, even though
the computed columns will not appear in the output. For example, to search first and last names at
once we can create a computed column that will not appear in the output but can be used in a filter:

CREATE TABLE people (
fname text,
lname text

);

CREATE FUNCTION full_name (people) RETURNS text AS $$
SELECT S$1.fname || " ' ||
$$ LANGUAGE SQL;

S1.1lname;

—-— (optional) add an index to speed up anticipated query
CREATE INDEX people_full_name_idx ON people
USING GIN (to_tsvector('english', full_name (people)));

A full-text search on the computed column:

GET /people?full_name=Q@Q.Beckett HTTP/1.1

As mentioned, computed columns do not appear in the output by default. However you can
include them by listing them in the vertical filtering select param:

GET /people?select=x,full name HTTP/1.1

19.3 20SazR

The reserved word order reorders the response rows. It uses a comma-separated list of
columns and directions:
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GET /people?order=age.desc,height.asc HTTP/1.1

If no direction is specified it defaults to ascending order:

GET /people?order=age HTTP/1.1

If you care where nulls are sorted, add nullsfirst or nullslast:

GET /people?order=age.nullsfirst HTTP/1.1

GET /people?order=age.desc.nullslast HTTP/1.1

You can also use ¢6q¢6UALU to order the results, even though the computed columns will not
appear in the output.

r

19.4 Limit &SNaLEéat

PostgREST uses HTTP range headers to describe the size of results. Every response contains
the current range and, if requested, the total number of results:

HTTP/1.1 200 OK
Range-Unit: items
Content-Range: 0-14/x

Here items zero through fourteen are returned. This information is available in every response
and can help you render pagination controls on the client. This is an RFC7233-compliant solution
that keeps the response JSON cleaner.

There are two ways to apply a limit and offset rows: through request headers or query params.
When using headers you specify the range of rows desired. This request gets the first twenty
people.

GET /people HTTP/1.1
Range-Unit: items
Range: 0-19

Note that the server may respond with fewer if unable to meet your request:

HTTP/1.1 200 OK
Range-Unit: items
Content-Range: 0-17/x

You may also request open-ended ranges for an offset with no limit, e.g. Range: 10-.

The other way to request a limit or offset is with query parameters. For example
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GET /people?limit=15&o0ffset=30 HTTP/1.1

This method is also useful for embedded resources, which we will cover in another section.
The server always responds with range headers even if you use query parameters to limit the query.

In order to obtain the total size of the table or view (such as when rendering the last page link
in a pagination control), specify your preference in a request header:

GET /bigtable HTTP/1.1
Range-Unit: items
Range: 0-24

Prefer: count=exact

Note that the larger the table the slower this query runs in the database. The server will
respond with the selected range and total

HTTP/1.1 206 Partial Content
Range-Unit: items
Content-Range: 0-24/3573458

V4

19.5 ¢ZyazT=aijaijR

PostgREST uses proper HTTP content negotiation (RFC7231) to deliver the desired repre-
sentation of a resource. That is to say the same API endpoint can respond in different formats like
JSON or CSV depending on the client request.

Use the Accept request header to specify the acceptable format (or formats) for the response:

GET /people HTTP/1.1
Accept: application/json

The current possibilities are
° >k/>k

* text/csv

* application/json

* application/openapi+json
* application/octet-stream

The server will default to JSON for API endpoints and OpenAPI on the root.
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19.6 amTaTielUadmeTF

By default PostgREST returns all JSON results in an array, even when there is only one item.
For example, requesting /items?id=eq. 1 returns

[
{ midgv. 1 }
]

This can be inconvenient for client code. To return the first result as an object unenclosed by
an array, specify vnd.pgrst .object as part of the Accept header

GET /items?id=eq.l HTTP/1.1
Accept: application/vnd.pgrst.object+json

This returns

{ mid": 1)

When a singular response is requested but no entries are found, the server responds with an
empty body and 404 status code rather than the usual empty array and 200 status.

5e§iégé: Many APIs distinguish plural and singular resources using a special nested URL con-
vention e.g. /stories vs /stories/I. Why do we use /stories?id=eq.1? The answer is because a
singlular resource is (for us) a row determined by a primary key, and primary keys can be com-
pound (meaning defined across more than one column). The more familiar nested urls consider
only a degenerate case of simple and overwhelmingly numeric primary keys. These so-called
artificial keys are often introduced automatically by Object Relational Mapping libraries.

Admittedly PostgREST could detect when there is an equality condition holding on all
columns constituting the primary key and automatically convert to singular. However this could
lead to a surprising change of format that breaks unwary client code just by filtering on an extra
column. Instead we allow manually specifying singular vs plural to decouple that choice from the
URL format.

19.7 azNef£zZaliie;SaGz

If you want to return raw binary data from a bytea column, you must specify
application/octet-stream as part of the Accept header and select a single column ?
select=bin_data.
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GET /items?select=bin_datas&id=eq.1l HTTP/1.1
Accept: application/octet-stream

aeﬂééé: If more than one row would be returned the binary results will be concatenated with no
delimiter.
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CHAPTER 20
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In addition to providing RESTful routes for each table and view, PostgREST allows related
resources to be included together in a single API call. This reduces the need for multiple API re-
quests. The server uses foreign keys to determine which tables and views can be returned together.
For example, consider a database of films and their awards:
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Actors
id
) first_name
ke I [ast_name
Roles | -~ )
film_id | 0-N Films
actor id | o.n. . id Directors
character I . director_id -
the 0.N : first_name
-1 e last_name
- rating
Nominations 6/1\1 language
competition_id
film_id DN Competitions
rank 1 lid
name
year

As seen above in ddCcZt ¢£Gewzd’ (Columns) we can request the titles of all films like this:

GET /films?select=title HTTP/1.1

This might return something like

{ "title": "Workers Leaving The LumiAlre Factory In Lyon" },
{ "title": "The Dickson Experimental Sound Film" 1},
{ "title": "The Haunted Castle" }

However because a foreign key constraint exists between Films and Directors, we can request
this information be included:
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GET /films?select=title,directors(last _name) HTTP/1.1

Which would return

{ "title": "Workers Leaving The LumilAlre Factory In Lyon",
"directors": {
"last name": "LumiAlre"
1
}I
{ "title": "The Dickson Experimental Sound Film",
"directors": {
"last name": "Dickson"
}
b
{ "title": "The Haunted Castle",
"directors": {
"last_name": "MAl’1iAls"

w§iégé: As of PostgREST v4.1, parens () are used rather than brackets { } for the list of embed-
ded columns. Brackets are still supported, but are deprecated and will be removed in v5.

PostgREST can also detect relations going through join tables. Thus you can request the
Actors for Films (which in this case finds the information through Roles). You can also reverse the
direction of inclusion, asking for all Directors with each including the list of their Films:

GET /directors?select=films(title,year) HTTP/1.1

ab§l/égi':: Whenever foreign key relations change in the database schema you must refresh Post-
gREST’s schema cache to allow resource embedding to work properly. See the section Schema
éé.é i/

20.1 atNaEée£Gazd’aSN=e0SazR

Embedded tables can be filtered and ordered similarly to their top-level counterparts. To do
so, prefix the query parameters with the name of the embedded table. For instance, to order the
actors in each film:

174
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GET /films?select=%*,actors (*)&actors.order=last name, first name HTTP/1.
1

This sorts the list of actors in each film but does not change the order of the films themselves.
To filter the roles returned with each film:

GET /films?select=x,roles(*)&roles.character=in.Chico, Harpo, Groucho_,
SHTTP/1.1

Once again, this restricts the roles included to certain characters but does not filter the films
in any way. Films without any of those characters would be included along with empty character
lists.

174
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CHAPTER 21

eGltadzazllee§eere

The PostgREST URL grammar limits the kinds of queries clients can perform. It prevents
arbitrary, potentially poorly constructed and slow client queries. It’s good for quality of service,
but means database administrators must create custom views and stored procedures to provide
richer endpoints. The most common causes for custom endpoints are

* Table unions and OR-conditions in the where clause
« More complicated joins than those provided by efDew?RdrNieU
* Geospatial queries that require an argument, like "points near (lat,lon)"

* More sophisticated full-text search than a simple use of the @@ filter
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amYaCie£GeiN

Every stored procedure in the API-exposed database schema is accessible under the /rpc
prefix. The API endpoint supports only POST which executes the function.

POST /rpc/function_name HTTP/1.1

Such functions can perform any operations allowed by PostgreSQL (read data, modify
data, and even DDL operations). However procedures in PostgreSQL marked with stable or
immutable volatility can only read, not modify, the database and PostgREST executes them in
a read-only transaction compatible for read-replicas.

Procedures must be used with named arguments. To supply arguments in an API call, include
a JSON object in the request payload and each key/value of the object will become an argument.

For instance, assume we have created this function in the database.

CREATE FUNCTION add_them(a integer, b integer)
RETURNS integer AS $S

SELECT $1 + $2;

$$ LANGUAGE SQL IMMUTABLE STRICT;

The client can call it by posting an object like

POST /rpc/add_them HTTP/1.1

{ "a": 1, "b": 2 }

The keys of the object match the parameter names. Note that PostgreSQL converts parame-
ter names to lowercase unless you quote them like CREATE FUNCTION foo ("mixedCase"
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text) .... Youcan also call a function that takes a single parameter of type json by sending the
header Prefer: params=single-object with your request. That way the JSON request
body will be used as the single argument.

ae§iégé: We recommend using function arguments of type json to accept arrays from the client.
To pass a PostgreSQL native array you’ll need to quote it as a string:

POST /rpc/native_array_func HTTP/1.1

{ "arg": "{1,2,3}" }

POST /rpc/json_array_func HTTP/1.1

{ "arg": [1,2,3] }

PostgreSQL has four procedural languages that are part of the core distribution: PL/pgSQL,
PL/Tcl, PL/Perl, and PL/Python. There are many other procedural languages distributed as ad-
ditional extensions. Also, plain SQL can be used to write functions (as shown in the example
above).

By default, a function is executed with the privileges of the user who calls it. This means that
the user has to have all permissions to do the operations the procedure performs. Another option
is to define the function with with the SECURITY DEFINER option. Then only one permission
check will take place, the permission to call the function, and the operations in the function will
have the authority of the user who owns the function itself. See PostgreSQL documentation for
more details.

aslegé: Why the /rpc prefix? One reason is to avoid name collisions between views and proce-
dures. It also helps emphasize to API consumers that these functions are not normal restful things.
The functions can have arbitrary and surprising behavior, not the standard "post creates a resource"
thing that users expect from the other routes.

We are considering allowing GET requests for functions that are marked non-volatile. Al-
lowing GET is important for HTTP caching. However we still must decide how to pass function
parameters since request bodies are not allowed. Also some query string arguments are already
reserved for shaping/filtering the output.

rr /4 (4 L4

22.1 éOuaRUeruaesCcZD Headers/Cookies

Stored procedures can access request headers and cookies by reading GUC variables set by
PostgREST per request. They are named request .header.XYZ and request.cookie.

22.1. e0OtaRUeraaesCcZD Headers/Cookies 53
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XYZz. For example, to read the value of the Origin request header:

SELECT current_setting('request.header.origin', true);

22.2 ad'maxiCayCaiTéeAzesS

For complex boolean logic you can use stored procedures, an example:

CREATE FUNCTION key_customers (country TEXT, company TEXT, salary,,
—FLOAT) RETURNS SETOF customers AS $5

SELECT *» FROM customers WHERE (country = $1 AND company = 5$2) OR
—salary = $3;
$$ LANGUAGE SOQL;

()

Then you can query by doing:

POST /rpc/key_customers HTTP/1.1

{ "country": "Germany", "company": "Volkswagen", salary": 120000.00 }

22.3 kZaGzéTZerr

Stored procedures can return non-200 HTTP status codes by raising SQL exceptions. For
instance, here’s a saucy function that always errors:

CREATE OR REPLACE FUNCTION just_fail () RETURNS void
LANGUAGE plpgsqgl

AS $S
BEGIN
RAISE EXCEPTION 'TI refuse!'
USING DETAIL = 'Pretty simple',
HINT = 'There is nothing you can do.';
END
$S;

Calling the function returns HTTP 400 with the body

"message":"I refuse!",
"details":"Pretty simple",
"hint":"There is nothing you can do.",
"code":"POOOL"
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You can customize the HTTP status code by raising particular exceptions according to the
PostgREST error to status code mapping. For example, RATSE insufficient_privilege
will respond with HTTP 401/403 as appropriate.
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CHAPTER 23

xRSAEE/aL6eTZ

All tables and auto-updatable views can be modified through the API, subject to permissions
of the requester’s database role.

To create a row in a database table post a JSON object whose keys are the names of the
columns you would like to create. Missing properties will be set to default values when applicable.

POST /table_name HTTP/1.1

{ "coll": "valuel", "col2": "value2" }

The response will include a Locat ion header describing where to find the new object. If
the table is write-only then constructing the Location header will cause a permissions error. To
successfully insert an item to a write-only table you will need to suppress the Location response
header by including the request header Prefer: return=minimal.

On the other end of the spectrum you can get the full created object back in the response to
your request by including the header Prefer: return=representation. That way you
won’t have to make another HTTP call to discover properties that may have been filled in on the
server side. You can also apply the standard ddCcZr' e£Gazd’ (Columns) to these results.

aeslegé: When inserting a row you must post a JSON object, not quoted JSON.

Yes
{ "a": 1, "b": 2 }

(4§ Néatczgczm)
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(¢zmiyt.éat)

No
n{ \Ha\H: 1, \"b\": 2 }u

Some javascript libraries will post the data incorrectly if you’re not careful. For best results
try one of the ddcawLiicrifdzS built for PostgREST.

To update a row or rows in a table, use the PATCH verb. Use ceft’éiz’;‘éfécez’d’ (Rows) to
specify which record(s) to update. Here is an exmaple query setting the category column to
child for all people below a certain age.

PATCH /people?age=1t.13 HTTP/1.1

{ "category": "child" }

Updates also support Prefer: return=representation plus ddCcZre£Gawzd
(Columns).

aegl’égéz Beware of accidentally updating every row in a table. To learn to prevent that see
éYziooméaEleqleSmi;1J.

A4

23.1 L2éGR=eRSaEeé

Bulk insert works exactly like single row insert except that you provide either a JSON array of
objects having uniform keys, or lines in CSV format. This not only minimizes the HTTP requests
required but uses a single INSERT statement on the backend for efficiency. Note that using CSV
requires less parsing on the server and is much faster.

To bulk insert CSV simply post to a table route with Content-Type: text/csv and
include the names of the columns as the first row. For instance

POST /people HTTP/1.1
Content-Type: text/csv

name, age, height
J Doe, 62,70
Jonas, 10, 55

An empty field (, , ) is coerced to an empty string and the reserved word NULL is mapped to
the SQL null value. Note that there should be no spaces between the column names and commas.

To bulk insert JSON post an array of objects having all-matching keys
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POST /people HTTP/1.1

Content-Type: application/Jjson

{ "name": "J Doe",
{ "name": "Janus",

"height": 70 1},
"height": 55 }

23.1. L'26GR2RSaEé
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CHAPTER 24

90 £ N

To delete rows in a table, use the DELETE verb plus @it dZse£Gwzd’ (Rows). For instance
deleting inactive users:

DELETE /user?active=is.false HTTP/1.1

aslegé:  Beware of accidentally deleting all rows in a table. To learn to prevent that see
éYzeméaEleqleSmdi/ll.
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CHAPTER 25

OpenAP| s TfaeNA

Every API hosted by PostgREST automatically serves a full OpenAPI description on the root
path. This provides a list of all endpoints, along with supported HTTP verbs and example payloads.

You can use a tool like Swagger Ul to create beautiful documentation from the description and
to host an interactive web-based dashboard. The dashboard allows developers to make requests

against a live PostgREST server, provides guidance with request headers and example request
bodies.

ae§l’égéz The OpenAPI information can go out of date as the schema changes under a running
server. To learn how to refresh the cache see Schema éGme; ;.
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CHAPTER 26

HTTP ckiiaeAACAA

PostgREST translates PostgreSQL error codes into HTTP status as follows:

61
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PostgreSQL error code(s)

HTTP status

Error description

08* 503 pg connection err

09* 500 triggered action exception
OL* 403 invalid grantor

op* 403 invalid role specification
23503 409 foreign key violation
23505 409 uniqueness violation

25% 500 invalid transaction state
28%* 403 invalid auth specification
2D* 500 invalid transaction termination
38* 500 external routine exception
39% 500 external routine invocation
3B* 500 savepoint exception

40% 500 transaction rollback

53* 503 insufficient resources

54% 413 too complex

55% 500 obj not in prereq state

57 500 operator intervention

58%* 500 system error

FO* 500 conf file error

HV* 500 foreign data wrapper error
P0O001 400 default code for "raise"
PO* 500 PL/pgSQL error

XX* 500 internal error

42883 404 undefined function

42P01 404 undefined table

42501 if authed 403, else 401 | insufficient privileges
other 500
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CHAPTER 27/

egSelscszcz§aeeCesy

PostgRESTaUlal[afE=Tiem6a7Si£leNASIIAPIAGL 4Bz A gcZDiymatCaAC
el AelJL 2 OL2iCéC 6AZe£GaTiembazSeSeL $aSNeiCéZRe£ZaNaAC Post-
gREST¢ZDatsa; e Yi*+6tNefA *eftzsC - amséiNerAascelicnre YiaRex Y razUdztiel Aeft ¢ZD
- ¢DAROST 2 TrembazS** @ OLaeiCH*a6ceLichfeSmi; 1TaAC

L4 o

27.1 éiNerAazRaLU

the authenticator, anonymous and user roles. Post-
gRESTi£cTlayL ¢ gmeszadN¢ZDeg SeL siijNezmiz;sINer AAZLiijN**aNLARm* *aSN**¢ TleLi**egSe L saAC
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Security - Roles for Authorization

Anonymous Authenticator

The authenticator azTereaLZazzeznaz, elNerAaZhlJZazcgaAu]Z‘NOINHERIT azdall laeTraaloazSayleElg i
aoCaeYréiyAaylaRYeL’ §é(JlejNaEuauea e YTaAL zeLRayiﬁAIaEfiangTlaeLuaeIeayzgzRe£Geznaz‘ 6tNeFACZD
ayNaZc zeYng’ iaiEeeIJ laLaaZl aeCi; i Tad’ DgREeznaz i eiNerAaAC a@CeedIJ au-
thee L RAE.§iijNAGCAEAL Geméal rertesCaNGasZeZDeTixlie 3SeL5iijNaReal ZArEAL Gemcal FAN£ARme g Se L

Security - JWT for Authentication

YES |

R
©IwWT — { T
NO : ..
N2

Here are the technical details. We use JSON Web Tokens to authenticate
API requests.2CIaRreCie£Yesia;, UTWTANEARAAEAAFEcm; ARmACT2 Y OcZDAL UealaAC

27.1. éiNerAazRalLU 64


http://jwt.io/

PostgREST Documentation, aRS$ayC 4.1.0

2L A=lJL ¢t ¢etTéCi2 Y FAEAeG¢ZDiijNi]EPostgRES T¢L: ié’anaE§as§layAaylaRlay egSeL srole¢ZDacte YO/

{

"role": "userl23"

}

4;SefiesCaNEaRAdEGe I L egSeL $4cte YO ZD e 2 TLIW T2 UtiijNPostgRESTAFEAL H T TPe fiiesCeell

SET LOCAL ROLE userl23;

eftesleDRiijNEAZ£GAELAL mcZ D Smi; 1TiijN Tiem6azSc6acREAS Y £ EéazaE AeGyeriiiz  éINerfACAER

GRANT userl23 TO authenticator;

aeCadl] aoc&LugnraylaNEaRnJ WTlleasLUaesa&IJ LegSeL:84¢te YOcZDIWTiijL 11JNaLZPosthESTﬁFEa
& Trem632Sc6acREAS Y a£Eéazemicased; ¢ 6aNLARM S saeIC ZRllJNazeeYsaelcaN£angTlaeLuae§egIJ Nzl

27.2 ¢TiseltaSN¢zD

PostgreSQLa.£ngégSeE §gZDae@Ca;EggéagREzeIreelfSéiSé6£eU6zeICeZRaAC
aRfizZEAIERESeL sroleeganzze"[raeléé’lisngzeLuaeLUayAgzDaeTrael(’Sé’lngleeLunJNaEua‘SaRUaE§aZO 5SeL %

e 4

27.2.1 zfRayt Web ¢TieLucZDegSeLs

PosthESTaRrazeeACazTazza‘ TayAaylegCngaAC deCadl) eeClarEégSeL’ seganzalTaylngzeLuu]NeCcc
4;SczRe£Gezniz; elNerAgZDngzeLuaRS aGiéfﬁaesCanou NPosthESTéifEaLGeelcaLféfengaeLugZDe gSeLsii

eClaRfiz&i;£cTieaN¢zga6L aEle Agc Atet ZalTi6ZRALGA; SAL mc Tl LicZDaRfeg Az AgaSNe6£6UseiCéZ
aZeayNaeYraeieeGlTomas VondragZng’ iabN<http //blog 2ndquadrant com/

ngzeLuaRrazeaIJ laEuayleeRS aEeeqNazeaRSaEuangTlaeLuaRSeAAaeuLa:ArnJNazuze§eercaoCazeee§egIJ NEE|

CREATE TABLE chat (
message_uuid UUID PRIMARY KEY DEFAULT uuid_generate_vi4 (),
message_time TIMESTAMP NOT NULL DEFAULT now(),
message_from NAME NOT NULL DEFAULT current_user,
message_to NAME NOT NULL,
message_subject VARCHAR (64) NOT NULL,
message_body TEXT

)i

eLSaztiayNel1Za6deU; iy Aéaze TEcmUiijNcasific TleLaaRrRCcINALEZUARS6A AL Uz Sc6UARS¢2
emd ad UiijNeLSizine£ Y ayN2llZéY zeméc TleLid; £c TIaE A2 Uaz2¢ZDAag SaRmiijté Admessage_fromalL.UaAC
PostgreSQLIiijiL9.5aRE2Zt éiY ¢L: Laelliiij AEAeGy 2l Siziid; £¢ TleaNc 7361 aEle Ages; ¢jGemd cmUTéi]
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CREATE POLICY chat_policy ON chat
USING ((message_to = current_user) OR (message_from = current_user))
WITH CHECK (message_from = current_user)

e6£6U6¢ T8l R¢ZDeALAd T 2al APIciifcCzcZDiz7i; Taz26CiarEcIINALiz Udzinaz TersaGEcadcZDeaNiijN

v

27.2.2 Web cTizeLuaEsaznegSeL’s

aeLUeAEuJNeeTraelfiaiSé gSeL$aRf azeazcealgzDeANaylaeYréylaLnngaELuuj LaeLUaylaLneZd’ ad’ U11JL’ i/

7

eClaRfiz86AL aeNl’WebazTnggl’NazRgZDaeL’AanL’ é’u‘iégZza‘TngaeLuaEsaznaRNayAaylwebuseregSeL’ $aAC
eClaRfiz86AZ2£GATWTaymaNEaRA6CIAd Uatie YOrEc TDALA/2OSEZd AEG#; Se§ Ryt Tl LaiijNi; NaeC

{
"role": "webuser",
"email": "john@doe.com"

SQLizEciARFAz86AZ2£GPostgRES T2 NL 2fiesCes (,g‘6gZDGUCaRYeGRe0£eU6é’léfeeYOaAC

i; NaeCiijNeeAeOaaRUc TiamR éCoiziacta YOiijNeraerCo Tlemd 4G TtiijZ

current_setting ('request.jwt.claim.email', true)

This allows JWT generation services to include extra information and your database code to
react to it. For instance the RLS example could be modified to use this current_setting rather than
current_user. The second ’true’ argument tells current_setting to return NULL if the setting is
missing from the current configuration.

v

27.2.3 aeutaRLcTieeluczDegSeL’s

&NezlJLe6yad Ze TrembazSegSeL sesaelll a:AgeC jemiad’s Sll] iNaf; goae gSeL’ SeYieNL gcd’ 6ZEAS; i ARme
a@CaedIJ eIJAe@AuJ NaeClaRraZééGlg iWebé’liTngglNazRayngDaarRaylngaeLﬁﬁLEeElanregSeL’ $aAC

000

@eClaRfizéx00aRLczDASNam Ty gSeL scmUcTEaAC i; NaeCiijNal SiziizmeDiaR fizée Nz JL 45 Adjtwebus

CREATE ROLE webuser NOLOGIN;
—— grant this role access to certain tables etc

CREATE ROLE user000 NOLOGIN;
GRANT webuser TO user000;
—— now user000 can do whatever webuser can

GRANT user000 TO authenticator;
—— allow authenticator to switch into user000 role
—-— (the role itself has nologin)
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27.3 eGladoZazL étNerA

PosthESTeAZe;EGazcgaAuJZ‘exp ‘4 YOizd g].f N&Lfell §iiszeN§gﬂé£GzeIJ §¢ZDizd’ ¢cCNaAC
aj EzeanJNaoCaylaUZaljzaLua:L’ geqNazza i TecIad’ UgZDgzczeI§aAC
éClad nge;eel§gZDayAaylgd’ ZacNasYrgnNalgeSd’ éTAarsz’ 2ﬁ6ZngeeLugZDé6£eraAC
éEmc; 62 UGiHziaR CTiiijZcodeiijZ  pre-request ‘@NGAGZalTléINef A AEAL Geméal fe UregSe L §i7zNAROaS Ny

v s

e£Ze Y iy Adyti; NamRIAC alJiéEme; 62 UGHziijmeNGasZamY aCIe£ GelNiijZ

pre-request = "public.check_ user"

alJ1ereaG e TraymiijNeClaRfizéefReaNizzeDRizéciAzI8ed Ax§éeiiasCiijNazizizemb1JAee AdijTARS

CREATE OR REPLACE FUNCTION check_user () RETURNS void
LANGUAGE plpgsqgl

AS $S
BEGIN

IF current_user = 'evil user' THEN

RAISE EXCEPTION 'No, you are evil'
USING HINT = 'Stop being so evil and maybe you can log in';

END IF;
END
$S;
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CHAPTER 28

ceAe£Z2aNczRe£Gezniz 6INeFAcZDertasCiijNasce Lichfaf EéazaNEaRiijZcodeiijZAuthorization
HTTP=1Gad t iijNaEGaAijay ziijZcodeiijZBearer <jwt>aAC i;NaeCiijZ

GET /foo HTTP/1.1

Authorization: Bearer eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJ9.
—eyJyb2x1TjoiamRvZSIsImV4cCIOMTQ3NTUXNJI1IMHO.
—~GYDZV3yMOggvuEt ImfpplLBXSGYnke_PvnlOtbKAjB4

28.1 JWT Generation

®ClaR 785202 Trem6azSAEEECIel UsAZe£GAd UéClaelImitadl. 28772 I @ TLcZDIWTAAC
efRiytizd cLNéC; i £¢Ticg Y arEAfEciASE 48 Ecm; ARm - cm; ARmEAEASNétNer A AEaESH7icg Y ArEAAC
4Z4cmd iijN#jOPostgRES Tl Jmak.adZIaAEsi71arEci A¢ZDiz7i; T Jmak.aéCiaR 47831287721 2 TLcZDIWT3
iijLPostgREST¢Z6aL mizEx TreNAHMAC-SHA256¢cm; iRmc6Uzs TAACHH]L

28.1.1 JWT from SQL

®ClaRfizs4; £¢ T pgjwt extension <https://github.com/michelp/
pgjwt>*_alJISQLiymal.Za77IWTizd cLNaAC 46Ca; LcoAamTiijNaRIEIJAee ApgeryptoaAC
deCadlaClifcTicZDa Yiiyme TreNAGSL e¢Ee Ute LT 4§ T¢ZDAmazon RD-
Scml ¢Ofac¢CiijNeClizmeDiaR 42831 [pgjwtiyme . NAEI2£ReaNSQLIijN#zOANALZa772 CléIIAce AcZDAE.§2(
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2OgiyNelecijUIEZay Auytee Tazdaid ¢ NgZDimY iCle£GelNaAC
ayNeIchDayAayle{rlTaZdayAaylay@aeIJ L carigij UgaAe gSeL’ égZDaZd’ ¢l NiijNeféegSeL salJ1aRSayCaRO#zTal.
eftzesleDRiijNemd G2 Tz lJL 4y AdyicaticijUciA¢ZDarEciAGAC

CREATE TYPE Jjwt_token AS (
token text
) ;

CREATE FUNCTION jwt_test () RETURNS public.jwt_token
LANGUAGE sqgl
AS $$
SELECT sign(
row_to_3json(r), 'mysecret'

) AS token
FROM (
SELECT
'my_role'::text as role,
extract (epoch from now()) ::integer + 300 AS exp
) r;

$$;

PostgRESTéAZe£Garz /rpc/jwt_teste£ZaNPOSTeftxsCiijNaeidaRSaséelichnfeZt é15emd 4G @ TiijLa

aeslept: ceAéALaEmarzimYaCleeGelNaymeZDarEsSEeeZeaNcaricijUciATjNeFIAFEAEGAR camY 4y 7o Tiembaz S,

—-— run this once
ALTER DATABASE mydb SET "app.jwt_secret" TO '!!secret!!"';

—-— then all functions can refer to app.jwt_secret
SELECT sign(

row_to_json(r), current_setting('app.jwt_secret')
) AS token
FROM ...

28.1.2 JWT from AuthO

4CRAuthO <https://auth0.com/>‘_e£ZaatcZDad UéClelImik aaRfiz8FEOAuthizOGithubiijNTwitteriijNG
Auth0e£Y aRf4z84d DcREcTtimRéC Gzl sIAENASNarEciAéGme; St AcINGAC

7o

e@Aa, £gT1Auth011] NeruarEaEuaocaeLugnrarEeSead laLuaLrPosthESTeElg i ozeUGazuayluJNa@CayNzeL A

is-base64 touJZcodeuJZtrueu]szeLUeAEaRlaLuanrAuthOg gYarEaACiijL 4] 4aRfazeallladcelicnied ¢ oaylaa[
AuthOc8acRE2OgaLiaRIaAC
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el SiziicZDizéciASITALe ATW TiymcZDx Trem6azSe g SeL §aACee Az tzak 456 CiijN2ClélTAce AdiE2 Tz
metadata <https://auth0.com/docs/rules/metadata-in-rules>‘_iymaAC¢DaROiijN2ClarEéJAee AcijUAEZ4y Ady
param <https://auth0.com/docs/libraries/lock/v10/sending-authentication- parameters#
scope-string->iymaNEaRiijZcodeiijZ role 4t YOIAC

// Example AuthO rule

function (user, context, callback) {
user.app_metadata = user.app_metadata || {};
user.role = user.app_metadata.role;
callback (null, user, context);

// Example using AuthOLock with role claim in scope
new AuthOLock ( AUTHO_CLIENTID, AUTHO_DOMAIN, {

container: 'lock-container',

auth: {
params: { scope: 'openid role' 1},
redirectUrl: FQDN + '/login', // Replace with your redirect url
responseType: 'token'

}
)

28.1.3 JWT aoLaEi

§Esi7OAANIW TaeiGAGE<https:/tools.ietf.org/html/rfc7519>¢_¢ZDeL zefDallic; SayLaEtizUallte Uzefe
//paragonie.com/blog/2017/03/jwt- JSON-WebcZDaiGest - eYf
- aiRaeaGaGEaeYnijNaerliaylazzﬁj NazTereegDeA£> *_aAC Post-
gRESTaaIJAgZyaEggZDeClaLEaaYraaL’ AéngZDuJZazcgaAuJZalg =
none ‘éUGé¢ YaACiyAizZaodcOFIWT ¢ ZD el /miEqdZIGEA 65 a6 ¢ LiicriFé AL NI ¢ Tz Ocmy ¢ 137 WTgZDgé’ U esT
= noneaAC

ar2IWTazScZDel zefDizEEAZe£Ga6Ci£c TigZDazSiiOPostgRES T¢ZyaEsaACaeCiayhal Ae£iiijNayma
//auth0.com/blog/critical-vulnerabilities-in-json-web-token-libraries/>‘_aymeL; ALizeZt ad Zifae AFAAC2IIL il
<https://jwt.io/>*_aAC

®lJAGROEy Acmel 22fDcZDéCmcCra Y i zéc TITW Teiéczt @b.d ¢; Scz1TiijZefiaACas zelliaz 72662 YTAA
/[eryto.net/~joepie9 1/blog/2016/06/13/stop-using-jwt-for-sessions/>‘_Zaayzad gad Zae TiiijLaeCadlNijme Y FaF
1ijN4; Si; aaAZgZDaefJuaAZangérgZDefKSecYng)e séaEseUzealiijN 4ymatés; i I <http
//cryto net/~joepie9 1/b10g/20 16/06/19/ /stop- using- Jwt for-sessions-part-2-why - aeCngD&iﬁaaiﬁ—
chiegDaisi /> _aACsS; 20&cZDxUGenieisaEeesie6za7EeE 7776 U66¢ YiijNa EEUSEY ¢ZDAasdet T Y I W

PostgRESTijzeeAd; £c TITWTe£ZeaNezniz; 6INefA SN2 OLaiCiijNaziéijSat.sc TleLiiz§e £ Zed08AZaA(

ssl:
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28.2 SSL

PostgRES T2 UIAIITAAZ4&; 4y AdziiazNiijZay7PostgreSQLx Tiem6azS 2 izaL AHTTP2 O84REGAC
iy zarEifieNAdzEciAATREANEZEymiijNal SiziiiyjmasdcOrSSLaAC
4j£cTIACRNGINXe£Zza0¢ZDiRmAR SizcREx 82023k 136 CiijNAATIe£Z6 GNa Y faeCi; T<https:
//mginx.org/en/docs/http/configuring_https_servers.html>*_aAC eftesieDRiijNACRHerokue£ZzincZDe §R 477
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<

D~
N¢
—«

aedlaedDeéZTcez

PosthESTaodacNeElg i oayzaEnaij Azl laLaaZfeElg i ozeﬁéaiuaylaeNGaoZgaalIayleefqaij R¢ZDzL Az
&£Z=DRAS §§IAQ gAaeIJ | aeTreeloeeLUaodgOrngeLCaRrazee£ZaEeg gAzeIJ | B4 eelqalj RlleazuayTarzHTTPaoceeL
gDuaROuJNaeClaRrazeaEnalj AegEaZ(, aSNalYaCle£GglN11JNazOeANarEaEEeClngeLCayOad’ UeClayUgINe
46Ci; £azc<;aAant aozaeYSeGlaedDuJ Nail’iaeRRa(JZazanAg gleGlgDugZDaaUzalj RaaIee£ZeaNAPIgL’ Lelliz0
=lJL aEsi;£c TIAERAESe§EaZ ANEeCEcg AT ealcZDcd 7i; NiijNeraaR Cé Y EayNéiccZDiijZrefiijZ public_ui
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cHAPTER 30

SQL ¢TiseltcdacRE

r

30.1 amYaCicTiseLuaSNarEcaA

deCiybal AetiiijNad UéClelimit.adR iz RR:; Ze TleLicbacREAZGH; £c TITWTa§OPostgRES T I Imak
78§3RFiz8A6NARICAZe£GSQLaTreNAcZ 74 TAAC 2£Za Y iy AdazcZya; Sad Z¢ZDandi; UiijNe L AdzEaGEad C

ayNealiijNaG; e TraSNegeaRSaZiarEamY al) {7 OiijZcodeiijZ  basic_auth‘zlaijRaymiijNaCliymaz TAIIIAPIL
AENnAESe3EAZ, ASNAG 2 TrarEsmY il {i204ymiRNcZDzlaaijR 4ymiijNeréxlaaijRAINIAEESCIAij Tc Tlemd AEEECI:

éeUSELiijNaLSaznélIAeeAiyAiyealeiseaseytel SiziicZDe TieLiiijZ

—— @L.S42N37¥EaFEAS2c; 642%0basic_autheladijRaymiiiN
—— 4z8A4FEAEGEZREURATIJTIAENAESEJEAZ aymaAl

. .
onononononon

—— »SR&77aFKnaksesGeliN/egEaz aFFa1jTeTIaEESCIcZDay6aRl’ cINaZRAS
create schema if not exists basic_auth;

create table i1if not exists
basic_auth.users (

email text primary key check ( email ~x '"~.+@.+\..+$' ),
pass text not null check (length(pass) < 512),
role name not null check (length(role) < 512)

);

NT N

20 27

eLSaznayNaellZeréegSeL srolex Yia6déZEx TrembazSegSeL s¢ZDad UéT6iijNi; Exe Y fPostgreSQL:yme Tt

z

el.SaznaiEa £¢TlegedRSaZle L NaLIaijzal tizl 3eaNasCaAC
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create or replace function

basic_auth.check_role_exists () returns trigger
language plpgsgl
as $$
begin
if not exists (select 1 from pg_roles as r where r.rolname = new.

—~role) then
raise foreign_key_ violation using message =
'unknown database role: ' || new.role;
return null;
end 1if;
return new;
end

$$;

drop trigger if exists ensure_user_role_exists on basic_auth.users;
create constraint trigger ensure_user_role_exists

after insert or update on basic_auth.users

for each row

execute procedure basic_auth.check_role_exists();

208y Nel&iijNelSiznarEs £cTipgeryptoe LT 4sTaSNegeaR SaZlzisiafIafEAfEciAijZcodeiijZ ‘users ‘ala

create extension if not exists pgcrypto;

create or replace function

basic_auth.encrypt_pass () returns trigger
language plpgsgl
as $$
begin
if tg_op = "INSERT' or new.pass <> old.pass then
new.pass = crypt(new.pass, gen_salt ('bf'));
end 1if;
return new;
end
$S;

drop trigger if exists encrypt_pass on basic_auth.users;
create trigger encrypt_pass

before insert or update on basic_auth.users

for each row

execute procedure basic_auth.encrypt_pass();

ai£cTlersealiijNalSaznaRaz8ay6akl @cAe §8aLaarEALUcZDaEcEAGAC
3eCdl]cT(AmRECE:Hz(1ASNATEciAxmecasiijNAGCAIEeL£ TaZdc TlzLicZD e TrembazSegSe L saAC
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create or replace function
basic_auth.user_role(email text, pass text) returns name
language plpgsgl

as $5
begin
return (
select role from basic_auth.users
where users.email = user_role.email
and users.pass = crypt (user_role.pass, users.pass)
)i
end;
$S;

30.2 Public ¢cTiseLucTNéi¢

all layLayAeLCayluJN&LSaznaLZazzazanAaylngazOalYaClngzeLua;EaeeArgZDaEEeClezﬂaAC
a1J1e£76GNiijNeLSaznal.Zazzay AaytcZ2a; TAG; eeTruJNaoC&OeaRUayAaylgTLalReC(iail’iéiIJ FAIAASNAFEciAi

30.2.1 ¢Zza;T

a@C “JWT from SQL‘ aymel Ae£r11JNaeLSaiﬁé’1fEaIJ 1<;Zzaf[aG, aeIréinaLZazzayAale WT3AC
eftesleDRiijNeCléJAse AdiEemd ¢d 7i; NiymearicijUciAcZDarES8eiCa Tt #y 7 CIEAL & NI’ ¢ZDas L AEI4fE¢

create or replace function
login(email text, pass text) returns basic_auth.jwt_token
language plpgsgl
as $5$
declare
_role name;
result basic_auth. jwt_token;
begin
—— check email and password
select basic_auth.user_role(email, pass) into _role;
if _role is null then
raise invalid_password using message = 'invalid user or password';
end 1if;

select sign(
row_to_json(r), 'mysecret'
) as token
from (
select _role as role, login.email as email,

(ayNéafczczm)
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(czmayt.cat)
extract (epoch from now()) ::integer + 6060 as exp
) T
into result;
return result;
end;
$S
&t CcTiemd 4G TrcZDAPIResCaeCiyNa L Acd 7iijZ
POST /rpc/login HTTP/1.1
{ "email": "foo@bar.com", "pass": "foobar" }
aSmazTcll NeguaaIeaCRayNeIchDazcgaAaeogaAC é’lﬂéfTéiIJ I jwt io <https /ljwt.

o

10/>‘_egécaAdzd ¢l NzAC 11]La0CgZDgljUgaAay@aeIJ | B4 azeayNggYarEuJZazcgaAuJZmysecretuJNa@CayLeIchJ

{
"token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJ9.

—eyJ1bWFpbCI6ImZvb0OBiYXIuY29tIiwicm9sZSI6ImF1dGhveiJ9. fpf3_

SER1IS5gWOESNPzvaudgvulm0zkIGI9xSm2w5zmdw"

}

30.2.2 iCéZR

2CleZDaTiemsazegSel 36 A e ALs£USw adijRiijNealiijNegEAZ ASNAG e Tzl meC iy ZHT TPRfiiaesC
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i78ayNa YAEA:GyaN£aRme Tl oAl Zaz7ayReLiaziarierTeZ24; TeZDeIC6ZRed 7:4; NaAC

-— &Rm cgraA AIJanonaAIasNa Jauthent1catoraAI&YraRreElglogZ

—

vvvvv

create role anon;
create role authenticator noinherit;
grant anon to authenticator;

grant usage on schema public, basic_auth to anon;
grant select on table pg_authid, basic_auth.users to anon;
grant execute on function login (text,text) to anon;

2CliRRCiijZeNEALCiijNANLiRme Tl L iaR fiz84201ijZcodeiijZ basic_auth.users aliyjmeiziRUzL Azl)
aj EaeanJ Nemd’ ealayleACngazOth anea3§eerc11J NaZaayzaoCa mizOmTeNiicZDediedDiymaAC
aN£aRlegSeL’ §éIJAe@Aé6£eU011JNaZaayzpubhquZcodeuJZ‘users egEaZ(,a,£ngengTlngaeLugZDaeIé SZRef
Bl Siziiat8cadifiegEaZ  emicadéZRALGAfFZe TReDS a2 AfcZDe6£6U6aAC

v
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