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CHAPTER 1

Contents

1.1 Introduction

API Browser Quick Guide

It can make your life easier if you use some kind of API browser application to explore the API when diving
into this documentation.

* We recommend to use the free Postman browser plugin.

* For easy onboarding take a look at our Explore the API using Postman Quick-Guide.

A hypermedia API provides an entry point to the API, which contains hyperlinks the clients can follow. Just like a
human user of a regular website, who knows the initial URL of a website and then follows hyperlinks to navigate
through the site. This has the advantage that the client only needs to understand how to detect and follow links. The
URLSs (apart from the inital entry point) and other details of the API can change without breaking the client.

The entry point to the Plone RESTful API is the portal root. The client can ask for a REST API response by setting
the 'Accept ' HTTP header to 'application/json': http

GET /plone HTTP/1.1
Accept: application/json
Authorization: Basic YWRtaW46c2VicmV0

curl

’curl -1 http://nohost/plone -H 'Accept: application/json' —-user admin:secret ‘

httpie

’http http://nohost/plone Accept:application/json —a admin:secret



http://www.getpostman.com/
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python-requests

requests.get ('http://nohost/plone', headers={
'"Accept': 'application/json',
}, auth=('admin', 'secret'))

This uses so-called ‘content negotiation’

1.1.1 Content Negotiation

Content negotiation is a mechanism defined in the HTTP specification that makes it possible to serve
different versions of a document (or more generally, a resource representation) at the same URI, so that
user agents can specify which version fit their capabilities the best.

The user agent (or the REST consumer) can ask for a specific representation by providing an Accept
HTTP header that lists acceptable media types (e.g. JSON):

GET /
Accept: application/json

The server is then able to supply the version of the resource that best fits the user agent’s needs. This is
reflected in the Content-Type header:

HTTP 200 OK
Content-Type: application/json

'data':

The server will then respond with the portal root in the JSON format:

HTTP/1.1 200 OK
Content-Type: application/json

"@components": {
"actions": ({
"@id": "http://localhost:55001/plone/Ractions"
}I
"breadcrumbs": {
"@id": "http://localhost:55001/plone/Rbreadcrumbs"
}I
"navigation": {
"@id": "http://localhost:55001/plone/@navigation"
}
}I
"@id": "http://localhost:55001/plone™",
"@type": "Plone Site",
"description": "",
"id": "plone",
"is_folderish": true,
"items": |
{
"@id": "http://localhost:55001/plone/front-page",
"@type": "Document",
"description": "Congratulations! You have successfully installed Plone.",

(continues on next page)
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"review_state": "private",
"title": "Welcome to Plone"
}

]I

"items_total": 1,

"parent": {},

"tiles": {},

"tiles_layout": {},

"title": "Plone site"

@id is a unique identifier for resources (IRIs). The @id property can be used to navigate through the web API by
following the links.

@type sets the data type of a node or typed value
items is a list that contains all objects within that resource.

A client application can “follow” the links (by calling the @id property) to other resources. This allows to build a
losely coupled client that does not break if some of the URLs change, only the entry point of the entire API (in our
case the portal root) needs to be known in advance.

Another example, this time showing a request and response for a document. Click on the buttons below to show the
different syntaxes for the request. http

GET /plone/front-page HTTP/1.1
Accept: application/json
Authorization: Basic YWRtaW46c2VijcmV0

curl

curl -i http://nohost/plone/front-page -H 'Accept: application/Jjson' --user
—admin:secret

httpie

http http://nohost/plone/front-page Accept:application/json -a admin:secret

python-requests

requests.get ('http://nohost/plone/front-page', headers={
'Accept': 'application/json',
}, auth=('admin', 'secret'))

HTTP/1.1 200 OK
Content-Type: application/json

"@Qcomponents": {
"actions": {
"@id": "http://localhost:55001/plone/front-page/QRactions™"

b
"breadcrumbs": {

"@id": "http://localhost:55001/plone/front-page/@breadcrumbs"
}I
"navigation": {

"@id": "http://localhost:55001/plone/front-page/@navigation"

(continues on next page)
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(continued from previous page)

b
"workflow": {

"@id": "http://localhost:55001/plone/front-page/Q@workflow"

}
by

"@id": "http://localhost:55001/plone/front-page",

"@type": "Document",
"UID": "SomeUUID0O00000000000000000000001"™,
"allow_discussion": false,
"changeNote": "",
"contributors": [],
"created": "2016-01-21T01:14:48+00:00",
"creators": |
"test_user_1_"
]I
"description": "Congratulations! You have
"effective": null,
"exclude_from_nav": false,
"expires": null,
"id": "front-page",
"is folderish": false,
"language": "",
"layout": "document_view",
"modified": "2016-01-21T01:24:11+00:00",
"parent": {
"@id": "http://localhost:55001/plone",
"Qtype": "Plone Site",
"description": "",
"title": "Plone site"
}I
"relatedItems": [],
"review_state": "private",
"rights": "",
"subjects": [],
"table_of_ contents": null,
"text": {
"content-type": "text/plain”,

successfully installed Plone.",

"data": "<p>If you're seeing this instead of the web site you were expecting, the,

—owner of this web site has just installed Plone.
—the Plone mailing lists about this.</p>",

"encoding": "utf-8"
}I
"title": "Welcome to Plone",
"version": "current",

"versioning enabled": true

Do not contact the Plone Team or_

And so on, see

1.1.2 Plone Content

How to get all standard Plone content representations. The syntax is given in various tools, click on ‘curl’,

‘http-request’ or ‘python-requests’ to see examples.

Note: For folderish types, collections or search results, the results will be batched if the size of the
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resultset exceeds the batch size. See Batching for more details on how to work with batched results.

Plone Portal Root:

http

GET /plone HTTP/1.1
Accept: application/json
Authorization: Basic YWRtaW46c2VijcmV0

curl

curl -i http://nohost/plone —-H 'Accept: application/json' —--user admin:secret

httpie

http http://nohost/plone Accept:application/json —-a admin:secret

python-requests

requests.get ('http://nohost/plone', headers={
'Accept': 'application/json',
}, auth=('admin', 'secret'))

HTTP/1.1 200 OK
Content-Type: application/json

"@components": {
"actions": {
"@id": "http://localhost:55001/plone/Q@actions™"
}I
"breadcrumbs": {
"@id": "http://localhost:55001/plone/@breadcrumbs”
}I
"navigation": {
"@id": "http://localhost:55001/plone/@navigation"
}
}’
"@id": "http://localhost:55001/plone",
"Qtype": "Plone Site",
"description": "",
"id": "plone",
"is folderish": true,
"items": [

"@id": "http://localhost:55001/plone/front-page",

"Qtype": "Document",
"description": "Congratulations! You have successfully installed Plone.
:_)",
"review_state": "private",
"title": "Welcome to Plone"
}
1,
"items_total": 1,

(continues on next page)
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(continued from previous page)

"parent": {},
"tiles": {},
"tiles_layout":
"title":

{1},

"Plone site"

Plone Folder:

http

GET /plone/folder HTTP/1.1
Accept: application/Jjson
Authorization: Basic YWRtaW46c2VijcmV0

curl

curl —-i http://nohost/plone/folder -H application/json'

—admin:secret

'Accept:

--user,,

httpie

http http://nohost/plone/folder Accept:application/json -a admin

:secret

python-requests

requests.get ('http://nohost/plone/folder', headers={
'Accept': 'application/json',
auth=('admin', 'secret'))

by

HTTP/1.1 200 OK
Content-Type: application/json

"@components": {
"actions": {
"@id": "http://localhost:55001/plone/folder/Q@actions”

b
"breadcrumbs": {

"@id": "http://localhost:55001/plone/folder/@breadcrumbs”
}’
"navigation": {

"@id": "http://localhost:55001/plone/folder/@navigation"

}y
"workflow": {
"@id": "http://localhost:

}

55001 /plone/folder/@workflow"

}

"@id": "http://localhost:55001/plone/folder",
"Qtype": "Folder",

"UID": "SomeUUIDO0O0O0000000000000O0OOCOOOOO2",

"allow _discussion":

false,

"contributors":

"created":

"creators": |
"test_user_1_"

"2016-01-21T07:14:48+00:00",

(1,

(continues on next page)
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(continued from previous page)

]I
"description":
"effective": null,
"exclude_ from nav":
"expires": null,
"id": "folder",
"is folderish":
"items": [
{
"@id":

false,

true,

}
1,
"items_total": 2,

"language": "",

"layout": "listing view",

"modified": "2016-01-21T07:24:11+00:00",
"nextPreviousEnabled": false,

"parent": {

"@id": "http://localhost:55001/plone",

"Qtype": "Plone Site",

"description": "",

"title": "Plone site"

}I
"relatedItems":
"review_ state":
"rights": "",
"subjects": [],
"title": "My Folder",
"version":

(1,

"private",

"current"

"This is a folder with two documents",

"http://localhost:55001/plone/folder/docl",

"@Qtype": "Document",

"description": "",

"review_state": "private",

"title": "A document within a folder"
}I
{

"@id": "http://localhost:55001/plone/folder/doc2",

"@type": "Document",

"description": "",

"review_state": "private",

"title": "A document within a folder"

Plone Document:

http

GET /plone/front-page HTTP/1.1

Accept: application/Jjson
Authorization: Basic YWRtaW46c2VijcmV0
curl

curl -i http://nohost/plone/front-page -H
—admin:secret

'Accept: application/json' --user,

httpie

1.1. Introduction
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http http://nohost/plone/front-page Accept:application/json —a admin:secret

python-requests

'Accept': 'application/json',
}, auth=('admin', 'secret'))

requests.get ('http://nohost/plone/front-page', headers={

HTTP/1.1 200 OK
Content-Type: application/json

"@components": {
"actions": {

b
"breadcrumbs": {

s
"navigation": {

o
"workflow": ({

}
b

"@type": "Document",

"allow_discussion": false,
"changeNote": "",
"contributors": [],

"creators": |
"test_user_1_"

]I

"description": "Congratulations!

"effective": null,

"exclude_from_nav": false,

"expires": null,

"id": "front-page",

"is folderish": false,

"language": "",

"layout": "document_view",

"parent": {

"@Qtype": "Plone Site",
"description": "",
"title": "Plone site"
}I
"relatedItems": [],
"review_state": "private",
"rights": "",
"subjects": [],
"table_of contents": null,
"text": {

"@id": "http://localhost:55001/plone/front-page/@actions”

"@id": "http://localhost:55001/plone/front-page/@breadcrumbs"

"@id": "http://localhost:55001/plone/front-page/@navigation"

"@id": "http://localhost:55001/plone/front-page/@workflow"

"@id": "http://localhost:55001/plone/front-page",

"UID": "SomeUUID0O00000000000000000O0O0O0O0OL"™,

"created": "2016-01-21T01:14:48+00:00",

"modified": "2016-01-21T01:24:11+00:00",

"@id": "http://localhost:55001/plone",

successfully installed Plone.",

(continues on next page)
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(continued from previous page)

"content-type": "text/plain",

"data": "<p>If you're seeing this instead of the web site you were_
—expecting, the owner of this web site has just installed Plone. Do not,
—contact the Plone Team or the Plone mailing lists about this.</p>",

"encoding": "utf-8"
}I
"title": "Welcome to Plone",
"version": "current",

"versioning_enabled": true

News Item:

Note: Here we show uuidl as an example uid for all image scales because this documentation is
autogenerated by the tests. When running in a real application, these uuidl values will be exchanged by
proper uuid4 values.

http

GET /plone/newsitem HTTP/1.1
Accept: application/Jjson
Authorization: Basic YWRtaW46c2VijcmV0

curl

curl -i http://nohost/plone/newsitem —-H 'Accept: application/json' --user
—admin:secret

httpie

http http://nohost/plone/newsitem Accept:application/json —a admin:secret

python-requests

requests.get ('http://nohost/plone/newsitem', headers={
'Accept': 'application/json',
}, auth=('admin', 'secret'))

HTTP/1.1 200 OK
Content-Type: application/json

"@components": {
"actions": {
"@id": "http://localhost:55001/plone/newsitem/Q@actions™"

}I
"breadcrumbs": {

"@id": "http://localhost:55001/plone/newsitem/@breadcrumbs”
}I
"navigation": {

"@id": "http://localhost:55001/plone/newsitem/@navigation™"
}I
"workflow": {

(continues on next page)
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(continued from previous page)

"@id" .
}
b
l'@id" .
" @typell .
"UID":

"created":
"creators":

"test_user_1_"

1,

"description":
"effective":
"exclude_ from nav":

"expires":
llid" .
"image": {

"content-type":
"download":
"filename":

"height":
"scales":
"icon":

"download":

"height": 8,
"width": 32

by

"large": {
"download":

"height": 56,
"width" :

by

"listing": {
"download":

"height": 4,
"width": 16

by

"mini":

"download":

"height": 52,
"width":

by

"preview": {
"download":

"height": 56,
"width" :

}

"download":

"http://localhost:55001/plone/newsitem",
"News Item",
"SomeUUIDO0O0O000000000000000000002",
"allow _discussion":
"changeNote": "",
"contributors": [],

"newsitem",

"http://localhost:55001/plone/newsitem/@workflow"

false,

"2016-01-21T02:14:48+00:00",
[

"This is a news item",
null,

false,

null,

"image/png",
"http://localhost:55001/plone/newsitem/Q@@images/uuidl.png",
"image.png",

56,

{

{

//localhost:

"http: 55001 /plone/newsitem/Q@@Rimages/uuidl.png

"http://localhost:55001/plone/newsitem/@Q@images/uuidl.png

215

"http://localhost:55001/plone/newsitem/QR@images/uuidl.png

{

"http://localhost:55001/plone/newsitem/@Q@images/uuidl.png

200

"http://localhost:55001/plone/newsitem/@Q@images/uuidl.png

215

: {

"http://localhost:55001/plone/newsitem/@Q@images/uuidl.png

(continues on next page)
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(continued from previous page)

"height": 33,
"width": 128
}I
"tile": {
"download": "http://localhost:55001/plone/newsitem/@@images/uuidl.png

"height": 16,
"width": 64
}
}I
"size": 1185,
"width": 215
}I
"image_caption": "This is an image caption.",
"is folderish": false,
"language": "",
"layout": "newsitem view",
"modified": "2016-01-21T02:24:11+00:00",
"parent": {
"@id": "http://localhost:55001/plone",
"Qtype": "Plone Site",
"description": "",
"title": "Plone site"
}I
"relatedItems": [],
"review_state": "private",
"rights": "",
"subjects": [],
"text": {
"content-type": "text/plain",
"data": "<p>Lorem ipsum</p>",
"encoding": "utf-8"
}I
"title": "My News Item",
"version": "current",
"versioning enabled": true

Event:

http

GET /plone/event HTTP/1.1
Accept: application/json
Authorization: Basic YWRtaW46c2VijcmV0

curl

curl —-i http://nohost/plone/event -H 'Accept: application/json' —--user,
—admin:secret

httpie

http http://nohost/plone/event Accept:application/json -a admin:secret

python-requests

1.1. Introduction
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'Accept':
auth=('admin',

by

'secret'))

requests.get ('http://nohost/plone/event’',
'application/json',

headers={

HTTP/1.1 200 OK
Content-Type:

}I
"breadcrumbs": {
"@id":
}I
"navigation": {
"@id":
}I
"workflow": {
"@id":
}
}I

"creators": |
"test_user_1_"
]I
"description": "This is an
"effective": null,
"end":
"event_url": null,
"exclude_ from nav":
"expires": null,
"id": "event",
"is_folderish":
"language": "",
"layout":
"location":
"modified":
"open_end":
"parent": {
"@id": "http://localhost
"Qtype": "Plone Site",
"description": "",
"title":

false,

false,

"event_view",
null,
"2016-01-21T03
false,

"Plone site"
}I

"recurrence":
"relatedItems":

null,
(1,

"@components": {
"actions": {
"@id": "http://localhost:

"http://localhost:

"http://localhost:

"http://localhost:

"@id":

"Qtype": "Event",

"UID":

"allow_discussion": false,
"attendees": [],
"changeNote": "",
"contact_email": null,
"contact_name": null,
"contact_phone": null,
"contributors": [],
"created": "2016-01-21T03:14:48+00

application/json

55001/plone/event/@actions™"

55001/plone/event/@breadcrumbs"

55001/plone/event/@navigation™”

55001/plone/event/@workflow"

"http://localhost:55001/plone/event",

"SomeUUID0O0000000000000O0O0O00O000C0C0O2",

00",

event",

"2013-01-01T12:00:00",

:24:11+00:00",

:55001/plone",

(continues on next page)
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(continued from previous page)

"sync_uid": null,
"text": null,
"title": "Event",
"version": "current",

"whole_day": false

"review_state": "private",
"rights" : n ll’

"start": "2013-01-01T10:00:00",
"subjects": [],

"versioning enabled": true,

Image:

Note: Here we show uuidl as an example uid for all image scales because this documentation is
autogenerated by the tests. When running in a real application, these uuidl values will be exchanged by

proper uuid4 values.

http

GET /plone/image HTTP/1.1
Accept: application/Jjson

Authorization: Basic YWRtaW46c2VijcmVO0

curl

—admin:secret

curl —-i http://nohost/plone/image -H

application/json' —--user,

httpie

http http://nohost/plone/image Accept:application/json —-a admin:secret

python-requests

}, auth=('admin', 'secret'))

requests.get ('http://nohost/plone/image’,
'Accept': 'application/json',

HTTP/1.1 200 OK

by

Content-Type: application/json

:55001/plone/image/QRactions”

"@components": {
"actions": {
"@id": "http://localhost
}I
"breadcrumbs": {
"@id": "http://localhost
}I
"navigation": {
"@id": "http://localhost

:55001/plone/image/@breadcrumbs”

:55001/plone/image/@navigation”

(continues on next page)
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(continued from previous page)

"workflow": {

}
b,

ll@typell : "Image",

"allow_discussion": false,
"contributors": [],

"creators": |

"test_user_1_"
]I
"description": "This is an image",
"effective": null,
"exclude_from_nav": false,
"expires": null,
"id": "image",
"image": {

"content-type": "image/png",

"filename": "image.png",
"height": 56,
"scales": {

"icon": {

"height": 8,
"width": 32
by

"large": {

"height": 56,
"width": 215
}I
"listing": {
"download": "http://localhost
"height": 4,
"width": 16
}I

"mini": {

"height": 52,
"width": 200
b

"preview": {

"height": 56,
"width": 215

by

"thumb": {

"height": 33,
"width": 128
by
"tile": {

"height": 16,

"download": "http://localhost:

"download": "http://localhost:

"download": "http://localhost:

"download": "http://localhost:

"download": "http://localhost:

"download": "http://localhost:

"@id": "http://localhost:55001/plone/image/@workflow"

"@id": "http://localhost:55001/plone/image",

"UID": "SomeUUIDO000000000000000C0O0O0O0O0O0O2",

"created": "2016-01-21T06:14:48+00:00",

"download": "http://localhost:55001/plone/image/Q@@images/uuidl.png"

55001 /plone/image/Q@@images/uuidl

55001 /plone/image/@@images/uuidl

:55001/plone/image/@Q@images/uuidl

55001/plone/image/@Q@images/uuidl

55001 /plone/image/@@images/uuidl

55001 /plone/image/Q@@images/uuidl

55001 /plone/image/@Q@images/uuidl.

.png",

.png",

.png",

-png",

.png",

.png",

png",

(continues on next page)
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(continued from previous page)

"width": 64
}
b
"size":
"width":

1185,
215
}I
"is folderish":
"language": "",
"layout": "image_view",
"modified": "2016-01-21T06:24:11+00:00",
"parent": {
"@id": "http://localhost:55001/plone",
"Qtype": "Plone Site",
"description": "",

false,

"title": "Plone site"
}I
"relatedItems": [],
"review_state": null,
"rights": "",
"subjects": [],
"title": "My Image",
"version": "current"

File:

http

GET /plone/file HTTP/1.1
application/json
Basic YWRtaW46c2VijcmV0

Accept:
Authorization:

curl

curl —-i http://nohost/plone/file -H 'Accept: application/Jjson'

—admin:secret

-—user,,

httpie

http http://nohost/plone/file Accept:application/json —a admin:secret

python-requests

requests.get ('http://nohost/plone/file', headers={
'Accept':

}, auth=('admin',

'application/json',
'secret'))

HTTP/1.1 200 OK
Content-Type: application/json

"@components": {
"actions": {
"@id": "http://localhost:55001/plone/file/QRactions™"

by

(continues on next page)
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(continued from previous page)

"breadcrumbs": {

by

"navigation": {

b

"workflow": {

}
by

"@type": "File",

"allow_discussion": false,
"contributors": [],

"creators": |

"test_user_1_"
]I
"description": "This is a file",
"effective": null,
"exclude_from_nav": false,
"expires": null,
"file": {

"filename": "file.pdf",
"size": 74429
}I
"id": "file",
"is folderish": false,
"language": "",
"layout": "file view",

"parent": {

"Qtype": "Plone Site",
"description": "",
"title": "Plone site"
}I
"relatedItems": [],
"review_state": null,
"rights": "",
"subjects": [],
"title": "My File",
"version": "current"

"@id": "http://localhost:55001/plone/file/@breadcrumbs”

"@id": "http://localhost:55001/plone/file/@navigation”

"@id": "http://localhost:55001/plone/file/@workflow"

"@id": "http://localhost:55001/plone/file",

"UID": "SomeUUID0O00000000000000000O00000O2",

"created": "2016-01-21T05:14:48+00:00",

"content-type": "application/pdf",
"download": "http://localhost:55001/plone/file/@Rdownload/file",

"modified": "2016-01-21T05:24:11+00:00",

"@id": "http://localhost:55001/plone",

Link:

http

GET /plone/link HTTP/1.1
Accept: application/Jjson
Authorization: Basic YWRtaW46c2VijcmV0

16
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curl

curl -i http://nohost/plone/link —-H 'Accept: application/json' --user,
—admin:secret

httpie

http http://nohost/plone/link Accept:application/json —-a admin:secret

python-requests

requests.get ('http://nohost/plone/link', headers={
'Accept': 'application/json',
}, auth=('admin', 'secret'))

HTTP/1.1 200 OK
Content-Type: application/json

"@components": {
"actions": {
"@id": "http://localhost:55001/plone/link/Q@actions"
}I
"breadcrumbs": {
"@id": "http://localhost:55001/plone/link/@breadcrumbs"
}I
"navigation": {
"@id": "http://localhost:55001/plone/link/@navigation”
}I
"workflow": {
"@id": "http://localhost:55001/plone/link/@workflow"
}
}y
"@id": "http://localhost:55001/plone/link",
"Qtype": "Link",
"UID": "SomeUUID000000000000000000000002",
"allow_discussion": false,

"changeNote": "",

"contributors": [],

"created": "2016-01-21T04:14:48+00:00",
"creators": |

"test_user_1_"
]I
"description": "This is a link",
"effective": null,
"exclude_from_nav": false,
"expires": null,
"id": "link",
"is folderish": false,
"language": "",
"layout": "link_ redirect_view",
"modified": "2016-01-21T04:24:11+00:00",
"parent": {
"@id": "http://localhost:55001/plone",
"Qtype": "Plone Site",
"description": "",
"title": "Plone site"

(continues on next page)
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(continued from previous page)

"remoteUrl": null,
"review_state": "private",
"rights": "",

"subjects": [],

"title": "My Link",
"version": "current",

"versioning enabled": true

Collection:

http

GET /plone/collection HTTP/1.1

Accept: application/Jjson
Authorization: Basic YWRtaW46c2VijcmV0
curl

curl —-i http://nohost/plone/collection -H
—admin:secret

'Accept:

application/json'

--user,

httpie

http http://nohost/plone/collection Accept:application/json —-a admin:secret

python-requests

requests.get ('http://nohost/plone/collection’,
'Accept': 'application/json',
}, auth=('admin', 'secret'))

headers={

HTTP/1.1 200 OK
Content-Type: application/json

"@components": {
"actions": {
"@id": "http://localhost:

b
"breadcrumbs": {

"@id": "http://localhost:
}I
"navigation": {

"@id": "http://localhost:

}I
"workflow": {
"@id": "http://localhost:
}
}I

55001 /plone/collection/@actions™

55001 /plone/collection/@breadcrumbs"

55001 /plone/collection/@navigation™

55001 /plone/collection/@workflow"

"@id": "http://localhost:55001/plone/collection",
"@type": "Collection",
"UID": "SomeUUIDO000000000000000O0OOOOOOO2",

"allow _discussion":
"contributors": [],

false,

(continues on next page)
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(continued from previous page)

"created": "2016-01-21T08:14:48+00:00",
"creators": |
"test_user_1_"

1,

"review_state": "private",

"title": "Welcome to Plone"
s
{
"@id": "http://localhost:55001/plone/docl",
"@Qtype": "Document",
"description": "",
"review_state": "private",
"title": "Document 1"
}I
{
"@id": "http://localhost:55001/plone/doc2",
"@type": "Document",
"description": "",
"review_state": "private",
"title": "Document 2"
}
]I
"items_total": 3,
"language": "",
"layout": "listing view",

"limit": 1000,

"customViewFields": |
{
"title": "Title",
"token": "Title"
}I
{
"title": "Creator",
"token": "Creator"
}I
{
"title": "Type",
"token": "Type"
b
{
"title": "ModificationDate",
"token": "ModificationDate"
}
]I
"description": "This is a collection with two documents",
"effective": null,
"exclude_from_nav": false,
"expires": null,
"id": "collection",
"is folderish": false,
"item count": 30,
"items": |
{
"@id": "http://localhost:55001/plone/front-page",
"Qtype": "Document",
"description": "Congratulations! You have successfully installed

Plone.

(continues on next page)

1.1. Introduction

19



plone.restapi Documentation, Release 1.0a1

(continued from previous page)

"modified": "2016-01-21T08:24:11+00:00",
"parent": {
"@id": "http://localhost:55001/plone",
"Qtype": "Plone Site",
"description": "",
"title": "Plone site"
}I
"query": [
{
"i": "portal_type",
"o": "plone.app.querystring.operation.string.is",
"v": "Document"
}
1,
"relatedItems": [],
"review_state": "private",
"rights": "",
"sort_on": null,
"sort_reversed": null,
"subjects": [],
"text": null,
"title": "My Collection",
"version": "current"
}

1.2 Authentication

plone.restapi uses Plone PAS for Authentication.

That means that any authentication method supported by an installed PAS Plugin should work, assuming it’s an au-
thentication method that makes sense to use with an API.

For example, to authenticate using HTTP basic auth, you’d set an Authorization header:

GET /Plone HTTP/1.1
Authorization: Basic Zm9vY¥mFyOmZvb2Jhcgo=
Accept: application/json

HTTP client libraries usually contain helper functions to produce a proper Authorization header for you based
on given credentials.

Using the request s library, you’d set up a session with basic auth like this:

import requests

session = requests.Session ()

session.auth = ('username', 'password")
session.headers.update ({'Accept': 'application/json'})
response = session.get (url)

Or the same example using curl:

curl -u username:password —-H 'Accept:application/Json' SURL
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1.2.1 JSON Web Tokens (JWT)

plone.restapi includes a Plone PAS plugin for authentication with JWT. The plugin is installed automatically
when installing the product.

Acquiring a token (@login)

A JWT token can be acquired by posting a user’s credentials to the @1 ogin endpoint. http

POST /plone/@login HTTP/1.1
Accept: application/json
Content-Type: application/json

"login": "admin",
"password": "secret"

curl

curl -i —-X POST http://nohost/plone/Q@Rlogin -H 'Accept: application/Jjson' —-H 'Content-—

—Type: application/json' --data-raw '{"login": "admin", "password": "secret"}'
httpie
echo '/{
"login": "admin",
"password": "secret"
}' | http POST http://nohost/plone/@login Accept:application/json Content-

—Type:application/json

python-requests

requests.post ('http://nohost/plone/@login', headers={

'Accept': 'application/json',

'Content-Type': 'application/json',
}r Json={

'login': 'admin',

'password': 'secret',

})

The server responds with a JSON object containing the token.

HTTP/1.1 200 OK
Content-Type: application/Jjson

"token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJI9.
—eyImdWxsbmEFtZSI6IiIsInN1IYiI6ImFkbWluIn0.RV18ZFIWIaA-8ujyuldvw0j3F3gF JIHDIJFKOGE6]_0"
}

Authenticating with a token

The token can now be used in subsequent requests by including it in the Authorization header with the Bearer
scheme: http
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GET /plone/ HTTP/1.1

Accept: application/json

Authorization: Bearer eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJ9.
—eyImdWxsbmFtZSI6IiIsInN1YiI6ImFkbWluIn0.RV18ZFIJWIaA-8ujyulJvw0j3F3gF JIHDIJFKOGE65_0

curl

curl -i http://nohost/plone/ -H 'Accept: application/json' -H 'Authorization: Bearer
—eyJhbGciOiJIUzIINiIsINR5cCI6IkpXVCIY . eyImdWxsbmFtZSI6IiIsInN1YiTI6ImFkbWluInO.
—RV18ZFJWIaA-8ujyulJvw0j3F3gF jIHDIJFKOGE63_0"

httpie

http http://nohost/plone/ Accept:application/json Authorization: 'Bearer
—eyJhbGciOiJIUzZIINIiIsInR5cCI6IkpXVCI9.eyImdWxsbmFtZSI6IiIsInN1YiI6ImFkbWluInO.
<RV18ZFJWIaA-8ujyulJvw0j3F3gF JIHDIJFKOGE65_0"

python-requests

requests.get ('http://nohost/plone/', headers={
'Accept': 'application/json',
'Authorization': 'Bearer eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJ9.
—eyImdWxsbmFt ZSI6I1iIsInN1YiI6ImFkbWluIn0.RV18ZFIWIaA-8ujyulIvw0j3F3gF JTHDIJFKOGF69_0

1
',

})

Renewing a token (@login-renew)

By default the token will expire after 12 hours and thus must be renewed before expiration. To renew the token simply
post to the @login-renew endpoint. http

POST /plone/QRlogin-renew HTTP/1.1

Accept: application/json

Authorization: Bearer eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJ9.
—eyIdmdWxsbmFtZSI6IiIsInN1YiI6ImFkbWluIn0.RV18ZFJWIaA-8ujyuldvw0j3F3gF JIHDIJFKOGEF67]_0

curl

curl -i -X POST http://nohost/plone/@login-renew —-H 'Accept: application/json' -H
—'Authorization: Bearer eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJI9.
—eyImdWxsbmFtZSI6IiIsInN1YiI6ImFkbWluIn0.RV18ZFJWIaA-8ujyulIvw0j3F3qF JIHDIJFKOGEF69_0"

httpie

http POST http://nohost/plone/QRlogin-renew Accept:application/Jjson Authorization:
— 'Bearer eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJIY.
—eyImdWxsbmFtZSI6IiIsInN1YiI6ImFkbWluIn0.RV18ZFIWIaA-8ujyulJvw0j3F3gF JIHDIJFKOGE69_0"

python-requests

requests.post ('http://nohost/plone/@login-renew', headers={

'Accept': 'application/json',

'Authorization': 'Bearer eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJ9.
—eyImdWxsbmFtZSI6IiIsInN1YiI6ImFkbWluIn0.RV18ZFIWIaA-8ujyuldvw0j3F3gFJIHDIJFKOGE69_0

1
— 'y

})
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The server returns a JSON object with a new token:

HTTP/1.1 200 OK
Content-Type: application/json

"token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJII9.
—eyImdWxsbmFtZSI6IiIsInN1YiI6ImFkbWluIn0.RV18ZFIJWIaA-8ujyulJvw0j3F3qF JTHDIJFKOGF69_0"
}

Invalidating a token (@logout)

The @logout endpoint can be used to invalidate tokens. However by default tokens are not persisted on the server
and thus can not be invalidated. To enable token invaldiation, activate the store_tokes option in the PAS plugin. If
you need tokens that are valid indefinitely you should also disable the use of Plone’s keyring in the PAS plugin (option
use_keyring).

The logout request must contain the existing token in the Authorization header. http

POST /plone/@logout HTTP/1.1

Accept: application/json

Authorization: Bearer eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJ9.
—eyImdWxsbmFtZSI6IiIsInN1YiI6ImFkbWluIn0.RV18ZFIJWIaA-8ujyulJvw0j3F3gF JIHDIJFKOGE65_0

curl

curl —-i -X POST http://nohost/plone/@logout -H 'Accept: application/json' -H
— 'Authorization: Bearer eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJ9.
SeyImdWxsbmFtZ2SI6I1IsInN1YiI6ImFkbWluIn0.RV18ZFIWIaA-8ujyuldvw0j3F3gF jIHDIJFKOGE63_0"

httpie

http POST http://nohost/plone/@logout Accept:application/json Authorization: 'Bearer
—eyJhbGciOiJIUZzIINiIsInR5cCI6IkpXVCI9. eyImdWxsbmFtZSI6IiIsInN1YiTI6ImFkbWluInO.
<RV18ZFJWIaA-8ujyulJvw0j3F3qFjIHDIJFKOGF69_0"

python-requests

requests.post ('http://nohost/plone/@logout', headers={
'Accept': 'application/json',
'Authorization': 'Bearer eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJ9.
—eyImdWxsbmFtZSI6I1iIsInN1YiI6ImFkbWluIn0.RV18ZFIJWIaA-8ujyulIvw0j3F3gF JTHDIJFKOGF69_0
|l

',

})

If invalidation succeeds, the server responds with an empty 204 reponse:

HTTP/1.1 204 No Content

1.2.2 Permissions

In order for a user to use the REST API, the plone.restapi: Use REST API permission is required.

By default, installing the plone.restapi:default profile will assign this permission to the Anonymous role,
so everybody is allowed to use the REST API by default.
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If you wish to control in more detail which roles are allowed to use the REST API, please assign this permission
accordingly.

As well as the plone.restapi: Use REST API permission some of the common Plone permissions are also
required, depending on the particular service. For example, retrieving a resource using GET will require View, adding
an object using POST will require Add portal content, and so on.

In order to modify/override this behavior, if your custom service class inherits from plone.restapi.services.
Service, just override the method check_permission and add your custom checks accordingly.

1.3 Explore the API using Postman

To discover the API interactively, using Postman is recommended.

Note

The Chrome-Extension version of Postman is deprecated and it is recommended to use the native app available instead.

1.3.1 Configuration

To easily follow links returned by request based on the API,
* go to the menu under the wrench icon on the top right

* choose Settings

* activate the option Retain headers on clicking on links by selecting ON:

SETTIMNGS

General
REQUEST HEADERS
Trim keys and values in request body Send no-cache header & onN
SsSL certificate verification @ on Send Postman Token header @ on
Always open reguests in new tab Retain headers when clicking on links @ onN
Language detection Auto Automatically follow redirects & onN
Reguest timeout in ms (0 for infinity) 0 Send anonymous usage data to Postman
USER INTERFACE
Editor Font Size (px) 12
Two-pane view (beta)

This option makes sure, once a HTTP-Header is configured, it will be reused during following requests , if these
are initiated by clicking on links resulting from the initial request. This way navigating the structure using the API
becomes a snap.
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The option Send anonymous usage data to Postman should be deactivated by setting to OFF.

1.3.2 Usage

Choose the suitable HTTP Verb to be used for your request. This can be selected using the Postman HTTP Verb ->
GET drop-down menu.

Enter the Object URL of the object that should be the target of a request into the URL field right to the HTTP Verb:

Mo Environment

HTTP Verb URL

GET http://localhost:8080/Plone Params Save

Now set the appropriate HTTP headers.
» The Authorization Header for the authentication related to the right user

* The Accept Header to initiate the right behaviour by the API related to this Request.

To set the Authorization Header, there is a reserved tab, that is responsible to generate the final Header based on the
authentication method and username + password.

You have to select
* in the drop-down menu Basic Auth -> the term Basic Auth as the authentication method
* A valid existing user with appropriate permissions

After providing these parameters you can create the resulting Authorization Header and insert it into the prepared
request by clicking on Preview Request.

Authorization @ (2)

re while working in a collaborative %

Username admin

Password

Show Password
Preview Request

Under the Headers tab you now need to insert in the Accept Header application/json* header as well:

[ ] Headers (2)
Key Value Description Bulk Edit ~ Presets =

| Authorization Basic YWRtaW46YWRtaW4=

application/json

The request is now ready and can be send by clicking on Send button.
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The Response of the server is now displayed below the Request. You can easily follow the links on the @id attributes
by clicking on them. For every link Postman has prepared another request sharing the same headers that can be send
again by licking on the Send button.

Body (5) Status: 200 0K Time: 1896 ms  Size: 1.74 KB

Pretty JSON =

2 @components”: {
3 breadcrumbs™: {
@id": “http://localhost:B688/Plone/@breadcrumbs

i ﬁavtgatton HEN
7 @id": “http://localhost:8888/Plone/@navigation
1

9 L

16 @id™: “http:f/localhost:B688/Plone”,
11 @type”: "Plone Site”,

12 id™: "Plone”,

3 is_folderish™: true,

items™: [

@id": “http://localhost:8888/Plone/front-page”,

@type”: “Document”,

description”™: "Congratulations! You have successfully installed Plone.”,
rgu:’.ew_stat:z H puhlt‘shed f

Conclusion

You can now explore the whole stucture of your application easily via the API using GET requests.

1.4 Content Manipulation

plone.restapi does not only expose content objects via a RESTful API. The API consumer can create, read, update,
and delete a content object. Those operations can be mapped to the HTTP verbs POST (Create), GET (Read), PUT
(Update) and DELETE (Delete).

Manipulating resources across the network by using HTTP as an application protocol is one of core principles of the
REST architectural pattern. This allows us to interact with a specific resource in a standardized way:

Verb URL Action
POST /folder Creates a new document within the folder
GET /folder/{document-id} | Request the current state of the document

PATCH /folder/{document-id} | Update the document details
DELETE | /folder/{document-id} | Remove the document

1.4.1 Creating a Resource with POST

To create a new resource, we send a POST request to the resource container. If we want to create a new document
within an existing folder, we send a POST request to that folder: http

POST /plone/folder HTTP/1.1

Accept: application/json
Authorization: Basic YWRtaW46c2VijcmV0
Content-Type: application/Jjson

{
"@type": "Document",
"title": "My Document"
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curl

curl -i -X POST http://nohost/plone/folder -H 'Accept: application/Jjson' -H 'Content-
—Type: application/Jjson' —--data-raw '{"Q@type": "Document", "title": "My Document"}' -
—-user admin:secret

httpie
echo '{
"@type": "Document",
"title": "My Document"
}'" | http POST http://nohost/plone/folder Accept:application/json Content-

—Type:application/json —-a admin:secret

python-requests

requests.post ('http://nohost/plone/folder', headers={

'Accept': 'application/json',
'Content-Type': 'application/Jjson',
}, Json={
'@type': 'Document',
'title': 'My Document',
}, auth=('admin', 'secret'))

By setting the ‘Accept’ header, we tell the server that we would like to receive the response in the ‘application/json’
representation format.

The ‘Content-Type’ header indicates that the body uses the ‘application/json’ format.

The request body contains the minimal necessary information needed to create a document (the type and the title).
You could set other properties, like “description” here as well.

Successful Response (201 Created)

If a resource has been created, the server responds with the 20/ Created status code. The ‘Location’ header contains
the URL of the newly created resource and the resource representation in the payload:

HTTP/1.1 201 Created
Content-Type: application/json
Location: http://localhost:55001/plone/folder/my—-document

"@components": {
"actions": {
"@id": "http://localhost:55001/plone/folder/my—-document/@actions"
b
"breadcrumbs": {
"@id": "http://localhost:55001/plone/folder/my—-document/@breadcrumbs"
by
"navigation": {
"@id": "http://localhost:55001/plone/folder/my—-document/@navigation"

}’
"workflow": {
"@id": "http://localhost:55001/plone/folder/my—document/@workflow"
}
}I
"@id": "http://localhost:55001/plone/folder/my—-document",

(continues on next page)

1.4. Content Manipulation 27




plone.restapi Documentation, Release 1.0a1

(continued from previous page)

"@type": "Document",
"UID": "SomeUUID0O00000000000000000000005",
"allow_discussion": false,
"changeNote": "",
"contributors": [],
"created": "2016-10-21T19:00:00+00:00",
"creators": |
"admin"
]I
"description": "",
"effective": null,
"exclude_from_nav": false,
"expires": null,
"id": "my-document",
"is folderish": false,
"language": "",
"layout": "document_view",
"modified": "2016-10-21T19:00:00+00:00",
"parent": {

"@id": "http://localhost:55001/plone/folder",

"Qtype": "Folder",

"description": "This is a folder with two documents",

"review_state": "private",
"title": "My Folder"
}I
"relatedItems": [],
"review_state": "private",
"rights": "",
"subjects": [],
"table_of_ contents": null,
"text": null,
"title": "My Document",
"version": "current",
"versioning enabled": true

Unsuccessful Response (400 Bad Request)

If the resource could not be created, for instance because the title was missing in the request, the server responds with

400 Bad Request:

HTTP/1.1 400 Bad Request
Content-Type: application/json

'message': 'Required title field is missing'

The response body can contain information about why the request failed.

Unsuccessful Response (500 Internal Server Error)

If the server can not properly process a request, it responds with 500 Internal Server Error:

28
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HTTP/1.1 500 Internal Server Error
Content-Type: application/json

'message': 'Internal Server Error'

The response body can contain further information such as an error trace or a link to the documentation.

Possible POST Responses

Possible server reponses for a POST request are:
* 201 Created (Resource has been created successfully)
* 400 Bad Request (malformed request to the service)

* 500 Internal Server Error (server fault, can not recover internally)

POST Implementation

A pseudo-code example of the POST implementation on the server:

try:
order = createOrder ()
if order == None:
# Bad Request
response.setStatus (400)
else:
# Created
response.setStatus (201)
except:
# Internal Server Error
response.setStatus (500)

TODO: Link to the real implementation. .. [

1.4.2 Reading a Resource with GET

After a successful POST, we can access the resource by sending a GET request to the resource URL: http

GET /plone/folder/my-document HTTP/1.1
Accept: application/json
Authorization: Basic YWRtaW46c2VicmV0

curl

curl —-i http://nohost/plone/folder/my-document -H 'Accept: application/Jjson' —--user,,
—admin:secret

httpie

http http://nohost/plone/folder/my-document Accept:application/json —a admin:secret

python-requests
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requests.get ('http://nohost/plone/folder/my-document',
'Accept': 'application/json',

}, auth=('admin', 'secret'))

You can also set the include_items GET parameter to false if you don’t want to include children.

Successful Response (200 OK)

If a resource has been retrieved successfully, the server responds with 200 OK:

HTTP/1.1 200 OK
Content-Type: application/json

"@components": {

}y

"actions": {

"@id": "http://localhost:

by
"breadcrumbs": {

"@id": "http://localhost:

b

"navigation": {

"@id": "http://localhost:

b

"workflow": {

"@id": "http://localhost:

}

"@id": "http://localhost:55001/plone/folder/my-document",
"@type": "Document",
"UID": "SomeUUIDO0O0O0O0O00O0O0000000000O000O0OS™,

"allow_discussion": false,
"changeNote": "",
"contributors": [],

"created": "2016-10-21T19:00:00+00:00",

"creators": |
"admin"
]I
"description": "",
"effective": null,
"exclude_from nav": false,
"expires": null,
"id": "my-document",
"is_folderish": false,
"language": "",
"layout": "document_view",
"modified": "2016-10-21T19
"parent": ({
"@id": "http://localhost
"Qtype": "Folder",

"description": "This is a folder with two documents",

:00:00+00:00",

:55001/plone/folder",

"review_state": "private",

"title": "My Folder"

b
"relatedItems": [],
"review_state": "private",

55001/plone/folder/my—-document/Qactions"

55001/plone/folder/my-document/Q@breadcrumbs"

55001/plone/folder/my-document/@navigation"

55001/plone/folder/my—document/Qworkflow"

(continues on next page)
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"rights": "",

"subjects": [],

"table_of_ contents": null,
"text": null,

"title": "My Document",
"version": "current",
"versioning enabled": true

Note: For folderish types, collections or search results, the results will be batched if the size of the resultset exceeds
the batch size. See Barching for more details on how to work with batched results.

Unsuccessful response (404 Not Found)

If a resource could not be found, the server will respond with 404 Not Found:

HTTP/1.1 404 Not Found
Content-Type: application/json

'error': 'NotFound'

GET Implementation

A pseudo-code example of the GET implementation on the server:

try:
order = getOrder ()
if order == None:
# Not Found
response.setStatus (404)
else:
# OK
response.setStatus (200)
except:
# Internal Server Error
response.setStatus (500)

You can find implementation details in the plone.restapi.services.content.add.FolderPost class

GET Responses

Possible server reponses for a GET request are:
e 200 OK
* 404 Not Found

e 500 Internal Server Error
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https://github.com/plone/plone.restapi/blob/dde57b88e0f1b5f5e9f04e6a21865bc0dde55b1c/src/plone/restapi/services/content/add.py#L35-L61
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