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openmediavault is a complete network attached storage (NAS) solution based on Debian Linux.
* It’s available for x86-64 and ARM platforms.
* Features a full Web Administration interface.
¢ Can be controlled via SSH, if enabled.

» Access to file storage is possible with a variety of different protocols such as FTP, SMB/CIFS or NFS and can
be controlled with Access Right Management for users and groups.

openmediavault is primarily designed to be used in home environments or small home offices, but is not limited to
those scenarios. It is a simple and easy to use out-of-the-box solution that everyone can install and administer without
needing expert level knowledge of Networking and Storage Systems.

The system is built on a modular design and can be easily extended with plugins available right after installation of the
base system. Additional 3rd-party plugins are available via the OMV-Extras repository.

CONTENTS: 1
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CHAPTER
ONE

RELEASES

Table 1: openmediavault historical releases

Ver- Codename Base Distro  Status Date Released
sion

0.2 Ix Debian 6 EOL Oct 2011
0.3 Omnious Debian 6 EOL Jul 2012
0.4 Fedaykin Debian 6 EOL Sep 2012
0.5 Sardoukar Debian 6 EOL Aug 2013
1.0 Kralizec Debian 7 EOL - Dec 2015 Sept 2014
2.0 Stoneburner Debian 7 EOL - Jun 2017 Jun 2015
3.0 Erasmus Debian 8 EOL - Jun 2018 Jun 2016
4.0 Arrakis Debian 9 EOL - Jun 2020 Apr 2018
5.0 Usul Debian 10 EOL - Jun 2022 Mar 2020
6.0 Shaitan Debian 11 EOL - Jul 2024 May 2022
7.0 Sandworm Debian 12 EOL - Jun 2026 Mar 2024
8.0 Synchrony Debian 13 Stable Dec 2025
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CHAPTER
TWO

PREQUISITES

openmediavault is the most flexible Network Attached Storage (NAS) on the market, this is because it relies on running
on the operating system Debian GNU/Linux’

Any system has software and hardware requirements, also minimal ones and recommended ones.

2.1 Hardware requirements

ltem  supported Minimal Best Recommendation

DRIV SSD/HDD/USB... 1,any 2,HHD 2 disks: Seagate Firecuda, WD Black, IronWolf
RAM 1GiB+ any 1GiB 4Gig 8GiB+ dual channel DDR4/DDR3

NIC WiFi/Ether/USB any 10Mb NIC  1GiB NIC or 10Gb NICs: SFP fiber

CPU arm,x86,x64 32bit 64bit Intel Dual Core, AMD Ryzen

2.1.1 Storage drives (DRIV)

This is the key of the system. openmediavault supports any drive hardware and any drive interface (SATA, ISE, SCSI,
USB, SERIAL) but information and management will depend on the disk drives supported by Debian system. Sup-
ported Debian OS versions can be checked in the releases section.

Modern storage drives have firmware inside that reports several attributes. Any storage drives is supported but open-
mediavault only supports SMART for those disks that are connected to an HBA in pass-through mode.

The system manages two types of storage unit classification:

System drive storage (SDS)
The Storage Disk Drive(s) used to put the system program files. This system drive (which can consist of several
partitions) cannot officially be used for shared resources or as user data drive. The recommendation for the
system drive(s) hardware could be older spinning Hard Disk Drives (HDD), Disk-on-Module®, CompactFlash*
or thumb drives (USB), the Solid State Disks (SDD?) must be managed. Best option are the Helium Hard Drives
(HHD).

Data drive storage (DDS)
The storage disk drive(s) where the user data will be stored. Cannot be the same of the system drive(s) and
sizes will depend of the usage of the stored user data. Shared resources are managed over partitions, which
is discussed in the software requirements topic below. The recommendation for the Data drives must be Solid
State Disks (SSD? disks) for best performance or spinning Hard Disk Drives (HDD) for better device durability
over time.

9 https://www.debian.org/intro/about.en.html#what

3 https://en.wikipedia.org/wiki/Solid-state_drive#DOM
4 https://en.wikipedia.org/wiki/CompactFlash

2 https://en.wikipedia.org/wiki/Solid-state_drive
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https://en.wikipedia.org/wiki/Solid-state_drive#DOM
https://en.wikipedia.org/wiki/CompactFlash
https://en.wikipedia.org/wiki/Solid-state_drive
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For RAID, SnapRAID, or mergerfs setups, prefer CMR drives over SMR. SMR drives can stall during rebuilds
and parity sync, and the recording technology usually isn’t obvious from the model number. A reference like the
NAS CMR/SMR drive list helps you check before buying.

2.1.2 Memory (RAM)

Sufficient RAM is vital to maintaining peak performance. There are several combinations of installation sizes but the
recommendation is at least 4GiB for novice administrators.

For best practice you should have 8GiB of RAM for basic operations in default installation, and no matter the size,
RAM must be configured in Dual Channel mode® which will improve performance in low memory installations.

Unlike other NAS systems openmediavault can run in with as low as 1GiB of RAM, but of course will need expertise.

2.1.3 Network interface card (NIC)

A NAS system as means is a network oriented system, of course openmediavault is the most flexible NAS system in
the world and allows multiple ways of communication, this is because openmediavault offers several modes of shared
resources like RSYNC that do not depends on networking. But there are few key points:

* NAS write speed to storage is limited to the speed of your NAS computer network interface.
¢ NAS write speed to storage is limited to the speed of your network.
* Write speed to storage depends on ratio of the number of users accessing it.

Full-duplex NICs are recommended, half-duplex NICs typically offer 10/100 Mbit/s and storage drives far exceed those
speeds but are of course supported by openmediavault.

Any supported NIC vendor is determined by the support of the operating system where openmediavault system resides
and runs, which is Debian GNU/Linux.

2.1.4 Architecture (CPU)

We have already denoted in the requirements table the supported architectures or processors (which reduces and deter-
mines which computers can be used) but this is really a reference since it is determined by the support of the operating
system where openmediavault system resides and runs, which is Debian GNU/Linux.

Any computer system supported by the common requirements of Debian operating system could be an open-
mediavault system installation target. Currently supported are AMDG64 (x86/x86-64 64bits), i386 (x86 32bits),
ARMv7+ARMYvS8 (arm64 64bits armel/armhf 32bits). The 1386 version is no longer officially supported since ver-
sion 6, although it is still published by the project due to the nature of openmediavault technology.

2.2 Software requirements

Item Software Minimal Best Recommendation

OS Debian Linux 13 13

BOOT BIOS,UBOOT,UEFI BIOS,mbr BIOS, GPT Disable Secure boot, GPT table

SDS HDD,SSD,USB... 1, 4GiB 2, 120+500GiB Disk drive with 120G root size, 8G swap size
DDS HDD,SSD,USB... 0 or any HHD,1 per share  One disk or part per shared resource

NET LAN,WAN,SAN,VPN LAN SAN,PAN,LAN  Fiber IPv4, or at least cable LAN

8 https://en.wikipedia.org/wiki/Multi-channel_memory_architecture
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2.2.1 Operating system (OS)

openmediavault is a piece of software, it resides and runs under a key software OS named Debian GNU/Linux as “the

universal operating system”"¢ -

Supported Debian OS versions can be checked in the releases section.

While possible to deploy in a virtual environment, depending of the nature of virtualization it will degrade the perfor-
mance access in various ways. Installation in LXC or any other container based solution is not supported.

Whatever the situation, openmediavault assumes that target operating system does not have any previous installation
of any of the programs used by openmediavault dependencies:

software package related to Observations

http server nginx web interface port 80 must be free at installation

http system php web interface only OS php packages wil be used!

display GUI  lighdm,xdm.. Desktop install Conflicts, any will be deinstalled

network man  netplan.io Networking network is managed by openmediavault with netplan
ssh server ssh Remote access  any configuration will be managed

smb server samba Shared drives any configuration will be managed

quota man quota Quota manage  any configuration will be managed

2.2.2 Device boot (BOOT)

The boot type and its support is determined by the Debian operating system which supports BIOS, UEFI, PXE, UBOOT
and many others, the configurations of these depend on the installation of the operating system and once done the
openmediavault can be installed without problems.

However the downloadable and ready-to-use ISO image from the official openmediavault website only supports AMD64
with BIOS mode boot at the moment. If you want to have openmediavault on other computers with another boot
type/mode, then you should install Debian first and then manually openmediavault.

Supported Debian OS versions can be checked in the releases section.

2.2.3 System drive storage (SDS)

Any brand of storage disk will be supported as long as it is supported by Debian since it is where openmediavault
system resides and runs, check it at the releases section.

The system storage disk will be fully managed and taken over by openmediavault after installed. In case of the official
ISO installation, will automatically partition the system storage disk drive into 3 partitions. See table below for details.

In case of a manual installation on a previous Debian operating system, this drive should have at least two partitions.
See table below for details.

Partition Mininmal Bestsize Mandatory

/boot 256Mib 500Mib Optional, partition used to boot

/ 4Gi 120GiB Yes, the partition were system install
swap 100Mib 16GiB Optional, the partition for virtual ram

2.2.4 Data drive storage (DDS)

The data storage disk will be partially managed by the openmediavault after installation, and only in customized instal-
lation this can be a partition of the same system drive storage.

2.2. Software requirements 7
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Each data storage drive will be managed, but regardless of the partitioning scheme, all data drive partitions will be
mounted at the /srv/ path. The data storage drive must be a different disk drive than the system disk drive where
the operating system is installed. One partition of each data drive can handle one or many shared resources.

Partition ~ Min size Best size Mandatory
/srv/<*> 100Mib  bigger Yes, size as need! E.g. 128GiB,500GiB,4TiB

2.3 Technical notes

Take into consideration that the more customized the installation is, the less supported it could be.

openmediavault allows for deployments on systems with low hardware/software specification, at the hands of knowl-
edgeable operator while other NAS systems allow ease of use at the cost of high requirements. openmediavault allows
both as well in a well balanced use case!”

2.3.1 About minimal or custom setups

Please note that openmediavault systems can be installed on just 4GiB of system partition, with no more than 1GiB of
RAM and using a WiFi or USB connection to access it remotely, on any small device such as Raspberry Pi or Banana
Pi boars which are ARM, or old i386s machines no matter if those are 32 or 64 bits, but of course as more unique the
configuration the more knowledge will be need as per issue comment #131.

Technically OMV can be installed on a single storage disk, this is possible if it is done on a previously configured
Debian system, with a free partition apart from the 3 necessary system partitions, previously formatted and configured.
Of course this is only possible for skilled Linux users.

2.3.2 Drive Storage technical details

System Drives are not managed as same of Data Drives. System drives are not so intensively used, but Data Drives will
need tricks to extend the useful life. Drivers support is by the project https://www.smartmontools.org/wiki/TocSupport

If you use a Flash Drive, select one with static wear leveling 6, without this the drive will have a very short lifetime. It
is also recommended to install and activate the Flash Memory plugin.

In the same Solid State Disk, or rather Drive (SSD) for x86 based architectures, is usually only recognized properly by
the BIOS or UEFI, when in the BIOS/UEFI the feature AHCI has been activated for SATA (instead of IDE). Modern
computers have that by default. But on old machines the default might/could be IDE. About ARM based computers
this is not a problem, when used SATA interfaces, but on eMMCs will need some tuning because they are treated like
Flash drives.

On SSDs, the cleaning action TRIM is recommended for sustained long-term performance. Otherwise it might become
slow with time. Very old SSD’s from before 2010 usually don’t support TRIM.

Take note that eMMCs, SSDs, Flash drives will have a lifetime degradation, excessive writes wear out those drives
faster, specially in they are very cheap.

On SSDs Hibernation (suspend-to-disk) causes a huge amount of write actions, openmediavault is a server system so
it is expected to stay always on or off.

2.3.3 About compression or encryption

Enabling encryption on SSDs also means more writes which wear out SSDs, eMMC:s or Flash drives faster.

As well as enabling compression on filesystems like Btrfs or ZFS; although Ext4 has better commit timing; a parameter
with commit=600 to 800 is best for this particular one.

7 https://forum.openmediavault.org/index.php?board/29- guides/
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2.3.4 Partition table technical details

Of course, the supported partition tables will depend on the installation mode, and openmediavault can handle any type
of partition table supported by the Debian. This is because to manage shares on new or uninitialized storage drives it
will need to create partitions or at least read structure of them.

2.3. Technical notes 9



openmediavault Documentation, Release 8.x.y

10 Chapter 2. Prequisites



CHAPTER
THREE

INSTALLATION

A Warning

openmediavault does not support installation in LXC or any other container based solution.

Before you begin:
* Check if your hardware is supported on the system requirements page.

Installation variants:
Choose your installation variant and follow the instructions.

© Note

Choose the Dedicated drive variant if you like to install openmediavault from scratch on x86/AMD64 hard-
ware. For SBC systems based on the ARM32/64 architecture use the Debian Operating System variant.

* Dedicated drive - Recommended method via ISO image. This runs openmediavault from its own drive.

USB flash drive - This runs openmediavault from a USB flash drive.
* Debian Operating System - Use an existing Debian OS installation for openmediavault.

» Debian Operating System via debootstrap. Use this as a last resort in case the installer does not recognize a
specific essential hardware component like hard disk (NVME) or a network card that needs a higher kernel
(backport).

* SD card - This runs openmediavault from a SD card.

First time use:
If you have a screen attached, KVM or IMPI console the login screen will display the current IP address assigned
for the web interface. Open your browser and type that IP address. The default web interface login credential are
admin:openmediavault, the root password is the one you setup during installation.

For ARM images the root password is the same as admin password.

© Note

openmediavault will enable SSH access for the user root by default to be able to access a headless system
in case of a broken installation or other maintenance situations. You should disable this behaviour in the
Services | SSH page for security reasons after installation.

11
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To still get root access you need to create a non-privileged user and add them to the _ssh and sudo groups.
After that you can SSH into the system with this non-privileged user and run sudo su.

3.1 Installation via ISO image

@ Important

Disconnect all disk devices except the one that will be used for the operating system before starting the installation.

A\ Warning

The operating system/root filesystem will consume the whole space of the picked disk device. All existing data on
that disk device will get lost.

@ Important

Ensure that you have a working Internet connection during installation. An offline installation will lead to problems
later on.

3.1.1 Download

You can down load the ISO images here.

3.1.2 Burn the installer

For x86 architecture you can burn the ISO directly into a USB drive using etcher or dd linux utility:

[$ sudo dd if=xxx.iso of=/dev/sdX bs=4096 ]

If you have a CD-DVD burner, you can burn the ISO into an optical media then boot from CD or DVD.

3.1.3 Boot the installer

For x86 architecture, enter BIOS configuration, select to boot either from USB or CD and reboot.

3.1.4 Installer

The current ISO installer is reduced to have minimal interaction. You will prompted to select location,
language and root password. The installer will pick the first available disk to deploy the the OS. You will
create a root password, but you will be able to create other (administrator) accounts for SSH and web
interface use after first reboot.

Once the installer finished the system will reboot, make sure you remove the installer and select BIOS to
boot from the disk where openmediavault was installed. You can also start connecting any data drives you
previously disconnected before install or reinstall.

12 Chapter 3. Installation
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The open network attached storage solution
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<Tah: moves; 2 selects; »oact = huttons
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<Tah: moves; 2 selects; »oact = huttons
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<Tab> moves;

[!1 Select a keyboard layout

FKeymap to use:

Bmerican English
Belarusian

Belgian

Brazilian (ABNTZ layout)
Brazilian (EUA layout)
British English
Bulgarian

Canadian French
Canadian Multilingual
Croatian

Czech

Danish

Dutch

Dvarak

Estonian

Finnish

French

German

Greek

<G0 Back:

<Enter> activates buttons

16
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| Loading additional components

Retrieving partman-gxt3

3.1. Installation via ISO image 17
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| Configuring the network with DHCP

Metwork autoconfiguration has succeeded

18 Chapter 3. Installation
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[11 Configure the netwark

Please enter the hostname for this system.

The hostname is & single word that identifies your system fto the
network. If wou don't know what your hostname should be, consult uour
network administrator. If you are setting up your own home network,
you can make something up here.

Hostrame:
openmed Law:

<Go Back:> <Cont inues

<Tah>» moves; > selects; <Enter: act < buttons

3.1. Installation via ISO image 19
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[11 Configure the netwark

The domain name is the part of your Internet address to the right of
your host name. It is often something that ends in .com, .net, .edu,
or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your
computers.

Domain name:

<G0 Back> <Cont inue:

<Tah> moves; <Space: selects; <Enter: activates buttons

20 Chapter 3. Installation
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| [!'!T Set up users and passwords

You need to set a password for 'root', the system administrative
account. A malicious or ungualified wser with root access can have
disastrous results, so you should take care to choose a root password
that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.

f good password will contain & mixture of letters, numbers and
punctuation and should be changed at regular intervals.

The root user should not have an empty password. If you leave this
empty, the root account will be disabled and the system's initial

user account will he given the power to become root using the "sudo"
command .

Mote that uou will not be able to see the password as you tupe it.

Root password:

<Go Back:> <Cont inues

<Tah> moves; <Space: selects; <Enter: activates buttons

3.1. Installation via ISO image 21
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[!'] Set up users and passwords

Flease enter the same root password again to werifu that you have
typed it correctly.

Re-enter password to wverify:

<Go Back:

<Cont inues

<Tah> moves; <Space: selects; <Enter: activates buttons

22
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[1] Configure the clock

If the desired time zone is not listed, then please go back to the
step 'Choose language' and select a country that uses the desired
time zone (the country where you live or are located).

Select your time zone:

Eastern
Central
Mountain
Facific
Alaska
Hawaii
Arizona

East Indiana
Samoa

<Go Back:

<Tah> moves; <Space: selects; <Enter: activates buttons

3.1. Installation via ISO image
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[1!] Partition disks |

If you continue, the changes listed below will be written to the
disks. Otherwise, you will bhe able to make further changes manually.

The partition tables of the following devices are changed:
virtual disk 1 (wda)

The following partitions are going to be formatted:

partition #1 of Wirtual disk 1 (vda) as extd
partition #5 of Wirtual disk 1 (vda) as swap

Hrite the changes to disks?

<YES>

moves; <Spacer selects; <Enter: activates huttons
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| Installing the system...

Copying data to disk...

3.1. Installation via ISO image 25
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<Tah: moves; 2 selects; »oact = huttons
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<Tah: moves; 2 selects; »oact = huttons

3.1. Installation via ISO image 27



openmediavault Documentation, Release 8.x.y

[/l Configure the package manager

If you need to use @ HTTP proxy to access the outside world, enter
the proxy information here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http: /s [[user] [pass] @ host [:port] 2.

HTTP proxy information (blank for none):

<F0 Back: <Cont inues

<Tah> moves; <Space: selects; <Enter: activates buttons
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| Configuring apt

Retrieving file 16 of 16

3.1. Installation via ISO image 29



openmediavault Documentation, Release 8.x.y

Installing GRUE boot loader |

Running "grub-install sdewswda'. ..

30
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[''] Configuring resolvconf

Installation complete
Installation is complete, so it is time to boot into your new system.
Make sure to remowve the installation media (CD-ROM, floppies), so
that you boot into the new sustem rather than restarting the

installation.

<Go Back:> <Cont inues

<Tab> moves; <Enter> activates buttons

3.1. Installation via ISO image
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3.1.5 Troubleshooting

The error Unable to install GRUB in /dev/sda occurs.
In this case execute the following steps:
* Select Continue in this window and also on the next which says Installation step failed.

* In the Debian installer main menu (which should have popped up by now), select Execute a shell
and then Continue.

 Execute the following commands:

# Chroot.

chroot /target

# Replace [a-z] with the drive you want to install grub to.
# This is normally the drive you've selected to install OpenMediaVault on.
grub-install /dev/sd[a-z]

# Update GRUB.

update-grub

# Exit chroot.

exit

# Exit shell.

exit

¢ Select Continue without boot loader in the Debian installer main menu and then Continue.

¢ It should now continue the installation successfully.

3.2 Installation on USB

openmediavault can be installed on an USB flash drive to boot from it.
1. Follow the Installation via ISO image and select your USB flash drive as target drive.

2. Enable the openmediavault-writecache plugin. This lowers the amount of writes to the USB flash drive, making
sure you can enjoy it for a long time.

3.3 Installation on Debian

You can install openmediavault on an existing Debian 13 installation as well.

@ Important

The installation of openmediavault will be denied if a graphical desktop environment is detected.

© Note

openmediavault does not import any existing settings of your system, except for network and time related settings.
Existing settings will be overwritten if the service is managed by openmediavault. Please reconfigure these services
via the web interface.
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@ Important

Ensure that you have a working Internet connection during installation. An offline installation will lead to problems
later on.

To do so, simply install the system using the Debian netinst images. After that apply the commands below. Please
do not install a graphical desktop environment or web server, use a minimal server installation only (SSH server and
standard system utilities). For a step by step install guide have a look into the Debian minimal install guide.

On ARM devices, please check if there’s an appropriate Armbian image available. Make sure you are using the correct
Debian version that openmediavault is based on. After installing Armbian, then use the armbian-config tool to install
openmediavault in a single step with all performance and reliability tweaks included. If there’s no Armbian image for
your device, simply follow the steps outlined below.

On Raspberry Pi OS the below instructions only partially work. Please refer to a specific installation script.

A\ Warning

Before installing the openmediavault package as described below, ensure that the systemd-resolved package is al-
ready installed and configured on the system. Otherwise the package will be installed automatically with open-
mediavault, which will inevitably result in DNS resolution no longer functioning. This in turn means that the
openmediavault package cannot be installed successfully, as it downloads and installs additional packages during
installation which requires functioning network connectivity.

O Note
The following commands must be executed as root user.
Install and configure the systemd-resolved if not already installed. The configuration is only temporary and gets lost

after a reboot. After the installation of the openmediavault package, this can be made permanently by reconfiguring
the network using the omv-firstaid command.

apt-get install --yes systemd-resolved psmisc
systemct]l enable --now systemd-resolved.service
systemctl restart systemd-resolved.service
resolvectl dns <INTERFACE> <DNS_SERVER_IP>

© Note

If your IP address is configured by DHCP, the dhcp client may interfere with systemd-resolved, preventing the
download of additional packages (apt-get and wget fails). In that case, stop it with killall dhcpcd and repeat
the resolvectl dns <INTERFACE> <DNS_SERVER_IP> command.

Install the openmediavault keyring manually:

apt-get install --yes gnupg
wget --quiet --output-document=- https://packages.openmediavault.io/archive.key | gpg --
—.dearmor --yes --output "/usr/share/keyrings/openmediavault-archive-keyring.gpg"

Add the openmediavault package repositories:
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cat <<EOF >> /etc/apt/sources.list.d/openmediavault.list

deb [signed-by=/usr/share/keyrings/openmediavault-archive-keyring.gpg] http://packages.
—openmediavault.org/public/ synchrony main

deb [signed-by=/usr/share/keyrings/openmediavault-archive-keyring.gpg] http://packages.
—openmediavault.io/ synchrony main

# deb [signed-by=/usr/share/keyrings/openmediavault-archive-keyring.gpg]l http://
-.downloads.sourceforge.net/project/openmediavault/packages/ synchrony main

## Uncomment the following line to add software from the proposed repository.

# deb [signed-by=/usr/share/keyrings/openmediavault-archive-keyring.gpg] http://packages.
—openmediavault.org/public/ synchrony-proposed main

# deb [signed-by=/usr/share/keyrings/openmediavault-archive-keyring.gpg] http://packages.
—openmediavault.io/ synchrony-proposed main

# deb [signed-by=/usr/share/keyrings/openmediavault-archive-keyring.gpg] http://
—.downloads.sourceforge.net/project/openmediavault/packages/ synchrony-proposed main

## This software is not part of OpenMediaVault, but is offered by third-party

## developers as a service to OpenMediaVault users.

# deb [signed-by=/usr/share/keyrings/openmediavault-archive-keyring.gpg] http://packages.
—openmediavault.org/public/ synchrony partner

# deb [signed-by=/usr/share/keyrings/openmediavault-archive-keyring.gpg] http://packages.
—openmediavault.io/ synchrony partner

# deb [signed-by=/usr/share/keyrings/openmediavault-archive-keyring.gpg]l http://
—.downloads.sourceforge.net/project/openmediavault/packages/ synchrony partner

EOF

© Note

If you are a user in mainland China, TUNA provides mirroring services.

Install the openmediavault package:

export LANG=C.UTF-8

export DEBIAN_FRONTEND=noninteractive

export APT_LISTCHANGES_FRONTEND=none

apt-get update

apt-get --yes --auto-remove --show-upgraded \
--allow-downgrades --allow-change-held-packages \
--no-install-recommends \
--option DPkg::Options::="--force-confdef" \
--option DPkg::Options::="--force-confold" \
install openmediavault

Populate the openmediavault database with several existing system settings, e.g. the network configuration:

{omv—confdbadm populate

© Note

Right now only /etc/network/interfaces is parsed to get the current network configuration. If the network
is configured a different way (e.g. via systemd or NetworkManager), then the database is not populated and does
not contain the necessary information to deploy the network configuration with netplan for systemd-networkd and
systemd-resolved. In that case use omv-firstaid to do the initial network configuration instead of the following
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= J

Re-deploy the network configuration via the services used by openmediavault:

[omv—salt deploy run systemd-networkd

Or alternatively use omv-firstaid to do the initial network configuration from CLIL.

© Note

The IP address may change during the redeployment of the network configuration, therefore you may lose the
connection when you are connected via SSH.

By default the root user can now access the system via SSH as a fallback if something went wrong during the installation,
e.g. the Ul is not accessible. SSH access for root should be disabled for security reasons as soon as possible after the
installation has been successfully finished.

© Note

The user created by the Debian installer will not able to SSH into the system after openmediavault has been installed.
This is because only users who are assigned to the _ssh group are allowed to use SSH.

3.4 Installation via images

3.4.1 Prepare the image

Etcher can also be used to transfer ARM images into SD cards.

3.4.2 Boot the installer

ARM images are ready to go, so boot from SD card and wait for the initial setup to complete. This takes
around 30 minutes on slow devices like Raspberry PI.

A Warning

Do not shut down the system during the initial setup. Give the system enough time to finish the setup
stage, otherwise the system will be in a broken state.
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CHAPTER
FOUR

FEATURES

4.1 System

4.2 General settings

General settings: Change web interface listening port, SSL and force SSL. Change admin password.

Notification system: Integrated into several services in the form of email using Postfix' backend as MTA, these include
scheduled tasks, services monitoring, S.M.A.R.T., MDADM and cron-apt. Since openmediavault 3.0 it is possible to
add also third party notification systems by using scripts, more information can be found here and real example on how
to use it can be found here.

Network configuration: The web interface provides configuration options for ethernet, WiFi (only WPA/WPA?2 sup-
ported), bond and vlan interfaces. This also includes a panel for firewall configuration.

Certificates: Create or import existing SSL and SSH certificates. This certificates can be used for securing the web in-
terface or SSH access. Plugins can use the backend framework to select the available certificates. Automatic scheduled
tasks that check for expired SSL certificates, including notification by email.

Power Management: Scheduled power management for hibernation (S5), suspend (S3), shutdown and/or reboot.

Service Discovery: Using avahi-daemon” is possible to announce the following services Samba, NFS, AFP, FTP, web
admin panel, to any Linux desktop with file browser that supports it (GNOME, KDE or XFCE for example). OS X can
recognise AFP and Samba services in the Finder sidebar. To announce SMB to windows clients, samba uses NetBios,
not avahi.

Scheduled Tasks: Based on cron the webUI can define tasks for running specific commands or custom scripts at certain
time or regular intervals.

Update Manager: Displays all available packages for upgrade. Automatic daily tasks to check for updates, including
notification by email. Security updates will be installed unattended.

4.3 Storage
S.M.A.R.T.: Based on smartmontools’, It can display advanced information of S.M.A.R.T values in the webUL. It can
also schedule health tests as well as send notifications when S.M.A.R.T. attributes values change.

RAID Management: Based Linux RAID?, create arrays in 6 different configurations. Levels available are linear, 0,
1, 10, 5 and 6. The array can have disks removed or expanded using the web interface.

File Systems: Volume format, device mount and unmount. More information in the filesystem section.

U https://www.postfix.org/

2 https://www.avahi.org/

3 https://www.smartmontools.org/

4 https://raid.wiki.kernel.org/index.php/RAID_setup
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LVM: Enhanced by the LVM2 plugin, the system has the capability of formatting disks or partitions as LVM that can
be used in volume groups to create logical partitions.

Shared Folders: Simple shared folder administration. Within this section is also possible to assign ACLs and/or
privileges to the shared folders. Snapshots can be taken manually or via scheduled tasks for shared folders that are
located on Btrfs file systems. Automatic scheduled tasks for Btrfs file systems to scrub them and check for errors,
including notifications via email.

4.4 Users

Users: User and group managing. Using privileges is possible to restrict access/login to shares on network shar-
ing services (FTP, Samba and AFP) without interfering Unix permissions. Automatic scheduled task that checks for
locked/banned users, including notification by email.

Groups: Create and manage custom groups. System groups cannot be manipulated here.

4.5 Services

SMB/CIFS: SMB sharing protocol using Samba® as standalone server by default.

FTP: Service based on proftpd®. Intended for accessing shares from remote or local.

© Note

This service has been removed from core in openmediavault version 6. It can be installed as plugin now.

RSync: Server daemon. Shared folders can be defined as rsyncd modules. With scheduled tasks, rsync client can be
configured for push or pull jobs.

NFS: Network file system protocol’.
SSH: Remote shell access using openssh®.

TFTP: A basic configuration panel is provided. This can complement a PXE server to deploy local network installa-
tions.

© Note

This service has been removed from core in openmediavault version 4. It can be installed as plugin now.

4.6 Diagnostics

Dashboard: By default the ser