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Welcome to Netzob’s documentation!

Netzob simplifies the work for security auditors by providing a complete framework for the reverse engineering of communication protocols. It handles different types of protocols : text protocols (like HTTP and IRC), fixed fields protocols (like IP and TCP) and variable fields protocols (like ASN.1 based formats). Netzob is therefore suitable for reversing network protocols, stuctured files and system and process flows (IPC and communication with drivers).

Netzob is provided with modules dedicated to capture data in multiple contexts (network, file, process and kernel data acquisition).




The big picture

[image: Netzob functionalities]
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Import

Communication protocols can be found is every parts of a system, as shown on the following picture:

[image: Payload extraction]
Netzob can handle multiple kinds of input data. Hence, you can analyze network traffic, IPC communications, files structures, etc.

Import can either be done by using a dedicated captor or by providing already captured messages in a specific format.

Current accepted formats are:


	PCAP files

	Structured files

	Netzob XML files (used by Netzob for its internal representation of messages)



Current supported captors are:


	Network captor, based on the XXX library

	Intra Process communication captor (API calls), based on API hooking

	Inter Process Communication captor (pipes, shared memory and local sockets), based on system call hooking



Imported messages are manipulated by Netzob through specific Python
objects which contains metadata that describes contextual parameters
(timestamp or even IP source/destination for example). All the Python
object that describe messages derived from an abstract object :
AbstractMessage.

The next part of this section details the composition of each message
object.


AbstractMessage

All the messages inherits from this definition and therefore has the following parameters :


	a unique ID

	a data field represented with an array of hex






NetworkMessage

A network message is defined with the following parameters :


	a timestamp

	the ip source

	the ip target

	the protocol (TCP/UDP/ICMP...)

	the layer 4 source port

	the layer 4 target port



Definition of a NetworkMessage :




FileMessage

A file message is defined with the following parameters :


	a filename

	the line number in the file

	the creation date of the file

	the last modification date of the file

	the owner of the file

	the size of the file



Definition of a NetworkMessage :


	
class netzob.Common.Models.FileMessage.FileMessage(id, timestamp, data, filename, creationDate, modificationDate, owner, size, lineNumber)[source]

	



Definition of the factory for XML processing of a FileMessage :


	
class netzob.Common.Models.Factories.FileMessageFactory.FileMessageFactory[source]
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Modelization


Definition of a communication protocol

A communication protocol is as language. A language is defined
through~:


	its vocabulary (the set of valid words or, in our context, the set
of valid messages) ;

	its grammar (the set of valid sentences which, in our context, can
be represented as a protocol state machine, like the TCP state
machine).



A word of the vocabular is called a symbol. A symbol represents an
abstract view of a set of similar messages. Similar messages refer to
messages having the same semantic (for example, a TCP SYN message, a
SMTP HELLO message, an ICMP ECHO REQUEST message, etc.).

A symbol is structured following a format, which specifies a sequence
of fields (like the IP format). A field can be splitted into
sub-fields. For example, a payload is a field of a TCP
message. Therefore, by defining a layer as a kind of payload (which is
a specific field), we can retrieve the so-called Ethernet, IP, TCP and
HTTP layers from a raw packet ; each layer having its own vocabular
and grammar.

Field’s size can be fixed or variable.
Field’s content can be static of dynamic.
Field’s content can be basic (a 32 bits integer) or complex (an array).
A field has four attributes~:


	the type defines its definition domain or set of valid values (16 bits integer, string, etc.) ;

	the data description defines the structuration of the field (ASN.1, TSN.1, EBML, etc.) ;

	the data encoding defines ... (ASCII, little endian, big endian, XML, EBML, DER, XER, PER, etc.) ;

	the semantic defines ... (IP address, port number, URL, email, checksum, etc.).



Field’s content can be~:


	static ;

	dependant of another field (or a set of fields) of the same message (intra-message dependency) ;

	dependant of a field (or a set of fields) of a previous message in the grammar (inter-message dependency) ;

	dependant of the environment ;

	dependant of the application behaviour (which could depend on the user behaviour) ;

	random (the initial value of the TCP sequence number for example).






Modelization in Netzob

Netzob provides a framework for the semi-automated modelization (inference) of communication protocols, i.e. inferring its vocabular and grammar.

[INCLURE GRAPH]


	
	Vocabular inference

	
	Message structure inference (based on sequence alignment)

	Regoupment of similar message structures

	Field type inference

	Field dependencies from the same message and from the environment

	Field semantic inference









	
	Grammar inference

	
	Identification of the automata of the protocol

	Fields dependencies with messages of previous states











All the functionalities of the framework are detailled in this chapter.



	Vocabular inference
	Structure inference

	Regoupment of similar structures

	Field type inference

	Field dependencies from the same message and from the environment

	Field semantic inference





	Grammar inference
	Identification of the automata of the protocol

	Fields dependencies with messages of previous states
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Vocabular inference


Structure inference




Regoupment of similar structures


Options during alignment process


	“read-only” process (do not require a participation in the
communication).



	Identify the fixed and dynamic fields of all the messages.



	Regroups equivalent messages depending of their fields structures.



	
	Clustering (Regroups equivalent messages using) :

	
	an UPGMA Algorithm to regroup similar messages

	an openMP and MPI implementation









	
	Sequencing, Alignment (Identification of fields in messages) :

	
	Needleman & Wunsch Implementation














Needleman and Wunsch algorithm


	Originaly a bio-informatic algorithm (sequencing DNA)

	Align two messages and identify common patterns and field structure

	Computes an alignment score representing the efficiency of the
alignment



The following picture shows the sequence alignment of two messages.

[image: Example of sequence alignment]



UPGMA algorithm


	Identify equivalent messages based on their alignment score.

	Build a hierarchical organization of the messages with the UPGMA
algorithm (Unweighted Pair Group Method with Arithmetic Mean)



The following picture shows a regroupment of similar messages based on the result of the clustering process.

[image: Example of clustering]



Abstraction of a set of message

The abstraction is the process of substituting the dynamic fields with their representation as a regex. An example of abstraction is shown on the follinw picture.

[image: Example of message abstraction]



Analyses after alignment process

aaa




Message contextual menu

aaa




Group contextual menu

aaa




Refine regexes

aaa




Slick regexes

aaa




Concatenate

aaa




Split column

aaa




Merge columns

aaa




Delete message

aaa






Field type inference


Visualization options

aaa




Type structure contextual menu

aaa




Messages distribution

This function shows a graphical representation of the distribution of bytes per offset for each message of the current group. This function helps to identify entropy variation of each fields. Entropy variation combined with byte distribution help the user to infer the field type.

[INCLUDE GRAPH]




Data typing


	
	Primary types : binary, ascii, num, base64...

	
	Definition domain, unique elements and intervals

	Data carving (tar gz, png, jpg, ...)

	Semantic data identification (emails, IP ...)














Domain of definition

aaa




Change type representation

aaa






Field dependencies from the same message and from the environment


Fields dependancies identification


	Length fields and associated payloads

	Encapsulated messages identifications



And from the environment...




Payload extraction

The function “Find Size Fields”, as its name suggests, is dedicated to find fields that contain any length value as well as the associated payload. It does this on each group. Netzob supports different encoding of the size field : big and little endian binary values are supported through size of 1, 2 and 4 bytes. The algorithm used to find the size fields and their associated payloads is desribed in the table XXX.

[INCLUDE ALGORITHM]

The following picture represents the application of the function on a trace example. It shows the automated extraction of the IP and UDP payloads from an Ethernet frame.

[image: Payload extraction]





Field semantic inference


Data carving

Data carving is the process of extracting semantic information from fields or messages. Netzob allows the extraction of the following semantic information :


	URL

	email

	IP address



[INCLUDE FIGURE]




Search

aaa




Properties

aaa
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Grammar inference


Identification of the automata of the protocol




Fields dependencies with messages of previous states
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Vocabular inference


Structure inference




Regoupment of similar structures


Options during alignment process


	“read-only” process (do not require a participation in the
communication).



	Identify the fixed and dynamic fields of all the messages.



	Regroups equivalent messages depending of their fields structures.



	
	Clustering (Regroups equivalent messages using) :

	
	an UPGMA Algorithm to regroup similar messages

	an openMP and MPI implementation









	
	Sequencing, Alignment (Identification of fields in messages) :

	
	Needleman & Wunsch Implementation














Needleman and Wunsch algorithm


	Originaly a bio-informatic algorithm (sequencing DNA)

	Align two messages and identify common patterns and field structure

	Computes an alignment score representing the efficiency of the
alignment



The following picture shows the sequence alignment of two messages.

[image: Example of sequence alignment]



UPGMA algorithm


	Identify equivalent messages based on their alignment score.

	Build a hierarchical organization of the messages with the UPGMA
algorithm (Unweighted Pair Group Method with Arithmetic Mean)



The following picture shows a regroupment of similar messages based on the result of the clustering process.

[image: Example of clustering]



Abstraction of a set of message

The abstraction is the process of substituting the dynamic fields with their representation as a regex. An example of abstraction is shown on the follinw picture.

[image: Example of message abstraction]



Analyses after alignment process

aaa




Message contextual menu

aaa




Group contextual menu

aaa




Refine regexes

aaa




Slick regexes

aaa




Concatenate

aaa




Split column

aaa




Merge columns

aaa




Delete message

aaa






Field type inference


Visualization options

aaa




Type structure contextual menu

aaa




Messages distribution

This function shows a graphical representation of the distribution of bytes per offset for each message of the current group. This function helps to identify entropy variation of each fields. Entropy variation combined with byte distribution help the user to infer the field type.

[INCLUDE GRAPH]




Data typing


	
	Primary types : binary, ascii, num, base64...

	
	Definition domain, unique elements and intervals

	Data carving (tar gz, png, jpg, ...)

	Semantic data identification (emails, IP ...)














Domain of definition

aaa




Change type representation

aaa






Field dependencies from the same message and from the environment


Fields dependancies identification


	Length fields and associated payloads

	Encapsulated messages identifications



And from the environment...




Payload extraction

The function “Find Size Fields”, as its name suggests, is dedicated to find fields that contain any length value as well as the associated payload. It does this on each group. Netzob supports different encoding of the size field : big and little endian binary values are supported through size of 1, 2 and 4 bytes. The algorithm used to find the size fields and their associated payloads is desribed in the table XXX.

[INCLUDE ALGORITHM]

The following picture represents the application of the function on a trace example. It shows the automated extraction of the IP and UDP payloads from an Ethernet frame.

[image: Payload extraction]





Field semantic inference


Data carving

Data carving is the process of extracting semantic information from fields or messages. Netzob allows the extraction of the following semantic information :


	URL

	email

	IP address



[INCLUDE FIGURE]




Search

aaa




Properties

aaa
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Grammar inference


Identification of the automata of the protocol




Fields dependencies with messages of previous states
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Export

Netzob supports the export of the modelization of the protocol in the following formats:
* XML meta representation
* Dedicated Scapy Dissector
* Dedicated Wireshark Dissector

Each export format in described in this chapter.


XML Export




Scapy Dissector

The Scapy documentation about building new dissectors is available at the following address:

http://www.secdev.org/projects/scapy/doc/build_dissect.html




Wireshark Dissector

The Wireshark documentation about building new dissectors is available at the following address:

http://www.wireshark.org/docs/wsdg_html_chunked/ChDissectAdd.html
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Simulation

Todo
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Fuzzing


	Live instrumentation through a dedicated proxy



	
	Possibilities of variations :

	
	...

	...
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Annexes


GOT Poisoning

This idea has firstly been described by Ryan O’Neill in its article “Modern Day ELF Runtime infection via GOT poisoning” [http://vx.netlux.org/lib/vrn00.html].

Netzob has the following needs :


	inject between an application and its libraries;

	runtime injection,

	dump any value of the variables which are transfered from an application to a libs and “vice et versa”,

	modify the value of any variables which are transfered from an application to a libs and “vice et versa”,

	hidden approach,



Those needs are generated by the following functionalities :


	detection of all the running processes ;

	filter for dynamically linked processes ;

	display the available libs of a process ;

	display all the entry functions of a chosen lib ;

	inject a proxy between multiple functions of a lib and the application ;

	the injected proxy must be controllable (dump and modify variables).



As an example, Netzob must be able to :


	fetch all the sent and received message in an HTTPS connection ;

	modify for fuzzing experiments in an HTTPS connection.




Glossary

First a bit of vocabulary :







	Term
	Description




	GOT
	Global Offset Table


	PLT
	Procedure linking table








How it works

This approach is composed of two object :


	an injector which has the responsibility to inject the parasite into a running process;

	a parasite which aims are to dump and or to modify the values of the variable transfered between a process and its libs.



And the scenario of the hijacking algorithm is :


	Locate binary of targeted process by parsing /proc/<pid>/maps

	Parse PLT to get desired GOT address

	Attach to the process

	Find a place to inject the parasite loader shellcode

	Inject new code and save original code we are overwriting

	Modify EIP (save old EIP) to point to our code

	Resume traced process so that it executes our parasite loader shellcode and load our parasite

	Reset register, replace original code and allow process to resume

	get base address of our parasite from %eax

	find address of parasite function within shared lib by scanning for its code sequence

	Retrieve and save value stored in desired GOT address

	Modify the return address of the parasite function with the original function address

	Overwrite desired GOT address with new value

	Detach from process and enjoy






Step1 : Locate binary of targeted process by parsing /proc/<pid>/maps

INPUT :


	PID of the process



OUTPUT :


	the base address of the application

	the full path of the binary



OPERATIONS :


	Parse the file /proc/<pid>/maps.






Step2 : Parse PLT to get desired GOT address

INPUT :


	the full path of the binary

	name of the function to hijack



OUTPUT :


	the GOT address / offset of the function to hijack



OPERATIONS :


	Parse the binary (like readelf -r does)






Step3 : Attach to the process

INPUT :


	PID of the process



OUTPUT :

OPERATIONS :


	Attach to the process using PTRACE_ATTACH






Step4 : Find a place to inject the parasite loader shellcode

INPUT :


	base address of the text segment of the process

	parasite loader shellcode



OUTPUT :


	the [start-end] offset in the text segment for the injection of shellcode



OPERATIONS :


	Computes the offset in the segment of the injected






Step5 : Inject new code and save original code we are overwriting

INPUT :


	start offset of the injection in the text

	parasite loader shellcode



OUTPUT :


	the [start-end] offset in the text segment for the injection of shellcode



OPERATIONS :


	backup the original code into memory using ptrace(PTRACE_PEEKTEXT ;

	load shellcode into text starting at offset using ptrace(PTRACE_POKETEXT ;






Step6 : Modify EIP (save old EIP) to point to our code

INPUT :


	start offset of the injection in the text



OUTPUT :

OPERATIONS :


	save the registre using ptrace(PTRACE_GETREGS ;

	modify reg.eip using ptrace(PTRACE_GETREGS to the start offset






Step7 : Resume traced process so that it executes our parasite loader shellcode and load our parasite

INPUT :

OUTPUT :

OPERATIONS :


	resume execution using trace(PTRACE_CONT






Step8 : Reset register, replace original code and allow process to resume

INPUT :

OUTPUT :

OPERATIONS :


	wait for the end of application using * wait(NULL);* ;

	retrieves the values of the registers and reset them to default ones

	detach from process using ptrace(PTRACE_DETACH








What is a workspace ?

A workspace contains all the resources files associated with the current analysis which includes :
* the repository of automaton,
* the logging configuration,
* the list of available prototypes of functions which can be hijacked,
* the repository of imported traces,
* the global configuration file.
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API

API description


	
class netzob.Common.Workspace.Workspace(name, creationDate, path, pathOfTraces, pathOfLogging, pathOfPrototypes, lastProjectPath=None, importedTraces={})[source]

	Class definition of a Workspace






	
class netzob.Common.Project.Project(id, name, creationDate, path)[source]

	Class definition of a Project
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   Python Module Index
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  Source code for netzob.Common.Project

# -*- coding: utf-8 -*-

#+---------------------------------------------------------------------------+
#|          01001110 01100101 01110100 01111010 01101111 01100010            |
#|                                                                           |
#|               Netzob : Inferring communication protocols                  |
#+---------------------------------------------------------------------------+
#| Copyright (C) 2011 Georges Bossert and Frédéric Guihéry                   |
#| This program is free software: you can redistribute it and/or modify      |
#| it under the terms of the GNU General Public License as published by      |
#| the Free Software Foundation, either version 3 of the License, or         |
#| (at your option) any later version.                                       |
#|                                                                           |
#| This program is distributed in the hope that it will be useful,           |
#| but WITHOUT ANY WARRANTY; without even the implied warranty of            |
#| MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the              |
#| GNU General Public License for more details.                              |
#|                                                                           |
#| You should have received a copy of the GNU General Public License         |
#| along with this program. If not, see <http://www.gnu.org/licenses/>.      |
#+---------------------------------------------------------------------------+
#| @url      : http://www.netzob.org                                         |
#| @contact  : contact@netzob.org                                            |
#| @sponsors : Amossys, http://www.amossys.fr                                |
#|             Supélec, http://www.rennes.supelec.fr/ren/rd/cidre/           |
#+---------------------------------------------------------------------------+

#+---------------------------------------------------------------------------+
#| Standard library imports
#+---------------------------------------------------------------------------+
from gettext import gettext as _
import logging
import os
import datetime
import re
import uuid
from lxml.etree import ElementTree, DocumentInvalid
from lxml import etree
import types
import shutil

#+---------------------------------------------------------------------------+
#| Local Imports
#+---------------------------------------------------------------------------+
from netzob.Common.ResourcesConfiguration import ResourcesConfiguration
from netzob.Common.ProjectConfiguration import ProjectConfiguration
from netzob.Common.Vocabulary import Vocabulary
from netzob.Common.Grammar import Grammar
from netzob.Common.Type.TypeConvertor import TypeConvertor
from netzob.Common.Type.Format import Format
from netzob.Common.Type.UnitSize import UnitSize
from netzob.Common.Type.Sign import Sign
from netzob.Common.Type.Endianess import Endianess
from netzob.Common.XSDResolver import XSDResolver
from netzob.Common.Property import Property
from netzob.Common.PropertyList import PropertyList
from netzob.Common.Simulator import Simulator


PROJECT_NAMESPACE = "http://www.netzob.org/project"
COMMON_NAMESPACE = "http://www.netzob.org/common"


def loadProject_0_1(projectFile):
    # Parse the XML Document as 0.1 version
    tree = ElementTree()

    tree.parse(projectFile)

    xmlProject = tree.getroot()

    # Register the namespace
    etree.register_namespace('netzob', PROJECT_NAMESPACE)
    etree.register_namespace('netzob-common', COMMON_NAMESPACE)

    projectID = str(xmlProject.get('id'))
    projectName = xmlProject.get('name', 'none')
    projectCreationDate = TypeConvertor.xsdDatetime2PythonDatetime(xmlProject.get('creation_date'))
    projectPath = xmlProject.get('path')
    project = Project(projectID, projectName, projectCreationDate, projectPath)

    description = xmlProject.get('description')
    project.setDescription(description)

    # Parse the configuration
    if xmlProject.find("{" + PROJECT_NAMESPACE + "}configuration") is not None:
        projectConfiguration = ProjectConfiguration.loadProjectConfiguration(xmlProject.find("{" + PROJECT_NAMESPACE + "}configuration"), PROJECT_NAMESPACE, "0.1")
        project.setConfiguration(projectConfiguration)

    # Parse the vocabulary
    if xmlProject.find("{" + PROJECT_NAMESPACE + "}vocabulary") is not None:
        projectVocabulary = Vocabulary.loadVocabulary(xmlProject.find("{" + PROJECT_NAMESPACE + "}vocabulary"), PROJECT_NAMESPACE, COMMON_NAMESPACE, "0.1", project)
        project.setVocabulary(projectVocabulary)

    # Parse the grammar
    if xmlProject.find("{" + PROJECT_NAMESPACE + "}grammar") is not None:
        projectGrammar = Grammar.loadGrammar(xmlProject.find("{" + PROJECT_NAMESPACE + "}grammar"), projectVocabulary, PROJECT_NAMESPACE, "0.1")
        if projectGrammar is not None:
            project.setGrammar(projectGrammar)

    # Parse the simulator
    if xmlProject.find("{" + PROJECT_NAMESPACE + "}simulator") is not None:
        projectSimulator = Simulator.loadSimulator(xmlProject.find("{" + PROJECT_NAMESPACE + "}simulator"), PROJECT_NAMESPACE, "0.1", project.getGrammar().getAutomata(), project.getVocabulary())
        if projectSimulator is not None:
            project.setSimulator(projectSimulator)

    return project


class ProjectException(Exception):
    pass


[docs]class Project(object):
    """Class definition of a Project"""

    # The name of the configuration file
    CONFIGURATION_FILENAME = "config.xml"

    # /!\ WARNING:
    # The dict{} which defines the parsing function associated with each schema
    # is added to the end of the document

    #+-----------------------------------------------------------------------+
    #| Constructor
    #| @param name : name of the project
    #| @param creationDate : date of creation
    #+-----------------------------------------------------------------------+
    def __init__(self, id, name, creationDate, path):
        self.id = id
        self.name = name
        self.creationDate = creationDate
        self.path = path
        self.vocabulary = Vocabulary()
        self.grammar = Grammar()
        self.simulator = Simulator()
        self.configuration = ProjectConfiguration.loadDefaultProjectConfiguration()
        self.description = None

    def generateXMLConfigFile(self):
        # Register the namespace
        etree.register_namespace('netzob', PROJECT_NAMESPACE)
        etree.register_namespace('netzob-common', COMMON_NAMESPACE)

        # Dump the file
        root = etree.Element("{" + PROJECT_NAMESPACE + "}project")
        root.set("id", str(self.getID()))
        root.set("path", str(self.getPath()))
        # Warning, changed because of project = Project.createProject(self.netzob.getCurrentWorkspace(), projectName)
        if isinstance(self.getCreationDate(), types.TupleType):
            root.set("creation_date", TypeConvertor.pythonDatetime2XSDDatetime(self.getCreationDate()[0]))
        else:
            root.set("creation_date", TypeConvertor.pythonDatetime2XSDDatetime(self.getCreationDate()))
        root.set("name", str(self.getName()))

        if self.description:
            root.set("description", str(self.description))

        # Save the configuration in it
        self.getConfiguration().save(root, PROJECT_NAMESPACE)

        # Save the vocabulary in it
        self.getVocabulary().save(root, PROJECT_NAMESPACE, COMMON_NAMESPACE)

        # Save the grammar in it
        if self.getGrammar() is not None:
            self.getGrammar().save(root, PROJECT_NAMESPACE)

        # Save the simulator in it
        self.getSimulator().save(root, PROJECT_NAMESPACE)

        return root

    def saveConfigFile(self, workspace):
        projectPath = os.path.join(workspace.getPath(), self.getPath())
        projectFile = os.path.join(projectPath, Project.CONFIGURATION_FILENAME)

        logging.info("Save the config file of project {0} in {1}".format(self.getName(), projectFile))

        # First we verify and create if necessary the directory of the project
        if not os.path.exists(projectPath):
            logging.info("Creation of the directory: {0}".format(projectPath))
            os.mkdir(projectPath)

        # We generate the XML Config file
        root = self.generateXMLConfigFile()
        tree = ElementTree(root)
        tree.write(projectFile, pretty_print=True)

    def cloneProjectTo(self, workspace, cloneName):
        try:
            # Original project files
            origProjectPath = os.path.join(workspace.getPath(), self.path)

            # Clone project
            idProject = str(uuid.uuid4())
            clonePath = os.path.join(workspace.getPath(), "projects", idProject)
            cloneFile = os.path.join(clonePath, Project.CONFIGURATION_FILENAME)

            logging.info("Clone project from '{0}' to '{0}'".format(origProjectPath,
                                                                    clonePath))

            # Clone project files
            shutil.copytree(origProjectPath, clonePath)

            # Create the new project
            project = Project.loadProject(workspace, clonePath)
            project.setID(idProject)
            project.setName(cloneName)
            project.setPath(clonePath)
            project.saveConfigFile(workspace)

            # Update workspace
            workspace.referenceProject(project.getPath())
            workspace.saveConfigFile()

        except IOError, e:
            raise ProjectException(str(e))

    def hasPendingModifications(self, workspace):
        result = True

        # TODO : Some errors may occur here...
        try:
            tree = ElementTree(self.generateXMLConfigFile())
            currentXml = etree.tostring(tree)

            tree.parse(os.path.join(os.path.join(os.path.join(workspace.getPath(), "projects"), self.getPath()), Project.CONFIGURATION_FILENAME))
            xmlProject = tree.getroot()
            oldXml = etree.tostring(xmlProject)

            if currentXml == oldXml:
                result = False
        except:
            pass

        return result

    def getEnvironmentDependencies(self):
        """Computes and returns the list of environment dependencies
        and associates.
        @return: a list of Properties"""
        envDeps = []

        excludedProperties = ["Data", "ID"]

        symbols = []
        if self.getVocabulary() is not None:
            symbols.extend(self.getVocabulary().getSymbols())

        # Retrieve the list of properties for each Symbol
        for symbol in symbols:
            for message in symbol.getMessages():
                properties = message.getProperties()
                for property in properties:

                    if not property.getName() in excludedProperties:
                        found = False
                        for prop in envDeps:
                            if prop.getCurrentValue() == property.getCurrentValue():
                                found = True
                                break
                        if not found:
                            envDeps.append(property)

        # Retrieve the list of properties for the project
        propertiesProject = self.getProperties()
        for prop in propertiesProject:
            found = False
            for property in envDeps:
                if prop.getCurrentValue() == property.getCurrentValue():
                    found = True
                    break
            if not found:
                envDeps.append(prop)
        return envDeps

    def deleteProject(self, workspace):
        try:
            # Delete project files
            projectFullPath = os.path.join(workspace.getPath(), self.path)
            logging.debug("Deleting project files: {0}".format(projectFullPath))
            shutil.rmtree(projectFullPath)

            # Dereference project from Workspace
            workspace.dereferenceProject(self.path)
        except IOError, e:
            raise ProjectException(_("Unable to delete project: {0}").format(e))

    @staticmethod
    def createProject(workspace, name):
        idProject = str(uuid.uuid4())
        path = os.path.join("projects", idProject)
        creationDate = datetime.datetime.now()
        project = Project(idProject, name, creationDate, path)

        # Creation of the config file
        project.saveConfigFile(workspace)

        # Register the project in the workspace
        workspace.referenceProject(project.getPath())
        workspace.saveConfigFile()

        return project

    @staticmethod
    def getNameOfProject(workspace, projectDirectory):
        projectFile = os.path.join(os.path.join(workspace.getPath(), projectDirectory), Project.CONFIGURATION_FILENAME)

        # verify we can open and read the file
        if projectFile is None:
            return None
        # is the projectFile is a file
        if not os.path.isfile(projectFile):
            logging.warn("The specified project's configuration file ({0} is not valid: its not a file.".format(str(projectFile)))
            return None
        # is it readable
        if not os.access(projectFile, os.R_OK):
            logging.warn("The specified project's configuration file ({0}) is not readable.".format(str(projectFile)))
            return None

        # We validate the file given the schemas
        for xmlSchemaFile in Project.PROJECT_SCHEMAS.keys():
            xmlSchemaPath = os.path.join(ResourcesConfiguration.getStaticResources(), xmlSchemaFile)
            # If we find a version which validates the XML, we parse with the associated function
            if Project.isSchemaValidateXML(xmlSchemaPath, projectFile):
                tree = ElementTree()
                tree.parse(projectFile)
                xmlProject = tree.getroot()
                # Register the namespace
                etree.register_namespace('netzob', PROJECT_NAMESPACE)
                etree.register_namespace('netzob-common', COMMON_NAMESPACE)

                projectName = xmlProject.get('name', 'none')

                if projectName is not None and projectName != 'none':
                    return projectName
            else:
                logging.warn("The project declared in file ({0}) is not valid".format(projectFile))
        return None

    @staticmethod
    def loadProjectFromFile(projectFile):
        # verify we can open and read the file
        if projectFile is None:
            return None
        # is the projectFile is a file
        if not os.path.isfile(projectFile):
            logging.warn("The specified project's configuration file ({0}) is not valid: its not a file.".format(projectFile))
            return None
        # is it readable
        if not os.access(projectFile, os.R_OK):
            logging.warn("The specified project's configuration file ({0}) is not readable.".format(projectFile))
            return None

        # We validate the file given the schemas
        for xmlSchemaFile in Project.PROJECT_SCHEMAS.keys():
            xmlSchemaPath = os.path.join(ResourcesConfiguration.getStaticResources(), xmlSchemaFile)
            # If we find a version which validates the XML, we parse with the associated function
            if Project.isSchemaValidateXML(xmlSchemaPath, projectFile):
                parsingFunc = Project.PROJECT_SCHEMAS[xmlSchemaFile]
                project = parsingFunc(projectFile)
                if project is not None:
                    logging.info("Loading project '{0}' from workspace.".format(project.getName()))
                    return project
            else:
                logging.warn("The project declared in file ({0}) is not valid".format(projectFile))
        return None

    @staticmethod
    def importNewXMLProject(workspace, xmlProjectFile):
        # Generate the Unique ID of the imported project
        idProject = str(uuid.uuid4())

        # First we verify and create if necessary the directory of the project
        projectPath = "projects/{0}/".format(idProject)
        destPath = os.path.join(workspace.getPath(), projectPath)

        try:
            if not os.path.exists(destPath):
                logging.info("Creation of the directory {0}".format(destPath))
                os.mkdir(destPath)

                # Retrieving and storing of the config file
                destFile = os.path.join(destPath, Project.CONFIGURATION_FILENAME)
                shutil.copy(xmlProjectFile, destFile)

                project = Project.loadProject(workspace, destPath)
                project.setID(idProject)
                project.setName(_("Copy of {0}").format(project.getName()))
                project.setPath(projectPath)
                project.saveConfigFile(workspace)
                workspace.referenceProject(project.getPath())
                workspace.saveConfigFile()

                return project

        except IOError, e:
            logging.warn("Error when importing project: {0}".format(e))
            raise ProjectException(_("Unable to import the project: {0}.").format(e))

    @staticmethod
    def loadProject(workspace, projectDirectory):
        projectFile = os.path.join(os.path.join(workspace.getPath(), projectDirectory), Project.CONFIGURATION_FILENAME)
        return Project.loadProjectFromFile(projectFile)

    @staticmethod
    def isSchemaValidateXML(schemaFile, xmlFile):
        # is the schema is a file
        if not os.path.isfile(schemaFile):
            logging.warn("The specified schema file ({0}) is not valid: its not a file.".format(str(schemaFile)))
            return False
        # is it readable
        if not os.access(schemaFile, os.R_OK):
            logging.warn("The specified schema file ({0}) is not readable.".format(str(schemaFile)))
            return False

        schemaF = open(schemaFile, "r")
        schemaContent = schemaF.read()
        schemaF.close()

        if schemaContent is None or len(schemaContent) == 0:
            logging.warn("Impossible to read the schema file (no content found in it)")
            return False

        # Extended version of an XSD validator
        # Create an xmlParser for the schema
        schemaParser = etree.XMLParser()
        # Register a resolver (to locate the other XSDs according to the path of static resources)
        xsdResolver = XSDResolver()
        xsdResolver.addMapping("common.xsd", os.path.join(os.path.dirname(schemaFile), "common.xsd"))
        schemaParser.resolvers.add(xsdResolver)
        schemaParsed = etree.parse(schemaContent, parser=schemaParser)
        schema = etree.XMLSchema(schemaParsed)
        # We parse the given XML file
        try:
            xmlRoot = etree.parse(xmlFile)
            try:
                schema.assertValid(xmlRoot)
                return True
            except DocumentInvalid, err:
                log = schema.error_log
                error = log.last_error
                logging.error(error)
                logging.error("XML Document in invalid: {0}".format(err))
                return False

        except etree.XMLSyntaxError, e:
            log = e.error_log.filter_from_level(etree.ErrorLevels.FATAL)
            logging.error(log)

        return False

    # Dictionary of projects versions, must be sorted by version DESC
    PROJECT_SCHEMAS = {"xsds/0.1/Project.xsd": loadProject_0_1}

    def getProperties(self):
        properties = PropertyList()
        configuration = self.getConfiguration()
        properties.append(Property('workspace', Format.STRING, self.getPath()))
        prop = Property('name', Format.STRING, self.getName())
        prop.setIsEditable(True)
        properties.append(prop)

        prop = Property('description', Format.STRING, self.getDescription())
        prop.setIsEditable(True)
        properties.append(prop)

        properties.append(Property('date', Format.STRING, self.getCreationDate()))
        properties.append(Property('symbols', Format.DECIMAL, len(self.getVocabulary().getSymbols())))
        properties.append(Property('messages', Format.DECIMAL, len(self.getVocabulary().getMessages())))
        fields = 0
        for sym in self.getVocabulary().getSymbols():
            fields = fields + len(sym.getField().getExtendedFields())
        properties.append(Property('fields', Format.DECIMAL, fields))

        prop = Property(configuration.VOCABULARY_GLOBAL_FORMAT, Format.STRING, configuration.getVocabularyInferenceParameter(configuration.VOCABULARY_GLOBAL_FORMAT))
        prop.setIsEditable(True)
        prop.setPossibleValues(Format.getSupportedFormats())
        properties.append(prop)

        prop = Property(configuration.VOCABULARY_GLOBAL_UNITSIZE, Format.STRING, configuration.getVocabularyInferenceParameter(configuration.VOCABULARY_GLOBAL_UNITSIZE))
        prop.setIsEditable(True)
        prop.setPossibleValues([UnitSize.NONE, UnitSize.BITS4, UnitSize.BITS8, UnitSize.BITS16, UnitSize.BITS32, UnitSize.BITS64])
        properties.append(prop)

        prop = Property(configuration.VOCABULARY_GLOBAL_SIGN, Format.STRING, configuration.getVocabularyInferenceParameter(configuration.VOCABULARY_GLOBAL_SIGN))
        prop.setIsEditable(True)
        prop.setPossibleValues([Sign.SIGNED, Sign.UNSIGNED])
        properties.append(prop)

        prop = Property(configuration.VOCABULARY_GLOBAL_ENDIANESS, Format.STRING, configuration.getVocabularyInferenceParameter(configuration.VOCABULARY_GLOBAL_ENDIANESS))
        prop.setIsEditable(True)
        prop.setPossibleValues([Endianess.BIG, Endianess.LITTLE])
        properties.append(prop)
        return properties

    def getID(self):
        return self.id

    def getName(self):
        return self.name

    def getDescription(self):
        return self.description

    def getCreationDate(self):
        return self.creationDate

    def getPath(self):
        return self.path

    def getVocabulary(self):
        return self.vocabulary

    def getGrammar(self):
        return self.grammar

    def getConfiguration(self):
        return self.configuration

    def getSimulator(self):
        return self.simulator

    def setID(self, idproject):
        self.id = idproject

    def setName(self, name):
        self.name = name

    def setDescription(self, description):
        self.description = description

    def setPath(self, path):
        self.path = path

    def setCreationDate(self, creationDate):
        self.creationDate = creationDate

    def setConfiguration(self, conf):
        self.configuration = conf

    def setVocabulary(self, voc):
        self.vocabulary = voc

    def setGrammar(self, grammar):
        self.grammar = grammar

    def setSimulator(self, simulator):
        self.simulator = simulator
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  Source code for netzob.Common.Models.FileMessage

# -*- coding: utf-8 -*-

#+---------------------------------------------------------------------------+
#|          01001110 01100101 01110100 01111010 01101111 01100010            |
#|                                                                           |
#|               Netzob : Inferring communication protocols                  |
#+---------------------------------------------------------------------------+
#| Copyright (C) 2011 Georges Bossert and Frédéric Guihéry                   |
#| This program is free software: you can redistribute it and/or modify      |
#| it under the terms of the GNU General Public License as published by      |
#| the Free Software Foundation, either version 3 of the License, or         |
#| (at your option) any later version.                                       |
#|                                                                           |
#| This program is distributed in the hope that it will be useful,           |
#| but WITHOUT ANY WARRANTY; without even the implied warranty of            |
#| MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the              |
#| GNU General Public License for more details.                              |
#|                                                                           |
#| You should have received a copy of the GNU General Public License         |
#| along with this program. If not, see <http://www.gnu.org/licenses/>.      |
#+---------------------------------------------------------------------------+
#| @url      : http://www.netzob.org                                         |
#| @contact  : contact@netzob.org                                            |
#| @sponsors : Amossys, http://www.amossys.fr                                |
#|             Supélec, http://www.rennes.supelec.fr/ren/rd/cidre/           |
#+---------------------------------------------------------------------------+

#+---------------------------------------------------------------------------+
#| Standard library imports
#+---------------------------------------------------------------------------+
from gettext import gettext as _
import logging

#+---------------------------------------------------------------------------+
#| Related third party imports
#+---------------------------------------------------------------------------+

#+---------------------------------------------------------------------------+
#| Local application imports
#+---------------------------------------------------------------------------+
from netzob.Common.Models.AbstractMessage import AbstractMessage
from netzob.Common.Models.Factories.FileMessageFactory import FileMessageFactory
from netzob.Common.Type.Format import Format
from netzob.Common.Property import Property


#+---------------------------------------------------------------------------+
#| FileMessage:
#|     Definition of a file message
#+---------------------------------------------------------------------------+
[docs]class FileMessage(AbstractMessage):
    def __init__(self, id, timestamp, data, filename, creationDate, modificationDate, owner, size, lineNumber):
        AbstractMessage.__init__(self, id, timestamp, data, "File")
        self.filename = filename
        self.creationDate = creationDate
        self.modificationDate = modificationDate
        self.owner = owner
        self.size = size
        self.lineNumber = lineNumber

        # create logger with the given configuration
        self.log = logging.getLogger('netzob.Common.Models.FileMessage.py')

    #+-----------------------------------------------------------------------+
    #| getFactory
    #| @return the associated factory
    #+-----------------------------------------------------------------------+
    def getFactory(self):
        return FileMessageFactory

    #+-----------------------------------------------------------------------+
    #| getProperties
    #|     Computes and returns the properties of the current message
    #| @return an array with all the properties [[key,type,val],...]
    #+-----------------------------------------------------------------------+
    def getProperties(self):
        properties = []
        properties.append(Property('ID', Format.STRING, str(self.getID())))
        properties.append(Property('Type', Format.STRING, self.getType()))
        properties.append(Property('Timestamp', Format.DECIMAL, self.getTimestamp()))
        properties.append(Property('Filename', Format.STRING, self.getFilename()))
        properties.append(Property('Creation Date', Format.STRING, self.getCreationDate()))
        properties.append(Property('Modification Date', Format.STRING, self.getModificationDate()))
        properties.append(Property('Owner', Format.STRING, self.getOwner()))
        properties.append(Property('Size', Format.DECIMAL, self.getSize()))
        properties.append(Property('Line number', Format.DECIMAL, self.getLineNumber()))
        properties.append(Property('Data', Format.STRING, self.getStringData()))
        properties.extend(super(FileMessage, self).getProperties())
        return properties

    #+----------------------------------------------
    #| GETTERS:
    #+----------------------------------------------
    def getLineNumber(self):
        return self.lineNumber

    def getFilename(self):
        return self.filename

    def getCreationDate(self):
        return self.creationDate

    def getModificationDate(self):
        return self.modificationDate

    def getOwner(self):
        return self.owner

    def getSize(self):
        return self.size

    #+----------------------------------------------
    #| SETTERS:
    #+----------------------------------------------
    def setLineNumber(self, lineNumber):
        try:
            self.lineNumber = int(lineNumber)
        except:
            self.log.warning("Impossible to set the given line number since its not an int !")

    def setFilename(self, filename):
        self.filename = filename

    def setCreationDate(self, creationDate):
        self.creationDate = creationDate

    def setModificationDate(self, modificationDate):
        self.modificationDate = modificationDate

    def setOwner(self, owner):
        self.owner = owner

    def setSize(self, size):
        self.size = size
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  All modules for which code is available


		netzob.Common.Models.Factories.FileMessageFactory


		netzob.Common.Models.FileMessage


		netzob.Common.Project


		netzob.Common.Workspace
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  Source code for netzob.Common.Workspace

# -*- coding: utf-8 -*-

#+---------------------------------------------------------------------------+
#|          01001110 01100101 01110100 01111010 01101111 01100010            |
#|                                                                           |
#|               Netzob : Inferring communication protocols                  |
#+---------------------------------------------------------------------------+
#| Copyright (C) 2011 Georges Bossert and Frédéric Guihéry                   |
#| This program is free software: you can redistribute it and/or modify      |
#| it under the terms of the GNU General Public License as published by      |
#| the Free Software Foundation, either version 3 of the License, or         |
#| (at your option) any later version.                                       |
#|                                                                           |
#| This program is distributed in the hope that it will be useful,           |
#| but WITHOUT ANY WARRANTY; without even the implied warranty of            |
#| MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the              |
#| GNU General Public License for more details.                              |
#|                                                                           |
#| You should have received a copy of the GNU General Public License         |
#| along with this program. If not, see <http://www.gnu.org/licenses/>.      |
#+---------------------------------------------------------------------------+
#| @url      : http://www.netzob.org                                         |
#| @contact  : contact@netzob.org                                            |
#| @sponsors : Amossys, http://www.amossys.fr                                |
#|             Supélec, http://www.rennes.supelec.fr/ren/rd/cidre/           |
#+---------------------------------------------------------------------------+

#+---------------------------------------------------------------------------+
#| Standard library imports
#+---------------------------------------------------------------------------+
from gettext import gettext as _
import logging
import os
import datetime
import re
from lxml.etree import ElementTree
from lxml import etree
import shutil
import uuid


#+---------------------------------------------------------------------------+
#| Local Imports
#+---------------------------------------------------------------------------+
from netzob.Common.Type.TypeConvertor import TypeConvertor
from netzob.Common.XSDResolver import XSDResolver
from netzob.Common.ImportedTrace import ImportedTrace
from netzob.Common.Functions.Transformation.Base64Function import Base64Function
from netzob.Common.Functions.Transformation.GZipFunction import GZipFunction
from netzob.Common.Functions.Transformation.BZ2Function import BZ2Function
from netzob.Common.Functions.RenderingFunction import RenderingFunction

WORKSPACE_NAMESPACE = "http://www.netzob.org/workspace"
COMMON_NAMESPACE = "http://www.netzob.org/common"


def loadWorkspace_0_1(workspacePath, workspaceFile):

    # Parse the XML Document as 0.1 version
    tree = ElementTree()

    tree.parse(workspaceFile)
    xmlWorkspace = tree.getroot()
    wsName = xmlWorkspace.get('name', 'none')
    wsCreationDate = TypeConvertor.xsdDatetime2PythonDatetime(xmlWorkspace.get('creation_date'))

    # Parse the configuration to retrieve the main paths
    xmlWorkspaceConfig = xmlWorkspace.find("{" + WORKSPACE_NAMESPACE + "}configuration")
    pathOfTraces = xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}traces").text

    pathOfLogging = None
    if xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}logging") is not None and xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}logging").text is not None and len(xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}logging").text) > 0:
        pathOfLogging = xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}logging").text

    pathOfPrototypes = None
    if xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}prototypes") is not None and xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}prototypes").text is not None and len(xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}prototypes").text) > 0:
        pathOfPrototypes = xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}prototypes").text

    lastProject = None
    if xmlWorkspace.find("{" + WORKSPACE_NAMESPACE + "}projects") is not None:
        xmlProjects = xmlWorkspace.find("{" + WORKSPACE_NAMESPACE + "}projects")
        if xmlProjects.get("last", "none") != "none":
            lastProject = xmlProjects.get("last", "none")

    # Instantiation of the workspace
    workspace = Workspace(wsName, wsCreationDate, workspacePath, pathOfTraces, pathOfLogging, pathOfPrototypes)

    # Load the already imported traces
    if xmlWorkspace.find("{" + WORKSPACE_NAMESPACE + "}traces") is not None:
        xmlTraces = xmlWorkspace.find("{" + WORKSPACE_NAMESPACE + "}traces")
        for xmlTrace in xmlTraces.findall("{" + WORKSPACE_NAMESPACE + "}trace"):
            trace = ImportedTrace.loadTrace(xmlTrace, WORKSPACE_NAMESPACE, COMMON_NAMESPACE, "0.1", workspace.getPathOfTraces())
            if trace is not None:
                workspace.addImportedTrace(trace)

    # Reference the projects
    if xmlWorkspace.find("{" + WORKSPACE_NAMESPACE + "}projects") is not None:
        for xmlProject in xmlWorkspace.findall("{" + WORKSPACE_NAMESPACE + "}projects/{" + WORKSPACE_NAMESPACE + "}project"):
            project_path = xmlProject.get("path")
            workspace.referenceProject(project_path)
            if project_path == lastProject and lastProject is not None:
                workspace.referenceLastProject(lastProject)

    # Reference the functions
    if xmlWorkspace.find("{" + WORKSPACE_NAMESPACE + "}functions") is not None:
        for xmlFunction in xmlWorkspace.findall("{" + WORKSPACE_NAMESPACE + "}functions/{" + WORKSPACE_NAMESPACE + "}function"):
            function = RenderingFunction.loadFromXML(xmlFunction, WORKSPACE_NAMESPACE, "0.1")
            if function is not None:
                workspace.addCustomTransformationFunction(function)

    enableBugReporting = False
    if xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}enable_bug_reporting") is not None and xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}enable_bug_reporting").text is not None and len(xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}enable_bug_reporting").text) > 0:
        val = xmlWorkspaceConfig.find("{" + WORKSPACE_NAMESPACE + "}enable_bug_reporting").text
        if val == "true":
            enableBugReporting = True
    workspace.setEnableBugReporting(enableBugReporting)

    return workspace


class WorkspaceException(Exception):
    pass


[docs]class Workspace(object):
    """Class definition of a Workspace"""

    # The name of the configuration file
    CONFIGURATION_FILENAME = "workspace.xml"

    # /!\ WARNING:
    # The dict{} which defines the parsing function associated with each schema
    # is added to the end of the document

    #+-----------------------------------------------------------------------+
    #| Constructor
    #| @param path : path of the workspace
    #+-----------------------------------------------------------------------+
    def __init__(self, name, creationDate, path, pathOfTraces, pathOfLogging, pathOfPrototypes, lastProjectPath=None, importedTraces={}):
        self.name = name
        self.path = os.path.abspath(path)
        self.creationDate = creationDate
        self.projects_path = []
        self.pathOfTraces = os.path.join(self.path, pathOfTraces)
        self.pathOfLogging = os.path.join(self.path, pathOfLogging)
        self.pathOfPrototypes = os.path.join(self.path, pathOfPrototypes)
        self.lastProjectPath = lastProjectPath
        self.importedTraces = importedTraces
        self.customTransformationFunctions = []
        self.enableBugReporting = False

    def getNameOfProjects(self):
        nameOfProjects = []
        for project_path in self.getProjectsPath():
            from netzob.Common.Project import Project
            projectName = Project.getNameOfProject(self, project_path)
            if projectName is not None:
                nameOfProjects.append((projectName, project_path))
        return nameOfProjects

    def getProjects(self):
        projects = []
        for project_path in self.getProjectsPath():
            from netzob.Common.Project import Project
            project = Project.loadProject(self, project_path)
            if project is not None:
                projects.append(project)
        return projects

    def getLastProject(self):
        if self.lastProjectPath is None:
            return None

        from netzob.Common.Project import Project
        project = Project.loadProject(self, self.lastProjectPath)
        return project

    def setEnableBugReporting(self, enable):
        self.enableBugReporting = enable

    def referenceLastProject(self, lastProject):
        self.lastProjectPath = lastProject

    def getImportedTraces(self):
        return self.importedTraces.values()

    def getImportedTrace(self, traceId):
        """Retrieve a specific trace, which identifier is traceId."""

        try:
            return self.importedTraces[traceId]
        except KeyError:
            raise WorkspaceException("Unable to find the requested trace ({0})".format(traceId))

    def addImportedTrace(self, importedTrace):
        self.importedTraces.update({importedTrace.id: importedTrace})

    def removeImportedTrace(self, importedTrace):
        ImportedTrace.deleteTrace(importedTrace, self.pathOfTraces)
        self.importedTraces.pop(importedTrace.id)

    def newEmptyImportedTrace(self, name, description=""):
        """This function is in charge of creating an empty
        `ImportedTrace`.

        :param name: 'name' of the new trace.
        :param description (optional): description of the new
        trace."""

        newTrace = ImportedTrace(str(uuid.uuid4()),
                                 datetime.datetime.now(),
                                 "UNKNOWN",
                                 description,
                                 name)

        self.addImportedTrace(newTrace)

        return newTrace

    def mergeImportedTraces(self, traceIds, name, keep=True):
        """This methods allows to merge multiple traces. The merged
        traces gets a new unique id.

        If the 'keep' parameter is True, a copy of the initial traces
        is kept.

        We retrieve the 'ImportedTrace' object from its ID. Then we
        merge all traces' messages and sessions into a new
        'ImportedTrace'."""

        messages = {}
        sessions = {}
        names = []
        types = []

        for traceId in traceIds:
            trace = self.getImportedTrace(traceId)

            messages.update(trace.messages)
            sessions.update(trace.sessions)
            names.append("'{0}'".format(trace.name))

            # If the type is already a multiple type merge, types are
            # comma separated values.
            types.extend(trace.type.split(";"))

            if keep is False:
                self.removeImportedTrace(trace)

        # The type of the new trace is a list of the multiple types of
        # the traces to be merged.
        newTraceType = "{0}".format(";".join(set(types)))
        description = "Merge of traces {0} and {1}".format(', '.join(names[:-1]), names[-1])

        newTrace = ImportedTrace(str(uuid.uuid4()),
                                 datetime.datetime.now(),
                                 newTraceType,
                                 description,
                                 name)
        newTrace.messages = messages
        newTrace.sessions = sessions

        self.addImportedTrace(newTrace)

        return newTrace

    def getTransformationFunctions(self):
        """Computes and returns the list of available functions"""

        functions = []
        functions.append(Base64Function(_("Base64 Function")))
        functions.append(GZipFunction(_("GZip Function")))
        functions.append(BZ2Function(_("BZ2 Function")))
        functions.extend(self.customTransformationFunctions)
        return functions

    def getCustomFunctions(self):
        return self.customTransformationFunctions

    def addCustomTransformationFunction(self, function):
        found = False
        for f in self.customTransformationFunctions:
            if f.getName() == function.getName():
                found = True
                break
        if not found:
            self.customTransformationFunctions.append(function)

    #+-----------------------------------------------------------------------+
    #| referenceProject:
    #|     reference a project in the workspace
    #+-----------------------------------------------------------------------+
    def referenceProject(self, project_path):
        path = project_path
        if not path in self.projects_path:
            self.projects_path.append(path)
        else:
            logging.warn("The project declared in {0} is already referenced in the workspace.". format(path))

    def dereferenceProject(self, project_path):
        if not project_path in self.projects_path:
            raise WorkspaceException("The project '{0}' is not declared in the workspace".format(project_path))

        self.projects_path.remove(project_path)

    def saveConfigFile(self, overrideTraces=[]):
        """This functions allows to save the current (and only)
        instance of the Workspace. You can supply a list of traces
        that should be written on-disk through the `overrideTraces`
        variable. This allows to override specific traces that where
        modified.

        :param overrideTraces: a list of trace identifiers that should
        be written on-disk, even if they already exists.
        """

        workspaceFile = os.path.join(self.path, Workspace.CONFIGURATION_FILENAME)

        logging.info("Save the config file of the workspace {0} in {1}".format(self.getName(), workspaceFile))

        # Register the namespace
        etree.register_namespace('netzob', WORKSPACE_NAMESPACE)
        etree.register_namespace('netzob-common', COMMON_NAMESPACE)

        # Dump the file
        root = etree.Element("{" + WORKSPACE_NAMESPACE + "}workspace")
        root.set("creation_date", TypeConvertor.pythonDatetime2XSDDatetime(self.getCreationDate()))
        root.set("name", str(self.getName()))

        xmlWorkspaceConfig = etree.SubElement(root, "{" + WORKSPACE_NAMESPACE + "}configuration")

        relTracePath = os.path.relpath(self.getPathOfTraces(), self.path)
        xmlTraces = etree.SubElement(xmlWorkspaceConfig, "{" + WORKSPACE_NAMESPACE + "}traces")
        xmlTraces.text = str(self.getPathOfTraces())

        xmlLogging = etree.SubElement(xmlWorkspaceConfig, "{" + WORKSPACE_NAMESPACE + "}logging")
        xmlLogging.text = str(self.getPathOfLogging())

        xmlPrototypes = etree.SubElement(xmlWorkspaceConfig, "{" + WORKSPACE_NAMESPACE + "}prototypes")
        xmlPrototypes.text = str(self.getPathOfPrototypes())

        xmlPrototypes = etree.SubElement(xmlWorkspaceConfig, "{" + WORKSPACE_NAMESPACE + "}enable_bug_reporting")
        xmlPrototypes.text = str(self.enableBugReporting).lower()

        xmlWorkspaceProjects = etree.SubElement(root, "{" + WORKSPACE_NAMESPACE + "}projects")
        for projectPath in self.getProjectsPath():
            xmlProject = etree.SubElement(xmlWorkspaceProjects, "{" + WORKSPACE_NAMESPACE + "}project")
            xmlProject.set("path", projectPath)

        xmlWorkspaceImported = etree.SubElement(root, "{" + WORKSPACE_NAMESPACE + "}traces")
        for importedTrace in self.getImportedTraces():
            # overrideTraces variable contains the list of
            # ImportedTraces that should be overriden. This is useful
            # in case of message removal for example.
            forceOverride = (importedTrace.id in overrideTraces)

            importedTrace.save(xmlWorkspaceImported, WORKSPACE_NAMESPACE, COMMON_NAMESPACE,
                               os.path.join(self.path, self.getPathOfTraces()), forceOverride)

        xmlWorkspaceFunctions = etree.SubElement(root, "{" + WORKSPACE_NAMESPACE + "}functions")
        for function in self.getCustomFunctions():
            function.save(xmlWorkspaceFunctions, WORKSPACE_NAMESPACE)

        tree = ElementTree(root)
        tree.write(workspaceFile, pretty_print=True)

    @staticmethod
    def createWorkspace(name, path):
        tracesPath = "traces"
        projectsPath = "projects"
        prototypesPath = "prototypes"
        loggingPath = "logging"
        pathOfLogging = "logging/logging.conf"

        # we create a "traces" directory if it doesn't yet exist
        if not os.path.isdir(os.path.join(path, tracesPath)):
            os.mkdir(os.path.join(path, tracesPath))

        # we create a "projects" directory if it doesn't yet exist
        if not os.path.isdir(os.path.join(path, projectsPath)):
            os.mkdir(os.path.join(path, projectsPath))

        # we create the "prototypes" directory if it doesn't yet exist
        if not os.path.isdir(os.path.join(path, prototypesPath)):
            os.mkdir(os.path.join(path, prototypesPath))
            # we upload in it the default repository file
            from netzob.Common.ResourcesConfiguration import ResourcesConfiguration
            staticRepositoryPath = os.path.join(os.path.join(ResourcesConfiguration.getStaticResources(), "defaults"), "repository.xml.default")
            shutil.copy(staticRepositoryPath, os.path.join(os.path.join(path, prototypesPath), "repository.xml"))

        # we create the "logging" directory if it doesn't yet exist
        if not os.path.isdir(os.path.join(path, loggingPath)):
            os.mkdir(os.path.join(path, loggingPath))
            # we upload in it the default repository file
            from netzob.Common.ResourcesConfiguration import ResourcesConfiguration
            staticLoggingPath = os.path.join(os.path.join(ResourcesConfiguration.getStaticResources(), "defaults"), "logging.conf.default")
            shutil.copy(staticLoggingPath, os.path.join(os.path.join(path, loggingPath), "logging.conf"))

        workspace = Workspace(name, datetime.datetime.now(), path, tracesPath, pathOfLogging, prototypesPath)
        workspace.saveConfigFile()

        return workspace

    @staticmethod
    def isFolderAValidWorkspace(workspacePath):
        """Computes if the provided folder
        represents a valid (and loadable) workspace
        @return: None if the workspace is loadable or the error message if not valid
        """
        if workspacePath is None:
            return _("The workspace's path ({0}) is incorrect.".format(workspacePath))
        workspaceFile = os.path.join(workspacePath, Workspace.CONFIGURATION_FILENAME)

        # verify we can open and read the file
        if workspaceFile is None:
            return _("The workspace's configuration file can't be find (No workspace path given).")
        # is the workspaceFile is a file
        if not os.path.isfile(workspaceFile):
            return _("The specified workspace's configuration file ({0}) is not valid: its not a file.".format(workspaceFile))
        # is it readable
        if not os.access(workspaceFile, os.R_OK):
            return _("The specified workspace's configuration file ({0}) is not readable.".format(workspaceFile))

        for xmlSchemaFile in Workspace.WORKSPACE_SCHEMAS.keys():
            from netzob.Common.ResourcesConfiguration import ResourcesConfiguration
            xmlSchemaPath = os.path.join(ResourcesConfiguration.getStaticResources(), xmlSchemaFile)
            # If we find a version which validates the XML, we parse with the associated function
            if Workspace.isSchemaValidateXML(xmlSchemaPath, workspaceFile):
                return None
        return _("The specified workspace is not valid according to the XSD definitions.")

    @staticmethod
    def loadWorkspace(workspacePath):
        """Load the workspace declared in the
        provided directory
        @type workspacePath: str
        @var workspacePath: folder to load as a workspace
        @return a tupple with the workspace or None if not valid and the error message"""

        errorMessage = Workspace.isFolderAValidWorkspace(workspacePath)
        if errorMessage is not None:
            logging.warn(errorMessage)
            return (None, errorMessage)

        workspaceFile = os.path.join(workspacePath, Workspace.CONFIGURATION_FILENAME)
        logging.debug("  Workspace configuration file found: " + str(workspaceFile))
        # We validate the file given the schemas
        for xmlSchemaFile in Workspace.WORKSPACE_SCHEMAS.keys():
            from netzob.Common.ResourcesConfiguration import ResourcesConfiguration
            xmlSchemaPath = os.path.join(ResourcesConfiguration.getStaticResources(), xmlSchemaFile)
            # If we find a version which validates the XML, we parse with the associated function
            if Workspace.isSchemaValidateXML(xmlSchemaPath, workspaceFile):
                logging.debug("  Workspace configuration file " + str(workspaceFile) + " is valid against XSD scheme " + str(xmlSchemaPath))
                parsingFunc = Workspace.WORKSPACE_SCHEMAS[xmlSchemaFile]
                workspace = parsingFunc(workspacePath, workspaceFile)
                if workspace is not None:
                    return (workspace, None)
            else:
                logging.fatal("The specified Workspace file is not valid according to the XSD found in %s." % (xmlSchemaPath))

        return (None, _("An unknown error prevented to open the workspace."))

    @staticmethod
    def isSchemaValidateXML(schemaFile, xmlFile):
        # is the schema is a file
        if not os.path.isfile(schemaFile):
            logging.warn("The specified schema file (" + str(schemaFile) + ") is not valid : its not a file.")
            return False
        # is it readable
        if not os.access(schemaFile, os.R_OK):
            logging.warn("The specified schema file (" + str(schemaFile) + ") is not readable.")
            return False

        schemaF = open(schemaFile, "r")
        schemaContent = schemaF.read()
        schemaF.close()

        if schemaContent is None or len(schemaContent) == 0:
            logging.warn("Impossible to read the schema file (no content found in it)")
            return False

        # Extended version of an XSD validator
        # Create an xmlParser for the schema
        schemaParser = etree.XMLParser()
        # Register a resolver (to locate the other XSDs according to the path of static resources)
        xsdResolver = XSDResolver()
        xsdResolver.addMapping("common.xsd", os.path.join(os.path.dirname(schemaFile), "common.xsd"))

        schemaParser.resolvers.add(xsdResolver)
        schemaParsed = etree.parse(schemaContent, parser=schemaParser)
        schema = etree.XMLSchema(schemaParsed)

        try:
            xmlRoot = etree.parse(xmlFile)
            schema.assertValid(xmlRoot)
            return True
        except Exception as e:
            logging.warn(e)
            log = schema.error_log
            error = log.last_error
            logging.warn(error)
            return False
        return False

    # Dictionary of workspace versions, must be sorted by version DESC
    WORKSPACE_SCHEMAS = {"xsds/0.1/Workspace.xsd": loadWorkspace_0_1}

    def getName(self):
        return self.name

    def getCreationDate(self):
        return self.creationDate

    def getPath(self):
        return self.path

    def getProjectsPath(self):
        return self.projects_path

    def getPathOfTraces(self):
        return self.pathOfTraces

    def getPathOfLogging(self):
        return self.pathOfLogging

    def getPathOfPrototypes(self):
        return self.pathOfPrototypes
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  Source code for netzob.Common.Models.Factories.FileMessageFactory

# -*- coding: utf-8 -*-

#+---------------------------------------------------------------------------+
#|          01001110 01100101 01110100 01111010 01101111 01100010            |
#|                                                                           |
#|               Netzob : Inferring communication protocols                  |
#+---------------------------------------------------------------------------+
#| Copyright (C) 2011 Georges Bossert and Frédéric Guihéry                   |
#| This program is free software: you can redistribute it and/or modify      |
#| it under the terms of the GNU General Public License as published by      |
#| the Free Software Foundation, either version 3 of the License, or         |
#| (at your option) any later version.                                       |
#|                                                                           |
#| This program is distributed in the hope that it will be useful,           |
#| but WITHOUT ANY WARRANTY; without even the implied warranty of            |
#| MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the              |
#| GNU General Public License for more details.                              |
#|                                                                           |
#| You should have received a copy of the GNU General Public License         |
#| along with this program. If not, see <http://www.gnu.org/licenses/>.      |
#+---------------------------------------------------------------------------+
#| @url      : http://www.netzob.org                                         |
#| @contact  : contact@netzob.org                                            |
#| @sponsors : Amossys, http://www.amossys.fr                                |
#|             Supélec, http://www.rennes.supelec.fr/ren/rd/cidre/           |
#+---------------------------------------------------------------------------+

#+---------------------------------------------------------------------------+
#| Standard library imports
#+---------------------------------------------------------------------------+
from gettext import gettext as _
import uuid

#+---------------------------------------------------------------------------+
#| Related third party imports
#+---------------------------------------------------------------------------+
from lxml.etree import ElementTree
from lxml import etree
import datetime

#+---------------------------------------------------------------------------+
#| Local application imports
#+---------------------------------------------------------------------------+
from netzob.Common.Type.TypeConvertor import TypeConvertor


#+---------------------------------------------------------------------------+
#| FileMessageFactory:
#|     Factory dedicated to the manipulation of file messages
#| ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~+
#| XML Definition
#| <message type="file" id="" timestamp="">
#|     <data></data>
#|     <lineNumber></lineNumber>
#|     <filename></filename>
#|     <creationDate></creationDate>
#|     <modificationDate></modificationDate>
#|     <owner></owner>
#|     <size></size>
#|     <data></data>
#| </message>
#+---------------------------------------------------------------------------+
[docs]class FileMessageFactory():

    XML_SCHEMA_TYPE = "netzob-common:FileMessage"

    @staticmethod
    #+-----------------------------------------------------------------------+
    #| saveInXML
    #|     Generate the XML representation of a file message
    #| @return a string which include the xml definition of the file msg
    #+-----------------------------------------------------------------------+
    def save(message, xmlMessage, namespace_project, namespace_common):
        xmlMessage.set("{http://www.w3.org/2001/XMLSchema-instance}type", FileMessageFactory.XML_SCHEMA_TYPE)

        # line number
        subLineNumber = etree.SubElement(xmlMessage, "{" + namespace_common + "}lineNumber")
        subLineNumber.text = str(message.getLineNumber())
        # filename
        subFilename = etree.SubElement(xmlMessage, "{" + namespace_common + "}filename")
        subFilename.text = message.getFilename().decode('utf-8')
        # creationDate
        subCreationDate = etree.SubElement(xmlMessage, "{" + namespace_common + "}creationDate")
        subCreationDate.text = TypeConvertor.pythonDatetime2XSDDatetime(message.getCreationDate())
        # creationDate
        subModificationDate = etree.SubElement(xmlMessage, "{" + namespace_common + "}modificationDate")
        subModificationDate.text = TypeConvertor.pythonDatetime2XSDDatetime(message.getModificationDate())

        # owner
        subOwner = etree.SubElement(xmlMessage, "{" + namespace_common + "}owner")
        subOwner.text = message.getOwner()
        # size
        subSize = etree.SubElement(xmlMessage, "{" + namespace_common + "}size")
        subSize.text = str(message.getSize())

    @staticmethod
    #+---------------------------------------------------------------------------+
    #| loadFromXML:
    #|     Function which parses an XML and extract from it
    #[    the definition of a file message
    #| @param rootElement: XML root of the file message
    #| @return an instance of a FipSource (default 0.0.0.0)ileMessage
    #| @throw NameError if XML invalid
    #+---------------------------------------------------------------------------+
    def loadFromXML(rootElement, namespace, version, id, timestamp, data):

        # Retrieves the lineNumber (default -1)
        msg_lineNumber = int(rootElement.find("{" + namespace + "}lineNumber").text)

        # Retrieves the filename
        msg_filename = rootElement.find("{" + namespace + "}filename").text

        # Retrieves the creation date
        msg_creationDate = TypeConvertor.xsdDatetime2PythonDatetime(rootElement.find("{" + namespace + "}creationDate").text)

        # Retrieves the modification date
        if rootElement.find("{" + namespace + "}modificationDate").text is not None:
            msg_modificationDate = TypeConvertor.xsdDatetime2PythonDatetime(rootElement.find("{" + namespace + "}modificationDate").text)
        else:
            msg_modificationDate = msg_creationDate

        # Retrieves the owner
        msg_owner = rootElement.find("{" + namespace + "}owner").text

        # Retrieves the size
        msg_size = int(rootElement.find("{" + namespace + "}size").text)

        # TODO : verify this ! Circular imports in python !
        # WARNING : verify this ! Circular imports in python !
        from netzob.Common.Models.FileMessage import FileMessage
        result = FileMessage(id, timestamp, data, msg_filename, msg_creationDate, msg_modificationDate, msg_owner, msg_size, msg_lineNumber)

        return result
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