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JWT APNs Client
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 [https://jwt-apns-client.readthedocs.io/en/latest/?badge=latest]APNs client using JWT


	Free software: MIT license

	Documentation: https://jwt-apns-client.readthedocs.io.




Features


	TODO






Credits

This package was created with Cookiecutter [https://github.com/audreyr/cookiecutter] and the audreyr/cookiecutter-pypackage [https://github.com/audreyr/cookiecutter-pypackage] project template.







          

      

      

    

  

    
      
          
            
  
Installation


Stable release

To install JWT APNs Client, run this command in your terminal:

$ pip install jwt_apns_client





This is the preferred method to install JWT APNs Client, as it will always install the most recent stable release.

If you don’t have pip [https://pip.pypa.io] installed, this Python installation guide [http://docs.python-guide.org/en/latest/starting/installation/] can guide
you through the process.




From sources

The sources for JWT APNs Client can be downloaded from the Github repo [https://github.com/mobelux/jwt_apns_client].

You can either clone the public repository:

$ git clone git://github.com/mobelux/jwt_apns_client





Or download the tarball [https://github.com/mobelux/jwt_apns_client/tarball/master]:

$ curl  -OL https://github.com/mobelux/jwt_apns_client/tarball/master





Once you have a copy of the source, you can install it with:

$ python setup.py install











          

      

      

    

  

    
      
          
            
  
Usage

To use JWT APNs Client in a project:

from jwt_apns_client.jwt_apns_client import APNSConnection, APNSEnvironments
client = APNSConnection(
    topic='com.example.application',
    team_id='apns_team_id',
    apns_key_id='apns_key_id',
    apns_key_path='/path/to/apns/key.pem',
    environment=APNSEnvironments.DEV)

response = client.send_notification(
    device_registration_id='registration_id',
    alert='Example APNS Message',
    badge=1
)





To create a dummy certificate suitable for use in test cases or which does not interract with the APNs servers:

1. generate elliptic curve key:
    openssl ecparam -name secp256k1 -genkey -noout -out secp256k1-key.pem
2. convert to unencrypted pkcs#8 pem
    openssl pkcs8 -topk8 -in secp256k1-key.pem -out key.p8 -nocrypt









          

      

      

    

  

    
      
          
            
  
Contributing

Contributions are welcome, and they are greatly appreciated! Every
little bit helps, and credit will always be given.

You can contribute in many ways:


Types of Contributions


Report Bugs

Report bugs at https://github.com/mobelux/jwt_apns_client/issues.

If you are reporting a bug, please include:


	Your operating system name and version.

	Any details about your local setup that might be helpful in troubleshooting.

	Detailed steps to reproduce the bug.






Fix Bugs

Look through the GitHub issues for bugs. Anything tagged with “bug”
and “help wanted” is open to whoever wants to implement it.




Implement Features

Look through the GitHub issues for features. Anything tagged with “enhancement”
and “help wanted” is open to whoever wants to implement it.




Write Documentation

JWT APNs Client could always use more documentation, whether as part of the
official JWT APNs Client docs, in docstrings, or even on the web in blog posts,
articles, and such.




Submit Feedback

The best way to send feedback is to file an issue at https://github.com/mobelux/jwt_apns_client/issues.

If you are proposing a feature:


	Explain in detail how it would work.

	Keep the scope as narrow as possible, to make it easier to implement.

	Remember that this is a volunteer-driven project, and that contributions
are welcome :)








Get Started!

Ready to contribute? Here’s how to set up jwt_apns_client for local development.


	Fork the jwt_apns_client repo on GitHub.



	Clone your fork locally:

$ git clone git@github.com:your_name_here/jwt_apns_client.git







	Install your local copy into a virtualenv. Assuming you have virtualenvwrapper installed, this is how you set up your fork for local development:

$ mkvirtualenv jwt_apns_client
$ cd jwt_apns_client/
$ python setup.py develop







	Create a branch for local development:

$ git checkout -b name-of-your-bugfix-or-feature





Now you can make your changes locally.



	When you’re done making changes, check that your changes pass flake8 and the tests, including testing other Python versions with tox:

$ flake8 jwt_apns_client tests
$ python setup.py test or py.test
$ tox





To get flake8 and tox, just pip install them into your virtualenv.



	Commit your changes and push your branch to GitHub:

$ git add .
$ git commit -m "Your detailed description of your changes."
$ git push origin name-of-your-bugfix-or-feature







	Submit a pull request through the GitHub website.








Pull Request Guidelines

Before you submit a pull request, check that it meets these guidelines:


	The pull request should include tests.

	If the pull request adds functionality, the docs should be updated. Put
your new functionality into a function with a docstring, and add the
feature to the list in README.rst.

	The pull request should work for Python 2.7, 3.4 and 3.5. Check
https://travis-ci.org/mobelux/jwt_apns_client/pull_requests
and make sure that the tests pass for all supported Python versions.






Tips

To run a subset of tests:

$ python -m unittest tests.test_jwt_apns_client
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jwt_apns_client package


Submodules




jwt_apns_client.cli module




jwt_apns_client.jwt_apns_client module

jwt_apns_client/jwt_apns_client

Client for handling HTTP/2 and JWT based connections to Apple’s APNs.


	
class jwt_apns_client.jwt_apns_client.APNSConnection(*args, **kwargs)

	Bases: object

Manages a connection to APNs





	Variables:	
	algorithm (str) – The algorithm to use for the jwt.  Defaults to ES256.

	team_id (str) – The app team id

	apns_key_id (str) – The apns key id

	apns_key_path (str) – Path to file with the apns auth key

	api_version (int) – The API version.  Default is 3

	topic (str) – The APNs topic

	environment (str) – development or production. Default is development.

	api_host (str) – The host for the API.  If not specified then defaults to the standard host for
the specified environment.

	api_port (int) – The port to make the http2 connection on.  Default is 443.

	provider_token (str) – The base64 encoded jwt provider token










	
close(error_code=None)

	Close the HTTP/2 connection with optional error code






	
connection

	




	
get_payload_data(alert=None, badge=None, sound=None, content=None, category=None, thread=None)

	Builds the payload dict.

More information about these values may be found in Apple’s documentation at
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/PayloadKeyReference.html





	Parameters:	
	alert – May be a Alert instance or a string

	badge (int) – Include to modify the badge of the app’s icon

	sound (str) – The name of a sound in the app’s bundle or Librar/Sounds folder.

	content (int) – Set to 1 for a silent notification.

	category (str) – String which represents the notification’s type.  This should correspond
with a value in the identifier property of one of the app’s registered categories.

	thread (str) – An app specific identifier for grouping notifications.






	Returns:	The payload as a dict ready for conversion to json in a request.












	
get_request_headers(token=None, topic=None, priority=10, expiration=0)

	See details on topic, expiration, priority values, etc. at
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/CommunicatingwithAPNs.html#//apple_ref/doc/uid/TP40008194-CH11-SW1





	Parameters:	
	token – the jwt token

	topic – the message topic

	(int) (expiration) – the message priority.  10 for immediate, 5 to consider power consumption. Default is 10.

	(int) – The message expiration.  Default is 0.






	Returns:	A dict of the http request headers












	
get_request_payload(alert=None, badge=None, sound=None, content=None, category=None, thread=None)

	Returns the request payload as utf-8 encoded json

More information about these values may be found in Apple’s documentation at
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/PayloadKeyReference.html





	Parameters:	
	alert – May be a Alert instance or a string

	badge (int) – Include to modify the badge of the app’s icon

	sound (str) – The name of a sound in the app’s bundle or Librar/Sounds folder.

	content (int) – Set to 1 for a silent notification.

	category (str) – String which represents the notification’s type.  This should correspond
with a value in the identifier property of one of the app’s registered categories.

	thread (str) – An app specific identifier for grouping notifications.






	Returns:	The JSON encoded request payload












	
get_secret()

	




	
get_token_headers(algorithm=None, apns_key_id=None)

	Build headers for the JWT token





	Parameters:	
	algorithm (str) – The algorithm to use for the jwt.  Defaults to ES256, which is required by the APNs.

	apns_key_id (str) – The apns key id






	Returns:	Dict of headers for the JWT token












	
make_provider_token(issuer=None, issued_at=None, algorithm=None, secret=None, headers=None)

	Build the jwt token for the connection.

Apple returns an error if the provider token is updated too often, so we don’t want to constantly build
new ones.





	Parameters:	
	issuer (str) – JWT issuer.  Generally the team id.  Defaults to self.team_id

	issued_at (time.time) – A time object specifying when the token was issued. Defaults to time.time()

	algorithm (str) – The algorithm to use for the jwt.  Defaults to ES256, which is required by the APNs.

	secret (str) – The APNs key.  If None then defaults to self.secret.

	headers (dict) – The JWT token headers






	Returns:	JWT encoded token












	
send_notification(device_registration_id, **kwargs)

	Send a push notification using http2.  Creates a new connection or reuses an existing connection
if possible.





	Parameters:	
	device_registration_id (str) – The registration id of the device to send the notification to

	alert – May be a Alert instance or a string

	badge (int) – Include to modify the badge of the app’s icon

	sound (str) – The name of a sound in the app’s bundle or Librar/Sounds folder.

	content (int) – Set to 1 for a silent notification.

	category (str) – String which represents the notification’s type.  This should correspond
with a value in the identifier property of one of the app’s registered categories.

	thread (str) – An app specific identifier for grouping notifications.






	Returns:	A jwt_apns_client.jwt_apns_client.NotificationResponse
















	
class jwt_apns_client.jwt_apns_client.APNSEnvironments

	Bases: object

Class to act as enum of APNs Environments


	
DEV = u'dev'

	




	
PROD = u'prod'

	








	
class jwt_apns_client.jwt_apns_client.Alert(*args, **kwargs)

	Bases: object

An APNs Alert.  APNs Payloads can take a dict, which will be built from this object
or just a single string.

More information on the data may be found in Apple’s documentation at
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/PayloadKeyReference.html





	Variables:	
	title (str) – The alert title

	body (str) – The alert body

	title_loc_key (str) – Localizable string for the title

	title_loc_args ([str]) – Variable string values to appear in place for format specifiers in title_loc_key

	action_loc_key (str) – String to get localized title for the View button in the app.

	loc_key (str) – Key to an alert-message string in app’s Localizable.strings.

	loc_args ([str]) – Variable string values for format specifiers in loc_key

	launch_image (str) – Filename of an image in the app bundle to be used as a launch image.










	
get_payload_dict()

	Returns the APNs payload data from the object instance as a dictionary suitable for encoding
as JSON for use in API requests.










	
class jwt_apns_client.jwt_apns_client.NotificationResponse(status=200, reason=u'', host=u'', port=443, path=u'', payload=None, headers=None, *args, **kwargs)

	Bases: object

Encapsulate a response to sending a notification using the API.





	Variables:	
	status (int) – The HTTP status code of the response

	reason (str) – Reason if specified

	payload (str) – The JSON payload

	headers (dict) – response headers

	host (str) – Host the request was made to

	port (int) – The port the request was made to

	path (str) – Path of the HTTP request
















jwt_apns_client.utils module

jwt_apns_client/utils

General utility classes and functions


	
class jwt_apns_client.utils.APNSReasons

	Bases: object

Constants for the various reason strings returned by APNs on error.

This is not currently an exhaustive list, this is just the ones we currently care about for handling


	
BAD_CERTIFICATE = u'BadCertificate'

	




	
BAD_CERT_ENVIRONMENT = u'BadCertificateEnvironment'

	




	
BAD_COLLAPSE_ID = u'BadCollapseId'

	




	
BAD_DEVICE_TOKEN = u'BadDeviceToken'

	




	
BAD_EXPIRATION_DATE = u'BadExpirationDate'

	




	
BAD_MESSAGE_ID = u'BadMessageId'

	




	
BAD_PATH = u'BadPath'

	




	
BAD_PRIORITY = u'BadPriority'

	




	
BAD_TOPIC = u'BadTopic'

	




	
DEVICE_TOKEN_NOT_FOR_TOPIC = u'DeviceTokenNotForTopic'

	




	
DUPLICATE_HEADERs = u'DuplicateHeaders'

	




	
EXPIRED_PROVIDER_TOKEN = u'ExpiredProviderToken'

	




	
FORBIDDEN = u'Forbidden'

	




	
IDLE_TIMEOUT = u'IdleTimeout'

	




	
INTERNAL_SERVER_ERROR = u'InternalServerError'

	




	
INVALID_PROVIDER_TOKEN = u'InvalidProviderToken'

	




	
METHOD_NOT_ALLOWED = u'MethodNotAllowed'

	




	
MISSING_DEVICE_TOKEN = u'MissingDeviceToken'

	




	
MISSING_PROVIDER_TOKEN = u'MissingProviderToken'

	




	
MISSING_TOPIC = u'MissingTopic'

	




	
PAYLOAD_EMPTY = u'PayloadEmpty'

	




	
PAYLOAD_TOO_LARGE = u'PayloadTooLarge'

	




	
PROVIDER_TOKEN_UPDATES = u'TooManyProviderTokenUpdates'

	




	
SERVICE_UNAVAILABLE = u'ServiceUnavailable'

	




	
SHUTDOWN = u'Shutdown'

	




	
TOO_MANY_REQUESTS = u'TooManyRequests'

	




	
TOPIC_DISALLOWED = u'TopicDisallowed'

	




	
UNREGISTERED = u'Unregistered'

	








	
jwt_apns_client.utils.make_provider_token(issuer, secret, issued_at=None, headers=None)

	Build the jwt token for the connection.

Apple returns an error if the provider token is updated too often, so we don’t want to constantly build
new ones.





	Parameters:	
	issuer – The issuer to use for the jwt token

	issued_at – Time as unix epoch the token was issued at.  Defaults to time.time().

	headers – The jwt headers to use as a dict.  Includes the algorithm and key id.

	algorithm – The hashing algorithm used.  Should be the same as used in the headers.  If not specified
then the value will be taken from headers[‘alg’]






	Returns:	JWT encoded token
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History


0.1.0 (2016-11-17)


	First release on PyPI.









          

      

      

    

  

    
      
          
            
  
Credits


Development Lead


	Justin Michalicek <justin@mobelux.com>






Contributors

None yet. Why not be the first?
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