

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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About Icinga Web 2 

Icinga Web 2 is a powerful PHP framework for web applications that comes in a clean and reduced design.
It's fast, responsive, accessible and easily extensible with modules.


The monitoring module 

This is the core module for most Icinga Web 2 users.

It provides an intuitive user interface for monitoring with Icinga 2.
Especially there are lots of list and detail views (e.g. for hosts and services)
you can sort and filter depending on what you want to see.

You can also control the monitoring process itself by sending external commands to Icinga.
Most such actions (like rescheduling a check) can be done with just a single click.

More details about this module can be found in this chapter.




Installation 

Icinga Web 2 can be installed easily from packages from the official package repositories.
Setting it up is also easy with the web based setup wizard.

See here for more information about the installation.




Configuration 

Icinga Web 2 can be configured via the user interface and .ini files.

See here for more information about the configuration.




Authentication 

With Icinga Web 2 you can authenticate against relational databases, LDAP and more.
These authentication methods can be easily configured (via the corresponding .ini file).

See here for more information about
the different authentication methods available and how to configure them.




Authorization 

In Icinga Web 2 there are permissions and restrictions to allow and deny (respectively)
roles to view or to do certain things.
These roles can be assigned to users and groups.

See here for more information about authorization
and how to configure roles.




User preferences 

Besides the global configuration each user has individual configuration options
like the interface's language or the current timezone.
They can be stored either in a database or in .ini files.

See here for more information about a user's preferences
and how to configure their storage type.




Documentation 

With the documentation module you can read the documentation of the framework (and any module) directly in the user interface.

The module can also export the documentation to PDF.

More details about this module can be found in this chapter.




Translation 

With the translation module every piece of text in the user interface (of the framework itself and any module) can be translated to a language of your choice.

Currently provided languages:


	German


	Italian


	Portuguese




More details about this module can be found in this chapter.







          

      

      

    

  

    
      
          
            
  
Installation 

The preferred way of installing Icinga Web 2 is to use the official package repositories depending on which operating
system and distribution you are running.

In case you are upgrading from an older version of Icinga Web 2
please make sure to read the upgrading section
thoroughly.

Source and automated setups are described inside the advanced topics
chapter.


Installing Requirements 


	Icinga 2 [https://www.icinga.com/products/icinga-2/] with the IDO database backend (MySQL or PostgreSQL)


	A web server, e.g. Apache or Nginx


	PHP version >= 5.6.0. Though Icinga Web 2 version 2.5.x is compatible with PHP version >= 5.3.2 there are modules
which require a higher PHP version. Also, future versions of Icinga Web 2 will drop support for outdated PHP versions.
Packages for Icinga Web 2 already require PHP >= 5.6.0


	The following PHP modules must be installed: cURL, gettext, intl, mbstring, OpenSSL and xml


	Default time zone configured for PHP in the php.ini file


	LDAP PHP library when using Active Directory or LDAP for authentication


	MySQL or PostgreSQL PHP libraries







Installing Icinga Web 2 from Package 

Below is a list of official package repositories for installing Icinga Web 2 for various operating systems.

| Distribution  | Repository |
| ------------- | ---------- |
| Debian        | Icinga Repository [http://packages.icinga.com/debian/] |
| Ubuntu        | Icinga Repository [http://packages.icinga.com/ubuntu/] |
| RHEL/CentOS   | Icinga Repository [http://packages.icinga.com/epel/] |
| openSUSE      | Icinga Repository [http://packages.icinga.com/openSUSE/] |
| SLES          | Icinga Repository [http://packages.icinga.com/SUSE/] |
| Gentoo        | Upstream [https://packages.gentoo.org/packages/www-apps/icingaweb2] |
| FreeBSD       | Upstream [http://portsmon.freebsd.org/portoverview.py?category=net-mgmt&portname=icingaweb2] |
| ArchLinux     | Upstream [https://aur.archlinux.org/packages/icingaweb2] |
| Alpine Linux  | Upstream [http://git.alpinelinux.org/cgit/aports/tree/community/icingaweb2/APKBUILD] |

Packages for distributions other than the ones listed above may also be available.
Please contact your distribution packagers.


Setting up Package Repositories 

You need to add the Icinga repository to your package management configuration for installing Icinga Web 2.
If you've already configured your OS to use the Icinga repository for installing Icinga 2, you may skip this step.
Below is a list with examples for various distributions.

Debian Stretch:

wget -O - http://packages.icinga.com/icinga.key | apt-key add -
echo 'deb http://packages.icinga.com/debian icinga-stretch main' >/etc/apt/sources.list.d/icinga.list
apt-get update






INFO

For other Debian versions just replace stretch with your distribution's code name.




Ubuntu Xenial:

wget -O - http://packages.icinga.com/icinga.key | apt-key add -
add-apt-repository 'deb http://packages.icinga.com/ubuntu icinga-xenial main'
apt-get update






INFO

For other Ubuntu versions just replace xenial with your distribution's code name.




RHEL and CentOS 7:

yum install https://packages.icinga.com/epel/icinga-rpm-release-7-latest.noarch.rpm





Fedora 26:

dnf install https://packages.icinga.com/fedora/icinga-rpm-release-26-latest.noarch.rpm





SLES 12:

zypper ar http://packages.icinga.com/SUSE/ICINGA-release.repo
zypper ref





openSUSE:

zypper ar http://packages.icinga.com/openSUSE/ICINGA-release.repo
zypper ref





Alpine Linux:

echo "http://dl-cdn.alpinelinux.org/alpine/edge/community" >> /etc/apk/repos
apk update






INFO

Latest version of Icinga Web 2 is in the edge repository, which is the -dev branch.





RHEL/CentOS Notes 

Our packages are build on and with packages from the EPEL repository [https://fedoraproject.org/wiki/EPEL].
Please enable it prior installing the Icinga packages.

CentOS 7/6:

yum install epel-release





RedHat 7:

yum install https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm





If you are using RHEL you need enable the optional repository in order to use some
contents of EPEL.

RedHat:

subscription-manager repos --enable rhel-7-server-optional-rpms
# or
subscription-manager repos --enable rhel-6-server-optional-rpms





Since version 2.5.0 we also require a newer PHP version than what is available
in RedHat itself. You need to enable the SCL repository, so that the dependencies
can pull in the newer PHP.

CentOS:

yum install centos-release-scl





RedHat:

subscription-manager repos --enable rhel-server-rhscl-7-rpms
# or
subscription-manager repos --enable rhel-server-rhscl-6-rpms





Make sure to also read the chapter on Setting up FPM.




Alpine Linux Notes 

The example provided suppose that you are running Alpine edge, which is the -dev branch and is a rolling release.
If you are using a stable version, in order to use the latest Icinga Web 2 version you should "pin" the edge repository.
In order to correctly manage your repository, please follow
these instructions [https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management].






Installing Icinga Web 2 

You can install Icinga Web 2 by using your distribution's package manager to install the icingaweb2 package.
Below is a list with examples for various distributions. The additional package icingacli is necessary to follow further steps in this guide.
The additional package libapache2-mod-php is necessary on Ubuntu to make
Icinga Web 2 working out-of-the-box if you aren't sure or don't care about PHP
FPM.

Debian:

apt-get install icingaweb2 icingacli





Ubuntu:

apt-get install icingaweb2 libapache2-mod-php icingacli





RHEL, CentOS and Fedora:

yum install icingaweb2 icingacli





If you have SELinux enabled, the package icingaweb2-selinux is also required.
For RHEL/CentOS please read the package repositories notes.

SLES and openSUSE:

zypper install icingaweb2 icingacli





Alpine Linux:

apk add icingaweb2





For Alpine Linux please read the package repositories notes.






Installing the web server 

Depending on your OS you might have to install, and or configure the web server.
We usually only require PHP as hard dependency.

We usually build on Apache httpd as the default web server, but you also can use nginx.

RedHat / CentOS / Fedora

Make sure to install httpd, start and enable it on boot.

yum install httpd

systemctl start httpd.service
systemctl enable httpd.service





Note for EPEL 6 and 7: See "Setting up FPM" below!

Note for Fedora >= 27:

You need to choose which httpd PHP mode you want to use!


	Enable mod_php: Edit /etc/httpd/conf.modules.d/00-mpm.conf and enable prefork instead of event


	or start php-fpm: systemctl start php-fpm.service systemctl enable




SUSE SLE / openSUSE

Make sure that web server is installed, and the required modules are loaded.

zypper install apache2

a2enmod rewrite
a2enmod php7

systemctl start apache2.service
systemctl enable apache2.service





Debian / Ubuntu

Your web server should be up and running after the installation.


Setting up FPM 

If you are on CentOS / RedHat 6 or 7, or just want to run Icinga Web 2 with PHP-FPM instead
of the Apache module.

| Operating System    | FPM configuration path            |
|---------------------|-----------------------------------|
| RedHat 7 (with SCL) | /etc/opt/rh/rh-php71/php-fpm.d/ |
| RedHat 6 (with SCL) | /etc/opt/rh/rh-php70/php-fpm.d/ |
| Fedora              | /etc/php-fpm.d/                 |
| Debian/Ubuntu       | /etc/php*/*/fpm/pool.d/         |

The default pool www should be sufficient for Icinga Web 2.

On RedHat you need to start and enable the FPM service.

RedHat / CentOS 7 (SCL package):

systemctl start rh-php71-php-fpm.service
systemctl enable rh-php71-php-fpm.service





RedHat / CentOS 6 (SCL package):

service rh-php70-php-fpm start
chkconfig rh-php70-php-fpm on





Fedora:

systemctl start php-fpm.service
systemctl enable php-fpm.service





All module packages for PHP have this SCL prefix, so you can install a
database module like this:

yum install rh-php71-php-mysqlnd
# or
yum install rh-php71-php-pgsql

# on el6
yum install rh-php70-php-mysqlnd
# or
yum install rh-php70-php-pgsql





On RedHat / CentOS 6 you also need to install mod_proxy_fcgi for httpd:

yum install mod_proxy_fcgi





Depending on your web server installation, we might have installed or
updated the config file for icingaweb2 with defaults for FPM.

Check /etc/httpd/conf.d/icingaweb2.conf or /etc/apache2/conf.d/icingaweb2.conf.
And *.rpm* *.dpkg* files there with updates.

Make sure that the FilesMatch part is included for Apache >= 2.4. For Apache < 2.4 you have to include the
LocationMatch block.

Also see the example from icingacli:

icingacli setup config webserver apache








Upgrading to FPM 

Valid for:


	RedHat / CentOS 6


	RedHat / CentOS 7




Other distributions are also possible if preferred, but not included here.

Some upgrading work needs to be done manually, while we install PHP FPM
as dependency, you need to start the service, and configure some things.

Please read Setting up FPM first.

php.ini settings you have tuned in the past needs to be migrated to a SCL installation
of PHP.

Check these directories:


	/etc/php.ini


	/etc/php.d/*.ini




Most important for icingaweb2 is date.timezone.

PHP settings should be stored to:


	RedHat / CentOS 7: /etc/opt/rh/rh-php71/php.d/


	RedHat / CentOS 6: /etc/opt/rh/rh-php70/php.d/




Make sure to install the required database modules

RedHat / CentOS 7:

yum install rh-php71-php-mysqlnd
# or
yum install rh-php71-php-pgsql





RedHat / CentOS 6:

yum install rh-php70-php-mysqlnd
# or
yum install rh-php70-php-pgsql





After any PHP related change you now need to restart FPM:

RedHat / CentOS 7:

systemctl restart rh-php71-php-fpm.service





RedHat / CentOS 6:

service rh-php70-php-fpm restart





If you don't need mod_php for other apps on the server, you should disable it in Apache.

Disable PHP in Apache httpd:

cd /etc/httpd
cp conf.d/php.conf{,.bak}
: >conf.d/php.conf

# ONLY on el7!
cp conf.modules.d/10-php.conf{,.bak}
: >conf.modules.d/10-php.conf

systemctl restart httpd.service
# or on el6
service httpd restart





You can also uninstall the mod_php package, or all non-SCL PHP related packages.

yum remove php
# or
yum remove php-common








Preparing Web Setup 

You can set up Icinga Web 2 quickly and easily with the Icinga Web 2 setup wizard which is available the first time
you visit Icinga Web 2 in your browser. When using the web setup you are required to authenticate using a token.
In order to generate a token use the icingacli:

icingacli setup token create





In case you do not remember the token you can show it using the icingacli:

icingacli setup token show






Preparing Web Setup on Debian 

On Debian, you need to manually create a database and a database user prior to starting the web wizard.
This is due to local security restrictions whereas the web wizard cannot create a database/user through
a local unix domain socket.

MariaDB [mysql]> CREATE DATABASE icingaweb2;

MariaDB [mysql]> GRANT ALL ON icingaweb2.* TO icingaweb2@localhost IDENTIFIED BY 'CHANGEME';





You may also create a separate administrative account with all privileges instead.


Note: This is only required if you are using a local database as authentication type.









Starting Web Setup 

Finally visit Icinga Web 2 in your browser to access the setup wizard and complete the installation:
/icingaweb2/setup.


Note for Debian

Use the same database, user and password details created above when asked.




The setup wizard automatically detects the required packages. In case one of them is missing,
e.g. a PHP module, please install the package, restart your webserver and reload the setup page.

If you have SELinux enabled, please ensure to either have the selinux package for Icinga Web 2
installed, or disable it.









          

      

      

    

  

    
      
          
            
  
Configuration 


Overview 

Apart from its web configuration capabilities, the local configuration is
stored in /etc/icingaweb2 by default (depending on your configuration setup).

File/Directory                                          | Description
------------------------------------------------------- | ---------------------------------
config.ini | General configuration (global, logging, themes, etc.)
resources.ini              | Global resources (Icinga Web 2 database for preferences and authentication, Icinga 2 IDO database)
roles.ini              | User specific roles (e.g. administrators) and permissions
authentication.ini              | Authentication backends (e.g. database)
enabledModules                                          | Symlinks to enabled modules
modules                                                 | Directory for module specific configuration




General Configuration 

Navigate into **Configuration > Application > General **.

This configuration is stored in the config.ini file in /etc/icingaweb2.


Global Configuration 

Option                   | Description
-------------------------|-----------------------------------------------
show_stacktraces        | Optional. Whether to show debug stacktraces. Defaults to 0.
module_path             | Optional. Specifies the directories where modules can be installed. Multiple directories must be separated with colons.
config_backend          | Optional. Select the user preference storage. Can be set to ini (default), db or none. If db is selected, this requires the config_resource attribute.
config_resource         | Optional. Specify a defined resource name. Can only be used if config_backend is set to db.

Example for storing the user preferences in the database resource icingaweb_db:

[global]
show_stacktraces = "0"
config_backend = "db"
config_resource = "icingaweb_db"
module_path = "/usr/share/icingaweb2/modules"








Logging Configuration 

Option                   | Description
-------------------------|-----------------------------------------------
log                      | Optional. Specifies the logging type. Can be set to syslog, file or none.
level                    | Optional. Specifies the logging level. Can be set to ERROR, WARNING, INFORMATION or DEBUG.
file                     | Optional. Specifies the log file path if log is set to file.
application              | Optional. Specifies the application name if log is set to syslog.
facility                 | Optional. Specifies the syslog facility if log is set to syslog. Can be set to user, local0 to local7. Defaults to user.

Example for more verbose debug logging into a file:

[logging]
log = "file"
level = "DEBUG"
file = "/usr/share/icingaweb2/log/icingaweb2.log"








Theme Configuration 

Option                   | Description
-------------------------|-----------------------------------------------
theme                    | Optional. Choose the theme. Can be set to Icinga, high-contrast, Winter or your own installed theme. Defaults to Icinga. Note that this setting is case-sensitive because it refers to the filename of the theme.
disabled                 | Optional. Set this to 1 if users should not be allowed to change their theme. Defaults to 0.

Example:

[themes]
disabled = "1"
theme = "Icinga"













          

      

      

    

  

    
      
          
            
  
Resources 

The configuration file resources.ini contains information about data sources that can be referenced in other
configuration files. This allows you to manage all data sources at one central place, avoiding the need to edit several
different files when the information about a data source changes.


Configuration 

Each section in resources.ini represents a data source with the section name being the identifier used to
reference this specific data source. Depending on the data source type, the sections define different directives.
The available data source types are db, ldap and ssh which will described in detail in the following
paragraphs.

Type                     | Description
-------------------------|-----------------------------------------------
db                       | A database resource (e.g. Icinga 2 DB IDO or Icinga Web 2 user preferences)
ldap                     | An LDAP resource for authentication.
ssh                      | Manage SSH keys for remote access (e.g. command transport).


Database 

A Database resource defines a connection to a SQL database which
can contain users and groups to handle authentication and authorization, monitoring data or user preferences.

Option                   | Description
-------------------------|-----------------------------------------------
type                     | Required. Specifies the resource type. Must be set to db.
db                       | Required. Database type. In most cases mysql or pgsql.
host                     | Required. Connect to the database server on the given host. For using unix domain sockets, specify localhost for MySQL and the path to the unix domain socket directory for PostgreSQL.
port                     | Required. Port number to use. MySQL defaults to 3306, PostgreSQL defaults to 5432. Mandatory for connections to a PostgreSQL database.
username                 | Required. The database username.
password                 | Required. The database password.
dbname                   | Required. The database name.
charset                  | Optional. The character set for the database connection.
ssl_cert                | Optional. The file path to the SSL certificate. Only available for the mysql database.
ssl_key                 | Optional. The file path to the SSL key. Only available for the mysql database.
ssl_ca                  | Optional. The file path to the SSL certificate authority. Only available for the mysql database.
ssl_capath              | Optional. The file path to the directory that contains the trusted SSL CA certificates, which are stored in PEM format.Only available for the mysql database.
ssl_cipher              | Optional. A list of one or more permissible ciphers to use for SSL encryption, in a format understood by OpenSSL. For example: DHE-RSA-AES256-SHA:AES128-SHA. Only available for the mysql database.


Example 

The name in brackets defines the resource name.

[icingaweb-mysql-tcp]
type      = db
db        = mysql
host      = 127.0.0.1
port      = 3306
username  = icingaweb
password  = icingaweb
dbname    = icingaweb

[icingaweb-mysql-socket]
type      = db
db        = mysql
host      = localhost
username  = icingaweb
password  = icingaweb
dbname    = icingaweb

[icingaweb-pgsql-socket]
type      = db
db        = pgsql
host      = /var/run/postgresql
port      = 5432
username  = icingaweb
password  = icingaweb
dbname    = icingaweb










LDAP 

A LDAP resource represents a tree in a LDAP directory.
LDAP is usually used for authentication and authorization.

Option                   | Description
-------------------------|-----------------------------------------------
type                     | Required. Specifies the resource type. Must be set to ldap.
hostname                 | Required. Connect to the LDAP server on the given host. You can also provide multiple hosts separated by a space.
port                     | Required. Port number to use for the connection.
root_dn                 | Required. Root object of the tree, e.g. ou=people,dc=icinga,dc=org.
bind_dn                 | Required. The user to use when connecting to the server.
bind_pw                 | Required. The password to use when connecting to the server.
encryption               | Optional. Type of encryption to use: none (default), starttls, ldaps.


Example 

The name in brackets defines the resource name.

[ad]
type        = ldap
hostname    = localhost
port        = 389
root_dn     = "ou=people,dc=icinga,dc=org"
bind_dn     = "cn=admin,ou=people,dc=icinga,dc=org"
bind_pw     = admin










SSH 

A SSH resource contains the information about the user and the private key location, which can be used for the key-based
ssh authentication.

Option                   | Description
-------------------------|-----------------------------------------------
type                     | Required. Specifies the resource type. Must be set to ssh.
user                     | Required. The username to use when connecting to the server.
private_key             | Required. The path to the private key of the user.


Example 

The name in brackets defines the resource name.

[ssh]
type        = "ssh"
user        = "ssh-user"
private_key = "/etc/icingaweb2/ssh/ssh-user"















          

      

      

    

  

    
      
          
            
  
Authentication 

You can authenticate against Active Directory, LDAP, a MySQL or a PostgreSQL database or delegate
authentication to the web server.

Authentication methods can be chained to set up fallback authentication methods
or if users are spread over multiple places.


Configuration 

Navigate into **Configuration > Application > Authentication **.

Authentication methods are configured in the /etc/icingaweb2/authentication.ini file.

Each section in the authentication configuration represents a single authentication method.

The order of entries in the authentication configuration determines the order of the authentication methods.
If the current authentication method errors or if the current authentication method does not know the account being
authenticated, the next authentication method will be used.




External Authentication 

Authentication to the web server can be delegated with the autologin section
which specifies an external backend.

Option                   | Description
-------------------------|-----------------------------------------------
backend                  | Required. Specifies the backend type. Must be set to external.
strip_username_regexp  | Optional. Regular expression to strip off specific user name parts.

Example:

# vim /etc/icingaweb2/authentication.ini

[autologin]
backend = external





If your web server is not configured for authentication though, the autologin section has no effect.


Example Configuration for Apache and Basic Authentication 

The following example will show you how to enable external authentication in Apache
using basic authentication.


Create Basic Auth User 

You can use the tool htpasswd to generate basic authentication credentials. This example writes the
user credentials into the .http-users file.

The following command creates a new file which adds the user icingaadmin.
htpasswd will prompt you for a password.
If you want to add more users to the file you have to omit the -c switch to not overwrite the file.

sudo htpasswd -c /etc/icingaweb2/.http-users icingaadmin








Apache Configuration 

Add the following configuration to the &lt;Directory&gt; directive in the icingaweb2.conf web server
configuration file.

AuthType Basic
AuthName "Icinga Web 2"
AuthUserFile /etc/icingaweb2/.http-users
Require valid-user





Restart your web server to apply the changes.

Example on CentOS 7:

systemctl restart httpd












Active Directory or LDAP Authentication 

If you want to authenticate against Active Directory or LDAP, you have to define an
LDAP resource.
This is referenced as data source for the Active Directory or LDAP configuration method.


LDAP 

Option                   | Description
-------------------------|-----------------------------------------------
backend                  | Required. Specifies the backend type. Must be set to ldap.
resource                 | Required. The name of the LDAP resource defined in resources.ini.
user_class              | Optional. LDAP user class. Defaults to inetOrgPerson.
user_name_attribute    | Optional. LDAP attribute which contains the username. Defaults to uid.
filter                   | Optional. LDAP search filter. Requires user_class and user_name_attribute.


Note for SELinux

If you run into problems connecting with LDAP and have SELinux enabled, take a look here.




Example:

# vim /etc/icingaweb2/authentication.ini

[auth_ldap]
backend             = ldap
resource            = my_ldap
user_class          = inetOrgPerson
user_name_attribute = uid
filter              = "memberOf=cn=icinga_users,cn=groups,cn=accounts,dc=icinga,dc=org"





If user_name_attribute specifies multiple values all of them must be unique.
Please keep in mind that a user will be logged in with the exact user id used to authenticate
with Icinga Web 2 (e.g. an alias) ignoring the actual primary user id.




Active Directory 

Option                   | Description
-------------------------|-----------------------------------------------
backend                  | Required. Specifies the backend type. Must be set to msldap.
resource                 | Required. The name of the LDAP resource defined in resources.ini.
user_class              | Optional. LDAP user class. Defaults to user.
user_name_attribute    | Optional. LDAP attribute which contains the username. Defaults to sAMAccountName.
filter                   | Optional. LDAP search filter. Requires user_class and user_name_attribute.

Example:

# vim /etc/icingaweb2/authentication.ini

[auth_ad]
backend  = msldap
resource = my_ad










Database Authentication 

If you want to authenticate against a MySQL or a PostgreSQL database, you have to define a
database resource which will be referenced as data source for the database
authentication method.

Option                   | Description
-------------------------|-----------------------------------------------
backend                  | Required. Specifies the backend type. Must be set to db.
resource                 | Required. The name of the database resource defined in resources.ini. |

Example:

# vim /etc/icingaweb2/authentication.ini

[auth_db]
backend  = db
resource = icingaweb-mysql





Please read this chapter
in order to manually create users directly inside the database.




Groups 

Navigate into **Configuration > Application > Authentication **.

Group configuration is stored in the /etc/icingaweb2/groups.ini file.


LDAP Groups 

Option                   | Description
-------------------------|-----------------------------------------------
backend                  | Required. Specifies the backend type. Can be set to ldap, msldap.
resource                 | Required. The name of the LDAP resource defined in resources.ini.
user_class              | Optional. LDAP user class. Defaults to user.
user_name_attribute    | Optional. LDAP attribute which contains the username. Defaults to sAMAccountName with msldap and uid with ldap.
group_class             | Optional. LDAP group class. Defaults to group.
group_name_attribute   | Optional. LDAP attribute which contains the groupname. Defaults to sAMAccountName with msldap and gid with ldap.
group_filter            | Optional. LDAP group search filter. Requires group_class and group_name_attribute.
nested_group_search    | Optional. Enable nested group search in Active Directory based on the user. Defaults to 0. Only available with backend type msldap.

Example for Active Directory groups:

# vim /etc/icingaweb2/groups.ini

[active directory]
backend = "msldap"
resource = "auth_ad"
group_class = "group"
user_class = "user"
user_name_attribute = "userPrincipalName"





Example for Active Directory using the group backend resource ad_company.
It also references the defined user backend resource ad_users_company.

# vim /etc/icingaweb2/groups.ini

[ad_groups_company]
backend = "msldap"
resource = "ad_company"
user_backend = "ad_users_company"
nested_group_search = "1"
base_dn = "ou=Icinga,ou=Groups,dc=company,dc=com"








Database Groups 

Option                   | Description
-------------------------|-----------------------------------------------
backend                  | Required. Specifies the backend type. Must be set to db.
resource                 | Required. The name of the database resource defined in resources.ini.

Example:

# vim /etc/icingaweb2/groups.ini

[icingaweb2]
backend = "db"
resource = "icingaweb_db"










Domain-aware Authentication 

If there are multiple LDAP/AD authentication backends with distinct domains, you should make Icinga Web 2 aware of the
domains. This is possible since version 2.5 and can be done by configuring each LDAP/AD backend's domain. You can also
use the GUI for this purpose. This enables you to automatically discover a suitable value based on your LDAP server's
configuration. (AD: NetBIOS name, other LDAP: domain in DNS-notation)

Example:

# vim /etc/icingaweb2/authentication.ini

[auth_icinga]
backend             = ldap
resource            = icinga_ldap
user_class          = inetOrgPerson
user_name_attribute = uid
filter              = "memberOf=cn=icinga_users,cn=groups,cn=accounts,dc=icinga,dc=com"
domain              = "icinga.com"

[auth_example]
backend  = msldap
resource = example_ad
domain   = EXAMPLE





If you configure the domains like above, the icinga.com user "jdoe" will have to log in as "jdoe@icinga.com" and the
EXAMPLE employee "rroe" will have to log in as "rroe@EXAMPLE". They could also log in as "EXAMPLE\rroe", but this gets
converted to "rroe@EXAMPLE" as soon as the user logs in.


Caution!

Enabling domain-awareness or changing domains in existing setups requires migration of the usernames in the Icinga Web 2
configuration. Consult icingacli --help migrate config users for details.





Default Domain 

For the sake of simplicity a default domain can be configured (in config.ini).

Example:

# vim /etc/icingaweb2/config.ini

[authentication]
default_domain = "icinga.com"





If you configure the default domain like above, the user "jdoe@icinga.com" will be able to just type "jdoe" as username
while logging in.




How it works 




Active Directory 

When the user "jdoe@ICINGA" logs in, Icinga Web 2 walks through all configured authentication backends until it finds
one which is responsible for that user -- e.g. an Active Directory backend with the domain "ICINGA". Then Icinga Web 2
asks that backend to authenticate the user with the sAMAccountName "jdoe".




SQL Database 

When the user "jdoe@icinga.com" logs in, Icinga Web 2 walks through all configured authentication backends until it
finds one which is responsible for that user -- e.g. a MySQL backend (SQL database backends aren't domain-aware). Then
Icinga Web 2 asks that backend to authenticate the user with the username "jdoe@icinga.com".









          

      

      

    

  

    
      
          
            
  
Security 

Access control is a vital part of configuring Icinga Web 2 in a secure way.
It is important that not every user that has access to Icinga Web 2 is able
to do any action or to see any host and service. For example, it is useful to allow
only a small group of administrators to change the Icinga Web 2 configuration,
to prevent misconfiguration or security breaches. Another important use case is
creating groups of users which can only see the fraction of the monitoring
environment they are in charge of.

This chapter will describe how to do the security configuration of Icinga Web 2
and how to apply permissions and restrictions to users or groups of users.


Basics 

Icinga Web 2 access control is done by defining roles that associate permissions
and restrictions with users and groups. There are two general kinds of
things to which access can be managed: actions and objects.


Actions

Actions are all the things an Icinga Web 2 user can do, like changing a certain configuration,
changing permissions or sending a command to an Icinga 2 instance.
All actions must be be allowed explicitly using permissions.

A permission is a simple list of identifiers of actions a user is
allowed to do. Permissions are described in greater detail in the
section Permissions.




Objects 

There are all kinds of different objects in Icinga Web 2: Hosts, Services, Notifications, Downtimes and Events.

By default, a user can see everything, but it is possible to explicitly restrict what each user can see using restrictions.

Restrictions are complex filter queries that describe what objects should be displayed to a user. Restrictions are described
in greater detail in the section Restrictions.




Users

Anyone who can login to Icinga Web 2 is considered a user and can be referenced to by the
user name used during login.
For example, there might be user called jdoe authenticated
using Active Directory, and a user icingaadmin that is authenticated using a MySQL-Database as backend.
In the configuration, both can be referenced to by using their user names icingaadmin or jdoe.

Icinga Web 2 users and groups are not configured by a configuration file, but provided by
an authentication backend. For extended information on setting up authentication backends and managing users, please read the chapter Authentication.


Note

Since Icinga Web 2, users in the Icinga configuration and the web authentication are separated, to allow
use of external authentication providers. This means that users and groups defined in the Icinga configuration are not available to Icinga Web 2. Instead it uses its own authentication
backend to fetch users and groups from, which must be configured separately.





Managing Users

When using a Database
as authentication backend, it is possible to create, add and delete users directly in the frontend. This configuration
can be found at **Configuration > Authentication > Users **.






Groups

If there is a big amount of users to manage, it would be tedious to specify each user
separately when regularly referring to the same group of users. Because of that, it is possible to group users.
A user can be member of multiple groups and will inherit all permissions and restrictions.

Like users, groups are identified solely by their name that is provided by
a group backend. For extended information on setting up group backends,
please read the chapter Authentication.


Managing Groups

When using a Database as an authentication backend,
it is possible to manage groups and group memberships directly in the frontend. This configuration
can be found at **Configuration > Authentication > User Groups **.








Roles

A role defines a set of permissions and restrictions and assigns
those to users and groups. For example, a role admins could define that certain
users have access to all configuration options, or another role support
could define that a list of users or groups is restricted to see only hosts and services
that match a specific query.

The actual permission of a certain user will be determined by merging the permissions
and restrictions of the user itself and all the groups the user is member of. Permissions can
be simply added up, while restrictions follow a slighty more complex pattern, that is described
in the section Stacking Filters.


Configuration

Roles can be changed either through the icingaweb2 interface, by navigation
to the page Configuration > Authentication > Roles, or through editing the
configuration file:

vim /etc/icingaweb2/roles.ini






Introducing Example

To get you a quick start, here is an example of what a role definition could look like:

[winadmin]
users = "jdoe, janedoe"
groups = "admin"
permissions = "config/*, monitoring/commands/schedule-check"
monitoring/filter/objects = "host_name=*win*"





This example creates a role called winadmin, that grants all permissions in config/* and monitoring/commands/schedule-check and additionally only
allows the hosts and services that match the filter host_name=*win* to be displayed. The users
jdoe and janedoe and all members of the group admin will be affected
by this role.




Syntax 

Each role is defined as a section, with the name of the role as section name. The following
attributes can be defined for each role in a default Icinga Web 2 installation:

Name                      | Description
--------------------------|-----------------------------------------------
users                     | Comma-separated list of user user names that are affected by this role.
groups                    | Comma-separated list of group names that are affected by this role.
permissions               | Comma-separated list of permissions granted by this role.
monitoring/filter/objects | Filter expression that restricts the access to services and hosts.








Permissions 

Permissions can be used to allow users or groups certain actions. By default,
all actions are prohibited and must be allowed explicitly by a role for any user.

Each action in Icinga Web 2 is denoted by a namespaced key, which is used to order and
group those actions. All actions that affect the configuration of Icinga Web 2, are in a
namespace called config, while all configurations that affect modules
are in the namespace config/modules

Wildcards can be used to grant permission for all actions in a certain namespace.
The permission config/* would grant permission to all configuration actions,
while just specifying a wildcard * would give permission for all actions.

Access to modules is restricted to users who have the related module permission granted. Icinga Web 2 provides
a module permission in the format module/<moduleName> for each installed module.

When multiple roles assign permissions to the same user (either directly or indirectly
through a group) all permissions are added together to get the users actual permission set.


Global Permissions 

Name                      | Permits
--------------------------|-----------------------------------------------
*                        | allow everything, including module-specific permissions
config/*                 | allow all configuration actions
config/modules            | allow enabling or disabling modules
module/&lt;

moduleName&gt;

 | allow access to module &lt;

moduleName&gt;






Monitoring Module Permissions 

The built-in monitoring module defines an additional set of permissions, that
is described in detail in the monitoring module documentation.






Restrictions 

Restrictions can be used to define what a user or group can see by specifying
a filter expression that applies to a defined set of data. By default, when no
restrictions are defined, a user will be able to see every information that is available.

A restrictions is always specified for a certain filter directive, that defines what
data the filter is applied to. The filter directive is a simple identifier, that was
defined in an Icinga Web 2 module. The only filter directive that is available
in a default installation, is the monitoring/filter/objects directive, defined by the monitoring module,
that can be used to apply filter to hosts and services. This directive was previously
mentioned in the section Syntax.


Filter Expressions

Filters operate on columns. A complete list of all available filter columns on hosts and services can be found in
the monitoring module documentation.

Any filter expression that is allowed in the filtered view, is also an allowed filter expression.
This means, that it is possible to define negations, wildcards, and even nested
filter expressions containing AND and OR-Clauses.

The filter expression will be implicitly added as an AND-Clause to each query on
the filtered data. The following shows the filter expression host_name=*win* being applied on monitoring/filter/objects.

Regular filter query:

AND-- service_problem = 1
 |
 +--- service_handled = 0





With our restriction applied, any user affected by this restrictions will see the
results of this query instead:

AND-- host_name = *win*
 |
 +--AND-- service_problem = 1
     |
     +--- service_handled = 0






Stacking Filters 

When multiple roles assign restrictions to the same user, either directly or indirectly
through a group, all filters will be combined using an OR-Clause, resulting in the final
expression:

   AND-- OR-- $FILTER1
    |     |
    |     +-- $FILTER2
    |     |
    |     +-- $FILTER3
    |
    +--AND-- service_problem = 1
        |
        +--- service_handled = 0





As a result, a user is be able to see hosts that are matched by ANY of
the filter expressions. The following examples will show the usefulness of this behavior:




Example 1: Negation

[winadmin]
groups = "windows-admins"
monitoring/filter/objects = "host_name=*win*"





Will display only hosts and services whose host name contains  win.

[webadmin]
groups = "web-admins"
monitoring/filter/objects = "host_name!=*win*"





Will only match hosts and services whose host name does not contain win

Notice that because of the behavior of two stacking filters, a user that is member of windows-admins and web-admins, will now be able to see both, Windows and non-Windows hosts and services.




Example 2: Hostgroups

[unix-server]
groups = "unix-admins"
monitoring/filter/objects = "(hostgroup_name=bsd-servers|hostgroup_name=linux-servers)"





This role allows all members of the group unix-admins to see hosts and services
that are part of the host-group linux-servers or the host-group bsd-servers.











          

      

      

    

  

    
      
          
            
  
Preferences 

Preferences are settings a user can set for their account only,
for example the language and time zone.

Preferences can be stored either in INI files or in a MySQL or in a PostgreSQL database. By default, Icinga Web 2 stores
preferences in INI files beneath Icinga Web 2's configuration directory.

/etc/icingaweb2/<username>/config.ini






Configuration 

The preference configuration backend is defined in the global config.ini file.


Store Preferences in INI Files 

If preferences are stored in INI Files, Icinga Web 2 automatically creates one file per user using the username as
file name for storing preferences. A INI file is created once a user saves changed preferences the first time.
The files are located beneath the preferences directory beneath Icinga Web 2's configuration directory.

You need to add the following section to the global config.ini file
in order to store preferences in a file.

[global]
config_backend = "ini"








Store Preferences in a Database 

In order to be more flexible in distributed setups you can store preferences in a MySQL or in a PostgreSQL database.
For storing preferences in a database, you have to define a database resource
which will be referenced as resource for the preferences storage.

You need to add the following section to the global config.ini file
in order to store preferences in a database.

[global]
config_backend = "db"
config_resource = "icingaweb_db"













          

      

      

    

  

    
      
          
            
  
Advanced Topics 

This chapter provides details for advanced Icinga Web 2 topics.


	Global URL parameters


	VirtualHost configuration


	Source installation


	Automated setup





Global URL Parameters 

Parameters starting with _ are for development purposes only.

Parameter         | Value         | Description
------------------|---------------|--------------------------------
showFullscreen    | -             | Hides the left menu and optimizes the layout for full screen resolution.
showCompact       | -             | Provides a compact view. Hides the title and upper menu. This is helpful to embed a dashboard item into an external iframe.
format            | json/csv/sql  | Selected views can be exported as JSON or CSV. This also is available in the upper menu. You can also export the SQL queries for manual analysis.
_dev             | 0/1           | Whether the server should return compressed or full JS/CSS files. This helps debugging browser console errors.

Examples for showFullscreen:

http://localhost/icingaweb2/dashboard?showFullscreen
http://localhost/icingaweb2/monitoring/list/services?service_problem=1&sort=service_severity&showFullscreen

Examples for showCompact:

http://localhost/icingaweb2/dashboard?showCompact&showFullscreen
http://localhost/icingaweb2/monitoring/list/services?service_problem=1&sort=service_severity&showCompact

Examples for format:

http://localhost/icingaweb2/monitoring/list/services?format=json
http://localhost/icingaweb2/monitoring/list/services?service_problem=1&sort=service_severity&dir=desc&format=csv




VirtualHost Configuration 

This describes how to run Icinga Web 2 on your FQDN's / entry point without
any redirect to /icingaweb2.


VirtualHost Configuration for Apache 

Use the setup CLI commands to generate the default Apache configuration which serves
Icinga Web 2 underneath /icingaweb2.

The next steps are to create the VirtualHost configuration:


	Copy the <Directory "/usr/share/icingaweb2/public"> into the main VHost configuration. Don't forget to correct the indent.


	Set the DocumentRoot variable to look into /usr/share/icingaweb2/public


	Modify the RewriteBase variable to use / instead of /icingaweb2




Example on RHEL/CentOS:

vim /etc/httpd/conf.d/web.icinga.com.conf

<VirtualHost *:80>
  ServerName web.icinga.com

  ## Vhost docroot
  # modified for Icinga Web 2
  DocumentRoot "/usr/share/icingaweb2/public"

  ## Rewrite rules
  RewriteEngine On

  <Directory "/usr/share/icingaweb2/public">
      Options SymLinksIfOwnerMatch
      AllowOverride None

      <IfModule mod_authz_core.c>
          # Apache 2.4
          <RequireAll>
              Require all granted
          </RequireAll>
      </IfModule>

      <IfModule !mod_authz_core.c>
          # Apache 2.2
          Order allow,deny
          Allow from all
      </IfModule>

      SetEnv ICINGAWEB_CONFIGDIR "/etc/icingaweb2"

      EnableSendfile Off

      <IfModule mod_rewrite.c>
          RewriteEngine on
          # modified base
          RewriteBase /
          RewriteCond %{REQUEST_FILENAME} -s [OR]
          RewriteCond %{REQUEST_FILENAME} -l [OR]
          RewriteCond %{REQUEST_FILENAME} -d
          RewriteRule ^.*$ - [NC,L]
          RewriteRule ^.*$ index.php [NC,L]
      </IfModule>

      <IfModule !mod_rewrite.c>
          DirectoryIndex error_norewrite.html
          ErrorDocument 404 /error_norewrite.html
      </IfModule>
  </Directory>
</VirtualHost>





Reload Apache and open the FQDN in your web browser.

systemctl reload httpd










Advanced Authentication Tips 


Manual User Creation for Database Authentication Backend 

Icinga Web 2 uses the MD5 based BSD password algorithm. For generating a password hash, please use the following
command:

openssl passwd -1 password






Note: The switch to openssl passwd is the number one (-1) for using the MD5 based BSD password algorithm.




Insert the user into the database using the generated password hash:

INSERT INTO icingaweb_user (name, active, password_hash) VALUES ('icingaadmin', 1, 'hash from openssl');










Installing Icinga Web 2 from Source 

Although the preferred way of installing Icinga Web 2 is to use packages, it is also possible to install Icinga Web 2
directly from source.


Getting the Source 

First of all, you need to download the sources.

Git clone:

cd /usr/share/
git clone https://github.com/Icinga/icingaweb2.git icingaweb2





Tarball download (latest release [https://github.com/Icinga/icingaweb2/releases/latest]):

cd /usr/share
wget https://github.com/Icinga/icingaweb2/archive/v2.4.1.zip
unzip v2.4.1.zip
mv icingaweb2-2.4.1 icingaweb2








Installing Requirements from Source 

You will need to install certain dependencies depending on your setup listed here.

The following example installs Apache2 as web server, MySQL as RDBMS and uses the PHP adapter for MySQL.
Adopt the package requirements to your needs (e.g. adding ldap for authentication) and distribution.

Example for RHEL/CentOS/Fedora:

yum install httpd mysql-server
yum install php php-gd php-intl php-ZendFramework php-ZendFramework-Db-Adapter-Pdo-Mysql





The setup wizard will check the pre-requisites later on.




Installing Icinga Web 2 

Choose a target directory and move Icinga Web 2 there.

mv icingaweb2 /usr/share/icingaweb2








Configuring the Web Server 

Use icingacli to generate web server configuration for either Apache or nginx.

Apache:

./bin/icingacli setup config webserver apache --document-root /usr/share/icingaweb2/public





nginx:

./bin/icingacli setup config webserver nginx --document-root /usr/share/icingaweb2/public





Save the output as new file in your webserver's configuration directory.

Example for Apache on RHEL or CentOS:

./bin/icingacli setup config webserver apache --document-root /usr/share/icingaweb2/public > /etc/httpd/conf.d/icingaweb2.conf





Example for Apache on SUSE:

./bin/icingacli setup config webserver apache --document-root /usr/share/icingaweb2/public > /etc/apache2/conf.d/icingaweb2.conf





Example for Apache on Debian Jessie:

./bin/icingacli setup config webserver apache --document-root /usr/share/icingaweb2/public > /etc/apache2/conf-available/icingaweb2.conf
a2enconf icingaweb2





Example for Apache on Alpine Linux:

icingacli setup config webserver apache --document-root /usr/share/webapps/icingaweb2/public > /etc/apache2/conf.d/icingaweb2.conf








Preparing Icinga Web 2 Setup 

You can set up Icinga Web 2 quickly and easily with the Icinga Web 2 setup wizard which is available the first time
you visit Icinga Web 2 in your browser. Please follow the steps listed below for preparing the web setup.

Because both web and CLI must have access to configuration and logs, permissions will be managed using a special
system group. The web server user and CLI user have to be added to this system group.

Add the system group icingaweb2 in the first place.

Fedora, RHEL, CentOS, SLES and OpenSUSE:

groupadd -r icingaweb2





Debian and Ubuntu:

addgroup --system icingaweb2





Add your web server's user to the system group icingaweb2
and restart the web server:

Fedora, RHEL and CentOS:

usermod -a -G icingaweb2 apache
service httpd restart





SLES and OpenSUSE:

usermod -A icingaweb2 wwwrun
service apache2 restart





Debian and Ubuntu:

usermod -a -G icingaweb2 www-data
service apache2 restart





Alpine Linux:

gpasswd -a apache icingaweb2
rc-service apache2 restart





Use icingacli to create the configuration directory which defaults to /etc/icingaweb2:

./bin/icingacli setup config directory





When using the web setup you are required to authenticate using a token. In order to generate a token use the
icingacli:

./bin/icingacli setup token create





In case you do not remember the token you can show it using the icingacli:

./bin/icingacli setup token show








Icinga Web 2 Setup Wizard 

Finally visit Icinga Web 2 in your browser to access the setup wizard and complete the installation:
/icingaweb2/setup.

Paste the previously generated token and follow the steps on-screen. Then you are done here.




Icinga Web 2 Manual Setup 

If you have chosen not to run the setup wizard, you will need further knowledge
about


	manual creation of the Icinga Web 2 database icingaweb2 including a default user (optional as authentication and session backend)


	additional configuration for the application


	additional configuration for the monitoring module (e.g. the IDO database and external command pipe from Icinga 2)




This comes in handy if you are planning to deploy Icinga Web 2 automatically using
Puppet, Ansible, Chef, etc.


Warning

Read the documentation on the respective linked configuration sections before
deploying the configuration manually.

If you are unsure about certain settings, use the setup wizard once
and then collect the generated configuration as well as sql dumps.





Icinga Web 2 Manual Database Setup 

Create the database and add a new user as shown below for MySQL/MariaDB:

sudo mysql -p

CREATE DATABASE icingaweb2;
GRANT SELECT, INSERT, UPDATE, DELETE, DROP, CREATE VIEW, INDEX, EXECUTE ON icingaweb2.* TO 'icingaweb2'@'localhost' IDENTIFIED BY 'icingaweb2';
quit

mysql -p icingaweb2 < /usr/share/doc/icingaweb2/schema/mysql.schema.sql





Then generate a new password hash as described in the authentication docs
and use it to insert a new user called icingaadmin into the database.

mysql -p icingaweb2

INSERT INTO icingaweb_user (name, active, password_hash) VALUES ('icingaadmin', 1, '$1$EzxLOFDr$giVx3bGhVm4lDUAw6srGX1');
quit








Icinga Web 2 Manual Configuration 

resources.ini providing the details for the Icinga Web 2 and
Icinga 2 IDO database configuration. Example for MySQL:

vim /etc/icingaweb2/resources.ini

[icingaweb2]
type                = "db"
db                  = "mysql"
host                = "localhost"
port                = "3306"
dbname              = "icingaweb2"
username            = "icingaweb2"
password            = "icingaweb2"


[icinga2]
type                = "db"
db                  = "mysql"
host                = "localhost"
port                = "3306"
dbname              = "icinga"
username            = "icinga"
password            = "icinga"





config.ini defining general application settings.

vim /etc/icingaweb2/config.ini

[logging]
log                 = "syslog"
level               = "ERROR"
application         = "icingaweb2"


[preferences]
type                = "db"
resource            = "icingaweb2"





authentication.ini for e.g. using the previously created database.

vim /etc/icingaweb2/authentication.ini

[icingaweb2]
backend             = "db"
resource            = "icingaweb2"





roles.ini granting the previously added icingaadmin user all permissions.

vim /etc/icingaweb2/roles.ini

[admins]
users               = "icingaadmin"
permissions         = "*"








Icinga Web 2 Manual Configuration Monitoring Module 

config.ini defining additional security settings.

vim /etc/icingaweb2/modules/monitoring/config.ini

[security]
protected_customvars = "*pw*,*pass*,community"





backends.ini referencing the Icinga 2 DB IDO resource.

vim /etc/icingaweb2/modules/monitoring/backends.ini

[icinga2]
type                = "ido"
resource            = "icinga2"





commandtransports.ini defining the Icinga 2 API command transport.

vim /etc/icingaweb2/modules/monitoring/commandtransports.ini

[icinga2]
transport = "api"
host = "localhost"
port = "5665"
username = "api"
password = "api"








Icinga Web 2 Manual Setup Login 

Finally visit Icinga Web 2 in your browser to login as icingaadmin user: /icingaweb2.








Automating the Installation of Icinga Web 2 

If you are automating the installation of Icinga Web 2, you may want to skip the wizard and do things yourself.
These are the steps you'd need to take assuming you are using MySQL/MariaDB. If you are using PostgreSQL please adapt
accordingly. Note you need to have successfully completed the Icinga 2 installation, installed the Icinga Web 2 packages
and all the other steps described above first.


	Install PHP dependencies: php, php-intl, php-imagick, php-gd, php-mysql, php-curl, php-mbstring used
by Icinga Web 2.


	Set a timezone in php.ini configuration file.


	Create a database for Icinga Web 2, i.e. icingaweb2.


	Import the database schema: mysql -D icingaweb2 < /usr/share/icingaweb2/etc/schema/mysql.schema.sql.


	Insert administrator user in the icingaweb2 database:
INSERT INTO icingaweb_user (name, active, password_hash) VALUES ('admin', 1, '<hash>'), where <hash> is the output
of openssl passwd -1 <password>.


	Make sure the ido-mysql and api features are enabled in Icinga 2: icinga2 feature enable ido-mysql and
icinga2 feature enable api.


	Generate Apache/nginx config. This command will print an apache config for you on stdout:
icingacli setup config webserver apache. Similarly for nginx. You need to place that configuration in the right place,
for example /etc/apache2/sites-enabled/icingaweb2.conf.


	Add www-data user to icingaweb2 group if not done already (usermod -a -G icingaweb2 www-data).


	Create the Icinga Web 2 configuration in /etc/icingaweb2. The directory can be easily created with:
icingacli setup config directory. This command ensures that the directory has the appropriate ownership and
permissions. If you want to create the directory manually, make sure to chown the group to icingaweb2 and set the
access mode to 2770.




The structure of the configurations looks like the following:

/etc/icingaweb2/
/etc/icingaweb2/authentication.ini
/etc/icingaweb2/modules
/etc/icingaweb2/modules/monitoring
/etc/icingaweb2/modules/monitoring/config.ini
/etc/icingaweb2/modules/monitoring/instances.ini
/etc/icingaweb2/modules/monitoring/backends.ini
/etc/icingaweb2/roles.ini
/etc/icingaweb2/config.ini
/etc/icingaweb2/enabledModules
/etc/icingaweb2/enabledModules/monitoring
/etc/icingaweb2/enabledModules/doc
/etc/icingaweb2/resources.ini





Have a look here for the contents of the files.







          

      

      

    

  

    
      
          
            
  
Troubleshooting 


PageSpeed Module Incompatibility 

It seems that Web 2 is not compatible with the PageSpeed module. Please disable the PageSpeed module using one of the
following methods.

Apache:

ModPagespeedDisallow "*/icingaweb2/*"





Nginx:

pagespeed Disallow "*/icingaweb2/*";











          

      

      

    

  

    
      
          
            
  
Upgrading Icinga Web 2 

Upgrading Icinga Web 2 is quite straightforward. Usually the only manual steps involved are schema updates for the
Icinga Web 2 database.

Specific version upgrades are described below. Please note that version updates are incremental. An upgrade from
v2.3 to v2.5 requires to follow the instructions for v2.4 too.


Upgrading to Icinga Web 2 2.5.x 


Attention

Icinga Web 2 v2.5 requires at least PHP 5.6.




Breaking changes


	Hash marks (#) in INI files are no longer recognized as comments by
parse_ini_file [https://secure.php.net/manual/en/function.parse-ini-file.php] since PHP 7.0.


	Existing sessions of logged-in users do no longer work as expected due to a change in the User data structure.
Everyone who was logged in before the upgrade has to log out once.




Changes in packaging and dependencies

Valid for distributions:


	RHEL / CentOS 6 + 7


	Upgrading to PHP 7.0 / 7.1 via RedHat SCL (new dependency)


	See Upgrading to FPM for manual steps that
are required






	SUSE SLE 12


	Upgrading PHP to >= 5.6.0 via the alternative packages.
You might have to confirm the replacement of PHP < 5.6 - but that
should work with any other PHP app as well.


	Make sure to enable the new Apache module a2enmod php7 and restart apache2








Discontinued package updates

Icinga Web 2 v2.5+ is not supported on these platforms:


	Debian 7 wheezy


	Ubuntu 14.04 LTS (trusty)


	SUSE SLE 11 (all service packs)




Please consider an upgrade of your central Icinga system to a newer distribution release.

packages.icinga.com [https://packages.icinga.com] provides an overview about currently supported distributions.

Database schema

Icinga Web 2 v2.5.0 requires a schema update for the database. The database schema has been adjusted to support
usernames up to 254 characters. This is necessary to support the new domain-aware authentication feature.

Continue here for MySQL and PostgreSQL.




Upgrading to Icinga Web 2 2.4.x 


	Icinga Web 2 version 2.4.x does not introduce any backward incompatible change.







Upgrading to Icinga Web 2 2.3.x 


	Icinga Web 2 version 2.3.x does not introduce any backward incompatible change.







Upgrading to Icinga Web 2 2.2.0 


	The menu entry Authorization beneath Config has been renamed to Authentication. The role, user backend and user
group backend configuration which was previously found beneath Authentication has been moved to Application.







Upgrading to Icinga Web 2 2.1.x 


	Since Icinga Web 2 version 2.1.3 LDAP user group backends respect the configuration option group_filter.
Users who changed the configuration manually and used the option filter instead
have to change it back to group_filter.







Upgrading to Icinga Web 2 2.0.0 


	Icinga Web 2 installations from package on RHEL/CentOS 7 now depend on php-ZendFramework which is available through
the EPEL repository [http://fedoraproject.org/wiki/EPEL]. Before, Zend was installed as Icinga Web 2 vendor library
through the package icingaweb2-vendor-zend. After upgrading, please make sure to remove the package
icingaweb2-vendor-zend.


	Icinga Web 2 version 2.0.0 requires permissions for accessing modules. Those permissions are automatically generated
for each installed module in the format module/<moduleName>. Administrators have to grant the module permissions to
users and/or user groups in the roles configuration for permitting access to specific modules.
In addition, restrictions provided by modules are now configurable for each installed module too. Before,
a module had to be enabled before having the possibility to configure restrictions.


	The instances.ini configuration file provided by the monitoring module
has been renamed to commandtransports.ini. The content and location of
the file remains unchanged.


	The location of a user's preferences has been changed from
&lt;

config-dir&gt;

/preferences/&lt;

username&gt;

.ini to
&lt;

config-dir&gt;

/preferences/&lt;

username&gt;

/config.ini.
The content of the file remains unchanged.







Upgrading to Icinga Web 2 Release Candidate 1 

The first release candidate of Icinga Web 2 introduces the following non-backward compatible changes:


	The database schema has been adjusted and the tables icingaweb_group and
icingaweb_group_membership were altered to ensure referential integrity.
Please use the upgrade script located in etc/schema/ to update your
database schema


	Users who are using PostgreSQL < v9.1 are required to upgrade their
environment to v9.1+ as this is the new minimum required version
for utilizing PostgreSQL as database backend


	The restrictions monitoring/hosts/filter and monitoring/services/filter
provided by the monitoring module were merged together. The new
restriction is called monitoring/filter/objects and supports only a
predefined subset of filter columns. Please see the module's security
related documentation for more details.







Upgrading to Icinga Web 2 Beta 3 

Because Icinga Web 2 Beta 3 does not introduce any backward incompatible change you don't have to change your
configuration files after upgrading to Icinga Web 2 Beta 3.




Upgrading to Icinga Web 2 Beta 2 

Icinga Web 2 Beta 2 introduces access control based on roles for secured actions. If you've already set up Icinga Web 2,
you are required to create the file roles.ini beneath Icinga Web 2's configuration directory with the following
content:

[administrators]
users = "your_user_name, another_user_name"
permissions = "*"





After please log out from Icinga Web 2 and log in again for having all permissions granted.

If you delegated authentication to your web server using the autologin backend, you have to switch to the external
authentication backend to be able to log in again. The new name better reflects
what's going on. A similar change
affects environments that opted for not storing preferences, your new backend is none.




Upgrading the MySQL Database 

If you installed Icinga Web 2 from package, please check the upgrade scripts located in
/usr/share/doc/icingaweb2/schema/mysql-upgrades to update your database schema.
In case you installed Icinga Web 2 from source, please find the upgrade scripts in etc/schema/mysql-upgrades.


Note

If there isn't an upgrade file for your current version available, there's nothing to do.




Apply all database schema upgrade files incrementally.

# mysql -u root -p icingaweb2 < /usr/share/doc/icingaweb2/schema/mysql-upgrades/<version>.sql





Example: You are upgrading Icinga Web 2 from version 2.4.0 to 2.5.0. Look into
the upgrade directory:

$ ls /usr/share/doc/icingaweb2/schema/mysql-upgrades/
2.0.0beta3-2.0.0rc1.sql  2.5.0.sql





The upgrade file 2.5.0.sql must be applied for the v2.5.0 release. If there are multiple
upgrade files involved, apply them incrementally.

# mysql -u root -p icinga < /usr/share/doc/icingaweb2/schema/mysql-upgrades/2.5.0.sql








Upgrading the PostgreSQL Database 

If you installed Icinga Web 2 from package, please check the upgrade scripts located in
/usr/share/doc/icingaweb2/schema/pgsql-upgrades to update your database schema.
In case you installed Icinga Web 2 from source, please find the upgrade scripts in etc/schema/pgsql-upgrades.


Note

If there isn't an upgrade file for your current version available, there's nothing to do.




Apply all database schema upgrade files incrementally.

# export PGPASSWORD=icingaweb2
# psql -U icingaweb2 -d icingaweb2 < /usr/share/doc/icingaweb2/schema/pgsql-upgrades/<version>.sql





Example: You are upgrading Icinga Web 2 from version 2.4.0 to 2.5.0. Look into
the upgrade directory:

$ ls /usr/share/doc/icingaweb2/schema/pgsql-upgrades/
2.0.0beta3-2.0.0rc1.sql  2.5.0.sql





The upgrade file 2.5.0.sql must be applied for the v2.5.0 release. If there are multiple
upgrade files involved, apply them incrementally.

# export PGPASSWORD=icingaweb2
# psql -U icingaweb2 -d icingaweb2 < /usr/share/doc/icingaweb2/schema/pgsql-upgrades/2.5.0.sql











          

      

      

    

  

    
      
          
            
  
SELinux 


Introduction 

SELinux is a mandatory access control (MAC) system on Linux which adds a fine granular permission system for access
to all resources on the system such as files, devices, networks and inter-process communication.

The most important questions are answered briefly in the FAQ of the SELinux Project [http://selinuxproject.org/page/FAQ].
For more details on SELinux and how to actually use and administrate it on your systems have a look at
Red Hat Enterprise Linux 7 - SELinux User's and Administrator's Guide [https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/SELinux_Users_and_Administrators_Guide/index.html].
For a simplified (and funny) introduction download the SELinux Coloring Book [https://github.com/mairin/selinux-coloring-book].




Policy 

Icinga Web 2 is providing its own SELinux policy for Red Hat Enterprise Linux 7 and its derivates running the targeted
policy which confines Icinga Web 2 with support for all its modules. All other distributions will require some tweaks.
It is not upstreamed to the reference policies yet.

The policy for Icinga Web 2 will also require the policy for Icinga 2 which provides access to its interfaces.
It covers only the scenario running Icinga Web 2 in Apache HTTP Server with mod_php.




Installation 

There are two ways to install the SELinux Policy for Icinga Web 2 on Enterprise Linux 7.
Either install it from the provided package which is the preferred option or intall the policy manually, if you need
fixes which are not yet released.

Verify that the system runs in enforcing mode.

sestatus
# SELinux status:                 enabled
# SELinuxfs mount:                /sys/fs/selinux
# SELinux root directory:         /etc/selinux
# Loaded policy name:             targeted
# Current mode:                   enforcing
# Mode from config file:          enforcing
# Policy MLS status:              enabled
# Policy deny_unknown status:     allowed
# Max kernel policy version:      28





If problems occur, you can set icinga2 or httpd to run to run its domain in permissive mode.
You can change the configured mode by editing /etc/selinux/config and the current mode by executing setenforce 0.


Package installation 

Simply add the selinux subpackage to your installation.

yum install icingaweb2-selinux








Manual installation 

This section describes the manual installation to support development and testing.

As a prerequisite install the git, selinux-policy-devel and audit package. Enable and start the audit daemon
afterwards.

yum install git selinux-policy-devel audit
systemctl enable auditd.service
systemctl start auditd.service





To create and install the policy package run the installation script from the Icinga Web 2 source which also labels the
resources.

cd packages/selinux/
./icingaweb2.sh





Verify that Apache runs in its own domain httpd_t and the Icinga Web 2 configuration has its own context
icingaweb2_config_t.

ps -eZ | grep http
# system_u:system_r:httpd_t:s0     9785 ?        00:00:00 httpd
ls -ldZ /etc/icingaweb2/
# drwxrws---. root icingaweb2 system_u:object_r:icingaweb2_config_t:s0 /etc/icingaweb2/










General 

When the SELinux policy package for Icinga Web 2 is installed, it creates its own type of apache content and labels its
configuration icingaweb2_config_t to allow confining access to it.




Types 

The configuration is labeled icingaweb2_config_t and other services can request access to it by using the interfaces
icingaweb2_read_config and icingaweb2_manage_config.
Files requiring read access are labeled icingaweb2_content_t. Files requiring write access are labeled
icingaweb2_rw_content_t.




Booleans 

SELinux is based on the least level of access required for a service to run. Using booleans you can grant more access in
a defined way. The Icinga Web 2 policy package provides the following booleans.

httpd_can_manage_icingaweb2_config

Having this boolean enabled allows httpd to write to the configuration labeled icingaweb2_config_t. This is enabled by
default. If not needed, you can disable it for more security. But this will disable all web based configuration of
Icinga Web 2.


Optional Booleans 

The Icinga Web 2 policy package does not enable booleans not required by default. In order to allow these things,
you'll need to enable them manually. (i.e. with the tool setsebool)

LdapIf you want to allow httpd to connect to the ldap port, you must turn on the httpd_can_connect_ldap boolean.
Disabled by default.






Bugreports 

If you experience any problems while running SELinux in enforcing mode try to reproduce it in permissive mode. If the
problem persists, it is not related to SELinux because in permissive mode SELinux will not deny anything.

When filing a bug report please add the following information additionally to the
common ones [https://www.icinga.com/icinga/faq/]:


	Output of semodule -l | grep -e icinga2 -e icingaweb2 -e nagios -e apache


	Output of semanage boolean -l | grep icinga


	Output of ps -eZ | grep httpd


	Output of audit2allow -li /var/log/audit/audit.log




If access to a file is blocked and you can tell which one, please provided the output of ls -lZ /path/to/file and the
directory above.

If asked for full audit.log, add -w /etc/shadow -p w to /etc/audit/rules.d/audit.rules and restart the audit daemon.
Reproduce the problem and add /var/log/audit/audit.log to the bug report. The added audit rule includes
the path of files where access was denied.

If asked to provide full audit log with dontaudit rules disabled, execute semodule -DB before reproducing the problem.
After that enable the rules again to prevent auditd spamming your logfile by executing semodule -B.







          

      

      

    

  

    
      
          
            
  
Vagrant 

This chapter explains how to setup the development environment
for Icinga Web 2 inside a Vagrant VM.

If you are looking for a demo setup, please use the official
Icinga Vagrant boxes [https://github.com/icinga/icinga-vagrant]
instead.


Requirements


	Vagrant &gt;

= version 1.5


	VirtualBox or Parallels Desktop




Parallels requires the additional provider plugin
vagrant-paralells [http://parallels.github.io/vagrant-parallels/docs/] to be installed:

$ vagrant plugin install vagrant-parallels








General

The Icinga Web 2 project ships with a Vagrant virtual machine that integrates
the source code with various services and example data in a controlled
environment. This enables developers and users to test
MySQL and PostgreSQL backends as well as the LDAP authentication. All you
have to do is install Vagrant and run:

vagrant up






Note: The first boot of the vm takes a fairly long time because
you'll download a plain CentOS base box and Vagrant will automatically
provision the environment on the first go.




After you should be able to browse localhost:8080/icingaweb2 [http://localhost:8080/icingaweb2].




Log into Icinga Web 2

Both LDAP and a MySQL are configured as authentication backend. Please use one of the following login credentials:


LDAP:


Username: jdoe









Password: password








MySQL:


Username: icingaadmin









Password: icinga










Testing the Source Code

All software required to run tests is installed in the virtual machine.
In order to run all tests you have to execute the following command:

vagrant ssh -c "icingacli test php unit"
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