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Source code repository hosted at github.com/hvac/hvac.

Contents: 1


https://github.com/hvac/hvac/
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2 Contents:



CHAPTER 1

hvac

HashiCorp Vault API client for Python 2.7/3.x Tested against Vault v0.1.2 and HEAD. Requires v0.1.2 or later.

1.1 Documentation

Documentation for this module is hosted on readthedocs.io.

1.2 Getting started

1.2.1 Installation

’pip install hvac

or

’pip install "hvac|[parser]

if you would like to be able to return parsed HCL data as a Python dict for methods that support it.

1.2.2 Initialize the client

import os
import hvac
# Using plaintext

client = hvac.Client ()
client = hvac.Client (url="http://localhost:8200")

(continues on next page)
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(continued from previous page)

client = hvac.Client (url="http://localhost:8200', token=os.environ['VAULT TOKEN'])

# Using TLS
client = hvac.Client (url="https://localhost:8200")

# Using TLS with client-side certificate authentication
client = hvac.Client (url="https://localhost:8200', cert=('path/to/cert.pem', 'path/to/
—key.pem'))

1.2.3 Read and write to secret backends

client.write('secret/foo', baz='bar', lease='lh")
print (client.read('secret/foo'))

client.delete('secret/foo'")

1.2.4 Authenticate using token auth backend

# Token
client.token = 'MY_TOKEN'
assert client.is_authenticated() # => True

4 Chapter 1. hvac




CHAPTER 2

Usage

2.1 System Backend

2.1.1 Initialize and seal/unseal

print (client.is_initialized()) # => False

shares = 5
threshold = 3

result

client.initialize (shares, threshold)

root_token = result['root_token']
keys = result|['keys']

print (client.is_initialized()) # => True
print (client.is_sealed()) # => True

# unseal with individual keys
client.unseal (keys[0])

client .unseal (keys[1])

client.unseal (keys[2])

# unseal with multiple keys until threshold met
client.unseal_multi (keys)

print (client.is_sealed()) # => False
client.seal ()

print (client.is_sealed()) # => True
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2.1.2 Manipulate auth backends

backends = client.list_auth_backends ()

client.enable_auth_backend('userpass', mount_point='customuserpass')
client.disable_auth_backend('github")

2.1.3 Manipulate secret backends

backends = client.list_secret_backends ()

client.enable_secret_backend('aws', mount_point='aws-us-east-1")
client.disable_secret_backend('mysgl')

client.tune_secret_backend('generic', mount_point='test', default_lease_ttl='3600s",
—max_lease_ttl="'8600s")

client.get_secret_backend_tuning('generic', mount_point='test')

client.remount_secret_backend('aws-us—-east-1"', 'aws-east')

2.1.4 Manipulate policies

policies = client.list_policies() # => ['root']
policy = mnn
path "sys" {

policy = "deny"

path "secret" {
policy = "write"

path "secret/foo" {
policy = "read"

}

nwn

client.set_policy('myapp', policy)
client.delete_policy('oldthing'")
policy = client.get_policy ('mypolicy")

# Requires pyhcl to automatically parse HCL into a Python dictionary
policy = client.get_policy('mypolicy', parse=True)

2.1.5 Manipulate audit backends

backends = client.list_audit_backends ()

(continues on next page)

6 Chapter 2. Usage




hvac, Release 0.6.1

(continued from previous page)

options = {
'path': '/tmp/vault.log',
'log_raw': True,

client.enable_audit_backend('file', options=options, name='somefile')
client.disable_audit_backend ('oldfile')

2.1.6 View and Manage Leases

Read a lease:

New in version 0.6.2.

>>> client.read_lease (lease_id="pki/issue/my-role/d05138a2-edeb-889d-db98-2057ecd5138f
=)

{'lease_1id': '', 'warnings': None, 'wrap_info': None, 'auth': None, 'lease_duration':
—0, 'request_id': 'a08768dc-blde-5e2d-£f291-4702056£8d4e"', 'data': {'last_renewal':
—None, 'ttl': 259145, 'expire_time': '2018-07-19T06:20:02.000046424-05:00"', 'id':
—'pki/issue/my-role/d05138a2-edeb-889d-db98-2057ecd5138f', 'renewable': False,
—'issue_time': '2018-07-16T06:20:02.918474523-05:00"'}, 'renewable': False}

Renewing a lease:

>>> client.renew_secret (lease_id="pki/issue/my-role/d05138a2-edeb-889d-db98~-
—~2057ecd5138f")

{'lease_id': 'pki/issue/my-role/d05138a2-edeb-889d-db98-2057ecd5138f', 'lease_duration
—': 2764790, 'renewable': True}

Revoking a lease:

>>> client.revoke_secret (lease_id='"pki/issue/my-role/d05138a2-edeb-889d-db98—
—~2057ecd5138f")

2.2 Token Auth Method

2.2.1 Authentication

# Token
client.token = '"MY_TOKEN'
assert client.is_authenticated() # => True

2.2.2 Token Management

Token creation and revocation:

token = client.create_token(policies=['root'], lease='lh")

current_token = client.lookup_token ()
some_other_token = client.lookup_token ('xxx')

(continues on next page)
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(continued from previous page)

client.
client.

revoke_token ('xxx")
revoke_token('yyy', orphan=True)

client.revoke_token_prefix('zzz")

client.renew_token('aaa')

Lookup and revoke tokens via a token accessor:

token =
token_accessor = token['auth']['accessor']
same_token =
client.revoke_token (token_accessor,

client.create_token(policies=['root'],

client.lookup_token (token_accessor,
accessor=True)

lease="1h")

accessor=True)

Wrapping/unwrapping a token:

wrap =
result =

client.create_token(policies=['root'],
self.client.unwrap (wrap['wrap_info']['token'])

lease="'1lh'"', wrap_ttl="1m'")

2.3 AWS Authentication Backend

2.3.1 Authentication

IAM authentication method:

client.auth_aws_iam('MY_AWS_ ACCESS_KEY_ ID',
client.auth_aws_iam('MY_AWS_ACCESS_KEY_ ID',
—~SESSION_TOKEN"')

client.auth_aws_iam('MY_AWS_ACCESS_KEY_ ID',

")

import boto3

boto3.Session ()

credentials = session.get_credentials()
client.auth_aws_iam(credentials.access_key,

session =

'"MY_AWS_SECRET_ACCESS_KEY')
'"MY_AWS_SECRET_ACCESS_KEY', 'MY_ AWS_

'MY_AWS_SECRET_ACCESS_KEY', role='MY_ROLE

credentials.secret_key, credentials.token)

2.4 AWS Secret Backend

To be filled in.

2.5 GCP Auth Backend

2.5.1 Authentication

Chapter 2. Usage
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# GCP (from GCE instance)
import requests

VAULT_ADDR="https://vault.example.com:8200"
ROLE="example"

AUDIENCE_URL = VAULT_ADDR + "/vault/" + ROLE

METADATA_HEADERS = {'Metadata-Flavor': 'Google'}

FORMAT = 'full'

url = 'http://metadata.google.internal/computeMetadata/vl/instance/service-accounts/
—default/identity?audience={}&format={}"'.format (AUDIENCE_URL, FORMAT)

r = requests.get (url, headers=METADATA_HEADERS)
client.auth_gcp (ROLE, r.text)

2.6 GCP Secret Backend

To be filled in.

2.7 Kubernetes Auth Backend

2.7.1 Authentication

# Kubernetes (from k8s pod)

f = open('/var/run/secrets/kubernetes.io/serviceaccount/token')
jwt = f.read()

client.auth_kubernetes ("example", Jjwt)

2.8 Approle Auth Method

2.8.1 Authentication

client.auth_approle('MY ROLE_ID', 'MY SECRET _ID')

2.9 LDAP Auth Method

Note: Every method under the Client class's ldap attribute includes a mount_point parameter that
can be used to address the LDAP auth method under a custom mount path. E.g., If enabling the LDAP auth method
using Vault’s CLI commands via vault auth enable -path=my-ldap ldap”, the mount_point parameter in hvac. api .
auth.Ldap () methods would be set to “my-ldap”.

2.9.1 Enabling the LDAP Auth Method

hvac.vl.Client.enable auth_backend()

2.6. GCP Secret Backend 9
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import hvac
client = hvac.Client ()

ldap_auth_path = 'company-ldap'
description = "Auth method for use by team members in our company's LDAP organization"

if '¢s/' % ldap_auth_path not in vault_client.list_auth_backends () :

print ('Enabling the ldap auth backend at mount_point: {path}'.format (
path=1ldap_auth_path,

))

client.enable_auth_backend/(
backend_type='ldap',
description=description,
mount_point=1ldap_auth_path,

2.9.2 Configure LDAP Auth Method Settings

hvac.api.auth.Ldap.configure ()

import hvac
client = hvac.Client ()

client.ldap.configure (
user_dn='dc=users, dc=hvac, dc=network',
group_dn="'ou=groups, dc=hvac, dc=network',
url='ldaps://ldap.hvac.network:12345",
bind_dn='cn=admin, dc=hvac, dc=network',
bind_pass='ourverygoodadminpassword'
user_attr='uid',
group_attr='cn',

2.9.3 Reading the LDAP Auth Method Configuration

hvac.api.auth.Ldap.read _configuration ()

import hvac
client = hvac.Client ()

ldap_configuration = client.ldap.read_configuration ()
print ('The LDAP auth method is configured with a LDAP server URL of: {url}'.format (
url=ldap_configuration['data'] ['url']

2.9.4 Create or Update a LDAP Group Mapping

hvac.api.auth.Ldap.create_or_update_group ()

import hvac
client = hvac.Client ()

(continues on next page)
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(continued from previous page)

client.ldap.create_or_update_group (
name="'some-dudes',
policies=['policy-for-some-dudes'],

2.9.5 List LDAP Group Mappings

hvac.api.auth.Ldap.list_groups ()

import hvac
client = hvac.Client ()

ldap_groups client.ldap.list_groups ()
print ('The following groups are configured in the LDAP auth method: {groups}'.format (
groups="', '.Jjoin(ldap_groups|['data']['keys'])

2.9.6 Read LDAP Group Mapping

hvac.api.auth.Ldap.read group ()

import hvac
client = hvac.Client ()

some_dudes_ldap_group = client.ldap.read_group (
name="'somedudes"',
)
print ('The "somedudes" group in the LDAP auth method are mapped to the following,
—policies: (policies)'.format (
policies=",'.join (some_dudes_ldap_group|['data']['policies'])

2.9.7 Deleting a LDAP Group Mapping

hvac.api.auth.Ldap.delete group ()

import hvac
client = hvac.Client ()

client.ldap.delete_group (
name="'some—-group',

2.9.8 Creating or Updating a LDAP User Mapping

hvac.api.auth.Ldap.create_or_update_user ()

import hvac
client = hvac.Client ()

(continues on next page)
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(continued from previous page)

client.ldap.create_or_update_user (
username="'somedude ',
policies=['policy-for-some-dudes'],

2.9.9 Listing LDAP User Mappings

hvac.api.auth.Ldap.list_users()

import hvac
client = hvac.Client ()

ldap_users = client.ldap.list_users/()
print ('The following users are configured in the LDAP auth method: {users}'.format (
users=','.join(ldap_users|['data']['keys'])

)

2.9.10 Reading a LDAP User Mapping

hvac.api.auth.Ldap.read user()

import hvac
client = hvac.Client ()

some_dude_ldap_user = client.ldap.read_user (
username="'somedude'
)
print ('The "somedude" user in the LDAP auth method is mapped to the following,
—policies: {policies}'.format (
policies=", "'.join(some_dude_ldap_user(['data']['policies'])

2.9.11 Deleting a Configured User Mapping

hvac.api.auth.Ldap.delete_user/()

import hvac
client = hvac.Client ()

client.ldap.delete_user (
username="'somedude ',

)

2.9.12 Authentication / Login

hvac.api.auth.Ldap.login_with_user ()

For a LDAP backend mounted under a non-default (Idap) path. E.g., via Vault CLI with vault auth enable -path=prod-
ldap ldap

12 Chapter 2. Usage
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from getpass import getpass
import hvac

service_account_username = 'someuser'
password_prompt = 'Please enter your password for the LDAP authentication backend: '
service_account_password getpass (prompt=password_prompt)

client = hvac.Client ()

# Here the mount_point parameter corresponds to the path provided when enabling the_,
—backend
client.ldap.login(
username=service_account_username,
password=service_account_password,
mount_point="prod-ldap'
)

print (client.is_authenticated) # => True

2.10 GitHub Auth Method

Note: Every method under the Client class's github attribute includesa mount_point parameter that
can be used to address the Github auth method under a custom mount path. E.g., If enabling the Github auth method
using Vault’s CLI commands via vault auth enable -path=my-github github”, the mount_point parameter in hvac.
api.auth.Github () methods would be set to “my-github”.

2.10.1 Enabling the Auth Method

hvac.vl.Client.enable _auth_backend()

import hvac
client = hvac.Client ()

github_auth_path = 'company-github'
description = 'Auth method for use by team members in our company's Github,
—organization'
if '"%s/'" % github_auth_path not in vault_client.list_auth_backends () :
print ('Enabling the github auth backend at mount_point: {path}'.format (

path=github_auth_path,

))

client.enable_auth_backend/(
backend_type='github',
description=description,
mount_point=github_auth_path,

2.10.2 Configure Connection Parameters

hvac.api.auth.Github.configure ()

2.10. GitHub Auth Method 13
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import hvac
client = hvac.Client ()

client.github.configure (
organization='our-lovely-company',
max_ttl='48h", # i.e., A given token can only be renewed for up to 48 hours

2.10.3 Reading Configuration

hvac.api.auth.Github.read configuration()

import hvac
client = hvac.Client ()

github_config = client.github.read_configuration/()
print ('The Github auth method is configured with a ttl of: {ttl}'.format (
ttl=github_config['data']['ttl"]

2.10.4 Mapping Teams to Policies

hvac.api.auth.Github.map_team()

import hvac
client = hvac.Client ()

teams = [
dict (name="'some-dev-team', policies=['dev-team']),
dict (name="'admin-team', policies=['administrator']),

]
for team in teams:
client.github.map_team(
team_name=team['name'],
policies=team|['policies'],

2.10.5 Reading Team Mappings

hvac.api.auth.Github.read team mapping()

import hvac
client = hvac.Client ()

team_name = 'my-super-cool-team'’
github_config = client.github.read_team mapping (
team_name=team_name,

)

print ('The Github team {team} is mapped to the following policies: {policies}'.format (
team=team_name,
policies=github_config['data']['value'],

14 Chapter 2. Usage
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2.10.6 Mapping Users to Policies

hvac.api.auth.Github.map_user ()

import hvac
client = hvac.Client ()

users = [
dict (name="'some-dev-user', policies=['dev-team']),
dict (name="'some—-admin-user', policies=['administrator']),

]
for user in users:
client.github.map_user (
user_name=user['name'],
policies=user|['policies'],

2.10.7 Reading User Mappings

hvac.api.auth.Github.read user_mapping()

import hvac
client = hvac.Client ()

user_name = 'some-dev-user'
github_config = client.github.read_user_mapping (
user_name=user_name,
)
print ('The Github user "{user}" is mapped to the following policies: {policies}'.
—format (
user=user_name,
policies=github_config['data']['value'],

2.10.8 Authentication / Login

hvac.api.auth.Github.login ()

Log in and automatically update the underlying “token” attribute on the hvac. adapters.Adapter () instance:

import hvac
client = hvac.Client ()
login_response = client.github.login (token="'some personal github token')

2.11 MFA Auth Method

2.11.1 Configure MFA Auth Method Settings

hvac.api.auth.Mfa.configure ()

Note:  The legacy/unsupported MFA auth method covered by this class’s configuration API route only sup-
ports integration with a subset of Vault auth methods. See the list of supported auth methods in this module’s

2.11. MFA Auth Method 15
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"SUPPORTED_AUTH_METHODS" attribute and/or the associated Vault MFA documentation for additional in-
formation.

import hvac
client = hvac.Client ()

userpass_auth_path = 'some-userpass'
if '"¢s/' % userpass_auth_path not in vault_client.list_auth_backends () :
print ('Enabling the userpass auth backend at mount_point: {path}'.format (

path=userpass_auth_path,

))

client.enable_auth_backend (
backend_type='userpass',
mount_point=userpass_auth_path,

client .mfa.configure (
mount_point=userpass_auth_path,

2.11.2 Reading the MFA Auth Method Configuration

hvac.api.auth.Mfa.read configuration ()

import hvac
client = hvac.Client ()

mfa_configuration = client.mfa.read_configuration()
print ('The MFA auth method is configured with a MFA type of: {mfa type}'.format (
mfa_type=mfa_configuration['data']['type']

2.11.3 Configure Duo MFA Type Access Credentials

hvac.api.auth.Mfa.configure duo_access ()

from getpass import getpass

import hvac
client = hvac.Client ()

secret_key_prompt = 'Please enter the Duo access secret key to configure: '
duo_access_secret_key = getpass (prompt=secret_key_prompt)

client .mfa.configure_duo_access (
mount_point=userpass_auth_path,
host="api-1234abcd.duosecurity.com',
integration_key="'SOME_DUO_TIKEY',
secret_key=duo_access_secret_key,

16 Chapter 2. Usage
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2.11.4 Configure Duo MFA Type Behavior

hvac.api.auth.Mfa.configure_duo_behavior ()

import hvac
client = hvac.Client ()

client .mfa.configure_duo_behavior (
mount_point=userpass_auth_path,
username_format="'%sl@hvac.network’',

2.11.5 Read Duo MFA Type Behavior

hvac.api.auth.Mfa.read duo_behavior_configuration ()

import hvac
client = hvac.Client ()

duo_behavior_config = client.mfa.read_duo_behavior_configuration (
mount_point=userpass_auth_path,

)

print ('The Duo MFA behvaior is configured with a username_format of:

— " .format (
username_format=duo_behavior_config['data']['username_ format'],

2.11.6 Authentication / Login

from getpass import getpass
import hvac

login_username = 'someuser'

password_prompt = 'Please enter your password for the userpass (with MFA)
—authentication backend: '

login_password = getpass (prompt=password_prompt)

passcode_prompt = 'Please enter your OTP for the userpass (with MFA) authentication,
—backend: '

userpass_mfa_passcode = getpass (prompt=passcode_prompt)

client = hvac.Client ()

# Here the mount_point parameter corresponds to the path provided when enabling the_
—backend
client.mfa.auth_userpass(
username=login_username,
password=login_password,
mount_point=userpass_auth_path,
passcode=userpass_mfa_passcode,
)

print (client.is_authenticated) # => True

2.11. MFA Auth Method 17
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2.12 Authenticate to different auth backends

# App ID
client.auth_app_id('MY_APP_ID', 'MY USER_ID")

# GitHub
client.auth_github ('MY_GITHUB_TOKEN")

# TLS
client = Client (cert=('path/to/cert.pem', 'path/to/key.pem'))
client.auth_tls ()

# Non-default mount point (available on all auth types)
client.auth_userpass ('MY_USERNAME', 'MY_PASSWORD', mount_point='CUSTOM_MOUNT_POINT")

# Authenticating without changing to new token (available on all auth types)
result = client.auth_github ('MY_GITHUB_TOKEN', use_token=False)
print (result['auth'] ['client_token']) # => u'NEW_TOKEN'

# Custom or unsupported auth type

params = {
'username': 'MY_USERNAME',
'password': 'MY_PASSWORD',
'custom_param': 'MY_CUSTOM_PARAM',

result = client.auth('/v1l/auth/CUSTOM_AUTH/login', json=params)

# Logout
client.logout ()

18 Chapter 2. Usage




CHAPTER 3

Advanced Usage

3.1 Making Use of Private CA

There is a not uncommon use case of people deploying Hashicorp Vault with a private certificate authority. Unfortu-
nately the requests module does not make use of the system CA certificates. Instead of disabling SSL verification you
can make use of the REQUESTS_CA_BUNDLE environment variable.

As documented in the advanced usage section for requests this environment variable should point to a file that is
comprised of all CA certificates you may wish to use. This can be a single private CA, or an existing list of root
certificates with the private appended to the end. The following example shows how to achieve this:

S cp "S$(python -c 'import certifi;print certifi.where();"')" /tmp/bundle.pem
$ cat /path/to/custom.pem >> /tmp/bundle.pem
$ export REQUESTS_CA_BUNDLE=/tmp/bundle.pem

Alternative, this envrionmental variable can be set via the os module in-line with other Python statements. The fol-
lowing example would be one way to manage this configuration on a Ubuntu host:

import os

import hvac

def get_vault_client (vault_url=VAULT_URL, certs=VAULT_CERTS) :

wn

Instantiates a hvac / vault client.

:param vault_url: string, protocol + address + port for the vault service

:param certs: tuple, Optional tuple of self-signed certs to use for,
—verification

with hvac's requests adapater.

:return: hvac.Client

mmn

logger.debug ('Retrieving a vault (hvac) client...")

if certs:

(continues on next page)
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(continued from previous page)

# When use a self-signed certificate for the vault service itself, we,
—need to

# include our local ca bundle here for the underlying requests module.

os.environ['REQUESTS_CA_BUNDLE'] = '/etc/ssl/certs/ca-certificates.crt

vault_client = hvac.Client (
url=vault_url,
cert=certs,

vault_client.token = load_vault_token (vault_client)
if not vault_client.is_authenticated() :
error_msg = 'Unable to authenticate to the Vault service'

raise hvac.exceptions.Unauthorized(error_msg)

return vault_client

3.2 Custom Requests / HTTP Adapter

New in version 0.6.2.

Calls to the requests module. (which provides the methods hvac utilizes to send HTTP/HTTPS request to Vault
instances) were extracted from the C1ient class and moved to a newly added hvac.adapters () module. The
Client class itself defaults to an instance of the Request class for its _adapter private attribute attribute if no
adapter argument is provided to its constructor. This attribute provides an avenue for modifying the manner in
which hvac completes request. To enable this type of customization, implement a class of type hvac. adapters.
Adapter (), override its abstract methods, and pass an instance of this custom class to the adapter argument of the
Client constructor
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CHAPTER 4

Source Reference

4.1 hvac.v1

class hvac.vl.Client (url=u’http://localhost:8200°, token=None, cert=None, verify=True, time-

Bases: object

out=30, proxies=None, allow_redirects=True, session=None, adapter=None)

The hvac Client class for HashiCorp’s Vault.

__init__ (url=u’http://localhost:8200°, token=None, cert=None, verify=True, timeout=30, prox-

ies=None, allow_redirects=True, session=None, adapter=None)
Creates a new hvac client instnace.

Parameters

url (str)— Base URL for the Vault instance being addressed.
token (str)— Authentication token to include in requests sent to Vault.

cert (tuple)— Certificates for use in requests sent to the Vault instance. This should be
a tuple with the certificate and then key.

verify (Union[bool, str])— Either a boolean to indicate whether TLS verification
should be performed when sending requests to Vault, or a string pointing at the CA bun-
dle to use for verification. See http://docs.python-requests.org/en/master/user/advanced/
#ssl-cert-verification.

timeout (int)— The timeout value for requests sent to Vault.

proxies (dict) — Proxies to use when preforming requests. See: http://docs.
python-requests.org/en/master/user/advanced/#proxies

allow_redirects (bool) — Whether to follow redirects when sending requests to
Vault.

session (request. Session) — Optional session object to use when performing re-
quest.
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* adapter (hvac.adapters.Adapter) — Optional class to be used for performing
requests. If none is provided, defaults to hvac.adapters.Request

adapter
allow_redirects

audit_hash (name, input)
POST /sys/audit-hash

Parameters
* name —
¢ input -
Returns
Return type
auth (url, use_token=True, **kwargs)

Performs a request (typically to a path prefixed with ‘/v1/auth”) and optionaly stores the client token sent
in the resulting Vault response for use by the hvac.adapters.Adapter () instance under the
_adapater Client attribute.

Parameters

* url (str | unicode)— Path to send the authentication request to.

* use_token (bool) — if True, uses the token in the response received from the auth
request to set the “token” attribute on the the hvac.adapters.Adapter () instance
under the _adapater Client attribute.

* kwargs (dict) — Additional keyword arguments to include in the params sent with the
request.

Returns The response of the auth request.
Return type requests.Response
auth_app_id (app_id, user_id, mount_point=u’app-id’, use_token=True)
POST /auth/<mount point>/login
Parameters
* app_id-
* user_id-
* mount_point —
e use_token -
Returns
Return type

auth_approle (rle_id, secret_id=None, mount_point=u’approle’, use_token=True)
POST /auth/<mount_point>/login

Parameters
e role_id -

* secret_id-
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* mount_point —
* use_token -
Returns
Return type

auth_aws_iam (access_key, secret_key, session_token=None, header_value=None,
mount_point=u’aws’, role=u”, use_token=True, region=u’us-east-1")
POST /auth/<mount point>/login

Parameters
* access_key (str)— AWS IAM access key ID
* secret_key (str)— AWS IAM secret access key

* session_token (str)—Optional AWS IAM session token retrieved via a GetSession-
Token AWS API request. see: https://docs.aws.amazon.com/STS/latest/ APIReference/
API_GetSessionToken.html

* header_value (str) — Vault allows you to require an additional header, X-Vault-
AWS-TAM-Server-ID, to be present to mitigate against different types of replay attacks.
Depending on the configuration of the AWS auth backend, providing a argument to this
optional parameter may be required.

* mount_point (str)— The “path” the AWS auth backend was mounted on. Vault cur-
rently defaults to “aws”. “aws-ec2” is the default argument for backwards comparability
within this module.

* role (str)— Name of the role against which the login is being attempted. If role is not
specified, then the login endpoint looks for a role bearing the name of the AMI ID of the
EC2 instance that is trying to login if using the ec2 auth method, or the “friendly name”
(i.e., role name or username) of the TAM principal authenticated. If a matching role is not
found, login fails.

* use_token (bool.) — If True, uses the token in the response received from the auth
request to set the “token” attribute on the current Client class instance.

Returns The response from the AWS IAM login request attempt.
Return type requests.Response

auth_cubbyhole (foken)
POST /v1/sys/wrapping/unwrap

Parameters token —
Returns
Return type

auth_ec2 (pkcs7, nonce=None, role=None, use_token=True, mount_point=u’aws-ec2’)
POST /auth/<mount point>/login

Parameters

* pkes7 (str.)—PKCS#7 version of an AWS Instance Identity Document from the EC2
Metadata Service.

* nonce (str.) — Optional nonce returned as part of the original authentication
request. Not required if the backend has ‘“allow_instance_migration” or ‘“disal-
low_reauthentication” options turned on.

* role (str.)— Identifier for the AWS auth backend role being requested.

4.1.

hvac.v1 23


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html

hvac, Release 0.6.1

* use_token (bool.) — If True, uses the token in the response received from the auth
request to set the “token” attribute on the current Client class instance.

* mount_point (str.)— The “path” the AWS auth backend was mounted on. Vault cur-
rently defaults to “aws”. “aws-ec2” is the default argument for backwards comparability

within this module.

Returns parsed JSON response from the auth POST request

Return type dict.

auth_gecp (role, jwt, mount_point=u’gcp’, use_token=True)
POST /auth/<mount point>/login

Parameters
* role (str.)—identifier for the GCP auth backend role being requested
¢ jwt (str.)—JSON Web Token from the GCP metadata service

* mount_point (str.) — The “path” the GCP auth backend was mounted on. Vault
currently defaults to “gcp”.

* use_token (bool.) —if True, uses the token in the response received from the auth
request to set the “token” attribute on the current Client class instance.

Returns parsed JSON response from the auth POST request
Return type dict.

auth_github (**kwargs)

Call to deprecated function ‘auth_github’. This method will be removed in version ‘0.8.0’ Please use the ‘login’ meth
Docstring content from this method’s replacement copied below: Login using GitHub access token.

Supported methods: POST: /auth/{mount_point}/login. Produces: 200 application/json

Parameters

e token (str | unicode)— GitHub personal API token.

* use_token (bool) — if True, uses the token in the response received from the auth
request to set the “token” attribute on the the hvac.adapters.Adapter () instance
under the _adapater Client attribute.

* mount_point (str | unicode)-The “path” the method/backend was mounted on.

Returns The JSON response of the login request.

Return type dict

auth_kubernetes (role, jwt, use_token=True, mount_point=u’kubernetes’)
POST /auth/<mount_point>/login

Parameters
* role (str.)— Name of the role against which the login is being attempted.
e jwt (str.) - Signed JISON Web Token (JWT) for authenticating a service account.

* use_token (bool.) — if True, uses the token in the response received from the auth
request to set the “token” attribute on the current Client class instance.

* mount_point (str.)— The “path” the k8s auth backend was mounted on. Vault cur-
rently defaults to “kubernetes”.
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Returns Parsed JSON response from the config POST request.
Return type dict.
auth_ldap (**kwargs)

Call to deprecated function ‘auth_ldap’. This method will be removed in version ‘0.8.0’ Please use the ‘login’ methoc
Docstring content from this method’s replacement copied below:

Log in with LDAP credentials.

Supported methods: POST: /auth/{mount_point}/login/{username}. Produces: 200 application/json

Parameters
e username (str | unicode)—- The username of the LDAP user
* password (str | unicode)—- The password for the LDAP user

* use_token (bool) — if True, uses the token in the response received from the auth
request to set the “token” attribute on the the hvac.adapters.Adapter () ins