_images/internal_stream_processing.png
Inputs

Input

graylog2-server

Message

Input

Input

—

MongoDB

streams.rules

N 000~

—

ElasticSearch

N 000~

message: Hello Test
source: example.org
timestamp: 2014-08-17T19:45:27.354Z

streams:

—=>=1

Filter chain

ExtractorFilter

;

StaticFieldFilter

g

N

Message

message: Hello Test
source: example.org
timestamp: 2014-08-17T19:45:27.354Z
streams: [563a08371300433347¢62f51b,

533ec6223004d34213bc9510

OutputRouter

Default Outputs
(every message)

ElasticSearchOutput

Custom stream outputs
(decided by looking at
streams array)






_images/ipfix.png
Launch new IPFIX UDP input

) Global
Should this input start on all nodes
Node

Select Node

On which node should this input start

Title

Select a name of your new input that describes it.

Bind address
0.0.0.0
Address to listen on. For example 0.0.0.0 or 127.0.0.1.
Port
4739
Port to listen on.
Receive Buffer Size (optional)
262144
The size in bytes of the recvBufferSize for network connections to this input.
No. of worker threads (optional)
12
Number of worker threads processing network connections for this input.

Override source (optional)
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Cancel Save
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@ read more about the Graylog sidecar in the documentation.
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@ read more about the Graylog sidecar in the documentation.
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filebeat-conf

Configuration color

B changecolor

Collector

filebeat on Linux

Configuration

B B 9 C
1 # Needed for Graylog
2 fields_under_root: true
3 fields.collector_node id: ${sidecar.nodeliane}
4 fields.gl2_source_collector: ${sidecar.nodeld}
H
6 filebeat.inputs:
7 - input_type: log
8 paths:
5 - Jvar/log/*.log
10 type: log
11 output.logstash:
12 hosts: ["192.168.1.1:5044"]
13 path:
14 data: /var/lib/graylog-sidecar/collectors/filebeat/data
15 logs: /var/lib/graylog-sidecar/collectors/filebeat/log

Cancel

Migrate

Preview

Collector Configuration Reference

Runtime Variables  Variables

Reference

These variables will be filled with the runtime information from each Sidecar

Name

${sidecar.
${sidecar.
${sidecar.

${sidecar.

operatingSystem}
nodeName}
nodeld}

sidecarversion}

Description

Name of the operating system the sidecar is running on, e.

"Linux", "Windows"

The name of the sidecar, defaults to hostname If not set.
UUID of the sidecar.

Verslon string of the running sidecar.
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@ Read more about the collector sidecar in the Graylog documentation.
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@ Read more about collectors and how to set them up in the Graylog documentation.

(2] Find Reset Show: 50 M|
© 1selected Configure~  Process ~
graylogsidecar & Apply configuration
@ filebeat
nxlog

[ filebeatconf & filebeaton
Linux






_images/sidecar_sbs3.png
Collectors Administration

@ Read more about collectors and how to set them up in the Graylog documentation.

© Find  Reset show: 50 |

Select all Collector - Configuration~  Collector Status =~ OS~
graylog-sidecar
filebeat

xlog






_images/sidecar_sbs6.png
Collectors Administration

@ Read more about collectors and how to set them up in the Graylog documentation.

o Find Reset Show: 50
© 1selected Configure ~  Process ~
graylog-sidecar
@ filebeat » Running

xlog






_images/sidecar_sbs5.png
Configuration summary

You are goingto apply the filebeat-conf configuration for collector & filebeat on Linux
to:

graylogssidecar

Are you sure youwant to proceed with this action?






_images/sidecar_mig_5.png
Imports from the old Collector system
Edit the imported configuration after pressing the Apply button by hand. Dynamic values like the node ID can be replaced with the
variables system, e.g. ${sidecar.nodeId}

Sidecar Collector Created Action

filebeat 2019-02-1212:58:18 UTC Apply






_images/sidecar_mig_4.png
New Collector Configuration

@ read more about the Graylog sidecar in the documentation.
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These variables will be filled with the runtime information from each Sidecar
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operatingSystem}
nodeName}
nodeld}

sidecarversion}

Description

Name of the operating system the sidecar is running on, e.

"Linux", "Windows"

The name of the sidecar, defaults to hostname If not set.
UUID of the sidecar.

Verslon string of the running sidecar.
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Access Logs (4 weeks)

Index prefix: accesslogs Index rotation strategy:  Index Time Index retention strategy:  Delete
Shards: 4 Rotation period: PID (1d, a day) Max number of indices: 28
Replicas: 1

Default index set [ detoute | More Actions ~

‘The Graylog default index set. Graylog will use this index set by defautt

Index prefix: graylog2 Index rotation strategy:  Index Time Index retention strategy:  Delete
Shards: 4 Rotation period: PTIH(ih,anhou)  Max number of indices: 4
Replicas: 0
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(@ The possible Elasticsearch cluster states and more related information is available in the Graylog documentation.

© Elasticsearch cluster s green. Shards: 25 active,  iniializing,  relocating, 0 unassigned, What does this mean?

Indexer failures

(@ every message that was not successfully indexed will be logged as an indexer failure. You can learn more about this feature in the Graylog documentation.

© No failed indexing attempts in the last 24 hours. s s

Time configuration
Dealing with timezones can be confusing. Here you can see the timezone applied to different components of your system. You can check timezone settings of specific graylog:server
nodes on their respective detall page.

User admin: 2017-02-07 13:32:09 +00:00
Your web browser: 2017-02-07 14:32:09 +01:00
Graylog server: 2017-02-07 14:32:09 +01:00
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Shard: 4 Rotation period: PTIH(thanhoun)  Max number of indices:
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A Elasticsearch cluster is yellow. Shards: 20 active, 0 initiaizing, 0 relocating, 4 unassigned, What does this mean?

Delete
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Range re-calculated 10 minutes ago in Oms. 28 segments, 0 open search contexts, 0 deleted messages

Primary shard operations Total shard operations

Index: 82,057 ops (took a few seconds) Index: 82,057 ops (took a few seconds)
Flush:  Oops Flush:  Oops
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Get:  Oops Get 0ops
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e There is a new version of Graylog Collector and it is called Graylog Sidecar. What's new?
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docker-sidecar-debian [ Running | A Linux a few seconds ago docker-sidecar-debian 0.1.8
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o Read more about the Graylog Sidecar in the documentation.
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Collector Configuration Reference

filebeat-conf

Runtime Variables  Variables | Reference

Configuration color

W croneeconr Use variables to share text snippets across multiple configurations.
If your configuration format needs to use literals like ${f00} , which shall not act as a variable, you will have to write it as ${'$'}
{foo} .

Collector

filebeat on Linux

Name Description Actions
Note: Log Collector cannot change while the Configuration is in use. Clone the Configuration to test it using another Collector.

. ${user.BeatsInput} IP and Port of our Beats Input Jete | Edit
Configuration P

& B O C

# Needed for Graylog

Fields_under_root: true
fields.collector_node_id: ${sidecar.nodeNane}
Fields.gl2_source_collector: ${sidecar.nodeld}

Filebeat. inputs:
- input_type: log

paths:

- [var/log/*.log

10 type: log
11 output.logstash:
12 hosts: ["${user.BeatsInput}"]
13 path:
14 data: /var/lib/graylog-sidecar/collectors/filebeat/data
15 logs: /var/lib/graylog-sidecar/collectors/filebeat/log

Ve Ne s W R

Migrate  Preview
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Collector Status docker-sidecar-debian

0 Read more about collectors and how to set them up in the Graylog documentation.

Sidecar
Tags: linux
1P: 172.16.1.2

© Status: 2 collectors running

Backends

© Filebeat: Running

© Nxiog: Running

CPU Idle:
Load:
Volumes > 75%:

91.87%
1.01

Overview | Manage Configurations

Import Configuration
Import Configuration
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Configure Cache
Title
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Maximum entries

Expire after access

Expire after write

Node Memory Cache

Node local in-memory cache

in-memory

1000

seconds ~

seconds ~

Lookup Tabl Data Adapters

‘The in-memory cache maintains recently used values from data adapters.

Please make sure your Graylog servers have enough heap to accomodate the cached entries and monitor the cache efficiency.

Implementation detalls

‘The cache is local to each Graylog server, they do not share the entries.
For example, ifyou have two servers, they will maintain a completely independent cache from each other.

Cache size

Every cache has a maximum number of entries, unbounded caches are not supported.
Time-based expiration

Expire after access

The cache will remove entries after a fixed time since they have been used the last time.
“This results in the cache behaving as a space imited least recently used cache.

Expire after write

‘The cache will remove entries after a fixed time since they have been entered into the cache.
“This results in entries that are never older than the given time, which can be important for regularly changing data, such as configuration state of external
systems.
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Data adapters for Lookup Tables

Data Adapter Type | CsvFie
Configure Adapter
Title Host names.
Description 1P address to host name mappings

Name

path

Check interval

Separator

Quote character

Key column

Value column

host-names

Nvar/tmp/host-names.csv

60

ipaddr

hostname|

‘The CSV data adapter can read key value pairs from a CSV file.

Please make sure your CSV fil is formatted according to your configuration settings.

sV file requirements:

The first line in the CSV file needs to be a st of field/column names

The file uses utf-8 encoding
The file i readable by every Graylog server node

Example 1
Configuration

Separator: ,
Quote character: "
Key column: 1paddr
Value column: hostnane

CsV File

"ipaddr" , "hostname"
"127.0.0.1", "localhost"
"10.0.0.1","server1"
"10.0.0.2","server2"

Example 2
Configuration

Separator: ;
Quote character: *
Key column: 1paddr
Value column: hostnane

CsV File

*ipaddr"; '1laddr"; "hostname"
'127.0.0.1';"e4:b2:11:d1:38:14"; "localhost’
'10.0.0.1';"e4:b2:12:d1:48:28" ; "server1’
'10.0.0.2";"e4:b2:11:d1:58:34"; "server2’
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Create pipeline rule

e Read more about Graylog pips

Title

You can set the rule title in the rule source. See the quick reference for more information.

Host name lookup

Rule source
1 rule "host-name-lookup”
2 when true
3 then
4 let hostname = lookup_value("host-names”, Smessage.source);
5 set_field("hostname, hostname);
H
7 let geo = lookup("geo-ip”, Smessage.source);
8 set_field("country_code”, geo.country.iso_code);
9 end

Cancel

Rules quick reference

Read the full documentation to gain a better nderstanding of how Graylog pipeline rules work.

Functions | Example

This s a st of al available functions in pipeline rules. Click on a row to see more information about the function parameters.

Function

to_bool(value, [default]) : Boolean
to_double(value, [default]) : Double
to_long(value, [default]) : Long
to_string(value, [default]) : String
has_field(field, [message]) : Boolean

set_field(field, value, [prefix], [suffix],
[message]) : Votd

set_fields(fields, [prefix], [suffix],
[message]) : Votd

renane_field(old_field, new_field,
[message]) : Votd

remove_field(field, [message]) : Void

drop_nessage([message]) : Void

‘Converts a value to a boolean value using itsstring representation
Converts a value to a double value using its string representation
Converts a value to a long value using its string representation
‘Converts a value to ts string representation

Checks whether a message contains a value for a field

Sets a new field in a message

Sets new fields in a message

Rename a message field

Removes a field from a message

Discards a message from further processing
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@ Find more information about extractors inthe documentation.

Example message
10.0.0.18

Wrong example? You can load another message.

Extractor configuration
Extractor type  Lookup Table

Sourcefield  source

LookupTable | Hostnames

here.

Condition @ Always try to extract
Only attempt extraction f field contains string

Only attempt extraction if field matches regular expression

Store as field hostname

Extractionstrategy ~ ® Copy O Cut

Extractor title Lookup host name from IP address.

Add converter

Add
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< C | ® 192.168.178.26:9000/api/api-browser#!/Clust

REST API browser

provideYusername'and'password

Cluster Show/Hide erations | Expand Operations | Raw

[cluster Get system overview of all Graylog nodes

Response Class
Model

Map

Response Content Type application/json
Tryitoutt | Hide Response
Request URL

3 http://192.168.178.26:9000/api/cluster

Response Body

1
"71ab6aaa-cb39-46be-9dac-4bag9fed3dee": {
“facility": "graylog-server",
“codename”: "Smuttynose",
“node_id": "71abbaaa-cb39-46be-9dac-4baggfed3d6s",
“cluster_id": "3adaf799-1551-4239-84e5-6ed939b56f62",
“version": "2.1.1+01d50e5",
tarted_at": "2016-09-23T10:39:00.1792",
"gn-81-c. fritz.box",
“running",
“alive",
“Europe/Berlin”,
“Linux 3.10.0-327.28.3.e17.x86_64",
true
}

"ed0ad32d-8776-4d25-be2f-aB956ecebdcf": {
“facility": "graylog-server",

"Snuttynose",

"ed0ad32d-8776-4d25-be2f-aB956ecebdc ",

“3adaf799-1551-4239-84€5-6ed939b56762" ,

“codenane
“node_id"
“cluster_id"

Response Code

200

Response Headers

{"X-Graylog-Node-Id" :"58c57924-808a-4fa7-be@9-63ca551628¢cd", "Date” :"Fri, 14 Oct 2016 13:16:59 GMT","Content-Encoding”:

Car | sdusteddddin GetJVM information of the given node

e sdustedddthnssddung Geta thread dump of the given node
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Rules are a way of applying changes to messages in Graylog. A rule consists of a condition and a list of actions. Graylog evaluates the condition against a message and executes the actions if the condition is satisfied.

e Read more about Graylog pipeline rules in the documentation.

Thtle

You can set the rule title in the rule source. See the quick reference for more information.

Description

Add pipeline field

Rule description (optional).
Used in pipelines
Pipeline test.

Pipelines that use this rule in one or more of their stages.

Rule source

1 rule "pipeline_field"

2 when

3 true

4  then

5 set_field("pipeline", "true");
6 end

Rule source, see quick reference for more information.

Savie Cancel

Rules quick reference

Read the full documentation to gain a better understanding of how Graylog pipeline rules work.

Functions Example

This is a list of all available functions in pipeline rules. Click on a row to see more information about the function parameters.

Function

to_bool(value, [default]) : Boolean
to_double(value, [default]) : Double
to_long(value, [default]) : Long
to_string(value, [default]) : String
has_field(field, [messagel) : Boolean

set_field(field, value, [prefix], [suffix],
[message]) : Void

set_fields(fields, [prefix], [suffix],
[message]) : Void

rename_field(old_field, new_field,
[messagel) : Void

remove_field(field, [message]) : Void

drop_message( [message]) : Void

Description

Converts a value to a boolean value using its string representation
Converts a value to a double value using its string representation
Converts a value to a long value using its string representation
Converts a value to its string representation

Checks whether a message contains a value for a field

Sets a new field in a message

Sets new fields in a message

Rename a message field

Removes a field from a message

Discards a message from further processing

Manage conneciions Manage pipelines
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10 seconds ~

Create Events for Definition if...

© Fiter has results
® Aggregation of results reaches a threshold

Aggregation
‘Summarize log messages matching the Filter defined above by using a function. You can optionally group the Filter results by identical field values.
Group by Field(s) (Optional)

Select Fields that Graylog should use to group Filter results when they have identical values. Example:
Assuming you created a Filter with all failed log-in attempts in your network, Graylog could alert you when there are more than 5 failed log-n attempts overall.
Now, 2dd username a5 Group by Field and Graylog will alert you for each username with more than 5 failed log-n attempts.

Create Events for Definition

Messages must meet | all of the following rules:

i Is Threshold
count() Select Field (Optional) 10 - 4+ adwdGromp
‘Condition summary

@ Condition is valid

Preview: count) >= 10
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Title

Operations malling list
Title to identify this Notification.
Description (0ptional)

Everyone in the operations team will recelve this email

Longer description for this Notification.
Notification Type

Emall Notification
Choose the type of Notification to create.
Sender

notification-sender@example.com
‘The email address that should be used as the notification sender.
Subject

Graylog event notification: ${event_definition_title}
‘The subject that should be used for the email notfication.
User recipient(s) (0ptional)
Select Graylog users that will eceive this Notification.

Email recipient(s) (Optiona)

‘Add email addresses that will receive this Notification.

Body Template
& & 9 C
1 - [Event Definttion] -
2 Title: S{event_definition_title}
3 Description: ${event definition description}
4 Type: S{event_definttion_type}
5 oo [Event] -
6 Tinestany ${event. tinestanp}
7 Messag ${event message}
8 Source: ${event source}
5 Ke S{event key)
10 Priority: ${event priority}
1 Alert: $levent alert}
12 Tinestamp Processing: $fevent. tinestanp}
13 Timerange Start:  Sfevent.tinerange_start}
14 Tinerange End: ${event tinerange_end}
15 Fields:
16 ${foreach event.fields field} S$(field.key}: $(Field.valve}
17 $fend)
18 ${if backlog}
19 - [Backlog] -

28 Last nessages accounting for this alert:
21 Sfforeach backlog message}
22 $fnessage}

23 Sfend)
24 $fend)
25

The template that will be used to generate the email body.
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Event Details Filter & Aggregation

Custom Field "user’

Name
user
Name for this Field.
Use Field as EventKey @
@ 1
Indicates if this Field should be a Key and its order.
Field Data Type

String

Set Value From
Template

Select a source for the value of this Field

Template

${source.user}

Type aliteral text to set to ths Field or use JMTE syntax (o add a dynamic Value.

@ Require all template values to be set

Check this option to validate that all variables used in the Template have values.

Notifications Summary

Available Fields in Template

Graylog lets you enrich generated Events with dynamic values. You can access Fields from the
Event contextwith § (souzce. <ficldName>) .
‘Available Fields in the Template depend on the condition that created the Event:

Filter: All Fields in the original log message
‘Aggregation: Fields set in Group By with their original names
Correlation: All ields in the last matched and non-negated Event
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New Event Definition "Bruteforce attack on our web app"

Event Definitions allow you to create Alerts from different Conditions and alert o them.

o ‘Graylog's new Alerting system let you define more flexible and powerful rules. Learn more in the documentati

Event Details Condition > Fields > Notifications > Summary

Event Details
Title

Bruteforce attack on our web app

Title for this Event Definition, Events and Alerts created from it.

n (Optional)

Auser had 10 failed logins in under 1 minute.

Longer description for this Event Defintion.

Priority

| vign

Choose the priority for Events created from this Definition.
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- [Event Definition] -
Tile:  Bruteforce attack on our web app

Description: A user had 10 failed logins in under 10 seconds
Type:  aggregation-vi

— [Event] -
Timestamp: 2020-03-04T10:39:50.217Z

Message: Bruteforce attack on our web app: soma - count()=11.0
Source: egwene

Key: soma

Priority: 3

Alert: true

Timestamp Processing: 2020-03-04T10:39:50.217Z
Timerange Start:  2020-03-04T10:39:40.218Z
Timerange End:  2020-03-04T10:39:50.217Z
Fields:

user: soma
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Event Details

Notifications (optior

Filter & Aggregation

Manage Notifications G2

Is this Event important enough that requires your attention? Make it an Alert by adding

Notifications to it.
Notification

notifyme@example.org

Type

Email Notification

Fields

Notification Settings
Grace Period

[ $  minutes~

G

g sends Notifi

occur. Set a Grace Per
should wait before s
Events with keys will have a G

ding Noti
ace Period for ea

different key value.

Message Backlog

included in Notifications.

Summary
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Messages B ar

2015-11-11 16:27:59.310 sundaysister.local

This is a test message with some key/value pairs. keyl=valuel some_other_key=foo

% 768535f0-88c3-11e5-b67e-bacc14b643f0

Permalink  CopyID  Test against stream v

Received by facility
Key=Value extractor test on ¥ gelf-rb Q>
4cfdad2d /10.1.10.79
file
Stored in index (irb) Q>
graylog2_2
key1
Routed into streams value1l Q v
e Forward to Splunk
level
6 al~
line
5 al~
message
This is a test message with some key/value pairs. key1=value1 some_other_key=foo Q>
some_other_key
foo Q>
source
sundaysister.local Q>
version

1.0 Q>
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OGraong - Edit Extractor X ‘
&« C M [ localhost:9000/system/inputs/4cfdad2d-c566-4876-910a-f6244ad177b0/5643c085d4c66d2f37e4f08c/extractors/7490b8f0-88c3-11e5-b67e-bacc14b643f... i:? @

i Apps M Trello s NOAA & Radar Houston, TX "'yg Lightnings z Analytics iﬂ:g sipgate Calendar O Signature Il AWS 0 gl2 i Fitbit A\ Garmin Connect L rem
Search Streams Dashboards Sources System / Inputs v In 21/ Out 21 msg/s

1 System Nodes / 4cfdad2d Input: Key=Value extractor test / Extractors Extractor: K=V extractor

Edit extractor K=V extractor for input Key=Value extractor test
Type: Copy Input, Field: message
This is a test message with some key/value pairs. keyl=valuel some_other_key=foo

Wrong example? You can load another message.

© Always try to extract
Only attempt extraction if field contains string
Only attempt extraction if field matches regular expression

Store as field:

message

© Copy Cut

Extractor title:

K=V extractor

Add converter:

Key=Value pairs to fields Add

<«

Add Key=Value pairs as fields

wiCS RS

[l other Bookmarks

Lennart Koopmann v
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

0 Read more authentication in the documentation.

Users

Roles

Configure Provider
Order

1. Sessions

2. API Tokens

3. LDAP/Active

Directory

4. Passwords

5. Admin user

LDAP Settl ngS Ldap Group Mapping
This page is the only resource you need to set up the Graylog LDAP integration. You can test the

connection to your LDAP server and even try to log in with an LDAP account of your choice right away.

¥ Enable LDAP

1. Server configuration

Server Type ® LDAP Active Directory

Server Address ldap//  localhost © | 389

SSL StartTLS Allow self-signed certificates

System Username uid=admin,ou=system

uid=admin,ou=system

System Password

2. Connection Test

Test Server Connection
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Search Streams Dashboards Sources System / Overview v

LDAP Group mapping

Map LDAP groups to Graylog roles

0 LDAP groups with no defined mapping will use the defaults set in your LDAP settings.

Admins Admin N
Developers Dashboards N
QA Reader N

ave Cancel
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Decorators Configuration

Select the stream for which you want to see the set of default decorators.

All system events

Syslog Severity Mapper

source_field: level

target_field: level

Format String

format_string: Request to §({controller)#§{action) finished in ${took ms)ms
with code §{http_response_code}

require_all_fields: true

target_field: results

Hyperlink String

Link_field: link
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Search  Seams  Alerts  Dashboards  Sources  System/inputs

New extractor for mput Syslog

ved by an input. Use thef

@ Find more information about extractors i the documentation.

Example message
mgmt-mongo sshd[16144]: Invalid user oracle from 203.0.113.42

Wrong example? You can load another message

Extractor configuration
Extractor type  Regular expression

Sourcefield ~ message

Regular expression | \J: Invalid user (+2)\s.*

documentation,

Extractor preview

oracle

Condition  ® Always try to extract
Only attempt extraction if field contains string

Only attempt extraction if field matches regular expression

Store as field ssh_invalid_username

Extraction strategy ~ ® Copy O Cut

Extractor title sshd invalid username

Create extractor
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Received by & Heroku test 2 o 3c1749a2 /54,2475
Timestamp: 2014-05-20 03:39:57.284

Index: groylog2_ 1

bytes
3100
dient ip
R —
connect time_ms
o
drain_id
4158ca493-4116-4512-9e6e-81580609eb53
dyno
web1
facility
local3
herolu_component
router
herolu_source_type
heroku
hetp_method
get
hetp_status
200
level
Info [6]
message

host=www.eraviog2.ore reuest id=f3ffo87e-
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Test lookup
You can manually trigger the data adapter using this form. The data will be not cached.

Key
8888

Key to look up a value for.

Lookup result

"Mountain View",
"Mayszus-Bep",

"RYVFIE A
"Mountain View",
"Mountain View",

i
"continent": {
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Test lookup

You can manually trigger the data adapter using this form. The data will be not cached.

Key

127.001

Key to look up a value for.

Lookup result

1

"single_value”: "localhost”,
"multi_value": {

"value": "localhost”

: 9223372036854776000,
false
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Launch new Forwarder input

Global
Should this input start on all nodes.

Node

Select Node

On which node should this Input start

o
[l

Select a name of your new input that describes It
ind Address
00,00
Address to lsten on. For example 0.00.0 or 127.0.0.1
Port
13301
Port number to listen on
Enable TLS
Option to enable TLS for connection

LS Trusted Certificate Chain File (optionah

Path to the trusted certifcate chain file, Th file should contain an X.509 certfcate collection in
PEM format.

LS Private Key File (optional)

Path to the TLS private key fll. The file should be In PEM format

Cancel
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Create new Output

tle
[l

Select a name of your new output that describes .

Hostname

The destination host name or IP address where the Graylog Forwarder input is runring.

Port

13301

The destination port that the Graylog Forwarder input i listening on.
Journal Segment size
100mb
The soft maximum for the size of a segment fe n the log;
Journal segment Age
h
The disk journal segment age.
Maximum Journal size
sgb
The maximum size for the disk journal,
Maximum Journal Message Age
12h
The madmum time that a message will be stored i the disk journal.
Journal Message Flush Interval

1000000

The number of messages that can be witten to the log before a fluh is forced.
Maximum Journal Flush Age

m
The amount of time the log can have dirty data before a flush s forced.

Journal Buffer

1024

The size of the pre-journal buffer. This number must be a power of two.
Number of Handlers Journal Buffer Encoders

3

The number of concurrent journal encoders. This is  fast operation. A low number (3) s
probably acceptable

Send Buffer Size
1024

The size of the postjournal send buffer, Ths number must be a power of two.
Sender Encoders
3 8

The number of concurrent send encoders. This s a fast operation. Alow number (3)is probably
acceptable,

Concurrent Network Senders
1 8

The number of concurrent network senders. Use multple senders to increase throughput, This
‘number generally should not exceed the number of cores on a machine.

‘GRPC Request Timeout
10000

Request timeout o GRPC in miliseconds
Maximum Journal Read Batch Size

500

The maximum number of messages read from the journal at once.
Enable Compression

The option to compress messages when they are transported

TLS Trusted Certificate Chair

File (optional)

Path to the trusted certifcate chain file for veriying the remote endpoint’s certificate, The file
should contain an X.509 certifcate collection in PEM forma.

Enable TLS.

Option to enable TLS.

Cancel






_images/first_login.png
00 < [in] ® 9 s Q 192.168.1.36/gettingstarted

Dashboards  Sourcy n0/OutOmsg/s  Help~  Administrator +

 Dismiss guide

Getting Started - Graylog v2.2.0-rc.1+694a439

Send in first log messages

Graylog Is pretty useless without some log data init. Lets start by sending in some messages.

Perform searches to solve some example use cases and get a feeling for the basic Graylog search functionalities.

Create a dashboard

Dashboards are a great way to organize information that you look at often. Learn how to create them and how to add widgets with interesting information.

1

Do something with your data
2 8 Y
3

4 Be alerted

Immediately receive alerts and trigger actions when something interesting or unusual happens.

Head over to the documentation and learn about Graylog in more depth.
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

e Read more authentication in the documentation.

Users
RO I es Add new role
m Roles bundle permissions which can be assigned to multiple users at once

Configure Provider

Filter Roles Filter Reset

Order

Name Description Actions
1. Sessions Admin Grants all permissions for Graylog administrators (built-in)

Developers Grants access to messages of test environment Delete | Edit
2. APl Tokens

Network Ops All network hardware logs i
Directo

v Product Management Business KPI dashboards

4. Passwords . o o

Reader Grants basic permissions for every Graylog user (built-in)

5. Admin user
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Search  Streams lerts  Dashboards  Source: Help~  Admin +

Index Set: Default index set

analysis. Recalculate index ranges
@ vou can tearn more about the index model in the documentation Rotate active write index
Index prefix: graylog Index rotation strategy:  Message Count  Index retention strategy:  Delete

Shard: 4 Max docs per index: 20000000 Maxnumber of indices: 45

Replicas: 1

5 52 indices with a total of 889,086,147 messages under management, current write-active index s graylog_147.

© Elasticsearch cluster is green. Shards: 656 active, 0 nitializing, O relocating, 0 unassigned, What does this mean?

graylog_147 XTI - Hide Details / Actions

Range re-calculated 2 days ago in Oms. 198 segments, 0 open search contexts, 0 deleted messages

Primary shard operations Total shard operations
Index:  0ops Index:  0ops
Flush: 364 ops (took a few seconds) Flush: 728 ops (took a minute)

Merge:  Oops Merge:  Oops
Query: 20,384 ops (took 2 minutes) Query: 40732 ops (took 4 minutes)
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Help~  Admin ~

Indices & Index Sets

A Graylog stream write messages to an index set, which is a configuration for retention, sharding, and replication of the stored data. By configuring index sets, you could,
for example, have different retention times for certain streams.

(@ You cantesr mors abous e ndex sl h documencain

Total: 89 indices, 1,791,378,512 documents, 1.1T8.
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Edit report Weekly metrics

Decide which content should be part of the report while you see its preview. You can schedule and configure the report in the
next screen.

Contents Report summary
Write a title and description for the report and select the widgets that will be include in it. This is a summary of contents included in the report. You may modify them later if
) necessary.
Title
) Title
Weekly metrics )
Weekly metrics
Subtitle
Graylog, Inc.
Subtitle Logo

Graylog, Inc.

Logo yraylog

log Description
No report description given.
Widgets
3 widgets currently included in the report.

Update report Cancel

Browse...  No file selected.

Description

Widgets

v Team Graylog dashboard
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Search Streams Alerts Dashboards Sources

Report Weekly metrics configuration

Configure the report layout and schedule, adapting it to your needs.

Scheduling

Choose the recipients for this report and when the report should be scheduled for
delivery.

@ Send this report automatically on a regular basis

Frequency

Weekly

Weekly frequency options

O Report will be sent every Monday at 09:00 local time (08:00 UTC).

Monday 09:00

Email subject

Your weekly metrics

Email body

Good morning,
Hope you have a great weekend! Here are your weekly metrics.

Regards,
Foobar y

User recipients

x | poppy (Poppy Taylor) | | x | isla (Isla Williams)

Email recipients

x | metrics@graylog.local

Enterprise / Reports v System

Layout

In 2/ Out 2 msg/s

Modify content Edit configuration

Help ~

Administrator v

This is a preview of the report. Drag and drop widgets to sort the report contents, your changes will be

updated automatically.

Weekly metrics

+ Avg usage

Messages

17:45

Graylog

17:46

, Inc.

Time

log

17:47

17:48

17:49
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Reports

Weekly metrics Maore scions v

This report is scheduled to be sent automatically on a weekly basis.
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Report Weekly metrics history

Show: @ 10 '~

Status Message Date

(] Report could not be sent, please review your Graylog server email settings. Thursday 7 February 2019, 17:48 +0100
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Event Details Filter & Aggregation

Event Summary

Details

Title

Bruteforce attack on our web app.

Description

Auser had 10 falled logins In under 10 seconds
Priority

High

Fields

No Fields configured for Events based on this Definition.

Fields

Notifications

Filter & Aggregation

Type

Aggregation

Search Query
Login failed for user
Streams

Failed Login

search within

10 seconds.
Execute search every
10 seconds.

Group by Field(s)
user

Create Events if
count) >= 10

Notifications

Settings.

Grace Period is set o 5 seconds
Notifcations willnot include any messages.

notifyme@example.org
Email Notification

» More details

Cancel -
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Index Rotation Configuration

Graylog uses multiple indices to store documents in. You can configure the strategy it uses to determine when to rotate the currently active write:
index.

Select rotation strategy

Index Message Count x

Max documents per index

20000000

Maximum number of documents in an index before it gets rotated
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Create Index set

@ ¥ou can earn more about the index model inthe documenttion

Title

Custom Index Set

Description

Index prefix

Analyzer

standard

Index shards

a

Index replicas

0

Max. number of segments

1

Disable index optimization after rotation
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Index Retention Configuration
Graylog uses a retention strategy to clean up old Indices.

Select retention strategy

Delete Index

Max number of indices

20

Maximum number of indices to keep before deleting the oldest ones.






_images/queries_keyword_time_selector.png
B cvon e siowssmesess oo

n Type your search query here and press enter. E.g.: ("not found” AND http)






_images/priority.png
B Login Failed konrad|egwene [}  Login Failed 2020-02-21 13:38:07





_images/queries_relative_timerange_options.png
Update Search Configuration
Enable query limit

Relative Timerange Options

Configure the available options for the relative time range selector as ISO8601 duration
PTSM 5 Search in the last 5 minutes o
PT15M 15 Search in the last 15 minutes il
PT30M 30 Search in the last 30 minutes il
PTTH 1h Search in the last 1 hour if
PT2H 2h Search in the last 2 hours il
PT8H 8h Search in the last 8 hours if
P1D 1d Search in the last 1 day i
P2D 2d Search in the last 2 days g
P5D 5d Search in the last 5 days o
P7D 7d Search in the last 7 days g
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Update Search Configuration

Enable query limit
Query time range limit (1ISO8601 Duration)

P30D amonth
The maximum time range for searches. (i.e. "P30D" for 30 days, "PT24H" for 24 hours)

Relative Timerange Options

Configure the available options for the relative time range selector as ISO8601 duration

PT5M 5 Search in the last 5 minutes o
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Configurations

You can configure system settings for different sub systems on this page.

Search Configuration

Query time range limit  disabled
The maximum time users can query data in the past. This prevents users from accidentally

creating queries which span a lot of data and would need a long time and many resources to
complete (if at all).

Relative time range options

PT5M
PT15M
PT30M
PT1H
PT2H
PT8H
P1D
P2D
P5D
P7D
P14D
P30D
PTOS

Search in the
Search in the
Search in the
Search in the
Search in the
Search in the
Search in the
Search in the
Search in the
Search in the
Search in the
Search in the

ast 5 minutes
ast 15 minutes
ast 30 minutes
ast 1 hour

ast 2 hours
ast 8 hours
ast 1 day

ast 2 days

ast 5 days

ast 7 days

ast 14 days
ast 30 days

Search in all messages

Surrounding time range options

PT1S
PT5S
PT10S
PT30S
PTIM
PT5SM

1 second

5 seconds
10 seconds
30 seconds
1 minute
5 minutes

Surrounding search filter fields

file

source
gl2_source_input
source_file
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Search  Streams

Configurations

e settings fo

Search Configuration

Query time range limit ~ disabled

to complete (f at all

Relative time range options

PTSM Search In the last 5 minutes
PTISM Search in the last 15 minutes
PT30M Search in the last 30 minutes
PTTH Search in the last 1 hour
PT2H Search in the last 2 hours
PTEH Search in the last 8 hours
P1D Search In the last 1 day.

P20 Search In the last 2 days
PsD Search In the last 5 days
P7D Search in the last 7 days
P14D Search in the last 14 days
P30D Search in the last 30 days
prOS Search in all messages

Plugins

Configuration for installed plt

Geo-Location Processor

the field containing an IP address,

Enabled: no
Database type: City database
Database path: Jtmp/GeolLite2-City.mmdb.

172.16.0.10/system/configurations

Dashboards  Sources

ifferent sub systems of

If enabled, the Geo-Location Processor plugin scans all messages for flelds containing exclusively an IP address, and
puts their geo-location information into a field named  fieldname_geolocation where "fieldname" is the name of

System / Configurations +

his page.

Message Processors Configuration

In0/Outomsg/s  Help +

‘The following message processors are executed in order. Disabled processors will be skipped.

‘The maximum time users can query data in the past. This prevents users from accidentally
creating queries which span a lot of data and would need a long time and many resources

1

Surrounding time range options 2
PT1S. 1second g
Update

Surrounding search fiter fields
file
source
g12_source_input
source_file

Processor
GeolP Resolver
Pipeline Processor

Message Filter Chain

Collectors System

Inactive threshold:
Expiration threshold:

PTIM
P14D

Status

active

active

active

Administrator +






_images/pipelines_manage_rules.png
Pipeline Rules

Rules are a way of applying changes to messages in Graylog. A rule consists of a condition and a list of actions. Graylog evaluates the condition against a message and executes the actions if the condition is satisfied.

0 Read more about Graylog pipeline rules in the documentation.

FlGer Rules [Filter Reset

Title Description Created

pipeline_field Add pipeline field an hour ago

Last modified

an hour ago

Throughput

1 msg/s

Manage connecifons Manage pipelines

Errors

0 errors/s (0 total)

Create Rule

Actions
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Load a message

Build an example message that will be used in the simulation. No real messages stored in Graylog will be changed. All actions are purely simulated on the temporary input you provide below.
Raw message

{"short_message": "Testing processing pipelines", "documentation": "yes"}

N

Source [P address feptional)

Remote IP address to use as message source. Graylog will use 127.0.0.1 by default.
Message input (optional)
Select input v

Select the message input ID that should be assigned to the parsed message.
Codec configuration

Message codec
GELF X v

Select the codec that should be used to decode the message.

Override source (optional)

The source is a hostname derived from the received packet by default. Set this if you want to override it with a custom string.

Decompressed size limit (optional)

The maximum number of bytes after decompression.
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Pipeline Pipeline test

Pipelines let you transform and process messages coming from streams. Pipelines consist of stages where rules are evaluated and applied. Messages can go through one or more stages.

0 After each stage is completed, you can decide if messages matching all or one of the rules continue to the next stage.

Details Edit pipeline details

Title: Pipeline test
Description: Testing if pipelines work
Created: 6 minutes ago

Last modified: a few seconds ago

Current throughput: 0 msg/s

Select streams that will be processed by this pipeline.

Pipeline Stages

Stages are groups of conditions and actions which need to run in order, and provide the necessary control flow to decide whether or not to run the rest of a pipeline.

Stage 0 contains 1 rule

There are no further stages in this pipeline. Once rules in this stage are applied, the pipeline will have finished processing.
Throughput: 0 msg/s

Title Description Throughput Errors

pipeline_field Add pipeline field 0 msg/s 0 errors/s (0 total)
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Original message Simulation results Vore resuie <

This is the original message loaded from Graylog. These are the results of processing the loaded message. Processing took 248 ps.
Changes summary
¥ 034ab981-6fa3-11e6-b037-da2ac9141870 Changes in original message 034a6981-6fa3-11¢6-5037-da2ac9141870 Results preview
Added fields Simulation trace
Timestamp documentation ineline
2016-08-31 19:47:40.696 yes RE
true

Stored in index message
Message is not stored Testing processing pipelines

source

127.0.0.1

timestamp

2016-08-31T17:47:40.6962
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

e Read more authentication in the documentation.

Create as many users as you want next to the default administrator user here. You can also make changes to already existing users.
Roles

Configure Provider

Filter Users Filter Reset
Order
Client Address

Name Username Email Address (2] Role Actions

1. Sessions
[} Administrator admin 10.0.0.80 m

2. APl Tokens

Report System User graylog- report@graylog.local More actions v
3. LDAP/Active (bulld-n) report
Directory

Sidecar System User graylog- sidecar@graylog.local More actions v
4. Passwords (build-in) sidecar

Edit tokens

5. Admin user Delete
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

9 Read more authentication in the documentation.

Users Edit tokens of user graylog sidecar

You can create new tokens or delete old ones.

Roles
Configure Provider Token Name sidecar_token Create Token
Order
Filter Filter Reset
1. Sessions
2. APl Tokens

No items to display
3. LDAP/Active

Directory

Hide Tokens
4. Passwords

5. Admin user
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

9 Read more authentication in the documentation.

Users Edit tokens of user graylog-sidecar

You can create new tokens or delete old ones.

Roles
Configure Provider Token Name Create Token
Order
Filter Filter Reset
1. Sessions
2. APl Tokens
3. LDAP/Active sidecar_token Copy to clipboard
Directory
4. Passwords Hide Tokens

5. Admin user
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Edit archive backend configuration

o Archive your old indices automatically by setting archive as index retention strategy. Set the option in the indices page.

Backend configuration
Title

My file system backend

Description

Backend to store my index archives

output base path @

/datalgraylog-archives/${year)/${month}/${day}

Example output path

/data/graylog-archives/2017/04/04/Index_name_0-20170404-153725-436

Cancel
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Edit archives configuration

o Archive your old indices automatically by setting archive as index retention strategy. Set the option in the indices page.

Archives configuration

Backend

Max Segment Size

Compression Type

Checksum Type

Restore index batch size

Streams to archive

File System (File System)
524288000
E

documentation

CRC32 (lttle endian)

documentation

1000

Reset
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@ MongoDB Packets - All MongoDB packets received from packetbeat

Update configuration

Backend configuration | Manage archi  Archive documentation
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2016-08-30 14:52:22.105 <node> initiate node startup on cSdf7bff-cafd-4546-ac0a-5ccd2badc4 intiated - Graylog v2.1.0-7¢.2-SNAPSHOT+9384447

2016-08-30 14:52:17.519 <node> complete node shutdown on 18341943-1e78-46da-2d2b-0f79e2b5f7e4 complete

2016-08-30 14:52:16.362 <node> initiate node shutdown on 18341943-1e78-46da-ad2b-0f79e2b5f7e initiated

2016-08-30 14:52:00.139 <node> create system notification of type "no_master” created

2016-08-30 14:52:06.270 <node> complete node shutdown on cSdf7bff-cafd-4546-ac0a-Sccd2badc847 complete

2016-08-30 14:52:05.064 <node> initiate node shutdown on cSdf7bff-cafd-4546-ac0a-Sccd2badcsa? initiated





_images/archiving-usage-search.png
E Search in the last 14 days M > Notupdating ~ -

Search result Histogram

Found 24,558 messages in 90 ms, searched in 119 indices. © Year, Quaner, Month, Week, Day, Hour, Minute

More actions +

Fields

Default Al None

¥ O action
» @ controller
» © gependency Messages .z 3.4 56 7 8 9 10 Net Z|

» O gi2_archive restored

» O http_method

» B hitp_response_code 2016.04.14 14:29:27.634 mysqlgraylog.org

2016-04-14T14:29:27.634Z DELETE /login [204] 99ns
> O ingest time

» B ingest time_day 2016.04.14 14:29:27.615 mysqlgraylog.org

2016-04-14T14:29:27 6157 DELETE /users [204] S6ns
» © ingest time_epoch

»  ingest_time_hour 2016.04.14 14:29:27.525 marketplace graylog.org

2016-04-14T14:29:27.5252 DELETE /posts/45326 (204] Toms
» O ingest_time_minute

» @ ingest_time_month 2016.04.14 14:29:27.324 example.org

2016-04-14T14:29:27.3247 DELETE /posts [204] dans
» © ingest time_second

» B ingest_time.year 2016.04.14 14:29:27.256 mysqlgraylog.org
2016-04-14T14:29:27.256 DELETE /login [204] 103ms

» @ message

» O resource 2016.04.14 14:29:27.108 marketplace graylog.org

- 2016-04-14T14:29:27. 1087 DELETE /users [204] 83ns
source

> O ticks 2016.04.14 14:29:26.988 marketplace graylog.org

R . 2016-04-14T14:29:26.988Z DELETE /posts [204] 7lns
took_ms

> O user id 2016.04.14 14:29:26.908 marketplace graylog.org

2016-04-14T14:29:26.908Z DELETE /users [204] 72ns
List fields of current page or all fields.
2016.04-14 14:29:26.682 erm.graylog.org
2016-04-14T14:29:26.6622 DELETE /posts [204] 82ns





_images/auditlog-search-entries-1.png
Audit Log Entries

index

2016-08-30 16:04:52.800

2016-08-30 16

20160830 16

20160830 1

2016-08-30 16:00:02.336

<node>
<node>
<node>
<node>
<node>

<node>

delete
delete
create
complete
update

create

index "graylog 1635 deleted after archive graylog 1635 run
Elasticsearch index range for index "graylog 1635" deleted

archive graylog 1635 for index "graylog 1635 created in "/graylog-archive/graylog 1635"

Elasticsearch index rotation strategy "org graylog2.indexer.rotation strategies TimeBasedRotationstrategy" for index “graylog_1784" completed
Elasticsearch write index changed to "graylog 1785"

Elasticsearch index "graylog 1785" created

Show:

20





_images/auditlog-view-entries-2.png
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e You can modify the audit log configuration in the Graylog configuration file. Please remember to restart the server afterwards.

Audit Log Entries

2016-08-30 16:04:52.800 <node> delete index "graylog 1635 deleted after archive graylog 1635 run

Actor archiveld
urnigraylog:node:cSdf7biff-cafd-4546-ac0a-Sccd2badcsa? graylog 1635

Namespace indexName
archive graylog 1635
Object

urnigraylogiarchiveses index

Action
delete

Success status
success

Node ID
c5df7bff-cafd-4546-ac0a-5ccd2badc8a7

2016-08-30 16:04:52.495 <node> delete Elasticsearch index range for index “graylog_1635" deleted

2016-08-30 16:04:52.479 <node> create archive graylog 1635 for index "graylog 163" created in */graylog-archive/graylog 1635"
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o You can modify the audit log configuration in the Graylog configuration file. Please remember to restart the server afterwards.
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2016-08-30 16:04:52.479
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graylog 1635
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DELETE

outputpath
Igraylogarchive/graylog 1635

archive graylog 1634 for index "graylog 1634" created in */graylog-archive/graylog 1634"
archive graylog 1633 for index "graylog 163" created in */graylog-archive/graylog 163"
archive graylog 1632 for index "graylog 1632" created in */graylog-archive/graylog 1632"
archive graylog 1631 for index "graylog 1631" created in */graylog-archive/graylog 1631"
archive graylog 1630 for index "graylog 1630" created in */graylog-archive/graylog 1630"
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

e Read more authentication in the documentation.

Users Authentication Providers

The following authentication providers executed in order during login. Disabled providers will be skipped.

Roles A user is authenticated by the first matching provider, a successful match can cause a Graylog account for this user to be created.
# Provider Description Status
1  Sessions Established session authenticator active

1. Sessions 2  APITokens  Per user tokens which do not establish sessions active

2. AP| Tokens 3 LDAP/Active Authenticates against external system and creates accounts in active

Directory Graylog
3. LDAP/Active Directory

4 Passwords Graylog managed account passwords (from MongoDB) active

4. Passwords 5 Adminuser = Static account configured in the server configuration file active

5. Admin user 6 Single Sign- = Creates and authenticates users based on HTTP headers set by an active
On (SSO) authentication proxy to integrate with SSO systems

6. Single Sign-On (SSO)





_images/aws_kinesis_auto_setup_agreement.png
Kinesis Auto Setup Agreement

This auto setup will create the following AWS resources. Click below to acknowledge that you
understand that these resources will be created and that you are solely responsible for any
associated AWS fees incurred from them. Note that all resources must be manually deleted by you if
they are not needed.

1. Create a Kinesis stream with 1 shard.

2. Create an IAM Role and Policy to allow the specified CloudWatch group
CloudWatch_Log Group to publish log messages to the Kinesis stream Kinesis_Stream

3. Create a CloudWatch Subscription, which publishes log messages to the Kinesis stream.

Cancel | Agree! Create these AWS resources now.
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Executing Auto-Setup

« Create Kinesis Stream

Success. The new stream [Kinesis_Stream/arn:aws:kinesis: s stream
/Kinesis_Stream] was created with [1] shard.

«/ Create Subscription Policy
Success! The role [graylog-cloudwatch-
role-2019-08-30-12-17-08/arn:aws:iam:: S role/graylog-cloudwatch-
role-2019-08-30-12-17-08] has been created.

Create Subscription

Success. The subscription filter [filter-name] was added for the CloudWatch log group
[CloudWatch_Log_Group].

It may take up to ten minutes for the first messages to arrive in the Kinesis stream. The Kinesis
Health Check in the following step will not complete successfully until messages are present in
the stream. Please see the official CloudWatch Subscriptions documentation for more
information.

Continue Setup
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Update Authentication Provider Configuration

Order

Use drag and drop to change the execution order of the authentication providers.

< Sessions
API Tokens
Single Sign-On (SSO)
LDAP/Active Directory
Passwords

Admin user

Status

Change the checkboxes to change the status of an authentication provider.
Provider Enabled
Sessions v
API Tokens
Single Sign-On (SSO)

LDAP/Active Directory
Passwords

Admin user

Cancel Save
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AWS Kinesis At

AWS Kinesis Setup AWS CloudWatch Health Check AWS Kinesis Review

Create Input & Authorize AWS

This integration allows Graylog to read messages directly from a Kinesis stream. CloudWatch messages can optionally be

AWS Policy Permissions

forwarded to Kinesis via CloudWatch subscriptions and then read by Graylog.
Please verify that you have granted your AWS IAM user sufficient permissions.

Name You can use the following policies for reference.
Kinesis Input Name Show Recommended Policy
To be able to use all available functionality for Kinesis setup. )
AWS Access Key Show Least Privilege Policy
Doesn't include Kinesis auto-subscription controls. )

AK****************

Your AWS Key should be a 20-character long, alphanumeric string that starts with the letters "AK".

AWS Secret Key @

kkkkkkkkkkk
Your AWS Secret is usually a 40-character long, base-64 encoded string.
AWS Region

Choose AWS Region j

The AWS Region where Kinesis is running.

Authorize & Choose Stream
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "GraylogKinesisSetup",

"Effect": "Allow",

"Action": [

"cloudwatch:PutMetricData",
"dynamodb:CreateTable",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"'dynamodb:PutItem",
""dynamodb:Scan",
"dynamodb:UpdateItem",
"ec2:DescribeInstances",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeNetworkInterfaces",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"elasticloadbalancing:DescribelLoadBalancers",
"iam:CreateRole",
"iam:GetRole",
"iam:PassRole",
"iam:PutRolePolicy",
"kinesis:CreateStream",
"kinesis:DescribeStream",
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:ListShards",
"kinesis:ListStreams",
"logs:DescribelLogGroups",
"logs:PutSubscriptionFilter"

Iy

"Resource": "x"

}
1
}
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AWS Policy Permissions

Please verify that you have granted your AWS IAM user sufficient permissions. You can use the following policies
for reference.

Show Recommended Policy

To be able to use all available functionality for Kinesis setup. >

Hide Least Privilege Policy

Doesn't include Kinesis auto-subscription controls. v
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GraylogKinesisAutoSetup",
"Effect": "Allow",
"Action": [
"iam:PassRole",
"logs:DescribeSubscriptionFilters",
"logs:PutLogEvents",
"kinesis:CreateStream",
"kinesis:DescribeStreamConsumer",
"kinesis:PutRecord",
"kinesis:RegisterStreamConsumer"
Iy
"Resource": "x"

}
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AWS Kinesis Authorize AWS Kinesis Setup AWS CloudWatch Health Check

Set Up Kinesis Automatically

Complete the fields below and Graylog will perform the automated Kinesis setup, which performs the following
operations within your AWS account. See Using CloudWatch Logs Subscription Filters in the AWS documentation for
more information.

1. Create a new Kinesis stream with the specified name.
2. Create the IAM role/policy needed to subscribe the Kinesis stream to the CloudWatch Log Group.
3. Subscribe the new Kinesis stream to the Log Group.

Kinesis Stream Name

Stream Name

1-128 alphanumeric characters and special characters underscore (), period (.), and hyphen (-).

CloudWatch Group Name

Choose CloudWatch Group

Back to stream Selection Begin Automated Setup

AWS Kinesis Review
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Select Kinesis Stream

4 ?
Below is a list of all Kinesis streams found within the specified AWS account. Don't see the stream e need?

Please select the stream you would like to read messages from, or follow the directions set

up CloudWatch Log Subscription, which can forward messages into a new Kinesis stream. At least one Kinesis stream must exist in the specified region in

order to continue with the setup. The log stream must contain
Select Stream at least a few log messages.

‘ Select Kinesis Stream - Graylog also supports the ability to create a Kinesis stream for
you and subscribe it to a CloudWatch log group of your choice.
Please be aware that this option will create additional
Advanced Options > resources in your AWS environment that will incur billing

charges.

Verify Stream & Format Setup Kinesis Automatically
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Configure Graylog:

Users

Configure Provider Order

1. Sessions
2. APITokens
3. LDAP/Active Directory
4, Passwords

5. Admin user

permissions whi to multiple users at o

Create a new role

Name
Description
Permissions

Streams | Dashboards

Filter Streams Filter  Reset

Select all

nginx HTTP 5xx

Al requests that were answered by nginx with a HTTP response status in the 500 range

nginx errors

Al requests that were logged into the nginx error_log

nginx HTTP 4xx

Al requests that were answered by nginx with a HTTP response status in the 400 range

catch all

allthe messages

nginx requests

Al requests that were logged into the nginx access_log

Please name the role and select at least one permission to save .

a Caneel

Allow reading

Allow reading

Allow reading

Allow reading

Allow reading

Allow editing

Allow editing

Allow editing

Allow editing

Allow editing
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

0 Read more authentication in the documentation.

Users Roles

_ Roles bundle permissions which can be assigned to multiple users at once

Configure Provider Order Create a new role

Name
1. Sessions Developer
2. AP Tokens Description

) Grants access to error logs for debugging
3. LDAP/Active Directory

4. Passwords Permissions
5. Admin user
Streams Dashboards
Filter Streams Filter Reset

Select all Toggle read permissions | Toggle edit permi
@ Qginx HTTP 5xx PYETT Il Allow editing

1 requests that were answered by nginx with a HTTP response status in the 500 range

@ fginx errors PENTIER  Allow editing

i requests that were logged into the nginx error_log

@ fJainx HTTP axx Allow ediing

All requests that were answered by nginx with a HTTP response status in the 400 range

catch all Allow reading ~ Allow editing

all the messages

nginx requests Allow reading ~ Allow editing

All requests that were logged into the nginx access._log

Save Cancel
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o Find more content packsin the Graylog Marketplace.
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Please right click the download link below and choose "Save Link As..” to download the CSV file.
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access Graylog.
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