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Guidelines


Developers Guide


Indentation


	We are using 4 tab-spaces


	No one line conditionals







Style


	We obey to the PEP8 [http://www.python.org/dev/peps/pep-0008/]







Copyright


	If you are adding a file/code which is produced only by you, feel free to add the license information and a notice who holds the copyrights.







Environment


	Eclipse [http://eclipse.org/] with PyDev [http://pydev.org/] and Subclipse [http://subclipse.tigris.org/] is a good combination.







Glastopf-runner for developers

It is recommended to use the develop functionality of distutils while hacking on glastopf.
When using develop a egg link pointing to your repository directory will be places in site-packages -
which saves you from doing python setup.py install over and over again. Example:

$ python setup.py develop





Checking if the egg was created as planned:

$ cat /Users/jkv/virtualenv/glastopf/lib/python2.7/site-packages/Glastopf.egg-link
  /Users/jkv/repos/glastopf
  ^ output from cat





After this, we can create a tmp workdir and start testing directly from the repo:

$ pwd
/Users/jkv/repos/glastopf
$ mkdir tmp
$ cd tmp/
$ python ../bin/glastopf-runner
2013-04-17 11:29:11,335 (glastopf.glastopf) Initializing Glastopf using "/Users/jkv/repos/glastopf/tmp" as work directory.
2013-04-17 11:29:11,337 (glastopf.glastopf) Connecting to main database with: sqlite:///db/glastopf.db













          

      

      

    

  

    
      
          
            
  
Braindump


Attack classification

We can use the PHPIDS rules? https://dev.itratos.de/projects/php-ids/repository/entry/trunk/lib/IDS/default_filter.xml




SPDY

Do we want to support SPDY? http://dev.chromium.org/spdy/spdy-protocol/spdy-protocol-draft1




PHP Interpreter

The REAL PHP interpreter would be awesome for RFI analysis and response generation. Maybe separated from the honeypot.
I’m working on a modified version of Jose Nazario’s PHP sandbox using funcall for PHP script analysis: http://monkey.org/~jose/software/rfi-sandbox/
I’ll add the code to Glastopf later.
We should think about if we want to provide this as a service for Glastopf instances.




SQL interpreter

Interpreter for SQL injections?

Jeremy: I guess detection of SQL input might be detected with the key Data Description and Manipulation Language keywords (CREATE, INSERT, etc). Wouldn’t be very hard to discover the attacker’s purpose. What’s interesting to explore might be a probabilistic SQL module to the honeypot.


Jeremy’s Dump after attending PyCon APAC






mod_wsgi

Possible integration option with the Apache webserver? Perhaps as a setup option as a complement to investigate attacks on an exposed/production server?

Lukas: Maybe setting up Apache as a proxy to Glastopf?




python curses

Cool terminal interface.




Modular Structure

A general purpose honeypot extensible by Python modules?

Lukas: You mean more general than a web server honeypot? I’m not sure if this is too much ;)







          

      

      

    

  

    
      
          
            
  
Emulators


Developing an attack emulator


Introduction

Glastopf’s modular design allows for easy extension of the honeypot. This text will
briefly demonstrate how to build a simple emulator which will emulate the very popular,
and imaginary, php beerservice.

Creating a new handler from scratch involves two steps:


	Adding a detection rule.


	Writing an emulator to handle the request.







Detection pattern

A detection pattern is a regular expression which is tested against the url of
incoming requests. The following pattern will match all requests which starts
with /beerservice.php.

<request>
 <id>24</id>
 <patternDescription>beer service</patternDescription>
 <patternString><![CDATA[^/beerservice.php]]></patternString>
 <module>beerservice</module>
</request>





All request patterns can be found in the requests.xml file.




Adding a basic emulator

To create this emulator (handler), we need to create a module (file) with a filename
that matches the <module> tag from the detection pattern. This module needs to be placed
in the emulators directory. The python file for the beerservice module will be placed at:

glastopf/modules/handlers/emulators/beerservice.py





To create a basic handler we need to create a class with the following characteristics:


	Inherits from base_emulator.BaseEmulator.


	Override the handle(self, attack_event) method to provide the needed emulation.




To return http response back to the client you need to call the attack_event.http_request.set_response method which
takes care of proper http header and other tedious stuff. If you need full control of the entire http response you can
use attack_event.http_request.set_response instead. The following code shows a simple implementation
of the beerservice emulator.

from glastopf.modules.handlers import base_emulator
import urlparse

class BeerManager(base_emulator.BaseEmulator):
    def __init__(self, data_dir):
        super(BeerManager, self).__init__(data_dir)

    def handle(self, attack_event):
        beer = attack_event.http_request.request_query['type][0]
        reponse = '{0} is a pretty lousy type of beer!'.format(beer)
        attack_event.http_request.set_response(reponse)





We can now start Glastopf and test our new emulator as follows.

$ curl http://localhost:8080/beerservice.php?type=Rauchbier
Rauchbier is a pretty lousy type of beer!








Adding files

If you need to add datafiles, you can add these to the data directory at:

glastopf/modules/handlers/emulators/data





All content of this directory will automatically be copied to the work directory
of Glastopf, which allows for easy customization. You can get the path to the
data directory by reading self.data_dir.









          

      

      

    

  

    
      
          
            
  
Installation

Basics instruction on how to install Glastopf





Upgrade

Upgrading Glastopf might break backwards compatibility. If this is the case, we will add a note to the
changelog and the release info.

Generally upgrading the required Python module is a good idea: pip install -U $module_name







          

      

      

    

  

    
      
          
            
  
Background

General approach: Vulnerability type emulation instead of vulnerability emulation.
Idea: Once ‘perfectly’ emulated we are able to handle unknown attacks from the same type.
Implementation might be more complicated and delays the proper handling but once in place we are ahead of the
attackers until the come up with a new method or flaw in on our side.
Modular design to add new logging capabilities or attack type handler.
Various database capabilities already in place. HPFeeds logging for centralized data collection.
Popular attack type emulation already in place.
Remote File Inclusion via a build-in PHP sandbox, Local file Inclusion providing files from a virtual file system and HTML injection via POST requests.
The adversaries usually use search engines and special crafted search requests to find their victims.
In order to attract them, Glastopf provide those keywords (aka dork) and extracts them also from request and extends it’s attack surface automatically.
So over time and with a growing number of attacks, the honeypot gets more and more attractive.
In the feature we will make the SQL injection emulator pubic, provide IP profiling for crawler recognition and intelligent dork selection.


Feasible Solution for the Web Threat Jigsaw

Web sites are today’s biggest and most vulnerable attack surface. A single compromised page can give you a lot of bang for your bugs.

Learning from expensive breaches was never feasible. We will explain how to use Honeypot, Sandbox and Botnet monitoring technology to gain
information about current threats which ultimately helps us to find vulnerabilities before they get exploited, insight into the malware
distribution network and the botnets used for mass exploitation.

Slides: pdf (408kb)

Video: Youtube [http://www.youtube.com/watch?v=kipxPRXKlXY] (15 minutes)
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Using and Understanding the Sandbox

Glastopf uses sandbox for PHP script Analysis. The latest sandbox implementation is based on Jose Nazario’s PHP sandbox.


Understanding the Sandbox

The general idea for every sandbox is providing controlled access to external scripts executing on the current machine. Glastopf’s sandbox follows the same approach with a different style of controlled access.

As Glastopf’s sandbox is PHP based, all tweaks are done with PHP functions. What Glastopf does is, it overrides internal PHP functions excepts the white-list functions. Glastopf maintains a list of allowed functions called white-list functions. This means when a PHP script is tested against sandbox, all functions in the script that are in white-list behave naturally(as they are defined).

Now, other functions that are not in white-list are overridden by sandbox. It means that its default behavior is changed and molded as per output given by that function if it were not overridden.

For eg, getcwd() function gives the current working directory when executed normally. when this will be executed against the sandbox, it will just return “/var/www”.

This is because its default behavior of returning current working directory is changed to returning “/var/www”

Note: Currently not all functions that are internally defined are overridden, but are renamed so no malicious effect can be caused by them when they are executed against sandbox.




Using the Sandbox


	Developers who want to customize(override) internally defined functions must follow a simple approach.

	
	Rename the old function.


	Override the old function and define its new behavior


	Give a dummy name to __overridden__








A simple approach is followed for defining new behavior for the old function.

Functions’ implementation can be done in two ways, either returning the output directly or storing the output in the variable provided in argument.

For directly coding the new implementation, It can be coded directly in “glastopf/glastopf/sandbox/functions.py”.

functions.py

FUNCTIONS = {"disk_free_space;" : "\treturn '%s';" % "36698988544"
            }





If the function is not returning the output directly rather storing the output in the variable provided as a argument, then it can be implemented as follows:
A file with function’s name(overriding function) must be created in “glastopf/glastopf/sandbox/replacement/” containing the implementation and this must be imported in “glastopf/glastopf/sandbox/functions.py”.

functions.py

from replacement import execute

FUNCTIONS = { "exec;$cmd;&$ret;" : execute.call()
            }





system is created in replacement with implementation defined in “call” method.

execute.py

def call():
function = """\tif ($cmd == 'id') {
    \t\t$ret = array('uid=0(root) gid=0(root) groups=0(root)',);
    \t}
    \telse {
    \t\t$ret = array('None',);
    \t}"""
return function





If developer wants certain function to retain its natural behavior and it must be added in whitelist.




BFR - Extension

As Glastopf overrides the internal core functions of PHP, there must be some extension modifying the way PHP handles
function calls.

Glastopf uses Better Function Replacer(BFR) [1] [https://github.com/mushorg/BFR] developed by Lukas Rist. BFR is a Zend extension based on Advanced PHP Debugger(APD).
BFR extension enables implementation of Overriding and Renaming functions in the PHP sandbox. In order to use the BFR
extension it must be installed and properly configured, all instructions for the same can be found here [1] [https://github.com/mushorg/BFR].




BFR - How It Works

BFR extension is developed considering its usage in both multi and single threaded application.

General Synatax for rename and override function

rename function

rename_function('original function', 'new function');





override function

override_function('original function', 'arguments', 'new functions implementation code');





Below are two approach followed for developing ‘rename’ and ‘override’ functions.

Approach followed for rename function:

1 The original function is searched in the global function table and pointer with its function data is returned.

zend_hash_find(EG(function_table), Z_STRVAL_P(z_orig_fname),
                                  Z_STRLEN_P(z_orig_fname) + 1, (void **) &func);





2 Similarly the new name assigned to the function is checked for presence in the global function table, So that it can be safely assigned to the old function.

3 New function is added in the global function table with function data pointing to old function.

zend_hash_add(EG(function_table), Z_STRVAL_P(z_new_fname),
                                 Z_STRLEN_P(z_new_fname) + 1, func, sizeof(zend_function),
                                 NULL);





4 Now old function is removed from global function table.

zend_hash_del(EG(function_table), Z_STRVAL_P(z_orig_fname),
                                 Z_STRLEN_P(z_orig_fname) + 1);





Thus old function name is replaced by new function name with function data pointer of old function pointing to new function.

Approach followed for override function:

1 All parameters of the override function are obtained and a special function “__overridden__” is created with characteristics of new overridden function. “eval code” represents the “__overridden__” function. TEMP_OVRD_FUNC_NAME represents __overridden__  function.

sprintf(eval_code, "function " TEMP_OVRD_FUNC_NAME "(%s){%s}",
                Z_STRVAL_P(z_function_args), Z_STRVAL_P(z_function_code));





2 __overridden__ function is executed so that global function table updates itself with new __overridden__ function.

zend_eval_string(eval_code, NULL, eval_name TSRMLS_CC);





3 If everything goes well, the new __overridden__ function is searched in the global function table and its function data pointer is reserved.

zend_hash_find(EG(function_table), TEMP_OVRD_FUNC_NAME,
                                           sizeof(TEMP_OVRD_FUNC_NAME), (void **) &func);





4 Now original function is added back to global function table with its function data pointer pointing to that of __overridden__ functions’.

zend_hash_add(EG(function_table), Z_STRVAL_P(z_function_name),
                                         Z_STRLEN_P(z_function_name) + 1, func, sizeof(zend_function),
                                         NULL)





Thus original function’s implementation is replaced with new overriding implementation.

Note: Still __overridden__ is present in global function table.




References


	https://github.com/mushorg/BFR










          

      

      

    

  

    
      
          
            
  
Releasing Glastopf


Before releasing

Remove -dev from version numbers in the following files:

* setup.py
* glastopf/__init__.py





Add and push a git tag:


git tag -a $VERSION_NUMBER$
git push –tag







Releasing

Build package:


python setup.py sdist




Finally upload the package to PYPI.




After releasing

Append -dev to version numbers in the following files:

* setup.py
* glastopf/__init__.py








Notes

If you fucked up a tag, you can fix it using the following procedure:

Renaming:


git tag new_tag old_tag




Delete the old tag:


git tag -d old_tag




Delete the old tag on remote:


git push origin :refs/tags/old_tag










          

      

      

    

  

    
      
          
            
  
Glastopf Installation - Debian Squeeze











Prerequisites







Add the Backports repository to your sources.list:

deb http://backports.debian.org/debian-backports squeeze-backports main





Or (for Wheezy):

deb http://ftp.debian.org/debian/ wheezy-backports main











Install the dependencies:

apt-get update
apt-get install python python-openssl python-gevent libevent-dev python-dev build-essential make
apt-get install python-argparse python-chardet python-requests python-sqlalchemy python-lxml
apt-get install python-beautifulsoup mongodb python-pip python-dev python-setuptools
apt-get install g++ git php5 php5-dev liblapack-dev gfortran
apt-get install libxml2-dev libxslt-dev
apt-get install libmysqlclient-dev
pip install --upgrade distribute














Install and configure the PHP sandbox







Download using git:

cd /opt
git clone git://github.com/mushorg/BFR.git
cd BFR
phpize
./configure --enable-bfr
make &&  make install





Copy the search path to bfr.so and add it to php.ini. It can look like this:

zend_extension =   /usr/lib/php5/20131226/bfr.so














Install glastopf







Install latest stable release from pip:

pip install glastopf





Or install latest development version from the repository:

cd /opt
git clone https://github.com/mushorg/glastopf.git
git clone https://github.com/client9/libinjection.git
git clone https://github.com/mushorg/pylibinjection.git
cd glastopf
python setup.py install














Configuration







Prepare glastopf environment:

cd /opt
mkdir myhoneypot
cd myhoneypot
glastopf-runner





A new default glastopf.cfg has been created in myhoneypot, which can be customized as required.










Testing the Honeypot







Start Glastopf (from your ‘myhoneypot’ directory):

glastopf-runner





Use your web browser to visit your honeypot. You should see the following output on your command line:

2013-03-13 21:10:33,047 (glastopf.glastopf) Initializing Glastopf using "/opt/myhoneypot" as work directory.
2013-03-13 21:10:33,048 (glastopf.glastopf) Connecting to main database with: sqlite:///db/glastopf.db
2013-03-13 21:10:33,073 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connecting to feed broker.
2013-03-13 21:10:33,237 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connected to hpfeed broker.
2013-03-13 21:10:36,290 (glastopf.glastopf) Glastopf started and privileges dropped.
2013-03-13 21:10:56,282 (glastopf.glastopf) 192.168.1.148 requested GET / on 192.168.1.109
2013-03-13 21:10:56,401 (glastopf.glastopf) 192.168.1.148 requested GET /style.css on 192.168.1.109
2013-03-13 21:10:56,463 (glastopf.glastopf) 192.168.1.148 requested GET /favicon.ico on 192.168.1.109











          

      

      

    

  

    
      
          
            
  
Glastopf Installation - Docker











Prerequisites







A server with Docker [https://www.docker.io/] installed










Build the Docker container image








docker build –rm –tag glastopf .













Running the Docker container








mkdir myhoneypot1

docker run –detach –publish 80:80 –volume myhoneypot1:/opt/myhoneypot glastopf




A new default glastopf.cfg has been created in myhoneypot1, which can be customized as required.










Testing the Honeypot







Use your web browser to visit your honeypot. You should see the following output on your command line:

2013-03-14 08:34:08,129 (glastopf.glastopf) Initializing Glastopf using "/opt/myhoneypot" as work directory.
2013-03-14 08:34:08,130 (glastopf.glastopf) Connecting to main database with: sqlite:///db/glastopf.db
2013-03-14 08:34:08,152 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connecting to feed broker.
2013-03-14 08:34:08,227 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connected to hpfeed broker.
2013-03-14 08:34:11,265 (glastopf.glastopf) Glastopf started and privileges dropped.
2013-03-14 08:34:32,853 (glastopf.glastopf) 192.168.10.85 requested GET / on 192.168.10.102
2013-03-14 08:34:32,960 (glastopf.glastopf) 192.168.10.85 requested GET /style.css on 192.168.10.102
2013-03-14 08:34:33,021 (glastopf.glastopf) 192.168.10.85 requested GET /favicon.ico on 192.168.10.102











          

      

      

    

  

    
      
          
            
  
Glastopf Installation











Prerequisites OpenBSD







Install the dependencies:

pkg_add -r python-2.7.3 py-pip py-gevent mysql-client py-openssl py-chardet py-sqlalchemy py-lxml py-beautifulsoup py-setuptools py-jinja2 py-scipy php pear autoconf automake g77 gfortran plplot-f77 libgfortran libevent libelf plplot git lapack gettext











Create symbolic links:

ln -sf /usr/local/bin/php-config-5.3 /usr/local/bin/php-config
ln -sf /usr/local/bin/phpize-5.3 /usr/local/bin/phpize
ln -sf /usr/local/bin/python2.7 /usr/local/bin/python
ln -sf /usr/local/bin/python2.7-2to3 /usr/local/bin/2to3
ln -sf /usr/local/bin/python2.7-config /usr/local/bin/python-config
ln -sf /usr/local/bin/pydoc2.7  /usr/local/bin/pydoc
ln -sf /usr/local/bin/pip-2.7 /usr/local/bin/pip











Set autoconf and automake versions:

export AUTOCONF_VERSION=2.59
export AUTOMAKE_VERSION=1.9














Install BFR







Download using git:

cd /opt
git clone git://github.com/mushorg/BFR.git
cd BFR
phpize
./configure --enable-bfr
make && make install





Copy the search path to bfr.so and add it to /etc/php-5.3.ini. It can look like this:

zend_extension = /usr/local/lib/php-5.3/modules/bfr.so














Install Glastopf







Install latest stable release from pip:

pip install glastopf





Or install latest development version from the repository:

cd /opt
git clone https://github.com/mushorg/glastopf.git
cd glastopf
python setup.py install














Configuration







Prepare glastopf environment:

cd /opt
mkdir myhoneypot
cd myhoneypot
glastopf-runner





A new default glastopf.cfg has been created in myhoneypot, which can be customized as required.










Testing the Honeypot







Use your web browser to visit your honeypot. You should see the following output on your command line:

2013-03-15 12:56:42,075 (glastopf.glastopf) Initializing Glastopf using "/opt/myhoneypot" as work directory.
2013-03-15 12:56:42,077 (glastopf.glastopf) Connecting to main database with: sqlite:///db/glastopf.db
2013-03-15 12:56:42,146 (glastopf.modules.handlers.emulators.dork_list.dork_page_generator) Bootstrapping dork database.
2013-03-15 12:56:42,159 (requests.packages.urllib3.connectionpool) Starting new HTTPS connection (1): mnemosyne.honeycloud.net
2013-03-15 12:56:42,622 (requests.packages.urllib3.connectionpool) "POST /login HTTP/1.1" 200 30
2013-03-15 12:56:42,753 (requests.packages.urllib3.connectionpool) "GET /api/v1/aux/dorks?limit=1000 HTTP/1.1" 200 45235
2013-03-15 12:56:42,831 (glastopf.modules.handlers.emulators.dork_list.mnem_service) Successfully retrieved 258 dorks from the mnemosyne service.
2013-03-15 12:56:44,406 (glastopf.glastopf) Generating initial dork pages - this can take a while.
2013-03-15 12:56:46,382 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connecting to feed broker.
2013-03-15 12:56:46,871 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connected to hpfeed broker.
2013-03-15 12:56:52,856 (glastopf.glastopf) Glastopf started and privileges dropped.
2013-03-15 12:57:04,073 (glastopf.glastopf) 192.168.10.85 requested GET / on 192.168.10.97
2013-03-15 12:57:04,149 (glastopf.glastopf) 192.168.10.85 requested GET /style.css on 192.168.10.97
2013-03-15 12:57:05,766 (glastopf.glastopf) 192.168.10.85 requested GET / on 192.168.10.97
2013-03-15 12:57:05,825 (glastopf.glastopf) 192.168.10.85 requested GET /style.css on 192.168.10.97
2013-03-15 12:57:06,611 (glastopf.glastopf) 192.168.10.85 requested GET / on 192.168.10.97











          

      

      

    

  

    
      
          
            
  
Glastopf Installation - OS X (Mountain Lion)











Prerequisites







Xcode, gfortran, autoconf and gevent are required when installing Glastopf on OS X.


	Xcode can be installed from App Store. Command Line Tools must be installed after Xcode has been installed.


	Gfortran can be install using homebrew.




Install gfortran, autoconf and gevent using homebrew:

brew install gfortran
brew install autoconf
brew install gevent





Then we need to install pip:

sudo easy_install pip








Install and configure the PHP sandbox







Download using git:

sudo mkdir /opt
cd /opt
sudo git clone git://github.com/mushorg/BFR.git
cd BFR
sudo phpize
sudo ./configure --enable-bfr
sudo make && sudo make install





Open the php.ini file and add bfr.so accordingly to the build output:

zend_extension = /usr/lib/php/extensions/no-debug-non-zts-20090626/bfr.so








Installing and setting up a virtual environment







Prepare virtual environment:

sudo pip install virtualenv
sudo virtualenv glastopf-virt --system-site-packages
source glastopf-virt/bin/activate





Install Glastopf using pip:

sudo pip install glastopf








Starting the honeypot







Note: Before using the follow command make sure you are operating within the virtual environment.

Prepare glastopf environment:

cd /opt
sudo mkdir myhoneypot
cd myhoneypot
sudo glastopf-runner





If you receive errors regarding syslog when starting glastopf, please update the syslog path in glastopf.cfg:

[syslog]
enabled = False
socket = /var/run/syslog








Testing the Honeypot







Start Glastopf (from your ‘myhoneypot’ directory):

sudo glastopf-runner





Use your web browser to visit your honeypot. You should see the following output on your command line:

2013-03-14 09:17:59,004 (glastopf.glastopf) Initializing Glastopf using "/opt/myhoneypot" as work directory.
2013-03-14 09:17:59,014 (glastopf.glastopf) Connecting to main database with: sqlite:///db/glastopf.db
2013-03-14 09:17:59,113 (glastopf.modules.handlers.emulators.dork_list.dork_page_generator) Bootstrapping dork database.
2013-03-14 09:17:59,133 (requests.packages.urllib3.connectionpool) Starting new HTTPS connection (1): mnemosyne.honeycloud.net
2013-03-14 09:18:00,154 (requests.packages.urllib3.connectionpool) "POST /login HTTP/1.1" 200 30
2013-03-14 09:18:00,589 (requests.packages.urllib3.connectionpool) "GET /api/v1/aux/dorks?limit=1000 HTTP/1.1" 200 180459
2013-03-14 09:18:00,711 (glastopf.modules.handlers.emulators.dork_list.mnem_service) Successfully retrieved 1000 dorks from the mnemosyne service.
2013-03-14 09:18:02,752 (glastopf.glastopf) Generating initial dork pages - this can take a while.
2013-03-14 09:18:05,223 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connecting to feed broker.
2013-03-14 09:18:05,280 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connected to hpfeed broker.
2013-03-14 09:18:08,408 (glastopf.glastopf) Glastopf started and privileges dropped.
2013-03-14 09:18:49,185 (glastopf.glastopf) 172.16.177.131 requested GET / on 172.16.177.131
2013-03-14 09:18:49,250 (glastopf.glastopf) 172.16.177.131 requested GET /style.css on 172.16.177.131
2013-03-14 09:18:49,381 (glastopf.glastopf) 172.16.177.131 requested GET /favicon.ico on 172.16.177.131











          

      

      

    

  

    
      
          
            
  
Glastopf Installation - Raspberry - Raspbian











Prerequisites







Download and install Raspbian wheezy image from:


http://www.raspberrypi.org/downloads




Install the dependencies:

apt-get update
apt-get install python python-openssl python-gevent libevent-dev python-dev build-essential make
apt-get install python-argparse python-chardet python-requests python-sqlalchemy python-lxml
apt-get install python-beautifulsoup python-pip python-dev python-setuptools
apt-get install g++ git php5-fpm php5-dev liblapack-dev gfortran cython
apt-get install libxml2-dev libxslt-dev
apt-get install libmysqlclient-dev
pip install --upgrade distribute














Install and configure the PHP sandbox







Download using git:

cd /opt
git clone git://github.com/mushorg/BFR.git
cd BFR
phpize
./configure --enable-bfr
make &&  make install





Copy the search path to bfr.so and add it to php.ini. It can look like this:

zend_extension =   /usr/lib/php5/20100525+lfs/bfr.so














Install pylibinjection







Download using git:

cd /opt
git clone https://github.com/client9/libinjection.git
git clone https://github.com/mushorg/pylibinjection.git
rm /opt/pylibinjection/src/pylibinjection.c
cd pylibinjection/
python setup.py build








Install glastopf







Install latest stable release from pip:

pip install glastopf





Or install latest development version from the repository:

cd /opt
git clone https://github.com/mushorg/glastopf.git
cd glastopf
python setup.py install














Configuration







Prepare glastopf environment:

cd /opt
mkdir myhoneypot
cd myhoneypot
glastopf-runner





A new default glastopf.cfg has been created in myhoneypot, which can be customized as required.










Testing the Honeypot







Start Glastopf (from your ‘myhoneypot’ directory):

glastopf-runner





Use your web browser to visit your honeypot. You should see the following output on your command line:

2013-03-13 21:10:33,047 (glastopf.glastopf) Initializing Glastopf using "/opt/myhoneypot" as work directory.
2013-03-13 21:10:33,048 (glastopf.glastopf) Connecting to main database with: sqlite:///db/glastopf.db
2013-03-13 21:10:33,073 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connecting to feed broker.
2013-03-13 21:10:33,237 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connected to hpfeed broker.
2013-03-13 21:10:36,290 (glastopf.glastopf) Glastopf started and privileges dropped.
2013-03-13 21:10:56,282 (glastopf.glastopf) 192.168.1.148 requested GET / on 192.168.1.109
2013-03-13 21:10:56,401 (glastopf.glastopf) 192.168.1.148 requested GET /style.css on 192.168.1.109
2013-03-13 21:10:56,463 (glastopf.glastopf) 192.168.1.148 requested GET /favicon.ico on 192.168.1.109











          

      

      

    

  

    
      
          
            
  
Glastopf Installation - Ubuntu 12.04 LTS











Prerequisites







Install the dependencies:

sudo apt-get update
sudo apt-get install python2.7 python-openssl python-gevent libevent-dev python2.7-dev build-essential make
sudo apt-get install python-chardet python-requests python-sqlalchemy python-lxml
sudo apt-get install python-beautifulsoup mongodb python-pip python-dev python-setuptools
sudo apt-get install g++ git php5 php5-dev liblapack-dev gfortran libmysqlclient-dev
sudo apt-get install libxml2-dev libxslt-dev
sudo pip install --upgrade distribute














Install and configure the PHP sandbox







Download using git:

cd /opt
sudo git clone git://github.com/mushorg/BFR.git
cd BFR
sudo phpize
sudo ./configure --enable-bfr
sudo make && sudo make install





Open the php.ini file and add bfr.so accordingly to the build output

default locations of php.ini:

/etc/php5/apache2/php.ini (Ubuntu 14.04 LTS with apache)

/etc/php/5.6/cli/php.ini (Ubuntu 16.04 LTS)


zend_extension = /usr/lib/php5/20090626+lfs/bfr.so













Install glastopf







Install latest stable release from pip:

sudo pip install glastopf





Or install latest development version from the repository:

cd /opt
sudo git clone https://github.com/mushorg/glastopf.git
cd glastopf
sudo python setup.py install














Configuration







Prepare glastopf environment:

cd /opt
sudo mkdir myhoneypot
cd myhoneypot
sudo glastopf-runner





A new default glastopf.cfg has been created in myhoneypot, which can be customized as required.










Testing the Honeypot







Start Glastopf (from your ‘myhoneypot’ directory):

sudo glastopf-runner





Use your web browser to visit your honeypot. You should see the following output on your command line:

2013-03-14 08:34:08,129 (glastopf.glastopf) Initializing Glastopf using "/opt/myhoneypot" as work directory.
2013-03-14 08:34:08,130 (glastopf.glastopf) Connecting to main database with: sqlite:///db/glastopf.db
2013-03-14 08:34:08,152 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connecting to feed broker.
2013-03-14 08:34:08,227 (glastopf.modules.reporting.auxiliary.log_hpfeeds) Connected to hpfeed broker.
2013-03-14 08:34:11,265 (glastopf.glastopf) Glastopf started and privileges dropped.
2013-03-14 08:34:32,853 (glastopf.glastopf) 192.168.10.85 requested GET / on 192.168.10.102
2013-03-14 08:34:32,960 (glastopf.glastopf) 192.168.10.85 requested GET /style.css on 192.168.10.102
2013-03-14 08:34:33,021 (glastopf.glastopf) 192.168.10.85 requested GET /favicon.ico on 192.168.10.102
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