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2. A ARTE A0 SR AR R L ARG, LI RSEEERE - mEy
B BURZ2EIRTIE BT -

3. NI I S AR SCRF: RBET CH+ LIRS 2MESR, A solidity R 550, #RIERES
PIPATIERE -

4. 5] Nevmcl FEHEZE: TR RBAFEIWLE I .
5. AREEP2P - i [P« L H5HUIT THH - KPP ETBRR .
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1. LI —ZECRUDEAZIE ] M AMIT G52, ETCRUDEAGRE LSS AL, KIMESH [FSQLYT
DL TT & RE -

2. IR Ly DRERPIRAN - X EBERE R L B € LHIAMOPTH B F1SE L] -
3. FHR ARG REINLRA, 3CFFSolidity 0.5.2/Z -
4. FHERPCHELR .
e
L FHRERINE, REFHE RS - FEERMEIIREN, (KifiKeyManager RS #H1THHE T -

2. FHRENNLA], B TP EANLFIFIREE AN, LEANRI4E B BEANEE V) Rt T 2 24
il -

3. FHRBRIESIIR R, ETRAFTUIRIFRAIBT
HAt
1 REAIRRIEE T A
2. AR B BTN A S v SR A, SCRF B S RPN ST -

3.3.2 FRAEMULHA

3.3. FISCO BCOS v2.0.0-rc1 15



FISCO BCOS Documentation, Release v2.0.0-rc2

16 Chapter 3. JA KR



cHAPTER 4

¥
i

KA FIFISCO BCOSFT 77 B s B2 2E AN B S - AN 3238 13 7F B L b R — 4547 5 KIFISCO
BCOSHE:HH5E, #5 B H P E4EFISCO BCOSER BT AE -

4.1 EFFHFISCO BCOSHK BA B 45 &

AR DLFE 7 R B ZHFISCO BCOSHE 1y 5] #: 7E - 8 Flouild_chain. shifll 4 76 7Kl 5 8 — 25477 55
FAIFISCO BCOSEE, Llubuntu 16.04 RETNFIHRIE -

KT PR IFEER S fisco-beos il U, FECentOS 7F1Ubuntu 16.04 2858 1 -

Note:
o FERDEHAMBERIERML, BB DL 275X H o

4.1.1 HERINE

o« TRAKH

build_chain.shiIAKHi Topenssl, curl, FH FHEAFESZEE . CentOSF T H T4 H Mapt
#H Ry unfUTRIAT « macOSHfapt B b rewEITHIT -

sudo apt install -y openssl curl

o QIEERIEH %

cd ~ && mkdir -p fisco && cd fisco

e N#Ebuild_chain.shfia

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_,
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\." |
—~sort —u | tail -n 1 | cut -d \" —-f 4 /build_chain.sh && chmod u+x build_chain.sh

17
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4.1.2 FEFEBERHAT HECEEE

fEfiscoH X N HUAT T A8 &, A Rl — &5 B B H4TY & KIFISCOBE - 5 2 {7 iF #l 2%
f130300~30303, 20200~20203, 8545~8548%% VA # HH -

’bash build_chain.sh -1 "127.0.0.1:4" -p 30300,20200,8545

Note:

o H Apit Ui FE € K W v 0, 9 B Zp2p_port,channel_port,jsonrpc_port, H T % 4 %
f&jsonrpc/channel ERIA W7 127.0.0.1, FESNN G RIEARIN-iS% -

WRALHATHII 2 HALL completed. WRHITHEE, 1HKAnodes/build. log 3 HFH HIFEIR
=3

.S

Checking fisco-bcos binary...
Binary check passed.

Generating keys
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntul6/fisco/nodes

[INFO] CA Key Path : /home/ubuntul6/fisco/nodes/cert/ca.key

[INFO] All completed. Files in /home/ubuntul6/fisco/nodes

4.1.3 [53IFISCO BCOSH*
< PUTTETES, BIIFETA

’bash nodes/127.0.0.1/start_all.sh

E@ﬁiﬁ]%iﬁ‘ﬁﬂj%@{?ﬁmﬁm*ﬁﬁ @mu%ﬁﬁﬁnetstat —-an | grep tcp*ﬁﬁﬂ%%
A130300~30303, 20200~20203, 8545~8548% L E7&# HH -

try to start nodel

try to start nodel
try to start node2
try to start node3

nodel start successfully
node2 start successfully
node(0 start successfully
node3 start successfully

4.1.4 BEHRE

s PUTFETES, REAEERED
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ps —ef | grep -v grep | grep fisco-bcos

EFBEHZIRCINmAHEH, WRAREECR 4, BE 2R B 0 [ D — Mt 4 5 -

fisco 5453 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/node0/../fisco-bcos -c config.ini
fisco 5459 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/nodel/../fisco-bcos -c config.ini
fisco 5464 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/node2/../fisco-bcos -c config.ini
fisco 5476 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/node3/../fisco-bcos -c config.ini

4.1.5 B HEHH

« PUTTHETES, BB T Minode0HER: 1971 AL

’tail -f nodes/127.0.0.1/node0/log/log* | grep connected

E B UL ST A M L BE B (. AU H 5T LUTF tinode05 53413 S 86 (BiCurl+eciBIEL 4
) -

info|2019-01-21 17:30:58.316769| [P2P] [Service] heartBeat connected count,size=3
info|2019-01-21 17:31:08.316922| [P2P] [Service] heartBeat connected count,size=3
info|2019-01-21 17:31:18.317105| [P2P] [Service] heartBeat connected count,size=3

s PUT T HETES, REREAIR

tail -f nodes/127.0.0.1/node0/log/logx | grep +++

EEERESNMER Y ++++CGenerating seal #ARLIHIER (#HCtul+cBEIMHA1T) -

info|2019-01-21 17:23:32.576197],

—[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++Generating seal on,blkNum=1,tx=0,
—myIdx=2,hash=13dcd2da...

info|2019-01-21 17:23:36.592280],

—[g:1] [p:264] [CONSENSUS] [ SEALER] ++++++++++++++++Generating seal on,blkNum=1,tx=0,
—myIdx=2,hash=31d21lab7...

info|2019-01-21 17:23:40.612241]

—[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++Generating seal on,blkNum=1,tx=0,
—myIdx=2,hash=49d0e830...

4.2 B E K fEHEHG

i) & il Web3SDKAE CFISCO BCOS 1 /., SKIME ) XHREEIRA - FRE AT GLIEIEE, RERPREIR
BEIrRENER - EH SRS HANHZ 51X

4.2.1 WK

\E) riscoH ¥

cd ~/fisco

iz%gopenjdk

sudo apt install -y default-jdk

REUES G

bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—download_console.sh)

RONE SR ONE SO S

4.2. BB NFERHEREG 19
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# VUSRI EE M, &R AKRAERINm O, FR U 2020 0FF R A3

$ cp —n console/conf/applicationContext—-sample.xml console/conf/applicationContext.
—xml

# PLEIEH &R

$ cp nodes/127.0.0.1/sdk/* console/conf/

Important:
o WREHIGECEIER, [ERECentOS RS LIS sh#EHl & il iR
Failed to connect to the node. Please check the node status and the console configuration.

WA B 6 T CentOS 475 £ 1 HUDKHR A (& 5 U Bl & 5 [ SREETTSINER D, M
OpenIDKE[ B Oracle’™ 7 N #i7F %% Java 8L LUK (KT 5] 2511 7 ), e85
R PRI -

4.2.2 FHEHE

# HERESG EE

$ cd ~/fisco/console

# BohiEdlE

$ ./start.sh

# Hi NG ERAB AT SINERE conf/applicationContext . xml M i 5 O EL & & A 1EH

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

—

| \ \ / N/ N/ \ | A N/ o
[ $5555555 \855S5581 $S85SSN\1 $9S5855\ ] $55859\ | $559SS8N\] $SS885S\ | $5858
AN TR EEEAN

| S$S__ I 55 | SS_\$$| S35 \$s| s5 | S8 | $S__/ $$1 S8 \$s| 5 | S
<S5 $S__\8$

I $s \ | $$ \$$ \ | S$$ | $$ | $S | $$ $S1 S$ I
-5 \$s \

| $SSSS [ 8S _\$SSSS88\| 85 __ | 8 | S8 | $SS$SS8N\I 88 __ | $$ | s
=5 _\$55558\

[ $$ oSS b NI ssoss_/ NI $s__/ S8 | SS__/ $$1 $5_/ NI $5_/ s
=S \_I $3

[ $$ | 55\ \$$ 55 \8$$ 55 \8$$ $S | $$ 55 \$s 55 \8§$ S
=5 \$s $9

\$$ \$55558  \$35558 \$55558 \$55558 ACEEREEE \$55558 \$5553
=5 \$55558

4.2.3 ff ¥R & REUE B

# AR oA

[group:1]> getNodeVersion

—_~

"Build Time":"20190121 06:21:05",

"Build Type":"Linux/clang/Debug",

"FISCO-BCOS Version":"2.0.0",

"Git Branch":"master",

"Git Commit Hash":"c213e033328631b1b8c2ee936059d7126£d98d1la"
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IRECTT SR B
group:1]> getPeers

— — S

"IPAndPort":"127.0.0.1:49948",

"NodeID":
—"b5872eff0569903d71330ab7bc85c5a8be03e80b70746ec33cafe27ccdf6f8a71£8c84£d8af9d7912
‘—>"l

"Topic":[]

}I
{

"IPAndPort":"127.0.0.1:49940",

"NodeID":
—"912126291183b673¢c537153¢cf19pf5512d5355d8edea7864496¢c257630d01103d89%ae26d17740daeb
‘—’"l

"Topic":[]

}I
{

"IPAndPort":"127.0.0.1:49932",

"NodeID":
—"db75abl6ed7afa966447c403ca25878532370b0d9f942ba6fa551dc67ed6822d88dallaleddad9b5lae
a4

"Topic":[]

rtb5bal068901fe

d20cbc645c9a

afb8c64e9d20

4.3 8 KA HelloWorld 4 %)

4.3.1 HelloWorld& %Y

HelloWorld 5 2R M MER . 2l get () Mset (), HTRBUVZE SN Z Ename . SLNELT:

pragma solidity 70.4.24;

contract HelloWorld {
string name;

function HelloWorld() {

name = "Hello, World!";

function get () constant returns(string) {
return name;

function set (string n) {
name = nj;

4.3.2 EZHelloWorld 44

KT ERH P REAAL HelloWorldE AN E A NE TEH & H, M TEH & HE Fsolidity/
contracts/HelloWorld.sol, &% NHMAERERNT

4.3. E8E Vi FHHelloWorld &4 21
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# RS ERALLTES HE I NLRE A2 H
[group:1]> deploy HelloWorld
contract address:0xb3c223fc0bf6646959f254ac4ed4a’7e355b50a344

4.3.3 i FHHelloWorld &%)

# BEAFRE
[group:1]> getBlockNumber
1

#ﬁ%@%%mﬁmmmgﬁiﬂﬁ%%ﬁﬂﬁ%mwhwﬁéﬁ@%ﬂm

[group:1]> call HelloWorld 0xb3c223fcO0bf6646959f254acd4ed4a7e355b50a344 get
Hello, World!

# BELARE, REAE, HhgecE DA HEEIKARE

[group:1]> getBlockNumber

1

# A seti® B name

[group:1]> call HelloWorld 0xb3c223fc0bf6646959f254acd4eda’7e355b50a344 set "Hello,
—~FISCO BCOS"
0x21dcal087cb3e44£f44£f9p882071ecbecfcb500361cad36a52d39900ea359d0895

# FREELRIHE, SEnFrohl, KAORSOER

[group:1]> getBlockNumber

2

# i getHEO KM nameZ &, BREIXERTERL

[group:1]> call HelloWorld 0xb3c223fc0bf6646959f254ac4ed4a7e355b50a344 get
Hello, FISCO BCOS

# BHIERE

[group:1]> quit

HE: HEBSLNEALUEIY deployByCNSAT <, Al LIEERER GAMAS, HHARZSZXE . HH
BYNEE callByCNs S, HATHZHXE .
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CHAPTER B

e

AFRF 5 FIFISCO BCOSHRIE | F 71 X DAppHIE: AR M K FI O & [[IES, AR T
T4l IF & B ) T B A R (TR -

5.1 RS

XEREER: 2 DRI A ST — [ TEOR, AER LA KR KRR AR S, W RS
HTRENE . REEEHXEEABARRIE, FTUBLTAE .

51.1 XHEEEM 4

X8 (blockchain) ZFELFFMZ ERH— &, AR AR LT T CRHEEERES
Ablockchain FHEAr, Ti+& Llchain of blockJ#iA —FhEHE 45+ o

Chain of blocks2 i MXHIEITIE A (hash) BRERAL—RBEEL SR BIRAHLA T 0. XERBEN R H
ZIEARIE A G, HEFEHIX P chain of blockBUELET , FER— N AATE ) 0 A 2R A SR & BOR
R -

DXIRBEROARTE—FAEN SF MBI N, B BRI RGN, F AT Dol - M LAELEOAn AT B i A bR
AEFRLEN, SKIAE A ERGER A - FRONE A A BRI L, XKRBER o A2 5
DAREAENE - REESBIRSE - SO AR . HRENE - WA ENE . HERe . BREANF S MERR
ARIL R B A AR T 2 -

DIRBERORANAESEIRT LA, BEE S 7% HNEE . ORI - 2B YEMSEEZ 7L
KA BRI RE, R EBARMEN AR HE O A ES, KREESORFI SR AR
L, FISCO BCOS[XIREEIR/ZF & X IRBEBOREA |, LRI 22 1EaE . TRtk ZAE .
%%ﬁﬁ\%ﬂﬁﬁ%ﬁﬁ%%ﬁ,ﬂﬂﬁ%%ﬁﬁﬁ%,%%%ﬁ%ﬁ\%%WW\?ﬂﬁlxmﬁ
53 HIRKLHE -

VN
WA B, ATEHEIKS - ZHIKERE, FrRIclk . Mk BEEEIEE . £2 T 61E

H., 2S5 RBLRGEFEE 0 K B Zefn AR, DIEREEANR, #2712
PERRE, PRI GMILSS 22 . X HREERE H #0)h H TH@ < AL 2R A — o D EoR, 8

23
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i BEUR DXOREIR LS - 207 RN BEE S LY . HAREFEHEE— RIIEORMRFIER, ATsEl—
2. AE BH5Ye . BUEBCTERRHZEIRA .

A BAEMEARANEFRRR, 25, kP, HFRE-
[X R

DX BRI FE (B A IR RO BR 461, [XIRBER)EE— > XHFR o< BI R  (genesis block) , JEEARMAIIX
RAEERR, BN XREEZR B, BXRA 5| AR — 1 XHRPhash(F 8, HhashBIEAA
DX BR AR 2 ME — FORRTE S, T AEREAR AN RO RBEREE , FRO9“Blockchain™t1 Rl [XIREE . K
PIRBRES BT, IS DRIRR A AR ERAE, FLEM AL, R BESER— A KRB EE—
MR, W SEEANREERIE A EY, MMESIRA SRS -

— D XREEABIRLE T KRNI, KRG & XREE, hash - HREZFS - IRERRE—
LERGFE, KRERGS -5 R ELHRIEGER, RIEZLHIIRIRA, BADXRE
KANEHIAR, BEINEELRERNR, —BAXKK, EIM-JIMF T ZA

25

LGN R — BRI X R RGAE R &R, ATHESY, MAGNED, 4 &4 R,
DIEBE T, #TMERRHSE, THMNERRIRENEIEREE, BxE, THERSE . AP g
B, HECHRARTS%E%, A8 E ((BidsendRawTransactionS5# 1) , FHZE T
ARNLE T, HATH R RES IR, £ HTEEMIRESEIE, RERTHITERIXRE,
IREEIE R AR, Z XS AL, ERIARR SO ERS T E5 MM —30E -

BEE SRS 2B S B (receipt) F24E, FIZLH——W R ERFARXRE, HTRE LR
SPITIEREAERIE B WNGRG - HAE - (HRERIgasESF - FP AT LUEH A Fhash e B AL I, HAIERL
DR TERL, -

G EAE SRR, fF —F RO, TR EE B8R, XM S s R AR5 5
RLL, (ERA B REcall T ERM, 11 Rl E G 2 REE RIS ED RS E BFHRE, HAZRERMN
ARG, AR FEEREE L aEEE -

M F

FER MK AR X REE RS E, KX M ARIEREER - BRI mE— 1S -

FERA AR RN XREE RS, PO D ATAAY, Lidhash B AR G 2] — P E— 1Y
wak&, XD PRIKS, HPFEZAASE X MK BB o PR ERE B A — B X R
FEREZSIA], TR AR RE S 2V E B P AERE EAVRE, DR P P B S bR o St = -

EREGLRN, — MRERESNTEEE, LA TR, WKy EAIKke, R
AAPPREAL - ZHEHICE - MRS EIRRGIS% - BREaLsimd s, SidxX Mk it
B, ARIPIRESEIE R T 207 Rt FORS A8 B N R, AR 1T 48 RRBUE 5 At RS
fiE, FEErE LK F RACRESEIERS] - BRESNIEHEN, FEEEHSAKST BRI SAPREA, FHE
BRI, — A EEFRZE LR B PREdE -

HFRE

FISCO BCOSR Ak P RAY (iit, BIER T XIRFIZ ST R 5h, b afF —RAREE L s 1
ERIFEREZS R - BREESVPUTI R ERIREEE, S RPLHEIA, S AREES T AL,
e /R—2, FISEMEREL, BrLIRROy it FoRE

WSS RIRFAE, EEXKRE L URFAFEENESE, SFAP kP EENRIE, el
e, RREE AT RF M RIS MR, BRESAIITIERE T 2 IIREAEE PRI — LR S
528, NEINERNGANZEERH T EM

24 Chapter 5. ##2



FISCO BCOS Documentation, Release v2.0.0-rc2

A—JTH, 4EFIRESEURTR R A DEERA, BEENFFSLET, REBRELFERK, RS
ARHBIRSSHA AR RER (Patricia Tree) , RASEIRIMIAE A —HT K, RFEAFRIZRFE,
ARPIRASEER AT R AL, BRI AAEE CES ST R, DS ERRMINTEREER -

FIRHL ]

AL RIS, TEIR, AXEREE . KEREEME N — D AzUARSE, WA ASF AT TY
REFRZE5HE . LR EZHHIPITER, HFARLITESR . hRXEREREE - ENMEENS
SEEBGERR, HRE—BUE, FFEEMERERE, ATLMG R, By R iEmmsRng
GERR R HARHLAH -

B

TR

AT XREE R GPTRYRENE, INAZIXEREE 28 AT BAL, AR — D mr . TR 52X
BEARGM RS - BHI2E - BEERIE, EMREFEXIR . 225 REFHE, 2Rty
ACEEAEIRE WA O - TR RPRR AFAELE], 42— B —HINodeID, LAPRILEFE ML I HME
—

RIEMIT RS SRENEIRNFR, T A onlWa . MR A BN AR, AT R4
S5FEANASRE, HONCKETEXER - MR R USRI RE R - WET SIS 54
W, FPEEE, TR R, ATRMMONEIR RS B IR MRS - BT SRR P KEek LU D BRI S)
APIREEE, HE— RS 5 8RR B SR L -

Z

SF AT
SHOW

AR

AR BEATR BEAR R A0 LM% D R R -
LR HEBD RAGHER LKA E, Hovleader X & — LMK -
2. ZHERMAATEIMANENNE L, HITEZZERIEE, R Leader’s HHIICHK -
3. B EAER SN IEME, RIETE 255 SR L5 R — 200, ToEERT .

X BB AT A IR B AHE R A T/ERIEH  (Proof of Work) MG IERH (Proof of Stake) |
ZHEN 28 UERA  (Delegated Proof of Stake) , LS BERIEEH A AOSC FH M & 2 2545 S 1HPBFT  (Practical
Byzantine Fault Tolerance) , Raft®, F8h—SEgivE M ayHINEEE 2 RIBEECR A g0 iR JLA 3R
BEHITEVAS, DIIEEL S fERE LR RERI IS A] & -

FISCO BCOSHIRBEHR IR ILAST, FISCREZMILARNE, HHI G fAPBFTHIRaft, JES0R & H4E
SEIMEE AR, i BRI

ARSI T 1995 HiNick Szabo B IR, 1§ LIEUTFIZ A E LIIEE HehPUT &1 &4, Bk
BRESNLAHITEILRIEEI, FARES5TAMMDE, BEEE@RMLIBRAINSS, MawkE
BT, BEZERARERGIA -

FISCO BCOS;z A REE LA MUH T B EHE - MNE XAIUHESCHE, 1O F s T 2 /ECE - 24
RH . DPREES -

R AL a BRI, JF& R ERE 24T, BRSSP 0% -

FEAANGREFEFR, #TEFREGAIREBORE, HiEF, Bxllid. a9FLES AT
Fhsolidity,C++,java,go,javascript,rust®s , 155 FHEFRIEF G BAYLER M E - £58ETNRE, K
BB R MEEE |, L RBEVEWIAG . SERCF LT 5 -

5.1. & 25
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HEAFEEHALS, BEELULTFRBEZNDIE, LAEHREL, FEGN2E —DHiitm
WALHIFFREE R, HARBEREINEGL o FRE LA E T B & 28R O U5 ] H R & 29 BLORTF H 5L
&, SR BRI A H SRR IR R A AR R, RESERE BT BUTIREE R 1T
NENMRFEIE I EIR S 2, FEIEMS RN, HbSSmiEr A, mikSEE RS REN
B, BT AN BRI R R S 2RI

HE— N HENHANERERRSVPTERYE, RRRFHEREEN TR, ZaIMA A HEEA -
BHe S L E AL

N TETRT RS, KREAGUNA G HIE - T - AT EYUCHE R GIESAITES, SRR
NENIER . SYRMEGEEE, RomFEamE, LAMBEL R SVHEDXRERAR L, HELS
LUl IR, RGAREN S — P E— IR S LR R, HEDNSNERA S
J&, BTSN RE RIS HIT, HiHhiTs

R et . FEMM B XRERG R, EAWINMERYD &R, FRCELBENE . RS
[A] < SNERSCHE RS - MESEATRES BN EEEER, B DURILER AR, LRIEERF T 5
ER—ANI GRS & LIRPIT AR SGE — 8, TR L2

YRIFATRIREIALLE A FEEVM, 2 HDocker, WebAssemblyZ:, FISCO BCOS i FU AR B 5% F
Pibikit, BEFFRER X ZGRAEVM, FS SRR 2 R -

KR 5E&

P RALFIE R SE & T AL S &, e R R Z M AR-E R (1912~1954) & B —Fidh
SRR, 5| REIXREESUN, IR SLISRAAINT - BhiT - 1830 . AR, SR MR
REGIEIY . FAF & - HMEREERLERE S, BT @R A JE MR - IRE . 0%, X
BEABESCRF B R S5 B AN e i IO BRAAT, 5 R SRR R IR AR B AT X 5 -

20144Ff5 B X S BE R L THRIF R R/ PR RES Y, XIS RGESE R WmiEr, EXHEE
BREREARE (2 AR, ML, "HEWSE, et EMil, AT ESE —E k%
AN SHY, ZEFEEE?) (The Ricardian Contract) , 7] UFE I RE-E& LRI .

A LARPITIE TR B LR, RN AR PP 5 2 A2 BR A (3] 2 P4 8 R A\ B R, 5 45 AR
7, BB 85 —T, —MaNEEMIE, EPOARNES YA LMEIT, mRI M=
PNERIES, MBREATRESFRRBNERBIR . B DUEPLREI B t2 X HRAE S B I R SE it
BRRR)— P EEREN -

5.1.2 B & 0T

Tk BB A IREERR ALy N HE, BXRERE, AAERE. ANERERITE AR LIBER a2 5 52 2
EAZ S50, AR -PIE WS- ERAN) BTE, RELAETMEHRE, KR
BEEHRIEZ N ERAM—E ML, B T — NSRS, ZRREENEE, ABKEEER A
AFRRESRUE, — BSOS AT EIR - IEROVEEANLS], T LUK B BE 08 5 g oy v T e -
PIONEKRRBE AT - A - 28 - ZHENRTEHEAMS (HER, 725 ERIER LIAPRIETE R,
AR — R FIPBFTS: 2 T £ 75 Z R IE BRI ALE], AR HPOWTZEN M= REFENLH], ML AL
BRI, FEC G - FES—BUERBIENE - H 4TI R 7 # AT LUt AT Rig A flL -

AR REAE AR XIRBEBOR BIL S AR, & SRR sk, miARE - BRI S R, W
b FE S DURCKREFEREFAER AL S5 - BRERRERIRREL, I T ALS5-& MR E ML S50, R
| KA T L S A R 1] -

PERE
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HERETEDR

B RGO RE TR bR B B LAY TPS (Transaction Per Second) , B R EFPEEALFRFIHHIAHIAE 5
B, TPSHm, THEREME - XHEEAUHPIMEREFEIRER T TPSZAh, I ETINRTIE, ML/ NG

FRIARS TG 1528 5 SR B X IRBEMI 4% )5, 2 B0IE - s REMLIRE—RINRIEE, BIHIARS BTH BR
8], ANECAT T R4S — D XEUR100 80, S o i RN Beo D X R, BI—>/Nif o RAIPBFTHRIAHY
T, AME SRR, — B B ERAHEN, HilsamsFl SRR,

W L AR SR AE ORI — % IOTPSMIBRIART SEFT SR T, RESCRF 2 D IHRT Gt R TR « A F— Bl Tk
FIPBFTHREIRMI ARG, A MEAE AR R, FEIH 2 FETPS M, BRARFIEsEin. Bankis
il AR LR RO A R, AT DABGESX AN R RE -

HREMAL

PERERITE AL P T7 1A, I8 L& (Scale up) FISFATH /& (Scale out) - [l EF™FEARAEF PR A BIREAL
EAACBREFRE, WAGRIEHEAES, MR EAMERNRYE, RAEAINESE . 178 RiE R
EE RIFR) Ty R, TRCRHS A - S XETEUREBA R F  STHRALHE, HEE S
PEEBTR, MREAREE ZHIEK -

PERETEPIAEEORAY, REFECEANCPU ~ INFF - TERERLMG - ML LB DI oS, EBEETPSHISEN,
KR ERE BN, FERESHRE -

Zatt

G A RAVRARES, KEBREN GRS [ 25 50XRERS . £ RHRH, FELEMN
LI RO SRR IR, 1605 REAEREROURE . BHER . AR
R 71 B A

TRV REERIEARIER, [FEASSENER, R‘EZEE, 2ZePr, Wem
BRI e, R 2T HRESE, NFEZ5ENT2I0], RERMZE.

HEADLH

HEANLHIRET I RAEIE RN NHEFIMMABEZ BT, FEWEHHAIR - TS, SURFTEAR
W, FTREEHZTEASZE, AR EEHRETIE, RERETHZEENTT SIMAZIKN
2, NEIEMEAR DI AT AL S ARH - NSRS, YU TR ARKEEH2EICE
BE LB ATRERE BARSS B, B LR — U T AR A] LUEMIZITLIAFIA -

AR 2 il

BX B HE A PRI I BN [R] N G536 2% PRl Al OB 3L 5 O], M mT LIPS I & 2980 E - &8N

BERVIR - XEECRFED - RESEOHRFEL - 7 SBESAFE PR, BB ESHFE, LT UnA

B 2 R PRI 1l 45,

RS ELA A ER, AIEH B RE T A ARV H] (Role-Based Access Control) #1f, —4>

SERTRBAES NZEEME, XHRIER, NAFLAE, sHEEE, WEH, S1TAGLAT

;ETE?’%%;H?&E% SERMIREI A RESIREARE 24, " LURIE R FEATE LN, BEiRELES%
A RORE RN .

B RS

E T XIRBEZA AL 53 R A2 5 77 80 AL E A SR8, DU R RANIEIE, SRR LR
Brp, YA E B SRR 2, ERREEER D ABIRRARTES T, S AXEERART
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IRt H 23858 - Qs 3 = BRI IER R TR, DU s B R MIREA, 22—
MMREZZ A1 -

BRFACRIPE SER D EHRE, ZSRAMERGITRALSE, BE R/, PIRFEIREN, SR
HOMCER - P08~ RO - B8R - MHIBR - IRE 2L a MR TEE, @ HEEEMNSEEGE, £
Bl S FREREAT, SIANB=ZTRAMEIT, NBELEHEFLITHTEE.

FEBORE, ATLCRFIEEREGE, L5580 RS sl R S PR B 5 07 AU iR 0 200 ], R daT LIS
T EMEMPIUEN - RE2LHITRE . NEL . BES . A%, WHURETRREZ RN R
e

YERE

XS EE A TR RGN, “YEFR 2R AR MR YR T8, YRR AR ER
%%?S%EW%E%EEE,K%S%%ﬁ%%%%%@@%ﬁﬁ%ﬁ%ﬁ%,KT%%M*ﬁ?%
K -

TS KR EEREE, 257 ISR E O Rr8dE, EEEAS T _EAIRES SR,
TERHAH BB 2 58 N REVT MIAMEE - EREERORIIA R, BT 522 BORR 32 #2 80s sn # e
FEH TR WK IR H PT RERCA AR -

KR UM R EE, AT LOR W) PR B iSRG, MARVE L AL 4R g i i ) T REE: » AR D A BRACR TR 2L
AR EE BURSG, X BRI AT R AR, 0 B RS AORE 1 B IR BN R AU -

IS
BRI T

BRERBEIR R 2 2 57 A TIE, BUihlhl, ZanzE, WESEIE—RIIMRE, %ORMEEA
Z5HHTRA, TR, WIS ZFageik R, URRELSHEEGM, MaFeetit
Q%M@%%%%ﬁ%ﬁ&%%ﬂo%iﬁﬁ@,%E%%ﬁ%%mma%%%@%ﬁﬁﬁﬁﬁ#ﬁ@
(

— P APAEREG S BRI R XS 5T RFRHERBEE RN S, ERIHEMRIL, RIESFHEL
EAMABMOEES, WEEIMATITL, FEIMS52EEH, TAIMSS5SMzg, X
AR S LK IE BN RGEUE, ZRASMEEVIG EE—EREEMR, ks . I .
ANGUEITRANRE, FHAEMIRX BB, RIEFLLENIE, @l T B FESLIMN, 1T
NSERE, k- EE, WHHESE, ERIETREARN, ZRSNTDREE T ET RS -

FER &SR TG KRR L, &2 5 5 REMNERT s s S5 618, Arf i s - IR
e, WORREERTHEIERCR, (RIS 0IET, RG2S HhEE] T RE -

PRETRE

R — P XREE RGN REUPIR G RIE M SR EEARSSAS - W% NFF - BB, HEITEAE
AL B G EREIEERIERGY . Tl M 48m DAIRE RS - SR - 7Pl (A Boss, FREUXREE — it
A B TR ECE NIRRT g0, N T XREAGIWECE, GFAHRECE . BT SHEE,
HEECES, #EZ T EREE, SR TAMALE . SmOLW . LIRS 5TFIFRSE, BHmTE
TEEE, 6OfF%EHES . SDKE, XMIREEaFEFZAT, MAMIEBMARANERESE, RESH
PIEAST - RO - BCEMZER, SEERNIREER . EIHMRE, AR T RS ERT -

QAfATRE LA LS BRI AN, (EA AN RS , Pk, AA S M, BARAAR, FEMLUT
JUAEEATHEE: B, WELEEEY G, FuRRIERS . MBEIESIR - M A iE R
B MRS B PREFES L, NFFRAMSE, FRFarH, KBEs. 3 TRTHEMR
55, docker5 5 VAR AT LAFY B A X BEAOPRIEILF 5 -

WIE, WERZENIAEA, MAKRERERNE . BEEEMARRRE, RIRENE, B3hHERNT
B, EEREAREREEBZAT, RERJLPEBRENTETEMIT LK . L4BiTrEE.
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FISCO BCOSIEH BN IFE AR5, FRt 7 —EZN ey 17, WEIFAE PuliE 2 I A MiER
5, Rt IEEET R, mRSHMEKSHERS R, RIEHTEN . MESESHECE, EHMEX
WRES, T2 Db B FE AR o RIEFRB AT, R (8 & FE e X RBE A (R 48 A 2] JL 2 B
B/ NRFLLA -

HEia

X BREESRVAEIR 2 Z2900E, 1 Ink e, B ILM T ZE MR LOE, e EURE S REENE
M5 AL (BYAZI |, SBNEREEREK, AERK, TEHEEASBERSMZRE,
E—ENEZE, —BRNFEHETRCETTERNEE, MBEFEAERR, A—1TAEELelE, &
EHIRK AR, FIREHIG R AR EE A XES, B AR ARG H 7 i1t -

BIRRE EER L ORES . BEERE, PITT R, omUFEE - EREFES AR -

xf B BRI BRHERVEE, 3 SMESERIE— 1 ER, Ba—1EEINEEARESSE
it EANGGUE, IHAOEAR AT DU SUE R8I REIRAAE R, I R 2R nl Ei T 38 IE RO RE Sk LSO S5 7R
FERESK, & BT A EERE I RIERR, R ERRE, ELeEE Ehn] DI T 28
PRI

SRR RALSS, WA PFEEAFRFIEERYS, LTS AFRAPFER, SERIAFE 2 S
X, BMEESREMIAFEESRE, FAE - ERENEIE, SBEAEN LR, NESIEHELEZ T
TRADETEE - 7 KBRSt SR IRAED, RS FEE A S -
LEEBIREENIRAETT A, BORNEERAER, Z2RAERIIRF RS, ETHREEMEAIL
%

BHEEE

XREE RGN EAZ T2 PR ERRE 2, AR S RPRE R R E AR RS
IBYEN VR TR, Al EALER ) TR R ALE RS X ORBE R GU TR - 5 . B
B MERATE, TRz 4E R AR DL R TR -

BYEN GO BR R BB E SRR RG], BN RHENASEER - BIEHE . BFBTHE .
EHEENR, EAZ52WETHT, A EEEEERETRAZEERERMA A EEE, THE
P -

AGUsiTidBH, i RGO A M T IR T IR, W RGO EAR R TR, = I
I S EEA, ETiageRd o, T .«

S P AOLE R AR B REA I I IICPU S L« RGN S HAE I - RESIONE Ol - M EHEIRE S -
XEREE ARG AR E - ZHEMEUNITER, R g SRR B .

B0 REAFEWEO AT SORARENEI - O RARIRE.

S PRI FT DU S B S O TR, ST AN IR ) B RGO AT e, BT
REN B BB 4Eite - B4 NSRS ER, RARBEERENZE TR, BERSEE . BIUE
B OREIRE . AR

WA

bt KRB AR ST SREN AR, MEERRIERAT & LRSI, B KRR
GRS T AL T L A2 A0, FOR YRS - RT3 5 O

FH LR T E KRB RGN | FLEEMBEEHSER, BELERNEATE,
B Al g5 B IR B AL bt 7 A 8

U A LU T B A B KRB R R, B B OB R (TR, A RSP
WA, B2 RILSIE, NEISH, TLRKSRER H A RS, 3
WS BEA WPERTER, SFERLE

5.1. & 29



FISCO BCOS Documentation, Release v2.0.0-rc2

FISCO BCOSTEA AR, Thesen, it TR T EE BE &3 T 7 38 -

5.2 FEESE— X EREERNH]

AR ZNH—DETFISCO BCOSKIREER 5N A RIT A 2, NlSHRatr, 2E20m
BOTSEI, RENEE NG LA E 2 R, &5/ — 1N ARRESEI, @ 154
T Web3SDK SLHIRT X R EE_E A LRI i [A] -

KRR E R P AGELinux R EIA R, B & JavalF A AR GE, BEHS (F FGradle T B, #7&Solidity &
EIELTF R AR - Ed2ESHRR, RS T BRI LT A

L. GfRE— L S5 R A & TR IA

2. WA HFSolidity AN AL AL TavaZk

3. Al B & Web3SDK

4. g EE—RI, HEEKWeb3SDKE| N H T

. GfAliE T Web3SDKFE R A2 0, T fifWeb3SDKIA A 4248 1 Y[R 3
e SRR GIR SE BT B YRS, F P AT DAZE AR Al B RIS & B ORI -

W

Important: 1527% /3¢ U1 SERFISCO BCOSX SREERIFEEMIZHI & T B TAE, ARBAEF HRIER
BRSO FE PR Tt AT -

5.2.1 751 B FHRE 3K
XEBER R B AR, TS, XS R HEA ST SRS, A0SR Mt—4
WS HIE P ST R0, H RSl R I gE.

o BESYEIX BB b FET V7 1A

o REWSSTEURIRI P ek

o A LI F Y S

5.2.2 AT 552

FEXREE ETR AT &E, S5a kSRR, HaRmEBOT M EFES

2, B AYIT BT R
¥, TEBCER ERE R RS LN IMRINIE D, BEA A RO RALI -

pedrattann
FISCO BCOSTR ML & 2 CRUDT: A AR, AT LUl & A0IER, HXT AR AT MR-
BRI AN TR E T — MR T E ARt _asset, UERFEWOT:

o account: EHE, B IKF (stringZRAY)

* asset_value: 57/ & &(uint2562K7)

HraccountZ F 8, Hl#E(Et_asset RINFTHER AT, XIBEREZ 8 F B A1 E£ H TR AYid
Ko t_asset BB T:
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B Ot

IRV SSHIEAT B bR, RSB EM, Ik, ZWIhEE, SMIIRERMEOWT:

// BB RRR

function select (string account) public constant returns (int256, uint256)

// B

function register(string account, uint256 amount) public returns (int256)

/7 B

function transfer(string from_asset_account, string to_asset_account, uint256
—amount) public returns (int256)

SERIRES

pragma solidity 70.4.24;
import "./Table.sol";

contract Asset {
// event
event RegisterEvent (int256 ret, string account, uint256 asset_value);
event TransferEvent (int256 ret, string from_account, string to_account,
—uint256 amount) ;

constructor () public {
// s REH A t_asset

createTable () ;

function createTable() private {
TableFactory tf = TableFactory(0x1001);
// gﬁtiﬁﬁﬁﬁ, key : account, field : asset_value

/7 B (FR) / B i /
A [————— /
// account / asset_value /
A e et [ /
//

// QIR

tf.createTable ("t _asset", "account", "asset_value");

function openTable () private returns (Table) {
TableFactory tf = TableFactory(0x1001);
Table table = tf.openTable("t_asset");
return table;

/%
R ARIEE K B e
ZH
account : ﬁﬁﬁm&Fj
IEEHE B B
ZH—:  BIBREo0, MKFARFEERE -1
. FNSER AR, BT
*/
function select (string account) public constant returns (int256, uint256) {
// AT
Table table = openTable();
// Bl

Entries entries = table.select (account, table.newCondition());
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uint256 asset_value = 0;
if (0 == uint256(entries.size())) {
return (-1, asset_value);
} else {
Entry entry = entries.get (0);
return (0, uint256 (entry.getlInt ("asset_value")));
}
}
/%
iR o BN
account : ﬁﬁﬁﬂKF]
amount s B
0 BEEEM D
-1 B P 2R
-2 HAhER
*/

function register (string account, uint256 asset_value) public returns (int256) {
int256 ret_code = 0;
int256 ret= 0;

uint256 temp_asset_value = 0;

// ERIKFREE T

(ret, temp_asset_value) = select (account);
if(ret !'= 0) {

Table table = openTable();

Entry entry = table.newEntry();
entry.set ("account", account);
entry.set ("asset_value", int256(asset_value));

// FEA
int count = table.insert (account, entry);
if (count == 1) {
// I
ret_code = 0;
} else {
/7 KM TEANBRECE EEE R
ret_code = -2;
}
} else {
// WP ERFE
ret_code = —-1;

emit RegisterEvent (ret_code, account, asset_value);

return ret_code;

J/ *

iR - BT

ZH
from _account : R Bk
to_account : FERHEFEIK
amount : FERBERI

IREIE:

0 BRI

-1 ERH IR P AN
-2 BB IR P ANAE
-3 FHANE

-4 R

-5 Highx
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*/

function transfer(string from_account, string to_account, uint256 amount)

—public returns (int256) {
// B B E
int ret_code = 0;
int256 ret = 0;
uint256 from_asset_value = 0;
uint256 to_asset_value = 0;

/) BRI B

(ret, from_asset_value) = select (from_account);
if(ret !'= 0) {
ret_code = -1;

/) R AR
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

}

/) BB ?

(ret, to_asset_value) = select (to_account);
if(ret '= 0) {
ret_code = -2;

/7 BENCE T B PN
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

if (from_asset_value < amount) {
ret_code = -3;
VAR ¢ 2o b SRE XN
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

if (to_asset_value + amount < to_asset_value) {
ret_code = —4;
/7 BN A H
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

Table table = openTable();

Entry entry0 = table.newEntry();
entry0.set ("account", from_account);

entry0.set ("asset_value", int256 (from_asset_value - amount));
// BRI
int count = table.update(from_account, entry0, table.newCondition());
if (count != 1) {
ret_code = -5;

/7 KM TEANBREE A R 2
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

Entry entryl = table.newEntry();

entryl.set ("account", to_account);

entryl.set ("asset_value", int256(to_asset_value + amount));
// BRI

table.update (to_account, entryl, table.newCondition());

emit TransferEvent (ret_code, from_account, to_account, amount);

5.2. MEE—MXIREERH
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return ret_code;

}

¥: Asset.sol BARIEIIFEES| AFISCO BCOSEAHI— MR AA O N Table.sol , RS
B HIEE O FHFISCO BCOSIE 252 - M\ &S-& AT EHEIECRUD Oy, #F %‘—%I)\ﬁ%u/\
AN Table.sol EAFEMELO S 2 XH .

5.2.3 §A%mF
/N, BRI SSTERIZIT T 68 Asset . sol FIFFIES D, A T 5B, HEJavafEfF e
EEBE R Solidity 52, FFZ4E¥5Solidity &2 USRI N TavaSCHF -

EHIERETHRFELER, fU¥Aasset. sol BN HFF Econsole/contracts/solidity H¥ -
F|Fconsole H 3% MMt A Iso012 java . shl A FITHRIF, BAIEW -

# PI#E|risco/console/H¥x

$ cd ~/flsco/console/

# GIFEEY, FHIEE— " TavallBASE, T LURIESEPRIL B MR € 64
$

./sol2java.sh org.fisco.bcos.asset.contract

BITHIhZ G, FSFEconsole/contracts/sdk HxA M java ~ abifllbin K, W HNER-

|-— abi # HAiabi HE, Fllsoliditya?9miEERabi X4

| |-— Asset.abi

| |-— Table.abi

|-— bin # EMMIbinHE, Filsolidity&YmiEER b n3 1

| | -— Asset.bin

| | -— Table.bin

| -— contracts # T?E)’(solldit;/ﬁﬁ?ﬁﬁ%i% FrREmIE SN IENZEHE T
| | -—— Asset.sol # HEI#HKEMAsset.sol &Y, Kifitable. sol

| |-- Table.sol # ERINFEHEAYRLICRUD AL ST

|-- java # FHURIEIEESTE K Tava& e i

| |-— org

| |-—fisco

| | -—bcos

| | -—asset

| | -—contract
| |-—-Asset.java # Asset.sol &NERN Java i
| |--Table.java # Table.sol &AL Tava X4
|-— sol2java.sh

javaH & N 4 A Torg/fisco/bcos/asset/contract/f ¥ E H X, % H ¥ N fl &Asset.
javafliTable. javafi ™34, \EF'Asset.javaEJavar—)Eﬂﬁ)EﬂAsset.sol%?’\]%ﬁgﬁ"ﬁ(#o

Asset.javafEEREO:

package org.fisco.bcos.asset.contract;

public class Asset extends Contract {

// Asset.sol®?) transferfZFId AR

public RemoteCall<TransactionReceipt> transfer (String from_account, String to_
—account, BigInteger amount);

// Asset.solB? registerfZFII AR

public RemoteCall<TransactionReceipt> register (String account, BigInteger
—asset_value) ;

// Asset.solB?) selectiEHER

public RemoteCall<Tuple2<BigInteger, BigInteger>> select (String account) ;

// I#Eiasset &ML, Fllassetit G
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public static Asset load(String contractAddress, Web3j web3j, Credentials
—credentials, ContractGasProvider contractGasProvider);

// B assert.sol BN, EfassetX G
public static RemoteCall<Asset> deploy (Web3j web3j, Credentials credentials,
—ContractGasProvider contractGasProvider);

}

H A load 5 deploy bR U TH4 58 Assetif 5, FoAh 12 1 4351 FH SR FH F B i solidity & 2 RO 0, 1EAR A
ETFXEE/NE-

5.2.4 SDKE' &
A THRME T —Java TRRI HALFF & (# ), & 5eKEUava TR H .

# KB Tava TR H L4966

$ cd ~

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/asset—-app.
—~tar.gz

# fRESR gaval B Hasset ~app H ¥

$ tar -zxf asset-app.tar.gz

asset-appJil H ) H REEM Q0T

|-— build.gradle // gradleftE X4
|-— gradle
| | —— wrapper
|-- gradle-wrapper.jar // FAT F#EGradle LI SEH
| -— gradle-wrapper.properties // wrapperﬁ)ﬂfmﬂi‘]@ﬂﬁfg%\, tlﬁﬁﬂgradleﬁ/‘]ﬁﬁz’g%fglﬁ
—— gradlew // Linux8#FUnix FHTFHITwrapperfi{fishel 1HHI
—— gradlew.bat // Windows FHTHITwrapperfid Rt FHA
-— src
|-— main
| |-— Java
| |-— org
| |-— fisco
| | -— bcos
| |-— asset
| |-- client // WEEFImMAHZE
| |-— AssetClient. java
| |-- contract // JHEJavaGHIR
| | -— Asset.java
|-— test
|-— resources // TERURISBIRIH:
|-— applicationContext.xml // MiHE E 4
|-— ca.crt // R#fffcalE$
|-— node.crt // XEEcalF$
|-— node.key // TEIUEP
|-— contract.properties // THEERE-SLMINERI SO
|-— log47j.properties // HERCEH
|-— contract //fElsolidityZ3
| -— Asset.sol
|-— Table.sol

-— tool
|-— asset_run.sh // THZfTHIZA

i H 5] AWeb3SDK

i H fbuild. gradle XX B 5| AWeb3SDK, AFEMBH . HEI AT ENBIT:
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* Web3SDK5| A T AR Bsolidity w23 MH Kjarf, FtEouild. gradle UHFHFERILAKITHY

repositories {
maven {
url "http: //maven.aliyun.com/nexus/content/groups/public/"
}
maven { url "https: //dl.bintray.com/ethereum/maven/" }
mavenCentral ()

* 5] AWeb3SDK jarfJ,

compile ('org.fisco-bcos: web3sdk: 2.0.0-rc2'")

MR SR EH

o XBREET RIEPECE
P8 LXK ERBE TS m00F N AU SDKIE S

# HA~HF
# UL SR I H %R B 3R
$ cd ~

$ cp fisco/nodes/127.0.0.1/sdk/* asset-app/src/test/resources/

¢ applicationContext.xml

TR W R B R & E Mirpe_listen_ipv127.0.0.18% #0.0.0.0, channel_port 720200,
MapplicationContext .xmlfit & A HMBMN - FXLET S E G NS, FEREBENE
HBapplicationContext.xml, EAIESHESDKHH Y-

5.2.5 WEH%

BATEENE T e 5 2R B 51 AU ELEWeb3SDK, AT /4B U058 15 Javate F R H &4, [F]
FELIRGI BT P B UL o asset-appPi H OB &R FI R 7RH8IRIES, AT IEREH, BENAZ0
FassetClient HEIT 5L .
AssetClient.java: BT Hasset. javaE MM G ANMHFE S5 WA, B12/src/main/java/
org/fisco/bcos/asset/client, RN HMBEEE LI HIT -

s WAL

VIR AR ) 3 B2 T BE N4 3 Web3j 5 Credentials i 5, 53X B W G2 78 Bl B X6F B A & 2 06 R R F A 2N
) deploy B% # load PR E) s 75 Z A5 A -

// BElinitializeFIHITHIIENL

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService () ;
channelEthereumService.setChannelService (service) ;

// W web 3 5515

Web3j web3j = Web3j.build(channelEthereumService, 1);

// Wt credential sk

Credentials credentials = Credentials.create (Keys.createEcKeyPair());

o MEELIRIT 5

36 Chapter 5. ﬁﬁ


../sdk/sdk.html#spring

FISCO BCOS Documentation, Release v2.0.0-rc2

A LLE F deploy 8 load M EUHI IR AL B N 5, IE R RAR, BB EHTIREESY, JFEE
BACEREH B OIS IR -

/7 HEEY

Asset asset = Asset.deploy(web3]j, credentials, new StaticGasProvider (gasPrice,
—gaslLimit)) .send();

7/ AR

Asset asset = Asset.load(contractAddress, web3j, credentials, new_
—StaticGasProvider (gasPrice, gasLimit));

- O
FER-E LR SR R O, AR [EIS55R «

// selectBEHHH

Tuple2<BigInteger, BigInteger> result = asset.select (assetAccount) .send();

// registerf& A

TransactionReceipt receipt = asset.register (assetAccount, amount).send();

// transferf&[

TransactionReceipt receipt = asset.transfer (fromAssetAccount, toAssetAccount,

—amount) .send () ;

5.2.6 &fT
A O E A BE X ST & P N A TE TR S T Thee, B TR LLEAIE, Wis
THRE RS IEH -

. ik

# PIEIIE H &

$ cd ~/asset-app
# G H

$ ./gradlew build

R E, ER AR AR T A fdise B R - distHR FE—asset_run. shllA, FHTHE
7+ BUEFFIE—— S EA S A E FHORIK -

o IBAasset.sol G

# it ANdist B3

$ cd dist

$ bash asset_run.sh deploy

Deploy Asset succesfully, contract address is |
—0xd09ad04220e40bb8666e885730c8c460091a4775

o EM B

$ bash asset_run.sh register Alice 100000

Register account succesfully => account: Alice, value: 100000
$ bash asset_run.sh register Bob 100000

Register account succesfully => account: Bob, wvalue: 100000

- HEH

$ bash asset_run.sh query Alice
account Alice, value 100000

$ bash asset_run.sh query Bob
account Bob, wvalue 100000
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S bash asset_run.sh transfer Alice Bob 50000

Transfer successfully => from_account: Alice, to_account: Bob, amount: 50000
$ bash asset_run.sh query Alice

account Alice, value 50000

$ bash asset_run.sh query Bob

account Bob, wvalue 150000

BEE ZBib, BANES AN L, EA%%, SDKELE 5HIFRIE T — 1 TFISCO BCOSELHI X
EREE RN -

5.3 IE L HFAHIRMN

AEFELEBHMMATZHEAMAEIN RG], F8FETHROTHNE:
o THEUATF Fbuild_chain. shBlfE L HFH XL A,;
o Tf#build_chain.shBERZHHHXREZ R HRHEASIER;
o WM EINZXIREETT A, ol H S EE S HHLIRE,
o M EAREL AL S, Hdd H EEERE NIRRT,
o TERRENT SEHE, BT REAN . BMEE
o T fRUTETERE -

Important:
* build_chain.shi@ ] T & B FARLE & PO B BEMF R, AN SCREY 248 4E
o FEREAA IO SEE, WM Sl g TR

5.3.1 ERHIMNIIFITEZ A

WNE L ERAEMIT M AT 2 HA MR TN X HREE R A R B R R
« BTN B0V SFERETZ MRE, sT2RIMNE, EtERHET AR,
BITA BN,
 HEEH: KREFEITAHETZ MRA, TRATZHARMSHEET &, 8EF LS
P NCIEER
BH1 <+

e BiH2 <> 12?g%1 127.(;}.(1.1

,’ ,’ T —

- * T
&R s o | |
%
<y E

127.0.0.1 127.0.0.1
node3 node2

Fadl
SR i

NI DE-ET S EARIMIL T m T 2 HXREE NG, A BT BR A
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5.3.2 LK

HFEFISCO BCOSXIRBETI fifil, FF#&%openssl, curl R, BikaoaT.

# CentOS
$ sudo yum install -y openssl curl

# Ubuntu
$ sudo apt-get install -y openssl curl

# Mac OS
$ brew install -y openssl curl

5.3.3 BT

ARELME EEFTREERNL s P - ZBE . Y RRERAMIEINAG], N EEZEEEH T
EIEXREEHM T

* agencyA: fE127. A EENT A, RN Tgroupl ~ group2 s group3;
AEENT A, B Tgroupl;
OB A, BToroup2;

AEFENT A, BTgroup3.

* agencyB: fE127.
* agencyC: fF127.

o O O O
o o O O

* agencyD: F127.

Important:

o KERMAZEF, NEWEFEZNT AEELER — P8, EUURTE YLE8 58 LR E T R
H. 2% WL E

« BEMBHIN T, BOT R ORG Pagency AT R)E THrE#A, MEE&E, BURAMEETH
REBLF HIPLES

. %7FFJH1%§3‘§'%1’EH¢, R A NS RIIPH S AR SR 48 LRI R ALES R B, BEERE AR/ EIIT—
X!

FyE B X B 77 B SRR

build_chain. sh3Z FRAEE RTINS HFAH X RBEREE, A0 AR A 2 TP T X HREE T R BLE SR
HEA A

$ mkdir -p ~/fisco && cd ~/fisco

# RBbuild chain.shiZ

$ curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\." |_
—~sort —u | tail -n 1 | cut -d \" —-f 4 /build_chain.sh && chmod u+x build_chain.sh

BT X B R GTRCE X

# ENXREERLE X ip_1ist
$ cat > ipconf << EOF
127.0.0.1:2 agencyA 1,2,3

127.0.0.1:2 agencyB 1
127.0.0.1:2 agencyC 2
127.0.0.1:2 agencyD 3
EOF

# BEREXMip 1istNE
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S o W 2

cat ipconf

TGRS BT B F R AT & L

ip:num: YN IPLANYHNL AT S ECE
agency_name: HWZHR

# group_list: TAFTBHHASIER, NEHAHLUES 3R

127

127

.0.

127.0
.0.

127.0

0

o O O

1:2 agencyA 1,2,3
:2 agencyB 1
:2 agencyC 2
:2 agencyD 3

= e

% F build_chainfifl A<+ 3 B2 J [X L85 7 5 BE B S0 %
build_chainffHEESE X .

# WRIBALEAERER X FEAIENERY30300~30301, 20200~20201,

$ bash build_chain.sh -f ipconf -p 30300,20200,8545
Generating CA key...

Generating keys

8545~8546Y V& H# 5 H

Processing IP:127.0.0.1 Total:2 Agency:agencyA Groups:1,2,3
Processing IP:127.0.0.1 Total:2 Agency:agencyB Groups:1
Processing IP:127.0.0.1 Total:2 Agency:agencyC Groups:2
Processing IP:127.0.0.1 Total:2 Agency:agencyD Groups:3

...... b mg Eo AR . ..

[INFO] FISCO-BCOS Path ./bin/fisco-bcos

[INFO] IP List File : ipconf

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP 127.0.0.1:2 127.0.0.1:2 127.0.0.1:2 127.0.0.1:2
[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntul6/fisco/nodes

[INFO] CA Key Path /home/ubuntul6/fisco/nodes/cert/ca.key
[INFO] All completed. Files in /home/ubuntul6/fisco/nodes

# AR SO
nodes
|-—— 127.0.0.1
| -— fisco-bcos
| == node0

|-— conf #7175 00E HE
| |-— ca.crt
|-— group.
|-— group.
|-— group.
|-— group.
|-— group.
|-— group.3.ini

| -— node.crt

| -— node.key

\ ‘—— node.nodeid # il3¢ T A Node ID[ER
|-— config.ini #7175 HE 1

|-— start.sh #1A/EoNHIA

'—— stop.sh #TT AT IR IR

.genesis
.ini
.genesis
.ini

w NN =

.genesis

—-— nodel

|-— conf

BLAbEmE E AL . ...

Note: 4R XEREET GUBE T AFRIYIEAL, 2R XEREETT 5% DUEIAE ML A0 AL
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TR start_all. shifflstop_all. shifl A S shAIE E77 5 -

# EANT AR HEZ
$ cd ~/fisco/nodes/127.0.0.1

# BB R

$ bash start_all.sh

# BET A

$ ps aux | grep fisco-bcos

ubuntulé 301 0.8 0.0 986644 7452 pts/0 S1 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node5/../fisco-bcos -c config.ini

ubuntulé 306 0.9 0.0 986644 6928 pts/0 Sl 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node6/../fisco-bcos -c config.ini

ubuntul6 311 0.9 0.0 986644 7184 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node7/../fisco-bcos -c config.ini

ubuntulé 131048 2.1 0.0 1429036 7452 pts/0 Sl 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node0/../fisco-bcos -c config.ini

ubuntulé 131053 2.1 0.0 1429032 7180 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini

ubuntul6 131058 0.8 0.0 986644 7928 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node2/../fisco-bcos -c config.ini

ubuntulé 131063 0.8 0.0 986644 7452 pts/0 S1 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node3/../fisco-bcos -c config.ini

ubuntulé 131068 0.8 0.0 986644 7672 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/noded/../fisco-bcos -c config.ini

BEMALIRE

NE X HGE, £ FEFOT S S H H++H F . & Hl F , noded~ nodelld]
st I ?groupl\ group2%ﬂgroup3; node2\ node3@ Tgroupl; noded- node5/&
Fgroup2; node6- node7/& Tgroup3, H i jFtail -f nodex/log/+ | grep "++"& FH
B AR RIET -

Important:
TEEFLRITH +++ HE, +++ HEFEE X
#ZHID
* blkNum: Leader™ i A AT IX BR 5
tx: FIXRABE S HIZFHEH
* nodeIdx: AT HES;
o hash: FIRTT G4 B HHT XERIG A

# BHnodel grouplizBIEHW IR (ctri+ciBEIMATT)

$ tail -f nodeO/log/* | grep "g:1l.x++"

info|2019-02-11 15:33:09.914042| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—~seal on,blkNum=1,tx=0,nodelIdx=2,hash=72254a42....

# BEnodel group2f&iEiE iR

$ tail -f nodeO/log/* | grep "g:2.x++"

info|2019-02-11 15:33:31.021697| [g:2][p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=3, hash=ef59cfl7...

# ... BEEnodel, nodel i HBNMHHEBRLERIISE L LBIERE. ..

# BFnode3 groupl% G IEH IR
$ tail -f node3/log/*| grep "g:1l.x++"
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info|2019-02-11 15:39:43.927167| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=5e94bf63...

# BFnodeb5 group25’: T E R

$ tail -f node5/log/* | grep "g:2.x++"

info|2019-02-11 15:39:42.922510| [g:2][p:520] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=2, hash=b80a724d...

BLEZEH G

1554 & 38 13F Web3SDK £ H2FISCO BCOS T 4., *ﬂém’ﬂ:ﬂ%ﬂk/w B ENEThRE, e alsk
BRI HEAEE - EH EI8FHNES %X

Important: %] & KHi T Java 8LL_ERIZ, Ubuntu 16.04 3R 5 % 3Eopenjdk S8R A] - CentOSTE % $0racle
Java 8L _FRRR -

#0|2 fiscoE ¥
$ cd ~/fisco

# REEHIE
$ bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—download_console.sh)

# AR G BRIEE R

$ cd console

}% I group2%,ﬁiﬁ%@ﬁﬁ%”zﬁ [iyEn=! f’\‘
$ cp ~/fisco/nodes/127.0.0.1/sdk/* conf/

He

# K nodeof)channel_listen_port
$ grep "channel_ listen_port" ~/fisco/nodes/127.0.0.1/node*/config.ini

/home/ubuntulé6/fisco/nodes/127.0.0.1/node0/config.ini: channel_11i
/home/ubuntul6/fisco/nodes/127.0.0.1/nodel/config.ini: channel_1i
/home/ubuntul6/fisco/nodes/127.0.0.1/node2/config.ini: channel_11i
/home/ubuntul6/fisco/nodes/127.0.0.1/node3/config.ini: channel_1i
/home/ubuntul6/fisco/nodes/127.0.0.1/noded/config.ini: channel_listen_g
/home/ubuntulé/fisco/nodes/127.0.0.1/node5/config.ini: channel_listen_port=20205
/home/ubuntul6/fisco/nodes/127.0.0.1/node6/config.ini: channel_listen_port=20206
/home/ubuntul6/fisco/nodes/127.0.0.1/node7/config.ini: channel_listen_port=20207

Important: FRTES]GEZT A, FEHIGERIT RS S BCE AT

I @& ¥ # & Bt & X ffconf/applicationContext .xmlfJ B B W T, #E il &5 Mnode0(127.0.0.
1:20200) K5 = groupd, EHIGHAEAEESH XL

cat > ./conf/applicationContext.xml << EOF
<?xml version="1.0" encoding="UTF-8" 72>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://

—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://

—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalLocation="http://www.springframework.org/schema/beans

http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
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http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop—-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- O:standard l:guomi -->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.

—handler.GroupChannelConnectionsConfig">

<property name="allChannelConnections">

<list>

<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="2" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
<bean id="group3" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="3" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>

</list>

</property>

</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>
</beans>
EOF

R G

$ bash start.sh
# HiH T IRME EREREAY BNNEKRE conf/applicationContext . xm1H i b 1AL E 2 5 IE

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \ / \/ \ | \ 7/ \ / \ / o
=\
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| $35S55555\8S5555] $89585 1 $S8855] $85555\ | $SSSSS8] SSSSSS1 $S88SS| $9888
Igié_ I $S 1 SS__\$| $3 \$I $5 | $$ | S5/ $1 $9 S| S5 | $1 95\
f:i \ | 55 \8$ \| S8 [ $$ | $$ | $$ S I S 1 $5\8$
I;};$$$$ I S5 _\$5SS$81 85 _| S5 | $S [ $3588881 S I $S5 | SS_\$55SS
IHié 1SS NI S oSS/ 1 ss_/ S8 | SS_/ $1 S5/ 1 Sss__/ $I \__|
I;}zz | $5 \\$$ EEAL-E SS\$$ $9 | $$ SS\$s SS\8$ SS\8$

Téz \$55555 \$55558 \8S55558 \$55558 \$555555  \855558 \$55558 \$5555

[group:1]>

AKX 5
EVECE TEHRE, ARG A HEALLS -

Important: AL, FREBIIKAM B, WFEDMER 5N S SEOREE X HE EE N,
AN HEIN AR X B

BB ZEZ S

# ... lgrouplXX5. ..

$ [group:1]> deploy HelloWorld

contract address:0x8cl7¢cf316cl1063ab6c89df875e96c9f0£f5b2£744
#ﬁ%m@qﬂ%ﬁﬁ%AH%%mﬁlﬁﬁﬁﬁﬁﬁ,EW%@ﬁgmwﬂﬁﬁﬁﬁEﬁ
$ [group:1]> getBlockNumber

1

#o... rﬁJgroupZﬁff%. ..

# PIHE]group2

$ [group:1]> switch 2

Switched to group 2.

# Mgroup2K 35, REIZGEREZAZHFERY), TNEREgroup2@ HHIREHR
$ [group:2]> deploy HelloWorld

contract address:0x8cl7c£f£316cl063ab6c89df875e96c9£f0£502£744

# BHgroup2 B HIHRE, HEIGINN 1RIAHRIER, BNERE group22 T IHIRER
$ [group:2]> getBlockNumber

1

# ... llgroup3&X5. ..

# UHElgroup3

$ [group:2]> switch 3

Switched to group 3.

# Mgroup3&3L5, RIS 57 R AATE 5 HRE R

$ [group:3]> deploy HelloWorld

contract address:0x8cl7cf316cl063ab6c89df875e96c9f0£f5b2£744

# BEgroup3HaiRE, e NIRAEIIER, SUEREgroup3f B ILIRIER
$ [group:3]> getBlockNumber

1

# ... URBINEENE, EH AR Rgroupd NEE, HRIH A FIHgroupdl& . ..
$ [group:3]> switch 4
Group 4 does not exist. The group list is [1, 2, 3].
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# RHES A

$ [group:3]> exit

BEHE

TEHEE, SFitReport HE, HES M FESXWT:

Important:

TEEH—TFR, £FTH—%ReportH &, ReportH HEHFEFBEES LW T:

e g:: FEAID

o num: HEREE;

» sealerIdx: FIHTIHESl;
e hash: XHRIEF;

e next: M RXREE;

s tx: XEREEHZSE

* nodeTdx: HHFITIHZES|-

# FEATTE HE
$ cd ~/fisco/nodes/127.0.0.1

# BEFgroupl HIRIFH: HEXHE

$ cat nodeO/log/* |grep "g:1.xReport"

infol2019-02-11 16:08:45.077484| [g:1][p:264] [CONSENSUS] [PBFT]""""""""Report, num=1,
—sealerIdx=1,hash=9b5487a6...,next=2,tx=1,nodeIdx=2

# ﬁE‘group?ﬁHﬂl"%?ﬂ: BEr X AE

$ cat node0/log/* |grep "g:2.xReport"

info|2019-02-11 16:11:55.354881| [g:2][p:520] [CONSENSUS] [PBFT]""""""""Report, num=1,
—sealerIdx=0,hash=434b6e07...,next=2,tx=1,nodeIdx=0

# BEgroup3HIRIENR: BHXE 4

$ cat node0O/log/* |grep "g:3.xReport"

info|2019-02-11 16:14:33.930978| [g:3][p:776] [CONSENSUS] [PBFT]""""*"*"*"Report, num=1,
—sealerIdx=1,hash=3a42fcdl...,next=2,tx=1,nodeldx=2

TR
S5, FISCO BCOSHIRHERE T MM AZITEE A, WAlR T SONTE EREMIPR, AN 4HIES
%

o
TRENETEHT, EHEEESH RS G RIET -
=%

AR EE L Kinode2 il Agroup2 il AU E B PIREEA, IIAFTTT A,

Important: F77 SNAREERT, BEWR:
o FTINANodeIDF77E
o HANT SIEFEHIE: EESRNT A2 H+++HE

¥ N group2 B 4H L & Flnode2

# AT HE
$ cd ~/fisco/nodes/127.0.0.1
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# ... Mnode0¥ Ul group2MIBLE | node2. . .
$ cp nodeO/conf/group.2.* node2/conf

# ...HJ3node2 (EBEHHET HIEFHEIR) ...
$ cd node2 && bash stop.sh && bash start.sh

KB node2 77 AID

# WL node2iinode 1D, ¥node2lIA\E|group2i f%i%node ID
$ cat conf/node.nodeid
6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132f63d355965¢c3502bed7a04425d99

dcfb7694alcl

BT FEH S Mgroup2 X £ %, Rnode2i AF|group2

# .. EEIERIG S, HESERE (BEEE$HEgroup2)

$ cd ~/fisco/console && bash start.sh 2

# .. BN EH B R node2 I AN FRT AL L.
# 1. BELEHIRAT RIIE

$ [group:2]> getSealerList

[

—9217e87c6b76184c£70a5a77930ad5886ea68aefbcceld09%0db799%9e45b520baa53d5bb9%a5edddeab94 ]

—

—227c600c2e52d8ec37aa9£f8de8db016ddclc8a30bb77ec7608b99%€e2233480d4c06337d2461e24c266]

—

[

f51d£f179d54d4

| 7Tb6fdb3acfab

—7a50b646fcd%9ac7dd0b87299f79ccaaZ2ad4b3af875bd0947221babdeclclbad4add7£7£690c95¢cf3e796296cf4adc989f

—

—8b2cd4204982d2a2937261e648c20fe80d256dfb4d7bda27b420e766978970b0b0ebb42c140b4e8bf0£f27
]

# 2. Fnode2 I ANE|FLIRTT S

# addSealer)gHIFIZEUE LK node 1D

$ [group:2]> addSealer,

—6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢c3502bed7a04425d
{

"code":0,

"msg" :"success"

t

# 3. BELATAIIE

$ [group:2]> getSealerlList
[

fee64c946039

9cdcfb7694al

—9217e87c6b76184cf70a5a77930ad5886eab8aefbcceld09bdb799e45b520baab3d5bb9%abedddeab94]51df179d54d4

—

—227c600c2e52d8ec37aa%9£f8de8db016ddclc8a30bb77ec7608b99ee2233480d4c06337d2461e24c266]7b6fd53acfab

—

—7a50b646fcd9ac7dd0b87299£f79ccaaz2adb3af875bd0947221babdeclclbadadd7£7£690c95cf3e796296cf4adc989f

—

—8b2c4204982d2a2937261e648c20£e80d256dfb47bda27b420e76697897b0b0ebb42c140b4e8bf0£27

—

—6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢3502bed7a04425d
o # BHIMAT A

]
# KW group2X it

$ [group:2]> getBlockNumber

fee64c946039

9cdcfb7694al
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2

#... Hlgroup2X L%

# WEHelloworld&?N, Wi &4IMNE, HENTREBRMW, HRE group2HIREN
$ [group:2] deploy HelloWorld

contract address:0xdfdd3ada340d7346c40254600aed4bb7a6cd8e660

# Pllgroup2Yaitim, WmEMN3, HREAL, HREgroup23tiR N
$ [group:2]> getBlockNumber
3

# IBHIEHIG

$ [group:2]> exit

HEBEBFMAT SHRIE5

# ENT AE R R

cd ~/fisco/nodes/127.0.0.1

# BETELFEN (ceri+aREM4AT)

$ tail -f node2/log/* | grep "g:2.x++"

info|2019-02-11 18:41:31.625599| [g:2][p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=4,tx=0,nodeldx=1,hash=c8aled9c...

...... g NNk

# BEnode2 group2HiRIGH: HFiX R4

$ cat node2/log/* | grep "g:2.xReport"

info|2019-02-11 18:53:20.708366| [g:2] [p:520] [CONSENSUS] [PBFT]"""""Report:,num=3,
—1dx=3,hash=80c98d31...,next=10,tx=1,nodeIdx=1

# nodeZ@ReportTlﬁ;%%}BFI'\T[XIT\‘, iﬁHﬂHOdGZEé’"ﬁﬂ)\group2

# FET A ER o fFIETA
$ cd ~/fisco/nodes/127.0.0.1 && bash stop_all.sh

5.3.4 H1T7£4H

HATZH XTI R T ES BEIFRTNX SRR @ VAR, DI S 1T 28 R 5N H
o BEAL: AU A, TAIPYIN127.0.0.1;
o BEH2: EFEUATE, TAIPYEIN127.0.0.1-

Important:
« ESXNAGET, ARICRENT AHEER—GYLE  EUURNE L8 M8 & T n2H
o WNERHHITEZEY BE, X EUEAIE groupl
s HATEZEYRT, T AMARR ERHARES BIRAM TN

i s B ZEL DU T R X R B
Fibuild_chain.shffl A4 i B 2H DU 5 L X BRBETY LB SCH 3R
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$ mkdir -p ~/fisco && cd ~/fisco

# HKElbuild chain.shiZ

$ curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\." |
—sort —u | tail -n 1 | cut -d \" -f 4  /build_chain.sh && chmod u+x build_chain.sh
# AN BRI T S XREE (IR, BWEAD T A ARE A R L L)

$ bash build_chain.sh -1 "127.0.0.1:4" -o multi_nodes -p 20000,20100, 7545
Generating CA key...

Generating keys
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 20000 20100 7545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntulé/fisco/multi_nodes

[INFO] CA Key Path : /home/ubuntul6/fisco/multi_nodes/cert/ca.key

[INFO] All completed. Files in /home/ubuntul6/fisco/multi_nodes

BEIETE T A

# AT R HEE
S cd ~/fisco/multi_nodes/127.0.0.1
$ bash start_all.sh

# BERIFEER
$ ps aux | grep fisco-bcos

ubuntul6 55028 0.9 0.0 986384 6624 pts/2 Sl 20:59 0:00 /home/
—ubuntul6/fisco/multi_nodes/127.0.0.1/node0/../fisco-bcos —-c config.ini
ubuntulé6 55034 0.8 0.0 986104 6872 pts/2 Sl 20:59 0:00 /home/
—ubuntulé6/fisco/multi_nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini
ubuntul6 55041 0.8 0.0 986384 6584 pts/2 S1 20:59 0:00 /home/
—ubuntul6/fisco/multi_nodes/127.0.0.1/node2/../fisco-bcos -c config.ini
ubuntul6 55047 0.8 0.0 986396 6656 pts/2 Sl 20:59 0:00 /home/

—ubuntul6/fisco/multi_nodes/127.0.0.1/node3/../fisco-bcos —-c config.ini

BE T AIRER

# BEnodeoFEN (ctri+ciBREIm4A1T)

$ tail -f nodeO/log/* | grep "g:1l.x++"

info|2019-02-11 20:59:52.065958| [g:1][p:264] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=2,hash=da72649%e...

# BHFEnode1IIREMN,

$ tail -f nodel/log/* | grep "g:l.x++"

info|2019-02-11 20:59:54.070297| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=0,hash=11c9354d...

# EFnode2FLIIHFN,

$ tail -f node2/log/* | grep "g:l.x++"

info|2019-02-11 20:59:55.073124| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=1,hash=b65cbac8...

# BEnode3HiIRE N

$ tail -f node3/log/* | grep "g:l.x++"

info|2019-02-11 20:59:53.067702| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=0467e5c4...
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¥ group2/in A X S8

HITZHXREGE DM HEH K genes i sELE LR, {E[grouplidNF, AHFHS -

# AT HHEE
$ cd ~/fisco/multi_nodes/127.0.0.1

# Il group1 WELE

$ cp nodeO/conf/group.l.genesis group.2.genesis

# B H 1D

$ sed -1 "s/id=1/id=2/g" group.2.genesis
$ cat group.2.genesis | grep "id"

# CIEKE id=2

RAELEPE BN &

cp nodeO/conf/group.2.genesis nodel/conf/group.2.genesis
cp nodeO/conf/group.2.genesis node2/conf/group.2.genesis
cp nodeO/conf/group.2.genesis node3/conf/group.2.genesis

W A e

# BEAEDTA
bash stop_all.sh
$ bash start_all.sh

U

BERALRER

# BHEnode0 group2#HiRIFUL (ctri+ciBEGFS1T)

$ tail -f nodeO/log/* | grep "g:2.x++"

info|2019-02-11 21:13:28.541596| [g:2] [p:520] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=2,hash=f3562664...

# BFnodel group2FLiFHEMN,

$ tail —-f nodel/log/* | grep "g:2.x++"

info|2019-02-11 21:13:30.546011| [g:2][p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1, tx=0,nodelIdx=0,hash=4bl7e74f...

# BFnode2 group23LiFFMN,

$ tail -f node2/log/* | grep "g:2.x++"

info|2019-02-11 21:13:59.653615| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,,
—seal on,blkNum=1,tx=0,nodeIdx=1,hash=90cbd225...

# BH&node3 groupZi@ﬁﬂ%ﬁﬂ

$ tail -f node3/log/* | grep "g:2.x++"

info|2019-02-11 21:14:01.657428| [g:2] [p:520] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=3, hash=d7dcb462...

AR S
R &

LR TEIES G, HHT TEBENEER G, SRR &H T~/ fiscoB F:

cd ~/fisco

KRR G

bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—download_console.sh)

Uy S Uy S
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BLEEH G

# gfﬂzchanneliport
$ grep "channel_ listen_port" multi_nodes/127.0.0.1/node0/config.ini
multi_nodes/127.0.0.1/node0/config.ini: channel_listen_port=20100

# FEAEHIE BE

$ cd console

# P SR

$ cp ~/fisco/multi_nodes/127.0.0.1/sdk/* conf

Bl 7 & #H & Bt B X fFconf/applicationContext.xmlff] it & 1 F , #Enode0d (127.0.0.
1:20100) LECE T B group (grouplfigroup2)

cat > ./conf/applicationContext.xml << EOF
<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop—-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- 0O:standard l:guomi -->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—~handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20100</value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="2" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20100</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
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<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>
</beans>
EOF

BT G MR RS

# ... JBEhEHE
$ bash start.sh
# Wit N EERHESR G BT, FEhE, BREESEEIT - channel listen portlERARIE

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \ 7/ \ / \ | \ / \ 7/ \ / o
=\
| $SSSSSSSNSSSSS | $8S8S8S8S5 | $888S851 $55855\ | $SSSSSS|  SSS8SSS| $S88SS8S| $8S88
<5\
[ $S__ I $$ 1 $S__\$| $$ \$| S5 | S8 | SS_/ S| $S \S1 $5 | $1 ss___\
=83
[ $$ N\ I $$  \$$ \| $3 [ S | $8 | $S S1 ss | $$ | S$S\$$ o
=\
| $55S8 | S _\$55S8S88| $$ 1 $s | s | $SSS88s| $$ — 1 s | $S_\$$s5s
<5\
| $$ _Lss_1 NI S S$S__/ | SS__/ $8 | SS__/ S ss__/ | S5/ $1 \__I
=83
| $S | $$ \\$s$ SS\S$S SS\$S $S | $S $S\$5 SS\$S SS\$S
=83
\$$ A$SSSSS \$SSSSS \$55558 \$55559 \$SSSSSS \$55558 \$55558 \$5555
=S
# ... Mgroupl X5 . ..
# KB FIH &
$ [group:1]> getBlockNumber
0
# Mgroupl¥fEHellowor1d&?N, HEERW, EREgroupl HIEBRIER
$ [group:1]> deploy HelloWorld
contract address:0x8cl7cf316cl063ab6c89df875e96c9f0£f5b2£744
# KRB R, BRERENN, BREgroupl HIRERIEHE
$ [group:1]> getBlockNumber
1
# ... llgroup2& 5. ..
# UHElgroup2
$ [group:1]> switch 2

Switched to group 2.

# REX S AR

$ [group:2]> getBlockNumber

0

# rﬂgroupZ%K%HelloWorld/ﬁ\?ﬂ

$ [group:2]> deploy HelloWorld

contract address:0x8cl7c£316cl1063ab6c89df875e96c9£f0£5b2£744
# REUCH AR, EREREEN, BREgroup2HiIRR B IEHR

$ [group:2]> getBlockNumber

1
# BRHESS
$S[group:2]> exit

i HEEE T A HBRE
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# DIHRET SR
$ cd ~/fisco/multi_nodes/127.0.0.1/

# Eﬁgroupl HEVF, ﬁﬂReportTﬁ’?ﬂ:groupl HIH o 1 EER

$ cat nodeO/log/* | grep "g:1.xReport"

info|2019-02-11 21:14:57.216548| [g:1][p:264] [CONSENSUS] [PBFT]"*"""Report:,num=1,
—sealerIdx=3,hash=be9%61c98...,next=2,tx=1,nodelIdx=2

# BEgroup2 UGN, BE|Report )BT group2l I m 1/

$ cat nodeO/log/x | grep "g:2.xReport"

info|2019-02-11 21:15:25.310565| [g:2] [p:520] [CONSENSUS] [PBFT] """ Report:, num=1,
—sealerIdx=3,hash=5d006230...,next=2,tx=1,nodeldx=2

F T R

# BETEEHE ¢6 (FIETA
$ cd ~/fisco/multi_nodes/127.0.0.1 && bash stop_all.sh

5.4 AN EE TR

FISCO BCOS RV &R T B [0 T ELRIZ N A5 « O T RIEVUM B R 72, e REE T
BT — ML B A A AR B R R EE T R .

AREEECT RV MR AR AR, FR AR E T RMER T E . BEREHEN, 5
% BIEFM

KET LY S BNSRE, ERTEYUAEE, VUSRS ARPIEN, BRI —8 AR
BT S BB S RERE AT LS FISCO BCOS V2532 T B —ii 2

5.4.1 T# %%
T#

’cd ~/ && git clone https://github.com/FISCO-BCOS/generator.git

T
T A\ rootZhG

’cd generator && bash ./scripts/install.sh

AR LIFNT), HRE, %t usage: generator xxx

’./generator -h

PEECTT 5
R EGET fisco-beos — i 3 44 Flmeta

’./generator ——download_fisco ./meta

R AR AR
ERT, i H FISCO-BCOS Version : X.X.X-X

’./meta/fisco—bcos -v

PS: A% G T IR, TR B G 1R R ) R e t a SCHF SR B ot IR AT -
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5.4.2 BRI

AT RIEVU AL 2, AR E TR T —MAL R B SRR RFERE 30 . AT LI Ee T
AN A A M, SR IR S, PR REE .

TR AMIETE

— PR A6 SIHLE2ERE AV MR o« HUABAIHLIEC B AL T H 1 A2 - HIMARE T
FEZH A2 -

—_—-—— ——— —————
—_ —_ — _—
-
— _—

o mE1 o O~ meE2 o
s - = ~
7 — Vay - \\ - N
N / N € \
/
y 'y / (L \\\ C 1Y \\\
/ === /
/ HIFIB-T5 a2 / HIMIA- 50 \ M-t 54 \
I | \'I \l
! | 1 !
| \ J I
\\ = \ ,’ ,I ,’ J
\ (Y \\ (U p YV Y
\ 7
\ HEB-1553 WeAsEl S mmcERs
\\ \\ e pr
~ < - ~ ~ _ ~ P ~
= ~ -~ :v"'-/ - - -

-
- —_ -
e —— e —— T —— —_—

PLES AR

AT AP, WHS5 T

Important: £ % = AR 55 2% o HvpshR 55 25 . RPCHA W M 1k 75 B2 5 % 5 Ff A LSS 1k (4n 11 0 3 ik
5(127.0.0.1), AIRESH P E R sshRFG 2 A—E -

W RN

EHERIEW K2 MR E1E, B85
* IEBIAHE
o T REIE (RIRILIE”)

K

AP BZE RPN, TR AU (8] 40 T AH LD & 15 2 [XIRAE «

— -~ ¥R EEIE S

L. AEBM AN ERIE:
o AEAEEUEP
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- AEREEA

1. EBA A ERIE: R AIES
o HRHIIIES
o RIRIUEH
2. WU (A S
® @Eﬁgﬂﬁiﬁ:node_deployment .ini
o AR IR BT A P2 P 1 i hE ST A
3. EUE A — LR R A2 A R
o WCEEREHNETE T SRS
o BMEIE X group_genesis.ini
o RELHAE RIS
o I R AR 4
4. WUMRIMSIERAE: AR A
o WSRREZH Hofth 7 P2 P Ak ST A
o BT A
=t REN Y

= VIARHELA

L BT SURE: TEFHES
o ERHUES
. BIEEH

/O~ AR RELH2

1. FLA IR ST R
o BMEIE X node_deployment.ini
o AR BRSBTS P2 P 1 #ihk ST A
2. EBUE A — LA AR AR R A TR
o WERANTE T AIES
o BMELE X Hgroup_genesis.ini
o RELHAE R ER S
o SR AR
3. FUIRALIRAE: AR
o WSCERTRZE oA T A5 A P2PY b bk ST
o T A
N =EYRED
4. CENIERIE. EEFRH
o WSCERTFZE oAl T A5 A P2PY b bk ST
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o BCEHEA ST S RIP2PYR ik
< EETA

Fi AT RIAREA

1. BEHF T ERIE:
o ROEFHHIOME X R BHE T A
- BLEEHG
o FREUINATT Minodeid
o SERERI R T AINAREHL

5.4.3 BXERBEVIIRIL
T BRAIERE, AR BEAER — S las LittT, FIASREIE B BN R U ERSE - FI SIS

‘FiJ BRAERBUM KM AL « AT THREF R N EL 3RS, 16 generator B il 215} RIALIY ) generator H 5%

LA ERLL

FATABAERH T EifgeneratortE ik 5 M1 & WL -
WIIE AL A

’cp -r ~/generator ~/generator-A

HIEHHIAB

’cp -r ~/generator ~/generator-B

W BEUE F5
FEMERMA NG LT8R, —ARERERE A M —pBEIEFcacrt

H ——generate_chain_certificate i &4 R BEIE T

FEUEF RN H 5% T 1E:

cd ~/generator

’ ./generator —--generate_chain_certificate ./dir_chain_ca

A HEIE T SRR

’ ls ./dir_chain_ca

N
¢ WEEBESBIAREES | B  EBRESCH

ca.crt ca.key cert.cnf
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5.4.4 HLFA - BFyEEEELH
PTG A

HOEF N TR EE R AR T VUL BAIFAS, SKPRR RS RO YU A AE A agency . key,
FAERIEFRERICME, FIEBERHARBWAIEH agency . crt -

FEUEF RN H 5% T 1

’cd ~/generator

A AL AYE S

’./generator -—-generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyA

BENMUES KA

’ls dir_agency_ca/agencyA/

¢ LAGORRR
¢ WEEEASBIHUIEDS - SR - SEES2E R PURER T FSCH - BEVES - EPRE

agency.crt agency.key ca-agency.crt ca.crt cert.cnf

RIEBEUES - JUIES - JUFASAENMAA, /ROLEEE S IR, IR AW L IES
KRR, B B T B R fmeta s H3R T

cp ./dir_chain_ca/ca.crt ./dir_agency_ca/agencyA/agency.crt ./dir_agency_ca/
—agencyA/agency.key ~/generator-A/meta/

b CEiIN]
FEUEF RN H 5% T4 1E:

cd ~/generator

A A BIES -

’./generator —-—generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyB

AIEBEUES - PUMIES - JUGAAHAEYIAB, /RECEEE SO IRA 3, IR AU RS IE
ROARLERT N, B B T B X fmeta s B3R T

cp ./dir_chain_ca/ca.crt ./dir_agency_ca/agencyB/agency.crt ./dir_agency_ca/
—agencyB/agency.key ~/generator-B/meta/

Important: — 5B EEH HEEF R — MRIEBcacrt, ZIRGS DB ANEA R L MRIERFIFLEH . —
REH R EEH — D O X B group.x.genesis

LA AL B S

node_deployment.ini -y 7 S ECE S, B KFE T E SR ¥Enode_deployment . ini FAECE A AU
RITHUET, AR SELE RS .

P AR conf LT N fnode_deployment . inifl N EFTR:

TE~/generator-A H 3k FHUT T ik 4
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cd ~/generator-A

cat > ./conf/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

P2p_1ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address—ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30300

channel_listen_port=20200

jsonrpc_listen_port=8545

[nodel]
p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546
EOF

B BE UL B XA

m?l"élB{l%E&confjﬂfF%_FE"]node_deployment Linilfl N EFTR:
fE~/generator-B H 3 FHUT T ik 4

cd ~/generator-B

cat > ./conf/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

P2p_ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30302

channel_listen_port=20202

jsonrpc_listen_port=8547

[nodel]

pP2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
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jsonrpc_listen_port=8548
EOF

U AL R A AT RAE R

fE~/generator-A H & FHUT Fid i &

’cd ~/generator-A ‘

WU AZE BT AE 5 MP2PiE#215 B30, WP T EMHE] LARE E fnode_deployment .ini, MKWl
Fmeta 3R T PINUAIE B S5FAEH, HUMALE AT Sk L P2PER(E B3

’./generator —-—generate_all_certificates ./agencyA_node_info ‘

BB RS

’ls ./agencyA_node_info ‘

# LSRR

# WEBL S BINTFEL DAY AT SIER, TS p2riEEtt S (R node_deployment . ini ERIAR
GIRCREI=N =AY

cert_127.0.0.1_30300.crt cert_127.0.0.1_30301.crt peers.txt

WU A BT ST TR B HA 5 S AT S P2PE il (K, AN TS T S P2y e it U R £ S
LB

cp ./agencyA_node_info/peers.txt ~/generator-B/meta/peersA.txt

B A E T A5 B

fE~/generator-B H 3 FHUT Tk fin &

’cd ~/generator-B ‘

HUFEBAE AT AT IE T M P2PIERE B

’./generator -—generate_all_certificates ./agencyB_node_info ‘

A RO R IBUA T 2 JOE S, REIH AV ARSI X B, R BHLIIER | 40877 SP2PIE
HESTHRSN, O/ AT IR EVAA

RIEUES

cp ./agencyB_node_info/certx.crt ~/generator-A/meta/ ‘

RIETT L P2PEEHE A S A

cp ./agencyB_node_info/peers.txt ~/generator-A/meta/peersB.txt ‘

PR AR B ZE 1 B X 3R

fE~/generator-A B 3k FHUT Nk &

cd ~/generator-A

M ABE S conf AR FHgroup_genesis.ini, BLEIAIS% . :
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cat > ./conf/group_genesis.ini << EOF
[group]

group_id=1

[nodes]
node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30302
node3=127.0.0.1:30303
EOF

A HUIT Z G &M /conf/group_genesis.ini {4

A AN TR
; A& AR

[group]
SR 1 d
group_id=1

[nodes]

;WU AT S p2piti
node0=127.0.0.1:30300
;WA ATT S p2pitiit
nodel=127.0.0.1:30301
;WU BT S p2pttilk
node2=127.0.0.1:30302
;WU BT S p2pitiit
node3=127.0.0.1:30303

FREPIEFN AL A QI DXCER, SEPRAR = A AT DUd i R B BE 2 51 2 D) R 5 -

It 2 1R 48 ML AR I meta SO 44 2 N BL B RO SIE P, AE Allgroup_genesis.inifit B 7 A 4H 01 X
W HEPEEN AR meta F A% Hcert_127.0.0.1_30300.crt, cert_127.0.0.1_30301.
crt, cert_127.0.0.1_30302.crt, cert_127.0.0.1_30303.crtMITAIEFH, HESFEHT

HUEBE T e+

’./generator —-—create_group_genesis ./group

o RO X R BB

’cp ./group/group.l.genesis ~/generator-B/meta

DL AZE LT 77 AR

fE~/generator-A H & FHUT Fid i &

cd ~/generator-A

y%

FERUHAARTE T 5, b4 S iRIER @ﬂﬁﬁ/‘]node_deployment - ind SCHRAR BORFE R AR T e S

ER, WHIRENT AP2PER(S Bpeers . txt NHANEALT SHEEREER, £ MMAMERL T

TERFEHEH

’./generator --build_install_package ./meta/peersB.txt ./nodeA

BA AT I E SR

’ls . /nodeA

5.4. FHEWVEHRETR
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# AR HARHtreek H%JL/T
# RS R nodeaAlE BA N AT
monitor # monitorﬁﬁﬁ
node_127.0.0.1_30300 # 127.0.0.1RE5% 053030089071 S AL E {45
node_127.0.0.1_30301
scripts # AR T EIA
start_all.sh # T 5ft=/Fs0HAK
stop_all.sh # T7AfbEE R

U AR EIT A

’bash ./nodeA/start_all.sh

BHET SR

’ps -ef | grep fisco

# R R
# AT AE B0 R R
fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos -c config.ini
fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos -c config.ini

P BAE BB 7 A
fE~/generator-B H 3 FHUT Fidd 4

’cd ~/generator-B

iﬁﬂ%’f’%@fﬁ i ﬁtfﬁé%*&ﬁ?)ﬂF'Eaﬁﬂﬁnode_deployment L ind SRR BCRE R R 5 T B S

’./generator ——build_install_package ./meta/peersA.txt ./nodeB

BRI A

’bash ./nodeB/start_all.sh

Note: 77 55 8 A 75 4 X NipHinode XA R B AT, 41127.0.0.18 kS5 2%, A FFnode_127.0.0.1_porthf
RLFTT SR E SR o ZAVERERT, HFFER AR AT s S SRt 26k R AR S5 s B AT -

BERAIT RBTRE

BEHRE:

ps —ef | grep fisco

# AR

# FTLAERNN R piEiE

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos -c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos -c config.ini

fisco 15457 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30302/fisco-bcos -c config.ini

fisco 15498 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_

—30303/fisco-bcos —-c config.ini
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l

ﬁ%%/ﬁlog:

tail -f ./nodex/nodex/log/log* | grep +++

# R

# 1og R ITENY +++81 75 A IEH iR

infol2019-02-25 17:25:56.028692| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1, tx=0,myIdx=0,hash=833bd983...

info]2019-02-25 17:25:59.058625| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=1,hash=ea85c27b...

Zit, FAIGEMR T IEPTRIIA - BREEREEF#RE:

////’ HHMMH
R E¥§ﬂ1 N
/’1’ \“\
P ~
4 N
// \\
4 \
\
;’/ HAIB-T =2 MAA-T 50 L
\
; |
| }
\
\ -—— !
\ '@y /
N /
N HIHB-TIm3
\\\ //
\““..,___ ,_//
~ .n'/

5.4.5 WE BRI IEHHAC
TELEB AU F 3 F 4R

’cd ~/generator ‘

FIRWHMC, HIERE, i generator B 3k NABEIES MFAH, SEFREASE FRLAE CIC A SR VR IE 5 KA
Eil

cp -r ~/generator ~/generator-C ‘

A LA CIES -
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’./generator -—generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyC ‘

BENMUES KA

ls dir_agency_ca/agencyC/ ‘

# LiRan R
# WEZRG SR NYIES « TR « BEIEBELNAGIEF R SCH: « S8R « IEPECE S

agency.crt agency.key ca—agency.crt ca.crt cert.cnf

AIEBEUES - PUBIES - YUMAAHENMA, sRFlRaEE SO DL 30, IR AL R LA IE
ROARLERT I, B B T H X fmeta s H3R T

cp ./dir_chain_ca/ca.crt ./dir_agency_ca/agencyC/agency.crt ./dir_agency_ca/
—agencyC/agency.key ~/generator-C/meta/

5.4.6 HLHA - CHysiEdH2
BTk, WMMCEES ATHREAR S IRIE, B LLCH: BRI X Bk 5 -

PUMAKR AT A5 R

T HUAC S A 0L 19 e Kpeers UM, HFRF Z BRI mP2PIEE(E B LU T SIEB X E
PUHC, #BAEWT:

TE~/generator-A H & T #UT Fid &

cd ~/generator-A

ig?%ﬂﬁciﬁkﬁﬂﬂﬁﬂﬁE% PR EA U AR TS SR BRI SP2PEE ML SO, R BRSO &
JLIEC

RIEUES

’cp ./agencyA_node_info/cert*.crt ~/generator-C/meta/

RIETT BP2PyEFE R ST

’cp ./agencyA_node_info/peers.txt ~/generator-C/meta/peersA.txt ‘

HLAS CAE AL B XA

WA CIEM conf LR T Finode_deployment . ini @0 N EF7R:
TE~/generator-C B 3K NHUAT Rk &

cd ~/generator-C

cat > ./conf/node_deployment.ini << EOF

[group]
group_id=2

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_ip=127.0.0.1

; listen ip for the communication between sdk clients.
; This ip is the same as p2p_ip for physical host.
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; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address—ubuntu-18-04-desktop/

; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30304

channel_listen_port=20204

jsonrpc_listen_port=8549

[nodel]
P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30305
channel_listen_port=20205
jsonrpc_listen_port=8550
EOF

B CAE R X T RE R
T ~/generator-C H3& FHUT T i dr &

cd ~/generator-C

HURCAE BT AIE K P2PIERE(F B30

./generator —--generate_all_ certificates ./agencyC_node_info

A RO

1s ./agencyC_node_info

# i

# WNEZRG S RIATFEL AN AT SIUE, TR 2B 3 (RIEnode_deployment . ini & ALHIZR
GIRCREEK =Y

cert_127.0.0.1_30304.crt cert_127.0.0.1_30305.crt peers.txt

HLI@EJSSWMHT FEIEEH AT S AT S P2PEEMNE, Kb, CHUATE T S PPl SO & ik 2
HAEA

cp ./agencyC_node_info/peers.txt ~/generator-A/meta/peersC.txt

P CA: Rl 4H 201 1 X B
F£~/generator-C H & N T Fidin 4

cd ~/generator-C

A CIE B conf LR N Higroup_genesis. inilll T EIFR:

cat > ./conf/group_genesis.ini << EOF

[group]
group_id=2

[nodes]
node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30304
node3=127.0.0.1:30305
EOF
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i 2T 2 J5 2B /conf/group_genesis.ini 3L

AN

; AR
[group]
group_id=2

[nodes]
node0=127.0.0.1:30300
U AT S p2ptiihlk
nodel=127.0.0.1:30301
;U AT S p2ptiihlh
node2=127.0.0.1:30304
WU T S p2piti it
node3=127.0.0.1:30305
MU 1 R p2p il

R EFNU CAE AR O TH X, SEFRAE ™ HrT L@ BR R 55 2 51 SV RS 285 -
SRV CH I metaSC {4 N AR E AT SUEF, A Algroup_genesis.inifit & AIRELH O X

’./generator -—create_group_genesis ./group

o A2 Ot X R B A

’cp ./group/group.2.genesis ~/generator-A/meta/

P CAE LT R T A

7E ~/generator-C H 3k FHUT T ik a4

’cd ~/generator-C

’./generator --build_install_package

./meta/peersA.txt

. /nodeC

HUHECTE BT A

’bash ./nodeC/start_all.sh

’ps -ef | grep fisco

# AR

# TTLVERI TR
fisco 15347 1 0
—30300/fisco-bcos -c
fisco 15402 1 0
—30301/fisco-bcos -c
fisco 15457 1 0
—30302/fisco-bcos -c
fisco 15498 1 0
—30303/fisco-bcos -c
fisco 15550 1 0
—30304/fisco-bcos -c
fisco 15589 1 0
—30305/fisco-bcos -c

17:22 pts/2
config.ini
17:22 pts/2
config.ini
17:22 pts/2
config.ini
17:22 pts/2
config.ini
17:22 pts/2
config.ini
17:22 pts/2
config.ini

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00

00

00

00

00

00

~/generator-A/nodeA/node_127.0.0.1
~/generator-A/nodeA/node_127.0.0.1
~/generator-B/nodeB/node_127.0.0.1
~/generator-B/nodeB/node_127.0.0.1
~/generator-C/nodeC/node_127.0.0.1

~/generator-C/nodeC/node_127.0.0.1

U AR B T3 HAIIR LA 2

fE~/generator-A B 3k FHUT Nk 4
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’cd ~/generator-A

NI B S Z EA T A, PR 28 X group . 2. genesisiINZE /nodeA T FIFTE 17 5
A

’./generator -—-add_group ./meta/group.2.genesis ./nodeA

INIIALACTT SR X fpeersZE B T 4., b Bfpeersc. txt BT HP2PIEFEIHE R IN 2 /node A
PR T MU

’./generator -—add_peers ./meta/peersC.txt ./nodeA

HEYAT A

’bash ./nodeA/stop_all.sh

’bash ./nodeA/start_all.sh

QQ@J%

# ATLAE IR R

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos —-c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos -c config.ini

fisco 15457 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30302/fisco-bcos -c config.ini

fisco 15498 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30303/fisco-bcos -c config.ini

fisco 15550 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30304/fisco-bcos -c config.ini

fisco 15589 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30305/fisco-bcos —-c config.ini

B/ET Ko
TE~/generator-C B 3K NHUT N ikfin &

’cd ~/generator-C

’tail -f ./nodex/nodex/log/logx | grep +++

# AR

# 1ogHITEN # +++H1 55 S IE# 3R

info|2019-02-25 17:25:56.028692| [g:2] [p:264] [CONSENSUS]| [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=833bd983...

info|2019-02-25 17:25:59.058625| [g:2][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:2][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=1,hash=ea85c27b...

2, AR T EFTRENAA - CHEERHHA .
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5.4.7 ¥ RRAE-VMCT S AFEAH

R AMACHERAREN P ERESR G ZEES, FHAMARE, =T

BERSFEHINAHAA - BT A, HUECT Ut AREI T2l BN T S REA, 7= B LIFU AT A
il

7E~/generator-A H 3k N T T i &

cd ~/generator-A

RIERAH1 B X IREY I C
ROAAREH BB S EHACT A

’ ./generator —--add_group ./group/group.l.genesis ~/generator-C/nodeC

HHIFISCO BCOSEMNIHFFIMFATNT, NHMCT A IR B X HRE R A 17 -
HEYLICT A

’ bash ~/generator-C/nodeC/stop_all.sh

’ bash ~/generator-C/nodeC/start_all.sh

BLEEH G

UM AR B4 ) & Blisdk, O LUEHI & il

FE: ﬂitﬁ‘ﬁ/if\/i\jﬁﬁﬁﬁF@ﬂﬁﬁ"]node_deployment.ini*%)ﬁ&giéﬂ%ﬁiTﬁﬁ?UﬁE"]@EE, ﬁﬁ)ﬁﬁf
DEERDhEHE, BlEnEfR oL % Kjava

./generator —--download_console ./
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BEHMCT HaEE

HLAIARE & I AN ACT S4 Mg 5, HFES8E _mFEEZ®R NimAT X
fInodeid, nodeidfE 7 5. 3 #* conffinode . node i d 3 {4

BEVLFICT S nodeid:

cat ~/generator-C/nodeC/node_127.0.0.1_30304/conf/node.nodeid

# AR
# AILLE BRI TFU N nodeid, #H#|E M8 HARTEEL NZSE
ea2cab519148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel18cccd34ab50079b4ec82fe5f4ae51bd95¢dd788811c9715.

5 PR 41 B TE A R 79
BahEHl &

cd ~/generator-A/console && bash ./start.sh 1

6l G addobserverin &K1 SEM AMET &, P FEHEcat L EEGHRNHLHCT X
Hnode.nodeid:

addObserver,
—ea2cabl9148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%b4ec82fe5f4ae51bd95dd788811c97

# HW ﬁiﬂ%%%%ﬁ3success
$ [group:1]> addObserver,
—ea2cab19148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%04ec82fe5f4ae51bd95dd788811c97
{
"code":0,
"msg":"success"

R HEHIE

exit

BEHMCT H5EE

HLMAME A H & AVLCH T Ssh iR &, EFRFSHE _UFEZRBRNMAT S
HInodeid, nodeid7E 7 5. 3R Hconfinode . nodeld)iﬁ:
BEWHICT Snodeid:

cat ~/generator-C/nodeC/node_127.0.0.1_30305/conf/node.nodeid

/\ A
iR
# AT AERIELLT U N nodeid, il &R EA LS
5d70e046047e15a68aff8e32£2d68d1£8d4471953496fd97b26f1fbdcl18a76720613a34e3743194bd78aa7acb59%9fa%a

fif PR B T AR
REhEH &

cd ~/generator-A/console && bash ./start.sh 1
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i E S faddSealer @KW R EM AL IRT &, P FEMHHlcatm S EHFBHNPLHCT A
Hnode .nodeid:

addSealer,,
—5d70e046047e15a68aff8e32£2d68d1£8d4471953496£d97b26£f1fbdcl8a76720613a34e3743194bd7

D
# AT IS Rsuccess
$ [group:1]> addSealer
—5d70e046047e15a68aff8e32£2d68d1£8d4471953496£fd97b26f1fbdcl8a76720613a34e3743194bd7
{

"code":0,

"msg":"success"

BET A

fE~/generator-C H 3k T #UT T ik &

cd ~/generator-C

BE T HlogMgroup {5 B.:

cat nodex/node_127.0.0.1_3030+/log/logx | grep g:1 | grep Report

# MR

# METHASRP L SER, e RPIELSIREREIREE

# logH i~~~ I ZER., g.mﬂfﬂ.zﬂlﬂu’ﬂuw

info|2019-02-26 16:01:39.914367| [g:1][p:65544] [CONSENSUS] [PBFT]"*""""""Report,
—num=0, sealerIdx=0, hash=9b76de5d. .., next=1,tx=0, nodeIdx=65535

info|2019-02-26 16:01:40.121075| [g:1][p:65544] [CONSENSUS] [PBFT] """"""""Report,
—num=1, sealerIdx=3,hash=46b7fl7c...,next=2,tx=1,nodelIdx=65535

info|2019-02-26 16:03:44.282927| [g:1][p:65544] [CONSENSUS] [PBFT]""""""""Report,
—num=2, sealerIdx=2,hash=fb982013...,next=3,tx=1,nodeldx=65535

info|2019-02-26 16:01:39.914367| [g:1][p:65544] [CONSENSUS] [PBFT]""""""""Report,
—num=0, sealerIdx=0, hash=9b76de5d. .., next=1,tx=0, nodeIdx=4

info|2019-02-26 16:01:40.121075| [g:1][p:65544] [CONSENSUS] [PBFT] """"""""Report,
—num=1, sealerIdx=3,hash=46b7fl7c...,next=2,tx=1,nodelIdx=4

info|2019-02-26 16:03:44.282927| [g:1][p:65544] [CONSENSUS] [PBFT]""""""""Report,
—num=2, sealerIdx=2,hash=fb982013...,next=3,tx=1,nodeldx=4

Z 1t BAFER T PR g2 80E T 1 -
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5.5 GIEME K

FISCO BCOSTE MK /" AARIRFA X 53 & — N MSL I 7« FERFAARAR RN XRERGE, F— Pk
FUXFRLE W AAFIANG - P, AN A S 2 00 B A R BT RS B A B B (R I
P4, BRI #iht, O T 5 EEES LRI X AIA0 — S = AR R Py SR, P Mtk R 2
SR P St - OO FH P R RA RN RE (R SOA MBS RS - P R B 2 R R E A T
WOIE B EFIE NS NI - AOFAER RS BEOS T P IBTE AL, AR T BRI - R e

Important: 7£ZFIAVEMERES, o T RAERME, BT TREEMHEAEOARIKS HTHRIE. [EAELER
NMAERE S, HAFREEECHKS, HZEBRERPFA, BRI PP EESE ™ E 2 2 A -

AR EABNEIK 00 - MR, SR EEH — € BLinux i EEAl -

FISCO BCOS#ZML T Bl A FTWeb3SDK A LLOIEEMK -, [RIFT I HR 4t T Web3SDK AN #ll &5 S AZ MK 7 FA%A -
FH AT DIARIR S SR G35 K P FASH 726 PEMEL E PKCS 1288 0 S0« Horh | PEMIAR =X B BH SC A2 6
FEH, TMPKCS1218 H PRt R O & N B A EFA%A -

5.5.1 K/ Bz
A5 A 2 ) T i
1. KB A

curl -LO https://media.githubusercontent.com/media/FISCO-BCOS/LargeFiles/master/
—tools/get_account.sh && chmod u+x get_account.sh && bash get_account.sh -h

T EEOTE S, BRI TR TEE T EROEA, SRR

Usage: ./get_account.sh
default generate account and store private key in PEM format file
-p generate account and store private key in PKCS12 format file
-k [FILE] calculate address of PEM format [FILE]
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-P [FILE] calculate address of PKCS1l2 format [FILE]
-h Help

2. {5 FH A A B PEMAS 2 FAEH

o HERFAA S ik

bash get_account.sh

AT B4, ATLVSEIR LT m R, G kA DA P ko SO 4 BIAASHPEMC -

[INFO] Account Address : Oxeeb5fffba2da55a763198e361c7dd627795906ead
[INFO] Private Key (pem) : accounts/Oxee5fffba2da55a763198e361c7dd627795906ead.pem

* TEEPEMALVH ST IR P it

’bash get_account.sh -k accounts/0Oxee5fffba2da55a763198e361c7dd627795906ead.pem

PUT LR A<, SRR

’[INFOJ Account Address : OxeeS5fffba2da55a763198e361c7dd627795906ead

3. A4 s PKCS12#% 2 FAEH

o HERFAH S ik

bash get_account.sh -p

AT L4, ATLVSEIR T E A, R A, RO R p 1230 £ -

Enter Export Password:

Verifying - Enter Export Password:

[INFO] Account Address : 0x02f1b23310ac8e28cb6084763d16b25a2cc7£f5el

[INFO] Private Key (pl2) : accounts/0x02f1b23310ac8e28cb6084763d16b25a2¢cc7f5el.pl2

o TREpIRPASHTRIKF s, #ERREAp12 3 E S

bash get_account.sh -P accounts/0x02f1b23310ac8e28cb6084763d16b25a2¢cc7f5el.pl2

AT LR 4, SERIMT

Enter Import Password:
MAC verified OK
[INFO] Account Address : 0x02f1b23310ac8e28cb6084763d1l6b25a2cc7£f5el

V8 F Web3SDK A1 £ ik -

/ /B3 K

EncryptType.encryptType = 0;

//QRETENR 1) [ER XREETY AR ) T B 1 B Tk
// EncryptType.encryptType = 1;

Credentials credentials = GenCredential.create();
/ /T Hirhk

String address = credentials.getAddress();

/ /W& FAER

String privateKey = credentials.getEcKeyPair () .getPrivateKey () .toString(16);
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/ /A
String publicKey = credentials.getEcKeyPair ().getPublicKey () .toString(16);

RLBIEERE, F2 WA R EI MRS -

5.5.2 Ik 7

. ?/eb3SDKi%iE5i$A%H$?¥P EREE SO E, BT DA P RO FRA A BT AT AE B Bl A ST
ik

o ARHISCH SRR GEAR 20, HAPPKCSI12INE76E, TPEMAR =CEA SU76% -
o PRSI AT LURSESE PR L 55 Sk BN S R A i B 50

5.5.3 MK i

P B NS

FEH & $E LK 7 A2 UM AR get_account.sh, A Al BT 7 S0 AEaccounts B3R N, #5516 Ins itk 7 301
DAL ER R - B RH R F IR,

./start.sh

./start.sh groupID

./start.sh groupID -pem pemName
./start.sh groupID -pl2 pl2Name

N

R EREVLAER — M, R ZEH & BCE R ERIRFH S R -

./start.sh

HsE RS R

EH GRS — MK, ERGSITERENRAS R .

./start.sh 2

o R TR £ BRSPS Bbean

5 FHPEMAS S AAH S R B

o [EFHTEE KIpem IR BB, BIAZEL: AT - -pem - pem 14 B2

./start.sh 1 -pem accounts/0xebb824al1122e587b17701ed2e512d8638dfb9c88.pem

fF FIPKCS12#& AR LB 3h

o [EFHTERERIpI2CHFRINR T, FHEMAEN, MASE: BAS . -pl2. pl2X A EEE

./start.sh 1 -pl2 accounts/0x5ef4dflbl56bc9f077ee992a283c2dbb0bf045c0.pl2
Enter Export Password:
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Web3SDKil & 748 3044

558 o P A Al R AR get_accounts.shE A T PEMEYPKCS124% =X 19 K 7 FASH SC 4, T w] L5 5
I #PEMELPKCS 12tk 7 FABH SO 8 K 7~ - In#FABHH W 1> 2K . P12ManagerflPEMManager, H
#1, P12Manager ] T I#EPKCS 1248 = AVFAH UM, PEMManagerFH T INEPEMAE = AIFARH U -

» P12ManagerfHi£25f:  EapplicationContext.xmlH fit B PKCS 120k /7 BIFAEH SCAF 12 250

<bean id="pl2" class="org.fisco.bcos.channel.client.P12Manager" init-method="load"
>

<property name="password" value="123456" />

<property name="pl2File" value=
—"classpath:0x0£c3c4bb890d90299db4c62be0174c4966286c00.pl2" />
</bean>

TF 2 A

//hi#iBean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml");

Pl2Manager pl2 = context.getBean (Pl2Manager.class);

/ AREFERIRIECKeyPair, BAEE T p1 20K SLAFIFEE

ECKeyPair pl2KeyPair = pl2.getECKeyPair (pl2.getPassword());

//BA 7t i B AL AN A8
System.out.println ("pl2 privateKey: " + pl2KeyPair.getPrivateKey().toString(l6));
System.out.println("pl2 publicKey: " + pl2KeyPair.getPublicKey () .toString(1l6));

//ERweb3sdkffHFICredentials
Credentials credentials = Credentials.create (pl2KeyPair);
System.out.println ("pl2 Address: " + credentials.getAddress());

« PEMManager fiff FH 3551
rapplicationContext.xml ' Fil B PEMIK F FOFABH S B 15

<bean id="pem" class="org.fisco.bcos.channel.client.PEMManager" init-method="load"
>

<property name="pemFile" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pem" />
</bean>

fif A AR N

//I#Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext-keystore-sample.xml") ;
PEMManager pem = context.getBean (PEMManager.class);

ECKeyPair pemKeyPair = pem.getECKeyPair();

/ /A7t i A e FAERAN A
System.out.println ("PEM privateKey: " + pemKeyPair.getPrivateKey ().toString(l6));
System.out.println ("PEM publicKey: " + pemKeyPair.getPublicKey () .toString(1l6));

/ /R web3sdk I Credentials
Credentials credentialsPEM = Credentials.create (pemKeyPair);
System.out.println ("PEM Address: " + credentialsPEM.getAddress());

5.5.4 K ik AT &

FISCO BCOSHIMK /= #i 1k FHECDSAA $iT B 153 . XTECDSAZA # 11633 H] % 7R it Hkeccak-256sumMs
7, BUTEZRAE20F T R61EH FRENK A, BN FTEER M edr#EE R, Lk #
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HEK BSR40 - FISCO BCOSHIMK P #i ik 5 DIR I FEA - 1 B keccak-256sum 5 sHASAHF], 1#ES %X
H.

DA kA=
1. £ ECDSATAEH

B, FA1E FHOpenSSLAE B R #h 26 AAEH 6 (5] H 2% 1) 2 250 f8 FHsecp256k1 - $UAT T HEIAI A4, 4
FPEM A& L HIFAEA T OR A7 fEecprivkey.pem S H -

’openssl ecparam -name secp256kl —-genkey -noout -out ecprivkey.pem ‘

PIT NHEES, BEXHNE -

’cat ecprivkey.pem ‘

A LA BT T Ao

MHQCAQEEINHaCmLhw9S9+vD0IOSUd9ThHO9bBVIXTbbBeTyFNvesoAcGBSUBBAAK
oUQDQQgAE jSUbQAZn4tzHnsbeahQ2J0AeMu0iNOxpdpyPo339Dig3gdl jrv07wvix
z0zLpUNRcJCC5hnUS500MD+4+7Zxc8zQ==

ETRIREAIITELH, T TERTES

openssl ec -in ecprivkey.pem -text -noout 2>/dev/null| sed -n '7,11lp' | tr -d ": \n
—" | awk '{print substr($0,3);}"'

AT LAFSEI S LU T Ay

8d251b400667e2dcc79ec6de6al43627401e326d2234ec69769c8fa378deeZab7a9d963aefd3bc2f8fl%ceccba543517

2. IR AT E Hh-
AT A TRIE A AT EXT N AR ikt o FoA 175 25K Blkeccak-256sum T &, A DA B R .

openssl ec —-in ecprivkey.pem -text -noout 2>/dev/null| sed -n '7,11lp' | tr -d ": \n
—" | awk '"{print substr($0,3);}" | ./keccak-256sum -x -1 | tr -d ' -' | tail -c 41

RBEIRLUNE R, R T A R~ ik -

dcc703c0e500b653ca82273b7bfad8045d85a470
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CHAPTER O

5t FH 5 it

AREFRME T FISCO BCOSF& HIF R FMt, 1 FM/r48FISCO BCOSF- & & FThge i H 7= -

6.1 RBCTHATRE

FA P AT DA B H 3% LR R — 7 2R BFISCO BCOSFIHUTREST - #E#E M GitHub N8 il % —#t il -
o Bt HAER SEERE T SRIE S, FTLAFEUbuntu 16.04F1CentOS 7.2 P4 FRRAIETT -
o B Jiftdockerfitg, WM - docker-hubiifl
o RS TR, 25 %

6.1.1 T T4 iFfisco-bcos

AR ALEE SEEE TSR EFEF . FUbuntu 16.0451CentOS 7485 M, - 15 MRelease TUHE N 50 & 1
HIPgRERRT -

6.1.2 dockerisig

MV2.0.0MRA IR, FRATHR AN B b A tagfldockerfi 18 - % B Tmaster7> 3, M 13t lastest iRE [
818, FLMdockertniE 2 %X H

build_chain.shBI AN T -ai i, FftdockertizUEERE AL, T A ETE - HHIES 51X -

Note: build_chain.shBl AN T H B S, Bohdockerff ] T ——network=host WML, SEHR#EH A+
P RETR EARE B ORI 5 8 HIH0E -

6.1.3 RS9 ¥
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Note: JRf4nFE R THEETXERMMAF,, WEIRHTE FEMKBUE, HRFFMEEE . ZM%
AINLERECE RN, G I 5-20 00 A5

FSICO-BCOSi# F il I CMake 4 i RET A B & °F & IO, XBWE LR EFERMT 2 BIERS L
VEVAREH FELL:

1. ZEMETEMKBE (KfTFE)
2. MFISCO BCOSTLI&ELHG -
3. i&1Tcmake UM I S H SR -

LK
¢ Ubuntu
HEFZUbuntu 16.04 4 ERUAS, 16.04LLF FIRRAEE S st IR K T4m% T2 1ibss1

$ sudo apt install -y g++ libssl-dev openssl cmake git build-essential autoconf
—texinfo

¢ CentOS
HEFF FCentOS7LL_FRRAS o

$ sudo yum install -y epel-release
$ sudo yum install -y openssl-devel openssl cmake3 gcc-c++ git

¢ macOS

¥ xcode10LL FRRZAR o macOSHRIN A1 225K H T Homebrew -

’$ brew install -y openssl git

TLREACES

’$ git clone https://github.com/FISCO-BCOS/FISCO-BCOS.git

i
YRFESERLE ) AL FFISCO-BCOS/build/bin/fisco-bcos -
$ cd FISCO-BCOS
$ git checkout master
$ mkdir -p build && cd build
# centoSEMFH cmake3
$ cmake ..
# BELEREHLER AT - 5 4P 4R MSR
$ make
TIEIRIA A
« BUILD_GM, Zkiloff, EZEIRIF K ifiidcmake -DBUILD_GM=on ..fTHEZHF K-

o TESTS, Etiloff, $7ﬂmlﬁt?ﬁﬁ:ﬂ:9§o jfiTcmake -DTESTS=on ..fJHFEICMNAKIF 5 .
« DEMO, Eihoff, MIAEFIFHF K #idcmake -DDEMO=on . .¥]HHICMHAF % -
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« BUILD_STATIC, ®kiloff, FEA4mIEH %, HZFiUbuntu- j@idcmake -DBUILD_STATIC=on
AT SR ET R

o AERIRAG SR .

# EFpoxygen

$ sudo apt install -y doxygen graphviz
# ERIRRSG SO A RTRRS SO T hui 1d/doc
$ make doc

6.2 A

Important:  build_chainfifl 7 B #7 & ik B P & P 0 {# FHFISCO BCOS, X T 4 Mk 2 K F ¥ BFISCO
BCOSIES# i E T H .

FISCO BCOS#E it Touild_chain.shffl A %5 B H /B 152 5 #FISCO BCOSHL B3 55, 1% B A 2K A
MGitHub N #imasters X BHATGR1E FT HUTRE AT RIS S -

6.2.1 FIATHEER A
e build_chain. shiflASH FHEA AL — & S RECE SO, BIAKE Topenss LIERIEE C
HIHER G Z 2 openssl 1.0. 2L BRRA . BIAFIRFS AL FFISCO-BCOS/tools/build_chain.sh -

o POEAARLS AT LU - LRI B T S IPAIALE o - £3RIGE T B — e A S OB E SO, SRR
HAFE 255 R FISCO BCOSEHE « —1MI- £ F g E— D AR HTE -

o BRI B B -1k T, -1 BlogZl B #IDEBUG, -ii% BERPCHchannells U70.0.0.
0, p2ptEEIAIT0.0.0.00

6.2.2 #HEh

Usage:

-1 <IP list> [Required] "ipl:nodeNuml, ip2:nodeNum2" e.g:
—"192.168.0.1:2,192.168.0.2:3"

—-f <IP list file> [Optional] split by line, every line,
—should be "ip:nodeNum agencyName groupList". eg "127.0.0.1:4 agencyl 1,2"

—e <FISCO-BCOS binary path> Default download fisco-bcos from GitHub.
—If set -e, use the binary at the specified location

-0 <Output Dir> Default ./nodes/

-p <Start Port> Default 30300,20200,8545 means p2p_port,,
—start from 30300, channel_port from 20200, Jjsonrpc_port from 8545

-1 <Host ip> Default 127.0.0.1. If set -i, listen 0.0.0.
<~>0

-v <FISCO-BCOS binary version> Default get version from https://github.
—com/FISCO-BCOS/FISCO-BCOS/releases. If set, use specificd version binary

-s <DB type> Default rocksdb. Options can be rocksdb /
—mysqgl / external, rocksdb is recommended

-d <docker mode> Default off. If set -d, build with docker

—-c <Consensus Algorithm> Default PBFT. If set -c, use Raft

-m <MPT State type> Default storageState. if set -m, use mpt,
—~state

-C <Chain id> Default 1. Can set uint.

—g <Generate guomi nodes> Default no

-z <Generate tar packet> Default no

-t <Cert config file> Default auto generate

-T <Enable debug log> Default off. If set -T, enable debug log
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—-F <Disable log auto flush> Default on. If set -F, disable log auto,,
—flush
-h Help

e.g
./tools/build_chain.sh -1 "127.0.0.1:4"

6.2.3 LIS

o LiET: FTHEE ZAEMABERIPY R LU NP AT S5, LLUES 5 - MAIRIER AFZSEL
AR RN N BT R SO, H AT A 5 BRI 30300F 166, BT T AJE TR — L
FFIFELH -

o £3ET0

- ATIRIEECE AT A, T LS R 2 A E H -

- fﬁﬁ‘ﬁ%’], ﬁ—ﬁ‘%ﬂ—?—/l\ﬂﬁ%%%, *%ﬁ?’?IP:NUM AgencyName GroupList, @ﬁ‘lj‘]ﬁ/]
TERAESE, AaEE4T -

- IP:NUM%%HL%%E’\]IPiﬂﬁtu&ﬁm%ﬁﬁ%%ﬁﬁo AgencyNamei@ﬂ?MW%, ﬁﬁﬁcﬁfﬁ
R BIMLAIES « GroupList R/ARZATHEMBIT ST EHA, LI, 5% - flin192.168.

0.1:2 agencyl 1,2%/RipHN192.168.0.1HHLE LB T A, XH T AE T
Fagencyl, J& T grouplfligroup?2 -

TEHEARECHOT, SAEET -

192.168.0.1:2 agencyl 1,2
192.168.0.1:2 agencyl 1,3
192.168.0.2:3 agency2 1
192.168.0.3:5 agency3 2,3
192.168.0.4:2 agency2 3

& LR & Nipcons, MIHFH T4 s, £onf A E X H, 1&EHEHRH ApeEBUG, A
70.0.0.0-

$ bash build_chain.sh -f ipconf -T -1

+ et Ti[Optional] F] T8 Efisco-bcos i | T 7E I SRR, BIAR S ¥ fisco-beost I
IIPRHZBIETET - AEERT, EHAMGItHub FEimaster s X HETH SRR T

MGitHub N N Hirelease i, AZRAH, 477 5,

bash build_chain.sh -1 "127.0.0.1:4"

i bin/fisco-bcos |, AN 475

bash build_chain.sh -1 "127.0.0.1:4" —-e bin/fisco-bcos

W oS A e

* ol Tfi[Optional] 5 £ AL HIAC EFTAE R H 3% -

« piIi[Optional] 57 17 s R IAYE 1, & DT A =14, 55 &p2p,channel jsonrpc{# H],
SEEEE, DATEE = E o [Fl— PPN RN E T S BT R 3 A da 23 -

# AT EAHER 30300,20200, 8545 F1° 30301, 20201, 8546 -
$ bash build_chain.sh -1 127.0.0.1:2 -p 30300,20200,8545

« iJEWi[Optional] TTHEOET, W EIZETIR, HE T A AIRPCHchannel 0. 0.0.0

« vi%t Wi[Optional] H T f& & # #FISCO BCOSH i F B — # | Mt & - build_chaink
N T BiRelease U1 [fx H R A , % B % ik T § # 2 £ I8 Eversionfll K I &
Fconfig.iniliit & X 4 1 BJ[compatibility].supported_version=${version} .
SRR fE FH-ed WA E Z kW, M) fE A % Z o H), B B [compatibilityl].
supported_version=${version} NRelease Il [ HHTHAS -
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« diETi[Optional] 5 FdockerE 2045 FISCO BCOS, {3 FIZ & NS B k], (HESRF PR
BT NS 2 docker HLK 7 E docker AU PR o 1ZAEZC R IAS B 5017 S Af 2N

S docker run -d —-—-rm —-name nodePath} -v nodePath/}:/data ——network=host -w=/
—data fiscoorg/fiscobcos:latest -c config.ini

o miE Wi[Optional] Jo 2k W, X B IZGEWI, T 56 Fmpistate 7 i G N REZE, BOAME
Fstoragestate F-fiff &40 JRER A2 & -

« siETi[Optional] HZH0EW, 40 hdb4, HHI Ffrocksdb ~ mysql~ external =Fi&E = . BRIA(E
FRocksDB - H Himysql 75 ZE#F Hini U AL Emysqlfl RIE ., external T 22 L B topic(F B IF /5
ZJAMDBUHE -

o ci&Ti[Optional] LS EUET, WEIZETN, w&T AR IHEE NRatt, BRAZE NPBET -

* CiETi[Optional] F T8 E 4 #FISCO BCOSH FUHEIR I « W BIZ RTINS R S8 0% B config.
inifEEXHEFR (chain] . id, SEGEENIEEE, BIAEENL-

# ZHEPRIR N 2
S bash build_chain.sh -1 127.0.0.1:2 -C 2

o giiTi[Optional] TLZHOA, W EIZIAWINT, 58 E#RAHFISCO BCOS - i F gidi T iy 25k
i Hlfisoc-beos  E B RRUA -

o zi&ETi[Optional] LS EGET, R EIZEIT, AR S Htard -

o tEWi[Optional] %L H T8 € A ACIE 5B AR 5 EC & ST -

o TIETI[Optional] TLSEUET, W EIZERTIRT, RE T 5 log 5 NDEBUG - loghf kAL E 2 751X
R

6.2.4 T HHHHL G

o cert 3R T HUBE AIMRAE B A IES -

« LAIPAR 44 B30k T B ZARSS 23 BT R 1T R RECE - fisco-beosAHUTEER - SDKFTT& AL
FIF -

o AP T Minodes S 3 F A2 6% Y 5 FF A BB SCIF - Hficonfig. ini ¥ & H LR
B, cont AR FAEMIER CHRBEEMEEE - BB XN, #2% K. 84095 HiTE
fistart . shflstop. shilA, FITIEEAUEIET A .

o BNIPHF MR Atstart_all. shifflstop_all.shi MIAH T EEAE LA T & -

nodes/
— 127.0.0.1
| fisco-bcos # _iiHFEF
— node0 # 1030k
— conf # MHCE IR
ca.crt # BEIRIUED
group.l.genesis # HEHIWIIGILECE, 12U AT HER
group.l.ini # HEAIACE
node.crt # 150k
node.key # T AFAEH
node.nodeid # Tiiiid, AEHII16EHITER
— config.ini # TRFEREIM, BEEETIP. WH%E
| — start.sh # AR, HTREIT S
L — stop.sh # {FIERIAR, HTIEIET A
L— nodel # TIALIHER
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— sdk # SDEFHEFFIN

ca.crt # BEIRIEP
Ezmﬂ&cm # SKDFTTRAIEF S0, EEILFERERHEH
node.key # SDKPTHRMIFASASCIE, L5
— cert # UEPHEE
— agency # PUEIER R
agency.crt # FUIIET
agency.key # HUFAEH
agency.srl
ca-agency.crt
ca.crt
cert.cnf
L ca.crt # HEUEP
— ca.key # HEFAEH
— ca.srl
L— cert.cnf

6.2.5 {244
HRSS 2 HREA
8 3 AL _E47 S FIFISCO BCOSEX B3 8%, # AT BA AL 4R %% 1030300, 20200, 8545 (417 & &

F130300-30303,20200-20203,8545-8548) , Wi W4 Mchannelfljsonrpcii 0, ¥ 7h M
JFSDKEAPLS 15 A H. -

=

=
i#

# MEFISco BcosHkHIBE

$ bash build_chain.sh -1 "127.0.0.1:4" -1
# ERRAThE, Wil A1l completed IR
Generating CA key...

Generating keys ...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 0.0.0.0

[INFO] Output Dir : /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes

[INFO] CA Key Path : /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes/cert/ca.
—key

[INFO] All completed. Files in /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes

RS aZ A

15 F build_chainfiil 245 2 £ AR 55 5% &2 BEH FUFISCO BCOSH BE 5 75 B (5 B I AN Br B S0, R4l 48 F o5 =X
AT LIS %X H .

6.3 UL

FISCO-BCOS[A 48R FTH [[ICARTMEANLH], SCRFMER ZRANEBEEMN, REFERENE . VIR . 28
P AR -
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FISCO BCOSTEAx509ML L P10, MI|BIA WSS HF, BUKHAZRANEPLEH, 8 LM 55)
HEEES ~ HUMIES - T RIES -

FELZREAZRAH, —&RBE0A — MBEIE SN N EERLEE, BERV B R R S L F S . BRI
B2 A DUE VLA FIEf1ER 3 Fagency . csr, ZANMIEFagency.crt .

WU FLAEA VA E TR L EE Bl LI N B9 525 & 1 e -
TEIEPET S B HREIE, HT5HEAMEE SEEPF AT SR SSLIER:, FFd 7258 i -
sdkiEFEsdk 517 SOBERIFIE, PUMAERSsdKES, 2 Fsdk5 T S TESE -
FISCO BCOST7 sz Tl B E 88/ 48U R
6.3.1 AfE N
FISCO-BCOSHIUEPLEMF, HEMUMAR, SR RHKEELZASEHRA - YU 17 S FISDK -
BRERAS
o BRIHBER G SEHEENAY, HARIENI ANERIER X Hagency . cse AVITTE HIATIUES -

ca.crt HEEP
ca.key HEFAEH

FISCO BCOS#H1TSSLINZLRERT, HHEMHEEEEUET ca. crt BT S A4 A LER:

P

 PUMEHE S EEYFAE, AT LAIA T Ol Alsdkib 5 -

ca.crt HEUEP

agency.crt HUAGIES
agency.csr HUAIE 18 K3
agency.key HUAFAEH

7 55/SDK

» FISCO BCOS™7 s AL 3E 1 S UE P FIANEH, FH TR0 5 (Bl SSLN %55+
« SDKEFESDKIEHBFFAH, T 5 XHHETT 53 L SSLINZ %R -

ca.crt HEUEP
node.crt 7M. /SDKIES
node.key /45 /SDKFAEA

T AIEPFnode . crt @FE T A IEBFYIERE B, T A5 HAMTY S/SDKE FRIER 2 A B CrIf
FAnode . keyMTHEHTES, 4% BT FInode . crt X 73 AT5IE

6.3.2 UE P4
FISCO BCOSHIEFBAERGIAARAN T, FH = m] ASE A £l s 2 T2 A e ROE 4
A RSB UE
o BXIBEZR 512 1 Fopensslin @18 K i Hca . key, MiEcakeyEREEIEFica. crt
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A AL E

o HLH1#E FHopensslin & 4E S FAHagency . key

o WA AV FASHagency . keyIF BN IE B IE KR L ragency .csr, Kikagency.csrFEEH
ﬁ.?mz

. Efé%.émxﬁfﬁﬁﬁﬂ\%ﬂca key, TR P8 15 2L A8 IE 595 *jﬁﬁ:agency csrE B HL ) IIE
Fagency.crt, HRHIIEF agency . crt ZIELXT AL

A TS S/SDKAE B

o T AAEMAHRode . key FIIEF1ER L node . csr, PUMEEAFHAHagency . keyFIEHE
KX Hnode . csr M E/SDKIMA IEF node . crt

6.4 BCE X 5HECE

FISCO BCOSX FFZ MK A, BHEBEEEL MMALIKA, KA EEIEME LR, #AEESOHEEE
MRS, /@/l\%ﬁ@ﬁ‘*/l\fgﬂﬁconfig.iniﬁﬂg/l\mﬁmgﬂﬁgroup.group_id.genesis ~ group.
group_id.inio

e config.ini: FEEIXM, FEEIERPC- P2P- SSLIEH - MKAN B M E - WEMESE
=]

/G ©

* group.group_id.genesis: FEOHRCE SO, BHEANRET S -2, TABEshE, NFiE
BOZELE - FEEFBHELREE . FEERA . HReasIRHIEHED -

* group.group_id.ini: BT DRCE M, Bl ANE, BEFEBT AAEN-

6.4.1 TEA-ZK

Note: FHIT TR ZHAHLZMEHE - CPUNNFRIR, Fitoh M RIEIRSIRENE, —ablas DA%
HFECETZT RN -

TRERBHBT AEEORE, TARRRRSHEMERIERR, EATRIELIRALSS TR
R, SHHECE T A

B [ RREE [ FFEE
CPU | 1.5GHz | 2.4GHz

N7 | 1GB SGB
Zo | 1% 4%
o | 1IMb 10Mb

6.4.2 FACE X ffconfig.ini

config.iniRinif&z, FZEFHE rpe~ p2p - group - network_securityFllog At & I -

Important:
o ZENAMIPEI NEIIP, Hlisten_ipIE G SMNHIP, S48E KM, FHEHE0.0.0.0
« RPC/P2P/Channel ¥ 3 F1 AN T 1024-6553570F N, BARRES HLES - ot o FH W Wi 1 1 2
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BLERPC
e listen_ip: Z2%E, EEMABIAGENT27.0.0.1, WRFESNK T RIRPCELS MM HSDKIF
W75 AR S IIPEL0 . 0. 0. 0;
e channel_listen_port: ChanneldtH, ¥R E|Web3SDKHELE FHchannel listen_port;
e jsonrpc_listen_port: JSON-RPCIfiH -
RPCHCE /R4 T -

[rpc]
listen_ip=127.0.0.1
channel_listen_port=30301
jsonrpc_listen_port=30302

Bt EP2P

Y HIMAFISCO BCOSW i fEcontig. ini ML B AL B R T i IPMPore, P2PHEKRILE AIE:
e listen_ip: P2PWAFIP, BRIANIZE 40.0.0.0-
e listen_port: T AP2PWNTiHE .
s node.*: T HFEERET AIP:port .

* enable_compress: FEMEEEBLE LT, & rue, FAFBMEEHEIHEE, BLE
Nfalse, FKIAKXHMLELETIRE, MBEAFHNEHESH L .

P2PRC B /RFIGNT

[p2p]
listen_ip=0.0.0.0
listen_port=30300
node.0=127.0.0.1:30300
node.1=127.0.0.1:30304
node.2=127.0.0.1:30308
node.3=127.0.0.1:30312

BC B A SR B2

[group] BLEART ST PTG AR Bz
* group_data_path: FEARURFIERTE
s group_config_path: R E U2 -
T EREgroup_config_pathB2 FHIFTE . genesis/FE B ohEFA -

[group]
; FTERARIENE TV A data T B%
group_data_path=data/
; TEFF BEnEIZ A TRITE . genesis
group_config_path=conf/

FLEIEHER

HETZLZE | FISCO BCOSTI & B RFISSLINEEE, [network_security]BlESSLIEREAIEFE
B

N

s data_path: WERFIFAHAHATEHE -
o key: T EFAAMNI T data_pathfREIE -
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o cert: iEPnode. crt Xl Fdata_pathHIEEZE .
e ca_cert: callE P IXHHIZ -
» ca_path: calE 3R, Lcalf 7R

[network_security]
data_path=conf/
key=node.key
cert=node.crt
ca_cert=ca.crt

;ca_path=
BB EARY|R
ETBifE %r‘i FISCO BCOS L VF 1 S N2 BRI T SN AR B B3, FHfEd St B4 By
BV ER:, Bt [certificate _blacklist]BiE:
crl.idx: B4 BT S INode ID, T7 HiNode IDFiE i node . nodeid AR, idx @& B4 H
nﬁﬂ’]%?%‘l
HAZBRHEAE R SECAE L B
B BRYIREERFIT:
; PR
[certificate_blacklist]
crl.

—0=4d9752efbbldel253d1d463a934d34230398e787b3112805728525ed5b9%d2ba29%e4ad9%2c6fcdebl5bedeB8baabacal
3787c338a4

EEHEER
FISCO BCOS X Fi#2 EH Hleasylogging++, W FFIIREIR KK boostlog, A 1t G 56 FL & i FH X B
H%, FISCO BCOSERIAf# Fiboostlog, HEANF] 5% H HETFH -

* log_path: H ?EJU#E%?X °

o level: HEXHA, HUpiEEFtrace  debug-~ info- warnlng error LA HERA], *
BREMAELAE, BEXHEF 2B ARTETZRAMEE, BERINKE/ N Ferror >

warning > info > debug > traceo
e max_log_file_size: HEHRAEZ, ITERAAMB, BIAHN200MB -
e flush: boostlogElI\FT /5 E'/L»EBJJEJ%? Fimbet REUERE, BEUCRHZ(EIRE Hfalse -
boostlog/~FIFLE LT -

[log]
log_path=./log
level=info
; BOHERARERE, Bl k200
max_log_file_size=200
flush=true

fit Beasylogging++

H T RERDECE XM, FISCO BCOSHKfeasyloggin++HL & (5 B AL E| T config.inift) [1og] FLE,
MOEWATFBNENER T HERANIMIEAECE . Seasylogging++) 7715 7] $7% 5 Heasylogging++ -

e format: é‘)% H mﬁ%fﬁ °
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e log_flush_threshold: H R RS E E]]@log_flush_threSholdﬁ‘ﬁu%ﬁEl A
=K

easylogging++/~FIELE LT :

[1log]
log_path=./log
level=info
; BHEXHEREE, Bilh2oomB
max_log_file_size=200
; easylog L=
format=%level |%datetime{$Y-%M-%d S$H:%m:%s:%g}|%msg
log_flush_threshold=100

BLE T Rk A

FISCO-BCOS 2.0 G MU MR 32, it config. iniH i [compatibility] BLE T A HIFEANE,
COAC B iR T RS e, P AFHEN .

* supported_version: BT SIS TR

Important:

e B @ ¥ ./fisco-bcos —-version | grep "FISCO-BCOS Version" | cut -d':'
-£2 | sed s/[l:space:]]//g iR EEFISCO BCOSH)H B L7 AR M lUA

* build_chain.sh 4 AL X HEETT SECEH, supported_versionit & FISCO BCOS 4 Hij i & =1 il A
o (BT S TR AR, BEEFIHFIFISCO BCOS i il h BT FISCO BCOS IR AT,

release-2.0.0-rc3 AR [compatibility] BeET:

[compatibility]
supported_version=release-2.0.0-rc3

AERLE: VEAME
N T PRBETT SEARVLE N, FISCO BCOSTI A Z N ERIET BB VLS, BRI RIETFINES
X E .
config.iniHHJstorage_security A THEEKEME, FEEHE:
s enable: seEmTBAEEME, BIAHE;
* key_manager_ip: Key Managerﬂﬁ%ﬁ"]%ﬂ%m;
* key_manager_port: Key ManagerfR%5 W i I ;

e cipher_data_key: T AEIEMZEFEHIIZ L, cipher_data_keyHIESZEEINERIET
T

VBN T R E R BIN T -

[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443
cipher_data_key=edl157f4588b86d6la2el745efe7lebea
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6.4.3 FEHARGEC B
BARAEE M E S, RREERG A HEIE, Ao NEEARGEEMFHZEE . A
RO E — AT A conf HE T . genesis)ﬁ?ﬁmﬁy#qﬂ °

W: grouplMIRGHLE — K4 Ngroup.1.genesis, FHHAREEFEOIEHHAID - iR . HFiE
Fgastf KAVELE -

Important: BLE RGALER, FEE:
. mgﬁéﬂm—ﬁ( - HHASEER T ARG, FI I GAERHN T S AZECE

s TABPEATER : AARECEERNGERG AT RGEK, HEWHRILE A E

« SERIIAILIS, BIBEEEEC T genesisBLE, FrHIECEANSAER, RGUIIREH WA LEERT i genesisAL
B

o T genesisELE ZSKEEANFTE T A —80, WA build_chain FERIZELE

FHARCE

[group] BEERAID, 77 ARIEZIDYIIG LA -
biAshlipaAs N RN (I I

[group]
id=2

HREE

[consensus | W XILIRMKELE, BH:
e consensus_type: ILIRETERA HESCEFPBFTHIRaft, BRIAFEFIPBFTIH:HE L,

e max_trans_num: — PRRAITERARALSHE, BiAE1000, BEWIHILE, @S S50
BIHEIZ S,

e node.idx: IR H I KX, BEE T £ 5 HIHT & BNode ID, T 5 HINode IDFA]
1 ts {data_path}/node. nodeidX 4 3% EY(/E\: His data_path} A] i@ T E i Econfig .
inifJ[network_security] .data_pathBEiEIIKE)

; IR ICE
[consensus]

; ﬁdﬂ%ﬁz, EEﬁﬁj?PBFT(consensus_type:pbft)*DRaft(consensus_type:raft)

consensus_type=pbft

;BRI SE

max_trans_num=1000

; leader i HHIDFIFE

node.
—0=123d24a998b54pb31£7602972b83d8990b5176add03369395e53a5f60c303acb719%9ec0718efled51fe
e01789233a

node.
—1=70ee8ed4bf85eccda9529a8daf5689410£f£f771ec72fc4322c431d67689%efbd6fbd4d74cb7dc7435f£631
3494db8776

node.
—2=7a056ebb611a43bae685efd86d4841bcb5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79cf£201]
922aa0ef50

node.
—3=fd6e0bfe509078e273c0b3e23639374£0552b512c2bealb2d3743012b7fed8a9%dec7b47c57090fa6
4a5aed2bda

7e9cf4836£26

ra592b98£f22bl

§69ed80££220b

cc5341922c32]
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REEABE

state TR X REEIRSE B, L Tgenesis WHFEH [state]:

o type: stateZRAY, HEI S Fistorage state FIMPT state, BRI\ Hstorage state, storage state’$F 58 Z AT
CERFHIERGET, MEKE, MPT state i L 5 HUTE R FEEEMPTR A, B, EEE
SEEMTEER -

Important: #E7Z{HH storage state , FRERFAT K, TR HMPT State

[state]
type=storage

gasfic &

FISCO BCOS# 2 LU KB BEHLHLWEVM), H T BF IEEF S EVMAEIDOSK i, EVMZEHIT RSB, 5IA
Teastt, FREREHEAAHITEERHEEIITEMGEMETIR, S5 5 & KeashR fil 1 X P&
KeasPRl, #5538 5 5 X HHAT T #E A gasitB 13 FR Hl(gas limit), NI EF A2 58 X B - FISCO BCOS#: Bk
BIEE . R T gasi®it, (URE R H i KeasfR#], X B Kgasil i 7 L & Fmax_trans_ numF13Z
5y B KgasPRHl—R LR - FISCO BCOSi@ T genesisH [tx] .gas_1imit RALE R 5 KgasPRAl, BLiA
300000000, HEPIIRILTEERSE, ALEEH G152 SIS B gasRH -

[tx]
gas_limit=300000000

N N S L

M AR BB E AL T flcont B3R N . ini FRRISLIEF -

g grouplm"xﬁ@ﬂﬁ—ﬁiﬁ»@ HNgroup.1l.ini, A AL E EEAIER S K/ - PBFTHRTE B A
FITTL - PBFTHARTT A A& E - PBFTR 5] A SHEILE - HITXHKESE -

fit & storage

17 % H A 32 F¥RocksDB ~ MySQL -~ External = Ff 1% = | F 7 0] DAAR $8 75 22 9% £ B i9DpB, H
HRocksDB: BE % =1 ; MySQLZC ¢ F ' {# FIMySQLEU IR %2, 77 ¥R I EE; Externalifl 1T FL 5 1L
P Almysql, FH P HEEB NI EEIECHE . R 3OS HEAMDBF 1% 1T - RC3FRA A F A1 1#
FIRocksDB# X LevelDB LIIKTS B 47 AL RER TN, 175 FFIH A LevelDB -

NIBLE IR

s type: HFHEFIDBEA, T HFRocksDB~ MySQLAExternal - DB A HRocksDBHT, [XHREE R
S B B 7% TRocksDB A M E IR ZE A, type My SOLFT, type Nexternalfsf , 77 m AR 17 Bt & 15
[AlmysqlEUHE 2 - X HEE R G A BOE A 68 TmysqiB e EH, ZLAC B AMDBH 1 [AlmysqlZ 4E
&, AMDBRIEALEIFSHiXH

s max_capacity: BCERVFT SHTHNEZRERIZERA-

* max_forward_block: BCERFTAMTHNFEXRIIA N, =77 50k X ERE HIZEUER
1R fELEHAR R R E AR -
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B e R BB

s topic: HtypeNExternallf, TFEAEELZFE, FRXHEE RS FIENAMDB Htopic, 1#4H
HEZHXE .

* max_retry: M:"ltypeﬂUEXternalHTJ', TEMEZTER, RENRBNERKE, FHES
FiXH

« db_ip: HtypeMySOLRf, FHEREIZTE, FRMySQLAIPHIL -
 db_port: ZitypeIMySQLE, FEALEIZTFE, FRMySQLHNH S -

e db_username: HtypeHMySOLK, FEAEIZFE, FRMySQLHIH -4 -

s do_passwd: ZtypeHMysQLI, FTEALEZTE, F/RMySQLH % R E S -
¢ db_name: HtypeAMySQLI, TEELEIZFE, FRMySQLH# %R ES -

e init_connections: HtypeAMySQLEY, FIIAALEIZFEL, FRE5MySQLE . IRIIREREL,
A5 - (EHEOAMERNT -

s max_connections: é’ltypeﬁMySQLEﬂ’, GBI i%ﬂ—?'—?!MySQL@fLE@%j(@fﬁﬁ,
ERIN20 - FFHEGAERDA] .

T & [storage] HI AL B R -

[storage]
; storage db type, rocksdb / mysqgl / external, rocksdb is recommended
type=RocksDB
max_capacity=256
max_forward_block=10
; only for external
max_retry=100
topic=DB
; only for mysqgl
db_ip=127.0.0.1
db_port=3306
db_username=
db_passwd=
db_name=

R oM E

FISCO BCOSF & it A EECE I A P, AR E B Sk SRR K - TR @ tE R R LURCTT mim)
T PEEC B A Sy i A o

o MWEL BRI T

[tx_pool]
1imit=150000

PBFTHATE R #ALE

PBFTHARSE Ay T RIESR VS R KA A, B 30RO E U RIRTE B G, b7y
AUREZIEE, EMSBIFRIASE T, SR B AL 2 AN M A TR PR, R IR AT
BECETASIA T e IREHITHE R LXK, HESRKNELZRE I ce1-1, ZEETNPBFTH
R -

WELEE RS L —IK, BERIWT:
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; the ttl for broadcasting pbft message
[consensus]
ttl=2

PBFT3LiRTT GLA A AL &

ZERIPBFTIK RITE KRS S H EEX H P AT BIENR DL S, R B F
fif 25 [A] , FISCO BCOS v2.0.0-rc27E #f H 7] ZF B Egroup.group_id.iniH[consensus] I 5l
)\min_block_generation_time@ﬂﬁlﬁ%ﬁﬂ%UPBFT#\ﬁjﬁT@E"]EE%%EHTJ‘ B, BF. FART S FT AR
[B]#8 ¥ min_block_generation_time HITHEMZ ZE K TOA S HIG IR, HFT 6 4E R AH
X

Important:
* min_block_generation_time BRI\ H500ms

o MR SERAIT E A9 1000ms, 7 1d 1000msHr X ER T H EIFIAE 58U 00, HRBER &3
ANHZEHHEH, SHRIFANEEL;

e min_block_generation_time AN AT H 2 HE ] 1000ms, &% EEHEI$1000ms, RGE
1Amin_block_generation_time % 500ms

[consensus]
;min block generation time (ms), the max block generation time is 1000 ms
min_block_generation_time=500

PBFTA: ST Al sh A%

2 B CPU i #F1 48 SE IR F RGTALFREE T AI52 00, PBFTHR ML T 2 A — XN T E R K S
BRI, ZEESRIED B X 50 E RS RER RN TR &AL SE, B E, thalHE
A 2Bl B group . group_id. iniff)[consensus] .enable_dynamic_block_sizelt BB
FfalseRFFZEE, WH XN &AL HE Ngroup. group_id.genesisH][consensus] .

max_trans_nume

KA XBIT 0L S EENSHBEIEME RN T

[consensus]
enable_dynamic_block_size=false

HOXHEE

FISCO BCOSXFFAZ Z HIFHATHT - RS HATHITH K, B LL RN ST rHdT, 5
HFHE, HIHFITHATIEstorage statet = T AR -

[tx_execute]
enable_parallel=true

6.4.5 B ERESH
FISCO BCOS 2% H i T EAE T RASHCERLST BEM R %550

ROZH LN £l
tx_count_limit | 1000 — MY BRAFRFTEFR K 5 EH
tx_gas_limit | 300000000 | — X B K gasFRH
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] 5 1Rt setSystemConfigByKey i & RAEHHIX L RE 550, getSystemConfigByKey i & 7] &F R4
2 AGOEEIEER

Important: NEIWFEE B tx_count_limitfltx_gas_limit, 41 N AENGX LS5
o WAL ECPUSREFPEREA R 1/ x_count_limit, BiFE(KLE5HETT;
o B ARE, HUTXRE gas N2 : Y Ktx_gas_limit -

# 3 TZ? MXRAATHE R SHE 500

[group:1]> setSystemConfigByKey tx_count_limit 500
#/@WHtXicountillmlt

[group:1]> getSystemConfigByKey tx_count_limit
[500]

group:1]> getSystemConfigByKey tx_gas_limit 400000000
group:1]> getSystemConfigByKey

# WEXHqgasfREIN 200000000
[
[
[400000000]

6.5 EH &

54| £ ZFISCO BCOS 2.0EE MR EARE i TE, TilidWeb3SDK 5 X BUGETY & %8, SCINT
XEEET SEIRANEE HRENR . BHEHEFENGS, BRFEEEXREERE  EHXHEET 5 . 36
BHEHANE . Wi, BHERME—NEARIFETE, B w5 REER I Solidity & 20 S04 9m 1%
Flava i -

6.5.1 #Hl G ML

G S HE AR, B8 FITE M R ZEL

o 184 BB RHUTHIRIEM S, AFEEIAXREHERER, WMEASANMAHGAMELSE, HAE
S¥a4 A FHISON-RPCH: 1, KL 5ISON-RPCH: A4 - AR F84 W LUFEHtabBE 2,
HEXFHELETRERDFHWATES -

s BAHXRMWSE: LR OTENSE, BL55LUNSHE S R H S5,
5ISON-RPCH2 1 [R] 44 fin & P A\ S EUF AR EUE ) U%Exa’]ﬁfﬁiﬁ#?‘#/%JSON RPC API -

6.5.2 HHMmREE
EHNERXWL

* FIFHCNSHERZE R &2 3HEH)

- HE A deployByCNS

- W A%: callByCNS

- HICNSHRE A 2I(E B queryCNS
o EEEEMAH S

- #EE4): deploy

- HHAEY: call
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HAtan <

&

o HIXHEE: getBlockNumber

o BT HIIFE: getSealerList

« B G EHIEE: getTransactionReceipt
o PR switch

6.5.3 RiERE

s Ctrl+A: JEIEBIEITE

« ctrl+D: BHEHE

s Ctrl+E: JEHEEIEITTR

o Ctrl+R: HEREIAWN L4
o 1 [AVETIN NI 5 A

o Lo MRS A4

6.5.4 ] 5 Wi B

HRE—NEH G MR, EH S SR S PUTIE R, F HEX SRR IUTER,

F2k:
o IEFRER:

o BERGER:

-

o

REEFRPITER, DT8R EZ json I A 0R ]
iR GR[E -

EIEERAIPATEE R, DLFAT 8R Ei json AT 2

/%\
é\

B KA 2 A FHISON-RPCHE [, BEIRAG 25 X L .
— &4 & 1 2V F Precompiled Service®% R, FERAG 25X 1 .

6.5.5 EHI G ESa1T

Important: Fj &5 FEFEFISCO BCOSX HEEiES % fak i o /i T A .

IREE &

$ cd ~ && mkdir -p fisco && cd fisco
# REUER G

$ bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/

—download_console.sh)

HREEHIT

|-— apps # EflH jar8 HE

| —— console. jar

|-— lib # FHFIKHN jart H3

|-— conf

| |-— applicationContext-sample.xml # HLE

| |-— log4j.properties # HGELE Ui+

|-— contracts # SPTEHZE

|  —— solidity # solidity&#IFHEZ

| -— HelloWorld.sol # HHAY: HelloWorld&#, WIEREFMH
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./console.html#getblocknumber
./console.html#getsealerlist
./console.html#gettransactionreceipt
./console.html#switch
../api.html#rpc
../api.html#precompiled-service-api
./build_chain.html
../enterprise_tools/index.html
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| -— TableTest.sol # fHHCRUDEOMAEY): TableTest &%, TIEREFYEH
| -- Table.sol # CRUDAHFFEGIAWITableB PN

| -— console # HHIAEHEGLNHRFENGNabi, bin, javallifH3E

| —-— sdk # solZJava.sh%W¢ﬁ%ﬁ%WT%2@abi, bin, javaj{ﬁtgit

|-— start.sh # #HHEGEIHAR

|-— get_account.sh # /AR

|-- sol2java.sh # solidity &P HGRIFEN javad PSR & T EMA

|-— replace_solc_jar.sh # 4wiE jartl AR

BHIEGRME-IRITHRFSNTE, T L E Fsolidity 5 A3 HHIFE NjavaG A - LT
B SR

o FFsolidity 5 A L M#Econt ract s/solidity HE N -

o J#1Ti21Ts0l2java. shIAR(FEEIRE — NjavalI B 2)FEMIRIFE LTS - i1, contracts/
solidityH 3 F € BHelloWorld.sol-~ TableTest.sol-~ Table.sol® 4, 18 & B &
Horg.com.fisco, MW T:

$ cd ~/fisco/console
$ ./sol2java.sh org.com.fisco

BITRINZ G, K& fEconsole/contracts/sdk HRAEAjava ~ abiflbin H3E, W HFAR-

|-— abi # HIFEMFIabi BE, FilsolidityAIHRiERIabi XHF

| |-— HelloWorld.abi

| | -— Table.abi

| | -— TableTest.abi

|-— bin # HFEREIbinHE, FilsolidityHHHRIERIbI n 3 1

| | —— HelloWorld bin

| | -— Table.bin

| | -— TableTest.bin

|-— Java # HFIURIFRIAZE N gavas

| |-— org

| |-— com

| |-— fisco

| |-— HelloWorld.java # ZWiEfHelloWorlid Java i
| |-— Table.java # WEMRGCRUDE AN Java Xl
| | —— TableTest.java # BiER TableTest Java X4

javaH X N 4 Al Torg/com/fisco/fl ¥ 12 H & - A K 12 H & T F & £ Aljavas
%) 3 1L'FHelloWorld.java\ TableTest.javafiTable. javas H HHelloWorld.
javaflTableTest . javasgjavah F ITiE & Mjava &2 34 -

H: TEME#IEHconsole/1ib AR P& solcd-all-0.4.25. jar, HUILTEFOAAAIE LI
B o R HOSIRA G A giIEAREE T G OMIER, 15 NERR &N RmiEdRjartl, RE é?ﬁ&console/
1ibH R FHsolcd-all-0.4.25. jare Efuﬁii./replace_solc_jar.shﬂ*ﬂﬁ T84, 8¢
FE R FERjar B, T

# T#Hisolcg-all-0.5.2. jarlliftconsoleBK I, REIAENT
$ ./replace_solc_jar.sh solcJ-all-0.5.2.]jar

T AN HiFjarE

0.4 A A2\ Y jar

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.4.25.3jar
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0.5/ A& 2\ Y jar f

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—~all-0.5.2.jar

[E 550,44 & 25 1% jar £

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.4.25-gm. jar

[ 75 0.ShRUR & 29 1 jar

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd-
—all-0.5.2-gm. jar

Ao B H &

o XERBET HAIIE R HIACE :
- ¥ Hsdk B3R FHca.crt ~ node.crtflnode . key XN cont R T -
- ¥contH X T E"]applicationContext—sample.xmlj{ H EH M A
HapplicationContext .xml1 . Al EapplicationContext .xml3{H, HAFME

T B PN AR DR BE Y S IE B A R B - 7R QSR IEHERT 1% & Hlisten_ip>H127.0.0.15%
#0.0.0.0, channel_port7720200, NlapplicationContext .xmlflE NFEM .

<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—wWww.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor—-arg value="0"/> <!-- O:standard 1:guomi —->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list> <!-- BPTHAFENE 1 bean ——>
<bean id="groupl" class="org.fisco.bcos.channel.

—handler.ChannelConnections">

<property name="groupld" value="1" /> </-—
SHHM groupID ——>

<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</
—value> <!-- IP:channel_port ——>
</list>
</property>
</bean>
</list>
</property>
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</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
_n n —_nqmn by 2y . e A
<property name="groupId" value="1" /> </—— EIDNIMIFEH -—>
<property name="agencyName" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>

</beans>

e & I B 2 X

Important: %] & AL E 11
o REHIGECEER, ER7ECentOSRSE FEEhEH & HELA R
Failed to connect to the node. Please check the node status and the console configruation

)& K 8 F T CentOS R 5% B ﬂ?E’JJDKH)f(ZIK( SEES G5 XREET S VGERBD, EM
OpenJDK F M B Oracle E M NEH %% Tava Siuiﬁﬁﬂi( VR ZRPIR 255 ), R
JEERBhEHE -

. %’I?E%USQEEK#EQA%‘??HWEEE N RIE T%HT TR A RORE LT SRR F LA AT AE

RHEHEAE, FtES SRR SR, HREFEEFEA -, BTIEWRNE - @S

;ET &EEE — T H G PRIEFC B AT AR ?’EﬂHEP IXFEFE [F] 2 Bt 8] PN 2 B E N 15 B AR
—%

R shEEH &
FEVRIEAETREL T, BhEda

$ ./start.sh

+ HiH TR ERREEAD)

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \/ \ 7 \ | \ 7/ \ 7 \ / o
{*;$$$$$$$\$$$$$| $SSSSS| SSSSSSI SSSSSSN | $S$SSSS] $9SS8S1 $SS8S88S| $588S
{Hzg__ I $$ 1 $S___\$| $3 \$| $$ | 88 | $$_/ $S1 88 \ST 88 | $1 $S___\
{%zz \ | $$ \$S \l S8 I $$ | $8 | $$ Sl $s [ 88 | $S\s$$
{*;$$$$ | $8 _\$$8SSS| 88 _| 88 | 88 [ $$8588S1 85 __| $$ | SS_\$$SSS
[*22 oSS N S 8S_/ 1 $s_/ S8 [ $S_/ S1 $S__/ | $s__/ $1 \_|
[ﬁzz | $S \\$$ $S\SS $S\SS $S | $$ SS\SS $S\SS $S\SS
(<§z \$SSSSS \SS888S  \$S8$88SS \$5S888 \$SSSSSS  \SS88SS8S \$5S88S \$SS8SS
=5
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../sdk/sdk.html#spring
https://jdk.java.net/java-se-ri/8
https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
./console.html#java
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JE BRI A L B

B = W 6 A

./start.

sh —--version

console version: 1.0.3

M P i 75 =

FEH B I EFL

2] & FE LR 7 A A AR get_account. sh(FIA FVETE S B K & HE RS, AR AU IR P S0 #Eaccounts H
RN, BHIEmEMK P LI EEZERT - BRle BTG T JLF:

./start.
./start.
./start.
./start.

sh

sh groupID

sh groupID -pem pemName
sh groupID -pl2 pl2Name

NN =)

R GREYLER — MK, ERES G EE R ENHA SR .

./start.

sh

TEERASE

EHIGRYLER — IR, FEHmLITEERFAS B -

./start.

sh 2

o VERK PR BRLLTERS ) A RUE SO PR A B AL B bean -

15 F PEMAE SAAEA ST IR B

o TR Kpem X AERIKF EE), BIAZE: AT - -pem - pem 14 HBkTE

./start.

sh 1 -pem accounts/0xebb824a1122e587b17701ed2e512d8638dfb9c88.pem

fF FHPKCS12#% X FASA Ui IE 36

o FERFREMpI2XIFIKS, FEMAEN, MASE BAES . pl2. pl2UFA BRI

./start.

sh 1 -pl2 accounts/0x5ef4dflbl56bc9f077ee992a283c2dbb0bf045¢c0.pl2

Enter Export Password:

6.5. EHE
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6.5.6 EHIEMS

help

i A\helpliEh, BEEH G HTHI

A

[group:1]> help

o
addObserver Add an observer node.

addSealer Add a sealer node.

call Call a contract by a function and,
—paramters.

callByCNS Call a contract by a function and
—paramters by CNS.

deploy Deploy a contract on blockchain.
deployByCNS Deploy a contract on blockchain by CNS.
desc Description table information.

exit Quit console.

getBlockByHash Query information about a block by hash.
getBlockByNumber Query information about a block by block,
—number.

getBlockHashByNumber Query block hash by block number.
getBlockNumber Query the number of most recent block.
getCode Query code at a given address.
getConsensusStatus Query consensus status.

getDeployLog Query the log of deployed contracts.
getGroupList Query group list.

getGroupPeers Query nodeId list for sealer and observer
—nodes.

getNodeIDList Query nodeId list for all connected nodes.
getNodeVersion Query the current node version.
getObserverList Query nodeld list for observer nodes.
getPbftView Query the pbft view of node.

getPeers Query peers currently connected to the
—~client.

getPendingTransactions Query pending transactions.
getPendingTxSize Query pending transactions size.
getSealerList Query nodeId list for sealer nodes.
getSyncStatus Query sync status.

getSystemConfigByKey Query a system config value by key.
getTotalTransactionCount Query total transaction count.
getTransactionByBlockHashAndIndex Query information about a transaction by,
—block hash and transaction index position.

getTransactionByBlockNumberAndIndex Query information about a transaction by,
—block number and transaction index position.

getTransactionByHash Query information about a transaction
—requested by transaction hash.

getTransactionReceipt Query the receipt of a transaction by,
—transaction hash.

grantCNSManager Grant permission for CNS by address.
grantDeployAndCreateManager Grant permission for deploy contract and_
—create user table by address.

grantNodeManager Grant permission for node configuration,
by address.

grantPermissionManager Grant permission for permission,,
—configuration by address.

grantSysConfigManager Grant permission for system configuration,
—by address.

grantUserTableManager Grant permission for user table by table
—name and address.

help (h) Provide help information.

listCNSManager Query permission information for CNS.
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listDeployAndCreateManager Query permission information for deploy,,
—contract and create user table.

listNodeManager Query permission information for node
—configuration.

listPermissionManager Query permission information for,
—permission configuration.

listSysConfigManager Query permission information for system
—configuration.

listUserTableManager Query permission for user table,
—information.

queryCNS Query CNS information by contract name_
—and contract version.

quit (q) Quit console.

removeNode Remove a node.

revokeCNSManager Revoke permission for CNS by address.
revokeDeployAndCreateManager Revoke permission for deploy contract and,
—create user table by address.

revokeNodeManager Revoke permission for node configuration
—by address.

revokePermissionManager Revoke permission for permission,,
—configuration by address.

revokeSysConfigManager Revoke permission for system
—configuration by address.

revokeUserTableManager Revoke permission for user table by table
—name and address.

setSystemConfigByKey Set a system config.

switch(s) Switch to a specific group by group ID.
[create sql] Create table by sqgl.

[delete sql] Remove records by sqgl.

[insert sqgl] Insert records by sqgl.

[select sqgl] Select records by sql.

[update sqgl] Update records by sqgl.

o

*E:

o helpBREARAM LT R & L IhfER

« BEEFMSIERN AR, BAMGS -hSi-helpBF - HI40:

[group:1]> getBlockByNumber -h

Query information about a block by block number.

Usage: getBlockByNumber blockNumber [boolean]

blockNumber —-- Integer of a block number, from 0 to 2147483647.

boolean -- (optional) If true it returns the full transaction objects, if false
—only the hashes of the transactions.

switch

BTswitchBliEs, VIHEBIFRERAH - FHES B nrEan S5 AF AT -

[group:1]> switch 2
Switched to group 2.

[group:2]>

E: FTEUHPREE, BfREconsole/conf HX FiJapplicationContext . xml (AL E V]
IS R R A B E) U T ELE TR ARE R, i E P EE T Aipflvm O B, %77
FIEHIBAT -
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getBlockNumber

i217getBlockNumber, & XIREE .

[group:1]> getBlockNumber
90

getSealerList

i&f{TgetSealerList, E&EHIFT SFIFE -

[group:1]> getSealerList
[

—0c0bbd25152d40969d3d3cee3431£a28287e07c££2330d£3258782d3008b876d146ddab97eab427964

—

—10b3az2d4b775ec7f3c2c9e8dc97fa52beb8caab9c34d026db9b95a72acldlclad551c67c2b7£dc3417

—

—622af37b2bd29c60ae8f15d467b67cl0a7febeb3e5c63fdc27alee8066707a25afa3aaleb5a3b802d3a
]

Sbfbb281591f

7857eada75836¢

eb5e26de9dbaf

getObserverList

i&{TgetObserverList, & METT HF1% -

[group:1]> getObserverList
[

—037c255c06161711b6234b8c0960a6979e£039374ccc8b723afea2l07cba3432dbbc837a714b7da201
]

11£74d5a24e91

getNodelDList

iZf{TgetNodeIDList, & T & KiEHp2p 17 A fnodeld¥| 5 -

[group:1]> getNodeIDList
[

—41285429582cbfe6eed501806391d2825894b3696£801e945176c7eb2379%9alecf03b36b027d72£480e

—

—87774114e42a496c68£2482b30d221£a2f7b5278876da72£3d0a75695b81e2591c1939fc0d3fadblbcc

—

—29c34347a190clec0c4507cbeedbabbcddd7a8f9f54ef26da616e81185c0aflla8ceadeachb74cfofol

—

—dbb3a9782c6aca271c9642aea391415d8b258e3a6d92082e59cc5b813¢cal23745440792ae0b29£4962
]

9d15bacd4346.

59c997bafce.

20292b24bcbd

£568£8ad58b7

getPbftView

51T getPbftView, FEFpbftilE .
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[group:1]> getPbftView
2730

getConsensusStatus

jz2fTgetConsensusStatus, & LR -

[group:1]> getConsensusStatus

[

"accountType":1,

"allowFutureBlocks":true,

"cfgErr":false,

"connectedNodes": 3,

"consensusedBlockNumber":6,

"currentView":40,

"groupId":1,

"highestblockHash":
—"0xpb99703130e24702d3b580111b0cf4e39f£f60ac530561dd9%eb0678d03d7acceld",

"highestblockNumber":5,

"leaderFailed":false,

"max_faulty_leader":1,

"node index":3,

"nodeId":
—"edlc85b815164b31e895d3f4fc0b6e3f0a0622561ec58al0cc8£f3757a73621292d88072bf853ac52f
(4’"1

"nodeNum" :4,

"omitEmptyBlock":true,

"protocolId":264,

"sealer.0":
—"0471101bcf033cd9e0cbdbeef76cld44e6eff90a7a0b184705976£f8ba32b2516c0528338060a4599fc
— "I

"sealer.1l":

a9%a9%bbbl0ab4]

be3bafeel88bc

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfd5¢025180£9d966.

om
—

"sealer.2":
—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6e58f6£5634£9¢c2884d2e972486¢c7feld244d4b49c

om
—

"sealer.3":
—"edl1c85b815164b31e895d3f4fc0b6e3f0a0622561ec58a10cc8f3757a73621292d88072bf853ach2f
"toView" :40
b
[

—"0471101bcf033cd9%e0cbdbeef76cl44e6ef£90a7a0b184705976£8ba32b2516c0528338060a4599fc
—":39

}I

{

b148clcb524bc

a%a9bbbl0a54]

be3bafeel88bc

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%9a702eadfd5¢025180£9d966.

—":36
by
{

—"cf93054cf524£f51c9%fede9a76a50218aaa’7a2ca6e58£6£5634£9c2884d2e972486c7feld244d4b49c
—":37

$148clcb524bc

53ae52£f0a%a9%bbbl0a54]
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]I
{
"prepareCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™",
"prepareCache_height":-1,
"prepareCache_idx":"65535",
"prepareCache_view":"9223372036854775807"
}I
{
"rawPrepareCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™",
"rawPrepareCache_height":-1,
"rawPrepareCache_idx":"65535",
"rawPrepareCache_view":"9223372036854775807"
}I
{
"committedPrepareCache_blockHash":
—"0xbbf80db21fa393143280e01b4b711eaddd54103e95£370b38%af5c0504bleeab",
"committedPrepareCache_height":5,
"committedPrepareCache_idx":"1",
"committedPrepareCache_view":"17"

"signCache_cachedSize":"0"

"commitCache_cachedSize":"0"

"viewChangeCache_cachedSize":"0"

getSyncStatus

iZ4TgetSyncStatus, HH FHIRE -

[group:1]> getSyncStatus
{

"blockNumber":5,

"genesisHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",

"isSyncing":false,

"latestHash":
—"0xb99703130e24702d3b580111b0cf4e39f£f60ac530561dd9%eb0678d03d7acceld",

"nodeId":
—"cf93054cf524f51c9fede9a76a50218aaa’7a2cab6e58f6£5634£9c2884d2e972486¢c7feld244d4b49c

‘—‘"l
"peers": [
{
"blockNumber":5,
"genesisHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",
"latestHash":
—"0xp99703130e24702d3b580111b0cf4e39f£60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"0471101bcf033cd9e0cbdbeef76cl44e6eff90a7a0b18470b5976£8ba32b2516c0528338060a4599fc
"
s
{

$148clcb524bc

pbe3bafeel88bc
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"blockNumber":5,
"genesisHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",
"latestHash":
—"0xpb99703130e24702d3b580111b0cf4e39f£60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"2pb08375e6£87624102a1d495cd560bd8e43265f57dc9ed07254616ea88e371dfa6d40d9a702eadfd54
"
}I
{
"blockNumber":5,
"genesisHash":
—"0xeccad5274949p9d25996£f7a96b89c0ac5c099%9eb9b72cc00d65bc6ef09£f7bd10b",
"latestHash":
—"0xb99703130e24702d3b580111b0cf4e39f£60ac530561dd%eb0678d03d7acceld",
"nodeId":
—"edlc85b815164b31e895d3£f4fc0b6e3£f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

"
—

1,
"protocolId":265,
"txPoolSize":"0O"

getNodeVersion

51T getNodeVersion, #F& 7 IR

[group:1]> getNodeVersion
{
"Build Time":"20190107 10:15:23",
"Build Type":"Linux/g++/RelWithDebInfo",
"FISCO-BCOS Version":"2.0.0",
"Git Branch":"master",
"Git Commit Hash":"be95a6e3e85b621860b101c3baecee8be68f5£450"

getPeers

iB1TgetPeers, B T . Hpeers -

[group:1]> getPeers
[

"IPAndPort":"127.0.0.1:50723",
"nodeId":
—"8718579%9e9%a6fee647b3d7404d59d66749862aeddef22e6bbabaafelafofcl28fc33ed5a%9all5abdda
AL

",

"Topic": [

"IPAndPort":"127.0.0.1:50719",
"nodeId":

2025180£9d966.

a%a9%bbbl0a54]

51el2004cebf

—"697e81le512cffc55£c9c506104fb888a% cfde2%eabfefbbb334blebbb6fcdef8fab60eb614a0£f2bel}8d0b5993464c

o
—

"Topic": [
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"IPAndPort":"127.0.0.1:30304",
"nodeId":
—~"8fc9661baal057034f10efacfdB8be3b7984e2f2e902£83c5c4e0e8a60804341426ace51492ffael087d

"
",

"Topic": [

getGroupPeers

i&1TgetGroupPeers, BF T T 7Egroup IR SATILEETT SF1% -

[group:1]> getGroupPeers
[

—~cf93054cf524£f51c9fedefa’6a50218aaa’7a2cabe58£6£5634£9c2884d2e972486c7£feld244d4b49c6]

—

6c0b968bd5e9.

48clcb524bcc

—edlc85b815164b31e895d3f4£fc0b6e3£f0a0622561ec58al0cc8£3757a73621292d88072b£853ac52£049%a9%bbl0a54b

—

—0471101bcf033cd9%elcbdéeef76cld4e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599fc5¢3bafeel88bca

—

—2b08375e6£876241b2ald495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d9%a702eadfd5e
]

getGroupList

j&1TgetGroupList, B FHFELHYI|F:

[group:1]> getGroupList
[1]

getBlockByHash

i&{TgetBlockByHash, REXRIEFHFEMXIER - ZH:
o XERIGA: OxTTLHIXERIGF(E -
o ZHIRE: BiMalse, XKRFIIZHRERZHRA, HE e, BRTHEEEE -

[group:1]> getBlockByHash,
—0xfoafbccl3ec9ebdac2c2829c2607e95ealfalbe914callb7436b2d3c5£1842855
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxfoafbcc3ec9ebd4ac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

102 Chapter 6. ¥/ FMt

25180£9d966a

000000000000



FISCO BCOS Documentation, Release v2.0.0-rc2

"number":"0x1",

"parentHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",

"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd9%0cbdbeef76cl44e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599fche3bafeel88bc

o
—

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d9%9a702eadfd5¢025180£9d966.

o
—

—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6e58f6£5634£9c2884d2e972486c7fel1d244d4b49c6148clcb524bce

oom
—

—"edlc85b815164b31e895d3f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ach2f

1,
"stateRoot":"0x9711819153£f7397ec66a78002624f70a343b49¢c60bc2f21a77b977b0ed91cef9

"timestamp":"0x1692£f119c84",
"transactions": [
"0xal4638d47cc679cfoeeb7£36a6d2a30eab6cb8dcf0938719££45023a7a8edb5d"
]I
"transactionsRoot":
—"0x516787£85980a86£d04b0e9ce82a1a75950db866e8cdf543c2cae3e4a51d91b7"
}
[group:1]> getBlockByHash,
—0xfoafbcc3ec9ebdac2c2829c2607e95ealfalbe914callb7436b2d3c5£1842855 true
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxf6afbcc3ec9ebdac2c2829c2607e95ealfalbe914callb7436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

‘—‘"l
"number":"0x1",
"parentHash":
—"0xeccad5274949p9d25996£f7a96b89c0ac5c099%9eb9b72cc00d65bc6ef09£f7bd10b",
"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd9e0chbdbeef76cl44e6ef£f90a7a0b184705976£8ba32b2516c0528338060a4599fc

("
—

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfdb5e

o
—

—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6e58£f6£5634£9¢c2884d2e972486¢c7feld244d4b49c

o
o

—"edlc85b815164b31e895d3f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

n
—

1,
"stateRoot":"0x9711819153f7397ec66a78b02624f70a343b49c60bc2f21a77b977b0ed91cef9

o
—

"timestamp":"0x1692£119c84",
"transactions": [

{

a%a9bbbl0a54]

000000000000

be3bafeel88bc

2025180£9d966.

$148clcb524bc

a%a9%bbbl0a54]

"blockHash":

—~"0xfeafbcc3ec9ebdac2c2829c2607e95ea0falbe914call57436b2d3c5£1842855",
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"blockNumber":"0x1",

"from":"0x7234c32327795e4e612164e3442cfae0d445b9%ad",

"gas":"0x1c9c380",

"gasPrice":"0x1",

"hash":
—"0xal4638d47cc679cfbeeb7£36a6d2a30eab56cb8dcf0938719£f£f45023a7a8edb5d",

"input":
—"0x608060405234801561001057600080£d50b506040805190810160405280600d81526020017£48656

"
",

"nonce":
—"0x3443a1391¢c9¢c29f751e8350304efb310850b8afbaa7738f5e89ddfce79bld6",

"to":null,

"transactionIndex":"0x0",

"value":"0x0"

1,

"transactionsRoot":
—"0x516787£85980a86£d04b0e9ce82ala75950db866e8cdf543c2cael3ed4a51d91b7"
}

r6cof2c20576f

getBlockByNumber

iZfTgetBlockByNumber, RIEXHREHEEHXREER - ZE
o XEREE: AL
« KOS Bilfalse, KRAPKZ S RERZ G, WE e, BRZHEFEE -

[group:1]> getBlockByNumber 1
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"0xf6afbcc3ec9ebd4ac2c2829c2607e95eal0falbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

‘—‘"l
"number":"0x1",
"parentHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",
"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd9%e0chbdbeef76cl44e6ef£f90a7a0b184705976£8ba32b2516c0528338060a4599fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfdb5e

"
",

—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6eb58f6£f5634f9c2884d2e972486¢c7feld244d4b49c

"
",

—"edlc85b815164b31e895d3f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

n
—

1,
"stateRoot":"0x9711819153f7397ec66a78b02624f70a343b49c60bc2f21a77b977b0ed91cef9

"
",

"timestamp":"0x1692£119c84",
"transactions": [
"0xal4638d47cc679cfbeeb7£36a6d2a30eab6cb8dcf0938719££45023a7a8edb5d"

000000000000

be3bafeel88bc

2025180£9d966.

p148clcb524bc

a%a9%bbbl0a54]
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1,

"transactionsRoot":
—"0x516787£85980a86£d04b0e9ce82ala75950db866e8cdf543c2cael3ed4a51d91b7"
}

getBlockHashByNumber

i&{TgetBlockHashByNumber, i#id X EHRE X RIGA - S5
o XEREE: +EhIEEL.

[group:1]> getBlockHashByNumber 1
Oxfé6afbcc3ec9ebdac2c2829c2607e95eal0falbe914call57436b2d3c5£1842855

getTransactionByHash

iZ1TgetTransactionByHash, A TS ABRLSEE - S35
o XoMEF: OxTFLRIAC S (E -

[group:1]> getTransactionByHash,
—0xed82e2cda98db8614677abalfa8a795820bd7£68a5919a2£85018ba8cl0952ac
{
"blockHash":
—"0x77e5b6d79%edabaecaeb54ac5cea9baacdbf8e7ace33531d40c7ed65192del £f02",
"blockNumber":"0x5a",
"from":"0x7a5b31b49c6e944e9e1768785blbc%a9%6cealcl7",
"gas":"0x1c9c380",
"gasPrice":"0x1",
"hash":"0xed82e2cda98db8614677abalfa8a795820bd7£68a5919a2£85018ba8cl0952ac

"input":
—"0x10009562616c6963650000000000000000000000000000000000000000000000000000006a6£726

"
",

"nonce":"0x18711fff2ea68dc8b8dced4a3d3845c62a0630766a448bd9453a9127efe6f9eb

"to":"0x738eedd873bb9722173194ab990c5b9%a6c0beb25",
"transactionIndex":"0x0",
"value":"0x0"

»p000000000000!

getTransactionByBlockHashAndIndex

j&17 getTransactionByBlockHashAndIndex, Eid [XIRIEH LSRG BERLZHEER - S5
o XERMAAT: OxJF LA X HRIGA(E -
o XHRG|: FtHEEE

[group:1]> getTransactionByBlockHashAndIndex,
—0x77e5b6d799%edabaecaeb54ac5cea9baacd6f8e7ace33531d40c7ed65192delf02 O
{

"blockHash":
—"0x77e5b6d79%edabaecaeb54ac5cea9baacdbf8e7ace33531d40c7ed65192del £f02",

"blockNumber":"0x5a",

"from":"0x7a5b31b49c6e944e9e1768785b1bc9a9%6cealcl7",

"gas":"0x1c9c380",

"gasPrice":"0x1",

"hash":"0xed82e2cda98db8614677abalfa8a795820bd7£68a5919a2£f85018ba8cl0952ac
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"input":
—"0x10009562616c6963650000000000000000000000000000000000000000000000000000006a6£7265000000000000

"
",

"nonce":"0x18711fff2ea68dc8b8dce4a3d3845c62a0630766a448bd9%453a9127efeb6f9e5

"to":"0x738eedd873bb9722173194ab990c5b9%a6c0beb25",
"transactionIndex":"0x0",
"value":"0x0"

getTransactionByBlockNumberAndindex

j&21TgetTransactionByBlockNumberAndIndex, jEit KR & FEMRZ SR I BERTHELR - S5
o XIREE: kR
o XHERF|: tHEE.

[group:1]> getTransactionByBlockNumberAndIndex 2 0
{
"blockHash":
—"0x77e5b6d79%edabaecaeb54ac5cea9baacdbf8e7ace33531d40c7ed65192del £02",
"blockNumber":"0x5a",
"from":"0x7a5b31b49c6e944e9e1768785b1lbc%a9%6cealcl7",
"gas":"0x1c9c380",
"gasPrice":"0x1",
"hash":"0xed82e2cda98db8614677abalfa8a795820bd7£68a5919a2£f85018ba8cl0952ac

"input":
—"0x10009562616c696365000000000000000000000000000000000000000000000000000000626£7265000000000000

"nonce":"0x18711fff2ea68dc8b8dced4a3d3845c62a0630766a448bd9453a9127efe6f9eb

"to":"0x738eedd873bb9722173194ab990c5b9%a6c0beb25",
"transactionIndex":"0x0",
"value":"0x0"

getTransactionReceipt

i&{TgetTransactionReceipt, HIT S FFa A B IHZE S EIH - 4L
o XHMEF: OxHLPI HMa A -

o BN TR, RIELGTEEG S ERIE AR, RIS ET LURAE 55 B Hevent logfi#
Hritf -

s event%: AL, event®HR, FREILXSEUNHIHITE E Mevent logfF B, -
o event®R5|5: A, eventR5|, FEEZSEUNH HIEEeventR 5| B Hevent loglF & -

[group:1]> getTransactionReceipt,
—~0x6393c74681£14ca3972575188c2d2¢c60d7£3£fb08623315db£6820£fc9dccllocl

"blockHash":"0x68alfd47cad65acc89edbc24115d1b435chb39faldef53e8d0ad8090cfl827cafd

"blockNumber":"0x5",
"contractAddress":"0x0000000000000000000000000000000000000000™,
"from":"0Oxcd44e7a8ad4ae20d6afaad3221c6120b5ele9f9a72",
"gasUsed":"0x8beb",

"logs": [

106 Chapter 6. ¥/ FMt



FISCO BCOS Documentation, Release v2.0.0-rc2

"address" :"0xd653139%09%abffc3fe07573e7bacdfd35210b5576",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001 ™,
"topics": [
"0x66£770528011224d1145399e0414adc43a2d6974b487710£f417edcf7d4a39d71

1,
"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000400000000000

"output":"0x0000000000000000000000000000000000000000000000000000000000000001",

"status":"0x0",

"to":"0xd653139%%abffc3fe07573e7bacdfd35210b5576",

"transactionHash":
—"0x6393c74681£f14ca3972575188¢c2d2¢c60d7£3fb08623315dbf6820£fc9dcc119cl,

"transactionIndex":"0x0"

[group:1]> getTransactionReceipt,
—0x6393c74681£14ca3972575188c2d2¢c60d7£3fb08623315dbf6820fc9dccll9cl TableTest

"blockHash":"0x68alfd47cad65acc89edbc24115d1b435cb39faldef53e8d0ad8090cfl827cafd

"blockNumber":"0x5",
"contractAddress":"0x0000000000000000000000000000000000000000™,
"from":"Oxcd44eT7a8adae20d6afaad3221c6120b5ele9f9a72",
"gasUsed":"0x8beb",
"logs": [
{
"address":"0xd653139b9%abffc3fe07573e7bacdfd35210b5576",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001",
"topics": [
"O0x66f7705280112a4d1145399e0414adc43a2d6974b487710f417edcf7d4a39d71

I
"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000400000000000

—
"output":"0x0000000000000000000000000000000000000000000000000000000000000001L ",
"status":"0x0",

"to":"0xd65313909%abffc3fe07573e7bacdfd35210b5576",
"transactionHash":
—"0x6393c74681£f14ca3972575188c2d2c60d7£3fb08623315dbf6820fc9dccl119cl™,

"transactionIndex":"0x0"

y——————————

Event logs

InsertResult index: 0
count = 1

[group:1]> getTransactionReceipt,

—-0x6393c74681£14ca3972575188c2d2c60d7£3fb08623315db£f6820£c9dccll9cl TableTest,

—~InsertResult
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"blockHash":"0x68alf47cad465acc89edbc24115d1b435chb39faldef53e8d0ad8090cfl827cafd

"blockNumber":"0x5",
"contractAddress":"0x0000000000000000000000000000000000000000™,
"from":"Oxcd44e7aB8adae20d6afaad3221c6120b5ele9f9a72",
"gasUsed" :"0x8beb",
"logs": [
{
"address":"0xd653139%09%abffc3fe07573e7bacdfd35210b5576",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001L",
"topics": [
"0x66f£7705280112a4d1145399e0414adc43a2d6974b487710f417edcf7d4a39d71

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000400000000000

"
",

"output":"0x0000000000000000000000000000000000000000000000000000000000000001",

"status":"0x0",

"to":"0xd653139b%abffc3fe07573e7bacdfd35210b5576",

"transactionHash":
—"0x6393c74681f14ca3972575188c2d2¢c60d7f3fb08623315dbf6820fc9dcc119cl™,

"transactionIndex":"0x0"

S
InsertResult index: 0

count = 1

e

[group:1]> getTransactionReceipt,
—0x6393c74681£14ca3972575188c2d2¢c60d7£3fb08623315dbf6820£fc9dccll19cl TableTest,
—InsertResult 0

"blockHash":"0x68alf47cad465acc89edbc24115d1b435chb39faldef53e8d0ad8090cfl827cafd

"blockNumber":"0x5",
"contractAddress":"0x0000000000000000000000000000000000000000™,
"from":"Oxcd44eT7a8adae20d6afaad3221c6120bbele9f9a72",
"gasUsed" :"0x8beb",
"logs": [
{
"address":"0xd65313909%abffc3fe07573e7bacdfd35210b5576",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001L",
"topics": [
"0x66f7705280112a4d1145399e0414adc43a2d6974b487710f417edcf7d4a39d71

]I

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000400000000000

"
",

"output":"0x0000000000000000000000000000000000000000000000000000000000000001 ",
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"status":"0x0",

"to":"0xd653139%09%abffc3fe07573e7bacdfd35210b5576",

"transactionHash":
—"0x6393c74681f14ca3972575188c2d2c60d7£3fb08623315dbf6820fc9dccl119cl™,

"transactionIndex":"0x0"

Ly ——————————

Event logs

InsertResult index: 0
count = 1

getPendingTransactions

i&{TgetPendingTransactions, EIAERFLERAIAF) -

[group:1]> getPendingTransactions

[]

getPendingTxSize

iZ{TgetPendingTxSize, EWEFLIHKITHEE (ZHMHHLHEE) -

[group:1]> getPendingTxSize
0

getCode

iZf7getCode, MIEELIHNEEIR G2 ZFHITS . SEL
o BEMHE: OxHIELIHIEGREZ-B AT LURTG S 2L -

[group:1]> getCode 0x97b8cl9598£fd78laaeb53al1957ef9¢c8acc59£705
0x60606040526000357c0100000000000000000000000000000000000000000000000000000000900463 1%

FEfff£££16806

getTotalTransactionCount

i&1TgetTotalTransactionCount, i)Y B E A RIT L HE (N EHOFFIE) -

[group:1]> getTotalTransactionCount
{

"blockNumber":1,

"txSum":1

deploy

izfTdeploy, #REAEL . (ELAIRHEHelloWorld & 21 TableTest.soli 1 TR FI1H ) S5
o BNAIR: TREHIELIZIR(AT LA sol/548), HlHelloWorldak# HelloWorld.sol# 7] «
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# ¥ EHelloWorldaH
[group:1]> deploy HelloWorld.sol
contract address:0xc0ce097a5757e2b6el189aa70c7d55770aced7767

# #EBTableTestBH
[group:1]> deploy TableTest.sol
contract address:0xd65313909%abffc3fe07573e7bacdfd35210b5576

-
« WEHPRENEY), AFTERsolidity 5 EIER &R B XK Mcontracts/solidity/H
K, REHTEERR - Zabl ] LI Rcontracts/solidity/ BR FHIELIAIR -

s BAHREMMEBRIEGANGI AT HAH A A28 library %, 5IHMI Aimport "./xxxX.sol"; . HAH
K ANBIE L Flibrary EEFI i Econt ract s /solidity/ H¥ -

o MR-G5 H T library %, library % XA B & FRL M LALibFAF R4, DUE T IX 5052 s 5 4
Slibrary 3 o library ZE S A GERMF B -

« H TFISCO BCOSE. ZBR LK M M B K X2 8, K Hsolidityd £ B 7 & A X F# &
Hpayable X, % xBTS 5 Hsolidity &2V H AL Hjava- & 2 S48 78 Gr i i S L -

getDeployLog
iZ4TgetDeployLog, HIAMFHNHY R EH GHE SN AEEER - AEEEREHRE GLARNFE, &
HID, GALWELMIE . 25

« HEMTEL mnk, MIEEAHEEREEHNHEEER, SERaBUOTHEER, %R0
HEHRME . HEARERS M, BOALR2050EERHHHEREE -

[group:1]> getDeploylLog 2

2019-05-26 08:37:03 [group:1] HelloWorld
—0xc0ce097a5757e2b6e189%9aa70c7d55770aced 7767
2019-05-26 08:37:45 [group:1] TableTest
—0xd653139b9%abffc3fe07573e7bacdfd35210b5576

[group:1]> getDeployLog 1

2019-05-26 08:37:45 [group:1] TableTest
—0xd653139b9abffc3fe07573e7bacdfd35210b5576

H: WREEENERESAHEEE, &8 Econsole K FHdeploylog. txt 44« %R
R EOT 100005550 & & 4 H R 1E%

call

EfFcall, VAN . S5
o BT EBIIALIEHR AT soUR D -
o BYHAE: FEE AL, AL LUEREATZ, FI, 0x000ac78 A LAH S Hi0xacTS -
s BYEOY: AAKSNEOS .

« ZH HANBEOSERE - SHHZKSE, HPFE/FE . FHREASKTFEN EWEI
5, BASHFTEMLPES, 23], HATPRFHFEHFTRE, mX3l5, #F
fi[“alice”,’bob”], EEREAHASEHPAEGZEM; H/RERE Ntrued Ffalse -

# VHHelloWorldfget# 0K name F4F
[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el89%9aa70c7d55770aced7767 get
Hello, World!
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# FHHelloWorldiset O iIX Enanme T &

[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el89%aa70c7d55770aced7767 set
—~"Hello, FISCO BCOS"

transaction hash:0xa7c7d5e£8d9205celb228belfe90£f8ad70eeb6a5d93d3£526£30d8£431cble70

# WHHelloWorldfget B A Ename A, TR EZHEN
[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el8%aa70c7d55770aced47767 get
Hello, FISCO BCOS

# WHTableTestMcreateBEOBIEA Rt _test, create¥E M T createResult event, event, |
%log/ﬁ\?ﬁ‘ﬁﬁo

# event logHlevent%&HR, event HERG|SMeventMBEAMN, HHEHFEELERXLSEHIZER

Ao createResult eventifEMZEcreatelEOOIEFIREK{Ecount

[group:1]> call TableTest.sol 0xd653139b%abffc3fe07573e7bacdfd35210b5576 create
transaction hash:0x895980dd6ef37004bb32a7f417daal3b5d0bdblf16e8a62cc9251e5948c612bb5

CreateResult index: 0
count = 0

# i}ﬁﬁﬁTableTestE‘]insert%DT@)\E%, ?Eﬁj'?}name, item_id, item_name

[group:1]> call TableTest.sol 0xd653139b%abffc3fe07573e7bacdfd35210b5576 insert
—"fruit" 1 "apple"

transaction hash:0x6393c74681f14ca3972575188c2d2c60d7f3fb08623315dbf6820£fc9dccl19cl

InsertResult index: 0
count = 1

# JHTableTestiselect BEAEMILRK

[group:1]> call TableTest.sol 0xd653139b9%abffc3fe07573e7bacdfd35210b5576 select
—"fruit"

[[fruit], [1], [apple]]

IE: TableTest.sol GG Z %X B .

deployByCNS

iZ1TdeployByCNS, RHCNSHE A . FICNSHEN AL, ATHANSERRA . S50
o BHILIR: EEHELNLIR-
o BURAET: FEREGLNMAESKEAFERT40) -

# FEHelloWorldE41. 0k
[group:1]> deployByCNS HelloWorld.sol 1.0
contract address:0x3554a56€a2905f366c345bd44fa374757fb469%6a

# TEHelloWorld &2, 0K
[group:1]> deployByCNS HelloWorld.sol 2.0
contract address:0x07625453fb4a6459cbfl4f5aa4d574cae0£17d92
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# FEBTableTest B4
[group 1]> deployByCNS TableTest.sol 1.0
contract address:0x0b33d383e8e93c7c8083963ad4ac4ab8b214684a8

&
« BEHPREMNEY), AFEERsolidity 523 =R G R B X Mcontracts/solidity/H
XT, %Eﬂfﬁ%ﬁ%EHT Ytabf n] I R contracts/solidity/ BE FHIEHLIT -
o BB EBRNALGI AT HAHEAM AL library %, 5IHE X Ainport "./xxx.sol"; - HAH
K ANBIE LI Flibrary B Econt ract s /solidity/ H¥E -
o MR-G5 H T library %, library % XA B & FRL M LALibFAF BTG, DUE T IX 5052 E 5 4
Slibrary 34 o library FESCHANRER A Z AN A -
« B FFISCO BCOST % Bk DL K 1 B K A1 2 8, K thsolidity & 29 B9 5 ¥& A 3 #F
Hlpayable X8F, ZKXKBEF 2T Hsolidity A AL P java & A S E R IE R R -
queryCNS

iB1TqueryCNS, RIFFNEBIHRMENRAS (ALESH) BWCNSEKILRKFEE (GABMELMIERIBR
Bt - S

s BNAW. HEHSHLIR-
« BNRRAS: (ATE)FERGLIRAS -

[group:1]> queryCNS HelloWorld.sol

| version | address

| 1.0

| version | address

| 1.0

callByCNS

i&1TcallByCNS, KHACNSHA AL, RAAAZEZEHEYN . 25

s ANEMERIMAS: FALMEMASHELE 57, #lilnelloworld:1.
0BiHelloWorld.sol:1.0. HEBEEAMAER, #HlilHelloWorldiiHelloWorld.sol,
T F BT R AR B A4

« BYEOA: AANEHROY .

°%§5I HENEOSERE . SHRETZESE, HPE/FE . FHRUSEFTEM LG
5 BUHESHFTEMLYRES, Lwn23), FHEHYRFFEHFTRE, mX55, #l
[“alice”,’bob”]; 7ii /R B A HtruediF false -
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# PHHelloWworld&41. 0, EidsetFE X EnameFAF
[group.1]> callByCNS HelloWorld:1.0 set "Hello,CNS"
transaction hash:0x80bb37cc8de2e25f6alcdcb6b4al0lab5p5628082f8dadc48eflbbclfbld28b2d

# VA HelloWorld&42. 0, BT setEHiE EnameFAF
[group.l}> callByCNS HelloWorld:2.0 set "Hello,CNS2"
transaction hash:0x43000d14040f0c67ac080d01790949906885d4a1495d3cfdla79ffb5f2945f64

# VHHel1oWor1dA#I1. 0%, it getBH DK B name FHF&H
[group.l}> callByCNS HelloWorld:1.0 get
Hello, CNS

# VW HelloWorld B A& (B2, 0kR) , i get?ﬁ H K name F47 &
[group.1]> callByCNS HelloWorld get
Hello, CNS2

addSealer

izfTaddSealer, BTSN NIIRTT S . SEL

7 Hinodeld

[group:1]> addSealer
—ea2cab519148cafc3e92c8d9a8572b41ea2f£62d0d19e99273eel8cccd34ab50079b4ec82fe5f4ae51bd95dd788811c97
{
"code":0,
"msg":"success"

addObserver

iz{TaddObserver, R 77 HANIN A MERTT 5 - S5
o 7 Bnodeld

W

[group:1]> addObserver,
—ea2cabl9148cafc3e92c8d9%9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%b4ec82fe5f4ae51bd95dd788811c97
{

"code":0,
"msg":"success"
}
removeNode
izf7removeNode, 7 AURH - BT addSealerfii & o] LLRFR H AT SR SR 5, 8T addObserverfiy
LB RN SR S . SEL

o 77 Minodeld

[group:1]> removeNode,,
—ea2cabl9148cafc3e92c8d9a8572b41ea2f62d0d19e99273eel8cccd34ab50079%4ec82fe5f4ae51bd95d4d788811c97
{
"code":0,
"msg":"success"
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setSystemConfigByKey
i fTsetSystemConfigByKey, LIS E N A XN EEBE RSA S - B R EM AR S W X
Fftx_count_limitHltx_gas_limit - XD RKSEAIHEZ 7T LUE T tabBEFN 2
o tx_count_limit: [XHEAFTEA FHEL
o tx_gas_limit: HHIT RVFIHFERT R K gastl
ZHL
* key

e value

[group:1]> setSystemConfigByKey tx_count_limit 100
{

"code":0,
"msg":"success"
}
getSystemConfigByKey

i51TgetSystemConfigByKey, RIFMEEHRGISEIIE . S3L:

* key

[group:1]> getSystemConfigByKey tx_count_limit
100

grantPermissionManager

17 grantPermissionManager, AR HBEE EE AR - S50
o TP HihE

[group:1]> grantPermissionManager 0xc0dOe6ccc0b44cl12196266548becd4a3616160e7d
{

"code":0,

"msg":"success"

}

T BUR IR 5 A< MR B 58 R AT A2 28 A PR ) 45 P A

listPermissionManager

iZ4TlistPermissionManager, £ A BEE 2 A ANPR MK P 515

[group:1]> listPermissionManager

| address | enable_num

| O0xc0dOebccc0b44cl2196266548becd4a361l6160e7d | 2
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revokePermissionManager

j&fTrevokePermissionManager, fEUEHI 7 BEE B IR - S50
o Nkt

[group:1]> revokePermissionManager 0Oxc0dOe6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,

"msg":"success"

grantUserTableManager

iZ1TgrantUserTableManager, AKX AP RSHR - S5

. K
o P ik
[group:1]> grantUserTableManager t_test 0xc0d0ebccc0b44cl12196266548bec4a3616160e7d
{
"code":0,
"msg":"success"

listUserTableManager

i21TlistUserTableManager, EIRHENH P RERIK S 513 - S35
.« K

[group:1]> listUserTableManager t_test

revokeUserTableManager

iZ4TrevokeUserTableManager, MKk X H R ERUR - Z4L

. KA
o ki
[group:1]> revokeUserTableManager t_test 0xc0d0ebccc0b44cl2196266548bec4a3616160e7d
{
"code":0,
"msg":"success"

6.5. &EHlE 115




FISCO BCOS Documentation, Release v2.0.0-rc2

grantDeployAndCreateManager

N

™I

1T grantDeploy AndCreateManager, AWK 7 HIH0E-& 2 F1 A8 FH P # AR -
.
o P ik

W

[group:1]> grantDeployAndCreateManager 0xc0d0e6ccc0b44cl2196266548bec4al3616160e7d
{

"code":0,

"msg":"success"

listDeployAndCreateManager

iZ1TlistDeployAndCreateManager, E1HHH HRE & LA QI H 7 R AR K F 515 -

[group:1]> listDeployAndCreateManager

revokeDeployAndCreateManager

iZfTrevokeDeployAndCreateManager, A (IERE & LUFNAIE H P RAR - S50
o Mk itk

[group:1]> revokeDeployAndCreateManager 0xc0dOeb6ccc0b44cl2196266548bec4al3616160e7d
{

"code":0,
"msg":"success"
}
grantNodeManager

51T grantNodeManager, AU AT S B HAR - S50
o MK bk

[group:1]> grantNodeManager 0xc0d0e6ccc0b44cl2196266548becd4a3616160e7d
{

"code":0,
"msg":"success"
}
listNodeManager

i&1TlistNodeManager, EIRHHE T A/EH K - 51% -
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[group:1]> listNodeManager

revokeNodeManager

j&fTrevokeNodeManager, TRUEHIG A S AR . 250
o Kk

[group:1]> revokeNodeManager 0Oxc0dOe6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,
"msg":"success"
}
grantCNSManager

iZ1TgrantCNSManager, AL P AIEFHCNSHR - %4
o K ik

[group:1]> grantCNSManager Oxc0d0e6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,
"msg":"success"
}
listCNSManager

D

iZ1TlistCNSManager, & HHH 1 FHCNSHIK F 513 -

| 0xc0dOebccc0b44cl2196266548becd4al36lelele’d

revokeCNSManager

iZfTrevokeCNSManager, f{FHIK O FHCNSHUR - 244
o Tk itk

[group:1]> revokeCNSManager 0xc0dOe6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,
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"msg":"success"

grantSysConfigManager

i&4T grantSysConfigManager, AU HMEI RS SEINR - S50
9B kil

[group:1]> grantSysConfigManager 0xc0dOe6ccc0b44cl12196266548becd4al3616160e7d
{

"code":0,
"msg":"success"
}
listSysConfigManager

i21TlistSysConfigManager, EiIFfIHE B AT SERIIK 5% -

[group:1]> listSysConfigManager

| O0xc0dOebccc0bd44cl2196266548becdal3616160e7d | 2

revokeSysConfigManager

iZ1TrevokeSysConfigManager, UEHM F FIEMAR TS EUNIR - S
o K ik

[group:1]> revokeSysConfigManager 0xc0dOe6ccc0b44cl12196266548becd4a3616160e7d
{

"code":0,

"msg":"success"

quit

B Tquit~ qElexit, B HIEHIG -

quit

[create sql]

EfFcreate sqBAI QI £, FmysqiBaTE= -

+ QP £t _demo, HFBHNname, HMFE Nitem idflitem_name

[group:1]> create table t_demo (name varchar, item_id varchar, item_name varchar,
—primary key (name))

Create 't_demo' Ok.

118 Chapter 6. ¥/ FMt




FISCO BCOS Documentation, Release v2.0.0-rc2

ER:
o QPRI TBERAY N FAT R KRR, ARG B, iR R R E -
o WTERE FHTE . FlanelE demo®, FHEF B name-

o RIVERS XAULIRFET TR AR HEAMS, XEERIUEANME—, XREERZ O ILF
TEENTRE -

« MR TBOVER, HIRENTERAY, 2, RI|FBIHcET NEER -

desc

i5fTdesc A BRI FEE R, FHAmysqifAE -

# Bt _demoXMFEIER, FUEERNERAMEAMFESL
[group:1]> desc t_demo
{

"key" . "name n ,

"valueFields":"item_1id, item_name"

[insert sql]

iZ1Tinsert sqUE AT ALK, FHmysqliEAE -

[group:1]> insert into t_demo (name, item_id, item_name) values (fruit, 1, applel)
Insert OK, 1 row affected.

EE:
o AL FsqUiE AL AR I 5 7 BUE -
« BIAREFIRGATS . SRECE DUBTF I ANE S TR TA S, {EMLEWSS, WE5HA
RETFHHANGE .

[select sql]

iZ1Tselect sqiB A ALK, FHmysqiB A -

+ BWEEITEFBERILR

select * from t_demo where name = fruit
{item_id=1, item_name=applel, name=fruit}
1 row in set.

+ BB EEEFBEMILR

[group:1]> select name, item_id, item_name from t_demo where name = fruit
{name=fruit, item_id=1, item_name=applel}

1 row in set.

# AR

[group:1]> insert into t_demo values (fruit, 2, apple?)
Insert OK, 1 row affected.

# HHandRBEFERELS TR

[group:1]> select x from t_demo where name = fruit and item_name = apple?2
{item_id=2, item_name=apple2, name=fruit}

1 row in set.

# EAlinic 7B, ERMELTICSE, WHRHEZERIA N0

[group:1]> select x from t_demo where name = fruit limit 1
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{item_id=1, item_name=applel, name=fruit}
1 row in set.

# HHLinitFE, ElEATiIER, WMEEN

[group:1]> select x from t_demo where name = fruit limit 1,1
{item_id=2, item_name=apple2, name=fruit}

1 rows in set.

EE:
o EIICRsqliB AL Ewhere T A R LR ) 3 7 B fH -
o RATIRAE A Flimic 7 BT LUEEF, SR 1250, 29 offset(iF% &) F1E T E (count) -

o where55 4 FA) A T Ffand K8, HAbor- in- like~ inner-~ join, unionld X FH1f) - ZREHKAE
TSNS -

« EAIERPRAA S - SREE LR LA S TREEE, FEN LGS, W5 ER
RV ERNE]E -

[update sql]

izfTupdate sqUEAIEHICE, (FHmysqliEA)E .

[group:1]> update t_demo set item_name = orange where name = fruit and item_id =1
Update OK, 1 row affected.

EE:
o BHNCFsqliE A Bwhere 7 A6 AT 5 R A T8 7 BU(E -
o BARYEF IR AT - SRREGE DRI AE S FERTAR SR, |FEMLEWSS, WE15HA
SRETFHAMNGE .

[delete sql]

izf7delete sqliE AIMIBRICSE, fF FmysqliB A= -

[group:1]> delete from t_demo where name = fruit and item_id = 1
Remove OK, 1 row affected.

EE:
o HIBRIC e sqliE A B where 7 A6 T 5 (R A T8 7 BL(H -

« WARYEF IR RS - ERREGE DRI AE S FERRTA S, |FEMLEWSS, WE5HA
RFEANG5 -

6.5.7 M. JavaifimpL &

Ubuntuifif %3 Java

# TEEBI\ gavalfi R (Java sELL L)
sudo apt install -y default-jdk
# il gavaliias

java -version
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CentOSIf% %3 Java

HifjcentosFA K Javahi A

rpm —galgrep Jjava

T BRI R ga vahi A<

rpm —e —-nodeps javaﬁﬁﬂi

Tl gavahfiA, & LRSS M R e 5

java -version

BRI, Zdgava s LRI, B FEM) jdkiE software HE
MopendDKEM (https://jdk. java.net/java-se-ri/8)H.0oracleEM (https://www.oracle.
—com/technetwork/java/javase/downloads/index.html) ¥ Java el FWIRRA NE, FlanT
B jdk-8u201-linux-x64.tar.gz

S mkdir /software

# MR jdk

$ tar —-zxvf jdk-8u20l-linux-x64.tar.gz

# BiE gavalli%, Ywik/etc/profileX

$ vim /etc/profile

# ATH UG R N E = A5 A 2R 1

export JAVA HOME=/software/jdk-8u20l-linux-x64.tar.gz

export PATH=$JAVA_ HOME/bin:S$PATH

export CLASSPATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools. jar
# HT¥profile

$ source /etc/profile

# TifgavahiiAs, HIWARASE B O FEBIMR, 23T -

java -version

oW O o oS oS

FISCO BCOSF4 H fil % #Solidity -« CRUD ~ Precompiled =F & G2 & AR -
o Solidity &N 5 IATHHIE], STHRFEGHTHUAS -

« CRUD#% M 3B 7ESolidity & 2 HF LR i s R TR 7% 549, —U«J\*f)v{—rSohdlty LR EE AT
FEFISCO BCOSF- & AMDBR L F, LI AL S5EERN B

o TidiE (Precompﬂed) BAFERCHIT %R, WETFISCO BCOSF 4, HHH T Solidity &2 EH H i
HtERE, H niﬁ?%mﬁﬁ%f%wﬂﬂﬁﬁ‘aﬁﬁm %ﬁFHE B EEEFELHNS R, Gl
Ho RTGRIEE N LGE N —TH# T

6.6.1 Solidity &2 %
* Solidity' B /7 314
o RemixfFZZIDE
6.6.2 fFH&4ICRUD¥: O

Vila] AMDB T2t ] AMDB & fE 6% Table. sol¥EH, ZEHAZEIRESL, AILIOIEE,
FERFFAAT M R A R

Note: JySLHAMDBOIEHIRAIH L MEAEDN, HRLZZHAN 2R LA, LA
Al —4c8E LR — M RrET, QIEZ D REMERIE

Table.sol HFRRBUIT:
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pragma solidity 70.4.24;

contract TableFactory {
function openTable (string) public constant returns (Table); // FIIF#
function createTable(string,string, string) public returns(int); // AER
}

// Bl

contract Condition {
//ET
function EQ(string, int) public;
function EQ(string, string) public;

//INETF
function NE (string, int) public;
function NE (string, string) public;

/KT
function GT (string, int) public;
//RTEET

function GE (string, int) public;

//NF
function LT (string, int) public;
//NFEET

function LE (string, int) public;

/ /BRHLR [EE S A%
function limit (int) public;
function limit (int, int) public;

}

/7 BEFEIEITR

contract Entry {
function getlInt (string) public constant returns(int);
function getAddress (string) public constant returns (address);
function getBytes64 (string) public constant returns (byte[64]);
function getBytes32 (string) public constant returns (bytes32);

function set (string, int) public;
function set (string, string) public;

}

// BAECRSE

contract Entries {
function get (int) public constant returns (Entry);
function size () public constant returns(int);

}

// TableF
contract Table {
// BN
function select (string, Condition) public constant returns (Entries);
// FEABEO
function insert (string, Entry) public returns(int);
// HEHED
function update(string, Entry, Condition) public returns (int);
/7 MBER
function remove (string, Condition) public returns(int);

function newEntry () public constant returns (Entry);
function newCondition () public constant returns(Condition);
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BAt—NEAN R TableTest . sol, BT

pragma solidity 70.4.24;
import "./Table.sol";

contract TableTest {
event CreateResult
event InsertResult
event UpdateResult
event RemoveResult

int count);

)

int count)

int count);
)

int count);

/7 Bl
function create() public returns (int) {
TableFactory tf = TableFactory (0x1001); // TableFactorylJHiHt[EE N 0x1001
// Bt _test®, FTWkey fieldHNname, value fieldNitem id,item name
// key_ fieldF/RAMDBF key value_ fieldBnzHI%], FfLIEZES], LUES S50
int count = tf.createTable("t_test", "name", "item_id,item_name");
emit CreateResult (count);

return count;

}

// BIRETE
function select (string name) public constant returns(bytes32[], int[],
—bytes32[]){
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

// FMREFIRANTE AT LR e 2 6 FH A 1R i 2k

Condition condition = table.newCondition();

Entries entries = table.select (name, condition);

bytes32[] memory user_name_bytes_list = new bytes32[] (uint256 (entries.
—size()));

int[] memory item_id_list = new int[] (uint256 (entries.size()));

bytes32[] memory item_name_bytes_list = new bytes32[] (uint256 (entries.
—size()));

for (int i=0; i<entries.size(); ++i) |

Entry entry = entries.get (i);

user_name_bytes_list[uint256(i)] = entry.getBytes32 ("name");
item_id_list[uint256(i)] = entry.getInt ("item_id");
item_name_bytes_list[uint256(i)] = entry.getBytes32 ("item_name");

return (user_name_pytes_list, item_id_list, item_name_bytes_list);

}
// FANEE
function insert (string name, int item_id, string item _name) public
—returns (int) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

Entry entry = table.newEntry();
entry.set ("name", name);

entry.set ("item_id", item_id);
entry.set ("item_name", item_name);

int count = table.insert (name, entry);
emit InsertResult (count);
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return count;

}
/7 BEEESE
function update (string name, int item_id, string item _name) public
—returns (int) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

Entry entry = table.newEntry();
entry.set ("item_name", item_name);

Condition condition = table.newCondition();
condition.EQ ("name", name);
condition.EQ("item id", item_id);

int count = table.update (name, entry, condition);
emit UpdateResult (count);

return count;

}

/7 TBREDE

function remove (string name, int item_id) public returns (int) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

Condition condition = table.newCondition();
condition.EQ ("name", name);

condition.EQ("item_id", item_id);

int count = table.remove (name, condition);
emit RemoveResult (count);

return count;

}

TableTest.solVi A T AMDB & F IR BE & DNTable.sol, LM EHA P £t_test,
t_test BFHITHIMENERITNEE - t_testBEWWT, ZEILRKEAF A LAY KGR E -

Important: % s 2 V& HERH R Java SIS, 752 F TableTest.sol Al Table.sol i\ Web3SDK
fsrc/test/resources/contract H 3% I, J#iL Web3SDK HI4wiE/iHl 44 A Table Test.java -

6.6.3 TgiFAAH X

—. Fif

Tigmi# (precompiled) & 22— AR RASZFEIThEE: 7ERZ A+ IS SS IR EThEERI &4V,
FEMLAEVMERE A - FISCO BCOSHtAH HARfE T iX Fiket:, FEHEM AR T —EfemKH 5T

HEAIHES precompiled % TR EE « AIMEN—RAITIESR, BEFETI A0S B O precompiled &
2], L P precompiled & A HIYEF -

. SEETGRIFE AN
2.1 fiftg

LIRS & LIRS

124 Chapter 6. fFHFM




FISCO BCOS Documentation, Release v2.0.0-rc2

 SrELE AL
VA M solidity &2 B0 Tign ¥ & 2T ZARYE S LR X 5y, Hudik =S [FIR)] 59

PP 5 BEsb ik 25 (R D9 0x 500 1-0x £ £ £ £, F 7 T BN I B TG 36 5 29 0 BE — SR FE A Btk Pl i
BN L ME—, AEE

FISCO BCOS 1 523 fJprecompild & 2351 38 LU K i dik 43 Fie:
s EXANEO

[Fsolidity 52N, Wit &L FTFEE LM E S AMABIEE L, precomipiled &2 FIABIEE O HLI 5 solidity 52
2HF, solidity ABIHERZ -

€ X TG A N O, Gl 5 2E MR MR D fsolidity 52y, I BRFFTARIEZ OR
RER RS, XPENHATRATGRFESLINEO S, BOSNERHTRE SN FE
fEH -

pragma solidity 70.4.24;
contract Contract_Name {
function interfaceO (parameters ... ) {}

function interfaceN(parameters ... ) {}

}

o WITFRESEH

TG E & W A ERRVERT, 75 B0 E A7 B R M5 B (R 2 5 3R EE ), P XURAEFISCO BCOSH 24—
RNREEM), AFHELER -

Note: N K AP BR1FAT LUEBSZIE -

-+ SEHA 2

LILHHE AN HZE, TEM LI — e+, IZRTER K Precompiled, E#icall HEL, TEcall AL
HRSEELA N ORI AT -

// libblockverifier/Precompiled.h
class Precompiled
{
virtual bytes call (std::shared_ptr<ExecutiveContext> _context,
—bytesConstRef _param,
Address const& _origin = Address()) = 0;

}i

call REUH =154
std::shared_ptr<ExecutiveContext> _context : REZ G HITH £

bytesConstRef _param : WHAABANKSEGEE, RIKFEHNN &N DU LEORNSEA L
M _paramf# T EREL

Address const& _origin : RXHEEHE, FRIITHREHI
AT SE B —1>Precompiled £ 7E T [ f)sample H 2 1EAH 150 FH -
o WA

B 7 BRI IR 56 B O SRIE A 2 S LVRIET LRI, X R E Hu ik F precompiled & £ 5 4
WIBT B RERUERRAIT, BEREMETIGRF 20715 « TR

file libblockverifier/ExecutiveContextFactory.cpp
function initExecutiveContext
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2.2 RBIEHITF R

// HelloWorld.sol
pragma solidity 70.4.24;

contract HelloWorld{
string name;

function HelloWorld() {
name = "Hello, World!";

}

function get () constant returns(string) {
return name;

}

function set (string n) {
name = n;
}
}

L3RRS Jysoliditydi 5 HHelloWorld 5 2, AT & SKH— MR DN BERI PG % 2 4, Hidstep by
step{f XS TR iF AR E B BEMAGR o IREIEc++IRD 1%

libprecompiled/extension/HelloWorldPrecompiled.h
libprecompiled/extension/HelloWorldPrecompiled.cpp

2.2.1 S EE AL

2.2.2 FXANENO

T Z L HHelloWorld & 2 ITHEE, #1105 HelloWorld# I 4#H[E],  HelloWorldPrecompiled fJ$% [ 42V

pragma solidity 70.4.24;

contract HelloWorldPrecompiled {
function get () public constant returns(string) {}
function set (string _m) {}

2.2.3 &It FELEE

HelloWorldPrecompiled 75 Z /7 fifiset KA B {H, BT LA I BIF B HAE, FTERITFER R -
#4: _ext_hello_world_
FLEN:

R A — ST BE X, key B Nhello_key, value™ B¢ Fhello_value 77 fif % N (£ 82 {H, 7] LA
1 set(string) B2 B, i@ 1T get()Hz HFREL -
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2.2.4 SEI A 2 5

7S THelloWorldPrecompiledt, E#icall K%y, SLHIFTHREORIAATTR, call HERR -

M F B E X #Precompiled & 2 7 ZHT I — DR ERPFE LGN FEHIT N, ERHFH
fiHelloWorldPrecompiled2t, SAJ5 EEFESER LI TIE:

o FEOVEM

// EXETETERER
const charx const HELLO_WORLD_METHOD_GET = "get ()";
const char+ const HELLO WORLD_METHOD_SET

"set (string)";

// TERRE BREGHATHE O M
HelloWorldPrecompiled: :HelloWorldPrecompiled()
{
// name2SelectorEeFiPrecompileddEHALGL, FRAFHE DV FIBLE5C R

name2Selector [HELLO_WORLD_METHOD_GET] = getFuncSelector (HELLO_WORLD_METHOD_
—GET) ;
name2Selector [HELLO_WORLD_METHOD_SET] = getFuncSelector (HELLO_WORLD_METHOD_
—SET) ;
}
o OlEFE
ENFRY, RNTFELEN
D& T
const std::string HELLO_WORLD_TABLE_NAME = "_ext _hello_world ";
/) ERTE
const std::string HELLOWORLD_KEY_FIELD = "key";
/) BEMFEFE, 20 FEREHESSE], Wi "fieldo, fieldl, field2"
const std::string HELLOWORLD_VALUE_FIELD = "value";

// cal IIREH, REENTTH, BELOIER
Table::Ptr table = openTable (_context, HELLO_WORLD_TABLE_NAME) ;
if (!'table)
{
/) R, BERAlE
table = createTable (_context, HELLO_WORLD_TABLE_NAME, HELLOWORLD_KEY_FIELD,
HELLOWORLD_VALUE_FIELD, _origin);
if (!'table)
{
/7 BIERRM, RIEIERED
}
}

IRBGRIBRIEANZ T, FP AT LSS R R B A2 -
« XAFREN
JH1 getParamFuncfi#tf_param 7] IX MR L - TEE: A48 0 — & Z a1 i &b oo

uint32_t func = getParamFunc (_param);

if (func == name2Selector [HELLO_WORLD_METHOD_GET])

{ // get () EOHHZHE

;lse if (func == name2Selector [HELLO_ _WORLD_METHOD_SET])
{ // set (string) HEMFHEHE

}

else
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/7 REEED, FAER, REREREGE

« SRR 545 R0R ]

W H A& AR S 38 S Ecallf 21 )_paramZ £ 1, & % HSolidity ABIE = # 1T 4 5, &
Hdev::eth::ContractABI LEZEH] uﬁﬁf%ﬁ%@ﬁ*ﬁ, [ R 42 1R [E] 3R Bt 75 22 4 BROZ OR
B & YR - Solidity ABI -

dev::eth::ContractABIRAHAIFE M HabiIn abioutM M ED, EHASHOFIM, &
0] LN FF S A i 23

// FIIMABIEHE, cr+REEIRFII S evmE A%
// _id : REEEOFEPANNMETAFE, — BBy 7 rHIE

template <class... T> bytes abilIn(std::string _id, T const&... _t)
7/ BTN EER T c++ R B EER
template <class... T> wvoid abiOut (bytesConstRef _data, T&... _t)

NI B R AR R A e 56

// M T transferf] : transfer(string,string,uint256)

// S

std::string strl = "fromAccount";
%
std::string str2 = "toAccount";

// B3
uint256 transferAmoumt = 11111;

dev::eth::ContractABI abi;
// B, abiInfi—"1stringZ &L
bytes out = abi.abiIn("", strl, str2, transferAmoumt);

std::string strOutl;
std::string strOut2;
uint256 amoumt;

// T ZEL

abi.abiOut (out, strOutl, strOut2, amount);
// R IE

// stroutl = "fromAccount";

// strOut2 = "toAccount"

// amoumt = 11111

)5, % HiHelloWorldPrecompiled call pR&Y Y SEEE SRS 5 12

bytes HelloWorldPrecompiled::call(dev::blockverifier::ExecutiveContext: :Ptr
—context,

bytesConstRef _param, Address const& _origin)
{

// BN R EGE O

uint32_t func = getParamFunc (_param);

//

bytesConstRef data = getParamData (_param);

bytes out;

dev::eth::ContractABI abi;

// FTFE
Table::Ptr table = openTable(_context, HELLO_WORLD_TABLE_NAME) ;
if (!'table)

// BAERE, BEE
table = createTable (_context, HELLO_WORLD_TABLE_NAME, HELLOWORLD_KEY_FIELD,
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HELLOWORLD_VALUE_FIELD, _origin);
if (!'table)

{
// BIEERKN, TEAUBR 2
out = abi.abiIn("", CODE_NO_AUTHORIZED) ;

return out;

}

/7 RAEAED, & B0 EEHHZH
if (func == name2Selector [HELLO_WORLD_METHOD_GET])
{ // get() HEAOMH

// ERAREE

std::string retValue = "Hello World!";

auto entries = table->select (HELLOWORLD_KEY_FIELD_NAME, table->
—newCondition());

if (Ou != entries->size())

{

auto entry = entries->get (0);

retValue = entry->getField (HELLOWORLD_VALUE_FIELD);
}

out = abi.abiIn("", retValue);
}
else if (func == name2Selector [HELLO_WORLD_METHOD_SET])
{ // set(string) EHOWH

std::string strValue;

abi.abiOut (data, strValue);

auto entries = table->select (HELLOWORLD_KEY_FIELD_NAME, table->
—newCondition());

auto entry = table->newEntry();

entry->setField (HELLOWORLD_KEY_FIELD, HELLOWORLD_KEY_FIELD_NAME);

entry->setField (HELLOWORLD_VALUE_FIELD, strValue);

int count = 0;
if (Ou != entries—>size())
{ // 1EFTE, B
count = table->update (HELLOWORLD_KEY_FIELD_NAME, entry, table->
—newCondition (),
std: :make_shared<AccessOptions>(_origin));

}
else
{ /7 [ENFE, A
count = table->insert (
HELLOWORLD_KEY_FIELD_NAME, entry, std::make_shared<AccessOptions> (_
—origin));

}

if (count == CODE_NO_AUTHORIZED)
{ /7 WHFREERR
PRECOMPILED_LOG (ERROR) << LOG_BADGE ("HelloWorldPrecompiled") << LOG_
—DESC ("set")
<< LOG_DESC ("non—authorized");
}

out = abi.abiIn("", u256(count));

}
else
{ /7 GRS, RAEDHA
PRECOMPILED_LOG (ERROR) << LOG_BADGE ("HelloWorldPrecompiled") << LOG_DESC (",
—unkown func ")
<< LOG_KV ("func", func);
out = abi.abiIn("", u256 (CODE_UNKNOW_FUNCTION_CALL)) ;

—
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return out;

2.2.5 FEMA A GRikRg

o EMF LI IFEEL - EIFISCO-BCOS/cmake/templates/UserPrecompiled.h.in,
F NHEEFFEMEelloWorldPrecompiled &AL - BOACDHE, BUHERAIA .

void
—dev::blockverifier: :ExecutiveContextFactory::registerUserPrecompiled(dev: :blockver
—context)
{
// Address should in [0x5001,0xffff]
context->setAddress2Precompiled (Address (0x5001), std::make_shared
—<dev::precompiled: :HelloWorldPrecompiled>());
}

1fier:

o SRR - E 25X H, R R RS -

ERE: LI ATHelloWorldPrecompiled.cpp ik 3 4 75 ZL AL E FFISCO-BCOS/libprecompiled/extension H 5K
F.

o FEIEFISCO BCOSELFEE - BiZ MBI TFISCO-BCOS/buildEE T, MMFH FEATELSHEEA
W4T S HIBEFR ST « LIS %X H .

bash ../tools/build_chain.sh -1 "127.0.0.1:4" —e bin/fisco-bcos

= M

MHFAE, PigiEa 4 Ssolidity &R AT NEARFEFE, ME—FIX A Esolidity & AI7ERRE Z J5 74 fE
RECE AN, TigRiEEARiht h s, NHERE, T IEEMFH -

3.1 fFFH#EH &V FHHelloWorld Tl 4R ¥ &4

TEF2 i 5 solidity/contracts | EHelloWorldPrecompiled.sol 34, ST PR 25 & HelloWorld 71 4 13 & 2N 4% 1
B,

pragma solidity 70.4.24;

contract HelloWorldPrecompiled{
function get () public constant returns(string);
function set (string n);

}

{5 Gt 1 HH A 0 PR T RS L BB P H SvI1.0.20L B RS SR JE PAT N i A B AT R A

[group:1]> call HelloWorldPrecompiled.sol @
Hello World!

[group:1]> call HelloWorldPrecompiled.so
Hello, FISCO BCOS

[group:1]>
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3.2 solidity Vi

AT 2 5 ZESolidity & 2N H B & T 4w 1 A A6 & H R B H B O . 7E 5 il &solidity/contractsfl]
#HelloWorldHelper.sol 34, UMW

pragma solidity 70.4.24;
import "./HelloWorldPrecompiled.sol";

contract HelloWorldHelper {
HelloWorldPrecompiled hello;
function HelloWorldHelper () {
// W HelloworldiigmiEa?
hello = HelloWorldPrecompiled (0x5001);
}
function get () public constant returns(string) {
return hello.get();
}
function set (string m) {
hello.set (m);
}
}

PAN
=

) 8 B O g B F

HR %HelloWorldHelper ?’] . 9% J5 8 HHelloWorldHelper

"Hello World"

> call HelloWorldHelper.sol 7ce b774f6dc783

6.7 FELZ 4

RSB OSOR, PN IR AT - EAEINE, (R TSR TR AOROR, (REAL LT et
E@ﬁﬁ%&%é%ﬁammﬂﬂﬁ,ﬁ%%ﬁ%ﬁ%%o

V&L INFEEXT T S AFAEERE £ A HAT NS, NN A T AYMEE - 77 SR -
BARRPIESINENG, 5%, EENEN9E

6.7.1 #BZEKey Manager

&MU —1Key Manager, ERRIERELIR, Al 5% Key Manager README

6.7.2 LR A
FAbuild_chain.shfiiA, FE@EMERIERE, BERMT S .

cd FISCO-BCOS/tools
bash build_chain.sh -1 "127.0.0.1:4" -p 12300 -e ../build/bin/fisco-bcos

6.7. %% 131



https://github.com/FISCO-BCOS/key-manager

FISCO BCOS Documentation, Release v2.0.0-rc2

Important TRAERE, NEED), frdataKeyBLEJE, HEDH. TRAES —KIZfTH, LARENZ
EREINE . — BRI RB T, FTETIHRES -

6.7.3 Ja51Key Manager

BE#Hbkey-manager - # AT Ekey-manager, A]ZFKey Manager README

# S8 WiH, superkey
./key-manager 31443 123xyz

BB, fTHH &

[1546501342949] [TRACE] [Load]key—-manager stared,port=31443

6.7.4 FiCEdataKey

Important: ff & dataKey 77 5., DAUEFIER, RSB RIT A -

PUTHIA, & Ydat aKey, &E)Zciphe rDataKey

cd key-manager/scripts
bash gen_data_secure_key.sh 127.0.0.1 31443 123456

1§ BlcipherbDatakKey, M 74 H #h 4T B1 H & & o % F 2 inific BEQ ©). A5 2 7 5
HcipherDataKey: cipher_data_key=ed157f4588b86d6la2el745efeTlebea

[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443
cipher_data_key=edl57£4588b86d6la2el745efe7lebea

FRRIPE RNl E, AT SEE XM (configini) H .

vim nodes/127.0.0.1/node0/config.ini

BHESJSENA, anh -

[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443
cipher_data_key=edl157f4588b86d6la2el745efe7lebea

6.7.5 % HFAEH
PUTHIA, o S FAEA

cd key-manager/scripts

# 28 ip port TEFMEANH cipherDataKey

bash encrypt_node_key.sh 127.0.0.1 31443 nodes/127.0.0.1/node0/conf/node.key,,
—edl57f4588b86d6lazel745efeTlebea
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BUTE, AR ESBINE, &R SCE&HE] T X node . key . bak . xxxxxxH , B FHFA
AZEBRE, HMERT S LA EHFAHA

[INFO] File backup to "nodes/127.0.0.1/nodeO/conf/node.key.bak.1546502474"
[INFO] "nodes/127.0.0.1/node0O/conf/node.key" encrypted!

B Fnode.key, AIER, DEBWME N

8bZeba71821a56b15b0cbe710696f23191419784f644389c586823477cf33bd73a51b6f14af368d4d3ed#47d9de681893

Important: FTEREMEHERISETIZWT, EHRMNE, WETLES-
« JEE®AR: conf/node.key
o E%HR: conf/gmnode.keyFlconf/origin_cert/node key

6.7.6 T S fT

HEBDT R ATA]

cd nodes/node0/
./start.sh

6.7.7 1CTATERAIWT

(1) TRIEFZET, EFHR, AEHETEER -

’tail -f nodes/node0/log/x | grep +++

(2) key-managerfE T HEBIR/BBIN, HSITEN—%&HE - Flan, 75 A7E—IR/BIN, Key Man-
ager EIERIHHA A BT -

[1546504272699] [TRACE] [Dec]Respond
{

"dataKey" : "313233343536",
"error" : O,
"info" : "success"

6.8 T RMEA

NPRIE X REE 2, FISCO BCOSTIA T I 17 i~ WLEH T s M i, X =M S R A vl
P B MR -

6.8.1 #{Emd

EHl et T addSealer - addObserver F1 removeNode = 2K a4 5 17 G # IR & - WM
AR, H A getSealerList - getObserverList 1 getNodeIDList £ & X fi 20 3117 551
FzOMEHET ’iﬁ'ﬁ%%ﬂéﬂmﬁﬁﬁﬁ AN

« addSealer: 1R¥ETT S NodelDEEXT R T7 & IR &4,
« addObserver: HRIETT S NodeIDEE X R TT 45, h W4 %‘
* removeNode: AR¥E T S Nodel DS B B 7 5 NS 19 &

6.8. TRMHEA 133


../design/security_control/node_management.html#id6
./console.html#addsealer
./console.html#addobserver
./console.html#removenode
./console.html#getsealerlist
./console.html#getobserverlist
./console.html#getnodeidlist

FISCO BCOS Documentation, Release v2.0.0-rc2

o getSealerList: EHEFAHF HIRTI S5,
o getObserverList: B ERFHFMELT 5513,
* getNodelDList: A& T/ CIEREIETHE B Ath 19 5 A INodelD -
Bl R T A AR AT A ERE T A T A, EEREGLTR:

Important: 7 S5 EASRIERT, FILR:
o B/ETT S Node IDFFLE, 194 Node IDAJLETT & H & N HUT cat conf/node.nodeid 3R EX
o TEMMARXKEEERTE T S HER: ERHRNTY SSHHE+++HE

# WAL F~/fisco/nodes/192.168.0.1/node0HF
$ mkdir -p ~/fisco && cd ~/fisco

# IR fiNode 1D (ETIS HR AN ~/nodes/192.168.0.1/node0/)
$ cat ~/fisco/nodes/192.168.0.1/node0/conf/node.nodeid
7a056eb611a43bae685efd86d4841bcb5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79¢cf£201769%e

# EEEEHEIG ARG T~/ fisco/console H )
$ cd ~/fisco/console

$ bash start.sh

# KRR T AR R AR A
[group:1]> addSealer
—T7a056eb611a43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf£20176
# BIRHIRT SR
[group:1]> getSealerList
[

7a056eb611ad43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf1
]

# BFRE T IR N EEE T A
[group:1]> addObserver,
—7a056eb611a43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf£20176

# BEIMEE T SR
[group:1]> getObserverList
[
7a056eb611ad43baec685efd86d4841bcb5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf]
]

# R T AR BN T A
[group:1]> removeNode,
—T7a056eb611a43bae685e£d86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79cf££20176

# BT ETIFE
[group:1]> getNodeIDList
[
7a056eb611ad43baec685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767c9c79cf]

]
roup:1]> getSealerList

g
[]
[group:1]> getObserverList
[]

80££220b9695.

ed80£f£f220b96

r201769ed80ff.

ed80£f£f220b96

F201769ed80ff.

ed80£f£f220b96

F201769ed80ff.

6.8.2 HIEZRHI
RS & B VE B0 R B 2R E T S B R IE - I BB IEDT NN B, SR T &
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POARILE - R NAREA - (BB R B, R T AR AR - R 0B R4 -

BrETT
c BT ARE: TABNESEEEERER, WRARETECEMSHMALRYE - CABRZ
B FINIRER -

o AoHR BRE AL LR S ENE R AIANEL R, WD B AT SRR NE
oo HAEFRHRI AR ZE 1 W ER G - SDKIEHEprecompiled servicef# H -

« RPCEM: Efcurlfii & EWEE LHER, WX ARETHOFRAT RER -

BIED TR

AR LR BRI By AR E SR MBI ER AT A « BAFORT m R BEEAT MRS, KRR
TREETLEFEOEM ERERARR, ARBEEXK S AFENBEARR . TRE IS, a5=1
?fﬂ, HAFFHGroup3H =175 - Group3i& 5 5 E MR T A, AR LL T BB R aE A

-
T
H 1

Y '

-

Group3HHH R TT 5 B 261

T A1H B4 Nnode0, IP¥;H $7127.0.0.1:30400, nodeIDH)PUNF 17 41b231b309. ..
T2/ H3R4 Nnodel, TPHEH4127.0.0.1:30401, nodelDH] U577 Haab37e73. ..
T E3HIE R4 Nnode2, IPHEH4127.0.0.1:30402, nodelDHT P77 }d6b01a96. . .

AT SN

i

T ABEEREMLEH, BN RIZE -
BRI -
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1. ¥ Anodes[F1 2% H ¢, 7% HF NI Tgen_node_cert.sh T A EHX, HFEE Mnode2H
%, node2NE conf/ H3;

# FREUHEI R

$ curl -LO https://raw.githubusercontent.com/FISCO-BCOS/FISCO-BCOS/master/tools/
—gen_node_cert.sh && chmod u+x gen_node_cert.sh

# HUT, —cHAERT STREMNcalf R, agency WIS, —o W FERMNT S EHES

$ ./gen_node_cert.sh —c nodes/cert/agency —-o node2

2. ¥ lnode2%nodes/127.0.0.1/F, SEMIT S HFE (noded- nodel) [EH;

$ cp -r ./node2/ nodes/127.0.0.1/

3. # Anodes/127.0.0.1/, ¥ Jlnode0/config.ini- node0/start.shfinode0/stop.
sh%node2 H 3%;

$ cd nodes/127.0.0.1/
$ cp node0/config.ini nodeO/start.sh node0/stop.sh node2/

4 fEMinode2/config.ini. X T [rpc] B, E1listen_ip-~ channel_listen_portflisonrpc_listen_pc
SF [p2pl B, BMlisten_portHfEnode. FIEIME ST SEE,;

$ vim node2/config.ini

[rpc]
;jrpc listen ip
listen_ip=127.0.0.1
;channelserver listen port
channel_listen_port=20302
; Jsonrpc listen port
jsonrpc_listen_port=8647

[p2p]
;p2p listen ip
listen_ip=0.0.0.0
;p2p listen port
listen_port=30402
;nodes to connect
node.0=127.0.0.1:30400
node.1=127.0.0.1:30401
node.2=127.0.0.1:30402

5. jlij/#"T\S%lj_ljl%f)ﬁlEl’\]nodel/conf/group .3.genesis (NEFEAETT SH6%1E) Fnodel/conf/
group.3.ini%lnode2/conf BXK N, NFHFUH;

$ cp nodel/conf/group.3.genesis node2/
$ cp nodel/conf/group.3.ini node2/

6. HfTnode2/start . shiE BT A.3;

$ ./node2/start.sh

7. HAT 35T AT S20E R O AL, A IRIESERL -

# EFTHDEBUGHAIHERHITR T, BEHET A (node2) iEEHT SEFTERMT AEE (nodeId)

# LITHEEWHT Anode2 5 AT A (7 A Hnode IDET4 N FE T Hb231b309 ~ aab37e73) I T %R
$ tail -f node2/log/log* | grep P2P

debug|2019-02-21 10:30:18.694258| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30400, nodeID=b231b3009...

debug|2019-02-21 10:30:18.694277| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30401, nodeID=aab37e73...

info|2019-02-21 10:30:18.694294| [P2P][Service] heartBeat connected count,size=2

Note:
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o T R8T R K config.ini FH AL & AT ORFF A
< Hig L, TRIFRAFEDNE S HIP2PT FuEEIIR, ISRl AT R HRIE;
o BURS T TR R VO T R E SR INARIEEA.;

o WA PFETT S1F28 config.ini FUP2PYT S E B 51| K R I AT S3HE BHEE T S22, REF4
KT SRR EBORS -

AT R A%

i

TEIEEMSE, 518181 S218E, PR H ML .
FRAENR -

LAFA3, fFESHP2PT AUERSIRAAEFE, HETA3;

# fEnode2 HE FHUT

$ ./stop.sh

$ ./start.sh

nohup: appending output to ‘nohup.out’

2. RFA A2, R AN BB RIP2PT RERSIR TR (WE) | BEET A2
3N R3S AL (2) WEREERCENTT, BHMSEERIEZM -

Note:
o AT RBAHFERHMY, REFHAFRIE, RESHERE;

o MEERMT A ESNAGE, M2, A3 JIA AT SR H2 AR IP2PIERIE R,
SLPERE, A FHCAMR A HUB X AP B L -

AT RIAREA

ZB=S iy
FEHGroup3 7 T A IAITT H2, WY R HIER, IR SN AREA -
BB

1. T R34

2. ¥ G addSealertRHE 7 5.3 node DI E 17 A3 A IR T &

3. A & getSealerList& i group3 (L iR S & B S 30 nodelD, WIFFAE, MMAFEEREIE
S

Note:
7 5.3 NodelD A] LL{# FH ‘cat nodes/127.0.0.1/node2/conf/node.nodeid ‘FR B ;

TRIE XA 2 FHEEMHAT SIRIIRABTEARAT ARAGE, KRADERE, HAL
TRBBAT ARARRY -

s TRITREMMEHENG, BHRITIMARARBRE, REFRRRIENT;
TRIMFAHE E R E RS TR IA2K—2 -
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AT ROR HIRFA

Yy s iin
FAGroup3[FUE T 1~ TR2FIT A3, =T AR, BIAERE T 3R R
AN -
1. {5 & removeNode R 17 .3 Node DI E 17 /5.3 A B8 19 A
2. fF I & getSealerList & ] group3 F IR M A 2 A E & 11 H3HnodelD, WEVHZ, R HFFHMER
VEZERL -
IV

Note:
o 3R] LIRS s g s B S HU TR HARAE -

6.9 PR

ASCREAR A PRI RO SE R AR, B RARIZE I AR T E S B DRSO -

Important: fEFEEAYLE: HTREHIATHRIZE LT, B AEAK SR DUE R AR &% E D)
e BIUIUIK P IZRBER P IENREEE &Y, HEKF 2] LUg B F2ENRERE &4 - IFANK
PSR B REERIE X, FRAEAM ST LLE BRI - Fit, EEREEE T, R EN
FRASEFHFN » W] LU FH grantPermissionManagerfs 1% B 55 & H Gk 7, BIFE @ e @ Mk P AT DA AR 43
BeThae, JE8EEHE 5K TR 2 ECIhRE -

6.9.1 BIENE

AT 500 LU D REE AT R R P A R B A 48
o AR oo HEE B B
o AR N RGUE A
- A E S AFIOIERA E
- BAUFIFHCNSEE &2
- EAVEHET A
- RIUBHAZZEL
« BAUKF G

6.9.2 AL E

fil & JE ZHFISCO BCOS 20X HEETT S AEH &, 155 % 425 Uiy .

6.9.3 AR H TH

FISCO BCOSEMLIE#I & & AR IhEE (BHX %%, 7 LAEHSDK APIffPermissionService$% 1 it
FRRINEE) |, EAw RER RS fr a0 T
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6.9.4 AR =5 Mk

Tﬁﬂrﬁﬂ é%fﬁﬁ!ﬁ)ﬂ _&L)ﬁﬂfﬂmget_account .sh, iﬁﬁlﬂ/‘]mﬁ)ﬁ )\(ﬁ:?faccount S E %_F ° E‘Fﬁ” f:T A] W\T‘aﬁfﬁmﬁ
PR, BERESEEG G T Bit, mdEfE U ERs , SENRERDIE . hTIkA %
SN, AT LIEES R B R Nilidget_account . shfl AR A = PKCS 1248 MK P 30, &
R R PO A B AIE - AR = A PKCS 1220 O P SO T -

# Mk
0x2c7£31d22974d5b1b2d6d5c359e81e91ee656252.pl2
# K2
0x7£c8335fec9da5£84e60236029bb4a64a469a021.pl2
# Mk 3
0xd86572ad4c92d4598852e2£34720a865dd4fc3dd. pl2

IAERT LAFT T = & HLinux (0883, 50 A3l A= MR B 5 5 -
TR 15 RAEHI & -

’$ ./start.sh 1 -pl2 accounts/0x2c7£31d22974d5b1lb2d6d5c359%9e81e91lee656252.p12

FEEM 2B ARG

’$ ./start.sh 1 -pl2 accounts/0x7fc8335fec9da5f84e60236029bb4a64a469a021.pl2

FEEM 3B AT G

’$ ./start.sh 1 -pl2 accounts/0xd86572ad4c92d4598852e2f34720a865dd4fc3dd.pl2

6.9.5 HIAUIK ™y HEE B 5

REM=ADIKFZN=FAE, CEKP IR, KPR GEHEANKS, K3y EEk
o BEEHE AR A NREEPIR, RIFEDECAUR - A GUE H K~ AT LUE AR STAE R I BERIAL
R, B—MARIEDIREFELMOE, BAEEFEESLMEER P RAODR - &2 SRR -
F FHCNSHE & L HIBR LA RAEE AR ST S B FR - R 2 G AT USSR A I P D B 78 28 5 ik P B
AGEHAKE, MATLRIERERS AT LEREMMA IR, AIEEK -

BEWIAIRES, HEMAIRIKF IS - IE, ATREARAIER G, REKF IOV EE AR,
TP A = 2 B 2 A K

[group:1]> grantPermissionManager 0x2c7£31d22974d5b1b2d6d5¢c359%9e81e91lee656252
{

"code":0,

"msg":"success"

}

[group:1]> listPermissionManager

| address | enable_num

— \

| 0x2c7£31d22974d5b1lb2d6d5c359%9e81e91lee656252 | 1

BB 1 B T 5T

6.9.6 AR N ARG H

0
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BAGRE S LMBIRH P&
LK P UK 2o RGUE B AR P, ESERAUK 2T LIERE S LB 7 3% -

[group:1]> grantDeployAndCreateManager O0x7£fc8335fec9dabf84e60236029bb4ac4ad69a021
{

"code": 0,

"msg" :"success"

}

[group:1]> listDeployAndCreateManager

BRI P2 ERI G, HE RS G IR A TableTest 52Y - TableTest.sol & 2RI 2 % X B . HIRHE A H
FUER_testRIAH SR E 7 1% -

[group:1]> deploy TableTest.sol
contract address:0xfe649f510e0cadlf716e7935caece74db993e9de8

i F TableTestHcreate s M 613 FH 7 £t_test -

[group:1]> call TableTest.sol 0xfe649f510e0ca4lf716e7935caee’74db993e9de8 create
transaction hash:0x67e£80cf04d24c488d5f25cc3dc7681035defc82d07ad983fbac820d7db31b5b

createResult index: 0
count = 0

HH PRt testBIZE LT -
RN F3RESHIG, ERE TableTest 54 o

[group:1]> deploy TableTest.sol
{
"code":-50000,
"msg":"permission denied"

}

K3 AERE SRR, BEESLRIL .

o R HAPHESAMAERHPRE A WEHI, EEACRUDEAN, TITENHRE S
MR —EIC SN EABNELE T (ESNNMERETEER) | BUETAREERNZ
SRR BEBRRHNR - RN SRR EDSLERE, HBEROTERMNZ A BC%A DR
P, SNEE ERTRE S IS MR -

RAUFIFICNSTRE &4

BRI MP RCNSHIaT S, IR PR:
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o & H HdeployByCNS#r 2 2 fU IR 7] LL#= &, H F B 7% Z & & & 24 FACNSH
FR, callByCNSHlqueryCNS#i< NS AN FRIZEH]

BRI IRES &, UK 255 I FHCNSEE & LY HIAR -

[group:1]> grantCNSManager 0x7fc8335fec9dab5f84e60236029bb4acdade9al2l
{
"code": 0,

msg" :"success"

}

[group:1]> listCNSManager

B
| address | enable_num .
o [
| 0x7fc8335fec9da5f84e60236029b4ab64a469a021 | 13 .
. |
B

BRI 2R G, FIFCNSHRE G4 -

[group:1]> deployByCNS TableTest.sol 1.0
contract address:0x24f902f£362a01335db9%94b693edc769ba6226££f7

[group:1]> queryCNS TableTest.sol

| version | address .
o [
| 1.0 I
—0x24f902ff362a01335db94b693edc769ba6226££f7 |
BN F3ES G, MACNSERE S -
[group:1]> deployByCNS TableTest.sol 2.0
{
"code":-50000,
"msg":"permission denied"
}
[group:1]> queryCNS TableTest.sol
| version | address .
—
\ 1.0

—0x24£902££362a01335db9%94b693edc769%bab6226££7 |

HRERIL, M 3T RFIFHCNSHR B2 -

BAEET A

EH SRS MR RT A RERENm S, W NRITR:

E B . H  HaddSealer - addObserverfiremoveNodefs & % M [R &
i, getSealerListHlgetObserverListfii & 32 A FRIE ) -
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BORMK P IRER S, REUKP 28 EE T S AIRER -

[group:1]> grantNodeManager O0x7f£c8335fec9da5£84e60236029bb4atc4a469a021
{

"code":0,
"msg" :"success"

[group:1]> listNodeManager

| address | enable_num

| O0x7£c8335fec9da5f84e60236029bb4a64ad469a021l | 20

[group:1]> getSealerList
[

—01cd46feef2bb385b£03d1743c1d1a52753129c£092392acb9%9e941d1a4e0£499£df6559dfcd4dbf2b3¢adl8caal09d95s

—

—279c4adfdle5lel5e7fbd3fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f3157da6df9cad078

—

—320b8£3c485c42d2bfd88bb6bb62504a9433c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

6dblab63ab2a

—C26dc878c4££f109f81915accaal56ba206893145a7125d17dc534c0ecd41c6al0£33790££38855df008aecal3az27ae7d9

BEWET HIIE:

[group:1]> getObserverList
[]

FE 5B — P nodelDX R T R BCE LTI A

[group:1]> addObserver,,
—~01cd46feef2bb385b£03d1743¢c1d1ab52753129¢c£092392acb9%9e941d1a4e0£499£fdf6559dfcd4dbf2b3
{

"code":0,
"msg":"success"

[group:1]> getObserverList
[

—01cd46feef2bb385b£03d1743c1dla52753129c£092392acb9%e941d1a4e0£499£df6559dfcd4dbf2b3
]

[group:1]> getSealerList
[

—279c4adfdle5lel5e7fbd3fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f315]

—

—320b8£3c485c42d2b£fd88bb6bb62504a9433c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

ra418caal09d95

ra418caal09d95

fda6df9cad078:

6dblab63ab2a
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—C26dc878c4££f109f81915accaal56ba206893145a7125d17dc534c0ecd41c6al0£33790££38855df008aecal3az27ae7d9
1

BRMKF3RESG, RS SIMAFHRT 5515 .

[group:1]> addSealer

—01cd46feef2bb385bf03d1743¢c1d1a52753129¢cf092392ach9e941d1a4e0f499fdf6559dfcd4dbf2b3¢adl8caal09d95s.
{
"code":-50000,
"msg":"permission denied"

[group:1]> getSealerList
[

—279c4adfdle51lel5e7fbd3fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f3157da6df9cad078

—

—320b8£3c485c42d2b£fd88bb6bb62504a9433c13d377d69e9901242f76abe2eae3clcal053d35026160d86dbla563ab2a

—

—C26dc878c4££f109£f81915accaal56ba206893145a7125d17dc534c0ecd41c6al0£33790££38855df008aecal3az27ae7d9
1

[group:1]> getObserverList
[

—01cd46feef2bb385b£03d1743c1d1a52753129c£092392acb9%e941d1a4e0£499£df6559dfcd4dbf2b3¢adl8caal09d95s
]

AINHARTT R, R 3IABRE T A - A LRI 28 B ERRE ISR T A SRR 5515

>N

BERERRGESH

W

EHaRIRS R TEIRRS AN m S, W NRIT7R:

o WE:  HEISCFR# N tx_count_limitFltx_gas_limith) R SEHOLE - HHsetSystemConfigByKey i &
ZAURIE S, getSystemConfigByKey & 32 AN PRI H) -

B IES G, UK 2 BESR RS SEEINUR -

[group:1]> grantSysConfigManager 0x7£c8335fec9dabf84e60236029%bb4ab4ade9al2l
{

"code": 0,

"msg":"success"
[group:1]> listSysConfigManager

| address | enable_num

BRI FRREHIE, BM ARG S tx_count_limitA{E 42000 -

[group:1]> getSystemConfigByKey tx_count_limit
1000
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[group:1]> setSystemConfigByKey tx_count_limit 2000
{
"code":0,

"msg":"success"

[group:1]> getSystemConfigByKey tx_count_limit
2000

B F3HERG, BEARSSEix_count_limitfI{E 93000 -

[group:1]> setSystemConfigByKey tx_count_limit 3000
{

"code":-50000,

"msg":"permission denied"

[group:1]> getSystemConfigByKey tx_count_limit
2000

BERW, KP3sEBRARSHIRIR -

6.9.7 UK EHP %
S P AU P 3T LA FE P _test AR -

[group:1]> grantUserTableManager t_test 0xd86572ad4c92d4598852e2£34720a865dd4fc3dd
{
"code":0,
"msg":"success"
}
[group:1]> listUserTableManager t_test

o
b
Q.
o]
[0)}
(€3]
~J
[\
Q
Q.
sy
Q
Ne)
[\
Q.
sy
(&3]
Ne)
o
[ee)
(&)
N
®
N
H
w
i
~J
N
o
)
[ee)
o)}
€3]
Q.
Q.
S
H
Q
w
Q.
Q.
[e)}

BRIKP3RERIG, R R testli A —FKILTF, REEWIZRAICE -

[group:1]> call TableTest.sol 0xfe649f510e0cadlf716e7935caece’74db993e9de8 insert
—"fruit" 1 "apple"

transaction hash:0xc4d261026851c3338fla64ecd4712e5£c2a028c108363181725£07448b986f7e

InsertResult index: 0
count = 1

[group:1]> call TableTest.sol 0xfe649f510e0cad4lf716e7935caece74db993e9de8 select
—"fruit"
[[fruit], [1], [applell
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B 2RES G, EHIKP3mARICSE, HFERIZEAICR.-

[group:1]> call TableTest.sol 0xfe649f510e0cadlf716e7935caee’74db993e9de8 update
—"fruit"™ 1 "orange"
{
"code":-50000,
"msg":"permission denied"
}
[group:1]> call TableTest.sol 0xfe649f510e0cadlf716e7935caee’74db993e9de8 select
S"fruit"
[[fruit], [1], [applel]

BRI, WP 20 AR BB = 3%t _test
o JET P VREEIK P 35 FH 3R _test AR -

[group:1]> revokeUserTableManager t_test 0xd86572ad4c92d4598852e2£34720a865dd4fc3dd
{

"code":0,

"msg" :"success"

}

[group:1]> listUserTableManager t_test
Empty set.

AL -
« T REK AN AP R est ISR, FHHZERRERRIKE TR, s
Ik P EGIA %R G AR « ARALIK A 1AM %R SRR, AT LUE K5 132 A oh— 1
K5, HIkS2HEIZRA SRR EI .

6.10 CAEZ H

AIERCAR Z B SEBRE, BN ARIESOEANE BT TR (CARZ B T -
CABAZ B BRIEEE— T R T RIIABERCARZ B, i B E SR E R -

6.10.1 %G H

T Hconfig.inifit&H [certificate_blacklist]fE (A[i%) o [certificate_blacklist]H
T FNodeID#| 7, node X AT R ELAIEFERIN /777 i NodelD -

6.10.2 BEURH

MGHFE= T A, WEE, TAMEXEER:

T A1) B 4% Nnode0, TP 7127.0.0.1:30400, nodeIDH) U7 H1b231b309. ..
T 20 H 34 Hmodel, IP¥;H245127.0.0.1:30401, nodelDHIPHNF77 Faab37e73. ..
T S3H) B R4 Nnode2, TP¥ I $7127.0.0.1:30402, nodeIDH)PU- N7 41d6b01a96. . .

AT RFBT RIIACARLH

YRR
TRVAT AR AR — AT, SEAERT AREHR, AT ST A2MAE S BALH .
BN -
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1. XFF finode0, K17 sinodel /A% nodeIDINA B 5 FCA R4 B

$ cat nodel/conf/node.nodeid
aab37e73489%bbd277aa848a99229%9ab70b6d6d4elb81a715a22608a62f0£5d4270d7dd887394e78bd02d91
$ vim nodeO/config.ini
;certificate blacklist
[certificate_blacklist]

;crl.0 should be nodeid, nodeid's length is 128

crl.
—0=aab37e73489%0bd277aa848a99229%ab70b6d6d4elb81a715a22608a62f0£5d4270d7dd887394e78bd

F31b8d366ce4?

2d9£31b8d366

2. EF/T AL

# fEnodel HE FHUT

$ ./stop.sh

$ ./start.sh

nohup: appending output to ‘nohup.out’

3. HEIAT 515 S2AHENERE, IMABLBERETR .

# TEfTHDERUGHAIHERIR T, BEEHET A (node2) BEEMT SEIERENTSFE (nodeId)

# uFﬁﬁgi%%%,ﬁnodez’ﬂﬁ/l\nﬁ (77 MInode IDAT4 M F T Nb231b309 « aab37e73) AL T iHEHEE
$ tail -f node2/log/logx | grep P2P

debug|2019-02-21 10:30:18.694258| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30400, nodeID=b231b309...

debug|2019-02-21 10:30:18.694277| [P2P][Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30401, nodeID=aab37e73...

info|2019-02-21 10:30:18.694294| [P2P][Service] heartBeat connected count, size=2

TR
o 1 fHnodeO I 1T fSnodel®] H BCAR & ¥ A #:1E | nodeO¥ Wr JF 5 7 nodel ) W 4% 3% %
MFAMOPIEE;

AT BT S PRCAE 2 B

YRR
TR 1ICA R A B 1T S 2fnodeID, 7 H2MICA SR 4 B % 1Y s 1 WInodelD,  FRAETT S LR 2%
RESKICARLH .
BB -
1WA, BT A6 A%ANodeID I B & FICA R & R,
2. EET AL
W HEFARIAT S5 T 2B LS, RS RERIESEAL -

6.11 B g1

6.11.1

85 15 7L AMOP (Advanced Messages Onchain Protocol) R 4% 5 7£ N B B BE$2 it — 1% & = 3y
HEGE, KEEFMA MM, REWNE T XRET S, TIEHIRT S8R MET &, Wl
FAMOP#1TIEH, AMOPH U1 FLH:

o SERF: AMOPVH BANVIKH X SEE AT Zy AN, VH B AR S [R] SET (£ 4, i@ﬁ?‘i%ﬂ‘?ﬁo

* A% AMOPH B (& Hilf, EKJJ#?BZE?%%LHQ%EPET’%T RIBE RS AT IR, REBW R RO 2
AR, THERLRIERT A
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o AL AMOPYH BEEFITE « FBH AR, (NFPEcpulsH, BEFTHFIF RLEH B -
o T4 AMOPHIPTE B HBER (FHSSLINE, & EIEEE -
o ZH: FHAMOPHES, JCTFHAESDKMALAIEISMNLE: -

6.11.2 ZHZEH

TEee
BRI

«— FhE ——

iz, XHEEP2 PRI
DMZX

v

DURAT SLIIDCIRM ], 25 DX St -

« SFIX: HLA AR AL 55 AR 55 X, B IX 3N AL 55 5 R G0 (6 ] [X B 8ESDK, 41 TEDMZIX , AL
ESDKIEREEXHRBETT 5, L ZBCE SDKEHEEIDMZIX # X HBEFTE -

« DMZIX: HUAAFIISNARREL, BT, h, RXKEEE XIREERTE -

. %%%EEPZPW%: PE X IR AU R CERBETY i, U XS B X, [XERBETT S AT AR B AENL
HINER
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6.11.3 fii &

AMOPT AL ZI/MNEC B, DL R Web3SDK AT E 2 SDKECLE (Spring Bean)

<?xml version="1.0" encoding="UTF-8" 2>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://www.
—springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://www.
—springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop—-2.5.xsd">

<!-— AMOPHRMCHLRELE, MIBEBLIrFRELE -—>
<bean id="pool" class="org.springframework.scheduling.concurrent.
—ThreadPoolTaskExecutor">
<property name="corePoolSize" value="50" />
<property name="maxPoolSize" value="100" />
<property name="queueCapacity" value="500" />
<property name="keepAliveSeconds" value="60" />
<property name="rejectedExecutionHandler">
<bean class="java.util.concurrent.ThreadPoolExecutor.AbortPolicy" />
</property>
</bean>

<!-- FEERRE -—
<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value> <!-- k&=L 1P:¥HH ——>
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<l-— XHREETAEERE ——
<pbean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref="groupChannelConnectionsConfig"></
—property>
</bean>

XEREEHT EACE, WHEDMZIX:

<?xml version="1.0" encoding="UTF-8" 2>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://www.

= Springframework.org/scnema/p"
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xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://www.
—springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop-2.5.xsd">

<l RBEETHRERELEE ——
<bean id="proxyServer" class="org.fisco.bcos.channel.proxy.Server">
<property name="remoteConnections">
<bean class="org.fisco.bcos.channel.handler.ChannelConnections">
<property name="connectionsStr">
<list>
<value>127.0.0.1:5051</value><!-— F&: 1P:¥HH ——>
</list>
</property>
</bean>
</property>

<property name="localConnections">
<bean class="org.fisco.bcos.channel.handler.ChannelConnections">
</bean>

</property>

<l-— XBBERTE WU OACE, XREESDKIEER ——>

<property name="bindPort" value="30333"/>

</bean>
</beans>

6.11.4 SDKf#
AMOPHITE B L B Tropic (F8) HlLH, ARSI E LR E— Mopic, &P Ztopic X348, RS
S EI AT IR -

AMOPSLFFE Rl — X IRBE ML H L Popicll X IH R, topic KR EBHE M ARSI P, HHZE
R S5 KL [F]—topich , ZitopicHITH BARFRENL N A 21 H i — 7T FH A AR 553 -

L8 T ESIE

package org.fisco.bcos.channel.test.amop;

import org.fisco.bcos.channel.client.Service;

import org.slf4j.Logger;

import org.slf4]j.LoggerFactory;

import org.springframework.context.ApplicationContext;

import org.springframework.context.support.ClassPathXmlApplicationContext;

import java.util.HashSet;
import java.util.Set;

public class Channel2Server {
static Logger logger

LoggerFactory.getLogger (Channel2Server.class) ;

public static void main(String[] args) throws Exception {
if (args.length < 1) {
System.out.println ("Param: topic");
return;
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String topic = args[0];
logger.debug ("init Server");

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;
Service service = context.getBean (Service.class);

// WHBtopic, XHi%Z topic

Set<String> topics = new HashSet<String>();
topics.add (topic);

service.setTopics (topics);

// SCERIE B Pushcallbackds, B W callbackitig
PushCallback cb = new PushCallback();
service.setPushCallback (cb);

System.out.println("3s...");
Thread.sleep (1000) ;
System.out .println("2s...");
Thread.sleep (1000);
System.out.println("ls...");
Thread.sleep (1000);

System.out.println("start test");
System.out.println(

// ARG

service.run () ;

AR 5535 i PushCallback 2 2 1 -

package org.fisco.bcos.channel.test.amop;

import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import org.fisco.bcos.channel.client.ChannelPushCallback;
import org.fisco.bcos.channel.dto.ChannelPush;
import org.fisco.bcos.channel.dto.ChannelResponse;

class PushCallback extends ChannelPushCallback {
static Logger logger = LoggerFactory.getLogger (PushCallback2.class);

// onPushJiiE, TEWE|amoriH B #EH H

@Override

public void onPush (ChannelPush push) {
DateTimeFormatter df = DateTimeFormatter.ofPattern ("yyyy-MM-dd HH:mm:ss");
logger.debug ("push:" + push.getContent());

System.out.println (df.format (LocalDateTime.now()) + "server:push:" + push.
—getContent ());

// EETHE

ChannelResponse response = new ChannelResponse() ;

response.setContent ("receive request seq:" + String.valueOf (push.
—getMessageID()));

150 Chapter 6. 1Tt




FISCO BCOS Documentation, Release v2.0.0-rc2

response.setErrorCode (0) ;

push.sendResponse (response) ;

2R

package org.fisco.bcos.channel.test.amop;

import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.context.ApplicationContext;

import org.springframework.context.support.ClassPathXmlApplicationContext;

import org.fisco.bcos.channel.client.Service;
import org.fisco.bcos.channel.dto.ChannelRequest;
import org.fisco.bcos.channel.dto.ChannelResponse;

public class Channel2Client ({
static Logger logger = LoggerFactory.getLogger (Channel2Client.class);

public static void main(String[] args) throws Exception {
if (args.length < 2) {
System.out.println ("param: target topic total number of request");
return;

String topic = args[0];
Integer count = Integer.parselnt (args[l]);

DateTimeFormatter df = DateTimeFormatter.ofPattern ("yyyy-MM-dd HH:mm:ss");

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);
service.run () ;

System.out.println("3s ...");
Thread.sleep (1000);
System.out .println("2s ...");
Thread.sleep (1000);
System.out.println("1ls ...");
Thread.sleep (1000);

System.out.println("start test");
System.out.println(

for (Integer i = 0; 1 < count; ++i) {

Thread.sleep (2000); // BEEBEFRE—LRE, WWRLEIAZEEE SR

ChannelRequest request = new ChannelRequest () ;

request.setToTopic (topic); // WEIHEtopic

request.setMessagelD (service.newSeq()); // HEFIS, M—FRRFEEEE, 7
Fnewseq () FENLA AL

request.setTimeout (5000); // JHEHAIEBESAT(A]

’

request.setContent ("request seqg:" + request.getMessagelD()); // KIERHE B

ZIESS
System.out .println (df.format (LocalDateTime.now()) + " request seq:" +_|

—String.valueOf (request.getMessagelD () )
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+ ", Content:" + request.getContent());
ChannelResponse response = service.sendChannelMessage?2 (request); // K1k
THE
System.out.println(df.format (LocalDateTime.now()) + "response seqg:" +_
—String.valueOf (response.getMessagelD () )
+ ", ErrorCode:" + response.getErrorCode() + ", Content:" +_
—response.getContent ());

}
}

6.11.5 i

HEREE BT S, FAAfEE— P/ topic, HUTLURFE a4 al DL TR -
J& Bllamop iR 55 ¥iis -

java -cp 'conf/:apps/+:1ib/*"' org.fisco.bcos.channel.test.amop.Channel2Server,
— [topic]

J& Bamop % F i :

java -cp 'conf/:apps/x:11ib/+' org.fisco.bcos.channel.test.amop.Channel2Client,
—[topic] [VHEFE

6.11.6 (5i%AG
« 99. EIEWEKI, AMOPEH A BEBMNSIRIE, AR LBIIRSS, BIUUFH K %A
flseq, BB F&T SRS -
. 102: JHEERT, BIRERSHESEFHOETIEE, H#HETEY.

6.12 H173 5

FISCO BCOSHR ML T Al HAT AN FF L HELR, FAEHEHRBIERMIEREFIEY), RESHFISCO BCOSTI &
HITHIIT - FHITENMEE:

o FAEM: ZEMILZGFRBT, RERAREFMHILENCPURIR, NImH B = HITPS
o AR ATLLEE IR A TLA B EARR I S PUTHIERE, LSRR Rk SR
TR, BRNAUMHGFISCO BCOSHITELY, LIEANMEZMIMITHITELY -

6.12.1 Fi&EHR

HATHF

WL 5 B BREHITHUT, KT RXHERLS EBHRELR - BF, RIEWETS& BBIESATE
TRNESFERE.

Blan, Rk FEE, 52 EREEIKERE . Fuansfer(X, Y) FRMXHPEEYH P REKED
UURENES =27 T N

abe B B E S
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s BFRZH: 20O, 5ENFHERR G RIEMEKHZSE . Gl IKAIHEE Dransfer(X,
Y), XHMYHEGREFEEL -

s HFRWNR: —EXRXSY, WBLFRSEIRIUHER - BRI ERNE - FlUnERKr#E: O ransfer(X,
Y), —EHHLEONT ST, BESEE ransfer(A, B), MIXZEBRIENERIFZEIA, Bl Fob
—ZE% 5, RS R ransfer(A, C), MIXEBRIEM BRI HZIA, C]-

A A — N2 W ERLR SRR TIT, MEABMMNELINERFNRRETARE . HEZFERZE
NI G AT FHATHAT -

6.12.2 HEHITEHN

FISCO BCOSH&Mt T A FHATE AT A HEZR, THAE AR MERIMTEIT 2 62, & X FaMadEn
WME S5, RIATSCEIAEROF T AT B2 . SEAHEE S . FISCO BCOSREMITIL HHT, HThi#
PrEfExtg, fER—ZIRATEELLTC U R A 5 HATHAT «

HHI, FISCO BCOSHEML T solidity 5 Ti4miE & 2 AR HAT &L A HELE

solidity &4 1THEZR

%5 H 1T Bsolidity & 2, A MBS F A E Wsolidity s VB 2 /0 [ EHEM L, AFE
ffrarallelContract TEAFEHITHENMERE, HMMHregisterParallelFunction (), {F
AT A4 R RIS -

St MR EER2EG), BT P ParallelOk & 2 SEBL T HATEL IR A Th RE

pragma solidity 70.4.25;
import "./ParallelContract.sol"; // HlAParallelContract.sol

contract ParallelOk is ParallelContract // ¥prarallelcontract VEHFI
{

// BHEH

mapping (string => uint256) _balance;

function transfer(string from, string to, uint256 num) public
{
// BLAL R B, SRBRAR T H IS F sa feMat hE E N
_balance[from] —-= num;
_balance[to] += num;

}

function set (string name, uint256 num) public
{
_balance[name] = num;

}

function balanceOf (string name) public view returns (uint256)
{
return _balance[name];

}

// EMAT LR T R & 28 O
function enableParallel () public
{
// RECESCTFR S (FER, "EARESE) | SEEEIUL R ERFRSE QT W B B RSB U
TE R TH
registerParallelFunction("transfer (string,string,uint256)", 2); //
—critical: string string
registerParallelFunction ("set (string,uint256)", 1); // critical: string

[

}
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/7 ERH T AN
function disableParallel () public
{

unregisterParallelFunction ("transfer (string, string,uint256)");

unregisterParallelFunction ("set (string,uint256)");

}

BB
(1) ¥fparallelContract/Ey&AIMEE

pragma solidity 70.4.25;

import "./ParallelContract.sol"; // 5l AParallelContract.sol

contract ParallelOk is ParallelContract // ¥ prarallelcontract {ERFEZE

{
/7 B

// ENTRT LUR AT & 20 0
function enableParallel () public;

/7 EEHATENED
function disableParallel () public;

(2) WMEAHFITHEAED

A Hpublick %L, RENHED - WMEFFTHENED, BRE—EHMM, KH—-EHF

HIpublic PRI£Y -
WEEARGA I T
TR EYED, DR
o TLWHASME G4
s THAEEREEED
WEBRFRSE

MG ROE, EREROMNEFZE, HONDFIEN2RZEINERF, TRZEHIFEMN:

. @ | 'lj? I‘Iﬂ Té)%mapping , Hlapping E‘Jkeymﬁﬁ:%}ﬁ
o HOVER T &/EE, BN TIREE RS

s OVIR TRIARENEF/HEE, TERAEREN2RZELA—PER
TERNE M5

€ 2B BT 7

WEBFZESE, WRIEINEHEES BB, AN
o TOSHUNSR: string - address ~ uint256 - int256 (RFSITFFFELRM)
o BRZEM AT HIER OS50
o ITEBERZEHIERE O S8R

W)

28, AARREES

mapping (string => uint256) _balance; // ®Fmapping

// HIFZ & from~ toffEmHI, {ENtransfer () LI N5%
function transfer(string from, string to, uint256 num) public
{

_balance[from] -= num; // from &% Rmappingffilkey, /& HIF5%
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_balance[to] += num; // to se®JFmappingfkey, +&AFEEL
}

// AR EnamefERAT, 1ENset () LIS E
function set (string name, uint256 num) public

{

_balance[name] = num;

(3) FERERPEMAFITHELED

FE A 2SN enableParallel() BR%Y, & FregisterParallelFunction){E Mt Al AT A 2948 0 - [RIEHB FRESL
i disableParallel() BRI %L, &L E&BUHIFITHUTEIRES] -

// MR LT &8 0
function enableParallel () public
{
// RECESLTFR R (FEr, EARESK) | SERRILT2ERSE
registerParallelFunction("transfer (string, string,uint256)", 2); // transferik
O, izt 2EFSH
registerParallelFunction ("set (string,uint256)", 1); // transferfEd, Bi1TWUEFS

=

// IEHHF T ENED
function disableParallel () public
{

unregisterParallelFunction ("transfer (string, string,uint256)");
unregisterParallelFunction ("set (string,uint256)");

(4) WMEHFTHATEN
P 5 BiWeb3SDK IR IEMER B 527, MAL LIS & ) -
HhEEY

[group:1]> deploy ParallelOk.sol

P enableParallel () ¥ M, ilParallelOKREFH1THUT

[group:1]> call ParallelOk.sol 0x8cl7c£f316cl063ab6c89df875e96c9£f0£5b2£744
—enableParallel

RIBFTR S set ()

[group:1]> call ParallelOk.sol 0x8cl7cf316cl063ab6c89df875e96c9£f0£f5b2f744 set
—"Jimmyshi" 100000

ﬁlﬁ#ﬁygj transfer ()

[group:1]> call ParallelOk.sol 0x8cl7cf316cl063ab6c89df875e96c9f0f5b2f744 transfer
—"Jimmyshi" "Jjinny" 80000

BEXHITER balanceof ()

[group:1]> call ParallelOk.sol 0x8cl7c£f316cl063ab6c89df875e96c9£f0£5b2£744 |
—balanceOf "jinny"
80000

MSDKA A KER Z BT, Rede N Iz 45 H -
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g R H 1T B LAIHESR

MEFTHRTRELSLN, FRMES T E % E S0 REHER - &8 REED
PAPrecompile 238, 7EXZ FSEINA Y25 o BT, Precompilef) 5 K8 N HATHAML T P 5B K
B, AREESCHLX PR EL, RIPTSEEAT TR IR A -

(1) BENE R FFHAT

’bool isParallelPrecompiled() override { return true; }

(2) B TEOMELFZH

FE, —HE NS EHFHT, TEREOBTFERTEN . HREZE, FREZEOLEMERSS . B
FEEEMRIFSAEIAE R, A KITFISCO BCOSTH i E’]Eﬂﬁﬁ B SCEE AT B s ag
WA 2B LU IR T 5 -

// RIEHATHED, NSEPBUEERYR, REEFNER
std::vector<std::string> getParallelTag(bytesConstRef param) override
{

// KRB AR EE (func) FSEL (data)

uint32_t func = getParamFunc (param);

bytesConstRef data = getParamData (param);

std::vector<std::string> results;
if (func == name2Selector [DAG_TRANSFER_METHOD_TRS_STR2_UINT]) // HREUEIFTHO
{

// BON: userTransfer (string, string,uint256)

// MdataP B B RNS

std::string fromUser, toUser;

dev::u256 amount;

abi.abioOut (data, fromUser, toUser, amount);

if (!invalidUserName (fromUser) && !invalidUserName (toUser) && (amount > 0))
{
// BEFRNGE SR resultsH
results.push_back (fromUser) ;
results.push_back (toUser) ;
}
}
else if ... // FrEREOHFHFELEHERMNS, IRESZ R E RN R

return results; //R[EIAJF

(3) ¥, ERTA
FoRET RTE, 5% XH
G, RHITR, BRREEOR I A RIS, EEE T AR .

6.12.3 2:6]. FHATEMK

I A0 53 B2 HY solidity & 2T SR 13 & 2 B H AT 25451 -

=28

2GR B LN P HATER
* Web3SDKZ% /¥
+ —Z%FISCO BCOSHE

Web3SDK AR A H TS, FISCO BCOSHEFIRMITHITRL S - MHRRE, W5%.
» Web3SDKHIALE

156 Chapter 6. ¥/ FMt


./smart_contract.html#id2

FISCO BCOS Documentation, Release v2.0.0-rc2

o PEBE
EREEN R KOERE, £20F
« 3 ™Web3SDK, A BE4 B EL A5

« 4P, HPTEWeb3SDKHRELE T8 LT E T AGER, XS AREG IR L, 7
REILBERERIL R B L A5

H17Solidity54Y: ParallelOk
TR P sk, B—Fh BRIl 530 - ParallelOk A%y, M RERI— 255, BESCINHATHY
HENKIHEE - ParallelOkSAIEAE LA H -
FISCO BCOSTEWeb3SDKH [N & T ParallelOk & %Y, ItAbZE H FHWeb3SDKR & £ K & H AT 5 HERIE
o

(1) FISDKEREEN - FEH P - FBREARFHITRE

4. <groupID> add <BIEHIHFHE> <WAEEIEERK PS> <HERKAHFERXH4 >
java -cp conf/:1lib/*:apps/* org.fisco.bcos.channel.test.parallel.parallelok.
—PerformanceDT 1 add 10000 2500 user
# fEgroupl FAIET 1000010, AIEIRIELLI2500TPSZER, ERHAIHFAERBRTELE user®

PUTHIR, ParallelOKHER B EIIC HREE 1, QTR (5 B T EuserSCE R TP/ T ParallelOkH)
HATE

(2) HRREIFTHERS

W FEMRAIEN, WHSDK A SRR ERROR, A A RISHIL LA

# 2% <groupID> transfer <ERXFHEE> <MWEKBIEERK TP ER> HFENHAFABEEX> <S5
HRFRAESW: 0~10>

java -cp conf/:1lib/*:apps/* org.fisco.bcos.channel.test.parallel.parallelok.
—PerformanceDT 1 transfer 100000 4000 user 2

# lgroupl®iE 7T 10000065, RiEMTPS EIRFE4000, FIMIZ RO user STHEERHA S, KENZS
B 205HHIF -

(3) WIEFHITIERNE

FHATZ S AT EAJE . Web3SDK2 T B[ H #1745 2R - Tps J& BUSDKA 3£ B A2 5 £ 77 /. LT
HITPS - validation FIKA HHUTLHRIRE .

Total transactions: 100000
Total time: 34412ms

TPS: 2905.9630361501804

Avg time cost: 4027ms

Error rate: 0%

Return Error rate: 0%

Time area:

0 < time < 50ms : 0 : 0.0%

50 < time < 100ms : 44 : 0.044000000000000004%
100 < time < 200ms : 2617 : 2.617%

200 < time < 400ms : 6214 : 6.214%

400 < time < 1000ms : 14190 : 14.19%

1000 < time < 2000ms : 9224 : 9.224%

2000 < time : 67711 : 67.711%
validation:

user count is 10000
verify_success count is 10000
verify_failed count is O
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ATLUE H, AR ZHATHITPS&2905 - HUTHRKE G, TiEMEEiR(verify_failed count is
0)-

(4) ITEETPS

B Web3SDKTC 1 & 1% R 15 % A8 5 IR BT S AT HUATRE T LFR - 7524 1>Web3SDK[AJHT £ 1% 38
5y« TE% MWeb3SDK[FIN X 458 5 5, B4R 45 B AH (O TPSII NS 8 (I TPS AN ey, FEE N
A FREXTPS -

FHRZA M H &30 H it ETPS

cd tools
sh get_tps.sh log/log_2019031821.00.1log 21:26:24 21:26:59 # Z40 <H &> <PMEITG
BFA] > <AL SR ] >

BE|TPS (2SDK- 4774, 81%, 16GHTE)

statistic end = 21:26:58.631195
- = 21:26:24.051715
tions = 193332, execute_time = 34580ms, tps = 5590 (tx/s)

statistic_
total transe

HITT% %A DagTransferPrecompiled

SParallelOks £ ) B 2 — £ , FISCO BCOSW & T — 1 # 17 ¥l 4 ¥ & 24 09§ 7
(DagTransferPrecompiled) , SEEL T & BB E Tk A B A RIKIIAE - ZENRBEHRZ AP
FERR, R — D SCHRFIEAT Wtransfer 2 O, SEEINT A P RIS KBV E RO AT A0 2E -

HE: DagTransferPrecompiledy H 177 5 1236, ThEER AHEH, BOHTEZ LS -
(1) AERAm

FAWeb3SDK A& 3£ QI FH F HH8AE, BRI A 5 BARE fEuser 3L - A & 24 S parallelOkHH[R], AN[F]
AN A2 fii & T FH R 5 & precompile -

4. <groupID> add <BIEHIHFHE> <WAEREIEERK PS> <ERKAHFERXH4 >
java -cp conf/:1lib/*:apps/* org.fisco.bcos.channel.test.parallel.precompile.
—PerformanceDT 1 add 10000 2500 user
# fEgroupl FAIET 1000010, AIEIRIELLI2500TPSZER, ERHAIHFAERBREE user®

(2) MERZEHFITERZS
FIWeb3SDK 4 1% 115K AL 5
HE: EMELER, B¥SDKH H ESHIEHE NERROR, 1 HEH BWHIA XL

# SHL <groupID> transfer <BAGEE> <EIKBRIEER Ps LIR> <FEMHPBEEX> <25
HEFAS: 0~10>

java -cp conf/:1lib/*:apps/* org.fisco.bcos.channel.test.parallel.precompile.
—PerformanceDT 1 transfer 100000 4000 user 2

# [lgroupl ik T 100000585, KiERITPS EIRIE 4000, HMZFICIEN use SUFRINE P, ZEES
[FH 208 E SR -

(3) BIEHFTIERTE

FHAT 2L 5 AT 5E AU . Web3SDK 2 FT EI H $04T 25 3R - Tps & BLSDK& £ W58 5 #£ T . L HAT
HITPS . validation E¥EIKA HHUTA RVERE -

Total transactions: 80000
Total time: 25451ms

TPS: 3143.2949589407094
Avg time cost: 5203ms
Error rate: 0%

Return Error rate: 0%

Time area:
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0 < time < 50ms : 0 : 0.0%

50 < time < 100ms : 0O : 0.0%

100 < time < 200ms : O : 0.0%

200 < time < 400ms : 0 : 0.0%

400 < time < 1000ms : 403 : 0.50375%

1000 < time < 2000ms : 5274 : 6.592499999999999%
2000 < time : 74323 1 92.90375%

validation:
user count is 10000
verify_success count is 10000
verify_failed count is 0

MNEFFEH, RIRZGHATRITPS &3143 - HUTEERE S, jT:Eﬁ@%i%(verify_failed count
is 0)o

(4) THEETPS

B 1Web3SDKTC{% & 1% 5 2 178 5 IR BT S AT HUTRE I 0 L IR « TFE L 1> Web3SDK R & £ 78
VK EE%/[\WebssDKﬁE%%%TCEJE, B F LS B R TPS IS R A TPS NS R, TFEE BT
S EREXTPS -

FARA M H & SO ETPS

cd tools
sh get_tps.sh log/log_2019031311.17.1log 11:25 11:30 # Z40 <H &> ATEIFHAEA >
o <V ELEE TR 8] >

5ZITPS (3 SDK- 4774, 8#%, 16GINTE)

statistic_end = 11:29:59.587145
statistic = 11:25:00.642866
total transactions = 3340000, execute_time = 298945ms, tps = 11172 (tx/s)

2 UL

AT P PR RESE R, R AE3SDK ~ 477 A~ 81% ~ 16GINFE ~ 1GMZE NIUFE . &1 SDKAIT ST &
FEARFRIVPSH, EEAREE . KEFTPSEIRIEIRIIEFECE - BIERZMMLEH TR -

6.13 A= hE

6.13.1 ZEEMySQL

MOET SRR o A SN B IE FE EMySQLE fF B o A X 2 B, T OB R R EEMySQLAR 55
fEUbuntuFlCentOS AR S5 7 L FOURL & /7 =0a0 R -

Ubuntu: HUT FHI =44, ZREd8EF, BLE root k2 .

sudo apt install -y mysgl-server mysqgl-client libmysglclient-dev

JE 5 MySQL AR5 & Fifi: root I 2565

sudo service msygl start
mysgl —uroot -p

CentOS: FUT N W 5 &7 %04 -

yum install mysqglx
#HYCRR AR 11 nux, T B Emariadb, mariadbiemysqli)—"10
yum install mariadbx
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JE5) MySQL k55, EFfiH 79 root FIF S EHH «

service mysqgld start

#E LI T mariadb, WIEH NHEFGHSEE

service mariadb start

mysgl —uroot

mysqgl> set password for root@localhost = password('123456"');

6.13.2 7 S EHiEMySQL

FISCO-BCOS7E2.0.0-rc3 2 J5, SCHFTT Ml EHE M HiEMySQL, #ExF TR U5 nIMySQL A =X, il & &
B REEFDOIEEIEE . Eﬂ%ﬁ/i 52

pekz 2 ol

%ﬁ%‘?éﬂﬁﬂm%%ai%ﬁ%%5iT#EiJJ%AE¥éE, MEME R S0 BIER
it~ XKL BRHEERESER . E ﬁﬂﬁéﬁ?ﬂﬁ —I%,ﬁﬁm—ﬁiﬂﬁrﬁﬁm,
B o, X H BE W OB = 4T BABC, H FABE :J:Groupl,B,CE FGroup2. 7
SARICH Bl ¥ R4 PEE S B, B &% N T2 BB ESE S, BHAEMBEWT

BET P _— a2
: A o
= 7 BB (] PR S |
\ @ ‘ Y N G

2 E & £

W EEFTR, TABETZNEAE, ARBEETHRE - A, X NAEEELGZ 2 ITFE, h
T XS AFEEEAT R — D5, FABCZ DT A, 505 FGroupl_A (Groupl T HIATI &, T
[@) , Groupl_B, Group2_B, Group2 CFEIX-

TE LB, s R

TRIER
RS, FEERKEENEEN AR, BRSHMT PR,

HER A

mkdir -p ~/fisco_direct && cd ~/fisco_direct

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s,,
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\." |_
—sort -u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x build_chain.sh
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A= AL B A

# XL E X ipconf
cat > ipconf << EOF
127.0.0.1:1 agencyA 1
127 0.1:1 agencyB 1,2
127 0.1:1 agencyC 2
EOF

.0.
.0.

# BRAEX

cat ipconf

127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2

i Fbuild_chainf& £ [X HbE

### FERXHEE (EEIN30700~30702, 20700~20702, 8575~857 7% II% B 5 )
#ad XBERFEEMSFEN T S48 "—s Mysor” DIKH T o .
bash build_chain.sh -f ipconf -p 30700,20700,8575 -s MySOL

Generating CA key...

Generating keys ...

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Generating configurations...

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Group:1 has 2 nodes
Group:2 has 2 nodes

BB AinisC
group. [FEZH . inifil B SCHE , FAEEAE 4 B0 EMySQLIEL B(5 E - BU%MySQLIIAEL B(ESE T -

| A |do_ip|db_port |db_username |db_passwd|db_name |
|Groupl_A|127.0.0.1|3306|root|123456|db_Groupl_A]|
|Groupl_B|127.0.0.1|3306|root|123456|db_Groupl_B]|
|Group2_B|127.0.0.1|3306|root|123456|db_Group2_B|
|Group2_C|127.0.0.1|3306|root|123456|db_Group2_C|

fE¥node0 T figroup.1.inifit &

&M~ /fisco_direct/nodes/127.0.0.1/node0/conf/group. 1.ini[storage| B AN 25, ECE W FINZ - db_passwd
XoF R ZE A o

db_ip=127.0.0.1
db_port=3306
db_username=root
db_name=db_Groupl_A
db_passwd=
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EEnode1 T figroup.1.inifil &

1& M~/fisco_direct/nodes/127.0.0. 1/node0/conf/group.1 .ini[storage]Eﬁ RINZ, BRI NE - db_passwdj'ﬂ
IR

db_ip=127.0.0.1

C ~t=3306
rname=root
ne=db_Groupl_B

db_passwd=

a o

EXnode1 | figroup.2.inifii &

& ~/fisco_direct/nodes/127.0.0.1/node 1/conf/group.2.ini[storage| B A A 2%, HTHE AN N N4 - db_passwd
X R H RS -

EXnode2 T ffigroup.2.inifil &

B M~ /fisco_direct/nodes/127.0.0.1/node2/conf/group.2.ini[storage| B I TN 2%, Hr a0 N A% - db_passwd
%of R ZE A o

db_ip=127.0.0.1
port=3306

O_username=root

JRBhT A

cd ~/fisco_direct/nodes/127.0.0.1;sh start_all.sh

KR

ps —ef|grep fisco-bcos|grep -v grep

fisco 111061 1 0 16:22 pts/0 00:00:04 /data/home/fisco_direct/nodes/127.
—0.0.1/node2/../fisco-bcos -c config.ini

fisco 111065 1 0 16:22 pts/0 00:00:04 /data/home/fisco_direct/nodes/127.
—0.0.1/node0/../fisco-bcos -c config.ini

fisco 122910 1 1 16:22 pts/0 00:00:02 /data/home/fisco_direct/nodes/127.

—0.0.1/nodel/../fisco-bcos -c config.ini

JATHALE), 3/ Mfisco-becosiHHE - NEIHANIEIES % H EIIARLE & & 1B -

A H &5

PATTHEITES, BB T minodeOBERLHTT AL (HoAth Ty R0
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tail -f nodes/127.0.0.1/node0/log/log* | grep connected

IEFESEEIRLUNE AR, A5 H AT Hinode05 7 M2 11 A -

info|2019-05-28 16:28:57.267770| [P2P] [Service] heartBeat, connected count=2
info|2019-05-28 16:29:07.267935| [P2P] [Service] heartBeat,connected count=2
info|2019-05-28 16:29:17.268163| [P2P] [Service] heartBeat, connected count=2
info|2019-05-28 16:29:27.268284| [P2P] [Service] heartBeat, connected count=2
info|2019-05-28 16:29:37.268467| [P2P] [Service] heartBeat,connected count=2

PUT T RS, REZEAEIR

tail -f nodes/127.0.0.1/node0/log/log* | grep +++

IEHE L2 N5 5 H ++++Generating seal /R IR IEH -

info|2019-05-28 16:26:32.454059| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=28, tx=0,nodeIdx=3, hash=c9c859d5. ..
info|2019-05-28 16:26:36.473543|[g:1] [CONSENSUS] [SEALER] ++++++++++++++++ |
—Generating seal on,blkNum=28, tx=0,nodeldx=3,hash=6b319fa7...
info|2019-05-28 16:26:40.498838| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=28,tx=0,nodelIdx=3,hash=2164360f...

EREH G XA S
HEA K

cd ~/fisco_direct;

bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—download_console.sh)

cp —n console/conf/applicationContext-sample.xml console/conf/applicationContext.
—xml

cp nodes/127.0.0.1/sdk/* console/conf/

e AC B A

F~/fisco_direct/console/conf/applicationContext.xmUE R 41 F L & G 25 E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />

<property name="connectionsStr">
<list>
<value>127.0.0.1:20700</value>
</list>
</property>
</bean>
</list>
</property>

</bean>
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JEREH G

cd ~/fisco_direct/console

sh start.sh 1

#E B TableTest &4

[group:1]> deploy TableTest

contract address:0x8cl7cf316cl1063ab6c89df875e96c9f0£f5b2£744

BEBIEEHRRER

MySQL —-uroot -pl23456 -A db_Groupl_A
use db_Groupl_A;
show tables;

_contract_data_8cl17¢cf316cl1063ab6c89df875e96c9f0f5b2f744_
_contract_data_f69%9a2fa2eca49820218062164837cobeecc909%9abd__
_sys_block_2_nonces_

_sys_cns_

_sys_config_

_sys_consensus_

_sys_current_state_

_sys_hash_2_block_

_sys_number_2_hash_

_sys_table_access_

_sys_tables_

_sys_tx_hash_2_block_

12 rows in set (0.02 sec)

FEEHE P FcreateE 0 -

#AIER
call TableTest 0x8cl7cf316cl063ab6c89df875e96c9f0f5b2f744 create
0xabl1160£f0c8db2742f8bdb41dld76d7c4e2caf63b6fdcclbbfc69540a38794429

BEEIRETREL

show tables;
et +
| Tables_in_db_Groupl_A |
e +

| _contract_data_8cl7¢cf316cl1063ab6c89df875e96c9f0f5b2£744_ |
| _contract_data_f69a2fa2ecad49820218062164837cbeecc909%abd_ |
| _sys_block_2_nonces_ |
| _sys_cns_ |
| _sys_config_ |
| _sys_consensus_ |
| _sys_current_state_ |
| _sys_hash_2_block_ |
| _sys_number_2_hash_ |
| _sys_table_access_ |
| _sys_tables_ |
| _sys_tx_hash_2_block_ |
| _user_t_test |

2R B A\ — AR

#HER BB
call TableTest 0x8cl7cf316cl063ab6c89df875e96c9£f0£f5b2f744 insert "fruit" 100 "apple

n
=
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0x082ca6ab5az292f1f7b20abeb3fb03£45e0c6£48b5a79cc65d1246bfe57be358d1

FTFFMySQLZ ¥, 5 1f)_user_t_testF AR

#5F FH P R SR
select *» from _user_t_test\G;

KAk AKA A KA ARk A A Ah A A hk A A Ak A A XXk * Kk 1_ FOW **,* *kk h kA hkAhhkkhkhkhkkhkkhkrAkkhkhkrkhkxkx%

_id_: 31
_hash_: 0a0ed3b2b0a227a6276114863ef3e8aa34f44e31567a5909d1dalaece31le575e
_num_: 3
_status_: O

name: fruit
item_id: 100
item_name: apple
1 row in set (0.00 sec)

6.13.3 @ AE i [FIMySQL

AATE P T OO T 5 BRAR 992.0.0-re3HE RL, AR5 ZE4E2.0.0-re2 7 {5 FH i (2 7 (W] My SQL™ 9 17 7]
FREFE R NI - ESH I M U 2715

2 H IR A

ZREHZM AR R BET (SR RS 2 N, REHRI S S A - Bl - KRR ERE R -
PR N A — DT S N — 1 AMDBSE], filan, [XBREEMLEH, H=1TSABC, HFABET
BELLB.CIETREAL - 7 AAFICH BN RN ERFE S, B SR T2 M RUR S0, B
T

E¥Sﬂ1 """""""""""" T ecnom e B¥4E2
TRA T
= -7 :17% . o ®EC (¢
K Y l "’ '@y
A [ 4 4  J

wEEpR, TEBETEZ MHA, AREEHETHR— DT E, X AAMDBR S5 FIMySQLE 53 JF

B, N T ROAFRBEA TR -5, FABC=1T 5, 95HGroupl_A (Groupl FHIATT A, T
[{]) , Groupl_B, Group2_B, Group2_CH ~. FHELLEEHE], fAEREESRE-
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T RIER
BLEAMDBARSS Z B, T E ek RN HANRE, BESE T PR,

HEA K

o BIEEICIER

mkdir -p ~/fisco && cd ~/fisco

o HKEbuild_chainfflZ

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s,
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\." |_
—sort -u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x build_chain.sh

A= AL B A

# X PR E X ipconf
cat > ipconf << EOF
127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2
EOF

# BRAEX

cat ipconf

127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2

i Fbuild_chain#& & X HLi%

### FEIRXHBE (EEIIA30600~30602, 20800~20802, 8565~856 73 IR H W 5 H)
bash build_chain.sh -f ipconf -p 30600,20800,8565

Generating keys

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Generating configurations...

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Group:1 has 2 nodes
Group:2 has 2 nodes

EHCT AinixC
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¥ node0 F Kigroup.1.inifit &

BM~/fisco/nodes/127.0.0.1/node0/conf/group. 1.ini X 14 H [storage] Bt I Y, WE NI RN

[storage]
type=external
topic=DB_Groupl_A
max_retry=100

EHnode1 T figroup.1.inifil &

EM~/fisco/nodes/127.0.0.1/node1/conf/group. 1.ini 3L H [storage] Bt TN Y, WE NI FNE

[storage]
type=external
topic=DB_Groupl_B
max_retry=100

EEnode1 T figroup.2.inifil &

B ~/fisco/nodes/127.0.0.1/node1/conf/group.2.ini 3 /4 H [storage] BX N 2, 1B NI FNZE

[storage]
type=external
topic=DB_Group2_B
max_retry=100

EEnode2 T figroup.2.inifil &

B ~/fisco/nodes/127.0.0.1/node2/conf/group.2.ini 3 /4 H [storage| X N 2, 1B NI FNE

[storage]
type=external
topic=DB_Group2_C
max_retry=100

HZamdbfLE

TRIE AR

cd ~/fisco;
git clone https://github.com/FISCO-BCOS/AMDB.git

VRS G

cd AMDB;gradle build

GRIESTENZIE, SER—DdistHFR, XHEHWT:

6.13. AR ENE 167




FISCO BCOS Documentation, Release v2.0.0-rc2

L

— 1lib
— log

—— apps

— conf

AMDB. jar

amdb.properties
applicationContext .xml
contracts

Table.sol
': TableTest.sol
db.properties
doc

amop .png
leveldb.png
README . md

log4j2.xml
mappers
L data_mapper.xml

.— start.sh

fii Eamdb/fUH

AMDB5 7 s #5072, AMDB Zclient, 7 &5,

sEserver, JAoidFEEAMDBARSS ERERT A, T A A

Ep

LB AMDB KT HtopicRI AT, KT topiciINM4E1EZ % AMOP, AMDBRREREITIERHEA -

HEREE

cp ~/fisco/nodes/127.0.0.1/sdk/x ~/fisco/AMDB/dist/conf/

amdb 3§15 I

cd ~/fisco;
###dist_Groupl_AszeT M. .Groupl_AX N amdbS
cp AMDB/dist/ dist_Groupl_A -R
###dist_Groupl_ BT f.Groupl_BXf N A amdbSE Al
cp AMDB/dist/ dist_Groupl_B -R
###dist_GroupZ_Bfé?ﬂiGroupZ_BfﬂEHﬁamdb@?WU
cp AMDB/dist/ dist_Group2_B -R
###dist_Groupl CieTI HA.Group2 CHf N ) amdbS A
cp AMDB/dist/ dist_Group2_C -R

2898 BiRAER, AT LUE B|~/fisco B I SCHF 540 T -

Arwxrwxr—x
“YWXIXW—Tr——
AdrwXrwxr—x

ArwXrwxr—x
AdrwXrwxr—x
“rW-rw-r—-—
ArwXrwxr—x

fisco fisco 4096 May
fisco fisco 37539 May
fisco fisco 4096 May

fisco fisco 4096 May
fisco fisco 4096 May
fisco fisco 68 May
fisco fisco 4096 May

8
1
5
drwxrwxr-x 5 fisco fisco 4096 May
5
5
1
4

U e N N N

15:
14:
15:
:58
15:
15:
14:
15:

15

53
58
58

59
59
59
08

AMDB
build_chain.sh
dist_Groupl_A
dist_Groupl_B
dist_Group2_B
dist_Group2_C
ipconf

nodes
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DB %
MySQL -uroot -pl23456
CREATE DATABASE bcos_Groupl_ A ;
CREATE DATABASE bcos_Groupl_B ;
CREATE DATABASE "bcos_Group2_B ;
CREATE DATABASE bcos_Group2_C ;
Bo B AR

amdb.propertiesfil. EAMDB/R 55 75 Z2 #1017 A5 5, db.propertiesfit B (IR E M EHEE - XER
BMySQLIALE (S BT

Ifiﬁ\db_ipldb_port|db_usernameIdb_passwdldb_name\

|Groupl_A|127.0.0.1|3306]root|123456|bcos_Groupl_A]|
|Groupl_B|127.0.0.1|3306]|root|123456|bcos_Groupl_B]|
|Group2_B|127.0.0.1|3306|root|123456|bcos_Group2_B]|
|Group2_C|127.0.0.1|3306]root|123456|bcos_Group2_C|

J1Group1 AT S AL EamdbCE

Ff~/isco/dist_Groupl_A/conf/amdb.propertiesfit & H U1 A%

node.ip=127.0.0.1
node.listen_port=20800
node.topic=DB_Groupl_A

Ff~/isco/dist_Group1_A/conf/db.propertiesHit B N U1 T AZ:

db.ip=127.0.0.1
db.port=3306

db.user=root
db.password=123456
db.database=bcos_Groupl_A

¥ ~/ﬁsco/dist_Gr0up1_A/conf/applicationConteXt.xmlﬂ%E&ﬂﬂlﬂTEEE(%&% EISY)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20800</value>
</list>
</property>
</bean>
</list>
</property>
</bean>
<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=

—"groupChannelConnectionsConfig"></property>
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<property name="topics">

<list>
<value>${node.topic/</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>

HGroup1 BT S AL Eamdb A3

i ~/iscol dist_Group1_B/conf/: amdb.properties@ﬂ%ﬁ PUENAESS

node.ip=127.0.0.1
node.listen_port=20801
node.topic=DB_Groupl_B

F~/fisco/dist_Group1_B/conf/db.propertiesHt. B} 41 T N %

db.ip=127.0.0.1
db.port=3306

db.user=root
db.password=123456
db.database=bcos_Groupl_B

F~/fisco/dist_Groupl_B/conf/applicationContext.xmUEX i1 AL & (EB 2 E E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20801</value>
</list>
</property>
</bean>
</list>
</property>
</bean>
<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />

<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
<property name="topics">

<list>
<value>S{node.topic/</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>

H1Group2)B7 sl Eamdb A H

R ~/fisco/dist_Group2_B/conf/amdb.propertiesir & H 1 T N %
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node.ip=127.0.0.1
node.listen_port=20801
node.topic=DB_Group2_B

Ff~/isco/dist_Group2_B/conf/db.propertiesfit & H U1 T A%

db.ip=127.0.0.1
db.port=3306

db.user=root
db.password=123456
db.database=bcos_Group2_B

F~/fisco/dist_Group2_B/conf/applicationContext.xmUEX i1 N AL E (FR 2 E E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />

<property name="connectionsStr">
<list>
<value>127.0.0.1:20801</value>
</list>
</property>
</bean>
</list>
</property>
</bean>
<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="2" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=

—"groupChannelConnectionsConfig"></property>

<!-— communication topic configuration of the node -->
<property name="topics">
<list>
<value>s{node.topic/</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>

HGroup2)CT7 sl Eamdb A H

R ~/fisco/dist_Group2_C/conf/amdb.propertiesit & H a1 T A %

node.ip=127.0.0.1
node.listen_port=20802
node.topic=DB_Group2_C

R ~/fisco/dist_Group2_C/conf/db.propertiesHt. & H 41 T N %

db.ip=127.0.0.1
db.port=3306

db.user=root
db.password=123456
db.database=bcos_Group2_C
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.

Ff~/isco/dist_Group2_C/conf/applicationContext xmUEX N U1 N AL B G E E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20802</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="2" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>

<!—— communication topic configuration of the node —-->
<property name="topics">
<list>
<value>${node.topic}/</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>

& #hamdbfC B

cd ~/fisco/dist_Groupl_A;sh start.sh
cd ~/fisco/dist_Groupl_B;sh start.sh
cd ~/fisco/dist_Group2_B;sh start.sh
cd ~/fisco/dist_Group2_C;sh start.sh

JREITI R,

cd ~/fisco/nodes/127.0.0.1;sh start_all.sh

QB R

ps —-eflgrep org.bcos.amdb.server.Main|grep -v grep

fisco 110734 1 1 17:25 2 00:00:10 java -cp conf/:apps/*:1ib/x org.
—bcos.amdb.server.Main
fisco 110778 1 1 17:25 7 00:00:11 java —-cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main
fisco 110803 1 1 17:25 7 00:00:10 java -cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main
fisco 122676 116 17:38 2 00:00:08 java -cp conf/:apps/*:1ib/x org.

—bcos.amdb.server.Main
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ps —eflgrep fisco-bcos|grep -v grep

fisco 111061 1 0 17:25 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node2/../fisco-bcos -c config.ini
fisco 111065 1 0 17:25 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node0/../fisco-bcos -c config.ini
fisco 122910 1 1 17:38 pts/0 00:00:02 /data/home/fisco/nodes/127.0.0.1/

—nodel/../fisco-bcos -c config.ini

BEIET, 2FEHA N javaif 2, 3 MM fisco-beos# R o ANHINNIEE S % H EFHIABLE 2 5 1B -

RE H SR
PAT T HTES, BE T AnodeOFEREH)TT AEL (HoAth Ty s8R0

tail -f nodes/127.0.0.1/node0/log/log* | grep connected

FHASERRUT AR L, W H AT LA Hinode05 B oM AUH R -

info|2019-05-07 21:47:22.849910| [P2P] [Service] heartBeat connected count,size=2
info|2019-05-07 21:47:32.849970| [P2P] [Service] heartBeat connected count,size=2
info|2019-05-07 21:47:42.850024| [P2P][Service] heartBeat connected count,size=2

BT FETES, RERGHELA

tail -f nodes/127.0.0.1/node0/log/log* | grep +++

1E 15 2 AN H ++++Generating seal 327~ HHIEH -

info|2019-05-07 21:48:54.942111| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=6,tx=0,nodeIdx=1,hash=355790f7...
info|2019-05-07 21:48:56.946022| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=6,tx=0,nodelIdx=1,hash=4ef772bb. ..
info|2019-05-07 21:48:58.950222| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=6,tx=0,nodeIdx=1,hash=48341lee5...

e G XA

TES % H EEMySQL FF R %I 5 28 S E T -

6.14 EZ 3 H

RNT X FHEFEEYEE, SEUETESEEYRME, EFISCO BCOSY & FH & i T E 25N fi#
BLEL L WE . BAEE . EESSLEEL, SEET X EREBRINENEAEBRES TR %
RS I E AR FISCO BCOS# it F-iif -

6.14.1 ¥IXFE EZRFISCO BCOS

AATFE FHbuild chainfIASZE A $E E — 25477 55 AUFISCO BCOSEHE, DlUbuntu 16.04R5%H i #
1E o R E AT EREE S fisco-bcos #%’ 13, #ECentOS 7F0Ubuntu 16.04 2555 45

Ubuntul 65K
sudo apt install -y openssl curl
TSI

cd ~ && mkdir -p fisco && cd fisco

RO SR O S
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# *Fiibuildfchain.sh%wﬁ

$ curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\." |_
—sort —-u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x build_chain.sh

BT BIA S BSE, fiscoE sk NEMTT:

fisco
bin
L— fisco-bcos
build_chain.sh

o FEEATY S FISCO BCOSHE

# 54T RNFISCOlE 40T SANB T groupl THIIEATEfiscoH T FHUT

# —pfRERE T, 99 &p2p_port, channel_port, jsonrpc_port

# WRIEFHEAIES . FERIENLEEM30300~30303, 20200~20203, 8545~854 8%k A # S H
# -g EEGFEED, TGS A RE AT S . BRAMG t Hub N EEoTiR € MU AT HU TR 7
$ ./build_chain.sh -1 "127.0.0.1:4" —p 30300,20200,8545 —g

FTbuild _chain.shflAET, HZ2%XH . MLEFPITESHHALL completed. (WREEH
i, MIZ*nodes/build. loghh®r)

[INFO] Downloading tassl binary
Generating CA key...
Generating Guomi CA key...

Generating keys
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /mnt/c/Users/asherli/Desktop/key-manager/build/nodes
[INFO] CA Key Path : /mnt/c/Users/asherli/Desktop/key-manager/build/nodes/
—gmcert/ca.key

[INFO] Guomi mode i yes

[INFO] All completed. Files in /mnt/c/Users/asherli/Desktop/key-manager/build/nodes

HEFRBEENE TN G, ERRES AR EAER -

6.14.2 EXILEER

[E| 2% BiUAKFISCO BCOS 1 5. 2 [A] SR FSSLZ 4 8 i A& £ AN E S, . UE 5 3 B 00 B 048 A 78 4 1 i & 1
=2

[network_security]

data_path: UE ST RS E

key: THMAMN Tdata_pathfiE

cert: ﬂE#ﬁgmnode.crt*ﬁﬂﬁﬂ:data_pathEQEﬁﬁé
ca_cert: gmcallPigE

;certificate configuration
[network_security]
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;,directory the certificates located in
data_path=conf/

;the node private key file
key=gmnode.key

;the node certificate file
cert=gmnode.crt

;the ca certificate file
ca_cert=gmca.crt

6.14.3 EZhSDKEH
PEMBRAES FSDK RS «

6.14.4 EZEEHR S1FH

= R & ThRE SRR & SEA T =0 R, P & B ET 0 -

6.14.5 EHEELIMELE
[ % kit Key Manager

[E] 2 b 1 Key Manager s B #7147 1% Key Manager, /N[F] 5. 7E T cmakes 7 I ~DBUTLD_GM=0NZEI -

# centos N
cmake3 .. -DBUILD_GM=0ON
# ubuntu I
cmake .. —-DBUILD_GM=ON

EHRE M Key ManagerfH[F], 152%: key-manager repository «

I 2T L B

FISCO BCOSE Z UK FAXGE 8=, FILEEIMBREZMBEXIWMEILETR, 5517: conf/gmnode.key 1
conf/origin_cert/node.key - H-'& 5 hritEh % 2 N EAE ] -

cd key-manager/scripts

#InE conf/gmnode. key ZHL ip port T ANVH cipherDataKey

bash encrypt_node_key.sh 127.0.0.1 31443 nodes/127.0.0.1/node0/conf/gmnode.key,,
—edl57£4588b86d6la2el745efe7lebea

#1% conf/origin_cert/node.key ¥l ip port TiHEFMIAN cipherDatakey

bash encrypt_node_key.sh 127.0.0.1 31443 nodes/127.0.0.1/node0/conf/origin_cert/
—node.key edl57£4588b86d6laz2el745efe7lebea

6.15 HEH#AE

FISCO BCOS[RIIf ZHit &M H & 7 \dueasylogging++5FHIjJﬁ'é?ﬁjiﬂ'ﬂboostlog, RN Fboostlog, 7] 3@ 1
i EAS YLOGHEFE AR 1) H & R 5L -

6.15.1 HEAE

Important: HERHE:
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* boostlog: log_${year}${month}${day}${hour).log, Ullog_2018022112.log
« easylog: log_${vear}${month}${day}${hour).${min}.log, Tllog_2018022112.00.log

i Eboostlog

FISCO BCOSEZLiAfifi fiboostlog, FH¥ Teasylogging++, boostloghit B IR EIH, FEUIT:

s level: HERM, HHIEESHtrace- debug-~ info-~ warning- error AR HERH|, &
BEEMAEZINE, AEXHFSEATETZEANPAE, AEXMNNKRE/NMEFerror >

warning > info > debug > trace;
* max_log_file_size: BHEEREREE;
* flush: boostlogBhINHF /5 H& BEllHT, &FRARGER, BUCRHZEIXE Nfalse -
boostlogZ~ FIELE L1 :

;log configurations

[1log]
;the directory of the log
log_path=./log
;log level INFO DEBUG TRACE
level=info
max_log_file_size=200
flush=true

fit Eeasylogging++
H T RERE/DECE X, FISCO BCOSFfeasyloggin++EL & 15 BALEH 2| T config.iniff) [1og ) BL &, —
WEVCNFRELER T HERA NI HANEL R, FFBeasylogging++ 715 R] 2% 5 Heasylogging++ -
« format: £/ HERK;
» log_flush_threshold: HERFMELZE, HElog_flush_thresholdfThil# H & E|
=K
easylogging++~FIFCE LT :

;log configurations
[log]
;the directory of the log
log_path=./log
;log level INFO DEBUG TRACE
level=info
max_log_file_size=200
;jeasylog config
format=%level | %datetime{$Y-%M-%d S$H:%m:%s:%g}|%msg
log_flush_threshold=100

6.15.2 fF/5boostlog

FFf5boostlog, TFFEASYLOGIEIIE orr, EAIRIEWT:

## ARG EF, FiidEbui1d30HR (ZIREALT ~/F1SCcO-BCOSEAR)
$ cd ~/FISCO-BCOS && mkdir -p build

## R EASYLOGYREIFEIN
# ubuntu®RS
$ cmake .. -DEASYLOG=OFF
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Z b2s
# centos AR

$ cmake3 .. —-DEASYLOG=OFF

-— CMake 3.10.0

(/root/opt/cmake-3.10.0-Linux-x86_64/bin/cmake)

—— CMAKE_BUILD_TYPE Build type RelWithDebInfo
—— TARGET_PLATFORM Target platform Linux

—-— STATIC_BUILD Build static OFF

—— ARCH_TYPE OFF

—-— TESTS Build tests ON

—-— EasyLog Enable easyLog OFF

—— OpenSSL headers:

/usr/include

—-— OpenSSL 1lib

/usr/1lib/x86_64-1linux—-gnu/libssl.so; /usr/1lib/x86_64-1inux—-gnu/

—libcrypto.so

—— [cable ] Cable 0.2.11 initialized

—— [cable ] Build type: RelWithDebInfo

—— Configuring done

—-— Generating done

—— Build files have been written to: /home/FISCO-BCOS/build

# UAERRG I A IR (AR AL AR R R LR R T A, X B EILE R 2)
$ make -j2

# BE A S
S 1s bin
fisco-bcos

6.15.3 FF/3easylogging++

TF B easylogging++, FFEASYLOGEIE HoN, EAERIEWT.

## AR EF, FiidEbui 1d30HR (ZIREALT ~/FT1ScO-BCoSER)
$ cd ~/FISCO-BCOS && mkdir —-p build

## R EASYLOGYR IR

# ubuntufRsL

$ cmake .. —-DEASYLOG=ON
# centos AL

$ cmake3 .. —-DEASYLOG=ON

-— CMake 3.10.0 (/root/opt/cmake-3.10.0-Linux-x86_64/bin/cmake)

—— CMAKE_BUILD_TYPE Build type RelWithDebInfo
—— TARGET_PLATFORM Target platform Linux

—-— STATIC_BUILD Build static OFF

—— ARCH_TYPE OFF

—-— TESTS Build tests ON

—-— EasyLog Enable easyLog ON

—— OpenSSL headers: /usr/include

—— OpenSSL 1lib /usr/1lib/x86_64-1linux—-gnu/libssl.so; /usr/1lib/x86_64-1inux—-gnu/
—libcrypto.so

—— [cable ] Cable 0.2.11 initialized

—— [cable ] Build type: RelWithDebInfo
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—-— Configuring done
—-— Generating done
—— Build files have been written to:

# GRIEIRIGH = A ot (RTARIEALASAE FECE R R H A K

$ make -3j2

# BE AR A
$ 1s bin
fisco-bcos

/home/FISCO-BCOS/build

XHEREHLEREN2)
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Important: BI7EEXEEEETRE - 21T, YU SRR AROZEIRER A, N2 S BEHARNLE
ERFIRE -

FEFISCO BCOSHIRHAMIIAILITREH , TFEL AT A A B A O T X B o ] [X e ] — AR
z%%~%,E$@§TW%%%%%§%%Z%0ﬁ%%%%ﬁ%ﬁﬁﬁﬁﬁﬁ?ﬁ%%ﬁﬁ%m
.

U AR R BB 4R T T BAEYIIA LI #RIS0E %5 R A B BE (A 22 DbV b 0 S 22 iy ifesk - BREBEAER)
AR, FmEDEAETAPFESHTAGEER . FERERXEEERESTIEE . WHEBIE R
—HUER BT AGEE, BEhXREE, FINARENMERT A, 202 AU =T R LR
AYFNRT AER, FRT SECESU R A AR AU -

A—77TH, FISCO BCOS 2.05| A TREAAEFNR ™ AL iR a0 2 HEH 28N « ZERFAHZEM T, FELH (R0 -
THMEME, BN REE, e XS = PR AA R R oK .

R, SF S EMARIBRREZ F, i BAEXHMEAF, S5 - M RERE
T REIFAE o

AR RAE AR RN 45+ 224 BRFAHTEAEA - TR RN CRIEY ST 5, ARAnNElT;
HIRARIBEAE 2, DU VA AR E ISR AR R 2 — DR R 7 SR LRI -

W BB

FISCO BCOS generator N\ FiAE R HAZ, RI\RIE - L2 HH - WERREN, MASFEHLAREERE
PR A EER, Wt TR LR AR RR T 2R -

R

o RN

o XFFEFMEE FiRTTE

o FFE TR
rge ot

o RFE TR

o ARV R M

o B A T R IE
iR

o FRFEFREMBE

o ZF T R

o ISR
JSE-F

o HUFHIAI 2

o FTAHLA AL R = AR fl X BR

o WURX S5 BT B AEAE
BN R — RIS B RS, AR T A LIPS E RN I A, R AR AIARENE S K -

ANRIAUE RDE S P B 7 e~ TP ¥ O SRR, HEECET, &MU AT IEAH A RS
B RFAART RECE SRR, TR AIFA AT LUNH N, BIGE T RECE U R R, B IS &
FVRHFEE, At LEMER . EAXMTR, ERIET ST HKFER, RIFT ATt

AP B A I XER, R SECEAREH, BT A, TASRERFEEEEEITEZH
HEM -
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7.1 T#E%LE

7.1.1 IRIEAKS

FISCO BCOS generator KA T :

7.1.2 THLE

T

’$ git clone https://github.com/FISCO-BCOS/generator.git

e

$ cd generator
$ bash ./scripts/install.sh

FRERE T 2R

$ ./generator -h
# ERNIN, Wi usage: generator xxx

7.1.3 HIEBCT 5

F B B fisco-beos — 13 A5 F | meta

’$ ./generator —-download_fisco ./meta

FE kIR

$ ./meta/fisco-bcos -v
# HRTh, Wi FISCO-BCOS Version : x.x.x-X

PS: A% ST s IR, TR BB R R B T R B me t a SR N BT -

7.2 —HIE

AT E B Z2 IR E4T s AE MR, 9P B AU — SR B L R T R a0 5
%

REEE A T RNMEETE T AREE TR, BVREE T RS MEREEARE R LIS i H LI
ETH.

721 THLE

T

’cd ~/ && git clone https://github.com/FISCO-BCOS/generator.git && cd ./generator
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7.2.2 =BT

AEAT TR ARBUIPYIL27 0. 0. 12— B 7R A N H 2L R4S S 0L
2, TR Mip, WS AR,

Important:  $T X = AR 55 28 HF Wvpshk 5 28 . RPCYE W Hu 1t 75 225 W R A /Y B S5 30 Bk T WA 3 41
5127.0.0.1), FIRES H &K MsshiRSGEFA—EL -

7.2.3 A

B P R EE I Wone_clickBIXXHR, KR T HHE NI ER, S0V EE
F;ﬁ?ﬁgﬁﬁj%@ﬂﬁiﬁ:nodefdeployment cini o {HH BT ZE AR IEgenerator ) meta XU R E H T
AT HRAE

BE R BRI

ls ./one_click

# SRR
# WFTE DN, TEFEEEIZ R
one_click # FHFIREIIT—HERPZHAERISCIR
agencyA # HUMaAES, fQHUTESTEZ B RN E SN AR 5 B 30
L node_deployment.ini # WA AT SHELE S, —HEEE Ay & SR Z SO A B R T A,
agencyB # 7FJ_L7F/A7BE§<L. fﬁé?ﬂﬁ/ﬁ%ﬁ:ﬁE%TEEEEMWBE/‘J%/@EZTE%K#
L— node_deployment.ini # WUMB SECE M, —HEEEE &SRB SCF A RUHE R S

7.24 HIMEST SER

AT RBCE U AUE S one_click 3R T HagencyA, agencyB T

cat > ./one_click/agencyAnode_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

pP2p_1ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address—-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30300

channel_listen_port=20200

jsonrpc_listen_port=8545

[nodel]
p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546
EOF
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cat > ./one_click/agencyB/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

P2p_1ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30302

channel_listen_port=20202

jsonrpc_listen_port=8547

[nodel]
P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548
EOF

7.25 #BET A

bash ./one_click_generator.sh ./one_click

HAT525E)S, Jone_click SR EERIUNT
BEHITIE I — B B O R

ls ./one_click

agencyA # AN HER

| — agency_cert # ANUFUES A

— generator-agency # HIMEANIHITENEN generat or UK
— node # ANUMAERTI S, ZAVERE I % 220 B AR S5 45 A AT
I — node_deployment.ini # AN SEEEE

L— sdk # AWM sakaidsHl & B E SO

agencyB

— agency_cert

— generator—-agency

—— node

— node_deployment.ini

— sdk

7.2.6 BT A
B A S B

bash ./one_click/agencyA/node/start_all.sh

bash ./one_click/agencyB/node/start_all.sh
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BE T A

ps —ef | grep fisco

# R

# W LLEEI N AR

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator/one_click/agencyA/node/
—node_127.0.0.1_30300/fisco-bcos -c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator/one_click/agencyA/node/
—node_127.0.0.1_30301/fisco-bcos -c config.ini

fisco 15442 1 0 17:22 pts/2 00:00:00 ~/generator/one_click/agencyA/node/
—node_127.0.0.1_30302/fisco-bcos -c config.ini

fisco 15456 1 0 17:22 pts/2 00:00:00 ~/generator/one_click/agencyA/node/
—node_127.0.0.1_30303/fisco-bcos -c config.ini

7.2.7 BETHBITRE

ﬁ%%,ﬁlog:

’tail -f ~/generator/one_click/agencyx/node/node*/log/logx | grep +++

# R

# +++RNTT SRR IR

infol2019-02-25 17:25:56.028692| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1, tx=0,myIdx=0,hash=833bd983...

info|2019-02-25 17:25:59.058625| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=1,hash=ea85c27b...

7.2.8 FHEHE

AT s G AR, —BEE TR EREM, F AT LU LUN fr &R EEH &
RS G, AT RERS 2R H]:

’./generator —-—download_console ./

AL EAN RIS
P8 UL 5 EX RALFA:

’cp -rf ./console ./one_click/agencyA/console

FLEN ARG X R, 8 G R FREAE RIS - AU & BLE S

’cp ./one_click/agencyA/sdk/* ./one_click/agencyA/console/conf

FahfEfl G, 2% ava:

’cd ./one_click/agencyA/console && bash ./start.sh 1

A, FLEBYMERIS:

’cd ~/generator && cp -rf ./console ./one_click/agencyB/console

FLENLMABEEH G X RO, 26 & B Ehi 7 BAR SR IES - RV LU & B &S
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’cp ./one_click/agencyB/sdk/* ./one_click/agencyB/console/conf

7.2.9 FE#HEHNT A

AV EE TR EEERAES BV EE T EHAEAER -
JEEET Y A BT AR A BRE, IS ERIETI, sudbl TEXSEE B2 -
B HREIER P A IEHITclick2start . shBIARM B R F, 3B &2 /conf/group_genesis.ini 3L

., H AT create_group_genesisi 4 -

P 2B S AR AE VT LLIE 53 18 24 /conf/node_deployment.ini 3L, 5 fif F generate_all_certificatesd A% IiE
45, FF# Fbuild_install_packaged: 577 5, -

WREHZEARBR R, FEEFEFAQ

7.3 BoE XX

FISCO BCOS generatorf] fil & S fE./conf3 £ 3R N, FCE U h . BEA O X A&
Hgroup_genesis.ini FIAERT AELE X node_deployment .ini e

R X conf U R SUHFIERAE, BCE AT SECE R EKER -

7.3.1 JLEWE K meta

FISCO BCOS generatorfJmeta {3 R AR SR, FTFEF M fisco beos ikl S« #EiEFica.
crt ~ AHMHMIEagency . crt ~ FUEFRAEA™ SIES - BEEONH X HRICHE .

TIE S AIFE AR 20 T B N cert_p2pip_port.crtIRSE, fcert_127.0.0.1_30300.crt -

FISCO BCOS generator2 & F 7 28 TTECE SO T ICE AIAE R IUES « conf N VECE M, ERAHPT
=R OREN=N - & e

7.3.2 group_genesis.ini

ﬁi‘iﬂ%ﬂ&group_genesis LinifIECE, B PEEFSE B % Someta UM TN AR BUHTREAH G TH X B AUHE SR B
‘H, Wgroup.1l.genesiso

[group]

group_id=1

[nodes]

; HEZH AN X BR BT S p 2 pith ik
node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30302
node3=127.0.0.1:30303

Important: £ ACHEAH O X TR ET SES, W LA E P T EAN T SIES - 795
H: cert_127.0.0.1_30301.crt, cert_127.0.0.1_30302.crt, cert_127.0.0.1_30303.crtflcert_127.0.0.1_30304.crt -
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7.3.3 node_deployment.ini

I EMinode_deployment . inifJACE , F 7 A] LU F-build_install_packagefii & 7EF5 i€ SUHFR T 4
BT AN SRR T SECE SR - AP ECE RS S section [node ] BN H P FHREAE AT SBLE
k. section[peers] NREEZIIEHMT Sp2plE R -

FLE RGN T -

[group]
group_id=1

# Owned nodes

[nodeO0]

P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30300
channel_listen_port=20200
jsonrpc_listen_port=8545

[nodel]

p2p_1ip=127.0.0.1
rpc_1ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546

BT RECE MRS, AN AT RO AT B SR SR A S OB E S

7.3.4 BIAROUHEtpl
generator PR SR AN R B PR :

| — applicationContext.xml # sdkllE CIFHR
— config.ini # T7ABCE SR

— config.ini.gm # [E%TAECE B

L group.i.genesis # FEALOTH X EET

— group.i.ini # FFLKERCE R

— start.sh # /S BhIIAER

| — start_all.sh # TR EBSIEER

— stop.sh # TR

L stop_all.sh # TiSAftE(F AL

PR FZ B AR T AR EIREE, BEEMBIND, RFREBBUER S Fconfig. ini KHRAD
B, FEfsiTERmS, RIAT B E AR KT A -

7.4 BAEFM
FISCO BCOS generator $& it ZFTT AR R 74 - BEERIS < UEPBHRERIE, WA EBWT:

7.4.1 create_group_genesis (-C)

BAER B

$ cp nodeO/node.crt ./meta/cert_127.0.0.1_3030n.crt

$ vim ./conf/group_genesis.ini
$ ./generator —--create_group_genesis ~/mydata
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BFHITERSE, S7%E~/mydata 3R A Bimgroup.iniF AL & flgroup. i . genesis
P& Pgroup. 1. genesisRINEFARIAI X B, BRI AT 5ERCHEFA R 540 1E -

Note: FISCO BCOS 2.0/ & HEAE &H — M HEHAITH X3k .

7.4.2 build_install_package (-b)

BAER

$ vim ./conf/node_deployment.ini
$ ./generator —--build_install_package ./peers.txt ~/mydata

RFHITERMIE, & fE~/mydata3CPFR T AR Z 4 Hinode_hostip_port I SC {3, HEREIRT B AR SS 4% /5
BRI R BT A

7.4.3 generate_chain_certificate

$ ./generator —-—generate_chain_certificate ./dir_chain_ca

P75 RE B P ] LLEE /dir_chain_ca X N ERIRIEF ca. crt M ca. key -

7.4.4 generate_agency_certificate

$ ./generator —-—generate_agency_certificate ./dir_agency_ca ./chain_ca_dir The_
—Agency_Name

AT 58 A BT LAFE /dir_agency_calf 12 T A Al 45 NThe_Agency_Name[ S %, 1 & #8 K A L4 ik
Fagency.crt fifAfHagency . key -

7.4.5 generate_node_certificate

$ ./generator —-—generate_node_certificate node_dir (SET) ./agency_dir node_p2pip_
—port

HUT SR 7T AFEnode_dir B412 N AR SSiEFnode . crt A A Anode . key »

7.4.6 generate_sdk_certificate

$ ./generator -—generate_sdk_certificate ./dir_sdk_ca ./dir_agency_ca

BT 58 B S BT LLFE /dir_sdk_cal 12 N 42 Al 4% HSDKKI 43 | 618 #H B AISDKIE Fnode . crt FlFA
#HAnode . key -

7.4.7 generate_all_certificates

$ ./generator -—-generate_all_certificates ./cert

Note: _[iAfir < 2R Emeta H & N ca.crt ~ HLIIE Fagency.crtFIHLAE FASHagency. key 42 BAH B B T7
SR -
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o MRAPERD ER=AT0, MITTEERT SRS, BF 2R -

PATSERUE ZAE Jeert IR T AT S RIER SFAEH, R T RIERIE T /meta T

7.4.8 merge_config (-m)

f# F—merge_configiir 4 A LL& F£ P 1>config.iniF! FIp2p section
i A H N config.ini XA Hp2p section

[p2p]
listen_ip = 127.0.0.1
listen_port = 30300

node.0 = 127.0.0.1:30300
node.l = 127.0.0.1:30301
node.2 = 127.0.0.1:30302
node.3 = 127.0.0.1:30303

B H 35X T Bconfig.ini 3L/ HIp2p section

[p2p]

listen_ip = 127.0.0.1

listen_port = 30303

node.0 = 127.0.0.1:30300

node.l = 127.0.0.1:30303

node.2 = 192.167.1.1:30300
.3

node =192.167.1.1:30301

FER A< e 2R

[p2p]

listen_ip = 127.0.0.1
listen_port = 30304
node.0 = 127.0.0.1:30300

node.l = 127.0.0.1:30301

node.2 = 192.167.1.1:30302

node.3 = 192.167.1.1:30303

node.4 = 192.167.1.1:30300

node.5 = 192.167.1.1:30301

P05

$ ./generator --merge_config ~/mydata/node_A/config.ini ~/mydata/node_B/config.ini

{5 FH 520 J& 25 ¥fnode_AFlinode_BHconfig.iniH p2p sectiond 5 ~/mydata/node_B/config.inif*) 34 H

7.4.9 deploy_private key (-d)

{5 F—deploy_private_key F] LURF B2 T 24 FRAH R 5 FARH S N2 A B O BC B SRR e
3 ENE

$./generator --deploy_private_key ./cert ./data

.Jeert N B 44 Jinode_127.0.0.1_30300, node_127.0.0.1 30301/ {3k, R FH T AFHAT
#node.key

Jdata FE 4 Fnode_127.0.0.1_30300, node_127.0.0.1_30301fJE: & {43k
PUTSERUE 7T LR eert ™ AN AT S AAEH SN /data B L & S 52

188 Chapter 7. M FFETE



FISCO BCOS Documentation, Release v2.0.0-rc2

7.4.10 add_peers (-p)

{5 FH—add_peers ] LL¥5 %€ Hpeers S5 A B A2 il 107 S BL & SO A -
% FH 7~ 151l

$./generator —-—-add_peers ./meta/peers.txt ./data

Jdata FE 4 Fmode_127.0.0.1_30300, node_127.0.0.1_30301 B & S 1435
BT FERUE AT LU peers SCMH AR ERE(S B S A /data RETE T S AIELE L config. ini
7.4.11 add_group (-a)

15 FH—add_group ] LA¥SE i€ Hipeers U5 A\ B A2 Rl 177 s B & SRR H o
158 FH 7 1)

$./generator --add_group ./meta/group.2.genesis ./data

Jdata FH % Hnode_127.0.0.1_30300, node_127.0.0.1_30301 KB E 3135k
BUTSE RS AT LU BE 2 S B S\ /data FFTE 1 S i con £ 3 {35 A
7.4.12 download_fisco

15 F—download_fiscoR] LAfE E I H K N F#ifisco-bcos kI3 -
A5 FH 715

$./generator —--download_fisco ./meta

PATSERUE 2 1E /meta 3UHFR R N8 £isco-beos AT HUAT Z#EHISCHF:

7.4.13 download console

1% F—download_console F] LAFE & 1 H 5% N FEHALELEH & -
158 FH 7 91

$./generator —--download_console ./meta

HATERG 2 1E /meta 3R FIRYEnode_deployment . ini FEAN#EH] & ELE

7.4.14 get_sdk_file

15 F—get_sdk_file ] LA¥E 7€ /9 H 5% F T 3K U= # & FIsdkBr B T 7% 2 fnode . crt ~ node.key- ca.
crtﬁapplicationContext .xml e

7R BI:

$./generator —--get_sdk_file ./sdk

HUTSERUE S 1E /sdk 3 PR HEnode_deployment . ini 2L FiREE & SO

7.4. BEFM 189



FISCO BCOS Documentation, Release v2.0.0-rc2

7.4.15 version (-v)

i —versionfi & & & L iHE TEKIRAS

$ ./generator —--version

7.4.16 help (-h)

F P AT LA A -hEl-help i & B & #E B 52 5
FERZR B

$ ./generator -h
usage: generator h] [-v] [-b peer_path data_dir] [-c data_dir]
——generate_chain_certificate chain_dir]
—-—generate_agency_certificate agency_dir chain_dir agency_name]
——generate_node_certificate node_dir agency_dir node_name]

[-
[
[
[
[-—generate_sdk_certificate sdk_dir agency_dir] [-g]
[
[
(-

—-—generate_all_ certificates cert_dir] [-d cert_dir pkg_dir]
-m config.ini config.ini] [-p peers config.ini]

a group genesis config.ini]

7.417 EEHRIEMER

FISCO BCOS generatorJ TG i & R B S F 5 E B i fisco-beos, AR, EFUES - FAH M LAH]
Zam. FEAFEHEBERWT

E 2 I X (-g)
EZETFH-gf TIPS, AERGES « 5 - RO X B AOHRIE SR R A2 Al B ZE R A Lk S
A RCIE R

UNgenerate_*_certificate#/ERT, HLA-ghn &2 AU R I EFHES -
BAER -

$ ./generator —--generate_all_certificates ./cert -g

Note: _[iRi4 &R FEmeta H % T A7 Igmea.crt ~ HLAAIE 5 gmagency.crtAIHLIE FAEHgmagency. key 4 A
FERLA T BIES -

o WARMAP D ERZATO, MITSRERT SOEH, BRF2IH R -

A E R B X 3R
BAER B

$ cp node0/gmnode.crt ./meta/gmcert_127.0.0.1_3030n.crt

$ vim ./conf/group_genesis.ini
$ ./generator —--create_group_genesis ~/mydata —-g
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BFHITERSE, S7%E~/mydata 3R A Bimgroup.iniF AL & flgroup. i . genesis
ﬁﬁ)ﬁéﬂcﬁiﬁ/ﬂgroup .1.genesi sRINHELE AN X, RIAT SERGHTRELE &I 484 -

Al R T L B SR
VBRI

$ vim ./conf/node_deployment.ini
$ ./generator —--build_install_package ./peers.txt ~/mydata -g

RFHIITEMIE, & fE~/mydataSC PR T A2 14 Fynode_hostip_portfSCIFR, HEREIRT R AR S5 4% 5
BRI R BN A

7.4.18 Wikt

FISCO BCOS generator 4= B A7 s AL E SR PR T N E P, B P aT DU HaA Tl
B AR EEFEEAERTEEMIE - FISCO BCOS generatorZ: Kimonitor il A< A& T A Al 77 5 BE B SRR
FREBZRT, BUXAPIEESBAI ¥4 data, M monitorfil A2 #Edata B 3% N Amonitor 3L {4-E

ER A AT

$ cd ./data/monitor

JAEB/ IS
1. T SR A, I AT LU R s A AL
2. FREUCT SR Fview (5 8., FIKTT SRR RIER.
3. TR — BT A H EITED, W H R BEEERITEN S R, MESER AT Rl AR,
4

- FEE H B TR R B, AT T R A HORTE B EE, R, T BEEE R, AT s AR
.

B E & EIRSS

APFERE, EETREREEEEERS, XE Mserver FIRUEHEE NF], 7T LIS H B serveri&

€ HCWgithubllk S, DINGERE, WTRVERABRARME A SEER, EAABAR-sqr< 7T
iR EME LR EERER

AP A EA A MRS, 7T LUE X monitor.shH fJalarm() { # change http server} PREL, MAEILECE N
HOHEMRS

helpi 4

i Fhelpfi & B & BEABE I 52X

$ ./monitor.sh -h
Usage : bash monitor.sh
-s : send alert to your address
-m : monitor, statistics. default : monitor .
-f : log file to be analyzed.
-0 : dirpath

-p : name of the monitored program , default is fisco-bcos

—-g : specified the group list to be analized

-d : log analyze time range. default : 10 (min), it should not bigger than max_
—~value : 60 (min) .

-r : setting alert receiver
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-h : help.
example :

bash monitor.sh -s YourHttpAddr -o nodes —-r your_name

bash monitor.sh -s YourHttpAddr -m statistics -o nodes -r your_name

bash monitor.sh -s YourHttpAddr -m statistics -f node0/log/log_2019021314.log -
—~g 1 2 —-r your_name

i AEREAR -
o s TEEGEEMY:, 7T LIEE N EE FIRARS Wip
o -m REWEES, A LIECE HstatisticsFmonitor B FE L, BRI A monitorBi = -
o £ AT Hlog
-0 FRRE T HERIE
o -p WEMTE FIRZFR, ERIA Mfisco-beos
o g fHERTEREAE, BN ERA
o -dlogH M [EIVEE, ELA10 8N Elog, H AL 605 #
o o TRE LIRIEWCE AR
o -h WS

5 =
o FEFREAREREERE TR, SRR EICE Alice:

S bash monitor.sh -s https://sc.ftqq.com/[SCKEY(%%)JEﬁI%)}.send -0 alice/nodes -r
—Alice

o FERABASOHEEREZE N T AER, KRB ENCE Alice

$ bash monitor.sh -s https://sc.ftqq.com/[SCKEY AR M) ] .send -m statistics -o_,
—~alice/nodes -r Alice

o BRSO B N1 A Elogfa @A IMBE2MNER, ZA%B IS Alice

S bash monitor.sh -s https://sc.ftqq.com/[SCKEY(%%)JEﬁL%)}.Send -m statistics —-f_
—node0/log/log_2019021314.1og -g 1 2 -o alice/nodes -r Alice

7.4.19 handshake failed &

FISCO BCOS generator Hiscripts 3 £ K fjcheck_certificates.shll &K & & T 7 flogH &
7Rhandshake failedHJFHERM .

IR A
R FERN Houildchain . shAERLATT ST, AT LR R DA i 4 5% BORE: i ff A

$ curl -LO https://raw.githubusercontent.com/FISCO-BCOS/generator/develop/scripts/
—~check_certificates.sh && chmod u+x check_certificates.sh

15 FH generator&RE 17 5 A AT LU M generatorPIAR H S8 T, Mscripts/check_certificates.shk BUHEIAS -
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RIEE 00

check_certificates. ShE@-tﬁé%*ﬁfE‘ﬂ%FIIE:FJ%EEE/‘]E%CEE, DU 2 BT B R GRS (R HIE A3 #5474
.

7R

S ./check_certificates.sh -t ~/certificates.crt

Z BE I AR B A Ax5004% = AT E B, % E A B BF 2 R JRcheck certificates time
successful, WIFRW ST FEH -

FUEUES

check_certificates.shi-vin22MRIEHH P18 € FIRIE 35 IS IE T ST -

’$ ./check_certificates.sh -v ~/ca.crt ~/node.crt

WIER I &8 Ruse ~/ca.crt verify ~/node.crt successful, WiERWSERRFE -

7.5 RF| 37

Important: {5 F BT @ WL AL R 2010 g T A

7.5.1 HRARH

ARG H— D E ARG T - EAGRS, LE4a50, 2519A- B~ C- D #E T R0
NERIR
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:I'_j‘_rﬁ?) a

|
-+
“\ T3 ;ﬁ 2 ,"r

BFA - B~ C~ DA — P, YUHART ROFR AT =P, 2 TR TREF AR <5
HERE BRI R R R BE -

UEH
HLHFRBUIE $5 B 4%
1. HUHHA~ B~ C~ DEANEMFHagency . key -

2. LA~ B~ C~ DA EE =5 B FR I B B BE 20 W 5548, S8 = 7 BUBUHLAG A2 AR TE Foca .
crt, BEWMIERagency.crt

1. YliJA~ B~ C~ D& B WA agency . keyFINUIEF agency . crt A5 B &1 S ATIE

Ficert_127.0.0.1_30300.crt, cert_127.0.0.1_30301.crt, cert 127.0.0.1_30302.crt, cert_127.0.0.1_30303.crt-
2. WA HIEB - C~ DR RIETS, HESmeta 3R

Note: 7EIXFZFA ., Tl MBI AR RTH RFLE A A1 HH DXCBR S0 -
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HL#A < B4 A group1

HMFAE T -

i

1. HLH ARffisco-beos Al HATFEFHUE T meta 3R R, B2 group_genesis.ini, “EA{grouplHf]
X, HRFREA QX RZATIMB

2. HLHIA ~ B4 A& Binode_deployment .ini F HIEE ., BLE NS0T S EE,
Fnode iy HOHMRIT S, peers HF N R MIEEE B

3. LA~ BAA{# Fbuild_install_packagefis &4 AT s e & 34
2, SERMMIEA - BAE R groupl FI#EIE
HLHIA < CH Aigroup2

HMFAE T -
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ot

1. NUAES group_genesis.ini, 4figroup2ff it X, HRFREH G X BB LA C
2. HUFA%fgroup.2.genesisFllgroup.2.ini¥% T 2|77 SOELE R FiconfHE T, MM

3. HLMCHRifisco-beos Al HATHE F I E Tmeta 3R T, BMnode_deployment.iniHFHIER, AL
BRNT RO 52091 B

4. MUFCHFHbuild_install_packagefif &£ AT mELE LR, fBEITT A
I, TEANUEA - CHE A group3 FI#R(E
HUMA < D4 Akgroup3

HMFEE T
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403

|
-+
“\ T3 ;ﬁ 2 ,"r

1. NUAES group_genesis.ini, 4figroup3faith X, HRFRELE Gt X RIZLATIFED
2. HLFgA%fgroup.3.genesisFllgroup.3.ini¥% T 2|77 SOELE AR FiconfHE T, MM

3. HLHDHffisco-beos Pl HUITIRSF I E Tmeta 3R T, EMinode_deployment.iniHFHIER, AL
BRSO S3EE

4. HIADMF fbuild_install_packagefii &4 1T S ECE X5, JBEhT A
ZIt, STEANIA - DA Rigroup3fHlE
fic ESDK

SER IR VIIRE MRS, FIL ST E LM SDK M IEH & FIBLE, B8 CHER .
fil & Web3sdk

iR Eyelk=y

HLHEFTIN TS = Agroup1

XM R, IERZY A — DT Rt Agroupl 1, 41 FRFIR
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ot

RIS
PUAE EARHGIE 43 B A%

1. NUHBEAN AR FHagency . key
2. MUME[R 58 = 75 BB FRE BX BR BEAA M B 4%, FH 38 = 5 BB AR FE group L AR IEFica . crt,

%?Ziagency .crt

P EA BCTT S e

WL MWER B 2 89 ¥l ¥ A $Hagency.keyM Hl # iE Fagency.crt® A H B 1 & B iE
Fcert_127.0.0.1_30304.crt -

P ELE Bigroup &1 U BL B XA

L, groupl CEFFAE, AMPEL T :
1. HUERNIEABBIE K group 1L & 34, KB groupl H B2 21T HEE Bt X Hgroup . 1. genesis

2. HLMIEHRF 77 s540E 5, fisco-beosh] $ 1T #2 /5, groupl#f 20 0] t X Brgroup.1.genesisil &
Tmeta X R T

3. MIMEBMnode_deployment . ini FRMEE., ELENT S409EE
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4. HLAES# H[build_install_package](](./operation.html#build-install-package-b) i & A& ¥ 17 s 4R & 4
R, BEITA

5. MUMERALIASIBA £ 77 SANMITE R, SR ASBE F1EH] & siSDKAZ T S AN 5, 1E
T AN

Zit, SERBUVEET 2T S0 A groupl HIHR(E -

Note: M —MOlL oM, AL RSN =F/, SHELIT =M%

7.5.2 EIRHW
A~ B~ CENWENME T NB ISR, N NEE— M RA, FEARY SEEHE, BT
AR — S . BES BRI

LA B CEMHUMRAEE T Ze A X ZHEMTRIERSTAEE (WPl ERE Y
Wk, BURPTENEE)

2. BORAWEFTE BRE, FIEH#ZEIEEM A EmetaH X T, HEEgroup_genesis.inif¥
fInodef5 B, FEEME I Hgroupid, AERFHOIM KR, KiE%B- C

3. A~ B CHli{EMnode_deployment . inifnodefE B, #HATbuild_install_packagefii ¥, ¥5&EE
BT RELE SR B, S7ETEE B R TAERE T AELE SR

4. BAHUFR B ORI R ECESUHER =X MRS 4%, AT M

7.5.3 F1 S MAIA group
TR T, TAFESIERET R TS EE, FEFEMAIERE, DL ERERAR R,
BRSO XDV FEFIMAT SEIA - B CHIZAEM Fgroupl

1. DVUUREEA ~ B~ CHMAEMAIEEH S| H X group. 1. genesis, HUE Tmeta X HFFE T

2. DVMEE BEnode_deployment . iniFHnode ., HUTEE, BT BT S HNEPIZEE ER
HFEmetaH X T

3. DL F[build_install_package](](./operation.html#build-install-package-b) s & ¥5 & 2 17 AL E 3L
T S H B AR 7R AR AR AT AT ST S A B SRR

4. DR RBCE S RIEA BT E S5 as, REhT A
5. DIUEIERA -~ B~ CHRIFE—PMUEHR B ORI RN Agroupl 1, FERGETTT R M #24E

7.5.4 T EHERA

ARG A, BERNCH T R -

S S E A N A, R, W EAHRFA . B C. DEHELgroup3, NIFHE
HETRIRAEATT

1. A~ B~ C- DU HLFRAEE N 2R A ARZ O RIEBS T REE (P aHEFHEE L
mgi—i s, sBETATIMERIE)

2. Al B group_genesis.ini FHEE, R1HHEIIEP N E Smeta 3 R T

3. AIHLﬁcreale_group_genesisﬁﬁ/7?\ , HRllgroup.3.genesisflgroup.3.ini, HEMMEEREE
KIiE%HB~ C- D

4. A~ B~ C- DF4Higroup. 3.genesisHlgroup. 3. ini ¥ B CFEMNT S 3CHRT, WNET
RIS A3 ST
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7.5.5 HMEE ST

BXt iR, FISCO BCOS generator H
WA T SR, U AL SR O T X R

T B = 2H )
//
~
~
/
y:
//
/ =
/ (/
/ {, ),
/ a9
/
| ——
| -Ij:#
\
\
\
\
\
A
AN
\\
—_—
\'\ -Ijnn
~
~.
S
~—

9 L1 R PR R

— —— —

_— e — —

oy B W AT LUE T RS ECE — L SIS R - BRI TR T A EME — B — DR -

2V S5 IR TR Z AR XREEPTE 7 A RN, — SR A I

FEFRR G-

JEDRE: JUE (TS
LAPERGES, HHAKEITEIES

2HUMAE S group_genesis.inill'F, EMEFAGHE X group.1.genesis, KIEAVMMB- C

[group]

group_id=1

[nodes]

node0=127.0.0.1:30300

nodel=127.0.0.1:30301

node2=127.0.0.1:30302

node3=127.0.0.1:30303

200 Chapter 7. M FFETE




FISCO BCOS Documentation, Release v2.0.0-rc2

3.5 MBS node_deployment . ini FHIELE

U AT

[group]
group_id=1

# Owned nodes

[nodeO0]

p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30300
channel_listen_port=20200
jsonrpc_listen_port=8545

[nodel]

pP2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546

HUHIBIEEAR T -

[group]
group_id=1

# Owned nodes

[nodeO]

P2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30302
channel_listen_port=20202
jsonrpc_listen_port=8547

M CIEEaN T

[group]
group_id=1

# Owned nodes

[node0]

P2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548

3% Hbuild_install_packagefiy &4 517 5 AC B A4

4 JRBNT A
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R ZH

\ FALRLY
\
\
\
\ \
—+— /7
\\ \P sI:I_:I_\2/
N N /
~ '>/
\%““h ﬂ’#’ \‘Hhhﬁ

MEREEAAME G L MSHISR, N—FRENAET AFEE 2P FTERIRILFEA . 5%

BN, B Z FRKASRIHSLE, AT LR A -

FERZRBI-
MR8
LAPAERGES, YA EIES

2HMAB R group_genesis.inili' N, AREEHAIH X group.1.genesis, ZEAHIIAB
3HMAE N group_genesis.inillF, FRMBEHAAHEXRgroup.2.genesis, KZIEHVIMB- C

4 ZHFERnode_deployment . ini FHIALE
MAABEANT

[group]
group_id=1

# Owned nodes

[nodeO0]

p2p_1ip=127.0.0.1
rpc_1ip=127.0.0.1
p2p_listen_port=30300
channel_listen_port=20200
jsonrpc_listen_port=8545

[nodel]

p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546
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HUABEMEN

[group]
group_id=1

# Owned nodes

[nodeO0]

P2p_1ip=127.0.0.1
rpc_1ip=127.0.0.1
p2p_listen_port=30302
channel_listen_port=20202
jsonrpc_listen_port=8547

HUFCIEEA T

[group]
group_id=2

# Owned nodes

[nodeO0]

P2p_1ip=127.0.0.1
rpc_1ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548

5.4 LA 5 Fbuild_install_packagefin & 4E BT RUBLE UK, HLI AKf group.2.genesis 5 A7 S0 conf 3L
3 HLIBRf group.2.genesis 5 AT .2 conf S

6. /AN
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BRIRAME &K 5 M EREZHZ X, (BRHAIE Z FEER D #L S
TEXFEA A, FROFESHAE T RAZE, MPWAL 2. 3RTFROLSTHORZ ERIAT
(i NI

JEEDRE: JUE TS

LA A SOET « HUAANCERIES

2N AB R group_genesis. ini il FRI7R:

[group]
group_id=1

[nodes]
node0=127.0. :30300
nodel=127.0.0.1:30301

o
=

[group]
group_id=2

[nodes]
node0=127.0.0.1:30300
nodel=127.0.0.1:30302
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[group]
group_id=3

[nodes]
node0=127.0.0.1:30300
nodel=127.0.0.1:30303

Hflgroup.1.genesisfH TARHMLER , group.2.genesis&KEEHIB, group.3.genesisk
ELEHEC -

3.5 WM B node_deployment . ini FAIELE T N PT7R
WA

[group]
group_id=1

# Owned nodes

[node0]

P2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30300
channel_listen_port=20200
jsonrpc_listen_port=8545

[nodel]

P2p_1ip=127.0.0.1
rpc_1ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546

HLFB:

[group]
group_id=2

# Owned nodes

[nodeO0]

p2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30302
channel_listen_port=20202
jsonrpc_listen_port=8547

HLFC:

[group]
group_id=2

# Owned nodes

[node0]

p2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548

BN F AR E SO, Hbuild_install_packagefin 442 BT 5 BC B 3L {48

AN AR 75 ¥group.2.genesis, group.2.ini, group.3.genesis,group.2.inifl & T
FOMconfB3R T, BT A
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\

FR B R LE P & 2 MU 2 B 2 H A L S5 T AR R B SR i 5 -
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FA P3RBT

VAN RGES, HLAANCEIES
2HUMAT AER group_genesis. ini i FFI7R:

FREA IRUE I
[group]
group_id=1

[nodes]
node0=127.0.0.1:30300
node2=127.0.0.1:30302
# FEH 2B E S

[group]

group_id=2

[nodes]
node0=127.0.0.1:30301
node2=127.0.0.1:30303

3.5 WMBEMnode_deployment . ini FAVECELN R :
HUA:

[group]
group_id=1

# Owned nodes
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[nodeO0]

P2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30300
channel_listen_port=20200
jsonrpc_listen_port=8545

[nodel]

p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546

HLAEB:

[group]
group_id=1

# Owned nodes

[nodeO0]

p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30302
channel_listen_port=20202
jsonrpc_listen_port=8547

HLHEC:

[group]
group_id=2

# Owned nodes

[nodeO0]

p2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548

ALK Fbuild_install_package #4427 Al & S {43~

SHUARETT S 1 S X B N group. 2. genesis, group.2.ini, BT

7.5. BT
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K E A HFISCO BCOSF & Wit Bk, EIEE MR 45H LU L), T [MFISCO BCOSY & H &
&,

8.1 HE{KZEMY

HBAKZEN |, FISCO BCOSKI4rAEZ ~ 02 « BEHEMEZEOE:
o HLAM R AR D BE B BRI ER S A T B A
o BROR: SEELT REEERIZ OB, OB N RER S
1. BEROOE: S BRBERBEREAR A - T S PUT5 E MBI D)
2. HERZOLE: SEERX HesE B P2P I 4538 5 « FLARHLHIFN X RS
o HERE: LUIXHREMEEDRE, GF2E - WAREEMAMOP
o BORE: HmXHREERF, REZFAIRPCE D - SDKAA B H&

l

FISCO BCOSZ: T Z AU SLIL 1 iy JRIE MR A AR, ETIEmM BRI, M8 TiEE - @t

HIX R ARG -

AREE HMAFISCO BCOSHIRFHZRIIFN RLLZ T U (B L 1R ~ T8 - BUTHI_EEE) -
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¥oE
RPC SDK
2 S die k] 2
WebSocket JSONRPC JAVA SDK REXEH S
R
NG iR E e AE AR 32 CNS AMOP £ A
S R LA S ANY =3
K 3/ 5 HUT 51 % Eyii
27 X 7 #% (AMDB)
MySQLZE# Oracle3& P2p
E-9:1)=3
EPTE RS fa o ik 3 3 S IR F) 3 &k % Boost B0 Socket

8.1.1 FHLHZEM

EEREELR S FHR, FISCO BCOSTIALZHHAHIEN, SCFFIXEREET SEsh2 MAH, HHAER
S S BEE - XKRAVHERRRE, REXRERTERAERFR, T RAARsEERE .

Note: Z5M5F

A~ B~ CHTE 7 A R— I XERBE [ 2%,

—

BT

BIZML S5 R - S B CRAN, T FIR?
P AR BE T — SR EER T AL 552, BUEEH AR EDHEM 4

* 1.3&%/FISCO BCOSA % -
HE AEFEN

551, —EitEE, YUMA -~ BESNLSS2, BAR

« FISCO BCOS 2.0 : HUMHAFINIGBHTE— MR T S52; Y E T TR — 454
SRR B FIFRAA RS Sk Al F . FISCO BCOS 2.0 B H B iy Bt « stz G -

ZRHAZRI T, BEAE R EMGE, B W E AR (4 5 SR A B] (2878 SR S -

| Sﬁy rf) | ‘ 3£ (Consensus) ‘ )i Ledger
A2 Ledgerl | - - Ledger n l 3
‘ % 53 (TxPool) ‘ X H4 (BlockChain) ‘ (]Eoif};ﬁi) g

""""""""""""""""""""""""""""" I |

~ I I

YR \\ L2 2
Pl LT e \\\ ‘ AMDB;/storage/state ‘ | Evm | AN

Y~ A
P2P M %% (Network) ik AR

B EETERIR S, &M EEMLETA BRINREE, AR IGREE . B0 IRAER
HIEKR EEECAFEZOE . BORMAEZE=ZE, X=ZEMEME, FISCO BCOSH] £RIUE BN FELH M ST
fEH Iz 4T -
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BoDZ

LR M TTRRA SR - KRER - RARUSKBRPITEERE AR ZEIRE -

85 Nt FUIR S (State) 1 40 1 S 7 iE(AMDB) B 43, tE 5K S B $EMPTState FlStorageState, 1 51 77
W32 S HUTHIRAE B, StorageStateMt BER TMPTState, [EANFERE X HF {5 E,; AMDBII A 455 fd
BRI ) (select) ~ $25C (commit) FIE Hr(update) 2 1, MTREIEAANEK - RARMAF R, BEEHIRE
;&: JE ] R S MBRERE A F LevelDBE R, HHSIEE T mysqlfJAMDBEEREI R4

ped = fit FR S (State) i RFEE(AMDB)
i____l‘f[_l’_‘ftf‘f‘i’c?t_‘i“f‘???fﬁ“_e __________ AR LAgE L ]
p)
- wwEn |
“'““'“""------------—C ________________________________
JA¥DB5| % | LevelDB mysql-based AMDB |
B0

B ORISR 5 HI(TxPool) ~ X 5% (BlockChain)Fl X H T 2% (Block Verifier) = MEER -

« X5 H(TxPool): 5MSBRERLUSOAEZRZE, MT%AF P inaE BT S s, ERGE
LR RIP AR WA Sy it P U 22 5yt AT ) R KR T AL

« X3REE(BlockChain): SHZOEMFAZEZELZE, ZHEZHFREFERE—AD, HEZRFED -
SRR ATl KRR O BB - IRIGERE X R - $RAC X

o XBRHFTEFBlock Verifier): 5EZH, AFHITNAEREEARXER, HREXRUMITERIR
[EIZEHE R -

KR

W 2 B4 HL R R (Consensus) Al [R] 22 (Sync) -

o LIABIR. BFESealer X EMEngine 8, A A TITEL S ~ HUTHIRRFE - Sealer R E ML 5
Hi(TxPoo) B 5y, HATEAGH X H; Engine B2 HUTHIAMAE, HIRTESHITRE, H£iAKT)
&, B XL R X BT 45 SRR A B X B 5% (BlockChain), X BRHEELE — B X Lo fE B 5 NJRE F6E
Ffih & 58 G M B B X SR B S BITE R S~ R ST R U EARE B P, B
HFISCO BCOS T E S #FPBFT IR aftH IR F

o FIBEER. AT LS TRMEA R, FBEENIHTES, leaderMTITEXIR, TMleaderfd
BRI RED e, DRI R IR P om 2 50 ROFT REAGA BB XBREETT 1, T B 5 e
[l PRI L 2 5y 2R BT HA T s RS XREE M 2 LA I REA — B 30 5.0
NHERE SFEGR T 5 KRS BV 5 THART L, FPEIRGE M T XIRFEIDIIAE, SR A H A TT
RAGE BT SRR E, HAY SRR ERETEMT A5, SE TN EEHXR.

8.1.2 X5
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1 BB FR

FH P i3 SDK Bl curl iy 4 [7] 19 55 & ERPCIE K AL HEAL 5, 11 S EIAE 5 5 R a2 Bt n gz S, 4T
LN MAZ S it ER H A 5 i — B S B B S ST e o KR . AR XS, ARG g
FTRRIE R AR, SR X B TR BT SRR IR R, X B8 o 5 SOE i A M AR T SR
B A X ERE, 2 RIS X B T BT B IRAIE

2 AR
HERZRFIN R B R

SDK/curl

RPCiER
A

EFBlock
ETEAMHIR?
BlockChain

Node: X7
TxPool: ZZ5H, 175 HE4E - FHTEFIEIRIA Z BN X 35,
Sealer: ¥Tfl2%

Consensus Engine: 31752
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BlockVerifier: XSS, FHTEIUE— XA IEM M
Executor: {1512, HUTHENS

BlockChain: [XHUBEE G, R EURMBIY, 1850 K Hebie O FRE R & A K SEIRFIHIT L
FOCHUR, KRR T MAR A R B R R R R I

Storage: JIX/Z 7 i
FERRWT:
1. P BB ESDKEL B curl i & [ BT BT S A A8 ) -

2. TRMEHIR, S SR 5 B TxPoole 3 1] F S FHERT 8 %55,
BINEFR S IR

3. Sealerz N M Z it NI AL 5, F SLRIRAUER BRI ZE 53T BN X R AR ARG 2 .

4. IR 5| ZEE FBlock Verifiertf [X S 3 1748 UE H- 76 [ 4% H1 33173537, Block Verifieriff F Executorfflf 7 [X.
WAREERLS - YRR UETIR B M SiEm—80E ji'l/tl_ﬁ' | K [X B & 7% 2 BlockChain -

5. BlockChain{Z|[X3R, Xf[XERFE (WREE) HITRE, HREXREES REES NREFE
., SERIXIR EEE .

3 T RHE
3.1 SHIITHRE

HATEIZE THIT L N3 (Executive Context) HUTHANA S, HAHIT LT CHRX SIS IERR QAT
BEEHFXEHTEESPITSIE R TEEIE, HUTSIER N ZFHFEVMEASTRF ALY, H
HEVM AN LR S8 A4 « A0 EAMFH A ACkalE, EHITREWT:

FHiR5|g N P e
H* . K EhI A\ .
AR RIS AT ETX TSI SR
BIERKE  —
£ AL B BIE
— |
_ AARFORTETL
— BRRHIRART >
L WwmRAEWNAY, AR4EHI, FIREW —_—
R
LR
RATRE ——
1
Fif R
J
ELES &
EE<
1
BAREHE
|
1
4 FIEVM#Precomp i led
o4
—
— XHEH —
— PITHER —

EVM& A5, 72 $#U4T £ F LK _sys_contracts_% # , EVMA 2 {3 1k 76 X P 8% 2 /R
AN EBE, M0x10000017F 45 (FIEH) , EVMAEANIATIEREF , Storage?s & 7 17 2 4T £ F X
Y_contract_data_(-& 2t _FH .

PGS N DK AMIER BRR: (1) KATGRIESY), BEERBESEET, SLIMAEE; (2) IHh
GmiE 52, EVMELNE TG FESNPUTI SISO, S2YMAERIT BTN Ei" MOx1000FF 16,
ZE0x10000008 1, I PG 2 & LY (NAEPAT BN U ARG 155 2506 Storage B &, HAEBRIER,
HPFTmEm T
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— BARHIIRARST  »
I |
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-
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EXES &
AAE

1
BRI, H4EPrecompiled
&4

1

A FIEVMPrecompi led
]

—
— RHEH —

— RITHR —

8.2 P2PM %%

8.2.1 kit Hin

FISCO BCOS P2PHEERIR AL 2% - 3B AN 2 HI M L@ FERThEE, SO IXEREETH BB 5E - AR
&, SCFFXRET SRERD, SEFS -

8.2.2 P2PTETNfE

o XBREETT SFRA

I XCEREETT SPRRME— bR — D RBETT 5, A2 XCERBE W 4% _Ld i DXCBREE 7 SRRt X SR EE T AT
Sk

o EIRM LR

UERFIXCHRBE M 2% b XHRBET SR TCP K :, BB 7 Es:, BehRRkREE
s THEMA

T DX B I 2% ) X RBE TS s B, AT TH B S« AR T 15
o REF L

FE DXERBETT i (B[R] IR

8.2.3 XIEETT mARiR
X IREETT HARRECCEIEM A SAE R, B XEREET m L HUE ME—ECCE AN, XIREETY mbRIATE
DX BREE 90 28 AR ME— iR — D DR 79 A5
EEEN, — D REMARREEM L, /DB =T
* node.key T 5%, ECCHE=L
* node.crt 71 SIETF, FHCARIA
o cacrt CAIES, CANLIFEMHE
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(X g7 5 8 T A ME— X R EE T SRR, AL Topic, ft-4i-f F
(X B 5 5 Sk
o KEREET SARIH S
S K BETT S ARIR, 7 X B 9 45 i o M — ) (X B T
* TopicF1t
187 Topic, 7E X HL4E M 2% H1 18 (o7 — 43 K1 1% Topic BT 5
8.2.4 EHHM LK TR
REBET S H], 2 BEhRRAMAISTCP KIS, EASHEE . MEREN, FHEEESE
X B 45 5 [ SRR, S F CATE BT IAE
LR RVRY TN A
8.2.5 JHEMW X
(X BT 55 BT B SRR R« IR
o BAE B TKBRBETT A A B K EREETT S ALY B, BN KRR AP IR St
o IR, B KBREET A K R S LTS ., 3B Topic ik
o TOHE, B IKBRBET A FTE X REET S T A,
PR
PR
IR
8.2.6 AL
AT ESET A SHPRE, HIREMSeqEEMEN &, 5ETT SRS

8.3 [P

FlD, RXHREET AAEF EEAIIEE . TRV, SINRRMLFRBTHENE . FRPo N LHH
RIGARERIF D - ZHHFED, R TEELSEIERNEIEE DT AL RERFED, SERRXR
VIR BT R RELE R R B B o RS - RS HCIRAESR T A, ARS5ERTE.

8.3.1 XX F[E%
TSRS, Rk KR 158 5 R AT BRI B AFTE 15 4, R AR Eas BT AR X B T
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—¥%5 (x1) , NEFw ELERNT A, TREREIZSE, FLHBANEBSHZHM (Tx
Pool) FAHLIIREITE . SHFER, TRAXFKLHHARENT LR, RETAREIZSE, BaFHL
SIE B SR SHMT - RHERAERET, KHRKRIBI, N TR S RATREMEIA A KT
A BET R ST R, SREERER, ERETERT A, FET )%

5T R
WA TT S EE BRI R & RIS, B HLEE, B S S R . T R
THT &S B, FISCO BCOSIRIREAL:, I TN ST KM - 75 R A8 RIER 5 il ik
FIETR T, REMEDCEENZS # -

o X TFSDKSRAIZ S, T #4A I a BT A

o MTHEET A BRI S, BENLEFE25%H T SR %

o —FRXBHHE—NTAL, RIHE—IX, HREITEEMNRLS, STk %
B EIARRIERE, BEWMRERILSEEE T A, EHSTENR/NOMERT B 5 A AR
BEEN . WEREARTFN . XHRATGEEAFELZHT A, BN TS 5 R IT A - iR i
N, REWLEZ G FRAEEIHITHOSER . YXGRIGEFEANT S, REFE58 5 KT |28
£, NSRS M IERRE -

8.3.2 AR

BRI, AL XREET SRR RFFAE R - KIREERPIRSRIHTIE, BIaXHREETT i 3 B e A £ )
I, BTGRP RS A XA AE R B — DT R R ER KRB R B A s, T st e X
REERFFCIRE . AEMERFTRENT R, ARSSEIRTE, #T7 T DK RE A
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Block 4 Block 4 Block 4

Block 3 Block 3 Block 3

Block O Block O Block O

FE—DEFITAMARIXREE £, 8— P ELB AT GIKE T RS, 3 S XREETHET
A OIREAREHH - SR EHTIRER D - E, {EREFPHT A Node 1) , 2EBhHHE
ETRIERTEHXR . BN TEISES R TENNEEEIZ T AL -

REFL 5 FEEAF

XIRBETT AR TR, RENEEE T AT 7% B SR EmReE - 1A E = A RS
SMESRREHEITIR, 58S MRERETHRE, maEa KR TERE-

DXIRE) T Bl R AT A GERL - A TERRRIT R, SEEYLRPRET 2 ZRIT R, ZEAFETE
AIDCERIX A « WCB N B RAT A, SARIEERAIINE, [EIEHERAXR -
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Block 4 Block 4

Block 3 Block 3 i Block 3

Block 2

Block O Block O Block O

WCEN B S R A, AEARHYEST — DN EEAS, PR N R ORA KR IEAT R IPAIHET - T EEATIZ
— P LUREANFRITLSERAS - NECTRAIXER, 2 AWTHIHAZI T EEATIF, ZEAF T X R A%
EV R RIAME REE, R XM NS EH, BIERERE S A A X REE L .«

8.3.3 [ F R 24
5 FL

—EXHW HBEIPTE T R AT
1. —Z2% Bl id channel B{RPC A 3£ 5| 57 &5 b
2. MBI ST R AR BT ARG E BT A
3. HETNRWEIZ SR, N TIRESEN,, EEFE25%8T R #%—Ik
4. TREEIT IS, AR

TR BRI BT #E2 E
1o AT R
2. WK H BRSBTS, ReRiad, QHReA) RS IE YA
3. BRI SIS peerPPIRESSE , BEHTTEA M E T peeriti
AN HE P
HHNBAEFENZIESNRH, HHER AN, SHARFRENN, KIXREETHEHA:
1. AR EIREE
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2. WEIHEHRARAIREE

3. WERAMECKEEREEETREAR, Bl TEE

4. FEER XL AR S D T EOERE, ZARZ MAEN, MEHE

5. FREET AEEXRE

6. HET AR, WHOHXEREE il X, RSB A

7. TRMCEXER, NN EBAS

8. AN NEEASI PR XREH, FEIXHEE L

9. F NECORGEHR, MKSHER, 5 NEER, A S RE, FREHFEL, JFRIR
BT B R 2
FEHAEA—DHHAMAZIFENAF, HE WS —0)E80, WERIE SR RIS KR

—

FEHEARBEMEIA S, HARHRIEED

SR ZBLE OAEAS, ANEPIRET 8, AT %, ASEFEEHRLRREHER
BERFE S PR LT A, A2 FTHAT BIRE

EH RO UM EI F

HAFBPAREEFRE

WAHAREIAARE, HERESRE (90) , Bl M EiE
ZIRHTNEGRR, SHNG KR FES AR

N o A »d

8.4 AR

X B RGUE T IR E R RRER G — 2 . B b, RN 2 (proposal yik A — B0 Wi
B, PR AGTRENEG LT, BRlBEELENT - HEleaderds - XFERGH, HIAZL
AN FARTT SRS S P TS A R — B AR
FIRE %R
RIEESRAEE FFHEH R, AR LR 58 & 5 (Crash Fault Tolerance, CFT)E B L FIFE & iE &
£ (Byzantine Fault Tolerance, BFT)R5H.%:
o CFTREL . HHEAERFE, AARGHIIM - WANEE, RSHEVEEESER, HRest
STHEARVGE A IR, ZHM P EIE A FEPaxos - Raftds, X REIAMRERE - AOHHEERCH « AT L
B AN — - BREBE  A
« BFTERREY . HFHEREREE, BTAELZRGH AR IR SR ESS, B B2 5T
RIERIRANIE R SPITE RS R 1R, ZRRFEEEEPBRTS, X RFEIEMRERZE,
BN = 5 2 — RO
FISCO BCOSH#:iHE
FISCO BCOSE: T ZHHHZEM SCHl T Hf LRI R B, ANERALEITARIREE, H5HZH
FIFIR S R BN, FISCO BCOS H Hij 3 £FPBFT(Practical Byzantine Fault Tolerance)#IRaft(Replication
and Fault Tolerant) Fi Fi 3R B
o PBFTHRE L BFTRE L, MARZANEN =92 — R S A ERT &, ATk f & —
75

« Raft$tRBIE: CFTREE, AR —HMET 5, AREPLET SEE, rAs—EtE.
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8.4.1 HEZE

FISCO BCOSSEHL T —E A RV IRMESE, ALy BAERIIREE, H AT CFF PBFT(Practical
Byzantine Fault Tolerance) 1 Raft(Replication and Fault Tolerant) F: iR B L FiREHHEZE 0 A .

R ;

| SR |

! I 5 |

i (load transactions) Sealer i

ALY : TxPool PBFTSealer | RaftSealer D-ﬁ%”@’ :
) | 75 :

: \ 4 i

! Engine AR i

é PBFTEngine | RaftEngine B :

i - |

i * LU |

! o, e 14 |

: 1 |

i p2p BlockVerifier BlockChain i

; (P 44) (PXHLHAT 28) (X H5E) i

SealerZ: 2

LHITRERE, ARNTHMBL S, HETTAESHRITARLS, FEFXSE, AR XKRE
/SEngineZ% 203, PBFTHIRaftZE 51Tt 4HE 53 7l N PBFTSealerfliRaftSealer -

EngineZ 12

HAREAE, T NAH GRS S EIGT X, FRRIEFE IR B A AR, REORA At
REHT X R E A X B BE(BlockChain), X¥R EBEfE, WS lIBR 22 EHERIAC S, PBFTAIRafthY)Ft
IR A2 5 51 N PBFTEngine fIRaftEngine

8.4.2 PBFT

PBFT(Practical Byzantine Fault Tolerance)3t iR B AT IZE/DECTT S/E S hi&EE )R AR, &
KA ~ FRWIE -~ WA ST A RIE BE SR P BBt - Bifhasts - ANrTRiE, Jf
WA TEIANTLAE, RS EREREE TN TR 2 W], E—DEG+1) DT SR
Ao, REEADTH+ )M IEERET SIEH TIE, MARSMAEAR—2E, . 7M1 ARRSEH
VR R IE SRR R -

FISCO BCOS[X B R4 SEEE T PBFTHE IR E L -

1. EEHE

TRRE . T EID T RRGI MU EZPBFT R EAR B - XEREE RAREABRIF S N

1.1 17 R RHE

s Leader/Primary: iR 5, A 50R 5T B AKX S0, G aRdEdE B —
“Meader, 7T FjibleaderfiiE X H, R PBFTIRG, & P#tleader;
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* Replica: B4 &, A5 XHELIR, BRILIFTEFAE L MReplica 5., & MReplica i 5 FIZLFE
T RERAL,

 Observer: WIZE 17 &, 57 NIRRT S m @I AT SR EEAT X B, HUTH IS IE X R TEE R
R AR X B BE .

HALeaderfIReplicaZZt bR A HE 177 A, -
1.2 77 51D && 7 H &5

9T IR R AER, PBFTHVUS RE AP & M IGRT S AR p07H Bt T84, WIEIrE BT
KA, WIEADT A — AR, RPFRTYAZENHEEATES, APERTAID, AT
INVIE o

TAID : HIRT S A AR SRR, — 64T T kIR, Hofh T S

BV R BT S IDME B TR
FRET RIDMR, IR EFEEIXTERFMEA ) ML R, FISCO BCOSIA T REKI, &
T AT — (0 AR IR G SR, T RRFNER TR MORT SIDEX MR T M E, ok
MLEIH B R, AFEH AR, HAbT R R DA SR 7T 1R R 5 77 S AID, #E
KBTI

TRRG BN HRT SIDEX AT AIDSIRF R E

1.3 HLE (view)

PBFTH: iR By FH A B view it SR A1 T7 55 B RR S R R A0 & 59 5 4E 97 4 [F] A Leader IR eplicas 7
S5 F o YleaderHINHLSR, S & AEMEYIH, WA RINE D2+ 10T SEFAHF LA, T
HRPEHT O AL R % H Hrleader, FleaderFiA 3k, HMARELAITHIEYIH, HEEMKFRS T E(KTE
F2rf+ )R 2| — B A -

FISCO BCOS Z4iH, leaderR5|HiTE AR T:

leader idx = (view 4+ block_number) % node_num

TEBBEERT 4 (3x£+1, £=1) T AFISCO BCOSARZH, HEB="7 Hnoded) N HET AHBEWN T,
ML 2
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Leader
nodel node2 view =0 7]
block number =0
Leader
node0 node2 view = ()
block number =1
1k
Leader —
node( nodel view =0 j;i
block number =2
Leader Failed
node( nodel node2 view = (0
block number=3 -~
ﬂi‘)«l@ bl
]
view = view + 1 ~ )
ﬂ 7= Fileader j i
nodel node2 view =1 —  Hileader iR
block number =3 B
4
Leader

o B = 3. node0- nodel- node2Mleader, HIFEE T HEEE To+£+1, THIEHR HEIL
15,

o I FIH: node3Hleader, {Hnode3 HFE HETT &, node0-node27E 25 & 5 8] A R UL Fnode3FT &2
FIXER, g R, HEDHElview_new=view+1 FIHME, HAHE[E #viewchangefd,
AW EHEEME view new D (2«£+1) /I\Viewchange@)/ﬁ‘, ¥ B BB viewl #t Hview new,

FITHE HFTleader;
o RN nodeOHleader, EFTHIHIR

1.4 HLFAHEE

PBFTHEH =2 £ 5 PrepareReq - SignReq ~ CommitReq#1ViewChangeReqUFH L iH7H B.:

s PrepareReqPacket: & [XHRIIEKE, Hleader/ 4 I [ Fr B Replicai &) 3%, Replica 5 I
Fl|Preparefl /5, %iilFPrepareReq%E 4 « TR IRIF R X IRPUTLE R, BHIPI-FF HRETT A/E -
TRIUE DX ST 25 SR ) B 4B e M 1 B 1Y

s SignReqPacket: 77 H X #1745 R 1 % £ 15 K, H I F|Preparefd JF #U17 £ X B
B9 3R A 77 4 SignReqiF K W H $UAT J5 X 3R #hashPL f Zhashi) %5 4, 4 A 10
“HSignReq.block_hashFSignReq.sig, 17 4 FfSignReq) #& 2| & H f i1 7 S5, HAh
%F SignReq(RI X BRFT 45 53T 4E1H

+ CommitReqPacket: F T\ X HEATLE RARTIE R, BRI (2+£+1) 1 >block_hashH [7] H.
& BRI 5. SignReqiE SR AT S 774, CommitReq ) & 28 FTH H A H R &, HAh 7 Sl &
i (2% £+1) >block_hashtH[E] ~ > HANETT S A ICommitReq /5, RFAHLTT 552 7 FI5cT X B b 8%

* ViewChangeReqPacket: I {7 #215 3K, Yleader TCiE$E Mt IE H IR SANM 4 E AN IER - kRS
A LRI, HoAth HH T S 2 F A L E P)#, ViewChangeReqH M /H 1% 17 5 BIVRF U #6221 7Y
MEGLE AtoView, HHRTILEN—), FT AR (2« £+1) MBI ToView « K B AR A
fJViewChangeReqf5, 2R 2 B L YI#: Hto View -

XPURE B A ENFERAEME, FrEHEaEERFENT:
PrepareReqPacketZ ¥ AVH B 6L & T IEFEAL B X B A5 B
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2. RGHELR
ARYHEZRITA:

P XU R !
! AR :
: 132 5 :
! (load transactions)‘ i
! TxPool > PBFTSealer Di 5474, !
L | Sl !
: lPrepare@; :
: bR :
; PBFTEngine 5"%{ }Ff{ﬁ ;
I X I
: " AR :
: iT DXk -5k :
: P2P BlockVerifier BlockChain :
! ((GES) (X RAT %) (X Puti) !

PBFTH: R EE A FE MR
« PBFTSealer: PBFT] 614672, AT M SEUL 5, HEHT @A X HREFERUPBFT Preparefl, ¢
“5PBFTEngine b P ;

* PBFTEngine: PBFT3LiRZ#2, M PBFTSealers & P2PM 4 #EUXPBFTHIRTE B, SEALIRTAR,
FEp IR X R G N HEE, X PR, ARG MR C2 FEERRT S, KBREIE
#3(Blockverifier) i1 ST HATIX B o

3. AR

PBFTH: i = 26 $5Pre-parepare « Prepare flCommit =~/ B :

* Pre-prepare:

MTPATIXER, PAEZEAE, HRELET BAITEHRT A,

EEAE, BT ARER -+ 1NELEE, R ESEE AT LERAT KRR

* Prepare: f 57

A, RS #ECommitfl;

o Commit: M FUTECommitel, T SWEF 2« f+1FICommitE )5, BEEHFAHSEFEN R X R
R BNEGEE -
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: ﬁf;ﬁ_prepare@,; ]
RCTR=E2 =2 0 E, FECommitty | ! BJE, XEUEL
fTALKPe | prepreparefiB Preaparelfi Bt + Commithh Bt
node 0 i i ;
(leader) ! !
1 1
i i
node 1:
i
1
i
node 21
1
i
i
node 3 i
CBETR)

T B T PBFTA M B B AR TR

3.1 leaderfT fu[X B

PBFTH: R A EAH , IR SR EHR, 8 — 8L IHIUE — PMeadert] £ X B, leaderZ 5| 18 it /A

. (block_number + current_view)

TR HfileaderR 51 5 B ERGIMHFE

i, Sealer%FERIFE T/EMQ N BTN

Block
Chain

latest block i
1

! PBFT Sealer Thread
. iieiiiiiiiiietteeieieieieeietuleisisisininininieii ittt
Obtain the Block
Transactions Header | The highest block n
n

TxPool
A2 i

load transactions

/—\ Empty Transactions
i
|
I
|
|
|
i
I

G’opulate

Block

Header
n+l

C Seal

Transactions

Block

Header
n+1

i (Generate Prepare Packet i

Prepare Packet

(Including to sealed block n+1)

% consensus_node_numﬁ‘ﬁf'—?ﬁflﬂ °

BT IRIT B X o [XERHT 61 3 22 FHPBFTSealer% F2 52

Populate an empty block n+1

Seal an new block n+1

o PEAEBTRYE R i [XREE(BlockChain) SRHR H B fe iR, 5T B m R AR s SROREBT X SR A0
i BB IRIG A, I A BE N S E A, 5 TEE);

o KB MATRIE Sh: P R AHT e Sy e AR 5, 3645 FRIRA 22 S A L T X 3
.
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o HHIEFX IR SealerRIETHENZ H )G, FHXRAFTEAE (Sealer FBDE N HE &S|, HREITH
HIAE 511 5 H BT 28 ) BtransactionRoot;;

o J=HPreparefd: K FEMHT X S Ym Y £ Prepare 1A, BT PBFTEngine &% F 2 #& 444 N P A HH iR
g, B AR SR Prepare @ 5, FFIG#HIT =M BrdtiH .

3.2 pre-prepareffi B

AR S E Preparetl /5, Apre-preparef B, I B HIFEE TIEREELHE:

- Preparef & MEHEAINT . E AN AR B MPreparct - Prepareifisk 0 & X He QI A 2 7
B SR BRI (BT« Prepare K ) & (X B0 2 755 T 5 s —

« A& 1A Preparetd: FPrepareif R G145, MR HLAFEIAM, T idIEE S KPrepareiff K

o ZHRHIT: EPreparelEREL S XA HEE R0, MhA = RAE T, FHEALEN—,
[ TR EeAth 7 R L DA 3K

cHITRRHEEZHFXRMATE R EPrepare’d KB & WX S5 5 £ H K To, MAE
FBlock Verifier K RPUATER T XER, HER AT 5 B XER

s PEHIRELAE. ETHITERXRRA, FEFTRELAE, RPAT S EL MK IRIIT
FNGIE -

3.3 Preparefft Bt

AR SNEIE 2 GG, 7 APreparefft By, MBI FEE TAEREATE:

o BXAESTEMERINW. EEHIWZE 2 61N A S pre-prepareffi Bt & A7 FIHUT f5 FO X SRIE A AH IR, 2
AFHRE], MAREAIRTIZIE K E BB T ARFIE 21 K= A AR R B JR R 2 AT7 sS ab FR M R T
T s, BEH#T B IR, AW AR ISR B4 iheightT B K T A H % 5 B & 0
—), FIERMIERRL, MIRIEEMEZIER, T8 EREMEIZELE K,

 FERENESLE: TASKFEENESE;

o H|Wrpre-prepareff R R FHIR RN N E LB RF R TR 2«41, BEWEHRELE, T
B Commitfl: Fpre-preparelfi Bt & 17 1 X BRAG A % N I 2 B AL H it 2« £+1, MUK Z %L
TEBPAT T ZX S, FAEHITER 2, WAAT S LR DRT KBRS, Fia
FECommitfl;

o HWEHRZL AL, % pre-preparefft By 2% 77 I Prepare % #: T B LECommithfi B X HARIREAT
BIBURE AT 2« 1 DT R AE L, X SESE R, SR BREE 55 X ORI &0 S
BT IX B 5K T 5 e X AN, 8T B & (i pre-preparelfi BT 4% 17 HPrepare £ 2| 5 PE &, 17 5 &
fBlE, s &7 iPreparetd -

3.4 Commitir Bx

HARTT FUE) CommitELfE, #EACommithh B, B TR

o Commitfl & ¥EMEAINT: £ Z AW Commit ) {7 5 pre-prepareMt B 4% 77 FUHUAT J5 1 X B0 A5 AH
[F, ZHAMER, MRSEAINZIEKE TR T AR P Commitid sK (7 A2 A R ()[R RLE A7 f Ab#E:
REMR T HA Y &, AT E—R R, A AR AIFEMARE: CommitHheight B R T A M £ 5
WeEiin—), HiERWIEARRS, NEEIEERComminE K, T A EREIEEIZE K,

s ZFAERCommit: T M5 E A 1A Commitfl;

« H|Wipre-preparefft Bt 2% 77 K X B 5t B A Commit £, % 77 2 Wik B2« £+1, W4 HCommit £l
MR X RIE R pre-preparel BE & A7 1 X HLRG 75 5 B FICommit i K& H it 2« £+1, M UiEA
REFCT FRE TSRS, BHATE R —2, YA BlockChainté R K pre-preparef/t B
BRI X G ANEHR
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3.5 ML D ib B ke

LUPBFT =Rt BY 3t iR #B i a7 S fe 2 25 i, PBFTEngine 2 i & 1) 30 21| B8 /5 A4 400 181 CHF 22 47) 4 3] ) 400
KltoViewfil—), Ffih % ViewChange b HAR; 7 5 E| ViewChange B, 2 fili & ViewChange b ¥ i
E:

« JIWi ViewChange & BH 3 75 3T ViewChange i 3k FH i 1 HUE B (L A/ N T 24 B9 A B
B, AL AAT B A

o AR ViewChangefl,: [ 1F4H R K ViewChangeld KA 2 IR, HAE 1 AT 552 5 R L)
WAL E PGk ;

o Yt £ ViewChangefd : # I £ f)ViewChangefl H [ff 1 fviewss T 74 77 s 19 B 3 1) #2 21 59 71
EltoView B AT SCER THi2 « £+ 158 B A 17 mviewss TtoView ) ViewChange £, I 15 B B 13 = 43
Z W S EY R o view LA, DI L BT EI EltoView, BN Z/E =552 — T R B HAD
PRI, TUPRE A A DI 25X L7 s A

8.4.3 Raft
1 ZiF R

1.1 Raft

Raft (Replication and Fault Tolerant) *&—" A ¥FM %% 4 X (Partition Tolerant) [—ZEMM, BRIUET
TE—NENDNT ARG EN+)2 (7 B AT SRR TERBR TR —E,
E—5D ARG AF2D T A HIEERE SEE IR, TSN MBS X - JHEER . Rafthg L
TPaxos HAZHEE, B UEEA A] LR 5 PaxostH R FIABETE AL VERE, A48 m] 0L E 0 Sl A
T o

1.2 7 BH

TERaftHEF, BT S AN T =F 52 —: Leader - Followerl, }2Candidate, HH:

o Leader: FE 57 5475 H, HFollower s Sz Mk, 8 — LRI HH BNE—
Leader i 5., FHLeader® A il 57 N\ Z M ER A 5 « FTHLAC 0 2E AR X B FE R X B 5%

* Follower: DlLeader™ s WIEFH TR, HAELeader i s KRR 28471554 L% T O Leader ™7 55,
+ Candidate: FollowerTs 5.7 75 1% Leader s 476 IG5 457

1.3 T AID & ARG

FERaftEIEF , BB f#HaH — P EE H&RKE—METEAY S5 HRID (—BZ— 1647
TERET) |, XENTRID; FIREN AT R S YEF — i AR SR, X ADFIRIERT

BANHIRT SRID, 1 SEX MR M BRI T SR -

1.4 £

Raft’i ¥ K B 8 & 2 &N & K F 19 & BATerms, Termsy % 2 0 W F - &
MTermll & 2 FF 47, 0 R % % AL T, W B Y Hileaderfi T O B, 4 R %k % K
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W, B 2 M OB M OB —Leader, M & JF B B MTerm, E B F I % 2% .

Term 1 Term 2 Term 3 Term 4
A _ =
Terms
BETRE SRR RREIES
Leader

1578
FERaftE VE B, & A W %W A B & E B 1T R, 2 FiRafthE SR 6 3E U B UE
KE.: VoteReq - VoteResp - Heartbeat - HeartbeatResp, HH:

* VoteReq: #HZE1HK, HCandidate™ miFEBNA HY, FHT ] 048 A ELAth 19 5508 KR LA 3 i Leader;

 VoteResp: NN, 7SR EENRE, HTFXHREERSAITMEL, A HNE N FEESEIE
Y iZ AR EAE K

 Heartbeat: /0B, HiLeader T S FEBNEIAAH, EAERHEW: (1) AT 4 Leader S 81y, H

FLeaderRENS — B 1EH & 15/ OB EAF AT SR, Leader & (i A& Z 42510, (2) KEUIEE

#Hl, HLeader Tl SAINITE—MXRE, S XKIEIRMRmGE OB DU X7 #, EhT7 5

TEWCENZ OB S 2 RS H X HRERE F 45 X B 2R IR X

HeartbeatResp: /OBkIAN, 727 SUCEIOBVEE, FHTX OB, Faln, SlE—1

& XHEER A OBRET, 12O BRI R R S EI X e A

FrETE BE BF B N RFTR:

BAH B RESH 7 B TR FTR:

2 REHELR
ARENELR N T TR
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Raft# iRk

Load _
Transactions
ransaction »
TxFool Ralt Sealer
Drop
Transactions
ARITHE
. SR )
Raft Engine T
g ) RREAER
IR R
ER
BlockChain
: Sync Pap Storage |

* Raft Sealer: i 5t N5 Z) ML HI A2 5 HAT B R X B, H & % ZERaft Enginei#t 17 3£ 1H
J&. Raft Sealerfl 5T \3Z 5 it HIHER E _EBET 5

* Raft Engine: fFTAMIRT TR, FRAmR X R Lt .
3 L TitE

3.1 T RAREK S

TRRBZ AR AWM NEFTR, SRS IE sCRE R FRIA A N7 ik

o XER EHE
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starts up times out, times out, receives votes from
starts election new election majority of servers
Follower Candiddate Leader
| |
L !
discovers current discovers server
leader or new term with higher term

3.1.1 %2

RaftH R ER A1 45 A O BRI ISR il & Leaderi?t s - 4 SF BN, 19 5 B 3hA A Follower H ¥ Term &0 -
H EFollower M Leaders{, # Candidatell £|H %1 iHeartbeatzlRequestVoteH 5., H 1t 2 fr ¥ fEFollowerlk
A, W FollowerfE — Bt AN GX BB AI#R N Election Timeout) W E| FikVEE, ME SR
L4 HI HILeader O 222K 1E , SR B C B Term - 554t JyCandidiate, FF/5#T—# Leader 25 A2, I
B

1. Follower & il 24 i i) Term, %4t~ Candidate;
2. Candidate’ 24245 H ., 7 #&RequestVote 2| HAD T s 15 K% 52

3. Candidate 77 5 A FFFECandidatelR A, HE| NE =ZMERF R —FL AL ()ETSREEE; Q) &
SRk ¥ HE ) Candidatelt ] T HAB 15 55 A Heartbeat; (3) 23t Election Timeoutls , 1%7H Leaderfl
VoH o RaftB R H BENLE I 25 A0 77 12500 577 st 52 H ISP 35 4 O DL DACRIE R 2850 i R 2
BT SR A Candidate R S H R 1F K ER 7 S AU EE A N Leader -

312 %K=

T HAENCE VoteReqiH BT . S RIETH BB A BG5S R A0 b SR B
1. VoteReq!)Term/N T H 5T B C.H Term

o UNERTT A ELeader, NIFEAAIZIZELIEK, Candidate T E| AN R J5 2 AL L 4575 28 A Follower,
FEHE DO ZE AT

o QOERTT AN ELeader:

- %R VoteReq I Term’NTF B L Term, NIFELIZH 5K, 20 Candidate 28 1T 5010
A NN B H 2 42 BT B Candidate 2 B3 195 2555 25 A Follower, FEH4 0% 2248
D

- 5 VoteReqITerm%5 T H . K Term, MIFEAIZHHFE K, X T E1E R AEE T b
o WNTFENTAME, N RIS ENH ZELS — 1 Candidate, M PRIERRS
PE2EF R L HE — 1 Candidate 1% H Leader

2. VoteReqWlastLeaderTerm/NT B C.WlastLeaderTerm

B DT AP 2 FH — MlastleaderTerm™ B £ /& %2 7 oA W B & F —
“MLeaderfJTerm, lastLeaderTerm{¥ A& FiHeartbeati#f 17 5 31 - U HVoteReqH HlastLeaderTerm/)>
T H C.flastLeaderTerm, 3% PHLeaderj[7]3X 1Candidatef7 7£ (A7, 405R ML Candidateh T /1 4% 91
BRI, SRR AMEERCEIE K, EHFEITHERREE R, B DU S S TE4Z 4%

SR
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3. VoteReqWilastBlockNumber/NT B T.WlastBlockNumber

BT 5 H 2 — MastBlockNumber BEFR R 11 5 WEIS BT ER AUER R « AEHIBUE R, 7
Bl & FATXERE® (ER327) |, EXREHIFIREF, ATREEHRD 7 A UCE] T B0 i X SR
MR %E , IS EORFE T S AlastBlockNumber N —2 - 7 T R REM A —8, FTEEXK
TR AR ESA A RO EIRT A, BRI OL T 7 A 2 TE% I EE K -

4. TREFE-RBERE

T R H Bl Follower Kl N W4 BLah S EE B A Lk 2, MR S 2% — KIS, HEEEHEX
WEEK, FIRFSF B 2 FifirstVote 7 BUE 1% Candidate ) 9 5. RS -

5. 1~4BBRAPERBEHERAREER
BB EEK -

3.1.3 LBk

FELeaderfi N M 4& IR B, Leader™] LAA Hi.0\BE < Follower AT LUK LBRE 2 Leader iU A EILBEEIR , 35X
FlE L N Leadertb B B2 MM 4 7%, (E 2T —E 7 LRI/ 220 B E 2 F B Follower TG {2 T IR
BIFATIER, RGN« N T BERE BN A L, BEERFEE T OBGERILE, Leader® IRULE]
OB E] R S 3TN I SR, — B— BB [E] 510 3k 10E BT Leader il 7 Leader 5 17 3 55 42 Ny Follower 7
=

3.2 XRE il

Raftih SR H Leader 17 3 A AT MR B CREEFFEIR 10— Bt R EE S BE M Leader™7 . [l Follower 7
FEE o YRaft Sealer[f] A Leaderfe & X AR5, LeaderfIZEUEE N AR (uncommitted) R,
P& Leader 17 55 218 1T fEHeartbeat 1 [ff I £ 48 BJE =X 3 & 17 B & Follower ™7 55 & il 538 H 55 e B2 i
B, FEBRRM 4R AT S D BREIEGE S, BRXHEEES NIREGFMES, R X EREIRRE
CEFANCHERT (committed) KA - bb/5Leader s 5 18 13 Synci& B [a] H A Follower ™7 ) #51% [X S &k
5, XREH| IR Bz B FR:

H rFRaftSealerJa iF £ B Y i 2 G REFTER & MBHE L. (1) &5 Hleader; (2) B EHFAEMA TR,
[ fpeer; (3) uncommitBlock R B NE, HE = NFEHFFEA REFT 6 -

8.5 LS &2

B T R XBRBE T i B — DN EEIIIEE . AT, RIE S TR GE& 20 S I
A, APITEE (Executor) AT . FLIEEER (Consensus) 3255 WA Zith(TxPool) HEH , T ELAIX
B, HFEAPUTRRERITXRFRZL S - EXHHHIT RS, 26 KREFRE (State) TR,
FERGHT XREPIRASGEF TR (Storage) - PUTEAEX MEREF, RETF—MBE, WAZERSAR
B, RIS -

BEERARBARE, MNMIFERESITSRMERM SN . —A |, AMI&HEREGE S NE X R LR
BREMRMPITERS, WEAMEZZHF R B—T7mH, AMIGEREHENERE T HMES #1777
K. HMEI T —HBEREHEMPITE (EVM) FIAFZE, . JIT- WASM_EZEIVM. K, EF5
FIEVMiE R & 7ET SRR - BEEMA), RFHUTSRMEOSR R, RAESMEMILISLIL .
I, EVMCHI&ITH% -

EVMC (Ethereum Client-VM Connector APT), & LIRSS HRMHUTZ D, SERXIT AT
RIFHITES - FISCO BCOS H B R T LLA DB 6 4 2078 & Solidity, PRI T LUK IR UFT 288
H S -
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Executor

Interpreter

State/Storage

megmm———

ET AL, WREERSEHEVMC, $TEEFAR 5T HIT « HUTSSHUTES, SRR AL
5, 2B EVMCH) B ST R BB S B RS EUE -

ZHEVMC— Z )l %, FISCO BCOSFEW W4 G H MM E ma - H AN E®RMHITS - B
fii , FISCO BCOSK F F) /& 1% 4t FEVMAR REVMCHH % t 3k f0 HUT 28—Interpreter - K I BE 1% 7 F5 H
FSolidity B S FURBEA L - BRI HMBRFHITES L BRI, FER LRt .

8.5.1 EVM LUK B ##1,

FEXEREE ., RHPEsiT B A X REE LR EYY, SERHEELIRMNERIE. DORSIEUNL, R a2
(A CTDEACEE
LA S IWIRE R ARSI, B R XEREE . s AR RS AR D, R RS
Z’UE"J%}jﬂ%{’;FEEVM?M?%’E‘E%Z’\]E’M%H%, BERCHETXREE LR (R - SEEEdE, St
R, BRR—EE .

tay

EVMC - Ethereum Client-VM Connector API

ETRRCAR Y LR S EVMA T S ARSI B Hiok, B A — DAL AR - EVMES TR E, %
HEVMCHE: OARE - JEIEVMC, T 0] HEZFEEIL, TR T &5 A2 Tsolidity I RE AL -
R HIsolidity BEFUAL, 7ELARITHFR Ninterpreter, "~ 3 F ZEfE Finterpreter )L -

EVMC &1

EVMC=FZE T HAEHMED .
o InstancefZ H: TS AFHEVMAIE D
e Callback¥Z: EVMEIVET S A0

EVMZA G MR EEIE, 77 S # Tinstance’ D EEVM, EVME 3K, JCallback$ 0, 77 5 1Y
IRASHATERLE -
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EVMC

Instance :

execute()
destroy()
set_option()

Node

Callback Table:

get_storage()
set storage()
call()

Instance £
TESUT TR EEIVLARIE, BRFE0E, M, RES.
O %€ Y FFevmce_instance (evmc.h) H
e abi_version
* name
* version
¢ destroy
* execute
* set_tracer
* set_option
Callback¥ [

TESUTEVMAM T S HUERE, FE RN stae 5~ KREBRILES
B0 %€ X fEevmc_context_fn_table (evmc.h) -
* evmc_account_exists_fn account_exists

. evmc_get_storage_fn get_storage

* evmc_set_storage_fn set_storage

* evmc_get_balance_fn get_balance

* evmc_get_code_size_fn get_code_size
* evmc_get_code_hash_fn get_code_hash
* evmc_copy_code_fn copy_code

» evmc_selfdestruct_fn selfdestruct

e evmc_call fn call

. evmc_get_tx_context_fn get_tx_context

* evmc_get_block_hash_fn get_block_hash

EVM

232
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e evmc_emit_log_fn emit_log

EVM 4T

EVM 54

solidity & & HIHATIE S, solidityfisolciiEfg, ZERREITICIRAIEVMIES - InterpreteriE X | —E5%

BIFE LS5 sohdlty%ﬁéﬁw}: AR RIS, o B\Q#WEIEEVMTE%E"J;%/E\ . o L HIrE

jﬁfigﬂ m, TAENEE, B EVMCIAHEVMBUTIX LIRS - ZEEVMA, F AR BIFISEE] T X te4g
25 .

Solidity /2 & THERAVE T, EVMAERUT ZEHInT, g DI A0 77 0 1T A -

HATEL 205

— Z%ADDT§ %, ZEEVMH BT SEH R - SPEMER IR, WEHE—-FMBE /A L E
(SP(0]~ SPI1]) EHHUR, PHTIRUS, 5 AL EHESPPHITHSSEP (0] -

CASE (ADD)

{
ON_OP () ;
updateIOGas () ;

// pops two items and pushes their sum mod 2°256.
m_SPP[0] = m_SP[0] + m_SP[1];
}

BRETE S 201

JUMPES, SEELT it R B - & SE MR TR SP [0 EX& SFEEER ML, BEUE— T R
G BERRFTEEPCH, T— 1184, HMPC%F?E’J@EH‘? ?f%

CASE (JUMP)
{

ON_OP () ;

updateIOGas () ;

m_PC = verifyJumpDest (m_SP[0]);
}

RE TGS 26

SLOADR] DIE PR ASE R - KEOS R, MHERTNGSP (01 HUH 15 1A key, EkeylENSEL, RE
PevmcHcallbackiFi #lget _storage () , B Fkey X N fvalue - 2 5 R 15 2| fivalue 5 £ 45 5
SPPHITINGSPP [0] -

CASE (SLOAD)

{
m_runGas = m_rev >= EVMC_TANGERINE_WHISTLE ? 200 : 50;
ON_OP () ;
updateIOGas () ;

evmc_uint256be key = toEvmC(m_SP[0]);

evmc_uint256be value;

m_context->fn_table->get_storage (&value, m_context, &m_message->destination, &
—key);

m_SPP[0] = fromEvmC (value);
}

REEFH L2

SSTOREFE 2 Al LR | E 2 T 5a MR EF, KRB ERE, NBIE —FfHEZ D
fii B (sp[0]~SP[1]) % Hikeyflvalue, FkeyFlvaluefE H % % , & FHevmcHcallbackpf
@Zset_storage O, BATEEFPRE
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CASE (SSTORE)
{
ON_OP () ;
if (m_message->flags & EVMC_STATIC)
throwDisallowedStateChange () ;

static_assert (
VMSchedule: :sstoreResetGas <= VMSchedule::sstoreSetGas, "Wrong SSTORE gas,,

—costs");

m_runGas = VMSchedule::sstoreResetGas; // Charge the modification cost up,_,
— front.

updateIOGas () ;

evmc_uint256be key = toEvmC (m_SP[0]);
evmc_uint256be value = toEvmC(m_SP[1]);
auto status =
m_context->fn_table->set_storage (m_context, &m_message->destination, é&key,

—&value) ;

if (status == EVMC_STORAGE_ADDED)
{
// Charge additional amount for added storage item.

m_runGas = VMSchedule::sstoreSetGas - VMSchedule: :sstoreResetGas;

updateIOGas () ;

AR %6

CALLIE S RE MR IE 1 A H B 4 — > & 4 - & %&£, EVMA W ZCALLIE &, W
FcaseCall (), fEcaseCall)H , HcaseCallSetup()M HE % # = H A4, # 2 finsg, 1E NS5,
P Hevmcfcallback K #lcall . EthfEW B fcall)f5, BEi— M HFrEVvM, HHEH, Z/FHFH
FIEVMAIHATEE R, #itcall() HISECREIZE Y ETRIEVM, X FIFIEVMIGES 5 A4 BRSSP,
HZEHR . SA0IEREH S B AL .

CASE (CALL)
CASE (CALLCODE)

{

ON_OP () ;

if (m_OP == Instruction::DELEGATECALL && m_rev < EVMC_HOMESTEAD)
throwBadInstruction () ;

if (m_OP == Instruction::STATICCALL && m_rev < EVMC_BYZANTIUM)
throwBadInstruction () ;

if (m_OP == Instruction::CALL && m_message->flags & EVMC_STATIC && m_SP[2] !=_

—0)
throwDisallowedStateChange () ;
m_bounce = &VM::caseCall;

}
BREAK

void VM: :caseCall ()
{

m_bounce = &VM::interpretCases;

evmc_message msg = {};

// Clear the return data buffer. This will not free the memory.
m_returnData.clear();

bytesRef output;
if (caseCallSetup (msg, output))

{

evmc_result result;
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m_context—->fn_table->call (&¢result, m_context, &msg);

m_returnData.assign(result.output_data, result.output_data + result.output_
—size);
bytesConstRef{&m_returnData}.copyTo (output) ;

m_SPP[0] = result.status_code == EVMC_SUCCESS ? 1 : 0;
m_io_gas += result.gas_left;

if (result.release)
result.release (&result);
}
else
{
m_SPP[0] = O;
m_io_gas += msg.gas;
}

++m_PC;

SRZ

PN

EVMEZ— " MREHATHOPLES, $ A Esolidity w13 5 B —# HlF8 2 F7 S fIRSEEE , Sl 2T SRE
FIEEAS o UK EIIEVMCSEIE T Z FE VLA E - HEZE BRI, F R HIER Finterpreter Z M
BEIEAEF A HENL . tFZME F— O R EAR B LR HAERRSE R, & RENE
1 - BCOSHKFRFEIR i MR IR 8

8.5.2 Precompiled

G SR T EHCHIRE SR, SYNEHEEIED R, M Tsolidity &2 B E HIF itk
fie, AILLEE ERURZ LA LT -

Figm % & 2 5 Solidity & 2%} L
R IRy

Precompiled A9 ZEF 40T B R :

o XHRESUFSSAEHATAE 5 BB S AR B8 & 2 bk SR HI 258 o btk 1-438 7R UK Fidm i &
2], Hitk0x1000-0x 100002 C++TdmiF&4Y, HAtiht 2EVMAYY -
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e
f X £RIGUE &R (Block Verifier) \

KR

o HUTTIGR 1A LN 5 Je 75 ZARTE & A AR BE Tl 13 & A BIXT 52
o BATGREFEELIN GRS LM cal 10, FigFSAMERBHEAE 7 O HSEH .
o cal liRERE HabiZRiy, HEF|Function SelectorflZEl, SREHITII R AN -

BOgX

FBANTGRIFESNELTEME Cfcal lEN, BOEZ =123, 5 5RExecutiveContextiifT
L3« bytesConstRefSEHabidm i A SN - ik, HAr ARk = ik B T 28 2 B 2R 5
FR - Precompiledififf .

8.6 TFAfiER

FISCO BCOSH{A LUK A AEHIFIS . SIAT @i RlE . maaE . maH - meer o mzireE . 77
fERIR T Z AR PIEL 57

HFRE: Al#E— 415 B MPTState FI StorageState
* MPTState: f# FHMPTR 77 &K - FPRES, 5 LIRS —EL
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. ?étOl‘ageState: FEHS MR FEENRENFER RS, NEHEER, E8 T XMPTRH R,
HEREE =
5345 S 7 i (Advanced Mass Database, AMDB): i@ i 5 £ 45, L T SQLAINOSQLA S —, J# T
SEILNT N FIFEAEIR SN, AT DISCREAS R EGRE, B HT O 423 FFLevel DBAIMySQL -

#1175 | % (Exectuor)

‘ EVM ‘ { Precompiled ]
\
A A

HERZS(State) 4375 R 72 i4(AMDB)
[ enx | | mex | ( REx |

[ MPTState ‘ ( StorageState
| Level DB || MySQLIEE |
Bz /
L smm !
[ LevelDB ‘ [ Oracle ‘ [ MySQL ‘

8.6.1 AMDB

DA (Advanced Mass Database, AMDB) E it % R 5 11151, BE AT DGR 2| ¢ RV 22 1Y
F, XATUATRME IR VEUGE FEAF 8 ol SEIN B T AN RIEUE E A 9K 5, AMDBH 1L AT DU #F
FIT7E o= A BIRIKV FIETE 2 -

« CRUDEUE « XHREGEAN & LU ETR FEEONE L N IRFAEAMDB, THECE, S2RHZE
TR P AR PR 75 B B IMPTState B StorageState, JCIBHL B Wi FfState, & LICIBEATEE L) -

o Y FIMPTStatelsf , & 2R A & (R A7 EMPTI H o 24 {ff i StorageStatefsf, &2 /B ER 4 & R 17
FEAMDBE A

o RVEMPTState FIAMDB fix X 3R #1 2 5 [f]LevelDB, {H — 3 {# F A [A] flLevelDBEL 7], %H %%
M, R E R FHMPT Statefs),  F2ACEERRT 56 7T 58 5 205 1 Leve DBEUIE A~ —EL -

2 VR g %

Table

FRERF PIPTEEUGE - TableH 77l AMDB Fkey 2! %} B Entries HFUBRET, 7] LLZE T AMDB Ekey i 173 M 2L
B, SCRER R -

Entries

EntriesH! £7 it FKeyHH [7] HJEntry, #(%H - AMDB/) FKey5MysqlH ) Fkey N [F], AMDBEkeyH T 1
7REntry & TH8 1 key, HH[FkeyEntry 2 AU E Rl — 1 Entries ¥ o
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Entry

MRLTRFE—1T, BAT U2 AE Hkey, X RLHENE Hvalue, T RKVEEH - &1 EnwyflH B T
JAMDBEkey, [FEntry 2 ¥F44H HH[F ) AMDB Ekey -

Condition

TableEPEﬁibﬁ‘JE&EE%Di?ﬂ%)\ SHF, X ZFE O SR ERYE ST G ISR - IRAENZ, A
AEAR R IE

245

LA R B TP BRI, R bR .
RN T -
* FH'Names£AMDB Fkey -
o BHEIE—1TH— 1 Entry. —3H4 1 Entry, &1 Entry AMapfZ &% - 47 Entryfi |-
— Entryl: {Name:Alice, item _1d:1001001,item_name:laptop}

— Entry2: {Name:Alice, item _i1d:1001002,item_name:screen}

Entry3: {Name:Bob, item_1id:1002001, item_name:macbook}
— Entry4: {Name:Chris, item_1d:1003001,item_name:PC}

* Table”} L\Name & Fkey, 77531 Entriest 5t - 21/ EntriesH 75 Alicef25%10 5%, 5521 Entries+
FHBob155105, 31 EntriesH 77H Chrisf— 5105 -

o Vi FTableZt ) & i) % O K, & ¥ 0O F £ 15 EAMDBFkeyM 55 1, % & & iy
HJAMDBZkey M Alice, 75fF Nprice > 40, SEiHHEntryl -

AMDB# 4>
FEFHITBentry, #SH_status_,_num_, _hash_ NETFE-

RGR

AGRBONEAE, HFEEIE RIE RSB

Hp#

H P JEFICRUDE: O BTl MIF, Ll_user_<TableName>HWE4, KEHIRN_user -
StorageStatellik ' &

_contract_data_+Address+ {ENFESL . RHPFEEIMNIKMEREE . REHWT
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8.6.2 StorageState

StorageStates& — i F AMDB SEHL A F7 il AR A 77 20 o HHEE TMPTState FE 24 LT X 71

MPTState®: K S {5 FIMPTH 7765 HL50HE, 24 07 B8R Rt 20, SR A7 7 U 105 2t
AEIR]A - StorageState®: MK 7 % B —™Table 77 i HAH R &8, ®#EMK 7 Fnonce,code,balance® A
2%, TMAMDBA] DLIE i SEERAF B 1) A7 68 JX 5 =2 3 AN (5] A BN E 722 DARR =i PR e, F A1 F Level DB &
I, StorageState?EFERZLTEMPTState FIH 5 -

8.6.3 MPT State

MPT States& PARY; R MAEHRF# T BEMPTWAI T, RPrE & EIRHES R, S
TR E AR -

MPT#¢

MPT(Merkle Paricia Trie), A&—FfFihashZ 5| EHE FRTZEH0T -

MZEW b RYE, MPTHEE—IRETZN, FkeyE flvalue - iliTkeyX B ifjvalue, /& HkeyZ /EMPTHRY -
PTRS, AL NFET AR, RAEAFEEIERIT T T

AT ERUL, MPTHY, J&2—ifMerkleft, S H LT SAES], #2XAT 5 Fhash(E - 7F Fkey &
Hovalue IS 2, AR PakeyfE 317 AL, FREUF — 75 ZBREE A7 55 Whashf, EF N — 1 &
fhashfE, 7 REMKZEFEGREZEFEH T — M7 SEdE, 25, Blkey, 2 F—1TEFER TN
1 E Rhashfl, B ZE2|Avalue ITEERIM 717 5 -

HMPTH b5 S EEE BB S, e 79 s Ahash B & R, BEZ ToREY, 20X 7717 5 [E]
MARIAR T S BIPTE A (AT S B hash#F 2 BT - B, MPTIR T A Bhasht 2 BT . 2R G IX T HIEL
JERS, FAMPTHTHIMRTY sihash, WIREEIEFEEHHART L, BEE—-RZREDN, RERIGHIIE
P& o A RE AR LR, WA HZ R Rhash, WRZEREBULEORT &, BETBN,
EIEIPT AR -

MPTHFISEERRE (Ao B DARY 5 R 43)
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Ethereum Modified Merkle-Paricia-Trie System
An interpretation of the Ethereum Project Yell
G Wood, “Eiheenan & scce decetralied generlieed s

Block Header, H or B,

Hash function:

KECCAK256 ()

[, Simplified World State, o

Keys Values
I is[s]s] soem

la]7]7]d]|3]3]7] 100w

World State Trie

ROOT: Extension Node
prefix shared nibble(s) next node | a | 7 | f | 9 | 3 ‘ 6 ‘ 5 ‘

0 a7 (21717 9]z o] 7] oazem

1.1ETH

Branch Node
0(1(2|3|4|5|6|7|8|9|al|lb|c|d|e]|f]| value
~ b b
Leaf Node Extension Node Leaf Node
prefix | key-end value prefix shared nibble(s) next node prefix | key-end value
2 1355 |[45.0ETH 0 d3 2 9365 | 1.1ETH
Prefixes

0 - Extension Node, Branch Node
even number of nibbles ol1|213]4|5|6|7]|8lalalblc|lalel|f]| vate
10 - Extension Node,
odd number of nibbles, Vs
2 - Leaf Node, even 7
number of nibbles / \
30 - Leaf Node, odd Leaf Node Leaf Node
number of nibbles ) -
O = 1% nibble prefix | key-end value prefix | key-end value
1 nibble = 4 bits 30 7 1.00WEI 3 7 0.12ETH

R State

E L j(ﬁii: 48 & Dlaccount ™ B A7 7 & B, B T~account | ﬁ'd“ HEXNENFEPHPIRE . S
2%~ nonceZE EIE - accountPIELIE . 1B i TaccountIH ik (address) #H 1T &S| - LK L AMPTI X
Haddress{E N B Hkey, LEL T FFaccount &I «

b & accountBUHE B2, accountfhashtd i 1702 - T ULFIE), MPTHIMR E’]hashﬂj 38 o AS[R]E RS
1%, accountPIEIE AN, XN FIMPTHIREEANE « tbal, DAKIFIEXZE & TTEM&EN, =B TR
BHINE S o HEMPTAR Ahash, PYstate root- /~[F] Fistate root, X K& AS[F] El"]“liji A, XN E]ANE
FIMPTAR T 5., Faccountfaddress \AS A FIMPTAR 75 s & 1 B AR S T Baccountitdf - AN[A] Hstate,
ZF|HMPTR T SAF, & accounttliF 2 H A -

state rootAE X R — 1N F B, BRI RENERRE” . KRFEZ &5 Faccount#H I THAE,

T EXZS account ' AELTE - THE’] X, accountHUEIEHE TN, Bt X BREIRESAE AN, /\WE/]
Estate root/N[E] o M IS X B A ER H X X B Afstate root, EFIHEIMPTRIR T &, MLEERTIEHX X
L Bfaccount FEIE T 5

(B Ak B LR B H)
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PREVHASH STATE_ROOT TIMESTAMP NUMBER PREVHASH STATE_ROOT
/ \ FAN BT

AN YA

NONCE BALANCE CODEHASH STORAGE_ROOT
/ |
CODE
89125124 2025125
Trade Off

MPT StatefJ 5| A, 2N T SCELAECHE BB 3 - ARIE AR X R Bstate root, i HE A 16 | 24 B [X
TNaccountfI[J] 15 B - TMMPT StateRI5| N\, 3 T KEhashAUiHE, FREITE T EEEIERFEERE
ZEVE . FETERET I, MPT Stateff {E& RIRHIHT . AT LIU, MPT States& R BRI AR AT B MM, MK
HI & T PERE -

FEFISCO BCOSHINL S| A, MHERESAHEMEMIL, MR N EE . FISCO BCOSK I Z M 1T
TEFT, SCH T Storage State » Storage State4FiE T ER 4 FUREMAME, (HRE R T HERE_E AR -

8.7 Ll

R T RBETT S RNEE e, DU SR R 0 2, FISCO BCOSSIA T 7 sy AMLH] - CAR
& FFIRLR I B = FhHLH], ZERIEE A8 2 T _ BT T A8 22 21551

A £ 2 T 42 4 4
o TRER SSLiERE . PRI E(EEURE AP
o SIN FBHEANLE , ATRFEERAREERT AR SR A PR, RE T RO ettt
« EE HABLEYE  RIES DA T EOE MR B, RO RS SRR bR E
o GIN CARZBYLH] 7T Sy 5 1EMETT T 70 45805 1

o SR A A ERPRIE S HLH], RTE - R b I ST P AR S LU0 « S MR
B PR AR -
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i8R 2

Tzl R AAFEDIRERIPLE], DURTE - 4PR R p 5 S AT AR R, 3t
#%%T?@E%M%ﬁﬁ%%%?mmgmﬁﬁ%%wM,ﬂ@%ﬂﬁﬁ@%ﬁ%%%\%%@@\
RIG BRI

8.7.1 T HEENEHNE

ARSTRYSE S SN BT A BV, S TES WL (S S R (R ORY) .
AR

BBE LKA

XIRBEROATE —ME O - ATHEWARN D AABIRFHEEOR, EBRREERA, T2 HRPE
PEACH. o SR X EREE 138 5 505 T o P A THE 2% D -

o MTAEHE, —TAAERIMAMNLG, \2RKAFTRGHTE LR
o SPTEREREE, REMEHEANLS], (BT R XSREEE B AT IR R B A HRE -

{E W BL I BE FIFISCO BCOS, X8 FFSFAIX—mId, R T HELZ AR T % . FISCO BCOSIHE Y
SINEEHME S, (HECERHE MR E — 8 — IR AR AR/ BT HLE Y N — B IR AR R G T, BT
FELH L R SLER R — 25 BE L AOBUERR AR .

'OIHOEEW

i A B B){(C)| R
WA | twas [T e

{ R e Y v N 1
| | mims | wams | wims || ‘
| @ @ . #E
L kS WE L B B A4 w0 KE HE
IR ms o ] B BE
i L )i RS HAT 58 \\ﬁﬂﬁﬁ%/f femdrs | ) :

______________________________________________________________________________________________

W EEPTR, TRABCIIAMEGEHA, FIFELETEEIKA, T mBMCHI AN CRFEH AT B L B,
T RAFIBIIAH AR YT EEOIKA . = PRAER =AML RS, EARATR BMAK
AAEE L G T - B 0 50 5 BN S BT B IR MR L, AR AR 52 5 B4 3R
FHArfE, HARREN %I 5 RGN AT I -

TRAEADLH

ETRAMSIIGIA, 1R ENE A 90 P NS AR HE AL - EADLH RN AR
B, T RURshE RIS E (5B SN 48 S A AV AT -

7 A R
TRRHE

ASCEFT e R 500 B2 MM ZEARTHETP2PIE S I A - MEHE AT TR R P2P 11 B RS R
ARFIUE FHE -
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o ATV R FERMGHENFIMATRERT A - BEET AR AER IR S AR T S E 2 — -
FIRT G2 5 IHRHRA S/ XRFEY, WETARSSXREY . #ET 'E{E)\ﬁ_“ivefflizsb
AT R 5 K

s WET A SERMBENEBREIMARART A . FET AMAELHARAN, S5 53RMF
&

TEFRRWT:
: —fH=
S A A
I |
LR JLEAT R WEAT R
[hEeit]
T A VENTE B TR

g&ﬁiiﬁ)\;ﬁﬁﬂ‘%ﬂ@ﬁﬂﬁlﬁﬁ P2PYT mOE SR, TAIEH, CABRLZH, AT HWIRIIEM
zﬂ:ﬁ‘ln /\«Jb

FRIRZEH
23 U ESLTE S \ \ ATk, GAEE R#a
| |
| om0 mee |
T == g‘wﬂ:z;n | group.X.genesis |
I | RIE)
| mavssr b = L A |
il e I I LT
l \ J papi B |
SRSk ! e |
T B4 ! | | —
s <——+ Session ) TS uER :
6] 5k B : I
, CAK A :
AMOP config.ini |

N

THH, BRBEK

EE%@UZ% GRRKRARE WL, FikT7 MA->BRIRBIE R KIIARER (05, R BRI T AR Y]
D o

BobiAE
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MRES . SBIREYFTER. PEHSSL
EESSLIEH 2 35 A AR
| =y e Kl

{EFASSLEp . PP arEFIFMCARE Byis{LP2P
j & EIP2P L !

— AR TR
¥tk fic & iE+S P2P FEA JLiH [E 5
B 1‘%}3‘% 1‘%}3‘% itk itk itk
+ fstart ' '
eRERy E

1
1
1
1
1
i
| EEREEE
1
1
1
1
1
1
1

e A !

: PP . PRMEMAIEARESE (SEET SRR mSEE

: : : :

: : : | IR S A AR

1 1 1 1 1

: : ! ! g AR !

: : : : FABHRATESER |

1 1 1 T e e - -— -

: : B EIFH : :

I< ___________ B B 1 1 1
IERV Y GRAR ¥

TRAEB KBS, STEPTERS M RE, DURE Y BADR B E L E SN A G AN BRI R
EEE. W ILEI B AR

C¥ismsh D

N _rERE S

FEHOR

EERESA
SHORALGR

Y B HE
fEASEoR AL B

2Ew Y m N

FIA X R REE—H

N Y

C HEwH D CHiEAH )
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X BREARNS T AENEEARNEENSR: BAY SWEIIRSBHET ARGE -
B
o F—IKARIFTE T S RBORTE —2, ANE € B & —E

o TRUESEINEFRESIERSEEORE BT 5 EE R B 3. REERE RIS, A
BRESFaEEEER, EASRMEHEERBIE.

HETCARL BT TR
SSLINIEH FHE T R Z AR B A INASE SR . — &8 LA S EEENRE=T (7 RIEHm

MAE) -

FISCO BCOSZE K SEIMSSLI [AIAIE - 7 5. fEhandshakesd B2 A7, MOGE 7 7 SR HEAGUE B AR AR BCS 5 75 4,
fnodelD, ¥ iZnodeIDEGE HEHICAR LB . TFEAE, FHliZconnection, WIAZE, T .session

CARZ A L FSSLE WA MERI &, (ERIRHLE: 77 S fEsessionf#E32f5, F Msession R EUH 75
7 5 A nodeIDIF AT AW, 41K nodeIDE H 5 FICARE A B R | K 23 37 session¥Ti -

TR KRR R R B A

SR ARE R AT S E T R AE AR SR DT M

- addSealer

B0 KBCE R
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TREEXFER

i 5 A B
[ o 6 s i S 4 |
[ 109 2 v 5 S 1 |
BE4L A
e 1
ET
| T 2L ) e A
BEZN

e & SCIERIHARN . S REE R BCE MY - B € B B A AT OB B AR L . H H A A SR 4R
m‘ﬁﬁﬂﬁyﬁiconfig. ini-~ ﬁ?ﬂﬁﬁﬂﬁj@ﬁ‘group.N.genesis%ﬂﬁ?ﬂﬁﬁmﬁiﬁ:group.N.
ini, EAHNNTAERRES - 5T WE/AFE A S E SO, RS0t s B8 R BT
B, BFREAZEERBIAE .

BLE SR

XoF MW % " M B B X Mconfig.ini, T & W A H B W KPP
HOZE B % FEIip2pl- T m  F  F[network_security]- CAER %
Hi[certificate blacklist]. [certificate_blacklist]A[&/D. BLEIAEFHIAT:

[p2p]

;p2p listen ip
listen_ip=0.0.0.0

;p2p listen port
listen_port=30300
;nodes to connect
node.0=127.0.0.1:30300
node.1=127.0.0.1:30301
node.2=127.0.0.1:30302
node.3=127.0.0.1:30303

;jcertificate blacklist

[certificate_blacklist]
;jcrl.0 should be nodeid, nodeid's length is 128
;crl.0=
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;jcertificate configuration
[network_security]
;directory the certificates located in
data_path=conf/
;the node private key file
key=node.key
;the node certificate file
cert=node.crt
;the ca certificate file
ca_cert=ca.crt

T REH B € BCE X #Fgroup . N.genesis, 11 mENE T LBEHTT S V1551 E [consensus] - L E
THZEBIA0 T -

;consensus configuration
[consensus]

;consensus algorithm type, now support PBFT (consensus_type=pbft) and_
—Raft (consensus_type=raft)

consensus_type=pbft

;the max number of transactions of a block

max_trans_num=1000

;the node id of leaders

node.
—0=79d3d4d78a747b1b9%e59a3eb248281ee286d49614e3cabb2ce3697be2da72cfa82dcd314c0£04e1£590da8db0b97d

node.
—1=dab527ad4b2aeaeld354102c6c3ffdfb54922a092cc9acbdd555858e£f89032d7belbed99b6cf9a703e546462529%ed9%e

node.
—2=160ba08898ele25b31e24c2c4e3c75eed996ec56bda96043aa8£27723889ab774b60e969d90d25d70ea8bb8779b70

node.
—3=a968f1e148e4b51926c5354e424acf£932d61£67419cf7c5c00c7cb926057¢c323bee839d27fe%9ad6cT5386df52ae2b

FHAT RAGRE XL
PHARGIRE N E X

?ﬁg%ﬁ*ﬂﬁﬁFMEZ$m%(ﬁmm%2$*ﬂm%mmZ$Mﬁ)oﬁﬁ%%%%1m
% | :

contract ConsensusSystemTable
{
/) BB T R R A
function addSealer (string nodeID) public returns (int256);
/) BT R SR A
function addObserver (string nodelID) public returns (int256);

/7 BET RMHARG R DB

function remove (string nodelID) public returns (int256);

The

- AN E ARV BRURERAER, JREERSEEEhA NS, R AR
« CARBZBHFSEH T ETTAMBLE, RSB EETHIMMELH .

8.7.2 CAEZ K47

AR B2 BT AU, SEBOTES N (CARRA BRIET)

8.7. LE¥EH 247



FISCO BCOS Documentation, Release v2.0.0-rc2

7 1A R

CAEZ & RIFRIEFBEHSFE (certificate blacklist, T FCBL) - CAR L M I Feonfig.ini
Fi[certificate_blacklist]EE NI NodeIDFHITHIWr, FEALI NodeIDTT 5 & HL 7 EE -

CARZ BT EHBCE KA.
« ETERE (MSEEMKALE) RS HMSGEE, B DSRSHT SERELT

E;

« RTREMH (FIMECE/EERE)
o ETHFHALE CRHFFE/EE EFH)

TR

AR N AR, NAFE, EREER
WEATRI D AAHAFRE, NAIDREAR, AFETHL -

TEFRIRCAR L BT MR K E KR - EBIA->BRIRBE R AKIRAB R R, [F BB AE
TARPAIALL -

ZEMEIRHTS

LR

EEZ RS

Bl iAE

WA 2 )z

), AEEEHA

<——+— Session

i

I

l R4l !

T R4k

I

_________ :

I

I

I

EFRAl
P2PHE 4

l

AMOP

|
|
|
|
|
|
A
|
|
|
|
|
|

| group.X.genesis |

| Beat s eI |

| pap i psE B % |
|

|

4 el |

! l

CAM 4 L :

I config.ini |

oo T

THH, A

JECJZ SEENSSLA [ 38 UUE - 717 5. ZEhandshakeid #2380 35 %5 77 # ML A IE 45 FR BCHT 77 7 5. fnodelD, 1o &
ZnodelD/E 5 B S HICARZL B . (R, KM Zconnection, RELJFELRAR -

NG

o CARZ BN L% 2 HIP2P T s M AMOPThREE R, 22 2R3,
o WA 2 B R A F S ThREA IAE R, sema iR K [F 57 B/BUR R & -

BB

%ﬁconfig.iniﬂﬂﬁﬁpiDl][certificate_blacklist]Eﬁﬁ ([certificate_blacklist]fE
BLEHAIE) - CARZ AL NI S NodeIDFF, node. X h AT s FELETE B XS 77 77 S NodelD - CAZE
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2B ERZURBIT -

[certificate_blacklist]
crl.
—0=4d9752efbb1del1253d1d463a934d34230398e78703112805728525ed5b9d2ba29%e4ad92c6fcdeb515
crl.
—1=af57c506be%ae60df8ad4al6823fa948a68550a9b6as5624dfd44afcd3f75cel3afcobbldlbbcb7018el

bede8baabacal3

n22c5ecbdl0l6a

ThheEE

« CABZBHAINERUREREN, FEATEIBASINE, SRR AR
« CABZBHAIRI TETTARELE, RSB RETIMMESE.

8.7.3 AUFR#

PRI 28

SAHEMARY - BHZS - BHERRIAFEEML, KEEEHEAT . ZHZHML . ET L
AL 2% 8 MiaE Sk . tt, BRI BEAESE B RE FP A s BUR S Pl OB 2

YR AR B P2 B &, FISCO BCOSF B & T AzUEfl, 17 oA sUAF R EE M1 (L], 7T
DAR T, 4060 B 77 Ut T A A PRI ), KB BE AR PR LB O ROR FBL . A U IR Pk
THNERIK P (origim IV FIFLAE], W EIHSLARE, ROEE, ROTHRIE GEA - FEFRMER) 217
PUBRIE ], RATEHRIEAZANRIES] - FAELPRBRER, &P ML HME—RI AR, RS
Eﬂ“f%iﬂé%%éjﬁfiﬁﬁ%é%, BT Al AR ANE A 5 B IR IR &, SRR S B R MR
S ERNEY -

AR 2 A LN

AUFREEH M0 -
1. PURAZERI R/ VR R, E T AN A AT 45 -
2. BRI, REEESIRE, BOAZRBOT, RPra MRk~ 5 5A0R -

3. MUBRCEFIFARBRE (_sys_table_access_) o AUFRF B ERA TSN sk, TIZRAZIK = ox
ZERAEGHIR, REZIMIMK 0 %2 0UF AR -

BB P 53 2K

AR AERERRIZ T 4 N X P B R BRI RIES] . P REEH P SN tIErE, HrREeL
BEINR . REFFSFISCO BCOSKHFEEM LN ERIER, RARITIELGZLE T . RRAFEFITNRE
a0 R R

B3 PR RGIE, SDKA A SEHL= 52 AT A R AR KRR
° HEJ F' i%:

— public String grantUserTableManager(String tableName, String address): REH 7 & 4 F15h
BRI P R B ARE B, -

— public String revokeUserTableManager(String tableName, String address): HREH - 345 F1
SR - ik £ BRAR 1S . -

— public List<PermissionInfo> listUserTableManager(String tableName): R4 7 % 4 & iH1%
B RIMNPRICTS R (EFEFRIC A S AN P b Fl AR RR =) -

. _sys_tables_i%:
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— public String grantDeployAndCreateManager(String address): InANER I P Ak R A

LRGP SRR -

— public String revokeDeployAndCreateManager(String address): 5 BRIk ' Hi Ik FIER &
LIFIANEE R P RAR -

— public List<PermissionInfo> listDeployAndCreateManager(): £ iH#E5RE & L FIGIEH P
FANPR AR IC R

* _sys_table_access_7%:

— public String grantPermissionManager(String address): 3 /i 7RI 7 3031k 775 FE AL R AOAL
PR -

— public String revokePermissionManager(String address): %R FMERIK P 3l bk )& FRAY R A94Y
FR -

— public List<PermissionInfo> listPermissionManager(): & H#5 & FARAIABRIC KT -
* _Sys_consensus_3%:

— public String grantNodeManager(String address): 34 1ZMNERIK 7 #ht (77 & FRALR -

— public String revokeNodeManager(String address): FZ BRI = i hE A7 5 AR -

— public List<PermissionInfo> listNodeManager(): 2 H#HH 77 58 BRI RIC %515 -
* _sys_cns_¥e:

— public String grantCNSManager(String address): 34 /1ZMNEFIK - #ihk 75 FHCNSHURR -

— public String revokeCNSManager(String address): FZRIMNIFMK 7 # ik A5 FHCNSAR -

— public List<PermissionInfo> listCNSManager(): Zif#H { HCNSHIFRICRKIIFE -
 _sys_config_F:

— public String grantSysConfigManager(String address): G I5MERIK 7 #itE 0 R G558 AL

PR -

— public String revokeSysConfigManager(String address): 5 FRZMNITIK P #HE ) RS 5UE
AR -

— public List<PermissionInfo> listSysConfigManager(): £ iH#H RH S EE H IR K
.

wWE MR OB Hjson® £ £, & Fcodeflimsg™F B, M L IREEIER, HcoderE M-
50000, msgiE X7 “permission denied” - A IIE EARAES, Hcode 70, msgH“success”

PUPRAE B ARGR N T 2T I g, PUPRER A 9 _sys_table_access_, HFEfFEE L

FE R T BEEAT | 8 | #ik

table_name | string | No PRI | R&WR

address string | No HNERIR P H hE

enable_num | string | No PR IA B AER I BR m BE

_status_ string | No DA GEEERTE, “0Fra ., “I"ErBERk

Hep, RBRFAIEA SR, AR XRAER, XA T — XRER - REFBOOR, &
ARRIEFRATIEFRERCRE, NURFoRembR, RIFRIERIC R TR -

250 Chapter 8. &%t



FISCO BCOS Documentation, Release v2.0.0-rc2

PR Pl T
PBR P Th gt

RIESE 5[5 BRI, FHRIERRUSARIET 3 - FRIEIFONA P REARGER . REEATE
i REER RGN RE, AP R TR XCRBERL S5 ThRE, W R IEIFTR « SNERIK P d i B A R F R
PRMERAEE, BENR/E AR R P AR, AT LA HIAE R ARSI RENL S5 TN HE -

PR £l AR T

PUERFEHIFREEAN T EIOCHE o A H 5K, T RRBCE S8R, TR € SRk P AR B ER
FUSARIELRITT - RAIWHRIET XN G ERAE, MIREIZINRIK P R ERAAIREE  (BUR
FRMBREF TR - HRAEEHR, MHTEERE, ZHEFNT, HRETIR, MHELT
BE, REITTAERIER - WRFIBTERIES AN E, MARENIREE, EFPITERE, REEH
g - AR -

PR ) TR

FISCO BCOS 43 A1 A7 R BR A% i H an (3 5 =
o BIRPESEM, GBS G S ERAIRIIEE, RS FHB RS T

o BIXTH A, SDKARIEASRIEHIFH P RGN AR RN T =080, 9532, #EEH
TIIPREE D - 7] LA FISDK APIFPermissionServices 1 {# FATY PR THEE -

8.8 RPC

RPC(Remote Procedure Call, I RIHH)EE Fin5 X AR XA —EMNA#ED - HHE
M RPCE: O A IR X REEM B R (Whm ~ XH . 0BRSS MAERS -

8.8.1 1 Z&iAlfER¢

+ JSON(JavaScript Object Notation): — 2 &R LR LHAME N . B URREF - F/HFH - §F
FFIAng(ExT

¢ JSON-RPC: —HMILIRE - BERALEELBERANN . I FEZEE LT L EIRSH LH
SEFRH - B RVFIBITIESE Tsocket, http%5i& £ ANENVE B IR FE—#EF - E{FHISON
(REC 462 EREHEAS . . FISCO BCOS FHISON-RPC 2.0113% -
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8.8.2 2 fHtRLEHy

RPCHE B f1 55 2 HEFISCO BCOSHI#M R O, & P i il ;Y RPCA #£ 15 3K, RPCHE i 1 FH K A 5 # 5

ERAp2p B HRR HUAE M L, K el R 3IR [B] 45 2 77 9 - EL o DIk A AR 5 2 K A AL o) X R
BERZRORE RIER, B EF IR, FPEE, XHREEERIR, 28 F sk DU RIS IE B «

8.8.3 3 HEE X
3.1 B umiask

& PE SR R A KRBT S 2 A RPCI, &P i RARE FIIEIRA A -
* jsonrpc: T8 EISON-RPCHIMARAHIFAF 8, AETR S °2.07
* method: Vi IERIGHE -
o params: VFATIEIFRENSE, JTIESEGTE - HTFISCO BCOS 2.0/8H T ZIKAHLA, KA
MTEESRAE AN E— DS TR FFAID -
e id: CEMEPURE—FMRID, IDRLAE—DFAF 8 BUESINULLEE - (R AE &% AR N
BN E R — i

RPCIF K8 2R 7
{"jsonrpc": "2.0", "method": "getBlockNumber", "params": [1], "id": 1}
E:

o FEIESRA AP AR EAINULLIE vid{E, PO TR A = E I E R FdAIE K -
o FEERRAPAEER N E E, FHhEEAEN -

3.2 RS Y KL
GEE—PRPCIFRS, BRBHIZAL, XHBET R E Z MR - IR R R —PISONK &, i LA
TR

« jsonrpc: T8 EIJSON-RPCIMMARAR ) FHF & o W ATHER S 5+2.0”

o result: IERAZERT B o LR RN R AR BTN I AR &, S A T VAR B R L UL & %

5 -
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« error: BRGERT B . MM AERMELHEE, HBE0EFEHERIN LA SRR « %R 5T
SEUELIN 3,375 FHE SR

o id: MRRid . A RS, B A AT S N B2 P B0 SR AP Bid(E — B . R AR SR R
MidEER  (FIANSEERREIROER) |, MZELIC = E -

RPCHi R 4% 2R fl:

EIH

{"jsonrpc": "2.0", "result": "Ox1", "id": 1}

M BRSNS resultBlerrorf 51, {H B R A BERI T 22

m>

3.3 iR

X4 — A RPCUIF BRI, 1R B AR R 3T G0 6, & errorf 1R 45 R F By, MR FIEHR, 55
% . RPC 5Ei%H5

8.8.4 4 RPCE: O 1kt

FISCO BCOS#EMHFE FIRPCH: A& Fim i A « HA 5 h33:

o Dlget TSk & IEIAEE L . FIA0 [getBlockNumber ] 0, B BT X B -

» [sendRawTransaction]#MH: HIT—EZELNR S, FERFXIEEHINEAIREIRL -

o [calllBEM: PUT—MERBENSUE—ER S, NREEXREEIN, T2 REm R %R E -
8.8.5 5 RPCE %%

HFZRPC APIY 1Y
8.9 X HHHAT
8.9.1 1 ZiAfER

1.1 DAG

— N TEIRARIE B B [ TLEAE (Directed Acyclic Graph) , RIFRDAGHE - fE—#tAZZH, 7 LLET
—EHERHBELSTESHAMERER, BRIER S FEBlock T HIITTF K B R BERAY & H 5% &1
HEH— T SKHDAGE!, W FEFR, FLEAE N0 (CHEEKBETFES) BI85 80 LT
1o FEFR, ETEERNRGESINERIUTHTHEIMNETE, TUERIGEENZZDAG -
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a3 RFIE

|
|
|
|

v

LEDAG

A-=B

| [ e ][ o ]
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8.9.2 2 fRHLLEM

Client

SDK

EILAE S

Node

¥

TxPool

E2iT8

Sealer

E=Fn:

BlockVerifier

¢ HHEDAG
TxDAG

Parallelizable Txs

commit l#ﬁ?jtl.ﬁ

Worker Pool
worker worker ...

256
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« BHREAT R ST, SRHTE;

o oMk SealerfT B XL, ZiF RS, &KiZ2ZEBlockVerifier# 175 1E ;

* Block VerifierfR¥E X B 1 0752 551 4 38 H DAG:
* BlockVerifierf5i& #UT £ N30, HATHUTRZ FDAG;
o XEUIGUEES ), X LEE-

8.9.3 3 HEME

3.1 3¢ 5, DAGH 7

3.1.1 DAGEUE 451y

F P B s A SDK AR AL 5 - A2 55 AT LU REWS HATHT RIS S AN BEHATHIT IS 55

Vertex

DAG

+ inDegree: atomic<uint32_t=

+ outEdge: vector<iD=

75 5 A F B DAGEURE S I T -
Hrp.

o TiA (Vertex)
— inDegree T 77 il T =5 24 Bl A

+ vixs: vectorVertex=
+ topLevel: concurrent_gueue<|Dx=
+ totalVixs: uint32_t

+ totalConsume: atomic<uint32_t=

+ init{uint32_t): void

+ addEdge(ID from, ID to): void
+ generate(): void

+waitPop(): ID

+ consume(ID): ID

+ clear(type): void

- outEdge ] TARAZTUA NG R, BACNETE Hil i IR iIDS & -

* DAG:
vixssE H T EDAGH FITE 17 A5 ;

— topLevel/@ — MRS, FIT 16 S BIAZ N0 T AID, PUTHBEE D EAEH Z 5]

— totalVixs: T A B 3K
- totalConsume: CZ&HUTISAOTILE B

— void init(uint32_t _maxSize): WIIHH— T E AT H ECH maxSize IDAG;
— void addEdge(ID from, ID to): 7£ I & fromFltoZ [AI & —55H W31

— void generate(): HRIECH FAFITI S A& H— N DAGHE 4 ;

— ID waitPop(bool needWait): %#1 MtopLevel B Hi — > AR ORI A

void clear(): {HEFRDAGH TERITT S50 8. -
* TxDAG:
- dag: DAGZLA
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exeCnt: DERITIHHIZE S 114K

totalParaTxs: 47585 54

- txs: HFITRHIIE

bool hasFinished(): Z#1MDAGELAHUTEEE, REtrue, HMREEfalse;
void executeUnit(): HUH—M&H L EMKIHIL 5 H HUT;

3.1.2 X 5 DAGH & i

FAELT:

FriE

(

MITEIFIIE SR

8

RIS MR N
W& DAG

N

S5ZHMFEZES
b v il

iRiRih

R fE e
THEPRNES

/' #DAGHEIL

skt iyl

RRATIER i

dE & FRSHE Z REBidT%S

L MIT R B X HR B X R BT 28 55
2. FRGBENENBARTSEE IR — T DAGEH;

3. MFBEHTER S, MR —EXSEAHTRS, MEHTHMRE, FREEETHEZANZLSS
FA o, AR, WFEARN A 5 RN % 5 AN AT, WA Eb 5T i HY)
FESE ST SE a7 REAT . BRIAEIRAE 5 55 BT il 5 58 5 (A 3 5L — 5 M0 -

3.2 DAGHTIL 2

HAZI T
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FREREHRL
it —ikizd

Y |

WiTES,
m eSS = Wi onLevel® R E T _JeE@nsam,
RENTRE >—F . ritipara B nmass Eno,
i 7 T BEIAopLevel

=
E

end - =

| EERRERE SR BRI — DN R/ DNERREH, ERBEE A BRI, WANBIE H Al
SR

2. HDAGH RIATEER, AR IEIN%E Fr ADAGH pop i A BERORIZE 5y o 5 AT BUH R AT # A2
Gy, WPATIZAE 5, T e RESMRBIESINE R, HHXHNERRZ, W% H
M AtopLevel ;. #KM, MIFRDAGELAITIER, SAmiBH -

8.10 Hib4rit:

HTRMAFEF AR GEE LW HMARE SRR ENZ 2N, FISCO BCOSH| A T & 41 4 AR 55 (Contract
Name Service, CNS) « [E 2 E ARV 0N 2R -

o &1 44 IRS5(Contract Name Service, CNS)
UK R T RGeS LA &2Y, AW T A&
o BZabi WK AIISONTFAF 8, Wi FH 5 Toik B R
o BAMIE20FTHIELR, ATHEIRIL. EERERSEELAE i
« NEHEEE, —PEE RS e At
o NETIATRRANE B LS & LK TR

FISCO BCOSH| AHJ& £\ i 4% Ak 55CNSl T R BE 52042 R 55 L0tk BT 5% 3 #0103 S B 23
Thee, A BT ISR B &2 2 AL BE B AR -

- EEEE

KT T T FFEEE A EE, FISCO BCOSFET [EH ™ it 2#hrifk | SEI T BB nfRe - 54 - 1%
WA ETE . EESSLBETN, I HEMFIFISCO BCOSF&H, SLHn ER B RINE R HAZG
HI5E4 3 FE -

- BEMERTE

ZEEEBE AT, BOE R RE RS DA R LK), FISCO BCOSHIA TR EINFRE, I
FEAERTT SRR P R BHE# TN, 35 AKey ManagerfRAFINTEH, CRIE T 19 SEER I -

8.10.1 CNS /%
1A

PR LUK & BE & 2RI AR 45
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Un'E A8
HIEENRE] A O abifiik;
BB AR E| A Y kaddress;
. HEAYabifIE, JEidSDKEE THLEIN AL -
WAL FRARRTAN, VI Z R & A abi LK A& 2 it address « X B3 77 277 LT AR
1. &%abi B IIISONTFAF &, il F 75 N7 BRI
BOHHE 20T T HIBEE, N EIL, HEREHSEE LA,
3. BNEFHER, — S AT ER S AL,
4. NMETHITRAE LU ALK EFR -
NRERLL EIRIRE, 25 E R RIFAERE S 20 TS, FISCO BCOSHE HICNS& £ 4 ik S5 -

H> o>

4>s».w.~

N

%1 iR
e CNS (Contract Name Service) BT #t5E F &N 25 &L RN 58 20 5 M AH N B8 T
g8, J7(E YRR R0 A B SN R SL I BE A NIRRT -
o CNSTERBNENZI - ALK - AL HNEFTA 2 abi
« CNSEH TIECNSEER

CNSX L LUK [ P 7 s

« AR AL
o BUTHPITEAREEN, FRFELRKETR -

STFRENS

ENS (Ethereum Name Service) , PARITZIRIRSS -

ENSHITEE R LIFA T B K AIDNS (Domain Name Service)iB 4 245, (EIRALAIN EInternet Mtk , T 2K
A (Ethereum) & 2 AN ER AL b Dlxxxxxx.eth I T T E R, A TFERE AN . BB

o« ENSHRGT R R G5 & 2 bl KB ik, CNSHISCHRF, Lk SRR B Al & 2)abih

a4
Zx

« ENSHRIAIIEE, CNSAIFE S FF -
o ENSTHFZ NS, CNSANTE L HE -
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BIRIEH
/ N
2 s SIS « % ACNST &
CNS Module « HALAHMETLEAHL—RMEER
N J
Read/Write
/ channel server \
RPC
Rip=t ‘/\ o  HBHECNSIE A
CNS Module o REEEAAEHCNSE 81 O
precompiled EVM
contract l
storage
N 4
BB

P FISDKHERE-& 20 S A& 2RI -
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SDK CNSHith

PHEE |
SHEE

¥
AR Y
v

N

sufEa
HaBs. Pk,
kS B -4 BAGAF

e oo - - - - e e e = ———————ﬂL———

A R iksendRawTransaction?Z 5
\ iR B2 /cal 1 EFHIZE 5

End )< |

o TRFBALINS, SDKAE AR N FJavaZs , & K Mdeploy¥: O & 11 & L3RG &AL, IR
FACNS & &insertiZ 0 _FEHECNSTEE. -

« MHAAR, SDK5IANGAMIavad, HIMBEBFIL - loadiNEE A AT NS LUMAE (A LUK
FR) BAENEHRMEAMANAES (CNSHH) , SDKAFCNS Ty i ji i ¥ FHCNSHE R £ 3]
BE (5 BRI G Lt -

o XFHRAES SR, HSDKEIIEIAEA & 2B SRR -
o LBERE D abilE BB T AT B -

BEgE

CNSFE 45
CNSE R LR R 2T M, AIRAMSL . CNSFE LT

AN

pragma solidity 70.4.2;
contract CNS
{
function insert (string name, string version, string addr, string abi) public,
—returns (uint256) ;
function selectByName (string name) public constant returns(string);
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function selectByNameAndVersion (string name, string version) public constant,
—returns (string);

}

o CNSELRBBLHF, JSDKEEECNSEMAT HIEL -

o insert}% R LCNSTE B _LEERITNRE, HOUDNSE S RN A 4% Finame ~ &4 version ~ &4
Hiikaddrfl & JABIE Eabi - SDKIE ¥ M 75 #WrnamefversionH14H & 5 %R EIR B IL K & B H
B, EAEENEIR NARELR LTS - T AEHITRE SN, precompiledi® 4 £ Double Check,
RIMBIREE M EEMFTILLS - insertd O XTCNSFE KA 28 HIEAEL -

+ selectByName$% [1 S5 & 4% Finame, REIFRHFTEETZ AL HIAFversionit 5 -

+ selectByNameAndVersion$% [ SN &2 4 Frname & A I A version, 1% [B] 58 1% & 21 IS FAHEE
—Hbik

HHCNSE N,

Filgm 1% A /2 FISCO BCOSEJZ B C++ LB —ME s 58 64, HTFISCO BCOSJE Z K 245 BT
B5EH . 5] AprecompilediZiE)5, FISCO BCOSTI AT 5 HIFAELN T -

CNSEANBETHIFEANRE, 75 R8T N EC++TE B LI FTCNSE K A MBI #RIE,
ZEVMHUT, FHCNSE L RFRME T sREdE O AT A KL - T E CNSA 2V Fiprecompiled il ik
$70x1004 -

A% 0HR E R

selectByName#{IselectByNameAnd Version$% 13 [B] Fstring N Tson#& =X, 7_HFIA0TF -

[

"name" : "Ok",

"version" : "1.0",

"address" : "0x420f853b49838bd3e9466c85a4cc3428c960dde2",

"abi" : "[{\"constant\":false,\"inputs\":[{\"name\":\"num\", \"type\":\

—"uint256\"} ], \"name\":\"trans\", \"outputs\":[], \"payable\":false, \"type\":\
—"function\"}, {\"co
nstant\":true, \"inputs\":[], \"name\":\"get\", \"outputs\": [{\"name\":\"\",\"type\":\
—"uint256\"}],\"payable\":false, \"type\":\"function\"}, {\"inputs\":[], \"payable\
—":false, \
"type\":\"constructor\"}]"

}I

{

"name" : "Ok",

"version" : "2.0",

"address" : "0x420f£853b49838bd3e9466c85a4cc3428c960dde2",

"abi" : "[{\"constant\":false,\"inputs\":[{\"name\":\"num\", \"type\":\

—"uint256\"} ], \"name\":\"trans\", \"outputs\":[], \"payable\":false, \"type\":\
—"function\"}, {\"co
nstant\":true, \"inputs\":[], \"name\":\"get\", \"outputs\": [{\"name\":\"\",\"type\":\
—"uint256\"}],\"payable\":false, \"type\":\"function\"}, {\"inputs\":[], \"payable\
—":false, \
"type\":\"constructor\"}]"

}
1
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SDK_API

SDKHF A &R fffHorg. fisco.bcos.web3j.precompile.cns AN P 0 SEIICNS I M 2 &8
ke

registerCns

 f#iA: public TransactionReceipt registerCns(String name, String version, String addr, String abi)
s Uife: LEAAER
o Z¥{: name——&%4%, version G, addr AL, abi &%\ abi
« IR[E: FEETZEE, ERRES EREESRE R ERER (WF)
resolve

 {#iR: public String resolve(String contractNameAnd Version)

o Uit BT EAEMELNERER &ML

* Z#{: contractNameAndVersion AN+ ELIMAEE

< RE: SO, MTESHRERAKSGAER, HOMWMERE

o UiBH: contractNameAndVersionil ¥ : KRB GAZFENRRA, HE/DEAMAR, SDKELIAH
A& NIscHT iR #H1T E 8

1. EEAEOR, FHsol & Havas | FHE R TavaZ DL Jabi ~ binXCHE T IEFIR H 3, ##
YR F 77 15765 % Web3SDK;

PN 2 O B4 F 1) 7 7T 2% Consolelmpl.java ' A deployBy CNS #lcallByCNS % 1 SE 3

N

BIETH
BH AR EAN . HAAY . ETANAE N L EEAAMNINGE . &6 & K E I H 7552
% (EHE) -
P & PR LR A & L
* deployByCNS: J#iZCNST HHRE AL
e callByCNS: EiICNSTT =M &4
* queryCNS: RIEBSGLIZHEGLARAS (A1ESE) EHCNSKEL

8.10.2 EZEIFHFHE
®it B R

HT R TFRE B, HEFE A bnE, ST B INEE - 4 BE . WHE
1% EESSLIBEI, 4 /\mlﬂ@'JFISCOBCOS%jAEP ﬁ)ﬁﬂ@l%ﬁﬂﬁw)\mﬂ’]ﬁ)ﬂyﬁ%@m
A H.

E ZARFISCO BCOSE X HEZ K - p2pM BT - 1755 - BIEEEINESKEERNZEGEE
HIES BN E B, fﬁﬁﬁFISCO BCOS 5 bR = Z RN L T

(F: EZEEIESM2, SM3, SMAYFET [ 7= 0 A b ETF &)
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AGUBHEZR N E TR

[
FISCO BCOST = !
[

N

HtaT5 =

B ErFhs
E|ZRSS1L1.1

T RME mmmé%ﬁxL

|
|
|
|
' pAEE
|
|
|
|

E%SSL 1.1 BFEVHE

ZXARFISCO BCOST .27 [8] FIAIE 1% FH E 22SSL 1.1/ ECDHE_SM4_SM3%5 1 25 4 3 1T SSLAE 45 1)
3L, ERWTERR:

BIEEHER
[ R 5 FRUERRFISCO BCOSTEAIR 451 FZERa T

8.10.3 & n%%

E1=N =N
HRNA

FEER TR BERIZRA R, UM ANHILAL 2 [ FE 3 — SR X EREE, RURAERC B BE A& DL N 7T LAY

AR R 2 2SRRI R N, B PR A A A7 BB B 2 S AOML A BE RS IR B B B L %k
P o B, TR B EREREE L A0 IT U Rl .

PR BERIR AT RS, EED WA TTH
o B LE R RE BT R4
o TR RSE B D R4

XFF5E B FEOE A5 R #E 6], FISCO BCOS/& i@ it 7 Mk BAISSLA FE AL « HLAb EEANFBRE T S
fEEERRI TR, RIS SN .
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Third Party

Organization C

FEEE

Ve BN RAEN U N ERIEATE - FENU RGN FIERSE AR, B DU IR L3075 s X i S Rt AT N s - 4
TR BTN B B B, LT S A Z SN M RS, EEREER TS, AT
EED . HMTCIREE UK B LR -
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WES S|

Organization

E RN RENMNEHATH), S EE B O SEUR L 4E . WA, &1 S a0hE S50
SEHINER . A I EEIRAUT AR, 8T Key Managers B . Key Manager& Hh & 7EH L4 A M 1A
TV E PR S ORI AR R ARSS , ANMTCTEEVSIE] o 2 P AT SR BhET, MKey ManagerZh FKEX
INEEAR IV RIFLER, KX B 5 PS8 dm#= 1T vh] -

INEELRIF X S a5
o T EARHAERIEDEZE: leveldb
o S AAEH: nodekey, gmnodekey (FE%)

LASCH

\

m

LRSI R, JEE T S B B A LS (dataKey) Fl1Key Manager® P04 BHMEH  (superKey)
SERCHY -
o A H ECMdataKey, % H S INZE@E  (Encrypted Space) #E1TINER -
o THAGANSERMBEE T 7 fdataKey, 172 17 B dataKey# 1% f5 HcipherDataKey -
o BN, ZcipherDataKey[fi]Key Manageri&>K, FXHldataKey -
o dataKey A7ETT AR, U EKHE, dataKey HEIEF -
Key Manager
56 2 RifsuperKey, X BT 19 A3 BhI IOIBOE RFEFTHRR,, #ZA -
* Key Manager 2 S 7E 2%, 1A R T5 5 R BB K -

o Y SBBINS, & KcipherDataKey, Key Manager/HsuperKey*fcipherDataKeyi#t 17 i %, 5 if 25 A
I, R S A dataKaR [E1 2577 85

* Key Manager A REZEN M1 [A], AL A BISH M TE ¥4 DT R Key Manager.

% %
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cipherDataKey

-

dataKey

superkey

dataKey

Encrypted Space

leveldb node.key

TR
T SRR 9T TR B BN T 2 2B AT
TRAIAACE

TREEIHET, FEE N A HE dataKey

Important: T HEERE, BEE, LIAREFEERAEEME, —BTAEERD), FIERE
B, FIIEDIHIRE -

(1) & A& LG 5 M fdatakey, F FfdataKey X 1% 43Key Manager, MKey ManagerZh 7k
HtcipherDataKey -

(2) ¥4cipherDataKey Bt & 2| 77 55 FIECE A
(3) JBEIT A

TREEEBT
T AR, 2@t Key Manager, FREUAS I 15 (7] AR 8 dataKey -
(1) TE/ash, MECE X H i cipherDataKey, H 4 %44 Key Manager -

(2) Key Manager{ #|cipherDataKey, FsuperKeyfi# #icipherDataKey, 7 fi# %5 i I, W ¥ & % 55
fdataKeyiR [F] 457 4, -

(3) 77 s E%F|dataKey, FdataKeyX 243 (Encrypted Space) #4722 H - MEncrypted SpaceiszEX
KR, FldataKeyf 2R BUE SCE0HE - 25 AEncrypted Space FEE, S&HdataKey &, HEA -
At 2T AR E R ?

LR SRR SR SN B AR Z A, BERE A SMEERY -
(1) HSERNMZINEEET, ToikEH Key Manager, B IR cipherDataKey, 175157k dataKey -
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(2) NEBT A, BEENT A AMKEIEETE#RE, BTE A2 dataKey, TCIAME FEncrypted Space,
ENFIPUREE -

BRSO, IS, (KNSR
8.10.4 P48 E4E
SARIREE T, K R AEZIRT MG %, T RERAD M TR RN, FISCO

BCOSMrelase-2.0.0-rc2/TUASCRFMS LG INAE, XTI RET ZAE AR T B BE fLIEYE, a8
Wi R iR LR, R IR AR ORUR (R 228 LRI .

RYiER

W48 A £ B AEP2P A4 2RI, AGUEZRIA T -

; nodel | : N nodel!
| noce RIEHH $020& € A Th i i RIEHHE 6 ) :
i groupl | " | groupn i | | groupn | | group 1 i
i packetA 4 packetB i ipacketB packetA i
i FE 48 iR I | | 4 R

| i W ; i i ;
i p2pIH %% T : groupID(n) + packetB ! p2p 4% i

groupID(1) + packetA

W 4% e A L BRI A 1 AR

o RiEmESEEEG: FHRENPPELREIEN, SEIRE A/ NETIKB, NEESECE,
HAEE BARTT A

- RloEBEREG. TAREIRGEAE, EAWEEIEIE RS RS, ARIRERESER
HaEf, NAHHBERRBATEERA, TN ERREIEEBA 0 N -

BolSEE

CREZIBIERE - AR, BATERT Snappy R SLINEE G E A8 FIR R IVRE - AT EE AR LS
HOSEEN -

G/ R AN T A

FISCO BCOSHIM&E IR 50T A
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(Length — 16) Bytes

4Bytes 2Bytes 4Bytes 2Bytes 4Bvtes
1 | 1 1 = |
[ \ \l \l | [ )
Length | Version | ProtocollD PacketType Seq
(GID + MID)
\ J
|
16Bytes

W& EE B B AL BRI 5, B2k T 1651, S FES LT
o Length: ZUREKE
o Version: § BA7, FTY BMAEHIEE

* ProtocollD: 72 T AR H EFHIDFIEIRID, FTEBASIROKE, HiixkE 732767 M5
2

s PaketType: tric T £03E @27

* Seq: HREFFE
W 4% R AR R S 4 B8R, AESEIE -k -
ZERINEYS - BE/DEBIEQLTETERESN, MER%EEGE, EREEREIEHS, RNE4%
FAEIEE, NEHEEIER K TFe_compressThresholdMEE f.c_compressThreshold2kik
1024(1KB) « FA1 R T Versionf i Eihn, VENEIE (LS PRS-

Eg&fRELL: 1 bit 15 bits

[

M

0: R EGRHEIES
1: EREES

o Versioni =i 1L 40, 32 AHEURE G B AR R Data 2 A< [ 48 FOE U ;
o Versionx =iz N1, FRAHEHE G R FIEGR Data 2 & 48 5 BOEUE -

A TR
NTH DABELE LAY — T R R PN A A 7 4V B Bl packet AN (HLANAEAT 5y ~ K3k~ FEiRTH
BVEEE) | VR RA P 2% e AE R A S B AL BEALAR -

o BB R packetATE AZIP2P/Z;

« P2PH|Wpacket AR IEE ) K Fc_compressThreshold, NIARAELERE D, HpacketAi T EYE,
T EHz ¥ packet A& 28 GG R ;

o Jmtd IR ShpacketA B ALk, B EEGREEE S, Bl FpacketAZ L4 E IR, FH
SkVersionf B =L E N, EBNE RO,

* P2PREGAS Ja OREE LGRS H AT AL -
EWCm AL FRAR :
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« APILEIEIREE G, MIEERDEHE, @i 6k Version T BU SR L2 1, HIWT R
ATy Rt R

o HMEEIRAP RS, WAABERED, XDatakh 75 3R #H 1T L, HRIEEIE 6K
FIGIDAIPID, R Ja FIER & s sa TR E R TR E R, TN BRI R f652% LEBIR .

AL

o BRI N NAAEEURAS
o MR rel: [MFIFRE, [ Hrelase-2.0.0-rc277 55 BH PILE L 45 T RE

8.11 hillHiik

8.11.1 X555 K ERLPZRIE iR

FISCO BCOSHIZAE 5 45 7E R LUK IR A2 SR O FEAt ., B P 7 B - FISCO BCOS 2.0.0078 545
FFEUNT -

RC1/hashWithFB (tH#758 Frhash/A8 5y ME—HriH) A BORAR A T
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transaction = {

nonce=1370156468343306148824959452073310666668822540330522208643152064836847164362,

gasPrice=300000000,

ga5=300000000,

blockLimit=502,

receiveAddress="0x0000000000000000000000000000000000001000,

value=0,

data="bd2912=f000000000000000000000000000000000000000000000000000000000000004000000000
000000000000000000000000000A000C00000000000000000000000E0000000000000000000000000
000000000000000000000000000000000000000274785f636f7562745f60696d697 40000000000000
0000000000000000000000A00C0AC00C00000000000000000000CAQ00CA00000000000000000000
00000043130303000000000000000000000000000000000000000000000000000000000°}

rlp+hash
L

0x209dec355021238f839a347fe7c559bfee5deach02246a62bffbba07d15db729

sign with privateKey

v=27,
r=98037241518606578928942217553489234386580682737778519235988167863825923084574,
5=5456421252591861512056137901637660916709502765075667855373622764846531124955

add signature

signedTransaction = {

nonce=137019646854330614882495545207331066006608822540330522208643152064836847164362,

gasPrice=300000000,

£a5=300000000,

blockLimit=502,

receivefddress="0x0000000000000000000000000000000000001000°,

value=0,

data="bd291aef000000000000000000000000000000000000000000000000000000000000004000000000
00000000000000000000000000000000000000000000000000000020000000000000000000000000
000000000000000000000000000000000000000e747 85f636f 750274 5f0c096d05740000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000
00000043130303000000000000000000000000000000000000000000000000000000000°,

v=27,

r=980372415186065785289422179534892343865806827377785192359688167863825923084574,

5=5456421252591861512056137901637660916709502765075667835373622764846531124595}

rlp+hash

O0x60763518476ff3521bbe70fc1dd14971041130078af31586¢c1e2824075d2090%

RC2I 4 B Wi Bt K L, R & #F #H — Pripthashftransactions 4 & 1 3
MMchainld - groupldflextraData = "1>F% -

8.11.2 XRE5H N HRLPYwIS A

FISCO BCOSHX B | LA HER 4 2H AL
FISCO BCOSX B3k B F B R LA R
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8.11.3 ML R

FISCO BCOS BHiIHE W REIRaEC, 755" mELE S rEIE £ P2PMessagetd =, 77 55 SDKIA)HE
5 BUEUE £/ ChannelMessagef% = «

FISCO BCOS
node
channel | o5 Bcos P2p Fiscoscos 4 channel
node node
FISCO BCOS
node

P2PMessage: v2.0.0-rc1

v2.0.0-rc1 P2PMessage kKM 1277, 1HEBEEFEIT:

32{7length
8figrouplD | 8fiimodulelD 16{i packetType
32{iseq
AiEKdata

FRIBRIDRI 7340 T -

P2PMessage: v2.0.0-rc2

v2.0.0-rc2¥ B T B AAIDA A IRIDIG [, B 2 X FF32767 N BE4H . B T Version7 B 3 37 3 H i 45
AN ELE), AL K/INNI6FTT, v2.0.0-rc2 B S B E L 45 TN T -

4Bytes 2Bytes 4Bytes 2Bytes 4Bvtes (Length — 16) Bytes
1 1 | 1 = 1
[ | \l \ Y [ '|
Length | Version | ProtocollD PacketType | Seq
(GID + MID)
( J
|
16Bytes

I
1. P2PMessage NRHI LA/, B EZE AR (FiR/FP/AMOPSE)# 1T 6 K/ NEHE;

2. BELHIDFIRID AT ME —FRIR P ID (protocollD) , = K R NprotocolID = (grouplID <<
sizeof (grouplID) *x8) | ModulelID;
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3. % ELid S protocol IDFTAE (T 16/ — HEHIEUEAR X SMER BN, KFoNIERE, NFOoNH
R -

4. H BjAMOP# ] fpacketType’§ SendTopicSeq = 1, RequestTopics = 2, SendTopics =
3.

ChannelMessage

el (1 RTIME (B S H R R A& LR
AL PRES MO E S EL R LA T
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Web3SDK

Web3SDKA] DISCHFFUT AT &~ BT JORE - B AR BEMAEL HFEE . ZRA (2.0) B
AR H 3% FHWeb3SDK 2.0 L FRRA (S FISCO BCOS 2.0 5% LA AR AIERD), 1.2.xRRA A U TE &
EWeb3SDK 1.2.xUABEAR IR -

2.0RRUAS R L 3
« 3L FHFISCO BCOS JSON-RPCHJava API
o THFTIGRIE  (Precompiled) A2 H X HbE
o SCRREE DS R B B BRI R 2R A HE B
o IR HHERRIELESLS

9.1 IMFEXK

Important:

o javahiUAs

Z 3k JIDK8EL LU o FH T CentOSHyum s % f)OpenIDKk /PJCE(Java Cryptography Exten-
sion), 5 E{Web3SDKTT % I H 7 2 X B BE 17 . PRl 7E {3 FHCentOSHR1E RGTRY , fHE 7
M OpenIDK [ H17 T & . Rl 2225450

« FISCO BCOS [X HEEI IS5 7
%% FISCO BCOSZEIE# 8
o PUEEIEEME

T Web3SDKGEFRZ HIFISCO BCOS 7 Ki.channel_listen_ports& 5 fételnetil, Frtelnet N, T2
RO X 4532 3B MR N 27 4 TR o

9.2 JavaR 5| ASDK

i#7J gradlesmaven5 | ASDK%javaR F
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gradle:

compile ('org.fisco-bcos:web3sdk:2.0.0-rc3")
maven:

<dependency>

<groupId>org.fisco-bcos</groupld>

<artifactId>web3sdk</artifactId>

<version>2.0.0-rc3</version>
</dependency>

HT5IA T LRI solidity i #a il Kjartl, FeZrETavalbi A il gradlefit B S {Fbuild.gradle AN LK
MR O -

repositories {
mavenCentral ()
maven { url "https://dl.bintray.com/ethereum/maven/" }
}

R R EiWeb3SDKA K Hfisolcd-all-0.4.25. Jari@ &g, A2 %X BT Rk -

9.3 FLESDK

9.3.1 FISCO BCOSTi 5 iF Bl E

FISCO BCOSTENEX M HE, HSDKEHE X B8 s 75 2558 1 1E 5 (ca.crt ~ node.crt) FIFAEH (node. key)i #1713
FIIAIE o R AR BRF 1T sS T 7E H ¥ nodes/${ip} /sdk NHca.crt ~ node.crtfnode. key X HF#4N1
2N E R E 3, HSDKE 1 S A -

9.3.2 FLE X HXE

Javal F AOEC & SO TR EMAE R B E - (1S 5ERZ, FISCO BCOS 2.0/ T HF Z 41T AR, SDKF=
BLERFHR T S5 B - B LASpring2i H MSpring Boot¥ii B N, #HEACETES] -

9.3.3 Spring T HAL &

FtSpring®il H X TapplicationContext . xm1FIELE TR -

<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-— O:standard 1:guomi ——>
</bean>
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<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">

<list> <!-- BMHFAFERE —1bean, BMHAFUEELZ A ——>
<bean id="groupl" class:"org.flsco.bcos.channel.

—handler.ChannelConnections">

<property name="groupId" value="1" /> <!/-——
AR groupID ——>

<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</
—value> <!-- IP:channel_port ——>
<value>127.0.0.1:20201</
—value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.

—handler.ChannelConnections">

<property name="groupld" value="2" /> </-—
SHHEMgroupId —->

<property name="connectionsStr">

<list>
<value>127.0.0.1:20202</
—value>
<value>127.0.0.1:20203</
—value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" /> </-- FEIEEERFHI ——>
<property name="agencyName" value="fisco" /> <!-- ELENIEZ
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>

</beans>

applicationContext .xmlHlE TFE 1A
« encryptType: [EZHIEHF K EILH0)
- 0: MERE#RIERZS)
-1 FHEERELATHOTEEEDE, TEEENXRETAEEET A, HEE®
RRFISCO BCOS X BRHE 2% X 1)
¢ groupChannelConnectionsConfig:

- EEREENRE, TLRE Pl ME, S MATEEERAID

BOHATTUEE -1 EEZ 0T A, REFAT S E X HeonfiginiF [rpc] # 5
Eﬁlisten_ip%ﬂchannel_llsten_porto

» channelService: o f5 F BF YHIDAD ESDKSE PR % M OB A, 5 % i #¥
H1DZ groupChannelConnectionsConfight & ' {Y #% 4HID - SDK% 5 B 4H 7 B & 19 77 A ¥ # 57
R, RIEREVLARE— 1T A AEFEK
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9.3.4 Spring BootTi H L &

FE it Spring Booti H H X Tapplication. ym1FIELE U FETR -

encrypt-type: 0 # O:standard, 1l:guomi
group—-channel-connections-config:
all-channel-connections:
- group-id: 1 #group ID
connections—-str:
- 127.0.0.1:20200 # node listen_ip:channel_listen_port
127.0.0.1:20201

- group-—-id: 2
connections—str:
- 127.0.0.1:20202 # node listen_ip:channel_listen_port
- 127.0.0.1:20203

channel-service:
group-id: 1 # The specified group to which the SDK connects
agency-name: fisco # agency name

oy
o

application.ymlfit & i SapplicationContext.xmlfit & Wi M X & , 1# 4 4
*applicationContext .xmlAE A -

9.4 f#HSDK

9.4.1 SpringTi B F £ 55|
Vi FHSDKHJAPI(Z% Web3SDK API%| % i% & 5 2 14 5% ) [X BB 8 -

i FISDK Web3j/API

DAL E S, SDKS X BHEE T S @R, HKEweb3jit %, HRIEWeb3jif G FHFH AP R LS
R

//EBELE M, SsDRS R EEETY

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService () ;

channelEthereumService.setChannelService (service);

/ /KB eb3 5315

Web3j web3j = Web3j.build(channelEthereumService, service.getGroupId());
//Bid web3 5 G W APTE L get BlockNumber

BigInteger blockNumber = web3j.getBlockNumber ().send () .getBlockNumber () ;
System.out.println (blockNumber) ;

.  SDKANHE AT 5 8 BB 18] 2R A R60Fr , Ble0®h B W 222 Zhim ., HIWr A « % E v DL
jdChannelEthereumService#iTi&E, R~HIUWT:

// WEZ SR 100000ZF, Bl100%)
channelEthereumService.setTimeout (100000) ;

Y FISDK PrecompiledfJAPI

PNEBLE S, SDK5 X HREETT L% - FRESDK Precompiled Service¥T %, PHFAEFRAIAPL. /~f
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(ML

//VEREUIEE S, SRS X IRBETY U SLE R, HKBlweb3 735

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService () ;

channelEthereumService.setChannelService (service) ;

Web3j web3j = Web3j.build(channelEthereumService, service.getGroupId());

String privateKey =
—"b83261efad2895c38c6c2364caB878£43e77£3cddbc922bf57d0d48070£79feb6";

//AREIMIR PR, AT R SES

Credentials credentials = GenCredential.create (privateKey) ;

/ /RSy stemConfigServiceX %

SystemConfigService systemConfigService = new SystemConfigService (web37j,
—credentials) ;

/ /Bt SystemConfigServiceX G IHAPIIE [ set ValueByKey

String result = systemConfigService.setValueByKey ("tx_count_limit", "2000");

/ /it web3 i3 G HAPTHE d get SystemConfigByKey

String value web3j.getSystemConfigByKey ("tx_count_limit") .send() .
—getSystemConfigByKey () ;

System.out.println (value) ;

—

B H R E SR P

sdk AR AL By T Be— PAMEIK -, T T FEHL O — DM 1% -

/ /B E BRI

EncryptType.encryptType = 0;

//ORE TSN, [ E R XRBETT SR A RS 5 TR B E AN
// EncryptType.encryptType = 1;

Credentials credentials = GenCredential.create();
/ /M Hirk

String address = credentials.getAddress();

/ /K A

String privateKey = credentials.getEcKeyPair () .getPrivateKey () .toString(16);
/MK A
String publicKey = credentials.getEcKeyPair ().getPublicKey () .toString(16);

SR8 & P AN ERI

/ /I ¥R T8 SRR P FAER A FH 8 A A0SR P

Credentials credentials = GenCredential.create (privateKey);
Ik = FAVEH SCHF

T EE T K P A AU Rget_accounts . shAE AL T PEMELPKCS 124% 2 BIMK 7 A STk 7 A8 i R A
IR ES K a0, AT DUE S N EPEMELPKCS 12k 7 FASASCHE R 7 - s FASAA M1
%: PI12ManagerfIlPEMManager, =M, P12Managerf T II#PKCS124& = IFAEASCHF, PEMManagerf
TINEPEMAE CHIFAH LA -

+ P12Managerf7£2461:  fEapplicationContext.xmlH it B PKCS 120/ BAAEH SUAF B 12 250

<bean id="pl2" class="org.fisco.bcos.channel.client.P12Manager" init-method="load"
>

<property name="password" value="123456" />

<property name="pl2File" value=
—"classpath:0x0£c3c4bb890bd90299db4c62be0174c4966286c00.pl2" />
</bean>
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T2 A

/ /I Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml");

P1l2Manager pl2 = context.getBean (Pl2Manager.class);

/ /BRI ECReyPair, BRGTEAE T p1 2k P 3L 5 5E

ECKeyPair pl2KeyPair = pl2.getECKeyPair (pl2.getPassword());

/ /A 7St i B e FAEAAN A B
System.out.println("pl2 privateKey: " + pl2KeyPair.getPrivateKey () .toString(16));
System.out.println ("pl2 publicKey: " + pl2KeyPair.getPublicKey ().toString(l6));

//E R web3sdkfffIcredentials
Credentials credentials = Credentials.create (pl2KeyPair);
System.out.println("pl2 Address: " + credentials.getAddress());

» PEMManager 5 F 24151
fEapplicationContext.xmlF AL EPEMMK - HIFAEA S 1 B4 12

<bean id="pem" class="org.fisco.bcos.channel.client.PEMManager" init-method="load"
>

<property name="pemFile" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pem" />
</bean>

(I YIS

/ /I Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext-keystore-sample.xml");
PEMManager pem = context.getBean (PEMManager.class);

ECKeyPair pemKeyPair = pem.getECKeyPair();

/ /A7t R R AL AN A
System.out.println ("PEM privateKey: " + pemKeyPair.getPrivateKey ().toString(l6));
System.out.println ("PEM publicKey: " + pemKeyPair.getPublicKey () .toString(16));

/ /R web3sdkffFfIcCredentials
Credentials credentialsPEM = Credentials.create (pemKeyPair);
System.out.println ("PEM Address: " + credentialsPEM.getAddress());

B SDKFREHFHEN
HfJava & A3

EHIGRME—DRINEEGAN LR, 7 EIF &% K Solidity &2 3 1FYR F N Java 5 2301, BAAEERT
ASHXE -

HEH AL

SDKIIZ I RER T B/INEAL, W HAALMERE D, KIAMERILSTEE . HEALHHIavad s
FKdeploy /7%, REUALINT G o @id A 2% G AT LU F getContractAddress /7 £ TR HUER & & 2 b HE DL
FJARZ A AR A T IESE L S5 ThEE - QR AAICERE, N ERE 1A 29k T LU Fload 77 320
HAENINS, RERRIZE YRR AE -
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/L E S, sdk 5 REEETT m LB, Klweb3 7015

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService() ;

channelEthereumService.setChannelService (service) ;

channelEthereumService.setTimeout (10000) ;

Web3j web3j = Web3j.build(channelEthereumService, service.getGroupId());

/ ERER BRI A LI SE

BigInteger gasPrice = new BiglInteger ("300000000");

BigInteger gasLimit = new BigInteger ("300000000");

String privateKey =
—"b83261efad2895c38c6c2364ca878f43e77f3cddbc922bf57d0d48070£79febo";

//AREINEIK RN, TR 554

Credentials credentials = GenCredential.create (privateKey) ;

/B Y]

YourSmartContract contract = YourSmartContract.deploy(web3j, credentials, new_
—StaticGasProvider (gasPrice, gasLimit)) .send();

/ /IRYE & AN E A2

//YourSmartContract contract = YourSmartContract.load (address, web3j,
—credentials, new StaticGasProvider (gasPrice, gasLimit));

/ /AL TTERIERL 5

TransactionReceipt transactionReceipt = contract.someMethod (<paraml>, ...).
—send () ;

//EWE L TIEEZ & AIRETRIR S

Type result = contract.someMethod (<paraml>, ...).send();

9.4.2 Spring Boot¥i H Jf- & #55|

Fefitspring-boot-starters~FI 71 H #1257 - Spring Boot™i H 7+ & 5 SpringWil H F & R, HEZEXFHETE
B ARNER - ZonFI0E R RN RG], BAAREAS 2R G0 E EI’JREADMEﬁU‘éI

9.4.3 SDKE % IhRef# H

o BIE M FISCO BCOSX BREER A E BB E, HEREBIMIFISCO BCOSX HREE1E S % [F 7 1 H
Ft -

o [BHE®INEE: application.xml/application.ymlfg & S/ H FfencryptType B I E M1 -

[E] %5 B SDK IV A APIHY 77 X 5 35 i@ it SDK VA FHAPIF 7 =UAE R], H 2 F7E T [E % it SDK 7 22 42 15 [ 25 hit
HlJavad )3 - E BRI 1F ejar® N EOFZ %X H, FH T K5 Solidity & 29 3L 8 E I ) Java &
P - ATLAFET Hsre B R N —MibEX, & FEMNEZRja @ EEibEE T - R E5TH
fhbuild.gradle 31, BRI FaRjart, 5| A\E®YIFE S artd -

compile ("org.fisco-bcos:web3sdk:x.x.x") { //U0: web3sdk:2.0.0
exclude module: 'solcJ-all'

}

// 0. AMEE GRS jar

compile files('lib/solcJ-all-0.4.25-gm. jar"')
// 0. SIUAREE GG ES jarE

// compile files('lib/solcJ-all-0.5.2-gm.jar")

Solidity & £ 3 ¥ [ B hiJava & 20 ST AP R~ F0 2 R0 A [ 25 AR & 2 D7 1A 3 5 3 8 it SDK A
A -
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9.5 Web3SDK API

Web3SDK APIF % %) yWeb3j APIFIPrecompiled Service API- H FWeb3j APIH] L £ 1) [X B 5%+ 55 F)HR
B, REMERRLZEE; Precompiled Service APIR] LUE B X HBEA AL B AL SEINFE € ThAE -

9.5.1 Web3j API

Web3j APIZ FHweb3j% 4 i F FIFISCO BCOSHIRPC API, HAPI% #7 5RPC APIFH[E, Z%RPC APIL
=R

9.5.2 Precompiled Service API

T4 1% & £ EFISCO BCOSJE J2 3 1 C++55 B — F & 5008 HE & 2 - SDKE 2 i 1l g % & 2 %) B
MJavaf% O, 6 &8 WA X LlavafZ A SEI T HKRARIER S, KEES#H G, ZEEH ST
it o SDK#E #tPrecompiled®f 7 F]Service , 43 All 72 43 17 242 HI AL FR AH 5% FYJPermissionService, CNSHH %
fICnsService, FR i) ML B #H 5% KISystemConfigService Fl1 77 5 R B 4 < ConsensusService - 15 E5
RhS1E5%: Precompiled Service API £ 135

PermissionService

SDKFEHERT 73 A1 A2 AR A SCRF, PermissionService F] ABCEAURF R, H AP T :

« public String grantUserTableManager(String tableName, String address): R & /7 32 2 F7MERIK
P BENRE R -

+ public String revokeUserTableManager(String tableName, String address): & F 7 % % f15h 0
T P btk 25 BRARRAE . -

+ public List<PermissionInfo> listUserTableManager(String tableName): R 7 %2 B E R
TUBRIC RS R (B AR I E & NI 2 bk A0 AR SR =) -

+ public String grantDeployAndCreateManager(String address): 314Nk P # ik (5B A 29 F16]

FEF P RN -

+ public String revokeDeployAndCreateManager(String address): 75 FR MBI F #lhik 350 & & 20 F0
B PR -

« public List<PermissionInfo> listDeployAndCreateManager(): &I T E & NF6I#H - F£4Y
FRAVAFRIC KGR -

* public String grantPermissionManager(String address): 3 /i1 5 MBIl = #ok A& A R AIALFR -

* public String revokePermissionManager(String address): FZFRIMIIK 7 Hotik 08 BRAL PR AOAER -
* public List<PermissionInfo> listPermissionManager(): £ If#E &R IPFRICKSF -

+ public String grantNodeManager(String address): & 7 MBI 7 o4k A7 5 HANER -

* public String revokeNodeManager(String address): % FR7MEFIK P #ihk o7 S & BRALRR -

« public List<PermissionInfo> listNodeManager(): iR 17 S B H AR IR E -

* public String grantCNSManager(String address): 3 il & N0 - #odik #4957 F CNSAUBR -

+ public String revokeCNSManager(String address): 2 FR7MNEIK P #ihk 75 FHCNSHUR -

* public List<PermissionInfo> listCNSManager(): £ if#H {# FH CNS KA R IE %51 % -

+ public String grantSysConfigManager(String address): 3 1/ MR P #04E R R G S EE FAR -
+ public String revokeSysConfigManager(String address): £ FRZMRIK 7 Hihk 0 RS ECEHUR -
+ public List<PermissionInfo> listSysConfigManager(): I 25 S5 EH I RICESF* -
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CnsService

SDKIRMSTCNSHI 4 « CnsServiceT] LIELBECNSE B, HAPIAIT:

+ String registerCns(String name, String version, String address, String abi): R{E &% « ALK
5 ANHERIA ZabiiEFCNSE B, -

« String getAddressByContractNameAndVersion(String contractNameAndVersion): 1R & & 2344 F
BURARS (BB EARASHRICE F5ERERGAME . AR SAMAS, BAEHE
LIEHThRUR -

+ List<CnsInfo> queryCnsByName(String name): 1R¥E5 4% EIHCNSEE -

+ List<CnsInfo> queryCnsByNameAnd Version(String name, String version): 1R & & 2% Fl1& £ A
KSEIRCNSEE -

SystemConfigService
SDK# fit *f & 4% B & B X ¥F - SystemConfigServicer] DL il B R S B % HE ( H B X
FFtx_count_limitfltx_gas_limitE A% E) , HAPIAITF:

« String setValueByKey(String key, String value): R{E8 X BN N ME (BHBENSNAE, 5
Z£Web3j APIH f¥]getSystemConfigByKey# 1) -

ConsensusService

SDKHE MRS 7 57 U EE B B SCFF - ConsensusService F] UZE T S8, HAPIYI T
+ String addSealer(String nodeld): HR¥ET7 S NodeID¥ & X R 7 51 A HARTT 5 -
+ String addObserver(String nodeld): R %77 S NodelD1% & % I 11 s WELTT 5, -
+ String removeNode(String nodeld): R 7 5 NodelD 5 & X B 7 5 I 17 5,

CRUDService

SDKHZEEXTCRUD S MU -/ E /Y 323 - CRUDService A] LAGIEES , W78 I Be & #:/E, E AP
iy

int createTable(Table table): &%, RUERN SR . ENGFEXEHERYS, FRFELMEAMM
?EEZ; Hrp, HMFE A& U SGES S RRIHEN TR £ REQIERIPIRSE, &EHOMIT
TR -

int insert(Table table, Entry entry): i AI0%, RMEFEIS S HFEntryXf 5 . BN RFELERLM
THFEY4; Entrysemaptf %, MIHANTFERAMNFEE, EELINEETFRTFE - RERFHA
HIIESREL -

int update(Table table, Entry entry, Condition condition): FFiif 3%, #LEX 5, EntryXf %
HCondtion¥f 5 « KX RFHFEXERLMERTES; EntryEmapif %, FRHEEFTIF B2 MFEL
{H; Condition® GIEF MRS, A LI E B A UCELSEF « R B FETAIC KL -

List<Map<String, String>> select(Table table, Condition condition): %% 1f]iC 5%, $EftF X 5
FCondtion¥f 5t - R RFE R ER L ERF B4 ; Condition®f FEFMEN R, AILIKEE
TRIICAL SR o IR E ALK -

int remove(Table table, Condition condition): FZFRIC3RK, ML F N G FCondtiontf 5 - FXI H 7
B BERELMERFE 4, Condition¥ FEFMHFXTS, Al LLXERRAICELSM: - REFERAIC

Table desc(String tableName): MRIEF LT HEGEE, FELSROEBANEMBELEFE - &
mIFRBEE FEASRATFRTEEMEMBEFEES -
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10.1 — -~ ¥R

10.1.1 1.1~ EAHHR

AFERFISCO-BCOS 2.0.0hK A, N5 FHFISCO-BCOS 1.2801. 3004 i Fv1.2. 1 fi 2 .

DX SR T R DX RBE R ORI FTARA, FREAT KR RoR o 7 - LAWeb IR A9 5 50, ZRECH Aif X5k
BEFFAIE R - AN WASRASERCFISCO-BCOS 2.0, K T2.0MUARIFFIER L2 JEEE - 70 AN
R L B T B SRR R 2. O URFEE I E , RIE AT LA IR

XEEHES. -
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1.2 FEINREEBR

ANTIRE R T &S AR R, 7 RGN B 8 — DB R ATIAIR - [XERBEDN B85 2 A0 Th ERE
BRA: BAUMER, BB, XHREEEERRER -

1.2.1 - BAHY B

AR EEA TS HAD R P URREIAFRAE, 17 XREEE BN -

XEREERE ~

1.2.2. BB

FEOEHFARE, TAEE, S2ECE -

EEa XEGEEE v

1.2.3. XIREE(R BRRIER

XEREED oy EERoR T8 EIRH A REE, IEEREHE: MHER, XREE, XHEE-

i - 5 v XEGEES o

ﬁ‘ﬁ
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10.2 — - fHHFI®R

10.2.1 2.1 #HERE

X R ] W 2 P o RO A X R BE B0 R R . T RS EIEFEVIIA LS (RINEEAEE BT
f B8R |, BEERSEIERE RIS P e @ X HEERELH - FISCO-BCOS 20821t T Z A EHEAORELE
%@73 Fav

1 SRR R B AT R MK, A build_chain .
2. WREF RIS, FEEREERE TEFISCO-BCOS generator -

P £ E X AIFE T build_chain”y [ EASI LY, FEREEEHE P, HBIAER T REENA DT SRR
B FRE TRHTZ2fE BN AENRRAH, FEARBEENHRE-

10.3 = XEREEN WA TERE

X EEER YT 2R NI DR J5 6 RS fisco-beos-browser ~ Bl Uiweb T [ fisco-bcos-browser-front -
HETRRARTATRAL T s E . S ST e

10.3.1 3.1.1- —§#Eg
EARSHFENEE, REAREER . BAEERRES W20 R .

10.3.2 3.1.2~ FEhEE
JFERSHER
X HREED YT 285 & AR S5 {F FH Spring BootIJAVAJE G ikSS, BARIEEMAES W 23530k -

Hij web U1 AR 555 2
X BB 25 AT dsweb UL A FIME SR vue—c1i, EREERES WL .
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10.4 U . WIHRLEIASE

10.4.1 4.1 RINEEAH

ARSI IE, AT M DU B3 25 U7 (I nginx A & A9 i S IPAH A 1, 2E BN 28 T - RATIAIE
FEH RO BLas T 25| S AR B A E T, @it AT R ERAD, HHAK, #ik-

HAIDTFEM X RERAIDREF — 2 . FHAIDTEZMEE T, 1 pefe R 2+ G a4 -
HHAREANHADRO—MEE L, FETHERLT -
R BUE A PR — 5 A -

10.4.2 4.2 N7 A

IIBEPTER T AUE R, BT XREEN W 2 R U R B R B B - 17 A Wrpeti 015 B Ap2pis 15
BT LTI S conﬁg.ini@ﬂﬁj(ﬁ: FHEREX .

TR, BESInERA 2 BRI AR LR E AT AR -

10.4.3 4.3 HKINELA

AP B ES AR SE L& LIENT R T BE - LI BER B P IEAR A AT S T S - RS
Hzipt EfE—AZ, HTRRRFESZ&LINRR -

SNDH:
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4.3.1 FEEY

L. B2 L& S Rpsol 3 AR MIRE sol LT B plizip B L A% -
2. zipB RE SRR AR, WREE HREOALEEMRET - zipf o AREH sol3LH: -

4.3.2 ¥ &4

B StorageFactorysol @

B

B storage.sol @

B okabcsol ®
B oksol @
B Helloworld.sol &
B setsa &
vimok @
 oksol

10.5 H - DHEEN4

10.5.1 5.1~ HE%E
5.1.1 #EHER

TR EATRARNR A,

St
o
CIk
i

, IEFEANHERIAZ 5%, PBFTHIA -

5.1.2 15K G E

M E I URoR T S ATRrE 1SN S 1B 0L -

5.1.3 77 S HEYE

TR RS T A BTEEAA DT RRID, HETRE . pbftview, I RCIRE -

5.1.4 XA

KRB R T HRIL4 T XIRIER, BFF KRR, HRE, R AR E R 58

B o

5.1.5 X 51k

KoM R T BB 5y, WIS Shash, ZTHEE], oMK EE - KHREIGE, WREIER
SANTZHERIEGLIEEER IS HRRZEOEE -
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156f6b63b12f8... pra) 2019-03-12 09:51:41
2019-03-12 09:51:41:000 1 txns 0x91718e3d44f074e... = Ok

156f6b63b1218... Erao) 2019-03-12 09:43:17
2019-03-12 09:43:17:000 1 s 0x7150f4ca8631cf6... = OxeBbcB94af5f2844... trans(uint256 num)

HTISE dc7532e1d166... o] 2019-03-12 09:43:10
2019-03-12 09:43:10:000 1 txns Ox1fde781a768edeb... = OxeBbc94af5f2844... trans{uint256 num)

10.5.2 5.2 XIREB N
(X 5 B0 v 2 T HE [X B 26 DT A (X B 15 DU -

10.5.3 5.3~ TS5
S E BN E B G S 5 3 35 TR I AC 5 1% DU -

5.3.1. XX 5@

BRI EEHEE, KXY ERBE S RENT L A LM KA Z R T E A IS AL . DI s T i s
TEALNIMERR S A RIERE b, SOREEH P AEM FjavafljsSiE 5 W S48, BEEREFSNNIEFR
&
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325 0x318f1451632927258127ff6673cd1141e311e7b94c6b68f32524a71964ea8bal

ZZEIES

blockHash:
blockNumber:
gas:

from:
transactionindex:
to:

nonce:

value:

hash:

gasPrice:

input:
P function

methodid 0

data
type

‘ uint256

5.3.2 . FHHMENT
BRI DR R R, XEREEN 0T 28 e A IRAT H & 29AE 538 5 IR S 7 R ST .

325 0x318f1451632927258127ff6673cd1141e311e7b94c6b68f32524a7 1964ea8bal

EBES

output:
blockHash:
gasUsed:
blockNumber:
contractAddress:
from:
transactionindex:
to:

logsBloom:

transactionHash:

status:

logs:

Address:  Oxe

Name :

Topics :

Data:
name

num
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cHAPTER 11

JSON-RPC API

NHNHEE O KR E R curl @4, curl @& — MR HuliBEEG ST T EFEdEEH TR, Bidcurld
4 % #nhttp postiE 3K, A L [AFISCO BCOSHIISON RPCH; [ - curl iy & urlith ik % &y 17 AL B X
Hrpc] B [1listen_ip] M [jsonrpc listen port]¥iH . A T json, FHjq T H##1T
M ER - $RIESERPCIEIT IR « RS EIHIRSTIFR S Z X H -

11.1 getClientVersion
IR [T R IR B

11.1.1 35

7

11.1.2 JRE1E

s object - RAER, FEUWT:
Build Time: string - ZRigHT[HE

Build Type: string - ZRIFNLERE R

— FISCO-BCOS Version: string - FISCO BCOSHAT

— Git Branch: string- WA 53 3

- Git Commit Hash: string - B Ficommithd
* il

// Request
curl -X POST —--data '{"jsonrpc":"2.0","method":"getClientVersion", "params":[],"id
&":1}' http://127.0.0.1:8545 |iq

// Result

{
"id": 83,
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"jsonrpc": "2.0",
"result": {
"Build Time": "20190106 20:49:10",
"Build Type": "Linux/g++/RelWithDebInfo",
"FISCO-BCOS Version": "2.0.0",
"Git Branch": "master",
"Git Commit Hash": "693a709ddab39965d9c39da0104836cfb4a72054"

11.2 getBlockNumber
SR BT R N T X B
11.2.1 2%

e groupID: unsigned int - #ZHID

11.2.2 R [E{H

* string - HT KRB OxTF LB+ 7Rt fl 745 )
Nl

// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getBlockNumber", "params":[1],"id
—":1}" http://127.0.0.1:8545 |ijqgq

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": "Ox1"

11.3 getPbftView
IR B3 S BT AR B BEAH N I BB PBFT L]
11.3.1 2%

e groupID: unsigned int - FE4HID

11.3.2 ;R[E{H

* string - BOHTHIPBFTH A
o
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// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"getPbftView", "params":[1],"id":1}"
—http://127.0.0.1:8545 |Jjg

// Result

{
mign. l,
"jsonrpc": "2.0",
"result": "OxlaO"

E: FISCO BCOS #FPBFTH: I FIRaftHE 1, 24 5 (] {1 [X B 4% SR FRaftdt: 1B % 82 0 R [EIFISCO
BCOS H & XS0

{
"error": {
"code": 7,
"data": null,
"message": "Only pbft consensus supports the view property"
b
"id": 1,
"jsonrpc": "2.0"

11.4 getSealerList
iR B R N AR 1T 251
11.4.1 2

* groupID: unsigned int - FF4HID

11.4.2 ;R [E1{E

s array - FHIRT HIDIIFE
o

// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getSealerList", "params":[1],"id":1}
— " http://127.0.0.1:8545 |ijqg

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": [

—"037¢c255c06161711b6234b8c0960a6979ef039374ccc8b723afea2107cbal3432dbbc837a714b7da20]111£74d5a24e9

n
",

—"0c0bbd25152d40969d3d3cee3431fa28287e07cf£2330d£3258782d3008b876d146ddab97eab42796495bfbb281591

n
",

—"622af37b2bd29c60ae8£15d467b67c0a7fe5eb3e5c63£fdc27a0ee8066707a25afa3aaleb5a3b802d3a8e5e26de9dba

"
—
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11.5 getObserverList
SR IEIE R B N OISR T 15 51
11.5.1 2%

* groupID: unsigned int - #ZHID

11.5.2 ;R [E1{E

« array - M7 SIDFIF#
o ffl

// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getObserverList", "params":[1],"id
&":1}' http://127.0.0.1:8545 |iq

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": [

—"10b3a2d4b775ec7£3c2c9e8dc97fa52beb8caab9c34d026db9b95a72acldlclad551c67c2b7fdc341]

n
—

]

/7857eada7583

11.6 getConsensusStatus
R B R TELH P AR S (5

11.6.1 &%

e groupID: unsigned int - FE4HID

11.6.2 R [E/{H

* object - HIPREFE -
o 1. 4IANLHEVPBFTR (PBFTHEANZITS % PRFTIZ I L) |, FEUIF:
— accountType: unsigned int - [Tt
- allowFutureBlocks: bool - RFRFEITH
— cfgErr: bool - BB IR IR S
— connectedNodes: unsigned int - FERERT AL

— consensusedBlockNumber: unsigned int - TR R S
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— currentView: unsigned int - E RIS

- groupId: unsigned int - BH4HID

- highestblockHash: string - ARG A

— highestblockNumber: unsigned int - R X R

- leaderFailed: bool - leader KR

- max_faulty_leader: unsigned int - RS TT S EL

- sealer.index: string - i /%5 HAindexHInodeld

— node index:unsigned int - TENFS

- nodeld: string- T S.AIID

— nodeNum: unsigned int - 7R HEL

- omitEmptyBlock: bool - ZRETHERENL

- protocolId: unsigned int - FMYIDE

- toView: unsigned int - BEIE|IARviewH

- prepareCache_blockHash: st ring - prepareCacheld 7

- prepareCache_height: int- prepareCachefi %

- prepareCache_idx: unsigned int - prepareCache/¥5

- prepareCache_view: unsigned int - prepareCacheffl[&]

- rawPrepareCache_blockHash: st ring - rawPrepareCachels 77

- rawPrepareCache_height: int- rawPrepareCache& 5

- rawPrepareCache_idx: unsigned int - rawPrepareCache/¥5

- rawPrepareCache_view: unsigned int - rawPrepareCachef &

- committedPrepareCache_blockHash: string - committedPrepareCachelf

- committedPrepareCache_height: int- committedPrepareCache s 5

- committedPrepareCache_idx: unsigned int - committedPrepareCache/¥ 5

- committedPrepareCache_view: unsigned int - committedPrepareCachefl [

— futureCache_blockHash: string -futureCacheP& 7

- futureCache_height: int- futureCachef &

- futureCache_idx: unsigned int - futureCache/¥5

— signCache_cachedSize: unsigned int - signCache_cachedj(/J\

- commitCache_cachedSize: unsigned int - commitCache_cached X/

- viewChangeCache_cachedSize: unsigned int - viewChangeCache_cached X/>
o 1. HILIFWHIARARE (RaftiF Xt SERaf0T ) |, FEATTF:

— accountType: unsigned int - it}

- allowFutureBlocks: bool - RFARFHRITE

- cfgErr: bool - BLEIRITE

— consensusedBlockNumber: unsigned int - T—Aﬁﬂﬁﬁ%%ﬁi‘%%

- groupId: unsigned int - BE4HID

- highestblockHash: string - BTG A

- highestblockNumber: unsigned int - BoTXREE
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- leaderId: string - leaderffJnodeld
- leaderIdx: unsigned int - leaderf)/F5
— max_faulty_leader: unsigned int - BRRAEE T AL
- sealer.index: string - 17 5% 5 NindexHInodeld
- node index:unsigned int - T/ 5 Aindex
- nodeld: string- T A HID
— nodeNum: unsigned int - 77 SATEL
— omitEmptyBlock: bool - ZBE S HAR AL
— protocollId: unsigned int - FMYIDS
N

// Request PBFT
curl -X POST --data '{"jsonrpc":"2.0","method":"getConsensusStatus", "params":[1],
—"id":1}"' http://127.0.0.1:8545 |jqgq

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": [
{
"accountType":1,
"allowFutureBlocks":true,
"cfgErr":false,
"connectedNodes":3,
"consensusedBlockNumber":4,
"currentView":153,
"groupId":1,
"highestblockHash":
—"0x98e186095a88f7b1b4cd02e3c405£031950577626dab55b639e024b9£2£8788b",
"highestblockNumber":3,
"leaderFailed":false,
"max_faulty_leader":1,
"sealer.0":

—"29c34347a190clec0c4507cbeedbabbcd4d7a8f9f54ef26da616e81185c0aflla8ceadeachb74cf6£61820292b24bch

"
",

"sealer.1l":

—"41285429582cbfe6eed501806391d2825894b3696£801e945176c7eb2379%9alecf03b36b027d72£480¢89d15bacd434

o
— 1,

"sealer.2":
—"87774114e42a496c68£24820b30d221fa2f705278876da72£3d0a75695b81e2591¢c1939fc0d3fadbl5c

o
— 1,

"sealer.3":

359¢c997bafcH

—"dbb3a9782cbacaz271c9642aea391415d8b258e3a6d92082e59¢cc5b813¢cal23745440792ae0b29£4962d£568£8ad58b

o
— ",

"node index":1,
"nodeId":

—"41285429582cbfe6eed501806391d2825894b3696£801e945176c7eb237%alecf03b36b027d72£480¢89d15bacd434

"
",

"nodeNum" :4,
"omitEmptyBlock":true,
"protocolId":264,
"toView":153
}I
{
"prepareCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000",
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"prepareCache_height":-1,
"prepareCache_idx":"65535",
"prepareCache_view":"9223372036854775807"

"rawPrepareCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™,
"rawPrepareCache_height":-1,
"rawPrepareCache_idx":"65535",
"rawPrepareCache_view":"9223372036854775807"
}I
{
"committedPrepareCache_blockHash":
—"0x2ed4c63cfac7726691d1fed36ec05a7¢5751dc4150d724822ff6c36a608bb39f2",
"committedPrepareCache_height":3,
"committedPrepareCache_idx":"2",
"committedPrepareCache_view":"60"
}I
{
"futureCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™,
"futureCache_height":-1,
"futureCache_idx":"65535",
"futureCache_view":"9223372036854775807"

"signCache_cachedSize":"0Q"

"commitCache_cachedSize":"0"

"viewChangeCache_cachedSize":"0"

// Request Raft

curl -X POST --data '{"jsonrpc":"2.0","method":"getConsensusStatus", "params":[1],
—"id":1}"' http://127.0.0.1:8545 |jg

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": [
{
"accountType": 1,
"allowFutureBlocks": true,
"cfgErr": false,
"consensusedBlockNumber": 1,
"groupId": 1,
"highestblockHash":

—"0x4765a126a9de8d876b87f01119208be507ec28495bef09cle30a8ab240cf00£f2",
"highestblockNumber": O,
"leaderId":
—"d5b3a9782c6aca271c9642aea391415d8b258e3a6d92082e59%9cc5b813¢cal23745440792ae0b29£4961

"
",

"leaderIdx": 3,

"max_faulty_leader": 1,

"sealer.0":
—"29c34347a190clec0c4507cbeedbabbcd4d7a8f9f54ef26da616e81185c0aflla8ceadeacb74cf6fo

"

rdf568£8ad58b

1820292b24bc5

",
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"sealer.1l":

—"41285429582cbfe6eed501806391d2825894b3696£801e945176c7eb237%9alecf03b36b027d72£480¢89d15bacd434

n
",

"sealer.2":

—"87774114e4a496c68£2482b30d221fa2f7b5278876da72£3d0a75695081e2591c1939fc0d3fadbl5c¢359c997bafc?

"sealer.3":
—"d5b3a9782c6baca271c9642aea391415d8b258e3a6d92082e59cc5b813cal23745440792ae0b29£4961

‘—>"l
"node index": 1,
"nodeId":
—"41285429582chbfe6eed501806391d2825894b3696f801e945176c7eb2379%9alecf03b36b027d72£4804

:_}",
"nodeNum": 4,
"omitEmptyBlock": true,

"protocolId": 267

pdf568£8ad58b

p89dl5bacd434

11.7 getSyncStatus
IREFEEREAE N RIS E R

11.7.1 3%

* groupID: unsigned int - #ZHID

11.7.2 JR[E{H

s object - AWIREBE, FEWT:
— blockNumber: unsigned int - RS mEE
- genesisHash: string - SIHIRIGA
— isSyncing: bool - IEERIPIRE
— latestHash: string- OB X BRAE A
- nodeId: string- TS HID
- protocolId: unsigned int - FMYIDE
— txPoolSize: string- oA 5 R E
- peers: array - CiEEMIRERENP2p T &, THAEEFEWT:
* blockNumber: unsigned int - BofT X R EE
% genesisHash: string - QIR XA
% latestHash: string - BFTERIG A
* nodeId: string- TARKID
N

// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getSyncStatus", "params":[1],"id":1}
—"' http://127.0.0.1:8545 |jg
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£359c997bafc 9

// Result
{
"id": 1,
"Jsonrpc": "2.0",
"result": {
"blockNumber": O,
"genesisHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£2",
"isSyncing": false,
"latestHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",
"nodeId":
—"41285429582cbfe6eed501806391d2825894b3696f801e945176c7eb2379alecf03b360b027d72£480¢89d15bacd434
H"I
"peers": [
{
"blockNumber": 0,
"genesisHash":
—"0x4765a126a9de8d876b87£f01119208be507ec28495bef09cle30a8ab240cf00£f2",
"latestHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£2",
"nodeId":
—"29c34347a190clec0c4507cbeedbabbcd4d7a8f9f54ef26da616e81185c0aflla8ceadeachb74cf6£61820292b24bcS
;}ll
}I
{
"blockNumber": 0,
"genesisHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",
"latestHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00f2",
"nodeId":
—"87774114e42496c68f2482b30d221fa2f705278876da72£3d0a75695b81e2591¢c1939fc0d3fadbl5c
:_>"
}I
{
"blockNumber": 0,
"genesisHash":
—"0x4765a126a9de8d876b87£f01119208be507ec28495bef09cle30a8ab240cf00£f2",
"latestHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",
"nodeId":

—"d5pb3a9782c6baca271c9642aea391415d8b258e3a6d92082e59cc5b813cal23745440792ae0b29f4961

"
—

}
1,
"protocolId": 265,
"txPoolSize": "O"

rdf568£8ad58b

11.8 getPeers
R[] B Ap2p 1 A1 K

11.8.1 &%

e groupID: unsigned int - BE4HID
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11.8.2 R [E{H

s array - DEERP2p T AGEE, FEUT:
— IPAndPort: string - 11 AIEREAipHig
- nodelId: string- T & HID
- Topic: array - T m R {E MtopiclF &

o 5l

// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getPeers", "params":[1],"id":1}"'
—http://127.0.0.1:8545 | g

// Result
b ason:
{
"id": 1,
"Jsonrpc": "2.0",
"result": [
{
"IPAndPort": "127.0.0.1:30308",
"nodeId":
—"0701cc9f05716690437b78db5b7¢c9¢c97c4£8f6dd05794bad648b42b9267ae07cfcd589447ac36c491¢
"Topic": [ 1]
bo
{

"IPAndPort": "127.0.0.1:58348",

"nodeId":
—"353ab5990997956f21b75f£5d2f11ab2c6971391c73585963e96fe2769891c4bc5d8b7¢3d0d04£50a
“’"l

"Topic": [ ]

}I

{
"IPAndPort": "127.0.0.1:30300",
"nodeId":

"
",

"Topic": [ 1

2760424214960

6e04c4445c09

—"73aebaea’baa?9640df416d0e879d6e0ab685%a221dad7¢c2d34d345d5dclfe9ci4cdalab79a7a3£921df¢9bdeadad9bb3

11.9 getGroupPeers
SR B B AR T S AR 513
11.9.1 %

* groupID: unsigned int - #ZHID

11.9.2 R [E1E

e array - FIRTT S FERTT S AIIDY R
o 5l
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// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getGroupPeers", "params":[1],"id":1}
—'" http://127.0.0.1:8545 |ijqg
// Result
{
"id": l,
"jsonrpc": "2.0",
"result": [

—"0c0bbd25152d40969d3d3cee3431fa28287e07¢cf£2330df3258782d3008b876d146ddab97eab42796495bfbb281591
;}",
—"037¢c255c06161711b6234b8c0960a6979e£039374ccc8b723afea2107cba3432dbbc837a714b7da20111£74d5a24e9
—"622af37b2bd29c60ae8£15d467b67c0a7fe5eb3e5c63£fdc27a0ee8066707a25afa3aaleb5a3b802d348e5e26de9dba
—"10b3a2d4b775ec7£3c2c9e8dc97fa52beb8caab9c34d026db9b95a72acldlclad551c67c2b7£fdc34177857eada7583

]

}
11.10 getNodelDList
IRETT R B DR Ip2p T IR
11.10.1 &%
* groupID: unsigned int - #ZHID
11.10.2 iR [E/{E
e array - T AAGEEREp2p T S HIDSIE
o
// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getNodeIDList", "params":[1],"id":1}
—'" http://127.0.0.1:8545 |jqg
// Result
{

"id": 1,

"jsonrpc": "2.0",

"result": [
—"0c0bbd25152d40969d3d3cee3431£a28287e07cf££2330d£3258782d3008b876d146ddab97eab42796495bfbb281591
—"037c255c06161711b6234b8c0960a6979e£039374ccc8b723afea2107cba3432dbbc837a714b7da20111£74d5a24e9
—"622af37b2bd29c60ae8£f15d467b67c0a7feb5eb3e5c63fdc27a0ee8066707a25afa3aaleb5a3b802d3a8e5e26de9dba
—"10b3a2d4b775ec7£3c2c9e8dc97fab2beb8caab9c34d026db9b95a72acldlclad551c67c2b7fdc34177857eada7583

n
—
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11.11 getGrouplList

IR BT S BT R B IRFEEID S 3%

11.11.1 3%

7T
11.11.2 R EH
s array - T APTBEARNEHIDYE
.
// Request
curl —-X POST --data '{"jsonrpc":"2.0","method":"getGroupList", "params":[],"id":1}"

http://127.0.0.1:8545 |iq

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": [1]

11.12 getBlockByHash
IR [E AR BRI 7 B A XCER(E

11.12.1 2%

e groupID: unsigned int - F£4HID
* blockHash: string - [X HLrG Ay

* includeTransactions: bool - A& FirE(true TR HEME R, false{ R4 5 Hhash)

11.12.2 R [E/{H

s object - KIMEE., FEUT:

- extraData: array - Fn&dE
gasLimit: string- IZH%EF‘fEitFE"]gaSEij(ﬁ
gasUsed: string- [Zﬁ%‘:f:‘@?ﬁy%?ﬁ*%ﬁ'ﬂgas
- hash: string - XHIEF
logsBloom: string - logHI /A& B {E

— number: string- X
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- parentHash: string - 3 XIRIGF
- sealer: string- IRV EFS

- sealerlist: array - FLIRTT S5
— stateRoot: string- RASARIE A

— timestamp: string - A5 [E]#

NN

- transactions: array - L HHE, HincludeTransactionsHfalself, BRA
S BIME # o Y¥includeTransactionsHtruelt, B RAZ ZHEMAELE (EHF K
M. getTransactionByHash)

« R

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"getBlockByHash", "params":[1,
—"0x910ead4e2a83618c7cc98456678c9984d94977625e224939024b3¢c904794b5ec", true], "id
—":1}" http://127.0.0.1:8545 |ijq

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"extraData": [],
"gasLimit": "O0xO0",
"gasUsed": "0x0",
"hash": "0x910ea44e2a83618c7cc98456678c9984d94977625e224939024b3c904794b5ec",
"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000
"number": "Ox1",
"parentHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",
"sealer": "Ox3",

"sealerList": [

—"0471101bcf033cd9%e0cbdbeef76cld4e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599%fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%9a702eadfd5g

"
",

—"cf93054cf524£f51c9%fede9a’6a50218aaa’7a2cab6e58£6£5634£9c2884d2e972486c7feld244d4b49c

"
",

—"edlc85b815164b31e895d3£f4fc0b6e3£0a0622561ec58al1l0cc8£3757a73621292d88072b£f853ach2f

n
—

1,
"stateRoot":
—"0xfb7caba’7a271c8ffb51bc689078d0aeded23497¢c9c22e67dff8blc7bd4ec88az2a",
"timestamp": "0x1687e801d99",
"transactions": [
{
"blockHash":
—"0x910ead44e2a83618c7cc98456678c9984d94977625e224939024b3c904794b5ec",
"blockNumber": "Ox1",
"from": "Oxadf06b974703alc25c621ceb53676826198d4b046",
"gas": "0x1c9c380",
"gasPrice": "Ox1",
"hash": "0x022dcblad2d940ce7b2131750£7458eb8ace879d129ee5b650084467cb2184d7

"input":

000000000000

e3bafeel88bc

£025180£9d966.

b148clcb524bc

a9%a9bbbl0ab4]

"0x608060405234801561001057600080£fd5b5060016000800160006101000a81548173FFfFFFFffffff

e e i i i i i

"
",
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"nonce": "0x1a9d06264238ea69clbcaza74cfced979d6bbabbce8ad6f5a30e8017b5a98d8
‘—’"l
"to": null,
"transactionIndex": "0x0",
"value": "0x0"
}
]I
"transactionsRoot":

—"0x07506c27626365c4£f0db788619a96dfle6f8£62c583£158192700e08cl0fecoa"
}

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"getBlockByHash", "params":[1,
—"0x910ead44e2a83618c7cc98456678c9984d94977625e2249390b24b3c904794b5ec", false], "id
—":1}" http://127.0.0.1:8545 |ijqgq

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"extraData": [],
"gasLimit": "O0xO0",
"gasUsed": "0xO0",
"hash": "0x910ea44e2a83618c7cc98456678c9984d94977625e224939p24b3c904794b5ec",
"logsBloom":

—~"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

"
1,

"number": "Ox1",

"parentHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£2",

"sealer": "Ox3",

"sealerList": [

—"0471101bcf033cd9%0cbdbeef76cl44e6eff90a7a0b1l847b5976£8ba32b2516c0528338060a4599%fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%9a702eadfd5g

"
",

—"cf93054cf524£f51c9%fede9a’6a50218aaa’7a2cab6e58£6£5634£9c2884d2e972486c7feld244d4b49c

"
",

—"edlc85b815164b31e895d3£f4£fc0b6e3£0a0622561ec58al0cc8£3757a73621292d88072b£853achb2f

n
—

]’
"stateRoot":
—"0xfb7caba’7a271c8ffb51bc689078d0aeded23497¢c9c22e67dff8blc7b4ec88az2a",
"timestamp": "0x1687e801d99",
"transactions": [
"0x022dcb1ad2d940ce7b2131750£7458eb8ace879d129ee5b650084467cb2184d7"
]’
"transactionsRoot":
—"0x07506c27626365c4f0db788619a96dfle6f8f62c583f158192700e08c10fecoa™
}

000000000000

e3bafeel88bc

£025180£9d966.

bl48clcb524bc

a9%a9bbbl0ab4]
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11.13 getBlockByNumber
IR AR DXCBR e B A TR A XCER(E R

11.13.1 &%

* groupID: unsigned int - #ZHID
e blockNumber: string - X&) B (T3 HI2AF 8 200X I3k 1 75 3 I 277 )
+ includeTransactions: bool - (& X H & (true BT HHAME R, false{ T R5 5 Hhash)

11.13.2 R [E{H

I getBlockByHash
o

// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getBlockByNumber", "params":[1,"0x0
—",true],"id":1}" http://127.0.0.1:8545 |jgq

Result iLgetBlockByHash

11.14 getBlockHashByNumber
SR [EIARAR (X 8 RV (X R A

11.14.1 3%

e groupID: unsigned int - FE4HID
* blockNumber: string - X BT #EHFAF B aox k& 1 75 2 6 F 47 5

11.14.2 ;R [E/{H

* blockHash: string- [X LA Ay

. R
// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"getBlockHashByNumber", "params":[1,
—"0x1"],"id":1}" http://127.0.0.1:8545 |jqgq
// Result
{

"id": 1,

"jsonrpc": "2.0",

"result": "0x10bfdcle97901ed22ccl8al26d3ebb8125717c2438£61d84602£997959c631fa"

11.15 getTransactionByHash

RERIER S/ BRI S ER

11.13. getBlockByNumber 307



./api.html#getblockbyhash
./api.html#getblockbyhash

FISCO BCOS Documentation, Release v2.0.0-rc2

11.15.1 &%

e groupID: unsigned int - #£4HID

* transactionHash: string- L

11.15.2 R [A]{H

s object: - XHER, HFEEWT:
— blockHash: string- BERA G WX IRIG A
— blockNumber: string - HEERL G X EE
— from: string- K IEE IR
- gas: string - KEHERMgas
— gasPrice: string- ﬁ%ﬁ%@iﬂ/‘]gaﬁ"ﬂﬁ%
— hash: string- T G A
- input: string- ZZHHIA
— nonce: string- A 5 Knonce B
- to: string - FHICERHHE, SEEDNE S EIZE Anull
— transactionIndex: string - ToHRIFE
— value: string- HREIIE
Nl

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"getTransactionByHash", "params":[1,
—"0x7536cf1286b5ce6cll0cd4feabc891467884240c9af366d678eb4191lelc31lcof"], "id" 1} " |
—http://127.0.0.1:8545 |jgq

// Result
{
"id": 1,
"Jjsonrpc": "2.0",
"result": {
"blockHash":
—"0x10bfdcle97901ed22ccl8al26d3ebb8125717¢c2438£61d84602£f997959¢c631fa",
"blockNumber": "Ox1",
"from": "0x6bc952a2e4db9c0c86a368d83e9dfl0c6ab481102",
"gas": "0x9184e729fff",
"gasPrice": "0x174876e7ff",
"hash": "0x7536cf1286b5ce6cll10cddfea5c891467884240c9%9af366d678eb4191elc3lcof
‘—’"l
"input":

—"0x48£85bce000000000000000000000000000000000000000000000000000000000000001b£5bd8a9¢

"
",

"nonce": "0x65£f0d06e39dc3c08e32acl10a5070858962bc6c0£5760baca823£2d5582d03£

"to": "Oxd6fla71052366dbae2f7ab2d5d5845e77965cf£0d",
"transactionIndex": "0x0",
"value": "0x0"

p7/ba8b936ea’0
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11.16 getTransactionByBlockHashAndindex
R EARYE X ERIG A TN 5 7 5 BRI S5 R

11.16.1 &%

e groupID: unsigned int - FE4HID
* blockHash: string- [X LG Ay

* transactionIndex: string- THF5

11.16.2 X [E{H

I getTransactionByHash
. R

// Request

curl -X POST --data '{"jsonrpc":"2.0", "method":"getTransactionByBlockHashAndIndex",
—"params":[1,"0x10bfdcle97901ed22ccl8al26d3ebb8125717¢c2438£61d84602£997959¢c631fa",
—"0x0"],"id":1}" http://127.0.0.1:8545 |ijqgq

Result L getTransactionByHash

11.17 getTransactionByBlockNumberAndindex
IR EIAR G XS RS 5 5 BRI 515 B

11.17.1 3

e groupID: unsigned int - F£4HID
* blockNumber: string - XIREE(HHEHIFHF 5 5ox I L BT/ 3 il F4F 8

* transactionIndex: string- o FE

11.17.2 R [E/{H

I getTransactionByHash
Nl

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"getTransactionByBlockNumberAndIndex
—","params":[1,"0x1","0x0"],"id":1}"' http://127.0.0.1:8545 |jg

}

Result L getTransactionByHash

11.18 getTransactionReceipt

IR [EARYE A F e A B I A 5 [ U B
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11.18.1 &%

e groupID: unsigned int - #£4HID

* transactionHash: string- L

11.18.2 R [A]{H

s object: - XHER, HFEEWT:
— blockHash: string- BERA G WX IRIG A
— blockNumber: string - BLEEAL G X RIG A

— contractAddress: string - & &) # # ., w R G # & £, M
“47°0x0000000000000000000000000000000000000000”

- from: string - KiEF AL

- gasUsed: string - & Z1H#EMgas

- logs: array - X5 Hflog

- logsBloom: string - logl A& S E

— status: string- THHPREE, 5% Z5RHURE
- to: string - FHEUCERIMILE, BIE G55 HIZE Fnull
- transactionHash: string - & 5%

— transactionIndex: string- T F5
o

// Request

curl -X POST --data '{"jsonrpc":"2.0", "method":"getTransactionReceipt", "params":[1,
—"0x7536cf1286b5ce6cl10cd4feabc891467884240c9a£366d678eb4191elc31cbf"], "id":1} ",
—http://127.0.0.1:8545 |Jjg

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"blockHash":
—"0x10bfdcle97901ed22ccl8al26d3ebb8125717¢c2438£61d84602£997959c631fa",
"blockNumber": "Ox1",
"contractAddress": "0x0000000000000000000000000000000000000000™,
"from": "Ox6bc952a2e4db9c0c86a368d83e9df0c6ab481102",
"gasUsed": "0Ox64d8",
"logs": [ 1,
"logsBloom":

—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000
‘—>"l

"status": "Ox0",

"to": "0xd6fla71052366dbae2f7ab2d5d5845e77965c£0d",

"transactionHash":
—"0x7536cf1286b5ce6cl110cd4feab5c891467884240c9af366d678eb4191elc31cof",

"transactionIndex": "0x0"
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11.19 getPendingTransactions
REFRFTERRZ S E R

11.19.1 &%

* groupID: unsigned int - ##2HID

11.19.2 R [E/{H

s object: - HITHMZHER, HFEWT:
— blockHash: string- B EEA G X BRIG Ay
— blockNumber: string - BLE1ZAL 5 )X BLIE A

— contractAddress: string - & & # # ., w R €4 # & L4, M
“47°0x0000000000000000000000000000000000000000”

— from: string- KIEFE AR
- gas: string - ZiEERMEAgas
— gasPrice: string- ﬁ%ﬁ%@iﬁ@gasﬂ"ﬂfl\%
- hash: string - X 5B
- input: string- ZZHHIA
- nonce: string - 2% HnonceflE
- to: string - HMCERMEE, QRG2S RIZE Fnull
— value: string- HRE
N

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"getPendingTransactions", "params
—":[1],"id":1}" http://127.0.0.1:8545 |jg

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": {
[
{
"from": "0x6bc952a2e4db9c0c86a368d83e9df0c6ab481102",
"gas": "0x9184e729fff",
"gasPrice": "0x174876e7ff",
"hash":
—"0x7536cf1286b5ce6cl110cd4fea5c891467884240c9%9af366d678eb4191elc31lcof”,
"input":
—"0x48f85bce000000000000000000000000000000000000000000000000000000000000001b£f5bd8a 94
— "I
"nonce":
—"0x65f0d06e39dc3c08e32acl10a5070858962bcoc0f5760baca823f2d5582d03f",
"to": "Oxd6f1a71052366dbae2f7ab2d5d5845e77965c£04d",
"value": "0OxO"

p7/ba8b936ea’0
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11.20 getPendingTxSize
REFHT R HEE
11.20.1 2%

* groupID: unsigned int - #ZHID

11.20.2 R [E{H

. string:-?%?TfﬂE@iEE%iﬁﬁi
N

// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getPendingTxSize", "params":[1],"id
—":1}" http://127.0.0.1:8545 |ijq

// Result

{
"id": 1,
"Jsonrpc": "2.0",
"result": "Ox1"

11.21 getCode
IREARTE G LI A ) A LR

11.21.1 &%

* groupID: unsigned int - #ZHID
* address: string- BN HE

11.21.2 R [E{H

e string: - B

N

// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getCode", "params":[1,
—"0xa94f5374fceb5edbc8e2a8697¢c15331677e6ebf0b"],"id":1}"' http://127.0.0.1:8545 |Jjg

// Result

{
"id": 1,
"jsonrpc": "2.0",

312 Chapter 11. JSON-RPC API




FISCO BCOS Documentation, Release v2.0.0-rc2
"result":
. "0x60606040523415600057fe5b5b60928061001a6000396000£30060606040526000357c0100000000000000000000
}
11.22 getTotalTransactionCount
IR B 2 i 58 By EORN X v
11.22.1 4%
* groupID: unsigned int - #ZHID
11.22.2 ;RE{E
s object: - YHIX G BHFXREERFL, HFEEWT:
— txSum: string - T 5 EEL
- blockNumber: string - X EE
o
// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"getTotalTransactionCount", "params
<" [1],"id":1}" http://127.0.0.1:8545 |jqgq
// Result
{
midn: 1,
"jsonrpc": "2.0",
"result": {
"txSum": "Ox1",
"blockNumber": "Ox1"
}
}
11.23 getSystemConfigByKey
R B R Pakey (H & 8 value(H
11.23.1 ¥
e groupID: unsigned int - F£4HID
* key: string - ZFFtx_count_limitFltx_gas_limit
11.23.2 R [E{H
e string - valuefE
o 5l
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// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"getSystemConfigByKey", "params":[1,
—"tx_count_limit"],"id":1}"' http://127.0.0.1:8545 |jg

// Result

{
"id": 1,
"Jsonrpc": "2.0",
"result": "1000"

}

11.24 call

PUT— AT DLSLRIRIGEE R ATIER, T/ XHREBESLIR

11.24.1 &%

* groupID: unsigned int - #ZHID
* object: - HRFE, HFBRWT:
— from: string- KIEFE AR
to: string- Pl ik
- value: string - (A]%)EHIME
- data: string - (A[E)RIEISE, HIGHLTES % Ethereum Contract ABI

11.24.2 R [E/{H

* string- HATRILE R
N

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"call","params":[1, {"from":
—"0x6bc952a2e4db9c0c86a368d83e9df0c6ab481102", "to":
—"0xd6fla71052366dbae2f7ab2d5d5845e77965¢cf0d", "value":"0x1", "data":"0x3"}],"id":1}
' http://127.0.0.1:8545 |jqgq

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"currentBlockNumber": "Ox1",
"output": "Ox"

11.25 sendRawTransaction

PIT—PEBRRL S, TR

314 Chapter 11. JSON-RPC API



https://solidity.readthedocs.io/en/develop/abi-spec.html

FISCO BCOS Documentation, Release v2.0.0-rc2

11.25.1 &%

e groupID: unsigned int - #£4HID
e rlp: string- LW Ty AR

11.25.2 X [E{H

e string- XSG H
o Rl

// RC1l Request
curl -X POST --data '{"jsonrpc":"2.0","method":"sendRawTransaction", "params":[1,

—"f8ef9f65£0d06e39dc3c08e32acl0a5070858962bc6c0£5760baca823£2d5582d03£85174876e7££8609184e729fff

—~"],"id":1}"' http://127.0.0.1:8545 |jqg

// RC1 Result
{

"id": 1,
"jsonrpc": "2.0",
"result": "O0x7536cfl1286b5ce6cll0cd4fea5c891467884240c9af366d678eb4191elc31cht”

// RC2 Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"sendRawTransaction", "params":[1,

—"f8d3a003922ee720bb7445e3a914d8ab8£f507d1a647296d563100e49548d83£d98865c8411e1a3008411e1a3008201
—"],"id":1}" http://127.0.0.1:8545 |jq
// RC2 Result
{

"id": 1,

"jsonrpc": "2.0",

"result": "Ox0accad4228274b0d78939£48149767883a6€99c95941baa950156e926f1c96ba"
}
// FISCO BCOSIIFETHIL, R EBHEIENXIEEE KA<HF]
// RC1l Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"sendRawTransaction", "params":[1,
—"f8ef9f65£0d06e39dc3c08e32acl10a5070858962bc6c0£5760baca823£2d5582d03£85174876e7££8609184e729fff
—"],"id":1}" http://127.0.0.1:8545 |ijqgq
// RC2 Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"sendRawTransaction", "params":[1,
—"f90114a003eebc46c9c0e3b84799097c5a6ccd6657a9295¢11270407707366d0750£cd598411e1a30(084b2d05e0082

—"],"id":1}"' http://127.0.0.1:8545 |jqg

11.26 (XA

11.26.1 RPC i&iR1g

Y — P RPCYHFHBEFEEIRAS, IR B 0w RO G AL & error Bl IR GG R T By, T BUH TR S AL
e code: fEFHEER T ZRH HBRET, WA NEEL
o message: ¥ 1% EH 15 B A SR FAF 6 o
o data: B &R THIRMINGE B REARRBSEEM M RE, ZA % -

BRI R R EEIRED, 535 /£ISON-RPCHREFE IR FGFIFISCO BCOS RPCHEIRTY -
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JSON-RPCHRMEEE 1RID

PRSI A S R AR SCARTR -

FISCO BCOS RPCHiZHY

FISCO BCOS RPCH2 [ B 151 Bz Bt B A& AR

11.26.2 A2 5 HEHCIRA

11.26.3 Precompiled Service API £51%75

316 Chapter 11. JSON-RPC API



cHAPTER 12

TR

12.1 AR AH

[A]: FISCO BCOS 2.0/ &S Z AR AE WRLLAs (L2 2 iF 275X H .

[A]: 7 & F T 5FISCO BCOSFEA H? % FISCO BCOSTM LA £ ZESFEX AR, SE
‘F

* FISCO BCOS 2.0/ A #2HEISON-RPCHZ [, EAkiF 2% 0 H .

« FISCO BCOS 2.0Mi A 4@ Web3SDKH B - & & tRIE LN A, BAkiE 275X H .

« FISCO BCOS 2.0hRZH2 {44 i) & 5 Bh F P HRy# T fig {3 FHFISCO BCOS, /Eﬁi HSEIXE .
[A]: FISCO BCOS 2.0HRAS Gl #47E? % FISCO BCOS R L A& =, WHA=E:

s build_chain.sh: &AL EEE - MHIAFISCO BCOSHX s, Eif1E 2% -

¢ FISCO-Generator: f# 4R \H A #E ~ 4E77FISCO BCOSHX B HE, BEikiF 2% X5 .

[A]: FISCO BCOS 2.0/ AHIERE G A5 ZHIMA G A EH 4 AF, FREMEf? 2 FISCO BCOS 2.0/
KR EoRSolidity 52,  [RIEFHGN T precompile 54Y, BARiE 2% X H .

(A]: [ 5 AN I RO B X B E BB LE Y & E B ARFISCO BCOSYF AL 5 % 24 18 %5 < p2pMi 4% %8 < 17 5
T iﬁz?}?s%im%*‘%FE)%‘*%%E’J%%%%/H@%T@Wl@”ﬁ& [FIBTAEm A, P, EEn
%, solidity4iiEjava, Web3SDK{HH [E Z MU AT @R A EH X5, BifkiF 2% H .

(A R 3E LS E2.0hUAR? & AR -

12.2 BHlE

A THEH GRS XA RNEE? & XHKRNE, L Raelit, HETURHabth&am4 -

[A]: I AFL IR R B 225 51 R 475, nodelD is not in network, “NFA? 25 7 SN AL IRF| R AN ERE
BB AR E B peer fnodeID| 36 B THT A% I

A BH BT S EEAEREE , nodeID is not in group peers, M AT A4 B S M BREAE A BT A2 20
7= getGroupPeers B [ 27 Ff) group Hpeers
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A PEES TN (GEREAT ) B E A LA D eroupUE? & BT S AS SeroupN IR « [E25F1H
B, WET SR LLUBEEE# §addsealer/addObserver i A Al LLUEHR H AT SNy H R g2y
i

[\]: 7 B T AR fgroup, & Al LB Z groupfIE R - & AT LA, EFAEHIGE, MAZEE
E MgrouplD: /start [groupID]

12.3 FISCO BCOSf#H

F1: 2.OMUAEF5 RS B GRF 55 45 T 1
F1: 20805 Sy EL IR B B W% T

H: REECE - HARE . VAEEDHIET LY & AREERET nIEH LRI ADIGE, I
FMRAT FIORECET - AR ETET STBORARNMEREE, T RS M A EMLERE -
TR BCEETE AT BB -

[]: B B AT B NECEIUR & AT I4ERE, 0l

o T E XA BB ERE N REEE . X R E BUE T group.x.genesis 3, HAIxFIRHG T,
A EME— .

o BT RS BB E TR IUR A N — B -

s BHEBESWMEXHE, TAEBRAEN . IXALEME Toroup.x.ini M- HALENE
B S EROTE AL B, nodeX/conf N Hlgroup. «.ini X, B ER AR W NELE W
H[tx_pool].limit (% Z % &) , [consensus].ttl(T7 58 &£ -

(A]: FELETCE FH P rT LIRS R LEle & 25 BRAE v B o R AT B B AT L i
o HIRATINECE: 2EMET SME, HIHFAR. [consensus].max_trans_num,[consensus].node. X, [tx].gas_limit -
s FTHMAECLE: group.x.ini A, BMUSEBERN, HEMWTH - BELEDH[tx_pool].limit -
(A]: FEAH HOR AT BC B QT B R« B 2R HOR AR B AT LUE S RS BB . SRR A B A A
BT #H G40, AR LUEITIRPCE A&, BEFiE 2% X
* [consensus].max_trans_num, [tx].gas_limitf# F§ £ setSystemConfigByKey ™ 2 , *f T i g & Tl
Htx_count_limit, tx_gas_limit- £E{£Z HlsetSystemConfigByKey -h -
e [consensus]lnode. XA B & W X T T A HF M, B #H & ¥ O W X
ZlladdSealer, addObserver, removeNode, Bffx%Z% (77 HEH)
(A ARG AR A A KAI? & Mg S REREDP AR, HARSSHIA . HIHT N
br T EEWSEENR, 55487
[A]: Gnfrf R S9N ANCNSEHY 2 FEERE AN, JAFHCNSA 4O, K44 Iname « version~ address(&
BEACNSEH .
[F]: A AICNSE? & il Web3SDKIEHI G5 &1, HIHTESRIE A Iname & 1] -

12.4 Web3SDK

[F]:  Web3SDK X Javait 7% 5 Z sk 14 2 2% B RIDKSHE L [ CentOSHJyum s JZ fJOpenDKH T fk
/DJCE(Java Cryptography Extension), 5 Z{Web3SDKIL % IE & % 8 K R BE T &5, 7E 1 FHCentOSHE1E R
iy, #EE M OpenIDK s BT Nk 350

[A]: Web3SDKAELE 5EAL, A iE 5 KRR E R 47 % applicationContext.xmlH fip « ¥ [~ #F4HS
HEE B 2 /D7 S B cacrt ~ node.crtflinode key 34 -
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https://openjdk.java.net/
https://openjdk.java.net/install/index.html
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125 4N ERE T H

] AblbER 2 T B R H IR A S pip
& ARMEE T A MHipython pip, EFH LU < 2058

$ python -m pip install

(] Aok 2 ER 2 T B 5 FH IS H IR

Traceback (most recent call last):
File "./generator", line 19, in <module>
from pys.build import config
File "/data/asherli/generator/pys/build/config.py", line 25, in <module>
import configparse

% A5/ Ppython configparsertBit, 1E T HR LU A &4

$ pip install configparser

12.5. R EEBE TR 319
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cHAPTER 13

X

FISCO BCOSZE NV EFHT & « XFAMFIR - L ATE e MK EERE T G5 . Haml X R
AEEREE (RYI)  (RIFR: @BERR) AOLRIFIR TEAMMETE, TEHEMRAGFEHEERE £h . &
UEIE RS ORGSR  BARERAT - IRERIBATS SRS SR R AL -

13.1 FISCO BCOS%F%1| %

* Github=- 11

o FORIH

o IRERENT 2RI E
o TUERHURD

o JI5t[A])

A ESIES
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http://mp.weixin.qq.com/mp/homepage?__biz=MzU5NTg0MjA4MA==&hid=9&sn=7edf9a62a2f45494671c91f0608db903&scene=18#wechat_redirect
https://mp.weixin.qq.com/s/hEn2rxqnqp0dF6OKH6Ua-A
https://github.com/FISCO-BCOS/FISCO-BCOS/issues
https://mp.weixin.qq.com/s/vUSq80LkhF8yCfUF7AILgQ
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13.2 JiN AFISCO BCOS#t[X

KERRS

FREHIAE | #3155 | EA LS

FISCO BCOSFRLE

S25RMEEHTL
BT AR HErMAE
HcueiFicueit

iM181D: fiscobcosfan
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