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FFctl

Gateway Server control scripts for Freifunk.

FreiFunkcontrol

(who would have guessed it?)

Used by Freifunk-Mainz [http://www.freifunk-mainz.de/] and Freifunk-Wiesbaden [http://www.freifunk-wiesbaden.de/].

If you are reading this as source-code you could also enjoy the pleasures of a rendered version at readthedocs [http://ffctl.readthedocs.org/en/latest/].

The main Repository is at Github: FFctl [https://github.com/freifunk-mwu/ffctl]


Note

FFctl is currently under development.. Basic things are settled, but still, you have been warned..



Before you install, please read at least about the Concepts of FFctl to have an idea of whats going on..



	What does FFctl do
	Why python?





	Concepts
	FFbase

	His brother: FFgit

	The Stage System

	What is a stage?

	meta?!?





	Installation
	Requirements





	Bobby the Gluonbuilder
	gluon_builder (Bobby)

	FFbuilder










Modules

If you are looking for information on a specific function, class or
method, this part of the documentation is for you.



	Modules
	util
	ffbase.py

	ffgit.py

	crypt.py

	git.py

	helper.py

	io.py

	mail.py

	system.py





	ffctl.py
	command line interface





	ffconfigbackup.py

	ffdoctor.py

	ffdraw.py

	ffbuilder.py

	ffping.py

	ffpeersync.py

	ffrsync.py
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What does FFctl do

On our Gateway-Servers we have the need to run periodic tasks, for example checking if the Gateway-Server is still properly connected to the OpenVPN exit, or syncing keys for fastd (our Node to Gateway VPN) from git repos.

This is perfect for the crontab (or something alike), the best-case scenario would be to initially configure FFctl and then never have the need to login on any of the Gateway-Servers again :)

Let’s rather not talk about the real-world scenario :)

Second, FFctl can be used to build a batch of Gluon images on a nightly basis (also by a call via crontab) and automatically release them for the Gluon autoupdater.

In general, the idea of FFctl is to help you in all those common tasks every Freifunk Community is facing.

So, this is an official invitation - No matter which Freifunk Community you are part of (if any), you are invited to improve FFctl [https://github.com/freifunk-mwu/ffctl/].

Please contribute code there or use the issue tracker [https://github.com/freifunk-mwu/ffctl/issues] for questions, ideas, recommendations, etc.


Why python?

Of course python!

Most parts were already implemented in shell (bash) code, but this brings some problems:

Writing serious shell scripts is best described by using the following words in a specific order:

	
	pain



	
	bloody



	
	ass



	
	the



	
	in



	





serious as in serious business. Not those scripts fixing various problems for the moment, scripts with 150+ lines...

In general you can’t clearly see what’s going on just by reading the code because you have to wrap every actual shell command with some helper code, to ensure proper functionality.

So the idea was born to write a generic pre-script, which will set up most things beforehand, so we can keep the actual scripts doing the work short and readable. Second common methods are available to safely execute commands or do stuff in a controlled environement.

And while we are on it, why not switch to a proper scripting language?

Python3 is finally easily available for Linux, the standard library is huge and helpful, the syntax just beautiful

Using classes combined with multiple inheritance gives us the power to easily distinguish between helper code and actual code.

Inheriting directly from util.ffbase.FFbase, each helper script instantly has a bunch of custom settings and helper methods at hand, allowing short and simple scripts.
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Concepts

FFctl is weird from the inside as weird from the outside.

To help you understand what the hell is going on read this: TODO


FFbase

TODO




His brother: FFgit

TODO




The Stage System

TODO




What is a stage?

TODO




meta?!?

TODO
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Installation

FFctl installation is now simplified!

A simple clone anywhere (in your Homefolder) is the first step.
Then you just have to call the setup/fix script:

git clone https://github.com/freifunk-mwu/ffctl ~/clones/ffctl
cd ~/clones/ffctl

./ffdoctor.py





Now you should have a script called ffctl in your ~/bin-folder, pointing to ~/clones/ffctl/ffctl.py.


Note

never run any of these scripts as root user.



No matter where the folder of FFctl is, it will always find its locations and paths to the configuration and working directories, as long as you don’t switch users.


Requirements





	python:	You need python3 to run FFctl, for some dependencies see requirements.txt file.


	git:	You need git >= 1.8 (because of the heavy used -C switch)


	pip:	Please install pip [http://pip.readthedocs.org/en/latest/] for python3.





For Debian/Ubuntu some would use:

sudo aptitude install python3-pip
sudo pip3 install -r requirements.txt






Build Server

For using gluon_builder you must setup the following:

sudo aptitude install build-essential subversion libncurses5-dev zlib1g-dev gawk gcc-multilib flex bison autoconf automake cmake gcc g++ binutils patch bzip2 gettext unzip libc6





To be able to sign Images, you need the ecdsautils. They depend on libuecc





	libuecc:	There is a Debian Repo





Install as root:

echo "deb http://repo.universe-factory.net/debian/ sid main" > /etc/apt/sources.list.d/universe-factory.list
apt-key adv --keyserver keyserver.ubuntu.com --recv 16EF3F64CB201D9C
aptitude update
aptitude install libuecc0 libuecc-dev









	ecdsautils:	No package in sight, just build it





As a normal user do:

git clone https://github.com/tcatm/ecdsautils ~/clones/ecdsautils
cd ~/clones/ecdsautils
mkdir build && cd build

cmake ..
make

sudo make install





See the Github-Repo of ecdsautils [https://github.com/tcatm/ecdsautils] for more details.
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Bobby the Gluonbuilder

The gluon builder builds gluon builds!

It’s as simple as that.


Note

Bobby is not related to Little Bobby Tables [https://xkcd.com/327/]



The complete build system of FFctl is split into two parts.

You have the FFbuilder component, it’s job is to integrate Gluon into the concepts of FFctl, and then there is gluon_builder (a.k.a. Bobby) to handle the rough compiling part.


gluon_builder (Bobby)

For reason of performance Bobby is written as a bash script.
It depends heavily on FFbuilder because it expects an already prepared Build directory with all files in place and to get all information needed for building a batch of images for a community.

You could strip down Bobby’s core function into this weird pseudocode:

ffctl --prepare
ffctl --getbuildconfig

for $community in $communities_from_FFctl_config:
    cd $prepared_build_dir_for_community
    make update
    make GLUON_BRANCH=$stablebranch_from_FFctl_config:
    for $branch in $branches_from_FFctl_config:
        make manifest GLUON_BRANCH=$branch
        sign $bobbys_autosign_key images/* $branch.manifest

ffctl --postbuild





I hope this helps to get the general idea.

With a manifest file for each branch already in place it becomes easy to add additional signatures to it.
To those manifest files will always be symlinked to if the images are published for autoupdate.




FFbuilder

This module serves two masters.





	Bobby:	Offering gluon_builder the possibility to run a prepare and postbuild, as well as passing all necessary information to gluon_builder.





See the Module Documentation of ffbuilder.FFbuilder if you want to know the details.





	You:	Offer a user interface to publish and sign complete image-batches.






Note

If you are called Bobby, try not to confuse yourself with Bobby the Gluonbuilder or even with Little Bobby Tables!




autobuild

gluon_builder is designed to prepare and clean up everything using FFbuilder.

Using a repeated call to gluon_builder will populate your library folder.

A crontab entry could look like this:

42 23 * * * /bin/bash $HOME/clones/ffctl/gluon_builder.sh >> /dev/null 2>&1






Note

Do not set too short intervals, once daily should be enough. Parallel building is not supported :)
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Modules

FFctl uses inheritance as it’s core functionality.



	util
	ffbase.py

	ffgit.py

	crypt.py

	git.py

	helper.py

	io.py

	mail.py

	system.py









All scripts below are successors of either only util.ffbase.FFbase or both FFbase and util.ffgit.FFgit.


ffctl.py

This file is the starting point for the user.


	
ffctl.builder()

	




	
ffctl.confb(par)[source]

	invokes ffconfigbackup.FFconfigbackup.run()





	Parameters:	par – argumentparser namespace object










	
ffctl.doctor()

	




	
ffctl.draw(par)[source]

	invokes ffdraw.FFdraw.run()





	Parameters:	par – argumentparser namespace object










	
ffctl.ping()

	




	
ffctl.sync()

	




command line interface

You can use the plain ffctl command like this to produce an error and exit :)

ffctl





You must specify an action to run. Let’s start with help:

ffctl --help
ffctl -h





Normaly you would specify which action to launch. To run FFconfigbackup use this:

ffctl confb





You may choose:


	builder: launches ffbuilder.FFbuilder.helper()

	confb: launches ffconfigbackup.FFconfigbackup.run()

	doctor: launches ffdoctor.FFdoctor.run()

	doctor: launches ffdraw.FFdraw.run()

	ping: launches ffping.FFping.run()

	sync: launches ffpeersync.FFpeersync.run()



You can append a --mail flag on every action to send the backlog as mail.
Syncing peers, sending the output to the admin-list:

ffctl sync --mail





This allows to put lines like this into the crontab (e.g):

* */8 * * * $HOME/bin/ffctl ping --mail










ffconfigbackup.py


	
class ffconfigbackup.FFconfigbackup[source]

	Copies your config files into a git repo, commits and pushes the changes afterwards

The list of config files to copy is in a json file, which lays in the root of the target repo.


Note

You can find that json file here:
https://github.com/freifunk-mwu/gateway-configs/blob/master/queue.json



This is done for comfort and timeline purposes:


	Scrolling through the configs and cross comparing between servers is much more easier in a webbrowser

	Helps answering questions like: ‘what did you do at the last meeting?’ and ‘what is wrong so it doesn’t work anymore?’



Beware: In contrast to the name, this is not a real backup!


	
run(par=None)[source]

	Actually runs everything - copy, publish, done!

Reads in the json queuefile and copies all mentioned files to a subfolder named like your hostname into your config repo












ffdoctor.py


	
class ffdoctor.FFdoctor[source]

	Initially sets up your machine.

It ensures the following:


	
	you have an ssh-keypair named YOURHOSTNAME_rsa and YOURHOSTNAME_rsa.pub.

	
	used for write access to git(-hub)









	
	you have an script called ffctl in your ~/bin directory.

	
	the ffctl commandline: use ffctl setup anywhere to run the setup again

	this folder should be in your $PATH environement variable.









	
	you have some scripts called batctlMESH in your /usr/local/sbin/ directory.

	
	comfort shortcuts for batctl: use batctlwi o instead of batctl -m wiBAT o












	
ffbobby_install()[source]

	Copies gluon_builder.sh into your ~/bin folder.


Note

This function is intended for Build-Servers only, not for Gateway-Servers!!1!








	
ffecdsakeysetup()[source]

	Sets up ecdsa keys on your machine. This is done by the following steps:


	Generates a new ecdsa private-key if it’s missing

	Saves the ecdsa public-key next to it




Note

This function is intended for Build-Servers only, no Gateway-Servers!!1!








	
ffgituser()[source]

	Sets the git user and git email accordingly






	
ffpipreqs()[source]

	Installs required python3 dependencies using pip






	
ffscripts_install()[source]

	Generates some helper scripts for ffctl and moves them into your ~/bin folder.

Helper scripts for batctl are written to /usr/local/sbin/.

Both directories should reside in your $PATH






	
ffsshkeysetup()[source]

	Sets up ssh keys on your machine. This is done by the following steps:


	Generate a new SSH-keypair (or complement it if the public-key is missing).



	
	Appends an entry for GitHub into your SSH configuration file  (~/.ssh/config).

	
	A backup will be made beforehand!









	
	Tries to connect with your shiny new key.

	
	This ensures that you will verify the fingerprint and accept it by typing in yes.











GitHub will then be in your known_hosts file.

This class is intended to be run once or after changes are made.


Note

You can now use this URL scheme for read/write access to your git repos: ssh://github_ffctl/...




Note

Do not forget to add the public-key to your GitHub profile








	
run(par=None)[source]

	Runs everything - ssh keys and configuration, ecdsa keys, generating ffctl and batctl helpers, moving them





	Parameters:	
	par.ecdsa – setup ecdsa keys also (requires ecdsakeygen)

	par.bob – setup gluon_builder and ecdsa keys




















ffdraw.py


	
class ffdraw.FFdraw[source]

	Generates a small website with traffic statistics.

This is done  by using vnstat [http://humdi.net/vnstat/] (and vnstati). Please configure them correctly beforehand.


	
run(par=None)[source]

	Actually runs everything - drawing network statistics and building a status site












ffbuilder.py


	
class ffbuilder.FFbuilder(verbose=True)[source]

	Helps bobby to build a batch of gluon images for each specified community.

It offers a pre- (prepare all sources, prepare site, setup stage) and postbuild (sorting finished builds into the library) functionality for Bobby. Further, Bobby calles FFbuilder serveral times to receive configuration settings from FFctl.

Second: It offers functionality to declare finished builds in your library as experimental, beta, and stable, setting the according symlinks for release.


	
_FFbuilder__declare(decl, stagedir)

	Locates specified images in the library, and sets relative symlinks in the serverdir correctly onto it, also seeting manifest symlinks for branches.

We use rsync to distribute the whole directory to the gates from the buildserver thus the nodes can run autoupdate successfuly.

..note:: Do not build on the Gateways! Although it is possible to do so, sometimes you may want to use different versions of a package. Use at least two several virtual machines.





	Parameters:	
	decl – Status to declare (experimental, beta, stable)

	stagedir – Path to your library entry with images to declare














	
_FFbuilder__get_gluon_ident()

	Get the Version-String for Gluon.
Will be used in the filename of gluon images, library folders and other meta files generated while building.


Note

calling this function before running __prepare() results in an incomplete Version String








	
_FFbuilder__load_buildconfig()

	Populates the buildconfig by copying the values from FFctl’s configuration.

The buildconfig is vital, the values there will be used inside FFbuilder and passed over to bobby.






	
_FFbuilder__postbuild()

	Sorts fresh builds into the library

Will be called from within Bobby after the build for each community was successful.

It counts the Number of Images (sysupgrade needs three files more than the factory folder).

Moving the buildstage into a subfolder of your library named after the Gluon release string, copying all images from the built communities creates a so called endlager per community.






	
_FFbuilder__prepare()

	Ensure everything is ready, so Bobby can start his job:


	Creates a stage (subfolder of serverdir, so it is publicly viewable if a build is currently running) and a new build directory.

	Deletes old files if any



Per community it does:


	Check out fresh Gluon sources



	
	Check out the siteconf

	
	for builder_siteswitchcommunity the siteconf is switched using builder_siteswitch command.











This function gets called within gluon_builder.sh as one of the first.






	
_FFbuilder__sign_release(stagedir, signkey)

	TODO






	
_FFbuilder__trimanifest(mfile)

	




	
run(par=None)[source]

	Actually runs everything - Helps Bobby (gluon_builder.sh) getting values from the buildconfig, as well as helping FFctl commandline to declare and sign Gluon releases in your library.





	Parameters:	
	par.prepare – Pre-build

	par.postbuild – Post-build

	par.metalog – Send log message to meta

	par.metaimport – Import json file into meta

	par.declare_experimental – Path into library for Gluon images to declare and release as experimental

	par.declare_beta – Path into library for Gluon images to declare and release as beta

	par.declare_stable – Path into library for Gluon images to declare and release as stable

	par.sign_release – Path into library for Gluon images to sign

	par.key – Use this key to sign Gluon images




















ffping.py


	
class ffping.FFping[source]

	Checks if the gateway is still a gateway through it’s OpenVPN connection.

First a list of hosts will be pinged, and if a minimum of ping_percreq % is reachable it adds the gateway flag to B.A.T.M.A.N., otherwise removes it.

Our gateways each are serving two mesh networks at once (one for Mainz, one for Wiesbaden), so everything except the pings will be done twice.


	
checkbatman(interface)[source]

	Retrieves the current gateway flag state of B.A.T.M.A.N.





	Parameters:	interface – B.A.T.M.A.N. interface to use


	Return type:	string with output from B.A.T.M.A.N. (either “off” or “server 54MBit/54MBit” (or similar) or error)










	
ping(interface)[source]

	Pings a list of host (defined in ping_hosts) and watches the results.

It counts the number of reachable hosts and will give you a proposal if you should set or remove the gateway flag.





	Return type:	boolean (True if server flag should be set, False if server flag should be removed)










	
run(par=None)[source]

	Actually runs everything - sends pings and adds or removes the gateway flag for B.A.T.M.A.N. depending on the ping result





	Parameters:	
	par.batserverbw – use custom batserver bandwith setting (e.g ffctl ping --batserverbw "54Mbit/64Mbit")

	par.batif – use custom batman interface (e.g “wiBAT”)

	par.exitif – use custom exit interface (e.g “exitVPN”)




















ffpeersync.py


	
class ffpeersync.FFpeersync[source]

	Synchronizes the peers folder of your fastd instances, sending a SIGHUP on changes to tell fastd to reload it’s configuration and keys.

Our gateways each are serving two mesh networks at once (one for Mainz, one for Wiesbaden), so everything will be done twice.

Functionality purely relies on methods from util.ffgit.FFgit, the main part is a util.ffgit.FFgit.ffgit_setup() followed by a util.ffgit.FFgit.ffgit_publish()


	
run(par=None)[source]

	Actually runs everything - [syncpeers(x) for x in [mainz, wiesbaden]]





	Parameters:	par.meshif – use custom mesh interface (e.g “wiVPN”)
















ffrsync.py


	
class ffrsync.FFrsync[source]

	Calls the correct rsync command for Gluon Image mirroring on the Gateways


	
run(par=None)[source]

	Actually runs everything - checking for output directory and rsync
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util

Welcome to the core.

Within this folder the most basic stuff is located.

Every FFctl script includes one of the classes in util (either util.ffbase.FFbase or util.ffgit.FFgit), and operates through them on the methods listed below. Please avoid calling any of the methods from util directly.


ffbase.py

This is the base, from which every class inherit from. Every operation should done through the util.ffbase.FFbase.m() method to allow mail-backlog, logging, failsafe command launching and proper system output.


	
class util.ffbase.FFbase(verbose=True)[source]

	The base class for FFctl.

This is the main starting point for FFctl to work, every script is a child instance of FFbase.





	Seealso:	__init__()





Every operation in a child class is done through these methods:





	Seealso:	m() and mail().






	
__init__(verbose=True)[source]

	Does the most elementary parts to ensure smooth operation:


	Checks if the current user is not the root user, aborts otherwise.

	Checks if the current python version is at least 3, aborts otherwise.

	Loads configuration from disk if any is found.

	Loads a default configuration (generated from DEF and CONF).

	Merges changed/updated values in configuration with local one.

	Writes it back to disk.

	finally sets up logging and logfiles.







	Parameters:	verbose – show styled output


	Seealso:	util.system.check_root() util.ffbase.FFbase._FFbase__load_config() util.ffbase.FFbase._FFbase__load_logger()










	
_FFbase__load_config()

	Loads local configuration from file, merges changed values with updates and defaults, then saves the configuration back to file.





	Return type:	A dictionary with all settings










	
_FFbase__load_logger()

	Opens/creates a logfile (according to configuration), and provides logging functionality for FFbase (used in m()).





	Return type:	An instance of a python logger










	
digest(metaimport=None)[source]

	TODO






	
get_meta()[source]

	TODO






	
m(msg, cmd=None, cmdargs=None, cmdkwargs=None, sudo=False, err=False, postmsg=False)[source]

	main method managing multiple massively mixed meshnetworks for FFctl!


Note

every lowercase m followed by a (-bracket looks like a facepalm! m(



This is the main function to interact with the FFctl internals.

Runs either a python function or calls a shell command, returning the untouched output.

m() directs msg and command outputs to stdout (according to ffctl_verbose) and logger chains





	Parameters:	
	msg – what you are currently doing

	cmd – run either a python function or shell command

	cmdargs – pass arguments to python function in cmd

	cmdkwargs – pass keyword arguments to python function in cmd

	sudo – run shell command from cmd as root

	err – treat stdout/log output as error indicated by ”!”

	postmsg – output message after everything’s done









If msg is False, all shell output from passed cmd functions/calls will be suppressed






	
mail(punchline=None)[source]

	Sends mail. Only if mailalert is True.


	The text will be the punchline plus the log output since FFctl startup.

	The recipient is mailrcpt (your admin list).







	Parameters:	punchline – reason why this mail was sent


	Seealso:	util.mail.send_mail()





As punchline you could use something like:

self.mail('Dear Sir or Madam, I am writing to inform you about a fire in the building ...')





No, that’s too formal..






	
stage(newstage=None, context=False)[source]

	TODO





	Parameters:	newstage – Your future stage. If set to None it will set the default stage













Do not launch this script directly, or the front [https://youtu.be/3m5qxZm_JqM] will fall off.




ffgit.py

FFgit is a direct successor of util.ffbase.FFbase and inherits all it’s functions. So either include FFgit or FFbase.


	
class util.ffgit.FFgit[source]

	Teaches FFctl how to use git, as a child class of: util.ffbase.FFbase.

Every script which messes around with git repositories should be a child instance of util.ffgit.FFgit instead of util.ffbase.FFbase.

In the constructor the function ffgit_setup() should be called to set up things properly beforehand.


	
__init__()[source]

	Calls it’s superclass’ constructor: util.ffbase.FFbase.__init__()






	
ffgit_publish()[source]

	This invokes ffgit_save() first, and then pushes the changes into the remote

This function will leave your repo checked out at branch behind






	
ffgit_save()[source]

	Stages all changes, removes deleted files, commits in your specified branch and merges it with the master branch.

This function stops on a merge conflicts sending a mail crying for help!

This function will leave your repo checked out at branch behind






	
ffgit_setup(target, remote, branch='master', relativetarget=True)[source]

	Initializes everything you need for git.





	Parameters:	
	target – Local folder path for repository

	remote (Some git url (git://... ssh://...)) – Remote url for repository

	branch – Branch to work on in repository

	relativetarget – Treat target as relative path starting from ffctls data directory









If realtarget is set, the repo will be expected to be under ~/.local/share/ffctl/**target** otherwise /**target**





	Seealso:	util.io.get_datadir() util.io.get_backuppath()





On startup all possible cases are considered, and the proper actions will be launched then:


	No folder under target found: Fresh clone



If there is already a folder under target, it checks the folder:


	This folder is not a git repo: Move to backup folder -> Fresh clone



	
	If this folder is a git repo, it compares the remotes with value of remote

	
	This is another repo: -> Move to backup folder -> Fresh clone

	This is the same repo: -> Stage and commit all changes -> git pull











The comparison of the remotes with the value of remote is just a fuzzy matching, but works properly if the repo was initially created using FFgit :)

No matter what the preconditions are, git_setup will leave the most recent version of your remote behind, all changes commited, checked out at branch.






	
ffgit_target()[source]

	Get the current git repo path





	Return type:	Full path as a string













Do not launch this script directly, or the front [https://youtu.be/3m5qxZm_JqM] will fall off.




crypt.py

Deals with crypto stuff..

It can generate both public and private keys for ssh and ecdsa

you’ll need the ecdsautils [https://github.com/tcatm/ecdsautils] compiled and installed to work with ecdsa keys


Note

Cypherpunks suck!




	
util.crypt.ecdsa_genprvkey(kfile)[source]

	Generates a private ecdsa key


Note

you’ll need the ecdsautils [https://github.com/tcatm/ecdsautils] compiled and installed to work with ecdsa keys







	Parameters:	kfile – Where to store that key










	
util.crypt.ecdsa_genpubkey(kfile, pfile)[source]

	Generates the public ecdsa key from the given private key and writes it next to the private one.


Note

you’ll need the ecdsautils [https://github.com/tcatm/ecdsautils] compiled and installed to work with ecdsa keys







	Parameters:	
	kfile – Path to the (existing) private key

	pfile – Path to the (not yet existing) public key














	
util.crypt.ssh_genprvkey(kfile, ktype, ksize)[source]

	Generates a passwordless ssh key pair





	Parameters:	
	kfile – Where to store that keypair

	ktype – What type of keypair (eg. rsa)

	ksize – Key length/size














	
util.crypt.ssh_genpubkey(kfile, pfile)[source]

	Generates the public ssh key from the given private key and writes it next to the private one.





	Parameters:	
	kfile – Path to the (existing) private key

	pfile – Path to the (not yet existing) public key
















git.py

Deals with git repos.

a.k.a. passes more or less the untouched parameters to git -C CDIR ... ...


Note

You need git >= 1.8 for most of the functions.




	
util.git.git_add(cdir, target)[source]

	Adds a file to repo





	Parameters:	
	cdir – Your repo path

	target – The file to add














	
util.git.git_checkoutbranch(cdir, branch='master')[source]

	Checks out a branch





	Parameters:	
	cdir – Your repo path

	branch – The branch to checkout










Note

If specified branch already exists in the remote repository, a tracking branch will checked out, otherwise a new one will be created.








	
util.git.git_clone(cdir, remote)[source]

	Clones a git repo from a remote





	Parameters:	
	cdir – Your repo path

	remote – Url to your remote














	
util.git.git_commit(cdir, message)[source]

	Commits into repo





	Parameters:	
	cdir – Your repo path

	messag – The commit message














	
util.git.git_config(field, value)[source]

	Configures git





	Parameters:	
	field – User field to set (user.name, user.email)

	value – Value for field (“Roy Kabel”, “roykabel@freifunk.net”)














	
util.git.git_fetch(cdir)[source]

	Fetches from remote





	Parameters:	cdir – Your repo path










	
util.git.git_log_pretty(cdir, fstr='%s', n=10)[source]

	Shows formatted entries from git log





	Parameters:	
	cdir – Your repo path

	fstr – The format string (e.g. use %h or %H to get the last hashes)

	n – How many entries should be returned






	Return type:	String with formatted git output depending on your input












	
util.git.git_merge(cdir, branch, message)[source]

	Merges repo





	Parameters:	
	cdir – Your repo path

	branch – Merge which branch

	messag – The merge message














	
util.git.git_pull(cdir)[source]

	Pulls from remote





	Parameters:	cdir – Your repo path










	
util.git.git_push(cdir, branch='master')[source]

	Pushes to remote





	Parameters:	
	cdir – Your repo path

	branch – Commit into which remote branch














	
util.git.git_remote(cdir)[source]

	Shows a list of remotes stored in the repo





	Parameters:	cdir – Your repo path


	Return type:	String with output from git remote










	
util.git.git_rm(cdir, target)[source]

	Deletes a file from repo





	Parameters:	
	cdir – Your repo path

	target – The file to delete














	
util.git.git_status(cdir)[source]

	Shows current status in repo





	Parameters:	cdir – Your repo path


	Return type:	String with git porcelain syntax for current status










	
util.git.is_git(cdir)[source]

	Checks if given folder is a git repo via running git status





	Parameters:	cdir – Your repo path


	Return type:	Boolean












helper.py

Helps doing stuff.

Currently it deals with timestamps and can render jinja2 templates.


	
util.helper.render_template(tfile, tvars)[source]

	Renders a Jinja2 template





	Parameters:	
	tfile – Full path to the Jinja2 template file

	tvars – Your Jinja2 template variables














	
util.helper.timestamp()[source]

	Gets the formatted current timestamp





	Return type:	Current time stamp as string










	
util.helper.tstamp()[source]

	Gets the current UNIX time stamp, Redneck style





	Return type:	Current UNIX time stamp as int












io.py

Deals with files.

Can handle files, folders and locations:


	find specific locations on the disk

	split, strip, join, create, copy, delete, ... operations

	read and write files




	
util.io.backup_path(target)[source]

	Backups files/folders and it’s subfolders.





	Parameters:	target – What to backup


	Seealso:	backup_path() unlink_path() del_path()










	
util.io.chmod_path(target, mask)[source]

	Sets permissions to a path.





	Parameters:	
	target – Your path (must exist)

	mask – Your mask (e.g. for an octal mask: 0o644, 0o755)














	
util.io.copy_path(source, target)[source]

	Copies files/folders and it’s subfolders to a new location.





	Parameters:	
	source – What to copy

	target – Where to copy














	
util.io.del_path(target)[source]

	Deletes files/folders and it’s subfolders. Be careful!





	Parameters:	target – What to delete


	Seealso:	backup_path() unlink_path() del_path()










	
util.io.exists_path(target)[source]

	Checks if target exists.





	Parameters:	target – Your path


	Return type:	Boolean










	
util.io.expand_path(target)[source]

	Expands paths.

a.k.a. turns ~/my/awesome/folder into /home/**username**/my/awesome/folder





	Parameters:	target – Your path


	Return type:	String with path to the config directory










	
util.io.get_abspath(target)[source]

	Strips relative paths into absoulute ones.

a.k.a turns ~/my/not/../awesome/folder into /home/USER/my/awesome/folder





	Parameters:	target – Your path


	Return type:	The absoulute path as a string










	
util.io.get_backuppath()[source]

	Where to store your backups.





	Return type:	String with path to the backups directory


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.get_basename(target)[source]

	Strips the folder part from a path.

a.k.a turns /usr/local/bin/my_script.sh into my_script.sh





	Parameters:	target – Your path


	Return type:	The leftover part as a string










	
util.io.get_binpath()[source]

	Where to install the helperscripts

should be in your $PATH





	Return type:	String with path to the user’s bin directory


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.get_builddir()[source]

	Where to build the gluon images





	Return type:	String with path to the gluon image compiling directory


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.get_configfilepath()[source]

	How to find the config file.

Loosely following the XDG folder scheme.





	Return type:	String with path to the config file


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.get_datadir()[source]

	Where to store your files (e.g. working files, temp files, backups, etc.).

Loosely following the XDG folder scheme.





	Return type:	String with path to the data directory


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.get_dirname(target)[source]

	Strips the file part from a path.

a.k.a turns /usr/local/bin/my_script.sh into /usr/local/bin


Note

os.path.dirname doesn’t check if your target is really a file. It just strips the last part after the last /



/usr/local/bin would become /usr/local/, whereas /usr/local/bin/ would become /usr/local/bin





	Parameters:	target – Your path


	Return type:	The leftover part as a string










	
util.io.get_ecdsadir()[source]

	Where are the ecdsa keys?!





	Return type:	String with path to the user’s ecdsa directory (~/.ecdsa)


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.get_logfilepath()[source]

	How to find the logfile.





	Return type:	String with path to the actual log file


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.get_sbinpath()[source]

	Where to install root’s helperscripts (currently for batctl only)





	Return type:	String with path to the user’s bin directory


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.get_sshdir()[source]

	Where are the ssh keys?!





	Return type:	String with path to the user’s ssh directory


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.get_stagedir()[source]

	Where is the default stage dir?





	Return type:	String with path to the (specified) stagedir


	Seealso:	get_configfilepath() get_datadir() get_logfilepath() get_backuppath() get_stagedir() get_builddir() get_binpath() get_sbinpath() get_sshdir() get_ecdsadir()










	
util.io.is_file(target)[source]

	Checks if target is a file





	Parameters:	target – Your targetpath


	Return type:	Boolean










	
util.io.join_path(head, tail)[source]

	Combine (join) two paths.





	Parameters:	
	head – First part of your path

	tail – Second part your path






	Return type:	The joined path as a string












	
util.io.list_path(target)[source]

	Lists files of given folder (flat structure, no depth, no subfolder).


Note

There is no is_empty function. Use len(list_path('/usr/local/bin/')) instead.







	Parameters:	target – Your path


	Return type:	A list of your folder’s contents










	
util.io.make_path(target)[source]

	Creates a folder if it doesn’t exists.





	Parameters:	target – Your path










	
util.io.move_path(source, target)[source]

	Moves files/folders and it’s subfolders to a new location.





	Parameters:	
	source – What to move

	target – Where to move














	
util.io.read_file(filename, **args)[source]

	Reads content of a given file.





	Parameters:	filename – Your file to read


	Return type:	Content as a string










	
util.io.read_jsonfile(filename, **args)[source]

	Reads content of a given json file.





	Parameters:	filename – Your json file to read


	Return type:	json content as python structure










	
util.io.read_yamlfile(filename, **args)[source]

	Reads content of a given yaml file.





	Parameters:	filename – Your yaml file to read


	Return type:	yaml content as python structure










	
util.io.symlink_path(source, target, is_directory=False)[source]

	Sets a symlink to source to the location of target

Source can be specified relative to the target





	Parameters:	
	source – Your path to set a symlink pointing to (must exist)

	target – Your target where to store the symlink

	is_directory – Set to True if your source is a directory














	
util.io.unlink_path(target)[source]

	Unlinks files. Be careful!

Use this for symlinks.





	Parameters:	target – What file/symlink to unlink (should exist ;) )


	Seealso:	backup_path() unlink_path() del_path()










	
util.io.write_file(filename, content, create_path=False)[source]

	Writes content to a given file.





	Parameters:	
	filename – Your file to write

	content – The content to write














	
util.io.write_jsonfile(filename, content, **kwargs)[source]

	Writes python structures to a json file.





	Parameters:	
	filename – Your json file to write

	content – Python structure to write
















mail.py

Helps sending Emails


	
util.mail.send_mail(to, messagetext, sender, subject, **kwargs)[source]

	Creates a MIMEMultipart message according to RFC23, RFC42, RFC1337, YOLO, SWAG and BBQ to send that mail.





	Parameters:	
	to (Either a list of strings (multiple recipients), or just one string) – Recipient of the mail

	messagetext – Write something nice here, think of something beautiful

	sender – The from address (set this correctly not to get caught in the next spam filter)

	subject – Subject line of the mail

	kwargs.punchline – First line of the mail










Note

You need postfix (or similar) listening on (local) port 25 on your machine for this to work.







	Seealso:	util.ffbase.FFbase.mail(), ffctl.mailer()












system.py

Deals with the most basic stuff.

Most methods will be launched only once at startup and the values are written to the config, read from there afterwards.

It also allows running shell commands.


	
util.system.check_pythonver()[source]

	Kills FFctl if run with python2






	
util.system.check_root()[source]

	Checks if the current user is root or not





	Return type:	Boolean










	
util.system.hostname()[source]

	Return the hostname of the current machine (without domain and stuff)





	Return type:	Your freaking hostname as a string










	
util.system.kill_me(msg)[source]

	This function prints out a message, exiting everything afterwards with an error





	Parameters:	msg – Your famous last words










	
util.system.sh(cmdline)[source]

	This is a simplified wrapper for shellrun()





	Parameters:	cmdline – Your shell command to run


	Return type:	Mostly stdout, but stderr on error, as a string










	
util.system.shellrun(cmdline, cin=None)[source]

	Executes a shell command, returning the result





	Parameters:	cmdline (As a string or a list of strings) – Your shell command to run


	Return type:	A dictionary with the keys stdout (not always present) stdin (if given) stderr and returncode, or False on fatal errors
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  Source code for ffctl

# -.- coding: utf-8 -.-
'''United States of Whatever
'''

from argparse import ArgumentParser

from ffbuilder import BUILDGETTERSPREFIX, BUILDGETTERS
from util.system import check_pythonver

[docs]def confb(par):
    '''invokes :meth:`ffconfigbackup.FFconfigbackup.run`

    :param par: argumentparser namespace object
    '''
    from ffconfigbackup import FFconfigbackup
    FFconfigbackup().run(par)


def doctor(par):
    '''invokes :meth:`ffdoctor.FFdoctor.run`

    :param par: argumentparser namespace object
    '''
    from ffdoctor import FFdoctor
    FFdoctor().run(par)

[docs]def draw(par):
    '''invokes :meth:`ffdraw.FFdraw.run`

    :param par: argumentparser namespace object
    '''
    from ffdraw import FFdraw
    FFdraw().run(par)


def ping(par):
    '''invokes :meth:`ffping.FFping.run`

    :param par: argumentparser namespace object
    '''
    from ffping import FFping
    FFping().run(par)

def rsync(par):
    '''invokes :meth:`ffimagesync.FFimagesync.run`

    :param par: argumentparser namespace object
    '''
    from ffrsync import FFrsync
    FFrsync().run(par)

def sync(par):
    '''invokes :meth:`ffpeersync.FFpeersync.run`

    :param par: argumentparser namespace object
    '''
    from ffpeersync import FFpeersync
    FFpeersync().run(par)

def vpnprobe(par):
    '''invokes :meth:`ffvpnprobe.FFvpnprobe.run`

    :param par: argumentparser namespace object
    '''
    from ffvpnprobe import FFvpnprobe
    FFvpnprobe().run(par)

def builder(par):
    '''helper functionality for ``gluon_builder.sh``

    invokes :meth:`ffbuilder.FFbuilder.run`

    .. note:: Please avoid calling multiple *--get* flags at once. The output will be unsorted, and bad things may happen.

    :param par: argumentparser namespace object
    '''
    from ffbuilder import FFbuilder
    verbose = True
    # if any BUILDGETTER is set. a.k.a. gluon_helper is asking for details: -> shut up
    if any([vars(par)['%s%s' %(BUILDGETTERSPREFIX, getter)] for getter in BUILDGETTERS]) == True:
        verbose = False
    builder = FFbuilder(verbose)

    builder.run(par)
    builder.digest()

parser = ArgumentParser(prog='FFctl', description='FFctl command line interface', epilog='see ffctl.readthedocs.org for more information', add_help=True)
functions = {'confb': confb, 'doctor': doctor, 'draw': draw, 'ping': ping, 'rsync': rsync, 'sync': sync, 'vpnprobe': vpnprobe, 'builder': builder}

parser.add_argument('type', action='store', choices=list(sorted(functions.keys())), help='which action to launch')

builder = parser.add_argument_group('builder', description='features for FFctl builder')
builder.add_argument('--prepare', action='store_true', help='prepare build directory (checkout and update all sources)')
builder.add_argument('--postbuild', action='store_true', help='validate a fresh build and sort it into the library')
builder.add_argument('--metalog', action='store', nargs='+', help='gluon_builder intern - send a log entry to meta')
builder.add_argument('--metaimport', action='store', help='gluon_builder intern - import a json file into meta')
builder.add_argument('--trimanifest', action='store', help='add all branches to manifest')
builder.add_argument('--declare_nightly', action='store', help='declare a build from your library as nightly by setting proper symlinks')
builder.add_argument('--declare_beta', action='store', help='declare a build from your library as beta by setting proper symlinks')
builder.add_argument('--declare_stable', action='store', help='declare a build from your library as stable by setting proper symlinks')
builder.add_argument('--sign_release', action='store', help='sign a a build from your library')
builder.add_argument('--key', action='store', help='use this key for signing (use it with --sign_release)')
for getter in BUILDGETTERS:
    builder.add_argument('--%s%s' %(BUILDGETTERSPREFIX, getter), action='store_true', help='gluon_builder intern - %s %s' %(BUILDGETTERSPREFIX, getter))

doctor = parser.add_argument_group('doctor', description='features for FFctl doctor')
doctor.add_argument('--ecdsa', action='store_true', help='doctor with ecdsa keys')
doctor.add_argument('--bob', action='store_true', help='doctor installs gluon builder script')

ping = parser.add_argument_group('ping', description='features for FFctl ping')
ping.add_argument('--gwl', action='store', help='bandwith string for batctl')
ping.add_argument('--batif', action='store', help='batman interface to use')
ping.add_argument('--exitif', action='store', help='exitif interface to use')

sync = parser.add_argument_group('sync', description='features for FFctl keysync')
sync.add_argument('--meshif', action='store', help='fastd interface to use')

def main():
    '''Entry point for the command line interface
    '''
    check_pythonver()

    args = parser.parse_args()
    functions[args.type](args)

if __name__ == '__main__':
    main()
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  Source code for util.io

# -.- coding: utf-8 -.-
'''Deals with files.

Can handle files, folders and locations:

* find specific locations on the disk
* split, strip, join, create, copy, delete, ... operations
* read and write files

'''

if __name__ == '__main__':
    from sys import exit as sysexit
    sysexit(23)

from os import path, makedirs, environ, listdir, chmod, symlink, unlink
from shutil import rmtree, move, copy2, copytree

from util.ffbase import DEF
CODING=DEF['io_encoding']
SUBFOLDER=DEF['ffctl_ident']
from util.helper import timestamp

###
# paths
#

[docs]def get_configfilepath():
    '''How to find the config file.

    Loosely following the XDG folder scheme.

    :rtype: String with path to the config file

    :seealso: |iodirs_see|

    .. |iodirs_see| replace:: :meth:`get_configfilepath` :meth:`get_datadir` :meth:`get_logfilepath` :meth:`get_backuppath` :meth:`get_stagedir` :meth:`get_builddir` :meth:`get_binpath` :meth:`get_sbinpath` :meth:`get_sshdir` :meth:`get_ecdsadir`
    '''
    return path.join(
        environ.get(
            'XDG_CONFIG_HOME',
            path.expanduser(path.join('~', '.config'))
        ), SUBFOLDER, 'config.json'
    )


[docs]def get_datadir():
    '''Where to store your files (e.g. working files, temp files, backups, etc.).

    Loosely following the XDG folder scheme.

    :rtype: String with path to the data directory

    :seealso: |iodirs_see|
    '''
    return path.join(
        environ.get(
            'XDG_DATA_HOME',
            path.expanduser(path.join('~', '.local', 'share'))
        ), SUBFOLDER
    )


[docs]def get_logfilepath():
    '''How to find the logfile.

    :rtype: String with path to the actual log file

    :seealso: |iodirs_see|
    '''
    return path.join(get_datadir(), 'ffctl.log')


[docs]def get_backuppath():
    '''Where to store your backups.

    :rtype: String with path to the backups directory

    :seealso: |iodirs_see|
    '''
    return path.join(get_datadir(), '_backups')


[docs]def get_stagedir():
    '''Where is the default stage dir?

    :rtype: String with path to the (specified) stagedir


    :seealso: |iodirs_see|
    '''
    return path.join(get_datadir(), '_stage')


[docs]def get_builddir():
    '''Where to build the gluon images

    :rtype: String with path to the gluon image compiling directory

    :seealso: |iodirs_see|
    '''
    return path.expanduser(path.join('~', 'gluon_builder'))


[docs]def get_binpath():
    '''Where to install the helperscripts

    should be in your ``$PATH``

    :rtype: String with path to the user's bin directory

    :seealso: |iodirs_see|
    '''
    return path.expanduser(path.join('~', 'bin'))


[docs]def get_sbinpath():
    '''Where to install root's helperscripts (currently for **batctl** only)

    :rtype: String with path to the user's bin directory

    :seealso: |iodirs_see|
    '''
    return path.join('/', 'usr', 'local', 'sbin')


[docs]def get_sshdir():
    '''Where are the ssh keys?!

    :rtype: String with path to the user's ssh directory

    :seealso: |iodirs_see|
    '''
    return path.expanduser(path.join('~', '.ssh'))


[docs]def get_ecdsadir():
    '''Where are the ecdsa keys?!

    :rtype: String with path to the user's ecdsa directory (``~/.ecdsa``)

    :seealso: |iodirs_see|
    '''
    return path.expanduser(path.join('~', '.ecdsa'))


###
# path operations
#

[docs]def is_file(target):
    '''Checks if target is a file

    :param target: Your targetpath
    :rtype: Boolean
    '''
    return not path.isdir(target)


[docs]def expand_path(target):
    '''Expands paths.

    a.k.a. turns ``~/my/awesome/folder`` into ``/home/**username**/my/awesome/folder``

    :param target: Your path
    :rtype: String with path to the config directory
    '''
    return path.expanduser(target)


[docs]def exists_path(target):
    '''Checks if target exists.

    :param target: Your path
    :rtype: Boolean
    '''
    return path.exists(target)


[docs]def join_path(head, tail):
    '''Combine (join) two paths.

    :param head: First part of your path
    :param tail: Second part your path
    :rtype: The joined path as a string
    '''
    return path.join(head, tail.lstrip('/'))


[docs]def get_basename(target):
    '''Strips the folder part from a path.

    a.k.a turns ``/usr/local/bin/my_script.sh`` into ``my_script.sh``

    :param target: Your path
    :rtype: The leftover part as a string
    '''
    return path.basename(target)


[docs]def get_dirname(target):
    '''Strips the file part from a path.

    a.k.a turns ``/usr/local/bin/my_script.sh`` into ``/usr/local/bin``

    .. note:: ``os.path.dirname`` doesn't check if your target is really a file. It just strips the last part after the last **/**

    ``/usr/local/bin`` would become ``/usr/local/``, whereas ``/usr/local/bin/`` would become ``/usr/local/bin``

    :param target: Your path
    :rtype: The leftover part as a string
    '''
    return path.dirname(target)


[docs]def get_abspath(target):
    '''Strips relative paths into absoulute ones.

    a.k.a turns ``~/my/not/../awesome/folder`` into ``/home/USER/my/awesome/folder``

    :param target: Your path
    :rtype: The absoulute path as a string
    '''
    if path.exists(target):
        return path.abspath(path.dirname(target))


[docs]def list_path(target):
    '''Lists files of given folder (flat structure, no depth, no subfolder).

    .. note::
        There is no ``is_empty`` function. Use ``len(list_path('/usr/local/bin/'))`` instead.

    :param target: Your path
    :rtype: A list of your folder's contents
    '''
    if path.exists(target):
        return listdir(target)


###
# path operations II - writing
#

[docs]def make_path(target):
    '''Creates a folder if it doesn't exists.

    :param target: Your path
    '''
    if not path.exists(target):
        return makedirs(target)


[docs]def chmod_path(target, mask):
    '''Sets permissions to a path.

    :param target: Your path (must exist)
    :param mask: Your mask (e.g. for an octal mask: ``0o644``, ``0o755``)
    '''
    if path.exists(target):
        return chmod(target, mask)


[docs]def symlink_path(source, target, is_directory=False):
    '''Sets a symlink to source to the location of target

    Source can be specified relative to the target

    :param source: Your path to set a symlink pointing to (must exist)
    :param target: Your target where to store the symlink
    :param is_directory: Set to ``True`` if your source is a directory
    '''
    return symlink(source, target, target_is_directory=is_directory)


[docs]def copy_path(source, target):
    '''Copies files/folders and it's subfolders to a new location.

    :param source: What to copy
    :param target: Where to copy
    '''
    if is_file(source):
        if not exists_path(get_dirname(target)):
            make_path(get_dirname(target))
        return copy2(source, target)
    return copytree(source, target)


[docs]def move_path(source, target):
    '''Moves files/folders and it's subfolders to a new location.

    :param source: What to move
    :param target: Where to move
    '''
    if exists_path(source):
        return move(source, target)


[docs]def backup_path(target):
    '''Backups files/folders and it's subfolders.

    :param target: What to backup

    :seealso: |rmpath_see|

    .. |rmpath_see| replace:: :meth:`backup_path` :meth:`unlink_path` :meth:`del_path`
    '''
    make_path(get_backuppath())
    if exists_path(target):
        return copy_path(target, join_path(get_backuppath(), '%s-%s' %(get_basename(target) if is_file(target) else target, timestamp())))


[docs]def unlink_path(target):
    '''Unlinks files. Be careful!

    Use this for symlinks.

    :param target: What file/symlink to unlink (should exist ;) )
    :seealso: |rmpath_see|
    '''
    if path.exists(target):
        return unlink(target)



[docs]def del_path(target):
    '''Deletes files/folders and it's subfolders. Be careful!

    :param target: What to delete
    :seealso: |rmpath_see|
    '''
    if path.exists(target):
        return rmtree(target)


###
# file io
#

[docs]def read_file(filename, **args):
    '''Reads content of a given file.

    :param filename: Your file to read
    :rtype: Content as a string
    '''
    if path.exists(filename):
        with open(filename, 'r', encoding=CODING) as f:
            return f.read()


[docs]def read_jsonfile(filename, **args):
    '''Reads content of a given json file.

    :param filename: Your json file to read
    :rtype: json content as python structure
    '''
    from json import loads

    target = read_file(filename, **args)
    if target:
        return loads(target)


[docs]def read_yamlfile(filename, **args):
    '''Reads content of a given yaml file.

    :param filename: Your yaml file to read
    :rtype: yaml content as python structure
    '''
    from yaml import safe_load

    target = read_file(filename, **args)
    if target:
        return safe_load(target)


[docs]def write_file(filename, content, create_path=False):
    '''Writes content to a given file.

    :param filename: Your file to write
    :param content: The content to write
    '''
    if create_path: make_path(get_dirname(filename))

    with open(filename, 'w', encoding=CODING) as f:
        return f.write(content)


[docs]def write_jsonfile(filename, content, **kwargs):
    '''Writes python structures to a json file.

    :param filename: Your json file to write
    :param content: Python structure to write
    '''
    from json import dumps

    target = dumps(content, sort_keys=True, indent=2)
    if target:
        return write_file(filename, target, kwargs)
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  Source code for util.helper

# -.- coding: utf-8 -.-
'''Helps doing stuff.

Currently it deals with timestamps and can render jinja2 templates.
'''

if __name__ == '__main__':
    from sys import exit as sysexit
    sysexit(23)

from datetime import datetime
from time import time

[docs]def tstamp():
    '''Gets the current UNIX time stamp, Redneck style

    :rtype: Current UNIX time stamp as int
    '''
    return int(time())


[docs]def timestamp():
    '''Gets the formatted current timestamp

    :rtype: Current time stamp as string
    '''
    return datetime.now().strftime('%Y.%m.%d-%H.%M.%S')



[docs]def render_template(tfile, tvars):
    '''Renders a Jinja2 template

    :param tfile: Full path to the Jinja2 template file
    :param tvars: Your Jinja2 template variables
    '''
    from jinja2 import FileSystemLoader, Environment
    from util.io import exists_path, get_dirname, get_basename

    if exists_path(tfile):
        tenv = Environment(loader=FileSystemLoader(searchpath=get_dirname(tfile)))

        return tenv.get_template(get_basename(tfile)).render(tvars)
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  Source code for ffconfigbackup

# -.- coding: utf-8 -.-

from util.ffbase import FFbase
from util.ffgit import FFgit
from util.io import join_path, read_jsonfile, get_configfilepath, copy_path, expand_path, exists_path, is_file, del_path

[docs]class FFconfigbackup(FFbase, FFgit):
    '''Copies your config files into a git repo, commits and pushes the changes afterwards

    The list of config files to copy is in a json file, which lays in the root of the target repo.

    .. note:: You can find that json file here:
        https://github.com/freifunk-mwu/gateway-configs/blob/master/queue.json

    This is done for comfort and timeline purposes:

    * Scrolling through the configs and cross comparing between servers is much more easier in a webbrowser
    * Helps answering questions like: 'what did you do at the last meeting?' and 'what is wrong so it doesn't work anymore?'

    Beware: In contrast to the name, this is not a real backup!
    '''
    def __init__(self):
        super().__init__()
        self.ffgit_setup(
            self.config['gwconf_subfolder'],
            self.config['gwconf_remote'],
            branch=self.config['hostname']
        )

[docs]    def run(self, par=None):
        '''Actually runs everything - copy, publish, done!

        Reads in the json queuefile and copies all mentioned files to a subfolder named like your hostname into your config repo
        '''
        queuefile = join_path(self.ffgit_target(), self.config['mod']['confb_queuefile'])
        targetpath = join_path(self.ffgit_target(), self.config['hostname'])

        backupqueue = self.m(
            'loading queue',
            cmd=read_jsonfile,
            cmdargs=[queuefile]
        )
        if backupqueue:
            backupqueue = [
                expand_path(
                    b.replace('#ffctl_config#', get_configfilepath()).replace('#hostname#', self.config['hostname'])
                ) for b in backupqueue
            ]

            for src in backupqueue:
                tgt = join_path(targetpath, src)
                if exists_path(src):
                    if not is_file(src) and exists_path(tgt): del_path(tgt)
                    self.m(
                        'copying file %s' %(src),
                        cmd=copy_path,
                        cmdargs=[src, tgt]
                    )

            self.ffgit_publish()
        self.digest()



if __name__ == '__main__':
    pass
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  Source code for util.system

# -.- coding: utf-8 -.-
'''Deals with the most basic stuff.

Most methods will be launched only once at startup and the values are written to the config, read from there afterwards.

It also allows running shell commands.
'''

if __name__ == '__main__':
    from sys import exit as sysexit
    sysexit(23)

from subprocess import PIPE, Popen
from os import geteuid
from sys import exit as sysexit, version_info

from util.ffbase import DEF
CODING=DEF['io_encoding']

[docs]def kill_me(msg):
    '''This function prints out a message, exiting everything afterwards with an error

    :param msg: Your famous last words
    '''
    print('!> FATAL SYSTEM ERROR: %s\n!-> MAJOR FAULT and GENERAL FAILURE are here to help\n!> #kthxbye' %(msg))
    sysexit(23)


[docs]def check_root():
    '''Checks if the current user is root or not

    :rtype: Boolean
    '''
    if geteuid() == 0:
        kill_me('do not run me as root, use a passwordless sudo user instead')


[docs]def check_pythonver():
    '''Kills FFctl if run with python2
    '''
    if version_info.major < 3:
        kill_me('run FFctl only with python3! It\'s already at least five years old, and can talk and walk..')


###
# output
#

[docs]def shellrun(cmdline, cin=None):
    '''Executes a shell command, returning the result

    :param cmdline: Your shell command to run
    :type cmdline: As a string or a list of strings
    :rtype: A dictionary with the keys *stdout* (not always present) *stdin* (if given) *stderr* and *returncode*, or False on fatal errors
    '''
    def liststr(lst):
        return [s for s in lst.strip().split('\n')]

    result = dict()
    try:
        if isinstance(cmdline, str):
            cmdline = cmdline.split(' ')
        cmd = Popen(cmdline, stdin=PIPE, stderr=PIPE, stdout=PIPE)
        cin = bytes(cin, CODING) if cin else None

        outresult, errresult = cmd.communicate(cin)

        result['returncode'] = cmd.returncode
        result['stdin'] = cin.decode(encoding=CODING) if cin else None
        result['stdout'] = liststr(outresult.decode(encoding=CODING)) if outresult else None
        result['stderr'] = liststr(errresult.decode(encoding=CODING)) if errresult else None

    except (OSError, TypeError) as ex:
        kill_me(ex)
        return False

    return result


[docs]def sh(cmdline):
    '''This is a simplified wrapper for :meth:`shellrun`

    :param cmdline: Your shell command to run
    :rtype: Mostly stdout, but stderr on error, as a string
    '''
    result = shellrun(cmdline)
    if result:
        return result['stdout'] if result['returncode'] == 0 else result['stderr']


[docs]def hostname():
    '''Return the hostname of the current machine (without domain and stuff)

    :rtype: Your freaking hostname as a string
    '''
    return sh('uname -n')[-1].split('.')[0]
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  Source code for util.crypt

# -.- coding: utf-8 -.-
'''Deals with crypto stuff..

It can generate both public and private keys for ssh and ecdsa

|ecdsautilsreq|

.. note:: Cypherpunks suck!

.. |ecdsautilsreq| replace:: you'll need the ecdsautils_ compiled and installed to work with ecdsa keys
.. _ecdsautils: https://github.com/tcatm/ecdsautils
'''


if __name__ == '__main__':
    from sys import exit as sysexit
    sysexit(23)

from util.io import write_file, read_file
from util.system import sh, shellrun, kill_me

###
# ssh
#

[docs]def ssh_genprvkey(kfile, ktype, ksize):
    '''Generates a passwordless ssh key pair

    :param kfile: Where to store that keypair
    :param ktype: What type of keypair (eg. rsa)
    :param ksize: Key length/size
    '''
    return sh(['ssh-keygen', '-t', ktype, '-b', '%s' %(ksize), '-N', '', '-f', kfile])



[docs]def ssh_genpubkey(kfile, pfile):
    '''Generates the public ssh key from the given private key and writes it next to the private one.

    :param kfile: Path to the (existing) private key
    :param pfile: Path to the (not yet existing) public key
    '''
    keygenoutput = shellrun(['ssh-keygen', '-f', kfile, '-y'])
    if keygenoutput and keygenoutput['returncode'] == 0:
        return write_file(pfile, '%s\n' %(keygenoutput['stdout'][-1]))
    else:
        kill_me('could not generate %s' %(kfile))

###
# ecdsa
#

[docs]def ecdsa_genprvkey(kfile):
    '''Generates a private ecdsa key

    .. note:: |ecdsautilsreq|

    :param kfile: Where to store that key
    '''
    keygenoutput = shellrun('ecdsakeygen -s')
    if keygenoutput and keygenoutput['returncode'] == 0:
        return write_file(kfile, '%s\n' %(keygenoutput['stdout'][-1]))
    else:
        kill_me('could not generate %s' %(kfile))



[docs]def ecdsa_genpubkey(kfile, pfile):
    '''Generates the public ecdsa key from the given private key and writes it next to the private one.

    .. note:: |ecdsautilsreq|

    :param kfile: Path to the (existing) private key
    :param pfile: Path to the (not yet existing) public key
    '''
    prvfile = read_file(kfile)
    keygenoutput = shellrun(['ecdsakeygen', '-p'], cin=prvfile)
    if keygenoutput and keygenoutput['returncode'] == 0:
        return write_file(pfile, '%s\n' %(keygenoutput['stdout'][-1]))
    else:
        kill_me('could not generate %s' %(pfile))
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  Source code for util.mail

# -.- coding: utf-8 -.-
'''Helps sending Emails
'''

if __name__ == '__main__':
    from sys import exit as sysexit
    sysexit(23)

from itertools import chain
from email import charset
from email.mime.multipart import MIMEMultipart
from email.mime.text import MIMEText
from email.utils import formatdate
from socket import error as sockerror
from smtplib import SMTP, SMTPException

[docs]def send_mail(to, messagetext, sender, subject, **kwargs):
    '''Creates a MIMEMultipart message according to RFC23, RFC42, RFC1337, YOLO, SWAG and BBQ to send that mail.

    :param to: Recipient of the mail
    :type to: Either a list of strings (multiple recipients), or just one string
    :param messagetext: Write something nice here, think of something beautiful
    :param sender: The from address (set this correctly not to get caught in the next spam filter)
    :param subject: Subject line of the mail
    :param kwargs.punchline: First line of the mail

    .. note::
        You need postfix (or similar) listening on (local) port 25 on your machine for this to work.

    :seealso: :meth:`util.ffbase.FFbase.mail`, :meth:`ffctl.mailer`
    '''
    if isinstance(to, str):
        to = [to]
    cc = kwargs.get('cc', [])
    bcc = kwargs.get('bcc', [])
    recipients = list(chain(to, cc, bcc))
    punchline = kwargs.get('punchline', '')

    charset.add_charset('utf-8', charset.QP, charset.QP, 'UTF-8')

    message = MIMEMultipart()
    message.add_header('To', ', '.join(to))
    cc and message.add_header('CC', ', '.join(cc))
    message.add_header('From', sender)
    message.add_header('Subject', '%s (%s)' %(subject, formatdate(localtime=True)))
    message.add_header('Date', formatdate())
    message.add_header('X-Mailer', 'Postbote Willy')

    for cont in [punchline, messagetext]:
        message.attach(MIMEText(cont, 'plain', 'UTF-8'))

    try:
        session = SMTP()
        session.connect('localhost')

        return session.sendmail(sender, recipients, message.as_string().encode('UTF-8'))

    except (SMTPException, sockerror) as ex:

        return 'can\'t send mail!\n%s\nis postfix configured?' %(ex)
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  Source code for util.ffgit

# -.- coding: utf-8 -.-

if __name__ == '__main__':
    from sys import exit as sysexit
    sysexit(23)

# from util.ffbase import FFbase
from util.git import is_git, git_remote, git_clone, git_pull, git_push, git_checkoutbranch, git_status, git_add, git_commit, git_merge, git_rm
from util.io import  join_path, get_datadir, list_path, move_path, get_backuppath, get_basename
from util.system import kill_me

MERGECONFLICTMSG = 'You have merge conflicts! #omg #wtf? #yolo #FIXME!1!'

[docs]class FFgit(object):
    '''Teaches FFctl how to use git, as a child class of: :class:`util.ffbase.FFbase`.

    Every script which messes around with git repositories should be a child instance of :class:`util.ffgit.FFgit` instead of :class:`util.ffbase.FFbase`.

    In the constructor the function :meth:`ffgit_setup` should be called to set up things properly beforehand.
    '''
[docs]    def __init__(self):
        '''Calls it's superclass' constructor: :meth:`util.ffbase.FFbase.__init__`
        '''
        super().__init__()


[docs]    def ffgit_setup(self, target, remote, branch='master', relativetarget=True):
        '''Initializes everything you need for git.

        :param target: Local folder path for repository
        :param remote: Remote url for repository
        :type remote: Some git url (git://... ssh://...)
        :param branch: Branch to work on in repository
        :param relativetarget: Treat `target` as relative path starting from ffctls data directory

        If *realtarget* is set, the repo will be expected to be under ``~/.local/share/ffctl/**target**`` otherwise ``/**target**``

        :seealso: :meth:`util.io.get_datadir` :meth:`util.io.get_backuppath`

        On startup all possible cases are considered, and the proper actions will be launched then:

        * No folder under target found: **Fresh clone**

        If there is already a folder under target, it checks the folder:

        * This folder is not a git repo: **Move to backup folder** -> **Fresh clone**
        * If this folder is a git repo, it compares the remotes with value of **remote**
            * This is another repo: -> **Move to backup folder** -> **Fresh clone**
            * This is the same repo: -> **Stage and commit all changes** -> **git pull**

        The comparison of the remotes with the value of **remote** is just a fuzzy matching, but works properly if the repo was initially created using `FFgit` :)

        No matter what the preconditions are, `git_setup` will leave the most recent version of your *remote* behind, all changes commited, checked out at *branch*.
        '''
        if relativetarget:
            target = join_path(get_datadir(), target)

        self.target = target
        self.remote = remote
        self.branch = branch
        backuptarget = join_path(get_backuppath(), '%s/%s' %(self.config['ffctl_version'], get_basename(self.target)))
        metaresults = {
            'target': target,
            'remote': remote,
            'branch': branch,
        }

        if list_path(self.target):
            if is_git(self.target):
                maction = None
                remotes = self.m(
                    'there is already a git repo at %s. comparing remotes' %(self.target),
                    cmd=git_remote,
                    cmdargs=[self.target]
                )
                if not remote in ''.join(remotes):
                    self.m(
                        'this may be another repo, moving away to %s' %(backuptarget),
                        cmd=move_path,
                        cmdargs=[self.target, backuptarget]
                    )
                    maction = 'moved to %s' %(backuptarget)
                else:
                    self.m(
                        'repo is the same, saving changes.',
                        cmd=self.ffgit_save(),
                    )
                    maction = 'synced'

                metaresults.update({'repo found': maction})

            else:
                self.m(
                        'this is no repo, moving away to %s' %(backuptarget),
                        cmd=move_path,
                        cmdargs=[self.target, backuptarget]
                )
                metaresults.update({'directory found': 'moved to %s' %(backuptarget)})

        if not list_path(self.target):
            metaresults.update({'clone': self.m(
                'cloning %s to %s' %(remote, target),
                cmd=git_clone,
                cmdargs=[self.target, self.remote]
            )})

        metaresults.update({'checkout': self.m(
            'checking out %s..' %(branch),
            cmd=git_checkoutbranch,
            cmdargs=[self.target, branch],
            postmsg='nice'
        )})


        self.m(
            'target: %s\n|> remote: %s' %(self.target, self.remote),
            postmsg='git_setup done'
        )

        self.reflog.append(metaresults)


[docs]    def ffgit_target(self):
        '''Get the current git repo path

        :rtype: Full path as a string
        '''
        return self.target


[docs]    def ffgit_save(self):
        '''Stages all changes, removes deleted files, commits in your specified *branch* and merges it with the master branch.

        This function stops on a merge conflicts sending a mail crying for help!

        This function will leave your repo checked out at *branch* behind
        '''
        committmessage = '%s %s auto commit (%s)' %(self.config['hostname'], self.config['ffctl_ident'], self.config['ffctl_version'])
        mergemessage = '%s %s auto merge (%s)' %(self.config['hostname'], self.config['ffctl_ident'], self.config['ffctl_version'])
        metaresults = dict()

        self.m(
            'checking out %s for %s' %(self.branch, self.target),
            cmd=git_checkoutbranch,
            cmdargs=[self.target, self.branch],
        )

        changes = self.m(
            'checking for changes in %s' %(self.target),
            cmd=git_status,
            cmdargs=[self.target],
        )
        metaresults.update({'changes': changes})
        if changes:
            for change in changes:
                s, f = change.split()
                if '?' in s or 'M' in s:
                    self.m(
                        'adding file %s (state %s)' %(f, s),
                        cmd=git_add,
                        cmdargs=[self.target, f]
                    )
                elif 'D' in s:
                    self.m(
                        'removing %s (state %s)' %(f, s),
                        cmd=git_rm,
                        cmdargs=[self.target, f]
                    )
                elif 'U' in s:
                    self.reflog.append({'file': change, 'changes': changes})
                    self.mail(MERGECONFLICTMSG)
                    kill_me(MERGECONFLICTMSG)

            metaresults.update({'autocommit': self.m(
                'auto committing to %s' %(self.target),
                cmd=git_commit,
                cmdargs=[self.target, committmessage]
            )})

        metaresults.update({'checkout': self.m(
            'checking out master for %s' %(self.target),
            cmd=git_checkoutbranch,
            cmdargs=[self.target, 'master'],
        )})


        pull = self.m(
            'pulling remote for %s' %(self.target),
            cmd=git_pull,
            cmdargs=[self.target]
        )
        if 'CONFLICT' in pull:
            self.digest(metaimport={'pull': pull})
            self.mail(MERGECONFLICTMSG)
            kill_me(MERGECONFLICTMSG)

        metaresults.update({'pull': pull})
        metaresults.update({'merge': self.m(
            'merging %s with master' %(self.target),
            cmd=git_merge,
            cmdargs=[self.target, self.branch, mergemessage]
        )})

        self.m(
            'checking out %s for %s' %(self.branch, self.target),
            cmd=git_checkoutbranch,
            cmdargs=[self.target, self.branch],
        )

        self.digest(metaimport=metaresults)


[docs]    def ffgit_publish(self):
        '''This invokes :meth:`ffgit_save` first, and then pushes the changes into the *remote*

        .. note: Please set up your ssh keys correctly to make this work without user interaction

        This function will leave your repo checked out at *branch* behind
        '''
        self.ffgit_save()

        metaresults = {'push': self.m(
            'publishing changes in %s to %s' %(self.target, self.remote),
            cmd=git_push,
            cmdargs=[self.target, 'master']
        )}

        self.m(
            'checking out %s for %s' %(self.branch, self.target),
            cmd=git_checkoutbranch,
            cmdargs=[self.target, self.branch],
        )

        self.digest(metaimport=metaresults)
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  Source code for util.ffbase

# -.- coding: utf-8 -.-

if __name__ == '__main__':
    from sys import exit as sysexit
    sysexit(23)

# ffctl defaults for startup
DEF = {
    'ffctl_ident': 'ffctl',
    'githubident': 'github_ffctl',
    'io_encoding': 'utf-8',
}

from logging import getLogger, Formatter, INFO
from logging.handlers import RotatingFileHandler
from random import randint
from types import FunctionType

from util.git import is_git, git_log_pretty
from util.helper import tstamp, timestamp
from util.io import get_configfilepath, get_abspath, get_dirname, join_path, get_datadir, get_logfilepath, get_stagedir, get_ecdsadir, get_backuppath, read_jsonfile, write_jsonfile, exists_path, move_path, make_path
from util.mail import send_mail
from util.system import shellrun, hostname, check_root, check_pythonver

# we are doing a stunt with the inputs here.
# be aware, that no entry from CONF is reachable by any module (from utils)
# which imports this file.
CONF = {
    'basedir': get_abspath(get_dirname(__file__)),
    'baseif': 'eth0',
    'ecdsakey': join_path(get_ecdsadir(), '%s.prv' %(hostname())),
    'exitif': 'exitVPN',
    'hostname': hostname(),
    'icif': 'icVPN',
    'loglen': 1 * 1024 * 1024,     # == 1MB
    'loglevel': INFO,
    'logskeep': 23,
    'mailalert': True,
    'mailprefix': 'freifunk-mainz.de',
    'mailrcpt': 'admin@freifunk-mainz.de',
    'metafile': 'meta.json',
    'gwconf_remote': 'ssh://%s/freifunk-mwu/gateway-configs.git' %(DEF['githubident']),
    'gwconf_subfolder': 'gateway-configs.git',
    'mod': {
        'builder_branches': ['experimental', 'beta', 'stable'],
        'builder_endlager': 'images_', # Prefix for the endlager folders in library
        'builder_gluonremote':  'git://github.com/freifunk-gluon/gluon.git',
        'builder_library': '_library',
        'builder_makecmd': 'make -j7 V=sss',
        'builder_serverdir': '/var/www/gluon',
        'builder_siteremote': 'git://github.com/freifunk-mwu/site-ffmz.git',
        'builder_siteswitch': 'mkwi.py write',
        'builder_siteswitchcommunity': 'wi',
        'builder_stage': '_stage',
        'builder_targetbranch': 'stable',
        'builder_targetpriority': 0.5,
        'builder_targetversion': '0.1+0',
        'confb_queuefile': 'queue.json',
        'draw_flags': [('s', 'summary'), ('m', 'monthly'), ('d', 'daily'), ('h', 'hourly'), ('t', 'top10')], # The order is important here
        'draw_serverdir': '/var/www/html/traffic',
        'imagesync_serverdir': '/var/www/html/gluon',
        'imagesync_rsync_url': 'rsync://pudding.freifunk-wiesbaden.de:2873/gluon',
        'ping_batserverbw': 96,
        'ping_count': 5,
        'ping_hosts': ['freifunk-mainz.de', '95.143.172.211', 'freifunk-wiesbaden.de', '95.143.172.219', 'freifunk.net', '217.197.80.240', 'penisland.net', '66.96.160.128'],
        'ping_percreq': 60,
        'vpnprobe_datefmt': '%d.%m.%Y',
        'vpnprobe_exfile': 'exitVPN.yaml',
        'vpnprobe_warndays': 14,
        'vpnprobe_warnline': '''In {daydelta} Tagen läuft auf {gateway} der {provider} Account "{account}" aus!'''
    },
    'pipcmd': 'pip3',
    'pycmd': 'python3',
    'reg': {
        'mz': {
            'bat': {
                'gw': '96MBit/96MBit',
                'if': 'mzBAT'
            },
            'fastd': {
                'if': 'mzVPN',
                'peers': '/etc/fastd/mzVPN/peers',
                'remote': 'ssh://%s/freifunk-mwu/peers-ffmz.git' %(DEF['githubident']),
            },
        },
        'wi': {
            'bat': {
                'gw': '96MBit/96MBit',
                'if': 'wiBAT'
            },
            'fastd': {
                'if': 'wiVPN',
                'peers': '/etc/fastd/wiVPN/peers',
                'remote': 'ssh://%s/freifunk-mwu/peers-ffwi.git' %(DEF['githubident']),
            },
        },
    },
    'templatedir': join_path(get_abspath(get_dirname(__file__)), 'templates')
}

# overwrite default settings in CONF for these fields. use ['all'] to create
# a clean configfile
FORCE_RESET = ['all']

################################################################################

[docs]class FFbase(object):
    '''The base class for FFctl.

    This is the main starting point for FFctl to work, every script is a child instance of FFbase.

    :seealso: :meth:`__init__`

    Every operation in a child class is done through these methods:

    :seealso: :meth:`m` and :meth:`mail`.
    '''

[docs]    def __init__(self, verbose=True):
        '''Does the most elementary parts to ensure smooth operation:

        * Checks if the current user is not the root user, aborts otherwise.
        * Checks if the current python version is at least 3, aborts otherwise.
        * Loads configuration from disk if any is found.
        * Loads a default configuration (generated from DEF and CONF).
        * Merges changed/updated values in configuration with local one.
        * Writes it back to disk.
        * finally sets up logging and logfiles.

        :param verbose: show styled output
        :seealso: :meth:`util.system.check_root` :meth:`util.ffbase.FFbase._FFbase__load_config` :meth:`util.ffbase.FFbase._FFbase__load_logger`
        '''
        check_root()
        check_pythonver()
        self.verbose = verbose
        self.config = self.__load_config()
        self.logger = self.__load_logger()
        self.reflog = list()
        self.stagedir = None
        self.stage()
        if self.config['ffctl_verbose']:
            self.m(
                '%s™ <|' %(self.config['ffctl_ident']),
                postmsg='startup done <--|'
            )


    def __load_config(self):
        '''Loads local configuration from file, merges changed values with updates and defaults, then saves the configuration back to file.

        :rtype: A dictionary with all settings
        '''
        config = DEF
        config.update(CONF)
        localconfig = read_jsonfile(get_configfilepath())
        if localconfig:
            # merge defaults with config
            for key, value in CONF.items():
                if key in localconfig:
                    if localconfig[key] != value and key not in FORCE_RESET and 'all' not in FORCE_RESET:
                        config[key] = localconfig[key]
        config['ffctl_version'] = git_log_pretty(config['basedir'], fstr='%h', n=1)[-1] if is_git(config['basedir']) else timestamp()
        write_jsonfile(get_configfilepath(), config, create_path=True)

        # finally set the verbose variable
        config['ffctl_verbose'] = self.verbose

        return config

    def __load_logger(self):
        '''Opens/creates a logfile (according to configuration), and provides logging functionality for FFbase (used in :meth:`m`).

        :rtype: An instance of a python logger
        '''
        make_path(get_datadir())
        filehandler = RotatingFileHandler(get_logfilepath(), 'a', self.config['loglen'], self.config['logskeep'])
        filehandler.setFormatter(Formatter('%(asctime)s %(levelname)s: %(message)s'))
        logger = getLogger('ffctl %s' %(self.config['ffctl_version']))
        logger.setLevel(self.config['loglevel'])
        logger.addHandler(filehandler)

        return logger

[docs]    def m(self, msg, cmd=None, cmdargs=None, cmdkwargs=None, sudo=False, err=False, postmsg=False):
        '''main method managing multiple massively mixed meshnetworks for FFctl!

        .. note:: every lowercase *m* followed by a *(*-bracket looks like a facepalm! **m(**

        This is the main function to interact with the FFctl internals.

        Runs either a python function or calls a shell command, returning the untouched output.

        :meth:`m` directs *msg* and command outputs to *stdout* (according to `ffctl_verbose`) and `logger` chains

        :param msg: what you are currently doing
        :param cmd: run either a python function or shell command
        :param cmdargs: pass arguments to python function in *cmd*
        :param cmdkwargs: pass keyword arguments to python function in *cmd*
        :param sudo: run shell command from *cmd* as root
        :param err: treat *stdout*/log output as error indicated by "!"
        :param postmsg: output message after everything's done

        If *msg* is **False**, all shell output from passed *cmd* functions/calls will be suppressed
        '''
        def mm(message):
            if self.config['ffctl_verbose']:
                print(message)
            self.reflog.append(message)
            self.logger.info(message)

        mm('-' * 8)
        prefix = '|-'

        if msg:
            mm('%s> %s' %('!' if err else '|', msg))
        result = None

        if cmd:
            cmdresult = None
            cmdref = dict()

            if isinstance(cmd, FunctionType):
                cmdref['cmd'] = '%s %s %s' %(cmd.__name__, cmdargs, cmdkwargs)
                if msg:
                    mm('$> %s' %(cmdref['cmd']))
                if cmdargs and cmdkwargs:
                    result = cmd(*cmdargs, **cmdkwargs)
                elif cmdargs:
                    result = cmd(*cmdargs)
                elif cmdkwargs:
                    result = cmd(**cmdkwargs)
                else:
                    result = cmd()

                cmdresult = result.split('\n') if isinstance(result, str) else result
                cmdref['result'] = cmdresult

            else:
                if sudo: cmd = 'sudo %s' %(cmd)
                if msg: mm('$> %s' %(cmd))

                cmdref['cmd'] = cmd

                result = shellrun(cmd)
                cmdref['result'] = result

                if result:
                    if result['stderr']:
                        err = True
                        prefix = '!!'
                        cmdresult = result['stderr']
                    else:
                        cmdresult = result['stdout']

            if cmdresult:
                if not isinstance(cmdresult, list):
                    cmdresult = [cmdresult]
                for elem in cmdresult:
                    if elem or msg:
                        mm('%s> %s' %(prefix, elem))

            if msg: cmdref['msg'] = msg
            self.reflog.append(cmdref)

        if postmsg: mm('%s-> %s' %(prefix, postmsg))

        return result


[docs]    def mail(self, punchline=None):
        '''Sends mail. Only if `mailalert` is **True**.

        * The text will be the punchline plus the log output since FFctl startup.
        * The recipient is `mailrcpt` (your admin list).

        :param punchline: reason why this mail was sent

        :seealso: :meth:`util.mail.send_mail`

        As punchline you could use something like::

            self.mail('Dear Sir or Madam, I am writing to inform you about a fire in the building ...')

        No, that's too formal..
        '''
        from yaml import dump

        if self.config['mailalert']:
            fromaddr = '%s@%s' %(self.config['hostname'], self.config['mailprefix'])
            subject = '%s - %s' %(self.config['ffctl_ident'], self.config['hostname'])
            if not punchline:
                punchline = '%s\n\n' %(subject)
            else:
                punchline = '%s [%s]\n\n' %(punchline, subject)

            self.m(
                False,
                cmd=send_mail,
                cmdargs=[self.config['mailrcpt'], dump(self.get_meta(), default_flow_style=False), fromaddr, subject],
                cmdkwargs={'punchline': punchline},
                postmsg='mail to "%s" from "%s" punchline "%s"' %(self.config['mailrcpt'], fromaddr, punchline)
            )
        self.digest()



[docs]    def get_meta(self):
        '''TODO
        '''
        d = dict()
        t = {'u': tstamp(), 'h': timestamp(), 'r': '%2X' %(randint(0x10,0xff))}
        i = '%s-%s' %(t['u'], t['r'])
        metafile = join_path(self.stagedir, self.config['metafile'])

        if exists_path(metafile):
            d = read_jsonfile(metafile)
        else:
            d = {
                'header': {
                    'initialized': t,
                    'ident': i,
                    'stage': self.stagedir,
                },
                'meta': dict()
            }

        return d


[docs]    def digest(self, metaimport=None):
        '''TODO
        '''
        metafile = join_path(self.stagedir, self.config['metafile'])
        d = self.get_meta()

        ident = '%s-%4X' %(d['header']['ident'], randint(0x1000,0xffff))
        d['meta'][ident] = dict()
        d['log'] = self.reflog

        if metaimport:
            mhimport = metaimport.get('header', False)
            mlimport = metaimport.get('log', False)
            mmimport = metaimport.get('meta', False)
            if mhimport:
                d['header'] = mhimport
                if mlimport:
                    d['log'].append(mlimport)
                if mmimport:
                    d['meta'].update(mmimport)
            else:
                d['meta'][ident]['import'] = metaimport

        log = [l for l in d['log'] if not isinstance(l, str)]
        if len(log) > 0:
            d['meta'][ident]['log'] = log
        self.m('kauen, verdauen.. %s' %(metafile))
        self.reflog = list()

        if len(d['meta'][ident]) == 0:
            d['meta'].pop(ident)
        return write_jsonfile(metafile, d)


[docs]    def stage(self, newstage=None, context=False):
        '''TODO

        :param newstage: Your future stage. If set to ``None`` it will set the default stage
        '''
        oldstage = self.stagedir
        prevmeta = None

        if self.stagedir == None:
            self.stagedir = get_stagedir()
            if exists_path(self.stagedir):
                move_path(self.stagedir, join_path(get_backuppath(), 'stage-%s-%4X' %(tstamp(), randint(0x1000,0xffff))))

        if newstage != self.stagedir:
            if oldstage != None and exists_path(self.stagedir):
                prevmeta = self.get_meta()

            self.stagedir = newstage if newstage != None else get_stagedir()

            if not exists_path(self.stagedir):
                make_path(self.stagedir)

            if oldstage:
                self.reflog.append({'from': oldstage, 'to': self.stagedir})
                self.m('switching stage to %s' %(self.stagedir), postmsg='old stage was %s' %(oldstage))

            if context == False:
                self.digest(metaimport=prevmeta)
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  Source code for util.git

# -.- coding: utf-8 -.-
'''Deals with git repos.

a.k.a. passes more or less the untouched parameters to ``git -C CDIR ... ...``

.. note:: You need git >= 1.8 for most of the functions.
'''

if __name__ == '__main__':
    from sys import exit as sysexit
    sysexit(23)

from util.system import shellrun, sh

[docs]def is_git(cdir):
    '''Checks if given folder is a git repo via running git status

    :param cdir: Your repo path
    :rtype: Boolean
    '''
    return shellrun('git -C %s status' %(cdir))['returncode'] == 0


[docs]def git_config(field, value):
    '''Configures git

    :param field: User field to set (user.name, user.email)
    :param value: Value for field ("Roy Kabel", "roykabel@freifunk.net")
    '''
    return sh('git config --global user.%s "%s"' %(field, value))


[docs]def git_clone(cdir, remote):
    '''Clones a git repo from a remote

    :param cdir: Your repo path
    :param remote: Url to your remote
    '''
    return sh('git clone %s %s' %(remote, cdir))


[docs]def git_fetch(cdir):
    '''Fetches from remote

    :param cdir: Your repo path
    '''
    return sh('git -C %s fetch -a' %(cdir))


[docs]def git_pull(cdir):
    '''Pulls from remote

    :param cdir: Your repo path
    '''
    return sh('git -C %s pull' %(cdir))


[docs]def git_checkoutbranch(cdir, branch='master'):
    '''Checks out a branch

    :param cdir: Your repo path
    :param branch: The branch to checkout

    .. note:: If specified branch already exists in the remote repository, a tracking branch will checked out, otherwise a new one will be created.
    '''
    track = '' if branch in ''.join(sh('git -C %s branch -r' %(cdir))) else '-B '
    return sh('git -C %s checkout %s%s' %(cdir, track, branch))


[docs]def git_remote(cdir):
    '''Shows a list of remotes stored in the repo

    :param cdir: Your repo path
    :rtype: String with output from git remote
    '''
    return sh('git -C %s remote -v' %(cdir))


[docs]def git_log_pretty(cdir, fstr='%s', n=10):
    '''Shows formatted entries from git log

    :param cdir: Your repo path
    :param fstr: The format string (e.g. use ``%h`` or ``%H`` to get the last hashes)
    :param n: How many entries should be returned
    :rtype: String with formatted git output depending on your input
    '''
    return sh('git -C %s log --pretty=format:%s -n %d' %(cdir, fstr, n))


[docs]def git_status(cdir):
    '''Shows current status in repo

    :param cdir: Your repo path
    :rtype: String with git porcelain syntax for current status
    '''
    return sh('git -C %s status --porcelain' %(cdir))


[docs]def git_add(cdir, target):
    '''Adds a file to repo

    :param cdir: Your repo path
    :param target: The file to add
    '''
    return sh('git -C %s add %s' %(cdir, target))


[docs]def git_rm(cdir, target):
    '''Deletes a file from repo

    :param cdir: Your repo path
    :param target: The file to delete
    '''
    return sh('git -C %s rm -f %s' %(cdir, target))


[docs]def git_commit(cdir, message):
    '''Commits into repo

    :param cdir: Your repo path
    :param messag: The commit message
    '''
    return sh(['git', '-C', cdir, 'commit', '-m', message])


[docs]def git_merge(cdir, branch, message):
    '''Merges repo

    :param cdir: Your repo path
    :param branch: Merge which branch
    :param messag: The merge message
    '''
    return sh(['git', '-C', cdir, 'merge', branch, '-m', message])


[docs]def git_push(cdir, branch='master'):
    '''Pushes to remote

    :param cdir: Your repo path
    :param branch: Commit into which remote branch
    '''
    return sh(['git', '-C', cdir, 'push', '-u', 'origin', branch])
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  Source code for ffdraw

# -.- coding: utf-8 -.-

from util.ffbase import FFbase
from util.helper import timestamp, render_template
from util.io import join_path, make_path, write_file

[docs]class FFdraw(FFbase):
    '''Generates a small website with traffic statistics.

    This is done  by using vnstat_ (and *vnstati*). Please configure them correctly beforehand.

    .. _vnstat: http://humdi.net/vnstat/
    '''
    def __init__(self):
        super().__init__()

[docs]    def run(self, par=None):
        '''Actually runs everything - drawing network statistics and building a status site
        '''

        serverdir = self.config['mod']['draw_serverdir']
        indexfile = join_path(serverdir, 'index.html')
        graphifs = [self.config['baseif'], self.config['exitif'], self.config['icif']]
        [graphifs.append(self.config['reg'][community]['fastd']['if']) for community in self.config['reg']]
        graphics = dict()

        for interface in graphifs:
            graphics[interface] = dict()
            for flag, name in self.config['mod']['draw_flags']:
                graphics[interface][flag] = '%s-%s.png' %(interface, name)
                self.m(
                    'drawing %s graph for %s' %(name, interface),
                    cmd='vnstati -i %s -%s -o %s' %(interface, flag, join_path(serverdir, graphics[interface][flag]))
                )

        tvars = {
            'hostname': self.config['hostname'].capitalize(),
            'timestamp': timestamp(),
            'graphifs': graphifs,
            'flags': self.config['mod']['draw_flags'],
            'graphics': graphics
        }
        indexcontent = render_template(join_path(self.config['templatedir'], 'draw.jinja.html'), tvars)

        make_path(serverdir)

        self.m(
            'writing status page',
            cmd=write_file,
            cmdargs=[indexfile, indexcontent]
        )
        self.digest()



if __name__ == '__main__':
    pass
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  Source code for ffbuilder

# -.- coding: utf-8 -.-

from re import sub
from sys import exit as sysexit

from util.ffbase import FFbase
from util.ffgit import FFgit
from util.git import git_log_pretty
from util.io import get_builddir, read_jsonfile, list_path, exists_path, del_path, make_path, join_path, move_path, unlink_path, symlink_path, get_abspath
from util.system import kill_me

BUILDGETTERS = ['autosignkey', 'builddir', 'communities', 'libdir', 'makecmd', 'stagedir', 'targetbranch', 'targetident', 'targetpriority']
BUILDGETTERSPREFIX = 'get' # do not use minus sign here
MSTATE = 'state'

[docs]class FFbuilder(FFbase, FFgit):
    '''Helps bobby to build a batch of gluon images for each specified community.

    It offers a pre- (prepare all sources, prepare site, setup stage) and postbuild (sorting finished builds into the library) functionality for Bobby. Further, Bobby calles FFbuilder serveral times to receive configuration settings from FFctl.

    Second: It offers functionality to declare finished builds in your library as **experimental**, **beta**, and **stable**, setting the according symlinks for release.
    '''
    def __init__(self, verbose=True):
        super().__init__(verbose)
        self.buildconfig = self.__load_buildconfig()

    def __load_buildconfig(self):
        '''Populates the buildconfig by copying the values from FFctl's configuration.

        The buildconfig is vital, the values there will be used inside FFbuilder and passed over to bobby.
        '''
        buildconfig = dict()
        for getter in BUILDGETTERS:
            g = 'builder_%s' %(getter)
            if g in self.config['mod']:
                if isinstance(self.config['mod'][g], list):
                    buildconfig[getter] = ' '.join(self.config['mod'][g])
                else:
                    buildconfig[getter] = self.config['mod'][g]

        buildconfig['builddir'] = get_builddir()
        buildconfig['libdir'] = join_path(self.config['mod']['builder_serverdir'], self.config['mod']['builder_library'])
        buildconfig['stagedir'] = join_path(self.config['mod']['builder_serverdir'], self.config['mod']['builder_stage'])
        buildconfig['autosignkey'] = self.config['ecdsakey']
        buildconfig['communities'] =  ' '.join(reversed(sorted(self.config['reg'].keys())))
        buildconfig['targetident'] = self.__get_gluon_ident()

        [kill_me('"%s" is missing in buildconfig' %(getter)) for getter in BUILDGETTERS if not getter in buildconfig]
        return buildconfig

    def __get_gluon_ident(self):
        '''Get the Version-String for Gluon.
        Will be used in the filename of gluon images, library folders and other meta files generated while building.

        .. note:: calling this function before running :meth:`__prepare` results in an incomplete Version String
        '''
        ident = '%s' %(self.config['mod']['builder_targetversion'])
        if self.get_meta():
            ident += '-%s' %(self.get_meta()['header']['initialized']['h'])

        if 'buildconfig' in vars(self):
            for rcom in self.config['reg'].keys(): gdir = join_path(get_builddir(), rcom)
            ident += '-g.%s' %(git_log_pretty(gdir, fstr='%h', n=1)[-1])
            ident += '-s.%s'%(git_log_pretty(join_path(gdir, 'site'), fstr='%h', n=1)[-1])
            self.buildconfig['targetident'] = ident
        return ident

[docs]    def run(self, par=None):
        '''Actually runs everything - Helps Bobby (``gluon_builder.sh``) getting values from the buildconfig, as well as helping FFctl commandline to declare and sign Gluon releases in your library.

        :param par.prepare: Pre-build
        :param par.postbuild: Post-build
        :param par.metalog: Send log message to meta
        :param par.metaimport: Import json file into meta
        :param par.declare_experimental: Path into library for Gluon images to declare and release as experimental
        :param par.declare_beta: Path into library for Gluon images to declare and release as beta
        :param par.declare_stable: Path into library for Gluon images to declare and release as stable
        :param par.sign_release: Path into library for Gluon images to sign
        :param par.key: Use this key to sign Gluon images
        '''
        if par:
            for getter in BUILDGETTERS:
                g = '%s%s' %(BUILDGETTERSPREFIX, getter)
                if g in vars(par):
                    if vars(par)[g] == True:
                        self.stage(self.buildconfig['stagedir'], context=True)
                        self.__get_gluon_ident()
                        print(self.buildconfig[getter])
                else:
                    kill_me('"%s" not found in buildconfig' %(getter))

            if par.prepare: return self.__prepare()
            if par.postbuild: return self.__postbuild()

            if par.metalog:
                self.stage(self.buildconfig['stagedir'], context=True)
                return self.digest(metaimport={'metalog': ' '.join(par.metalog)})

            if par.metaimport:
                metaimport = read_jsonfile(par.metaimport)
                if metaimport:
                    self.stage(self.buildconfig['stagedir'], context=True)
                    return self.digest(metaimport=metaimport)

            if par.trimanifest: return self.__trimanifest(par.trimanifest)

            if par.declare_experimental: return self.__declare('experimental', par.declare_experimental)
            if par.declare_beta: return self.__declare('beta', par.declare_beta)
            if par.declare_stable: return self.__declare('stable', par.declare_stable)
            if par.sign_release and par.key: return self.__sign_release(par.sign_release, par.key)

            self.m(
                'this functions are used by gluon_builder before and after building images.',
                postmsg='use gluon_builder to build images, he will call the arguments here for you'
            )


    def __prepare(self):
        '''Ensure everything is ready, so Bobby can start his job:

        * Creates a stage (subfolder of *serverdir*, so it is publicly viewable if a build is currently running) and a new build directory.
        * Deletes old files if any

        Per community it does:

        * Check out fresh Gluon sources
        * Check out the siteconf
            * for ``builder_siteswitchcommunity`` the siteconf is switched using ``builder_siteswitch`` command.

        This function gets called within ``gluon_builder.sh`` as one of the first.
        '''
        builddir = self.buildconfig['builddir']
        serverdir = self.config['mod']['builder_serverdir']
        libdir = self.buildconfig['libdir']
        stagedir = self.buildconfig['stagedir']

        if list_path(builddir):
            self.m('removing previous build dir %s' %(builddir), cmd=del_path, cmdargs=[builddir])
        self.m('creating new build dir %s' %(builddir), cmd=make_path, cmdargs=[builddir])

        if not list_path(serverdir):
            self.m('creating gluon server dir %s' %(serverdir), cmd=make_path, cmdargs=[serverdir])

        if list_path(stagedir):
            # TODO ~ What to do with unfinished/failed builds?
            self.m('deleting old stage dir %s' %(stagedir), cmd=del_path, cmdargs=[stagedir], postmsg='this was maybe an unfinished/failed build. RIP')
        self.m('creating new stage %s' %(stagedir), cmd=make_path, cmdargs=[stagedir])

        if not list_path(libdir):
            self.m('creating gluon library dir %s' %(libdir), cmd=make_path, cmdargs=[libdir])

        self.stage(stagedir)

        for community in self.config['reg'].keys():
            gluondir = join_path(builddir, community)
            sitedir = join_path(gluondir, 'site')
            cdir = join_path(serverdir, community)

            if not list_path(cdir):
                self.m('creating community pub dir %s' %(cdir), cmd=make_path, cmdargs=[cdir])

            # prepare gluon
            self.ffgit_setup(
                gluondir,
                self.config['mod']['builder_gluonremote'],
                relativetarget=False
            )

            # prepare site
            self.ffgit_setup(
                sitedir,
                self.config['mod']['builder_siteremote'],
                relativetarget=False
            )

            if community == self.config['mod']['builder_siteswitchcommunity']:
                self.m(
                    'switching siteconf for %s' %(community),
                    cmd='%s %s' %(self.config['pycmd'], join_path(sitedir, self.config['mod']['builder_siteswitch']))
                )

            self.digest()

        sysexit(0)

################################################################################

    def __postbuild(self):
        '''Sorts fresh builds into the library

        Will be called from within Bobby after the build for each community was successful.

        It counts the Number of Images (sysupgrade needs three files more than the factory folder).

        Moving the buildstage into a subfolder of your library named after the Gluon release string, copying all images from the built communities creates a so called *endlager* per community.
        '''
        builddir = self.buildconfig['builddir']
        libdir = self.buildconfig['libdir']
        stagedir = self.buildconfig['stagedir']

        self.stage(stagedir, context=True)

        self.m('counting images')
        passed = False

        for community in self.config['reg'].keys():
            gluonimagesdir = join_path(join_path(builddir, community), 'images')
            factoryfiles = list_path(join_path(gluonimagesdir, 'factory'))
            sysupgradefiles = list_path(join_path(gluonimagesdir, 'sysupgrade'))

            count_check = {'factory': False, 'sysupgrade': False}
            if len(factoryfiles) > 0:
                count_check = {
                    'factory': True,
                    'sysupgrade': True if len(sysupgradefiles) >= len(factoryfiles) + 1 else False
                }

            if all(count_check.values()) == True:
                self.m('all builds for %s count up' %(community))
                passed = True
            else:
                passed = False

        if passed:
            targetdir = join_path(libdir, self.__get_gluon_ident())

            self.m('moving stagefiles into endlager %s' %(targetdir))
            move_path(stagedir, targetdir)

            self.stage(targetdir)

            # getting buildfiles
            for community in self.config['reg'].keys():
                gluonimagesdir = join_path(join_path(builddir, community), 'images')
                gluontargetdir = join_path(targetdir, '%s%s' %(self.config['mod']['builder_endlager'], community))
                self.m('creating gluon library target endlager dir %s' %(gluontargetdir), cmd=make_path, cmdargs=[gluontargetdir])

                for imagetype in list_path(gluonimagesdir):
                    tpath = join_path(gluonimagesdir, imagetype)
                    opath = join_path(gluontargetdir, imagetype)
                    self.m('moving images %s' %(opath), cmd=move_path, cmdargs=[tpath, opath])
                self.digest()
        else:
            cerr = 'images did not count up. aborting.'
            self.mail('build failed (ungebremst auf die kauleiste) - %s' %(cerr))
            kill_me(cerr)

    def __trimanifest(self, mfile):
        pattern = r'^BRANCH=.+'
        subst = '\n'.join('BRANCH=%s' %(branch) for branch in self.config['mod']['builder_branches'])

        with open(mfile, 'r') as s:
            source = s.read()
        if source:
            if source.count('BRANCH=') == 1:
                with open(mfile, 'w') as t:
                    return t.write(sub(pattern, subst, source))
            self.m('multiple branches already in manifest found, refusing to add more', err=True)

    def __declare(self, decl, stagedir):
        '''Locates specified images in the library, and sets relative symlinks in the serverdir correctly onto it, also seeting manifest symlinks for branches.

        We use rsync to distribute the whole directory to the gates from the buildserver thus the nodes can run autoupdate successfuly.

        ..note:: Do not build on the Gateways! Although it is possible to do so, sometimes you may want to use different versions of a package. Use at least two several virtual machines.

        :param decl: Status to declare (**experimental**, **beta**, **stable**)
        :param stagedir: Path to your library entry with images to declare
        '''
        if not list_path(stagedir): return self.m('%s does not exist' %(stagedir), err=True)
        if not exists_path(join_path(stagedir, self.config['metafile'])): return self.m('%s exists, but is not a stage' %(stagedir), err=True)
        if not self.buildconfig['libdir'] in get_abspath(stagedir): return self.m('%s is not in the library' %(stagedir), err=True)

        serverdir = self.config['mod']['builder_serverdir']
        reldir = get_abspath(stagedir + '/').replace(self.buildconfig['libdir'], '../_library')

        for community in self.config['reg'].keys():
            endlager = '%s%s' %(self.config['mod']['builder_endlager'], community)
            realsource = join_path(stagedir, endlager)
            relsource = join_path(reldir, endlager)
            targetpath = join_path(join_path(serverdir, community), decl)

            if not all([list_path(join_path(realsource, itype)) for itype in ['factory', 'sysupgrade']]): return self.m('%s contains no files' %(realsource), err=True)

            if exists_path(targetpath):
                self.m('detatching previous %s release for %s' %(decl, community), cmd=unlink_path, cmdargs=[targetpath])

            self.m('declaring new %s release!!' %(decl), cmd=symlink_path, cmdargs=[relsource, targetpath], cmdkwargs={'is_directory': True})

            for branch in self.config['mod']['builder_branches']:
                sysupgradedir = join_path(realsource, 'sysupgrade')
                realbranchmanifest = join_path(sysupgradedir, '%s.manifest' %(branch))
                if not exists_path(realbranchmanifest):
                    self.m('linking %s manifest' %(branch), cmd=symlink_path, cmdargs=['manifest', realbranchmanifest])

            self.m('%s\n%s -> %s' %(realsource, relsource, targetpath))


    def __sign_release(self, stagedir, signkey):
        '''TODO
        '''
        self.m('sign_release stage: %s key: %s' %(stagedir, signkey), postmsg='TODO')


if __name__ == '__main__':
    pass
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  Source code for ffrsync

# -.- coding: utf-8 -.-

from util.ffbase import FFbase
from util.io import exists_path, make_path

[docs]class FFrsync(FFbase):
    '''Calls the correct rsync command for Gluon Image mirroring on the Gateways
    '''
    def __init__(self):
        super().__init__()

[docs]    def run(self, par=None):
        '''Actually runs everything - checking for output directory and rsync
        '''
        serverdir = self.config['mod']['imagesync_serverdir']

        if not exists_path(serverdir):
            make_path(serverdir)

        self.m(
            'synchronizing gluon images',
            cmd='rsync -aqh --stats --delete %s %s' %(self.config['mod']['imagesync_rsync_url'], serverdir)
        )
        self.digest()



if __name__ == '__main__':
    pass
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  Source code for ffping

# -.- coding: utf-8 -.-

from util.ffbase import FFbase
from re import findall

[docs]class FFping(FFbase):
    '''Checks if the gateway is still a gateway through it's OpenVPN connection.

    First a list of hosts will be pinged, and if a minimum of `ping_percreq` % is reachable it adds the gateway flag to B.A.T.M.A.N., otherwise removes it.

    Our gateways each are serving two mesh networks at once (one for Mainz, one for Wiesbaden), so everything except the pings will be done twice.
    '''

    def __init__(self):
        super().__init__()

[docs]    def run(self, par=None):
        '''Actually runs everything - sends pings and adds or removes the gateway flag for B.A.T.M.A.N. depending on the ping result

        :param par.batserverbw: use custom batserver bandwith setting (e.g ``ffctl ping --batserverbw "54Mbit/64Mbit"``)
        :param par.batif: use custom batman interface (e.g "wiBAT")
        :param par.exitif: use custom exit interface (e.g "exitVPN")
        '''
        batserverbw = '%sMBit/%sMBit' %(self.config['mod']['ping_batserverbw'], self.config['mod']['ping_batserverbw'])
        batifs = [self.config['reg'][community]['bat']['if'] for community in self.config['reg']]
        exitif = self.config['exitif']
        if par:
            if par.gwl: batserverbw = par.gwl
            if par.batif: batifs = [par.batif]
            if par.exitif: exitif = par.exitif

        bat_server_req = self.ping(exitif)

        for meshif in batifs:
            bat_server_mode = self.checkbatman(meshif)

            if bat_server_req:
                self.m(
                    'setting BATMAN to server mode for %s (bw %s)' %(meshif, batserverbw),
                    cmd='batctl -m %s gw server %s' %(meshif, batserverbw),
                    sudo=True
                )
            else:
                self.m(
                    'removing BATMAN from server mode for %s' %(meshif),
                    cmd='batctl -m %s gw off' %(meshif),
                    sudo=True
                )

            self.m(
                '''summary for %s
|~> server mode required?\t%s
|~> server mode was\t\t%s
|~> server mode is now\t\t%s
            ''' %(meshif, bat_server_req, bat_server_mode, self.checkbatman(meshif))
            )
        self.digest()


[docs]    def checkbatman(self, interface):
        '''Retrieves the current gateway flag state of B.A.T.M.A.N.

        :param interface: B.A.T.M.A.N. interface to use
        :rtype: string with output from B.A.T.M.A.N. (either "off" or "server 54MBit/54MBit" (or similar) or error)
        '''
        cmd = self.m(
            'checking BATMAN for %s' %(interface),
            cmd='batctl -m %s gw' %(interface),
            sudo=True
        )
        return cmd['stdout'] if cmd['returncode'] == 0 else cmd['stderr']


[docs]    def ping(self, interface):
        '''Pings a list of host (defined in `ping_hosts`) and watches the results.

        It counts the number of reachable hosts and will give you a proposal if you should set or remove the gateway flag.

        :rtype: boolean (**True** if server flag should be set, **False** if server flag should be removed)
        '''
        result = dict()
        stats = dict()

        for n, host in enumerate(self.config['mod']['ping_hosts']):
            result[host] = self.m(
                'probe #%0.2i: %s' %(n + 1, host),
                cmd='ping -c %i -I %s %s' %(self.config['mod']['ping_count'], interface, host)
            )

            stats[host] = {
                'error': result[host]['stderr'],
                'up': True if result[host]['returncode'] == 0 else False
            }

            if result[host]['stdout'] != None:
                ms = list()
                loss = list()
                rtt = list()

                for line in result[host]['stdout']:
                    ms += [t for t in findall('time=([\d.]*) ms\Z', line) if t]
                    loss += findall('([\d.]+)[%] packet loss\Z', line)
                    rtt += [r for r in findall('([\d.]+)/([\d.]+)/([\d.]+)/([\d.]+) ms\Z', line) if r]

                stats[host].update({
                    'ms': ms if ms else None,
                    'loss': loss[-1] if loss and isinstance(loss, list) else None,
                    'rtt': rtt[-1] if rtt and isinstance(rtt, list) else None,
                })

        nhosts = len(self.config['mod']['ping_hosts'])
        hosts_up = [stats[h] for h in stats if stats[h]['up'] == True]
        nhosts_up = len(hosts_up)
        phosts_req = self.config['mod']['ping_percreq']
        nhosts_req = ( (nhosts * phosts_req) / 100 )
        bat_server_req = (nhosts_up >= nhosts_req)

        self.m(
            '''summary
|~> #hosts: \t\t%d (up: %d)
|~> %%required\t\t%d%% (≙ %s)
|~> #up >= #required ?\t%s''' %(nhosts, nhosts_up, phosts_req, nhosts_req, bat_server_req),
        err=not bat_server_req,
        postmsg='BATMAN should %sbe in server mode' %('' if bat_server_req else 'NOT ')
        )

        return bat_server_req



if __name__ == '__main__':
    pass
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  Source code for ffdoctor

#!/usr/bin/env python3
# -.- coding: utf-8 -.-

from util.ffbase import FFbase
from util.git import git_config
from util.helper import render_template
from util.io import exists_path, join_path, make_path, backup_path, chmod_path, get_binpath, get_sbinpath, get_sshdir, get_ecdsadir, read_file, write_file, symlink_path, unlink_path
from util.crypt import ssh_genprvkey, ssh_genpubkey, ecdsa_genprvkey, ecdsa_genpubkey

[docs]class FFdoctor(FFbase):
    '''Initially sets up your machine.

    It ensures the following:

    * you have an ssh-keypair named ``YOURHOSTNAME_rsa`` and ``YOURHOSTNAME_rsa.pub``.
        * used for write access to git(-hub)
    * you have an script called ``ffctl`` in your ``~/bin`` directory.
        * the ffctl commandline: use ``ffctl setup`` anywhere to run the setup again
        * this folder should be in your $PATH environement variable.
    * you have some scripts called ``batctlMESH`` in your ``/usr/local/sbin/`` directory.
        * comfort shortcuts for batctl: use ``batctlwi o`` instead of ``batctl -m wiBAT o``

    '''
    def __init__(self):
        super().__init__()

    def __install_file(self, target, content, chmod=None, root=None):
        '''Installs a file, but writing a backup if target exists and content has changed.

        :param target: Full target path (or temporary path for root install)
        :param content: Content to write into target file
        :param chmod: change permissions of target file
        :param root: move target file into a path which is only writable by root
        '''
        tfile = root if (root and exists_path(root)) else target if exists_path(target) else None
        if tfile:
            if read_file(tfile) != content: self.m('writing backup of %s' %(tfile), cmd=backup_path, cmdargs=[tfile])

        self.m('installing script %s' %(target), cmd=write_file, cmdargs=[target, content])

        if chmod: self.m('setting permissions to %s' %(target), cmd=chmod_path, cmdargs=[target, chmod])
        if root: self.m('moving %s to %s' %(target, root), cmd='mv %s %s' %(target, root), sudo=True)

[docs]    def run(self, par=None):
        '''Runs everything - ssh keys and configuration, ecdsa keys, generating ffctl and batctl helpers, moving them

        :param par.ecdsa: setup ecdsa keys also (requires **ecdsakeygen**)
        :param par.bob: setup gluon_builder and ecdsa keys
        '''
        ecdsa, bob = False, False

        if par:
            if par.ecdsa: ecdsa = True
            if par.bob: ecdsa, bob = True, True

        self.ffpipreqs()

        self.ffgituser()
        self.ffsshkeysetup()
        if ecdsa: self.ffecdsakeysetup()

        self.ffscripts_install()
        if bob: self.ffbobby_install()

        self.digest()


[docs]    def ffpipreqs(self):
        '''Installs required python3 dependencies using pip
        '''
        self.m(
            'installing required python3 dependencies',
            cmd='%s install --upgrade -r %s' %(self.config['pipcmd'], join_path(self.config['basedir'], 'requirements.txt')),
            sudo=True
        )


[docs]    def ffgituser(self):
        '''Sets the git user and git email accordingly
        '''
        self.m(
            'setting git username to %s' %(self.config['hostname']),
            cmd=git_config,
            cmdargs=['name', self.config['hostname']]
        )

        gituseremail = '%s@%s' %(self.config['hostname'], self.config['mailprefix'])
        self.m(
            'setting git email to %s' %(gituseremail),
            cmd=git_config,
            cmdargs=['email', gituseremail]
        )


[docs]    def ffsshkeysetup(self):
        '''Sets up ssh keys on your machine. This is done by the following steps:

    * Generate a new SSH-keypair (or complement it if the public-key is missing).

    * Appends an entry for GitHub into your SSH configuration file  (``~/.ssh/config``).
        * A backup will be made beforehand!

    * Tries to connect with your shiny new key.
        * This ensures that you **will** verify the fingerprint and accept it by typing in ``yes``.

    GitHub will then be in your ``known_hosts`` file.

    This class is intended to be run once or after changes are made.

    .. note:: You can now use this URL scheme for read/write access to your git repos: ``ssh://github_ffctl/...``

    .. note:: Do not forget to add the public-key to your GitHub profile
        '''
        make_path(get_sshdir())
        conffile = join_path(get_sshdir(), 'config')
        prvkey = join_path(get_sshdir(), '%s_rsa' %(self.config['hostname']))
        pubkey = join_path(get_sshdir(), '%s_rsa.pub' %(self.config['hostname']))
        confhst = 'Host %s' %(self.config['githubident'])
        confcmt = '# Make sure the user \'Vollhorst\' receives these keys,\n# as he may push to the keys-ff{{mz,wi}} and gateway-configs repos'
        conftpl = render_template(join_path(self.config['templatedir'], 'ssh-config.jinja.txt'), {
            'hostname': self.config['hostname'],
            'host': confhst,
            'comment': confcmt
            })

        if not exists_path(prvkey):
            self.m('Generating new private ssh key', cmd=ssh_genprvkey, cmdargs=[prvkey, 'rsa', 4096], postmsg='private ssh key generated')

        if not exists_path(pubkey):
            self.m('Generating public ssh key', cmd=ssh_genpubkey, cmdargs=[prvkey, pubkey], postmsg='public ssh key generated')

        sshconfig = str()
        if exists_path(conffile):
            sshconfig = read_file(conffile)

        if not confhst in sshconfig:
            self.__install_file(conffile, sshconfig + conftpl)

        self.m('verify the fingerprint, please', cmd='ssh %s' %(self.config['githubident']), postmsg='yeah crypto')
        self.m('%s\n---\n\n%s\n---' %(confcmt, read_file(pubkey)))



[docs]    def ffecdsakeysetup(self):
        '''Sets up ecdsa keys on your machine. This is done by the following steps:

        * Generates a new ecdsa private-key if it's missing

        * Saves the ecdsa public-key next to it

        .. note:: This function is intended for Build-Servers only, no Gateway-Servers!!1!
        '''
        make_path(get_ecdsadir())
        prvkey = self.config['ecdsakey']
        pubkey = self.config['ecdsakey'].replace('.prv', '.pub')
        confcmt = '# Make sure this key is added to the site.conf to enable autosigning'

        if not exists_path(prvkey):
            self.m('Generating new private ecdsa key', cmd=ecdsa_genprvkey, cmdargs=[prvkey], postmsg='private ecdsa key generated')

        if not exists_path(pubkey):
            self.m('Generating public ecdsa key', cmd=ecdsa_genpubkey, cmdargs=[prvkey, pubkey], postmsg='public ecdsa key generated')

        self.m('%s\n---\n\n%s\n---' %(confcmt, read_file(pubkey)))


[docs]    def ffscripts_install(self):
        '''Generates some helper scripts for ffctl and moves them into your ~/bin folder.

        Helper scripts for batctl are written to /usr/local/sbin/.

        Both directories should reside in your ``$PATH``
        '''
        batifs = [self.config['reg'][community]['bat']['if'] for community in self.config['reg']]
        if not exists_path(get_binpath()):
            self.m('creating user\'s bin dir', cmd=make_path, cmdargs=[get_binpath()])

        for batif in batifs:
            batctluserscript = join_path(get_binpath(), 'batctl%s' %(batif.replace('BAT', '')))
            batctlrootscript = join_path(get_sbinpath(), 'batctl%s' %(batif.replace('BAT', '')))
            batctltpl = join_path(self.config['templatedir'], 'batctl_shortcut.jinja.sh')
            self.__install_file(
                batctluserscript,
                render_template(batctltpl, {'batif': batif}),
                chmod=0o755,
                root=batctlrootscript
            )

        ffctlscript = join_path(get_binpath(), 'ffctl')
        ffctltpl = join_path(self.config['templatedir'], 'ffctl_shortcut.jinja.sh')
        self.__install_file(
            ffctlscript,
            render_template(ffctltpl, {'pycmd': self.config['pycmd'], 'basedir': self.config['basedir']}),
            chmod=0o755
        )

        meshwatchscript = join_path(get_binpath(), 'ff_meshwatch')
        meshwatchtpl = join_path(self.config['templatedir'], 'meshwatch.jinja.sh')
        self.__install_file(
            meshwatchscript,
            render_template(meshwatchtpl, {'batifs': sorted(batifs)}),
            chmod=0o755
        )



[docs]    def ffbobby_install(self):
            '''Copies gluon_builder.sh into your ~/bin folder.

            .. note:: This function is intended for Build-Servers only, not for Gateway-Servers!!1!
            '''
            builderscript = join_path(self.config['basedir'], 'gluon_builder.sh')
            builderlink = join_path(get_binpath(), 'gluon_builder')
            if exists_path(builderlink): unlink_path(builderlink)
            self.m(
                'linking gluon_builder',
                cmd=symlink_path,
                cmdargs=[builderscript, builderlink]
            )

            buildwatchscript = join_path(get_binpath(), 'ff_buildwatch')
            buildwatchtpl = join_path(self.config['templatedir'], 'buildwatch.jinja.sh')
            self.__install_file(
                buildwatchscript,
                render_template(buildwatchtpl, {'buildstage': join_path(self.config['mod']['builder_serverdir'], '_stage')}),
                chmod=0o755
            )



if __name__ == '__main__':
    FFdoctor().run()
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  Source code for argparse

# Author: Steven J. Bethard <steven.bethard@gmail.com>.

"""Command-line parsing library

This module is an optparse-inspired command-line parsing library that:

    - handles both optional and positional arguments
    - produces highly informative usage messages
    - supports parsers that dispatch to sub-parsers

The following is a simple usage example that sums integers from the
command-line and writes the result to a file::

    parser = argparse.ArgumentParser(
        description='sum the integers at the command line')
    parser.add_argument(
        'integers', metavar='int', nargs='+', type=int,
        help='an integer to be summed')
    parser.add_argument(
        '--log', default=sys.stdout, type=argparse.FileType('w'),
        help='the file where the sum should be written')
    args = parser.parse_args()
    args.log.write('%s' % sum(args.integers))
    args.log.close()

The module contains the following public classes:

    - ArgumentParser -- The main entry point for command-line parsing. As the
        example above shows, the add_argument() method is used to populate
        the parser with actions for optional and positional arguments. Then
        the parse_args() method is invoked to convert the args at the
        command-line into an object with attributes.

    - ArgumentError -- The exception raised by ArgumentParser objects when
        there are errors with the parser's actions. Errors raised while
        parsing the command-line are caught by ArgumentParser and emitted
        as command-line messages.

    - FileType -- A factory for defining types of files to be created. As the
        example above shows, instances of FileType are typically passed as
        the type= argument of add_argument() calls.

    - Action -- The base class for parser actions. Typically actions are
        selected by passing strings like 'store_true' or 'append_const' to
        the action= argument of add_argument(). However, for greater
        customization of ArgumentParser actions, subclasses of Action may
        be defined and passed as the action= argument.

    - HelpFormatter, RawDescriptionHelpFormatter, RawTextHelpFormatter,
        ArgumentDefaultsHelpFormatter -- Formatter classes which
        may be passed as the formatter_class= argument to the
        ArgumentParser constructor. HelpFormatter is the default,
        RawDescriptionHelpFormatter and RawTextHelpFormatter tell the parser
        not to change the formatting for help text, and
        ArgumentDefaultsHelpFormatter adds information about argument defaults
        to the help.

All other classes in this module are considered implementation details.
(Also note that HelpFormatter and RawDescriptionHelpFormatter are only
considered public as object names -- the API of the formatter objects is
still considered an implementation detail.)
"""

__version__ = '1.1'
__all__ = [
    'ArgumentParser',
    'ArgumentError',
    'ArgumentTypeError',
    'FileType',
    'HelpFormatter',
    'ArgumentDefaultsHelpFormatter',
    'RawDescriptionHelpFormatter',
    'RawTextHelpFormatter',
    'MetavarTypeHelpFormatter',
    'Namespace',
    'Action',
    'ONE_OR_MORE',
    'OPTIONAL',
    'PARSER',
    'REMAINDER',
    'SUPPRESS',
    'ZERO_OR_MORE',
]


import collections as _collections
import copy as _copy
import os as _os
import re as _re
import sys as _sys
import textwrap as _textwrap

try:
    from gettext import gettext as _, ngettext
except ImportError:
    def _(message):
        return message
    def ngettext(singular,plural,n):
        if n == 1:
            return singular
        else:
            return plural


SUPPRESS = '==SUPPRESS=='

OPTIONAL = '?'
ZERO_OR_MORE = '*'
ONE_OR_MORE = '+'
PARSER = 'A...'
REMAINDER = '...'
_UNRECOGNIZED_ARGS_ATTR = '_unrecognized_args'

# =============================
# Utility functions and classes
# =============================

class _AttributeHolder(object):
    """Abstract base class that provides __repr__.

    The __repr__ method returns a string in the format::
        ClassName(attr=name, attr=name, ...)
    The attributes are determined either by a class-level attribute,
    '_kwarg_names', or by inspecting the instance __dict__.
    """

    def __repr__(self):
        type_name = type(self).__name__
        arg_strings = []
        for arg in self._get_args():
            arg_strings.append(repr(arg))
        for name, value in self._get_kwargs():
            arg_strings.append('%s=%r' % (name, value))
        return '%s(%s)' % (type_name, ', '.join(arg_strings))

    def _get_kwargs(self):
        return sorted(self.__dict__.items())

    def _get_args(self):
        return []


def _ensure_value(namespace, name, value):
    if getattr(namespace, name, None) is None:
        setattr(namespace, name, value)
    return getattr(namespace, name)


# ===============
# Formatting Help
# ===============

class HelpFormatter(object):
    """Formatter for generating usage messages and argument help strings.

    Only the name of this class is considered a public API. All the methods
    provided by the class are considered an implementation detail.
    """

    def __init__(self,
                 prog,
                 indent_increment=2,
                 max_help_position=24,
                 width=None):

        # default setting for width
        if width is None:
            try:
                width = int(_os.environ['COLUMNS'])
            except (KeyError, ValueError):
                width = 80
            width -= 2

        self._prog = prog
        self._indent_increment = indent_increment
        self._max_help_position = max_help_position
        self._max_help_position = min(max_help_position,
                                      max(width - 20, indent_increment * 2))
        self._width = width

        self._current_indent = 0
        self._level = 0
        self._action_max_length = 0

        self._root_section = self._Section(self, None)
        self._current_section = self._root_section

        self._whitespace_matcher = _re.compile(r'\s+')
        self._long_break_matcher = _re.compile(r'\n\n\n+')

    # ===============================
    # Section and indentation methods
    # ===============================
    def _indent(self):
        self._current_indent += self._indent_increment
        self._level += 1

    def _dedent(self):
        self._current_indent -= self._indent_increment
        assert self._current_indent >= 0, 'Indent decreased below 0.'
        self._level -= 1

    class _Section(object):

        def __init__(self, formatter, parent, heading=None):
            self.formatter = formatter
            self.parent = parent
            self.heading = heading
            self.items = []

        def format_help(self):
            # format the indented section
            if self.parent is not None:
                self.formatter._indent()
            join = self.formatter._join_parts
            for func, args in self.items:
                func(*args)
            item_help = join([func(*args) for func, args in self.items])
            if self.parent is not None:
                self.formatter._dedent()

            # return nothing if the section was empty
            if not item_help:
                return ''

            # add the heading if the section was non-empty
            if self.heading is not SUPPRESS and self.heading is not None:
                current_indent = self.formatter._current_indent
                heading = '%*s%s:\n' % (current_indent, '', self.heading)
            else:
                heading = ''

            # join the section-initial newline, the heading and the help
            return join(['\n', heading, item_help, '\n'])

    def _add_item(self, func, args):
        self._current_section.items.append((func, args))

    # ========================
    # Message building methods
    # ========================
    def start_section(self, heading):
        self._indent()
        section = self._Section(self, self._current_section, heading)
        self._add_item(section.format_help, [])
        self._current_section = section

    def end_section(self):
        self._current_section = self._current_section.parent
        self._dedent()

    def add_text(self, text):
        if text is not SUPPRESS and text is not None:
            self._add_item(self._format_text, [text])

    def add_usage(self, usage, actions, groups, prefix=None):
        if usage is not SUPPRESS:
            args = usage, actions, groups, prefix
            self._add_item(self._format_usage, args)

    def add_argument(self, action):
        if action.help is not SUPPRESS:

            # find all invocations
            get_invocation = self._format_action_invocation
            invocations = [get_invocation(action)]
            for subaction in self._iter_indented_subactions(action):
                invocations.append(get_invocation(subaction))

            # update the maximum item length
            invocation_length = max([len(s) for s in invocations])
            action_length = invocation_length + self._current_indent
            self._action_max_length = max(self._action_max_length,
                                          action_length)

            # add the item to the list
            self._add_item(self._format_action, [action])

    def add_arguments(self, actions):
        for action in actions:
            self.add_argument(action)

    # =======================
    # Help-formatting methods
    # =======================
    def format_help(self):
        help = self._root_section.format_help()
        if help:
            help = self._long_break_matcher.sub('\n\n', help)
            help = help.strip('\n') + '\n'
        return help

    def _join_parts(self, part_strings):
        return ''.join([part
                        for part in part_strings
                        if part and part is not SUPPRESS])

    def _format_usage(self, usage, actions, groups, prefix):
        if prefix is None:
            prefix = _('usage: ')

        # if usage is specified, use that
        if usage is not None:
            usage = usage % dict(prog=self._prog)

        # if no optionals or positionals are available, usage is just prog
        elif usage is None and not actions:
            usage = '%(prog)s' % dict(prog=self._prog)

        # if optionals and positionals are available, calculate usage
        elif usage is None:
            prog = '%(prog)s' % dict(prog=self._prog)

            # split optionals from positionals
            optionals = []
            positionals = []
            for action in actions:
                if action.option_strings:
                    optionals.append(action)
                else:
                    positionals.append(action)

            # build full usage string
            format = self._format_actions_usage
            action_usage = format(optionals + positionals, groups)
            usage = ' '.join([s for s in [prog, action_usage] if s])

            # wrap the usage parts if it's too long
            text_width = self._width - self._current_indent
            if len(prefix) + len(usage) > text_width:

                # break usage into wrappable parts
                part_regexp = r'\(.*?\)+|\[.*?\]+|\S+'
                opt_usage = format(optionals, groups)
                pos_usage = format(positionals, groups)
                opt_parts = _re.findall(part_regexp, opt_usage)
                pos_parts = _re.findall(part_regexp, pos_usage)
                assert ' '.join(opt_parts) == opt_usage
                assert ' '.join(pos_parts) == pos_usage

                # helper for wrapping lines
                def get_lines(parts, indent, prefix=None):
                    lines = []
                    line = []
                    if prefix is not None:
                        line_len = len(prefix) - 1
                    else:
                        line_len = len(indent) - 1
                    for part in parts:
                        if line_len + 1 + len(part) > text_width and line:
                            lines.append(indent + ' '.join(line))
                            line = []
                            line_len = len(indent) - 1
                        line.append(part)
                        line_len += len(part) + 1
                    if line:
                        lines.append(indent + ' '.join(line))
                    if prefix is not None:
                        lines[0] = lines[0][len(indent):]
                    return lines

                # if prog is short, follow it with optionals or positionals
                if len(prefix) + len(prog) <= 0.75 * text_width:
                    indent = ' ' * (len(prefix) + len(prog) + 1)
                    if opt_parts:
                        lines = get_lines([prog] + opt_parts, indent, prefix)
                        lines.extend(get_lines(pos_parts, indent))
                    elif pos_parts:
                        lines = get_lines([prog] + pos_parts, indent, prefix)
                    else:
                        lines = [prog]

                # if prog is long, put it on its own line
                else:
                    indent = ' ' * len(prefix)
                    parts = opt_parts + pos_parts
                    lines = get_lines(parts, indent)
                    if len(lines) > 1:
                        lines = []
                        lines.extend(get_lines(opt_parts, indent))
                        lines.extend(get_lines(pos_parts, indent))
                    lines = [prog] + lines

                # join lines into usage
                usage = '\n'.join(lines)

        # prefix with 'usage:'
        return '%s%s\n\n' % (prefix, usage)

    def _format_actions_usage(self, actions, groups):
        # find group indices and identify actions in groups
        group_actions = set()
        inserts = {}
        for group in groups:
            try:
                start = actions.index(group._group_actions[0])
            except ValueError:
                continue
            else:
                end = start + len(group._group_actions)
                if actions[start:end] == group._group_actions:
                    for action in group._group_actions:
                        group_actions.add(action)
                    if not group.required:
                        if start in inserts:
                            inserts[start] += ' ['
                        else:
                            inserts[start] = '['
                        inserts[end] = ']'
                    else:
                        if start in inserts:
                            inserts[start] += ' ('
                        else:
                            inserts[start] = '('
                        inserts[end] = ')'
                    for i in range(start + 1, end):
                        inserts[i] = '|'

        # collect all actions format strings
        parts = []
        for i, action in enumerate(actions):

            # suppressed arguments are marked with None
            # remove | separators for suppressed arguments
            if action.help is SUPPRESS:
                parts.append(None)
                if inserts.get(i) == '|':
                    inserts.pop(i)
                elif inserts.get(i + 1) == '|':
                    inserts.pop(i + 1)

            # produce all arg strings
            elif not action.option_strings:
                default = self._get_default_metavar_for_positional(action)
                part = self._format_args(action, default)

                # if it's in a group, strip the outer []
                if action in group_actions:
                    if part[0] == '[' and part[-1] == ']':
                        part = part[1:-1]

                # add the action string to the list
                parts.append(part)

            # produce the first way to invoke the option in brackets
            else:
                option_string = action.option_strings[0]

                # if the Optional doesn't take a value, format is:
                #    -s or --long
                if action.nargs == 0:
                    part = '%s' % option_string

                # if the Optional takes a value, format is:
                #    -s ARGS or --long ARGS
                else:
                    default = self._get_default_metavar_for_optional(action)
                    args_string = self._format_args(action, default)
                    part = '%s %s' % (option_string, args_string)

                # make it look optional if it's not required or in a group
                if not action.required and action not in group_actions:
                    part = '[%s]' % part

                # add the action string to the list
                parts.append(part)

        # insert things at the necessary indices
        for i in sorted(inserts, reverse=True):
            parts[i:i] = [inserts[i]]

        # join all the action items with spaces
        text = ' '.join([item for item in parts if item is not None])

        # clean up separators for mutually exclusive groups
        open = r'[\[(]'
        close = r'[\])]'
        text = _re.sub(r'(%s) ' % open, r'\1', text)
        text = _re.sub(r' (%s)' % close, r'\1', text)
        text = _re.sub(r'%s *%s' % (open, close), r'', text)
        text = _re.sub(r'\(([^|]*)\)', r'\1', text)
        text = text.strip()

        # return the text
        return text

    def _format_text(self, text):
        if '%(prog)' in text:
            text = text % dict(prog=self._prog)
        text_width = max(self._width - self._current_indent, 11)
        indent = ' ' * self._current_indent
        return self._fill_text(text, text_width, indent) + '\n\n'

    def _format_action(self, action):
        # determine the required width and the entry label
        help_position = min(self._action_max_length + 2,
                            self._max_help_position)
        help_width = max(self._width - help_position, 11)
        action_width = help_position - self._current_indent - 2
        action_header = self._format_action_invocation(action)

        # no help; start on same line and add a final newline
        if not action.help:
            tup = self._current_indent, '', action_header
            action_header = '%*s%s\n' % tup

        # short action name; start on the same line and pad two spaces
        elif len(action_header) <= action_width:
            tup = self._current_indent, '', action_width, action_header
            action_header = '%*s%-*s  ' % tup
            indent_first = 0

        # long action name; start on the next line
        else:
            tup = self._current_indent, '', action_header
            action_header = '%*s%s\n' % tup
            indent_first = help_position

        # collect the pieces of the action help
        parts = [action_header]

        # if there was help for the action, add lines of help text
        if action.help:
            help_text = self._expand_help(action)
            help_lines = self._split_lines(help_text, help_width)
            parts.append('%*s%s\n' % (indent_first, '', help_lines[0]))
            for line in help_lines[1:]:
                parts.append('%*s%s\n' % (help_position, '', line))

        # or add a newline if the description doesn't end with one
        elif not action_header.endswith('\n'):
            parts.append('\n')

        # if there are any sub-actions, add their help as well
        for subaction in self._iter_indented_subactions(action):
            parts.append(self._format_action(subaction))

        # return a single string
        return self._join_parts(parts)

    def _format_action_invocation(self, action):
        if not action.option_strings:
            default = self._get_default_metavar_for_positional(action)
            metavar, = self._metavar_formatter(action, default)(1)
            return metavar

        else:
            parts = []

            # if the Optional doesn't take a value, format is:
            #    -s, --long
            if action.nargs == 0:
                parts.extend(action.option_strings)

            # if the Optional takes a value, format is:
            #    -s ARGS, --long ARGS
            else:
                default = self._get_default_metavar_for_optional(action)
                args_string = self._format_args(action, default)
                for option_string in action.option_strings:
                    parts.append('%s %s' % (option_string, args_string))

            return ', '.join(parts)

    def _metavar_formatter(self, action, default_metavar):
        if action.metavar is not None:
            result = action.metavar
        elif action.choices is not None:
            choice_strs = [str(choice) for choice in action.choices]
            result = '{%s}' % ','.join(choice_strs)
        else:
            result = default_metavar

        def format(tuple_size):
            if isinstance(result, tuple):
                return result
            else:
                return (result, ) * tuple_size
        return format

    def _format_args(self, action, default_metavar):
        get_metavar = self._metavar_formatter(action, default_metavar)
        if action.nargs is None:
            result = '%s' % get_metavar(1)
        elif action.nargs == OPTIONAL:
            result = '[%s]' % get_metavar(1)
        elif action.nargs == ZERO_OR_MORE:
            result = '[%s [%s ...]]' % get_metavar(2)
        elif action.nargs == ONE_OR_MORE:
            result = '%s [%s ...]' % get_metavar(2)
        elif action.nargs == REMAINDER:
            result = '...'
        elif action.nargs == PARSER:
            result = '%s ...' % get_metavar(1)
        else:
            formats = ['%s' for _ in range(action.nargs)]
            result = ' '.join(formats) % get_metavar(action.nargs)
        return result

    def _expand_help(self, action):
        params = dict(vars(action), prog=self._prog)
        for name in list(params):
            if params[name] is SUPPRESS:
                del params[name]
        for name in list(params):
            if hasattr(params[name], '__name__'):
                params[name] = params[name].__name__
        if params.get('choices') is not None:
            choices_str = ', '.join([str(c) for c in params['choices']])
            params['choices'] = choices_str
        return self._get_help_string(action) % params

    def _iter_indented_subactions(self, action):
        try:
            get_subactions = action._get_subactions
        except AttributeError:
            pass
        else:
            self._indent()
            yield from get_subactions()
            self._dedent()

    def _split_lines(self, text, width):
        text = self._whitespace_matcher.sub(' ', text).strip()
        return _textwrap.wrap(text, width)

    def _fill_text(self, text, width, indent):
        text = self._whitespace_matcher.sub(' ', text).strip()
        return _textwrap.fill(text, width, initial_indent=indent,
                                           subsequent_indent=indent)

    def _get_help_string(self, action):
        return action.help

    def _get_default_metavar_for_optional(self, action):
        return action.dest.upper()

    def _get_default_metavar_for_positional(self, action):
        return action.dest


class RawDescriptionHelpFormatter(HelpFormatter):
    """Help message formatter which retains any formatting in descriptions.

    Only the name of this class is considered a public API. All the methods
    provided by the class are considered an implementation detail.
    """

    def _fill_text(self, text, width, indent):
        return ''.join(indent + line for line in text.splitlines(keepends=True))


class RawTextHelpFormatter(RawDescriptionHelpFormatter):
    """Help message formatter which retains formatting of all help text.

    Only the name of this class is considered a public API. All the methods
    provided by the class are considered an implementation detail.
    """

    def _split_lines(self, text, width):
        return text.splitlines()


class ArgumentDefaultsHelpFormatter(HelpFormatter):
    """Help message formatter which adds default values to argument help.

    Only the name of this class is considered a public API. All the methods
    provided by the class are considered an implementation detail.
    """

    def _get_help_string(self, action):
        help = action.help
        if '%(default)' not in action.help:
            if action.default is not SUPPRESS:
                defaulting_nargs = [OPTIONAL, ZERO_OR_MORE]
                if action.option_strings or action.nargs in defaulting_nargs:
                    help += ' (default: %(default)s)'
        return help


class MetavarTypeHelpFormatter(HelpFormatter):
    """Help message formatter which uses the argument 'type' as the default
    metavar value (instead of the argument 'dest')

    Only the name of this class is considered a public API. All the methods
    provided by the class are considered an implementation detail.
    """

    def _get_default_metavar_for_optional(self, action):
        return action.type.__name__

    def _get_default_metavar_for_positional(self, action):
        return action.type.__name__



# =====================
# Options and Arguments
# =====================

def _get_action_name(argument):
    if argument is None:
        return None
    elif argument.option_strings:
        return  '/'.join(argument.option_strings)
    elif argument.metavar not in (None, SUPPRESS):
        return argument.metavar
    elif argument.dest not in (None, SUPPRESS):
        return argument.dest
    else:
        return None


class ArgumentError(Exception):
    """An error from creating or using an argument (optional or positional).

    The string value of this exception is the message, augmented with
    information about the argument that caused it.
    """

    def __init__(self, argument, message):
        self.argument_name = _get_action_name(argument)
        self.message = message

    def __str__(self):
        if self.argument_name is None:
            format = '%(message)s'
        else:
            format = 'argument %(argument_name)s: %(message)s'
        return format % dict(message=self.message,
                             argument_name=self.argument_name)


class ArgumentTypeError(Exception):
    """An error from trying to convert a command line string to a type."""
    pass


# ==============
# Action classes
# ==============

class Action(_AttributeHolder):
    """Information about how to convert command line strings to Python objects.

    Action objects are used by an ArgumentParser to represent the information
    needed to parse a single argument from one or more strings from the
    command line. The keyword arguments to the Action constructor are also
    all attributes of Action instances.

    Keyword Arguments:

        - option_strings -- A list of command-line option strings which
            should be associated with this action.

        - dest -- The name of the attribute to hold the created object(s)

        - nargs -- The number of command-line arguments that should be
            consumed. By default, one argument will be consumed and a single
            value will be produced.  Other values include:
                - N (an integer) consumes N arguments (and produces a list)
                - '?' consumes zero or one arguments
                - '*' consumes zero or more arguments (and produces a list)
                - '+' consumes one or more arguments (and produces a list)
            Note that the difference between the default and nargs=1 is that
            with the default, a single value will be produced, while with
            nargs=1, a list containing a single value will be produced.

        - const -- The value to be produced if the option is specified and the
            option uses an action that takes no values.

        - default -- The value to be produced if the option is not specified.

        - type -- A callable that accepts a single string argument, and
            returns the converted value.  The standard Python types str, int,
            float, and complex are useful examples of such callables.  If None,
            str is used.

        - choices -- A container of values that should be allowed. If not None,
            after a command-line argument has been converted to the appropriate
            type, an exception will be raised if it is not a member of this
            collection.

        - required -- True if the action must always be specified at the
            command line. This is only meaningful for optional command-line
            arguments.

        - help -- The help string describing the argument.

        - metavar -- The name to be used for the option's argument with the
            help string. If None, the 'dest' value will be used as the name.
    """

    def __init__(self,
                 option_strings,
                 dest,
                 nargs=None,
                 const=None,
                 default=None,
                 type=None,
                 choices=None,
                 required=False,
                 help=None,
                 metavar=None):
        self.option_strings = option_strings
        self.dest = dest
        self.nargs = nargs
        self.const = const
        self.default = default
        self.type = type
        self.choices = choices
        self.required = required
        self.help = help
        self.metavar = metavar

    def _get_kwargs(self):
        names = [
            'option_strings',
            'dest',
            'nargs',
            'const',
            'default',
            'type',
            'choices',
            'help',
            'metavar',
        ]
        return [(name, getattr(self, name)) for name in names]

    def __call__(self, parser, namespace, values, option_string=None):
        raise NotImplementedError(_('.__call__() not defined'))


class _StoreAction(Action):

    def __init__(self,
                 option_strings,
                 dest,
                 nargs=None,
                 const=None,
                 default=None,
                 type=None,
                 choices=None,
                 required=False,
                 help=None,
                 metavar=None):
        if nargs == 0:
            raise ValueError('nargs for store actions must be > 0; if you '
                             'have nothing to store, actions such as store '
                             'true or store const may be more appropriate')
        if const is not None and nargs != OPTIONAL:
            raise ValueError('nargs must be %r to supply const' % OPTIONAL)
        super(_StoreAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            nargs=nargs,
            const=const,
            default=default,
            type=type,
            choices=choices,
            required=required,
            help=help,
            metavar=metavar)

    def __call__(self, parser, namespace, values, option_string=None):
        setattr(namespace, self.dest, values)


class _StoreConstAction(Action):

    def __init__(self,
                 option_strings,
                 dest,
                 const,
                 default=None,
                 required=False,
                 help=None,
                 metavar=None):
        super(_StoreConstAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            nargs=0,
            const=const,
            default=default,
            required=required,
            help=help)

    def __call__(self, parser, namespace, values, option_string=None):
        setattr(namespace, self.dest, self.const)


class _StoreTrueAction(_StoreConstAction):

    def __init__(self,
                 option_strings,
                 dest,
                 default=False,
                 required=False,
                 help=None):
        super(_StoreTrueAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            const=True,
            default=default,
            required=required,
            help=help)


class _StoreFalseAction(_StoreConstAction):

    def __init__(self,
                 option_strings,
                 dest,
                 default=True,
                 required=False,
                 help=None):
        super(_StoreFalseAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            const=False,
            default=default,
            required=required,
            help=help)


class _AppendAction(Action):

    def __init__(self,
                 option_strings,
                 dest,
                 nargs=None,
                 const=None,
                 default=None,
                 type=None,
                 choices=None,
                 required=False,
                 help=None,
                 metavar=None):
        if nargs == 0:
            raise ValueError('nargs for append actions must be > 0; if arg '
                             'strings are not supplying the value to append, '
                             'the append const action may be more appropriate')
        if const is not None and nargs != OPTIONAL:
            raise ValueError('nargs must be %r to supply const' % OPTIONAL)
        super(_AppendAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            nargs=nargs,
            const=const,
            default=default,
            type=type,
            choices=choices,
            required=required,
            help=help,
            metavar=metavar)

    def __call__(self, parser, namespace, values, option_string=None):
        items = _copy.copy(_ensure_value(namespace, self.dest, []))
        items.append(values)
        setattr(namespace, self.dest, items)


class _AppendConstAction(Action):

    def __init__(self,
                 option_strings,
                 dest,
                 const,
                 default=None,
                 required=False,
                 help=None,
                 metavar=None):
        super(_AppendConstAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            nargs=0,
            const=const,
            default=default,
            required=required,
            help=help,
            metavar=metavar)

    def __call__(self, parser, namespace, values, option_string=None):
        items = _copy.copy(_ensure_value(namespace, self.dest, []))
        items.append(self.const)
        setattr(namespace, self.dest, items)


class _CountAction(Action):

    def __init__(self,
                 option_strings,
                 dest,
                 default=None,
                 required=False,
                 help=None):
        super(_CountAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            nargs=0,
            default=default,
            required=required,
            help=help)

    def __call__(self, parser, namespace, values, option_string=None):
        new_count = _ensure_value(namespace, self.dest, 0) + 1
        setattr(namespace, self.dest, new_count)


class _HelpAction(Action):

    def __init__(self,
                 option_strings,
                 dest=SUPPRESS,
                 default=SUPPRESS,
                 help=None):
        super(_HelpAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            default=default,
            nargs=0,
            help=help)

    def __call__(self, parser, namespace, values, option_string=None):
        parser.print_help()
        parser.exit()


class _VersionAction(Action):

    def __init__(self,
                 option_strings,
                 version=None,
                 dest=SUPPRESS,
                 default=SUPPRESS,
                 help="show program's version number and exit"):
        super(_VersionAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            default=default,
            nargs=0,
            help=help)
        self.version = version

    def __call__(self, parser, namespace, values, option_string=None):
        version = self.version
        if version is None:
            version = parser.version
        formatter = parser._get_formatter()
        formatter.add_text(version)
        parser._print_message(formatter.format_help(), _sys.stdout)
        parser.exit()


class _SubParsersAction(Action):

    class _ChoicesPseudoAction(Action):

        def __init__(self, name, aliases, help):
            metavar = dest = name
            if aliases:
                metavar += ' (%s)' % ', '.join(aliases)
            sup = super(_SubParsersAction._ChoicesPseudoAction, self)
            sup.__init__(option_strings=[], dest=dest, help=help,
                         metavar=metavar)

    def __init__(self,
                 option_strings,
                 prog,
                 parser_class,
                 dest=SUPPRESS,
                 help=None,
                 metavar=None):

        self._prog_prefix = prog
        self._parser_class = parser_class
        self._name_parser_map = _collections.OrderedDict()
        self._choices_actions = []

        super(_SubParsersAction, self).__init__(
            option_strings=option_strings,
            dest=dest,
            nargs=PARSER,
            choices=self._name_parser_map,
            help=help,
            metavar=metavar)

    def add_parser(self, name, **kwargs):
        # set prog from the existing prefix
        if kwargs.get('prog') is None:
            kwargs['prog'] = '%s %s' % (self._prog_prefix, name)

        aliases = kwargs.pop('aliases', ())

        # create a pseudo-action to hold the choice help
        if 'help' in kwargs:
            help = kwargs.pop('help')
            choice_action = self._ChoicesPseudoAction(name, aliases, help)
            self._choices_actions.append(choice_action)

        # create the parser and add it to the map
        parser = self._parser_class(**kwargs)
        self._name_parser_map[name] = parser

        # make parser available under aliases also
        for alias in aliases:
            self._name_parser_map[alias] = parser

        return parser

    def _get_subactions(self):
        return self._choices_actions

    def __call__(self, parser, namespace, values, option_string=None):
        parser_name = values[0]
        arg_strings = values[1:]

        # set the parser name if requested
        if self.dest is not SUPPRESS:
            setattr(namespace, self.dest, parser_name)

        # select the parser
        try:
            parser = self._name_parser_map[parser_name]
        except KeyError:
            args = {'parser_name': parser_name,
                    'choices': ', '.join(self._name_parser_map)}
            msg = _('unknown parser %(parser_name)r (choices: %(choices)s)') % args
            raise ArgumentError(self, msg)

        # parse all the remaining options into the namespace
        # store any unrecognized options on the object, so that the top
        # level parser can decide what to do with them

        # In case this subparser defines new defaults, we parse them
        # in a new namespace object and then update the original
        # namespace for the relevant parts.
        subnamespace, arg_strings = parser.parse_known_args(arg_strings, None)
        for key, value in vars(subnamespace).items():
            setattr(namespace, key, value)

        if arg_strings:
            vars(namespace).setdefault(_UNRECOGNIZED_ARGS_ATTR, [])
            getattr(namespace, _UNRECOGNIZED_ARGS_ATTR).extend(arg_strings)


# ==============
# Type classes
# ==============

class FileType(object):
    """Factory for creating file object types

    Instances of FileType are typically passed as type= arguments to the
    ArgumentParser add_argument() method.

    Keyword Arguments:
        - mode -- A string indicating how the file is to be opened. Accepts the
            same values as the builtin open() function.
        - bufsize -- The file's desired buffer size. Accepts the same values as
            the builtin open() function.
        - encoding -- The file's encoding. Accepts the same values as the
            builtin open() function.
        - errors -- A string indicating how encoding and decoding errors are to
            be handled. Accepts the same value as the builtin open() function.
    """

    def __init__(self, mode='r', bufsize=-1, encoding=None, errors=None):
        self._mode = mode
        self._bufsize = bufsize
        self._encoding = encoding
        self._errors = errors

    def __call__(self, string):
        # the special argument "-" means sys.std{in,out}
        if string == '-':
            if 'r' in self._mode:
                return _sys.stdin
            elif 'w' in self._mode:
                return _sys.stdout
            else:
                msg = _('argument "-" with mode %r') % self._mode
                raise ValueError(msg)

        # all other arguments are used as file names
        try:
            return open(string, self._mode, self._bufsize, self._encoding,
                        self._errors)
        except OSError as e:
            message = _("can't open '%s': %s")
            raise ArgumentTypeError(message % (string, e))

    def __repr__(self):
        args = self._mode, self._bufsize
        kwargs = [('encoding', self._encoding), ('errors', self._errors)]
        args_str = ', '.join([repr(arg) for arg in args if arg != -1] +
                             ['%s=%r' % (kw, arg) for kw, arg in kwargs
                              if arg is not None])
        return '%s(%s)' % (type(self).__name__, args_str)

# ===========================
# Optional and Positional Parsing
# ===========================

class Namespace(_AttributeHolder):
    """Simple object for storing attributes.

    Implements equality by attribute names and values, and provides a simple
    string representation.
    """

    def __init__(self, **kwargs):
        for name in kwargs:
            setattr(self, name, kwargs[name])

    def __eq__(self, other):
        if not isinstance(other, Namespace):
            return NotImplemented
        return vars(self) == vars(other)

    def __ne__(self, other):
        if not isinstance(other, Namespace):
            return NotImplemented
        return not (self == other)

    def __contains__(self, key):
        return key in self.__dict__


class _ActionsContainer(object):

    def __init__(self,
                 description,
                 prefix_chars,
                 argument_default,
                 conflict_handler):
        super(_ActionsContainer, self).__init__()

        self.description = description
        self.argument_default = argument_default
        self.prefix_chars = prefix_chars
        self.conflict_handler = conflict_handler

        # set up registries
        self._registries = {}

        # register actions
        self.register('action', None, _StoreAction)
        self.register('action', 'store', _StoreAction)
        self.register('action', 'store_const', _StoreConstAction)
        self.register('action', 'store_true', _StoreTrueAction)
        self.register('action', 'store_false', _StoreFalseAction)
        self.register('action', 'append', _AppendAction)
        self.register('action', 'append_const', _AppendConstAction)
        self.register('action', 'count', _CountAction)
        self.register('action', 'help', _HelpAction)
        self.register('action', 'version', _VersionAction)
        self.register('action', 'parsers', _SubParsersAction)

        # raise an exception if the conflict handler is invalid
        self._get_handler()

        # action storage
        self._actions = []
        self._option_string_actions = {}

        # groups
        self._action_groups = []
        self._mutually_exclusive_groups = []

        # defaults storage
        self._defaults = {}

        # determines whether an "option" looks like a negative number
        self._negative_number_matcher = _re.compile(r'^-\d+$|^-\d*\.\d+$')

        # whether or not there are any optionals that look like negative
        # numbers -- uses a list so it can be shared and edited
        self._has_negative_number_optionals = []

    # ====================
    # Registration methods
    # ====================
    def register(self, registry_name, value, object):
        registry = self._registries.setdefault(registry_name, {})
        registry[value] = object

    def _registry_get(self, registry_name, value, default=None):
        return self._registries[registry_name].get(value, default)

    # ==================================
    # Namespace default accessor methods
    # ==================================
    def set_defaults(self, **kwargs):
        self._defaults.update(kwargs)

        # if these defaults match any existing arguments, replace
        # the previous default on the object with the new one
        for action in self._actions:
            if action.dest in kwargs:
                action.default = kwargs[action.dest]

    def get_default(self, dest):
        for action in self._actions:
            if action.dest == dest and action.default is not None:
                return action.default
        return self._defaults.get(dest, None)


    # =======================
    # Adding argument actions
    # =======================
    def add_argument(self, *args, **kwargs):
        """
        add_argument(dest, ..., name=value, ...)
        add_argument(option_string, option_string, ..., name=value, ...)
        """

        # if no positional args are supplied or only one is supplied and
        # it doesn't look like an option string, parse a positional
        # argument
        chars = self.prefix_chars
        if not args or len(args) == 1 and args[0][0] not in chars:
            if args and 'dest' in kwargs:
                raise ValueError('dest supplied twice for positional argument')
            kwargs = self._get_positional_kwargs(*args, **kwargs)

        # otherwise, we're adding an optional argument
        else:
            kwargs = self._get_optional_kwargs(*args, **kwargs)

        # if no default was supplied, use the parser-level default
        if 'default' not in kwargs:
            dest = kwargs['dest']
            if dest in self._defaults:
                kwargs['default'] = self._defaults[dest]
            elif self.argument_default is not None:
                kwargs['default'] = self.argument_default

        # create the action object, and add it to the parser
        action_class = self._pop_action_class(kwargs)
        if not callable(action_class):
            raise ValueError('unknown action "%s"' % (action_class,))
        action = action_class(**kwargs)

        # raise an error if the action type is not callable
        type_func = self._registry_get('type', action.type, action.type)
        if not callable(type_func):
            raise ValueError('%r is not callable' % (type_func,))

        # raise an error if the metavar does not match the type
        if hasattr(self, "_get_formatter"):
            try:
                self._get_formatter()._format_args(action, None)
            except TypeError:
                raise ValueError("length of metavar tuple does not match nargs")

        return self._add_action(action)

    def add_argument_group(self, *args, **kwargs):
        group = _ArgumentGroup(self, *args, **kwargs)
        self._action_groups.append(group)
        return group

    def add_mutually_exclusive_group(self, **kwargs):
        group = _MutuallyExclusiveGroup(self, **kwargs)
        self._mutually_exclusive_groups.append(group)
        return group

    def _add_action(self, action):
        # resolve any conflicts
        self._check_conflict(action)

        # add to actions list
        self._actions.append(action)
        action.container = self

        # index the action by any option strings it has
        for option_string in action.option_strings:
            self._option_string_actions[option_string] = action

        # set the flag if any option strings look like negative numbers
        for option_string in action.option_strings:
            if self._negative_number_matcher.match(option_string):
                if not self._has_negative_number_optionals:
                    self._has_negative_number_optionals.append(True)

        # return the created action
        return action

    def _remove_action(self, action):
        self._actions.remove(action)

    def _add_container_actions(self, container):
        # collect groups by titles
        title_group_map = {}
        for group in self._action_groups:
            if group.title in title_group_map:
                msg = _('cannot merge actions - two groups are named %r')
                raise ValueError(msg % (group.title))
            title_group_map[group.title] = group

        # map each action to its group
        group_map = {}
        for group in container._action_groups:

            # if a group with the title exists, use that, otherwise
            # create a new group matching the container's group
            if group.title not in title_group_map:
                title_group_map[group.title] = self.add_argument_group(
                    title=group.title,
                    description=group.description,
                    conflict_handler=group.conflict_handler)

            # map the actions to their new group
            for action in group._group_actions:
                group_map[action] = title_group_map[group.title]

        # add container's mutually exclusive groups
        # NOTE: if add_mutually_exclusive_group ever gains title= and
        # description= then this code will need to be expanded as above
        for group in container._mutually_exclusive_groups:
            mutex_group = self.add_mutually_exclusive_group(
                required=group.required)

            # map the actions to their new mutex group
            for action in group._group_actions:
                group_map[action] = mutex_group

        # add all actions to this container or their group
        for action in container._actions:
            group_map.get(action, self)._add_action(action)

    def _get_positional_kwargs(self, dest, **kwargs):
        # make sure required is not specified
        if 'required' in kwargs:
            msg = _("'required' is an invalid argument for positionals")
            raise TypeError(msg)

        # mark positional arguments as required if at least one is
        # always required
        if kwargs.get('nargs') not in [OPTIONAL, ZERO_OR_MORE]:
            kwargs['required'] = True
        if kwargs.get('nargs') == ZERO_OR_MORE and 'default' not in kwargs:
            kwargs['required'] = True

        # return the keyword arguments with no option strings
        return dict(kwargs, dest=dest, option_strings=[])

    def _get_optional_kwargs(self, *args, **kwargs):
        # determine short and long option strings
        option_strings = []
        long_option_strings = []
        for option_string in args:
            # error on strings that don't start with an appropriate prefix
            if not option_string[0] in self.prefix_chars:
                args = {'option': option_string,
                        'prefix_chars': self.prefix_chars}
                msg = _('invalid option string %(option)r: '
                        'must start with a character %(prefix_chars)r')
                raise ValueError(msg % args)

            # strings starting with two prefix characters are long options
            option_strings.append(option_string)
            if option_string[0] in self.prefix_chars:
                if len(option_string) > 1:
                    if option_string[1] in self.prefix_chars:
                        long_option_strings.append(option_string)

        # infer destination, '--foo-bar' -> 'foo_bar' and '-x' -> 'x'
        dest = kwargs.pop('dest', None)
        if dest is None:
            if long_option_strings:
                dest_option_string = long_option_strings[0]
            else:
                dest_option_string = option_strings[0]
            dest = dest_option_string.lstrip(self.prefix_chars)
            if not dest:
                msg = _('dest= is required for options like %r')
                raise ValueError(msg % option_string)
            dest = dest.replace('-', '_')

        # return the updated keyword arguments
        return dict(kwargs, dest=dest, option_strings=option_strings)

    def _pop_action_class(self, kwargs, default=None):
        action = kwargs.pop('action', default)
        return self._registry_get('action', action, action)

    def _get_handler(self):
        # determine function from conflict handler string
        handler_func_name = '_handle_conflict_%s' % self.conflict_handler
        try:
            return getattr(self, handler_func_name)
        except AttributeError:
            msg = _('invalid conflict_resolution value: %r')
            raise ValueError(msg % self.conflict_handler)

    def _check_conflict(self, action):

        # find all options that conflict with this option
        confl_optionals = []
        for option_string in action.option_strings:
            if option_string in self._option_string_actions:
                confl_optional = self._option_string_actions[option_string]
                confl_optionals.append((option_string, confl_optional))

        # resolve any conflicts
        if confl_optionals:
            conflict_handler = self._get_handler()
            conflict_handler(action, confl_optionals)

    def _handle_conflict_error(self, action, conflicting_actions):
        message = ngettext('conflicting option string: %s',
                           'conflicting option strings: %s',
                           len(conflicting_actions))
        conflict_string = ', '.join([option_string
                                     for option_string, action
                                     in conflicting_actions])
        raise ArgumentError(action, message % conflict_string)

    def _handle_conflict_resolve(self, action, conflicting_actions):

        # remove all conflicting options
        for option_string, action in conflicting_actions:

            # remove the conflicting option
            action.option_strings.remove(option_string)
            self._option_string_actions.pop(option_string, None)

            # if the option now has no option string, remove it from the
            # container holding it
            if not action.option_strings:
                action.container._remove_action(action)


class _ArgumentGroup(_ActionsContainer):

    def __init__(self, container, title=None, description=None, **kwargs):
        # add any missing keyword arguments by checking the container
        update = kwargs.setdefault
        update('conflict_handler', container.conflict_handler)
        update('prefix_chars', container.prefix_chars)
        update('argument_default', container.argument_default)
        super_init = super(_ArgumentGroup, self).__init__
        super_init(description=description, **kwargs)

        # group attributes
        self.title = title
        self._group_actions = []

        # share most attributes with the container
        self._registries = container._registries
        self._actions = container._actions
        self._option_string_actions = container._option_string_actions
        self._defaults = container._defaults
        self._has_negative_number_optionals = \
            container._has_negative_number_optionals
        self._mutually_exclusive_groups = container._mutually_exclusive_groups

    def _add_action(self, action):
        action = super(_ArgumentGroup, self)._add_action(action)
        self._group_actions.append(action)
        return action

    def _remove_action(self, action):
        super(_ArgumentGroup, self)._remove_action(action)
        self._group_actions.remove(action)


class _MutuallyExclusiveGroup(_ArgumentGroup):

    def __init__(self, container, required=False):
        super(_MutuallyExclusiveGroup, self).__init__(container)
        self.required = required
        self._container = container

    def _add_action(self, action):
        if action.required:
            msg = _('mutually exclusive arguments must be optional')
            raise ValueError(msg)
        action = self._container._add_action(action)
        self._group_actions.append(action)
        return action

    def _remove_action(self, action):
        self._container._remove_action(action)
        self._group_actions.remove(action)


class ArgumentParser(_AttributeHolder, _ActionsContainer):
    """Object for parsing command line strings into Python objects.

    Keyword Arguments:
        - prog -- The name of the program (default: sys.argv[0])
        - usage -- A usage message (default: auto-generated from arguments)
        - description -- A description of what the program does
        - epilog -- Text following the argument descriptions
        - parents -- Parsers whose arguments should be copied into this one
        - formatter_class -- HelpFormatter class for printing help messages
        - prefix_chars -- Characters that prefix optional arguments
        - fromfile_prefix_chars -- Characters that prefix files containing
            additional arguments
        - argument_default -- The default value for all arguments
        - conflict_handler -- String indicating how to handle conflicts
        - add_help -- Add a -h/-help option
    """

    def __init__(self,
                 prog=None,
                 usage=None,
                 description=None,
                 epilog=None,
                 parents=[],
                 formatter_class=HelpFormatter,
                 prefix_chars='-',
                 fromfile_prefix_chars=None,
                 argument_default=None,
                 conflict_handler='error',
                 add_help=True):

        superinit = super(ArgumentParser, self).__init__
        superinit(description=description,
                  prefix_chars=prefix_chars,
                  argument_default=argument_default,
                  conflict_handler=conflict_handler)

        # default setting for prog
        if prog is None:
            prog = _os.path.basename(_sys.argv[0])

        self.prog = prog
        self.usage = usage
        self.epilog = epilog
        self.formatter_class = formatter_class
        self.fromfile_prefix_chars = fromfile_prefix_chars
        self.add_help = add_help

        add_group = self.add_argument_group
        self._positionals = add_group(_('positional arguments'))
        self._optionals = add_group(_('optional arguments'))
        self._subparsers = None

        # register types
        def identity(string):
            return string
        self.register('type', None, identity)

        # add help argument if necessary
        # (using explicit default to override global argument_default)
        default_prefix = '-' if '-' in prefix_chars else prefix_chars[0]
        if self.add_help:
            self.add_argument(
                default_prefix+'h', default_prefix*2+'help',
                action='help', default=SUPPRESS,
                help=_('show this help message and exit'))

        # add parent arguments and defaults
        for parent in parents:
            self._add_container_actions(parent)
            try:
                defaults = parent._defaults
            except AttributeError:
                pass
            else:
                self._defaults.update(defaults)

    # =======================
    # Pretty __repr__ methods
    # =======================
    def _get_kwargs(self):
        names = [
            'prog',
            'usage',
            'description',
            'formatter_class',
            'conflict_handler',
            'add_help',
        ]
        return [(name, getattr(self, name)) for name in names]

    # ==================================
    # Optional/Positional adding methods
    # ==================================
    def add_subparsers(self, **kwargs):
        if self._subparsers is not None:
            self.error(_('cannot have multiple subparser arguments'))

        # add the parser class to the arguments if it's not present
        kwargs.setdefault('parser_class', type(self))

        if 'title' in kwargs or 'description' in kwargs:
            title = _(kwargs.pop('title', 'subcommands'))
            description = _(kwargs.pop('description', None))
            self._subparsers = self.add_argument_group(title, description)
        else:
            self._subparsers = self._positionals

        # prog defaults to the usage message of this parser, skipping
        # optional arguments and with no "usage:" prefix
        if kwargs.get('prog') is None:
            formatter = self._get_formatter()
            positionals = self._get_positional_actions()
            groups = self._mutually_exclusive_groups
            formatter.add_usage(self.usage, positionals, groups, '')
            kwargs['prog'] = formatter.format_help().strip()

        # create the parsers action and add it to the positionals list
        parsers_class = self._pop_action_class(kwargs, 'parsers')
        action = parsers_class(option_strings=[], **kwargs)
        self._subparsers._add_action(action)

        # return the created parsers action
        return action

    def _add_action(self, action):
        if action.option_strings:
            self._optionals._add_action(action)
        else:
            self._positionals._add_action(action)
        return action

    def _get_optional_actions(self):
        return [action
                for action in self._actions
                if action.option_strings]

    def _get_positional_actions(self):
        return [action
                for action in self._actions
                if not action.option_strings]

    # =====================================
    # Command line argument parsing methods
    # =====================================
    def parse_args(self, args=None, namespace=None):
        args, argv = self.parse_known_args(args, namespace)
        if argv:
            msg = _('unrecognized arguments: %s')
            self.error(msg % ' '.join(argv))
        return args

    def parse_known_args(self, args=None, namespace=None):
        if args is None:
            # args default to the system args
            args = _sys.argv[1:]
        else:
            # make sure that args are mutable
            args = list(args)

        # default Namespace built from parser defaults
        if namespace is None:
            namespace = Namespace()

        # add any action defaults that aren't present
        for action in self._actions:
            if action.dest is not SUPPRESS:
                if not hasattr(namespace, action.dest):
                    if action.default is not SUPPRESS:
                        setattr(namespace, action.dest, action.default)

        # add any parser defaults that aren't present
        for dest in self._defaults:
            if not hasattr(namespace, dest):
                setattr(namespace, dest, self._defaults[dest])

        # parse the arguments and exit if there are any errors
        try:
            namespace, args = self._parse_known_args(args, namespace)
            if hasattr(namespace, _UNRECOGNIZED_ARGS_ATTR):
                args.extend(getattr(namespace, _UNRECOGNIZED_ARGS_ATTR))
                delattr(namespace, _UNRECOGNIZED_ARGS_ATTR)
            return namespace, args
        except ArgumentError:
            err = _sys.exc_info()[1]
            self.error(str(err))

    def _parse_known_args(self, arg_strings, namespace):
        # replace arg strings that are file references
        if self.fromfile_prefix_chars is not None:
            arg_strings = self._read_args_from_files(arg_strings)

        # map all mutually exclusive arguments to the other arguments
        # they can't occur with
        action_conflicts = {}
        for mutex_group in self._mutually_exclusive_groups:
            group_actions = mutex_group._group_actions
            for i, mutex_action in enumerate(mutex_group._group_actions):
                conflicts = action_conflicts.setdefault(mutex_action, [])
                conflicts.extend(group_actions[:i])
                conflicts.extend(group_actions[i + 1:])

        # find all option indices, and determine the arg_string_pattern
        # which has an 'O' if there is an option at an index,
        # an 'A' if there is an argument, or a '-' if there is a '--'
        option_string_indices = {}
        arg_string_pattern_parts = []
        arg_strings_iter = iter(arg_strings)
        for i, arg_string in enumerate(arg_strings_iter):

            # all args after -- are non-options
            if arg_string == '--':
                arg_string_pattern_parts.append('-')
                for arg_string in arg_strings_iter:
                    arg_string_pattern_parts.append('A')

            # otherwise, add the arg to the arg strings
            # and note the index if it was an option
            else:
                option_tuple = self._parse_optional(arg_string)
                if option_tuple is None:
                    pattern = 'A'
                else:
                    option_string_indices[i] = option_tuple
                    pattern = 'O'
                arg_string_pattern_parts.append(pattern)

        # join the pieces together to form the pattern
        arg_strings_pattern = ''.join(arg_string_pattern_parts)

        # converts arg strings to the appropriate and then takes the action
        seen_actions = set()
        seen_non_default_actions = set()

        def take_action(action, argument_strings, option_string=None):
            seen_actions.add(action)
            argument_values = self._get_values(action, argument_strings)

            # error if this argument is not allowed with other previously
            # seen arguments, assuming that actions that use the default
            # value don't really count as "present"
            if argument_values is not action.default:
                seen_non_default_actions.add(action)
                for conflict_action in action_conflicts.get(action, []):
                    if conflict_action in seen_non_default_actions:
                        msg = _('not allowed with argument %s')
                        action_name = _get_action_name(conflict_action)
                        raise ArgumentError(action, msg % action_name)

            # take the action if we didn't receive a SUPPRESS value
            # (e.g. from a default)
            if argument_values is not SUPPRESS:
                action(self, namespace, argument_values, option_string)

        # function to convert arg_strings into an optional action
        def consume_optional(start_index):

            # get the optional identified at this index
            option_tuple = option_string_indices[start_index]
            action, option_string, explicit_arg = option_tuple

            # identify additional optionals in the same arg string
            # (e.g. -xyz is the same as -x -y -z if no args are required)
            match_argument = self._match_argument
            action_tuples = []
            while True:

                # if we found no optional action, skip it
                if action is None:
                    extras.append(arg_strings[start_index])
                    return start_index + 1

                # if there is an explicit argument, try to match the
                # optional's string arguments to only this
                if explicit_arg is not None:
                    arg_count = match_argument(action, 'A')

                    # if the action is a single-dash option and takes no
                    # arguments, try to parse more single-dash options out
                    # of the tail of the option string
                    chars = self.prefix_chars
                    if arg_count == 0 and option_string[1] not in chars:
                        action_tuples.append((action, [], option_string))
                        char = option_string[0]
                        option_string = char + explicit_arg[0]
                        new_explicit_arg = explicit_arg[1:] or None
                        optionals_map = self._option_string_actions
                        if option_string in optionals_map:
                            action = optionals_map[option_string]
                            explicit_arg = new_explicit_arg
                        else:
                            msg = _('ignored explicit argument %r')
                            raise ArgumentError(action, msg % explicit_arg)

                    # if the action expect exactly one argument, we've
                    # successfully matched the option; exit the loop
                    elif arg_count == 1:
                        stop = start_index + 1
                        args = [explicit_arg]
                        action_tuples.append((action, args, option_string))
                        break

                    # error if a double-dash option did not use the
                    # explicit argument
                    else:
                        msg = _('ignored explicit argument %r')
                        raise ArgumentError(action, msg % explicit_arg)

                # if there is no explicit argument, try to match the
                # optional's string arguments with the following strings
                # if successful, exit the loop
                else:
                    start = start_index + 1
                    selected_patterns = arg_strings_pattern[start:]
                    arg_count = match_argument(action, selected_patterns)
                    stop = start + arg_count
                    args = arg_strings[start:stop]
                    action_tuples.append((action, args, option_string))
                    break

            # add the Optional to the list and return the index at which
            # the Optional's string args stopped
            assert action_tuples
            for action, args, option_string in action_tuples:
                take_action(action, args, option_string)
            return stop

        # the list of Positionals left to be parsed; this is modified
        # by consume_positionals()
        positionals = self._get_positional_actions()

        # function to convert arg_strings into positional actions
        def consume_positionals(start_index):
            # match as many Positionals as possible
            match_partial = self._match_arguments_partial
            selected_pattern = arg_strings_pattern[start_index:]
            arg_counts = match_partial(positionals, selected_pattern)

            # slice off the appropriate arg strings for each Positional
            # and add the Positional and its args to the list
            for action, arg_count in zip(positionals, arg_counts):
                args = arg_strings[start_index: start_index + arg_count]
                start_index += arg_count
                take_action(action, args)

            # slice off the Positionals that we just parsed and return the
            # index at which the Positionals' string args stopped
            positionals[:] = positionals[len(arg_counts):]
            return start_index

        # consume Positionals and Optionals alternately, until we have
        # passed the last option string
        extras = []
        start_index = 0
        if option_string_indices:
            max_option_string_index = max(option_string_indices)
        else:
            max_option_string_index = -1
        while start_index <= max_option_string_index:

            # consume any Positionals preceding the next option
            next_option_string_index = min([
                index
                for index in option_string_indices
                if index >= start_index])
            if start_index != next_option_string_index:
                positionals_end_index = consume_positionals(start_index)

                # only try to parse the next optional if we didn't consume
                # the option string during the positionals parsing
                if positionals_end_index > start_index:
                    start_index = positionals_end_index
                    continue
                else:
                    start_index = positionals_end_index

            # if we consumed all the positionals we could and we're not
            # at the index of an option string, there were extra arguments
            if start_index not in option_string_indices:
                strings = arg_strings[start_index:next_option_string_index]
                extras.extend(strings)
                start_index = next_option_string_index

            # consume the next optional and any arguments for it
            start_index = consume_optional(start_index)

        # consume any positionals following the last Optional
        stop_index = consume_positionals(start_index)

        # if we didn't consume all the argument strings, there were extras
        extras.extend(arg_strings[stop_index:])

        # make sure all required actions were present and also convert
        # action defaults which were not given as arguments
        required_actions = []
        for action in self._actions:
            if action not in seen_actions:
                if action.required:
                    required_actions.append(_get_action_name(action))
                else:
                    # Convert action default now instead of doing it before
                    # parsing arguments to avoid calling convert functions
                    # twice (which may fail) if the argument was given, but
                    # only if it was defined already in the namespace
                    if (action.default is not None and
                        isinstance(action.default, str) and
                        hasattr(namespace, action.dest) and
                        action.default is getattr(namespace, action.dest)):
                        setattr(namespace, action.dest,
                                self._get_value(action, action.default))

        if required_actions:
            self.error(_('the following arguments are required: %s') %
                       ', '.join(required_actions))

        # make sure all required groups had one option present
        for group in self._mutually_exclusive_groups:
            if group.required:
                for action in group._group_actions:
                    if action in seen_non_default_actions:
                        break

                # if no actions were used, report the error
                else:
                    names = [_get_action_name(action)
                             for action in group._group_actions
                             if action.help is not SUPPRESS]
                    msg = _('one of the arguments %s is required')
                    self.error(msg % ' '.join(names))

        # return the updated namespace and the extra arguments
        return namespace, extras

    def _read_args_from_files(self, arg_strings):
        # expand arguments referencing files
        new_arg_strings = []
        for arg_string in arg_strings:

            # for regular arguments, just add them back into the list
            if not arg_string or arg_string[0] not in self.fromfile_prefix_chars:
                new_arg_strings.append(arg_string)

            # replace arguments referencing files with the file content
            else:
                try:
                    with open(arg_string[1:]) as args_file:
                        arg_strings = []
                        for arg_line in args_file.read().splitlines():
                            for arg in self.convert_arg_line_to_args(arg_line):
                                arg_strings.append(arg)
                        arg_strings = self._read_args_from_files(arg_strings)
                        new_arg_strings.extend(arg_strings)
                except OSError:
                    err = _sys.exc_info()[1]
                    self.error(str(err))

        # return the modified argument list
        return new_arg_strings

    def convert_arg_line_to_args(self, arg_line):
        return [arg_line]

    def _match_argument(self, action, arg_strings_pattern):
        # match the pattern for this action to the arg strings
        nargs_pattern = self._get_nargs_pattern(action)
        match = _re.match(nargs_pattern, arg_strings_pattern)

        # raise an exception if we weren't able to find a match
        if match is None:
            nargs_errors = {
                None: _('expected one argument'),
                OPTIONAL: _('expected at most one argument'),
                ONE_OR_MORE: _('expected at least one argument'),
            }
            default = ngettext('expected %s argument',
                               'expected %s arguments',
                               action.nargs) % action.nargs
            msg = nargs_errors.get(action.nargs, default)
            raise ArgumentError(action, msg)

        # return the number of arguments matched
        return len(match.group(1))

    def _match_arguments_partial(self, actions, arg_strings_pattern):
        # progressively shorten the actions list by slicing off the
        # final actions until we find a match
        result = []
        for i in range(len(actions), 0, -1):
            actions_slice = actions[:i]
            pattern = ''.join([self._get_nargs_pattern(action)
                               for action in actions_slice])
            match = _re.match(pattern, arg_strings_pattern)
            if match is not None:
                result.extend([len(string) for string in match.groups()])
                break

        # return the list of arg string counts
        return result

    def _parse_optional(self, arg_string):
        # if it's an empty string, it was meant to be a positional
        if not arg_string:
            return None

        # if it doesn't start with a prefix, it was meant to be positional
        if not arg_string[0] in self.prefix_chars:
            return None

        # if the option string is present in the parser, return the action
        if arg_string in self._option_string_actions:
            action = self._option_string_actions[arg_string]
            return action, arg_string, None

        # if it's just a single character, it was meant to be positional
        if len(arg_string) == 1:
            return None

        # if the option string before the "=" is present, return the action
        if '=' in arg_string:
            option_string, explicit_arg = arg_string.split('=', 1)
            if option_string in self._option_string_actions:
                action = self._option_string_actions[option_string]
                return action, option_string, explicit_arg

        # search through all possible prefixes of the option string
        # and all actions in the parser for possible interpretations
        option_tuples = self._get_option_tuples(arg_string)

        # if multiple actions match, the option string was ambiguous
        if len(option_tuples) > 1:
            options = ', '.join([option_string
                for action, option_string, explicit_arg in option_tuples])
            args = {'option': arg_string, 'matches': options}
            msg = _('ambiguous option: %(option)s could match %(matches)s')
            self.error(msg % args)

        # if exactly one action matched, this segmentation is good,
        # so return the parsed action
        elif len(option_tuples) == 1:
            option_tuple, = option_tuples
            return option_tuple

        # if it was not found as an option, but it looks like a negative
        # number, it was meant to be positional
        # unless there are negative-number-like options
        if self._negative_number_matcher.match(arg_string):
            if not self._has_negative_number_optionals:
                return None

        # if it contains a space, it was meant to be a positional
        if ' ' in arg_string:
            return None

        # it was meant to be an optional but there is no such option
        # in this parser (though it might be a valid option in a subparser)
        return None, arg_string, None

    def _get_option_tuples(self, option_string):
        result = []

        # option strings starting with two prefix characters are only
        # split at the '='
        chars = self.prefix_chars
        if option_string[0] in chars and option_string[1] in chars:
            if '=' in option_string:
                option_prefix, explicit_arg = option_string.split('=', 1)
            else:
                option_prefix = option_string
                explicit_arg = None
            for option_string in self._option_string_actions:
                if option_string.startswith(option_prefix):
                    action = self._option_string_actions[option_string]
                    tup = action, option_string, explicit_arg
                    result.append(tup)

        # single character options can be concatenated with their arguments
        # but multiple character options always have to have their argument
        # separate
        elif option_string[0] in chars and option_string[1] not in chars:
            option_prefix = option_string
            explicit_arg = None
            short_option_prefix = option_string[:2]
            short_explicit_arg = option_string[2:]

            for option_string in self._option_string_actions:
                if option_string == short_option_prefix:
                    action = self._option_string_actions[option_string]
                    tup = action, option_string, short_explicit_arg
                    result.append(tup)
                elif option_string.startswith(option_prefix):
                    action = self._option_string_actions[option_string]
                    tup = action, option_string, explicit_arg
                    result.append(tup)

        # shouldn't ever get here
        else:
            self.error(_('unexpected option string: %s') % option_string)

        # return the collected option tuples
        return result

    def _get_nargs_pattern(self, action):
        # in all examples below, we have to allow for '--' args
        # which are represented as '-' in the pattern
        nargs = action.nargs

        # the default (None) is assumed to be a single argument
        if nargs is None:
            nargs_pattern = '(-*A-*)'

        # allow zero or one arguments
        elif nargs == OPTIONAL:
            nargs_pattern = '(-*A?-*)'

        # allow zero or more arguments
        elif nargs == ZERO_OR_MORE:
            nargs_pattern = '(-*[A-]*)'

        # allow one or more arguments
        elif nargs == ONE_OR_MORE:
            nargs_pattern = '(-*A[A-]*)'

        # allow any number of options or arguments
        elif nargs == REMAINDER:
            nargs_pattern = '([-AO]*)'

        # allow one argument followed by any number of options or arguments
        elif nargs == PARSER:
            nargs_pattern = '(-*A[-AO]*)'

        # all others should be integers
        else:
            nargs_pattern = '(-*%s-*)' % '-*'.join('A' * nargs)

        # if this is an optional action, -- is not allowed
        if action.option_strings:
            nargs_pattern = nargs_pattern.replace('-*', '')
            nargs_pattern = nargs_pattern.replace('-', '')

        # return the pattern
        return nargs_pattern

    # ========================
    # Value conversion methods
    # ========================
    def _get_values(self, action, arg_strings):
        # for everything but PARSER, REMAINDER args, strip out first '--'
        if action.nargs not in [PARSER, REMAINDER]:
            try:
                arg_strings.remove('--')
            except ValueError:
                pass

        # optional argument produces a default when not present
        if not arg_strings and action.nargs == OPTIONAL:
            if action.option_strings:
                value = action.const
            else:
                value = action.default
            if isinstance(value, str):
                value = self._get_value(action, value)
                self._check_value(action, value)

        # when nargs='*' on a positional, if there were no command-line
        # args, use the default if it is anything other than None
        elif (not arg_strings and action.nargs == ZERO_OR_MORE and
              not action.option_strings):
            if action.default is not None:
                value = action.default
            else:
                value = arg_strings
            self._check_value(action, value)

        # single argument or optional argument produces a single value
        elif len(arg_strings) == 1 and action.nargs in [None, OPTIONAL]:
            arg_string, = arg_strings
            value = self._get_value(action, arg_string)
            self._check_value(action, value)

        # REMAINDER arguments convert all values, checking none
        elif action.nargs == REMAINDER:
            value = [self._get_value(action, v) for v in arg_strings]

        # PARSER arguments convert all values, but check only the first
        elif action.nargs == PARSER:
            value = [self._get_value(action, v) for v in arg_strings]
            self._check_value(action, value[0])

        # all other types of nargs produce a list
        else:
            value = [self._get_value(action, v) for v in arg_strings]
            for v in value:
                self._check_value(action, v)

        # return the converted value
        return value

    def _get_value(self, action, arg_string):
        type_func = self._registry_get('type', action.type, action.type)
        if not callable(type_func):
            msg = _('%r is not callable')
            raise ArgumentError(action, msg % type_func)

        # convert the value to the appropriate type
        try:
            result = type_func(arg_string)

        # ArgumentTypeErrors indicate errors
        except ArgumentTypeError:
            name = getattr(action.type, '__name__', repr(action.type))
            msg = str(_sys.exc_info()[1])
            raise ArgumentError(action, msg)

        # TypeErrors or ValueErrors also indicate errors
        except (TypeError, ValueError):
            name = getattr(action.type, '__name__', repr(action.type))
            args = {'type': name, 'value': arg_string}
            msg = _('invalid %(type)s value: %(value)r')
            raise ArgumentError(action, msg % args)

        # return the converted value
        return result

    def _check_value(self, action, value):
        # converted value must be one of the choices (if specified)
        if action.choices is not None and value not in action.choices:
            args = {'value': value,
                    'choices': ', '.join(map(repr, action.choices))}
            msg = _('invalid choice: %(value)r (choose from %(choices)s)')
            raise ArgumentError(action, msg % args)

    # =======================
    # Help-formatting methods
    # =======================
    def format_usage(self):
        formatter = self._get_formatter()
        formatter.add_usage(self.usage, self._actions,
                            self._mutually_exclusive_groups)
        return formatter.format_help()

    def format_help(self):
        formatter = self._get_formatter()

        # usage
        formatter.add_usage(self.usage, self._actions,
                            self._mutually_exclusive_groups)

        # description
        formatter.add_text(self.description)

        # positionals, optionals and user-defined groups
        for action_group in self._action_groups:
            formatter.start_section(action_group.title)
            formatter.add_text(action_group.description)
            formatter.add_arguments(action_group._group_actions)
            formatter.end_section()

        # epilog
        formatter.add_text(self.epilog)

        # determine help from format above
        return formatter.format_help()

    def _get_formatter(self):
        return self.formatter_class(prog=self.prog)

    # =====================
    # Help-printing methods
    # =====================
    def print_usage(self, file=None):
        if file is None:
            file = _sys.stdout
        self._print_message(self.format_usage(), file)

    def print_help(self, file=None):
        if file is None:
            file = _sys.stdout
        self._print_message(self.format_help(), file)

    def _print_message(self, message, file=None):
        if message:
            if file is None:
                file = _sys.stderr
            file.write(message)

    # ===============
    # Exiting methods
    # ===============
    def exit(self, status=0, message=None):
        if message:
            self._print_message(message, _sys.stderr)
        _sys.exit(status)

    def error(self, message):
        """error(message: string)

        Prints a usage message incorporating the message to stderr and
        exits.

        If you override this in a subclass, it should not return -- it
        should either exit or raise an exception.
        """
        self.print_usage(_sys.stderr)
        args = {'prog': self.prog, 'message': message}
        self.exit(2, _('%(prog)s: error: %(message)s\n') % args)
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  Source code for ffpeersync

# -.- coding: utf-8 -.-

from util.ffbase import FFbase
from util.ffgit import FFgit
from util.io import read_file

[docs]class FFpeersync(FFbase, FFgit):
    '''Synchronizes the **peers folder** of your **fastd** instances, sending a ``SIGHUP`` on changes to tell **fastd** to reload it's configuration and keys.

    Our gateways each are serving two mesh networks at once (one for Mainz, one for Wiesbaden), so everything will be done twice.

    Functionality purely relies on methods from :class:`util.ffgit.FFgit`, the main part is a :meth:`util.ffgit.FFgit.ffgit_setup` followed by a :meth:`util.ffgit.FFgit.ffgit_publish`
    '''
    def __init__(self):
        super().__init__()

[docs]    def run(self, par=None):
        '''Actually runs everything - [syncpeers(x) for x in [mainz, wiesbaden]]

        :param par.meshif: use custom mesh interface (e.g "wiVPN")
        '''
        meshifs = [self.config['reg'][community]['bat']['if'] for community in self.config['reg']]

        if par:
            if par.meshif and par.meshif in meshifs:
                meshifs = [par.meshif]

        for community in self.config['reg']:
            meshif = self.config['reg'][community]['fastd']['if']
            peersfolder = self.config['reg'][community]['fastd']['peers']
            peersremote = self.config['reg'][community]['fastd']['remote']
            peersbranch = self.config['hostname']

            self.ffgit_setup(peersfolder, peersremote, branch=peersbranch, relativetarget=False)

            self.ffgit_publish()

            fastdpid = read_file('/var/run/fastd.%s.pid' %(meshif))
            if fastdpid:
                self.m(
                    'reloading fastd config for %s' %(meshif),
                    cmd=['sudo', 'kill', '-HUP', fastdpid.strip()],
                    postmsg='suighup sent to %s' %(fastdpid)
                )
            else:
                self.m(
                    'could not read any pid file. is fastd running?',
                    err=True
                )
            self.digest()



if __name__ == '__main__':
    pass
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