Cooking with iRules - HTTP

F5 Networks, Inc.
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Getting Started

Please follow the instructions provided by the instructor to start your lab and access your jump host.

Note: All work for this lab will be performed exclusively from the Windows jumphost. No installation or
interaction with your local system is required.

1.1 Lab Topology

The following components have been included in your lab environment:
« 2x F5 BIG-IP VE (vi2.1)
» 1 x F5 iWorkflow VE (v2.1)
* 1 x Linux LAMP Webserver (xubuntu 14.04)

* 1 x Windows Jumphost

1.1.1 Lab Components

The following table lists VLANS, IP Addresses and Credentials for all components:

Component VLAN/IP Address(es) Credentials

Sample Host e
’ « Management: 10.1.1.250 admin/acmin

* Internal: 10.1.10.250
« External: 10.1.20.250







Cooking with iRules - HTTP

This class covers the following topics:

HTTP Protocol Review

HTTP Request Side Overview

HTTP Response Side Overview

HTTP Related Events

HTTP Headers

STREAM Command

HTTP Payload Capture and Manipulation (If time permits)
SSL::profile (If time permits)

Expected time to complete: 1.25 hours

Note:

All work for this lab will be performed exclusively from the Windows jumphost. No installation or

interaction with your local system is required.

2.1

Lab Components

The following table lists the Credentials for all components:

Component VLAN/IP Address(es) Credentials
BiglP Management: bigip1 admin/admin.F5demo. com
Jumphost Jumphost: TBD external_user/P@sswOrd!

2.1.1 Cooking with iRules Labs

This is the collection of HTTP Labs. Here is where you get to prove you listened in class :)




Lab 1 - Create an iRule that Parses the URI to Route Traffic

Creating your first HTTP iRule that routes traffic based upon the value of the Host name.

The goal of this lab is to route incoming HTTP requests to a specfic pool based on the incoming http host
name.

Please create an iRule that will route traffic based on the following table:

Host Name Pool Name

dvwa.f5lab.com dvwa_pool_http

peruggia.f5lab.com peruggia_http_pool

wackopicko.f5lab.com wackopicko_http_pool
Important:

+ Estimated completion time: 10 minutes

1. Open Chrome Browser
2. Enter https:/bigip1 into the address bar and hit Enter



https://bigip1

BIG-IP Configuration Utility

F5 Networks, Inc

Hostname
bigip01.f5demo.com

Welcome to the BIG-IP Configuration Uiility.

Log im with your username and password using the fields on the
IP Address

10.1.1.4

Username

admin

Password

| Log in|

3. Login with username: admin password: admin.F5demo.com
4. Click Local Traffic -> iRules -> iRules List
5. Click Create button




iﬁ BIG-IP® - bigip0l.fidemo.com [ X -+

< C A Notsecure | 10.1.14/xuif

::: Apps iﬁ bigip01 (10.1.1.4) e Damn Vulnerable... e WackoPicko.com e Peruggia 1.2

ONLINE (ACTIVE)
Standalone

Local Traffic »» iRules : iRule List

# - iRule List
@ - c*
@ DNS  Name
O Lab1_jrule
@ Local Traffic @ .
O Lab2_irule
Metwork Map O Lab3_irule Nane
Virtual Servers —irule Nane
Palicies [0 o, Nane
Profiles — =Support_OA_BasicAuth [2]] F5 Verified
, Data Group List
Ciphers eSupport_OA_NtimAuth [*1]] F5 Verified
iFile List
=Support_helper [*] F5 Verified
Statistics
o FjUOIS o T R_ERCTIEngeSupport_main [®1] F5 Verified

Enter Name of URI_Routing_iRule
Enter your code
Click Finished

Click Local Traffic -> Virtual Servers -> Virtual Server List

© © ® N o

Click on http_irules_vip

fo-irule.crt

f5-irule.crt
f5-irule.crt

fo-irule.crt
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iﬁ BIG-IP® - bigip0l.fidemo.com [ X -

< C A Notsecure | 10.1.1.4/xui/

55 Apps iﬁ bigip0l (10.1.1.4) @ Damn Vulnerable... @ WackoPicke.com @ Peruggia 1.2
bigipD1 .fSdemo.com

S Common

ONLINE (ACTIVE)
Standalone

Local Traffic » Virtual Servers : Virtual Server List

# - Virlual Server List

|[search|

‘%Descripﬁon‘%hpplitaﬁon * Destination %SewicePa't‘%Type ‘Raswrca

(] Q hitp_irules_vip 10.1.10.200 8D (HTTP) Standard Edit..

o @ https_irules_vip 10.1.10.200 443 (HTTPS) Standard Edit..
Network Map

Enable || Disable || Delete... |

Palicies Virtual Address List

Profiles Statistics

11. Click on the Resources tab

12. Click Manage button for the iRules section

11



iﬁ BIG-IP® - bigip0l.fidemo.com (| X +

<« C A Notsecure | 10.1.1.4/xui/
55 Apps iﬁ bigip01 {10.1.14) @ Damn Vulnerable... @ WackoPicko.com @ Peruggia 1.2

bigip01.fsdemo.com

| ONLINE (ACTIVE)

Local Traffic »» Virtual Servers : Virtual Server List »» http_irules vip

Resources
I

SO Common

Load Balancing
Default Pool [ hitp_irules_pool v |l
Default Persistence Profile | None v
@ Local Traffic - -
Fallback Persistence Profile | None v
Network Map S
Update
Virtual Servers
Policies )
iRules
Profiles —
Ciphers No records to display.

SN s

13. Click on URI_Routing_iRule from the Available box and click the << button, thus moving it to the
Enabled box.

12



iﬁ BIG-IP® - bigip0l.f5demo.com [ X +

&« C A Notsecure | 10.1.1.4/xuif

% Apps 1;1 bigip01 (10.1.1.4) ' Insecure DVWA @ Insecure WackoPick.. @ Insecure Peruggia 1.2

| ONLINE (ACTIVE)
| standalone

s

Local Traffic . Virtyal Servers : Virtual Server List ;. I'itp_irules_vip

% ~ Properies

Resource Management

@ DNS Enabled ¥ Available
|iCom | [ _sys_auth_ss|_cridp
URI_Routing_iRule £ _sys_auth_ssl_ocsp
@ Local Traffic iRule _sys_auth_tacacs
_sys_hitps_redirect
Metwork Map — | Header_Log_Strip_iRule
Virtual Servers Up | |Down
Paolicies

| Cancel || Finished |

Pl Bl =

14. Click the Finished button

15. Open a new tab in Chrome

16. Enter hitp://dvwa.f5lab.com/ and ensure you get there

17. Now enter http://peruggia.fSlab.com/ and ensure you get to the app

18. Finally, enter http://wackopicko.f5lab.com/ and ensure you can get to that app

iﬁ BIG-IP® - bigip0l.fidemo.com [ X Mew T, x -+
c (G

I Apps (% bigip01(10.1.14) @ Damn Vulnerable.. @ WackoPicke.com @ Peruggia 12

<]

19. If you see this image below - it means your iRule did not work.

13


http://dvwa.f5lab.com/
http://peruggia.f5lab.com/
http://wackopicko.f5lab.com/

2 Apps (@ bigip01(10.1.14) @ Damn Vulnerable... & WackoPicko.com

It works!

This 1s the default web page for this server.

The web server software 1s running but no content has been added, vet.

™

Hint: If you need a basic hint here is some example code:

Here is a link to DevCentral: https://clouddocs.f5.com/api/irules/HTTP___host.html

If you are really stuck, here is what we are looking for:

1.

o M DN

When HTTP_Request comes in

Evaluate the HTTP_host name

If it matches send it to the correct pool.

Loop through all the host names you want to match on and continue to direct to the correct pools.

Now you should have enough to understand and the majority of code needed to create the iRule. If
not here is the complete iRule.

Lab 2 - Log and Change Headers

Your iRule should:

1. Log all HTTP request headers.

2. Log all HTTP response headers.

3. Remove the header named Server from all HTTP responses.

Attention: OPTIONAL: Instead of removing the Server header in the response, change the value of
the Server header to Microsoft-11S/7.0.

Important:

» Estimated completion time: 15 minutes

1. Open Chrome Browser

2. Enter https://bigip1 into the address bar and hit Enter

14


../../class1/module1/irules/lab1irule_0.html
https://clouddocs.f5.com/api/irules/HTTP__host.html
../../class1/module1/irules/lab1irule_1.html
../../class1/module1/irules/lab1irule_2.html
../../class1/module1/irules/lab1irule_3.html
../../class1/module1/irules/lab1irule_4.html
../../class1/module1/irules/lab1irule_99.html
../../class1/module1/irules/lab1irule_99.html
https://bigip1

BIG-IP Configuration Utility

-5 Networks, Inc

Hostname
bigip01.f5demo.com

Welcome to the BIG-IP Configuration Uiility.

Log im with your username and password using the fields on the
IP Address

10.1.1.4

Username

admin

Password

| Log in|

3. Login with username: admin password: admin.F5demo.com
4. Click Local Traffic -> iRules -> iRules List
5. Click Create button

15



iﬁ BIG-IP® - bigip0l.fidemo.com [ X -+

< C A Notsecure | 10.1.14/xuif

::: Apps iﬁ bigip01 (10.1.1.4) e Damn Vulnerable... e WackoPicko.com e Peruggia 1.2

ONLINE (ACTIVE)
Standalone

Local Traffic »» iRules : iRule List

# - iRule List
@ - c*
@ DNS  Name
O Lab1_jrule
@ Local Traffic @ .
O Lab2_irule
Metwork Map O Lab3_irule Nane
Virtual Servers —irule Nane
Palicies [0 o, Nane
Profiles — =Support_OA_BasicAuth [2]] F5 Verified
, Data Group List
Ciphers eSupport_OA_NtimAuth [*1]] F5 Verified
iFile List
=Support_helper [*] F5 Verified
Statistics
o FjUOIS o T R_ERCTIEngeSupport_main [®1] F5 Verified

6. Enter Name of Header_Log_Strip_iRule

7. Enter Your Code

8. Click Finished

9. Click Local Traffic -> Virtual Servers -> Virtual Server List
10. Click on http_irules_vip

fo-irule.crt

f5-irule.crt
f5-irule.crt

fo-irule.crt
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iﬁ BIG-IP® - bigip0l.fidemo.com [ X -

< C A Notsecure | 10.1.1.4/xui/

55 Apps iﬁ bigip0l (10.1.1.4) @ Damn Vulnerable... @ WackoPicke.com @ Peruggia 1.2
bigipD1 .fSdemo.com

S Common

ONLINE (ACTIVE)
Standalone

Local Traffic » Virtual Servers : Virtual Server List

# - Virlual Server List

|[search|

‘%Descripﬁon‘%hpplitaﬁon * Destination %SewicePa't‘%Type ‘Raswrca

(] Q hitp_irules_vip 10.1.10.200 8D (HTTP) Standard Edit..

o @ https_irules_vip 10.1.10.200 443 (HTTPS) Standard Edit..
Network Map

Enable || Disable || Delete... |

Palicies Virtual Address List

Profiles Statistics

11. Click on the Resources tab

12. Click Manage button for the iRules section

17



iﬁ BIG-IP® - bigip0l.fidemo.com (| X +

<« C A Notsecure | 10.1.1.4/xui/
55 Apps iﬁ bigip01 {10.1.14) @ Damn Vulnerable... @ WackoPicko.com @ Peruggia 1.2

bigip01.fsdemo.com

10.1.1.4 SO Common

| ONLINE (ACTIVE)
| Standalone

Local Traffic » Virtual Servers : Virtual Server List »» http_irules_vip

% » Properties Resources
I

Load Balancing
@ DNS Default Pool hitp_irules_pool vl
Default Persistence Profile MNane v
@ Local Traffic
Fallback Persistence Profile Nane v
Network Map
Update
Virtual Servers
Policies )
iRules
Profiles Mame
Ciphers No records to display.

SN s

13. Click on Header_Log_Strip_iRule from the Available box and click the << button, thus moving it to the
Enabled box, your first and now second iRule should be in the Enabled box.
iﬁ BIG-IP® - bigip01.f5demo.com [ X +

&« C A Notsecure | 10.1.1.4/xui/
HH Apps iﬁ bigip01 (10.1.1.4) ' Insecure DVWA @ Insecure WackoPick... @ Insecure Peruggia 1.2

bigip01.fodemo.com

10.1.1.4 Partition: JLeylyll]

]| ONLINE (ACTIVE)

Local Traffic » Virtual Serviyrs : Virtual Server List » hitp_in

4 ~ | Properties Reshurces Stati
I

Resource Management

@ DNS Enabled ‘ Available

ICommon - _sys_auth_ssl_cc_ldap
URI_Routing_iRule << _sys_auth_ssl_cridp
G Local Traffic - | Header_Log_Strip_iRule _sys_auth_ss|_ocsp
> _sys_auth_tacacs
Metwork Map ull _sys_htips_redirect
Virtual Servers | Up | |Down|
Policies
Cancel || Finished
Profiles

18



14. Click the Finished button
15. Open the Firefox browser
16. Click the 3 horizontal line button on the far right of the address bar

17. Use developer tools in Mozilla, or use Chrome to view headers

19



New Window  MNew Private Save Page

Window
-
a_ 0 &
v
Print History Full Screen
Find Options Add-ons

;s A

Developer Synced Tabs

20



18.
19.
20.

21. Look at the headers for each of your requests. Did you log them all?
header?

Enter http://dvwa.f5lab.com/ and ensure you get there

Now enter http://wackopicko.f5lab.com/

x

iﬁ BIG-IP® - bigip01.f5idemo.com

&«

@ Peruggia 1.2

C ® Motsecure | peruggia.fSlab.com

Apps l_ﬁ bigip01 (10.1.14) . Insecure DVWA @ Insecure WackoPick.. @ Insecure Peruggia 1.2

Peruggia 1.2

Welcome Guest | Login | Home | About | Learn

Commentsf|———

Comment on this picture

No Server Header ...

Finally, enter http://peruggia.fSlab.com/ and ensure you can get to that app

What is the value of the Server

= ﬂ Elements Console  Sources MNetwork  Performance Memaory

® O | ¥V Q | O Preservelog [ Disable cache | Online LS . i

Filter | Hide data URLs m XHR JS €SS Img Media Font I
| 100 ms: 200 ms: 300 ms: 400 ms
Name X Headers Preview Response Timing Cook
u style.ces Request URL: http://peruggia.f5lab.com/
[8]1egoppng Request Method: GET

=] lolhaxjpg

Status Code: @ 200 0K
|| background.png
Remote Address: 1@.1.12.202:8@

Referrer Policy: no-referrer-when-downgrade

 Response Headers view source
Cache-Control: no-store, no-cache, must-reval
Connection: close

Content-Encoding: gzip

Content-Length: 687

Uploaded by: Peruggia

Content-Type: text/html

Date: Mon, @3 Feb 2020 16:40:47 GMT
Expires: Thu, 19 Nov 1931 88:52:@8 GMT
Pragma: no-cache

Vary: Accept-Encoding

X-Powered-By: PHP/5.5.9-1ubuntu4.12
X-X55-Protection: @

* Request Headers view source

Attention:
the Server header to Microsoft-11S/7.0.

3 3 Inspector [ Console [ Debugger {} StyleEditor (@ Performance EDMemorym
W ) HTML CSS JS XHR Fonts Images Media Flash WS Other
Method
GET
GET

Status File Domain

fa dvwafSlab.com
& dvwafSlab.com

login.php
o 200 a

OPTIONAL: Instead of removing the Server header in the response, change the value of

Transferre] Headers Cookies

PER Request URL: http: //dww:

cached Request method: GET
Remote address: 16.1.180.
Status code: @ 200 0K

Version: HTTP/1.1

Cause Type

35 document £51ab.com/login . php

stylesheet
00:50

Filter headers
~ Response headers (346 B)
Date: “Fri, 31 Jan 2020
X-Powered-By: "PHP.

J6:42:50 GMT
.5.9-1ubuntud 12

o

-

Expires: "Tue, 23 Jun 2
Cache-Control: *no-g
Pragma: "no-cache

Vary: *Accept-Encodif
Content-Encading:

Content-Length: "600
Connection: "close"
7
Server: *Microsoft-IIS

Content-Type: *

~ Request headers (381 E)

0912:00:00 GMT”
che, must-revalidate”
e
ip

micharset=utf-8"
0"

Host: “dvwa.fSlab.cor§”

Us:
Accept: "text/htmlap)

gent: “Mozilla/

Accept-Language: "e
Accept-Encoding: "
Cookie: "JSESSIO!

10 (Windows NT6.1; r...) Gecko/20100101 Firef
lication/xhtml+xm,..plication/smbq=09,/*q:
Us ena=0.5"

I, deflate"

Connection: "keep-al}

Upgrade-Insecure-Redpres

21


http://dvwa.f5lab.com/
http://wackopicko.f5lab.com/
http://peruggia.f5lab.com/

Hint: Basic Hint if you need a hint here is some example code:
Link to DevCentral: https://clouddocs.f5.com/api/irules/HTTP__header.html
If you are really stuck, here is what we are looking for:
1. When HTTP_Request comes in
2. Log the headers from the HTTP_REQUEST
3. When HTTP_RESPONSE comes back
Log the response headers

Now remove the HTTP::header named Server

o o &

Now you should have enough to understand and the majority of code to create the iRule. If not here
is the complete iRule.

Lab 3 - HTTP to HTTPS Redirect
1. Create an iRule to redirect all traffic that arrives at an HTTP virtual server to be redirected to the same
IP address but using an HTTPS port.

2. The full original HTTP request should be maintained when re-directing. Example http://my.domain.
com/app1/index1.html should redirect to https://my.domain.com/appi/inex.htmi

3. Traffic goes to the HTTPS virtual server should still perform the pool selection and should still perform
the header stripping from previous labs.

Important:

» Estimated completion time: 20 minutes

1. Open Chrome Browser
2. Enter https://bigip1 into the address bar and hit Enter

22


../../class1/module1/irules/lab2irule_0.html
https://clouddocs.f5.com/api/irules/HTTP__header.html
../../class1/module1/irules/lab2irule_1.html
../../class1/module1/irules/lab2irule_2.html
../../class1/module1/irules/lab2irule_3.html
../../class1/module1/irules/lab2irule_4.html
../../class1/module1/irules/lab2irule_5.html
../../class1/module1/irules/lab2irule_99.html
../../class1/module1/irules/lab2irule_99.html
http://my.domain.com/app1/index1.html
http://my.domain.com/app1/index1.html
https://my.domain.com/app1/inex.html
https://bigip1

BIG-IP Configuration Utility

-5 Networks, Inc

Hostname
bigip01.f5demo.com

Welcome to the BIG-IP Configuration Uiility.

Log im with your username and password using the fields on the
IP Address

10.1.1.4

Username

admin

Password

| Log in|

3. Login with username: admin password: admin.F5demo.com
4. Click Local Traffic -> iRules -> iRules List
5. Click Create button

23



iﬁ BIG-IP® - bigip0l.fidemo.com [ X -+

< C A Notsecure | 10.1.14/xuif

::: Apps iﬁ bigip01 (10.1.1.4) e Damn Vulnerable... e WackoPicko.com e Peruggia 1.2

ONLINE (ACTIVE)
Standalone

Local Traffic »» iRules : iRule List

# - iRule List
@ - c*
@ DNS  Name
O Lab1_jrule
@ Local Traffic @ .
O Lab2_irule
Metwork Map O Lab3_irule Nane
Virtual Servers —irule Nane
Palicies [0 o, Nane
Profiles — =Support_OA_BasicAuth [2]] F5 Verified
, Data Group List
Ciphers eSupport_OA_NtimAuth [*1]] F5 Verified
iFile List
=Support_helper [*] F5 Verified
Statistics
o FjUOIS o T R_ERCTIEngeSupport_main [®1] F5 Verified

Enter Name of HTTP_to_HTTPS iRule
Enter Your Code
Click Finished

Click Local Traffic -> Virtual Servers -> Virtual Server List

© © ® N o

Click on http_irules_vip

fo-irule.crt

f5-irule.crt
f5-irule.crt

fo-irule.crt

24



iﬁ BIG-IP® - bigip0l.fidemo.com [ X -

< C A Notsecure | 10.1.1.4/xui/

55 Apps iﬁ bigip0l (10.1.1.4) @ Damn Vulnerable... @ WackoPicke.com @ Peruggia 1.2
bigipD1 .fSdemo.com

S Common

ONLINE (ACTIVE)
Standalone

Local Traffic » Virtual Servers : Virtual Server List

# - Virlual Server List

|[search|

‘%Descripﬁon‘%hpplitaﬁon * Destination %SewicePa't‘%Type ‘Raswrca

(] Q hitp_irules_vip 10.1.10.200 8D (HTTP) Standard Edit..

o @ https_irules_vip 10.1.10.200 443 (HTTPS) Standard Edit..
Network Map

Enable || Disable || Delete... |

Palicies Virtual Address List

Profiles Statistics

11. Click on the Resources tab.

12. Click Manage button for the iRules section.

25



iﬁ BIG-IP® - bigip0l.fidemo.com (| X +

<« C A Notsecure | 10.1.1.4/xui/
55 Apps iﬁ bigip01 {10.1.14) @ Damn Vulnerable... @ WackoPicko.com @ Peruggia 1.2

bigip01.fsdemo.com

s 10.1.1.4

| ONLINE (ACTIVE)

Local Traffic »» Virtual Servers : Virtual Server List »» http_irules vip

% - Properies Resources
I ——————————

Load Balancing
@ DNS Default Pool [ hitp_irules_pool vl
Default Persistence Profile | None v
@ Local Traffic
Fallback Persistence Profile | None v
Network Map S
Update
Virtual Servers
Policies )
iRules
Profiles —
Ciphers No records to display.

SN s

13. Click on HTTP_to_HTTPS_iRule from the Available box and click the << button, thus moving it to the
Enabled box, your first, second, and now third iRule’s should be in the Enabled box.

26



iﬁ BIG-IP® - bigip0l.fsdemo.com [ X +
&« C A Notsecure | 10.1.1.4/xui/

= Apps ij;‘ bigip01 (10.1.1.4) ' Insecure DVWA @ Insecure WackoPick.. @ Insecure Peruggia 1.2

bigipD1.fedemo.com

10.1.1.4

| ONLINE (ACTIVE)
! Standalone

Local Traffic »» Virtual Servers : \Viirtual Server List » hitp_irjles_wvip

% -~ Properies

Resource Management
Enabled x [s Availabk
ICommaon - {Common
URI_Routing_iRule =< | | Labi_irule
@ Local Trafiic iRule Header_Log_Sirip_iRule - Lab2_irule
HTTP_to_HTTPS_iRule == Lab3_irule
Network Map = Lab4 irule
Virtual Servers I_.I_p Down
Policies
Cancel || Finished
Profiles

14. Click the Finished button.

15. Click Local Traffic -> Virtual Servers -> Virtual Server List.
16. Click on https_irules_vip

27



iﬁ BIG-IP@ - bigip0l.fidemo.com

“«

X =+

C A Notsecure | 10.1.1.4/xui/

ig‘ bigip0L (10.1.14) @ Damn Vulnerable...

bigipD1.fSdemo.com
10.1.1.4

| ONLINE (ACTIVE)

@ WackoPicko.com

@ Peruggia 1.2

EEUOILLE Common

Local Traffic s Virtual Servers : Virtual Server List

Wirtual Server List

o -

j —

s ||Search|
= = Name |+ Description | + Application | + Destination + Service Port | + Type | Resource
@ \ http_irules_vip 10110200 BO(HTTP)  Standard Edit.
@ hnttps_irules_vip 10.1.10.200 443 (HTTPS) Standard Edit.
Metwork Map

Enable || Disable || Delete... |

Paolicies Virtual Address List

Profiles Statistics

17. Click on the Resources tab

18. Click Manage button for the iRules section

iﬁ BIG-IP® - bigip0l.fidemo.com

< &

It Apps (@ bigip0l (10.1.14)

x

+
A Not secure | 10.1.1.4/xui/

@ Damn Vulnerable...

| ONLINE (ACTIVE)
| Standalone

@ WackoPicko.com

@ Peruggia 1.2

UL C.ommon

Local Traffic » Virtual Servers : Virtual Server List »» http_irules_vip

o -

Properties

Resources

Load Balancing

Default Fool
Default Persistence Profile

@ Local Traffic

Fallback Persistence Profile

hitp_irules_pool

Nane v

Mane v

Network Map
Update
Virtual Servers
Policies "
iRules
Profiles Name
Ciphers Mo records to display.

Pl
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19. Click on the 2 iRules you require to enable pool selection and Server header removal from the
previous labs from the Available box and click the << button, thus moving them to the Enabled box.

(§ BIG-IP® - bigip0lfidemo.com | X = @ hitps://dvwafSlab.com x| +

&« C A Notsecure | 10.1.14/xui/

= Apps iﬁ bigip01 (10.1.1.4) ' Insecure DVWA @ Insecure WackoPick.. @ Insecure Peruggia 1.2

| ONLINE (ACTIVE)
| Standalone

Local Traffic »» Virtudl Servers : Virtual Server List »%\hitps _irules vip

% » Properties Resources
.

Resource Management

@ DNS Enabled \ N Availabl
¥

[ICommon = Lab2_irule
Header_Log_Strip_iRule Lab3_irule
() Local Traffic iRule " URI_Routing_iRule Lab4_irule
= Lab5_irule
Network Map _ = _sys_APN_ExchangeSupr
Virtual Servers Up | |Down
Policies ) ]
Cancel || Finished

Ernfilae
20. Enter http://dvwa.f5lab.com/ and ensure you get redirected to the HTTPS virtual server.
21. Now enter http://wackopicko.f5lab.com/ and ensure you get redirected to the HTTPS virtual server.

22. Finally, enter http://peruggia.f5lab.com/ ensure you get redirected to the HTTPS virtual server.
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http://dvwa.f5lab.com/
http://wackopicko.f5lab.com/
http://peruggia.f5lab.com/

iﬁ BIG-IP® - bigip0l.fodemo.com [ X @ Damn Vulnerable Web App (DV! X +

& C | A Notsecure | k#ps)//dvwa.fSlab.com/login.php

i Apps ij;‘ bigip01 (101‘_7 Inxrw @ Insecurs WackoPick... @ Insecure Peruggia 1.2

DA

Username

Password

23. From the previous lab the next two tests should confirm everything is working as before, but using

HTTPS.

24. Look at the headers for each of your requests. Did you log them all? What is the value of the Server

header?
(B EIGHP® - bigip0Lfidemo.com (| X @ Peruggia 1.2 x  +
&« C (® Notsecure | peruggia.fSlab.com

1 Apps (B bigipOl (10.1.14)

. Insecure DVWA @ Insecure WackoPick.. @ Insecure Peruggia 1.2

[w ﬂ Elements  Console Sources Network Performance Memory

[8] lego.png
|| lolhaxjpg

Comments)}———— B s

Comment on this picture

No Server Header (.,

Uploaded by: Peruggia

® O | V¥ Q | OPreservelog [ Disable cache | Online v + ¥
. Filter U Hide data URLs @ XHR JS €SS Img Media Font I
Peruggia 1.2 | = == == e
Name X  Headers Preview Response Timing Cook
Welcome Guest | Login | Home | About | Learn + General
[ stylecss Request URL: http://peruggia.f5lab.com/

Request Method: GET
Status Code: @ 200 0K
Remote Address: 1@8.1.1@.2@2:8@

Referrer Policy: ne-referrer-when-downgrade

~ Response Headers view source
Cache-Controk: no-store, no-cache, must-reval
Connection: close
Content-Encoding: gzip
Content-Length: 687
Content-Type: text/html
Date: Mon, @3 Feb 2020 16:4@:47 GMT
Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
Pragma: no-cache
Vary: Accept-Encoding
X-Powered-By: PHP/5.5.9-1ubuntus.12
X-X55-Protection: @

~ Request Headers view source
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Attention:
the Server header to Microsoft-11S/7.0.
& 3 Inspector Console (O Debugger { StyleEditer (& Performance {0k Memory m

B ) HTML CSS JS XHR Fonts Images Media Flash WS Other
Status Method

File

Domain

Cause Type

£4 dvwa fSlab.com
& duwafSlab.com

15 document
styleshest

OPTIONAL: Instead of removing the Server header in the response, change the value of

Transferre]
html RS Request URL: http: //dw

cached Requestmethod: GET

. f51ab. com/ login.php

Remote address: 10.1.1@.|
Status code: @ 200 OK
Version: HTTP/1.1

00:80

close”
Content-Type: “text/Hmi:charset= utf-§

W Serven “Microsoft-ISB.0

Cookie:

JSESSIONID=hveOkOtugondsthrisv623ntns; security=low"
Connection: "keep-alfe

Upgrade-Insecure-Reduests: 1

Hint: Basic Hint if you need a hint here is some example code:
Link to DevCentral: https://clouddocs.f5.com/api/irules/HTTP__ redirect.html
If you are really stuck, here is what we are looking for:

1. When HTTP_Request comes in

2. Redirect from HTTP to HTTPS

. Now you should have enough to understand and the majority of code to create the iRule.
is the complete iRule.

If not here

Lab 4 - Stream Profile

Create a Stream Profile to change the body of the DVWA site

Important:

« Estimated completion time: 10 minutes

1. Open Chrome Browser

2. Enter https://bigip1 into the address bar and hit Enter
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../../class1/module1/irules/lab3irule_0.html
https://clouddocs.f5.com/api/irules/HTTP__redirect.html
../../class1/module1/irules/lab3irule_1.html
../../class1/module1/irules/lab3irule_2.html
../../class1/module1/irules/lab3irule_99.html
../../class1/module1/irules/lab3irule_99.html
https://bigip1

BIG-IP Configuration Utility

-5 Networks, Inc

Hostname
bigip01.f5demo.com

Welcome to the BIG-IP Configuration Uiility.

Log im with your username and password using the fields on the
IP Address

10.1.1.4

Username

admin

Password

| Log in|

3. (a) Login with username: admin password: admin.F5demo.com
4. Click Local Traffic -> iRules -> iRules List
5. Click Create button
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iﬁ BIG-IP® - bigip0l.fidemo.com [ X -+

< C A Notsecure | 10.1.14/xuif

::: Apps iﬁ bigip01 (10.1.1.4) e Damn Vulnerable... e WackoPicko.com e Peruggia 1.2

ONLINE (ACTIVE)
Standalone

Local Traffic »» iRules : iRule List

2 .  iRule List
3 o 5
@ DNS ‘ ~ Name
@ ) Lab1_irule
Local Traffic
@ [J Lab2_jrule
Metwork Map O Lab3_irule Nane
Virtual Servers —irule Nane

Policies [ oo Naone
Profiles = aSupport_OA_BasicAuth [#1]] F5 Verified f5-irule.crt

Data Group List

Ciphers sSupport_OA_NtimAuth [=1] F5 Verified fB-irule.crt
iFile List
=Support_helper []] F5 Verified f5-irule.crt
Statistics
Ty — e EXCTIATGE SUPPOTt_main [£] F5 Veerified f5-irule.crt
6. Enter Name of Stream_iRule
7. Enter Your Code
8. Click Finished
9. Click Local Traffic -> Virtual Servers -> Virtual Server List
10. Click on https_irules_vip
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iﬁ BIG-IP®@ - bigip0l.fademo.com [ X +

&« C A Notsecure | 10.1.1.4/xui/
55 Apps iﬁ bigip0l1 (10.1.14) @ Damn Vulnerable...

ame  bigipD1 f5demo.com

ONLINE (ACTIVE)

@ WackoPickocom @ Peruggia 1.2

Local Traffic » Virtual Servers : Virtual Server List

£ -~ Virual Server List

‘#Descrbﬁon‘éAppIicaﬁm * Destination éSewicePa’t‘éType ‘Resource

10.1.10.200 8D (HTTP) Standard Edit..

[t ||Search|
&3 ons = = Name

@ @ \ ntip_irules_vip
@ Local Tra : .

o @ ¥ hitps_irules_vip

10.1.10.200 443 (HTTPS) Standard Edit...

Metwork Map

Enable || Disable || Delete... |

Paolicies Virtual Address List

Profiles Statistics

11. In the Configuration section ensure it says Advanced in the drop down

12. Go to the Stream Profile section and select stream
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@ Local Traffic

Metwork Map
Virtual Servers
Policies
Profiles
Ciphers
iRules
Pools
Nodes
Maonitors
Traffic Class

Address Translation
@ Acceleration
% Device Management
‘_ Shared Objects

@ Network
System

o~

General Properties

Local Traffic » Virtual Servers : Virtual Server List

Properties Resources Statistics

https_irules_vip

.,1
|=]

Mame

Partition / Path
Description

Type

Source Address

Destination Address/iMask

Service Port

Maotify Status to Virtual Address

hitps_irules_vip

Common

Standard T

* Host ' Address List
0.0.0.0/0

* Host ' Address List
10.1.10.200

® Port ' Port List
443 HTTPS v

™l

HTTP Profile (Server)
HTTF Proxy Connect Profile
FTP Profile

RTSP Profile

13. Scroll to the bottom and click the Update button

14. Click on the Resources tab at the top of the page.

Availability (J) Available (Enabled) - The virtual server is avai
Syncookie Status Inactive
State Enabled »
Configuration: Advanced ¥ 1 }
Protocal TCP
Protocol Profile (Client) fcp v
Protocol Profile (Server) (Use Client Prafile) T
HTTP Profile (Client) hitp v

(Use Client Profile) »

Mane

Mone
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15. Click Manage button for the iRules section

iﬁ BIG-IP® - bigip01.f3demo.com +
& C A Notsecure | 10.1.14/xui/
I Apps (@ bigip01(10.1.14) @ Damn Vulnerable.. @ WackoPicko.com @ Peruggia 1.2

@ Local Traffic

MNetwork Map

Virtual Servers
Policies
Profiles

Ciphers

Pl

ELUILhE Common

Local Traffic » Virtual Servers : Virtual Server List »» http_irules_vip

% - Properties Resources
S

Load Balancing

Default Pool hitp_irules_pool v |l

Default Persistence Profile Nane v

Fallback Persistence Profile None v

Update

iRules

Name

Mo records to display.

16. Click on Stream_iRule from the Available box and click the << button, thus moving it to the Enabled

box, your first and now second iRule should be in the Enabled box.

iﬁ BIG-IP® - bigip0L.fodemo.com [ X +

< C A Notsecure | 10.1.1.4/xui/

HI Apps  (§ bigip0l(10.1.14) @ Damn Vulnerable.. @ WackoPickocom @ Peruggia 1.2

Farfition: Jelplyl]

| OMLINE {ACTIVE)

Local Traffic » Virtual Servers : Virtual Server List »» http_irules_vip

i+ ~ Properties Resources Statis

Resource Management

&3 ons Enabled [y | Avaiiable

EEﬁ Local Traffic

iRule Lab2_irule
=2 Lab3_irule
MNetwork Map - Lab4 irule —
Virtual Servers Up | |Down

Paolicies

Profiles

P
Cancel || Finished H‘?)
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17. Click the Finished button

18. Open the Firefox browser

19. Enter https://dvwa.f5lab.com and ensure you get there and it is HTTPS and that the word Damn is

replaced with Darn

Hint: Basic Hint if you need a hint here is some example code:
Link to DevCentral: https://clouddocs.f5.com/api/irules/STREAM.html

If you are really stuck, here is what we are looking for:

1.

A I

When HTTP_Request comes in

Second we need to disable both encoding the stream profile for the request

When HTTP_RESPONSE comes back

Next we need to change our stream matching string and turn on the stream profile again.

Now you should have enough to understand and the majority of code to create the iRule. If not here
is the complete iRule.

Lab 5 - HTTP Payload Manipulation

Collect an HTTP payload, change it, and release it to the client. As in the previous lab replace Damn with
Darn, or get creative. We arent going to use a stream profile this time we are using an HTTP::payload
command instead.

Important:

» Estimated completion time: 20 minutes

1. Open Chrome Browser

2. Enter https://bigip1 into the address bar and hit Enter
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https://dvwa.f5lab.com
../../class1/module1/irules/lab4irule_0.html
https://clouddocs.f5.com/api/irules/STREAM.html
../../class1/module1/irules/lab4irule_1.html
../../class1/module1/irules/lab4irule_2.html
../../class1/module1/irules/lab4irule_3.html
../../class1/module1/irules/lab4irule_4.html
../../class1/module1/irules/lab4irule_99.html
../../class1/module1/irules/lab4irule_99.html
HTTP::payload
https://bigip1

BIG-IP Configuration Utility

-5 Networks, Inc

Hostname
bigip01.f5demo.com

Welcome to the BIG-IP Configuration Uiility.

Log im with your username and password using the fields on the
IP Address

10.1.1.4

Username

admin

Password

| Log in|

3. (a) Login with username: admin password: admin.F5demo.com
4. Click Local Traffic -> iRules -> iRules List
5. Click Create button
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iﬁ BIG-IP® - bigip0l.fidemo.com [ X -+

< C A Notsecure | 10.1.14/xuif

::: Apps iﬁ bigip01 (10.1.1.4) e Damn Vulnerable... e WackoPicko.com e Peruggia 1.2

UGN Common

Local Traffic »» iRules : iRule List

# - iRule List D

@ - [c*
@ DNS ‘ S.iame
O Labi_irule
() Local Traffic @ O Lab2_irule
Metwork Map O Lab3_irule Nane
Virtual Servers Sirule Nane

Policies [ oo Naone
Profiles = aSupport_OA_BasicAuth [#1]] F5 Verified f5-irule.crt

Data Group List

Ciphers =Support_OA_NtimAuth [2] F5 Verified fE-irule.crt
iFile List
=Support_helper [2]] F5 Verified f5-irule.crt
Statistics
Ty — ———W_EXCTangeSupport_main [ F5 Verified f-irule crt
6. Click Create button
7. Enter Name of HTTP_Payload_iRule
8. Enter Your Code
9. Click Finished
10. Click Local Traffic -> Virtual Servers -> Virtual Server List
11. Click on http_irules_vip
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iﬁ BIG-IP® - bigip0l.fidemo.com [ X -

< C A Notsecure | 10.1.1.4/xui/

55 Apps iﬁ bigip0l (10.1.1.4) @ Damn Vulnerable... @ WackoPicke.com @ Peruggia 1.2
bigipD1 .fSdemo.com

S Common

ONLINE (ACTIVE)
Standalone

Local Traffic » Virtual Servers : Virtual Server List

# - Virlual Server List

|[search|

‘%Descripﬁon‘%hpplitaﬁon * Destination %SewicePa't‘%Type ‘Raswrca

(] Q hitp_irules_vip 10.1.10.200 8D (HTTP) Standard Edit..

o @ https_irules_vip 10.1.10.200 443 (HTTPS) Standard Edit..
Network Map

Enable || Disable || Delete... |

Palicies Virtual Address List

Profiles Statistics

12. Click on the Resources tab.

13. Click Manage button for the iRules section.




iﬁ BIG-IP® - bigip0l.fidemo.com (| X +
< C A Notsecure | 10.1.14/xui/

55 Apps iﬁ bigip01 {10.1.14) @ Damn Vulnerable... @ WackoPicko.com @ Peruggia 1.2

n

> Parfition: el
dminisirator

Local Traffic » Virtual Servers : Virtual Server List »» http_irules_vip

% - Properies Resources Statistics
I ——————————

Load Balancing

@ DNS Default Pool hitp_irules_pool vl
Default Persistence Profile MNane v
@ Local Traffic
Fallback Persistence Profile Nane v
Network Map
Update
Virtual Servers
Policies )
iRules
Profiles Mame
Ciphers No records to display.

14. What should you do here? (Hint: Remove Stream_iRule and replace with HTTP_Payload_iRule)
15. Click the Finished button
16. Open the Firefox browser

17. Enter https://dvwa.f5lab.com and ensure you get there and it is HTTPS

Hint: Basic Hint
if you need a hint here is some example code:
Link to DevCentral: https://clouddocs.f5.com/api/irules/HTTP__collect.html
Link to DevCentral: https://clouddocs.f5.com/api/irules/HTTP__release.html
If you are really stuck, here is what we are looking for:
1. When HTTP_Request comes in
Second change the version of HTTP and disable compression for the request
When HTTP_RESPONSE comes back
Next we need to collect some HTTP::collect some data.
Now when we get HTTP_RESPONSE_DATA
Now we will set some find and replace strings.

Finally we will perform a regsub on the payload and replace with new text.

© N o o~ 0D

Now you should have enough to understand and the majority of code to create the iRule. If not here
is the complete iRule.

41


https://dvwa.f5lab.com
../../class1/module1/irules/lab5irule_0.html
https://clouddocs.f5.com/api/irules/HTTP__collect.html
https://clouddocs.f5.com/api/irules/HTTP__release.html
../../class1/module1/irules/lab5irule_1.html
../../class1/module1/irules/lab5irule_2.html
../../class1/module1/irules/lab5irule_3.html
../../class1/module1/irules/lab5irule_4.html
../../class1/module1/irules/lab5irule_5.html
../../class1/module1/irules/lab5irule_6.html
../../class1/module1/irules/lab5irule_7.html
../../class1/module1/irules/lab5irule_99.html
../../class1/module1/irules/lab5irule_99.html

iRules Summary

Here is a summary of all the irules used in this lab
Lab 1 - Complete iRule

Completed iRule

# if / elseif version

when HTTP_REQUEST {
if {[HTTP::host] equals "dvwa.f5lab.com"} {
pool dvwa_pool_http
} elseif {[HTTP::host] equals "peruggia.fbSlab.com"} {
pool peruggia_http_pool
} elseif {[HTTP::host] equals "wackopicko.f5lab.com"} {
pool wackopicko_http_pool

# switch version

when HTTP_REQUEST {
switch [HTTP::host] {
dvwa.f5lab.com { pool dvwa_pool_http }
peruggia.f5lab.com { pool peruggia_http_pool }
wackopicko.f5lab.com { pool wackopicko_http_pool }

# Advanced, data group lookup version!

when HTTP_REQUEST {
if { [class match [HTTP::host] equals "hostnames_dg"] } {
pool [class lookup [HTTP::host] "hostnames_dg"]

Lab 2 - Complete iRule

Completed iRule

# Header_Strip_Log_iRule
when HTTP_REQUEST {

log localO. "Request Headers: [HTTP::header names]"

when HTTP_RESPONSE {
log localO. "Response Headers: [HTTP::header names]"
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HTTP: :header remove Server

# Advanced - Bonus and prettier

when HTTP_REQUEST ({
foreach header [HTTP::header names] {
log localO. "Request Header S$header: [HTTP::header S$header]"

when HTTP_RESPONSE ({
foreach header [HTTP::header names] {
log localO. "Response Header S$header: [HTTP::header Sheader]"
if {Sheader equals "Server"} {
HTTP: :header remove S$header

}
HTTP: :header insert Server "Microsoft-IIS/8.0"

Lab 3 - Complete iRule

Completed iRule

# HTTP to HTTPS iRule
when HTTP_REQUEST {

HTTP::redirect "https://[HTTP::host] [HTTP::uri]"
# Factory F5 https redirect iRule

when HTTP_REQUEST {
HTTP::redirect https://[getfield [HTTP::host] ":" 1] [HTTP::uri]

Lab 4 - Complete iRule

Completed iRule

# Stream iRule

when HTTP_REQUEST ({
HTTP: :header remove Accept-Encoding
STREAM: :disable

when HTTP_RESPONSE {
STREAM: :expression @Damn@Darn(
STREAM: :enable
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Lab 5 - Complete iRule

Completed iRule

# HTTP_Payload_iRule

when HTTP_REQUEST {
HTTP::version 1.0
HTTP: :header remove Accept-Encoding

}

when HTTP_RESPONSE ({
HTTP::collect [expr 1024x1024]
}

when HTTP_RESPONSE_DATA ({
set find "Damn"
set replace "s*xx"

if {[regsub -all $find [HTTP::payload] S$replace new_response] > 0} {
HTTP: :payload replace 0 [HTTP::payload length] $new_response
}

iRules Events

Here is the link to the iRule Events

Compilete listing of events - https://clouddocs.f5.com/api/irules/Events.html
Master list of iRule Commands - https://clouddocs.f5.com/api/irules/Commands.html

BIG-IP Commands and Events by Version - https:/clouddocs.f5.com/api/irules/BIGIP_Commands_by_
Version.html

iRules HTTP Events
Here is the link to the iRule Events flow order

HTTP  Flow Order grabbed form here -  hitps:/devcentral.f5.com/s/contentdocument/
0691T0000050RXAQAU
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https://clouddocs.f5.com/api/irules/Events.html
https://clouddocs.f5.com/api/irules/Commands.html
https://clouddocs.f5.com/api/irules/BIGIP_Commands_by_Version.html
https://clouddocs.f5.com/api/irules/BIGIP_Commands_by_Version.html
https://devcentral.f5.com/s/contentdocument/0691T000005oRxAQAU
https://devcentral.f5.com/s/contentdocument/0691T000005oRxAQAU

Packet Filter processing occurs before this first event

RULE INIT

The TCP::respond commani
prevent further events fron
@occurring when used anyw
FLOW_INIT until the client sends more
must be assigned)

vi1.4.1 Occurs only once;

onwards -per TCP connection, on successful three way han
——@uer UDP 'stream' (which could include a tracerout
in the connection table unless;

CLIENT ACCEPTED Occurs per UDP segment if Datagram LB is enablec
HTTP::disable
@
HTT
TCP Idle
Timeout Yes
Reached?
Mo
* Won't occur until the TCP::collect command (if used) collects ti
of data or until the TCP::release command is used (if no data le
CLIENT DATA

Occurs when any packet is received (a single HTTP
request could be comprised of multiple packets)

Request HTTP is parsed

Auth. s
Profile Tes*’[ AUTH RESULT
Anolied? —



iRules HTTPS Events

Here is the link to the iRule Events flow order

HTTPS Flow Order grabbed from here - hiips:/devcentral.f5.com/s/contentdocument/
0691T000005nCt6QAE
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https://devcentral.f5.com/s/contentdocument/0691T000005nCt6QAE
https://devcentral.f5.com/s/contentdocument/0691T000005nCt6QAE

Packet Filter processing occurs before this first event

RULE INIT

The TCP::respond comi
prevent further events
@occurring from this pc
FLOW INIT until the client sends

must be assigned)

wll.d.1
onwards

Occurs only once;

-per TCP connection, on successful three way
per UDP 'stream’ {(which could include a trac
in the connection table unless;

Occurs per UDP segment if Datagram LB is er

CLIENT ACCEPTED

A

55L::disable
L
55L::enable
TCP Idle
Timeout
Reached?
No
* Won't occur until the TCP::collect command (if used) collec
of data or until the TCP::release command is used (if no da
CLIENT_DATA Occurs when any packet is received (a single HTTP
reguest could be comprised of multiple packets)
S5L::profile
L SSL::reneg
CLIENTSSL The SSL::hold command used here will pfvent the

CLIENTHELLO CLIENTSSL HANDSHAKE occurring until SSL::release is u
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