

    
      
          
            
  
DVNI

Damn Vulnerable Network Infrastructure (DVNI) is a project based on Containernet that creates vulnerable Software Defined Networks (SDN) to allow users to practice Ethical Hacking techniques against Layer 2/3 network services.




Getting Started


Requirements

Vagrant [https://www.vagrantup.com/downloads.html] - The project runs within a virtual machine (VM), vagrant is used to download and configure this.

VirtualBox [https://www.virtualbox.org/wiki/Downloads] - The project is run inside a VirtualBox VM.

FTP Client - Task & answer sheets are provided over FTP.

VNC Viewer OR a Web Browser - Most tasks supply a Kali machine that is connected to through either VNC or NoVNC in a web browser.




Installation

Once you have installed the required utilitiles start the project with Vagrant (First time setup may take some time):

vagrant up

After this has completed you are free to try out the scenarios!

You can connect to the project either using VirtualBox to view the VM or through SSH.

Connect to the device through SSH with the credentials student:student or teacher:teacher and follow the guidance from there:

ssh student@10.10.0.1
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Base Continer


	
class container.base.Base(name, **kwargs)

	Bases: container.Docker

Base docker container, using debian:stretch-slim, that other containers can use.









          

      

      

    

  

    
      
          
            
  
ISC DHCP Server


	
class container.dhcpd.Dhcpd(name, **kwargs)

	Bases: container.Docker

Docker container running a DHCP Daemon


	
conf

	String storing dhcpd.conf settings.






	
add_global(option)

	Add global parameter to ‘conf’. Create these with functions within dhcpd.globals.
:param option: String returned from one of the methods inside ‘dhcpd.globals’ class.






	
add_subnet(ip_network, option_list=None, addr_range=None)

	Adds a subnet configuration with the supplied parameters to ‘conf’.


	Parameters

	
	ip_network – Network for subnet address and netmask.


	addr_range – Range of IP addresses the DHCP server will assign.


	option_list – List of options created by functions within ‘dhcpd.options’ or ‘dhcpd.globals’.













	
config(**kwargs)

	Extends Node.config. Creates a file containing the settings from ‘conf’ and writes them to /etc/dhcp inside the container.


Todo

If running and a config change is made restart the server




Todo

Store and mount the config file rather than copying it https://stackoverflow.com/questions/42248198/how-to-mount-a-single-file-in-a-volume








	
document(doc)

	








	
class container.dhcpd.globals

	Global options as per http://www.ipamworldwide.com/ipam/dhcp-server-params.html.
NOTE: not all options are implemented.


	
static authoritative()

	




	
static default_lease_time(time)

	




	
static local_address(address)

	




	
static local_port(port)

	




	
static max_lease_time(time)

	




	
static min_lease_time(time)

	








	
class container.dhcpd.options

	Per network options as per http://www.ipamworldwide.com/ipam/isc-dhcpv4-options.html
NOTE: not all options are implemented.


	
class List

	Bases: list, typing.MutableSequence






	
class Tuple

	Bases: tuple

Tuple type; Tuple[X, Y] is the cross-product type of X and Y.

Example: Tuple[T1, T2] is a tuple of two elements corresponding
to type variables T1 and T2.  Tuple[int, float, str] is a tuple
of an int, a float and a string.

To specify a variable-length tuple of homogeneous type, use Tuple[T, …].






	
static broadcast_address(ip_network)

	




	
static cookie_servers(*addresses)

	




	
static domain_name(name)

	




	
static domain_name_servers(*addresses)

	




	
static log_servers(*addresses)

	




	
static ntp_servers(*addresses)

	




	
static router_discovery(should_discover)

	




	
static routers(*addresses)

	




	
static static_routes(*addresses)

	




	
static subnet_mask(ip_network)

	




	
static time_servers(*addresses)

	








	
container.dhcpd.example()

	







          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  
Nginx Web Server


	
class container.nginx.Nginx(name, **kwargs)

	Bases: container.Docker









          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  
container package


Docker Containers


	
class container.Docker(name, dimage, base='dvni/base', **kwargs)

	Bases: mininet.node.Docker

Wrapper to mininet.node.Docker that automates building containers. Should be used as the base class for any other docker containers.


	
build(name)

	Build dockerfile from the container/ directory

Example

>>> self.build("kali")
(<Image: 'dvni/kali:latest'>, <itertools.tee object at 0x7f8c1d698098>)






	Parameters

	name (str) – The directory within container/ containing the Dockerfilr



	Returns

	The built image.



	Return type

	(Image)










	
document(doc)

	




	
added = []

	




	
built = []

	




	
client = <docker.client.DockerClient object>

	










Submodules
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	ISC DHCP Server

	Nginx Web Server











          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  
controller package


Controllers


	
class controller.PoxController(name, script, verbose=False, **kwargs)

	Bases: mininet.node.Controller

POX OpenFlow controller implementation for Mininet. Allows scripts within this folder to act as a controller for OpenFlow based switches.


	Parameters

	
	name – Controller name for Mininet


	script – Filename of the script to


	verbose – Passes ‘–verbose’ flag to pox.py









	
static copyScript(name)

	Copies the given script to POX’s folder, used so POX can see the script.


	Parameters

	name – name of the script to be added to POX folder










	
pox_comand = '/var/pox/pox.py'

	The location of ‘pox.py’






	
pox_directory = '/var/pox'

	The installaction diretory of POX












Submodules










          

      

      

    

  

    
      
          
            
  
	
docs.source.conf.run_apidoc(_)

	




	
docs.source.conf.setup(app)

	





          

      

      

    

  

    
      
          
            
  
docs.source package


Submodules










          

      

      

    

  

    
      
          
            
  
docs package


Subpackages



	docs.source package
	Submodules


















          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  
scenarios package


Submodules










          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  
Start Function

This module is run upon login from a student or teacher account.
It allows the user to select the scenario they are taking part in and provides them with instructions.


	
start.batch_scenario(args)

	Allows a teacher to select a scenario with several student IDs at a time.


	Parameters

	args – Arguments from the ‘get_args’ function in this module.










	
start.cleanup()

	Clean all docker systems to reduce VM size






	
start.containers(args)

	Allows running the ‘example’ function in each container for testing purposes


	Parameters

	args – Arguments from the ‘get_args’ function in this module.






	TODO

	Add filter for containers that contain an ‘example’ function, currently choosing a container without one would cause an uncaught error. [Priority=low]










	
start.get_args()

	Checks command line arguments to see if we’re a student, teacher, or developer.

Example

>>> sys.argv[1] = 'teacher'
>>> get_args()['teacher']
True
>>> get_args()['developer']
False






	Return type

	Dict



	Returns

	Returns a dictionary with the current directory, our teacher status, and our student status.










	
start.get_scenarios(directory)

	Gets a list of enabled scenarios in the given directory and returns them.
Scenarios are listed by their ‘weight’, a value defined in their class used for ordering.

Example

>>> print(get_scenarios('/vagrant/scenarios/')[0].name)
Host Scanning






	Parameters

	directory – Directory to look for scenarios in, usually ‘$ProjectRoot/scenarios/’



	Returns

	List[Scenario]










	
start.main()

	Run if we’re the main file






	
start.run_scenario(args)

	Allows a student to select a single scenario to take part in.


	Parameters

	args – Arguments from the ‘get_args’ function in this module.










	
start.test_scenarios(args)

	Runs every enables scenario with the seed 1-5 for testing purposes


	Parameters

	args – Arguments from the ‘get_args’ function in this module.






	TODO

	Could generate random seeds for this? [Priority=low]













          

      

      

    

  

    
      
          
            
  
Host Account Management


	
utils.account.add_user(host, username, password=None)

	Adds a user to a docker container, and sets it’s password if given.






	
utils.account.change_password(host, username, password)

	Changes the password of a user on a docker container






	
utils.account.generate_password(length=20)

	Generates a password containing hexadecimal characters (0-9 & a-f)









          

      

      

    

  

    
      
          
            
  
Address Routing Protocol


	
utils.arp.net_static_arp(hosts)

	Adds static arp entries from and to every host in the provided list.


	Parameters

	hosts – List of hosts.










	
utils.arp.static_arp(host, *hosts_to)

	Add a static arp entry from “host” to every host in “hosts_to”.

:return Success of adding entry
:rtype bool









          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  
Mininet Network Generation


	
utils.network.add_switches(net, count, graph_method=<function path_graph>, **switch_kwargs)

	Generates a network graph and adds switches to it, returning the switches and links between them


	Parameters

	
	net – A Mininet/Containernet network to add switches to


	count – The amount of switches to be added


	graph_method – A networkx graph generator see https://networkx.github.io/documentation/networkx-1.10/reference/generators.html


	switch_kwargs – Arguments to be passed to ‘Mininet.addSwitch’






	Returns

	A tuple containing a list of switches added, and a list of links created.













          

      

      

    

  

    
      
          
            
  
Spanning Tree Protocol


	
class utils.stp.RstpSwitch(**kwargs)

	Bases: mininet.node.OVSSwitch

Extenstion class that enables Rapid Spanning Tree protocol.


	
bridgeOpts()

	Adds the ‘rstp_enable=true’ flag to the switches options.










	
utils.stp.wait_STP(switch)

	Waits for STP to be configured on the given switch.
This is performed by looking for the STP_LEARN status, if the switch is still learning this function waits.












          

      

      

    

  

    
      
          
            
  
Subnet


	
utils.subnet.generate(mask, cidr=None)

	Generates an IPv4Network from the given CIDR, or from any of the private addressable ranges if no CIDR is given.

Example

>>> seed(0)
>>> generate(u"10.0.0.0/8", 24)
IPv4Network(u'10.216.44.0/24')






	Parameters

	
	CIDR (IPv4Network) – CIDR range to generate from. Example IPv4Network(u”10.0.0.0/8”).


	mask (int) – Length in bits to use as host mask.













	
utils.subnet.overlaps(cidr)

	Checks if the given CIDR overlaps with one already generated


	Returns

	True if overlapping.













          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  
utils package


Submodules



	Host Account Management

	Address Routing Protocol

	Mininet Network Generation

	Spanning Tree Protocol

	Subnet
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