Kurento Documentation
Release 6.12.0

Kurento

Oct 15, 2019






User Documentation

About Kurento and WebRTC 3
I[.1 WebRTC media Servers . . . . . . . . . v i i i ittt e e et e e e e e e 4
1.2 Kurento Media Server . . . . . . . . o e e e e e e e e e e 4
1.3 Kurento Design Principles . . . . . . . . . ... 5
About OpenVidu 9
Getting Started 11
Installation Guide 13
4.1 Amazon Web ServiCes . . . . . . . . i e e e e e 13
42 Dockerimage . . . . . v v vt e e e e e e e e e e e e e e e e e e e e e e 14
43 LocalInstallation . . . . . . . . . . . e e e 14
44  STUNand TURN SETVETS . . . . . v v v v i e e e i e e e e e e e e e e e e e e e e e e e 15
4.5 Checkyourinstallation . . . . . . . . . . . oL e e e e e e e e e 17
Installing Nightly Builds 19
5.1  Kurento Media Server . . . . . . . .. e e e e e e e e 19
5.2 KurentoJava Client . . . . . . . . L o o e e e e e e e e 20
5.3  Kurento JavaScript Client . . . . . . . . . L e e e 22
Kurento Tutorials 25
6.1 HelloWorld . . . . . . . . e 26
6.2  WebRTC Magic MIIror . . . . . . . . . ittt e e e e e e e e 51
6.3 RTPReceiver . . . . . . . . e e e 75
6.4  WebRTC One-To-Many broadcast . . . . . . . . . o o v i i it et e e e e e e 77
6.5 WebRTC One-To-One videocall . . . . . . . . . . . . . e e e 100
6.6  WebRTC One-To-One video call with recording and filtering . . . . . . . . .. ... ... .. .... 126
6.7 WebRTC Many-To-Many video call (Group Call) . . . . . . .. ... ... ... ... .... 144
6.8 Media Elements metadata . . . . . . . ... e 152
6.9 WebRTC MediaPlayer . . . . . . . . . . e e e e 160
6.10 WebRTC outgoing Data Channels . . . . . . . .. .. ... ... ... .. ... 171
6.11 WebRTC incoming Data Channel . . . . . . . ... ... ... ... ... ... . .... 180
6.12 WebRTCrecording . . . . . . . . .o v ittt et e e e e e 192
6.13 WebRTC 1epoSitory . . . . . o o v vt e et e e e e e e e e e 207
6.14 WebRTC StatiStiCs . . . . . .« o o v ot e e e e e e e e e e e e e 218




10

11

12

13

14

15

16

Features

7.1 Kurento API, Clients, and Protocol . . . . . . . . . . . . . e
7.2  Kurento Modules . . . . . . .. e e e e e e e e e
7.3 RTPStreaming . . . . . . . . . . .. e e e
7.4 Congestion Control /REMB . . . . . . . . ..

Configuration Guide

8.1  MediaServer . . . . . . .. e e e e e e e e
8.2 MediaElement . . . . . . . ... e e e e e e
8.3 SApEndpoint . . . . . ... e e e e e e e e e e
8.4  WebRIcEndpoint . . . . . . . . . e e e e e e e e
8.5 HupEndpoint . . . . . . . . o e e e e e e e
8.6 Debuglogging . . . . . . . . . e e
87 ServiceInit . . . . . . . .. e e e e

Writing Kurento Applications

9.1 Global Architecture . . . . . . . . . . L e e e e e e e
9.2  Application ArchiteCture . . . . . . . . . . o o i i e e e e e e e e e
9.3 MediaPlane . . . . . . ..

Writing Kurento Modules

10.1 OpenCVmodule . . . . . . . . e e e e e e
10.2 GStreamermodule . . . . . . . L L e e e e e e e e e
10.3 Forbothkindof modules . . . . . . . . . . . e e
104 Examples . . . . o . oo e e e e e e e e e e e e e e e

Frequently Asked Questions
11.1 About NAT, ICE, STUN, TURN . . . . . . . . e e
11.2 HowTo ... o o o o e e e

Troubleshooting Issues

12.1 Media Server Crashes . . . . . . . . o . i i e e e e e e e e
12.2 Other Media ServeriSSUES . . . . . v v v v v v e e e e e e e e e e e e e e e e e e e e e
123 Application SEIVEr . . . . . o o vt v e e e e e e e e e e
12.4 Networkin@ iSSUES . . . v v v v v v v e e e e e e e e e e e e e e e e e e e e e e
12.5 Element-specificinfo . . . . . . . . . . L e e e e
[2.6 Browser. . . . . . . o ot e e e e e e e

Support
13.1 Community SUPPOTt . . . . . o o i e e e e e e e e e e e e e e e e e e e
13.2 Commercial Support . . . . . . . L. e e e e

Kurento API

14.1 Media Elements and Media Pipelines . . . . . . . .. .. ... .. . e
142 Endpoints . . . . . o o o e e e e e e e e e e e e e e e e e
143 Filters . . . . . . o e e e e e e e e e e e e
14.4 HUbS . . . . o o e e e e e e e e e

Kurento Client

15.1 KurentoJava Client . . . . . . . . . . . . . e e e e
15.2 Kurento JavaScript Client . . . . . . . . . . L e e e
15.3 Reference Documentation . . . . . . . . . . . . . . e e e e e

Kurento Protocol

223
223
225
225
225

229
229
229
230
230
230
230
230

231
231
232
235

237
238
238
238
240

241
241
245
245

247
248
249
252
255
257
259

261
261
262

263
263
264
265
267

269
269
269
269

271




17

18

19

20

21

22

23

24

25

26

27

16.1 JSON-RPC message format . . . . . . . . . o v i i i e it e e e e e e e e e e e e e e
16.2 Kurento APIover JSON-RPC . . . . . . . ... .
163 Networkissues . . . . . . . o i i e e e e e
16.4 Example: WebRTCinloopback . . . . . . ... ... ...
16.5 Creating a custom Kurento Client . . . . . . . . . . . .. . e

Kurento Modules

17.1 Module Tutorial - Pointer Detector Filter . . . . . . . . .. . .. . ... .. ... ... ... ....
17.2 Module Tutorial - Chroma Filter . . . . . . . . . . . .. . . . .
17.3 Module Tutorial - Crowd Detector Filter . . . . . . . . .. .. ... .. .. .. .. . ........
17.4 Module Tutorial - Plate Detector Filter . . . . . . . . . .. ... .. .. .. .. .. .. .......

Kurento Utils JS

18.1 OVErview . . . . . . o e e e e e e e e e e
182 HOW MO USCIt . . . v vt e e e e e e e e e e e e e e e e e e e e
183 Examples . . . . . . o o e e e e e e e e e
18.4 Usingdatachannels . . . . . . . . . . . e e e e e
18.5 Reference documentation . . . . . . . . . . .. e
18.6 Soucecode . . . . . . . e e e e
18.7 Build forbrowser . . . . . . . . . . e e e e e

Endpoint Events

19.1 MediaObject @VENtS . . . . v v v vt o e e e e e e e e e e e e e e e e e e e e e e
19.2 MediaElement events . . . . . . . . ... e e e e
19.3 BaseRtpEndpointevents . . . . . . . . . . L e e
19.4 WebRtcEndpointevents . . . . . . . . . . L. e e
19.5 Sample sequence of events: WebRtcEndpoint . . . . . .. ... . Lo

NAT Traversal
20.1 WebRTC WithICE . . . . . . . . . e e e e e e e
20.2 RTP withoutICE . . . . . . . . e

Securing Kurento Applications
21.1 Securing Application SEIrvers . . . . . . . . o o i i e e e e e e e e e e e
21.2 Securing Kurento Media Server . . . . . . . . . . L e

WebRTC Statistics

22.1 Introduction . . . . . . . . .. e e e e e e e e e e e
222 APLAesCription . . . . . . . v vt ittt e e e e e e e
223 Example . . . . . e e e e e e e e e e e e

Debug Logging

23.1 Logginglevels and components . . . . . . . . . oo v v v v ittt e e e e e
23.2 Suggested levels . . . . . L e e e e e e e
23.3 3rd-Party libraries . . . . . . . e e e e e e e e e e e e

Kurento Team
Contribution Guide
Code of Conduct

Release Notes

27.1 6.12.0 (October 2019) . . . . . . . e e e e
272 6.11.0 July 2019) . . . . . . e
27.3 6.10.0 (Apr2019) . . . . . . e

283
284
304
320
338

351
351
351
352
353
354
358
358

359
360
360
361
362
365

367
367
367

371
371
373

375
375
375
377

379
380
381
382

385

387

389

391
391
392
394




28

29

30

31

32

33

34

35

36

274 6.9.0(DEC2018) .« o v v v e e e
275 6.8.1(0Ct2018) . v v v v et e
27.6 6.7.2(May 2018) . o v v v e e

Developer Guide

28.1 Introduction . . . . . . . .. e e
28.2 CoderepoSItOries . . . . v v v v i i e e e e e e e e e e e e e e e e e e
28.3 Development 101 . . . . . . . L oL e e e e e e e
28.4 Building from sources . . . . . . ... ..o e e e e e
28.5 Install debugging symbols . . . . . . . . . e e
28.6 Working on a forked library . . . . . . . . . L e e e
28.7 Debian packaging . . . . . . . . L e e e e e e
28.8 How-To . . . . . . e

Continuous Integration

Release Procedures

30.1 IntroducCtion . . . . . . . . . e e e e e e s
30.2 General considerations . . . . . . . . . i e e e e e e e e e e e e e e e e e
30.3 Fork ReposSitories . . . . . . . . . . o ot i i e e e e e e e
30.4 Kurento Media Server . . . . . . . ... e e e e e e e e
30.5 Kurento JavaScriptclient . . . . . . . . .. e e e
30.6 Kurento Maven plugin . . . . . . . . . o e e e e e e e e e e e e e
30.7 KurentoJavaclient . . . . . . . . . . . e e e e e e e
30.8 DOCKEr images . . . . . v v v v i i e e e e e e e e e e e e e e e e e e e
30.9 Kurento documentation . . . . . . . . ... e e e e e e e e e e e e e e e e e e e e

Security Hardening

31.1 Hardening validation . . . . . . . . . ... e
31.2 Hardeningin Kurento . . . . . . . . . . . e e e e e e
31.3 PIC/PIEIn GCC . . . . . o o e e e e e e e e
314 PIC/PIEin CMake . . . . . . . . .o e

Writing this documentation

32.1 Buildinglocally . . . . . . . e
32.2 Kurento documentation Style Guide . . . . . . . . ... e e e e
32.3 Sphinx documentation EENerator . . . . . . . . .t et e e e e e e e e e e e e e e e e e
324 Read The Docsbuilds . . . . . . . . . o e e e e

Testing

331 B2ETeStS . . o o o ot e
332 RunningJavatests . . . . . . . . . ... e e e e e e e e e
33.3 Kurento Testing Framework explained . . . . . . . . . .. ... ... L oo

Congestion Control (RMCAT)
34.1 Google Congestion Control . . . . . . . . . . . . e
342 Meaning of REMB . . . . . . . L e

H.264 video codec

35.1 NAL Units (NALU) . . . . . . e e e e e e e e e e e e e e e e e e
35.2 SPS, PPS . . . e
353 GSHreamer Caps . « . . v v v v v b e e e e e e e e e e e e e e e e e e
35.4 GStreamer codec_data . . . . . vt e e e e e e e e

MP4 recording format

403
404
404
406
408
412
414
414
416

419

421
422
422
424
426
430
434
435
440
440

443
444
444
444
445

447
447
448
449
450

451
451
453
463

467
467
468

469
469
470
470
471

475




36.1 MP4 metadataiSSUES . . . . v v vt e e e e e e e e e e e e e e e e e

37 NAT Types and NAT Traversal
37.1 BasicConcepts . . . . . v v v it e e e e e e e e e
37.2 Types of NAT . . . . o o o e e e e e e e e e e e e e e e
373 Typesof NAT inthe Real World . . . . . . . . . . . . . . e
37.4 NAT Traversal . . . . . . o o o e e e e e e e e e

38 RTP Streaming Commands
38.1 RTPsenderexamples. . . . . . . . . . i i i it e e e e e e e e e e e
38.2 RTPreceiverexamples . . . . . . . . . . o i e e e
383 SRTPexamples . . . . . . . o . e e e e e e e e
38.4 Additional Notes . . . . . . . . o L e e e

39 Apple Safari
39.1 CodeCiSSUES . . v v v v v i e e e e e e e e e e e e e e e e e e e e e
39.2 HTML policies for video playback . . . . . . . ... . .

40 Glossary
41 Indices and tables

Index

477
478
479
481
482

485
486
490
491
494

497
497
497

499

507

509




vi



Kurento Documentation, Release 6.12.0

Kurento is a WebRTC Media Server and a set of client APIs that simplify the development of advanced video applica-
tions for web and smartphone platforms. Its features include group communications, transcoding, recording, mixing,
broadcasting and routing of audiovisual flows.

The code is open source, released under the terms of Apache License Version 2.0 and available on GitHub.

You can read more on our page About Kurento and WebRTC. Check now how to get started with Kurento and take a
look at our futorials, which showcase some demo applications.

The main documentation for the project is organized into different sections:
e User Documentation
* Feature Documentation
* Project Documentation

Information about development of Kurento itself is also available:

* Developer Documentation

User Documentation 1
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CHAPTER 1

About Kurento and WebRTC

Kurento is a WebRTC Media Server and a set of client APIs that simplify the development of advanced video applica-
tions for web and smartphone platforms. Its features include group communications, transcoding, recording, mixing,
broadcasting and routing of audiovisual flows.

Kurento offers a multimedia framework that eases the task of building multimedia applications with the following
features:

* Dynamic WebRTC Media pipelines: Kurento allows custom media pipelines connected to WebRTC peers
like web browsers and mobile apps. These media pipelines are based on composable elements such as players,
recorders, mixers, etc. that can be mix-and-matched, activated, or deactivated at any point in time, even when
the media is already flowing.

* Client/Server Architecture: Apps developed with Kurento follow a client/server architecture. Kurento Media
Server (KMS) is the server and offers a WebSocket interface implementing the Kurento Protocol, which allows
Client Applications to define pipeline topologies.

» Java and JavaScript Client Applications: The typical use case of a KMS deployment consists of a three-
layer architecture, where the user’s browser interacts with the KMS server by means of an intermediate Client
Application. There are several official Kurento Client Libraries, supporting the use of Java and JavaScript for the
Client Applications. Clients for other languages can be easily implemented following the WebSocket protocol.

 Third party Modules: The Kurento Media Server has an extensible architecture based on plugins, which allows
third parties to implement modules that can be added to their media pipelines. This allows integration of media
processing algorithms to any WebRTC application, like integrating Computer Vision, Augmented Reality, video
indexing, and speech analysis. All is needed is to create a new Kurento element, and use it in any already
existing media pipeline.

This document contains a high level explanation of how to become a KMS developer. Development of Kurento Client
Applications is out of the scope for this document, and won’t be explained here.

The code of Kurento Media Server is open source, released under the terms of Apache License Version 2.0 and
available on GitHub.
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1.1 WebRTC media servers

WebRTC is a set of protocols, mechanisms and APIs that provide browsers and mobile applications with Real-Time
Communications (RTC) capabilities over peer-to-peer connections. It has been conceived as a technology that allows
browsers to communicate directly without the mediation of any kind of infrastructure. However, this model is only
enough for creating basic web applications; features such as group communications, media stream recording, media
broadcasting, or media transcoding are difficult to implement on top of it. For this reason, many applications end up
requiring an intermediate media server.

Peer-to-Peer WebRTC Application (without media infrastructure)

. WebRTC video stream
| @« >@ e

! WebRTC Application with media server
Media Server

@ e

Fig. 1: Peer-to-peer WebRTC approach vs. WebRTC through a media server
Conceptually, a WebRTC media server is just a multimedia middleware where media traffic passes through when
moving from source to destinations.
Media servers are capable of processing incoming media streams and offer different outcomes, such as:

* Group Communications: Distributing among several receivers the media stream that one peer generates, i.e.
acting as a Multi-Conference Unit (“MCU”).

* Mixing: Transforming several incoming stream into one single composite stream.
* Transcoding: On-the-fly adaptation of codecs and formats between incompatible clients.

* Recording: Storing in a persistent way the media exchanged among peers.

1.2 Kurento Media Server

Kurento’s main component is the Kurento Media Server (KMS), responsible for media transmission, processing,
recording, and playback. KMS is built on top of the fantastic GStreamer multimedia library, and provides the following
features:

¢ Networked streaming protocols, including H77TP, RTP and WebRTC.

e Group communications (MCU and SFU functionality) supporting both media mixing and media rout-
ing/dispatching.

* Generic support for filters implementing Computer Vision and Augmented Reality algorithms.

4 Chapter 1. About Kurento and WebRTC
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Transcoding media server

MCU media server

Fig. 2: Typical WebRTC Media Server capabilities

* Media storage that supports writing operations for WebM and MP4 and playing in all formats supported by
GStreamer.

* Automatic media transcoding between any of the codecs supported by GStreamer, including VP8, H.264, H.263,
AMR, OPUS, Speex, G.711, and more.

1.3 Kurento Design Principles

Kurento is designed based on the following main principles:

Separate Media and Signaling Planes Signaling and Media are two separate planes and Kurento is de-
signed so that applications can handle separately those facets of multimedia processing.

Distribution of Media and Application Services Kurento Media Server and applications can be collo-
cated, escalated or distributed among different machines.

A single application can invoke the services of more than one Kurento Media Server. The opposite
also applies, that is, a Kurento Media Server can attend the requests of more than one application.

Suitable for the Cloud Kurento is suitable to be integrated into cloud environments to act as a PaaS
(Platform as a Service) component.

Media Pipelines Chaining Media Elements via Media Pipelines is an intuitive approach to challenge the
complexity of multimedia processing.

Application development Developers do not need to be aware of internal Kurento Media Server com-
plexities: all the applications can deployed in any technology or framework the developer likes, from
client to server. From browsers to cloud services.

End-to-End Communication Capability Kurento provides end-to-end communication capabilities so
developers do not need to deal with the complexity of transporting, encoding/decoding and rendering
media on client devices.

1.3. Kurento Design Principles 5
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| What common WebRTC WebRTC Media Server
| Media Servers do: Media is Transcoding Media got |
. * Transcoding here MCU there
'+ MCU : Recording :
'+ Recording e E
What Kurento Media Kurento Media Server
Server'adds: ' Transcoding, MCU,
* Flexible processing Media is Recording + Rich Media
* Augmentedreality e Enrich, Augment, got there

* Blending Adapt, Analyze,

*  Mixing \@ Transform, Store, ... E

* Analyzing E N
Events

Fig. 3: Kurento Media Server capabilities
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Fully Processable Media Streams Kurento enables not only interactive interpersonal communications
(e.g. Skype-like with conversational call push/reception capabilities), but also human-to-machine
(e.g. Video on Demand through real-time streaming) and machine-to-machine (e.g. remote video
recording, multisensory data exchange) communications.

Modular Processing of Media Modularization achieved through media elements and pipelines allows
defining the media processing functionality of an application through a “graph-oriented” language,
where the application developer is able to create the desired logic by chaining the appropriate func-
tionalities.

Auditable Processing Kurento is able to generate rich and detailed information for QoS monitoring,
billing and auditing.

Seamless IMS integration Kurento is designed to support seamless integration into the /MS infrastruc-
ture of Telephony Carriers.

Transparent Media Adaptation Layer Kurento provides a transparent media adaptation layer to make
the convergence among different devices having different requirements in terms of screen size,
power consumption, transmission rate, etc. possible.

1.3. Kurento Design Principles 7
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CHAPTER 2

About OpenVidu

OpenVidu is a new project from the same team that created Kurento. It acts as a wrapper around an installation of
Kurento Media Server and encapsulates most of its features, in order to greatly simplify some of the most typical use
cases of WebRTC, such as conference rooms.

An application developer using OpenVidu doesn’t need to worry about all the low-level technologies and protocols
that form part of typical WebRTC communications. The main goal of this project is to provide a simple, effective,
easy-to-use API; just include the OpenVidu client-side and OpenVidu Server for handling the media flows, and you’ll
have a full-featured WebRTC-capable application.

For more advanced needs, or for applications that require more versatile management of media processing pipelines,
Kurento is still the go-to solution; however, if you are planning on building a service which matches one of the
simplified use cases covered by OpenVidu, we strongly suggest to check it out as it will be easier and cheaper to go
that route.

Check out the OpenVidu project page, which contains all the relevant information: https://openvidu.io/



https://openvidu.io/
https://openvidu.io/

Kurento Documentation, Release 6.12.0

10 Chapter 2. About OpenVidu



CHAPTER 3

Getting Started

Generally speaking, these are the first steps that any user interested in Kurento should follow:
1. Know your use case
Choose between Kurento and OpenVidu.

Kurento Media Server has been designed as a general-purpose platform that can be used to create any kind of
multimedia streaming applications. This makes KMS a powerful tool, however it also means that there is some
unavoidable complexity that the developer must face.

WebRTC is a complex standard with a lot of moving parts, and you need to know about each one of these
components and how they work together to achieve the multimedia communications that the standard strives to
offer.

If your intended application consists of a complex setup with different kinds of sources and varied use cases,
then Kurento is the best leverage you can use.

However, if you intend to solve a simpler use case, such as those of video conference applications, the Open-
Vidu project builds on top of Kurento to offer a simpler and easier to use solution that will save you time and
development effort.

2. Install KMS

The installation guide explains different ways in which Kurento can be installed in your system. The fastest and
easiest one is to use our pre-configured template for Amazon AWS.

3. Configure KMS

KMS is able to run as-is after a normal installation. However, there are several parameters that you might want
to tune in the configuration files.

4. Write an Application

Write an application that queries the Kurento API to make use of the capabilities offered by KMS. The easiest
way of doing this is to build on one of the provided Kurento Clients.

In general, you can use any programming language to write your application, as long as it speaks the Kurento
Protocol.

11
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Have a look at the features offered by Kurento, and follow any of the multiple rutorials that explain how to build
basic applications.

5. Ask for help

If you face any issue with Kurento itself or have difficulties configuring the plethora of mechanisms that form
part of WebRTC, don’t hesitate to ask for help to our community of users.

Still, there are times when the problems at hand require more specialized study. If you wish to get help from
expert people with more inside knowledge of Kurento, get in contact with us to request Commercial Support.
6. Enjoy!

Kurento is a project that aims to bring the latest innovations closer to the people, and help connect them together.
Make a great application with it, and let us know! We will be more than happy to find out about who is using
Kurento and what is being built with it :-)

12 Chapter 3. Getting Started



CHAPTER 4

Installation Guide

Kurento Media Server (KMS) can be installed in multiple ways

* Using an EC2 instance in the Amazon Web Services (AWS) cloud service. Using AWS is suggested to users
who don’t want to worry about properly configuring a server and all software packages, because the provided
setup does all this automatically.

» Using the Docker images provided by the Kurento team. Docker images allow to run Kurento in any host
machine, so for example it’s possible to run KMS on top of a Fedora or CentOS system. In theory it could even
be possible to run under Windows, but so far that possibility hasn’t been explored, so you would be at your own
risk.

* A local installation with apt—-get install, in any Ubuntu machine. This method allows to have total
control of the installation process. Besides installing KMS, a common need is to also install a STUN or TURN
server, especially if KMS or any of its clients are located behind a NAT firewall.

If you want to try nightly builds of KMS, then head to the section Installing Nightly Builds.

4.1 Amazon Web Services

The Kurento project provides an AWS CloudFormation template file. It can be used to create an EC2 instance that
comes with everything needed and totally pre-configured to run KMS, including a Coturn server.

Note that this template is specifically tailored to be deployed on the default Amazon Virtual Private Cloud (Amazon
VPC) network. You need an Amazon VPC to deploy this template.

Follow these steps to use it:
1. Access the AWS CloudFormation Console.
2. Click on Create Stack.

3. Look for the section Choose a template, and choose the option Specify an Amazon S3 template URL. Then, in
the text field that gets enabled, paste this URL:

13
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https://s3-eu-west-1.amazonaws.com/aws.kurento.org/KMS-Coturn-cfn-6.12.0.yaml

4. Follow through the steps of the configuration wizard:
4.1. Stack name: A descriptive name for your Stack.
4.2. InstanceType: Choose an appropriate size for your instance. Check the different ones.

4.3. KeyName: You need to create an RSA key beforehand in order to access the instance. Check AWS
documentation on how to create one.

4.4. SSHLocation: For security reasons you may need to restrict SSH traffic to allow connections only from
specific locations. For example, from your home or office.

4.5. TurnUser: User name for the TURN server.

4.6. TurnPassword: Password required to use the TURN server.

Note: The template file includes Coturn as a TURN server. The default user/password for this
server is kurento/kurento. You can optionally change the username, but make sure to change
the default password.

5. Finish the Stack creation process. Wait until the status of the newly created Stack reads CREATE_COMPLETE.

6. Select the Stack and then open the Outputs tab, where you’ll find the instance’s public IP address, and the
Kurento Media Server endpoint URL that must be used by Application Servers.

4.2 Docker image

Kurento’s Docker Hub contains images built from each KMS release. Just head to the kurento-media-server Docker
Hub page, and follow the instructions you’ll find there.

4.3 Local Installation

With this method, you will install Kurento Media Server from the native Ubuntu package repositories made available
by the Kurento project. KMS has explicit support for two Long-Term Support (LTS) versions of Ubuntu: Ubuntu
16.04 (Xenial) and Ubuntu 18.04 (Bionic) (64-bits only).

To install KMS, start from a clean machine (no KMS already installed).

Note: To uninstall Kurento, you can issue this command:

sudo aptitude remove kurento-media-server

We recommend using aptitude to uninstall packages, because it has a better removal algorithm and it does actually
remove all dependencies that were installed with Kurento. apt-get does not.

Open a terminal, and follow these steps:

1. Make sure that GnuPG is installed.

sudo apt—-get update && sudo apt—-get install —--no-install-recommends —--yes \
gnupg
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2. Define what version of Ubuntu is installed in your system.

Run only one of these lines:

# Run ONLY ONE of these lines:
DISTRO="xenial" # KMS for Ubuntu 16.04 (Xenial)
DISTRO="bionic" # KMS for Ubuntu 18.04 (Bionic)

3. Add the Kurento repository to your system configuration.

Run these two commands in the same terminal you used in the previous step:

sudo apt-key adv —-keyserver keyserver.ubuntu.com —--recv-keys 5AFATA83

sudo tee "/etc/apt/sources.list.d/kurento.list" >/dev/null <<EOF
# Kurento Media Server - Release packages

deb [arch=amd64] http://ubuntu.openvidu.io/6.12.0 $DISTRO kms6
EOF

4. Install KMS:

sudo apt-get update && sudo apt-get install --yes kurento-media-server

This will install the release KMS version.

The server includes service files which integrate with the Ubuntu init system, so you can use the following commands
to start and stop it:

sudo service kurento-media-server start
sudo service kurento-media-server stop

Log messages from KMS will be available in /var/log/kurento-media-server/. For more details about
KMS logs, check Debug Logging.

4.4 STUN and TURN servers

If Kurento Media Server, its Application Server, or any of the clients are located behind a NAT, you need to use a
STUN or a TURN server in order to achieve NAT traversal. In most cases, STUN is effective in addressing the NAT
issue with most consumer network devices (routers). However, it doesn’t work for many corporate networks, so a
TURN server becomes necessary.

Apart from that, you need to open all UDP ports in your system configuration, as STUN will use any random port
from the whole [0-65535] range.

Note: The features provided by TURN are a superset of those provided by STUN. This means that you don’t need to
configure a STUN server if you are already using a TURN server.

For more information about why and when STUN/TURN is needed, check out the FAQ: When is STUN needed?

4.4.1 STUN server

To configure a STUN server in KMS, uncomment the following lines in the WebRtcEndpoint configuration file, located
at /etc/kurento/modules/kurento/WebRtcEndpoint.conf.ini:

4.4. STUN and TURN servers 15
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rverAddress=<serverlp>
stunServerbPort=<serverPort>

Note: Be careful since comments inline (with ;) are not allowed for parameters in the configuration files. Thus, the
following line is not correct:

stunServerAddress=<serverIp> ; Only IP addresses are supported

. and must be changed to something like this:

; Only IP addresses are supported
stunServerAdd:

ss=<serverlp>

The parameter server Ip should be the public IP address of the STUN server. It must be an IP address, not a domain
name.

It should be easy to find some public STUN servers that are made available for free. For example:

173.194.66.127:19302
173.194.71.127:19302
74.125.200.127:19302
74.125.204.127:19302
173.194.72.127:19302
74.125.23.127:3478
77.72.174.163:3478
77.72.174.165:3478
77.72.174.167:3478
77.72.174.161:3478
208.97.25.20:3478
62.71.2.168:3478
212.227.67.194:3478
212.227.67.195:3478
107.23.150.92:3478
77.72.169.155:3478
77.72.169.156:3478
77.72.169.164:3478
77.72.169.166:3478
77.72.174.162:3478
77.72.174.164:3478
77.72.174.166:3478
77.72.174.160:3478
54.172.47.69:3478

4.4.2 TURN server

To configure a TURN server in KMS, uncomment the following lines in the WebRtcEndpoint configuration file, located
at /etc/kurento/modules/kurento/WebRtcEndpoint.conf.ini:

turnURL=<user>:<password>@<serverIp>:<serverPort>

The parameter serverIp should be the public IP address of the TURN server. It must be an IP address, not a
domain name.

See some examples of TURN configuration below:
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’uJrmURT:kurento:kurento@WWW.XXX.YYY.ZZZ:3478

. or using a free access Numb TURN/STUN server:

’uJrmURT:user:password@66.228.45.110:3478

Note that it is somewhat easy to find free STUN servers available on the net, because their functionality is pretty
limited and it is not costly to keep them working for free. However, this doesn’t happen with TURN servers, which
act as a media proxy between peers and thus the cost of maintaining one is much higher.

It is rare to find a TURN server which works for free while offering good performance. Usually, each user opts to
maintain their own private TURN server instances.

Coturn is an open source implementation of a TURN/STUN server. In the FAQ section there is a description about
how to install and configure it.

4.5 Check your installation

To verify that the Kurento process is up and running, use this command and look for the kurento-media-server
process:

$ ps —-fC kurento-media-server
UID PID PPID C STIME TTY TIME CMD
kurento 7688 1 0 13:36 7 00:00:00 /usr/bin/kurento-media-server

Unless configured otherwise, KMS will listen on the IPv6 port 8888 to receive RPC Requests and send RPC Re-
sponses by means of the Kurento Protocol. Use this command to verify that this port is open and listening for incoming
packets:

$ sudo netstat -tupln | grep -e kurento -e 8888
tcp6 0 O :::8888 :::+« LISTEN 7688/kurento-media-

You can change these parameters in the file /etc/kurento/kurento.conf.json.

Lastly, you can check whether the RPC WebSocket of Kurento is healthy and able to receive and process messages.
For this, send a dummy request and check that the response is as expected:

$ curl —-i -N \
—-H "Connection: Upgrade" \
-H "Upgrade: websocket" \
-H "Host: 127.0.0.1:8888" \
-H "Origin: 127.0.0.1"™ \
http://127.0.0.1:8888/kurento

You should get a response similar to this one:

HTTP/1.1 500 Internal Server Error
Server: WebSocket++/0.7.0

Ignore the error line: it is an expected error, because curl does not talk the Kurento protocol. We just checked that
the WebSocket++ server is actually up, and listening for connections. If you wanted, you could automate this check
with a script similar to healthchecker.sh, the one we use in Kurento Docker images.
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CHAPTER B

Installing Nightly Builds

Some components of KMS are built nightly, with the code developed during that same day. Other components are
built immediately when code is merged into the source repositories.

These builds end up being uploaded to Development repositories so they can be installed by anyone. Use these if you
want to develop Kurento itself, or if you want to try the latest changes before they are officially released.

Warning: Nightly builds always represent the current state on the software development; 99% of the time this is
stable code, very close to what will end up being released.

However, it’s also possible (although unlikely) that these builds might include undocumented changes, regressions,
bugs or deprecations. It’s safer to be conservative and avoid using nightly builds in a production environment,
unless you have a strong reason to do it.

Note: If you are looking to build KMS from the source code, then you should check the section aimed at development
of KMS itself: Building from sources.

5.1 Kurento Media Server

5.1.1 Docker image

Kurento’s Docker Hub contains images built from each KMS nightly version. Just head to the kurento-media-server-
dev Docker Hub page, and follow the instructions you’ll find there. The nightly images work exactly the same as
Kurento Docker release images, but just using nightly builds instead of release ones.
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5.1.2 Local Installation

The steps to install a nightly version of Kurento Media Server are pretty much the same as those explained in Local
Installation, with the only change of using a different package repository.

To install KMS, start from a clean machine (no KMS already installed).

Note: To uninstall Kurento, you can issue this command:

sudo aptitude remove kurento-media-server

We recommend using aptitude to uninstall packages, because it has a better removal algorithm and it does actually
remove all dependencies that were installed with Kurento. apt-get does not.

Open a terminal, and follow these steps:

1. Make sure that GnuPG is installed.

sudo apt-get update && sudo apt-get install --no-install-recommends --yes \
ghupg

2. Define what version of Ubuntu is installed in your system.

Run only one of these lines:

# Run ONLY ONE of these lines:
DISTRO="xenial" # KMS for Ubuntu 16.04 (Xenial)
DISTRO="bionic" # KMS for Ubuntu 18.04 (Bionic)

3. Add the Kurento repository to your system configuration.

Run these two commands in the same terminal you used in the previous step:

sudo apt-key adv —-keyserver keyserver.ubuntu.com —--recv-keys 5AFATA83

sudo tee "/etc/apt/sources.list.d/kurento.list" >/dev/null <<EOF
# Kurento Media Server - Nightly packages

deb [arch=amd64] http://ubuntu.openvidu.io/dev $DISTRO kms6

EOF

4. Install KMS:

’sudo apt—-get update && sudo apt-get install --yes kurento-media-server

This will install the latest KMS nightly version.

5.2 Kurento Java Client

The development builds of the Kurento Java Client are made available for Maven in https://maven.openvidu.io/ To use
these, you need to add first this repository to your Maven configuration.

Adding a repository to Maven can be done at three scope levels:
* Project level.

This will add access to development builds only for the project where the configuration is done. Open the
project’s pom.xml and include this:
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<project>

<repositories>
<repository>
<id>kurento-snapshots</id>
<name>Kurento Snapshots</name>
<url>https://maven.openvidu.io/repository/snapshots/</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>kurento-snapshots</id>
<name>Kurento Snapshots</name>
<url>https://maven.openvidu.io/repository/snapshots/</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</pluginRepository>
</pluginRepositories>

</project>

After this is included, there are two ways to use the updated versions:

1. In the same pom.xml, look for the desired <dependency> and change its version. For example:

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>
<version>6.12.0-SNAPSHOT</version>
</dependency>

2. If you have not specified a dependency version, use the —U switch in your next Maven run to force updating
all dependencies.

User and System levels.

The file settings.xml provides configuration for all projects, but its contents have a different reach depending on
where it is located:

— At SHOME/ .m2/settings.xml, it defines the settings that will be applied for a single user.

— At /etc/maven/settings.xml, it defines the settings that will be applied for all Maven users on a
machine.

To use this method, first edit the settings file at one of the mentioned locations, and include this:

<settings>

<profiles>

(continues on next page)
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(continued from previous page)

<profile>
<id>kurento</id>
<repositories>
<repository>
<id>kurento-snapshots</id>
<name>Kurento Snapshots</name>
<url>https://maven.openvidu.io/repository/snapshots/</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>kurento-snapshots</id>
<name>Kurento Snapshots</name>
<url>https://maven.openvidu.io/repository/snapshots/</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</pluginRepository>
</pluginRepositories>
</profile>
</profiles>

</settings>

After this is included, use the ~-Pkurento switch in your next Maven run to enable the new profile, so all
artifacts get downloaded into you local repository. Once in your local repository, Maven can successfully resolve
the dependencies and the profile no longer needs to be activated in future runs.

For more information about adding snapshot repositories to Maven, check their official documentation: Guide to
Testing Development Versions of Plugins.

5.3 Kurento JavaScript Client

5.3.1 Node.js

If you are using the Kurento JavaScript Client from a Node.js application and want to use the latest development
version of this library, you have to change the dependencies section in the application’s package.json. This way, NPM
will point directly to the development repository:

"dependencies": {
"kurento-client": "Kurento/kurento-client-js#master",
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5.3.2 Browser JavaScript

If you are using the Kurento JavaScript Client from a browser application, with Bower to handle JS dependencies,
and want to use the latest development version of this library, you have to change the dependencies section in the
application’s bower.json. This way, Bower will point directly to the development repository:

"dependencies": {
"kurento-client": "master",
"kurento-utils": "master",

Alternatively, if your browser application is pointing directly to JavaScript libraries from HTML resources, then you
have to change to development URLs:

<script type="text/javascript"
src="http://builds.openvidu.io/dev/master/latest/js/kurento-client.min.js">
</secript>

5.3. Kurento JavaScript Client 23
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CHAPTER O

Kurento Tutorials

This section contains tutorials showing how to use Kurento framework to build different types of WebRTC and multi-
media applications. These tutorials come in three flavors:

» Java: Showing applications where clients interact with Spring Boot-based applications, that host the logic
orchestrating the communication among clients and control Kurento Media Server capabilities.

To run the Java tutorials, you need to first install the Java JDK and Maven:

sudo apt—-get update && sudo apt—-get install —--no-install-recommends —--yes \
git \
default-jdk \
maven

* Browser JavaScript: These show applications executing at the browser and communicating directly with the
Kurento Media Server. In these tutorials all logic is directly hosted by the browser. Hence, no application server
is necessary.

* Node.js: In which clients interact with an application server made with Node.js technology. The application
server holds the logic orchestrating the communication among the clients and controlling Kurento Media Server
capabilities for them.

Note: The tutorials have been created with learning objectives. They are not intended to be used in production
environments where different unmanaged error conditions may emerge. Use at your own risk!

Note: These tutorials require HTTP S in order to use WebRTC. Following instructions will provide further information
about how to enable application security.
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6.1 Hello World

This is one of the simplest WebRTC applications you can create with Kurento. It implements a WebRTC loopback (a
WebRTC media stream going from client to Kurento Media Server and back to the client)

6.1.1 Kurento Java Tutorial - Hello World

This web application has been designed to introduce the principles of programming with Kurento for Java developers.
It consists of a WebRTC video communication in mirror (loopback). This tutorial assumes you have basic knowledge
of Java, JavaScript, HTML and WebRTC. We also recommend reading the section About Kurento and WebRTC before
starting this tutorial.

Note: This application uses HTTPS. It will work fine is you run it in 1ocalhost and accept a security exception in
the browser, but you should secure your application if running remotely. For more info, check Configure a Java server
to use HTTPS.

Quick start

Follow these steps to run this demo application:
1. Install Kurento Media Server: Installation Guide.

2. Run these commands:

git clone https://github.com/Kurento/kurento-tutorial-java.git

cd kurento-tutorial-java/kurento-hello-world

git checkout 6.11.0

mvn -U clean spring-boot:run -Dkms.url=ws://localhost:8888/kurento

Open the demo page with a WebRTC-compliant browser (Chrome, Firefox): https://localhost:8443/
Click on Start to begin the demo.

Grant access to your webcam.

A

As soon as the loopback connection is negotiated and established, you should see your webcam video in both
the local and remote placeholders.

7. Click on Stop to finish the demo.

Understanding this example

Kurento provides developers a Kurento Java Client to control the Kurento Media Server. This client library can be
used in any kind of Java application: Server Side Web, Desktop, Android, etc. It is compatible with any framework
like Java EE, Spring, Play, Vert.x, Swing and JavaFX.

This Hello World demo is one of the simplest web applications you can create with Kurento. The following picture
shows a screenshot of this demo running:

The interface of the application (an HTML web page) is composed by two HTMLS5 <video> tags: one showing the
local stream (as captured by the device webcam) and the other showing the remote stream sent by the media server
back to the client.

The logic of the application is quite simple: the local stream is sent to the Kurento Media Server, which sends it back
to the client without modifications. To implement this behavior, we need to create a Media Pipeline composed by a
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Tutorial 1: Hello World (WebRTC in loopback)
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Fig. 1: Kurento Hello World Screenshot: WebRTC in loopback
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single Media Element, i.e. a WebRtcEndpoint, which holds the capability of exchanging full-duplex (bidirectional)
WebRTC media flows. This media element is connected to itself so that the media it receives (from browser) is sent
back (to browser). This media pipeline is illustrated in the following picture:

¢

K Kurento Media Server \

Media Pipeline

WebRtcEndpoint

A /

Fig. 2: Kurento Hello World Media Pipeline in context

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier. To communicate these entities, two WebSockets are used:

1. A WebSocket is created between client and application server to implement a custom signaling protocol.

2. Another WebSocket is used to perform the communication between the Kurento Java Client and the Kurento
Media Server.

This communication takes place using the Kurento Protocol. For a detailed description, please read this section:
Kurento Protocol.

The diagram below shows a complete sequence diagram, of the interactions with the application interface to: 1)
JavaScript logic; ii) Application server logic (which uses the Kurento Java Client); iii) Kurento Media Server.

The following sections analyze in depth the server (Java) and client-side (JavaScript) code of this application. The
complete source code can be found in GitHub.

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

In the following, figure you can see a class diagram of the server side code:
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HelloWorldApp

HelleWorldHandler |3 KurentoClient

Usersession

Fig. 4: Server-side class diagram of the HelloWorld app

The main class of this demo is HelloWorldApp.

As you can see, the KurentoClient is instantiated in this class as a Spring Bean. This bean is used to create Kurento
Media Pipelines, which are used to add media capabilities to the application. In this instantiation we see that we need
to specify to the client library the location of the Kurento Media Server. In this example, we assume it is located at

localhost, listening in port 8888. If you reproduce this example, you’ll need to insert the specific location of your
Kurento Media Server instance there.

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server and
controlling its multimedia capabilities.

@SpringBootApplication
@EnableWebSocket
public class HelloWorldApp implements WebSocketConfigurer {
@Bean
public HelloWorldHandler handler () {
return new HelloWorldHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

@Override

public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (handler (), "/helloworld");

public static void main (String[] args) throws Exception {
SpringApplication.run (HelloWorldApp.class, args);

(continues on next page)
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This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
with the application server, by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler that processes WebSocket requests in the
path /helloworld.

The class HelloWorldHandler implements TextWebSocketHandler to handle text WebSocket requests. The
central piece of this class is the method handleTextMessage. This method implements the actions for requests,
returning responses through the WebSocket. In other words, it implements the server part of the signaling protocol
depicted in the previous sequence diagram.

public void handleTextMessage (WebSocketSession session, TextMessage message)
throws Exception {
[...]
switch (messageId) {
case "start":
start (session, jsonMessage) ;

break;

case "stop": {
stop (session) ;
break;

}
case "onIceCandidate":
onRemoteIceCandidate (session, jsonMessage);
break;
default:
sendError (session, "Invalid message, ID: " + messageld);
break;

The start () method performs the following actions:

* Configure media processing logic. This is the part in which the application configures how Kurento has to
process the media. In other words, the media pipeline is created here. To that aim, the object KurentoClient
is used to create a MediaPipeline object. Using it, the media elements we need are created and connected. In
this case, we only instantiate one WebRtcEndpoint for receiving the WebRTC stream and sending it back to the
client.

final MediaPipeline pipeline = kurento.createMediaPipeline();

final WebRtcEndpoint webRtcEp =
new WebRtcEndpoint.Builder (pipeline) .build();

webRtcEp.connect (webRtcEp) ;

* Create event listeners. All objects managed by Kurento have the ability to emit several types of events, as
explained in Endpoint Events. Application Servers can listen for them in order to have more insight about what
is going on inside the processing logic of the media server. It is a good practice to listen for all possible events,
so the client application has as much information as possible.

// Common events for all objects that inherit from BaseRtpEndpoint
addErrorListener (
new EventListener<ErrorEvent> () { ... });

(continues on next page)
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(continued from previous page)

addMediaFlowInStateChangelListener (

new EventListener<MediaFlowInStateChangeEvent> () { ... });
addMediaFlowOutStateChangeListener (

new EventListener<MediaFlowOutStateChangeEvent>() { ... });
addConnectionStateChangedListener (

new EventListener<ConnectionStateChangedEvent> () { ... });
addMediaStateChangedListener (

new EventListener<MediaStateChangedEvent> () { ... });
addMediaTranscodingStateChangelistener (

new EventListener<MediaTranscodingStateChangeEvent> () { ... });

// Events specific to objects of class WebRtcEndpoint
addIceCandidateFoundListener (

new EventListener<IceCandidateFoundEvent> () { ... });
addIceComponentStateChangelListener (

new EventListener<IceComponentStateChangeEvent> () { ... });
addIceGatheringDoneListener (

new EventListener<IceGatheringDoneEvent> () { ... });
addNewCandidatePairSelectedListener (

new EventListener<NewCandidatePairSelectedEvent> () { ... });

* WebRTC SDP negotiation. In WebRTC, the SDP Offer/Answer model is used to negotiate the audio or video
tracks that will be exchanged between peers, together with a subset of common features that they support. This
negotiation is done by generating an SDP Offer in one of the peers, sending it to the other peer, and bringing
back the SDP Answer that will be generated in response.

In this particular case, the SDP Offer has been generated by the browser and is sent to Kurento, which then
generates an SDP Answer that must be sent back to the browser as a response.

// 'webrtcSdpOffer' is the SDP Offer generated by the browser;
// send the SDP Offer to KMS, and get back its SDP Answer
String webrtcSdpAnswer = webRtcEp.processOffer (webrtcSdpOffer);
sendMessage (session, webrtcSdpAnswer);

* Gather ICE candidates. While the SDP Offer/Answer negotiation is taking place, each one of the peers can
start gathering the connectivity candidates that will be used for the /CE protocol. This process works very
similarly to how a browser notifies its client code of each newly discovered candidate by emitting the event
RTCPeerConnection.onicecandidate; likewise, Kurento’s WebRtcEndpoint will notify its client application for
each gathered candidate via the event IceCandidateFound.

webRtcEp.gatherCandidates () ;

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js to
simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript WebRTC
utility maintained by Google that abstracts away browser differences.

These libraries are brought to the project as Maven dependencies which download all required files from WebJars.org;
they are loaded in the index.html page, and are used in the index.js file.

In the following snippet we can see the creation of the WebSocket in the path /helloworld. Then, the onmessage
listener of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there
are three incoming messages to client: startResponse, error, and iceCandidate. Convenient actions are
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taken to implement each step in the communication. For example, in function start, the function WebRtcPeer.
WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('ws://' + location.host + '/helloworld');
ws.onmessage = function (message) {

var parsedMessage = JSON.parse (message.data);

console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM STARTING) {
setState (I_CAN_START) ;
}
onError ('Error message from server: ' + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (error)

return console.error ('Error adding candidate: ' + error);
1) i
break;
default:
if (state == I_AM_STARTING) {

setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

function start () {
console.log('Starting video call ...");

// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput);

console.log('Creating WebRtcPeer and generating local sdp offer ...'");

var options = {
localvideo : videoInput,
remoteVideo : videoOutput,
onicecandidate : onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error)
return console.error (error);
webRtcPeer.generateOffer (onOffer);

)i

function onOffer (error, offerSdp) {
if (error)
return console.error ('Error generating the offer');

(continues on next page)
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console.info('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',

sdpOffer : offerSdp
}

sendMessage (message) ;

function onIceCandidate (candidate) {
console.log('Local candidate' + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate
bi
sendMessage (message) ;

function startResponse (message) {
setState (I_CAN_STOP) ;
console.log('SDP answer received from server. Processing ...'");

webRtcPeer.processAnswer (message.sdpAnswer, function(error) {
if (error)
return console.error (error);

})i

function stop () {
console.log('Stopping video call ...");
setState (I_CAN_START) ;
if (webRtcPeer) {
webRtcPeer.dispose () ;
webRtcPeer = null;

var message = {
id : 'stop'
}

sendMessage (message) ;

}
hideSpinner (videoInput, videoOutput);

function sendMessage (message) {
var jsonMessage = JSON.stringify (message);
console.log('Sending message: ' + jsonMessage);
ws.send (jsonMessage) ;

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with WebJars.
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6.1.2 JavaScript - Hello world

This web application has been designed to introduce the principles of programming with Kurento for JavaScript
developers. It consists of a WebRTC video communication in mirror (loopback). This tutorial assumes you have basic
knowledge of JavaScript, HTML and WebRTC. We also recommend reading the /ntroducing Kurento section before
starting this tutorial.

Running this example

First of all, install Kurento Media Server: [Installation Guide. Start the media server and leave it running in the
background.

Note: If you will run this tutorial from a remote machine (i.e. not from localhost), then you need to configure
Secure WebSocket (wss://) in Kurento Media Server. For instructions, check Securing Kurento Media Server.

This is not an issue if you will run both KMS and the tutorial demo locally, because browsers (at least Chrome at the
time of this writing) allow connecting to insecure WebSockets from HTTPS pages, as long as everything happens in
localhost.

Install Node.js, Bower, and a web server in your system:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodejs

sudo npm install -g bower

sudo npm install -g http-server

Here, we suggest using the simple Node.js ht tp—server, but you could use any other web server.

Note: You need to configure the web server with HTTPS. For more information, check Configure JavaScript appli-
cations to use HTTPS.

You also need the source code of this demo; clone it from GitHub, then start the web server:

git clone https://github.com/Kurento/kurento-tutorial-Jjs.git

cd kurento-tutorial-js/kurento-hello-world

git checkout 6.12.0

bower install

http-server -p 8443 --ssl —--cert keys/server.crt --key keys/server.key

Finally, access the web application by using a WebRTC-capable browser (Firefox, Chrome) to open the appropriate
URL.:

e If KMS is running in your local machine:

’https://localhost:8443/

 If KMS is running in a remote server:

’https://localhost:8443/index.html?ws_uri:wss://<Kmst>:<KmsPort>/kurento
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Understanding this example

Kurento provides developers a Kurento JavaScript Client to control Kurento Media Server. This client library can
be used in any kind of JavaScript application including desktop and mobile browsers.

This hello world demo is one of the simplest web applications you can create with Kurento. The following picture
shows an screenshot of this demo running:

Tutorial 1: Hello World (WebRTC in loopback)
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Fig. 5: Kurento Hello World Screenshot: WebRTC in loopback

The interface of the application (an HTML web page) is composed by two HTMLS5 video tags: one showing the local
stream (as captured by the device webcam) and the other showing the remote stream sent by the media server back to
the client.

The logic of the application is quite simple: the local stream is sent to the Kurento Media Server, which sends it back
to the client without modifications. To implement this behavior, we need to create a Media Pipeline composed by a
single Media Element, i.e. a WebRtcEndpoint, which holds the capability of exchanging full-duplex (bidirectional)
WebRTC media flows. This media element is connected to itself,, so that the media it receives (from browser) is send
back (to browser). This media pipeline is illustrated in the following picture:

This is a web application, and therefore it follows a client-server architecture. Nevertheless, due to the fact that we
are using the Kurento JavaScript client, there is not need to use an application server since all the application logic is
held by the browser. The Kurento JavaScript Client is used directly to control Kurento Media Server by means of a
WebSocket bidirectional connection:
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WebRtcEndpoint
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Fig. 6: Kurento Hello World Media Pipeline in context

The following sections analyze in deep the client-side (JavaScript) code of this application, the dependencies, and how
to run the demo. The complete source code can be found in GitHub.

JavaScript Logic
The Kurento hello-world demo follows a Single Page Application architecture (SPA). The interface is the following
HTML page: index.html. This web page links two Kurento JavaScript libraries:
* kurento-client.js : Implementation of the Kurento JavaScript Client.
* kurento-utils.js : Kurento utility library aimed to simplify the WebRTC management in the browser.
In addition, these two JavaScript libraries are also required:
* Bootstrap : Web framework for developing responsive web sites.
* jquery.js : Cross-platform JavaScript library designed to simplify the client-side scripting of HTML.
« adapter.js : WebRTC JavaScript utility library maintained by Google that abstracts away browser differences.
¢ ekko-lightbox : Module for Bootstrap to open modal images, videos, and galleries.
¢ demo-console : Custom JavaScript console.

The specific logic of the Hello World JavaScript demo is coded in the following JavaScript file: index.js. In this file,
there is a function which is called when the green button labeled as Start in the GUI is clicked.

var startButton = document.getElementById("start");

startButton.addEventListener ("click", function() {
var options = {
localVideo: wvideoInput,
remoteVideo: videoOutput

by

(continues on next page)
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webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function (error) {
if (error) return onError (error)
this.generateOffer (onOffer)

1) i

The function WebRtcPeer. WebRtcPeerSendrecv abstracts the WebRTC internal details (i.e. PeerConnection and ge-
tUserStream) and makes possible to start a full-duplex WebRTC communication, using the HTML video tag with id
videolnput to show the video camera (local stream) and the video tag videoOutput to show the remote stream provided
by the Kurento Media Server.

Inside this function, a call to generateOffer is performed. This function accepts a callback in which the SDP offer is
received. In this callback we create an instance of the KurentoClient class that will manage communications with the
Kurento Media Server. So, we need to provide the URI of its WebSocket endpoint. In this example, we assume it’s
listening in port 8888 at the same host than the HTTP serving the application.

[...]

var args = getopts(location.search,
{
default:
{
ws_uri: 'ws://' 4+ location.hostname + ':8888/kurento’,

ice_servers: undefined

kurentoClient (args.ws_uri, function(error, client) {
[...]
bi

Once we have an instance of kurentoClient, we need to create a Media Pipeline, as follows:

client.create("MediaPipeline", function(error, _pipeline) {
[...]
}) i

If everything works correctly, we will have an instance of a media pipeline (variable _pipeline in this example).
With it, we are able to create Media Elements. In this example we just need a single WebRtcEndpoint.

In WebRTC, SDP is used for negotiating media exchanges between applications. Such negotiation happens based on
the SDP offer and answer exchange mechanism by gathering the /CE candidates as follows:

pipeline = _pipeline;

pipeline.create ("WebRtcEndpoint", function(error, webRtc) {
if (error) return onError (error);

setIceCandidateCallbacks (webRtcPeer, webRtc, onError)

webRtc.processOffer (sdpOffer, function(error, sdpAnswer) {

(continues on next page)
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if (error) return onError (error);
webRtcPeer.processAnswer (sdpAnswer, onError);

})i
webRtc.gatherCandidates (onError) ;

)i

Finally, the WebRtcEndpoint is connected to itself (i.e., in loopback):

webRtc.connect (webRtc, function(error) {
if (error) return onError (error);

console.log("Loopback established");
)i

Note: The TURN and STUN servers to be used can be configured simple adding the parameter ice_servers to
the application URL, as follows:

https://localhost:8443/index.html?ice_servers=[{"urls":"stun:stunl.example.net"}, {
—"urls":"stun:stun2.example.net"}]
https://localhost:8443/index.html?ice_servers=[{"urls":"turn:turn.example.org",
—"username":"user", "credential":"myPassword"}]

Dependencies

All dependencies of this demo can to be obtained using Bower. The list of these dependencies are defined in the
bower.json file, as follows:

"dependencies": {
"kurento-client": "6.12.0",
"kurento-utils": "6.12.0"

To get these dependencies, just run the following shell command:

bower install

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at Bower.

6.1.3 Node.js - Hello world

This web application has been designed to introduce the principles of programming with Kurento for Node.js devel-
opers. It consists of a WebRTC video communication in mirror (loopback). This tutorial assumes you have basic
knowledge of JavaScript, Node.js, HTML and WebRTC. We also recommend reading the /ntroducing Kurento section
before starting this tutorial.
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Note: This tutorial has been configurated for using https. Follow these instructions for securing your application.

For the impatient: running this example
You need to have installed the Kurento Media Server before running this example. Read the installation guide for
further information.

Be sure to install Bower and Node.js version 8.x in your system. In an Ubuntu machine, you can install both as
follows:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodeijs
sudo npm install -g bower

Also, Node.js should already include NPM, the Node.js package manager.

To launch the application, you need to clone the GitHub project where this demo is hosted, install it and run it:

git clone https://github.com/Kurento/kurento-tutorial-node.git
cd kurento-tutorial-node/kurento-hello-world

git checkout 6.12.0

npm install

cd static

bower install --allow-root

cd ..

npm start

If you have problems installing any of the dependencies, please remove them and clean the npm cache, and try to
install them again:

rm —-r node_modules
npm cache clean

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the argument ws_uri to the
npm execution command, as follows:

’npm start —-- —--ws_uri=ws://kms_host:kms_port/kurento

In this case you need to use npm version 2. To update it you can use this command:

sudo npm install npm —-g

Understanding this example
Kurento provides developers a Kurento JavaScript Client to control Kurento Media Server. This client library can
be used from compatible JavaScript engines including browsers and Node.js.

This hello world demo is one of the simplest web application you can create with Kurento. The following picture
shows an screenshot of this demo running:
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Fig. 8: Kurento Hello World Screenshot: WebRTC in loopback
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The interface of the application (an HTML web page) is composed by two HTMLS5 video tags: one showing the local
stream (as captured by the device webcam) and the other showing the remote stream sent by the media server back to
the client.

The logic of the application is quite simple: the local stream is sent to the Kurento Media Server, which returns it back
to the client without modifications. To implement this behavior we need to create a Media Pipeline composed by a
single Media Element, i.e. a WebRtcEndpoint, which holds the capability of exchanging full-duplex (bidirectional)
WebRTC media flows. This media element is connected to itself so that the media it receives (from browser) is send
back (to browser). This media pipeline is illustrated in the following picture:

-

W,
2

( Kurento Media Server \

Media Pipeline

WebRtcEndpoint

/

Fig. 9: Kurento Hello World Media Pipeline in context

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side we use a Node.js application server consuming the Kurento JavaScript
Client API to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Javascript Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

The diagram below shows an complete sequence diagram from the interactions with the application interface to: i)
JavaScript logic; ii) Application server logic (which uses the Kurento JavaScript Client); iii) Kurento Media Server.

The following sections analyze in deep the server and client-side code of this application. The complete source code
can be found in GitHub.

Application Server Logic

This demo has been developed using the express framework for Node.js, but express is not a requirement for Kurento.
The main script of this demo is server.js.

In order to communicate the JavaScript client and the Node application server a WebSocket is used. The incoming
messages to this WebSocket (variable ws in the code) are conveniently handled to implemented the signaling protocol
depicted in the figure before (i.e. messages start, stop, onIceCandidate).

6.1. Hello World 43


https://github.com/Kurento/kurento-tutorial-node/tree/master/kurento-hello-world
https://github.com/Kurento/kurento-tutorial-node/blob/master/kurento-hello-world/server.js

Kurento Documentation, Release 6.12.0

m Application " Kurento
Client | Server Media Server
=
[ ] Alluwi ------------ N

::]wehntcraer = kurentoUtils.WebRtgPeer.WebRtcPeerSendrecy

:wehkt::?&e r.generatedf fer

id:start
sdpOffer: <sdp> . |method:create, params: {sessionld:<sessionlds,
L type:MediaPipeline}

2

result: {sessionld:<sessionid>,value:<pipelin
eld>}

mathod: create, params: {constructorParams : {med
iapipeline:<pipelinelds},sessionId:<sessionl
d>, type:WebRteEndpoint |

result: {sessionld:<sessionId>, value:<webRtcE
ndpointId>}

e

o]
method:invoke, params: {object i <webRtcEndpoint
Id>,cperation:connect,cperationParams: {sink:
<webRtcEndpointId>}, sessionld:<sessionId>}

=
>

result: {sessionld:<sessionld>)

method:invoke, params: {object:<webRtcEndpoint
Id>, cperation:procassOffar, operationParams: |
offer:<sdp>},sessionld:<sessionId>}

r

id:startResponse

i i S i 1<sdp>
sdpAnswer : <sdp> result: {sessionld:<sessionlid>,value:<sdp>}

i
-

method: subseribe, params: {object : <webRtcEndpo
::]"ebktc?eeI*PI°¢Eﬂ$ﬁﬂ$"¢I intId», sessionId:<sessionld>, type :OnIceCandi
date)

.

result: {sessionId:<sessionld>,value:<subscri
ptionTd>}

method:inveks, params: [object:<webRtcEndpoint
Id»,operation:gatherCandidates, sessionld:<se

ssionld>)
method:onEvent, params: {value: {data: {candidat
&:<candidate>)

id:iceCandidate
candidate :<candidate> "

mathod:onEvent, params: (value: {data: {candidat
webRtcPeer.addIceCandidate e:<candidates}

id:iceCandidate "
candidate ;<candidate> .

result: {sessionld:<sessionId>}

:]uebﬂtcreer.addIcecandidate

: method:invoke, params: {object ! <webRtcEPId>, op

id:enlcecandidate eration:addIceCandidate, operationParams: {can
candidate i<candidate> . didate:<candidate>, sessionld:<sessionId>}

method:invoks, params: [object :<webRtcEPId>, op

id:onlcecandidate eration:addIceCandidate, operationParams: {can
candidate :<candidate> didate:<candidate>, sessionld:<sessionld>}

e

L J

result:{sesslonld:<sessionld>)

e edaTeme

:]uebktc§eer.dispuse

id:stop method: releass, params : [object :<mediaPipeline
Id>, sessionld:<sessionld>)

L 2

a

44 result: {aeuioqﬂhﬁjﬁﬁ}zﬁ:dﬁ“ t Il'utorials

T~ 1N 1., e Ay YT 11T YY1 1 /YYXT IS T 1 1y o1




Kurento Documentation, Release 6.12.0

var ws = require('ws');
[...]
var wss = new ws.Server ({
server : server,
path : '/helloworld'
}) i
/%
* Management of WebSocket messages
*/
wss.on('connection', function (ws) {
var sessionId = null;
var request = ws.upgradeReq;
var response {
writeHead : {}

}i

sessionHandler (request, response, function(err) {
sessionId = request.session.id;
console.log('Connection received with sessionId ' + sessionId);

)i

ws.on('error', function(error) {
console.log('Connection ' + sessionId + ' error');
stop (sessionId);

)i

ws.on('close', function() {
console.log('Connection ' + sessionId + ' closed');
stop (sessionId);

b

ws.on ('message', function (_message) {
var message = JSON.parse (_message);

console.log('Connection ' + sessionlId + ' received message ', message);

switch (message.id) {
case 'start':
sessionId = request.session.id;
start (sessionld, ws, message.sdpOffer, function(error, sdpAnswer) {
if (error) {
return ws.send (JSON.stringify ({
id : 'error',
message : error
1))
}
ws.send (JSON.stringify ({
id : 'startResponse',
sdpAnswer : sdpAnswer
1))
}) i
break;

case 'stop':
stop (sessionId);

(continues on next page)
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break;

case 'onIceCandidate':
onIceCandidate (sessionId, message.candidate);
break;

default:
ws.send (JSON.stringify ({
id : 'error',
message : 'Invalid message ' + message
)i
break;

In order to control the media capabilities provided by the Kurento Media Server, we need an instance of the Kuren-
toClient in the Node application server. In order to create this instance, we need to specify to the client library the
location of the Kurento Media Server. In this example, we assume it’s located at localhost listening in port 8888.

var kurento = require('kurento-client');

var kurentoClient = null;

var argv = minimist (process.argv.slice(2), {
default: {
as_uri: 'https://localhost:8443/",
ws_uri: 'ws://localhost:8888/kurento’

function getKurentoClient (callback) {
if (kurentoClient !== null) {
return callback (null, kurentoClient);

kurento (argv.ws_uri, function(error, _kurentoClient) {
if (error) {

console.log("Could not find media server at address " + argv.ws_uri);
return callback ("Could not find media server at address" + argv.ws_uri
+ ". Exiting with error " + error);
}
kurentoClient = _kurentoClient;

callback (null, kurentoClient);
b

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server. Our first
operation is to create a Media Pipeline, then we need to create the Media Elements and connect them. In this example,
we just need a single WebRtcEndpoint connected to itself (i.e. in loopback). These functions are called in the start
function, which is fired when the st art message is received:
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function start (sessionlId, ws, sdpOffer, callback) {

if (!sessionId) {
return callback ('Cannot use undefined sessionId');

getKurentoClient (function (error, kurentoClient) {
if (error) {
return callback (error);

kurentoClient.create('MediaPipeline', function(error, pipeline) {

if (error) {
return callback (error);

createMediaElements (pipeline, ws, function(error, webRtcEndpoint) ({
if (error) {
pipeline.release();
return callback (error);

if (candidatesQueue[sessionId]) {
while (candidatesQueue[sessionId].length) {
var candidate = candidatesQueue[sessionId].shift();
webRtcEndpoint.addIceCandidate (candidate) ;

connectMediaElements (webRtcEndpoint, function (error) {
if (error) {
pipeline.release();
return callback (error);

webRtcEndpoint.on('OnIceCandidate', function (event) {
var candidate = kurento.getComplexType ('IceCandidate') (event.
—candidate) ;
ws.send (JSON.stringify ({
id : 'iceCandidate',
candidate : candidate
)i
1) i

webRtcEndpoint .processOffer (sdpOffer, function (error, sdpAnswer) {
if (error) {
pipeline.release();
return callback (error);

sessions[sessionId] = {
'pipeline' : pipeline,
'webRtcEndpoint' : webRtcEndpoint

}

return callback (null, sdpAnswer);
1) i

webRtcEndpoint.gatherCandidates (function (error) {

(continues on next page)
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if (error) {
return callback (error);

function createMediaElements (pipeline, ws, callback) {
pipeline.create ('WebRtcEndpoint', function (error,

if (error) {
return callback (error);

webRtcEndpoint) {

return callback (null, webRtcEndpoint);
)i

function connectMediaElements (webRtcEndpoint, callback) {
webRtcEndpoint .connect (webRtcEndpoint, function (error) {
if (error) {
return callback (error);

}
return callback (null);

)i

As of Kurento Media Server 6.0, the WebRTC negotiation is done by exchanging /CE candidates between the WebRTC
peers. To implement this protocol, the webRt cEndpoint receives candidates from the clientin OnIceCandidate
function. These candidates are stored in a queue when the webRtcEndpoint is not available yet. Then these
candidates are added to the media element by calling to the addIceCandidate method.

var candidatesQueue = {};

function onIceCandidate (sessionId, _candidate) {

var candidate = kurento.getComplexType ('IceCandidate’') (_candidate);

if (sessions[sessionId]) {
console.info('Sending candidate'");
var webRtcEndpoint = sessions[sessionId].webRtcEndpoint;

webRtcEndpoint.addIceCandidate (candidate) ;
}

else {
console.info ('Queueing candidate');
if (!candidatesQueue[sessionId]) {

candidatesQueue[sessionId] = [];

}

candidatesQueue[sessionId] .push (candidate) ;
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Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js to
simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript WebRTC
utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this appli-
cation. These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet
we can see the creation of the WebSocket (variable ws) in the path /helloworld. Then, the onmessage listener
of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there are three
incoming messages to client: startResponse, error, and iceCandidate. Convenient actions are taken to
implement each step in the communication.

var ws = new WebSocket ('ws://' + location.host + '/helloworld'");
var webRtcPeer;

const I_CAN_START = 0;
const I_CAN_STOP = 1;

const I_AM STARTING 2;

[...]

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM STARTING) {
setState (I_CAN_START) ;
}
onError ('Error message from server: ' + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate)
break;
default:
if (state == I_AM STARTING) {
setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

In the function start the method WebRt cPeer .WebRtcPeerSendrecv of kurento-utils.js is used to create the
webRtcPeer object, which is used to handle the WebRTC communication.

videoInput = document.getElementById('videoInput');
videoOutput = document.getElementById('videoOutput');

function start () {
console.log('Starting video call ...")

(continues on next page)
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// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput) ;

console.log('Creating WebRtcPeer and generating local sdp offer ...'");

var options = {
localvideo: videoInput,
remoteVideo: videoOutput,
onicecandidate : onIceCandidate

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function(error) {
if (error) return onError (error);
this.generateOffer (onOffer);

)i

function onIceCandidate (candidate) {
console.log('Local candidate' + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate

}i
sendMessage (message) ;

function onOffer (error, offerSdp) {
if (error) return onError (error);

console.info ('Invoking SDP offer callback function ' + location.host);
var message = {

id : 'start',

sdpOffer : offerSdp
}

sendMessage (message) ;

Dependencies

Server-side dependencies of this demo are managed using npm. Our main dependency is the Kurento Client JavaScript
(kurento-client). The relevant part of the package.json file for managing this dependency is:

"dependencies": {

[...]

"kurento-client" : "6.12.0"

At the client side, dependencies are managed using Bower. Take a look to the bower.json file and pay attention to the
following section:

"dependencies": {

[...]

(continues on next page)
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"kurento-utils" : "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at npm and Bower.

6.2 WebRTC Magic Mirror

This web application consists of a WebRTC loopback video communication, adding a funny hat over detected faces.
This is an example of a Computer Vision and Augmented Reality filter.

6.2.1 Java - WebRTC magic mirror

This web application extends the Hello World Tutorial, adding media processing to the basic WebRTC loopback.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-magic-mirror

git checkout 6.11.0

mvn -U clean spring-boot:run

The web application starts on port 8443 in the localhost by default. Therefore, open the URL https://localhost:8443/
in a WebRTC compliant browser (Chrome, Firefox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms.url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Understanding this example
This application uses computer vision and augmented reality techniques to add a funny hat on top of faces. The
following picture shows a screenshot of the demo running in a web browser:

The interface of the application (an HTML web page) is composed by two HTMLS video tags: one for the video
camera stream (the local client-side stream) and other for the mirror (the remote stream). The video camera stream is

6.2. WebRTC Magic Mirror 51



https://npmsearch.com/?q=kurento-client
https://bower.io/search/?q=kurento-client
/features/security.html#configure-java-applications-to-use-https
https://localhost:8443/

Kurento Documentation, Release 6.12.0

o Kpneeio Tolodd i »
L L, s

Tutorial 2: Magic Mirror
Thes appioaton shows & WiebiScEndpodnd connected b ol [oopbaei) with & FaceOveartey er in e macde (Laos & ook B 5 Meda Piosine). Torn P demo fodow fhets sieps

1 O B page with & browner cormgiant with WiebRTC (Cheome, Firgla)

X Click o S buson

1 Ceand B mooeas 5 B camass el microplang. A T S0P negoliaton Bhe lopback should sdart
A Lok o Sop fo fnah e comemesnecaion

Local stiream Remole stream

Conads

Created S0P ofier

Liocal dedrplon et

ICE paifiaioie) Coevgaisied

Ve SOR (Maf £a150 Sreen ke aPt B080
S0P arvwet motcived, SO MifTee Gelirplcn

. © 30 Kurendo
3

e e & NaevA

Fig. 11: Kurento Magic Mirror Screenshot: WebRTC with filter in loopback
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sent to Kurento Media Server, which processes and sends it back to the client as a remote stream. To implement this,
we need to create a Media Pipeline composed by the following Media Element s:

* WebRtcEndpoint: Provides full-duplex (bidirectional) WebRTC capabilities.

» FaceOverlay filter: Computer vision filter that detects faces in the video stream and puts an image on top of
them. In this demo the filter is configured to put a Super Mario hat).

WebRtcEndpoint FaceOverlayFilter

Fig. 12: WebRTC with filter in loopback Media Pipeline

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo
is three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Java Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

To communicate the client with the Java EE application server we have designed a simple signaling protocol based on
JSON messages over WebSocket ‘s. The normal sequence between client and server is as follows: i) Client starts the
Magic Mirror. ii) Client stops the Magic Mirror.

If any exception happens, server sends an error message to the client. The detailed message sequence between client
and application server is depicted in the following picture:

As you can see in the diagram, an SDP and /CE candidates needs to be exchanged between client and server to
establish the WebRTC session between the Kurento client and server. Specifically, the SDP negotiation connects the
WebRtcPeer at the browser with the WebRtcEndpoint at the server. The complete source code of this demo can be
found in GitHub.

Application Server Side

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

In the following figure you can see a class diagram of the server side code:

The main class of this demo is named MagicMirrorApp. As you can see, the KurentoClient is instantiated in this class
as a Spring Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities to
your applications. In this instantiation we see that we need to specify to the client library the location of the Kurento
Media Server. In this example, we assume it is located at localhost, listening in port 8888. If you reproduce this
tutorial, you’ll need to insert the specific location of your Kurento Media Server instance there.
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MagicMirroripp

Magic MirerHandler |(—3» KurentoClient

Usersession

Fig. 14: Server-side class diagram of the MagicMirror app

@EnableWebSocket
@SpringBootApplication
public class MagicMirrorApp implements WebSocketConfigurer ({

final static String DEFAULT_KMS_WS_URI = "ws://localhost:8888/kurento";

@Bean
public MagicMirrorHandler handler () {
return new MagicMirrorHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

@Override
public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (handler (), "/magicmirror");

public static void main(String[] args) throws Exception {
new SpringApplication (MagicMirrorApp.class) .run(args);

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with application server by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path
/magicmirror.

MagicMirrorHandler class implements TextWebSocketHandler to handle text WebSocket requests. The central
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piece of this class is the method handleTextMessage. This method implements the actions for requests, returning
responses through the WebSocket. In other words, it implements the server part of the signaling protocol depicted in
the previous sequence diagram.

In the designed protocol there are three different kinds of incoming messages to the Server : start, stop and
onIceCandidates. These messages are treated in the switch clause, taking the proper steps in each case.

public class MagicMirrorHandler extends TextWebSocketHandler {

private final Logger log = LoggerFactory.getlLogger (MagicMirrorHandler.class) ;
private static final Gson gson = new GsonBuilder () .create();

private final ConcurrentHashMap<String, UserSession> users = new ConcurrentHashMap
—<String, UserSession>();

@Autowired
private KurentoClient kurento;

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message)
—throws Exception ({
JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);

log.debug ("Incoming message: {}", JjsonMessage);
switch (jsonMessage.get ("id").getAsString()) {

case "start":
start (session, JjsonMessage) ;

break;

case "stop": {
UserSession user = users.remove (session.getId());
if (user !'= null) {

user.release () ;
}
break;
}
case "onIceCandidate": {
JsonObject jsonCandidate = jsonMessage.get ("candidate") .getAsJsonObject ();

UserSession user = users.get (session.getId());
if (user != null) {
IceCandidate candidate = new IceCandidate (jsonCandidate.get ("candidate") .
—getAsString (),
jsonCandidate.get ("sdpMid") .getAsString (), JsonCandidate.get (
—"sdpMLineIndex") .getAsInt ());
user.addCandidate (candidate) ;
}
break;
}
default:
sendError (session, "Invalid message with id " + jsonMessage.get ("id").
—getAsString());
break;

private void start (WebSocketSession session, JsonObject JjsonMessage) {

(continues on next page)
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private void sendError (WebSocketSession session, String message) {

In the following snippet, we can see the start method. It handles the ICE candidates gathering, creates a Media
Pipeline, creates the Media Elements (WebRt cEndpoint and FaceOverlayFilter) and make the connections
among them. A startResponse message is sent back to the client with the SDP answer.

private void start (final WebSocketSession session, JsonObject jsonMessage) {
try {
// User session
UserSession user

new UserSession|();

MediaPipeline pipeline = kurento.createMediaPipeline();

user.setMediaPipeline (pipeline) ;

WebRtcEndpoint webRtcEndpoint = new WebRtcEndpoint.Builder (pipeline) .build();
user.setWebRtcEndpoint (webRtcEndpoint) ;

users.put (session.getId (), user);

// ICE candidates
webRtcEndpoint.addIceCandidateFoundListener (new EventListener
—»<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObiject () ;

response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {

synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));
}
} catch (IOException e) {
log.debug (e.getMessage());

}
1)

// Media logic
FaceOverlayFilter faceOverlayFilter = new FaceOverlayFilter.Builder (pipeline) .
—build();

String appServerUrl = System.getProperty ("app.server.url", MagicMirrorApp.
< DEFAULT_APP_SERVER_URL) ;

faceOverlayFilter.setOverlayedImage (appServerUrl + "/img/mario-wings.png", -0.
—35F, -1.2F, 1.6F, 1.6F);

webRtcEndpoint .connect (faceOverlayFilter);
faceOverlayFilter.connect (webRtcEndpoint) ;

// SDP negotiation (offer and answer)
String sdpOffer = jsonMessage.get ("sdpOffer").getAsString();
String sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

JsonObject response = new JsonObject () ;

(continues on next page)
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response.addProperty ("id", "startResponse");
response.addProperty ("sdpAnswer", sdpAnswer);

synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));
webRtcEndpoint.gatherCandidates () ;

} catch (Throwable t) {
sendError (session, t.getMessagel());

Note: Notice the hat URL is provided by the application server and consumed by the KMS. This logic is assuming
that the application server is hosted in local (localhost), and by the default the hat URL is https://localhost:8443/img/
mario-wings.png. If your application server is hosted in a different host, it can be easily changed by means of the
configuration parameter app . server .url, for example:

mvn -U clean spring-boot:run -Dapp.server.url=https://app_server_host:app_server_port

The sendError method is quite simple: it sends an error message to the client when an exception is caught in the
server-side.

private void sendError (WebSocketSession session, String message) {

try {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "error");
response.addProperty ("message", message) ;
session.sendMessage (new TextMessage (response.toString()));

} catch (IOException e) {
log.error ("Exception sending message", e);

Client-Side

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we can see
the creation of the WebSocket (variable ws) in the path /magicmirror. Then, the onmessage listener of the Web-
Socket is used to implement the JSON signaling protocol in the client-side. Notice that there are three incoming mes-
sages to client: startResponse, error, and iceCandidate. Convenient actions are taken to implement each
step in the communication. For example, in functions st art the function WebRt cPeer .WebRtcPeerSendrecv
of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('ws://' + location.host + '/magicmirror');

(continues on next page)
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ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM_STARTING) {
setState (I_CAN_START) ;
}
onError ("Error message from server: " + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (error) {

console.error ("Error adding candidate: " + error);
return;
}
}) i
break;
default:
if (state == I_AM STARTING) {

setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

function start () {
console.log("Starting video call ...")
// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput);

console.log("Creating WebRtcPeer and generating local sdp offer ...");

var options = {
localvideo: videoInput,
remoteVideo: videoOutput,
onicecandidate: onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error) {
return console.error (error);
}
webRtcPeer.generateOffer (onOffer);

1)

function onOffer (offerSdp) {

console.info ('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',

sdpOffer : offerSdp

(continues on next page)
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}

sendMessage (message) ;

function onIceCandidate (candidate) {
console.log("Local candidate" + JSON.stringify (candidate));

var message = {
id: 'onIceCandidate',
candidate: candidate
}i

sendMessage (message) ;

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with webjars:

<dependencies>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>

</dependency>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—js</artifactId>

</dependency>

<dependency>
<groupIld>org.webjars</groupId>
<artifactId>webjars-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupld>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>
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Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1.7</maven.compiler.source>

6.2.2 JavaScript - Magic Mirror

This web application extends the Hello World Tutorial, adding media processing to the basic WebRTC loopback.

Running this example

First of all, install Kurento Media Server: Installation Guide. Start the media server and leave it running in the
background.

Note: If you will run this tutorial from a remote machine (i.e. not from 1ocalhost), then you need to configure
Secure WebSocket (wss://) in Kurento Media Server. For instructions, check Securing Kurento Media Server.

This is not an issue if you will run both KMS and the tutorial demo locally, because browsers (at least Chrome at the
time of this writing) allow connecting to insecure WebSockets from HTTPS pages, as long as everything happens in
localhost.

Install Node.js, Bower, and a web server in your system:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodeijs

sudo npm install -g bower

sudo npm install —-g http-server

Here, we suggest using the simple Node.js ht tp—-server, but you could use any other web server.

Note: You need to configure the web server with HTTPS. For more information, check Configure JavaScript appli-
cations to use HTTPS.

You also need the source code of this demo; clone it from GitHub, then start the web server:

git clone https://github.com/Kurento/kurento-tutorial-Jjs.git

cd kurento-tutorial-js/kurento-magic-mirror

git checkout 6.12.0

bower install

http-server -p 8443 --ssl —--cert keys/server.crt --key keys/server.key

Finally, access the web application by using a WebRTC-capable browser (Firefox, Chrome) to open the appropriate
URL:

 If KMS is running in your local machine:

https://localhost:8443/
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 If KMS is running in a remote server:

https://localhost:8443/index.html?ws_uri=wss://<KmsIp>:<KmsPort>/kurento

Understanding this example

This application uses computer vision and augmented reality techniques to add a funny hat on top of detected faces.
The following picture shows a screenshot of the demo running in a web browser:
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Fig. 15: Kurento Magic Mirror Screenshot: WebRTC with filter in loopback

The interface of the application (an HTML web page) is composed by two HTMLS video tags: one for the video
camera stream (the local client-side stream) and other for the mirror (the remote stream). The video camera stream is
sent to the Kurento Media Server, processed and then is returned to the client as a remote stream.

To implement this, we need to create a Media Pipeline composed by the following Media Element s:
* WebRtcEndpoint: Provides full-duplex (bidirectional) WebRTC capabilities.

» FaceOverlay filter: Computer vision filter that detects faces in the video stream and puts an image on top of
them. In this demo the filter is configured to put a Super Mario hat).

The media pipeline implemented is illustrated in the following picture:
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WebRtcEndpoint FaceOverlayFilter

Fig. 16: WebRTC with filter in loopback Media Pipeline

The complete source code of this demo can be found in GitHub.

JavaScript Logic
This demo follows a Single Page Application architecture (SPA). The interface is the following HTML page: in-
dex.html. This web page links two Kurento JavaScript libraries:
 kurento-client.js : Implementation of the Kurento JavaScript Client.
* kurento-utils.js : Kurento utility library aimed to simplify the WebRTC management in the browser.
In addition, these two JavaScript libraries are also required:
* Bootstrap : Web framework for developing responsive web sites.
* jquery.js : Cross-platform JavaScript library designed to simplify the client-side scripting of HTML.

« adapter.js : WebRTC JavaScript utility library maintained by Google that abstracts away browser differences.

ekko-lightbox : Module for Bootstrap to open modal images, videos, and galleries.
* demo-console : Custom JavaScript console.

The specific logic of this demo is coded in the following JavaScript page: index.js. In this file, there is a function
which is called when the green button labeled as Start in the GUI is clicked.

var startButton = document.getElementById("start");

startButton.addEventListener ("click", function() {
var options = {
localVideo: wvideoInput,
remoteVideo: videoOutput

bi

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function(error) {
if (error) return onError (error)
this.generateOffer (onOffer)

1) i

[...]

The function WebRtcPeer. WebRtcPeerSendrecv abstracts the WebRTC internal details (i.e. PeerConnection and ge-
tUserStream) and makes possible to start a full-duplex WebRTC communication, using the HTML video tag with id
videolnput to show the video camera (local stream) and the video tag videoOutput to show the remote stream provided
by the Kurento Media Server.
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Inside this function, a call to generateOffer is performed. This function accepts a callback in which the SDP offer is
received. In this callback we create an instance of the KurentoClient class that will manage communications with the
Kurento Media Server. So, we need to provide the URI of its WebSocket endpoint. In this example, we assume it’s
listening in port 8888 at the same host than the HTTP serving the application.

[...]

var args = getopts(location.search,
{
default:
{
ws_uri: 'ws://' 4+ location.hostname + ':8888/kurento’,

ice_servers: undefined

kurentoClient (args.ws_uri, function (error, client) {
[...]
bi

Once we have an instance of kurentoClient, the following step is to create a Media Pipeline, as follows:

client.create("MediaPipeline", function(error, _pipeline) {
[...]
}) i

If everything works correctly, we have an instance of a media pipeline (variable pipeline in this example). With
this instance, we are able to create Media Elements. In this example we just need a WebRtcEndpoint and a FaceOver-
layFilter. Then, these media elements are interconnected:

pipeline.create ('WebRtcEndpoint', function (error, webRtcEp) {
if (error) return onError (error);

setIceCandidateCallbacks (webRtcPeer, webRtcEp, onError)

webRtcEp.processOffer (sdpOffer, function(error, sdpAnswer) {
if (error) return onError (error);

webRtcPeer.processAnswer (sdpAnswer, onError);

1)
webRtcEp.gatherCandidates (onError) ;

pipeline.create ('FaceOverlayFilter', function(error, filter) {
if (error) return onError (error);

filter.setOverlayedImage (args.hat_uri, -0.35, -1.2, 1.6, 1.6,

function (error) {
if (error) return onError (error);

1)

client.connect (webRtcEp, filter, webRtcEp, function(error) {
if (error) return onError (error);

console.log ("WebRtcEndpoint —--> filter —--> WebRtcEndpoint");
1)

(continues on next page)
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Note: The TURN and STUN servers to be used can be configured simple adding the parameter ice_servers to
the application URL, as follows:

https://localhost:8443/index.html?ice_servers=[{"urls":"stun:stunl.example.net"}, {
—"urls":"stun:stun2.example.net"}]
https://localhost:8443/index.html?ice_servers=[{"urls":"turn:turn.example.org",
—"username":"user", "credential":"myPassword"}]

Dependencies

The dependencies of this demo has to be obtained using Bower. The definition of these dependencies are defined in
the bower.json file, as follows:

"dependencies": {
"kurento-client": "6.12.0",
"kurento-utils": "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at Bower.

6.2.3 Node.js - WebRTC magic mirror

This web application extends the Hello World Tutorial, adding media processing to the basic WebRTC loopback.

Note: This tutorial has been configurated for using https. Follow these instructions for securing your application.

For the impatient: running this example

First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

Be sure to have installed Node.js and Bower in your system. In an Ubuntu machine, you can install both as follows:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodejs
sudo npm install -g bower

To launch the application, you need to clone the GitHub project where this demo is hosted, install it and run it:

git clone https://github.com/Kurento/kurento-tutorial-node.git
cd kurento-tutorial-node/kurento-magic-mirror

git checkout 6.12.0

npm install

npm start
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If you have problems installing any of the dependencies, please remove them and clean the npm cache, and try to
install them again:

rm —-r node_modules
npm cache clean

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the argument ws_uri to the
npm execution command, as follows:

’npm start -- —--ws_uri=ws://kms_host:kms_port/kurento

In this case you need to use npm version 2. To update it you can use this command:

’sudo npm install npm -g

Understanding this example

This application uses computer vision and augmented reality techniques to add a funny hat on top of faces. The
following picture shows a screenshot of the demo running in a web browser:

The interface of the application (an HTML web page) is composed by two HTMLS5 video tags: one for the video
camera stream (the local client-side stream) and other for the mirror (the remote stream). The video camera stream is
sent to Kurento Media Server, which processes and sends it back to the client as a remote stream. To implement this,
we need to create a Media Pipeline composed by the following Media Element s:

* WebRtcEndpoint: Provides full-duplex (bidirectional) WebRTC capabilities.

» FaceOverlay filter: Computer vision filter that detects faces in the video stream and puts an image on top of
them. In this demo the filter is configured to put a Super Mario hat).

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side we use a Node.js application server consuming the Kurento JavaScript
Client API to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client and
application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the com-
munication between the Kurento JavaScript Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

To communicate the client with the Node.js application server we have designed a simple signaling protocol based on
JSON messages over WebSocket ‘s. The normal sequence between client and server is as follows: i) Client starts the
Magic Mirror. ii) Client stops the Magic Mirror.

If any exception happens, server sends an error message to the client. The detailed message sequence between client
and application server is depicted in the following picture:

As you can see in the diagram, an SDP and /CE candidates needs to be exchanged between client and server to
establish the WebRTC session between the Kurento client and server. Specifically, the SDP negotiation connects the
WebRtcPeer at the browser with the WebRtcEndpoint at the server. The complete source code of this demo can be
found in GitHub.
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Fig. 17: Kurento Magic Mirror Screenshot: WebRTC with filter in loopback

WebRtcEndpoint FaceOverlayFilter

Fig. 18: WebRTC with filter in loopback Media Pipeline
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Fig. 19: One to one video call signaling protocol
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Application Server Logic

This demo has been developed using the express framework for Node.js, but express is not a requirement for Kurento.
The main script of this demo is server.js.

In order to communicate the JavaScript client and the Node application server a WebSocket is used. The incoming
messages to this WebSocket (variable ws in the code) are conveniently handled to implemented the signaling protocol
depicted in the figure before (i.e. messages start, stop, onIceCandidate).

var ws = require('ws');
[...]
var wss = new ws.Server ({
server : server,
path : '"/magicmirror'
}) i
J *
* Management of WebSocket messages
*/
wss.on('connection', function (ws) {
var sessionId = null;
var request = ws.upgradeReq;
var response = {
writeHead : {}

}i

sessionHandler (request, response, function(err) {
sessionId = request.session.id;
console.log('Connection received with sessionId ' + sessionId);

)i

ws.on('error', function(error) {
console.log('Connection ' + sessionId + ' error');
stop (sessionId);

)i

ws.on('close', function() {
console.log('Connection ' + sessionId + ' closed');
stop (sessionId);

)i

ws.on ('message', function (_message) {
var message = JSON.parse (_message);
console.log('Connection ' + sessionId + ' received message ', message);

switch (message.id) {
case 'start':
sessionId = request.session.id;
start (sessionld, ws, message.sdpOffer, function(error, sdpAnswer) {
if (error) {
return ws.send (JSON.stringify ({
id : 'error',
message : error
1))
}
ws.send (JSON.stringify ({

(continues on next page)
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id : 'startResponse',
sdpAnswer : sdpAnswer
1))
1)
break;

case 'stop':
stop (sessionId);
break;

case 'onIceCandidate':
onIceCandidate (sessionlId, message.candidate);
break;

default:
ws.send (JSON.stringify ({
id : 'error',
message : 'Invalid message ' + message

)i
break;

In order to control the media capabilities provided by the Kurento Media Server, we need an instance of the Kuren-
toClient in the Node application server. In order to create this instance, we need to specify to the client library the
location of the Kurento Media Server. In this example, we assume it’s located at localhost listening in port 8888.

var kurento = require('kurento-client');

var kurentoClient = null;

var argv minimist (process.argv.slice(2), {

default: {
as_uri: 'https://localhost:8443/"',
ws_uri: 'ws://localhost:8888/kurento’

function getKurentoClient (callback) {
if (kurentoClient !== null) {
return callback (null, kurentoClient);

kurento (argv.ws_uri, function (error, _kurentoClient) {
if (error) {

console.log("Could not find media server at address " + argv.ws_uri);
return callback ("Could not find media server at address" + argv.ws_uri
+ ". Exiting with error " + error);
}
kurentoClient = _kurentoClient;

callback (null, kurentoClient);

(continues on next page)
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Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server. Our
first operation is to create a Media Pipeline, then we need to create the Media Elements and connect them. In this
example, we need a WebRtcEndpoint connected to a FaceOverlayFilter, which is connected to the sink of the same
WebRtcEndpoint. These functions are called in the start function, which is fired when the start message is

received:

function start (sessionlId, ws, sdpOffer, callback) {

if (!sessionId) {
return callback ('Cannot use undefined sessionId');

getKurentoClient (function (error, kurentoClient) ({
if (error) {
return callback (error);

kurentoClient.create('MediaPipeline', function(error, pipeline) {

if (error) {
return callback (error);

createMediaElements (pipeline, ws, function (error, webRtcEndpoint) {
if (error) {
pipeline.release();
return callback (error);

if (candidatesQueue[sessionId]) {
while (candidatesQueue[sessionId].length) {
var candidate = candidatesQueue[sessionId].shift();
webRtcEndpoint.addIceCandidate (candidate) ;

connectMediaElements (webRtcEndpoint, faceOverlayFilter,
—function (error) {
if (error) {
pipeline.release();
return callback (error);

webRtcEndpoint.on ('OnIceCandidate', function (event) ({
var candidate = kurento.getComplexType ('IceCandidate') (event.
—candidate) ;
ws.send (JSON.stringify ({
id : 'iceCandidate',
candidate : candidate
1))
1) i

webRtcEndpoint .processOffer (sdpOffer, function(error, sdpAnswer) ({

if (error) {
pipeline.release();

(continues on next page)
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return callback (error);

sessions[sessionId] = {
'pipeline' : pipeline,
'webRtcEndpoint' : webRtcEndpoint

}
return callback (null, sdpAnswer);

1) i

webRtcEndpoint .gatherCandidates (function (error) {

if (error) {
return callback (error);

function createMediaElements (pipeline, ws, callback) {
pipeline.create ('WebRtcEndpoint', function (error, webRtcEndpoint) {

if (error) {
return callback (error);

return callback (null, webRtcEndpoint);
1)

function connectMediaElements (webRtcEndpoint, faceOverlayFilter, callback) {
webRtcEndpoint.connect (faceOverlayFilter, function(error) {

if (error) {
return callback (error);

faceOverlayFilter.connect (webRtcEndpoint, function(error) {

if (error) {
return callback (error);

return callback (null);

As of Kurento Media Server 6.0, the WebRTC negotiation is done by exchanging /CE candidates between the WebRTC
peers. To implement this protocol, the webRt cEndpoint receives candidates from the clientin OnIceCandidate
function. These candidates are stored in a queue when the webRtcEndpoint is not available yet. Then these
candidates are added to the media element by calling to the addIceCandidate method.

var candidatesQueue = {};

(continues on next page)
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function onIceCandidate (sessionId, _candidate) {

var candidate = kurento.getComplexType ('IceCandidate') (_candidate);
if (sessions[sessionId]) {

console.info('Sending candidate'");

var webRtcEndpoint = sessions[sessionId].webRtcEndpoint;

webRtcEndpoint.addIceCandidate (candidate) ;
}
else {
console.info ('Queueing candidate');
if (!candidatesQueue[sessionId]) {
candidatesQueue[sessionId] = [];
}

candidatesQueue[sessionId] .push (candidate) ;

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js to
simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript WebRTC
utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this applica-
tion. These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we
can see the creation of the WebSocket (variable ws) in the path /magicmirror. Then, the onmessage listener
of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there are three
incoming messages to client: startResponse, error, and iceCandidate. Convenient actions are taken to
implement each step in the communication.

var ws = new WebSocket ('ws://' + location.host + '/magicmirror');
var webRtcPeer;

const I_CAN_START = 0;
const I_CAN_STOP = 1;

const I_AM STARTING 2;

[...]

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM_STARTING) {
setState (I_CAN_START) ;
}
onError ('Error message from server: ' + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate)

(continues on next page)
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break;
default:
if (state == I_AM_STARTING) {
setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

In the function start the method WebRt cPeer .WebRtcPeerSendrecv of kurento-utils.js is used to create the
webRtcPeer object, which is used to handle the WebRTC communication.

videoInput = document.getElementById('videoInput');
videoOutput = document.getElementById('videoOutput');

function start () {
console.log('Starting video call ...")

// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput) ;

console.log('Creating WebRtcPeer and generating local sdp offer ...');

var options = {
localvVideo: videoInput,
remoteVideo: videoOutput,
onicecandidate : onIceCandidate

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function(error) {
if (error) return onError (error);
this.generateOffer (onOffer);

1)

function onIceCandidate (candidate) {
console.log('Local candidate' + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate

i

sendMessage (message) ;

function onOffer (error, offerSdp) {
if (error) return onError (error);

console.info ('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',

sdpOffer : offerSdp

(continues on next page)
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sendMessage (message) ;

Dependencies

Server-side dependencies of this demo are managed using npm. Our main dependency is the Kurento Client JavaScript
(kurento-client). The relevant part of the package.json file for managing this dependency is:

"dependencies": {

[...]

"kurento-client" : "6.12.0"

At the client side, dependencies are managed using Bower. Take a look to the bower.json file and pay attention to the
following section:

"dependencies": {

[...]
"kurento-utils" : "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at npm and Bower.

6.3 RTP Receiver

This web application showcases reception of an incoming RTP or SRTP stream, and playback via a WebRTC connec-
tion.

6.3.1 Kurento Java Tutorial - RTP Receiver

This web application consists of a simple RTP stream pipeline: an RtpEndpoint is configured in KMS to listen for one
incoming video stream. This stream must be generated by an external program. Visual feedback is provided in this
page, by connecting the RtpEndpoint to a WebRtcEndpoint in receive-only mode.

The Java Application Server connects to all events emitted from KMS and prints log messages for each one, so this
application is also a good reference to understand what are those events and their relationship with how KMS works.
Check Endpoint Events for more information about events that can be emitted by KMS.

Note: This application uses HTTPS. It will work fine is you run it in 1ocalhost and accept a security exception in
the browser, but you should secure your application if running remotely. For more info, check Configure a Java server
to use HTTPS.

Quick start

Follow these steps to run this demo application:

1. Install and run Kurento Media Server: Installation Guide.
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2. Install Java JDK and Maven:

sudo apt-get update
sudo apt-get install default-jdk maven

3. Run these commands:

git clone https://github.com/Kurento/kurento-tutorial-java.git

cd kurento-tutorial-java/kurento-rtp-receiver/

git checkout 6.11.0

mvn -U clean spring-boot:run -Dkms.url=ws://localhost:8888/kurento

Open the demo page with a WebRTC-compliant browser (Chrome, Firefox): https://localhost:8443/
Click on Start to begin the demo.

Copy the KMS IP and Port values to the external streaming program.

N o A

As soon as the external streaming program starts sending RTP packets to the IP and Port where KMS is listening
for incoming data, the video should appear in the page.

8. Click on Stop to finish the demo.

Understanding this example
To implement this behavior we have to create a Media Pipeline, composed of an RtpEndpoint and a WebRtcEnd-
point. The former acts as an RTP receiver, and the later is used to show the video in the demo page.

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier.

To communicate these entities, two WebSockets channels are used:

1. A WebSocket is created between the Application Server and the browser client, to implement a custom signaling
protocol.

2. Another WebSocket is used to perform the communication between the Application Server and the Kurento
Media Server. For this, the Application Server uses the Kurento Java Client library. This communication takes
place using the Kurento Protocol (see Kurento Protocol).

The complete source code for this tutorial can be found in GitHub.
Application Server Logic

This demo has been developed using Java in the server side, based on the Spring Boot framework, which embeds a
Tomcat web server within the resulting program, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

This graph shows the class diagram of the Application Server:

Fig. 20: Server-side class diagram of the Application Server
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Client-Side Logic
We use a specific Kurento JavaScript library called kurento-utils.js to simplify the WebRTC interaction between

browser and application server. This library depends on adapter.js, which is a JavaScript WebRTC utility maintained
by Google that abstracts away browser differences.

These libraries are linked in the index.html page, and are used in the index.js file.

6.4 WebRTC One-To-Many broadcast

Video broadcasting for WebRTC. One peer transmits a video stream and N peers receive it.

6.4.1 Java - One to many video call

This web application consists of a one-to-many video call using WebRTC technology. In other words, it is an imple-
mentation of a video broadcasting web application.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-one2many-call

git checkout 6.11.0

mvn -U clean spring-boot:run

The web application starts on port 8443 in the localhost by default. Therefore, open the URL https://localhost:8443/
in a WebRTC compliant browser (Chrome, Firefox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms.url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Understanding this example

There will be two types of users in this application: 1 peer sending media (let’s call it Presenter) and N peers receiving
the media from the Presenter (let’s call them Viewers). Thus, the Media Pipeline is composed by 1+N interconnected
WebRtcEndpoints. The following picture shows an screenshot of the Presenter’s web GUI:
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Fig. 21: One to many video call screenshot
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To implement this behavior we have to create a Media Pipeline composed by 1+N WebRtcEndpoints. The Presenter
peer sends its stream to the rest of the Viewers. Viewers are configured in receive-only mode. The implemented media
pipeline is illustrated in the following picture:

Master WebRtcEndpoint Viewer WebRtcEndpoint

WebRTC

Fig. 22: One to many video call Media Pipeline

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier. To communicate these entities two WebSockets are used. First, a WebSocket is created between client and
server-side to implement a custom signaling protocol. Second, another WebSocket is used to perform the communi-
cation between the Kurento Java Client and the Kurento Media Server. This communication is implemented by the
Kurento Protocol. For further information, please see this page.

Client and application server communicate using a signaling protocol based on JSON messages over WebSocket ‘s.
The normal sequence between client and server is as follows:

1. A Presenter enters in the system. There must be one and only one Presenter at any time. For that, if a Presenter
has already present, an error message is sent if another user tries to become Presenter.

2. N Viewers connect to the presenter. If no Presenter is present, then an error is sent to the corresponding Viewer.
3. Viewers can leave the communication at any time.

4. When the Presenter finishes the session each connected Viewer receives an stopCommunication message and also
terminates its session.

We can draw the following sequence diagram with detailed messages between clients and server:

As you can see in the diagram, SDP and /CE candidates need to be exchanged between client and server to establish the
WebRTC connection between the Kurento client and server. Specifically, the SDP negotiation connects the WebRtcPeer
in the browser with the WebRtcEndpoint in the server. The complete source code of this demo can be found in GitHub.

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
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example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. We chose Spring Boot for convenience.

In the following, figure you can see a class diagram of the server side code:

One2ManyCalld pp

CallHandler |[—3»f KurentoClient

Usersession

Fig. 24: Server-side class diagram of the One2Many app

The main class of this demo is named One2ManyCallApp. As you can see, the KurentoClient is instantiated in this
class as a Spring Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities
to your applications. In this instantiation we see that a WebSocket is used to connect with Kurento Media Server, by
default in the localhost and listening in the port 8888.

@EnableWebSocket
@SpringBootApplication
public class One2ManyCallZApp implements WebSocketConfigurer {

@Bean
public CallHandler callHandler () {
return new CallHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (callHandler (), "/call");

public static void main (String[] args) throws Exception ({
new SpringApplication (One2ManyCallApp.class) .run(args);
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This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with server by means of requests and responses. Specifically, the main app class implements the interface
WebSocketConfigurer toregister a WebSocketHandler to process WebSocket requests in the path /call.

CallHandler class implements TextWebSocketHandler to handle text WebSocket requests. The central piece
of this class is the method handleTextMessage. This method implements the actions for requests, returning
responses through the WebSocket. In other words, it implements the server part of the signaling protocol depicted in
the previous sequence diagram.

In the designed protocol there are three different kind of incoming messages to the Server : presenter, viewer,
stop, and onIceCandidate. These messages are treated in the switch clause, taking the proper steps in each case.

public class CallHandler extends TextWebSocketHandler ({

private static final Logger log = LoggerFactory.getlLogger (CallHandler.class);
private static final Gson gson = new GsonBuilder () .create();

private final ConcurrentHashMap<String, UserSession> viewers = new_
—ConcurrentHashMap<String, UserSession>();

@Autowired
private KurentoClient kurento;

private MediaPipeline pipeline;
private UserSession presenterUserSession;

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message)
—~throws Exception ({
JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);
log.debug ("Incoming message from session '{}': {}", session.getId(),_
—JjsonMessage) ;

switch (jsonMessage.get ("id").getAsString()) {
case "presenter":
try {
presenter (session, JjsonMessage);
} catch (Throwable t) {
handleErrorResponse (t, session, "presenterResponse");
}
break;
case "viewer":
try {
viewer (session, jsonMessage);
} catch (Throwable t) {
handleErrorResponse (t, session, "viewerResponse");
}
break;
case "onIceCandidate": {
JsonObject candidate = jsonMessage.get ("candidate") .getAsJsonObject () ;

UserSession user = null;
if (presenterUserSession != null) {
if (presenterUserSession.getSession() == session) {
user = presenterUserSession;
} else {
user = viewers.get (session.getId());

(continues on next page)

82 Chapter 6. Kurento Tutorials


https://github.com/Kurento/kurento-tutorial-java/blob/master/kurento-one2many-call/src/main/java/org/kurento/tutorial/one2manycall/CallHandler.java

Kurento Documentation, Release 6.12.0

(continued from previous page)

}
if (user != null) {
IceCandidate cand = new IceCandidate (candidate.get ("candidate") .
—getAsString(),
candidate.get ("sdpMid") .getAsString (), candidate.get ("sdpMLineIndex
—") .getAsInt ());
user.addCandidate (cand) ;
}
break;
}
case "stop":
stop (session);
break;
default:
break;

private void handleErrorResponse (Throwable t, WebSocketSession session,
String responseld) throws IOException {
stop (session);
log.error (t.getMessage (), t);
JsonObject response = new JsonObiject () ;
response.addProperty ("id", responseld);
response.addProperty ("response", "rejected");
response.addProperty ("message", t.getMessage());
session.sendMessage (new TextMessage (response.toString()));

private synchronized void presenter (final WebSocketSession session, JsonObject,,
—jsonMessage) throws IOException {

private synchronized void viewer (final WebSocketSession session, JsonObject
—JjsonMessage) throws IOException {

private synchronized void stop (WebSocketSession session) throws IOException {

@Override
public void afterConnectionClosed (WebSocketSession session, CloseStatus status),,
—throws Exception ({
stop (session) ;

In the following snippet, we can see the presenter method. It creates a Media Pipeline and the WebRt cEndpoint
for presenter:

private synchronized void presenter (final WebSocketSession session, JsonObject,,
—JjsonMessage) throws IOException {

(continues on next page)
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if (presenterUserSession == null) {
presenterUserSession = new UserSession (session);

pipeline = kurento.createMediaPipeline();
presenterUserSession.setWebRtcEndpoint (new WebRtcEndpoint.Builder (pipeline) .

—build());

WebRtcEndpoint presenterWebRtc = presenterUserSession.getWebRtcEndpoint ();

presenterWebRtc.addIceCandidateFoundListener (new EventListener
—<IceCandidateFoundEvent> () {

@Override

public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");

response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {
synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));

}
} catch (IOException e) {
log.debug (e.getMessage ()) ;

}
)i

String sdpOffer = jsonMessage.getAsJsonPrimitive ("sdpOffer") .getAsString();
String sdpAnswer = presenterWebRtc.processOffer (sdpOffer);

JsonObject response = new JsonObject () ;
response.addProperty ("id", "presenterResponse");
response.addProperty ("response", "accepted");
response.addProperty ("sdpAnswer", sdpAnswer);

synchronized (session) {
presenterUserSession.sendMessage (response) ;

}
presenterWebRtc.gatherCandidates () ;

} else {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "presenterResponse");
response.addProperty ("response", "rejected");
response.addProperty ("message", "Another user is currently acting as sender._
—Try again later ...");
session.sendMessage (new TextMessage (response.toString()));

The viewer method is similar, but not he Presenter WebRtcEndpoint is connected to each of the viewers WebRt-
cEndpoints, otherwise an error is sent back to the client.

private synchronized void viewer (final WebSocketSession session, JsonObject

—JjsonMessage) throws IOException {
if (presenterUserSession == null || presenterUserSession.getWebRtcEndpoint () ==_

—null) {

(continues on next page)
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JsonObject response = new JsonObject () ;

response.addProperty ("id", "viewerResponse");
response.addProperty ("response", "rejected");
response.addProperty ("message", "No active sender now. Become sender or . Try,
—again later ...");
session.sendMessage (new TextMessage (response.toString()));
} else {
if (viewers.containsKey (session.getId())) {

JsonObject response = new JsonObject () ;
response.addProperty ("id", "viewerResponse");
response.addProperty ("response", "rejected");
response.addProperty ("message",
"You are already viewing in this session. Use a different browser to_
—add additional viewers.");

session.sendMessage (new TextMessage (response.toString()));
return;

}

UserSession viewer = new UserSession (session);

viewers.put (session.getId (), viewer);
String sdpOffer = jsonMessage.getAsJsonPrimitive ("sdpOffer").getAsString();
WebRtcEndpoint nextWebRtc = new WebRtcEndpoint.Builder (pipeline) .build();

nextWebRtc.addIceCandidateFoundListener (new EventListener
—<IceCandidateFoundEvent> () {

@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {
synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));
}
} catch (IOException e) {
log.debug (e.getMessage ());

}
)i

viewer.setWebRtcEndpoint (nextWebRtc) ;
presenterUserSession.getWebRtcEndpoint () .connect (nextWebRtc) ;
String sdpAnswer = nextWebRtc.processOffer (sdpOffer);

JsonObject response = new JsonObject () ;

response.addProperty ("id", "viewerResponse");
response.addProperty ("response", "accepted");
response.addProperty ("sdpAnswer", sdpAnswer);

synchronized (session) {
viewer.sendMessage (response) ;

}
nextWebRtc.gatherCandidates () ;
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Finally, the stop message finishes the communication. If this message is sent by the Presenter, a
stopCommunication message is sent to each connected Viewer:

private synchronized void stop (WebSocketSession session) throws IOException {
String sessionId = session.getId();

if (presenterUserSession != null && presenterUserSession.getSession().getId() .
—equals (sessionId)) |
for (UserSession viewer : viewers.values()) {

JsonObject response = new JsonObiject () ;
response.addProperty ("id", "stopCommunication");
viewer.sendMessage (response) ;

log.info ("Releasing media pipeline");

if (pipeline != null) {
pipeline.release();

}

pipeline = null;

presenterUserSession = null;

} else if (viewers.containsKey (sessionId)) {
if (viewers.get (sessionld) .getWebRtcEndpoint () != null) {
viewers.get (sessionld) .getWebRtcEndpoint () .release();

}

viewers.remove (sessionId) ;

Client-Side

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we
can see the creation of the WebSocket (variable ws) in the path /call. Then, the onmessage listener of the
WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there are four incoming
messages to client: presenterResponse, viewerResponse, iceCandidate, and stopCommunication
Convenient actions are taken to implement each step in the communication. For example, in the function presenter
the function WebRt cPeer .WebRtcPeerSendonly of kurento-utils.js is used to start a WebRTC communication.
Then, WebRtcPeer.WebRtcPeerRecvonly is used in the viewer function.

var ws = new WebSocket ('ws://' + location.host + '/call');

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {

case 'presenterResponse':
presenterResponse (parsedMessage) ;
break;

case 'viewerResponse':
viewerResponse (parsedMessage) ;
break;

(continues on next page)
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case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {

if (!error) return;
console.error ("Error adding candidate: " + error);
)i
break;

case 'stopCommunication':
dispose();
break;
default:
console.error ('Unrecognized message', parsedMessage);

function presenter () {
if (!webRtcPeer) {
showSpinner (video) ;

var options = {
localVvideo: video,
onicecandidate: onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendonly (options,
function (error) {
if (error) {
return console.error (error);
}

webRtcPeer.generateOffer (onOfferPresenter) ;
1) i

function viewer () {
if (!webRtcPeer) {
showSpinner (video) ;

var options = {
remoteVideo: video,
onicecandidate: onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerRecvonly (options,
function (error) {
if (error) {
return console.error (error);
}

this.generateOffer (onOffervViewer) ;
1)

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with webjars:
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<dependencies>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>

</dependency>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars</groupIld>
<artifactId>webjars-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupld>org.webjars.bower</groupIld>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1l.7</maven.compiler.source>

6.4.2 Node.js - One to many video call

This web application consists of a one-to-many video call using WebRTC technology. In other words, it is an imple-
mentation of a video broadcasting web application.

Note: This tutorial has been configurated for using https. Follow these instructions for securing your application.
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For the impatient: running this example

First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

Be sure to have installed Node.js and Bower in your system. In an Ubuntu machine, you can install both as follows:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodeijs
sudo npm install -g bower

To launch the application, you need to clone the GitHub project where this demo is hosted, install it and run it:

git clone https://github.com/Kurento/kurento-tutorial-node.git
cd kurento-tutorial-node/kurento-one2many-call

git checkout 6.12.0

npm install

npm start

If you have problems installing any of the dependencies, please remove them and clean the npm cache, and try to
install them again:

rm —-r node_modules
npm cache clean

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the argument ws_uri to the
npm execution command, as follows:

’npm start —-- —--ws_uri=ws://kms_host:kms_port/kurento

In this case you need to use npm version 2. To update it you can use this command:

’sudo npm install npm -g

Understanding this example

There will be two types of users in this application: 1 peer sending media (let’s call it Presenter) and N peers receiving
the media from the Presenter (let’s call them Viewers). Thus, the Media Pipeline is composed by 1+N interconnected
WebRtcEndpoints. The following picture shows an screenshot of the Presenter’s web GUI:

To implement this behavior we have to create a Media Pipeline composed by 1+N WebRtcEndpoints. The Presenter
peer sends its stream to the rest of the Viewers. Viewers are configured in receive-only mode. The implemented media
pipeline is illustrated in the following picture:

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side we use the Kurento JavaScript Client in order to reach the Kurento Media
Server. All in all, the high level architecture of this demo is three-tier. To communicate these entities two WebSockets
are used. The first is created between the client browser and a Node.js application server to transport signaling mes-
sages. The second is used to communicate the Kurento JavaScript Client executing at Node.js and the Kurento Media
Server. This communication is implemented by the Kurento Protocol. For further information, please see this page.
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Fig. 25: One to many video call screenshot
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Fig. 26: One to many video call Media Pipeline
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Client and application server communicate using a signaling protocol based on JSON messages over WebSocket °s.
The normal sequence between client and server is as follows:

1. A Presenter enters in the system. There must be one and only one Presenter at any time. For that, if a Presenter
has already present, an error message is sent if another user tries to become Presenter.

2. N Viewers connect to the presenter. If no Presenter is present, then an error is sent to the corresponding Viewer.
3. Viewers can leave the communication at any time.

4. When the Presenter finishes the session each connected Viewer receives an stopCommunication message and also
terminates its session.

We can draw the following sequence diagram with detailed messages between clients and server:

As you can see in the diagram, SDP and /CE candidates need to be exchanged between client and server to establish the
WebRTC connection between the Kurento client and server. Specifically, the SDP negotiation connects the WebRtcPeer
in the browser with the WebRtcEndpoint in the server. The complete source code of this demo can be found in GitHub.

Application Server Logic

This demo has been developed using the express framework for Node.js, but express is not a requirement for Kurento.
The main script of this demo is server.js.

In order to communicate the JavaScript client and the Node application server a WebSocket is used. The incoming
messages to this WebSocket (variable ws in the code) are conveniently handled to implemented the signaling protocol
depicted in the figure before (i.e. messages presenter, viewer, stop, and onIceCandidate).

var ws = require('ws');

var wss = new ws.Server ({
server : server,
path : '/oneZ2many'
1) i

/*
* Management of WebSocket messages
*/

wss.on('connection', function (ws) {

var sessionlId = nextUniquelId();
console.log('Connection received with sessionId ' + sessionId);

ws.on('error', function (error) {
console.log('Connection ' + sessionId + ' error');
stop (sessionId);

b

ws.on('close', function() {
console.log('Connection ' + sessionId + ' closed');
stop (sessionId);

1)

ws.on ('message', function(_message) {
var message = JSON.parse (_message);
console.log('Connection ' + sessionId + ' received message ', message);

(continues on next page)
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(continued from previous page)

switch (message.id) {
case 'presenter':
startPresenter (sessionld, ws, message.sdpOffer, function(error, sdpAnswer) {
if (error) {
return ws.send(JSON.stringify ({
id 'presenterResponse’,
response 'rejected’',
message error
1)
}
ws.send (JSON.stringify ({
id 'presenterResponse’,
response 'accepted',
sdpAnswer sdpAnswer
)i
1)
break;
case 'viewer':
startViewer (sessionld, ws, message.sdpOffer, function(error, sdpAnswer) {

if {

(error)

return ws.send (JSON.stringify ({

id 'viewerResponse',
response 'rejected’,
message error

1))

WS
id 'viewe
response
sdpAnswer
P)) i
}) i
break;

case 'stop':

.send (JSON.stringify ({

rResponse’',
'accepted',
sdpAnswer

stop(sessionId) ;

break;

case

break;

default:

'onIceCandidate':
onIceCandidate (sessionId,

message.candidate) ;

ws.send (JSON.stringify ({

id
message

1))
break;

'error',

'Invalid message + message

In order to control the media capabilities provided by the Kurento Media Server, we need an instance of the Kuren-
toClient in the Node application server. In order to create this instance, we need to specify to the client library the
location of the Kurento Media Server. In this example, we assume it’s located at localhost listening in port 8888.
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var kurento = require('kurento-client');
var kurentoClient = null;

var argv = minimist (process.argv.slice(2), {
default: {
as_uri: 'https://localhost:8443/',
ws_uri: 'ws://localhost:8888/kurento’

function getKurentoClient (callback) {
if (kurentoClient !== null) {
return callback (null, kurentoClient);

kurento (argv.ws_uri, function(error, _kurentoClient) {
if (error) {

console.log("Could not find media server at address " + argv.ws_uri);
return callback ("Could not find media server at address" + argv.ws_uri
+ ". Exiting with error " + error);
}
kurentoClient = _kurentoClient;

callback (null, kurentoClient);
1)

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server. Our first
operation is to create a Media Pipeline, then we need to create the Media Elements and connect them. In this example,
we need a WebRtcEndpoint (in send-only mode) for the presenter connected to N WebRtcEndpoint (in receive-only
mode) for the viewers. These functions are called in the startPresenter and startViewer function, which is
fired when the presenter and viewer message are received respectively:

function startPresenter (sessionlId, ws, sdpOffer, callback) {
clearCandidatesQueue (sessionId) ;

if (presenter !== null) {
stop (sessionId);
return callback ("Another user is currently acting as presenter. Try again later

<~>...");

presenter = {
id : sessionId,
pipeline : null,
webRtcEndpoint : null

getKurentoClient (function (error, kurentoClient) {
if (error) {
stop (sessionId);
return callback (error);

(continues on next page)

94 Chapter 6. Kurento Tutorials




Kurento Documentation, Release 6.12.0

(continued from previous page)

if (presenter === null) {
stop (sessionId);

return

kurentoClient.create('MediaPipeline', function (error, pipeline) {
if (error) {
stop (sessionId);
return callback (error);

if (presenter === null) {
stop (sessionId);
return callback (noPresenterMessage) ;

presenter.pipeline = pipeline;
pipeline.create ('WebRtcEndpoint', function (error, webRtcEndpoint) {

if

if

presenter.webRtcEndpoint = webRtcEndpoint;

—candidate) ;

webRtcEndpoint .processOffer (sdpOffer, function(error, sdpAnswer) {

callback (noPresenterMessage) ;

(error) {
stop (sessionId);
return callback (error);

(presenter === null) {
stop (sessionId);
return callback (noPresenterMessage) ;

if (candidatesQueue[sessionId]) {
while (candidatesQueue[sessionId].length) {
var candidate = candidatesQueue[sessionId].shift();

webRtcEndpoint .addIceCandidate (candidate) ;

webRtcEndpoint.on ('OnIceCandidate', function (event) {
var candidate = kurento.getComplexType ('IceCandidate') (event.

ws.send (JSON.stringify ({
id : 'iceCandidate',
candidate : candidate
1))
)i

if (error) {
stop (sessionId);
return callback (error);

if (presenter === null) {
stop (sessionId);
return callback (noPresenterMessage) ;

(continues on next page)
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(continued from previous page)

callback (null, sdpAnswer);
)i

webRtcEndpoint.gatherCandidates (function (error) {
if (error) {
stop (sessionId) ;
return callback (error);

function startViewer (sessionld, ws, sdpOffer, callback) {
clearCandidatesQueue (sessionId) ;

if (presenter === null) {
stop (sessionId);
return callback (noPresenterMessage) ;

presenter.pipeline.create ('WebRtcEndpoint', function(error, webRtcEndpoint) {
if (error) {
stop (sessionId);
return callback (error);

}

viewers[sessionId] = {
"webRtcEndpoint" : webRtcEndpoint,
"ws" : ws

}

if (presenter === null) {

stop (sessionId);
return callback (noPresenterMessage) ;

if (candidatesQueue[sessionId]) {
while (candidatesQueue[sessionId].length) {
var candidate = candidatesQueue[sessionId].shift();
webRtcEndpoint.addIceCandidate (candidate) ;

webRtcEndpoint.on ('OnlIceCandidate', function (event) ({
var candidate = kurento.getComplexType ('IceCandidate') (event.candidate);
ws.send (JSON.stringify ({
id : 'iceCandidate',
candidate : candidate
1))
1) i

webRtcEndpoint .processOffer (sdpOffer, function(error, sdpAnswer) {
if (error) {
stop (sessionId);
return callback (error);

(continues on next page)
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(continued from previous page)

if (presenter === null) {
stop (sessionId);
return callback (noPresenterMessage) ;

presenter.webRtcEndpoint.connect (webRtcEndpoint, function (error) {
if (error) {
stop (sessionId);
return callback (error);

if (presenter === null) {
stop (sessionId);
return callback (noPresenterMessage) ;

callback (null, sdpAnswer);
webRtcEndpoint .gatherCandidates (function (error) {
if (error) {
stop (sessionId);
return callback (error);

As of Kurento Media Server 6.0, the WebRTC negotiation is done by exchanging /CE candidates between the WebRTC
peers. To implement this protocol, the webRt cEndpoint receives candidates from the clientin OnIceCandidate
function. These candidates are stored in a queue when the webRtcEndpoint is not available yet. Then these
candidates are added to the media element by calling to the addIceCandidate method.

var candidatesQueue = {};

function onIceCandidate (sessionId, _candidate) {
var candidate = kurento.getComplexType ('IceCandidate') (_candidate);

if (presenter && presenter.id === sessionId && presenter.webRtcEndpoint) {
console.info ('Sending presenter candidate');
presenter.webRtcEndpoint .addIceCandidate (candidate);

}

else if (viewers[sessionId] && viewers[sessionId].webRtcEndpoint) {
console.info('Sending viewer candidate');
viewers[sessionId] .webRtcEndpoint.addIceCandidate (candidate);

}

else {
console.info ('Queueing candidate');
if (!candidatesQueue[sessionId]) {

candidatesQueue[sessionId] = [];

}

candidatesQueue[sessionId] .push (candidate);

(continues on next page)
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(continued from previous page)

function clearCandidatesQueue (sessionId) {
if (candidatesQueue[sessionId]) {
delete candidatesQueue[sessionId];

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js to
simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript WebRTC
utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this applica-
tion. These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we
can see the creation of the WebSocket (variable ws) in the path /one2many. Then, the onmessage listener of the
WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there are three incoming
messages to client: presenterResponse, viewerResponse,‘‘stopCommunication‘‘, and iceCandidate.
Convenient actions are taken to implement each step in the communication.

On the one hand, the function presenter uses the method WebRt cPeer.WebRtcPeerSendonly of kurento-
utils.js to start a WebRTC communication in send-only mode. On the other hand, the function viewer uses the
method WebRt cPeer.WebRtcPeerRecvonly of kurento-utils.js to start a WebRTC communication in receive-
only mode.

var ws = new WebSocket ('ws://' + location.host + '/oneZmany');
var webRtcPeer;

const I_CAN_START = 0;
const I_CAN_STOP = 1

[ ~.

const I_AM STARTING 2;

[...]

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'presenterResponse':
presenterResponse (parsedMessage) ;
break;
case 'viewerResponse':
viewerResponse (parsedMessage) ;
break;
case 'stopCommunication':
dispose();
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate)
break;
default:
console.error ('Unrecognized message', parsedMessage);

(continues on next page)
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(continued from previous page)

function presenterResponse (message) {

if (message.response != 'accepted') {

var errorMsg = message.message ? message.message

console.warn('Call not accepted for the following reason:

'Unknow error';
' + errorMsg);

dispose();

} else {
webRtcPeer.processAnswer (message.sdpAnswer) ;

function viewerResponse (message) {
if (message.response != 'accepted') {

var errorMsg = message.message ? message.message

console.warn('Call not accepted for the following reason:

'Unknow error';
' + errorMsg);

dispose () ;

} else {
webRtcPeer.processAnswer (message.sdpAnswer) ;

On the one hand, the function presenter uses the method WebRtcPeer.WebRtcPeerSendonly of kurento-
utils.js to start a WebRTC communication in send-only mode. On the other hand, the function viewer uses the
method WebRtcPeer.WebRtcPeerRecvonly of kurento-utils.js to start a WebRTC communication in receive-

only mode.

function presenter() {
if (!webRtcPeer) {
showSpinner (video) ;

var options = {
localvideo: video,
onicecandidate : onIceCandidate

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendonly (options,

—function (error) {
if (error) return onError (error);

this.generateOffer (onOfferPresenter);
)i

function onOfferPresenter (error, offerSdp) {
if (error) return onError (error);

var message = {
id : 'presenter',
sdpOffer : offerSdp
bi
sendMessage (message) ;

function viewer () {
if (!webRtcPeer) {
showSpinner (video) ;

(continues on next page)
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var options = {
remoteVideo: video,
onicecandidate : onIceCandidate

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerRecvonly (options,
—function (error) {
if (error) return onError (error);

this.generateOffer (onOfferViewer);
1)

function onOfferViewer (error, offerSdp) {
if (error) return onError (error)

var message = {
id : 'viewer',
sdpOffer : offerSdp
}

sendMessage (message) ;

Dependencies

Server-side dependencies of this demo are managed using n#pm. Our main dependency is the Kurento Client JavaScript
(kurento-client). The relevant part of the package.json file for managing this dependency is:

"dependencies": {

[...]

"kurento-client" : "6.12.0"

At the client side, dependencies are managed using Bower. Take a look to the bower.json file and pay attention to the
following section:

"dependencies": {

[...]
"kurento-utils" : "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at npm and Bower.

6.5 WebRTC One-To-One video call

This web application is a videophone (call one to one) based on WebRTC.
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6.5.1 Java - One to one video call

This web application consists of a one-to-one video call using WebRTC technology. In other words, this application
provides a simple video softphone.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-one2one-call

git checkout 6.11.0

mvn -U clean spring-boot:run

The web application starts on port 8443 in the localhost by default. Therefore, open the URL https://localhost:8443/
in a WebRTC compliant browser (Chrome, Firefox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms . url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Understanding this example

The following picture shows an screenshot of this demo running in a web browser:

The interface of the application (an HTML web page) is composed by two HTMLS video tags: one for the local stream
and other for the remote peer stream). If two users, A and B, are using the application, the media flow goes this way:
The video camera stream of user A is sent to the Kurento Media Server, which sends it to user B. In the same way, B
sends to Kurento Media Server, which forwards it to A. This means that KMS is providing a B2B (back-to-back) call
service.

To implement this behavior, create sa Media Pipeline composed by two WebRtC endpoints connected in B2B. The
implemented media pipeline is illustrated in the following picture:

The client and the server communicate through a signaling protocol based on JSON messages over WebSocket ‘s. The
normal sequence between client and server would be as follows:

1. User A is registered in the server with his name
2. User B is registered in the server with her name
3. User A wants to call to User B

4. User B accepts the incoming call

5. The communication is established and media is flowing between User A and User B

6.5. WebRTC One-To-One video call 101



/features/security.html#configure-java-applications-to-use-https
https://localhost:8443/

Kurento Documentation, Release 6.12.0

@ Kutenbe Tuloid 223 =
- &

Tutorial 4: Video Call 1 to 1 with WebRTC

Thish wlts gt Sfriiiti &% 51 Osd 1 0 vtk el Laiire WRBRITC, IR S wirdhi, Il applition B 1rmillar 15 5 pharss Bt Sl with vides, They Modta Pigeniess B corgeiasd by
By ipderoorrecied WebfcEndpands. To fon Bes derrd lofiow Teds iepa

R P o - P o

bocathout 5080

B Oty Wk Sty w8 Bimirity’ vl wet™ Wb Rl TG (Chvow, Fieeion)

Ty i v iy ot ol Akaewo ] i D Fhepiaer

I 3 Egrnt machired (o 3 AFprond Lal i B 1 browa | olow T BT oAt 1o PO SN0t U,

Ty B ey ol B i 15 e el i B il gy i i (0l

Geand o BO0eaa 1 e Larrer s Bl Secraphans b bodh viers. Aler B S0P negotaton P oormrmurealon thould sl
T cale rbat el @C0BDE T in0emin) il [y @ ConlrTmation disiog )

Clck on Bop o Srinh B commricaton

R e R

£ 14 Kurerin

1=

T— W Haeu&

By i Ll

Fig. 28: One to one video call screenshot

WebRtcEndpoint WebRtcEndpoint

Fig. 29: One to one video call Media Pipeline
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6. One of the users finishes the video communication

The detailed message flow in a call are shown in the picture below:
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Fig. 30: One to many one call signaling protocol

As you can see in the diagram, SDP and /CE candidates need to be interchanged between client and server to estab-
lish the WebRTC connection between the Kurento client and server. Specifically, the SDP negotiation connects the
WebRtcPeer in the browser with the WebRtcEndpoint in the server.

The following sections describe in detail the server-side, the client-side, and how to run the demo. The complete
source code of this demo can be found in GitHub.
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Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. We have choose Spring Boot for convenience.

In the following figure you can see a class diagram of the server side code:

One20neCallApp

UseRegistry CalHandler |—3» KurentoClient CallMediaPipeline

Usersession

Fig. 31: Server-side class diagram of the one to one video call app

The main class of this demo is named One2OneCallApp. As you can see, the KurentoClient is instantiated in this
class as a Spring Bean.

@EnableWebSocket
@SpringBootApplication
public class One20neCallZpp implements WebSocketConfigurer {

@Bean
public CallHandler callHandler () {
return new CallHandler () ;

}

@Bean
public UserRegistry registry () {
return new UserRegistry();

}

@Bean

public KurentoClient kurentoClient () {
return KurentoClient.create();

}

(continues on next page)
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public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) |
registry.addHandler (callHandler (), "/call");

public static void main (String[] args) throws Exception {
new SpringApplication (One20neCallApp.class) .run(args);

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with server by means of requests and responses. Specifically, the main app class implements the interface
WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path /call.

CallHandler class implements TextWebSocketHandler to handle text WebSocket requests. The central piece
of this class is the method handleTextMessage. This method implements the actions for requests, returning
responses through the WebSocket. In other words, it implements the server part of the signaling protocol depicted in
the previous sequence diagram.

In the designed protocol there are five different kind of incoming messages to the application server: register,
call, incomingCallResponse, onIceCandidate and stop. These messages are treated in the switch
clause, taking the proper steps in each case.

public class CallHandler extends TextWebSocketHandler ({

private static final Logger log = LoggerFactory.getlLogger (CallHandler.class);
private static final Gson gson = new GsonBuilder () .create();

private final ConcurrentHashMap<String, CallMediaPipeline> pipelines = new_
—ConcurrentHashMap<String, CallMediaPipeline>();

@Autowired
private KurentoClient kurento;

@Autowired
private UserRegistry registry;

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message)
—~throws Exception {
JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);

UserSession user = registry.getBySession (session);
if (user != null) {
log.debug ("Incoming message from user '{}': {}", user.getName(), .
—JjsonMessage) ;
} else {

log.debug ("Incoming message from new user: {}", jsonMessage);

switch (jsonMessage.get ("id").getAsString()) {
case "register":
try |
register (session, jsonMessage);
} catch (Throwable t) {
handleErrorResponse (t, session, "registerResponse");

(continues on next page)
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}
break;
case "call":
try {
call (user, jsonMessage);
} catch (Throwable t) {
handleErrorResponse (t, session, "callResponse");
}
break;
case "incomingCallResponse":
incomingCallResponse (user, JjsonMessage) ;
break;
case "onIceCandidate": {
JsonObject candidate = jsonMessage.get ("candidate") .getAsJdsonObject ();
if (user != null) {
IceCandidate cand = new IceCandidate (candidate.get ("candidate").
—getAsString(),
candidate.get ("sdpMid") .getAsString (), candidate.get ("sdpMLineIndex
—").getAsInt ());
user.addCandidate (cand) ;
}
break;
}
case "stop":
stop (session) ;
break;
default:
break;

private void handleErrorResponse (Throwable t, WebSocketSession session,
String responseld) throws IOException {
stop (session);
log.error (t.getMessage (), t);
JsonObject response = new JsonObject () ;
response.addProperty ("id", responseld);
response.addProperty ("response", "rejected");
response.addProperty ("message", t.getMessagel());
session.sendMessage (new TextMessage (response.toString()));

private void register (WebSocketSession session, JsonObject jsonMessage) throws
—IOException {

private void call (UserSession caller, JsonObject jsonMessage) throws IOException {

private void incomingCallResponse (final UserSession callee, JsonObject
—jsonMessage) throws IOException {

public void stop (WebSocketSession session) throws IOException {

(continues on next page)
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@Override
public void afterConnectionClosed (WebSocketSession session, CloseStatus status)
—~throws Exception {
stop (session);
registry.removeBySession (session);

In the following snippet, we can see the register method. Basically, it obtains the name attribute from register
message and check if there are a registered user with that name. If not, the new user is registered and an acceptance
message is sent to it.

private void register (WebSocketSession session, JsonObject jsonMessage) throws
—IOException {

String name = JjsonMessage.getAsJsonPrimitive ("name") .getAsString();
UserSession caller = new UserSession (session, name);
String responseMsg = "accepted";
if (name.isEmpty ()) {

responseMsg = "rejected: empty user name";
} else if (registry.exists(name)) {

responseMsg = "rejected: user '" + name + "' already registered";
} else {

registry.register (caller);

JsonObject response = new JsonObject () ;
response.addProperty ("id", "resgisterResponse");
response.addProperty ("response", responseMsqg) ;
caller.sendMessage (response) ;

In the call method, the server checks if there is a registered user with the name specified in t o message attribute,
and sends an incomingCall message. If there is no user with that name, a cal1Response message is sent to
caller rejecting the call.

private void call (UserSession caller, JsonObject jsonMessage) throws IOException {
String to = jsonMessage.get ("to").getAsString();
String from = JjsonMessage.get ("from").getAsString();
JsonObject response = new JsonObject () ;

if (registry.exists(to)) {
UserSession callee = registry.getByName (to);
caller.setSdpOffer (jsonMessage.getAsJsonPrimitive ("sdpOffer") .getAsString());
caller.setCallingTo (to);

response.addProperty ("id", "incomingCall");
response.addProperty ("from", from);

callee.sendMessage (response) ;
callee.setCallingFrom (from) ;
} else {

(continues on next page)
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response.addProperty ("id", "callResponse");
response.addProperty ("response", "rejected: user '" + to + "' is not registered

=");

caller.sendMessage (response) ;

The st op method ends the video call. It can be called both by caller and callee in the communication. The result is
that both peers release the Media Pipeline and ends the video communication:

public void stop (WebSocketSession session) throws IOException {
String sessionId = session.getId();
if (pipelines.containsKey (sessionId)) {
pipelines.get (sessionld) .release();
CallMediaPipeline pipeline = pipelines.remove (sessionId);
pipeline.release();

// Both users can stop the communication. A 'stopCommunication'
// message will be sent to the other peer.
UserSession stopperUser = registry.getBySession(session);

if (stopperUser != null) {
UserSession stoppedUser = (stopperUser.getCallingFrom() != null)
? registry.getByName (stopperUser.getCallingFrom())
stopperUser.getCallingTo () != null
? registry.getByName (stopperUser.getCallingTo())
null;
if (stoppedUser != null) {

JsonObject message = new JsonObiject () ;
message.addProperty ("id", "stopCommunication");
stoppedUser.sendMessage (message) ;
stoppedUser.clear () ;

}

stopperUser.clear () ;

In the incomingCallResponse method, if the callee user accepts the call, it is established and the me-
dia elements are created to connect the caller with the callee in a B2B manner. Basically, the server creates a
CallMediaPipeline object, to encapsulate the media pipeline creation and management. Then, this object is
used to negotiate media interchange with user’s browsers.

The negotiation between WebRTC peer in the browser and WebRtcEndpoint in Kurento Media Server is made
by means of SDP generation at the client (offer) and SDP generation at the server (answer). The SDP an-
swers are generated with the Kurento Java Client inside the class CallMediaPipeline (as we see in a mo-
ment). The methods used to generate SDP are generateSdpAnswerForCallee (calleeSdpOffer) and
generateSdpAnswerForCaller (callerSdpOffer):

private void incomingCallResponse (final UserSession callee, JsonObject jsonMessage)
—throws IOException {

String callResponse = jsonMessage.get ("callResponse").getAsString();
String from = jsonMessage.get ("from").getAsString();
final UserSession calleer = registry.getByName (from) ;

(continues on next page)
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String to = calleer.getCallingTo () ;

if ("accept".equals(callResponse)) {
log.debug ("Accepted call from '{}' to '"{}'", from, to);

CallMediaPipeline pipeline = null;

try {
pipeline = new CallMediaPipeline (kurento);
pipelines.put (calleer.getSessionlId(), pipeline);
pipelines.put (callee.getSessionId(), pipeline);

String calleeSdpOffer = jsonMessage.get ("sdpOffer").getAsString();
callee.setWebRtcEndpoint (pipeline.getCalleeWebRtcEP ());
pipeline.getCalleeWebRtcEP () .addIceCandidateFoundListener (new EventListener
—<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils.toJsonObject (event.
—getCandidate()));
try {
synchronized (callee.getSession()) {
callee.getSession () .sendMessage (new TextMessage (response.
—toString()));

}
} catch (IOException e) {
log.debug (e.getMessage());

}
)i

String calleeSdpAnswer = pipeline.generateSdpAnswerForCallee (calleeSdpOffer);

String callerSdpOffer = registry.getByName (from) .getSdpOffer();

calleer.setWebRtcEndpoint (pipeline.getCallerWebRtcEP () ) ;

pipeline.getCallerWebRtcEP () .addIceCandidateFoundListener (new EventListener
—»<IceCandidateFoundEvent> () {

@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils.toJsonObject (event.
—getCandidate()));
try {
synchronized (calleer.getSession()) {
calleer.getSession () .sendMessage (new TextMessage (response.
—toString()));

}
} catch (IOException e) {
log.debug (e.getMessage());

}
)i

String callerSdpAnswer = pipeline.generateSdpAnswerForCaller (callerSdpOffer);

(continues on next page)
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JsonObject startCommunication = new JsonObject () ;
startCommunication.addProperty ("id", "startCommunication");
startCommunication.addProperty ("sdpAnswer", calleeSdpAnswer) ;
synchronized (callee) {

callee.sendMessage (startCommunication) ;

pipeline.getCalleeWebRtcEP () .gatherCandidates () ;

JsonObject response = new JsonObiject ();
response.addProperty ("id", "callResponse");
response.addProperty ("response", "accepted");
response.addProperty ("sdpAnswer", callerSdpAnswer) ;

synchronized (calleer) {
calleer.sendMessage (response) ;

pipeline.getCallerWebRtcEP () .gatherCandidates();

} catch (Throwable t) {
log.error (t.getMessage (), t);

if (pipeline != null) {
pipeline.release();

pipelines.remove (calleer.getSessionId());
pipelines.remove (callee.getSessionId());

JsonObject response = new JsonObiject ();
response.addProperty ("id", "callResponse");
response.addProperty ("response", "rejected");
calleer.sendMessage (response) ;

response = new JsonObject () ;
response.addProperty ("id", "stopCommunication");
callee.sendMessage (response) ;

} else {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "callResponse");
response.addProperty ("response", "rejected");
calleer.sendMessage (response) ;

The media logic in this demo is implemented in the class CallMediaPipeline. As you can see, the media pipeline
of this demo is quite simple: two WebRtcEndpoint elements directly interconnected. Please take note that the
WebRtcEndpoints need to be connected twice, one for each media direction.

public class CallMediaPipeline ({

private MediaPipeline pipeline;

(continues on next page)
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private WebRtcEndpoint callerWebRtcEP;
private WebRtcEndpoint calleeWebRtcEP;

public CallMediaPipeline (KurentoClient kurento) {
try {
this.pipeline = kurento.createMediaPipeline();
this.callerWebRtcEP = new WebRtcEndpoint.Builder (pipeline) .build() ;
this.calleeWebRtcEP = new WebRtcEndpoint.Builder (pipeline) .build() ;

this.callerWebRtcEP.connect (this.calleeWebRtcEP) ;
this.calleeWebRtcEP.connect (this.callerWebRtcEP) ;
} catch (Throwable t) {
if (this.pipeline != null) {
pipeline.release();

public String generateSdpAnswerForCaller (String sdpOffer) {
return callerWebRtcEP.processOffer (sdpOffer);

public String generateSdpAnswerForCallee (String sdpOffer) {
return calleeWebRtcEP.processOffer (sdpOffer);

public void release () {
if (pipeline != null) {
pipeline.release () ;

public WebRtcEndpoint getCallerWebRtcEP () {
return callerWebRtcEP;

public WebRtcEndpoint getCalleeWebRtcEP () {
return calleeWebRtcEP;

In this class we can see the implementation of methods generateSdpAnswerForCaller and
generateSdpAnswerForCallee. These methods delegate to WebRtc endpoints to create the appropriate
answer.

Client-Side

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js.
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In the following snippet we can see the creation of the WebSocket (variable ws) in the path /call. Then, the
onmessage listener of the WebSocket is used to implement the JSON signaling protocol in the client-side. No-
tice that there are five incoming messages to client: resgisterResponse, callResponse, incomingCall,
iceCandidate and startCommunication. Convenient actions are taken to implement each step in the com-
munication. For example, in functions call and incomingCall (for caller and callee respectively), the function
WebRtcPeer.WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('ws://' + location.host + '/call');

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'resgisterResponse':
resgisterResponse (parsedMessage) ;
break;
case 'callResponse':
callResponse (parsedMessage) ;
break;
case 'incomingCall':
incomingCall (parsedMessage) ;
break;
case 'startCommunication':
startCommunication (parsedMessage) ;
break;
case 'stopCommunication':
console.info ("Communication ended by remote peer");
stop (true);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (!error) return;
console.error ("Error adding candidate: " + error);
}) i
break;
default:
console.error ('Unrecognized message', parsedMessage);

function incomingCall (message) {
//If bussy just reject without disturbing user
if (callState != NO_CALL) {
var response = {
id : 'incomingCallResponse',
from : message.from,
callResponse : 'reject',
message : 'bussy'
}i
return sendMessage (response);

setCallState (PROCESSING_CALL);
if (confirm('User ' + message.from
+ ' is calling you. Do you accept the call?')) {
showSpinner (videoInput, videoOutput);

(continues on next page)
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from = message.from;

var options = {
localvVideo: wvideoInput,
remoteVideo: videoOutput,
onicecandidate: onIceCandidate,
onerror: onError

}

webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error) {
return console.error (error);
}
webRtcPeer.generateOffer (onOfferIncomingCall);

)i

} else {
var response = {
id : 'incomingCallResponse',
from : message.from,
callResponse : 'reject',
message : 'user declined’

}i
sendMessage (response) ;
stop () ;

function call () {

if (document.getElementById('peer') .value == "") {
window.alert ("You must specify the peer name");
return;

}
setCallState (PROCESSING_CALL) ;

showSpinner (videoInput, videoOutput);

var options = {
localvideo: videoInput,
remoteVideo: videoOutput,
onicecandidate: onIceCandidate,
onerror: onError
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error) {
return console.error (error);

}
webRtcPeer.generateOffer (onOfferCall);

1)

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with webjars:
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<dependencies>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>

</dependency>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars</groupIld>
<artifactId>webjars-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupld>org.webjars.bower</groupIld>
<artifactId>draggabilly</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1.7</maven.compiler.source>

6.5.2 Node.js - One to one video call

This web application consists of a one-to-one video call using WebRTC technology. In other words, this application
provides a simple video softphone.

Note: This tutorial has been configurated for using https. Follow these instructions for securing your application.
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For the impatient: running this example

First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

Be sure to have installed Node.js and Bower in your system. In an Ubuntu machine, you can install both as follows:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodeijs
sudo npm install -g bower

To launch the application, you need to clone the GitHub project where this demo is hosted, install it and run it:

git clone https://github.com/Kurento/kurento-tutorial-node.git
cd kurento-tutorial-node/kurento-one2one-call

git checkout 6.12.0

npm install

npm start

If you have problems installing any of the dependencies, please remove them and clean the npm cache, and try to
install them again:

rm —-r node_modules
npm cache clean

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the argument ws_uri to the
npm execution command, as follows:

’npm start —-- —--ws_uri=ws://kms_host:kms_port/kurento

In this case you need to use npm version 2. To update it you can use this command:

’sudo npm install npm -g

Understanding this example

The following picture shows an screenshot of this demo running in a web browser:

The interface of the application (an HTML web page) is composed by two HTMLS5 video tags: one for the local stream
and other for the remote peer stream). If two users, A and B, are using the application, the media flow goes this way:
The video camera stream of user A is sent to the Kurento Media Server, which sends it to user B. In the same way, B
sends to Kurento Media Server, which forwards it to A. This means that KMS is providing a B2B (back-to-back) call
service.

To implement this behavior create a Media Pipeline composed by two WebRtC endpoints connected in B2B. The
implemented media pipeline is illustrated in the following picture:

The client and the server communicate through a signaling protocol based on JSON messages over WebSocket ‘s. The
normal sequence between client and application server logic is as follows:

1. User A is registered in the application server with his name
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Fig. 33: One to one video call Media Pipeline
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User B is registered in the application server with her name
User A issues a call to User B

User B accepts the incoming call

A

The communication is established and media flows between User A and User B
6. One of the users finishes the video communication

The detailed message flow in a call are shown in the picture below:

JavaScript Application Kurento
Client A ] Server Media Server

- id:register
USErI<USeEname-asx

idiregisterRasponse
TEIPOnIG: Jtt{l?h}ﬂ

Peer registered *

pesponse: rejected
massage!<description>

- | JavaScript
- fd:call . ClientB J

from: <username-a>
Lo <usern ami-be
sdpoffor <sdp> Kurento Prodocol Messages
> [FSOM over WebSocket)
id: incemingCall
from: <use rnamkd-ax
id: incomingtallResponse
Eromi<0se rname-h>
response: accepted
sdpoffer: <sdp>
o
ALT | id:callResponse idrstartCommunication
response: accepted sdphnawer : <sdp>
Peer calls spAnswer s <sdps>
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: s candidate :<cand idate>
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~ Media Traffic

id:callResponse
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e id:atop
communication

id:stopCommunication

'
L »
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Fig. 34: One to many one call signaling protocol

As you can see in the diagram, SDP and /CE candidates need to be exchanged between client and server to establish the
WebRTC connection between the Kurento client and server. Specifically, the SDP negotiation connects the WebRtcPeer
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in the browser with the WebRtcEndpoint in the server. The complete source code of this demo can be found in GitHub.

Application Server Logic

This demo has been developed using the express framework for Node.js, but express is not a requirement for Kurento.
The main script of this demo is server.js.

In order to communicate the JavaScript client and the Node application server a WebSocket is used. The incom-
ing messages to this WebSocket (variable ws in the code) are conveniently handled to implemented the signaling
protocol depicted in the figure before (i.e. messages register, call, incomingCallResponse, stop, and
onIceCandidate).

var ws = require('ws');
[...]
var wss = new ws.Server ({
server : server,
path : '/oneZone'

wss.on ('connection', function (ws) {
var sessionId = nextUniqueId();
console.log('Connection received with sessionId ' + sessionId);

ws.on('error', function (error) {
console.log('Connection ' + sessionId +

' error');

stop (sessionId);

)i

ws.on('close', function() {
console.log('Connection ' + sessionId + ' closed');
stop (sessionId);
userRegistry.unregister (sessionId);

1)

ws.on ('message', function (_message) {
var message = JSON.parse (_message);
console.log('Connection ' + sessionId +

received message ', message);

switch (message.id) {

case 'register':
register (sessionlId, message.name, Wws);
break;

case 'call':
call (sessionlId, message.to, message.from, message.sdpOffer);
break;

case 'incomingCallResponse':
incomingCallResponse (sessionlId, message.from, message.callResponse,
—message.sdpOffer, ws);
break;

case 'stop':
stop (sessionId);
break;

(continues on next page)
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(continued from previous page)

case 'onIceCandidate':
onIceCandidate (sessionlId, message.candidate);
break;

default:
ws.send (JSON.stringify ({
id : 'error',
message : 'Invalid message ' + message

1))
break;

In order to perform a call, each user (the caller and the callee) must be register in the system. For this reason, in the
server-side there is a class named UserRegistry to store and locate users. Then, the register message fires the
execution of the following function:

// Represents registrar of users

function UserRegistry () {
this.usersById = {};
this.usersByName = {};

UserRegistry.prototype.register = function (user) {
this.usersById[user.id] = user;
this.usersByName [user.name] = user;

UserRegistry.prototype.unregister = function(id) {
var user = this.getById(id);
if (user) delete this.usersById[id]
if (user && this.getByName (user.name)) delete this.usersByName [user.name];

UserRegistry.prototype.getById = function (id) {
return this.usersById[id];

UserRegistry.prototype.getByName = function (name) {
return this.usersByName[name];

UserRegistry.prototype.removeById = function (id) {
var userSession = this.usersById[id];
if (!userSession) return;
delete this.usersById[id];
delete this.usersByName[userSession.name];

function register(id, name, ws, callback) {
function onError (error) {
ws.send (JSON.stringify ({id:'registerResponse', response : 'rejected ',

[

—message: error}));

(continues on next page)
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if (!'name) {
return onError ("empty user name");

if (userRegistry.getByName (name)) {
return onError ("User " + name + " is already registered");

userRegistry.register (new UserSession(id, name, ws));
try {

ws.send (JSON.stringify ({id: 'registerResponse', response: 'accepted'}));
} catch (exception) {

onError (exception) ;

In order to control the media capabilities provided by the Kurento Media Server, we need an instance of the Kuren-
toClient in the Node application server. In order to create this instance, we need to specify to the client library the
location of the Kurento Media Server. In this example, we assume it’s located at localhost listening in port 8888.

var kurento = require('kurento-client');
var kurentoClient = null;

var argv = minimist (process.argv.slice(2), {
default: {
as_uri: 'https://localhost:8443/',
ws_uri: 'ws://localhost:8888/kurento’

function getKurentoClient (callback) {
if (kurentoClient !== null) {
return callback (null, kurentoClient);

kurento (argv.ws_uri, function(error, _kurentoClient) {
if (error) {

console.log("Could not find media server at address " + argv.ws_uri);
return callback ("Could not find media server at address" + argv.ws_uri
+ ". Exiting with error " + error);
}
kurentoClient = _kurentoClient;

callback (null, kurentoClient);
1)

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server. Our first
operation is to create a Media Pipeline, then we need to create the Media Elements and connect them. In this example,
we need two WebRtcEndpoints, i.e. one peer caller and other one for the callee. This media logic is implemented in
the class CallMediaPipeline. Note that the WebRtcEndpoints need to be connected twice, one for each media
direction. This object is created in the function incomingCallResponse which is fired in the callee peer, after
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the caller executes the function call:

function call(callerId, to, from, sdpOffer) ({

clearCandidatesQueue (callerId);

var caller = userRegistry.getById(callerId);
var rejectCause = 'User ' + to + ' is not registered';
if (userRegistry.getByName (to)) {
var callee = userRegistry.getByName (to);
caller.sdpOffer = sdpOffer
callee.peer = from;
caller.peer = to;
var message = {
id: 'incomingCall',
from: from
i
try{
return callee.sendMessage (message) ;
} catch (exception) {

rejectCause = "Error " + exception;
}
}
var message = {
id: 'callResponse',
response: 'rejected: ',

message: rejectCause
bi
caller.sendMessage (message) ;

function incomingCallResponse (calleelId, from, callResponse, calleeSdp, ws)

clearCandidatesQueue (calleeId);

function onError (callerReason, calleeReason) {
if (pipeline) pipeline.release();
if (caller) {
var callerMessage = {
id: 'callResponse',
response: 'rejected'
}
if (callerReason) callerMessage.message = callerReason;
caller.sendMessage (callerMessage) ;

var calleeMessage = {
id: 'stopCommunication'
}i
if (calleeReason) calleeMessage.message = calleeReason;

callee.sendMessage (calleeMessage) ;

var callee = userRegistry.getById(calleeId);
if (!from || !'userRegistry.getByName (from)) {
return onError (null, 'unknown from = ' + from);

}

var caller = userRegistry.getByName (from) ;

if (callResponse === 'accept') {

(continues on next page)
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var pipeline = new CallMediaPipeline();
pipelines|[caller.id] = pipeline;
pipelines[callee.id] = pipeline;

pipeline.createPipeline(caller.id, callee.id, ws, function (error) {
if (error) {
return onError (error, error);

pipeline.generateSdpAnswer (caller.id, caller.sdpOffer, function(error,
—callerSdpAnswer) {
if (error) {
return onError (error, error);

pipeline.generateSdpAnswer (callee.id, calleeSdp, function(error,
—calleeSdpAnswer) {
if (error) {
return onError (error, error);

var message = {
id: 'startCommunication',
sdpAnswer: calleeSdpAnswer
}i
callee.sendMessage (message) ;

message = {
id: 'callResponse',
response : 'accepted',

sdpAnswer: callerSdpAnswer
}i
caller.sendMessage (message) ;
1)
1)
1) i

} else {
var decline = {
id: 'callResponse',
response: 'rejected',
message: 'user declined’

}i
caller.sendMessage (decline);

As of Kurento Media Server 6.0, the WebRTC negotiation is done by exchanging /CE candidates between the WebRTC
peers. To implement this protocol, the webRt cEndpoint receives candidates from the clientin OnIceCandidate
function. These candidates are stored in a queue when the webRtcEndpoint is not available yet. Then these
candidates are added to the media element by calling to the addIceCandidate method.

var candidatesQueue = {};

function onIceCandidate (sessionId, _candidate) {

(continues on next page)
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var candidate = kurento.getComplexType ('IceCandidate') (_candidate);
var user = userRegistry.getById(sessionId);

if (pipelines[user.id] && pipelines[user.id].webRtcEndpoint && pipelines[user.id].
—webRtcEndpoint [user.id]) {
var webRtcEndpoint = pipelines[user.id].webRtcEndpoint [user.id];
webRtcEndpoint.addIceCandidate (candidate) ;
}
else {
if (!candidatesQueue[user.id]) {
candidatesQueue [user.id] = [];
}

candidatesQueue [sessionId] .push (candidate) ;

function clearCandidatesQueue (sessionId) {
if (candidatesQueue[sessionId]) {
delete candidatesQueue[sessionId];

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application. These libraries are linked in the index.html web page, and are used in the index.js. In the following
snippet we can see the creation of the WebSocket (variable ws) in the path /one2one. Then, the onmessage
listener of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there
are three incoming messages to client: startResponse, error, and iceCandidate. Convenient actions are
taken to implement each step in the communication. For example, in functions start the function WebRtcPeer.
WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('ws://' + location.host + '/oneZone');
var webRtcPeer;

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info('Received message: ' + message.data);

switch (parsedMessage.id) {

case 'registerResponse':
resgisterResponse (parsedMessage) ;
break;

case 'callResponse':
callResponse (parsedMessage) ;
break;

case 'incomingCall':
incomingCall (parsedMessage) ;
break;

(continues on next page)
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case 'startCommunication':
startCommunication (parsedMessage) ;
break;
case 'stopCommunication':
console.info ("Communication ended by remote peer");
stop (true);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate)
break;
default:
console.error ('Unrecognized message', parsedMessage);

On the one hand, the function call is executed in the caller client-side, using the method WebRtcPeer.
WebRtcPeerSendrecv of kurento-utils.js to start a WebRTC communication in duplex mode. On the
other hand, the function incomingCall in the callee client-side uses also the method WebRtcPeer.
WebRtcPeerSendrecv of kurento-utils.js to complete the WebRTC call.

function call () {

if (document.getElementById('peer') .value == "") {
window.alert ("You must specify the peer name");
return;

setCallState (PROCESSING_CALL) ;
showSpinner (videoInput, videoOutput) ;

var options = {
localvideo : videoInput,
remoteVideo : videoOutput,
onicecandidate : onIceCandidate

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function (
error) {
if (error) {
console.error (error);
setCallState (NO_CALL) ;

this.generateOffer (function(error, offerSdp) {
if (error) {
console.error (error) ;
setCallState (NO_CALL) ;
}
var message = {
id : 'call',
from : document.getElementById('name') .value,
to : document.getElementById('peer') .value,
sdpOffer : offerSdp
}i
sendMessage (message) ;
1) i

(continues on next page)
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1)

function incomingCall (message) {
// If bussy just reject without disturbing user
if (callState != NO_CALL) {
var response = {

id : 'incomingCallResponse',
from : message.from,
callResponse : 'reject',
message : 'bussy'

}i
return sendMessage (response);

setCallState (PROCESSING_CALL) ;
if (confirm('User ' + message.from
+ ' is calling you. Do you accept the call?')) {
showSpinner (videoInput, videoOutput);

var options = {
localvideo : videoInput,
remoteVideo : videoOutput,

onicecandidate : onIceCandidate

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error) {
console.error (error);
setCallState (NO_CALL) ;

this.generateOffer (function (error, offerSdp) {
if (error) {
console.error (error);
setCallState (NO_CALL) ;
}
var response = {
id : 'incomingCallResponse',
from : message.from,
callResponse : 'accept',
sdpOffer : offerSdp
}i
sendMessage (response) ;
1) i
}) i

} else {
var response = {
id : 'incomingCallResponse',
from : message.from,
callResponse : 'reject',
message : 'user declined'

}i

sendMessage (response) ;

(continues on next page)
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stop (true);

Dependencies

Server-side dependencies of this demo are managed using npm. Our main dependency is the Kurento Client JavaScript
(kurento-client). The relevant part of the package.json file for managing this dependency is:

"dependencies": {

[...]

"kurento-client" : "6.12.0"

At the client side, dependencies are managed using Bower. Take a look to the bower.json file and pay attention to the
following section:

"dependencies": {

[...]
"kurento-utils" : "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at npm and Bower.

6.6 WebRTC One-To-One video call with recording and filtering

This is an enhanced version of the the One-To-One application with video recording and Augmented Reality.

6.6.1 Java - Advanced One to one video call

This web application consists of an advanced one to one video call using WebRTC technology. It is an improved
version of the one 2 one call tutorial).

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-one2one-call-advanced

git checkout 6.11.0

mvn -U clean spring-boot:run
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The web application starts on port 8443 in the localhost by default. Therefore, open the URL https://localhost:8443/
in a WebRTC compliant browser (Chrome, Firefox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms.url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Understanding this example

This application incorporates the recording capability provided by the Kurento Media Server in a one to one video
communication. In addition, a filter element (FaceOverlayFilter) is placed between the WebRtcEndpoints of the Media
Pipeline. The following picture shows an screenshot of this demo running in a web browser:

i Kutesbe Tukore Sofe =
Ll C A [ lowthout 5080

Tutorial 5: Advanced Video Call 1 to 1 with WebRTC

Thark vy Bgaitaiee Dordridl O B Schinrelnd O 3 o vt call g W i el O o™y RPN Cigatalitery Pt Pedoedien) of Pw videed COffifarniaton, B Bk i
magrrerted reatSy Wb (Se0e Cvirii] 0 e remate Lream This SOOhCaiorn TpiTerds the ilwend Ui Poelnes. The ¥ i e I DOMTRACE b [y i
Rpemgoaed by e mbetorraoied Wbkl nefperdy wih (K arp e e m o befange and 30 3 Sarargpe i ndno ATy o "\.ol.:h-rcng Thay recorded irosm will b siorgad

i Bt ey it O Bts Mureilis BB Tatvsn', Thuth, & tboir'et L 1rm el ' g B et prond T At Pk el Bl Baei 1iegn

1, Cxsnr Bh pags with 8 browind formgland with WiebfITC | Crverrss, Firglon
& Ty el i e Tl Pila ol Ot ooy Rlegrmied
3 b etend el (00 B Oena Lah i e ey D pavser SO0 e e [ROeine B0 NG Broled wead
4 Typas o ram o T o 50 b caled i Py Sodd Fgwpr ared ol on Lol
L i B acderid b B amera afd mudriplene bof b wierd AN B TN Searibaten Bhe Goerrridaten vl it
& The calied user should scoepd P ircomwg ool By & oondemalon Saloy)
7. Bk o Siog o fireal Pl COaTYRrACaton
Ty T roswm oF Sy wrngw 00 pllary i g i) s By Sl Phgager i i on Py Ripc

Pt

&304 Kurprtis e

Fig. 35: Advanced one to one video call screenshot

The interface of the application (an HTML web page) is composed by two HTMLS5 video tags: one for the local video
camera stream (the caller stream, the smaller video in the picture) and other for the remote peer in the call (the callee
stream, the bigger video in the picture). If two users, A and B, are using the application, the media flow goes this way:
The video camera stream of user A is sent to the Kurento Media Server and sent again to the user B. On the other
hand, user B sends its video camera stream to Kurento and then it is sent to user A.
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This application is implemented by means of two Media Pipeline ‘s. First, the rich real-time WebRTC communication
is performed two WebRtcEndpoints interconnected, and with a FaceOverlayFilter in between them. In addition and a
RecorderEndpoint is used to store both streams in the file system of the Kurento Media Server. This media pipeline is
illustrated in the following picture:

RecorderEndpoint

FaceOwverlayFilter

WebRtcEndpoint

Fig. 36: Advanced one to one video call media pipeline (1)

A second media pipeline is needed to play the previously recorded media. This pipeline is composed by a Play-
erEndpoint which reads the files stored in the Kurento Media Server. This media element injects the media in a
WebRtcEndpoint which is charge to transport the media to the HTMLS video tag in the browser:

WebRtcEndpoint

PlayerEndpoint

Fig. 37: Advanced one to one video call media pipeline (2)

Note: The playback of a static file can be done in several ways. In addition to this media pipeline (PlayerEndpoint
-> WebRtcEndpoint) the recorded file could be served directly by an HTTP server.

To communicate the client with the server to manage calls we have designed a signaling protocol based on JSON
messages over WebSocket ‘s. The normal sequence between client and server would be as follows:

1.

A T o

User A is registered in the server with his name

User B is registered in the server with her name

User A wants to call to User B

User B accepts the incoming call

The communication is established and media is flowing between User A and User B
One of the users finishes the video communication

One of the users play the recorded media
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This is very simple protocol designed to show a simple one to one call application implemented with Kurento. In
a professional application it can be improved, for example implementing seeking user, ordered finish, among other
functions.

Assuming that User A is using Client A and User B is using Client B, we can draw the following sequence diagram with
detailed messages between clients and server. The following diagram shows the two parts of the signaling protocol:
first the enhanced real-time communication is performed, and then the playback of the recorded file is carried out.

As you can see in the diagram, SDP and /CE candidates need to be interchanged between client and server to estab-
lish the WebRTC connection between the Kurento client and server. Specifically, the SDP negotiation connects the
WebRtcPeer in the browser with the WebRtcEndpoint in the server.

The following sections describe in detail the server-side, the client-side, and how to run the demo. The complete
source code of this demo can be found in GitHub.

Application Server Logic

As in the Magic Mirror tutorial, this demo has been developed using Java and Spring Boot.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. We have choose Spring Boot for convenience.

In the following figure you can see a class diagram of the server side code:

The main class of this demo is named One2OneCallAdvApp. As you can see, the KurentoClient is instantiated
in this class as a Spring Bean.

@EnableWebSocket
@SpringBootApplication
public class One20neCallAdvApp implements WebSocketConfigurer {

final static String DEFAULT_APP_SERVER_URL = "https://localhost:8443";

@Bean
public CallHandler callHandler () {
return new CallHandler () ;

@Bean
public UserRegistry registry () {
return new UserRegistry();

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (callHandler (), "/call");

public static void main (String[] args) throws Exception ({
new SpringApplication (One20neCallAdvApp.class) .run(args);

(continues on next page)
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Fig. 38: Advanced one to one video call signaling protocol
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Fig. 39: Server-side class diagram of the advanced one to one video call app

(continued from previous page)

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with server by means of requests and responses. Specifically, the main app class implements the interface
WebSocketConfigurer toregister a WebSocketHandler to process WebSocket requests in the path /call.

CallHandler class implements TextWebSocketHandler to handle text WebSocket requests. The central piece
of this class is the method handleTextMessage. This method implements the actions for requests, returning
responses through the WebSocket. In other words, it implements the server part of the signaling protocol depicted in
the previous sequence diagram.

In the designed protocol there are five different kind of incoming messages to the Server : register, call,
incomingCallResponse, onIceCandidate and play. These messages are treated in the switch clause, tak-
ing the proper steps in each case.

public class CallHandler extends TextWebSocketHandler ({

private static final Logger log = LoggerFactory
.getLogger (CallHandler.class);
private static final Gson gson = new GsonBuilder () .create();

private final ConcurrentHashMap<String, MediaPipeline> pipelines = new_
—ConcurrentHashMap<String, MediaPipeline>();

@Autowired
private KurentoClient kurento;

@Autowired
private UserRegistry registry;

(continues on next page)
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@Override

public void handleTextMessage (WebSocketSession session,

throws Exception {
JsonObject JjsonMessage =
JsonObject.class) ;
UserSession user = registry.getBySession (session);
if (user != null) {
log.debug ("Incoming message from user
jsonMessage) ;

’{}l:

} else {

log.debug ("Incoming message from new user: {}",

switch (jsonMessage.get ("id") .getAsString()) {
case "register":
register (session,
break;
case "call":
call (user,
break;
case "incomingCallResponse":
incomingCallResponse (user,

jsonMessage) ;

jsonMessage) ;

jsonMessage) ;

break;

case "play":
play (user, jsonMessage) ;
break;

case "onIceCandidate": {

JsonObject candidate =
.getAsJsonObject () ;

{rmy

TextMessage message)

gson. fromJson (message.getPayload(),

user.getName (),

jsonMessage) ;

jsonMessage.get ("candidate")

if (user != null) {
IceCandidate cand = new IceCandidate (candidate.get ("candidate™)
.getAsString (), candidate.get ("sdpMid") .getAsString(),

candidate.get ("sdpMLineIndex") .getAsInt ());

user.addCandidate (cand) ;
}
break;
}
case "stop":
stop (session);
releasePipeline (user);
case "stopPlay":
releasePipeline (user) ;
default:
break;

private void register (WebSocketSession session,
throws IOException {

private void call (UserSession caller,
throws IOException {

JsonObject jsonMessage)

JsonObject jsonMessage)

(continues on next page)
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private void incomingCallResponse (final UserSession callee,
JsonObject jsonMessage) throws IOException {

public void stop (WebSocketSession session) throws IOException {

public void releasePipeline (UserSession session) throws IOException {

private void play (final UserSession session, JsonObject JjsonMessage)
throws IOException {

@Override
public void afterConnectionClosed (WebSocketSession session,
CloseStatus status) throws Exception {
stop (session) ;
registry.removeBySession (session);

In the following snippet, we can see the register method. Basically, it obtains the name attribute from register
message and check if there are a registered user with that name. If not, the new user is registered and an acceptance
message is sent to it.

private void register (WebSocketSession session, JsonObject jsonMessage)
throws IOException {

String name = JjsonMessage.getAsJsonPrimitive ("name") .getAsString();
UserSession caller = new UserSession (session, name);
String responseMsg = "accepted";
if (name.isEmpty()) {

responseMsg = "rejected: empty user name'";
} else if (registry.exists (name)) {

responseMsg = "rejected: user '" + name + "' already registered";
} else {

registry.register (caller);

JsonObject response = new JsonObject () ;
response.addProperty ("id", "resgisterResponse");
response.addProperty ("response", responseMsqg) ;
caller.sendMessage (response) ;

In the call method, the server checks if there are a registered user with the name specified in t o message attribute
and send an incomingCall message to it. Or, if there isn’t any user with that name, a cal1Response message
is sent to caller rejecting the call.
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private void call (UserSession caller, JsonObject jsonMessage)
throws IOException {
String to = JjsonMessage.get ("to").getAsString();
String from = jsonMessage.get ("from").getAsString();
JsonObject response = new JsonObject () ;

if (registry.exists(to)) {
UserSession callee = registry.getByName (to);
caller.setSdpOffer (jsonMessage.getAsJsonPrimitive ("sdpOffer")
.getAsString());

caller.setCallingTo (to);

response.addProperty ("id", "incomingCall");
response.addProperty ("from", from);

callee.sendMessage (response) ;
callee.setCallingFrom (from) ;
} else {
response.addProperty ("id", "callResponse");
response.addProperty ("response", "rejected");
response.addProperty ("message", "user '" + to
+ "' is not registered");

caller.sendMessage (response) ;

In the incomingCallResponse method, if the callee user accepts the call, it is established and the media elements
are created to connect the caller with the callee. Basically, the server creates a CallMediaPipeline object, to
encapsulate the media pipeline creation and management. Then, this object is used to negotiate media interchange
with user’s browsers.

As explained in the Magic Mirror tutorial, the negotiation between WebRTC peer in the browser and WebRtcEndpoint
in Kurento Server is made by means of SDP generation at the client (offer) and SDP generation at the server (answer).
The SDP answers are generated with the Kurento Java Client inside the class CallMediaPipeline (as we see in a
moment). The methods used to generate SDP are generateSdpAnswerForCallee (calleeSdpOffer) and
generateSdpAnswerForCaller (callerSdpOffer):

private void incomingCallResponse (final UserSession callee,
JsonObject jsonMessage) throws IOException {

String callResponse = jsonMessage.get ("callResponse") .getAsString();
String from = JjsonMessage.get ("from").getAsString();
final UserSession calleer = registry.getByName (from) ;

String to = calleer.getCallingTo () ;

if ("accept".equals(callResponse)) {
log.debug ("Accepted call from '{}' to '"{}'", from, to);

CallMediaPipeline callMediaPipeline = new CallMediaPipeline (
kurento, from, to);

pipelines.put (calleer.getSessionId(),
callMediaPipeline.getPipeline());

pipelines.put (callee.getSessionId(),
callMediaPipeline.getPipeline());

String calleeSdpOffer = JjsonMessage.get ("sdpOffer").getAsString();
String calleeSdpAnswer = callMediaPipeline

(continues on next page)
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.generateSdpAnswerForCallee (calleeSdpOffer);

callee.setWebRtcEndpoint (callMediaPipeline.getCalleeWebRtcEP ()) ;
callMediaPipeline.getCalleeWebRtcEP () .addIceCandidateFoundListener (
new EventListener<IceCandidateFoundEvent> () {

@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils
.todsonObject (event.getCandidate()));
try {
synchronized (callee.getSession()) {
callee.getSession ()
.sendMessage (
new TextMessage (response
.toString()));
}
} catch (IOException e) {
log.debug (e.getMessage () ) ;

}
1) i

JsonObject startCommunication = new JsonObject () ;
startCommunication.addProperty ("id", "startCommunication");
startCommunication.addProperty ("sdpAnswer", calleeSdpAnswer);

synchronized (callee) {
callee.sendMessage (startCommunication) ;

callMediaPipeline.getCalleeWebRtcEP () .gatherCandidates () ;
String callerSdpOffer = registry.getByName (from) .getSdpOffer () ;

calleer.setWebRtcEndpoint (callMediaPipeline.getCallerWebRtcEP () ) ;
callMediaPipeline.getCallerWebRtcEP () .addIceCandidateFoundListener (
new EventListener<IceCandidateFoundEvent> () {

@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils
.todsonObject (event.getCandidate()));
try {
synchronized (calleer.getSession()) {
calleer.getSession ()
.sendMessage (
new TextMessage (response
.toString()));
}
} catch (IOException e) {
log.debug (e.getMessage () ) ;

(continues on next page)
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}
)i

String callerSdpAnswer = callMediaPipeline
.generateSdpAnswerForCaller (callerSdpOffer);

JsonObject response = new JsonObject () ;
response.addProperty ("id", "callResponse");
response.addProperty ("response", "accepted");
response.addProperty ("sdpAnswer", callerSdpAnswer) ;

synchronized (calleer) {
calleer.sendMessage (response) ;

callMediaPipeline.getCallerWebRtcEP () .gatherCandidates () ;
callMediaPipeline.record() ;

} else {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "callResponse");
response.addProperty ("response", "rejected");
calleer.sendMessage (response) ;

Finally, the play method instantiates a PlayMediaPipeline object, which is used to create Media Pipeline in
charge of the playback of the recorded streams in the Kurento Media Server.

private void play (final UserSession session, JsonObject jsonMessage)
throws IOException {
String user = jsonMessage.get ("user") .getAsString();
log.debug ("Playing recorded call of user '{}'", user);

JsonObject response = new JsonObject () ;
response.addProperty ("id", "playResponse");

if (registry.getByName (user) != null
&& registry.getBySession (session.getSession()) != null) {
final PlayMediaPipeline playMediaPipeline = new PlayMediaPipeline (
kurento, user, session.getSession());

String sdpOffer = jsonMessage.get ("sdpOffer") .getAsString();
session.setPlayingWebRtcEndpoint (playMediaPipeline.getWebRtc ());

playMediaPipeline.getPlayer () .addEndOfStreamListener (
new EventListener<EndOfStreamEvent> () {
@Override
public void onEvent (EndOfStreamEvent event) {
UserSession user = registry

.getBySession(session.getSession());
releasePipeline (user) ;
playMediaPipeline.sendPlayEnd (session.getSession());

(continues on next page)
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playMediaPipeline.getWebRtc () .addIceCandidateFoundListener (
new EventListener<IceCandidateFoundEvent> () {

@Override
public void onEvent (IceCandidateFoundEvent event) ({
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils
.todsonObject (event.getCandidate ()));
try {
synchronized (session) {
session.getSession ()
.sendMessage (
new TextMessage (response
.toString()));
}
} catch (IOException e) {
log.debug (e.getMessage () ) ;

}
1) i

String sdpAnswer = playMediaPipeline.generateSdpAnswer (sdpOffer);
response.addProperty ("response", "accepted");
response.addProperty ("sdpAnswer", sdpAnswer) ;
playMediaPipeline.play () ;
pipelines.put (session.getSessionId(),
playMediaPipeline.getPipeline());
{

synchronized (session.getSession())
session.sendMessage (response) ;

playMediaPipeline.getWebRtc () .gatherCandidates () ;

} else {
response.addProperty ("response", "rejected");
response.addProperty ("error", "No recording for user '" + user
+ "'. Please type a correct user in the 'Peer' field.");
session.getSession () .sendMessage (
new TextMessage (response.toString()));

The media logic in this demo is implemented in the classes CallMediaPipeline and PlayMediaPipeline. The first media
pipeline consists of two WebRt cEndpoint elements interconnected with a FaceOverlayFilter in between,
and also with and RecorderEndpoint to carry out the recording of the WebRTC communication. Please take
note that the WebRtc endpoints needs to be connected twice, one for each media direction. In this class we can see
the implementation of methods generateSdpAnswerForCaller and generateSdpAnswerForCallee.
These methods delegate to WebRtc endpoints to create the appropriate answer.

public class CallMediaPipeline ({

(continues on next page)
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private static final SimpleDateFormat df = new SimpleDateFormat (
"yyyy-MM—-dd_HH-mm-ss-S") ;

public static final String RECORDING_PATH = "file:///tmp/"
+ df.format (new Date()) + "-";
public static final String RECORDING_EXT = ".webm";

private final MediaPipeline pipeline;

private final WebRtcEndpoint webRtcCaller;
private final WebRtcEndpoint webRtcCallee;
private final RecorderEndpoint recorderCaller;
private final RecorderEndpoint recorderCallee;

public CallMediaPipeline (KurentoClient kurento, String from, String to) {

// Media pipeline
pipeline = kurento.createMediaPipeline();

// Media Elements (WebRtcEndpoint, RecorderEndpoint, FaceOverlayFilter)
webRtcCaller = new WebRtcEndpoint.Builder (pipeline) .build();
webRtcCallee = new WebRtcEndpoint.Builder (pipeline) .build();

recorderCaller = new RecorderEndpoint.Builder (pipeline, RECORDING_PATH
+ from + RECORDING_EXT) .build();

recorderCallee = new RecorderEndpoint.Builder (pipeline, RECORDING_PATH
+ to + RECORDING_EXT) .build() ;

String appServerUrl = System.getProperty ("app.server.url",
One20neCallAdvApp.DEFAULT_APP_SERVER_URL) ;

FaceOverlayFilter faceOverlayFilterCaller = new FaceOverlayFilter.Builder (
pipeline) .build();

faceOverlayFilterCaller.setOverlayedImage (appServerUrl
+ "/img/mario-wings.png", -0.35F, -1.2F, 1.6F, 1.6F);

FaceOverlayFilter faceOverlayFilterCallee = new FaceOverlayFilter.Builder (
pipeline) .build() ;

faceOverlayFilterCallee.setOverlayedImage (
appServerUrl + "/img/Hat.png", -0.2F, -1.35F, 1.5F, 1.5F);

// Connections

webRtcCaller.connect (faceOverlayFilterCaller) ;
faceOverlayFilterCaller.connect (webRtcCallee);
faceOverlayFilterCaller.connect (recorderCaller) ;

webRtcCallee.connect (faceOverlayFilterCallee) ;
faceOverlayFilterCallee.connect (webRtcCaller) ;
faceOverlayFilterCallee.connect (recorderCallee);

public void record() {
recorderCaller.record();
recorderCallee.record();

public String generateSdpAnswerForCaller (String sdpOffer) {
return webRtcCaller.processOffer (sdpOffer);

(continues on next page)
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public String generateSdpAnswerForCallee (String sdpOffer) {
return webRtcCallee.processOffer (sdpOffer);

public MediaPipeline getPipeline () {
return pipeline;

public WebRtcEndpoint getCallerWebRtcEP () {
return webRtcCaller;

public WebRtcEndpoint getCalleeWebRtcEP () {
return webRtcCallee;

Note: Notice the hat URLs are provided by the application server and consumed by the KMS. This logic is assuming
that the application server is hosted in local (localhost), and by the default the hat URLs are https://localhost:8443/
img/mario-wings.png and https://localhost:8443/img/Hat.png. If your application server is hosted in a different host,
it can be easily changed by means of the configuration parameter app . server.url, for example:

mvn -U clean spring-boot:run -Dapp.server.url=https://app_server_host:app_server_port

The second media pipeline consists of a PlayerEndpoint connected to a WebRtcEndpoint. The
PlayerEndpoint reads the previously recorded media in the file system of the Kurento Media Server. The
WebRtcEndpoint is used in receive-only mode.

public class PlayMediaPipeline {

private static final Logger log = LoggerFactory
.getLogger (PlayMediaPipeline.class) ;

private WebRtcEndpoint webRtc;
private PlayerEndpoint player;

public PlayMediaPipeline (KurentoClient kurento, String user,
final WebSocketSession session) {
// Media pipeline
MediaPipeline pipeline = kurento.createMediaPipeline();

// Media Elements (WebRtcEndpoint, PlayerEndpoint)

webRtc = new WebRtcEndpoint.Builder (pipeline) .build();

player = new PlayerEndpoint.Builder (pipeline, RECORDING_PATH + user
+ RECORDING_EXT) .build();

// Connection
player.connect (webRtc) ;

// Player listeners
player.addErrorListener (new EventListener<ErrorEvent> () {
@Override
public void onEvent (ErrorEvent event) {
log.info ("ErrorEvent: {}", event.getDescription());

(continues on next page)
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sendPlayEnd (session) ;

1)

public void sendPlayEnd (WebSocketSession session) {

try {
JsonObject response = new JsonObiject ();
response.addProperty ("id", "playEnd");
session.sendMessage (new TextMessage (response.toString()));

} catch (IOException e) {
log.error ("Error sending playEndOfStream message", e);

public void play () {
player.play();

public String generateSdpAnswer (String sdpOffer) {
return webRtc.processOffer (sdpOffer) ;

public MediaPipeline getPipeline () {
return pipeline;

public WebRtcEndpoint getWebRtc () {
return webRtc;

public PlayerEndpoint getPlayer () {
return player;

Client-Side

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index_js.

In the following snippet we can see the creation of the WebSocket (variable ws) in the path /call. Then, the
onmessage listener of the WebSocket is used to implement the JSON signaling protocol in the client-side. No-
tice that there are six incoming messages to client: resgisterResponse, callResponse, incomingCall,
startCommunication, iceCandidate and play. Convenient actions are taken to implement each step in
the communication. On the one hand, in functions call and incomingCall (for caller and callee respectively),
the function WebRt cPeer .WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.
On the other hand in the function play, the function WebRtcPeer.WebRtcPeerRecvonly is called since the
WebRtcEndpoint is used in receive-only.
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var ws = new WebSocket ('ws://' + location.host + '/call');

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'resgisterResponse':
resgisterResponse (parsedMessage) ;
break;
case 'callResponse':
callResponse (parsedMessage) ;
break;
case 'incomingCall':
incomingCall (parsedMessage) ;
break;
case 'startCommunication':
startCommunication (parsedMessage) ;
break;
case 'stopCommunication':
console.info ("Communication ended by remote peer");
stop (true);
break;
case 'playResponse':
playResponse (parsedMessage) ;
break;
case 'playEnd':
playEnd () ;
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (!error) return;
console.error ("Error adding candidate: " + error);
1)
break;
default:
console.error ('Unrecognized message', parsedMessage);

function incomingCall (message) {
// If bussy just reject without disturbing user

if (callState != NO_CALL && callState != POST_CALL) {
var response = {
id : 'incomingCallResponse',
from : message.from,
callResponse : 'reject',
message : 'bussy'

}i
return sendMessage (response) ;

setCallState (DISABLED) ;
if (confirm('User ' + message.from
+ ' is calling you. Do you accept the call?')) {
showSpinner (videoInput, videoOutput);

(continues on next page)
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from = message.from;

var options = {
localvVideo: wvideoInput,

remoteVideo: videoOutput,
onicecandidate: onIceCandidate

}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {

if (error) {
return console.error (error);

}
this.generateOffer (onOfferIncomingCall);

1)

} else {

var response = {
id 'incomingCallResponse',
from : message.from,
callResponse 'reject’,
message 'user declined'

}i

sendMessage (response) ;
stop () ;

function call () {
if (document.getElementById('peer') .value == "") {

document .getElementById ('peer') .focus();
window.alert ("You must specify the peer name");

return;
}
setCallState (DISABLED) ;

showSpinner (videoInput, videoOutput) ;

var options = {
localvideo: videoInput,

remoteVideo: videoOutput,
onicecandidate: onIceCandidate

}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {

if (error) {
return console.error (error);

}
this.generateOffer (onOfferCall);

1)

function play () {
document .getElementById('peer') .value;

var peer =

if (peer == "') {
window.alert ("You must insert the name of the user recording to be played,

— (field 'Peer')");
document .getElementById('peer') .focus();

return;
}
(continues on next page)
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document .getElementById('videoSmall') .style.display = 'none';
setCallState (DISABLED) ;
showSpinner (videoOutput) ;

var options = {
remoteVideo: videoOutput,
onicecandidate: onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerRecvonly (options,
function (error) {
if (error) {
return console.error (error);

}
this.generateOffer (onOfferPlay);

1)

function stop (message) {
var stopMessageId = (callState == IN_CALL) ? 'stop' : 'stopPlay';
setCallState (POST_CALL) ;
if (webRtcPeer) {
webRtcPeer.dispose () ;
webRtcPeer = null;

if (!message) {
var message = {
id : stopMessageId
}

sendMessage (message) ;

}
hideSpinner (videoInput, videoOutput);
document .getElementById ('videoSmall') .style.display = 'block';

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are

managed with webjars:

<dependencies>
<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>
</dependency>
<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—js</artifactId>
</dependency>
<dependency>
<groupId>org.webjars</groupId>
<artifactId>webjars-locator</artifactId>
</dependency>

(continues on next page)
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<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupld>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>draggabilly</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupld>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1l.7</maven.compiler.source>

6.7 WebRTC Many-To-Many video call (Group Call)

This tutorial connects several participants to the same video conference. A group call will consist (in the media server
side) in N*N WebRTC endpoints, where N is the number of clients connected to that conference.

6.7.1 Java - Group Call

This tutorial shows how to work wih the concept of rooms, allowing to connect several clients between them using
WebRTC technology, creating a multiconference.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.
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For the impatient: running this example
You need to have installed the Kurento Media Server before running this example. Read the installation guide for
further information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-group-call

git checkout 6.11.0

mvn -U clean spring-boot:run

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms.url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Understanding this example

This tutorial shows how to work with the concept of rooms. Each room will create its own pipeline, being isolated
from the other rooms. Clients connecting to a certain room, will only be able to exchange media with clients in the
same room.

Each client will send its own media, and in turn will receive the media from all the other participants. This means that
there will be a total of n*n webrtc endpoints in each room, where n is the number of clients.

When a new client enters the room, a new webrtc will be created and negotiated receive the media on the server. On
the other hand, all participant will be informed that a new user has connected. Then, all participants will request the
server to receive the new participant’s media.

The newcomer, in turn, gets a list of all connected participants, and requests the server to receive the media from all
the present clients in the room.

When a client leaves the room, all clients are informed by the server. Then, the client-side code requests the server to
cancel all media elements related to the client that left.

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo
is three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Java Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

The following sections analyze in depth the server (Java) and client-side (JavaScript) code of this application. The
complete source code can be found in GitHub.
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Application Server Logic

This demo has been developed using Java in the server-side with Spring Boot framework. This technology can be
used to embed the Tomcat web server in the application and thus simplify the development process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

The main class of this demo is GroupCalldApp. As you can see, the KurentoClient is instantiated in this class as a
Spring Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities to the
application. In this instantiation we see that we need to specify to the client library the location of the Kurento Media
Server. In this example, we assume it is located at localhost listening in port 8888. If you reproduce this example
you’ll need to insert the specific location of your Kurento Media Server instance there.

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server and
controlling its multimedia capabilities.

@EnableWebSocket
@SpringBootApplication
public class GroupCallApp implements WebSocketConfigurer {

@Bean
public UserRegistry registry () {
return new UserRegistry();

@Bean
public RoomManager roomManager () {
return new RoomManager () ;

@Bean
public CallHandler groupCallHandler () {
return new CallHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

public static void main (String[] args) throws Exception {
SpringApplication.run (GroupCallApp.class, args);

@Override
public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) |
registry.addHandler (groupCallHandler (), "/groupcall");

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with application server by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path
/groupcall.

CallHandler class implements TextWebSocketHandler to handle text WebSocket requests. The central piece
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of this class is the method handleTextMessage. This method implements the actions for requests, returning
responses through the WebSocket. In other words, it implements the server part of the signaling protocol depicted in
the previous sequence diagram.

In the designed protocol there are five different kind of incoming messages to the application server: joinRoom,
receiveVideoFrom, leaveRoom and onIceCandidate. These messages are treated in the switch clause,
taking the proper steps in each case.

public class CallHandler extends TextWebSocketHandler ({
private static final Logger log = LoggerFactory.getLogger (CallHandler.class);
private static final Gson gson = new GsonBuilder () .create();

@Autowired
private RoomManager roomManager;

@Autowired
private UserRegistry registry;

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message) throws
—Exception {

final JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.
—class);

final UserSession user = registry.getBySession (session);
if (user != null) {

log.debug ("Incoming message from user '{}': {}", user.getName (), JsonMessage);
} else {

log.debug ("Incoming message from new user: {}", jsonMessage);

switch (jsonMessage.get ("id").getAsString()) {
case "joinRoom":
joinRoom (jsonMessage, session);

break;

case "receiveVideoFrom":
final String senderName = JjsonMessage.get ("sender") .getAsStringl();
final UserSession sender = registry.getByName (senderName) ;

final String sdpOffer = jsonMessage.get ("sdpOffer").getAsString();
user.receiveVideoFrom(sender, sdpOffer);
break;
case "leaveRoom":
leaveRoom (user) ;
break;
case "onIceCandidate":
JsonObject candidate = jsonMessage.get ("candidate") .getAsJsonObject () ;

if (user != null) {
IceCandidate cand = new IceCandidate (candidate.get ("candidate").
—getAsString (),

candidate.get ("sdpMid") .getAsString (), candidate.get ("sdpMLineIndex") .
—getAsInt ());
user.addCandidate (cand, JjsonMessage.get ("name").getAsString());
}
break;

(continues on next page)
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default:
break;

@Override
public void afterConnectionClosed (WebSocketSession session, CloseStatus status)

—throws Exception ({

private void joinRoom (JsonObject params, WebSocketSession session) throws

—IOException {

private void leaveRoom (UserSession user) throws IOException ({

In the following snippet, we can see the afterConnectionClosed method. Basically, it removes the
userSession from registry and throws out the user from the room.

@Override
public void afterConnectionClosed (WebSocketSession session, CloseStatus status)
—throws Exception ({

UserSession user = registry.removeBySession (session);

roomManager.getRoom (user.getRoomName () ) . leave (user) ;

In the joinRoom method, the server checks if there are a registered room with the name specified, add the user into
this room and registries the user.

private void joinRoom(JsonObject params, WebSocketSession session) throws IOException
—{

final String roomName = params.get ("room").getAsString();

final String name = params.get ("name").getAsString();

log.info ("PARTICIPANT {}: trying to join room {}", name, roomName) ;

Room room = roomManager.getRoom (roomName) ;
final UserSession user = room. join (name, session);
registry.register (user) ;

The 1eaveRoom method finish the video call from one user.

private void leaveRoom (UserSession user) throws IOException ({
final Room room = roomManager.getRoom (user.getRoomName ()) ;
room. leave (user) ;
if (room.getParticipants () .isEmpty()) {
roomManager.removeRoom (room) ;
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Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the conferenceroom.js. In the following snippet
we can see the creation of the WebSocket (variable ws) in the path /groupcall. Then, the onmessage listener
of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there are three
incoming messages to client: existingParticipants, newParticipantArrived, participantLeft,
receiveVideoAnswer and iceCandidate. Convenient actions are taken to implement each step in the commu-
nication. For example, in functions st art the function WebRt cPeer .WebRt cPeerSendrecv of kurento-utils.js
is used to start a WebRTC communication.

var ws = new WebSocket ('wss://' + location.host + '/groupcall');
var participants = {};
var name;

window.onbeforeunload = function () {
ws.close();
bi

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'existingParticipants':
onExistingParticipants (parsedMessage) ;
break;
case 'newParticipantArrived':
onNewParticipant (parsedMessage) ;
break;
case 'participantLeft':
onParticipantlLeft (parsedMessage) ;
break;
case 'receiveVideoAnswer':
receiveVideoResponse (parsedMessage) ;
break;
case 'iceCandidate':
participants|[parsedMessage.name] .rtcPeer.addIceCandidate (parsedMessage.
—candidate, function (error) {
if (error) {
console.error ("Error adding candidate:
return;

}

+ error);

)i
break;
default:
console.error ('Unrecognized message', parsedMessage);

function register() {
name = document.getElementById('name') .value;

(continues on next page)
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var room = document.getElementById('roomName') .value;

document .getElementById ('room-header').innerText = 'ROOM ' + room;
document .getElementById('join') .style.display = 'none';
document .getElementById('room') .style.display = 'block';

var message = {
id : 'joinRoom',
name : name,
room : room,

}

sendMessage (message) ;

function onNewParticipant (request) {
receiveVideo (request.name) ;

function receiveVideoResponse (result) {
participants[result.name] .rtcPeer.processAnswer (result.sdpAnswer, function_
— (error) {
if (error) return console.error (error);

P

function callResponse (message) {

if (message.response != 'accepted') {
console.info('Call not accepted by peer. Closing call');
stop () ;

} else {

webRtcPeer.processAnswer (message.sdpAnswer, function (error) {
if (error) return console.error (error);

1) i

function onExistingParticipants (msg) {

var constraints = {
audio : true,
video : {
mandatory : {
maxWidth : 320,
maxFrameRate : 15,
minFrameRate : 15
}
}
bi
console.log(name + " registered in room " + room);
var participant = new Participant (name);
participants[name] = participant;

var video = participant.getVideoElement () ;

var options = ({
localVideo: video,
mediaConstraints: constraints,
onicecandidate: participant.onIceCandidate.bind(participant)

(continues on next page)
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participant.rtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendonly (options,
function (error) {
if (error) {
return console.error (error);
}

this.generateOffer (participant.offerToReceiveVideo.bind(participant));
b i

msg.data.forEach (receiveVideo) ;

function leaveRoom() {
sendMessage ({
id : 'leaveRoom'
1)

for ( wvar key in participants) {
participants[key] .dispose();

document .getElementById('join') .style.display = 'block';
document .getElementById('room') .style.display = 'none';

ws.close () ;

function receiveVideo (sender) {
var participant = new Participant (sender);
participants[sender] = participant;
var video = participant.getVideoElement ();

var options = {
remoteVideo: video,
onicecandidate: participant.onIceCandidate.bind(participant)

participant.rtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerRecvonly (options,
function (error) {
if (error) {
return console.error (error);
}

this.generateOffer (participant.offerToReceiveVideo.bind(participant));
i

function onParticipantLeft (request) {
console.log('Participant ' + request.name + ' left');
var participant = participants[request.name];
participant.dispose();
delete participants|[request.name];

function sendMessage (message) {
var jsonMessage = JSON.stringify (message);
console.log('Sending message: ' + jsonMessage);
ws.send (jsonMessage) ;
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Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with webjars:

<dependencies>

<dependency>
<groupIld>org.kurento</groupIld>
<artifactId>kurento-client</artifactId>

</dependency>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—-js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars</groupId>
<artifactId>webjars—-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupld>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1.7</maven.compiler.source>

6.8 Media Elements metadata

This tutorial detects and draws faces present in the webcam video. It connects filters: KmsDetectFaces and the
KmsShowFaces.
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6.8.1 Java - Metadata

This tutorial detects and draws faces into the webcam video. The demo connects two filters, the KmsDetectFaces and
the KmsShowFaces.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
You need to have installed the Kurento Media Server before running this example. Read the installation guide for
further information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-metadata-example

git checkout 6.11.0

mvn -U clean spring-boot:run

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms . url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Note: This demo needs the kms-datachannelexample module installed in the media server. That module is available
in the Kurento repositories, so it is possible to install it with:

sudo apt-get install kms-datachannelexample

Understanding this example

To implement this behavior we have to create a Media Pipeline composed by one WebRtcEndpoint and two filters
KmsDetectFaces and KmsShowFaces. The first one detects faces into the image and it puts the info about the face
(position and dimensions) into the buffer metadata. The second one reads the buffer metadata to find info about
detected faces. If there is info about faces, the filter draws the faces into the image.

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo
is three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Java Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.
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The following sections analyze in depth the server (Java) and client-side (JavaScript) code of this application. The
complete source code can be found in GitHub.

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

The main class of this demo is MetadataApp. As you can see, the KurentoClient is instantiated in this class as a
Spring Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities to the
application. In this instantiation we see that we need to specify to the client library the location of the Kurento Media
Server. In this example, we assume it is located at localhost, listening in port 8888. If you reproduce this example,
you’ll need to insert the specific location of your Kurento Media Server instance there.

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server and
controlling its multimedia capabilities.

@EnableWebSocket
@SpringBootApplication
public class MetadataApp implements WebSocketConfigurer ({

static final String DEFAULT_APP_SERVER_URL = "https://localhost:8443";

@Bean
public MetadataHandler handler () {
return new MetadataHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

@Override
public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (handler (), "/metadata");

public static void main (String[] args) throws Exception {
new SpringApplication (MetadataApp.class) .run(args);

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with application server by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path
/metadata.

MetadataHandler class implements TextWebSocketHandler to handle text WebSocket requests. The central
piece of this class is the method handleTextMessage. This method implements the actions for requests, returning
responses through the WebSocket. In other words, it implements the server part of the signaling protocol depicted in
the previous sequence diagram.
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In the designed protocol there are three different kinds of incoming messages to the Server : start, stop and
onIceCandidates. These messages are treated in the swirtch clause, taking the proper steps in each case.

public class MetadataHandler extends TextWebSocketHandler ({

private final Logger log = LoggerFactory.getLogger (MetadataHandler.class);

private static final Gson gson = new GsonBuilder () .create();

private final ConcurrentHashMap<String, UserSession> users = new ConcurrentHashMap<>
= ()

QAutowired

private KurentoClient kurento;

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message) throws

—Exception {
JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);

log.debug ("Incoming message: {}", jsonMessage);
switch (jsonMessage.get ("id") .getAsString()) {

case "start":
start (session, jsonMessage);

break;

case "stop": {
UserSession user = users.remove (session.getId());
if (user != null) {

user.release();
}
break;
}
case "onIceCandidate": {
JsonObject jsonCandidate = jsonMessage.get ("candidate") .getAsJsonObject ();

UserSession user = users.get (session.getId());
if (user != null) {
IceCandidate candidate = new IceCandidate (jsonCandidate.get ("candidate") .
—getAsString (),
jsonCandidate.get ("sdpMid") .getAsString (),
jsonCandidate.get ("sdpMLinelIndex") .getAsInt ());
user.addCandidate (candidate) ;
}
break;

}
default:
sendError (session, "Invalid message with id " + jsonMessage.get ("id").

—getAsString());
break;

private void start (final WebSocketSession session, JsonObject jsonMessage) {

private void sendError (WebSocketSession session, String message) {

(continues on next page)

6.8. Media Elements metadata 155



Kurento Documentation, Release 6.12.0

(continued from previous page)

In the following snippet, we can see the start method. It handles the ICE candidates gathering, creates a Media
Pipeline, creates the Media Elements (WebRt cEndpoint, KmsShowFaces and KmsDetectFaces) and make
the connections among them. A startResponse message is sent back to the client with the SDP answer.

private void start (final WebSocketSession session, JsonObject jsonMessage) {
try {

// User session
UserSession user = new UserSession();
MediaPipeline pipeline = kurento.createMediaPipeline();
user.setMediaPipeline (pipeline) ;
WebRtcEndpoint webRtcEndpoint = new WebRtcEndpoint.Builder (pipeline) .build();
user.setWebRtcEndpoint (webRtcEndpoint) ;
users.put (session.getId (), user);

// ICE candidates
webRtcEndpoint .addIceCandidateFoundListener (new EventListener

—<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {
synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));

}
} catch (IOException e) {
log.debug (e.getMessage () ) ;

)i

// Media logic
KmsShowFaces showFaces = new KmsShowFaces.Builder (pipeline) .build();
KmsDetectFaces detectFaces = new KmsDetectFaces.Builder (pipeline) .build();

webRtcEndpoint.connect (detectFaces) ;
detectFaces.connect (showFaces) ;
showFaces.connect (webRtcEndpoint) ;

// SDP negotiation (offer and answer)
String sdpOffer = jsonMessage.get ("sdpOffer").getAsStringl();
String sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

JsonObject response = new JsonObiject () ;
response.addProperty ("id", "startResponse");

( Ll
response.addProperty ("sdpAnswer", sdpAnswer);

synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));

webRtcEndpoint.gatherCandidates () ;

(continues on next page)
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} catch (Throwable t) {
sendError (session, t.getMessagel());

The sendError method is quite simple: it sends an error message to the client when an exception is caught in the
server-side.

private void sendError (WebSocketSession session, String message) {

try {
JsonObject response = new JsonObiject () ;
response.addProperty ("id", "error");
response.addProperty ("message", message);
session.sendMessage (new TextMessage (response.toString()));

} catch (IOException e) {
log.error ("Exception sending message", e);

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we can see
the creation of the WebSocket (variable ws) in the path /metadata. Then, the onmessage listener of the Web-
Socket is used to implement the JSON signaling protocol in the client-side. Notice that there are three incoming mes-
sages to client: startResponse, error, and iceCandidate. Convenient actions are taken to implement each
step in the communication. For example, in functions st art the function WebRt cPeer .WebRtcPeerSendrecv
of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('wss://' + location.host + '/metadata');

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM STARTING) {
setState (I_CAN_START) ;
}
onError ("Error message from server: " + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (error) {
console.error ("Error adding candidate: " + error);

(continues on next page)
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return;
}
1) i
break;
default:
if (state == I_AM STARTING) {
setState (I_CAN_START);
}

onError ('Unrecognized message', parsedMessage);

function start () {
console.log("Starting video call ...")
// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput);

console.log("Creating WebRtcPeer and generating local sdp offer ...");

var options = {
localvideo : videoInput,
remoteVideo : videoOutput,
onicecandidate : onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error) {
return console.error (error);
}

webRtcPeer.generateOffer (onOffer);

)i

function onOffer (error, offerSdp) {
if (error)
return console.error ("Error generating the offer");
console.info ('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',
sdpOffer : offerSdp
}

sendMessage (message) ;

function onError (error) {
console.error (error);

function onIceCandidate (candidate) {
console.log("Local candidate"™ + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate

}i

sendMessage (message) ;

(continues on next page)
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function startResponse (message) {
setState (I_CAN_STOP) ;
console.log ("SDP answer received from server.

webRtcPeer.processAnswer (message.sdpAnswer,
if (error)
return console.error (error);

1)

function stop () {
console.log("Stopping video call
setState (I_CAN_START) ;
if (webRtcPeer) {
webRtcPeer.dispose();

F

webRtcPeer = null;
var message = {
id 'stop'

}

sendMessage (message) ;

}

hideSpinner (videoInput, videoOutput);

function sendMessage (message) {
var jsonMessage = JSON.stringify (message);
console.log('Sending message:
ws.send (jsonMessage) ;

function (error) {

' + jsonMessage) ;

Processing ")

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are

managed with webjars:

<dependencies>
<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>
</dependency>
<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—-js</artifactId>
</dependency>
<dependency>
<groupId>org.webjars</groupId>
<artifactId>webjars—-locator</artifactId>
</dependency>
<dependency>
<groupId>org.webjars.bower</groupId>

(continues on next page)
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<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1l.7</maven.compiler.source>

6.9 WebRTC Media Player

This tutorial reads a file from disk and plays the video to WebRTC.

6.9.1 Java - Player

This tutorial opens a URL and plays its content to WebRTC where it is possible to choose if it plays video and audio,
only video or only audio.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
You need to have installed the Kurento Media Server before running this example. Read the installation guide for
further information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:
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git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-player

git checkout 6.11.0

mvn -U clean spring-boot:run

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms .ur1 to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Understanding this example

To implement this behavior we have to create a Media Pipeline composed by one PlayerEndpoint and one WebRt-
cEndpoint. The PlayerEnpdoint plays a video and WebRtcEndpoint shows it.

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo
is three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Java Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

The following sections analyze in depth the server (Java) and client-side (JavaScript) code of this application. The
complete source code can be found in GitHub.

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

The main class of this demo is PlayerApp. As you can see, the KurentoClient is instantiated in this class as a Spring
Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities to the applica-
tion. In this instantiation we see that we need to specify to the client library the location of the Kurento Media Server.
In this example, we assume it’s located at localhost listening in port 8888. If you reproduce this example you’ll need
to insert the specific location of your Kurento Media Server instance there.

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server and
controlling its multimedia capabilities.

@EnableWebSocket
@SpringBootApplication
public class PlayerApp implements WebSocketConfigurer ({

(continues on next page)
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private static final String KMS_WS_URI_PROP = "kms.url";
private static final String KMS_WS_URI_DEFAULT = "ws://localhost:8888/kurento";
@Bean

public PlayerHandler handler () {
return new PlayerHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create (System.getProperty (KMS_WS_URI_PROP, KMS_WS_URI_
—DEFAULT) ) ;
}

@Override
public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (handler (), "/player");

public static void main (String[] args) throws Exception {
new SpringApplication (PlayerApp.class) .run(args);

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with application server by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path
/player.

PlayerHandler class implements TextWebSocketHandler to handle text WebSocket requests. The central piece
of this class is the method handleTextMessage. This method implements the actions for requests, returning
responses through the WebSocket. In other words, it implements the server part of the signaling protocol depicted in
the previous sequence diagram.

In the designed protocol, there are seven different kinds of incoming messages to the Server : start, stop, pause,
resume, doSeek, getPosition and onIceCandidates. These messages are treated in the switch clause,
taking the proper steps in each case.

public class PlayerHandler extends TextWebSocketHandler ({

QAutowired
private KurentoClient kurento;

private final Logger log = LoggerFactory.getLogger (PlayerHandler.class);

private final Gson gson = new GsonBuilder () .create();

private final ConcurrentHashMap<String, PlayerMediaPipeline> pipelines =
new ConcurrentHashMap<>();

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message) throws
—Exception {
JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);
String sessionId = session.getId();
log.debug ("Incoming message {} from sessionlId", jsonMessage, sessionId);

try {
switch (jsonMessage.get ("id") .getAsString()) {

(continues on next page)
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case "start":
start (session, jsonMessage) ;
break;
case "stop":
stop (sessionId) ;
break;
case "pause":
pause (sessionlId) ;
break;
case "resume":
resume (session) ;
break;
case "doSeek":
doSeek (session, jsonMessage);
break;
case "getPosition":
getPosition (session);
break;
case "onIceCandidate":
onIceCandidate (sessionId, JjsonMessage) ;
break;
default:
sendError (session, "Invalid message with id " + jsonMessage.get ("id").
—getAsString());
break;
}
} catch (Throwable t) {
log.error ("Exception handling message {} in sessionId {}", jsonMessage,
—sessionId, t);
sendError (session, t.getMessagel());

private void start (final WebSocketSession session, JsonObject jsonMessage) {

private void pause (String sessionId) {

private void resume (final WebSocketSession session) {

private void doSeek (final WebSocketSession session, JsonObject JjsonMessage) {

private void getPosition (final WebSocketSession session) {

private void stop(String sessionId) {

(continues on next page)
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private void sendError (WebSocketSession session, String message) {

In the following snippet, we can see the start method. It handles the ICE candidates gathering, creates a Media
Pipeline, creates the Media Elements (WebRtcEndpoint and PlayerEndpoint) and makes the connections
between them and plays the video. A startResponse message is sent back to the client with the SDP answer.
When the MediaConnected event is received, info about the video is retrieved and sent back to the client in a
videoInfo message.

private void start (final WebSocketSession session, JsonObject jsonMessage) {
final UserSession user = new UserSession(); MediaPipeline pipeline =
kurento.createMediaPipeline (); user.setMediaPipeline (pipeline);
WebRtcEndpoint webRtcEndpoint = new
WebRtcEndpoint .Builder (pipeline) .build() ;
user.setWebRtcEndpoint (webRtcEndpoint); String videourl =
jsonMessage.get ("videourl") .getAsString(); final PlayerEndpoint
playerEndpoint = new PlayerEndpoint.Builder (pipeline, videourl) .build();
user.setPlayerEndpoint (playerEndpoint); users.put (session.getId(), user);

playerEndpoint.connect (webRtcEndpoint) ;

// 2. WebRtcEndpoint // ICE candidates
webRtcEndpoint .addIceCandidateFoundListener (new

EventListener<IceCandidateFoundEvent> () {
@Override public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObiject () ;
response.addProperty ("id", "iceCandidate"); response.add("candidate",
JsonUtils.toJdsonObject (event.getCandidate())); try {

synchronized (session) {
session.sendMessage (new
TextMessage (response.toString()));
}
} catch (IOException e) {
log.debug(e.getMessage () ) ;

)i

String sdpOffer = jsonMessage.get ("sdpOffer").getAsString(); String
sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

JsonObject response = new JsonObject (); response.addProperty ("id",
"startResponse"); response.addProperty ("sdpAnswer", sdpAnswer);
sendMessage (session, response.toString());

webRtcEndpoint .addMediaStateChangedListener (new
EventListener<MediaStateChangedEvent> () {

@Override public void onEvent (MediaStateChangedEvent event) {

if (event.getNewState () == MediaState.CONNECTED) {
VideoInfo videoInfo = playerEndpoint.getVideoInfol();

JsonObject response = new JsonObject () ;

(continues on next page)
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response.addProperty ("id", "videoInfo");
response.addProperty ("isSeekable", videoInfo.getIsSeekable());
response.addProperty ("initSeekable", videoInfo.getSeekableInit ());
(
(

response.addProperty ("endSeekable", videoInfo.getSeekableEnd());
response.addProperty ("videoDuration”, videoInfo.getDuration());
sendMessage (session, response.toString());

1)
webRtcEndpoint.gatherCandidates () ;

// 3. PlayEndpoint playerEndpoint.addErrorListener (new

EventListener<ErrorEvent> () {
@Override public void onEvent (ErrorEvent event) {
log.info ("ErrorEvent: {}", event.getDescription());

sendPlayEnd (session) ;
}
1)

playerEndpoint.addEndOfStreamListener (new
EventListener<EndOfStreamEvent> () {

@Override public void onEvent (EndOfStreamEvent event) ({
log.info ("EndOfStreamEvent: {}", event.getTimestamp());
sendPlayEnd (session) ;

}

}) i

playerEndpoint.play();

The pause method retrieves the user associated to the current session, and invokes the pause method on the
PlayerEndpoint.

private void pause (String sessionId) {
UserSession user = users.get (sessionId);

if (user != null) {
user.getPlayerEndpoint () .pause () ;

The resume method starts the P1ayerEndpoint of the current user, sending back the information about the video,
so the client side can refresh the stats.

private void resume (String sessionId) {
UserSession user = users.get (session.getld());

if (user != null) {
user.getPlayerEndpoint () .play (); VideoInfo videoInfo =
user.getPlayerEndpoint () .getVideoInfo () ;

JsonObject response = new JsonObject (); response.addProperty ("id",
"videoInfo"); response.addProperty("isSeekable",
videoInfo.getIsSeekable()); response.addProperty ("initSeekable",
videoInfo.getSeekableInit ()); response.addProperty ("endSeekable",

(continues on next page)
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videoInfo.getSeekableEnd()); response.addProperty ("videoDuration",

videoInfo.getDuration()); sendMessage (session, response.toString());

The doSeek method gets the user by sessionld, and calls the method setPosition of the P1layerEndpoint with the
new playing position. A seek message is sent back to the client if the seek fails.

private void doSeek (final WebSocketSession session, JsonObject JjsonMessage) {

UserSession user = users.get (session.getId());

if (user != null) {

try {
user.getPlayerEndpoint () .setPosition (jsonMessage.get ("position") .getAsLong());

} catch (KurentoException e) {
log.debug ("The seek cannot be performed"); JsonObject response =
new JsonObiject (); response.addProperty ("id", "seek");
response.addProperty ("message", "Seek failed"); sendMessage (session,
response.toString());

The getPosition calls the method getPosition of the PlayerEndpoint of the current user. A position
message is sent back to the client with the actual position of the video.

private void getPosition (final WebSocketSession session)
UserSession user = users.get (session.getId());

if (user != null) {
long position = user.getPlayerEndpoint () .getPosition();

JsonObject response = new JsonObject (); response.addProperty ("id",

"position"); response.addProperty ("position", position);
sendMessage (session, response.toString());

The stop method is quite simple: it searches the user by sessionld and stops the PlayerEndpoint. Finally, it
releases the media elements and removes the user from the list of active users.

private void stop(String sessionId) {
UserSession user = users.remove (sessionId);

if (user != null) {
user.release () ;

The sendError method is quite simple: it sends an error message to the client when an exception is caught in the

server-side.

private void sendError (WebSocketSession session, String message) {

try {
JsonObject response = new JsonObiject ();
"error"); response.addProperty ("message", message);

response.addProperty ("id",

(continues on next page)
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session.sendMessage (new TextMessage (response.toString()));
} catch (IOException e) {
log.error ("Exception sending message", e);

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we can see
the creation of the WebSocket (variable ws) in the path /player. Then, the onmessage listener of the WebSocket
is used to implement the JSON signaling protocol in the client-side. Notice that there are seven incoming messages to
client: startResponse, playEnd, error, videoInfo, seek, positionand iceCandidate. Convenient
actions are taken to implement each step in the communication. For example, in functions start the function
WebRtcPeer.WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('wss://' + location.host + '/player');

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {

case 'startResponse':
startResponse (parsedMessage) ;
break;

case 'error':
if (state == I_AM_STARTING) {

setState (I_CAN_START) ;

}

onError ('Error message from server: ' + parsedMessage.message);
break;
case 'playEnd':
playEnd () ;
break;
break;

case 'videoInfo':
showVideoData (parsedMessage) ;
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function(error) {
if (error)
return console.error ('Error adding candidate: ' + error);
1) i
break;
case 'seek':
console.log (parsedMessage.message) ;
break;
case 'position':
document .getElementById("videoPosition") .value = parsedMessage.position;

(continues on next page)

6.9. WebRTC Media Player 167



https://github.com/Kurento/kurento-tutorial-java/blob/master/kurento-player/src/main/resources/static/index.html
https://github.com/Kurento/kurento-tutorial-java/blob/master/kurento-player/src/main/resources/static/js/index.js

Kurento Documentation, Release 6.12.0

(continued from previous page)

break;
default:
if (state == I_AM_STARTING) {
setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

function start () {

// Disable start button
setState (I_AM_STARTING) ;
showSpinner (video) ;

var mode = $('input [name="mode"]:checked') .val();
console
.log('Creating WebRtcPeer in " + mode + " mode and generating local sdp,
—offer ...");

// Video and audio by default
var userMediaConstraints = {
audio : true,
video : true

if (mode == 'video-only') {
userMediaConstraints.audio = false;
} else if (mode == 'audio-only') {

userMediaConstraints.video = false;

var options = {
remoteVideo : video,
mediaConstraints : userMediaConstraints,
onicecandidate : onIceCandidate

console.info ('User media constraints' + userMediaConstraints);

webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerRecvonly (options,
function (error) {
if (error)
return console.error (error);
webRtcPeer.generateOffer (onOffer);

)i

function onOffer (error, offerSdp) {
if (error)
return console.error ('Error generating the offer');
console.info ('Invoking SDP offer callback function ' + location.host);

var message = {

id : 'start',
sdpOffer : offerSdp,
videourl : document.getElementById('videourl') .value

(continues on next page)
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sendMessage (message) ;

function onError (error) {
console.error (error);

function onIceCandidate (candidate) {
console.log('Local candidate' + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate

}

sendMessage (message) ;

function startResponse (message) {
setState (I_CAN_STOP) ;
console.log('SDP answer received from server. Processing ...'");

webRtcPeer.processAnswer (message.sdpAnswer, function(error) {
if (error)
return console.error (error);

1) i

function pause () {
togglePause ()
console.log('Pausing video ...");
var message = {
id : 'pause'

}

sendMessage (message) ;

function resume () {
togglePause ()
console.log('Resuming video ...");
var message = {
id : 'resume'
}

sendMessage (message) ;

function stop () {
console.log('Stopping video ...");
setState (I_CAN_START) ;
if (webRtcPeer) {
webRtcPeer.dispose () ;
webRtcPeer = null;

var message = {
id : 'stop'
}

sendMessage (message) ;

(continues on next page)
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hideSpinner (video);

function playEnd () {
setState (I_CAN_START) ;
hideSpinner (video) ;

function doSeek () {
var message = {
id : 'doSeek',
position: document.getElementById("seekPosition") .value

}

sendMessage (message) ;

function getPosition () {
var message = {
id : 'getPosition'
}

sendMessage (message) ;

function showVideoData (parsedMessage) {
//Show video info
isSeekable = parsedMessage.isSeekable;
if (isSeekable) {

document .getElementById('isSeekable').value = "true";
enableButton ('#doSeek', 'doSeek()');

} else {
document .getElementById('isSeekable').value = "false";

document .getElementById('initSeek') .value = parsedMessage.initSeekable;
document .getElementById('endSeek') .value = parsedMessage.endSeekable;
document.getElementById ('duration').value = parsedMessage.videoDuration;

enableButton ('#getPosition', 'getPosition()');

function sendMessage (message) {
var jsonMessage = JSON.stringify (message);
console.log('Sending message: ' + jsonMessage);
ws.send (jsonMessage) ;

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with webjars:

<dependencies>
<dependency>

(continues on next page)

170 Chapter 6. Kurento Tutorials


https://github.com/Kurento/kurento-tutorial-java/blob/master/kurento-show-data-channel/pom.xml
https://www.webjars.org/

Kurento Documentation, Release 6.12.0

(continued from previous page)

<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>

</dependency>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—-js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars</groupId>
<artifactId>webjars—-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupld>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1.7</maven.compiler.source>

6.10 WebRTC outgoing Data Channels

This tutorial injects video into a QR filter and then sends the stream to WebRTC. QR detection events are delivered by
means of WebRTC Data Channels, to be displayed in browser.

6.10.1 Java - Send DataChannel

This tutorial connects a player with a QR code detection filter and sends output to WebRTC. Code detection events are
sent to browser using WebRTC datachannels.
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Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
You need to have installed the Kurento Media Server before running this example. Read the installation guide for
further information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-send-data-channel

git checkout 6.11.0

mvn -U clean spring-boot:run

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms . url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Note: This demo needs the kms-datachannelexample module installed in the media server. That module is available
in the Kurento repositories, so it is possible to install it with:

sudo apt-get install kms-datachannelexample

Understanding this example

To implement this behavior we have to create a Media Pipeline composed by one PlayerEndpoint, one KmsSendData
and one WebRtcEndpoint. The PlayerEnpdoint plays a video and it detects QR codes into the images. The info
about detected codes is sent through data channels (KmsSendData) from the Kurento media server to the browser
(WebRtcEndpoint). The browser shows the info in a text form.

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo
is three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Java Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

The following sections analyze in depth the server (Java) and client-side (JavaScript) code of this application. The
complete source code can be found in GitHub.

172 Chapter 6. Kurento Tutorials



/features/security.html#configure-java-applications-to-use-https
https://localhost:8443/
https://github.com/Kurento/kurento-tutorial-java/tree/master/kurento-send-data-channel

Kurento Documentation, Release 6.12.0

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

The main class of this demo is SendDataChannel App. As you can see, the KurentoClient is instantiated in this class as
a Spring Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities to the
application. In this instantiation we see that we need to specify to the client library the location of the Kurento Media
Server. In this example, we assume it is located at localhost listening in port 8888. If you reproduce this example
you’ll need to insert the specific location of your Kurento Media Server instance there.

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server and
controlling its multimedia capabilities.

@EnableWebSocket
@SpringBootApplication
public class SendDataChannelApp implements WebSocketConfigurer {

static final String DEFAULT_APP_SERVER_URL = "https://localhost:8443";

@Bean
public SendDataChannelHandler handler () {
return new SendDataChannelHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

@Override
public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) |
registry.addHandler (handler (), "/senddatachannel");

public static void main (String[] args) throws Exception {
new SpringApplication (SendDataChannelApp.class) .run(args);

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with application server by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path
/senddatachannel.

SendDataChannelHandler class implements TextWebSocketHandler to handle text WebSocket requests. The
central piece of this class is the method handleTextMessage. This method implements the actions for requests,
returning responses through the WebSocket. In other words, it implements the server part of the signaling protocol
depicted in the previous sequence diagram.

In the designed protocol there are three different kinds of incoming messages to the Server : start, stop and
onIceCandidates. These messages are treated in the switch clause, taking the proper steps in each case.
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public class SendDataChannelHandler extends TextWebSocketHandler ({

private final Logger log = LoggerFactory.getLogger (SendDataChannelHandler.class);
private static final Gson gson = new GsonBuilder () .create();

private final ConcurrentHashMap<String, UserSession> users = new ConcurrentHashMap<>

—();

QAutowired
private KurentoClient kurento;

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message) throws

—Exception {
JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);

log.debug ("Incoming message: {}", jsonMessage);
switch (jsonMessage.get ("id") .getAsString()) {

case "start":
start (session, JsonMessage);

break;

case "stop": {
UserSession user = users.remove (session.getId());
if (user != null) {

user.release();
}
break;
}

case "onIceCandidate": {
JsonObject jsonCandidate = jsonMessage.get ("candidate") .getAsJsonObject ();

UserSession user = users.get (session.getId());
if (user != null) {
IceCandidate candidate = new IceCandidate (jsonCandidate.get ("candidate") .
—getAsString (),
jsonCandidate.get ("sdpMid") .getAsString (),
jsonCandidate.get ("sdpMLinelIndex") .getAsInt ());
user.addCandidate (candidate) ;
}
break;

}
default:
sendError (session, "Invalid message with id " + jsonMessage.get ("id").

—getAsString());
break;

private void start (final WebSocketSession session, JsonObject jsonMessage) {

private void sendError (WebSocketSession session, String message) {

174 Chapter 6. Kurento Tutorials



Kurento Documentation, Release 6.12.0

In the following snippet, we can see the start method. It handles the ICE candidates gathering, creates a Media
Pipeline, creates the Media Elements (WebRt cEndpoint, KmsSendData and PlayerEndpoint) and make the
connections among them. A startResponse message is sent back to the client with the SDP answer.

private void start (final WebSocketSession session, JsonObject jsonMessage) {
try {
// User session
UserSession user = new UserSession();
MediaPipeline pipeline = kurento.createMediaPipeline();
user.setMediaPipeline (pipeline) ;
WebRtcEndpoint webRtcEndpoint = new WebRtcEndpoint.Builder (pipeline) .
—usebDataChannels ()
Lbuild();
user.setWebRtcEndpoint (webRtcEndpoint) ;
PlayerEndpoint player = new PlayerEndpoint.Builder (pipeline,
"http://files.openvidu.io/video/filter/barcodes.webm") .build();
user.setPlayer (player);
users.put (session.getId(), user);

// ICE candidates
webRtcEndpoint .addIceCandidateFoundListener (new EventListener
—<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");

response.add ("candidate"”, JsonUtils.toJsonObject (event.getCandidate()));
try {
synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));

}
} catch (IOException e) {
log.debug (e.getMessage () ) ;

)i

// Media logic
KmsSendData kmsSendData = new KmsSendData.Builder (pipeline) .build();

player.connect (kmsSendData) ;
kmsSendData.connect (webRtcEndpoint) ;

// SDP negotiation (offer and answer)
String sdpOffer = jsonMessage.get ("sdpOffer") .getAsString();
String sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

JsonObject response = new JsonObiject () ;
response.addProperty ("id", "startResponse");
response.addProperty ("sdpAnswer", sdpAnswer);
synchronized (session) {

session.sendMessage (new TextMessage (response.toString()));

webRtcEndpoint.gatherCandidates () ;
player.play () ;

(continues on next page)
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} catch (Throwable t) {
sendError (session, t.getMessagel());

The sendError method is quite simple: it sends an error message to the client when an exception is caught in the
server-side.

private void sendError (WebSocketSession session, String message) {

try {
JsonObject response = new JsonObiject ();
response.addProperty ("id", "error");
response.addProperty ("message", message) ;
session.sendMessage (new TextMessage (response.toString()));

} catch (IOException e) {
log.error ("Exception sending message", e);

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we
can see the creation of the WebSocket (variable ws) in the path /senddatachannel. Then, the onmessage
listener of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there
are three incoming messages to client: startResponse, error, and iceCandidate. Convenient actions are
taken to implement each step in the communication. For example, in functions start the function WebRtcPeer.
WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('wss://' + location.host + '/senddatachannel');

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM_STARTING) {
setState (I_CAN_START) ;
}
onError ("Error message from server: " + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function(error) {
if (error) {
console.error ("Error adding candidate: " + error);
return;

(continues on next page)
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}
1) i
break;
default:
if (state == I_AM STARTING) {
setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

function start () {
console.log("Starting video call ...")
// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoOutput) ;
var servers = null;
var configuration = null;
var peerConnection

new RTCPeerConnection (servers, configuration);

console.log("Creating channel");
var dataConstraints = null;

channel = peerConnection.createDataChannel (getChannelName (), dataConstraints);

channel.onmessage = onMessage;

var dataChannelReceive

document .getElementById('dataChannelReceive');

function onMessage (event) {
console.log("Received data " + event["data"]);
dataChannelReceive.value event ["data"];

console.log("Creating WebRtcPeer and generating local sdp offer ...");

var options = {
peerConnection: peerConnection,
remoteVideo : videoOutput,
onicecandidate : onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerRecvonly (options,
function (error) {
if (error) {
return console.error (error);
}

webRtcPeer.generateOffer (onOffer);
)i

function closeChannels () {

if (channel) {
channel.close () ;
S ('#dataChannelSend') .disabled = true;
$('#send') .attr('disabled’, true);

(continues on next page)
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channel = null;

function onOffer (error, offerSdp) {
if (error)
return console.error ("Error generating the offer");
console.info('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',
sdpOffer : offerSdp
}

sendMessage (message) ;

function onError (error) {
console.error (error);

function onIceCandidate (candidate) {
console.log("Local candidate"™ + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate

}i

sendMessage (message) ;

function startResponse (message) {
setState (I_CAN_STOP) ;
console.log ("SDP answer received from server. Processing ...");

webRtcPeer.processAnswer (message.sdpAnswer, function(error) {
if (error)
return console.error (error);

1) g

function stop () {
console.log("Stopping video call ...");
setState (I_CAN_START) ;
if (webRtcPeer) {
closeChannels () ;

webRtcPeer.dispose () ;
webRtcPeer = null;

var message = {
id : 'stop'
}
sendMessage (message) ;

}
hideSpinner (videoOutput) ;

function sendMessage (message) {

(continues on next page)
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var jsonMessage = JSON.stringify (message);
console.log('Sending message: ' + jsonMessage);
ws.send (jsonMessage) ;

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with webjars:

<dependencies>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>

</dependency>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars</groupIld>
<artifactId>webjars-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupIld>org.webjars.bower</groupld>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:
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<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1l.7</maven.compiler.source>

6.11 WebRTC incoming Data Channel

This tutorial shows how text messages sent from browser can be delivered by Data Channels, to be displayed together
with loopback video.

6.11.1 Java - Show DataChannel

This demo allows sending text from browser to the media server through data channels. That text will be shown in the
loopback video.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
You need to have installed the Kurento Media Server before running this example. Read the installation guide for
further information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-show-data—-channel

git checkout 6.11.0

mvn -U clean spring-boot:run

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms .url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Note: This demo needs the kms-datachannelexample module installed in the media server. That module is available
in the Kurento repositories, so it is possible to install it with:

sudo apt-get install kms-datachannelexample
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Understanding this example

This tutorial creates a Media Pipeline consisting of media elements: WebRtcEndpoint and KmsSendData. Any text
inserted in the textbox is sent from Kurento Media Server (KmsSendData) back to browser (WebRtcEndpoint) and
shown with loopback video.

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo
is three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Java Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

The following sections analyze in depth the server (Java) and client-side (JavaScript) code of this application. The
complete source code can be found in GitHub.

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

The main class of this demo is ShowDataChannel App. As you can see, the KurentoClient is instantiated in this class as
a Spring Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities to the
application. In this instantiation we see that we need to specify to the client library the location of the Kurento Media
Server. In this example, we assume it’s located at localhost listening in port 8888. If you reproduce this example
you’ll need to insert the specific location of your Kurento Media Server instance there.

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server and
controlling its multimedia capabilities.

@EnableWebSocket
@SpringBootApplication
public class ShowDataChannelApp implements WebSocketConfigurer {

static final String DEFAULT_APP_SERVER_URL = "https://localhost:8443";

@Bean
public ShowDataChannelHandler handler () {
return new ShowDataChannelHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

@Override
public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (handler (), "/showdatachannel");

(continues on next page)
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public static void main (String[] args) throws Exception {
new SpringApplication (ShowDataChannelApp.class) .run(args);

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with application server by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path
/showdatachannel

ShowDataChannelHandler class implements TextWebSocketHandler to handle text WebSocket requests. The
central piece of this class is the method handleTextMessage. This method implements the actions for requests,
returning responses through the WebSocket. In other words, it implements the server part of the signaling protocol
depicted in the previous sequence diagram.

In the designed protocol there are three different kinds of incoming messages to the Server : start, stop and
onIceCandidates. These messages are treated in the switch clause, taking the proper steps in each case.

public class ShowDataChannelHandler extends TextWebSocketHandler ({

private final Logger log = LoggerFactory.getLogger (ShowDataChannelHandler.class);
private static final Gson gson = new GsonBuilder () .create();

private final ConcurrentHashMap<String, UserSession> users = new ConcurrentHashMap<>
()

@Autowired
private KurentoClient kurento;

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message) throws
—Exception {

JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);
log.debug ("Incoming message: {}", JjsonMessage);
switch (jsonMessage.get ("id").getAsString()) |

case "start":
start (session, JjsonMessage) ;

break;

case "stop": {
UserSession user = users.remove (session.getId());
if (user != null) {

user.release () ;
}
break;
}
case "onIceCandidate": {
JsonObject jsonCandidate = jsonMessage.get ("candidate") .getAsJsonObject ();

UserSession user = users.get (session.getId());
if (user != null) {
IceCandidate candidate = new IceCandidate (jsonCandidate.get ("candidate") .

—getAsString(),
jsonCandidate.get ("sdpMid") .getAsString (),
jsonCandidate.get ("sdpMLineIndex") .getAsInt ());
user.addCandidate (candidate) ;

(continues on next page)
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}
break;

}
default:
sendError (session, "Invalid message with id " + jsonMessage.get ("id").

—getAsString());
break;

private void start (final WebSocketSession session, JsonObject jsonMessage) {

private void sendError (WebSocketSession session, String message) {

Following snippet shows method start, where ICE candidates are gathered and Media Pipeline and Media Elements
(WebRtcEndpoint and KmsSendData) are created and connected. Message startResponse is sent back to

client carrying the SDP answer.

private void start (final WebSocketSession session, JsonObject jsonMessage) {
try {

// User session

UserSession user = new UserSession|();

MediaPipeline pipeline = kurento.createMediaPipeline();

user.setMediaPipeline (pipeline) ;

WebRtcEndpoint webRtcEndpoint = new WebRtcEndpoint.Builder (pipeline) .
—usebDataChannels ()

Lbuild();
user.setWebRtcEndpoint (webRtcEndpoint) ;
users.put (session.getId(), user);

// ICE candidates
webRtcEndpoint .addIceCandidateFoundListener (new EventListener
—<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) ({

JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");

response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {
synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));

}
} catch (IOException e) {
log.debug (e.getMessage ()) ;

)i

// Media logic
KmsShowData kmsShowData = new KmsShowData.Builder (pipeline) .build();

(continues on next page)
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webRtcEndpoint.connect (kmsShowData) ;
kmsShowData.connect (webRtcEndpoint) ;

// SDP negotiation (offer and answer)
String sdpOffer = jsonMessage.get ("sdpOffer").getAsStringl();
String sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

JsonObject response = new JsonObiject () ;
response.addProperty ("id", "startResponse");
response.addProperty ("sdpAnswer", sdpAnswer);
synchronized (session) {

session.sendMessage (new TextMessage (response.toString()));

webRtcEndpoint .gatherCandidates () ;

} catch (Throwable t) {
sendError (session, t.getMessagel());

The sendError method is quite simple: it sends an error message to the client when an exception is caught in the
server-side.

private void sendError (WebSocketSession session, String message) {

try {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "error");
response.addProperty ("message", message) ;
session.sendMessage (new TextMessage (response.toString()));

} catch (IOException e) {
log.error ("Exception sending message", e);

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we
can see the creation of the WebSocket (variable ws) in the path /showdatachannel. Then, the onmessage
listener of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there
are three incoming messages to client: startResponse, error, and iceCandidate. Convenient actions are
taken to implement each step in the communication. For example, in functions start the function WebRtcPeer.
WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('wss://' + location.host + '/showdatachannel');

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);

(continues on next page)
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console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM STARTING) {
setState (I_CAN_START) ;
}
onError ("Error message from server: " + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (error) {

console.error ("Error adding candidate: " + error);
return;
}
1) i
break;
default:
if (state == I_AM_STARTING) {

setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

function start () {
console.log("Starting video call ...")
// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput) ;

var servers = null;
var configuration = null;
var peerConnection = new RTCPeerConnection (servers, configuration);

console.log("Creating channel");
var dataConstraints = null;

channel

peerConnection.createDataChannel (getChannelName (), dataConstraints);

channel.onopen = onSendChannelStateChange;
channel.onclose = onSendChannelStateChange;

function onSendChannelStateChange () {
if (!channel) return;

var readyState = channel.readyState;
console.log("sencChannel state changed to " + readyState);
if (readyState == 'open') {

dataChannelSend.disabled = false;

dataChannelSend. focus () ;

S('"#send') .attr('disabled', false);
} else {

dataChannelSend.disabled = true;

S('"#send') .attr('disabled', true);

(continues on next page)
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var sendButton = document.getElementById('send');
var dataChannelSend = document.getElementById('dataChannelSend'");

sendButton.addEventListener ("click", function() {
var data = dataChannelSend.value;

console.log("Send button pressed. Sending data " + data);
channel.send(data);
dataChannelSend.value = "";
1)
console.log("Creating WebRtcPeer and generating local sdp offer ...");
var options = {
peerConnection: peerConnection,
localvideo : videoInput,
remoteVideo : videoOutput,
onicecandidate : onIceCandidate

}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error) {
return console.error (error);
}
webRtcPeer.generateOffer (onOffer) ;

)i

function closeChannels () {

if (channel) {
channel.close () ;
$('#dataChannelSend') .disabled = true;
S('#send') .attr('disabled', true);
channel = null;

function onOffer (error, offerSdp) {
if (error)
return console.error ("Error generating the offer");
console.info ('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',
sdpOffer : offerSdp
}

sendMessage (message) ;

function onError (error) {
console.error (error);

function onIceCandidate (candidate) {
console.log("Local candidate"™ + JSON.stringify (candidate));

(continues on next page)
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var message = {
id : 'onIceCandidate',
candidate : candidate

bi

sendMessage (message) ;

function startResponse (message) {
setState (I_CAN_STOP) ;
console.log ("SDP answer received from server. Processing ...");

webRtcPeer.processAnswer (message.sdpAnswer, function (error) {
if (error)
return console.error (error);

1)

function stop () {
console.log("Stopping video call ...");
setState (I_CAN_START) ;
if (webRtcPeer) {
closeChannels () ;

webRtcPeer.dispose () ;
webRtcPeer = null;

var message = {
id : 'stop'
}
sendMessage (message) ;

}
hideSpinner (videoInput, videoOutput) ;

function sendMessage (message) {
var jsonMessage = JSON.stringify (message);
console.log('Sending message: ' + JjsonMessage) ;
ws.send (jsonMessage) ;

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with webjars:

<dependencies>
<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>
</dependency>
<dependency>
<groupId>org.kurento</groupId>

(continues on next page)
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<artifactId>kurento-utils—-js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars</groupId>
<artifactId>webjars—-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1.7</maven.compiler.source>

6.11.2 JavaScript - Hello World with Data Channels

This web application extends the Hello World Tutorial, adding media processing to the basic WebRTC loopback and
allowing send text from browser to the media server through data channels.

Running this example

First of all, install Kurento Media Server: Installation Guide. Start the media server and leave it running in the
background.

Note: If you will run this tutorial from a remote machine (i.e. not from localhost), then you need to configure
Secure WebSocket (wss://) in Kurento Media Server. For instructions, check Securing Kurento Media Server.

This is not an issue if you will run both KMS and the tutorial demo locally, because browsers (at least Chrome at the
time of this writing) allow connecting to insecure WebSockets from HTTPS pages, as long as everything happens in
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localhost.

Install Node.js, Bower, and a web server in your system:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodeijs

sudo npm install -g bower

sudo npm install —-g http-server

Here, we suggest using the simple Node.js ht tp—server, but you could use any other web server.

Note: You need to configure the web server with HTTPS. For more information, check Configure JavaScript appli-
cations to use HTTPS.

You also need the source code of this demo; clone it from GitHub, then start the web server:

git clone https://github.com/Kurento/kurento-tutorial—-Jjs.git

cd kurento-tutorial-js/kurento-hello-world-data-channel

git checkout 6.12.0

bower install

http-server -p 8443 --ssl —--cert keys/server.crt --key keys/server.key

Finally, access the web application by using a WebRTC-capable browser (Firefox, Chrome) to open the appropriate
URL:

 If KMS is running in your local machine:

’https://localhost:8443/

 If KMS is running in a remote server:

’https://localhost:8443/index.html?ws_uri:wss://<Kmst>:<KmsPort>/kurento

Note: This demo needs the kms-datachannelexample module installed in the media server. That module is available
in the Kurento repositories, so it is possible to install it with:

sudo apt-get install kms-datachannelexample

Understanding this example

The logic of the application is quite simple: the local stream is sent to Kurento Media Server, which returns it back to
the client without modifications. To implement this behavior we need to create a Media Pipeline with a single Media
Element, i.e. of type WebRtcEndpoint, which holds the capability of exchanging full-duplex (bidirectional) WebRTC
media flows. It is important to set value of property useDataChannels to true during WebRtcEndpoint creation. This
media element is connected to itself in order to deliver back received Media.

The application creates a channel between PeerConnection and WebRtcEndpoint used for message delivery.

Complete source code of this demo can be found in GitHub.
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JavaScript Logic
This demo follows a Single Page Application architecture (SPA). The interface is the following HTML page: in-
dex.html. This web page links two Kurento JavaScript libraries:
 kurento-client.js : Implementation of the Kurento JavaScript Client.
 kurento-utils.js : Kurento utility library aimed to simplify the WebRTC management in the browser.
In addition, these two JavaScript libraries are also required:
* Bootstrap : Web framework for developing responsive web sites.
* jquery.js : Cross-platform JavaScript library designed to simplify the client-side scripting of HTML.

 adapter.js : WebRTC JavaScript utility library maintained by Google that abstracts away browser differences.

ekko-lightbox : Module for Bootstrap to open modal images, videos, and galleries.
* demo-console : Custom JavaScript console.

The specific logic of this demo is coded in the following JavaScript page: index.js. In this file, there is a function
which is called when the green button labeled as Start in the GUI is clicked.

var startButton = document.getElementById("start");

startButton.addEventListener ("click", function() {
var options = {
peerConnection: peerConnection,
localvideo: videolInput,
remoteVideo: videoOutput
}i

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function (error) {
if (error) return onError (error)
this.generateOffer (onOffer)

1) i

[...]

The function WebRtcPeer. WebRtcPeerSendrecv abstracts the WebRTC internal details (i.e. PeerConnection and ge-
tUserStream) and makes possible to start a full-duplex WebRTC communication, using the HTML video tag with id
videolnput to show the video camera (local stream) and the video tag videoOutput to show the remote stream provided
by the Kurento Media Server.

Inside this function, a call to generateOffer is performed. This function accepts a callback in which the SDP offer is
received. In this callback we create an instance of the KurentoClient class that will manage communications with the
Kurento Media Server. So, we need to provide the URI of its WebSocket endpoint. In this example, we assume it’s
listening in port 8433 at the same host than the HTTP serving the application.

[...]

var args = getopts(location.search,
{
default:
{
ws_uri: 'wss://' + location.hostname + ':8433/kurento’,

ice_servers: undefined

(continues on next page)
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kurentoClient (args.ws_uri, function (error, client) {

[...]
}i

Once we have an instance of kurentoClient, the following step is to create a Media Pipeline, as follows:

client.create("MediaPipeline", function(error, _pipeline) {

[...]

)i

If everything works correctly, we have an instance of a media pipeline (variable pipeline in this example).
With this instance, we are able to create Media Elements. In this example we just need a WebRtcEndpoint with
useDataChannels property as true. Then, this media elements is connected itself:

pipeline.create ("WebRtcEndpoint", {useDataChannels: true}, function(error, webRtc) {
if (error) return onError (error);

setIceCandidateCallbacks (webRtcPeer, webRtc, onError)

webRtc.processOffer (sdpOffer, function(error, sdpAnswer) {
if (error) return onError (error);

webRtc.gatherCandidates (onError) ;

webRtcPeer.processAnswer (sdpAnswer, onError);

1)

webRtc.connect (webRtc, function(error) {
if (error) return onError (error);

console.log("Loopback established");

)i
1)

In the following snippet, we can see how to create the channel and the send method of one channel.

var dataConstraints = null;
var channel = peerConnection.createDataChannel (getChannelName (), dataConstraints);

sendButton.addEventListener ("click", function () {

channel.send(data);

Note: The TURN and STUN servers to be used can be configured simple adding the parameter ice_servers to
the application URL, as follows:

https://localhost:8443/index.html?ice_servers=[{"urls":"stun:stunl.example.net"}, {
—"urls":"stun:stun2.example.net"}]
https://localhost:8443/index.html?ice_servers=[{"urls":"turn:turn.example.org",
—"username":"user", "credential":"myPassword"}]
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Dependencies

Demo dependencies are defined in file bower.json. They are managed using Bower.

"dependencies": {
"kurento-client": "6.12.0",
"kurento-utils": "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at Bower.

6.12 WebRTC recording

This tutorial has two parts:
1. A WebRTC loopback records the stream to disk.
2. The stream is played back.

Users can choose which type of media to send and record: audio, video or both.

6.12.1 Java - Recorder

This web application extends Hello World adding recording capabilities.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
You need to have installed the Kurento Media Server before running this example. Read the installation guide for
further information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-hello-world-recording

git checkout 6.11.0

mvn -U clean spring-boot:run

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms.url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command
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mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Understanding this example

In the first part of this tutorial, the local stream is sent to the media server, which in turn sends it back to the client,
while recording it at the same time. In order to implement this behavior, we need to create a Media Pipeline consisting
on a WebRtcEndpoint and a RecorderEnpoint.

The second part of this demo shows how to play recorded media. To achieve this, we need to create a Media Pipeline
composed by a WebRtcEndpoint and a PlayerEndpoint. The uri property of the player is the uri of the recorded file.

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo
is three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Java Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

The following sections analyze in depth the server (Java) and client-side (JavaScript) code of this application. The
complete source code can be found in GitHub.

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

The main class of this demo is HelloWorldRecApp. As you can see, the KurentoClient is instantiated in this class as a
Spring Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities to the
application. In this instantiation we see that we need to specify to the client library the location of the Kurento Media
Server. In this example, we assume it is located at localhost listening in port 8888. If you reproduce this example
you’ll need to insert the specific location of your Kurento Media Server instance there.

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server and
controlling its multimedia capabilities.

@SpringBootApplication
@EnableWebSocket
public class HelloWorldRecApp implements WebSocketConfigurer {

@Bean

public HelloWorldRecHandler handler () {
return new HelloWorldRecHandler () ;

}

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

}

(continues on next page)

6.12. WebRTC recording 193



https://github.com/Kurento/kurento-tutorial-java/tree/master/kurento-hello-world-recording
https://github.com/Kurento/kurento-tutorial-java/blob/master/kurento-hello-world-recording/src/main/java/org/kurento/tutorial/helloworld/HelloWorldRecApp.java

Kurento Documentation, Release 6.12.0

(continued from previous page)

@Override
public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (handler (), "/recording");

@Bean
public UserRegistry registry () {
return new UserRegistry();

public static void main (String[] args) throws Exception {
new SpringApplication (HelloWorldRecApp.class) .run (args);

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with application server by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path
/recording.

HelloWorldRecHandler class implements TextWebSocketHandler to handle text WebSocket requests. The cen-
tral piece of this class is the method handleTextMessage. This method implements the actions for requests,
returning responses through the WebSocket. In other words, it implements the server part of the signaling protocol
depicted in the previous sequence diagram.

In the designed protocol there are three different kinds of incoming messages to the Server : start, stop, play
and onIceCandidates. These messages are treated in the switch clause, taking the proper steps in each case.

public class HelloWorldRecHandler extends TextWebSocketHandler {

private static final String RECORDER_FILE_PATH = "file:///tmp/HelloWorldRecorded.
—webm";

private final Logger log = LoggerFactory.getLogger (HelloWorldRecHandler.class) ;
private static final Gson gson = new GsonBuilder () .create();

@Autowired
private UserRegistry registry;

@Autowired
private KurentoClient kurento;

@Override

public void handleTextMessage (WebSocketSession session, TextMessage message) throws
—Exception {

JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);

log.debug ("Incoming message: {}", jsonMessage);

UserSession user = registry.getBySession (session);
if (user != null) {

log.debug ("Incoming message from user '{}': {}", user.getId(), JjsonMessage);
} else {

log.debug ("Incoming message from new user: {}", jsonMessage);

(continues on next page)
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switch (jsonMessage.get ("id") .getAsString()) {
case "start":
start (session, JsonMessage);
break;
case "stop":
case "stopPlay":
if (user != null) {
user.release();
}
break;
case "play":
play (user, session, jsonMessage);
break;

case "onIceCandidate": {
JsonObject jsonCandidate = jsonMessage.get ("candidate") .getAsJsonObject ();

if (user != null) {
IceCandidate candidate = new IceCandidate (jsonCandidate.get ("candidate") .

—getAsString(),
jsonCandidate.get ("sdpMid") .getAsString (),
jsonCandidate.get ("sdpMLinelIndex") .getAsInt ());

user.addCandidate (candidate) ;
}
break;

}
default:
sendError (session, "Invalid message with id " + jsonMessage.get ("id").

—getAsString());
break;

private void start (final WebSocketSession session, JsonObject jsonMessage) {

private void play (UserSession user, final WebSocketSession session, JsonObject

—JjsonMessage) {

private void sendError (WebSocketSession session, String message) {

In the following snippet, we can see the start method. It handles the ICE candidates gathering, creates a Media
Pipeline, creates the Media Elements (WebRt cEndpoint and RecorderEndpoint) and make the connections
among them. A startResponse message is sent back to the client with the SDP answer.

private void start (final WebSocketSession session, JsonObject JjsonMessage) {

try {

// 1. Media logic (webRtcEndpoint in loopback)
MediaPipeline pipeline = kurento.createMediaPipeline();

(continues on next page)
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WebRtcEndpoint webRtcEndpoint = new WebRtcEndpoint.Builder (pipeline) .build();
webRtcEndpoint .connect (webRtcEndpoint) ;

MediaProfileSpecType profile = getMediaProfileFromMessage (jsonMessage) ;

RecorderEndpoint recorder = new RecorderEndpoint.Builder (pipeline, RECORDER_
—FILE_PATH)
.withMediaProfile (profile) .build();

connectAccordingToProfile (webRtcEndpoint, recorder, profile);

// 2. Store user session

UserSession user = new UserSession (session);
user.setMediaPipeline (pipeline);
user.setWebRtcEndpoint (webRtcEndpoint) ;
registry.register (user);

// 3. SDP negotiation
String sdpOffer = jsonMessage.get ("sdpOffer").getAsString();
String sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

// 4. Gather ICE candidates
webRtcEndpoint .addIceCandidateFoundListener (new EventListener
—<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) ({
JsonObject response = new JsonObject ();
response.addProperty ("id", "iceCandidate");

response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {
synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));

}
} catch (IOException e) {
log.error (e.getMessage () ) ;

)i

JsonObject response = new JsonObject () ;
response.addProperty ("id", "startResponse");
response.addProperty ("sdpAnswer", sdpAnswer);

synchronized (user) {
session.sendMessage (new TextMessage (response.toString()));

webRtcEndpoint.gatherCandidates () ;

recorder.record() ;

} catch (Throwable t) {
log.error ("Start error", t);
sendError (session, t.getMessagel());

The play method, creates a Media Pipeline with the Media Elements (WebRt cEndpoint and PlayerEndpoint)
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and make the connections among them. It will then send the recorded media to the client.

private void play (UserSession user, final WebSocketSession session, JsonObject
—JjsonMessage) {
try {

// 1. Media logic

final MediaPipeline pipeline = kurento.createMediaPipeline();

WebRtcEndpoint webRtcEndpoint = new WebRtcEndpoint.Builder (pipeline) .build();

PlayerEndpoint player = new PlayerEndpoint.Builder (pipeline, RECORDER_FILE_
—PATH) .build();

player.connect (webRtcEndpoint) ;

// Player listeners
player.addErrorListener (new EventListener<ErrorEvent> () {

@Override
public void onEvent (ErrorEvent event) {
log.info ("ErrorEvent for session '{}': {}", session.getId(), event.

—getDescription());
sendPlayEnd (session, pipeline);
}
1) i

player.addEndOfStreamListener (new EventListener<EndOfStreamEvent> () {
@Override
public void onEvent (EndOfStreamEvent event) {
log.info ("EndOfStreamEvent for session '{}'", session.getId());

sendPlayEnd (session, pipeline);
}
1) i

// 2. Store user session
user.setMediaPipeline (pipeline);
user.setWebRtcEndpoint (webRtcEndpoint) ;

// 3. SDP negotiation
String sdpOffer = jsonMessage.get ("sdpOffer") .getAsString();
String sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

JsonObject response = new JsonObject () ;
response.addProperty ("id", "playResponse");
response.addProperty ("sdpAnswer", sdpAnswer);

// 4. Gather ICE candidates
webRtcEndpoint .addIceCandidateFoundListener (new EventListener
—<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObject () ;

response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {

synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));
}
} catch (IOException e) {
log.error (e.getMessage () ) ;

(continues on next page)
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1)

// 5. Play recorded stream
player.play();

synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));

webRtcEndpoint.gatherCandidates () ;
} catch (Throwable t) {

log.error ("Play error", t);

sendError (session, t.getMessagel());

The sendError method is quite simple: it sends an error message to the client when an exception is caught in the
server-side.

private void sendError (WebSocketSession session, String message) {

try {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "error");
response.addProperty ("message", message) ;
session.sendMessage (new TextMessage (response.toString()));

} catch (IOException e) {
log.error ("Exception sending message", e);

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we can
see the creation of the WebSocket (variable ws) in the path /recording. Then, the onmessage listener of the
WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there are three incoming
messages to client: startResponse, playResponse, playEnd,‘‘error‘‘, and iceCandidate. Convenient
actions are taken to implement each step in the communication. For example, in functions start the function
WebRtcPeer.WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('wss://' + location.host + '/recording');

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {

case 'startResponse':
startResponse (parsedMessage) ;
break;

(continues on next page)
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case 'playResponse':
playResponse (parsedMessage) ;
break;
case 'playEnd':
playEnd() ;
break;
case 'error':
setState (NO_CALL) ;
onError ('Error message from server: ' + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (error)
return console.error ('Error adding candidate: ' + error);
1)
break;
default:
setState (NO_CALL) ;
onError ('Unrecognized message', parsedMessage);

}

function start () {

console.log('Starting video call ...");

// Disable start button

setState (DISABLED) ;

showSpinner (videoInput, videoOutput);

console.log('Creating WebRtcPeer and generating local sdp offer ...');

var options = {
localvideo : videoInput,
remoteVideo : videoOutput,
mediaConstraints : getConstraints(),
onicecandidate : onIceCandidate

webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error)
return console.error (error);
webRtcPeer.generateOffer (onOffer);

1) g

function onOffer (error, offerSdp) {

if (error)
return console.error ('Error generating the offer');
console.info('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',
sdpOffer : offerSdp,
mode : $ ('input [name="mode"] :checked') .val ()
}

sendMessage (message) ;

(continues on next page)

6.12. WebRTC recording 199




Kurento Documentation, Release 6.12.0

(continued from previous page)

function onError (error) {
console.error (error);

function onIceCandidate (candidate) {
console.log('Local candidate' + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate

}i

sendMessage (message) ;

function startResponse (message) {
setState (IN_CALL) ;
console.log('SDP answer received from server. Processing ..."');

webRtcPeer.processAnswer (message.sdpAnswer, function(error) {
if (error)
return console.error (error);

1)

function stop () {
var stopMessageld = (state == IN_CALL) ? 'stop' : 'stopPlay';
console.log('Stopping video while in ' + state + '...");

setState (POST_CALL) ;

if (webRtcPeer) {
webRtcPeer.dispose () ;
webRtcPeer = null;

var message = {

id : stopMessagelId
}
sendMessage (message) ;

}
hideSpinner (videoInput, videoOutput);

function play() {
console.log("Starting to play recorded video...");

// Disable start button
setState (DISABLED) ;
showSpinner (videoOutput) ;

console.log('Creating WebRtcPeer and generating local sdp offer ...'");

var options = ({
remoteVideo : videoOutput,
mediaConstraints : getConstraints(),
onicecandidate : onIceCandidate

webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerRecvonly (options,
function (error) {

(continues on next page)
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if (error)
return console.error (error);
webRtcPeer.generateOffer (onPlayOffer);
1)

function onPlayOffer (error, offerSdp) {
if (error)
return console.error ('Error generating the offer');
console.info ('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'play',
sdpOffer : offerSdp
}

sendMessage (message) ;

function getConstraints () {

var mode = $('input[name="mode"]:checked') .val();
var constraints = {
audio : true,

video : true

if (mode == 'video-only') {
constraints.audio = false;

} else if (mode == 'audio-only') {
constraints.video = false;

return constraints;

function playResponse (message) {
setState (IN_PLAY) ;
webRtcPeer.processAnswer (message.sdpAnswer, function(error) {
if (error)
return console.error (error);

1)

function playEnd () {
setState (POST_CALL) ;
hideSpinner (videoInput, videoOutput) ;

function sendMessage (message) {
var jsonMessage = JSON.stringify (message);
console.log('Sending message: ' + JjsonMessage) ;
ws.send (jsonMessage) ;
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Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with webjars:

<dependencies>

<dependency>
<groupIld>org.kurento</groupIld>
<artifactId>kurento-client</artifactId>

</dependency>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—-js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars</groupId>
<artifactId>webjars—-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupld>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1.7</maven.compiler.source>

6.12.2 JavaScript - Recorder

This web application extends the Hello World Tutorial, adding recording capabilities.
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Running this example

First of all, install Kurento Media Server: [Installation Guide. Start the media server and leave it running in the
background.

Note: If you will run this tutorial from a remote machine (i.e. not from localhost), then you need to configure
Secure WebSocket (wss://) in Kurento Media Server. For instructions, check Securing Kurento Media Server.

This is not an issue if you will run both KMS and the tutorial demo locally, because browsers (at least Chrome at the
time of this writing) allow connecting to insecure WebSockets from HTTPS pages, as long as everything happens in
localhost.

Install Node.js, Bower, and a web server in your system:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodeijs

sudo npm install -g bower

sudo npm install -g http-server

Here, we suggest using the simple Node.js ht tp—server, but you could use any other web server.

Note: You need to configure the web server with HTTPS. For more information, check Configure JavaScript appli-
cations to use HTTPS.

You also need the source code of this demo; clone it from GitHub, then start the web server:

git clone https://github.com/Kurento/kurento-tutorial-js.git

cd kurento-tutorial-js/kurento-recorder

git checkout 6.12.0

bower install

http-server -p 8443 --ssl —--cert keys/server.crt --key keys/server.key

Finally, access the web application by using a WebRTC-capable browser (Firefox, Chrome) to open the appropriate
URL:

 If KMS is running in your local machine:

’https://localhost:8443/

» If KMS is running in a remote server:

’https://localhost:8443/index.html?ws_uri:wss://<Kmst>:<KmsPort>/kurento

Understanding this example

In the first part of this demo, the local stream is sent to Kurento Media Server, which returns it back to the client and
records to the same time. In order to implement this behavior we need to create a‘Media Pipeline‘:term: consisting of
a WebRtcEndpoint and a RecorderEnpoint.

The second part of this demo shows how to play recorded media. To achieve this, we need to create a Media Pipeline
composed by a WebRtcEndpoint and a PlayerEndpoint. The uri property of the player is the uri of the recorded file.

There are two implementations for this demo to be found in github:

* Using callbacks.
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* Using yield.

Note: The snippets are based in demo with callbacks.

JavaScript Logic
This demo follows a Single Page Application architecture (SPA). The interface is the following HTML page: in-
dex.html. This web page links two Kurento JavaScript libraries:
 kurento-client.js : Implementation of the Kurento JavaScript Client.
* kurento-utils.js : Kurento utility library aimed to simplify the WebRTC management in the browser.
In addition, these two JavaScript libraries are also required:
* Bootstrap : Web framework for developing responsive web sites.
* jquery.js : Cross-platform JavaScript library designed to simplify the client-side scripting of HTML.

 adapter.js : WebRTC JavaScript utility library maintained by Google that abstracts away browser differences.

ekko-lightbox : Module for Bootstrap to open modal images, videos, and galleries.
* demo-console : Custom JavaScript console.

The specific logic of this demo is coded in the following JavaScript page: index.js. In this file, there is a function
which is called when the green button, labeled as Start in the GUI, is clicked.

var startRecordButton = document.getElementById("start");
startRecordButton.addEventListener ("click", startRecording);

function startRecording() {
var options = {
localvVideo: videoInput,
remoteVideo: videoOutput

}i

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function (error) {
if (error) return onError (error)
this.generateOffer (onOffer)

1) i

[...]

The function WebRtcPeer. WebRtcPeerSendrecv abstracts the WebRTC internal details (i.e. PeerConnection and ge-
tUserStream) and makes possible to start a full-duplex WebRTC communication, using the HTML video tag with id
videoInput to show the video camera (local stream) and the video tag videoOutput to show the remote stream provided
by the Kurento Media Server.

Inside this function, a call to generateOffer is performed. This function accepts a callback in which the SDP offer is
received. In this callback we create an instance of the KurentoClient class that will manage communications with the
Kurento Media Server. So, we need to provide the URI of its WebSocket endpoint. In this example, we assume it’s
listening in port 8433 at the same host than the HTTP serving the application.
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var args = getopts(location.search,
{
default:
{
ws_uri: 'wss://' + location.hostname + ':8433/kurento’,
file_uri: 'file:///tmp/recorder_demo.webm', // file to be stored in media server

ice_servers: undefined

kurentoClient (args.ws_uri, function(error, client) {
[...]
}i

Once we have an instance of kurentoClient, the following step is to create a Media Pipeline, as follows:

client.create("MediaPipeline", function(error, _pipeline) {
[...]
)i

If everything works correctly, we have an instance of a media pipeline (variable pipeline in this example). With this
instance, we are able to create Media Elements. In this example we just need a WebRtcEndpoint and a RecorderEnd-
point. Then, these media elements are interconnected:

var elements =

[

{type: 'RecorderEndpoint', params: {uri : args.file_uri}},
{type: 'WebRtcEndpoint', params: {}}

pipeline.create (elements, function (error, elements) {
if (error) return onError (error);

var recorder = elements[0]
var webRtc = elements[1]

setIceCandidateCallbacks (webRtcPeer, webRtc, onError)

webRtc.processOffer (offer, function(error, answer) {
if (error) return onError (error);

console.log("offer");

webRtc.gatherCandidates (onError) ;
webRtcPeer.processAnswer (answer) ;

)

client.connect (webRtc, webRtc, recorder, function(error) {
if (error) return onError (error);

console.log("Connected");

recorder.record (function (error) {

(continues on next page)
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if (error) return onError (error);

console.log ("record");

When stop button is clicked, the recoder element stops to record, and all elements are released.

stopRecordButton.addEventListener ("click", function (event) {
recorder.stop () ;
pipeline.release();
webRtcPeer.dispose () ;
videoInput.src = "";
videoOutput.src = "";

hideSpinner (videoInput, videoOutput) ;
var playButton = document.getElementById('play');

playButton.addEventListener ('click', startPlaying);
})

In the second part, after play button is clicked, we have an instance of a media pipeline (variable pipeline in this
example). With this instance, we are able to create Media Elements. In this example we just need a WebRtcEndpoint
and a PlayerEndpoint with uri option like path where the media was recorded. Then, these media elements are
interconnected:

var options = {uri : args.file_uri}

pipeline.create ("PlayerEndpoint", options, function(error, player) {
if (error) return onError (error);

player.on('EndOfStream', function (event) {
pipeline.release();
videoPlayer.src = "";

hideSpinner (videoPlayer);

)i

player.connect (webRtc, function(error) {
if (error) return onError (error);

player.play (function (error) {
if (error) return onError (error);
console.log("Playing ...");

Note: The TURN and STUN servers to be used can be configured simple adding the parameter ice_servers to
the application URL, as follows:

https://localhost:8443/index.html?ice_servers=[{"urls":"stun:stunl.example.net"}, {

—"urls":"stun:stun2.example.net"}]

https://localhost:8443/index.html?ice_servers=[{"urls":"turn:turn.example.org",
"ysername" "y Y‘"," redentigl":"muPg mr(*l"}}

(continues on next page)
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|

Dependencies

Demo dependencies are located in file bower.json. Bower is used to collect them.

"dependencies": {
"kurento-client": "6.12.0",
"kurento-utils": "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at Bower.

6.13 WebRTC repository

This is similar to the recording tutorial, but using the repository to store metadata.

6.13.1 Java - Repository

This web application extends Hello World adding recording capabilities by means of the Kurento Repository.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
You need to have installed the Kurento Media Server before running this example. Read the installation guide for
further information.

In addition, you also need the kurento-repository-server. This component is in charge of the storage and retrieval of
the media. Please visit the Kurento Repository Server installation guide for further details.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-hello-world-repository/

git checkout 6.11.0

mvn -U clean spring-boot:run

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms.url to the JVM
executing the demo. In addition, by default this demo is also suppossing that the Kurento Repository is up and running
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in the localhost. It can be changed by means of the property repository.uri. Allin all, and due to the fact that
we can use Maven to run the tutorial, you should execute the following command:

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento \
-Drepository.uri=http://repository_host:repository_url

Understanding this example

On top of the recording capabilities from the base tutorial, this application creates a repository element to store media
in that repository. Additionally, metadata about the recorded file can also be stored in the repository.

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo
is three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Java Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

The following sections analyze in deep the server (Java) and client-side (JavaScript) code of this application. The
complete source code can be found in GitHub.

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

The main class of this demo is HelloWorldRecApp. As you can see, the KurentoClient is instantiated in this class as a
Spring Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities to the
application. In this instantiation we see that we need to specify to the client library the location of the Kurento Media
Server. In this example, we assume it is located at localhost listening in port 8888. If you reproduce this example
you’ll need to insert the specific location of your Kurento Media Server instance there.

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server and
controlling its multimedia capabilities.

@SpringBootApplication
@EnableWebSocket
public class HelloWorldRecApp implements WebSocketConfigurer {

protected static final String DEFAULT_REPOSITORY_SERVER_URI = "http://localhost:7676

;}";
protected static final String REPOSITORY_SERVER_URI =
System.getProperty ("repository.uri", DEFAULT_REPOSITORY_SERVER_URI) ;

@Bean
public HelloWorldRecHandler handler () {
return new HelloWorldRecHandler () ;

(continues on next page)
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@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

@Override

public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (handler (), "/repository");

}

@Bean

public RepositoryClient repositoryServiceProvider () {
return REPOSITORY SERVER URI.startsWith("file://") 2 null
RepositoryClientProvider.create (REPOSITORY_SERVER_URI) ;

@Bean
public UserRegistry registry() {
return new UserRegistry();

public static void main (String[] args) throws Exception {
new SpringApplication (HelloWorldRecApp.class) .run (args);

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with application server by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path
/repository

HelloWorldRecHandler class implements TextWebSocketHandler to handle text WebSocket requests. The cen-
tral piece of this class is the method handleTextMessage. This method implements the actions for requests,
returning responses through the WebSocket. In other words, it implements the server part of the signaling protocol
depicted in the previous sequence diagram.

In the designed protocol there are three different kinds of incoming messages to the Server : start, stop,
stopPlay, play and onIceCandidates. These messages are treated in the switch clause, taking the proper
steps in each case.

public class HelloWorldRecHandler extends TextWebSocketHandler {

// slightly larger timeout
private static final int REPOSITORY_DISCONNECT_TIMEOUT = 5500;

private static final String RECORDING_EXT = ".webn";

private final Logger log = LoggerFactory.getLogger (HelloWorldRecHandler.class) ;

private static final SimpleDateFormat df = new SimpleDateFormat ("yyyy-MM-dd HH-mm—
—~ss—=S");

private static final Gson gson = new GsonBuilder () .create();

QAutowired
private UserRegistry registry;

(continues on next page)
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QAutowired
private KurentoClient kurento;

QAutowired
private RepositoryClient repositoryClient;

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message) throws
—Exception {
JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);

log.debug ("Incoming message: {}", JjsonMessage);

UserSession user = registry.getBySession (session);
if (user != null) {

log.debug ("Incoming message from user '{}': {}", user.getId(), JjsonMessage);
} else {

log.debug ("Incoming message from new user: {}", JjsonMessage);

switch (jsonMessage.get ("id").getAsString()) {
case "start":
start (session, jsonMessage) ;
break;
case "stop":
case "stopPlay":
if (user != null) {
user.release () ;
}
break;
case "play":
play (user, session, JjsonMessage);
break;
case "onIceCandidate": {
JsonObject jsonCandidate = jsonMessage.get ("candidate") .getAsJsonObject ();

if (user != null) {
IceCandidate candidate = new IceCandidate (jsonCandidate.get ("candidate").
—getAsString(),
jsonCandidate.get ("sdpMid") .getAsString (),
jsonCandidate.get ("sdpMLineIndex") .getAsInt ());
user.addCandidate (candidate) ;
}
break;
}
default:
sendError (session, "Invalid message with id " + jsonMessage.get ("id").
—getAsString());
break;

private void start (final WebSocketSession session, JsonObject jsonMessage) {

private void play (UserSession user, final WebSocketSession session, JsonObject,,

— JjsonMessage) { (continues on next page)
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private void sendError (WebSocketSession session, String message) {

In the following snippet, we can see the start method. If a repository REST client or interface has been created, it
will obtain a Repositoryltem from the remote service. This item contains an ID and a recording URI that will be used
by the Kurento Media Server. The ID will be used after the recording ends in order to manage the stored media. If the
client doesn’t exist, the recording will be performed to a local URI, on the same machine as the KMS. This method also
deals with the ICE candidates gathering, creates a Media Pipeline, creates the Media Elements (WebRt cEndpoint
and RecorderEndpoint) and makes the connections between them. A startResponse message is sent back
to the client with the SDP answer.

private void start (final WebSocketSession session, JsonObject jsonMessage) {
try {
// 0. Repository logic
RepositoryItemRecorder repoltem = null;
if (repositoryClient != null) {
try |
Map<String, String> metadata = Collections.emptyMap();
repoltem = repositoryClient.createRepositoryltem(metadata);
} catch (Exception e) {
log.warn ("Unable to create kurento repository items", e);
}
} else {
String now = df.format (new Date());
String filePath = HelloWorldRecApp.REPOSITORY SERVER _URI + now + RECORDING_
EXT;
repoltem = new RepositoryItemRecorder () ;
repoltem.setId (now) ;
repoltem.setUrl (filePath);
}
log.info ("Media will be recorded {}by KMS: id={} , url={}",
(repositoryClient == null ? "locally" : ""), repoltem.getId(), repoltem.
—getUrl());

// 1. Media logic (webRtcEndpoint in loopback)

MediaPipeline pipeline = kurento.createMediaPipeline();

WebRtcEndpoint webRtcEndpoint = new WebRtcEndpoint.Builder (pipeline) .build();

webRtcEndpoint.connect (webRtcEndpoint) ;

RecorderEndpoint recorder = new RecorderEndpoint.Builder (pipeline, repoltem.
—getUrl())

.withMediaProfile (MediaProfileSpecType.WEBM) .build() ;
webRtcEndpoint .connect (recorder) ;

// 2. Store user session

UserSession user = new UserSession (session);
user.setMediaPipeline (pipeline) ;
user.setWebRtcEndpoint (webRtcEndpoint) ;
user.setRepoltem(repoltem);
registry.register (user);

// 3. SDP negotiation

(continues on next page)
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String sdpOffer = jsonMessage.get ("sdpOffer").getAsString();
String sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

// 4. Gather ICE candidates
webRtcEndpoint .addIceCandidateFoundListener (new EventListener

—<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) ({
JsonObject response = new JsonObject () ;
response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {
synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));

}
} catch (IOException e) {
log.error (e.getMessage());

The play method, creates a Media Pipeline with the Media Elements (WebRt cEndpoint and PlayerEndpoint)
and make the connections between them. It will then send the recorded media to the client. The media can be served
from the repository or directly from the disk. If the repository interface exists, it will try to connect to the remote
service in order to obtain an URI from which the KMS will read the media streams. The inner workings of the
repository restrict reading an item before it has been closed (after the upload finished). This will happen only when
a certain number of seconds elapse after the last byte of media is uploaded by the KMS (safe-guard for gaps in the
network communications).

private void play (UserSession user, final WebSocketSession session, JsonObject
—JjsonMessage) {
try {
// 0. Repository logic
RepositoryItemPlayer itemPlayer = null;

if (repositoryClient != null) {
try {

Date stopTimestamp = user.getStopTimestamp () ;

if (stopTimestamp != null) {
Date now = new Date();
long diff = now.getTime () - stopTimestamp.getTime () ;
if (diff >= 0 && diff < REPOSITORY_DISCONNECT_ TIMEOUT) {

log.info(
"Waiting for {}ms before requesting the repository read endpoint "
+ "(requires {}ms before upload is considered terminated "

+ "and only {}ms have passed)",
REPOSITORY_DISCONNECT_TIMEOUT - diff, REPOSITORY_DISCONNECT_TIMEOUT,
— diff);
Thread.sleep (REPOSITORY_DISCONNECT_TIMEOUT - diff);
}
} else {
log.warn ("No stop timeout was found, repository endpoint might not be_
—ready");
}
itemPlayer = repositoryClient.getReadEndpoint (user.getRepoltem().getId());
} catch (Exception e) {
log.warn ("Unable to obtain kurento repository endpoint", e);

(continues on next page)
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}
} else {
itemPlayer = new RepositoryItemPlayer () ;
itemPlayer.setId(user.getRepoltem() .getId());
itemPlayer.setUrl (user.getRepoltem () .getUrl());
}
log.debug ("Playing from {}: id={}, url={}",
(repositoryClient == null ? "disk" : "repository"), itemPlayer.getId(),
itemPlayer.getUrl());

// 1. Media logic

final MediaPipeline pipeline = kurento.createMediaPipeline () ;

WebRtcEndpoint webRtcEndpoint = new WebRtcEndpoint.Builder (pipeline) .build();

PlayerEndpoint player = new PlayerEndpoint.Builder (pipeline, itemPlayer.
—getUrl()) .build();

player.connect (webRtcEndpoint) ;

// Player listeners

player.addErrorListener (new EventListener<ErrorEvent> () {
@Override
public void onEvent (ErrorEvent event) {
log.info ("ErrorEvent for session '{}': {}", session.getId(), event.
—getDescription());

sendPlayEnd (session, pipeline);
}
1)
player.addEndOfStreamListener (new EventListener<EndOfStreamEvent> () {
@Override
public void onEvent (EndOfStreamEvent event) {
log.info ("EndOfStreamEvent for session '{}'", session.getId());
sendPlayEnd (session, pipeline);
}
1) i

// 2. Store user session
user.setMediaPipeline (pipeline) ;
user.setWebRtcEndpoint (webRtcEndpoint) ;

// 3. SDP negotiation
String sdpOffer = JjsonMessage.get ("sdpOffer").getAsStringl();
String sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

JsonObject response = new JsonObject () ;
response.addProperty ("id", "playResponse");
response.addProperty ("sdpAnswer", sdpAnswer);

// 4. Gather ICE candidates
webRtcEndpoint.addIceCandidateFoundListener (new EventListener
—<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObiject () ;
response.addProperty ("id", "iceCandidate");

response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {
synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));

(continues on next page)
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}
} catch (IOException e) {
log.error (e.getMessage ());

1)

The sendError method is quite simple: it sends an error message to the client when an exception is caught in the
server-side.

private void sendError (WebSocketSession session, String message) {

try {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "error");
response.addProperty ("message", message) ;
session.sendMessage (new TextMessage (response.toString()));

} catch (IOException e) {
log.error ("Exception sending message", e);

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we can
see the creation of the WebSocket (variable ws) in the path /repository. Then, the onmessage listener of the
WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there are three incoming
messages to client: startResponse, playResponse, playEnd,‘‘error‘‘, and iceCandidate. Convenient
actions are taken to implement each step in the communication. For example, in functions start the function
WebRtcPeer.WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('wss://' + location.host + '/repository');
ws.onmessage = function (message) {

var parsedMessage = JSON.parse (message.data);

console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {

case 'startResponse':
startResponse (parsedMessage) ;
break;

case 'playResponse':
playResponse (parsedMessage) ;

break;

case 'playEnd':
playEnd() ;
break;

case 'error':
setState (NO_CALL) ;
onError ('Error message from server: ' + parsedMessage.message);

(continues on next page)
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break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (error)
return console.error ('Error adding candidate: ' + error);
1) i
break;
default:
setState (NO_CALL) ;
onError ('Unrecognized message', parsedMessage);

}

function start () {
console.log('Starting video call ...");

// Disable start button
setState (DISABLED) ;
showSpinner (videoInput, videoOutput);

console.log('Creating WebRtcPeer and generating local sdp offer ...");

var options = {
localvideo : videoInput,
remoteVideo : videoOutput,
onicecandidate : onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error)
return console.error (error);
webRtcPeer.generateOffer (onOffer);

1)

function onOffer (error, offerSdp) {
if (error)
return console.error ('Error generating the offer');

console.info ('Invoking SDP offer callback function ' + location.host);
var message = {

id : 'start',

sdpOffer : offerSdp,

mode : S ('input [name="mode"] :checked') .val ()

}

sendMessage (message) ;

function onError (error) {
console.error (error);

function onIceCandidate (candidate) {
console.log('Local candidate' + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate

(continues on next page)
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bi
sendMessage (message) ;

function startResponse (message) {
setState (IN_CALL) ;

console.log('SDP answer received from server. Processing

webRtcPeer.processAnswer (message.sdpAnswer, function (error)

if (error)
return console.error (error);

1)

function stop () {
var stopMessagelId = (state == IN_CALL) ? 'stop'
console.log('Stopping video while in ' + state + '...'");

setState (POST_CALL) ;

if (webRtcPeer) {
webRtcPeer.dispose () ;
webRtcPeer = null;

var message = {

id : stopMessageId
}
sendMessage (message) ;

}
hideSpinner (videoInput, videoOutput);

function play () {
console.log("Starting to play recorded video...");

// Disable start button
setState (DISABLED) ;
showSpinner (videoOutput) ;

)

{

'stopPlay’;

console.log('Creating WebRtcPeer and generating local sdp offer ...');

var options = {
remoteVideo
onicecandidate

videoOutput,
onIceCandidate

}

webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerRecvonly (options,

function (error) {
if (error)
return console.error (error);
webRtcPeer.generateOffer (onPlayOffer);

)i

function onPlayOffer (error, offerSdp) {
if (error)
return console.error ('Error generating the offer');

console.info('Invoking SDP offer callback function ' + location.host);

var message = {
id : 'play',

(continues on next page)
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sdpOffer : offerSdp
}

sendMessage (message) ;

function playResponse (message) {
setState (IN_PLAY) ;
webRtcPeer.processAnswer (message.sdpAnswer, function(error)
if (error)
return console.error (error);

1)

function playEnd () {
setState (POST_CALL) ;
hideSpinner (videoInput, videoOutput);

function sendMessage (message) {
var jsonMessage = JSON.stringify (message);
console.log('Sending message: ' + JjsonMessage);
ws.send (jsonMessage) ;

{

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are

managed with webjars:

<dependencies>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>

</dependency>

<dependency>
<groupId>org.kurento</groupIld>
<artifactId>kurento-utils-js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars</groupId>
<artifactId>webjars-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>adapter. js</artifactId>

(continues on next page)
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</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>

Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1.7</maven.compiler.source>

6.14 WebRTC statistics

This tutorial implements a WebRTC loopback and shows how to collect WebRTC statistics.

6.14.1 JavaScript - Loopback stats

This web application extends the Hello World tutorial showing how statistics are collected.

Running this example

First of all, install Kurento Media Server: [Installation Guide. Start the media server and leave it running in the
background.

Note: If you will run this tutorial from a remote machine (i.e. not from localhost), then you need to configure
Secure WebSocket (wss://) in Kurento Media Server. For instructions, check Securing Kurento Media Server.

This is not an issue if you will run both KMS and the tutorial demo locally, because browsers (at least Chrome at the
time of this writing) allow connecting to insecure WebSockets from HTTPS pages, as long as everything happens in
localhost.

Install Node.js, Bower, and a web server in your system:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodejs

sudo npm install -g bower

sudo npm install -g http-server

Here, we suggest using the simple Node.js ht tp—server, but you could use any other web server.
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Note: You need to configure the web server with HTTPS. For more information, check Configure JavaScript appli-
cations to use HTTPS.

You also need the source code of this demo; clone it from GitHub, then start the web server:

git clone https://github.com/Kurento/kurento-tutorial-Jjs.git

cd kurento-tutorial-js/kurento-loopback-stats

git checkout 6.12.0

bower install

http-server -p 8443 --ssl —--cert keys/server.crt --key keys/server.key

Finally, access the web application by using a WebRTC-capable browser (Firefox, Chrome) to open the appropriate
URL.:

e If KMS is running in your local machine:

’https ://localhost:8443/

o If KMS is running in a remote server:

’ https://localhost:8443/index.html?ws_uri=wss://<KmsIp>:<KmsPort>/kurento

Understanding this example

The logic of the application is quite simple: the local stream is sent to the Kurento Media Server, which returns it
back to the client without modifications. To implement this behavior we need to create a Media Pipeline composed by
the Media Element WebRtcEndpoint, which holds the capability of exchanging full-duplex (bidirectional) WebRTC
media flows. This media element is connected to itself so any received media (from browser) is send back (to browser).
Using method get Stats the application shows all stats of element WebRtcEndpoint.

The complete source code of this demo can be found in GitHub.

JavaScript Logic
This demo follows a Single Page Application architecture (SPA). The interface is the following HTML page: in-
dex.html. This web page links two Kurento JavaScript libraries:
 Kkurento-client.js : Implementation of the Kurento JavaScript Client.
* kurento-utils.js : Kurento utility library aimed to simplify the WebRTC management in the browser.
In addition, these two JavaScript libraries are also required:
* Bootstrap : Web framework for developing responsive web sites.
* jquery.js : Cross-platform JavaScript library designed to simplify the client-side scripting of HTML.
 adapter.js : WebRTC JavaScript utility library maintained by Google that abstracts away browser differences.
* ekko-lightbox : Module for Bootstrap to open modal images, videos, and galleries.
* demo-console : Custom JavaScript console.

The specific logic of this demo is coded in the following JavaScript page: index.js. In this file, there is a function
which is called when the green button labeled as Start in the GUI is clicked.
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var startButton = document.getElementById("start");

startButton.addEventListener ("click", function() {
var options = {
localVideo: wvideoInput,
remoteVideo: videoOutput
bi

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function (error) {
if (error) return onError (error)
this.generateOffer (onOffer)

1) i

The function WebRtcPeer. WebRtcPeerSendrecv hides internal details (i.e. PeerConnection and getUserStream) and
makes possible to start a full-duplex WebRTC communication, using the HTML video tag with id videolnput to show
the video camera (local stream) and the video tag videoOutput to show the remote stream provided by the Kurento
Media Server.

Inside this function, a call to generateOffer is performed. This function accepts a callback in which the SDP offer is
received. In this callback we create an instance of the KurentoClient class that will manage communications with the
Kurento Media Server. So, we need to provide the URI of its WebSocket endpoint. In this example, we assume it’s
listening in port 8433 at the same host than the HTTP serving the application.

[...]

var args = getopts(location.search,
{
default:
{
ws_uri: 'wss://' + location.hostname + ':8433/kurento’,

ice_servers: undefined

kurentoClient (args.ws_uri, function(error, client) {
[...]
}i

Once we have an instance of kurentoClient, the following step is to create a Media Pipeline, as follows:

client.create("MediaPipeline", function(error, _pipeline) {
[...]
)i

If everything works correctly, we have an instance of a media pipeline (variable pipeline in this example). With
this instance, we are able to create Media Elements. In this example we just need a WebRtcEndpoint. Then, this media
elements is connected itself:

pipeline.create ("WebRtcEndpoint", function(error, webRtc) {
if (error) return onError (error);

webRtcEndpoint = webRtc;

(continues on next page)
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setIceCandidateCallbacks (webRtcPeer, webRtc, onError)

webRtc.processOffer (sdpOffer, function(error, sdpAnswer) {
if (error) return onError (error);

webRtc.gatherCandidates (onError) ;

webRtcPeer.processAnswer (sdpAnswer, onError);

1)

webRtc.connect (webRtc, function (error) {
if (error) return onError (error);

console.log("Loopback established");

webRtcEndpoint.on('MediaStateChanged', function (event) {
if (event.newState == "CONNECTED") {
console.log("MediaState is CONNECTED ... printing stats...")
activateStatsTimeout () ;

In the following snippet, we can see get Stats method. This method returns several statistic values of WebRtcEnd-
point.

function getBrowserOutgoingVideoStats (webRtcPeer, callback) {
var peerConnection = webRtcPeer.peerConnection;

peerConnection.getStats (function(stats) {
var results = stats.result();

for (var i = 0; i < results.length; i++) {
var res = results[i];
if (res.type != 'ssrc') continue;

//Publish it to be compliant with W3C stats draft
var retVal = {
timeStamp: res.timestamp,
//StreamStats below
associateStatsId: res.id,
codecId: "--",
firCount: res.stat ('googFirsReceived'),
isRemote: false,
mediaTrackId: res.stat ('googTrackId'),
nackCount: res.stat ('googNacksReceived'),
pliCount: res.stat ('googPlisReceived'),
sliCount: O,
ssrc: res.stat('ssrc'),
transportId: res.stat ('transportId'),
//Specific outbound below
bytesSent: res.stat ('bytesSent'),
packetsSent: res.stat ('packetsSent'),
roundTripTime: res.stat ('googRtt'),

(continues on next page)
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packetsLost: res.stat ('packetsLost'),
targetBitrate: "7?72",
remb: "??"
}
return callback (null, retVal);
}

return callback ("Error: could not find ssrc type on track stats", null);
}, localVideoTrack);

Note: The TURN and STUN servers to be used can be configured simple adding the parameter ice_servers to
the application URL, as follows:

https://localhost:8443/index.html?ice_servers=[{"urls":"stun:stunl.example.net"}, {
—"urls":"stun:stun2.example.net"}]
https://localhost:8443/index.html?ice_servers=[{"urls":"turn:turn.example.org",
—"username":"user", "credential":"myPassword"}]

Dependencies

Demo dependencies are located in file bower.json. Bower is used to collect them.

"dependencies": {
"kurento-client": "6.12.0",
"kurento-utils": "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at Bower.

222 Chapter 6. Kurento Tutorials



https://github.com/Kurento/kurento-tutorial-js/blob/master/kurento-loopback-stats/bower.json
https://bower.io/search/?q=kurento-client

CHAPTER /

Features

This page summarizes the features that Kurento provides, with links to their own documentation page for the most
important ones.

7.1 Kurento API, Clients, and Protocol

Kurento Media Server exposes all its functionality through an RPC API called Kurento API. This API can be queried
directly by any kind of JSON-compatible client, but the recommended way to work with it is by means of a Kurento
Client library; these are currently provided for Java, Browser Javascript, and Node.js.

If you prefer a different programming language, it’s possible to write a custom client library by following the specifi-
cation of the Kurento Protocol, based on WebSocket and JSON-RPC.

The picture below shows how to use Kurento Clients in three scenarios:
» Using the Kurento JavaScript Client directly in a compliant WebRTC browser.
 Using the Kurento Java Client in a Java EE Application Server.
 Using the Kurento JavaScript Client in a Node.js server.

Complete examples for these three technologies is described in the Tutorials section.

The Kurento Client API is based on the concept of Media Elements. A Media Element holds a specific media
capability. For example, the media element called WebRtcEndpoint holds the capability of sending and receiving
WebRTC media streams; the media element called RecorderEndpoint has the capability of recording into the file
system any media streams it receives; the FaceOverlayFilter detects faces on the exchanged video streams and adds a
specific overlaid image on top of them, etc. Kurento exposes a rich toolbox of media elements as part of its APIs.

To better understand theses concepts it is recommended to take a look to the sections Kurento API and Kurento
Protocol. You can also take a look at the Reference Documentation of the API implementations that are currently
provided: Kurento Client.
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Fig. 1: Connection of Kurento Clients (Java and JavaScript) to Kuento Media Server

224 Chapter 7. Features



Kurento Documentation, Release 6.12.0

Composite

WebRtcEndpoint

FaceOnerlayFilter

Dispatcher

o @

HitpPostEndpoint PlayerEndpoint 7BarFilter

RipEndpoint

DispatcherOneToMany

RecorderEndpoint GstreamerFilber

g

Fig. 2: Some Media Elements provided out of the box by Kurento

7.2 Kurento Modules

Kurento has been designed as a pluggable framework. Kurento Media Server uses several modules by default, named
kms-core, kms-elements and kms-filters.

In addition, there are others built-in modules to enhance the capabilities provided by the Kurento Media Server. These
modules are named kms-crowddetector, kms-pointerdetector, kms-chroma, and kms-platedetector.

Finally, Kurento Media Server can be expanded with new custom modules.

For more information, read the section Kurento Modules.

7.3 RTP Streaming

Besides WebRTC connections, Kurento Media Server is able to manage standard RTP streams, allowing to connect an
instance of KMS to a wide variety of devices.

There are two topics to note when dealing with RTP connections: the automatic congestion control algorithms that
KMS implements (see Congestion Control / REMB), and the NAT traversal capabilities (see NAT Traversal).

7.4 Congestion Control / REMB

Kurento implements the Google Congestion Control algorithm, so it is able to generate and parse both
abs—send-time RTP headers and REMB RTCP messages.

It is enabled by by passing the media-level attribute goog—remb in the SDP Offer. For example:
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Fig. 3: Kurento modules architecture. Kurento Media Server can be extended with built-in modules (crowddetector,
pointerdetector, chroma, platedetector) and also with other custom modules.
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v=0

o=- 0 0 IN IP4 127.0.0.1

s=—

c=IN IP4 127.0.0.1

t=0 0

m=video 5004 RTP/AVPF 103
a=rtpmap:103 H264/90000
a=rtcp-fb:103 goog-remb

a=sendonly

a=ssrc:112233 cname:user@example.com

a=rtcp-£b is the RTCP Feedback capability attribute, as defined in RFC 4585.

KMS implements REMB propagation between the sender and receiver legs of a connection. This means that when
KMS is used as a proxy between a video sender and one or more video receivers, the smallest REMB value from the
receivers will be relayed to the sender. This allows the sender to choose a lower bitrate that will accommodate all of
the receivers connected to KMS at the other side.

For more context about what is REMB and how it fits in the greater project of RMCAT, please read our Knowledge
Base document: Congestion Control (RMCAT).
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CHAPTER 8

Configuration Guide

Kurento works by orchestrating a broad set of technologies that must be made to work together. Some of these
technologies can accept different configuration parameters that Kurento makes available through several configuration

files:

8.1

/etc/kurento/kurento.conf. json: The main configuration file. Provides settings for the behavior of
Kurento Media Server itself.

/etc/kurento/modules/kurento/MediaElement.conf.ini: Generic parameters for all kinds of
MediaElement.

/etc/kurento/modules/kurento/SdpEndpoint.conf.ini: Audio/video parameters for Sd-
pEndpoint*s (i.e. *WebRtcEndpoint and RtpEndpoint).

/etc/kurento/modules/kurento/WebRtcEndpoint.conf.ini: Specific parameters for WebRt-
cEndpoint.

/etc/kurento/modules/kurento/HttpEndpoint.conf.ini: Specific parameters for HttpEnd-
point.

/etc/default/kurento-media-server: This file is loaded by the system’s service init files. Defines
some environment variables, which have an effect on features such as the Debug Logging, or the Core Dump
files that are generated when a crash happens.

Media Server

File: /etc/kurento/kurento.conf. json.

[TODO] Explain parameters.

8.2

MediaElement

File: /etc/kurento/modules/kurento/MediaElement .conf.ini.
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[TODO] Explain parameters.

8.3 SdpEndpoint

File: /etc/kurento/modules/kurento/SdpEndpoint.conf.ini.

[TODO] Explain parameters.

8.4 WebRtcEndpoint

File: /etc/kurento/modules/kurento/WebRtcEndpoint.conf.ini.

[TODO] Explain parameters.

8.5 HttpEndpoint

File: /etc/kurento/modules/kurento/HttpEndpoint.conf.ini.

[TODO] Explain parameters.

8.6 Debug Logging

File: /etc/default/kurento-media-server.

8.7 Service Init

The package kurento-media-server provides a service file that integrates with the Ubuntu init system. This service file
loads its user configuration from /etc/default/kurento-media-server, where the user is able to configure several features
as needed.
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CHAPTER 9

Writing Kurento Applications

Table of Contents

» Writing Kurento Applications
— Global Architecture
— Application Architecture
* Communicating client, server and Kurento
- 1. Media negotiation phase (signaling)
- 2. Media exchange phase

* Real time WebRTC applications with Kurento

— Media Plane

9.1 Global Architecture

Kurento can be used following the architectural principles of the web. That is, creating a multimedia application
based on Kurento can be a similar experience to creating a web application using any of the popular web development
frameworks.

At the highest abstraction level, web applications have an architecture comprised of three different layers:

¢ Presentation layer (client side): Here we can find all the application code which is in charge of interacting with
end users so that information is represented in a comprehensive way. This usually consists on HTML pages with
JavaScript code.

* Application logic (server side): This layer is in charge of implementing the specific functions executed by the
application.
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 Service layer (server or Internet side): This layer provides capabilities used by the application logic such as
databases, communications, security, etc. These services can be hosted in the same server as the application
logic, or can be provided by external parties.

Following this parallelism, multimedia applications created using Kurento can also be implemented with the same
architecture:

* Presentation layer (client side): Is in charge of multimedia representation and multimedia capture. It is usually
based on specific built-in capabilities of the client. For example, when creating a browser-based application, the
presentation layer will use capabilities such as the <video> HTML tag or the WebRTC JavaScript APIs.

» Application logic: This layer provides the specific multimedia logic. In other words, this layer is in charge of
building the appropriate pipeline (by chaining the desired Media Elements) that the multimedia flows involved
in the application will need to traverse.

¢ Service layer: This layer provides the multimedia services that support the application logic such as media
recording, media ciphering, etc. The Kurento Media Server (i.e. the specific Media Pipeline of Media Elements)
is in charge of this layer.

The interesting aspect of this discussion is that, as happens with web development, Kurento applications can place the
Presentation layer at the client side and the Service layer at the server side. However the Application logic, in both
cases, can be located at either of the sides or even distributed between them. This idea is represented in the following
picture:

Client-side application code

Web Application Architecture  Multimedia Application Architecture

Server-side application code

Fig. 1: Layered architecture of web and multimedia applications. Applications created using Kurento (right) can be
similar to standard Web applications (left). Both types of applications may choose to place the application logic at the
client or at the server code.

This means that Kurento developers can choose to include the code creating the specific media pipeline required by
their applications at the client side (using a suitable Kurento Client or directly with Kurento Protocol) or can place it
at the server side.

Both options are valid but each of them implies different development styles. Having said this, it is important to
note that in the web developers usually tend to maintain client side code as simple as possible, bringing most of their
application logic to the server. Reproducing this kind of development experience is the most usual way of using
Kurento.

Note: In the following sections it is considered that all Kurento handling is done at the server side. Although this
is the most common way of using Kurento, is important to note that all multimedia logic can be implemented at the
client with the Kurento JavaScript Client.

9.2 Application Architecture

Kurento, as most multimedia communication technologies out there, is built using two layers (called planes) to abstract
key functions in all interactive communication systems:
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« Signaling Plane. The parts of the system in charge of the management of communications, that is, the modules
that provides functions for media negotiation, QoS parametrization, call establishment, user registration, user
presence, etc. are conceived as forming part of the Signaling Plane.

* Media Plane. Functionalities such as media transport, media encoding/decoding and media processing make the
Media Plane, which takes care of handling the media. The distinction comes from the telephony differentiation
between the handling of voice and the handling of meta-information such as tone, billing, etc.

The following figure shows a conceptual representation of the high level architecture of Kurento:

Client side applications
(Browser, Mobile app...)

Media
Repository

HTTP Signaling
SOAP Signaling
SIP Signaling

Incoming media stream
(RTP f HTTP / WebRTC}
Outgoing media stream
[RTP / HTTP / WebRTC)
WebSocket Signalling
RESTiul Signaling

Output
Endpoint

Input
Endpoint

Kun:ento c 3 Applicalation
Client logic

Filter B Kurento

Protocol

Filter A

Media Pipeline

Application Server

Fig. 2: Kurento Architecture. Kurento architecture follows the traditional separation between signaling and media
planes.

The right side of the picture shows the application, which is in charge of the signaling plane and contains the business
logic and connectors of the particular multimedia application being deployed. It can be build with any programming
technology like Java, Node.js, PHP, Ruby, .NET, etc. The application can use mature technologies such as H7TP and
SIP Servlets, Web Services, database connectors, messaging services, etc. Thanks to this, this plane provides access
to the multimedia signaling protocols commonly used by end-clients such as S7/P, RESTful and raw HTTP based
formats, SOAP, RMI, CORBA or JMS. These signaling protocols are used by client side of applications to command
the creation of media sessions and to negotiate their desired characteristics on their behalf. Hence, this is the part of
the architecture, which is in contact with application developers and, for this reason, it needs to be designed pursuing
simplicity and flexibility.

On the left side, we have the Kurento Media Server, which implements the media plane capabilities providing access
to the low-level media features: media transport, media encoding/decoding, media transcoding, media mixing, media
processing, etc. The Kurento Media Server must be capable of managing the multimedia streams with minimal latency
and maximum throughput. Hence the Kurento Media Server must be optimized for efficiency.

9.2.1 Communicating client, server and Kurento

As can be observed in the figure below, a Kurento application involves interactions among three main modules:

¢ Client Application: Involves the native multimedia capabilities of the client platform plus the specific client-
side application logic. It can use Kurento Clients designed for client platforms (for example, Kurento JavaScript
Client).
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* Application Server: Involves an application server and the server-side application logic. It can use Kurento
Clients designed to server platforms (for example, Kurento Java Client for Java EE and Kurento JavaScript
Client for Node.js).

* Kurento Media Server: Receives commands to create specific multimedia capabilities (i.e. specific pipelines
adapted to the needs of the application).

The interactions maintained among these modules depend on the specifics of each application. However, in general,
for most applications can be reduced to the following conceptual scheme:
= e

Content Request N
(JSON) e logic at the.
2 ssssssss de

Media (=

@) negotiation P! vedia
‘Commands requesting | piocline

phase
| the creation of a pipeline_| creation

Content Answer
(JSON)

Media

phase

Fig. 3: Main interactions between architectural modules. These occur in two phases: negotiation and media exchange.
Remark that the color of the different arrows and boxes is aligned with the architectural figures presented above. For
example, orange arrows show exchanges belonging to the signaling plane, blue arrows show exchanges belonging to
the Kurento Protocol, red boxes are associated to the Kurento Media Server, and green boxes with the application.

1. Media negotiation phase (signaling)

At a first stage, a client (a browser in a computer, a mobile application, etc.) issues a message to the application re-
questing some kind of multimedia capability. This message can be implemented with any protocol (HTTP, WebSocket,
SIP, etc.). For instance, that request could ask for the visualization of a given video clip.

When the application receives the request, if appropriate, it will carry out the specific server side application logic,
which can include Authentication, Authorization and Accounting (AAA), CDR generation, consuming some type of
web service, etc.

After that, the application processes the request and, according to the specific instructions programmed by the devel-
oper, commands Kurento Media Server to instantiate the suitable Media Elements and to chain them in an appropriate
Media Pipeline. Once the pipeline has been created successfully, Kurento Media Server responds accordingly and the
application forwards the successful response to the client, showing it how and where the media service can be reached.

During the above mentioned steps no media data is really exchanged. All the interactions have the objective of
negotiating the whats, hows, wheres and whens of the media exchange. For this reason, we call it the negotiation
phase. Clearly, during this phase only signaling protocols are involved.

2. Media exchange phase

After the signaling part, a new phase starts with the aim to produce the actual media exchange. The client addresses a
request for the media to the Kurento Media Server using the information gathered during the negotiation phase.

Following with the video-clip visualization example mentioned above, the browser will send a GET request to the
IP address and port of the Kurento Media Server where the clip can be obtained and, as a result, an HTTP reponse
containing the media will be received.

Following the discussion with that simple example, one may wonder why such a complex scheme for just playing a
video, when in most usual scenarios clients just send the request to the appropriate URL of the video without requiring
any negotiation. The answer is straightforward. Kurento is designed for media applications involving complex media
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processing. For this reason, we need to establish a two-phase mechanism enabling a negotiation before the media
exchange. The price to pay is that simple applications, such as one just downloading a video, also need to get through
these phases. However, the advantage is that when creating more advanced services the same simple philosophy will
hold. For example, if we want to add Augmented Reality or Computer Vision features to that video-clip, we just need
to create the appropriate pipeline holding the desired Media Elements during the negotiation phase. After that, from
the client perspective, the processed clip will be received as any other video.

9.2.2 Real time WebRTC applications with Kurento

The client communicates its desired media capabilities through an SDP Offer/Answer negotiation. Hence, Kurento is
able to instantiate the appropriate WebRTC endpoint, and to require it to generate an SDP Answer based on its own
capabilities and on the SDP Offer. When the SDP Answer is obtained, it is given back to the client and the media
exchange can be started. The interactions among the different modules are summarized in the following picture:

Client Application Media
Application

“This is my SOP
(USON) >

Media

@ negotiation

phase

This is the answer SDP.
(1s0N)

Media
o exchange Multimedia RTC exchange with media server.

phase

Fig. 4: Interactions in a WebRTC session. During the negotiation phase, an SDP Offer is sent to KMS, requesting the
capabilities of the client. As a result, Kurento Media Server generates an SDP Answer that can be used by the client
for establishing the media exchange.

The application developer is able to create the desired pipeline during the negotiation phase, so that the real-time
multimedia stream is processed accordingly to the application needs.

As an example, imagine that you want to create a WebRTC application recording the media received from the client
and augmenting it so that if a human face is found, a hat will be rendered on top of it. This pipeline is schematically
shown in the figure below, where we assume that the Filter element is capable of detecting the face and adding the hat
to it.

WebRtcEndPoint

Client
Application

RecorderEndPoint

Me
Repository

Fig. 5: Example pipeline for a WebRTC session. A WebRtcEndpoint is connected to a RecorderEndpoint storing the
received media stream and to an Augmented Reality filter, which feeds its output media stream back to the client. As
a result, the end user will receive its own image filtered (e.g. with a hat added onto her head) and the stream will be
recorded and made available for further recovery into a repository (e.g. a file).

9.3 Media Plane

From the application developer perspective, Media Elements are like Lego pieces: you just need to take the elements
needed for an application and connect them, following the desired topology. In Kurento jargon, a graph of connected
media elements is called a Media Pipeline. Hence, when creating a pipeline, developers need to determine the
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capabilities they want to use (the Media Elements) and the topology determining which Media Element provides
media to which other Media Elements (the connectivity).

/_ Browser \ / Kurento Media Server \

Application Logic Media Pipeline
e = WebRtcPeer ——l
== R
Ay

(& A /

Fig. 6: Simple Example of a Media Pipeline

The connectivity is controlled through the connect primitive, exposed on all Kurento Client APIs.

This primitive is always invoked in the element acting as source and takes as argument the sink element following this
scheme:

sourceMediaElement .connect (sinkMediaElement)

For example, if you want to create an application recording WebRTC streams into the file system, you’ll need two
media elements: WebRtcEndpoint and RecorderEndpoint. When a client connects to the application, you will need to
instantiate these media elements making the stream received by the WebRtcEndpoint (which is capable of receiving
WebRT(C streams) to be fed to the RecorderEndpoint (which is capable of recording media streams into the file system).
Finally you will need to connect them so that the stream received by the former is transferred into the later:

WebRtcEndpoint.connect (RecorderEndpoint)

To simplify the handling of WebRTC streams in the client-side, Kurento provides an utility called WebRtcPeer. Nev-
ertheless, the standard WebRTC API (getUserMedia, RTCPeerConnection, and so on) can also be used to connect to
WebRtcEndpoints. For further information please visit the Tutorials section.
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Writing Kurento Modules

Table of Contents

» Writing Kurento Modules
OpenCV module

GStreamer module

For both kind of modules

Examples

[TODO REVIEW]
You can expand the Kurento Media Server developing your own modules. There are two flavors of Kurento modules:

* Modules based on OpenCV. This kind of modules are recommended if you would like to develop a filter pro-
viding Computer Vision or Augmented Reality features.

* Modules based on GStreamer. This kind of modules provide a generic entry point for media processing with
the GStreamer framework. Such modules are more powerful but also they are more difficult to develop. Skills
in GStreamer development are necessary.

The starting point to develop a filter is to create the filter structure. For this task, you can use the
kurento-module-scaffold tool. This tool is distributed with the kurento-media-server-dev pack-
age. To install this tool run this command:

sudo apt-get update && sudo apt-get install --yes kurento-media-server-dev ‘

The tool usage is different depending on the chosen flavor:

1. OpenCV module:

’kurentofmodulefscaffold.sh <module_name> <output_directory> opencv_filter ‘

2. Gstreamer module:
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kurento-module-scaffold.sh <module_name> <output_directory>

The tool generates the folder tree, all the needed CmakeLists.txt files, and example files of Kurento module
descriptor files (.kmd). These files contain the description of the modules, the constructor, the methods, the properties,
the events and the complex types defined by the developer.

Once kmd files are completed it is time to generate the corresponding code. The tool kurento-module-creator
generates glue code to server-side. Run this from the root directory:

cd build
cmake

The following sections detail how to create your module depending on the filter type you chose (OpenCV or
GStreamer).

10.1 OpenCV module

We have four files in src/server/implementation/:

ModuleNameImpl.cpp
ModuleNameImpl.hpp
ModuleNameOpenCVImpl.cpp
ModuleNameOpenCVImpl.hpp

The first two files should not be modified. The last two files will contain the logic of your module.

The file ModuleNameOpenCVImpl . cpp contains functions to deal with the methods and the parameters (you must
implement the logic). Also, this file contains a function called process. This function will be called with each new
frame, thus you must implement the logic of your filter inside it.

10.2 GStreamer module

In this case, we have two directories inside the src/ folder:

e The gst-plugins/ folder contains the implementation of your GStreamer Element (the
kurento-module-scaffold generates a dummy filter).

* Inside the server/objects/ folder you have two files:

ModuleNameImpl.cpp
ModuleNameImpl.hpp

In the file ModuleNameImpl . cpp you have to invoke the methods of your GStreamer element. The module logic
will be implemented in the GStreamer Element.

10.3 For both kind of modules

If you need extra compilation dependencies you can add compilation rules to the kurento-module-creator using the
function generate_code in the CmakeLists.txt file, located in src/server/.

The following parameters are available:
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SERVER_STUB_DESTINATION (required) The generated code that you may need to modify will be generated
on the folder indicated by this parameter.

MODELS (required) This parameter receives the folders where the models (.kmd files) are located.

INTERFACE_LIB_EXTRA_SOURCES INTERFACE_LIB_EXTRA_HEADERS
INTERFACE_LIB_EXTRA_INCLUDE_DIRS INTERFACE_LIB_EXTRA_LIBRARIES These
parameters allow to add additional source code to the static library. Files included in

INTERFACE_LIB_EXTRA_HEADERS will be installed in the system as headers for this library. All
the parameters accept a list as input.

SERVER_TIMPL_LIB_EXTRA_SOURCES SERVER_IMPL_LIB_EXTRA_HEADERS
SERVER_TIMPL_LIB_EXTRA_INCLUDE_DIRS SERVER_TIMPL_LIB_EXTRA_LIBRARIES
These parameters allow to add additional source code to the interface library.  Files included in
SERVER_IMPL_LIB_EXTRA_HEADERS will be installed in the system as headers for this library. All
the parameters accept a list as input.

MODULE_EXTRA_INCLUDE_DIRS MODULE_EXTRA_LIBRARIES These parameters allow to add extra in-
clude directories and libraries to the module.

SERVER_IMPL_LIB_FIND_CMAKE_EXTRA_LIBRARIES This parameter receives a list of strings. Each
string has this format: 1ibname[ libversion range] (possible ranges can use symbols AND OR < <=
>>= " and ~).

— ~ indicates a version compatible using Semantic Versioning.

— ~ Indicates a version similar, that can change just last indicated version character.

Once the module logic is implemented and the compilation process is finished, you need to install your module in your
system. You can follow two different ways:

1. You can generate the Debian package (debuild -us -uc) and install it (dpkg —1i). 2. You can define the
following environment variables in the file /etc/default/kurento:

KURENTO_MODULES_PATH=<module_path>/build/src
GST_PLUGIN_PATH=<module_path>/build/src

Now, you need to generate code for Java or JavaScript to use your module from the client-side.

¢ For Java, from the build directory you have to execute cmake
-DGENERATE_JAVA_CLIENT_PROJECT=TRUE command, that generates a Java folder with client
code. You can run make Jjava_install and your module will be installed in your Maven local repository.
To use the module in your Maven project, you have to add the dependency to the pom. xm1 file:

<dependency>
<groupId>org.kurento.module</groupId>
<artifactId>modulename</artifactId>
<version>moduleversion</version>
</dependency>

For JavaScript, you should run cmake .. -DGENERATE_JS_CLIENT_PROJECT=TRUE. This command
generates a js/ folder with client code. Now you can manually add the JavaScript library to use your module
in your application. Alternatively, you can use Bower (for Browser JavaScript) or NPM (for Node.js). To do
that, you should add your JavaScript module as a dependency in your bower. json or package. json file
respectively, as follows:

"dependencies": {
"modulename": "moduleversion"
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10.4 Examples

Simple examples for both kind of modules are available in GitHub:
* OpenCV module.
* GStreamer module.
There are a lot of examples showking how to define methods, parameters or events in all our public built-in modules:
* kms-pointerdetector.
* kms-crowddetector.
¢ kms-chroma.
» kms-platedetector.

Moreover, all our modules are developed using this methodology. For that reason you can take a look to our main
modules:

¢ kms-core.
¢ kms-elements.

¢ kms-filters.
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cHAPTER 11

Frequently Asked Questions

11.1 About NAT, ICE, STUN, TURN

11.1.1 What is NAT?

Network Address Translation (NAT) is a mechanism that hides from the public access the private IP addresses of
machines inside a network. This NAT mechanism is typically found in all types of network devices, ranging from
home routers to full-fledged corporate firewalls. In all cases the effect is the same: machines inside the NAT cannot
be freely accessed from outside.

The effects of a NAT is very negative for WebRTC communications: machines inside the network will be able to send
data to the outside, but they won’t be able to receive data from remote endpoints that are sitting outside the network.
In order to allow for this need, NAT devices typically allow to configure NAT bindings to let data come in from the
outside part of the network; creating these NAT bindings is what is called NAT traversal, also commonly referred as
“opening ports”.

11.1.2 What is ICE?

Interactive Connectivity Establishment (ICE) is a protocol used for NAT traversal. It defines a technique that allows
communication between two endpoints when one is inside a NAT and the other is outside of it. The net effect of the
ICE process is that the NAT will be left with all needed ports open for communication, and both endpoints will have
complete information about the IP address and ports where the other endpoint can be contacted.

ICE doesn’t work standalone: it needs to use a helper protocol called STUN.

11.1.3 What are STUN and TURN?

Session Traversal Utilities for NAT (STUN) is a protocol that complements ICE in the task of solving the NAT traversal
issue. It can be used by any endpoints to determine the IP address and port allocated to it by a NAT. It can also be used
to check connectivity between two endpoints, and as a keep-alive protocol to maintain NAT bindings. STUN works
with many existing NATSs, and does not require any special behavior from them.
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Traversal Using Relays around NAT (TURN) is an extension of STUN, used where the NAT security policies are too
strict and the needed NAT bindings cannot be successfully created. In these situations, it is necessary for the host to
use the services of an intermediate node that acts as a communication relay.

Note: TURN is an extension of STUN. This means that you don’t need to configure a STUN server if you are already
using a TURN server.

11.1.4 When is STUN needed?

STUN is needed for every endpoint behind a NAT. All NAT-ed peers need to open their own NAT ports, doing NAT
traversal by using a STUN server that is outside of the NAT.

If you are installing Kurento in a NAT environment (eg. if your server is behind a NAT firewall), you need
to use a STUN or TURN server, and configure KMS appropriately in /etc/kurento/modules/kurento/
WebRtcEndpoint.conf.ini. Apart from that, you need to open all UDP ports in your cloud provider’s security
group, as STUN/TURN will use any port available from the whole 0-65535 range.

Similarly, all browser endpoints that are behind a NAT need to configure the STUN and/or TURN server details with
the iceServers field of the RTCPeerConnection constructor.

Let’s see this with an example: The typical installation scenario for Kurento Media Server is to have a strict separation
between Application Server and client. KMS and Application Server are running in a cloud machine without any
NAT or port restriction on incoming connections, while a browser client runs from any (possibly restricted) network
that forbids incoming connections on any port that hasn’t been “opened” in advance. The client may communicate
with the Application Server for signaling purposes, but at the end of the day the bulk of the communication is done
between the WebRTC engines of the browser and KMS.

In scenarios such as this one, the client is able to send data to KMS because its NAT will allow outgoing packets.
However, KMS will not be able to send data to the client, because the client’s NAT is closed for incoming packets.
This is solved by configuring the client to use some STUN server, then opening the appropriate ports in the NAT by
using the STUN protocol. After this operation, the client is now able to receive audio/video streams from KMS:

This procedure is called /CE.

Note that you can also deploy KMS behind a NAT firewall, as long as KMS itself is also configured to open its own
NAT ports by following the same procedure (again, with a STUN server that is outside of the NAT).

Note: TURN is an extension of STUN. This means that you don’t need to configure a STUN server if you are already
using a TURN server.

242 Chapter 11. Frequently Asked Questions


https://developer.mozilla.org/en-US/docs/Web/API/RTCPeerConnection/RTCPeerConnection

Kurento Documentation, Release 6.12.0

11.1.5 How to install Coturn?

Coturn is a STUN server and (optionally) a TURN relay, supporting all features required for the ICE protocol and
allowing to establish WebRTC connections between hosts that sit behind a NAT.

Coturn can be installed directly from the Ubuntu package repositories:

sudo apt-get update && sudo apt-get install —--no-install-recommends --yes \

coturn

. Edit the file /etc/turnserver.conf and configure the server according to your needs.

This basic configuration is a good first step; it will work for using Coturn with Kurento Media Server for
WebRTC streams:

# TURN server public address, if Coturn is behind NAT.
# It must be an IP address, not a domain name.
external-ip=<CoturnPublicIpAddress>

# TURN server lower and upper bounds of the UDP relay endpoints.
# Default: 49152, 65535.

#min-port=49152

#max-port=65535

# Uncomment to run server in 'normal' 'moderate' verbose mode.
# By default the verbose mode is off.
#verbose

# Use fingerprints in the TURN messages.
fingerprint

(continues on next page)
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(continued from previous page)

# Use long-term credential mechanism.
lt-cred-mech

# 'Static' user accounts for long-term credentials mechanism.
user=<TurnUser>:<TurnPassword>

# Realm used for the long-term credentials mechanism.
realm=kurento.org

# Set the log file name.
# The log file can be reset sending a SIGHUP signal to the turnserver process.
log-file=/var/log/turnserver/turnserver.log

# Disable log file rollover and use log file name as-is.
simple-log

e The external-ip is necessary in cloud providers which use internal NATSs, such as Amazon EC2 (AWS).
Write in <CoturnPublicIpAddress> your server’s public IPv4 address, such as 171.222.333.444. 1t
must be an IP address, not a domain name.

* The options fingerprint, lt-cred-mech, and realm are needed for WebRTC.

¢ The user parameter is the most basic form of authorization to use the TURN relay capabilities. Write your
desired user name and password in the fields <TurnUser> and <TurnPassword>.

» Other parameters can be tuned as needed. For more information, check the Coturn help pages:
— https://github.com/coturn/coturn/wiki/turnserver
— https://github.com/coturn/coturn/wiki/CoturnConfig

— A fully commented example configuration file: https://raw.githubusercontent.com/coturn/coturn/
master/examples/etc/turnserver.conf

2. Edit the file /etc/default/coturn and set

TURNSERVER_ENABLED=1

so the server starts automatically as a system service daemon.

3. Configure KMS and point it to where the server is listening for connections. Edit the file /etc/kurento/
modules/kurento/WebRtcEndpoint.conf.ini and set either the STUN or the TURN parameters:

stunServerAddress=<CoturnPublicIpAddress>
stunServerPort=3478

turnURL=<TurnUser>:<TurnPassword>@<CoturnPublicIpAddress>:3478

If you only configure the STUN parameters in KMS, then the TURN relay capability of Coturn won’t be used.
Of course, if you instead configure the whole TURN URL, then KMS will be able to use the Coturn server as a
TURN relay when it needs to. Note that TURN is an extension of STUN, so if you configure TURN then there
is no need to also configure the STUN details in KMS.

The following ports should be open in the firewall or your cloud machine’s Security Groups:
* 3478 TCP & UDP.

* 49152-65535 UDP: As per RFC 5766, these are the ports that the TURN server will use to exchange
media. These ports can be changed using Coturn’s min-port and max—-port parameters.
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Note: The STUN protocol doesn’t constrain the range of ports that might be used, so with the default config-
uration you should open all UDP ports. However, it is possible to edit the file /etc/kurento/modules/
kurento/BaseRtpEndpoint.conf.ini and restrict the port range used by Kurento Media Server. That
would allow to have a reduced set of ports open in your server.

4. Lastly, start the Coturn server and the media server:

sudo service coturn start
sudo service kurento-media-server restart

Note: Make sure to check your installation using this test application:

https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/

11.2 How To ...

11.2.1 Know how many Media Pipelines do | need for my Application?
Media Elements can only communicate with each other when they are part of the same pipeline. Different Medi-
aPipelines in the server are independent do not share audio, video, data or events.

A good heuristic is that you will need one pipeline per each set of communicating partners in a channel, and one
Endpoint in this pipeline per audio/video streams reaching a partner.

11.2.2 Know how many Endpoints do | need?

Your application will need to create an Endpoint for each media stream flowing to (or from) the pipeline. As we said
in the previous answer, each set of communicating partners in a channel will be in the same Media Pipeline, and each
of them will use one or more Endpoints. They could use more than one if they are recording or reproducing several
streams.

11.2.3 Know to what client a given WebRtcEndPoint belongs or where is it coming
from?

Kurento API currently offers no way to get application attributes stored in a Media Element. However, the application
developer can maintain a hashmap or equivalent data structure mapping the WebRt cEndpoint internal Id (which is
a string) to whatever application information is desired.

11.3 Why do | get the error ...

11.3.1 “Cannot create gstreamer element”?

This is a typical error which happens when you update Kurento Media Server from version 4 to 5. The problem is
related to the GStreamer dependency version. The solution is the following:
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sudo
sudo
sudo
sudo
sudo

apt—get
apt—-get
apt—get
apt—get
apt—-get

1A

purge —-auto-remove
autoremove

update

dist-upgrade
install kurento-media-server

(kms | kurento) .

*
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cHAPTER 12

Troubleshooting Issues

If you are facing an issue with Kurento Media Server, follow this basic check list:

e Step 1. Test with the latest version of Kurento Media Server: 6.12.0. Follow the installation instructions here:
Installation Guide.

» Step 2: If the problem still happens in the latest version, and the Kurento developers have started working on
a solution, they might instruct you to test with the latest (unreleased) changes by installing a nightly version of
KMS: Installing Nightly Builds.

 Step 3: When your issue exists in both the latest and nightly versions, try resorting to the Open-Source Commu-
nity. Kurento users might be having the same issue and maybe you can find help in there.

* Step 4: If you want full attention from the Kurento team, get in contact with us to request Commercial Support.
My Kurento doesn’t work, what should I do?

This document outlines several bits of knowledge that can prove very useful when studying a failure or error in KMS:

Table of Contents

* Troubleshooting Issues
— Media Server Crashes
— Other Media Server issues
* GStreamer—CRITICAL ~*# messages in the log
* CPU usage grows too high
x Memory usage grows too high
* Service init doesn’t work

* OpenH264 not found

* Missing audio or video streams

247



Kurento Documentation, Release 6.12.0

* Low video quality
— Application Server
* KMS is not running
* KMS became unresponsive (due to network error or crash)
* Node.js / NPM failures
* “Expects at least 4 fields”
— Networking issues
* WebRTC connection is not established
* [CE fails with timeouts
* Multicast fails in Docker
— Element-specific info
* PlayerEndpoint
- RTSP broken video
- RTSP Video stuttering
* RecorderEndpoint
- Zero-size video files

— Browser

* Safari doesn’t work

12.1 Media Server Crashes

We want Kurento to be as stable as possible! When you notice a server crash, it’s a good time to report a bug so we
can know about the issue. But before that, we need you to collect some information about the crash:

e Kurento tries to write an execution stack trace in the file /var/log/kurento-media-server/
errors.log. This stack trace will only be useful if you have all debug packages installed, by following
these instructions: Install debugging symbols. If that’s the case, open the errors.log file and look for a line
similar to this one:

2019-09-19T13:44:48+02:00 —-— New execution

Then, see if you can find the stack trace that matches with the time when the crash occured. Attach that stack
trace to your bug report.

e If you installed Kurento with apt-get install, then the Ubuntu system generates a crash report that
you will find in /var/crash/_usr_bin_kurento-media-server.<PID>.crash. This contains
information that can be used to inspect KMS with a debugger, so it tends to be very useful. Attach it to your bug
report (or upload it to any hosting provider).

Note: The crash report file does not get overwritten on each crash. If an old crash report exists, the new one
will not be generated. So if you are experiencing crashes, then make sure that the crash report file is always
deleted, after having shared it with us, so future crashes will also generate new crash reports.
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* We might ask you to run with a special build of Kurento that comes with support for AddressSanitizer, a memory
access error detector.

For this, you would need to make several high-impact changes in your system, so instead of breaking every-
body’s setup we decided it’s better to just publish a Docker image that contains everything you need: Kurento
Docker images with AddressSanitizer. If we ask for it, you would have to provide the Docker logs from running
this.

For this reason (and also for better test repeatability), it’s a very good idea that you have your services thought
out in a way that it’s possible to run Kurento Media Server from Docker, at any time, regardless of what is
your normal / usual method of deploying Kurento.

12.2 Other Media Server issues

12.2.1 GStreamer-CRITICAL ** messages in the log

GLib and GStreamer use a lot of assert () functions to check for valid conditions whenever a function is called. If
these conditions fail, messages such as these ones will appear in the log:

(kurento-media-server:4619) : GStreamer-CRITICAL xx: gst_element_query: assertion 'GST_
IS _ELEMENT (element)' failed

(kurento-media-server:15636) : GLib-CRITICAL *x: g_error_free: assertion 'error != NULL
—' failed

However, these messages don’t cause a crash in the server; instead, it will keep working, although there will be some
session that is wrongly affected by this issue.

Finding the spot where the assert () fails is a bit hard, though; you need to:
1) Install debugging symbols: Install debugging symbols.
2) Enable debug breaks in the asserts:

’export G _DEBUG=fatal-warnings

3) Enable kernel core dumps:

’ulimit —-c unlimited

4) Run with GDB and get a backtrace:

gdb /usr/bin/kurento-media-server

(gdb) run

# Wait until the assert happens and GDB breaks
(gdb) info stack

(gdb) backtrace

12.2.2 CPU usage grows too high

Kurento Media Pipelines can get pretty complex if your use case requires so, which would mean more processing
power is required to run them; however, even for the simplest cases it’s possible that you find out unexpected spikes
in CPU usage, which in extreme cases could end up crashing the server due to resource exhaustion in the machine.

Check these points in an attempt to find possible causes for the high CPU usage:
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* Kurento Media Server is known to work well with videos of up to 720p resolution (1280x720) at 30fps and
around 2Mbps. Using values beyond those might work fine, but the Kurento team hasn’t done any factual
analysis to prove it. With heavier data loads there is a chance that KMS will be unable to process all incoming
data on time, and this will cause that buffers fill up and frames get dropped. Try reducing the resolution of your
input videos if you see video stuttering.

* Source and destination video codecs must be compatible. This has always been a source of performance prob-
lems in WebRTC communications.

— For example, if some participants are using Firefox and talking in a room, they will probably negotiate
VP8 codec with Kurento; then later someone enters with Safari, CPU usage explodes due to transcoding is
now suddenly required, because Safari only supports H.264 (VP8 support was added only since Desktop
Safari v68).

— Another example is you have some VP8 streams running nicely but then stream recording is enabled with
the MP4 recording profile, which uses H.264. Same story: video needs to be converted, and that uses a lot
of CPU.

* Also check if other processes are running in the same machine and using the CPU. For example, if Coturn is
running and using a lot of resources because too many users end up connecting via Relay (TURN).

Of these, video transcoding is the main user of CPU cycles, because encoding video is a computationally expensive
operation. As mentioned earlier, keep an eye on the TRANSCODING events sent from Kurento to your Application
Server, or alternatively look for TRANSCODING ACTIVE messages in the media server logs.

If you see that transcoding is active at some point, you may get a bit more information about why, by enabling this
line:

export GST_DEBUG="S{GST_DEBUG:-3},Kurentox*:5,agnosticbin*:5"

in your daemon settings file, /etc/default/kurento-media-server.

Then look for these messages in the media server log output:

e Upstream provided caps: (caps)
* Downstream wanted caps: (caps)
* Find TreeBin with wanted caps: (caps)

Which will end up with either of these sets of messages:
* If source codec is compatible with destination:
— TreeBin found! Use it for (audio|video)
— TRANSCODING INACTIVE for (audio]|video)
* If source codec is not compatible with destination:
— TreeBin not found! Transcoding required for (audio|wvideo)
— TRANSCODING ACTIVE for (audio]|video)

These messages can help understand what codec settings are being received by Kurento (“Upstream provided caps”)
and what is being expected at the other side by the stream receiver (“Downstream wanted caps”).

12.2.3 Memory usage grows too high

If you are using top or ps to evaluate memory usage, keep in mind that these tools show memory usage as seen by
the Operating System, not the process of the media server. Even after freeing memory, there is no guarantee that the
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memory will get returned to the OS. Typically, it won’t! Typical C implementations do not return free’d memory :
it is available for use by the same program, but not to others. So t op or ps won’t be able to “see” the free’d memory.

If you’re trying to establish whether Kurento Media Server has a memory leak, then neither t op nor ps are the right
tool for the job; Valgrind is.

See:

¢ free() in C doesn’t reduce memory usage

12.2.4 Service init doesn’t work

The package kurento-media-server provides a service file that integrates with the Ubuntu init system. This service file
loads its user configuration from /etc/default/kurento-media-server, where the user is able to configure several features
as needed.

In Ubuntu, log messages from init scripts are managed by systemd, and can be checked in to ways:

* /var/log/syslog contains a copy of all init service messages. You can open it to see past messages, or follow it in
real time with this command:

’tail -f /var/log/syslog

* You can query the status of the kurento-media-server service with this command:

systemctl status kurento-media-server.service

12.2.5 OpenH264 not found

Problem: Installing and running KMS on a clean Ubuntu installation shows this message:

(gst-plugin—-scanner:15): GStreamer-WARNING **: Failed to load plugin
'/usr/1lib/x86_64-1linux—-gnu/gstreamer-1.5/1libgstopenh264.s0': libopenh264.s0.0:
cannot open shared object file: No such file or directory

Also these conditions apply:
» Packages openh264-gst-plugins-bad-1.5 and openh264 are already installed.

¢ The file /usr/lib/x86_64-linux-gnu/libopenh264.so is a broken link to the non-existing file /usr/lib/x86_64-linux-
gnu/libopenh264.s0.0.

Reason: The package openh264 didn’t install correctly. This package is just a wrapper that needs Internet connec-
tivity during its installation stage, to download a binary blob file from this URL: http://ciscobinary.openh264.org/
libopenh264-1.4.0-linux64.s0.bz2

If the machine is disconnected during the actual installation of this package, the download will fail silently with some
error messages printed on the standard output, but the installation will succeed.

Solution: Ensure that the machine has access to the required URL, and try reinstalling the package:

sudo apt-get update && sudo apt-get install --reinstall openh264
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12.2.6 Missing audio or video streams

If the Kurento Tutorials are showing an spinner, or your application is missing media streams, that’s a strong indication
that the network topology requires using either a STUN or TURN server, to traverse through the NAT firewall of
intermediate routers. Check STUN and TURN servers.

There are some KMS log messages that could indicate a bad configuration of STUN or TURN; these are useful to look
for:

STUN server Port not found in config; using default value: 3478

STUN server IP address not found in config; NAT traversal requires either STUN or
—TURN server

TURN server IP address not found in config; NAT traversal requires either STUN or
—TURN server

If you see these messages, it’s a clear indication that STUN or TURN are not properly configured in KMS.

12.2.7 Low video quality

You have several ways to override the default settings for variable bitrate:
* Methods in org.kurento.client.BaseRtpEndpoint:
— setMinVideoRecvBandwidth() | setMaxVideoRecvBandwidth()
— setMinVideoSendBandwidth() | setMaxVideoSendBandwidth()
* Methods in org.kurento.client. MediaElement:
— setMinOutputBitrate() | setMaxQOutputBitrate()

This setting is also configurable in /etc/kurento/modules/kurento/MediaElement.conf.ini

12.3 Application Server

These are some common errors found to affect Kurento Application Servers:

12.3.1 KMS is not running

Usually, the Kurento Client library is directed to connect with an instance of KMS that the developer expects will be
running in some remote server. If there is no instance of KMS running at the provided URL, the Kurento Client library
will raise an exception which the Application Server should catch and handle accordingly.

This is a sample of what the console output will look like, with the logging level set to DEBUG:

$ mvn -U clean spring-boot:run -Dkms.url=ws://localhost:8888/kurento

INFO org.kurento.tutorial.player.Application : Starting Application on TEST with PID
16448

DEBUG o.kurento.client.internal.KmsUrllLoader : Executing getKmsUrlLoad (b843d6£f6-02dd-
—49b4-96b6-f2fd2e8blc8d) in KmsUrlLoader

DEBUG o.kurento.client.internal.KmsUrlLoader : Obtaining kmsUrl=ws://localhost:8888/
—kurento from config file or system property

DEBUG org.kurento.client.KurentoClient : Connecting to kms in ws://
—localhost:8888/kurento

DEBUG o.k.j.c.JsonRpcClientNettyWebSocket : Creating JsonRPC NETTY Websocket
—client

(continues on next page)
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(continued from previous page)

DEBUG o.kurento.jsonrpc.client.JsonRpcClient : Enabling heartbeat with an interval,
—of 240000 ms

DEBUG o.k.Jj.c.AbstractJsonRpcClientWebSocket : [KurentoClient] Connecting webSocket
—client to server ws://localhost:8888/kurento

WARN o.kurento.jsonrpc.client.JsonRpcClient : [KurentoClient] Error sending,
—heartbeat to server. Exception: [KurentoClient] Exception connecting to WebSocket
—server ws://localhost:8888/kurento

WARN o.kurento.jsonrpc.client.JsonRpcClient : [KurentoClient] Stopping heartbeat
—and closing client: failure during heartbeat mechanism

DEBUG o.k.j.c.AbstractJsonRpcClientWebSocket : [KurentoClient] Connecting webSocket
—client to server ws://localhost:8888/kurento

DEBUG o.k.Jjsonrpc.internal.ws.PendingRequests : Sending error to all pending requests
WARN o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Trying to close a_
—JsonRpcClientNettyWebSocket with channel == null

WARN ationConfigEmbeddedWebApplicationContext : Exception encountered during context,,
—~initialization - cancelling refresh attempt: Factory method 'kurentoClient' threw

—exception; nested exception is org.kurento.commons.exception.KurentoException:
—Exception connecting to KMS
ERROR o.s.boot.SpringApplication : Application startup failed

As opposed to that, the console output for when a connection is successfully done with an instance of KMS should
look similar to this sample:

$ mvn -U clean spring-boot:run -Dkms.url=ws://localhost:8888/kurento

INFO org.kurento.tutorial.player.Application : Starting Application on TEST with PID_,
—21617

DEBUG o.kurento.client.internal.KmsUrlLoader : Executing getKmsUrlLoad(af479feb-dc49-
—4a45-8blc-eedf8325¢c482) in KmsUrlLoader

DEBUG o.kurento.client.internal.KmsUrlLoader : Obtaining kmsUrl=ws://localhost:8888/
—kurento from config file or system property

DEBUG org.kurento.client.KurentoClient : Connecting to kms in ws://
—localhost:8888/kurento

DEBUG o.k.j.c.JsonRpcClientNettyWebSocket : Creating JsonRPC NETTY Websocket client
DEBUG o.kurento.jsonrpc.client.JsonRpcClient : Enabling heartbeat with an interval of
240000 ms

DEBUG o.k.j.c.AbstractJsonRpcClientWebSocket : [KurentoClient] Connecting webSocket
—client to server ws://localhost:8888/kurento

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Connecting native
—client

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Creating new_
—NioEventLoopGroup

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] 1Initiating new Netty,
—channel. Will create new handler too!

DEBUG o.k.j.c.JdsonRpcClientNettyWebSocket : [KurentoClient] channel active

DEBUG o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] WebSocket Client
—connected!

INFO org.kurento.tutorial.player.Application : Started Application in 1.841 seconds,
— (JVM running for 4.547)

12.3.2 KMS became unresponsive (due to network error or crash)

The Kurento Client library is programmed to start a retry-connect process whenever the other side of the RPC channel
-ie. the KMS instance- becomes unresponsive. An error exception will raise, which again the Application Server
should handle, and then the library will automatically start trying to reconnect with KMS.

This is how this process would look like. In this example, KMS was restarted so the Kurento Client library lost
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connectivity with KMS for a moment, but then it was able con reconnect and continue working normally:

INFO org.kurento.tutorial.player.Application : Started Application in 1.841 seconds,,
— (JVM running for 4.547)

(... Application is running normally at this point)
(... Now, KMS becomes unresponsive)

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] channel closed
DEBUG o.k.j.c.AbstractJsonRpcClientWebSocket : [KurentoClient] JsonRpcWsClient,
—disconnected from ws://localhost:8888/kurento because Channel closed.

DEBUG o.kurento. jsonrpc.client.JsonRpcClient : Disabling heartbeat. Interrupt if
—running is false

DEBUG o.k.Jj.c.AbstractJsonRpcClientWebSocket : [KurentoClient] JsonRpcWsClient,
—reconnecting to ws://localhost:8888/kurento.

DEBUG o.k.Jj.c.AbstractJsonRpcClientWebSocket : [KurentoClient] Connecting webSocket
—client to server ws://localhost:8888/kurento

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Connecting native,
—client

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Closing previously,,
—existing channel when connecting native client

DEBUG o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Closing client

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Initiating new Netty,
—channel. Will create new handler too!

WARN o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Trying to close a_
—JsonRpcClientNettyWebSocket with channel == null

DEBUG o.k.Jj.c.AbstractJsonRpcClientWebSocket : TryReconnectingForever=true

DEBUG o.k.Jj.c.AbstractJsonRpcClientWebSocket : TryReconnectingMaxTime=0

DEBUG o.k.j.c.AbstractJsonRpcClientWebSocket : maxTimeReconnecting=9223372036854775807
DEBUG o.k.j.c.AbstractJsonRpcClientWebSocket : currentTime=1510773733903

DEBUG o.k.j.c.AbstractJsonRpcClientWebSocket : Parar de reconectar=false

WARN o.k.j.c.AbstractJdsonRpcClientWebSocket : [KurentoClient] Exception trying to
—reconnect to server ws://localhost:8888/kurento. Retrying in 5000 millis

org.kurento. jsonrpc.JsonRpcException: [KurentoClient] Exception connecting to
—WebSocket server ws://localhost:8888/kurento

at (...)
Caused by: io.netty.channel.AbstractChannel$AnnotatedConnectException: Connection
—refused: localhost/127.0.0.1:8888

at (...)

(... Now, KMS becomes responsive again)

DEBUG o.k.Jj.c.AbstractJsonRpcClientWebSocket : [KurentoClient] JsonRpcWsClient,
—reconnecting to ws://localhost:8888/kurento.

DEBUG o.k.j.c.AbstractJsonRpcClientWebSocket : [KurentoClient] Connecting webSocket
—client to server ws://localhost:8888/kurento

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Connecting native
—client

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] Creating new,_,
—NioEventLoopGroup

INFO o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] 1Initiating new Netty,,
—channel. Will create new handler too!

DEBUG o.k.j.c.JsonRpcClientNettyWebSocket : [KurentoClient] channel active

DEBUG o.k.Jj.c.JsonRpcClientNettyWebSocket : [KurentoClient] WebSocket Client
—connected!

DEBUG o.k.j.c.AbstractJsonRpcClientWebSocket : [KurentoClient] Reg-> {"id":2, "method
—":"connect", "jsonrpc":"2.0"}

(continues on next page)
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(continued from previous page)

DEBUG o.k.Jj.c.AbstractJsonRpcClientWebSocket : [KurentoClient] <-Res {"id":2, "result
—":{"serverId":"1a3b4912-9f2e-45da-87d3-430fefd44720f", "sessionId":"f2fdle6eb7-07f6~-
—44bd-960b-dd1eb84d9952"}, "jsonrpc":"2.0"}

DEBUG o.k.j.c.AbstractJsonRpcClientWebSocket : [KurentoClient] Reconnected to the
—»same session in server ws://localhost:8888/kurento

(... At this point, the Kurento Client is connected again to KMS)

12.3.3 Node.js / NPM failures

Kurento Client does not currently support Node v10 (LTS), you will have to use Node v8 or below.

12.3.4 “Expects at least 4 fields”

This message can manifest in multiple variations of what is essentially the same error:

DOMException: Failed to parse SessionDescription: m=video 0 UDP/TLS/RTP/SAVPF Expects,
—at least 4 fields

OperationError (DOM Exception 34): Expects at least 4 fields

The reason for this is that Kurento hasn’t enabled support for the video codec H.264, but it needs to communicate with
another peer which only supports H.264, such as the Safari browser. Thus, the SDP Offer/Answer negotiation rejects
usage of the corresponding media stream, which is what is meant by m=video 0.

The solution is to ensure that both peers are able to find a match in their supported codecs. To enable H.264 support
in Kurento, check these points:

* The package openh264-gst-plugins-bad-1.5 must be installed in the system.

» The package openh264 must be correctly installed. Specifically, the post-install script of this package requires
Internet connectivity, because it downloads a codec binary blob from the Cisco servers. See OpenH264 not
found.

e The H.264 codec must be enabled in the corresponding Kurento settings file:
/etc/kurento/modules/kurento/SdpEndpoint.conf.json.  Ensure that the entry corresponding to this codec
does exist and is not commented out. For example:

"videoCodecs": [
{ "name": "VP8/90000" 1},
{ "name": "H264/90000" }

12.4 Networking issues

12.4.1 WebRTC connection is not established

There is a multitude of possible reasons for a failed WebRTC connection, so you can start by following this checklist:

* Deploy a properly configured STUN or TURN server. Coturn tends to work fine for this, and Kurento has some
documentation about how to install and configure it: https://doc-kurento.readthedocs.io/en/latest/user/faq.html#
install-coturn-turn-stun-server
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* Use this WebRTC sample page to test that your STUN/TURN server is working properly: https://webrtc.github.
io/samples/src/content/peerconnection/trickle-ice/

* Configure your STUN/TURN server in Kurento, as explained here: https://doc-kurento.readthedocs.io/en/latest/
user/installation.html#stun-and- turn-servers

Note: The features provided by TURN are a superset of those provided by STUN. This means that you don’t
need to configure a STUN server if you are already using a TURN server.

* Make sure your Kurento settings syntax is correct. For STUN servers, this would be:

stunServerAddress=<serverAddress>
stunServerPort=<serverPort>

For TURN servers, the correct line is like this:

turnURL=username:password@address:port

¢ Check the debug logs of the STUN/TURN server. Maybe the server is failing and some useful error messages
are being printed there.

¢ Check the debug logs of KMS. In case of an incorrect configuration, you’ll find these messages:

INFO STUN server Port not found in config; using default value: 3478

INFO STUN server IP address not found in config; NAT traversal requires either
—STUN or TURN server

INFO TURN server IP address not found in config; NAT traversal requires either
—STUN or TURN server

In case of having correctly configured a STUN server in KMS, the log messages will read like this:

INFO Using STUN reflexive server IP: <IpAddress>
INFO Using STUN reflexive server Port: <Port>

And in case of a TURN server:

INFO Using TURN relay server: <user:password>@<IpAddress>:<Port>
INFO TURN server info set: <user:password>@<IpAddress>:<Port>

¢ Check that any SDP mangling you might be doing in your Application Server is being done correctly.
This is one of the most hard to catch examples we’ve seen in our mailing list:

> The problem was that our Socket.IO client did not correctly URL-Encode its JSON payload when
xhr-polling, which resulted in all “plus” signs (‘+’) being changed into spaces (‘ ‘) on the server. This
meant that the ufrag in the client’s SDP was invalid if it contained a plus sign! Only some of the
connections failed because not all ufrags contain plus signs.

12.4.2 ICE fails with timeouts

Problem:
* You have configured a STUN/TURN server in a different machine than Kurento Media Server.

* The ICE connection tests fail due to timeout on trying pairs.
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Solution:

Make sure that all required UDP ports for media content are open on the sever; otherwise, not only the ICE process
will fail, but also the video or audio streams themselves won’t be able to reach either server.

12.4.3 Multicast fails in Docker

Problem:
* Your Kurento Media Server is running in a Docker container.

* MULTICAST streams playback fail with an error such as this one:

DEBUG rtspsrc gstrtspsrc.c:7553:gst_rtspsrc_handle_message:<source> timeout on_
—UDP port

Note that in this example, to see this message you would need to enable DEBUG log level for the rtspsrc
category; see Logging levels and components.

Solution:

For Multicast streaming to work properly, you need to disable Docker’s network namespacing and use ——net host.
Note that this gives the container direct access to the host interfaces, and you’ll need to connect through published
ports to access others containers.

This is a limitation of Docker; you can follow the current status with this issue: https://github.com/moby/moby/issues/
23659

If using Docker Compose, use network_mode: host such as this:

version: "3.7"
services:
kms :
image: kurento/kurento-media-server:6.9.0
container_name: kms
restart: always
network_mode: host
environment:
— GST_DEBUG=2, Kurento=*:5

References:
* https://github.com/Kurento/bugtracker/issues/349

* https://stackoverflow.com/questions/51737969/how-to-support-multicast-network-in-docker

12.5 Element-specific info

12.5.1 PlayerEndpoint

RTSP broken video

Some users have reported huge macro-blocks or straight out broken video frames when using a PlayerEndpoint to re-
ceive an RTSP stream containing H.264 video. A possible solution to fix this issue is to fine-tune the PlayerEndpoint’s
networkCache parameter. It basically sets the buffer size (in milliseconds) that the underlying GStreamer decoding
element will use to cache the stream.
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There’s no science for that parameter, though. The perfect value depends on your network topology and efficiency,
so you should proceed in a trial-and-error approach. For some situations, values lower than 100ms have worked fine;
some users have reported that 10ms was required to make their specific camera work, others have seen good results
with setting this parameter to Oms.

RTSP Video stuttering

The GStreamer element in charge of RTSP reception is rtspsrc, and this element contains an rtpjitterbuffer.

This jitter buffer gets full when network packets arrive faster than what Kurento is able to process. If this happens,
then PlayerEndpoint will start dropping packets, which will show up as video stuttering on the output streams, while
triggering a warning in Kurento logs:

WARNING kmsutils discont_detection_probe () <kmsagnosticbinO:sink> Stream
—~discontinuity detected on non-keyframe

You can check if this problem is affecting you by running with DEBUG logging level enabled for the rtpjitterbuffer
component, and searching for a specific message:

export GST_DEBUG="S{GST_DEBUG:=3}, rtpjitterbuffer:5"
/usr/bin/kurento-media-server 2>&1 | grep -P 'rtpjitterbuffer.x (Received packet |Queue
—full)"'

With this command, a new line will get printed for each single Received packet, plus an extra line will appear informing
about Queue full whenever a packet is dropped.

There is not much you can fine tune in KMS to solve this problem; the most practical solution is to reduce the amount
of data, mostly by decreasing either video resolution or video bitrate.

Kurento Media Server is known to work well receiving videos of up to 720p resolution (1280x720) at 30fps and around
2Mbps. If you are using values beyond those, there is a chance that KMS will be unable to process all incoming data
on time, and this will cause that buffers fill up and frames get dropped. Try reducing the resolution of your input
videos to see if this helps solving the issue.

12.5.2 RecorderEndpoint

Zero-size video files

If you are trying to generate a video recording, keep in mind that the endpoint will wait until all tracks (audio,
video) start arriving.

Quoting from the Client documentation:

Follow this checklist to see if any of these problems is preventing the RecorderEndpoint from working correctly:

* The RecorderEndpoint is configured for both audio and video, but only video (or only audio) is being provided
by the application.

* Availability of audio/video devices at recorder client initialization, and just before starting the recording.
» User is disconnecting existing hardware, or maybe connecting new hardware (usb webcams, mic, etc).

* User is clicking “Deny” when asked to allow access to microphone/camera by the browser.

* User is sleeping/hibernating the computer, and then possibly waking it up, while recording.

» Check the browser information about the required media tracks, e.g. track.readyState.

* Track user agents, ICE candidates, etc.
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12.6 Browser

12.6.1 Safari doesn’t work

Apple Safari is a browser that follows some policies that are much more restrictive than those of other common
browsers such as Google Chrome or Mozilla Firefox.

For some tips about how to ensure the best compatibility with Safari, check Apple Safari.
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Support

If you are facing an issue with Kurento Media Server, follow this basic check list:

e Step 1. Test with the latest version of Kurento Media Server: 6.12.0. Follow the installation instructions here:
Installation Guide.

 Step 2: If the problem still happens in the latest version, and the Kurento developers are already tracking progress
for a solution in a bug report or a support contract, you may test the latest (unreleased) changes by installing a
nightly version of KMS: Installing Nightly Builds.

 Step 3: When your issue exists in both the latest and nightly versions, try resorting to the Open-Source Commu-
nity. Kurento users might be having the same issue and maybe you can find help in there.

* Step 4: If you want full attention from the Kurento team, get in contact with us to request Commercial Support.

13.1 Community Support

Kurento is a project mainly supported by its Open-Source Community. All people answering your questions are
doing it with their own time, so please be kind and provide as much information as possible.

The Kurento Public Mailing List is the best place to ask if you have questions about configuration, infrastructure, or
general usage of Kurento Media Server.

Another option is Stack Overflow; tag your questions with kurento so other folks can find them easily.
Good questions to ask would be:

* What is the best Media Pipeline to use for <place your use case here>?

* How do I check that the ICE connectivity checks are working properly for WebRTC?

* Which audio/video codec combination should I use to ensure no transcoding needs to take place?

13.1.1 Bugs & Support Issues

You can file bug reports on our Issue Tracker, and they will be addressed as soon as possible.
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Support is a volunteered effort, and there is no guaranteed response time. If you need answers quickly, you can get
in contact with us to request Commercial Support.

13.1.2 Reporting Issues

When reporting a bug, please include as much information as possible, this will help us solve the problem. Also, try
to follow these guidelines as closely as possible, because they make it easier for people to work on the issue, and that
means more chances that the issue gets fixed:

Be proactive. If you are working with an old version of Kurento, please check with newer versions, specially
with the nightly version. We can’t emphasize this enough: it’s the first thing that we are going to ask.

Be curious. Has it been asked before? Is it really a bug? Everybody hates duplicated reports. The Search tool
is your friend!

Be precise. Don’t wander around your situation and go straight to the point, unless the context around it is
technically required to understand what is going on. Describe as precisely as possible what you are doing and
what is happening but you think that shouldn’t happen.

Be specific. Explain how to reproduce the problem, being very systematic about it: step by step, so others can
reproduce the bug. Also, report only one problem per opened issue.

If you definitely think you have hit a bug, try to include these in your bug report:

A description of the problem (e.g. what type of abnormal effect you are seeing).
A detailed specification of what you were executing (e.g. a specific code snippet firing the bug).
A detailed description of the execution environment (e.g. browser, operating system, KMS version, etc).

The relevant log generated by KMS, browser and, eventually, application server. Make sure to honor the
relevant part: providing a SOMB log where only 10 lines are of interest is not providing a relevant log.

A proof-of-concept is of great help. This may need a bit of upfront work on your side, to isolate the actual
component that presents issues from the rest of your application logic. Doing this will hugely increase the
chances that developers of Kurento start working right away on the issue, if they are able to reproduce the
problem without needing to have your whole system in place.

13.2 Commercial Support

Kurento is formed by a small team of people. This means that our task pipeline is quite restricted, and most feature
or support requests end up being stored in the backlog for a long time. We advance as fast as we can, but time and
resources are limited and at the end of the day there is so much that we can do.

If you have some needs that require urgent attention, or want to help with funding development on the Kurento project,
we offer consultancy and support services on demand.

Please contact us at openvidu @gmail.com and let us know about your project!
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cHAPTER 14

Kurento API

Table of Contents

e Kurento API

Media Elements and Media Pipelines

Endpoints

Filters

Hubs

Kurento Media Server can be controlled through the API it exposes, so application developers can use high level
languages to interact with it. The Kurento project already provides Kurento Client implementations of this API for
several platforms.

If you prefer a programming language different from the supported ones, you can implement your own Kurento Client
by using the Kurento Protocol, which is based on WebSocket and JSON-RPC.

In the following sections we will describe the Kurento API from a high-level point of view, showing the media capa-
bilities exposed by Kurento Media Server to clients. If you want to see working demos using Kurento, please refer to
the Tutorials section.

14.1 Media Elements and Media Pipelines

Kurento is based on two concepts that act as building blocks for application developers:

¢ Media Elements. A Media Element is a functional unit performing a specific action on a media stream. Media
Elements are a way of every capability is represented as a self-contained “black box” (the Media Element) to the
application developer, who does not need to understand the low-level details of the element for using it. Media
Elements are capable of receiving media from other elements (through media sources) and of sending media to
other elements (through media sinks). Depending on their function, Media Elements can be split into different
groups:
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— Input Endpoints: Media Elements capable of receiving media and injecting it into a pipeline. There are
several types of input endpoints. File input endpoints take the media from a file, Network input endpoints
take the media from the network, and Capture input endpoints are capable of capturing the media stream
directly from a camera or other kind of hardware resource.

— Filters: Media Elements in charge of transforming or analyzing media. Hence there are filters for per-
forming operations such as mixing, muxing, analyzing, augmenting, etc.

— Hubs: Media Objects in charge of managing multiple media flows in a pipeline. A Hub contains a different
HubPort for each one of the Media Elements that are connected. Depending on the Hub type, there are
different ways to control the media. For example, there is a Hub called Composite that merges all input
video streams in a unique output video stream, with all inputs arranged in a grid.

— Output Endpoints: Media Elements capable of taking a media stream out of the Media Pipeline. Again,
there are several types of output endpoints, specialized in files, network, screen, etc.

* Media Pipeline: A Media Pipeline is a chain of Media Elements, where the output stream generated by a source
element is fed into one or more sink elements. Hence, the pipeline represents a “pipe” capable of performing a
sequence of operations over a stream.

WebRtcEndpoint FaceOverlayFilter

Fig. 1: Example of a Media Pipeline implementing an interactive multimedia application receiving media from a
WebRtcEndpoint, overlaying an image on the detected faces and sending back the resulting stream

The Kurento API is . This means that it is based on Classes that can be instantiated in the form of Objects; these

Objects provide properties that are a representation of the internal state of the Kurento server, and methods that expose
the operations that can be performed by the server.

The following class diagram shows some of the relationships of the main classes in the Kurento API:

Fig. 2: Class diagram of main classes in Kurento API

14.2 Endpoints

A WebRtcEndpoint is an input/output endpoint that provides media streaming for Real Time Communications (RTC)
through the web. It implements WebRTC technology to communicate with browsers.

‘.

ol
WebRTC

An RtpEndpoint is an input/output endpoint that provides bidirectional content delivery capabilities with remote
networked peers, through the R7P protocol. It uses SDP for media negotiation.
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An HttpPostEndpoint is an input endpoint that accepts media using HTTP POST requests like HTTP file upload
function.

A PlayerEndpoint is an input endpoint that retrieves content from file system, HTTP URL or RTSP URL and injects
it into the Media Pipeline.

\ B
{:__

A RecorderEndpoint is an output endpoint that provides function to store contents in reliable mode (doesn’t discard
data). It contains Media Sink pads for audio and video.

o

The following class diagram shows the relationships of the main endpoint classes:

14.3 Filters

Filters are MediaElements that perform media processing, Computer Vision, Augmented Reality, and so on.

The ZBarFilter filter detects QR and bar codes in a video stream. When a code is found, the filter raises a
CodeFoundEvent. Clients can add a listener to this event to execute some action.

The FaceOverlayFilter filter detects faces in a video stream and overlaid it with a configurable image.
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MediaElement

Endpoint

SessionEndpoint

UriEndpoint

HttpEndpoint

SdpEndpoint

PlayerEndpoint

RecorderEndpoint

HttpPostEndpoint

RtpEndpoint

WebRtcEndpoint

Fig. 3: Class diagram of main Endpoints in Kurento API
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GStreamerFilter is a generic filter interface that allows injecting any GStreamer element into a Kurento Media
Pipeline. Note however that the current implementation of GStreamerFilter only allows single elements to be in-
jected; one cannot indicate more than one at the same time; use several GStreamerFilters if you need to inject more
than one element at the same time.

The following class diagram shows the relationships of the main filter classes:

MediaElement

Filter

ZBarfFilter FaceOverlayfFilter GStreamerfFilter

Fig. 4: Class diagram of main Filters in Kurento API

14.4 Hubs

Hubs are media objects in charge of managing multiple media flows in a pipeline. A Hub has several hub ports where
other Media Elements are connected.

Composite is a hub that mixes the audio stream of its connected inputs and constructs a grid with the video streams
of them.

DispatcherOneToMany is a Hub that sends a given input to all the connected output HubPorts.
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Dispatcher is a hub that allows routing between arbitrary input-output HubPort pairs.

The following class diagram shows the relationships of the hubs:

MediaObject

/N

MediaElement

Hub

HubPort

3

Composite

Dispatcher

DispatcherOneToMany

Fig. 5: Class diagram of main Hubs in Kurento API
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Kurento Client

Currently, the Kurento project provides implementations of the Kurento API for two programming languages: Java
and JavaScript.

In the future, additional Kurento Clients can be created, exposing the same kind of modularity in other languages such
as Python, C/C++, PHP, etc.

15.1 Kurento Java Client

Kurento Java Client is a Java SE layer which consumes the Kurento API and exposes its capabilities through a
simple-to-use interface based on Java POJOs representing Media Elements and Media Pipelines.

This API is abstract in the sense that all the non-intuitive inherent complexities of the internal Kurento Protocol
workings are abstracted and developers do not need to deal with them when creating applications. Using the Kurento
Java Client only requires adding the appropriate dependency to a Maven project or to download the corresponding jar
into the application’s Java Classpath.

It is important to remark that the Kurento Java Client is a media-plane control API. In other words, its objective is to
expose the capability of managing media objects, but it does not provide any signaling plane capabilities.

15.2 Kurento JavaScript Client

Kurento JavaScript Client is a JavaScript layer which consumes the Kurento API and exposes its capabilities to
JavaScript developers. It allow to build Node.js and browser based applications.

15.3 Reference Documentation

¢ Kurento Client JavaDoc

¢ Kurento Client JsDoc
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» Kurento Js Utils: a JavaScript utility library aimed to simplify the development of WebRTC applications.
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cHAPTER 16

Kurento Protocol

Table of Contents

* Kurento Protocol

— JSON-RPC message format
* Request
* Successful Response
+ Error Response

— Kurento API over JSON-RPC
* Ping
* Create
* Invoke
* Release
* Subscribe
* Unsubscribe
* OnEvent

— Network issues

— Example: WebRTC in loopback

— Creating a custom Kurento Client

% Kurento Module Creator

Kurento Media Server is controlled by means of an RPC API, implemented in terms of the Kurento Protocol specifi-
cation as described in this document, based on WebSocket and JSON-RPC.
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16.1 JSON-RPC message format

Kurento Protocol uses the JSON-RPC 2.0 Specification to encode its API messages. The following subsections de-
scribe the contents of the JSON messages that follow this spec.

16.1.1 Request

An RPC call is represented by sending a request message to a server. The request message has the following members:
* jsonrpc: A string specifying the version of the JSON-RPC protocol. It must be 2. 0.

¢ id: A unique identifier established by the client that contains a string or number. The server must reply with the
same value in the response message. This member is used to correlate the context between both messages.

* method: A string containing the name of the method to be invoked.
e params: A structured value that holds the parameter values to be used during the invocation of the method.

The following JSON shows a sample request for the creation of a PlayerEndpoint Media Element:

{

"jsonrpc": "2.0",
"id": 1,
"method": "create",
"params": {
"type": "PlayerEndpoint",
"constructorParams": {
"pipeline": "6829986",
"uri": "http://host/app/video.mp4"
}I
"sessionId": "c93e5bf0-4fd0-4888-9411-765££5d89p93"

16.1.2 Successful Response
When an RPC call is made, the server replies with a response message. In case of a successful response, the response
message will contain the following members:

* jsonrpc: A string specifying the version of the JSON-RPC protocol. It must be 2. 0.

* id: Must match the value of the id member in the request message.

* result: Its value is determined by the method invoked on the server.

* In case the connection is rejected, the response includes a message with a rejected attribute containing a message
with a code and message attributes with the reason why the session was not accepted, and no sessionId is
defined.

The following example shows a typical successful response:

{

"Jsonrpc": "2.0",
n"id": 1 ,
"result": ({
"value": "442352747",
"sessionId": "c93e5bf0-4fd0-4888-9411-765££5d89p93"

(continues on next page)
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(continued from previous page)

16.1.3 Error Response
When an RPC call is made, the server replies with a response message. In case of an error response, the response
message will contain the following members:

* jsonrpc: A string specifying the version of the JSON-RPC protocol. It must be 2. 0.

¢ id: Must match the value of the id member in the request message. If there was an error in detecting the id in
the request message (e.g. Parse Error/Invalid Request), id is null.

* error: A message describing the error through the following members:
— code: An integer number that indicates the error type that occurred.
— message: A string providing a short description of the error.

— data: A primitive or structured value that contains additional information about the error. It may be
omitted. The value of this member is defined by the server.

The following example shows a typical error response:

{

"jsonrpc": "2.0",
"id": 1,
"error": {
" code " . n 3 3 n ,
"message": "Invalid parameter format"

16.2 Kurento API over JSON-RPC

As explained in the Kurento API section, Kurento Media Server exposes a full fledged API to let applications process
media in several ways.

To allow this rich API, Kurento Clients require full-duplex communications between client and server. For this reason,
the Kurento Protocol is based on the WebSocket transport.

Before issuing commands, the Kurento Client requires establishing a WebSocket connection with Kurento Media
Server to this URL: ws: //hostname:port/kurento.

Once the WebSocket has been established, the Kurento Protocol offers different types of request/response messages:
* ping: Keep-alive method between client and Kurento Media Server.
* create: Instantiates a new media object, that is, a pipeline or media element.
* invoke: Calls a method of an existing media object.
 subscribe: Subscribes to some specific event, to receive notifications when it gets emitted by a media object.
» unsubscribe: Removes an existing subscription to an event.
* release: Deletes the object and releases resources used by it.

The Kurento Protocol allows that Kurento Media Server sends requests to clients:
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* onEvent: This request is sent from Kurento Media server to subscribed clients when an event occurs.

16.2.1 Ping

In order to warrant the WebSocket connectivity between the client and the Kurento Media Server, a keep-alive method
is implemented. This method is based on a ping method sent by the client, which must be replied with a pong
message from the server. If no response is obtained in a time interval, the client will assume that the connectivity with
the media server has been lost. The parameter interval is the time available to receive the pong message from the
server, in milliseconds. By default this value is 240000 (4 minutes).

This is an example of a ping request:

{
"id": 1,
"method": "ping",
"params": {
"interval": 240000
}I
"jsonrpc": "2.0"

The response to a ping request must contain a result object with the parameter value: pong. The following
snippet shows the pong response to the previous ping request:

{

"id": 1,

"result": {
"value": "pong"

}I

"jsonrpec": "2.0"

16.2.2 Create

This message requests the creation of an object from the Kurento API (Media Pipelines and Media Elements). The
parameter t ype specifies the type of the object to be created. The parameter const ructorParams contains all the
information needed to create the object. Each message needs different constructorParams to create the object.
These parameters are defined in the Kurento API section.

Media Elements have to be contained in a previously created Media Pipeline. Therefore, before creating Media
Elements, a Media Pipeline must exist. The response of the creation of a Media Pipeline contains a parameter called
sessionId, which must be included in the next create requests for Media Elements.

The following example shows a request message for the creation of an object of the type MediaPipeline:

{

"id": 2,

"method": "create",

"params": {
"type": "MediaPipeline",
"constructorParams": {},
"properties": {}

}I

"jsonrpc": "2.0"
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The response to this request message is as follows. Notice that the parameter value identifies the created Media
Pipelines, and sessionId is the identifier of the current session:

{
"id": 2,
"result": {
"value": "6ba9067f-cdcf-4eab-abee-d74519585acd_kurento.MediaPipeline",
"sessionId": "bd4d6227-0463-4d52-b1c3-c71f0be68466"
I
"Jsonrpc": "2.0"

The response message contains the identifier of the new object in the field value. As usual, the field 1d must match
the value of the id member in the request message. The sessionId is also returned in each response.

The following example shows a request message for the creation of an object of the type WebRt cEndpoint within an
existing Media Pipeline (identified by the parameter mediaPipeline). Notice that in this request, the sessionId
is already present, while in the previous example it was not (since at that point it was unknown for the client):

{

"id": 3,
"method": "create",
"params": {
"type": "WebRtcEndpoint",
"constructorParams": {
"mediaPipeline": "6ba9067f-cdcf-4eab-abee-d74519585acd_kurento.MediaPipeline"
}I
"properties": {},

"sessionId": "bd4d6227-0463-4d52-blc3-c71£f0be68466"

by
"Jsonrpc": "2.0"

The response to this request message is as follows:

{
"id": 3,
"result": {
"value": "6ba9067f-cdcf-4eab-abee-d74519585acd_kurento.MediaPipeline/087b7777—
—aab5-4787-816f-f0del9e5b1d9_kurento.WebRtcEndpoint",
"sessionId": "bd4d6227-0463-4d52-b1lc3-c71f0be68466"
}I
"jsonrpec": "2.0"

16.2.3 Invoke

This message requests the invocation of an operation in the specified object. The parameter ob ject indicates the id
of the object in which the operation will be invoked. The parameter operat ion carries the name of the operation to
be executed. Finally, the parameter operationParams has the parameters needed to execute the operation.

The following example shows a request message for the invocation of the operation connect on a
PlayerEndpoint connected to a WebRtcEndpoint:

{
"id": 5,

(continues on next page)
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"method": "invoke",
"params": {
"object": "6ba%9067f-cdcf-4eab-abee-d74519585acd_kurento.MediaPipeline/76dcb8d7~

—~5655-445b-8cb7-c£5dc91643bc_kurento.PlayerEndpoint",
"operation": "connect",

"operationParams": {
"sink": "6ba9067f-cdcf-4eab-abee-d74519585acd_kurento.MediaPipeline/087b7777-

—aab5-4787-816f-f0del9e5b1d9_kurento.WebRtcEndpoint"

by
"sessionId": "bd4d6227-0463-4d52-blc3-c71£f0be68466"

by
"jsonrpc": "2.0"

The response message contains the value returned while executing the operation invoked in the object, or nothing if
the operation doesn’t return any value.

This is the typical response while invoking the operation connect (that doesn’t return anything):

{
nid": 5,
"result": {
"sessionId": "bd4d6227-0463-4d52-b1lc3-c71f0be68466"

by
"jsonrpc": "2.0"

16.2.4 Release

This message requests releasing the resources of the specified object. The parameter ob ject indicates the id of the
object to be released:

{

"id": 36,
"method": "release",
"params": {
"object": "6ba9067f-cdcf-4eab-abee-d74519585acd_kurento.MediaPipeline",

"sessionId": "bd4d6227-0463-4d52-blc3-c71£f0be68466"

by
"jsonrpec": "2.0"

The response message only contains the sessionId:

{
"id": 36,
"result": {
"sessionId": "bd4d6227-0463-4d52-blc3-c71f0be68466"

by
"jsonrpec": "2.0"
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16.2.5 Subscribe

This message requests the subscription to a certain kind of events in the specified object. The parameter object
indicates the id of the object to subscribe for events. The parameter t ype specifies the type of the events. If a client
is subscribed for a certain type of events in an object, each time an event is fired in this object a request with method
onEvent is sent from Kurento Media Server to the client. This kind of request is described few sections later.

The following example shows a request message requesting the subscription of the event type EndOfStream on a
PlayerEndpoint object:

{

"id": 11,
"method": "subscribe",
"params": {
"type": "EndOfStream",
"object": "6ba9067f-cdcf-4eab-abee-d74519585acd_kurento.MediaPipeline/76dcb8d7~

—5655-445b-8cb7-c£5dc91643bc_kurento.PlayerEndpoint",
"sessionId": "bd4d6227-0463-4d52-blc3-c71£0be68466"

by
"jsonrpc": "2.0"

The response message contains the subscription identifier. This value can be used later to remove this subscription.

This is the response of the subscription request. The value attribute contains the subscription id:

{
"id": 11,
"result": {
"value": "052061c1-0d87-4fbd-9cc9-66b57c3e1280",
"sessionId": "bd4d6227-0463-4d52-blc3-c71f0be68466"
by

"jsonrpc": "2.0"

16.2.6 Unsubscribe

This message requests the cancellation of a previous event subscription. The parameter subscription contains the
subscription id received from the server when the subscription was created.

The following example shows a request message requesting the cancellation of the subscription
353be312-b7f1-4768-9117-5¢c2£5a087429 for a given object:

{

"id": 38,
"method": "unsubscribe",
"params": {
"subscription": "052061cl1-0d87-4fbd-9cc9-66b57c3el280",
"object": "6ba%9067f-cdcf-4eab-abee-d74519585acd_kurento.MediaPipeline/76dcb8d7~

—5655-445b-8cb7-c£5dc91643bc_kurento.PlayerEndpoint",
"sessionId": "bd4d6227-0463-4d52-blc3-c71£f0be68466"
by

"jsonrpc": "2.0"

The response message only contains the sessionId:
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"id": 38,
"result": {

s

"sessionId": "bd4d6227-0463-4d52-blc3-c71£f0be68466"

"jsonrpec": "2.0"

16.2.7 OnEvent

When a client is subscribed to some events from an object, the server sends an onEvent request each time an event
of that type is fired in the object. This is possible because the Kurento Protocol is implemented with WebSockets and
there is a full duplex channel between client and server. The request that server sends to client has all the information
about the event:

source: The object source of the event.
type: The type of the event.

timestamp: [DEPRECATED: Use timestampMillis] The timestamp associated with this event: Seconds
elapsed since the UNIX Epoch (Jan 1, 1970, UTC).

timestampM illis: The timestamp associated with this event: Milliseconds elapsed since the UNIX Epoch (Jan
1, 1970, UTCO).

tags: Media elements can be labeled using the methods set SendTagsInEvents and addTag, present in
each element. These tags are key-value metadata that can be used by developers for custom purposes. Tags are
returned with each event by the media server in this field.

The following example shows a notification sent from server to client, notifying of an event EndOfStream for a
PlayerEndpoint object:

{

"jsonrpec":"2.0",
"method":"onEvent",
"params" : {

"value": {

"data": {
"source":"681f1bc8-2d13-4189-a82a-2e2b92248a21_kurento.MediaPipeline/e983997e—

—acl9-4f4b-9575-3709af8c01lbe_kurento.PlayerEndpoint",

"tags":[],
"timestamp":"1441277150",
"timestampMillis" :"1441277150433",
"type":"EndOfStream"

bo
"object":"681f1bc8-2d13-4189-a82a-2e2b92248a21_kurento.MediaPipeline/e983997e~

—acl9-4£f4b-9575-3709af8c01lbe_kurento.PlayerEndpoint",

"type":"EndOfStream"

Notice that this message has no id field due to the fact that no response is required.
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16.3 Network issues

Resources handled by KMS are high-consuming. For this reason, KMS implements a garbage collector.

A Media Element is collected when the client is disconnected longer than 4 minutes. After that time, these media
elements are disposed automatically. Therefore, the WebSocket connection between client and KMS shoul be active
at all times. In case of a temporary network disconnection, KMS implements a mechanism that allows the client to
reconnect.

For this, there is a special kind of message with the format shown below. This message allows a client to reconnect to
the same KMS instance to which it was previously connected:

{

"jsonrpec": "2.0",
"id": 7,

"method": "connect",
"params": {

"sessionId":"4£5255d5-5695-4elc-aal2b-722e82db5260"

If KMS replies as follows:

{
"jsonrpc": "2.0",
"id": 7,
"result": {
"sessionId":"4f5255d5-5695-4elc-aal2b-722e82db5260"

. this means that the client was able to reconnect to the same KMS instance. In case of reconnection to a different
KMS instance, the message is the following:

{

"jsonrpc":"2.0",

"id": 7,

"error": {
"code":40007,
"message":"Invalid session",
"data": {

"type" :"INVALID_ _SESSION"

In this case, the client is supposed to invoke the connect primitive once again in order to get a new sessionId:

{
"Jsonrpec":"2.0",
"id": 7,
"method" :"connect"”
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16.4 Example: WebRTC in loopback

This section describes an example of the messages exchanged between a Kurento Client and the Kurento Media Server,
in order to create a WebRTC in loopback. This example is fully depicted in the Tutorials section. The steps are the
following:

1. Client sends a request message in order to create a Media Pipeline:

{

"id":1,

"method":"create",

"params": {
"type":"MediaPipeline",
"constructorParams": {},
"properties": {}

} 14

"jsonrpc":"2.0"

2. KMS sends a response message with the identifier for the Media Pipeline and the Media Session:

"id":1,

"result":{
"value":"c4a84b47-1acd-4930-9f6d-008c10782dfe_MediaPipeline",
"sessionId": "badbe2al-2b09-444e-a368-f81825a6168c"

}I

"jsonrpc":"2.0"

3. Client sends a request to create a WebRt cEndpoint:

{

"id":2,

"method":"create",

"params" : {
"type":"WebRtcEndpoint",
"constructorParams": {

"mediaPipeline":"c4a84b47-1acd-4930-9£6d-008c10782dfe_MediaPipeline"

}I
"properties": {},
"sessionId":"badbe2al-2b09-444e-a368-f81825a6168c"

}I

"jsonrpc":"2.0"

4. KMS creates the WebRt cEndpoint and sends back to the client the Media Element identifier:

{
"id":2,
"result": {
"value":"c4a84b47-1acd-4930-9f6d-008c10782dfe_MediaPipeline/e72alff5-ed416-
—48ff-99ef-02f7fadabaf7_WebRtcEndpoint",
"sessionId":"badbe2al-2b09-444e-a368-f81825a6168c"
}I
"jsonrpc":"2.0"
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5. Client invokes the connect primitive in the WebRt cEndpoint in order to create a loopback:

{
"id":3,
"method":"invoke",
"params": {
"object":"c4a84b47-1acd-4930-9f6d-008c10782dfe_MediaPipeline/e72alff5-e416~-
—48ff-99ef-02f7fadabaf7_WebRtcEndpoint",
"operation":"connect",

"operationParams": {
"sink":"c4a84b47-1acd-4930-9f6d-008c10782dfe_MediaPipeline/e72alff5-edl6-

—48ff-99ef-02f7fadabaf7_WebRtcEndpoint"

by
"sessionld":"bad4be2al-2b09-444e-a368-£81825a6168c"

o
"jsonrpc":"2.0"

6. KMS carries out the connection and acknowledges the operation:

{
"id":3,
"result": {
"sessionId": "badbe2al-2b09-444e-a368-£81825a6168c"

}o
"jsonrpc":"2.0"

7. Client invokes the processOf fer primitive in the WebRt cEndpoint in order to start the SDP Offer/Answer

negotiation for WebRTC:

{
"id":4,
"method":"invoke",
"params": {

"object":"c4a84b47-1acd-4930-9£f6d-008c10782dfe_MediaPipeline/e72alff5-e416~-
—48ff-99ef-02f7fadabaf7_WebRtcEndpoint",
"operation":"processOffer",
"operationParams": {
"offer":"SDP"
}I
"sessionId":"badbe2al-2b09-444e-a368-f81825a6168c"

}y
"jsonrpc":"2.0"

8. KMS carries out the SDP negotiation and returns the SDP Answer:

{
"id":4,
"result": {
"value":"SDP"

}
"jsonrpc":"2.0"
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16.5 Creating a custom Kurento Client

In order to implement a Kurento Client you need to follow the reference documentation. The best way to know all
details is to take a look at IDL files that define the interface of the Kurento elements.

We have defined a custom IDL format based on JSON. From it, we automatically generate the client code for the
Kurento Client libraries:

e KMS core
¢ KMS elements
o KMS filters

16.5.1 Kurento Module Creator

Kurento Clients contain code that is automatically generated from the IDL interface files, using a tool named Kurento
Module Creator. This tool can also be used to create custom clients in other languages.

Kurento Module Creator can be installed in an Ubuntu machine using the following command:

sudo apt-get update && sudo apt-get install --yes kurento-module-creator ‘

The aim of this tool is to generate the client code and also the glue code needed in the server-side. For code generation
it uses Freemarker as the template engine. The typical way to use Kurento Module Creator is by running a command
like this:

kurento-module-creator -c <CODEGEN_DIR> -r <ROM_FILE> -r <TEMPLATES_DIR>

Where:
* CODEGEN_DIR: Destination directory for generated files.

* ROM_FILE: A space-separated list of Kurento Media Element Description (kmd files), or folders containing
these files. For example, you can take a look to the kmd files within the Kurento Media Server source code.

e TEMPLATES_DIR: Directory that contains template files. As an example, you can take a look to the internal
Java templates and JavaScript templates directories