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Kurento is a WebRTC Media Server and a set of client APIs that simplify the development of advanced video applica-
tions for web and smartphone platforms. Its features include group communications, transcoding, recording, mixing,
broadcasting and routing of audiovisual flows.

The code is open source, released under the terms of Apache License Version 2.0 and available on GitHub.

You can read more on our page About Kurento and WebRTC. Check now how to get started with Kurento and take a
look at our futorials, which showcase some demo applications.

The main documentation for the project is organized into different sections:
e User Documentation
* Feature Documentation
* Project Documentation

Information about development of Kurento itself is also available:

* Developer Documentation

User Documentation 1
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CHAPTER 1

About Kurento and WebRTC

Kurento is a WebRTC Media Server and a set of client APIs that simplify the development of advanced video applica-
tions for web and smartphone platforms. Its features include group communications, transcoding, recording, mixing,
broadcasting and routing of audiovisual flows.

Kurento offers a multimedia framework that eases the task of building multimedia applications with the following
features:

* Dynamic WebRTC Media pipelines: Kurento allows custom media pipelines connected to WebRTC peers
like web browsers and mobile apps. These media pipelines are based on composable elements such as players,
recorders, mixers, etc. that can be mix-and-matched, activated, or deactivated at any point in time, even when
the media is already flowing.

* Client/Server Architecture: Apps developed with Kurento follow a client/server architecture. Kurento Media
Server (KMS) is the server and offers a WebSocket interface implementing the Kurento Protocol, which allows
Client Applications to define pipeline topologies.

» Java and JavaScript Client Applications: The typical use case of a KMS deployment consists of a three-
layer architecture, where the user’s browser interacts with the KMS server by means of an intermediate Client
Application. There are several official Kurento Client Libraries, supporting the use of Java and JavaScript for the
Client Applications. Clients for other languages can be easily implemented following the WebSocket protocol.

 Third party Modules: The Kurento Media Server has an extensible architecture based on plugins, which allows
third parties to implement modules that can be added to their media pipelines. This allows integration of media
processing algorithms to any WebRTC application, like integrating Computer Vision, Augmented Reality, video
indexing, and speech analysis. All is needed is to create a new Kurento element, and use it in any already
existing media pipeline.

This document contains a high level explanation of how to become a KMS developer. Development of Kurento Client
Applications is out of the scope for this document, and won’t be explained here.

The code of Kurento Media Server is open source, released under the terms of Apache License Version 2.0 and
available on GitHub.
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1.1 WebRTC media servers

WebRTC is a set of protocols, mechanisms and APIs that provide browsers and mobile applications with Real-Time
Communications (RTC) capabilities over peer-to-peer connections. It has been conceived as a technology that allows
browsers to communicate directly without the mediation of any kind of infrastructure. However, this model is only
enough for creating basic web applications; features such as group communications, media stream recording, media
broadcasting, or media transcoding are difficult to implement on top of it. For this reason, many applications end up
requiring an intermediate media server.

Peer-to-Peer WebRTC Application (without media infrastructure)

. WebRTC video stream
| @« >@ e

! WebRTC Application with media server
Media Server

@ e

Fig. 1: Peer-to-peer WebRTC approach vs. WebRTC through a media server
Conceptually, a WebRTC media server is just a multimedia middleware where media traffic passes through when
moving from source to destinations.
Media servers are capable of processing incoming media streams and offer different outcomes, such as:

* Group Communications: Distributing among several receivers the media stream that one peer generates, i.e.
acting as a Multi-Conference Unit (“MCU”).

* Mixing: Transforming several incoming stream into one single composite stream.
* Transcoding: On-the-fly adaptation of codecs and formats between incompatible clients.

* Recording: Storing in a persistent way the media exchanged among peers.

1.2 Kurento Media Server

Kurento’s main component is the Kurento Media Server (KMS), responsible for media transmission, processing,
recording, and playback. KMS is built on top of the fantastic GStreamer multimedia library, and provides the following
features:

¢ Networked streaming protocols, including H77TP, RTP and WebRTC.

e Group communications (MCU and SFU functionality) supporting both media mixing and media rout-
ing/dispatching.

* Generic support for filters implementing Computer Vision and Augmented Reality algorithms.

4 Chapter 1. About Kurento and WebRTC
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Transcoding media server

MCU media server

Fig. 2: Typical WebRTC Media Server capabilities

* Media storage that supports writing operations for WebM and MP4 and playing in all formats supported by
GStreamer.

* Automatic media transcoding between any of the codecs supported by GStreamer, including VP8, H.264, H.263,
AMR, OPUS, Speex, G.711, and more.

1.3 Kurento Design Principles

Kurento is designed based on the following main principles:

Separate Media and Signaling Planes Signaling and Media are two separate planes and Kurento is de-
signed so that applications can handle separately those facets of multimedia processing.

Distribution of Media and Application Services Kurento Media Server and applications can be collo-
cated, escalated or distributed among different machines.

A single application can invoke the services of more than one Kurento Media Server. The opposite
also applies, that is, a Kurento Media Server can attend the requests of more than one application.

Suitable for the Cloud Kurento is suitable to be integrated into cloud environments to act as a PaaS
(Platform as a Service) component.

Media Pipelines Chaining Media Elements via Media Pipelines is an intuitive approach to challenge the
complexity of multimedia processing.

Application development Developers do not need to be aware of internal Kurento Media Server com-
plexities: all the applications can deployed in any technology or framework the developer likes, from
client to server. From browsers to cloud services.

End-to-End Communication Capability Kurento provides end-to-end communication capabilities so
developers do not need to deal with the complexity of transporting, encoding/decoding and rendering
media on client devices.

1.3. Kurento Design Principles 5
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| What common WebRTC WebRTC Media Server
| Media Servers do: Media is Transcoding Media got |
. * Transcoding here MCU there
'+ MCU : Recording :
'+ Recording e E
What Kurento Media Kurento Media Server
Server'adds: ' Transcoding, MCU,
* Flexible processing Media is Recording + Rich Media
* Augmentedreality e Enrich, Augment, got there

* Blending Adapt, Analyze,

*  Mixing \@ Transform, Store, ... E

* Analyzing E N
Events

Fig. 3: Kurento Media Server capabilities
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Fully Processable Media Streams Kurento enables not only interactive interpersonal communications
(e.g. Skype-like with conversational call push/reception capabilities), but also human-to-machine
(e.g. Video on Demand through real-time streaming) and machine-to-machine (e.g. remote video
recording, multisensory data exchange) communications.

Modular Processing of Media Modularization achieved through media elements and pipelines allows
defining the media processing functionality of an application through a “graph-oriented” language,
where the application developer is able to create the desired logic by chaining the appropriate func-
tionalities.

Auditable Processing Kurento is able to generate rich and detailed information for QoS monitoring,
billing and auditing.

Seamless IMS integration Kurento is designed to support seamless integration into the /MS infrastruc-
ture of Telephony Carriers.

Transparent Media Adaptation Layer Kurento provides a transparent media adaptation layer to make
the convergence among different devices having different requirements in terms of screen size,
power consumption, transmission rate, etc. possible.

1.3. Kurento Design Principles 7
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CHAPTER 2

About OpenVidu

OpenVidu is a new project from the same team that created Kurento. It acts as a wrapper around an installation of
Kurento Media Server and encapsulates most of its features, in order to greatly simplify some of the most typical use
cases of WebRTC, such as conference rooms.

An application developer using OpenVidu doesn’t need to worry about all the low-level technologies and protocols
that form part of typical WebRTC communications. The main goal of this project is to provide a simple, effective,
easy-to-use API; just include the OpenVidu client-side and OpenVidu Server for handling the media flows, and you’ll
have a full-featured WebRTC-capable application.

For more advanced needs, or for applications that require more versatile management of media processing pipelines,
Kurento is still the go-to solution; however, if you are planning on building a service which matches one of the
simplified use cases covered by OpenVidu, we strongly suggest to check it out as it will be easier and cheaper to go
that route.

Check out the OpenVidu project page, which contains all the relevant information: https://openvidu.io/
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CHAPTER 3

Getting Started

Generally speaking, these are the first steps that any user interested in Kurento should follow:
1. Know your use case
Choose between Kurento and OpenVidu.

Kurento Media Server has been designed as a general-purpose platform that can be used to create any kind of
multimedia streaming applications. This makes KMS a powerful tool, however it also means that there is some
unavoidable complexity that the developer must face.

WebRTC is a complex standard with a lot of moving parts, and you need to know about each one of these
components and how they work together to achieve the multimedia communications that the standard strives to
offer.

If your intended application consists of a complex setup with different kinds of sources and varied use cases,
then Kurento is the best leverage you can use.

However, if you intend to solve a simpler use case, such as those of video conference applications, the Open-
Vidu project builds on top of Kurento to offer a simpler and easier to use solution that will save you time and
development effort.

2. Install KMS

The installation guide explains different ways in which Kurento can be installed in your system. The fastest and
easiest one is to use our pre-configured template for Amazon AWS.

3. Configure KMS

KMS is able to run as-is after a normal installation. However, there are several parameters that you might want
to tune in the configuration files.

4. Write an Application

Write an application that queries the Kurento API to make use of the capabilities offered by KMS. The easiest
way of doing this is to build on one of the provided Kurento Clients.

In general, you can use any programming language to write your application, as long as it speaks the Kurento
Protocol.

11
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Have a look at the features offered by Kurento, and follow any of the multiple rutorials that explain how to build
basic applications.

5. Ask for help

If you face any issue with Kurento itself or have difficulties configuring the plethora of mechanisms that form
part of WebRTC, don’t hesitate to ask for help to our community of users.

Still, there are times when the problems at hand require more specialized study. If you wish to get help from
expert people with more inside knowledge of Kurento, get in contact with us to request Commercial Support.
6. Enjoy!

Kurento is a project that aims to bring the latest innovations closer to the people, and help connect them together.
Make a great application with it, and let us know! We will be more than happy to find out about who is using
Kurento and what is being built with it :-)

12 Chapter 3. Getting Started



CHAPTER 4

Installation Guide

Kurento Media Server (KMS) can be installed in multiple ways

* Using an EC2 instance in the Amazon Web Services (AWS) cloud service. Using AWS is suggested to users
who don’t want to worry about properly configuring a server and all software packages, because the provided
setup does all this automatically.

» Using the Docker images provided by the Kurento team. Docker images allow to run Kurento in any host
machine, so for example it’s possible to run KMS on top of a Fedora or CentOS system. In theory it could even
be possible to run under Windows, but so far that possibility hasn’t been explored, so you would be at your own
risk.

* A local installation with apt—-get install, in any Ubuntu machine. This method allows to have total
control of the installation process. Besides installing KMS, a common need is to also install a STUN or TURN
server, especially if KMS or any of its clients are located behind a NAT firewall.

If you want to try nightly builds of KMS, then head to the section Installing Nightly Builds.

4.1 Amazon Web Services

The Kurento project provides an AWS CloudFormation template file. It can be used to create an EC2 instance that
comes with everything needed and totally pre-configured to run KMS, including a Coturn server.

Note that this template is specifically tailored to be deployed on the default Amazon Virtual Private Cloud (Amazon
VPC) network. You need an Amazon VPC to deploy this template.

Follow these steps to use it:
1. Access the AWS CloudFormation Console.
2. Click on Create Stack.

3. Look for the section Choose a template, and choose the option Specify an Amazon S3 template URL. Then, in
the text field that gets enabled, paste this URL:

13
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https://s3-eu-west-1.amazonaws.com/aws.kurento.org/KMS-Coturn-cfn-6.12.0.yaml

4. Follow through the steps of the configuration wizard:
4.1. Stack name: A descriptive name for your Stack.
4.2. InstanceType: Choose an appropriate size for your instance. Check the different ones.

4.3. KeyName: You need to create an RSA key beforehand in order to access the instance. Check AWS
documentation on how to create one.

4.4. SSHLocation: For security reasons you may need to restrict SSH traffic to allow connections only from
specific locations. For example, from your home or office.

4.5. TurnUser: User name for the TURN server.

4.6. TurnPassword: Password required to use the TURN server.

Note: The template file includes Coturn as a TURN server. The default user/password for this
server is kurento/kurento. You can optionally change the username, but make sure to change
the default password.

5. Finish the Stack creation process. Wait until the status of the newly created Stack reads CREATE_COMPLETE.

6. Select the Stack and then open the Outputs tab, where you’ll find the instance’s public IP address, and the
Kurento Media Server endpoint URL that must be used by Application Servers.

4.2 Docker image

Kurento’s Docker Hub contains images built from each KMS release. Just head to the kurento-media-server Docker
Hub page, and follow the instructions you’ll find there.

4.3 Local Installation

With this method, you will install Kurento Media Server from the native Ubuntu package repositories made available
by the Kurento project. KMS has explicit support for two Long-Term Support (LTS) versions of Ubuntu: Ubuntu
16.04 (Xenial) and Ubuntu 18.04 (Bionic) (64-bits only).

To install KMS, start from a clean machine (no KMS already installed).

Note: To uninstall Kurento, you can issue this command:

sudo aptitude remove kurento-media-server

We recommend using aptitude to uninstall packages, because it has a better removal algorithm and it does actually
remove all dependencies that were installed with Kurento. apt-get does not.

Open a terminal, and follow these steps:

1. Make sure that GnuPG is installed.

sudo apt—-get update && sudo apt—-get install —--no-install-recommends —--yes \
gnupg
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2. Define what version of Ubuntu is installed in your system.

Run only one of these lines:

# Run ONLY ONE of these lines:
DISTRO="xenial" # KMS for Ubuntu 16.04 (Xenial)
DISTRO="bionic" # KMS for Ubuntu 18.04 (Bionic)

3. Add the Kurento repository to your system configuration.

Run these two commands in the same terminal you used in the previous step:

sudo apt-key adv —-keyserver keyserver.ubuntu.com —--recv-keys 5AFATA83

sudo tee "/etc/apt/sources.list.d/kurento.list" >/dev/null <<EOF
# Kurento Media Server - Release packages

deb [arch=amd64] http://ubuntu.openvidu.io/6.12.0 $DISTRO kms6
EOF

4. Install KMS:

sudo apt-get update && sudo apt-get install --yes kurento-media-server

This will install the release KMS version.

The server includes service files which integrate with the Ubuntu init system, so you can use the following commands
to start and stop it:

sudo service kurento-media-server start
sudo service kurento-media-server stop

Log messages from KMS will be available in /var/log/kurento-media-server/. For more details about
KMS logs, check Debug Logging.

4.4 STUN and TURN servers

If Kurento Media Server, its Application Server, or any of the clients are located behind a NAT, you need to use a
STUN or a TURN server in order to achieve NAT traversal. In most cases, STUN is effective in addressing the NAT
issue with most consumer network devices (routers). However, it doesn’t work for many corporate networks, so a
TURN server becomes necessary.

Apart from that, you need to open all UDP ports in your system configuration, as STUN will use any random port
from the whole [0-65535] range.

Note: The features provided by TURN are a superset of those provided by STUN. This means that you don’t need to
configure a STUN server if you are already using a TURN server.

For more information about why and when STUN/TURN is needed, check out the FAQ: When is STUN needed?

4.4.1 STUN server

To configure a STUN server in KMS, uncomment the following lines in the WebRtcEndpoint configuration file, located
at /etc/kurento/modules/kurento/WebRtcEndpoint.conf.ini:

4.4. STUN and TURN servers 15
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rverAddress=<serverlp>
stunServerbPort=<serverPort>

Note: Be careful since comments inline (with ;) are not allowed for parameters in the configuration files. Thus, the
following line is not correct:

stunServerAddress=<serverIp> ; Only IP addresses are supported

. and must be changed to something like this:

; Only IP addresses are supported
stunServerAdd:

ss=<serverlp>

The parameter server Ip should be the public IP address of the STUN server. It must be an IP address, not a domain
name.

It should be easy to find some public STUN servers that are made available for free. For example:

173.194.66.127:19302
173.194.71.127:19302
74.125.200.127:19302
74.125.204.127:19302
173.194.72.127:19302
74.125.23.127:3478
77.72.174.163:3478
77.72.174.165:3478
77.72.174.167:3478
77.72.174.161:3478
208.97.25.20:3478
62.71.2.168:3478
212.227.67.194:3478
212.227.67.195:3478
107.23.150.92:3478
77.72.169.155:3478
77.72.169.156:3478
77.72.169.164:3478
77.72.169.166:3478
77.72.174.162:3478
77.72.174.164:3478
77.72.174.166:3478
77.72.174.160:3478
54.172.47.69:3478

4.4.2 TURN server

To configure a TURN server in KMS, uncomment the following lines in the WebRtcEndpoint configuration file, located
at /etc/kurento/modules/kurento/WebRtcEndpoint.conf.ini:

turnURL=<user>:<password>@<serverIp>:<serverPort>

The parameter serverIp should be the public IP address of the TURN server. It must be an IP address, not a
domain name.

See some examples of TURN configuration below:
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’uJrmURT:kurento:kurento@WWW.XXX.YYY.ZZZ:3478

. or using a free access Numb TURN/STUN server:

’uJrmURT:user:password@66.228.45.110:3478

Note that it is somewhat easy to find free STUN servers available on the net, because their functionality is pretty
limited and it is not costly to keep them working for free. However, this doesn’t happen with TURN servers, which
act as a media proxy between peers and thus the cost of maintaining one is much higher.

It is rare to find a TURN server which works for free while offering good performance. Usually, each user opts to
maintain their own private TURN server instances.

Coturn is an open source implementation of a TURN/STUN server. In the FAQ section there is a description about
how to install and configure it.

4.5 Check your installation

To verify that the Kurento process is up and running, use this command and look for the kurento-media-server
process:

$ ps —-fC kurento-media-server
UID PID PPID C STIME TTY TIME CMD
kurento 7688 1 0 13:36 7 00:00:00 /usr/bin/kurento-media-server

Unless configured otherwise, KMS will listen on the IPv6 port 8888 to receive RPC Requests and send RPC Re-
sponses by means of the Kurento Protocol. Use this command to verify that this port is open and listening for incoming
packets:

$ sudo netstat -tupln | grep -e kurento -e 8888
tcp6 0 O :::8888 :::+« LISTEN 7688/kurento-media-

You can change these parameters in the file /etc/kurento/kurento.conf.json.

Lastly, you can check whether the RPC WebSocket of Kurento is healthy and able to receive and process messages.
For this, send a dummy request and check that the response is as expected:

$ curl —-i -N \
—-H "Connection: Upgrade" \
-H "Upgrade: websocket" \
-H "Host: 127.0.0.1:8888" \
-H "Origin: 127.0.0.1"™ \
http://127.0.0.1:8888/kurento

You should get a response similar to this one:

HTTP/1.1 500 Internal Server Error
Server: WebSocket++/0.7.0

Ignore the error line: it is an expected error, because curl does not talk the Kurento protocol. We just checked that
the WebSocket++ server is actually up, and listening for connections. If you wanted, you could automate this check
with a script similar to healthchecker.sh, the one we use in Kurento Docker images.
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CHAPTER B

Installing Nightly Builds

Some components of KMS are built nightly, with the code developed during that same day. Other components are
built immediately when code is merged into the source repositories.

These builds end up being uploaded to Development repositories so they can be installed by anyone. Use these if you
want to develop Kurento itself, or if you want to try the latest changes before they are officially released.

Warning: Nightly builds always represent the current state on the software development; 99% of the time this is
stable code, very close to what will end up being released.

However, it’s also possible (although unlikely) that these builds might include undocumented changes, regressions,
bugs or deprecations. It’s safer to be conservative and avoid using nightly builds in a production environment,
unless you have a strong reason to do it.

Note: If you are looking to build KMS from the source code, then you should check the section aimed at development
of KMS itself: Building from sources.

5.1 Kurento Media Server

5.1.1 Docker image

Kurento’s Docker Hub contains images built from each KMS nightly version. Just head to the kurento-media-server-
dev Docker Hub page, and follow the instructions you’ll find there. The nightly images work exactly the same as
Kurento Docker release images, but just using nightly builds instead of release ones.
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5.1.2 Local Installation

The steps to install a nightly version of Kurento Media Server are pretty much the same as those explained in Local
Installation, with the only change of using a different package repository.

To install KMS, start from a clean machine (no KMS already installed).

Note: To uninstall Kurento, you can issue this command:

sudo aptitude remove kurento-media-server

We recommend using aptitude to uninstall packages, because it has a better removal algorithm and it does actually
remove all dependencies that were installed with Kurento. apt-get does not.

Open a terminal, and follow these steps:

1. Make sure that GnuPG is installed.

sudo apt-get update && sudo apt-get install --no-install-recommends --yes \
ghupg

2. Define what version of Ubuntu is installed in your system.

Run only one of these lines:

# Run ONLY ONE of these lines:
DISTRO="xenial" # KMS for Ubuntu 16.04 (Xenial)
DISTRO="bionic" # KMS for Ubuntu 18.04 (Bionic)

3. Add the Kurento repository to your system configuration.

Run these two commands in the same terminal you used in the previous step:

sudo apt-key adv —-keyserver keyserver.ubuntu.com —--recv-keys 5AFATA83

sudo tee "/etc/apt/sources.list.d/kurento.list" >/dev/null <<EOF
# Kurento Media Server - Nightly packages

deb [arch=amd64] http://ubuntu.openvidu.io/dev $DISTRO kms6

EOF

4. Install KMS:

’sudo apt—-get update && sudo apt-get install --yes kurento-media-server

This will install the latest KMS nightly version.

5.2 Kurento Java Client

The development builds of the Kurento Java Client are made available for Maven in https://maven.openvidu.io/ To use
these, you need to add first this repository to your Maven configuration.

Adding a repository to Maven can be done at three scope levels:
* Project level.

This will add access to development builds only for the project where the configuration is done. Open the
project’s pom.xml and include this:
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<project>

<repositories>
<repository>
<id>kurento-snapshots</id>
<name>Kurento Snapshots</name>
<url>https://maven.openvidu.io/repository/snapshots/</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>kurento-snapshots</id>
<name>Kurento Snapshots</name>
<url>https://maven.openvidu.io/repository/snapshots/</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</pluginRepository>
</pluginRepositories>

</project>

After this is included, there are two ways to use the updated versions:

1. In the same pom.xml, look for the desired <dependency> and change its version. For example:

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>
<version>6.12.0-SNAPSHOT</version>
</dependency>

2. If you have not specified a dependency version, use the —U switch in your next Maven run to force updating
all dependencies.

User and System levels.

The file settings.xml provides configuration for all projects, but its contents have a different reach depending on
where it is located:

— At SHOME/ .m2/settings.xml, it defines the settings that will be applied for a single user.

— At /etc/maven/settings.xml, it defines the settings that will be applied for all Maven users on a
machine.

To use this method, first edit the settings file at one of the mentioned locations, and include this:

<settings>

<profiles>

(continues on next page)
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(continued from previous page)

<profile>
<id>kurento</id>
<repositories>
<repository>
<id>kurento-snapshots</id>
<name>Kurento Snapshots</name>
<url>https://maven.openvidu.io/repository/snapshots/</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>kurento-snapshots</id>
<name>Kurento Snapshots</name>
<url>https://maven.openvidu.io/repository/snapshots/</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</pluginRepository>
</pluginRepositories>
</profile>
</profiles>

</settings>

After this is included, use the ~-Pkurento switch in your next Maven run to enable the new profile, so all
artifacts get downloaded into you local repository. Once in your local repository, Maven can successfully resolve
the dependencies and the profile no longer needs to be activated in future runs.

For more information about adding snapshot repositories to Maven, check their official documentation: Guide to
Testing Development Versions of Plugins.

5.3 Kurento JavaScript Client

5.3.1 Node.js

If you are using the Kurento JavaScript Client from a Node.js application and want to use the latest development
version of this library, you have to change the dependencies section in the application’s package.json. This way, NPM
will point directly to the development repository:

"dependencies": {
"kurento-client": "Kurento/kurento-client-js#master",
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5.3.2 Browser JavaScript

If you are using the Kurento JavaScript Client from a browser application, with Bower to handle JS dependencies,
and want to use the latest development version of this library, you have to change the dependencies section in the
application’s bower.json. This way, Bower will point directly to the development repository:

"dependencies": {
"kurento-client": "master",
"kurento-utils": "master",

Alternatively, if your browser application is pointing directly to JavaScript libraries from HTML resources, then you
have to change to development URLs:

<script type="text/javascript"
src="http://builds.openvidu.io/dev/master/latest/js/kurento-client.min.js">
</secript>

5.3. Kurento JavaScript Client 23
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CHAPTER O

Kurento Tutorials

This section contains tutorials showing how to use Kurento framework to build different types of WebRTC and multi-
media applications. These tutorials come in three flavors:

» Java: Showing applications where clients interact with Spring Boot-based applications, that host the logic
orchestrating the communication among clients and control Kurento Media Server capabilities.

To run the Java tutorials, you need to first install the Java JDK and Maven:

sudo apt—-get update && sudo apt—-get install —--no-install-recommends —--yes \
git \
default-jdk \
maven

* Browser JavaScript: These show applications executing at the browser and communicating directly with the
Kurento Media Server. In these tutorials all logic is directly hosted by the browser. Hence, no application server
is necessary.

* Node.js: In which clients interact with an application server made with Node.js technology. The application
server holds the logic orchestrating the communication among the clients and controlling Kurento Media Server
capabilities for them.

Note: The tutorials have been created with learning objectives. They are not intended to be used in production
environments where different unmanaged error conditions may emerge. Use at your own risk!

Note: These tutorials require HTTP S in order to use WebRTC. Following instructions will provide further information
about how to enable application security.
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6.1 Hello World

This is one of the simplest WebRTC applications you can create with Kurento. It implements a WebRTC loopback (a
WebRTC media stream going from client to Kurento Media Server and back to the client)

6.1.1 Kurento Java Tutorial - Hello World

This web application has been designed to introduce the principles of programming with Kurento for Java developers.
It consists of a WebRTC video communication in mirror (loopback). This tutorial assumes you have basic knowledge
of Java, JavaScript, HTML and WebRTC. We also recommend reading the section About Kurento and WebRTC before
starting this tutorial.

Note: This application uses HTTPS. It will work fine is you run it in 1ocalhost and accept a security exception in
the browser, but you should secure your application if running remotely. For more info, check Configure a Java server
to use HTTPS.

Quick start

Follow these steps to run this demo application:
1. Install Kurento Media Server: Installation Guide.

2. Run these commands:

git clone https://github.com/Kurento/kurento-tutorial-java.git

cd kurento-tutorial-java/kurento-hello-world

git checkout 6.11.0

mvn -U clean spring-boot:run -Dkms.url=ws://localhost:8888/kurento

Open the demo page with a WebRTC-compliant browser (Chrome, Firefox): https://localhost:8443/
Click on Start to begin the demo.

Grant access to your webcam.

A

As soon as the loopback connection is negotiated and established, you should see your webcam video in both
the local and remote placeholders.

7. Click on Stop to finish the demo.

Understanding this example

Kurento provides developers a Kurento Java Client to control the Kurento Media Server. This client library can be
used in any kind of Java application: Server Side Web, Desktop, Android, etc. It is compatible with any framework
like Java EE, Spring, Play, Vert.x, Swing and JavaFX.

This Hello World demo is one of the simplest web applications you can create with Kurento. The following picture
shows a screenshot of this demo running:

The interface of the application (an HTML web page) is composed by two HTMLS5 <video> tags: one showing the
local stream (as captured by the device webcam) and the other showing the remote stream sent by the media server
back to the client.

The logic of the application is quite simple: the local stream is sent to the Kurento Media Server, which sends it back
to the client without modifications. To implement this behavior, we need to create a Media Pipeline composed by a
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Tutorial 1: Hello World (WebRTC in loopback)
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Fig. 1: Kurento Hello World Screenshot: WebRTC in loopback
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single Media Element, i.e. a WebRtcEndpoint, which holds the capability of exchanging full-duplex (bidirectional)
WebRTC media flows. This media element is connected to itself so that the media it receives (from browser) is sent
back (to browser). This media pipeline is illustrated in the following picture:

¢

K Kurento Media Server \

Media Pipeline

WebRtcEndpoint

A /

Fig. 2: Kurento Hello World Media Pipeline in context

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier. To communicate these entities, two WebSockets are used:

1. A WebSocket is created between client and application server to implement a custom signaling protocol.

2. Another WebSocket is used to perform the communication between the Kurento Java Client and the Kurento
Media Server.

This communication takes place using the Kurento Protocol. For a detailed description, please read this section:
Kurento Protocol.

The diagram below shows a complete sequence diagram, of the interactions with the application interface to: 1)
JavaScript logic; ii) Application server logic (which uses the Kurento Java Client); iii) Kurento Media Server.

The following sections analyze in depth the server (Java) and client-side (JavaScript) code of this application. The
complete source code can be found in GitHub.

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

In the following, figure you can see a class diagram of the server side code:
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HelloWorldApp

HelleWorldHandler |3 KurentoClient

Usersession

Fig. 4: Server-side class diagram of the HelloWorld app

The main class of this demo is HelloWorldApp.

As you can see, the KurentoClient is instantiated in this class as a Spring Bean. This bean is used to create Kurento
Media Pipelines, which are used to add media capabilities to the application. In this instantiation we see that we need
to specify to the client library the location of the Kurento Media Server. In this example, we assume it is located at

localhost, listening in port 8888. If you reproduce this example, you’ll need to insert the specific location of your
Kurento Media Server instance there.

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server and
controlling its multimedia capabilities.

@SpringBootApplication
@EnableWebSocket
public class HelloWorldApp implements WebSocketConfigurer {
@Bean
public HelloWorldHandler handler () {
return new HelloWorldHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

@Override

public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (handler (), "/helloworld");

public static void main (String[] args) throws Exception {
SpringApplication.run (HelloWorldApp.class, args);

(continues on next page)
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This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
with the application server, by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler that processes WebSocket requests in the
path /helloworld.

The class HelloWorldHandler implements TextWebSocketHandler to handle text WebSocket requests. The
central piece of this class is the method handleTextMessage. This method implements the actions for requests,
returning responses through the WebSocket. In other words, it implements the server part of the signaling protocol
depicted in the previous sequence diagram.

public void handleTextMessage (WebSocketSession session, TextMessage message)
throws Exception {
[...]
switch (messageId) {
case "start":
start (session, jsonMessage) ;

break;

case "stop": {
stop (session) ;
break;

}
case "onIceCandidate":
onRemoteIceCandidate (session, jsonMessage);
break;
default:
sendError (session, "Invalid message, ID: " + messageld);
break;

The start () method performs the following actions:

* Configure media processing logic. This is the part in which the application configures how Kurento has to
process the media. In other words, the media pipeline is created here. To that aim, the object KurentoClient
is used to create a MediaPipeline object. Using it, the media elements we need are created and connected. In
this case, we only instantiate one WebRtcEndpoint for receiving the WebRTC stream and sending it back to the
client.

final MediaPipeline pipeline = kurento.createMediaPipeline();

final WebRtcEndpoint webRtcEp =
new WebRtcEndpoint.Builder (pipeline) .build();

webRtcEp.connect (webRtcEp) ;

* Create event listeners. All objects managed by Kurento have the ability to emit several types of events, as
explained in Endpoint Events. Application Servers can listen for them in order to have more insight about what
is going on inside the processing logic of the media server. It is a good practice to listen for all possible events,
so the client application has as much information as possible.

// Common events for all objects that inherit from BaseRtpEndpoint
addErrorListener (
new EventListener<ErrorEvent> () { ... });

(continues on next page)
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addMediaFlowInStateChangelListener (

new EventListener<MediaFlowInStateChangeEvent> () { ... });
addMediaFlowOutStateChangeListener (

new EventListener<MediaFlowOutStateChangeEvent>() { ... });
addConnectionStateChangedListener (

new EventListener<ConnectionStateChangedEvent> () { ... });
addMediaStateChangedListener (

new EventListener<MediaStateChangedEvent> () { ... });
addMediaTranscodingStateChangelistener (

new EventListener<MediaTranscodingStateChangeEvent> () { ... });

// Events specific to objects of class WebRtcEndpoint
addIceCandidateFoundListener (

new EventListener<IceCandidateFoundEvent> () { ... });
addIceComponentStateChangelListener (

new EventListener<IceComponentStateChangeEvent> () { ... });
addIceGatheringDoneListener (

new EventListener<IceGatheringDoneEvent> () { ... });
addNewCandidatePairSelectedListener (

new EventListener<NewCandidatePairSelectedEvent> () { ... });

* WebRTC SDP negotiation. In WebRTC, the SDP Offer/Answer model is used to negotiate the audio or video
tracks that will be exchanged between peers, together with a subset of common features that they support. This
negotiation is done by generating an SDP Offer in one of the peers, sending it to the other peer, and bringing
back the SDP Answer that will be generated in response.

In this particular case, the SDP Offer has been generated by the browser and is sent to Kurento, which then
generates an SDP Answer that must be sent back to the browser as a response.

// 'webrtcSdpOffer' is the SDP Offer generated by the browser;
// send the SDP Offer to KMS, and get back its SDP Answer
String webrtcSdpAnswer = webRtcEp.processOffer (webrtcSdpOffer);
sendMessage (session, webrtcSdpAnswer);

* Gather ICE candidates. While the SDP Offer/Answer negotiation is taking place, each one of the peers can
start gathering the connectivity candidates that will be used for the /CE protocol. This process works very
similarly to how a browser notifies its client code of each newly discovered candidate by emitting the event
RTCPeerConnection.onicecandidate; likewise, Kurento’s WebRtcEndpoint will notify its client application for
each gathered candidate via the event IceCandidateFound.

webRtcEp.gatherCandidates () ;

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js to
simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript WebRTC
utility maintained by Google that abstracts away browser differences.

These libraries are brought to the project as Maven dependencies which download all required files from WebJars.org;
they are loaded in the index.html page, and are used in the index.js file.

In the following snippet we can see the creation of the WebSocket in the path /helloworld. Then, the onmessage
listener of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there
are three incoming messages to client: startResponse, error, and iceCandidate. Convenient actions are
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taken to implement each step in the communication. For example, in function start, the function WebRtcPeer.
WebRtcPeerSendrecv of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('ws://' + location.host + '/helloworld');
ws.onmessage = function (message) {

var parsedMessage = JSON.parse (message.data);

console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM STARTING) {
setState (I_CAN_START) ;
}
onError ('Error message from server: ' + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (error)

return console.error ('Error adding candidate: ' + error);
1) i
break;
default:
if (state == I_AM_STARTING) {

setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

function start () {
console.log('Starting video call ...");

// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput);

console.log('Creating WebRtcPeer and generating local sdp offer ...'");

var options = {
localvideo : videoInput,
remoteVideo : videoOutput,
onicecandidate : onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error)
return console.error (error);
webRtcPeer.generateOffer (onOffer);

)i

function onOffer (error, offerSdp) {
if (error)
return console.error ('Error generating the offer');

(continues on next page)
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console.info('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',

sdpOffer : offerSdp
}

sendMessage (message) ;

function onIceCandidate (candidate) {
console.log('Local candidate' + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate
bi
sendMessage (message) ;

function startResponse (message) {
setState (I_CAN_STOP) ;
console.log('SDP answer received from server. Processing ...'");

webRtcPeer.processAnswer (message.sdpAnswer, function(error) {
if (error)
return console.error (error);

})i

function stop () {
console.log('Stopping video call ...");
setState (I_CAN_START) ;
if (webRtcPeer) {
webRtcPeer.dispose () ;
webRtcPeer = null;

var message = {
id : 'stop'
}

sendMessage (message) ;

}
hideSpinner (videoInput, videoOutput);

function sendMessage (message) {
var jsonMessage = JSON.stringify (message);
console.log('Sending message: ' + jsonMessage);
ws.send (jsonMessage) ;

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with WebJars.
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6.1.2 JavaScript - Hello world

This web application has been designed to introduce the principles of programming with Kurento for JavaScript
developers. It consists of a WebRTC video communication in mirror (loopback). This tutorial assumes you have basic
knowledge of JavaScript, HTML and WebRTC. We also recommend reading the /ntroducing Kurento section before
starting this tutorial.

Running this example

First of all, install Kurento Media Server: [Installation Guide. Start the media server and leave it running in the
background.

Note: If you will run this tutorial from a remote machine (i.e. not from localhost), then you need to configure
Secure WebSocket (wss://) in Kurento Media Server. For instructions, check Securing Kurento Media Server.

This is not an issue if you will run both KMS and the tutorial demo locally, because browsers (at least Chrome at the
time of this writing) allow connecting to insecure WebSockets from HTTPS pages, as long as everything happens in
localhost.

Install Node.js, Bower, and a web server in your system:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodejs

sudo npm install -g bower

sudo npm install -g http-server

Here, we suggest using the simple Node.js ht tp—server, but you could use any other web server.

Note: You need to configure the web server with HTTPS. For more information, check Configure JavaScript appli-
cations to use HTTPS.

You also need the source code of this demo; clone it from GitHub, then start the web server:

git clone https://github.com/Kurento/kurento-tutorial-Jjs.git

cd kurento-tutorial-js/kurento-hello-world

git checkout 6.12.0

bower install

http-server -p 8443 --ssl —--cert keys/server.crt --key keys/server.key

Finally, access the web application by using a WebRTC-capable browser (Firefox, Chrome) to open the appropriate
URL.:

e If KMS is running in your local machine:

’https://localhost:8443/

 If KMS is running in a remote server:

’https://localhost:8443/index.html?ws_uri:wss://<Kmst>:<KmsPort>/kurento
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Understanding this example

Kurento provides developers a Kurento JavaScript Client to control Kurento Media Server. This client library can
be used in any kind of JavaScript application including desktop and mobile browsers.

This hello world demo is one of the simplest web applications you can create with Kurento. The following picture
shows an screenshot of this demo running:

Tutorial 1: Hello World (WebRTC in loopback)
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Fig. 5: Kurento Hello World Screenshot: WebRTC in loopback

The interface of the application (an HTML web page) is composed by two HTMLS5 video tags: one showing the local
stream (as captured by the device webcam) and the other showing the remote stream sent by the media server back to
the client.

The logic of the application is quite simple: the local stream is sent to the Kurento Media Server, which sends it back
to the client without modifications. To implement this behavior, we need to create a Media Pipeline composed by a
single Media Element, i.e. a WebRtcEndpoint, which holds the capability of exchanging full-duplex (bidirectional)
WebRTC media flows. This media element is connected to itself,, so that the media it receives (from browser) is send
back (to browser). This media pipeline is illustrated in the following picture:

This is a web application, and therefore it follows a client-server architecture. Nevertheless, due to the fact that we
are using the Kurento JavaScript client, there is not need to use an application server since all the application logic is
held by the browser. The Kurento JavaScript Client is used directly to control Kurento Media Server by means of a
WebSocket bidirectional connection:
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WebRtcEndpoint
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Fig. 6: Kurento Hello World Media Pipeline in context

The following sections analyze in deep the client-side (JavaScript) code of this application, the dependencies, and how
to run the demo. The complete source code can be found in GitHub.

JavaScript Logic
The Kurento hello-world demo follows a Single Page Application architecture (SPA). The interface is the following
HTML page: index.html. This web page links two Kurento JavaScript libraries:
* kurento-client.js : Implementation of the Kurento JavaScript Client.
* kurento-utils.js : Kurento utility library aimed to simplify the WebRTC management in the browser.
In addition, these two JavaScript libraries are also required:
* Bootstrap : Web framework for developing responsive web sites.
* jquery.js : Cross-platform JavaScript library designed to simplify the client-side scripting of HTML.
« adapter.js : WebRTC JavaScript utility library maintained by Google that abstracts away browser differences.
¢ ekko-lightbox : Module for Bootstrap to open modal images, videos, and galleries.
¢ demo-console : Custom JavaScript console.

The specific logic of the Hello World JavaScript demo is coded in the following JavaScript file: index.js. In this file,
there is a function which is called when the green button labeled as Start in the GUI is clicked.

var startButton = document.getElementById("start");

startButton.addEventListener ("click", function() {
var options = {
localVideo: wvideoInput,
remoteVideo: videoOutput

by

(continues on next page)
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webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function (error) {
if (error) return onError (error)
this.generateOffer (onOffer)

1) i

The function WebRtcPeer. WebRtcPeerSendrecv abstracts the WebRTC internal details (i.e. PeerConnection and ge-
tUserStream) and makes possible to start a full-duplex WebRTC communication, using the HTML video tag with id
videolnput to show the video camera (local stream) and the video tag videoOutput to show the remote stream provided
by the Kurento Media Server.

Inside this function, a call to generateOffer is performed. This function accepts a callback in which the SDP offer is
received. In this callback we create an instance of the KurentoClient class that will manage communications with the
Kurento Media Server. So, we need to provide the URI of its WebSocket endpoint. In this example, we assume it’s
listening in port 8888 at the same host than the HTTP serving the application.

[...]

var args = getopts(location.search,
{
default:
{
ws_uri: 'ws://' 4+ location.hostname + ':8888/kurento’,

ice_servers: undefined

kurentoClient (args.ws_uri, function(error, client) {
[...]
bi

Once we have an instance of kurentoClient, we need to create a Media Pipeline, as follows:

client.create("MediaPipeline", function(error, _pipeline) {
[...]
}) i

If everything works correctly, we will have an instance of a media pipeline (variable _pipeline in this example).
With it, we are able to create Media Elements. In this example we just need a single WebRtcEndpoint.

In WebRTC, SDP is used for negotiating media exchanges between applications. Such negotiation happens based on
the SDP offer and answer exchange mechanism by gathering the /CE candidates as follows:

pipeline = _pipeline;

pipeline.create ("WebRtcEndpoint", function(error, webRtc) {
if (error) return onError (error);

setIceCandidateCallbacks (webRtcPeer, webRtc, onError)

webRtc.processOffer (sdpOffer, function(error, sdpAnswer) {

(continues on next page)
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if (error) return onError (error);
webRtcPeer.processAnswer (sdpAnswer, onError);

})i
webRtc.gatherCandidates (onError) ;

)i

Finally, the WebRtcEndpoint is connected to itself (i.e., in loopback):

webRtc.connect (webRtc, function(error) {
if (error) return onError (error);

console.log("Loopback established");
)i

Note: The TURN and STUN servers to be used can be configured simple adding the parameter ice_servers to
the application URL, as follows:

https://localhost:8443/index.html?ice_servers=[{"urls":"stun:stunl.example.net"}, {
—"urls":"stun:stun2.example.net"}]
https://localhost:8443/index.html?ice_servers=[{"urls":"turn:turn.example.org",
—"username":"user", "credential":"myPassword"}]

Dependencies

All dependencies of this demo can to be obtained using Bower. The list of these dependencies are defined in the
bower.json file, as follows:

"dependencies": {
"kurento-client": "6.12.0",
"kurento-utils": "6.12.0"

To get these dependencies, just run the following shell command:

bower install

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at Bower.

6.1.3 Node.js - Hello world

This web application has been designed to introduce the principles of programming with Kurento for Node.js devel-
opers. It consists of a WebRTC video communication in mirror (loopback). This tutorial assumes you have basic
knowledge of JavaScript, Node.js, HTML and WebRTC. We also recommend reading the /ntroducing Kurento section
before starting this tutorial.
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Note: This tutorial has been configurated for using https. Follow these instructions for securing your application.

For the impatient: running this example
You need to have installed the Kurento Media Server before running this example. Read the installation guide for
further information.

Be sure to install Bower and Node.js version 8.x in your system. In an Ubuntu machine, you can install both as
follows:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodeijs
sudo npm install -g bower

Also, Node.js should already include NPM, the Node.js package manager.

To launch the application, you need to clone the GitHub project where this demo is hosted, install it and run it:

git clone https://github.com/Kurento/kurento-tutorial-node.git
cd kurento-tutorial-node/kurento-hello-world

git checkout 6.12.0

npm install

cd static

bower install --allow-root

cd ..

npm start

If you have problems installing any of the dependencies, please remove them and clean the npm cache, and try to
install them again:

rm —-r node_modules
npm cache clean

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the argument ws_uri to the
npm execution command, as follows:

’npm start —-- —--ws_uri=ws://kms_host:kms_port/kurento

In this case you need to use npm version 2. To update it you can use this command:

sudo npm install npm —-g

Understanding this example
Kurento provides developers a Kurento JavaScript Client to control Kurento Media Server. This client library can
be used from compatible JavaScript engines including browsers and Node.js.

This hello world demo is one of the simplest web application you can create with Kurento. The following picture
shows an screenshot of this demo running:
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Fig. 8: Kurento Hello World Screenshot: WebRTC in loopback
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The interface of the application (an HTML web page) is composed by two HTMLS5 video tags: one showing the local
stream (as captured by the device webcam) and the other showing the remote stream sent by the media server back to
the client.

The logic of the application is quite simple: the local stream is sent to the Kurento Media Server, which returns it back
to the client without modifications. To implement this behavior we need to create a Media Pipeline composed by a
single Media Element, i.e. a WebRtcEndpoint, which holds the capability of exchanging full-duplex (bidirectional)
WebRTC media flows. This media element is connected to itself so that the media it receives (from browser) is send
back (to browser). This media pipeline is illustrated in the following picture:

-

W,
2

( Kurento Media Server \

Media Pipeline

WebRtcEndpoint

/

Fig. 9: Kurento Hello World Media Pipeline in context

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side we use a Node.js application server consuming the Kurento JavaScript
Client API to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Javascript Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

The diagram below shows an complete sequence diagram from the interactions with the application interface to: i)
JavaScript logic; ii) Application server logic (which uses the Kurento JavaScript Client); iii) Kurento Media Server.

The following sections analyze in deep the server and client-side code of this application. The complete source code
can be found in GitHub.

Application Server Logic

This demo has been developed using the express framework for Node.js, but express is not a requirement for Kurento.
The main script of this demo is server.js.

In order to communicate the JavaScript client and the Node application server a WebSocket is used. The incoming
messages to this WebSocket (variable ws in the code) are conveniently handled to implemented the signaling protocol
depicted in the figure before (i.e. messages start, stop, onIceCandidate).
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var ws = require('ws');
[...]
var wss = new ws.Server ({
server : server,
path : '/helloworld'
}) i
/%
* Management of WebSocket messages
*/
wss.on('connection', function (ws) {
var sessionId = null;
var request = ws.upgradeReq;
var response {
writeHead : {}

}i

sessionHandler (request, response, function(err) {
sessionId = request.session.id;
console.log('Connection received with sessionId ' + sessionId);

)i

ws.on('error', function(error) {
console.log('Connection ' + sessionId + ' error');
stop (sessionId);

)i

ws.on('close', function() {
console.log('Connection ' + sessionId + ' closed');
stop (sessionId);

b

ws.on ('message', function (_message) {
var message = JSON.parse (_message);

console.log('Connection ' + sessionlId + ' received message ', message);

switch (message.id) {
case 'start':
sessionId = request.session.id;
start (sessionld, ws, message.sdpOffer, function(error, sdpAnswer) {
if (error) {
return ws.send (JSON.stringify ({
id : 'error',
message : error
1))
}
ws.send (JSON.stringify ({
id : 'startResponse',
sdpAnswer : sdpAnswer
1))
}) i
break;

case 'stop':
stop (sessionId);

(continues on next page)
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break;

case 'onIceCandidate':
onIceCandidate (sessionId, message.candidate);
break;

default:
ws.send (JSON.stringify ({
id : 'error',
message : 'Invalid message ' + message
)i
break;

In order to control the media capabilities provided by the Kurento Media Server, we need an instance of the Kuren-
toClient in the Node application server. In order to create this instance, we need to specify to the client library the
location of the Kurento Media Server. In this example, we assume it’s located at localhost listening in port 8888.

var kurento = require('kurento-client');

var kurentoClient = null;

var argv = minimist (process.argv.slice(2), {
default: {
as_uri: 'https://localhost:8443/",
ws_uri: 'ws://localhost:8888/kurento’

function getKurentoClient (callback) {
if (kurentoClient !== null) {
return callback (null, kurentoClient);

kurento (argv.ws_uri, function(error, _kurentoClient) {
if (error) {

console.log("Could not find media server at address " + argv.ws_uri);
return callback ("Could not find media server at address" + argv.ws_uri
+ ". Exiting with error " + error);
}
kurentoClient = _kurentoClient;

callback (null, kurentoClient);
b

Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server. Our first
operation is to create a Media Pipeline, then we need to create the Media Elements and connect them. In this example,
we just need a single WebRtcEndpoint connected to itself (i.e. in loopback). These functions are called in the start
function, which is fired when the st art message is received:
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function start (sessionlId, ws, sdpOffer, callback) {

if (!sessionId) {
return callback ('Cannot use undefined sessionId');

getKurentoClient (function (error, kurentoClient) {
if (error) {
return callback (error);

kurentoClient.create('MediaPipeline', function(error, pipeline) {

if (error) {
return callback (error);

createMediaElements (pipeline, ws, function(error, webRtcEndpoint) ({
if (error) {
pipeline.release();
return callback (error);

if (candidatesQueue[sessionId]) {
while (candidatesQueue[sessionId].length) {
var candidate = candidatesQueue[sessionId].shift();
webRtcEndpoint.addIceCandidate (candidate) ;

connectMediaElements (webRtcEndpoint, function (error) {
if (error) {
pipeline.release();
return callback (error);

webRtcEndpoint.on('OnIceCandidate', function (event) {
var candidate = kurento.getComplexType ('IceCandidate') (event.
—candidate) ;
ws.send (JSON.stringify ({
id : 'iceCandidate',
candidate : candidate
)i
1) i

webRtcEndpoint .processOffer (sdpOffer, function (error, sdpAnswer) {
if (error) {
pipeline.release();
return callback (error);

sessions[sessionId] = {
'pipeline' : pipeline,
'webRtcEndpoint' : webRtcEndpoint

}

return callback (null, sdpAnswer);
1) i

webRtcEndpoint.gatherCandidates (function (error) {

(continues on next page)
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if (error) {
return callback (error);

function createMediaElements (pipeline, ws, callback) {
pipeline.create ('WebRtcEndpoint', function (error,

if (error) {
return callback (error);

webRtcEndpoint) {

return callback (null, webRtcEndpoint);
)i

function connectMediaElements (webRtcEndpoint, callback) {
webRtcEndpoint .connect (webRtcEndpoint, function (error) {
if (error) {
return callback (error);

}
return callback (null);

)i

As of Kurento Media Server 6.0, the WebRTC negotiation is done by exchanging /CE candidates between the WebRTC
peers. To implement this protocol, the webRt cEndpoint receives candidates from the clientin OnIceCandidate
function. These candidates are stored in a queue when the webRtcEndpoint is not available yet. Then these
candidates are added to the media element by calling to the addIceCandidate method.

var candidatesQueue = {};

function onIceCandidate (sessionId, _candidate) {

var candidate = kurento.getComplexType ('IceCandidate’') (_candidate);

if (sessions[sessionId]) {
console.info('Sending candidate'");
var webRtcEndpoint = sessions[sessionId].webRtcEndpoint;

webRtcEndpoint.addIceCandidate (candidate) ;
}

else {
console.info ('Queueing candidate');
if (!candidatesQueue[sessionId]) {

candidatesQueue[sessionId] = [];

}

candidatesQueue[sessionId] .push (candidate) ;
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Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js to
simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript WebRTC
utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this appli-
cation. These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet
we can see the creation of the WebSocket (variable ws) in the path /helloworld. Then, the onmessage listener
of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there are three
incoming messages to client: startResponse, error, and iceCandidate. Convenient actions are taken to
implement each step in the communication.

var ws = new WebSocket ('ws://' + location.host + '/helloworld'");
var webRtcPeer;

const I_CAN_START = 0;
const I_CAN_STOP = 1;

const I_AM STARTING 2;

[...]

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM STARTING) {
setState (I_CAN_START) ;
}
onError ('Error message from server: ' + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate)
break;
default:
if (state == I_AM STARTING) {
setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

In the function start the method WebRt cPeer .WebRtcPeerSendrecv of kurento-utils.js is used to create the
webRtcPeer object, which is used to handle the WebRTC communication.

videoInput = document.getElementById('videoInput');
videoOutput = document.getElementById('videoOutput');

function start () {
console.log('Starting video call ...")

(continues on next page)

6.1. Hello World 49



https://github.com/Kurento/kurento-tutorial-node/blob/master/kurento-hello-world/static/index.html
https://github.com/Kurento/kurento-tutorial-node/blob/master/kurento-hello-world/static/js/index.js

Kurento Documentation, Release 6.12.0

(continued from previous page)

// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput) ;

console.log('Creating WebRtcPeer and generating local sdp offer ...'");

var options = {
localvideo: videoInput,
remoteVideo: videoOutput,
onicecandidate : onIceCandidate

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function(error) {
if (error) return onError (error);
this.generateOffer (onOffer);

)i

function onIceCandidate (candidate) {
console.log('Local candidate' + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate

}i
sendMessage (message) ;

function onOffer (error, offerSdp) {
if (error) return onError (error);

console.info ('Invoking SDP offer callback function ' + location.host);
var message = {

id : 'start',

sdpOffer : offerSdp
}

sendMessage (message) ;

Dependencies

Server-side dependencies of this demo are managed using npm. Our main dependency is the Kurento Client JavaScript
(kurento-client). The relevant part of the package.json file for managing this dependency is:

"dependencies": {

[...]

"kurento-client" : "6.12.0"

At the client side, dependencies are managed using Bower. Take a look to the bower.json file and pay attention to the
following section:

"dependencies": {

[...]

(continues on next page)
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"kurento-utils" : "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at npm and Bower.

6.2 WebRTC Magic Mirror

This web application consists of a WebRTC loopback video communication, adding a funny hat over detected faces.
This is an example of a Computer Vision and Augmented Reality filter.

6.2.1 Java - WebRTC magic mirror

This web application extends the Hello World Tutorial, adding media processing to the basic WebRTC loopback.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-magic-mirror

git checkout 6.11.0

mvn -U clean spring-boot:run

The web application starts on port 8443 in the localhost by default. Therefore, open the URL https://localhost:8443/
in a WebRTC compliant browser (Chrome, Firefox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms.url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Understanding this example
This application uses computer vision and augmented reality techniques to add a funny hat on top of faces. The
following picture shows a screenshot of the demo running in a web browser:

The interface of the application (an HTML web page) is composed by two HTMLS video tags: one for the video
camera stream (the local client-side stream) and other for the mirror (the remote stream). The video camera stream is
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Fig. 11: Kurento Magic Mirror Screenshot: WebRTC with filter in loopback
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sent to Kurento Media Server, which processes and sends it back to the client as a remote stream. To implement this,
we need to create a Media Pipeline composed by the following Media Element s:

* WebRtcEndpoint: Provides full-duplex (bidirectional) WebRTC capabilities.

» FaceOverlay filter: Computer vision filter that detects faces in the video stream and puts an image on top of
them. In this demo the filter is configured to put a Super Mario hat).

WebRtcEndpoint FaceOverlayFilter

Fig. 12: WebRTC with filter in loopback Media Pipeline

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo
is three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client
and application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the
communication between the Kurento Java Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

To communicate the client with the Java EE application server we have designed a simple signaling protocol based on
JSON messages over WebSocket ‘s. The normal sequence between client and server is as follows: i) Client starts the
Magic Mirror. ii) Client stops the Magic Mirror.

If any exception happens, server sends an error message to the client. The detailed message sequence between client
and application server is depicted in the following picture:

As you can see in the diagram, an SDP and /CE candidates needs to be exchanged between client and server to
establish the WebRTC session between the Kurento client and server. Specifically, the SDP negotiation connects the
WebRtcPeer at the browser with the WebRtcEndpoint at the server. The complete source code of this demo can be
found in GitHub.

Application Server Side

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

In the following figure you can see a class diagram of the server side code:

The main class of this demo is named MagicMirrorApp. As you can see, the KurentoClient is instantiated in this class
as a Spring Bean. This bean is used to create Kurento Media Pipelines, which are used to add media capabilities to
your applications. In this instantiation we see that we need to specify to the client library the location of the Kurento
Media Server. In this example, we assume it is located at localhost, listening in port 8888. If you reproduce this
tutorial, you’ll need to insert the specific location of your Kurento Media Server instance there.
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MagicMirroripp

Magic MirerHandler |(—3» KurentoClient

Usersession

Fig. 14: Server-side class diagram of the MagicMirror app

@EnableWebSocket
@SpringBootApplication
public class MagicMirrorApp implements WebSocketConfigurer ({

final static String DEFAULT_KMS_WS_URI = "ws://localhost:8888/kurento";

@Bean
public MagicMirrorHandler handler () {
return new MagicMirrorHandler () ;

@Bean
public KurentoClient kurentoClient () {
return KurentoClient.create();

@Override
public void registerWebSocketHandlers (WebSocketHandlerRegistry registry) {
registry.addHandler (handler (), "/magicmirror");

public static void main(String[] args) throws Exception {
new SpringApplication (MagicMirrorApp.class) .run(args);

This web application follows a Single Page Application architecture (SPA), and uses a WebSocket to communicate
client with application server by means of requests and responses. Specifically, the main app class implements the
interface WebSocketConfigurer to register a WebSocketHandler to process WebSocket requests in the path
/magicmirror.

MagicMirrorHandler class implements TextWebSocketHandler to handle text WebSocket requests. The central
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piece of this class is the method handleTextMessage. This method implements the actions for requests, returning
responses through the WebSocket. In other words, it implements the server part of the signaling protocol depicted in
the previous sequence diagram.

In the designed protocol there are three different kinds of incoming messages to the Server : start, stop and
onIceCandidates. These messages are treated in the switch clause, taking the proper steps in each case.

public class MagicMirrorHandler extends TextWebSocketHandler {

private final Logger log = LoggerFactory.getlLogger (MagicMirrorHandler.class) ;
private static final Gson gson = new GsonBuilder () .create();

private final ConcurrentHashMap<String, UserSession> users = new ConcurrentHashMap
—<String, UserSession>();

@Autowired
private KurentoClient kurento;

@Override
public void handleTextMessage (WebSocketSession session, TextMessage message)
—throws Exception ({
JsonObject jsonMessage = gson.fromJson (message.getPayload(), JsonObject.class);

log.debug ("Incoming message: {}", JjsonMessage);
switch (jsonMessage.get ("id").getAsString()) {

case "start":
start (session, JjsonMessage) ;

break;

case "stop": {
UserSession user = users.remove (session.getId());
if (user !'= null) {

user.release () ;
}
break;
}
case "onIceCandidate": {
JsonObject jsonCandidate = jsonMessage.get ("candidate") .getAsJsonObject ();

UserSession user = users.get (session.getId());
if (user != null) {
IceCandidate candidate = new IceCandidate (jsonCandidate.get ("candidate") .
—getAsString (),
jsonCandidate.get ("sdpMid") .getAsString (), JsonCandidate.get (
—"sdpMLineIndex") .getAsInt ());
user.addCandidate (candidate) ;
}
break;
}
default:
sendError (session, "Invalid message with id " + jsonMessage.get ("id").
—getAsString());
break;

private void start (WebSocketSession session, JsonObject JjsonMessage) {

(continues on next page)
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private void sendError (WebSocketSession session, String message) {

In the following snippet, we can see the start method. It handles the ICE candidates gathering, creates a Media
Pipeline, creates the Media Elements (WebRt cEndpoint and FaceOverlayFilter) and make the connections
among them. A startResponse message is sent back to the client with the SDP answer.

private void start (final WebSocketSession session, JsonObject jsonMessage) {
try {
// User session
UserSession user

new UserSession|();

MediaPipeline pipeline = kurento.createMediaPipeline();

user.setMediaPipeline (pipeline) ;

WebRtcEndpoint webRtcEndpoint = new WebRtcEndpoint.Builder (pipeline) .build();
user.setWebRtcEndpoint (webRtcEndpoint) ;

users.put (session.getId (), user);

// ICE candidates
webRtcEndpoint.addIceCandidateFoundListener (new EventListener
—»<IceCandidateFoundEvent> () {
@Override
public void onEvent (IceCandidateFoundEvent event) {
JsonObject response = new JsonObiject () ;

response.addProperty ("id", "iceCandidate");
response.add ("candidate", JsonUtils.toJsonObject (event.getCandidate()));
try {

synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));
}
} catch (IOException e) {
log.debug (e.getMessage());

}
1)

// Media logic
FaceOverlayFilter faceOverlayFilter = new FaceOverlayFilter.Builder (pipeline) .
—build();

String appServerUrl = System.getProperty ("app.server.url", MagicMirrorApp.
< DEFAULT_APP_SERVER_URL) ;

faceOverlayFilter.setOverlayedImage (appServerUrl + "/img/mario-wings.png", -0.
—35F, -1.2F, 1.6F, 1.6F);

webRtcEndpoint .connect (faceOverlayFilter);
faceOverlayFilter.connect (webRtcEndpoint) ;

// SDP negotiation (offer and answer)
String sdpOffer = jsonMessage.get ("sdpOffer").getAsString();
String sdpAnswer = webRtcEndpoint.processOffer (sdpOffer);

JsonObject response = new JsonObject () ;

(continues on next page)
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response.addProperty ("id", "startResponse");
response.addProperty ("sdpAnswer", sdpAnswer);

synchronized (session) {
session.sendMessage (new TextMessage (response.toString()));
webRtcEndpoint.gatherCandidates () ;

} catch (Throwable t) {
sendError (session, t.getMessagel());

Note: Notice the hat URL is provided by the application server and consumed by the KMS. This logic is assuming
that the application server is hosted in local (localhost), and by the default the hat URL is https://localhost:8443/img/
mario-wings.png. If your application server is hosted in a different host, it can be easily changed by means of the
configuration parameter app . server .url, for example:

mvn -U clean spring-boot:run -Dapp.server.url=https://app_server_host:app_server_port

The sendError method is quite simple: it sends an error message to the client when an exception is caught in the
server-side.

private void sendError (WebSocketSession session, String message) {

try {
JsonObject response = new JsonObject () ;
response.addProperty ("id", "error");
response.addProperty ("message", message) ;
session.sendMessage (new TextMessage (response.toString()));

} catch (IOException e) {
log.error ("Exception sending message", e);

Client-Side

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js
to simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript We-
bRTC utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this
application.

These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we can see
the creation of the WebSocket (variable ws) in the path /magicmirror. Then, the onmessage listener of the Web-
Socket is used to implement the JSON signaling protocol in the client-side. Notice that there are three incoming mes-
sages to client: startResponse, error, and iceCandidate. Convenient actions are taken to implement each
step in the communication. For example, in functions st art the function WebRt cPeer .WebRtcPeerSendrecv
of kurento-utils.js is used to start a WebRTC communication.

var ws = new WebSocket ('ws://' + location.host + '/magicmirror');

(continues on next page)
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ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM_STARTING) {
setState (I_CAN_START) ;
}
onError ("Error message from server: " + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate, function (error) {
if (error) {

console.error ("Error adding candidate: " + error);
return;
}
}) i
break;
default:
if (state == I_AM STARTING) {

setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

function start () {
console.log("Starting video call ...")
// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput);

console.log("Creating WebRtcPeer and generating local sdp offer ...");

var options = {
localvideo: videoInput,
remoteVideo: videoOutput,
onicecandidate: onIceCandidate
}
webRtcPeer = new kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options,
function (error) {
if (error) {
return console.error (error);
}
webRtcPeer.generateOffer (onOffer);

1)

function onOffer (offerSdp) {

console.info ('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',

sdpOffer : offerSdp

(continues on next page)
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}

sendMessage (message) ;

function onIceCandidate (candidate) {
console.log("Local candidate" + JSON.stringify (candidate));

var message = {
id: 'onIceCandidate',
candidate: candidate
}i

sendMessage (message) ;

Dependencies

This Java Spring application is implemented using Maven. The relevant part of the pom.xml is where Kurento depen-
dencies are declared. As the following snippet shows, we need two dependencies: the Kurento Client Java dependency
(kurento-client) and the JavaScript Kurento utility library (kurento-utils) for the client-side. Other client libraries are
managed with webjars:

<dependencies>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-client</artifactId>

</dependency>

<dependency>
<groupId>org.kurento</groupId>
<artifactId>kurento-utils—js</artifactId>

</dependency>

<dependency>
<groupIld>org.webjars</groupId>
<artifactId>webjars-locator</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>bootstrap</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>demo-console</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupIld>
<artifactId>adapter. js</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupId>
<artifactId>jquery</artifactId>

</dependency>

<dependency>
<groupId>org.webjars.bower</groupld>
<artifactId>ekko-lightbox</artifactId>

</dependency>

</dependencies>
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Note: We are in active development. You can find the latest version of Kurento Java Client at Maven Central.

Kurento Java Client has a minimum requirement of Java 7. Hence, you need to include the following properties in
your pom:

<maven.compiler.target>1.7</maven.compiler.target>
<maven.compiler.source>1.7</maven.compiler.source>

6.2.2 JavaScript - Magic Mirror

This web application extends the Hello World Tutorial, adding media processing to the basic WebRTC loopback.

Running this example

First of all, install Kurento Media Server: Installation Guide. Start the media server and leave it running in the
background.

Note: If you will run this tutorial from a remote machine (i.e. not from 1ocalhost), then you need to configure
Secure WebSocket (wss://) in Kurento Media Server. For instructions, check Securing Kurento Media Server.

This is not an issue if you will run both KMS and the tutorial demo locally, because browsers (at least Chrome at the
time of this writing) allow connecting to insecure WebSockets from HTTPS pages, as long as everything happens in
localhost.

Install Node.js, Bower, and a web server in your system:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodeijs

sudo npm install -g bower

sudo npm install —-g http-server

Here, we suggest using the simple Node.js ht tp—-server, but you could use any other web server.

Note: You need to configure the web server with HTTPS. For more information, check Configure JavaScript appli-
cations to use HTTPS.

You also need the source code of this demo; clone it from GitHub, then start the web server:

git clone https://github.com/Kurento/kurento-tutorial-Jjs.git

cd kurento-tutorial-js/kurento-magic-mirror

git checkout 6.12.0

bower install

http-server -p 8443 --ssl —--cert keys/server.crt --key keys/server.key

Finally, access the web application by using a WebRTC-capable browser (Firefox, Chrome) to open the appropriate
URL:

 If KMS is running in your local machine:

https://localhost:8443/
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 If KMS is running in a remote server:

https://localhost:8443/index.html?ws_uri=wss://<KmsIp>:<KmsPort>/kurento

Understanding this example

This application uses computer vision and augmented reality techniques to add a funny hat on top of detected faces.
The following picture shows a screenshot of the demo running in a web browser:
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Fig. 15: Kurento Magic Mirror Screenshot: WebRTC with filter in loopback

The interface of the application (an HTML web page) is composed by two HTMLS video tags: one for the video
camera stream (the local client-side stream) and other for the mirror (the remote stream). The video camera stream is
sent to the Kurento Media Server, processed and then is returned to the client as a remote stream.

To implement this, we need to create a Media Pipeline composed by the following Media Element s:
* WebRtcEndpoint: Provides full-duplex (bidirectional) WebRTC capabilities.

» FaceOverlay filter: Computer vision filter that detects faces in the video stream and puts an image on top of
them. In this demo the filter is configured to put a Super Mario hat).

The media pipeline implemented is illustrated in the following picture:
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WebRtcEndpoint FaceOverlayFilter

Fig. 16: WebRTC with filter in loopback Media Pipeline

The complete source code of this demo can be found in GitHub.

JavaScript Logic
This demo follows a Single Page Application architecture (SPA). The interface is the following HTML page: in-
dex.html. This web page links two Kurento JavaScript libraries:
 kurento-client.js : Implementation of the Kurento JavaScript Client.
* kurento-utils.js : Kurento utility library aimed to simplify the WebRTC management in the browser.
In addition, these two JavaScript libraries are also required:
* Bootstrap : Web framework for developing responsive web sites.
* jquery.js : Cross-platform JavaScript library designed to simplify the client-side scripting of HTML.

« adapter.js : WebRTC JavaScript utility library maintained by Google that abstracts away browser differences.

ekko-lightbox : Module for Bootstrap to open modal images, videos, and galleries.
* demo-console : Custom JavaScript console.

The specific logic of this demo is coded in the following JavaScript page: index.js. In this file, there is a function
which is called when the green button labeled as Start in the GUI is clicked.

var startButton = document.getElementById("start");

startButton.addEventListener ("click", function() {
var options = {
localVideo: wvideoInput,
remoteVideo: videoOutput

bi

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function(error) {
if (error) return onError (error)
this.generateOffer (onOffer)

1) i

[...]

The function WebRtcPeer. WebRtcPeerSendrecv abstracts the WebRTC internal details (i.e. PeerConnection and ge-
tUserStream) and makes possible to start a full-duplex WebRTC communication, using the HTML video tag with id
videolnput to show the video camera (local stream) and the video tag videoOutput to show the remote stream provided
by the Kurento Media Server.
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Inside this function, a call to generateOffer is performed. This function accepts a callback in which the SDP offer is
received. In this callback we create an instance of the KurentoClient class that will manage communications with the
Kurento Media Server. So, we need to provide the URI of its WebSocket endpoint. In this example, we assume it’s
listening in port 8888 at the same host than the HTTP serving the application.

[...]

var args = getopts(location.search,
{
default:
{
ws_uri: 'ws://' 4+ location.hostname + ':8888/kurento’,

ice_servers: undefined

kurentoClient (args.ws_uri, function (error, client) {
[...]
bi

Once we have an instance of kurentoClient, the following step is to create a Media Pipeline, as follows:

client.create("MediaPipeline", function(error, _pipeline) {
[...]
}) i

If everything works correctly, we have an instance of a media pipeline (variable pipeline in this example). With
this instance, we are able to create Media Elements. In this example we just need a WebRtcEndpoint and a FaceOver-
layFilter. Then, these media elements are interconnected:

pipeline.create ('WebRtcEndpoint', function (error, webRtcEp) {
if (error) return onError (error);

setIceCandidateCallbacks (webRtcPeer, webRtcEp, onError)

webRtcEp.processOffer (sdpOffer, function(error, sdpAnswer) {
if (error) return onError (error);

webRtcPeer.processAnswer (sdpAnswer, onError);

1)
webRtcEp.gatherCandidates (onError) ;

pipeline.create ('FaceOverlayFilter', function(error, filter) {
if (error) return onError (error);

filter.setOverlayedImage (args.hat_uri, -0.35, -1.2, 1.6, 1.6,

function (error) {
if (error) return onError (error);

1)

client.connect (webRtcEp, filter, webRtcEp, function(error) {
if (error) return onError (error);

console.log ("WebRtcEndpoint —--> filter —--> WebRtcEndpoint");
1)

(continues on next page)
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Note: The TURN and STUN servers to be used can be configured simple adding the parameter ice_servers to
the application URL, as follows:

https://localhost:8443/index.html?ice_servers=[{"urls":"stun:stunl.example.net"}, {
—"urls":"stun:stun2.example.net"}]
https://localhost:8443/index.html?ice_servers=[{"urls":"turn:turn.example.org",
—"username":"user", "credential":"myPassword"}]

Dependencies

The dependencies of this demo has to be obtained using Bower. The definition of these dependencies are defined in
the bower.json file, as follows:

"dependencies": {
"kurento-client": "6.12.0",
"kurento-utils": "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at Bower.

6.2.3 Node.js - WebRTC magic mirror

This web application extends the Hello World Tutorial, adding media processing to the basic WebRTC loopback.

Note: This tutorial has been configurated for using https. Follow these instructions for securing your application.

For the impatient: running this example

First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

Be sure to have installed Node.js and Bower in your system. In an Ubuntu machine, you can install both as follows:

curl -sL https://deb.nodesource.com/setup_8.x | sudo —-E bash -
sudo apt-get install -y nodejs
sudo npm install -g bower

To launch the application, you need to clone the GitHub project where this demo is hosted, install it and run it:

git clone https://github.com/Kurento/kurento-tutorial-node.git
cd kurento-tutorial-node/kurento-magic-mirror

git checkout 6.12.0

npm install

npm start
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If you have problems installing any of the dependencies, please remove them and clean the npm cache, and try to
install them again:

rm —-r node_modules
npm cache clean

Access the application connecting to the URL https://localhost:8443/ in a WebRTC capable browser (Chrome, Fire-
fox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the argument ws_uri to the
npm execution command, as follows:

’npm start -- —--ws_uri=ws://kms_host:kms_port/kurento

In this case you need to use npm version 2. To update it you can use this command:

’sudo npm install npm -g

Understanding this example

This application uses computer vision and augmented reality techniques to add a funny hat on top of faces. The
following picture shows a screenshot of the demo running in a web browser:

The interface of the application (an HTML web page) is composed by two HTMLS5 video tags: one for the video
camera stream (the local client-side stream) and other for the mirror (the remote stream). The video camera stream is
sent to Kurento Media Server, which processes and sends it back to the client as a remote stream. To implement this,
we need to create a Media Pipeline composed by the following Media Element s:

* WebRtcEndpoint: Provides full-duplex (bidirectional) WebRTC capabilities.

» FaceOverlay filter: Computer vision filter that detects faces in the video stream and puts an image on top of
them. In this demo the filter is configured to put a Super Mario hat).

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side we use a Node.js application server consuming the Kurento JavaScript
Client API to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier. To communicate these entities, two WebSockets are used. First, a WebSocket is created between client and
application server to implement a custom signaling protocol. Second, another WebSocket is used to perform the com-
munication between the Kurento JavaScript Client and the Kurento Media Server. This communication takes place
using the Kurento Protocol. For further information on it, please see this page of the documentation.

To communicate the client with the Node.js application server we have designed a simple signaling protocol based on
JSON messages over WebSocket ‘s. The normal sequence between client and server is as follows: i) Client starts the
Magic Mirror. ii) Client stops the Magic Mirror.

If any exception happens, server sends an error message to the client. The detailed message sequence between client
and application server is depicted in the following picture:

As you can see in the diagram, an SDP and /CE candidates needs to be exchanged between client and server to
establish the WebRTC session between the Kurento client and server. Specifically, the SDP negotiation connects the
WebRtcPeer at the browser with the WebRtcEndpoint at the server. The complete source code of this demo can be
found in GitHub.
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Fig. 17: Kurento Magic Mirror Screenshot: WebRTC with filter in loopback

WebRtcEndpoint FaceOverlayFilter

Fig. 18: WebRTC with filter in loopback Media Pipeline
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Fig. 19: One to one video call signaling protocol
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Application Server Logic

This demo has been developed using the express framework for Node.js, but express is not a requirement for Kurento.
The main script of this demo is server.js.

In order to communicate the JavaScript client and the Node application server a WebSocket is used. The incoming
messages to this WebSocket (variable ws in the code) are conveniently handled to implemented the signaling protocol
depicted in the figure before (i.e. messages start, stop, onIceCandidate).

var ws = require('ws');
[...]
var wss = new ws.Server ({
server : server,
path : '"/magicmirror'
}) i
J *
* Management of WebSocket messages
*/
wss.on('connection', function (ws) {
var sessionId = null;
var request = ws.upgradeReq;
var response = {
writeHead : {}

}i

sessionHandler (request, response, function(err) {
sessionId = request.session.id;
console.log('Connection received with sessionId ' + sessionId);

)i

ws.on('error', function(error) {
console.log('Connection ' + sessionId + ' error');
stop (sessionId);

)i

ws.on('close', function() {
console.log('Connection ' + sessionId + ' closed');
stop (sessionId);

)i

ws.on ('message', function (_message) {
var message = JSON.parse (_message);
console.log('Connection ' + sessionId + ' received message ', message);

switch (message.id) {
case 'start':
sessionId = request.session.id;
start (sessionld, ws, message.sdpOffer, function(error, sdpAnswer) {
if (error) {
return ws.send (JSON.stringify ({
id : 'error',
message : error
1))
}
ws.send (JSON.stringify ({

(continues on next page)
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id : 'startResponse',
sdpAnswer : sdpAnswer
1))
1)
break;

case 'stop':
stop (sessionId);
break;

case 'onIceCandidate':
onIceCandidate (sessionlId, message.candidate);
break;

default:
ws.send (JSON.stringify ({
id : 'error',
message : 'Invalid message ' + message

)i
break;

In order to control the media capabilities provided by the Kurento Media Server, we need an instance of the Kuren-
toClient in the Node application server. In order to create this instance, we need to specify to the client library the
location of the Kurento Media Server. In this example, we assume it’s located at localhost listening in port 8888.

var kurento = require('kurento-client');

var kurentoClient = null;

var argv minimist (process.argv.slice(2), {

default: {
as_uri: 'https://localhost:8443/"',
ws_uri: 'ws://localhost:8888/kurento’

function getKurentoClient (callback) {
if (kurentoClient !== null) {
return callback (null, kurentoClient);

kurento (argv.ws_uri, function (error, _kurentoClient) {
if (error) {

console.log("Could not find media server at address " + argv.ws_uri);
return callback ("Could not find media server at address" + argv.ws_uri
+ ". Exiting with error " + error);
}
kurentoClient = _kurentoClient;

callback (null, kurentoClient);

(continues on next page)
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Once the Kurento Client has been instantiated, you are ready for communicating with Kurento Media Server. Our
first operation is to create a Media Pipeline, then we need to create the Media Elements and connect them. In this
example, we need a WebRtcEndpoint connected to a FaceOverlayFilter, which is connected to the sink of the same
WebRtcEndpoint. These functions are called in the start function, which is fired when the start message is

received:

function start (sessionlId, ws, sdpOffer, callback) {

if (!sessionId) {
return callback ('Cannot use undefined sessionId');

getKurentoClient (function (error, kurentoClient) ({
if (error) {
return callback (error);

kurentoClient.create('MediaPipeline', function(error, pipeline) {

if (error) {
return callback (error);

createMediaElements (pipeline, ws, function (error, webRtcEndpoint) {
if (error) {
pipeline.release();
return callback (error);

if (candidatesQueue[sessionId]) {
while (candidatesQueue[sessionId].length) {
var candidate = candidatesQueue[sessionId].shift();
webRtcEndpoint.addIceCandidate (candidate) ;

connectMediaElements (webRtcEndpoint, faceOverlayFilter,
—function (error) {
if (error) {
pipeline.release();
return callback (error);

webRtcEndpoint.on ('OnIceCandidate', function (event) ({
var candidate = kurento.getComplexType ('IceCandidate') (event.
—candidate) ;
ws.send (JSON.stringify ({
id : 'iceCandidate',
candidate : candidate
1))
1) i

webRtcEndpoint .processOffer (sdpOffer, function(error, sdpAnswer) ({

if (error) {
pipeline.release();

(continues on next page)
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return callback (error);

sessions[sessionId] = {
'pipeline' : pipeline,
'webRtcEndpoint' : webRtcEndpoint

}
return callback (null, sdpAnswer);

1) i

webRtcEndpoint .gatherCandidates (function (error) {

if (error) {
return callback (error);

function createMediaElements (pipeline, ws, callback) {
pipeline.create ('WebRtcEndpoint', function (error, webRtcEndpoint) {

if (error) {
return callback (error);

return callback (null, webRtcEndpoint);
1)

function connectMediaElements (webRtcEndpoint, faceOverlayFilter, callback) {
webRtcEndpoint.connect (faceOverlayFilter, function(error) {

if (error) {
return callback (error);

faceOverlayFilter.connect (webRtcEndpoint, function(error) {

if (error) {
return callback (error);

return callback (null);

As of Kurento Media Server 6.0, the WebRTC negotiation is done by exchanging /CE candidates between the WebRTC
peers. To implement this protocol, the webRt cEndpoint receives candidates from the clientin OnIceCandidate
function. These candidates are stored in a queue when the webRtcEndpoint is not available yet. Then these
candidates are added to the media element by calling to the addIceCandidate method.

var candidatesQueue = {};

(continues on next page)
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function onIceCandidate (sessionId, _candidate) {

var candidate = kurento.getComplexType ('IceCandidate') (_candidate);
if (sessions[sessionId]) {

console.info('Sending candidate'");

var webRtcEndpoint = sessions[sessionId].webRtcEndpoint;

webRtcEndpoint.addIceCandidate (candidate) ;
}
else {
console.info ('Queueing candidate');
if (!candidatesQueue[sessionId]) {
candidatesQueue[sessionId] = [];
}

candidatesQueue[sessionId] .push (candidate) ;

Client-Side Logic

Let’s move now to the client-side of the application. To call the previously created WebSocket service in the server-
side, we use the JavaScript class WebSocket. We use a specific Kurento JavaScript library called kurento-utils.js to
simplify the WebRTC interaction with the server. This library depends on adapter.js, which is a JavaScript WebRTC
utility maintained by Google that abstracts away browser differences. Finally jquery.js is also needed in this applica-
tion. These libraries are linked in the index.html web page, and are used in the index.js. In the following snippet we
can see the creation of the WebSocket (variable ws) in the path /magicmirror. Then, the onmessage listener
of the WebSocket is used to implement the JSON signaling protocol in the client-side. Notice that there are three
incoming messages to client: startResponse, error, and iceCandidate. Convenient actions are taken to
implement each step in the communication.

var ws = new WebSocket ('ws://' + location.host + '/magicmirror');
var webRtcPeer;

const I_CAN_START = 0;
const I_CAN_STOP = 1;

const I_AM STARTING 2;

[...]

ws.onmessage = function (message) {
var parsedMessage = JSON.parse (message.data);
console.info ('Received message: ' + message.data);

switch (parsedMessage.id) {
case 'startResponse':
startResponse (parsedMessage) ;
break;
case 'error':
if (state == I_AM_STARTING) {
setState (I_CAN_START) ;
}
onError ('Error message from server: ' + parsedMessage.message);
break;
case 'iceCandidate':
webRtcPeer.addIceCandidate (parsedMessage.candidate)

(continues on next page)
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break;
default:
if (state == I_AM_STARTING) {
setState (I_CAN_START) ;
}

onError ('Unrecognized message', parsedMessage);

In the function start the method WebRt cPeer .WebRtcPeerSendrecv of kurento-utils.js is used to create the
webRtcPeer object, which is used to handle the WebRTC communication.

videoInput = document.getElementById('videoInput');
videoOutput = document.getElementById('videoOutput');

function start () {
console.log('Starting video call ...")

// Disable start button
setState (I_AM_STARTING) ;
showSpinner (videoInput, videoOutput) ;

console.log('Creating WebRtcPeer and generating local sdp offer ...');

var options = {
localvVideo: videoInput,
remoteVideo: videoOutput,
onicecandidate : onIceCandidate

webRtcPeer = kurentoUtils.WebRtcPeer.WebRtcPeerSendrecv (options, function(error) {
if (error) return onError (error);
this.generateOffer (onOffer);

1)

function onIceCandidate (candidate) {
console.log('Local candidate' + JSON.stringify (candidate));

var message = {
id : 'onIceCandidate',
candidate : candidate

i

sendMessage (message) ;

function onOffer (error, offerSdp) {
if (error) return onError (error);

console.info ('Invoking SDP offer callback function ' + location.host);
var message = {
id : 'start',

sdpOffer : offerSdp

(continues on next page)
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sendMessage (message) ;

Dependencies

Server-side dependencies of this demo are managed using npm. Our main dependency is the Kurento Client JavaScript
(kurento-client). The relevant part of the package.json file for managing this dependency is:

"dependencies": {

[...]

"kurento-client" : "6.12.0"

At the client side, dependencies are managed using Bower. Take a look to the bower.json file and pay attention to the
following section:

"dependencies": {

[...]
"kurento-utils" : "6.12.0"

Note: We are in active development. You can find the latest version of Kurento JavaScript Client at npm and Bower.

6.3 RTP Receiver

This web application showcases reception of an incoming RTP or SRTP stream, and playback via a WebRTC connec-
tion.

6.3.1 Kurento Java Tutorial - RTP Receiver

This web application consists of a simple RTP stream pipeline: an RtpEndpoint is configured in KMS to listen for one
incoming video stream. This stream must be generated by an external program. Visual feedback is provided in this
page, by connecting the RtpEndpoint to a WebRtcEndpoint in receive-only mode.

The Java Application Server connects to all events emitted from KMS and prints log messages for each one, so this
application is also a good reference to understand what are those events and their relationship with how KMS works.
Check Endpoint Events for more information about events that can be emitted by KMS.

Note: This application uses HTTPS. It will work fine is you run it in 1ocalhost and accept a security exception in
the browser, but you should secure your application if running remotely. For more info, check Configure a Java server
to use HTTPS.

Quick start

Follow these steps to run this demo application:

1. Install and run Kurento Media Server: Installation Guide.
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2. Install Java JDK and Maven:

sudo apt-get update
sudo apt-get install default-jdk maven

3. Run these commands:

git clone https://github.com/Kurento/kurento-tutorial-java.git

cd kurento-tutorial-java/kurento-rtp-receiver/

git checkout 6.11.0

mvn -U clean spring-boot:run -Dkms.url=ws://localhost:8888/kurento

Open the demo page with a WebRTC-compliant browser (Chrome, Firefox): https://localhost:8443/
Click on Start to begin the demo.

Copy the KMS IP and Port values to the external streaming program.

N o A

As soon as the external streaming program starts sending RTP packets to the IP and Port where KMS is listening
for incoming data, the video should appear in the page.

8. Click on Stop to finish the demo.

Understanding this example
To implement this behavior we have to create a Media Pipeline, composed of an RtpEndpoint and a WebRtcEnd-
point. The former acts as an RTP receiver, and the later is used to show the video in the demo page.

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier.

To communicate these entities, two WebSockets channels are used:

1. A WebSocket is created between the Application Server and the browser client, to implement a custom signaling
protocol.

2. Another WebSocket is used to perform the communication between the Application Server and the Kurento
Media Server. For this, the Application Server uses the Kurento Java Client library. This communication takes
place using the Kurento Protocol (see Kurento Protocol).

The complete source code for this tutorial can be found in GitHub.
Application Server Logic

This demo has been developed using Java in the server side, based on the Spring Boot framework, which embeds a
Tomcat web server within the resulting program, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. Here we chose Spring Boot for convenience.

This graph shows the class diagram of the Application Server:

Fig. 20: Server-side class diagram of the Application Server
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Client-Side Logic
We use a specific Kurento JavaScript library called kurento-utils.js to simplify the WebRTC interaction between

browser and application server. This library depends on adapter.js, which is a JavaScript WebRTC utility maintained
by Google that abstracts away browser differences.

These libraries are linked in the index.html page, and are used in the index.js file.

6.4 WebRTC One-To-Many broadcast

Video broadcasting for WebRTC. One peer transmits a video stream and N peers receive it.

6.4.1 Java - One to many video call

This web application consists of a one-to-many video call using WebRTC technology. In other words, it is an imple-
mentation of a video broadcasting web application.

Note: This tutorial has been configured to use https. Follow the instructions to secure your application.

For the impatient: running this example
First of all, you should install Kurento Media Server to run this demo. Please visit the installation guide for further
information.

To launch the application, you need to clone the GitHub project where this demo is hosted, and then run the main
class:

git clone https://github.com/Kurento/kurento-tutorial-java.git
cd kurento-tutorial-java/kurento-one2many-call

git checkout 6.11.0

mvn -U clean spring-boot:run

The web application starts on port 8443 in the localhost by default. Therefore, open the URL https://localhost:8443/
in a WebRTC compliant browser (Chrome, Firefox).

Note: These instructions work only if Kurento Media Server is up and running in the same machine as the tutorial.
However, it is possible to connect to a remote KMS in other machine, simply adding the flag kms.url to the JVM
executing the demo. As we’ll be using maven, you should execute the following command

mvn -U clean spring-boot:run -Dkms.url=ws://kms_host:kms_port/kurento

Understanding this example

There will be two types of users in this application: 1 peer sending media (let’s call it Presenter) and N peers receiving
the media from the Presenter (let’s call them Viewers). Thus, the Media Pipeline is composed by 1+N interconnected
WebRtcEndpoints. The following picture shows an screenshot of the Presenter’s web GUI:
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Fig. 21: One to many video call screenshot

78 Chapter 6. Kurento Tutorials



Kurento Documentation, Release 6.12.0

To implement this behavior we have to create a Media Pipeline composed by 1+N WebRtcEndpoints. The Presenter
peer sends its stream to the rest of the Viewers. Viewers are configured in receive-only mode. The implemented media
pipeline is illustrated in the following picture:

Master WebRtcEndpoint Viewer WebRtcEndpoint

WebRTC

Fig. 22: One to many video call Media Pipeline

This is a web application, and therefore it follows a client-server architecture. At the client-side, the logic is imple-
mented in JavaScript. At the server-side, we use a Spring-Boot based application server consuming the Kurento
Java Client API, to control Kurento Media Server capabilities. All in all, the high level architecture of this demo is
three-tier. To communicate these entities two WebSockets are used. First, a WebSocket is created between client and
server-side to implement a custom signaling protocol. Second, another WebSocket is used to perform the communi-
cation between the Kurento Java Client and the Kurento Media Server. This communication is implemented by the
Kurento Protocol. For further information, please see this page.

Client and application server communicate using a signaling protocol based on JSON messages over WebSocket ‘s.
The normal sequence between client and server is as follows:

1. A Presenter enters in the system. There must be one and only one Presenter at any time. For that, if a Presenter
has already present, an error message is sent if another user tries to become Presenter.

2. N Viewers connect to the presenter. If no Presenter is present, then an error is sent to the corresponding Viewer.
3. Viewers can leave the communication at any time.

4. When the Presenter finishes the session each connected Viewer receives an stopCommunication message and also
terminates its session.

We can draw the following sequence diagram with detailed messages between clients and server:

As you can see in the diagram, SDP and /CE candidates need to be exchanged between client and server to establish the
WebRTC connection between the Kurento client and server. Specifically, the SDP negotiation connects the WebRtcPeer
in the browser with the WebRtcEndpoint in the server. The complete source code of this demo can be found in GitHub.

Application Server Logic

This demo has been developed using Java in the server-side, based on the Spring Boot framework, which embeds a
Tomcat web server within the generated maven artifact, and thus simplifies the development and deployment process.

Note: You can use whatever Java server side technology you prefer to build web applications with Kurento. For
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example, a pure Java EE application, SIP Servlets, Play, Vert.x, etc. We chose Spring Boot for convenience.

In the following, figure you can see a class diagram of the server side code:

One2ManyCalld pp

CallHandler |[—3»f KurentoClient

Usersession

F