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MIFARE DESFire for Python


 [https://pypi.python.org/pypi/desfire]
 [https://travis-ci.org/miohtama/desfire][image: Documentation Status]
 [https://readthedocs.org/projects/desfire/?badge=latest]This package provides MIFARE DESFire [https://en.wikipedia.org/wiki/MIFARE] native communication protocol for NFC cards.

Source code: https://github.com/miohtama/desfire

Documentation: https://desfire.readthedocs.org

[image: https://raw.githubusercontent.com/miohtama/desfire/master/docs/desfire.jpg]
In photo: MIFARE DESFire EV1 8kB blank card with Identive CLOUD 4500 F Dual Interface Reader


Features


	Compatibile with USB-based NFC readers via PCSC interface. PCSC API is available on Linux, OSX and Windows. Linux support includes support for Raspberry Pi.

	Compatibile with Android mobile phones and their built-in NFC readers. This is done using Kivy [https://kivy.org/] cross application Python framework and native Android APIs via pyjnius [https://github.com/kivy/pyjnius] Python to Java bridging.

	Only some of the commands are implemented in the current alpha quality version, please feel free to add more.

	Compatible with Python 2 and Python 3






Background

The communication protocol specification is not public [http://stackoverflow.com/a/24069446/315168]. The work is based on reverse engineering existing open source DESFire projects, namely Android host card emulation for DESFire [https://github.com/jekkos/android-hce-desfire] and MIFARE SDK [https://www.mifare.net/en/products/tools/mifare-sdk/].




Author

Mikko Ohtamaa [https://opensourcehacker.com].




Credits

This package was created with Cookiecutter [https://github.com/audreyr/cookiecutter] and the audreyr/cookiecutter-pypackage [https://github.com/audreyr/cookiecutter-pypackage] project template.
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Installation

Install with pip to your virtualenv.


Ubuntu Linux

Install libraries using a Python virtual environment [https://packaging.python.org/en/latest/installing/#optionally-create-a-virtual-environment].

You need pyscard [https://pypi.python.org/pypi/pyscard] and it’s dependencies. For Ubuntu:

apt install swig swig3.0 libpcsclite-dev pcscd





pyscard must be installed by hand (see issue [https://github.com/LudovicRousseau/pyscard/issues/15]):

# Need github registerd SSH pubkey
git clone git@github.com:LudovicRousseau/pyscard.git
cd pyscard
python setup.py develop





Then install desfire:

pip install desfire








Android and Kivy

TODO







          

      

      

    


    
         Copyright 2016, Mikko Ohtamaa.
      Created using Sphinx 1.3.5.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	DESFire for Python 0.1.0 documentation 
 
      

    


    
      
          
            
  
Usage

The library provides abstraction over DESFire command set. The communication with a NFC card must be done with an underlying library or API. DESFire provides adapters for different connection methods.


	Create a native connection to NFC card using underlying libraries

	Wrap this connection to proper adapter as desfire.device.Device subclass

	Create a desfire.protocol.DESFire object for the device

	Use desfire.protocol.DESFire API methods




PCSC example

Below is an example how to interface with DESFire API using pcscd [http://linux.die.net/man/8/pcscd] daemon and pycard library [http://pyscard.sourceforge.net/]. It should work on OSX, Linux and Windows including Raspberry Pi:

#! /usr/bin/env python
from __future__ import print_function

import functools
import logging
import time
import sys

from smartcard.System import readers
from smartcard.CardMonitoring import CardMonitor, CardObserver
from smartcard.util import toHexString
from smartcard.CardConnectionObserver import ConsoleCardConnectionObserver

from desfire.protocol import DESFire
from desfire.pcsc import PCSCDevice

#: Setup logging subsystem later
logger = None


IGNORE_EXCEPTIONS = (KeyboardInterrupt, MemoryError,)


def catch_gracefully():
    """Function decorator to show any Python exceptions occured inside a function.

    Use when the underlying thread main loop does not provide satisfying exception output.
    """
    def _outer(func):

        @functools.wraps(func)
        def _inner(*args, **kwargs):
            try:
                return func(*args, **kwargs)
            except Exception as e:
                if isinstance(e, IGNORE_EXCEPTIONS):
                    raise
                else:
                    logger.error("Catched exception %s when running %s", e, func)
                    logger.exception(e)

        return _inner

    return _outer


class MyObserver(CardObserver):
    """Observe when a card is inserted. Then try to run DESFire application listing against it."""

    # We need to have our own exception handling for this as the
    # # main loop of pyscard doesn't seem to do any exception output by default
    @catch_gracefully()
    def update(self, observable, actions):

        (addedcards, removedcards) = actions

        for card in addedcards:
            logger.info("+ Inserted: %s", toHexString(card.atr))

            connection = card.createConnection()
            connection.connect()

            # This will log raw card traffic to console
            connection.addObserver(ConsoleCardConnectionObserver())

            # connection object itself is CardConnectionDecorator wrapper
            # and we need to address the underlying connection object
            # directly
            logger.info("Opened connection %s", connection.component)

            desfire = DESFire(PCSCDevice(connection.component))
            applications = desfire.get_applications()

            for app_id in applications:
                logger.info("Found application 0x%06x", app_id)

            if not applications:
                logger.info("No applications on the card")

        for card in removedcards:
            logger.info("- Removed: %s", toHexString(card.atr))


def main():
    global logger

    logging.basicConfig(level=logging.DEBUG)
    logger = logging.getLogger(__name__)

    logger.info("Insert MIFARE Desfire card to any reader to get its applications.")

    available_reader = readers()
    logger.info("Available readers: %s", available_reader)
    if not available_reader:
        sys.exit("No smartcard readers detected")

    cardmonitor = CardMonitor()
    cardobserver = MyObserver()
    cardmonitor.addObserver(cardobserver)

    while True:
        time.sleep(1)

    # don't forget to remove observer, or the
    # monitor will poll forever...
    cardmonitor.deleteObserver(cardobserver)


if __name__ == "__main__":
    main()








Continuous card connection

Here is another more advanced example. When the card is attached to the reader, keep connecting to the card continuously and decrease it’s stored value file 1 credit per second until we have consumed all the credit.

#! /usr/bin/env python
from __future__ import print_function

import functools
import logging
import time
import sys
import threading

from rainbow_logging_handler import RainbowLoggingHandler

from smartcard.System import readers
from smartcard.CardMonitoring import CardMonitor, CardObserver
from smartcard.util import toHexString
from smartcard.CardConnectionObserver import ConsoleCardConnectionObserver
from smartcard.Exceptions import CardConnectionException

from desfire.protocol import DESFire
from desfire.pcsc import PCSCDevice

#: Setup logging subsystem later
logger = None


IGNORE_EXCEPTIONS = (KeyboardInterrupt, MemoryError,)


FOOBAR_APP_ID = 0x121314
FOOBAR_STORED_VALUE_FILE_ID = 0x01

#: FOOBAR consumer thread
consumer = None


def setup_logging():

    # Setup Python root logger to DEBUG level
    logger = logging.getLogger()
    logger.setLevel(logging.DEBUG)
    formatter = logging.Formatter("[%(asctime)s] %(name)s %(funcName)s():%(lineno)d\t%(message)s")  # same as default

    # Add colored log handlign to sys.stderr
    handler = RainbowLoggingHandler(sys.stderr)
    handler.setFormatter(formatter)
    logger.addHandler(handler)

def catch_gracefully():
    """Function decorator to show any Python exceptions occured inside a function.

    Use when the underlying thread main loop does not provide satisfying exception output.
    """
    def _outer(func):

        @functools.wraps(func)
        def _inner(*args, **kwargs):
            try:
                return func(*args, **kwargs)
            except Exception as e:
                if isinstance(e, IGNORE_EXCEPTIONS):
                    raise
                else:
                    logger.error("Catched exception %s when running %s", e, func)
                    logger.exception(e)

        return _inner

    return _outer



class ConsumerThread(threading.Thread):
    """Keep debiting down stored value file on the card until its done."""

    def __init__(self):
        super(ConsumerThread, self).__init__()

        #: Array of cards with open connection in connection attribute
        self.cards = set()
        self.alive = True

    def attach_card(self, card):
        self.cards.add(card)

    def detach_card(self, card):
        if card in self.cards:
            self.cards.remove(card)

    @catch_gracefully()
    def run(self):

        while self.alive:

            # List of cards where we have lost connetion
            remove_cards = []

            for card in self.cards:
                card_id = toHexString(card.atr)
                desfire = DESFire(PCSCDevice(card.connection))
                try:
                    desfire.select_application(FOOBAR_APP_ID)
                    value = desfire.get_value(FOOBAR_STORED_VALUE_FILE_ID)
                    if value > 0:
                        logger.info("Card: %s value left: %d", card_id, value)
                        desfire.debit_value(FOOBAR_STORED_VALUE_FILE_ID, 1)
                        desfire.commit()
                    else:
                        logger.info("No value left on card: %s", card_id)

                except CardConnectionException:
                    # Lost the card in the middle of transit
                    logger.warn("Consumer lost the card %s", card_id)
                    remove_cards.append(card)
                finally:
                    pass

            for c in remove_cards:
                card_id = toHexString(card.atr)
                logger.debug("Consumer removing a bad card from itself: %s", card_id)
                self.detach_card(c)

            time.sleep(1)


class MyObserver(CardObserver):
    """Observe when a card is inserted. Then try to run DESFire application listing against it."""

    @catch_gracefully()
    def update(self, observable, actions):

        (addedcards, removedcards) = actions

        for card in addedcards:
            logger.info("+ Inserted: %s", toHexString(card.atr))

            connection = card.createConnection()
            connection.connect()
            card.connection = connection.component

            # This will log raw card traffic to console
            connection.addObserver(ConsoleCardConnectionObserver())

            # connection object itself is CardConnectionDecorator wrapper
            # and we need to address the underlying connection object
            # directly
            logger.debug("Opened connection %s", connection.component)

            desfire = DESFire(PCSCDevice(connection.component))
            applications = desfire.get_applications()

            if FOOBAR_APP_ID in applications:
                consumer.attach_card(card)
            else:
                logger.warn("DESFire card doesn't have the required application. Maybe not properly formatted?")

        for card in removedcards:
            logger.info("- Removed: %s", toHexString(card.atr))
            consumer.detach_card(card)


def main():
    global logger
    global consumer

    setup_logging()
    logger = logging.getLogger(__name__)

    logger.info("Insert MIFARE Desfire card to any reader to get its applications.")

    available_reader = readers()
    logger.info("Available readers: %s", available_reader)
    if not available_reader:
        sys.exit("No smartcard readers detected")

    consumer = ConsumerThread()
    consumer.start()

    cardmonitor = CardMonitor()
    cardobserver = MyObserver()
    cardmonitor.addObserver(cardobserver)

    try:
        while True:
            time.sleep(1)
    finally:
        consumer.alive = False

    # don't forget to remove observer, or the
    # monitor will poll forever...
    cardmonitor.deleteObserver(cardobserver)


if __name__ == "__main__":
    main()
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Contributing

Contributions are welcome, and they are greatly appreciated! Every
little bit helps, and credit will always be given.

You can contribute in many ways:


Types of Contributions


Report Bugs

Report bugs at https://github.com/miohtama/desfire/issues.

If you are reporting a bug, please include:


	Your operating system name and version.

	Any details about your local setup that might be helpful in troubleshooting.

	Detailed steps to reproduce the bug.






Fix Bugs

Look through the GitHub issues for bugs. Anything tagged with “bug”
is open to whoever wants to implement it.




Implement Features

Look through the GitHub issues for features. Anything tagged with “feature”
is open to whoever wants to implement it.




Write Documentation

Desfire for Python could always use more documentation, whether as part of the
official Desfire for Python docs, in docstrings, or even on the web in blog posts,
articles, and such.




Submit Feedback

The best way to send feedback is to file an issue at https://github.com/miohtama/desfire/issues.

If you are proposing a feature:


	Explain in detail how it would work.

	Keep the scope as narrow as possible, to make it easier to implement.

	Remember that this is a volunteer-driven project, and that contributions
are welcome :)








Get Started!

Ready to contribute? Here’s how to set up desfire for local development.


	Fork the desfire repo on GitHub.



	Clone your fork locally:

$ git clone git@github.com:your_name_here/desfire.git







	Install your local copy into a virtualenv. Assuming you have virtualenvwrapper installed, this is how you set up your fork for local development:

$ mkvirtualenv desfire
$ cd desfire/
$ python setup.py develop







	Create a branch for local development:

$ git checkout -b name-of-your-bugfix-or-feature





Now you can make your changes locally.



	When you’re done making changes, check that your changes pass flake8 and the tests, including testing other Python versions with tox:

$ flake8 desfire tests
$ python setup.py test
$ tox





To get flake8 and tox, just pip install them into your virtualenv.



	Commit your changes and push your branch to GitHub:

$ git add .
$ git commit -m "Your detailed description of your changes."
$ git push origin name-of-your-bugfix-or-feature







	Submit a pull request through the GitHub website.








Pull Request Guidelines

Before you submit a pull request, check that it meets these guidelines:


	The pull request should include tests.

	If the pull request adds functionality, the docs should be updated. Put
your new functionality into a function with a docstring, and add the
feature to the list in README.rst.

	The pull request should work for Python 2.6, 2.7, 3.3, 3.4 and 3.5, and for PyPy. Check
https://travis-ci.org/miohtama/desfire/pull_requests
and make sure that the tests pass for all supported Python versions.
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Credits


Development Lead


	Mikko Ohtamaa <mikko@opensourcehacker.com>






Contributors

None yet. Why not be the first?
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History


0.2 (2016-03-30)


	Added data file read and write






0.1 (2016-03-07)


	First release on PyPI.
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  All modules for which code is available
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  Source code for desfire.dummy


from .device import Device


[docs]class DummyDevice(Device):
    """Dummy device mock implementation."""

    def __init__(self):
        # Unit tests may set for outgoing reply
        self.test_reply = [0x90, 0x00]

[docs]    def transceive(self, bytes):
        # Always return a
        return self.test_reply
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  Source code for desfire.protocol

"""MIFARE DESFire communication protocol for Python.

For DESFire overview:

* http://www.slideshare.net/ashu4india/mifare-des-fire-pres

For list of DESFire commands see:

* https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesFireInstruction.java

* https://www.mifare.net/files/advanced_javadoc/com/nxp/nfclib/desfire/DESFire.html

* https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesfireStatusWord.java

* https://github.com/nfc-tools/libfreefare/blob/master/libfreefare/mifare_desfire.c

* https://github.com/codebutler/farebot/blob/master/src/main/java/com/codebutler/farebot/card/desfire/DesfireProtocol.java

"""
from __future__ import print_function

import logging
import time

from .device import Device
from .util import byte_array_to_human_readable_hex, dword_to_byte_array, word_to_byte_array


_logger = logging.getLogger(__name__)


#: File kind bits set on a DESFire file
FILE_TYPES = {
    0x00: "Standard Data Files",
    0x01: "Backup Data Files",
    0x02: "Value Files with Backup",
    0x03: "Linear Record Files with Backup",
    0x04: "Cyclic Record Files with Backup",
}

#: Communication requirements bits set a on DESFire file
FILE_COMMUNICATION = {
    0x00: "Plain communication",
    0x01: "Plain communication secured by DES/3DES MACing",
    0x03: "Fully DES/3DES enciphered communication",
}

#: Error code translation mappings
#: https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesfireStatusWord.java
ERRORS = {
    0x9d: "Permission denied",
    0x1c: "Limited credit",
    0xae: "Authentication error",
    0x7e: "Length error when sending the command",
    0x0c: "No changes",
    0xf0: "File not found",
    0xbd: "File not found",
}


[docs]class DESFireCommunicationError(Exception):
    """Outgoing DESFire command received a non-OK reply.

    The exception message is human readable translation of the error code if available. The ``status_code`` carries the original status word error byte.
    """

    def __init__(self, msg, status_code):
        super(DESFireCommunicationError, self).__init__(msg)
        self.status_code = status_code



[docs]class DESFire(object):
    """MIFare DEefire EV1 communication protocol for NFC cards."""

    def __init__(self, device, logger=None):
        """
        :param device: :py:class:`desfire.device.Device` implementation
        :param logger: Python :py:class:`logging.Logger` used for logging output. Overrides the default logger. Extensively uses ``INFO`` logging level.
        """

        assert isinstance(device, Device), "Not a compatible device instance: {}".format(device)

        self.device = device

        if logger:
            self.logger = logger
        else:
            self.logger = _logger

[docs]    def communicate(self, apdu_cmd, description, allow_continue_fallthrough=False):
        """Communicate with a NFC tag.

        Send in outgoing request and waith for a card reply.

        TODO: Handle additional framing via 0xaf

        :param apdu_cmd: Outgoing APDU command as array of bytes
        :param description: Command description for logging purposes
        :param allow_continue_fallthrough: If True 0xAF response (incoming more data, need mode data) is instantly returned to the called instead of trying to handle it internally
        :raise: :py:class:`desfire.protocol.DESFireCommunicationError` on any error

        :return: tuple(APDU response as list of bytes, bool if additional frames are inbound)
        """

        result = []
        additional_framing_needed = True

        # TODO: Clean this up so read/write implementations have similar mechanisms and all continue is handled internally
        while additional_framing_needed:

            apdu_cmd_hex = [hex(c) for c in apdu_cmd]
            self.logger.debug("Running APDU command %s, sending: %s", description, apdu_cmd_hex)

            resp = self.device.transceive(apdu_cmd)
            self.logger.debug("Received APDU response: %s", byte_array_to_human_readable_hex(resp))

            if resp[-2] != 0x91:
                raise DESFireCommunicationError("Received invalid response for command: {}".format(description), resp[-2:])

            # Possible status words: https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesfireStatusWord.java
            status = resp[-1]

            # Check for known error interpretation
            error_msg = ERRORS.get(status)
            if error_msg:
                raise DESFireCommunicationError(error_msg, status)

            if status == 0xaf:
                if allow_continue_fallthrough:
                    additional_framing_needed = False
                else:
                    # Need to loop more cycles to fill in receive buffer
                    additional_framing_needed = True
                    apdu_cmd = self.wrap_command(0xaf)  # Continue
            elif status != 0x00:
                raise DESFireCommunicationError("Error {:02x} when communicating".format(status), status)
            else:
                additional_framing_needed = False

            # This will un-memoryview this object as there seems to be some pyjnius
            # bug getting this corrupted down along the line
            unframed = list(resp[0:-2])
            result += unframed

        return result


[docs]    def parse_application_list(self, resp):
        """Handle response for command 0x6a list applications.

        DESFire application ids are 24-bit integers.

        :param resp: DESFire response as byte array

        :return: List of parsed application ids
        """
        pointer = 0
        apps = []
        while pointer < len(resp):
            app_id = (resp[pointer] << 16) + (resp[pointer+1] << 8) + resp[pointer+2]
            self.logger.debug("Reading %d %08x", pointer, app_id)
            apps.append(app_id)
            pointer += 3

        return apps


[docs]    def get_applications(self):
        """Get all applications listed in Desfire root.

        TODO: Check byte order here

        :return: List of 24-bit intesx
        :raise: :py:class:`desfire.protocol.DESFireCommunicationError` on any error
        """

        # https://ridrix.wordpress.com/2009/09/19/mifare-desfire-communication-example/
        cmd = self.wrap_command(0x6a)
        resp = self.communicate(cmd, "Read applications")
        apps = self.parse_application_list(resp)
        return apps


    @classmethod
[docs]    def wrap_command(cls, command, parameters=None):
        """Wrap a command to native DES framing.

        :param command: Command byte

        :param parameters: Command parameters as list of bytes

        https://github.com/greenbird/workshops/blob/master/mobile/Android/Near%20Field%20Communications/HelloWorldNFC%20Desfire%20Base/src/com/desfire/nfc/DesfireReader.java#L129
        """
        if parameters:
            return [0x90, command, 0x00, 0x00, len(parameters)] + parameters + [0x00]
        else:
            return [0x90, command, 0x00, 0x00, 0x00]


[docs]    def select_application(self, app_id):
        """Choose application on a card on which all the following file commands will apply.

        TODO: Check byte order here

        :param app_id: 24-bit int
        :raise: :py:class:`desfire.protocol.DESFireCommunicationError` on any error
        """
        # https://github.com/greenbird/workshops/blob/master/mobile/Android/Near%20Field%20Communications/HelloWorldNFC%20Desfire%20Base/src/com/desfire/nfc/DesfireReader.java#L53
        parameters = [
            (app_id >> 16) & 0xff,
            (app_id >> 8) & 0xff,
            (app_id >> 0) & 0xff,
        ]

        apdu_command = self.wrap_command(0x5a, parameters)

        self.communicate(apdu_command, "Selecting application {:06X}".format(app_id))


[docs]    def get_file_ids(self):
        # https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesfireApplet.java#L484
        apdu_command = self.wrap_command(0x6f)
        resp = self.communicate(apdu_command, "Listing files")
        # Byte ids are directly the ids of files
        return resp


[docs]    def authenticate(self, app_id, key_id, private_key=[0x00] * 16):
        """Hacked together Android only DESFire authentication.

        Desfire supports multiple authentication modes, see:

        * https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesFireInstruction.java

        Here we use legacy authentication (0xa0)

        :param app_id: 24-bit app id

        :param key_id: One of 0-16 keys on the card as byte

        :param private_key: 8 or 16 bytes of private key
        """

        raise NotImplementedError("Still needs to be done in a proper manner.")


        # from jnius import autoclass
        # from jnius import cast
        #
        # Cipher = autoclass("javax.crypto.Cipher")
        # SecretKeySpec = autoclass("javax.crypto.spec.SecretKeySpec")
        # SecretKeyFactory = autoclass("javax.crypto.SecretKeyFactory")
        # IvParameterSpec = autoclass("javax.crypto.spec.IvParameterSpec")
        # DESKeySpec = autoclass("javax.crypto.spec.DESKeySpec")
        # DESedeKeySpec = autoclass("javax.crypto.spec.DESedeKeySpec")
        # String = autoclass("java.lang.String")
        #
        # apdu_command = self.wrap_command(0x0a, [key_id])
        # resp = self.communicate(apdu_command, "Authenticating application {:06X}".format(app_id))
        #
        # # http://java-card-desfire-emulation.googlecode.com/svn/trunk/java-card-desfire-emulation/Credit%20DESfire%20App/src/credit/DESfireApi.java
        # # http://mrbigzz.blogspot.com/2014/01/android-desfire-authentication.html
        # random_b_encrypted = list(resp)
        # assert len(random_b_encrypted) == 8
        #
        # #bytes = String("xxxxXXXXxxxxXXXX").getBytes()
        # #des_key_spec = DESedeKeySpec(bytes)
        #
        # cipher = Cipher.getInstance("DESede/ECB/NoPadding","BC")
        #
        # secret_key_spec = SecretKeySpec(private_key, "DESede")
        # secret_key = cast("java.security.Key", secret_key_spec)
        #
        # cipher.init(Cipher.DECRYPT_MODE, secret_key)
        # random_b_decrypted = list(cipher.doFinal(random_b_encrypted))
        # self.logger.debug("Decrypted random B %s", byte_array_to_human_readable_hex(random_b_decrypted))
        #
        # # Let's pick up by fire dice
        # # This let's us skip one XOR'ing
        # # http://java-card-desfire-emulation.googlecode.com/svn/trunk/java-card-desfire-emulation/Credit%20DESfire%20App/src/credit/DESfireApi.java
        # random_a = [0x00] * 8
        #
        # cipher.init(Cipher.ENCRYPT_MODE, secret_key)
        #
        # rotated_b = random_b_decrypted[1:] + random_b_decrypted[0:1]
        # cipher_text = list(cipher.update(random_a)) + list(cipher.doFinal(rotated_b))
        #
        # self.logger.debug("Sending in cipher text %s", byte_array_to_human_readable_hex(cipher_text))
        # assert len(cipher_text) == 16
        #
        # apdu_command = self.wrap_command(0xaf, cipher_text)
        # resp = self.communicate(apdu_command, "Sending auth response")

        # http://stackoverflow.com/questions/14319321/how-can-i-do-native-authentication-in-desfire-ev1
        # http://stackoverflow.com/questions/17111451/what-kind-of-block-format-is-the-desfire-authentication-message
        # https://ridrix.wordpress.com/2009/09/19/mifare-desfire-communication-example/
        # http://stackoverflow.com/questions/14117025/des-send-and-receive-modes-for-desfire-authentication

[docs]    def get_file_settings(self, file_id):
        """Get DESFire file settings.


        :param file_id: File id as a byte

        :return: File description dict.
        """
        apdu_command = self.wrap_command(0xf5, [file_id])
        resp = self.communicate(apdu_command, "Reading file description {:02X}".format(file_id))

        file_desc = {
            "type": FILE_TYPES[resp[0]],
            "communication": FILE_COMMUNICATION[resp[1]],
            "rw_flags": resp[2:4],
        }

        if resp[0] == 0x03:
            # Linear record file
            file_desc.update({
                # Length of ONE records
                "record_length": resp[4] | (resp[5] << 8) | (resp[6] << 16),
                "num_of_records": resp[7],
            })
        elif resp[0] == 0x00:
            # Data file
            file_desc.update({
                "file_length": resp[4] | (resp[5] << 8) | (resp[6] << 16),
            })
        else:
            raise NotImplementedError("Please fill in logic for file type {:02X}".format(resp[0]))

        return file_desc


[docs]    def get_value(self, file_id):
        """Get stored value.

        :param file_id: Stored value file id
        :return: Integer.
        :raise: :py:class:`desfire.protocol.DESFireCommunicationError` on any error
        """
        apdu_command = self.wrap_command(0x6c, [file_id])
        resp = self.communicate(apdu_command, "Reading value {:02X}".format(file_id))
        return (resp[3] << 24) | (resp[2] << 16) | (resp[1] << 8) | resp[0]


[docs]    def credit_value(self, file_id, added_value):
        """Increase stored value.

        :param file_id: (byte)

        :param added_value: (int, 32 bit) Value to be added to the current value

        :raise: :py:class:`desfire.protocol.DESFireCommunicationError` on any error
        """

        value = dword_to_byte_array(added_value)

        apdu_command = self.wrap_command(0x0c, [file_id] + value)
        self.communicate(apdu_command, "Crediting file {:02X} value {:08X}".format(file_id, added_value))


[docs]    def debit_value(self, file_id, value_decrease):
        """Decrease stored value.

        :param file_id: (byte)

        :param value_decrease:  (int, 32 bit) How much we reduce from existing value

        Example

        ::

            class BurnerScreen(Screen):
                '''Continuously keep decreasing credits on the card.'''

                def on_enter(self):
                    Logger.debug("Entering burner screen")
                    nfc_controller.callback = self.detect_new_tag
                    self.timer = None
                    self.device = None

                def detect_new_tag(self, tag):

                    Logger.debug("Detected tag %s", tag)
                    self.tag = tag
                    self.device = deviceDep.get(tag)
                    self.device.connect()
                    self.start_burner_cycle()

                def start_burner_cycle(self):
                    Logger.debug("Starting next burner cycle")
                    self.timer = Timer(0.3, self.burn)
                    self.timer.start()

                def burn(self):

                    Logger.debug("Running burner cycle")

                    try:
                        if not self.device.isConnected():
                            # We have lost the tag
                            return

                        desfire = DESFire(self.device, Logger)
                        desfire.select_application(XXX_APP_ID)

                        desfire.debit_value(XXX_FILE_STORED_VALUE, 1)
                        new_value = desfire.get_value(XXX_FILE_STORED_VALUE)
                        desfire.commit()

                        # Show how much value we have after burn
                        self.value.text = "%d" % new_value

                        # Do next tick
                        self.start_burner_cycle()

                    except Exception as e:
                        # Most likely exception from device tag communications, tag moved away during communications
                        tb = traceback.format_exc()
                        Logger.exception(str(e))
                        Logger.exception(tb)
                    finally:
                        # Tell pyjnius we are done with this thread
                        jnius.detach()


                def cancel(self):
                    self.close()

                def close(self):

                    if self.device:
                        self.device.close()

                    # jnius threads are not cancellable
                    # if self.timer:
                    #    self.timer.cancel()

                    nfc_controller.callback = None
                    self.manager.switch_to(NFCScreen())
        """
        value = dword_to_byte_array(value_decrease)

        apdu_command = self.wrap_command(0xdc, [file_id] + value)
        self.communicate(apdu_command, "Debiting file {:02X} value {:08X}".format(file_id, value_decrease))


[docs]    def commit(self):
        """Commit all write changes to the card.

        Example

        ::

            def top_up(self, tag, added_value):
                device = deviceDep.get(tag)
                device.connect()

                desfire = DESFire(device, Logger)

                try:

                    desfire.select_application(XXX_APP_ID)
                    old_value = desfire.get_value(0x01)
                    desfire.credit_value(0x01, added_value)
                    desfire.commit()
                    return old_value
                finally:
                    device.close()


        """
        apdu_command = self.wrap_command(0xc7)
        self.communicate(apdu_command, "Commiting file changes")


[docs]    def delete_file(self, file_id):
        """Delete a file.

        :param file_id: byte
        """

        apdu_command = self.wrap_command(0xDF, [file_id])
        self.communicate(apdu_command, "Deleting file {:02X}".format(file_id))


[docs]    def create_value_file(self, file_id, communication_settings, access_permissions, min_value, max_value, current_value, limited_credit_enabled):
        """Create a new value file.

        :param file_id: (byte)

        :param communication_settings: (byte) See FILE_COMMUNICATION

        :param access_permissions: (word) 0xeeee Everybody has read write access

        :param current_value: (dword)

        :param max_value: (dword)

        :param min_value: (dword)

        :param limited_credit_enabled: (byte) Allows limited increase in value file without having full credit permission.

        Example

        ::

            def write_card(self, tag, value):
                device = deviceDep.get(tag)
                device.connect()

                desfire = DESFire(device, Logger)

                try:
                    desfire.select_application(XXX_APP_ID)

                    file_ids = desfire.get_file_ids()
                    if XXX_FILE_STORED_VALUE in file_ids:
                        old_value = desfire.get_value(XXX_FILE_STORED_VALUE)
                        desfire.delete_file(XXX_FILE_STORED_VALUE)
                    else:
                        old_value = None

                    desfire.create_value_file(file_id=XXX_FILE_STORED_VALUE, communication_settings=0x00, access_permissions=0xeeee, min_value=0, max_value=1000000, current_value=value, limited_credit_enabled=0)

                    return old_value
                finally:
                    device.close()
        """

        parameters = [file_id]

        assert communication_settings in FILE_COMMUNICATION
        parameters += [communication_settings]
        parameters += [access_permissions & 0xff, access_permissions >> 8]
        parameters += dword_to_byte_array(min_value)
        parameters += dword_to_byte_array(max_value)
        parameters += dword_to_byte_array(current_value)
        parameters += [limited_credit_enabled]

        apdu_command = self.wrap_command(0xcc, parameters)
        self.communicate(apdu_command, "Creating value file {:02X}".format(file_id))


[docs]    def read_linear_record_file(self, file_id, offset_in_records, length_in_records):
        """Read all records of a linear record file.

        :param file_id: File id, 8-bit int
        :param offset_in_records: First record to read, 16-bit int
        :param length_in_records: Number of records to read, 16-bit int
        :return: File data as bytes
        """

        raise NotImplementedError()


        # This will simply read the whole file once
        # parameters = [file_id]
        # parameters = [file_id, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00]
        # # parameters += word_to_byte_array(offset_in_records)
        # # parameters += [0x00]  # 24-bit
        # # parameters += word_to_byte_array(length_in_records)
        # # parameters += [0x00]  # 24-bit
        #
        # apdu_command = self.wrap_command(0xbb, parameters)
        # return self.communicate(apdu_command, "Reading bytes from offset {} length {} in a line record file file {:02X}".format(offset_in_records, length_in_records, file_id))

[docs]    def read_data_file(self, file_id):
        """Read standard data file.

        If the data file is unwritten (no single write since card format) it should return 0x00 as data after format.

        Example::

            def write_test(desfire):
                '''Write a long data file to see card write functions work.

                Assume the card is formatted with 7000 bytes test file. If we do not fill in file bytes during write, then the next read will reflect back whatever garbage we left there unwritten.
                '''
                logger.debug("Writing and reading back a test file")
                desfire.select_application(XXX_APP_ID)
                file_settings = desfire.get_file_settings(XXX_BACKCHANNEL_FILE)
                logger.debug("File settings info %s", file_settings)

                data = [0xff]
                data += [0xaa] * 4000
                data += [0xbb]
                desfire.write_data_file(XXX_BACKCHANNEL_FILE, data)

                # Standard files do not have any kind of commit of write corruption or commit support,
                # so no need to commit here

                # Now read it back
                read_back_data = desfire.read_data_file(XXX_BACKCHANNEL_FILE)
                assert len(read_back_data) == 7000

                assert data == read_back_data[0:4002]

        :param file_id: File id to read, 8-bit int
        :return: List of bytes
        """
        parameters = [file_id, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00]

        start_time = time.time()
        apdu_command = self.wrap_command(0xbd, parameters)

        buffer = self.communicate(apdu_command, "Reading data file {:02X}".format(file_id))

        duration = time.time() - start_time
        self.logger.debug("Finished reading %d bytes in %f seconds", len(buffer), duration)

        return buffer


[docs]    def write_linear_record_file_record(self, file_id, offset_in_records, length_in_records, data):
        """Write n records in a linear record file.

        :param file_id: File id, 8-bit int
        :param offset_in_records: First record to read, 16-bit int
        :param length_in_records: Number of records to read, 16-bit int
        :param data: bytes or list of bytes
        :return: File data as bytes
        """
        raise NotImplementedError()


        # parameters = [file_id]
        # parameters += word_to_byte_array(offset_in_records)
        # parameters += [0x00]  # 24bit
        # parameters += word_to_byte_array(length_in_records)
        # parameters += [0x00]  # 24bit
        # #parameters += [0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00]
        #
        # data_pointer = 0
        # max_apdu_write_length = 52
        #
        # while data_pointer < len(data):
        #     chunk = data[data_pointer:data_pointer + max_apdu_write_length]
        #     parameters = parameters + chunk
        #     apdu_command = self.wrap_command(0x3d, parameters)
        #     self.communicate(apdu_command, "Writing line record file file {:02X} offset {} length {} current write pointer {}".format(file_id, offset_in_records, length_in_records, data_pointer))

[docs]    def write_data_file(self, file_id, data):
        """Write the data to a standard data file.

        :param file_id: File number to write, 8-bit int
        :param data: Data as bytes or array of bytes
        """

        parameters = [file_id]
        parameters += word_to_byte_array(0)  # offset 0
        parameters += [0x00]  # 24-bit
        parameters += word_to_byte_array(len(data))
        parameters += [0x00]  # 24-bit

        data_pointer = 0
        max_apdu_write_length = 47  # Actual max value found by experimenting
        command = 0x3d  # WRITE DATA
        cycles = 0
        start_time = time.time()

        self.logger.debug("Attempting to write %d bytes to a data file %02x", len(data), file_id)

        while data_pointer < len(data):
            chunk = data[data_pointer:data_pointer + max_apdu_write_length]
            parameters = parameters + chunk
            apdu_command = self.wrap_command(command, parameters)
            self.communicate(apdu_command, "Writing line record file file {:02X}, current command {:02X} write pointer: {}".format(file_id, command, data_pointer), allow_continue_fallthrough=True)

            data_pointer += max_apdu_write_length

            # Use different parameters for the 2nd ... nth write cycle
            command = 0xaf  # CONTINUE
            max_apdu_write_length = 54
            parameters = []
            cycles += 1

        duration = time.time() - start_time
        self.logger.debug("Finished writing %d bytes in %d commands and %f seconds", len(data), cycles, duration)
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  Source code for desfire.android

# -*- coding: utf-8 -*-


from .device import Device


[docs]class AndroidDevice(Device):
    """DESFire protocol wrapper for pyscard interface."""

    def __init__(self, iso_dep):
        """
        :iso_dep: ``android.nfc.tech.IsoDep`` Java class wrapped as jnius object.
        """
        self.iso_dep = iso_dep

[docs]    def transceive(self, bytes):
        """

         .. note ::
            Android API may return byte array memory views that are easily corrupted by native APIs, so we just copy all incoming bytes to a proper list as soon as possible on Android.

        """
        return list(self.iso_dep.transceive(bytes))
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  Source code for desfire.pcsc

from smartcard.pcsc.PCSCCardConnection import translateprotocolheader
from smartcard.scard import SCardTransmit
from smartcard.scard import SCardGetErrorMessage
from smartcard.Exceptions import CardConnectionException

from .device import Device


[docs]class PCSCNotConnected(Exception):
    """Tried to transmit to non-open connection."""



[docs]class PCSCDevice(Device):
    """DESFire protocol wrapper for pyscard interface."""

    def __init__(self, card_connection):
        """
        :card_connection: :py:class:`smartcard.pcsc.PCSCCardConnection.PCSCCardConnection` instance. Call ``card_connection.connect()`` before calling any DESFire APIs.
        """
        self.card_connection = card_connection

[docs]    def transceive(self, bytes):

        if not self.card_connection.hcard:
            raise PCSCNotConnected("Tried to transit to non-open connection: {}".format(self.card_connection))

        protocol = self.card_connection.getProtocol()
        pcscprotocolheader = translateprotocolheader(protocol)

        # http://pyscard.sourceforge.net/epydoc/smartcard.scard.scard-module.html#SCardTransmit
        hresult, response = SCardTransmit(self.card_connection.hcard, pcscprotocolheader, bytes)

        if hresult != 0:
            raise CardConnectionException('Failed to transmit with protocol ' + str(pcscprotocolheader) + '. ' + SCardGetErrorMessage(hresult))
        return response
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  Source code for desfire.device

[docs]class Device(object):
    """Abstract base class which uses underlying device communication channel."""

[docs]    def transceive(self, bytes):
        """Send in APDU request and wait for the response.

        :param bytes: Outgoing bytes as list of bytes or byte array

        :return: List of bytes or byte array from the device.
        """
        raise NotImplementedError("Base class must implement")
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  Source code for desfire.util

"""Misc. utility functions."""


[docs]def byte_array_to_byte_string(bytes):
    s = "".join([chr(b) for b in bytes])
    return s



[docs]def byte_array_to_human_readable_hex(bytes):
    return " ".join(["{:02X}".format(ord(c)) for c in byte_array_to_byte_string(bytes)])



[docs]def byte_string_to_byte_array(s):
    return [ord(c) for c in s]



[docs]def hex_array_to_byte_string(hex_array):
    return "".join(chr(c) for c in hex_array)



[docs]def dword_to_byte_array(value):
    return [(value & 0xff), (value >> 8) & 0xff, (value >> 16) & 0xff, (value >> 24), ]



[docs]def word_to_byte_array(value):
    return [(value & 0xff), (value >> 8) & 0xff]
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Submodules





desfire.android module



		
class desfire.android.AndroidDevice(iso_dep)[source]


		Bases: desfire.device.Device


DESFire protocol wrapper for pyscard interface.






		Iso_dep:		android.nfc.tech.IsoDep Java class wrapped as jnius object.








		
transceive(bytes)[source]


		
Note


Android API may return byte array memory views that are easily corrupted by native APIs, so we just copy all incoming bytes to a proper list as soon as possible on Android.



















desfire.device module



		
class desfire.device.Device[source]


		Bases: object


Abstract base class which uses underlying device communication channel.



		
transceive(bytes)[source]


		Send in APDU request and wait for the response.






		Parameters:		bytes – Outgoing bytes as list of bytes or byte array



		Returns:		List of bytes or byte array from the device.






















desfire.dummy module



		
class desfire.dummy.DummyDevice[source]


		Bases: desfire.device.Device


Dummy device mock implementation.



		
transceive(bytes)[source]


		














desfire.pcsc module



		
class desfire.pcsc.PCSCDevice(card_connection)[source]


		Bases: desfire.device.Device


DESFire protocol wrapper for pyscard interface.






		Card_connection:


		 		smartcard.pcsc.PCSCCardConnection.PCSCCardConnection instance. Call card_connection.connect() before calling any DESFire APIs.








		
transceive(bytes)[source]


		












		
exception desfire.pcsc.PCSCNotConnected[source]


		Bases: exceptions.Exception


Tried to transmit to non-open connection.











desfire.protocol module


MIFARE DESFire communication protocol for Python.


For DESFire overview:



		http://www.slideshare.net/ashu4india/mifare-des-fire-pres





For list of DESFire commands see:



		https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesFireInstruction.java


		https://www.mifare.net/files/advanced_javadoc/com/nxp/nfclib/desfire/DESFire.html


		https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesfireStatusWord.java


		https://github.com/nfc-tools/libfreefare/blob/master/libfreefare/mifare_desfire.c


		https://github.com/codebutler/farebot/blob/master/src/main/java/com/codebutler/farebot/card/desfire/DesfireProtocol.java






		
class desfire.protocol.DESFire(device, logger=None)[source]


		Bases: object


MIFare DEefire EV1 communication protocol for NFC cards.






		Parameters:		
		device – desfire.device.Device implementation


		logger – Python logging.Logger used for logging output. Overrides the default logger. Extensively uses INFO logging level.














		
authenticate(app_id, key_id, private_key=[0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0])[source]


		Hacked together Android only DESFire authentication.


Desfire supports multiple authentication modes, see:



		https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesFireInstruction.java





Here we use legacy authentication (0xa0)






		Parameters:		
		app_id – 24-bit app id


		key_id – One of 0-16 keys on the card as byte


		private_key – 8 or 16 bytes of private key




















		
commit()[source]


		Commit all write changes to the card.


Example


def top_up(self, tag, added_value):
    device = deviceDep.get(tag)
    device.connect()

    desfire = DESFire(device, Logger)

    try:

        desfire.select_application(XXX_APP_ID)
        old_value = desfire.get_value(0x01)
        desfire.credit_value(0x01, added_value)
        desfire.commit()
        return old_value
    finally:
        device.close()













		
communicate(apdu_cmd, description, allow_continue_fallthrough=False)[source]


		Communicate with a NFC tag.


Send in outgoing request and waith for a card reply.


TODO: Handle additional framing via 0xaf






		Parameters:		
		apdu_cmd – Outgoing APDU command as array of bytes


		description – Command description for logging purposes


		allow_continue_fallthrough – If True 0xAF response (incoming more data, need mode data) is instantly returned to the called instead of trying to handle it internally









		Raise:		desfire.protocol.DESFireCommunicationError on any error






		Returns:		tuple(APDU response as list of bytes, bool if additional frames are inbound)

















		
create_value_file(file_id, communication_settings, access_permissions, min_value, max_value, current_value, limited_credit_enabled)[source]


		Create a new value file.






		Parameters:		
		file_id – (byte)


		communication_settings – (byte) See FILE_COMMUNICATION


		access_permissions – (word) 0xeeee Everybody has read write access


		current_value – (dword)


		max_value – (dword)


		min_value – (dword)


		limited_credit_enabled – (byte) Allows limited increase in value file without having full credit permission.













Example


def write_card(self, tag, value):
    device = deviceDep.get(tag)
    device.connect()

    desfire = DESFire(device, Logger)

    try:
        desfire.select_application(XXX_APP_ID)

        file_ids = desfire.get_file_ids()
        if XXX_FILE_STORED_VALUE in file_ids:
            old_value = desfire.get_value(XXX_FILE_STORED_VALUE)
            desfire.delete_file(XXX_FILE_STORED_VALUE)
        else:
            old_value = None

        desfire.create_value_file(file_id=XXX_FILE_STORED_VALUE, communication_settings=0x00, access_permissions=0xeeee, min_value=0, max_value=1000000, current_value=value, limited_credit_enabled=0)

        return old_value
    finally:
        device.close()













		
credit_value(file_id, added_value)[source]


		Increase stored value.






		Parameters:		
		file_id – (byte)


		added_value – (int, 32 bit) Value to be added to the current value









		Raise:		desfire.protocol.DESFireCommunicationError on any error

















		
debit_value(file_id, value_decrease)[source]


		Decrease stored value.






		Parameters:		
		file_id – (byte)


		value_decrease – (int, 32 bit) How much we reduce from existing value













Example


class BurnerScreen(Screen):
    '''Continuously keep decreasing credits on the card.'''

    def on_enter(self):
        Logger.debug("Entering burner screen")
        nfc_controller.callback = self.detect_new_tag
        self.timer = None
        self.device = None

    def detect_new_tag(self, tag):

        Logger.debug("Detected tag %s", tag)
        self.tag = tag
        self.device = deviceDep.get(tag)
        self.device.connect()
        self.start_burner_cycle()

    def start_burner_cycle(self):
        Logger.debug("Starting next burner cycle")
        self.timer = Timer(0.3, self.burn)
        self.timer.start()

    def burn(self):

        Logger.debug("Running burner cycle")

        try:
            if not self.device.isConnected():
                # We have lost the tag
                return

            desfire = DESFire(self.device, Logger)
            desfire.select_application(XXX_APP_ID)

            desfire.debit_value(XXX_FILE_STORED_VALUE, 1)
            new_value = desfire.get_value(XXX_FILE_STORED_VALUE)
            desfire.commit()

            # Show how much value we have after burn
            self.value.text = "%d" % new_value

            # Do next tick
            self.start_burner_cycle()

        except Exception as e:
            # Most likely exception from device tag communications, tag moved away during communications
            tb = traceback.format_exc()
            Logger.exception(str(e))
            Logger.exception(tb)
        finally:
            # Tell pyjnius we are done with this thread
            jnius.detach()


    def cancel(self):
        self.close()

    def close(self):

        if self.device:
            self.device.close()

        # jnius threads are not cancellable
        # if self.timer:
        #    self.timer.cancel()

        nfc_controller.callback = None
        self.manager.switch_to(NFCScreen())













		
delete_file(file_id)[source]


		Delete a file.






		Parameters:		file_id – byte














		
get_applications()[source]


		Get all applications listed in Desfire root.


TODO: Check byte order here






		Returns:		List of 24-bit intesx



		Raise:		desfire.protocol.DESFireCommunicationError on any error














		
get_file_ids()[source]


		






		
get_file_settings(file_id)[source]


		Get DESFire file settings.






		Parameters:		file_id – File id as a byte



		Returns:		File description dict.














		
get_value(file_id)[source]


		Get stored value.






		Parameters:		file_id – Stored value file id



		Returns:		Integer.



		Raise:		desfire.protocol.DESFireCommunicationError on any error














		
parse_application_list(resp)[source]


		Handle response for command 0x6a list applications.


DESFire application ids are 24-bit integers.






		Parameters:		resp – DESFire response as byte array



		Returns:		List of parsed application ids














		
read_data_file(file_id)[source]


		Read standard data file.


If the data file is unwritten (no single write since card format) it should return 0x00 as data after format.


Example:


def write_test(desfire):
    '''Write a long data file to see card write functions work.

    Assume the card is formatted with 7000 bytes test file. If we do not fill in file bytes during write, then the next read will reflect back whatever garbage we left there unwritten.
    '''
    logger.debug("Writing and reading back a test file")
    desfire.select_application(XXX_APP_ID)
    file_settings = desfire.get_file_settings(XXX_BACKCHANNEL_FILE)
    logger.debug("File settings info %s", file_settings)

    data = [0xff]
    data += [0xaa] * 4000
    data += [0xbb]
    desfire.write_data_file(XXX_BACKCHANNEL_FILE, data)

    # Standard files do not have any kind of commit of write corruption or commit support,
    # so no need to commit here

    # Now read it back
    read_back_data = desfire.read_data_file(XXX_BACKCHANNEL_FILE)
    assert len(read_back_data) == 7000

    assert data == read_back_data[0:4002]










		Parameters:		file_id – File id to read, 8-bit int



		Returns:		List of bytes














		
read_linear_record_file(file_id, offset_in_records, length_in_records)[source]


		Read all records of a linear record file.






		Parameters:		
		file_id – File id, 8-bit int


		offset_in_records – First record to read, 16-bit int


		length_in_records – Number of records to read, 16-bit int









		Returns:		File data as bytes

















		
select_application(app_id)[source]


		Choose application on a card on which all the following file commands will apply.


TODO: Check byte order here






		Parameters:		app_id – 24-bit int



		Raise:		desfire.protocol.DESFireCommunicationError on any error














		
classmethod wrap_command(command, parameters=None)[source]


		Wrap a command to native DES framing.






		Parameters:		
		command – Command byte


		parameters – Command parameters as list of bytes













https://github.com/greenbird/workshops/blob/master/mobile/Android/Near%20Field%20Communications/HelloWorldNFC%20Desfire%20Base/src/com/desfire/nfc/DesfireReader.java#L129









		
write_data_file(file_id, data)[source]


		Write the data to a standard data file.






		Parameters:		
		file_id – File number to write, 8-bit int


		data – Data as bytes or array of bytes




















		
write_linear_record_file_record(file_id, offset_in_records, length_in_records, data)[source]


		Write n records in a linear record file.






		Parameters:		
		file_id – File id, 8-bit int


		offset_in_records – First record to read, 16-bit int


		length_in_records – Number of records to read, 16-bit int


		data – bytes or list of bytes









		Returns:		File data as bytes























		
exception desfire.protocol.DESFireCommunicationError(msg, status_code)[source]


		Bases: exceptions.Exception


Outgoing DESFire command received a non-OK reply.


The exception message is human readable translation of the error code if available. The status_code carries the original status word error byte.









		
desfire.protocol.ERRORS = {12: 'No changes', 174: 'Authentication error', 189: 'File not found', 240: 'File not found', 28: 'Limited credit', 157: 'Permission denied', 126: 'Length error when sending the command'}


		Error code translation mappings
https://github.com/jekkos/android-hce-desfire/blob/master/hceappletdesfire/src/main/java/net/jpeelaer/hce/desfire/DesfireStatusWord.java









		
desfire.protocol.FILE_COMMUNICATION = {0: 'Plain communication', 1: 'Plain communication secured by DES/3DES MACing', 3: 'Fully DES/3DES enciphered communication'}


		Communication requirements bits set a on DESFire file









		
desfire.protocol.FILE_TYPES = {0: 'Standard Data Files', 1: 'Backup Data Files', 2: 'Value Files with Backup', 3: 'Linear Record Files with Backup', 4: 'Cyclic Record Files with Backup'}


		File kind bits set on a DESFire file











desfire.util module


Misc. utility functions.



		
desfire.util.byte_array_to_byte_string(bytes)[source]


		






		
desfire.util.byte_array_to_human_readable_hex(bytes)[source]


		






		
desfire.util.byte_string_to_byte_array(s)[source]


		






		
desfire.util.dword_to_byte_array(value)[source]


		






		
desfire.util.hex_array_to_byte_string(hex_array)[source]


		






		
desfire.util.word_to_byte_array(value)[source]
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