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CHAPTER 1

Bumo keypair

1.1 Overview

This document describes in detail the process of generating Keypairs (public and private key pairs) and how to generate
an address and sign a transaction based on keypairs. It introduces two interface methods and related processes for
executing the transaction call. It provides reference information for ProtoBuf data structures. Finally, it illustrates two
methods to submit transactions by showing how to generate transaction_blob with interface call and how to generate
transaction_blob by yourself.

1.2 Terminology

This section gives details about the terms used in this document.
Keypair

In the BUMO project, the keypair is the interface that generates the public key, private key, address, and signature.
Only the ED2551 9 signature algorithm is supported during the signing process.

Private Key

The private key is a string generated by the algorithm. The private key is a prerequisite for generating the public key
and the address, and is also the basic element for completing the signature. The private key cannot be changed after it
is generated. Once it is lost, it cannot be retrieved, so it needs to be kept safely.

Public Key

The public key is a string generated based on the private key. It can verify the string encrypted by the private key. It
does not expose the private key when transmitted between networks. It is also a necessary condition for generating an
address.

Address

The address is a string generated upon the public key. Similar to real-life addresses, contacts cannot be found without
an address, so transactions cannot be completed.
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Signature

The Signature refers to the process of encrypting and confirming transaction data by algorithm and private key and
obtaining signature data. The user can verify the integrity and correctness of the transaction data through the signature
data.

Transaction

All operations that modify blockchain data in BUMO are called transactions, such as issuing assets, transferring assets,
sending BUs, creating accounts, setting metadata and setting permissions, etc.

Transaction Blob

The Transaction Blob is a hexadecimal string obtained by serializing a transaction object. Transaction serialization
refers to the process of converting the state information of a transaction object into a string that can be stored and
transmitted through the ProtoBuf data structure.

Raw Private Key

The Raw Private Key is a byte array obtained by a random algorithm. The Raw Private Key is a prerequisite for
generating a private key.

Raw Public Key

The Raw Public Key is a byte array generated by processing the raw private key with the ED25519 algorithm. The
Raw Public Key is a prerequisite for generating a public key.

1.3 Schematic Diagram

The following diagram illustrates how the private, public keys and address are generated.
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1.4 Generating Private Keys

Generating a private key requires multiple algorithms such as a random algorithm and SHA256. Generating a private
key includes the following steps:

1. Generate a 256-bit random number (a private key in the mathematical sense) with a random algorithm and get a
byte array, the raw private key, as shown below:

[17,236,24,183,207,250,207,180,108,87,224,39,189,99,246,85,138,120,236,78,228,233,41,
192,124,109,156,104,235,66,194,24]

2. Add a 3-byte prefix in the raw private key, and then add a 1-byte version number to get a new byte array, as shown
below:

[218,55,159,1,17,236,24,183,207,250,207,180,108,87,224,39,189,99,246,85,138,120,236,
—78,228,233,41,192,124,109,156,104,235,66,194,24]

3. Perform SHA256 calculations twice on the byte array obtained in Step 2. Take the first 4 bytes of the operation
result as the byte array of the Checksum, as shown below:

[30,19,80,117]

4. Combine the byte array in Step 2 and the checksum byte array in Step 3 in order, resulting in a new byte array, as
shown below:

[218,55,159,1,17,236,24,183,207,250,207,180,108,87,224,39,189,99,246,85,138,120,236,
—78,228,233,41,192,124,109,156,104,235,66,194,24,30,19,80,117]

5. Encode the byte array generated in Step 4 with Base58, and get the string starting with priv, namely the private key,
as shown below:

privbsGZFUoRv8aXZbSGAd3bwzZWFN3L50Kg74RXAQYcmEfXhhZ54CLr9z

Table 1

Name Data Length
Prefix 0xDA 0x37 0x9F 3

bytes
Version | 0x01 1

byte
Check- | After performing SHA256 calculation twice on the byte array obtained in Step 2,take the first | 4
sum 4 bytes of the operation result bytes

This table illustrates the Prefix, Version and Checksum used in generating the private key.

1.5 Generating Public Keys

The public key can be generated with the ED2551 9 algorithm after the private key is generated. Generating a public
key includes the following steps:

1. Generate a 32-bit byte array (raw public key) by processing the raw private key
with the ED25519 algorithm. For example, the raw public key of the private key
privbsGZFUoRv8aXzZbSGd3bwzZWFn3L5QKg74RXAQYcmEfXhhZ54CLr 9z is shown below:
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[21,118,76,208,23,224,218,117,50,113,250,38,205,82,148,81,162,27,130,83,208,1,240,212,
—-54,18,225,158,198,50,87,10]

2. Add a 1-byte prefix in the raw public key, and then add a 1-byte version number to get a new byte array, as shown
below:

[176,1,21,118,76,208,23,224,218,117,50,113,250,38,205,82,148,81,162,27,130,83,208,1,
240,212,54,18,225,158,198,50,87,10]

1Hf#: For the Prefix, Version and Checksum, please refer to Table 2.

3. Perform SHA256 calculation twice on the byte array in Step 2. Take the first 4 bytes of the operation result as the
byte array of the Checksum, as shown below:

[116,171,22,107]

4. Combine the byte array in Step 2 and the checksum byte array in Step 3 in order, resulting in a new byte array, as
shown below:

[176,1,21,118,76,208,23,224,218,117,50,113,250,38,205,82,148,81,162,27,130,83,208,1,
—-240,212,54,18,225,158,198,50,87,10,116,171,22,107]

5. Encode the byte array in Step 4 into hexadecimal and get a hexadecimal string, namely the public key, as shown
below:

p00115764cd017e0da753271£fa26cd529451a21b8253d001£0d43612e19ec632570a74abl66b

TEf#: Now the public key is generated.

Table 2

Name Data Length
Prefix 0xBO 1

Byte
Version | 0x01 1

Byte
Check- | After performing SHA256 calculation twice on the byte array obtained in Step 2, take the first | 4
sum 4 bytes of the operation result Bytes

This table illustrates the Prefix, Version and Checksum used in generating the public key.

1.6 Generating Addresses

The address can be further generated by an algorithm after generating the private key and the public key. Generating
an address includes the following steps:

1. Generate a 32-bit byte array (raw public key) by processing the raw private key
with the ED25519 algorithm. For example, the raw public key of the private key
privbsGZFUoRv8aXZbSGd3bwzZWEFn3L50Kg74RXAQYcmEXhhZ54CLr 9z is shown below:
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[21,118,76,208,23,224,218,117,50,113,250,38,205,82,148,81,162,27,130,83,208,1,240,212,
—-54,18,225,158,198,50,87,10]

2. Perform SHA256 calculation twice on the raw public key and take the last 20 bytes of the operation result as the
byte array, as shown below:

’[173,148,59,51,183,193,55,160,1,133,247,80,65,13,67,190,164,114,18,220] ‘

3. Add a 2-byte prefix in the byte array generated in Step 2, and then add a 1-byte version number to get a new byte
array, as shown below:

’[1,86,1,173,148,59,51,183,193,55,160,1,133,247,80,65,13,67,190,164,114,18,220] ‘

1Hf#: For the Prefix, Version and Checksum, please refer to Table 3.

4. Perform SHA256 calculation twice on the byte array in Step 3. Take the first 4 bytes of the operation result as the
byte array of the Checksum, as shown below:

[167,127,34,35]

5. Combine the byte array in Step 3 and the Checksum byte array in Step 4 in order, resulting in a new byte array, as
shown below:

[1,86,1,173,148,59,51,183,193,55,160,1,133,247,80,65,13,67,190,164,114,18,220,167,127,
—34,35]

6. Encode the byte array generated in Step 5 with Base58, and get the string starting with bu, namely the address, as
shown below:

buQmWJIrdYJP5CPKTbkQUgscwvTGaU44dord8

HEM#: Now the address is generated.

Table 3

Name Data Length

Prefix 0x01 0x56 2
Bytes

Version | 0x01 1 Byte

Pub- Take the last 20 bytes in raw public key 20

licKey Bytes

Check- | After performing SHA256 calculation twice on the byte array obtained in step 3, take the first | 4

sum 4 bytes of the operation result Bytes

This table illustrates the Prefix, Version and Checksum used in generating the address.

1.7 Signing Transactions

Sign the pending transaction (the byte array obtained by the inverse hexadecimal encoding of the transaction_blob)
with the ED2551 9 algorithm and the private key, and perform hexadecimal conversion to get sign_data, the signature
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string.
The following example shows how to sign the transaction_blob with ED2551 9 and the private key.

The private key:

’b00115764cd017e0da75327lfa26cd529451a21b8253d00lde43612el9ec632570a74ab166b ‘

The transaction_blob:

’OA24627551566B5555424B70444B526D48595777314D553855376E676F5165686E6F31363569109F0818CO8+3D20E8073214

After signing the transaction_blob with the signature interface of ED25519 and performing hexadecimal conversion,
the resulting sign_data is:

a4666590a84abdeb8€c38adelae868a207lbb69bdc4cd7dc0delb74b37e2cbdl696229687f80dff4276b1a3$d3f95a9bcld5f

1.8 Methods of Submitting Transactions

There are two methods of calling the interface to execute transactions: Generating Transaction_blobs by Calling the
Interface and Generating Transaction_blobs by Yourself.

1.8.1 Generating Transaction_blobs by Calling the Interface

D

HER: As the transaction_blob is likely to be intercepted and tampered with, it is not recommended to generate
transaction_blobs in this way.

If you need to call the interface to generate transaction_blobs, sign and submit transactions, please refer to the BUMO
development documentation at the following address:

https://github.com/bumoproject/bumo/blob/master/docs/develop.md
Calling the interface to generate a transaction_blob includes the following steps:

1. Call the getAccount interface to get the nonce value of the account that is to initiate a transaction. The code is
shown below:

HTTP GET host:port/getAccount?address=account address

2. Populate the json data as needed and complete filling the transaction data. The format is shown below:

{

"source_address":"xxxxxxxxxxx", //The source transaction account, the originator of
—~the transaction

"nonce":2, //Nonce value

"ceil_ledger_seq": 0, //Optional

"fee_ 1imit":1000, //Fee paid in transaction

"gas_price": 1000, //Gas price (Not less than the configured value)
"metadata":"012345678%abcdef", //Optional, metadata for the transaction given by,
—users, in hexadecimal format

"operations": [

{

//Populate according to specific operations

(continues on next page)
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s
{

//Populate according to specific operations

JEME: The nonce value needs to be incremented by 1 based on the value obtained in Step 1.

3. By calling the getTransactionBlob interface, the json data generated in Step 2 is passed as a parameter, and a
transaction hash and a transaction_blob are obtained to implement transaction serialization. The format is shown
below:

{

"error_code": O,

"error_desc": "",

"result": {

"hash": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXxxxx", //Transaction hash
"transaction_blob": "XXXXXXXXXXKXXKXXXKXXKXXKXXXXXXXXxXxxxxX" //The hexadecimal,

—representation after the transaction is serialized
}
}

4. Sign the transaction and populate the transaction data. Sign the transaction_blob according to the previously
generated private key, and then populate the json data of the submitted transaction. The format is shown below:

{

"items" : [{

"transaction_blob" : "XXXXXXXXXKXXKXXXKXXKXXKXXKXXXKXXKXXKXXKXXXKXXKXXXXXXXXxXX", //The_,
—hexadecimal representation after the transaction is serialized

"signatures" : [{//The first signature

"sign_data" : "XXXXXXXKXXKXXXKXXKXKXKXKXXKXKXKXXXKXXKXKXXKXXXXxXxxx", //Signature data
"public_key" : "XXXXXXXXKXXXKXKXXXKXXXXKXXXKXKXXXKXKXXXKXXXxXxxx" //Public key

}, {//The second signature

"sign_data" : "XXXXXXXKXKXXXKXXKXKXXXKXXKXXKXKXXXKXKXKXXKXXXXxXxxXX", //Signature data
"public_key" : "XXXXXXXXKXXXXKXXXKXXXXKXXXKXKXXXKXKXXXKXXxxXxxx" //Public key

}
]
}
]
}

5. By calling the submitTransaction interface, the json data generated in Step 4 is passed as a parameter, the response
result is obtained and transaction submission is completed. The format of the response result is shown below:

{

"results": [

{

"error_code": O,

"error_desc": "",

"hash": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXxxxx" //Transaction hash

}
]I

(continues on next page)
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"success_count": 1

}

1.8.2 Generating Transaction_blobs by Yourself

Generating the transaction_blob by yourself, signing, and submitting the transaction include the following steps:

1. Call the getAccount interface to get the nonce value of the account that is to initiate a transaction. The code is
shown below:

HTTP GET host:port/getAccount?address=account address

2. Populate the transaction object (Transaction) of the protocol buffer and serialize it to get the transaction_blob. For
details of the specific transaction data structure, please refer to ProtoBuf Data Structure.

3. Sign the transaction and populate the transaction data. Generate a public key based on the private key, sign the
transaction _blob with the private key, and then populate the json data of the submitted transaction. The format is
shown below:

{

"items" : [{

"transaction_blob" : "XXXXXXKXXXXKXXXKXXXXKXXXKXKXXXKXXXXKXXXKXKXXXKXXXXXXxxXx", //The_,
—hexadecimal representation after the transaction is serialized

"signatures" : [{//The first signature

"sign_data" : "XXXXXXXHXXXXXXXXXXXXXXKXXXXXXKXIXRRRXxxxxxxx", //Signature data
"public_key" : "XXXXXXXXXXXXKXXXXKXXXKXXXKXKXXXKXXXXKXXxxXxxx" //Public key

}, {//The second signature

"sign_data" : "XXXXXXXXXXXXXXXXXXXXXXKXXXXXXKXIXRRRXxxxxxxx", //Signature data
"public_key" : "XXXXXXXXKXXXXKXXXKXKXXXKXXXKXKXXXKXXXXKXXxxXxxx" //Public key

}
]
}
]
}

4. By calling the submitTransaction interface, the json data generated in Step 3 is passed as a parameter to complete
the transaction submission. The response result format is shown below:

{

"results": [

{

"error_code": O,

"error_desc": "",

"hash": "XXXXXXXXXXXXXXXXKXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXX" //Transaction hash
}

1,

"success_count": 1

}

1.9 ProtoBuf Data Structure

Protocol Buffer (ProtoBuf) is a lightweight and efficient structured data storage format that can be used for serializing
structured data. It is ideal for data storage or RPC data exchange formats. It can be used in communication proto-
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cols, data storage and other fields of language-independent, platform-independent, scalable serialized structured data
formats. Currently the APIs in C++, Java, and Python are available.

For more information aobut ProtoBuf, please refer to the following link:
https://developers.google.com/protocol-buffers/docs/overview

Now, we will introduce the data structure details of Protocol Buffer, and provide the file and simple test program for
the protocol buffer of various languages generated by the script.

1.9.1 Data Structure

The following section describes the various ProtoBuf data structures that might be used in transactions and their uses
for your reference.

Transaction

This data structure is for complete transactions.

message Transaction {
enum Limit{
UNKNOWN = 0;

OPERATIONS 1000;

}i

string source_address = 1; // Account address of the transaction initiator
int64 nonce = 2; // Transaction sequence number

int64 fee_limit = 3; // The transaction fee, by default is 1000Gas; the unit is MO, 1
—BU = 1078 MO

int64 gas_price = 4; // The packaging fee of transactions, by default is 1000; the_
—unit is MO,1 BU = 1078 MO

int64 ceil_ledger_seq = 5; // Block bound

bytes metadata = 6; // Transaction metadata

repeated Operation operations = 7; // Operation list
}

Operation

This data structure is for operations in transactions.

message Operation {

enum Type {

UNKNOWN = 0;

CREATE_ACCOUNT = 1;

ISSUE_ASSET = 2;

PAY ASSE = 3;

SET_METADATA = 4;

SET_SIGNER_WEIGHT = 5;

SET_THRESHOLD = 6;

PAY_COIN = 7;

LOG = 8;

SET_PRIVILEGE = 9;

}i

Type type = 1; // Operation type

string source_address = 2; // Source account address for the operation
bytes metadata = 3; // Operation metadata

OperationCreateAccount create_account = 4; // Create an account operation
OperationIssueAsset issue_asset = 5; // Issue assets operation
OperationPayAsset pay_asset = 6; // Transfer assets operation

(continues on next page)

1.9. ProtoBuf Data Structure 11



https://developers.google.com/protocol-buffers/docs/overview

bubi Documentation, % 7 1.0.0

OperationSetMetadata set_metadata = 7; // Set metadata
OperationSetSignerWeight set_signer_weight = 8; // Set privilege for signer
OperationSetThreshold set_threshold = 9; // Set transaction threshold
OperationPayCoin pay_coin = 10; // Transfer coin

OperationlLog log = 11; // Record log

OperationSetPrivilege set_privilege = 12; // Set privilege

}

OperationCreateAccount

This data structure is for creating accounts.

message OperationCreateAccount {

string dest_address = 1; // Target account address to be created
Contract contract = 2; // Contract

AccountPrivilege priv = 3; // Privilege

repeated KeyPair metadatas = 4; // Additional info

int64 init_balance = 5; // Initiation balance

string init_input = 6; // Input parameter for contracts

}

Contract

This data structure is for setting contracts.

message Contract{

enum ContractType{

JAVASCRIPT = 0;

}

ContractType type = 1; // Contract type
string payload = 2; // Contract code

}

AccountPrivilege

This data structure is for setting account privilege.

message AccountPrivilege {

int64 master_weight = 1; // Account weight
repeated Signer signers = 2; // Signer weight list
AccountThreshold thresholds = 3; // Threshold

}

Signer

This data structure is for setting signer weight.

message Signer {

enum Limit{

SIGNER_NONE = O;

SIGNER = 100;

i

string address = 1; // Signer account address
int64 weight = 2; // Signer weight

}

AccountThreshold

This data structure is for setting account threshold.
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message AccountThreshold{

int64 tx_threshold = 1; // Transaction threshold

repeated OperationTypeThreshold type_thresholds = 2; // Specify the transaction,
—~threshold list for the operations. The threshold for the transactions with
—unspecified operation is set by tx_threshold

}

OperationTypeThreshold

This data structure is for operation threshold of specified types.

message OperationTypeThreshold{

Operation.Type type = 1; // Operation type

int64 threshold = 2; // Corresponding threshold of this operation
}

OperationIssueAsset

This data structure is for issuing assets.

message OperationIssueAsset{

string code = 1; // Asset encoding to be issued
int64 amount = 2; // Asset amount to be issued
}

OperationPayAsset

This data structure is for transferring assets.

message OperationPayAsset {

string dest_address = 1; // Target account address
Asset asset = 2; // Asset

string input = 3; // Input parameter for contracts
}

Asset

This data structure is for asset.

message Asset{

AssetKey key = 1; // Asset identification
int64 amount = 2; // Asset amount

}

AssetKey

This data structure is for identifying the uniqueness of asset.

message AssetKey{

string issuer = 1; // Account address of asset issuer

string code = 2; // Asset encoding

int32 type = 3; // Asset type(by default is 0, which indicates the amount is not
—limited)

}

OperationSetMetadata

This data structure is for setting Metadata.

1.9. ProtoBuf Data Structure 13
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message OperationSetMetadata(

string key = 1; // keyword, unique

string value = 2; // Content

int64 version 3; // Version control, optional
bool delete_flag = 4; // Whether it is deletable
}

OperationSetSigner Weight

This data structure is for setting signer weight.

message OperationSetSignerWeight {
int64 master_weight = 1; // Self weight
repeated Signer signers = 2; // Signer weight list

}

OperationSetThreshold

This data structure is for setting threshold.

message OperationSetThreshold{

int64 tx_threshold = 1; // Transaction threshold

repeated OperationTypeThreshold type_thresholds = 2; // The transaction threshold
—~list for specified operations. The threshold for the transactions with unspecified
—operation is set by tx_threshold

OperationPayCoin

This data structure is for sending coin.

message OperationPayCoin{

string dest_address = 1; // Target account address
int64 amount = 2; // Coin amount

string input = 3; // Input parameter for contracts
}

OperationLog

This data structure is for recording log information.

message OperationLog({

string topic = 1; // Log theme

repeated string datas = 2; // Log content
}

OperationSetPrivilege

This data structure is for setting account privilege.

message OperationSetPrivilege({

string master_weight = 1; // Account weight

repeated Signer signers = 2; // Signer weight list

string tx_threshold = 3; // Transaction threshold

repeated OperationTypeThreshold type_thresholds = 4; // The transaction threshold
—~list for specified operations. The threshold for the transactions with unspecified
—operation is set by tx_threshold

(continues on next page)
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1.9.2 Examples
This section provides examples of proto scripts, as well as proto source code generated by cpp, java, javascript,
pyton, object—c, and php. For more information, please refer to the following link:
https://github.com/bumoproject/bumo/tree/develop/src/proto
Description of the directory structure in the above link is shown below:
1. cpp: C++ source code
. 1o: Java source code

. go: Go source and test program

. Python: Python source code and test program

2
3
4. js: Javascript source code and test program
5
6. ios: Object-c source code and test program
7

. php: PHP source code and test program

1.10 Examples for Transaction Submission

Scenario: Account A (buQVkUUBKpDKRmHYWw1MUSU7ngoQehnol651i) creates account B (Generate an ad-
dress by Generating Addresses in Keypair).

1.10.1 Generating Transaction_blobs by Interface

Generating transaction_blobs by the interface includes the following steps:

1. Obtain the nonce value of the account to initiate a transaction by GET.

GET http://seedl.bumotest.i10:26002/getAccount?
—address=buQsurH1M4rjLkfjzkxROKXJ6jSu2r 9xBNEwW

Response message:

{

"error_code" : 0,

"result" : {

"address" : "buQsurHIM4rjLkfjzkxRIKXJI6JSu2r9xBNEwW",
"assets" : [

{

"amount" : 1000000000,

"key" : {

"code" : "HNC",

"issuer" : "buQBjJD1BSJ7nzAbzdTenAhpF jmxRVEEtmxH"

}
}
1,

(continues on next page)
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"assets_hash" : "3bf279af496877a51303e91c36d42d64ba9d414de8c0387190b842e6421a9dael",
"balance" : 27034700,

"metadatas" : null,

"metadatas_hash" : "ad67d57ael19de8068dbcd47282146bd553fe9f684c57¢c8c114453863eed4labc3”,
"nonce" : 5,

"priv" : {

"master_weight" : 1,

"thresholds" : [{

"tx_threshold" : 1

address: Current query account address

assets: Account asset list

assets_hash: Asset list hash

balance: Account balance

metadata: Account metadata in hexadecimal format
metadatas_hash: Transaction metadata hash

nonce: The sending transaction serial number, the nonce+l returned by querying the
—account information interface

priv: Privilege

master_weight: Current account weight
thresholds: Threshold

tx_threshold: Transaction default threshold

2. Complete populating the transaction data.

The account address of account B  generated by Generating Address in  Keypair is
buQoP2eRymAcUm3uviWgQ8Rnjt rSnXBXfAzsV, the populated json data is shown below:

{
"source_address" :"buQsurH1IM4r jLkfjzkxRIKXJ6jSu2r9xBNEwW",
"nonce":7,

"ceil_ ledger_seqg": O,

"fee_1imit":1000000,

"gas_price": 1000,

"metadata":"",

"operations": [

{

"type": 1,

"create_account": {

"dest_address": "buQoP2eRymAcUm3uvWgQ8RnjtrSnXBXfAzsV",
"init_balance": 10000000,

"priv": {

"master_weight": 1,

"thresholds": {
"tx_threshold": 1

}
}
}
}
]
}
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1Hf#: The nonce value is not 6, so this transaction would fail.

3. Serialize the transaction data.

POST http://seedl.bumotest.io:26002/getTransactionBlob

Request message:

4.1.2 populated jason data

Response message:

{

"error_code": 0,

"error_desc": "",

"result": {

"hash": "be4953bce9%4ecd5c5al9c7c4445d940c6a55fb56370£7£606e127776053b3b51",

"transaction_blob":
—"0a2462755173757248314d34726a4c6b666a7a6b7852394b584a366a537532723978424e4577100718c0

n
—

}
}

43d20e8073a3’

4. Sign the transaction_blob with the private key.

Import package: import io.bumo.encryption.key.PrivateKey;

Private key:
privbvTulLlk8z27i9eyBrFDUVAVVCSxKeLtz jMMZEgimFwbNchnejS81

The sign_data after being signed:
9C86CE621A1C9368E93F332C55FDF423C087631B51E95381B80F81044714E3CE3DCF5E4634E5BE77B12ABD3(

154554E834A30¢

5. Complete populating the transaction data.

{

"items" : [{

"transaction_blob"
—"0a2462755173757248314d34726a4c6b666a7a6b78523940b584a366a537532723978424e4577100718c0

"
",

"signatures" : [{
"sign_data"
—"9C86CE621A1C9368E93F332C55FDF423C087631B51E95381B80F81044714E3CE3DCFS5E4634E5BE77B12AH

o
— ",

"public_key"
—"b0017904adb1d3188aalb98d6977a837bd4afdbb4813ac65472074£fe3a4919790£f256ba63895"

}
]
}
]
}

6. Submit the transaction by POST.

POST http://seedl.bumotest.io/submitTransaction

Response message:
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{

"results": [{

"error_code": 0,

"error_desc": "",

"hash": "bed953bce94ecd5c5al19c7¢c4445d940c6a55fb56370£7£606e127776053b3b51"
}

]I

"success_count": 1

}

1.10.2 Generating Transaction_blobs by Yourself

Generating transaction_blobs by yourself (take Java as an example) includes the following steps:

1. Obtain the nonce value of the account that is to initiate a transaction by GET.

GET http://seedl.bumotest.i0:26002/getAccount?
—address=buQsurH1M4rjLkfjzkxRIKXJI6jSu2r 9xBNEwW

Response message:

{

"error_code" : 0,

"result" : {

"address" : "buQsurHIM4rjLkfjzkxRIKXJI6JSu2r9xBNEwW",
"assets" : [

{

"amount" : 1000000000,

"key" : {

"code" : "HNC",

"issuer" : "buQBjJD1BSJ7nzAbzdTenAhpF jmxRVEEtmxH"

}

}

]I

"assets_hash" : "3bf279af496877a51303e91c36d42d64ba9d414de8c0387190b842e6421a9dael",
"balance" : 27034700,

"metadatas" : null,

"metadatas_hash" : "ad67d57ael19de8068dbcd47282146bd553fe9f684c57¢c8c114453863eed4labc3”,
"nonce" : 5,

"priv" : {

"master_weight" : 1,

"thresholds" : [{

"tx_threshold" : 1

}

}

}

address: Current query account address

assets: Account asset list

assets_hash: Asset list hash

balance: Account balance

metadata: Account metadata in hexadecimal format
metadatas_hash: Transaction metadata hash

nonce: The sending transaction serial number, the nonce+l returned by querying the
—account information interface

(continues on next page)
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priv: Privilege

master_weight: Current account weight
thresholds: Threshold

tx_threshold: Transaction default threshold

2. Populate the transaction data structure and generate a transaction_blob.

Import package: import io.bumo.sdk.core.extend.protobuf.Chain;

Chain.Transaction.Builder builder = Chain.Transaction.newBuilder ();
builder.setSourceAddress ("buQsurHlM4rjLkf jzkxRIKXJI6JSu2r 9xBNEw") ;
builder.setNonce (7);

builder.setFeelLimit (1000 % 1000);
builder.setGasPrice (1000);
builder.setCeillLedgerSeq(0);

builder.setMetadata (ByteString.copyFromUtf8 (""));

Chain.Operation.Builder operation = builder.addOperationsBuilder();
operation.setType (Chain.Operation.Type.CREATE_ACCOUNT) ;

Chain.OperationCreateAccount.Builder operationCreateAccount Chain.
—OperationCreateAccount.newBuilder () ;
operationCreateAccount.setDestAddress ("buQoP2eRymAcUm3uviWgO8RnjtrSnXBXfAZzZsV") ;

operationCreateAccount.setInitBalance (10000000) ;

Chain.AccountPrivilege.Builder accountPrivilegeBuilder = Chain.AccountPrivilege.
—newBuilder () ;
accountPrivilegeBuilder.setMasterWeight (1) ;

Chain.AccountThreshold.Builder accountThresholdBuilder = Chain.AccountThreshold.
—newBuilder () ;
accountThresholdBuilder.setTxThreshold (1) ;

accountPrivilegeBuilder.setThresholds (accountThresholdBuilder) ;
operationCreateAccount.setPriv (accountPrivilegeBuilder) ;
operation.setCreateAccount (operationCreateAccount) ;

String transaction_blob = HexFormat.byteToHex (builder.build() .toByteArray());

The transaction_blob obtained:
0a2462755173757248314d34726a4c6b666a7a6b78523940b584a366a537532723978424e4577100718c08434

1Hf#: The nonce value is not 6, so this transaction would fail.

3. Sign the transaction_blob with the private key.

Import package: import io.bumo.encryption.key.PrivateKey;

The private key:
privbvTullk8z2719eyBrFDUVAVVCSxKeLtz JMMZEgqimFwbNchnejS81

The sign_data after being signed:

20e8073a3708!

9C86CE621A1C9368E93F332C55FDF423C087631B51E95381B80F81044714E3CE3DCF5E4634E5BE77B12ABD3(¢54554E834A30¢

4. Complete populating the transaction data.
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{

"items" : [{

"transaction_blob"
—~"0a2462755173757248314d34726a4c6b666a7a6b7852394b584a366a537532723978424e4577100718c0

:_}",
"signatures" : [{
"sign_data"

—"9C86CE621A1C9368E93F332C55FDF423C087631B51E95381B80F81044714E3CE3DCFoE4634E5BE77B12AH

"
",

"public_key"
—"pb001794adb1d3188aalb98d6977a837bd4afdbb4813ac65472074£fe3a4919790£f256ba63895"

}
]
}
]
}

5. Submit the transaction by POST.

POST http://seedl.bumotest.io/submitTransaction

Response message:

{

"results": [{

"error_code": 0,

"error_desc": "",

"hash": "bed953bce94ecd5c5al19c7¢c4445d940c6a55fb56370£7£606e127776053b3b51"
}

]I

"success_count": 1

}

Ff#: “success_count”:1 represents that the submission succeeded.
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CHAPTER 2

BUMO JAVA SDK

2.1 Overview

This document details the common interfaces of the Bumo Java SDK, making it easier for developers to operate and
query the BU blockchain.

2.2 Terminology

This section gives details about the terms used in this document.

Operate the BU Blockchain

Operate the BU Blockchain refers to writing data to or modifying data in the BU blockchain.
Submit Transactions

Submit Transactions refers to sending a request to write data to or modify data in the BU blockchain.
Query the BU Blockchain

Query the BU Blockchain refers to querying data in the BU blockchain.

Account Services

Account Services provide account validity checking and query interfaces.

Asset Services

Asset Services provide an asset-related query interface that follows the ATP 1.0 protocol.
Ctp10Token Services

Ctp10Token Services provide a validity check and query interfaces related to contract assets, which follows the CTP
1.0 protocol.

Contract Services

Contract Services provide a contract-related validity checking and query interfaces.
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Transaction Services

Transaction Services provide a build transaction Blob interface, a signature interface, a query and a submit transaction
interface.

Block Services
Block Services provide an interface to query the block.
Account Nonce Value

Account Nonce Value is used to identify the order in which the transaction is executed when the user submits the
transaction.

2.3 Format of Request Parameters and Response Data

This section details the format of the request parameters and response data.

2.3.1 Request Parameters

The class name of the request parameter of the interface is composed of Service Name+Method
Name+Request. For example, the request parameter format of the get Info interface in Account Services is
AccountGetInfoRequest.

The member of the request parameter is the member of the input parameter of each interface. For example, if the
input parameter of the get Info interface in Account Services is address, the complete structure of the request
parameters of the interface is as follows:

Class AccountGetInfoRequest {
String address;

}

2.3.2 Response Data
The class name of the response data of the interface is composed of Service Name+Method Name+Response. For ex-
ample, the response data format of the get Nonce interface in Account Services is AccountGetNonceResponse.

The members of the response data include error codes, error descriptions, and return results. For example, the members
of the response data of the get Info interface in Assets Services are as follows:

Class AccountGetNonceResponse {
Integer errorCode;

String errorDesc;
AccountGetNonceResult result;

}

HEf#:

* errorCode: error code. 0 means no error, greater than 0 means there is an error

* errorDesc: error description
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e result: returns the result. A structure whose class name is Service Name+Method Name+Result, whose mem-
bers are members of the return value of each interface. For example, the result class name of the getNonce
interface in Account Services is AccountGetNonceResult, and the member has a nonce. The complete structure
is as follows:

Class AccountGetNonceResult {
Long nonce;

}

2.4 Usage

This section describes the process of using the SDK. First you need to generate the SDK implementation and then call
the interface of the corresponding service. Services include account services, asset services, Ctpl.0Token services,
contract services, transaction services, and block services. Interfaces are classified into public-private key address
interfaces, validity check interfaces, query interfaces, and broadcast transaction-related interfaces.

2.4.1 Generating SDK Instances

The SDK instance is generated by calling the getInstance interface of the SDK. The specific call is as follows:

String url = "http://seedl.bumotest.io";
SDK sdk = SDK.getInstance (url);

2.4.2 Generating Public-Private Keys and Addresses

The public-private key address interface is used to generate the public key, private key, and address for the account on
the BU blockchain. This can be achieved by directly calling the Keypair.generator interface. The specific call
is as follows:

Keypair keypair = Keypair.generator();
System.out.println (keypair.getPrivateKey());
System.out.println (keypair.getPublicKey ());
System.out.println (keypair.getAddress());

2.4.3 Checking Validity

The validity check interface is used to verify the validity of the information, and the information validity check can be
achieved by directly invoking the corresponding interface. For example, to verify the validity of the account address,
the specific call is as follows:

//
Initialize request parameters
String address = "buQemmMwmRQY1JkcU7w3nhruoX5N3j6C29uo";

AccountCheckValidRequest request = new AccountCheckValidRequest () ;
request.setAddress (address) ;

// Call the ' checkValid' °~ interface
AccountCheckValidResponse response =
sdk.getAccountService () .checkValid (request) ;

(continues on next page)
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(B2 ET)
if (0 == response.getErrorCode()) {
System.out.println (response.getResult () .isValid());
} else {
System.out.println ("error: " + response.getErrorDesc());

}

2.4.4 Querying

The query interface is used to query data on the BU blockchain, and data query can be implemented by directly
invoking the corresponding interface. For example, to query the account information, the specific call is as follows:

// Initialize request parameters

String accountAddress = "buQemmMwmRQY1JkcU7w3nhruo$X5N3j6C29uo";
AccountGetInfoRequest request = new AccountGetInfoRequest ();
request.setAddress (accountAddress) ;

// Call the getInfo interface

AccountGetInfoResponse response = sdk.getAccountService () .getInfo (request);
if (response.getErrorCode () == 0) {
AccountGetInfoResult result = response.getResult ();

System.out.println (JSON.toJSONString (result, true));

}

else {

System.out.println("error: " + response.getErrorDesc());

}

2.4.5 Broadcasting Transactions
Broadcasting transactions refers to the initiation of a transaction by means of broadcasting. The broadcast transaction
consists of the following steps:
1. Obtaining the Nonce Value of the Account Initiating the Transaction
Building Operations
Serializing Transactions

Signing Transactions

A

Commiting Transactions

2.4.5.1 Obtaining the Nonce Value of the Account Initiating the Transaction

The developer can maintain the nonce value of each account, and automatically increments by 1 for the nounce value
after submitting a transaction, so that multiple transactions can be sent in a short time; otherwise, the nonce value of
the account must be added 1 after the execution of the previous transaction is completed. The specific interface call is
as follows:

// Initialize request parameters

String senderAddress = "buQnnUEBREwZhB6pWHGPzwanX7d28xk6KVcp";
AccountGetNonceRequest getNonceRequest = new AccountGetNonceRequest ();
getNonceRequest .setAddress (senderAddress) ;

(continues on next page)
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// Call the getNonce interface
AccountGetNonceResponse getNonceResponse = sdk.getAccountService() .
—getNonce (getNonceRequest) ;

// Assign nonce value

if (getNonceResponse.getErrorCode() == 0) {
AccountGetNonceResult result = getNonceResponse.getResult ();
System.out.println("nonce: " + result.getNonce());

}

else {

System.out.println("error" + getNonceResponse.getErrorDesc());

}

2.4.5.2 Building Operations

The operations refer to some of the actions that are done in the transaction to facilitate serialization of transactions and
evaluation of fees. For example, to build an operation to send BU (BUSendOperation), the specific interface call is as
follows:

String senderAddress = "buQnnUEBREw2hB6pWHGPzwanX7d28xk6KVcp";
String destAddress = "buQsurHIM4rjLkfjzkxRIKXJI6IJSu2r9xBNEwW";
Long buAmount = ToBaseUnit.BU2MO("10.9");

BUSendOperation operation = new BUSendOperation();
operation.setSourceAddress (senderAddress) ;
operation.setDestAddress (destAddress) ;
operation.setAmount (buAmount) ;

2.4.5.3 Serializing Transactions

The transaction serialization interface is used to serialize transactions and generate transaction blob strings for network
transmission. The nonce value and operation are obtained from the interface called, and the specific interface call is
as follows:

// Initialize variables

String senderAddress = "buQnnUEBREwZhB6pWHGPzwanX7d28xk6KVcp";
Long gasPrice = 1000L;

Long feelLimit = ToBaseUnit.BU2MO("0.01");

// Initialize request parameters

TransactionBuildBlobRequest buildBlobRequest = new TransactionBuildBlobRequest () ;
buildBlobRequest.setSourceAddress (senderAddress) ;

buildBlobRequest.setNonce (nonce + 1);

buildBlobRequest.setFeelLimit (feelimit) ;

buildBlobRequest.setGasPrice (gasPrice);

buildBlobRequest.addOperation (operation);

// Call the buildBlob interface

TransactionBuildBlobResponse buildBlobResponse = sdk.getTransactionService() .
—buildBlob (buildBlobRequest) ;

if (buildBlobResponse.getErrorCode () == 0) {

TransactionBuildBlobResult result = buildBlobResponse.getResult ();
System.out.println ("txHash: " + result.getHash() + ", blob: " + result.

getTransactionBlob ());

(continues on next page)
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} else {
System.out.println("error: " + buildBlobResponse.getErrorDesc());

}

2.4.5.4 Signing Transactions

The signature transaction interface is used by the transaction initiator to sign the transaction using the private
key of the account. The transactionBlob is obtained from the interface called. The specific interface call is as follows:

// Initialize request parameters

String senderPrivateKey = "privbyQCRp7DLgKtRFCgKQJr8lTurTgG6UKXMMtGAMPG3abcMIXHJWvg";
String []signerPrivateKeyArr = {senderPrivateKey};

TransactionSignRequest signRequest new TransactionSignRequest () ;
signRequest.setBlob (transactionBlob) ;

for (int 1 = 0; i < signerPrivateKeyArr.length; i++) {

signRequest.addPrivateKey (signerPrivateKeyArr[i]);

}

// Call the sign interface

TransactionSignResponse signResponse = sdk.getTransactionService () .sign (signRequest) ;
if (signResponse.getErrorCode () == 0) {

TransactionSignResult result = signResponse.getResult () ;

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + signResponse.getErrorDesc());

}

2.4.5.5 Submitting Transactions

The submit interface is used to send a transaction request to the BU blockchain, triggering the execution of the trans-
action. transactionBlob and signResult are obtained from the interfaces called. The specific interface call is as follows:

// Initialize request parameters

TransactionSubmitRequest submitRequest = new TransactionSubmitRequest () ;
submitRequest .setTransactionBlob (transactionBlob) ;
submitRequest.setSignatures (signResult.getSignatures());

// Call the submit interface
TransactionSubmitResponse response
—submit (submitRequest) ;

if (0 == response.getErrorCode()) {
System.out.println ("Broadcast transactions successfully, hash=" + response.getResult ().
—getHash());

} else {

System.out.println("error: " + response.getErrorDesc());

}

sdk.getTransactionService () .

2.5 Account Services

Account Services provide account-related interfaces, which include six interfaces: checkValid, getInfo,
getNonce, getBalance, getAssets and getMetadata.
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2.5.1 checkValid

The checkValid interface is used to check the validity of the account address on the blockchain.

The method call is as follows:

AccounCheckValidResponse checkValid (AccountCheckValidRequest) ;

The request parameter is shown in the following table:

Parameter | Type | Description
address String | Required, the account address to be checked on the blockchain

The response data is shown in the following table:

Parameter | Type | Description
isValid String | Whether the response data is valid

The error code is shown in the following table:

Exception Error Code | Description
REQUEST_NULL_ERROR | 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

String address = "buQemmMwmRQY1JkcU7w3nhruoX5N3j6C29uo";
AccountCheckValidRequest request = new AccountCheckValidRequest () ;
request.setAddress (address) ;

// Call the checkValid interface

AccountCheckValidResponse response = sdk.getAccountService () .checkValid (request);
if (0 == response.getErrorCode()) {

System.out .println (response.getResult () .isValid());

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.5.2 getinfo

The get Info interface is used to obtain the specified account information.

The method call is as follows:

AccountGetInfoResponse GetInfo (AccountGetInfoRequest);

The request parameter is shown in the following table:

Parameter | Type | Description
address String | Required, the account address to be queried on the blockchain

The response data is shown in the following table:
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Parameter | Type | Description

address String | Account address

balance Long | Account balance, unit is MO, 1 BU = 1078 MO, the account balance must be > 0
nonce Long | Account transaction serial number must be greater than 0

priv Priv Account privilege

The error code is shown in the following table:

Exception Error Code | Description
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
String accountAddress = "buQemmMwmRQY1JkcU7w3nhruoX5N3j6C29uo";
AccountGetInfoRequest request = new AccountGetInfoRequest ();

request.setAddress (accountAddress) ;

// Call the getInfo interface

AccountGetInfoResponse response = sdk.getAccountService () .getInfo (request);
if (response.getErrorCode () == 0) {
AccountGetInfoResult result = response.getResult ();

System.out.println ("Account info: \n" + JSON.toJSONString(result, true));
} else {
System.out.println("error: " + response.getErrorDesc());

}

2.5.2.1 Priv

The specific information of Priv is shown in the following table:

Member Type Description
masterWeight | Long Account weight, size limit[0, (Integer MAX_VALUE * 2L + 1)]
signers Signer [] Signer weight list
threshold Threshold | Threshold
2.5.2.2 Signer

The specific information of Signer is shown in the following table:

Member | Type | Description

address String | The account address of the signer on the blockchain

weight Long | Signer weight, size limit[0, (Integer. MAX_VALUE * 2L + 1)]
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2.5.2.3 Threshold

The specific information of Signer is shown in the following table:

Member Type Description
txThreshold Long Transaction default threshold, size limit[0, Long. MAX_VALUE]
typeThresholds | TypeThreshold[] | Thresholds for different types of transactions

2.5.2.4 TypeThreshold

The specific information of Signer is shown in the following table:

Member | Type | Description
type Long | The operation type must be greater than 0
threshold | Long | Threshold, size limit[0, Long. MAX_VALUE]

2.5.3 getNonce

The getNonce interface is used to obtain the nonce value of the specified account.

The method call is as follows:

AccountGetNonceResponse getNonce (AccountGetNonceRequest) ;

The request parameter is shown in the following table:

Parameter
address

Type
String

Description
Required, the account address to be queried on the blockchain

The response data is shown in the following table:

Parameter
nonce

Type
Long

Description
Account transaction serial number

The error code is shown in the following table:

Exception Error Code | Description
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

String accountAddress = "buQswSaKDACkrFsnPlwcVsLAUzXQOsemaukEjf";
AccountGetNonceRequest request = new AccountGetNonceRequest ();
request.setAddress (accountAddress) ;

(continues on next page)

2.5. Account Services 29




bubi Documentation, % 7 1.0.0

(ZETD)
// Call the getNonce interface
AccountGetNonceResponse response = sdk.getAccountService () .getNonce (request);
if (0 == response.getErrorCode ()) {
System.out.println ("Account nonce:" + response.getResult ().getNonce());
} else {
System.out.println("error: " + response.getErrorDesc());
}
2.5.4 getBalance
The getBalance interface is used to obtain the BU balance of the specified account.
The method call is as follows:
AccountGetBalanceResponse getBalance (AccountGetBalanceRequest);
The request parameter is shown in the following table:
Parameter | Type | Description
address String | Required, the account address to be queried on the blockchain
The response data is shown in the following table:
Parameter | Type | Description
balance Long | BU balance, unit MO, 1 BU = 108 MO
The error code is shown in the following table:
Exception Error Code | Description
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error
The specific example is as follows:
// Initialize request parameters
String accountAddress = "buQswSaKDACkrFsnPlwcVsLAUzXQOsemaukjf";
AccountGetBalanceRequest request = new AccountGetBalanceRequest ();
request.setAddress (accountAddress) ;
// Call the getBalance interface
AccountGetBalanceResponse response = sdk.getAccountService () .getBalance (request);
if (0 == response.getErrorCode ()) {
AccountGetBalanceResult result = response.getResult();
System.out.println ("BU balance: " + ToBaseUnit.MO2BU (result.getBalance () .toString()) +
s AL BU n ) ;
} else {
System.out.println("error: " + response.getErrorDesc());

}
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2.5.5 getAssets

The getAssets interface is used to get all the asset information of the specified account.

The method call is as follows:

AccountGetAssets getAssets (AccountGetAssetsRequest);

The request parameter is shown in the following table:

Parameter

Type | Description

address

String | Required, the account address to be queried

The response data is shown in the following table:

Parameter | Type Description
asset AssetInfo[] | Account asset
The error code is shown in the following table:

Exception Error Code | Description
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
NO_ASSET_ERROR 11009 The account does not have the asset
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
AccountGetAssetsRequest request = new AccountGetAssetsRequest () ;
request.setAddress ("buQsurH1IM4rjLkf jzkxRIKXJI6JSu2r 9xBNEwW") ;

// Call the getAssets interface
AccountGetAssetsResponse response = sdk.getAccountService () .getAssets (request);

if (response.getErrorCode ()

AccountGetAssetsResult result
System.out.println (JSON.toJSONString (result,

} else {
System.out.println("error:

}

== 0) {
response.getResult () ;
true));

" + response.getErrorDesc());

2.5.5.1 Assetinfo

The specific information of AssetInfo is shown in the following table:

Member Type | Description
key Key Unique identifier for asset
assetAmount | Long | Amount of assets

2.5. Account Services
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2.5.5.2 Key

The specific information of Key is shown in the following table:

Member | Type | Description
code String | Asset code
issuer String | The account address for issuing assets

2.5.6 getMetadata

The getMetadata interface is used to obtain the metadata information of the specified account.

The method call is as follows:

AccountGetMetadataResponse getMetadata (AccountGetMetadataRequest);

The request parameters are shown in the following table:

Parameter | Type | Description
address String | Required, the account address to be queried
key String | Optional, metadata keyword, length limit [1, 1024]

The response data is shown in the following table:

Parameter | Type Description
metadata Metadatalnfo | Account

The error code is shown in the following table:

Exception Error Code | Description

INVALID_ADDRESS_ERROR 11006 Invalid address

REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
NO_METADATA_ERROR 11010 The account does not have the metadata
INVALID_DATAKEY_ERROR 11011 The length of key must be between 1 and 1024
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

String accountAddress = "buQsurHIMA4rjLkfjzkxRIKXJI6JSu2r 9xBNEW";
AccountGetMetadataRequest request = new AccountGetMetadataRequest () ;
request.setAddress (accountAddress) ;

request.setKey ("20180704") ;

// Call the getMetadata interface

AccountGetMetadataResponse response = sdk.getAccountService () .getMetadata (request);
if (response.getErrorCode () == 0) {

AccountGetMetadataResult result = response.getResult();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}
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2.5.6.1 Metadatalnfo

The specific information of Metadatalnfo is shown in the following table:

Member | Type | Description

key String | Metadata keyword
value String | Metadata content
version Long | Metadata version

2.6 Asset Services

Asset Services follow the ATP 1.0 protocol, and Account Services provide an asset-related interface. Currently there
is one interface: get Info.

2.6.1 getinfo

The get Info interface is used to obtain the specified asset information of the specified account.

The method call is as follows:

AssetGetInfoResponse getInfo (AssetGetInfoRequest);

The request parameters are shown in the following table:

Parameter | Type | Description

address String | Required, the account address to be queried
code String | Required, asset code, length limit [1, 64]

issuer String | Required, the account address for issuing assets

The response data is shown in the following table:

Parameter | Type Description
asset AssetInfo[] | Account asset

The error code is shown in the following table:

The specific example is as follows:

// Initialize request parameters

AssetGetInfoRequest request = new AssetGetInfoRequest();
request.setAddress ("buQsurH1IM4rjLkf jzkxRIKXJ6JSu2r 9xBNEw") ;
request.setIssuer ("buQBjJD1IBSJI/nzAbzdTenAhpF jmxRVEEtmxH") ;
request.setCode ("HNC") ;

// Call the getInfo interface

AssetGetInfoResponse response = sdk.getAssetService () .getInfo(request);
if (response.getErrorCode() == 0) {

AssetGetInfoResult result = response.getResult();

System.out.println (JSON.toJSONString (result, true));

} else {

(continues on next page)
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System.out.println("error: " + response.getErrorDesc());

}

2.7 Ctp10Token Services

Ctpl0Token Services follow the CTP 1.0 protocol and mainly provide contract Token-related interfaces. Cur-
rently there are 8 interfaces: checkvalid, allowance, getInfo, getName, getSymbol, getDecimals,
getTotalSupply, and getBalance.

2.7.1 checkValid

The checkValid interface is used to verify the validity of the contract token.

The method call is as follows:

CtplOTokenCheckValidResponse checkValid(CtplOTokenCheckValidRequest) ;

The request parameter is shown in the following table:

Parameter Type | Description
contractAddress | String | Required, contract address of token to be verified

The response data is shown in the following table:

Parameter | Type | Description
isValid String | Whether the response data is valid

The error code is shown in the following table:

Exception Error Code | Description
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
CtplO0TokenCheckValidRequest request = new CtplOTokenCheckValidRequest () ;
request.setContractAddress ("buQfnVYgXuMo3rvCEpKA6SfRrDpaz8D8A%Ea") ;

// Call the checkValid interface

CtplO0TokenCheckValidResponse response = sdk.getTokenService () .checkValid(request);
if (response.getErrorCode() == 0) {
CtplOTokenCheckValidResult result = response.getResult();
System.out.println(result.getvValid());

} else {

System.out.println("error: " + response.getErrorDesc());

}
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2.7.2 allowance

The allowance interface is used to obtain the amount that the spender allows to extract from the owner.

The method call is as follows:

CtplOTokenAllowanceResponse allowance (CtplOTokenAllowanceRequest) ;

The request parameters are shown in the following table:

Parameter Type | Description

contractAddress | String | Required, contract account address

tokenOwner String | Required, the account address holding the contract Token
spender String | Required, authorized account address

The response data is shown in the following table:

Parameter | Type | Description
allowance String | Allowed amount to be withdrawn

The error code is shown in the following table:

Exception Error Code | Description
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
INVALID_TOKENOWNER_ERRPR 11035 Invalid token owner
INVALID_SPENDER_ERROR 11043 Invalid spender
GET_ALLOWNANCE_ERROR 11036 Failed to get allowance
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

CtplOTokenAllowanceRequest request = new CtplOTokenAllowanceRequest ();
request.setContractAddress ("buQhdBSkJgERBSsYiUShUZEMZOhXvkdNgnYg") ;
request .setTokenOwner ("buOnnUEBREwW2hB6pWHGP zwanX7d28xk6KVecp") ;
request.setSpender ("buQnnUEBREwW2hB6pWHGP zwanX7d28xk6KVcp") ;

// Call the allowance interface

CtplOTokenAllowanceResponse response = sdk.getTokenService () .allowance (request);
if (response.getErrorCode () == 0) {

CtplO0TokenAllowanceResult result = response.getResult ();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.7.3 getinfo-Ctp10Token

The get Info-Ctpl0Token interface is used to obtain information about the contract token.

The method call is as follows:
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CtplO0TokenGetInfoResponse getInfo (CtplO0TokenGetInfoRequest);

The request parameter is shown in the following table:

Parameter Type | Description
contractAddress | String | Contract token address to be queried

The response data is shown in the following table:

Parameter Type Description

ctp String | Contract Token version number
symbol String | Contract Token symbol

decimals Integer | Accuracy of the number of contracts
totalSupply String | Total supply of contracts

name String | The name of the contract Token
contractOwner | String | Owner of the contract Token

The error code is shown in the following table:

Exception Error Code | Description
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
CtplO0TokenGetInfoRequest request = new CtplOTokenGetInfoRequest () ;
request.setContractAddress ("buQhdBSkJgERBSsY1UShUZFMZOhXvkdNgnyYg") ;

// Call the allowance interface

Ctpl0TokenGetInfoResponse response = sdk.getTokenService () .getInfo (request);
if (response.getErrorCode() == 0) {

CtplO0TokenGetInfoResult result = response.getResult();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.7.4 getName

The getName interface is used to get the name of the contract Token.

The method call is as follows:

CtplO0TokenGetNameResponse getName (CtplO0TokenGetNameRequest) ;

The request parameter is shown in the following table:
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Parameter Type | Description
contractAddress | String | Contract account address to be queried

The response data is shown in the following table:

Parameter | Type | Description
name String | The name of the contract Token

The error code is shown in the following table:

Exception Error Code | Description
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
CtplO0TokenGetNameRequest request = new CtplOTokenGetNameRequest () ;
request.setContractAddress ("buQhdBSkJgERBSsY1UShUZFMZOhXvkdNgnyYg") ;

// Call the getName interface

CtplOTokenGetNameResponse response = sdk.getTokenService () .getName (request);
if (response.getErrorCode () == 0) {

CtplO0TokenGetNameResult result = response.getResult();

System.out.println (result.getName ());

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.7.5 getSymbol

The get Symbol interface is used to get the symbol of the contract Token.

The method call is as follows:

Ctpl0TokenGetSymbolResponse getSymbol (CtplOTokenGetSymbolRequest);

The request parameter is shown in the following table:

Parameter Type | Description
contractAddress | String | Contract account address to be queried

The response data is shown in the following table:

Parameter | Type | Description
symbol String | Contract Token symbol

The error code is shown in the following table:
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Exception Error Code | Description
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

Ctpl0TokenGetSymbolRequest request = new CtplOTokenGetSymbolRequest ();
request.setContractAddress ("buQhdBSkJgERBSsYi1UShUZFMZQOhXvkdNgnyYg") ;

// Call the getSymbol interface

CtplO0TokenGetSymbolResponse response = sdk.getTokenService () .getSymbol (request) ;
if (response.getErrorCode() == 0) {

CtplOTokenGetSymbolResult result = response.getResult();

System.out.println (result.getSymbol());

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.7.6 getDecimals

The getDecimals interface is used to get the precision of the contract Token.

The method call is as follows:

CtplO0TokenGetDecimalsResponse getDecimals (CtplOTokenGetDecimalsRequest);

The request parameter is shown in the following table:

Parameter Type | Description
contractAddress | String | Contract account address to be queried

The response data is shown in the following table:

Parameter | Type Description
decimals Integer | Contract token precision

The error code is shown in the following table:

Exception Error Code | Description
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:
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// Initialize request parameters

CtplO0TokenGetDecimalsRequest request = new CtplOTokenGetDecimalsRequest () ;
request.setContractAddress ("buQhdBSkJgERBSsYi1UShUZFMZQOhXvkdNgnYg") ;

// Call the getDecimals interface

CtplO0TokenGetDecimalsResponse response = sdk.getTokenService () .getDecimals (request);
if (response.getErrorCode () == 0) {

CtplO0TokenGetDecimalsResult result = response.getResult ();
System.out.println(result.getDecimals());

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.7.7 getTotalSupply

The get TotalSupply interface is used to get the total supply of contract tokens.

The method call is as follows:

CtplO0TokenGetTotalSupplyResponse getTotalSupply (CtplOTokenGetTotalSupplyRequest) ;

The request parameter is shown in the following table:

Parameter Type | Description
contractAddress | String | Contract account address to be queried

The response data is shown in the following table:

Parameter | Type | Description
totalSupply | String | Total supply of contract Token

The error code is shown in the following table:

Exception Error Code | Description
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
CtplO0TokenGetTotalSupplyRequest request = new CtplOTokenGetTotalSupplyRequest ();
request.setContractAddress ("buQhdBSkJgERBSsYiUShUZFMZQhXvkdNgnYg") ;

// Call the getDecimals interface
CtplOTokenGetTotalSupplyResponse response = sdk.getTokenService() .
—getTotalSupply (request) ;

if (response.getErrorCode() == 0) {

CtplOTokenGetTotalSupplyResult result = response.getResult () ;

(continues on next page)

2.7. Ctp10Token Services 39




bubi Documentation, % 7 1.0.0

(ZETD)
System.out.println(result.getTotalSupply());
} else {
System.out.println("error: " + response.getErrorDesc());

}

2.7.8 getBalance-Ctp10Token

The getBalance-Ctpl0Token interface is used to get the account balance of the contract Token owner.

The method call is as follows:

CtplO0TokenGetBalanceResponse getBalance (CtplOTokenGetBalanceRequest)

The request parameters are shown in the following table:

Parameter Type | Description
contractAddress | String | Contract account address to be queried
tokenOwner String | Required, the account address holding the contract Token

The response data is shown in the following table:

Parameter | Type | Description
balance Long | Token balance

The error code is shown in the following table:

Exception Error Code | Description
INVALID_TOKENOWNER_ERRPR 11035 Invalid token owner
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

CtplO0TokenGetBalanceRequest request = new CtplOTokenGetBalanceRequest ();
request.setContractAddress ("buQhdBSkJgERBSsYi1UShUZFMZQhXvkdNgnYqg") ;
request.setTokenOwner ("buOnnUEBREw2hB6pWHGP zwanX7d28xk6KVcp") ;

// Call the getBalance interface

CtplOTokenGetBalanceResponse response = sdk.getTokenService () .getBalance (request);
if (response.getErrorCode () == 0) {

CtplO0TokenGetBalanceResult result = response.getResult ();
System.out.println(result.getBalance());

} else {

System.out.println("error: " + response.getErrorDesc());

}
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2.8 Contract Services

Contract Services provide contract-related interfaces and currently have four interfaces: checkvalid, getInfo,
getAddress,and call.

2.8.1 checkValid

The checkValid interface is used to check the validity of the contract account.

The method call is as follows:

ContractCheckValidResponse checkValid(ContractCheckValidRequest) ;

The request parameter is shown in the following table:

Parameter Type | Description
contractAddress | String | Contract account address to be tested

The response data is shown in the following table:

Parameter | Type Description
isValid Boolean | Whether the response data is valid

The error code is shown in the following table:

Exception Error Code | Description
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
ContractCheckValidRequest request = new ContractCheckValidRequest ();
request.setContractAddress ("buQfnVY¥gXuMo3rvCEpKA6SEfRrDpaz8D8A9Ea™) ;

// Call the getDecimals interface

ContractCheckValidResponse response = sdk.getContractService () .checkValid(request);
if (response.getErrorCode () == 0) {

ContractCheckValidResult result = response.getResult();
System.out.println(result.getvValid());

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.8.2 getinfo

The get Info interface is used to query the contract code.

The method call is as follows:
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ContractGetInfoResponse getInfo (ContractGetInfoRequest);

The request parameter is shown in the following table:

Parameter Type | Description
contractAddress | String | Contract account address to be queried

The response data is shown in the following table:

Parameter | Type Description
contract ContractInfo | Contract info

The error code is shown in the following table:

Exception Error Description

Code
INVALID_CONTRACTADDRESS _ERROR 11037 Invalid contract address
CONTRACTADDRESS_NOT_CON TRACTAC- | 11038 contractAddress is not a contract ac-
COUNT_ERROR count
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
ContractGetInfoRequest request = new ContractGetInfoRequest ();
request.setContractAddress ("buQfnVY¥gXuMo3rvCEpKA6SEfRrDpaz8D8A9Ea™) ;

// Call the getInfo interface

ContractGetInfoResponse response = sdk.getContractService () .getInfo (request);
if (response.getErrorCode () == 0) {

System.out .println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.8.2.1 Contractinfo

The specific information of ContractInfo is shown in the following table:

Member | Type Description
type Integer | Contract type, default is 0
payload String | Contract code

2.8.3 getAddress

The get Address interface is used to query the contract address.

The method call is as follows:
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ContractGetAddressResponse getInfo (ContractGetAddressRequest);

The request parameter is shown in the following table:

Parameter | Type | Description
hash String | The hash used to create a contract transaction

The response data is shown in the following table:

Parameter Type Description
contractAddressList | List (ContractAddressInfo) | Contract address list

The error code is shown in the following table:

Exception Error Code | Description
INVALID_HASH_ERROR 11055 Invalid transaction hash
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
ContractGetAddressRequest request = new ContractGetAddressRequest ();
request.setHash ("44246c5balb8b835a5cbc29bdc9454cdb9a9d049870e41227f2dcfbcf7a07689") ;

// Call the getAddress interface

ContractGetAddressResponse response = sdk.getContractService () .getAddress (request);
if (response.getErrorCode () == 0) {

System.out.println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.8.3.1 ContractAddressinfo

The specific information of ContractAddressInfo is shown in the following table:

Member Type Description
contractAddress | String | Contract address
operationlndex | Integer | The subscript of the operation

2.8.4 call

The call interface is used to debug the contract code.

The method call is as follows:

ContractCallesponse call (ContractCallRequest);

2.8. Contract Services 43




bubi Documentation, % 7 1.0.0

The request parameter is shown in the following table:

Parame- | Type| Description

ter

sourceAd- | String Optional, the account address to trigger the contract

dress

contrac- String Optional, the contract account address and code cannot be empty at the same time

tAddress

code String Optional, the contract code and contractAddress cannot be empty at the same time, length
limit [1, 64]

input String Optional, input parameter for the contract

contract- String Optional, the initial BU balance given to the contract, unit MO, 1 BU = 10"8 MO, size limit
Balance [1, Long. MAX_VALUE]

optType In- Required, 0: Call the read/write interface of the contract init, 1: Call the read/write interface
te- of the contract main, 2: Call the read-only interface query
ger

feeLimit Long| Minimum fee required for the transaction, size limit [1, Long. MAX_VALUE]
gasPrice Long| Transaction fuel price, size limit [1000, Long. MAX_VALUE]

The response data is shown in the following table:

Parameter | Type Description

logs JSONObject Log information

queryRets JSONArray Query the result set

stat ContractStat Contract resource occupancy
txs TransactionEnvs[] | Transaction set

The error code is shown in the following table:

Exception Error Description

Code
INVALID_SOURCEADDRESS_E RROR 11002 Invalid source Address
INVALID_CONTRACTADDRESS _ERROR 11037 Invalid contract address
CONTRACTADDRESS_CODE_BO 11063 ContractAddress and code cannot be empty at the
TH_NULL_ERROR same time
INVALID_OPTTYPE_ERROR 11064 OptType must be between 0 and 2
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

ContractCallRequest request = new ContractCallRequest ();
request.setCode ("\"use strict\";log(undefined); function query () {_
—getBalance (thisAddress); }");

request.setFeeLimit (1000000000L) ;

request.setOptType (2);

// Call the "‘call’’ interface
ContractCallResponse response = sdk.getContractService () .call (request);
if (response.getErrorCode() == 0) {

(continues on next page)
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2T
ContractCallResult result = response.getResult();
System.out.println (JSON.toJSONString (result, true));
} else {
System.out.println ("error: " + response.getErrorDesc());
}
2.8.4.1 ContractStat
The specific information of ContractStat is shown in the following table:
Member Type | Description
applyTime Long | Receipt time
memoryUsage | Long | Memory footprint
stackUsage Long | Stack occupancy
step Long | Steps needed
2.8.4.2 TransactionEnvs
The specific information of TransactionEnvs is shown in the following table:
Member Type Description
transactionEnv | TransactionEnv | Transaction
2.8.4.3 TransactionEnv
The specific information of TransactionEnv is shown in the following table:
Member Type Description
transaction | Transactioninfo | Transaction content
trigger ContractTrigger | Contract trigger
2.8.4.4 TransactionInfo
The specific information of TransactionInfo is shown in the following table:
Member Type Description
sourceAddress | String The source account address initiating the transaction
feeLimit Long Minimum fees required for the transaction
gasPrice Long Transaction fuel price
nonce Long Transaction serial number
operations Operation[] | Operation list
2.8.4.5 ContractTrigger
The specific information of ContractTrigger is shown in the following table:
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2.8.4.6 Operation

Member Type

Description

transaction

TriggerTransaction

Trigger transactions

The specific information of Operation is shown in the following table:

Member Type Description

type Integer Operation type

sourceAddress | String The source account address initiating operations
metadata String Note

createAccount | OperationCreateAccount | Operation of creating accounts
issueAsset OperationlssueAsset Operation of issuing assets

payAsset OperationPayAsset Operation of transferring assets
payCoin OperationPayCoin Operation of sending BU
setMetadata OperationSetMetadata Operation of setting metadata
setPrivilege OperationSetPrivilege Operation of setting account privilege
log OperationLog Record logs

2.8.4.7 TriggerTransaction

The specific information of TriggerTransaction is shown in the following table:

Member

Type

Description

hash

String

Transaction hash

2.8.4.8 OperationCreateAccount

The specific information of OperationCreateAccount is shown in the following table:

Member Type Description

destAddress | String Target account address

contract Contract Contract info

priv Priv Account privilege

metadata Metadatalnfo[] | Account

initBalance Long Account assets, unit MO, 1 BU = 108 MO,

initInput String The input parameter for the init function of the contract

2.8.4.9 Contract

The specific information of Contract is shown in the following table:

Member | Type Description
type Integer | The contract language is not assigned value by default
payload String | The contract code for the corresponding language
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2.8.4.10 Metadatalnfo

The specific information of Metadatalnfo is shown in the following table:

Member | Type | Description

key String | metadata keyword
value String | metadata content
version Long | metadata version

2.8.4.11 OperationlssueAsset

The specific information of OperationlssueAsset is shown in the following table:

Member Type | Description
code String | Assets encoding
assetAmount | Long | Assets amount

2.8.4.12 OperationPayAsset

The specific information of OperationPayAsset is shown in the following table:

Member Type Description

destAddress | String The target account address to which the asset is transferred
asset AssetInfo | Account asset

input String Input parameters for the main function of the contract

2.8.4.13 OperationPayCoin

The specific information of OperationPayCoin is shown in the following table:

Member Type | Description

destAddress | String | The target account address to which the asset is transferred

buAmount Long | BU amounts to be transferred

input String | Input parameters for the main function of the contract

2.8.4.14 OperationSetMetadata

The specific information of OperationSetMetadata is shown in the following table:

Member | Type Description

key String metadata keyword
value String metadata content
version Long metadata version

deleteFlag | boolean | Whether to delete metadata

2.8.4.15 OperationSetPrivilege

The specific information of OperationSetPrivilege is shown in the following table:
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2.8.4.16 OperationLog

The specific information of OperationLog is shown in the following table:

Member | Type Description
topic String Log theme
data String[] | Log content

2.9 Transaction Services

Transaction Services provide transaction-related interfaces and currently have five interfaces: buildBlob,
evaluateFee, sign, submit, and getInfo.

2.9.1 buildBlob

The buildBlob interface is used to serialize transactions and generate transaction blob strings for network trans-
mission.

Before you can call ©buildBlob, you need to build some operations. There are
16 operations: AccountActivateOperation, AccountSetMetadataOperation,
AccountSetPrivilegeOperation, AssetIssueOperation, AssetSendOperation,
BUSendOperation, TokenIssueOperation, TokenTransferOperation,
TokenTransferFromOperation, TokenApproveOperation, TokenAssignOperation,

TokenChangeOwnerOperation, ContractCreateOperation,ContractInvokeByAssetOperation,
ContractInvokeByBUOperation, and LogCreateOperation.

The method call is as follows:

TransactionBuildBlobResponse buildBlob (TransactionBuildBlobRequest) ;

The request parameters are shown in the following table:

Pa- | Type | Description
ram-
eter
sourceAB¢tring | Required, the source account address initiating the operation
dress
nonce | Long | Required, the transaction serial number to be initiated, add 1 in the function, size limit [1,
Long.MAX_VALUE]

gasPriceLong | Required, transaction gas price, unit MO, 1 BU = 108 MO, size limit [1000,
Long.MAX_VALUE]

fee- Long | Required, the minimum fees required for the transaction, unit MO, 1 BU = 1078 MO, size limit
Limit [1, Long. MAX_VALUE]
op- Base- | Required, list of operations to be committed which cannot be empty
era- | Op-
tion era-
tion[]

ceilLeddenffeq | Optional, set a value which will be combined with the current block height to restrict transactions.
If transactions do not complete within the set value plus the current block height, the transactions
fail. The value you set must be greater than 0. If the value is set to 0, no limit is set.

meta- | String | Optional, note

data
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The response data is shown in the following table:

Parameter Type | Description
transactionBlob | String | Serialized transaction hex string
hash String | Transaction hash

The error code is shown in the following table:

Exception Error Code | Description
INVALID_SOURCEADDRESS_E RROR 11002 Invalid sourceAddress
INVALID_NONCE_ERROR 11048 Nonce must be between 1 and Long. MAX_VAL
INVALID_DESTADDRESS_ERR OR 11003 Invalid destAddress
INVALID_INITBALANCE_ERR OR 11004 InitBalance must be between 1 and Long. MAX_
SOURCEADDRESS_EQUAL_DES TADDRESS_ERROR 11005 SourceAddress cannot be equal to destAddress
INVALID_ISSUE_AMMOUNT_E RROR 11008 AssetAmount that will be issued must be betwese
INVALID_DATAKEY_ERROR 11011 The length of key must be between 1 and 1024
INVALID_DATAVALUE_ERROR 11012 The length of value must be between 0 and 256(
INVALID_DATAVERSION_ERR OR 11013 The version must be equal to or greater than 0
INVALID_MASTERWEIGHT _ERROR 11015 MasterWeight must be between 0 and (Integer.V
INVALID_SIGNER_ADDRESS _ERROR 11016 Invalid signer address
INVALID_SIGNER_WEIGHT _ERROR 11017 Signer weight must be between 0 and (Integer.V
INVALID_TX_THRESHOLD_ER ROR 11018 TxThreshold must be between 0 and Long. MAX
INVALID_OPERATION_TYPE _ERROR 11019 Operation type must be between 1 and 100
INVALID_TYPE_THRESHOLD _ERROR 11020 TypeThreshold must be between 0 and Long.M/
INVALID_ASSET_CODE _ERROR 11023 The length of key must be between 1 and 64
INVALID_ASSET_AMOUNT_ER ROR 11024 AssetAmount must be between 0 and Long. MA
INVALID_BU_AMOUNT_ERROR 11026 BuAmount must be between 0 and Long. MAX _
INVALID_ISSUER_ADDRESS _ ERROR 11027 Invalid issuer address
NO_SUCH_TOKEN_ERROR 11030 No such token
INVALID_TOKEN_NAME_ERRO R 11031 The length of token name must be between 1 an
INVALID_TOKEN_SYMBOL_ER ROR 11032 The length of symbol must be between 1 and 10
INVALID_TOKEN_DECIMALS ERROR 11033 Decimals must be between 0 and 8
INVALID_TOKEN_TOTALSUPP LY_ERROR 11034 TotalSupply must be between 1 and Long. MAX
INVALID_TOKENOWNER_ERRP R 11035 Invalid token owner
INVALID_CONTRACTADDRESS _ERROR 11037 Invalid contract address
CONTRACTADDRESS_NOT_CON TRACTACCOUNT_ERROR | 11038 ContractAddress is not a contract account
INVALID_TOKEN_AMOUNT_ER ROR 11039 Token amount must be between 1 and Long.MA
SOURCEADDRESS_EQUAL_CON TRACTADDRESS_ERROR | 11040 SourceAddress cannot be equal to contractAddr
INVALID_FROMADDRESS_ERR OR 11041 Invalid fromAddress
FROMADDRESS_EQUAL_DESTA DDRESS_ERROR 11042 FromAddress cannot be equal to destAddress
INVALID_SPENDER_ERROR 11043 Invalid spender

PAYLOAD_EMPTY_ERROR 11044 Payload cannot be empty
INVALID_LOG_TOPIC _ERROR 11045 The length of key must be between 1 and 128
INVALID_LOG_DATA _ERROR 11046 The length of value must be between 1 and 1024
INVALID_CONTRACT_TYPE_E RROR 11047 Type must be equal to or greater than 0
INVALID_NONCE_ERROR 11048 Nonce must be between 1 and Long. MAX_VAL
INVALID_ GASPRICE_ERROR 11049 GasPrice must be between 1000 and Long. MAX
INVALID_FEELIMIT_ERROR 11050 FeeLimit must be between 1 and Long. MAX_V.
OPERATIONS_EMPTY_ERROR 11051 Operations cannot be empty
INVALID_CEILLEDGERSEQ_E RROR 11052 CeilLedgerSeq must be equal or greater than 0
OPERATIONS_ONE_ERROR 11053 One of the operations cannot be resolved
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F1-8ET

Exception Error Code | Description
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize variables

String senderAddresss = "buQfnVYgXuMo3rvCEpKA6SfRrDpaz8D8A9Ea";

String destAddress = "buQsurHIM4rjLkfjzkxRIKXJI6JSu2r9xBNEwW";

Long buAmount = ToBaseUnit.BU2MO("10.9");
Long gasPrice = 1000L;

Long feelLimit = ToBaseUnit.BU2MO("0.01");
Long nonce = 1L;

// Build the sendBU operation

BUSendOperation operation = new BUSendOperation () ;
operation.setSourceAddress (senderAddresss);
operation.setDestAddress (destAddress) ;
operation.setAmount (buAmount) ;

// Initialize request parameters

TransactionBuildBlobRequest request = new TransactionBuildBlobRequest () ;
request.setSourceAddress (senderAddresss) ;

request .setNonce (nonce) ;

request.setFeelimit (feelimit) ;

request.setGasPrice (gasPrice);

request .addOperation (operation);

// Call the buildBlob interface
String transactionBlob = null;

TransactionBuildBlobResponse response = sdk.getTransactionService() .
—buildBlob (request) ;

if (response.getErrorCode() == 0) {

TransactionBuildBlobResult result = response.getResult ();

System.out .println (JSON.toJSONString (result, true));

} else {

System.out.println("error:

}

+ response.getErrorDesc());

2.9.1.1 BaseOperation

BaseOperation is the base class for all operations in the buildBlob interface. The following table describes Base-
Operation:

Member Type | Description
sourceAddress | String | Optional, source account address of the operation
metadata String | Optional, note

2.9.1.2 AccountActivateOperation

AccountActivateOperation inherits from BaseOperation, and feeLimit is currently fixed at 0.01 BU (2018.07.26).
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Member Type | Description

sourceAd- String | Optional, source account address of the operation

dress

destAddress String | Required, target account address

initBalance Long | Required, initialize the asset, unit MO, 1 BU = 10"8 MO, size (0, Long. MAX_VALUE]
metadata String | Optional, note

2.9.1.3 AccountSetMetadataOperation

AccountSetMetadataOperation is inherited from BaseOperation, and feeLimit is currently fixed at 0.01 BU
(2018.07.26).

Member Type Description

sourceAddress | String Optional, source account address of the operation
key String Required, metadata keyword, length limit [1, 1024]
value String Required, metadata content, length limit [0, 256000]
version Long Optional, metadata version

deleteFlag Boolean | Optional, whether to delete metadata

metadata String Optional, note

2.9.1.4 AccountSetPrivilegeOperation

AccountSetPrivilegeOperation inherits from BaseOperation, and feeLimit is currently fixed at 0.01 BU (2018.07.26).

Member Type Description

sourceAddress | String Optional, source account address of the operation

masterWeight | String Optional, account weight, size limit [0, (Integer. MAX_VALUE * 2L + 1)]
signers Signer([] Optional, signer weight list

txThreshold String Optional, transaction threshold, size limit [0, Long. MAX_VALUE]
typeThreshold | TypeThreshold[] | Optional, specify transaction threshold

metadata String Optional, note

2.9.1.5 AssetlssueOperation

AssetIssueOperation inherits from BaseOperation, and feeLimit is currently fixed at 50.01 BU (2018.07.26).

Member Type | Description

sourceAddress | String | Optional, source account address of the operation

code String | Required, asset code, length limit [1, 64]

assetAmount Long | Required, number of asset issues, size limit [0, Long. MAX_VALUE]
metadata String | Optional, note

2.9.1.6 AssetSendOperation

AssetSendOperation inherits from BaseOperation, and feeLimit is currently fixed at 0.01 BU (2018.07.26).
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2.9.1.7 BUSendOperation

Member Type | Description

sourceAddress | String | Optional, source account address of the operation
destAddress String | Required, target account address

code String | Required, asset code, length limit [1, 64]

issuer String | Required, account address issuing assets

assetAmount Long | Required, asset quantity, size limit [0, Long. MAX_VALUE]
metadata String | Optional, note

BUSendOperation inherits from BaseOperation, feeLimit is currently (2018.07.26) fixed at 0.01 BU.

Member Type | Description

sourceAddress | String | Optional, source account address of the operation

destAddress String | Required, target account address

buAmount Long | Required, amount of asset issued, size limit [0, Long. MAX_VALUE]
metadata String | Optional, note

2.9.1.8 Ctp10TokenlssueOperation

Ctp10TokenlssueOperation inherits from BaseOperation, and feeLimit is currently fixed at 10.08 BU (2018.07.26).

Member Type | Description

sourceAd- String | Optional, source account address of the operation

dress

initBalance Long Required, initial assets for the contract account, unit MO, 1 BU = 10"8 MO, size limit [1,
max(64)]

name String | Required, ctpl0Token name, length limit [1, 1024]

symbol String | Required, ctpl0Token symbol, length limit [1, 1024]

decimals Inte- Required, the precision of the number of ctpl0Token, size limit [0, §]

ger

supply String | Required, total supply issued by ctplOToken (without precision), size limit [1,
Long. MAX_VALUE]

metadata String | Optional, note

2.9.1.9 Ctp10TokenTransferOperation

Ctpl0TokenTransferOperation inherits from BaseOperation, and feeLimit currently (2018.07.26) is fixed at 0.02 BU.

Member Type | Description

sourceAddress String | Optional, account address holding the contract token

contractAddress | String | Required, contract account address

destAddress String | Required, target account address to which token is transferred

tokenAmount String | Required, amount of tokens to be transferred, size limit [1, Long. MAX_VALUE]
metadata String | Optional, note
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2.9.1.10 TokenTransferFromOperation

TokenTransferFromOperation inherits from BaseOperation, and feeLimit is currently fixed at 0.02 BU (2018.07.26).

Member Type | Description

sourceAddress String | Optional, source account address of the operation

contractAd- String | Required, contract account address

dress

fromAddress String | Required, source account address from which token is transferred

destAddress String | Required, target account address to which token is transferred

tokenAmount String | Required, amount of ctp10Tokens to be transferred, size limit [1, Long. MAX_VALUE]
metadata String | Optional, note

2.9.1.11 Ctp10TokenApproveOperation

Ctp10TokenApproveOperation inherits from BaseOperation, and feeLimit is currently fixed at 0.02 BU (2018.07.26).

Member Type | Description

sourceAd- String | Optional, account address holding the contract token

dress

contractAd- String | Required, contract account address

dress

spender String | Required, authorized account address

tokenAmount | String| Required, the number of authorized ctplOTokens to be transferred, size limit [1,
Long. MAX_VALUE]

metadata String | Optional, note

2.9.1.12 Ctp10TokenAssignOperation

Ctp10TokenAssignOperation inherits from BaseOperation, feeLimit is currently (2018.07.26) fixed at 0.02 BU.

Member Type | Description

sourceAddress String | Optional, account address holding the contract token

contractAddress | String | Required, contract account address

destAddress String | Required, target account address to be assigned

tokenAmount String | Required, amount of ctp10Tokens to be allocated, size limit [1, Long. MAX_VALUE]
metadata String | Optional, note

2.9.1.13 Ctp10TokenChangeOwnerOperation

Ctp10TokenChangeOwnerOperation inherits from BaseOperation, and feeLimit is currently fixed at 0.02 BU

(2018.07.26).
Member Type | Description
sourceAddress String | Optional, account address holding the contract token
contractAddress | String | Required, contract account address
tokenOwner String | Required, target account address to which token is transferred
metadata String | Optional, note
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2.9.1.14 ContractCreateOperation

ContractCreateOperation inherits from BaseOperation, and feeLimit is currently fixed at 10.01 BU (2018.07.26).

Member Type | Description
sourceAd- String | Optional, source account address of the operation
dress
initBalance Long | Required, initial asset for contract account, unit MO, 1 BU = 108 MO, size limit [1,
Long. MAX_VALUE]
type Inte- | Optional, the language of the contract, the default is O
ger
payload String | Required, contract code for the corresponding language
initInput String | Optional, the input parameters of the init method in the contract code
metadata String | Optional, note

2.9.1.15 ContractinvokeByAssetOperation

ContractInvokeByAssetOperation inherits from BaseOperation. FeeLimit requires to add fees according to the execu-
tion of the transaction in the contract. First, the transaction fee is initiated. At present the fee (2018.07.26) is 0.01BU,
and then the transaction in the contract also requires the transaction initiator to add the transaction fees.

Member Type | Description

sourceAd- String | Optional, source account address of the operation

dress

contractAd- String | Required, contract account address

dress

code String | Optional, asset code, length limit [0, 1024]; when it is empty, only the contract is trig-
gered

issuer String | Optional, the account address issuing assets; when it is null, only trigger the contract

assetAmount Long | Optional, asset quantity, size limit [0, Long. MAX_VALUE], when it is 0, only trigger
the contract

input String | Optional, the input parameter of the main() method for the contract to be triggered

metadata String | Optional, note

2.9.1.16 ContractinvokeByBUOperation

ContractInvokeByBUOperation inherits from BaseOperation. FeeLimit requires to add fees according to the execution
of the transaction in the contract. First, the transaction fee is initiated. At present the fee (2018.07.26) is 0.01BU, and
then the transaction in the contract also requires the transaction initiator to add the transaction fees.

Member Type | Description
sourceAd- String| Optional, source account address of the operation
dress
contractAd- String| Required, contract account address
dress
buAmount Long | Optional, number of asset issues, size limit [0, Long. MAX_VALUE], when it is 0 only
triggers the contract
input String| Optional, the input parameter of the main() method for the contract to be triggered
metadata String| Optional, note
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2.9.2 evaluateFee

The evaluateFee interface implements the cost estimate for the transaction.

The method call is as follows:

TransactionEvaluateFeeResponse evaluateFee (TransactionEvaluateFeeRequest);

The request parameters are shown in the following table:

Pa- Type | Description

ram-

eter

sourceAdtring | Required, the source account address issuing the operation
dress

nonce | Long

Required, transaction serial number to be initiated, size limit [1, Long. MAX_VALUE]

oper- | Base-

Required, list of operations to be committed which cannot be empty

ation | Op-
era-
tion|]
sign- | Inte- | Optional, the number of people to sign, the default is 1, size limit [1, Integer. MAX_VALUE]
tureNumger
ber
ceilLedgbrSeg | Optional, set a value which will be combined with the current block height to restrict transactions.

If transactions do not complete within the set value plus the current block height, the transactions
fail. The value you set must be greater than 0. If the value is set to 0, no limit is set.

meta- | String
data

Optional, note

The response data is shown in the following table:

Parameter | Type Description
txs TestTx[] | Evaluation transaction set

The error code is shown in the following table:

Exception Error Description

Code
INVALID_SOURCEADDRESS E 11002 Invalid source Address
RROR
INVALID_NONCE_ERROR 11045 Nonce must be between 1 and Long. MAX_VALUE
OPERATIONS_EMPTY_ERROR 11051 Operations cannot be empty
OPERATIONS_ONE_ERROR 11053 One of operations cannot be resolved
INVALID_SIGNATURENUMBER 11054 SignagureNumber must be between 1 and Inte-
_ERROR ger MAX_VALU E
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize variables
String senderAddresss = "buQnnUEBREw2hB6pWHGPzwanX7d28xk6KVcp";

(continues on next page)
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String destAddress = "buQfnVYgXuMo3rvCEpKA6SfRrDpaz8D8A9Ea";
Long buAmount = ToBaseUnit.BU2MO("10.9");

Long gasPrice = 1000L;

Long feelLimit = ToBaseUnit.BU2MO("0.01");

Long nonce = 51L;

// Build the sendBU operation

BUSendOperation buSendOperation = new BUSendOperation();
buSendOperation.setSourceAddress (senderAddresss) ;
buSendOperation.setDestAddress (destAddress) ;
buSendOperation.setAmount (buAmount) ;

// Initialize request parameters for transaction evaluation

TransactionEvaluateFeeRequest request = new TransactionEvaluateFeeRequest () ;
request .addOperation (buSendOperation) ;

request.setSourceAddress (senderAddresss) ;

request.setNonce (nonce) ;

request.setSignatureNumber (1) ;
request.setMetadata (HexFormat .byteToHex ("evaluate fees".getBytes()));

// Call the evaluateFee interface

TransactionEvaluateFeeResponse response = sdk.getTransactionService() .
—evaluateFee (request) ;

if (response.getErrorCode () == 0) {

TransactionEvaluateFeeResult result = response.getResult ();
System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.9.2.1 TestTx

The specific information of TestTx is shown in the following table:

Member Type Description
transactionEnv | TestTransactionFees | Assess transaction costs

2.9.2.2 TestTransactionFees

The specific information of TestTransactionFees is shown in the following table:

Member Type Description
transactionFees | TransactionFees | Transaction fees

2.9.2.3 TransactionFees

The specific information of TransactionFees is shown in the following table:
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Member | Type | Description
feeLimit | Long | Minimum fees required for the transaction
gasPrice | Long | Transaction gas price

2.9.3 sign

The sign interface is used to implement the signature of the transaction.

The method call is as follows:

TransactionSignResponse sign (TransactionSignRequest) ;

The request parameters are shown in the following table:

Parameter | Type Description
blob String Required, pending transaction blob to be signed
privateKeys | String[] | Required, private key list

The response data is shown in the following table:

Parameter | Type Description
signatures Signature | Signed data list

The error code is shown in the following table:

Exception Error Code | Description
INVALID_BLOB_ERROR 11056 Invalid blob
PRIVATEKEY_NULL_ERROR | 11057 PrivateKeys cannot be empty
PRIVATEKEY_ONE_ERROR 11058 One of the privateKeys is invalid
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

String issuePrivateKey = "privbyQCRp7DLgKtRFCgKQJr8lTurTgGeUKXMMtGAMPG3abcMIXHIWvg";
String []signerPrivateKeyArr = {issuePrivateKey};

String transactionBlob =
—"0A246275516E6E5545425245773268423670574847507A77616E5837643238786B364B566370102118C0

”.
"

TransactionSignRequest request = new TransactionSignRequest ();
request.setBlob (transactionBlob) ;
for (int i = 0; i < signerPrivateKeyArr.length; i++) {

request.addPrivateKey (signerPrivateKeyArr[i]);

}

TransactionSignResponse response = sdk.getTransactionService () .sign(request);
if (0 == response.getErrorCode()) {

System.out.println (JSON.toJSONString (response.getResult (), true));

lelse(

System.out.println("error: " + response.getErrorDesc());

}

2.9. Transaction Services 57

43D20E8073A5¢



bubi Documentation, % 7 1.0.0

2.9.3.1 Signature

The specific information of signature is shown in the following table:

Member | Type | Description
signData Long | Data signed
publicKey | Long | Public key

2.9.4 submit

The submit interface is used to implement the submission of the transaction.

The method call is as follows:

TransactionSubmitResponse submit (TransactionSubmitRequest) ;

The request parameters are shown in the following table:

Parameter | Type Description
blob String Required, transaction blob
signature Signature[] | Required, signature list

The response data is shown in the following table:

Parameter | Type | Description
hash String | Transaction hash

The error code is shown in the following table:

Exception Error Code | Description
INVALID_BLOB_ERROR 11056 Invalid blob
SIGNATURE_EMPTY_ERROR | 11067 The signatures cannot be empty
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
String transactionBlob =
—"0A246275516E6E5545425245773268423670574847507A77616E5837643238786B364B566370102118C0

Signature signature = new Signature () ;
signature.setSignData (
—"D2B5E3045F2C1B7D363D4F58C1858C30ABBBBOF41E4B2E18AF680553CA9C3689078E215C097086E47A43
")

signature.setPublicKey (
—"b0011765082a9352e04678e£38d38046dc01306edef676547456c0c23e270aaed7f£fe9e31477");
TransactionSubmitRequest request = new TransactionSubmitRequest () ;
request.setTransactionBlob (transactionBlob) ;

request.addSignature (signature) ;

// Call the submit interface

(continues on next page)
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(& ET)

TransactionSubmitResponse response = sdk.getTransactionService () .submit (request);
if (0 == response.getErrorCode()) { // Committed transactions successfully
System.out.println (JSON.toJSONString (response.getResult (), true));

} else{

System.out.println("error: " + response.getErrorDesc());

}

2.9.5 getinfo

The get Info interface is used to implement query transactions based on transaction hashes.

The method call is as follows:

TransactionGetInfoResponse getInfo (TransactionGetInfoRequest);

The request parameters are shown in the following table:

Parameter | Type | Description
hash String | Transaction hash

The response data is shown in the following table:

Parameter | Type Description
totalCount Long Total number of transactions returned
transactions | TransactionHistory [] | Transaction content

The error code is shown in the following table:

Exception Error Code | Description
INVALID_HASH_ERROR 11055 Invalid transaction hash
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

String txHash = "1653f54fbball34f7e35aceed49592a7c29384dal0£f2£629c9%9a214f6e54747705";
TransactionGetInfoRequest request = new TransactionGetInfoRequest () ;
request.setHash (txHash) ;

// Call the getInfo interface

TransactionGetInfoResponse response = sdk.getTransactionService () .getInfo(request);
if (response.getErrorCode () == 0) {

System.out .println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}
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2.9.5.1 TransactionHistory

The specific information of TransactionHistory is shown in the following table:

Member Type Description

actualFee String Actual transaction cost
closeTime | Long Transaction closure time
errorCode | Long Transaction error code
errorDesc String Transaction description
hash String Transaction hash
ledgerSeq | Long Block serial number
transaction | Transactionlnfo | List of transaction contents
signatures | Signature[] Signature list

txSize Long Transaction size

2.10 Block Services

Block services provide block-related interfaces. There are currently 11 interfaces: getNumber, checkStatus,
getTransactions, getInfo, getLatestInfo, getValidators, getLatestValidators,
getReward, getLatestReward, getFees and getLatestFees.

2.10.1 getNumber

The getNumber interface is used to query the latest block height.

The method call is as follows:

BlockGetNumberResponse getNumber () ;

The response data is shown in the following table:

Parameter Type Description
header BlockHeader | Block head
blockNumber | Long The latest block height,corresponding to the underlying field sequence

The error code is shown in the following table:

Exception Error Code | Description
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Call the getNumber interface

BlockGetNumberResponse response = sdk.getBlockService () .getNumber ();
if (0 == response.getErrorCode()) {

System.out.println (JSON.toJSONString (response.getResult (), true));
lelse(

System.out.println("error: " + response.getErrorDesc());

}
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2.10.2 checkStatus

The checkStatus interface is used to check if the local node block is synchronized.

The method call is as follows:

BlockCheckStatusResponse checkStatus();

The response data is shown in the following table:

Parameter Type Description
isSynchronous | Boolean | Whether the block is synchronized

The error code is shown in the following table:

Exception Error Code | Description
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Call the checkStatus interface

BlockCheckStatusResponse response = sdk.getBlockService () .checkStatus();
if (0 == response.getErrorCode ()) {

System.out.println (JSON.toJSONString (response.getResult (), true));
telse(

System.out.println("error: " + response.getErrorDesc());

}

2.10.3 getTransactions

The getTransactions interface is used to query all transactions at the specified block height.

The method call is as follows:

BlockGetTransactionsResponse getTransactions (BlockGetTransactionsRequest) ;

The request parameter is shown in the following table:

Parameter Type | Description
blockNumber | Long | Required, the height of the block to be queried must be greater than 0

The response data is shown in the following table:

Parameter | Type Description
totalCount Long Total number of transactions returned
transactions | TransactionHistory[] | Transaction content

The error code is shown in the following table:
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Exception Error Code | Description
INVALID_BLOCKNUMBER_ERROR | 11060 BlockNumber must be greater than 0
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters

Long blockNumber = 617247L;// Block 617247

BlockGetTransactionsRequest request =
request.setBlockNumber (blockNumber) ;

// Call the getTransactions interface
BlockGetTransactionsResponse response
—getTransactions (request) ;

if (0 == response.getErrorCode()) {

new BlockGetTransactionsRequest ();

sdk.getBlockService() .

System.out.println (JSON.toJSONString (response.getResult (), true));

lelse(

System.out.println("error: " + response.getErrorDesc());

}

2.10.4 getinfo

The get Info interface is used to obtain block information.

The method call is as follows:

BlockGetInfoResponse getInfo (BlockGetInfoRequest) ;

The request parameter is shown in the following table:

Parameter Type | Description

blockNumber | Long | Required, the height of the block to be queried

The response data is shown in the following table:

Parameter | Type | Description

closeTime | Long | Block closure time
number Long | Block height

txCount Long | Total transactions amount
version String | Block version

The error code is shown in the following table:

Exception Error Code | Description
INVALID_BLOCKNUMBER_ERROR | 11060 BlockNumber must be greater than 0
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:
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// Initialize request parameters
BlockGetInfoRequest request = new BlockGetInfoRequest ();
request .setBlockNumber (629743L) ;

// Call the getInfo interface

BlockGetInfoResponse response = sdk.getBlockService().getInfo(request);
if (response.getErrorCode() == 0) {

BlockGetInfoResult result = response.getResult();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.10.5 getLatestinfo

The getLatestInfo interface is used to get the latest block information.

The method call is as follows:

BlockGetLatestInfoResponse getLatestInfol();

The response data is shown in the following table:

Parameter | Type | Description
closeTime | Long | Block closure time

number Long | Block height,corresponding to the underlying field seq
txCount Long | Total transactions amount
version String | Block version

The error code is shown in the following table:

Exception Error Code | Description
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Call the getLatestInfo interface

BlockGetLatestInfoResponse response = sdk.getBlockService () .getLatestInfol();
if (response.getErrorCode () == 0) {

BlockGetLatestInfoResult result = response.getResult ();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.10.6 getValidators

The getValidators interface is used to get the number of all the authentication nodes in the specified block.

The method call is as follows:
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BlockGetValidatorsResponse getValidators (BlockGetValidatorsRequest) ;

The request parameter is shown in the following table:

Parameter Type | Description
blockNumber | Long | Required, the height of the block to be queried must be greater than 0

The response data is shown in the following table:

Parameter | Type Description
validators ValidatorInfo[] | Validators list

The error code is shown in the following table:

Exception Error Code | Description
INVALID_BLOCKNUMBER_ERROR | 11060 BlockNumber must be greater than 0
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
BlockGetValidatorsRequest request = new BlockGetValidatorsRequest ();
request.setBlockNumber (629743L) ;

// Call the getValidators interface

BlockGetValidatorsResponse response = sdk.getBlockService().getValidators (request);
if (response.getErrorCode () == 0) {

BlockGetValidatorsResult result = response.getResult();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.10.6.1 Validatorinfo

The specific information of ValidatorInfo is shown in the following table:

Member Type | Description
address String | Consensus node address
plegeCoinAmount | Long | Validators’ deposit

2.10.7 getLatestValidators

The getLatestValidators interface is used to get the number of all validators in the latest block.

The method call is as follows:

BlockGetLatestValidatorsResponse getLatestValidators();
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The response data is shown in the following table:

Parameter | Type Description
validators ValidatorInfo[] | Validators list

The error code is shown in the following table:

Exception Error Code | Description
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Call the getlLatestValidators interface
BlockGetLatestValidatorsResponse response = sdk.getBlockService() .
—getLatestValidators () ;

if (response.getErrorCode() == 0) {

BlockGetLatestValidatorsResult result = response.getResult();
System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.10.8 getReward

The getReward interface is used to retrieve the block reward and valicator node rewards in the specified block. The

method call is as follows:

BlockGetRewardResponse getReward(BlockGetRewardRequest) ;

The request parameters are shown in the following table:

Parameter

Type | Description

blockNumber

Long | Required, the height of the block to be queried must be greater than 0

The response data is shown in the following table:

Parameter Type Description

blockReward Long Block rewards

validatorsReward | ValidatorReward[] | Validators rewards

The error code is shown in the following table:

Exception Error Code | Description
INVALID_BLOCKNUMBER_ERROR | 11060 BlockNumber must be greater than 0
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:
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// Initialize request parameters
BlockGetRewardRequest request = new BlockGetRewardRequest () ;
request .setBlockNumber (629743L) ;

// Call the getReward interface

BlockGetRewardResponse response = sdk.getBlockService () .getReward (request);
if (response.getErrorCode() == 0) {

BlockGetRewardResult result = response.getResult();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.10.8.1 ValidatorReward

The specific information of ValidatorReward is shown in the following table:

Member | Type | Description
validator | String | Validator address
reward Long | Validator reward

2.10.9 getLatestReward

The getLatestReward interface gets the block rewards and validator rewards in the latest block. The method call
is as follows:

BlockGetLatestRewardResponse getLatestReward() ;

The response data is shown in the following table:

Parameter Type Description
blockReward Long Block rewards
validatorsReward | ValidatorReward[] | Validator rewards

The error code is shown in the following table:

Exception Error Code | Description
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Call the getLatestReward interface

BlockGetLatestRewardResponse response = sdk.getBlockService () .getLatestReward();
if (response.getErrorCode () == 0) {

BlockGetLatestRewardResult result = response.getResult ();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}
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2.10.10 getFees

The getFees interface gets the minimum asset limit and fuel price of the account in the specified block.

The method call is as follows:

BlockGetFeesResponse getFees (BlockGetFeesRequest) ;

The request parameter is shown in the following table:

Parameter Type | Description
blockNumber | Long | Required, the height of the block to be queried must be greater than 0

The response data is shown in the following table:

Parameter | Type | Description
fees Fees | Fees

The error code is shown in the following table:

Exception Error Code | Description
INVALID_BLOCKNUMBER_ERROR | 11060 BlockNumber must be greater than 0
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Initialize request parameters
BlockGetFeesRequest request = new BlockGetFeesRequest ();
request.setBlockNumber (629743L) ;

// Call the getFees interface

BlockGetFeesResponse response = sdk.getBlockService () .getFees (request) ;
if (response.getErrorCode() == 0) {

System.out .println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.10.10.1 Fees

The specific information of Fees is shown in the following table:

Member Type | Description
baseReserve | Long | Minimum asset limit for the account
gasPrice Long | Transaction fuel price, unit MO, 1 BU = 108 MO

2.10.11 getLatestFees

The getLatestFees interface is used to obtain the minimum asset limit and fuel price of the account in the latest
block.
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The method call is as follows:

BlockGetLatestFeesResponse getlLatestFees();

The response data is shown in the following table:

Parameter | Type | Description
fees Fees | Fees
The error code is shown in the following table:
Exception Error Code | Description
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

The specific example is as follows:

// Call the getLatestFees interface
BlockGetLatestFeesResponse response =
if (response.getErrorCode() == 0) {

sdk.getBlockService () .getLatestFees();

System.out.println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

2.11 Error Code

The following table describes the error messages that may appear.
Exception Error code | Description
ACCOUNT_CREATE_ERROR 11001 Failed to create the account
INVALID_SOURCEADDRESS _ERROR 11002 Invalid source Address
INVALID_DESTADDRESS_E RROR 11003 Invalid destAddress
INVALID_INITBALANCE_E RROR 11004 InitBalance must be between 1 and Long. MAX _
SOURCEADDRESS_EQUAL_D ESTADDRESS_ERROR 11005 SourceAddress cannot be equal to destAddress
INVALID_ADDRESS_ERROR 11006 Invalid address
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
INVALID_ISSUE_AMOUNT _ERROR 11008 Amount of the token to be issued must be betwec
NO_ASSET_ERROR 11009 The account does not have the asset
NO_METADATA_ERROR 11010 The account does not have the metadata
INVALID_DATAKEY_ERROR 11011 The length of key must be between 1 and 1024
INVALID_DATAVALUE_ERR OR 11012 The length of value must be between 0 and 2560
INVALID_DATAVERSION_E RROR 11013 The version must be equal to or greater than 0
INVALID MASTERWEIGHT ERROR 11015 MasterWeight must be between 0 and (Integer.M
INVALID_SIGNER_ADDRES S_ERROR 11016 Invalid signer address
INVALID_SIGNER_WEIGHT _ ERROR 11017 Signer weight must be between 0 and (Integer.M
INVALID_TX_THRESHOLD _ERROR 11018 TxThreshold must be between 0 and Long. MAX
INVALID_OPERATION_TYP E_ERROR 11019 Operation type must be between 1 and 100
INVALID_TYPE_THRESHOL D_ERROR 11020 TypeThreshold must be between 0 and Long. M A
INVALID_ASSET _CODE_ER ROR 11023 The length of key must be between 1 and 64
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Fo-sL LT
Exception Error code | Description
INVALID_ASSET_AMOUNT _ERROR 11024 AssetAmount must be between 0 and Long. MA?

INVALID_BU_AMOUNT_ERR OR 11026 BuAmount must be between 0 and Long. MAX _
INVALID_ISSUER_ADDRES S_ERROR 11027 Invalid issuer address
NO_SUCH_TOKEN_ERROR 11030 No such token

INVALID_TOKEN_NAME_ER ROR 11031 The length of token name must be between 1 anc
INVALID_TOKEN_SIMBOL _ERROR 11032 The length of symbol must be between 1 and 10
INVALID_TOKEN_DECIMAL S_ERROR 11033 Decimals must be between 0 and 8
INVALID_TOKEN_TOTALSU PPLY ERROR 11034 TotalSupply must be between 1 and Long. MAX_
INVALID_TOKENOWNER_ER RPR 11035 Invalid token owner
INVALID_CONTRACTADDRE SS_ERROR 11037 Invalid contract address
CONTRACTADDRESS_NOT_C ONTRACTACCOUNT_ERROR | 11038 contractAddress is not a contract account
INVALID_TOKEN_AMOUNT _ERROR 11039 TokenAmount must be between 1 and Long. MA.
SOURCEADDRESS_EQUAL_C ONTRACTADDRESS_ERROR | 11040 SourceAddress cannot be equal to contractAddre
INVALID_FROMADDRESS_E RROR 11041 Invalid fromAddress
FROMADDRESS_EQUAL_DES TADDRESS_ERROR 11042 FromAddress cannot be equal to destAddress
INVALID_SPENDER_ERROR 11043 Invalid spender

PAYLOAD_EMPTY_ERROR 11044 Payload cannot be empty
INVALID_LOG_TOPIC_ERR OR 11045 The length of one log topic must be between 1 ar
INVALID_LOG_DATA_ERRO R 11046 The length of one piece of log data must be betw
INVALID_CONTRACT_TYPE _ERROR 11047 Invalid contract type
INVALID_NONCE_ERROR 11048 Nonce must be between 1 and Long. MAX_VAL
INVALID_GASPRICE_ERRO R 11049 GasPrice must be between 1000 and Long. MAX
INVALID_FEELIMIT_ERRO R 11050 FeeLimit must be between 1 and Long. MAX_V/
OPERATIONS_EMPTY_ERRO R 11051 Operations cannot be empty
INVALID_CEILLEDGERSEQ _ERROR 11052 CeilLedgerSeq must be equal to or greater than (
OPERATIONS_ONE_ERROR 11053 One of the operations cannot be resolved
INVALID_SIGNATURENUMB ER_ERROR 11054 SignagureNumber must be between 1 and Intege
INVALID_HASH_ERROR 11055 Invalid transaction hash
INVALID_BLOB_ERROR 11056 Invalid blob

PRIVATEKEY_NULL_ERROR 11057 PrivateKeys cannot be empty
PRIVATEKEY_ONE_ERROR 11058 One of privateKeys is invalid
PUBLICKEY_NULL_ERROR 11061 PublicKey cannot be empty
URL_EMPTY_ERROR 11062 Url cannot be empty
CONTRACTADDRESS_CODE _BOTH_NULL_ERROR 11063 ContractAddress and code cannot be empty at th
INVALID_OPTTYPE_ERROR 11064 OptType must be between 0 and 2
GET_ALLOWANCE_ERROR 11065 Failed to get allowance
GET_TOKEN_INFO_ERROR 11066 Failed to get the token info
SIGNATURE_EMPTY_ERROR 11067 The signatures cannot be empty
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTN_BLOCKCHAIN_E RROR 19999 Failed to connect to the blockchain
SYSTEM_ERROR 20000 System error

2.11. Error Code
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CHAPTER 3

API Guide for Exchanges

3.1 Overview

This document is for exchanges to install the BUMO node, and use the BUMO SDK.

3.2 BUMO Node Installation

Support for most operating systems such as Ubuntu, Centos, etc. It is recommended to use Ubuntu 14.04 or Centos 7.
This example uses Ubuntu 14.04 as an example of a node installation.

3.2.1 Installing Dependencies

You need to install the dependencies required by the system before compiling the source code for BUMO. To install
dependencies, you need to complete the following steps:

1. Input the following command to install aut omake.

sudo apt-get install automake ‘

2. Input the following command to install autoconf.

sudo apt-get install autoconf ‘

3. Input the following command to install 1ibtool.

sudo apt-get install libtool ‘

4. Input the following command to install g++.

sudo apt-get install g++ ‘
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5. Input the following command to install 1ibssl-dev.

’sudo apt—-get install libssl-dev

6. Input the following command to install cmake.

’sudo apt—-get install cmake

7. Input the following command to install 1ibbz2-dev.

sudo apt-get install libbz2-dev

8. Input the following command to install python.

sudo apt-get install python

9. Input the following command to install unzip.

sudo apt-get install unzip

3.2.2 Compiling Source Code

The source code of BUMO can be compiled after the dependencies are successfully installed. If git is not installed,
you can install git with the sudo apt-get install git command. To compile the source code of BUMO,
you need to complete the following steps:

1. Download the BUMO source code file by inputting the following command in the root directory.

git clone https://github.com/bumoproject/bumo.git

rootBubuntu:-# git clone https:/ github.com/bumopro ject bumo.git
loning into "bumo’ ...
remote: Counting objects: ZZ085, done.
iremote: Compressing objects: 100x (265.265), done.
remote: Total 22085 (delta 200), reused 232 (delta 87), pack-reused 21695

Receiving objects: 100y (Z2085-22085), 185.05 MiB i 432.00 Kibr=, done.
Resolving deltas: 100z (10447.10447), done.

hecking commectivity... done.

hecking out files: 100x (13744-13744), done.

EME: The bumo/ directory will be created automatically during the BUMO source code being downloaded, and the
source code files will be stored in this directory.

2. Input the following command to enter the directory where the source code files are located.

‘cd /bumo/build/

3. Input the following command to download the dependencies and initialize the development environment.

‘./installfbuildfdepsflinux.sh

4. Input the following command to return to the bumo/ directory.

‘cd ./

5. Input the following command to complete the compilation of the BUMO source code. The message below shows
that the compilation is successful.
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make

ake[31: Leaving directory " bumobuild,linux’
usr-binscmake —E cmake_progress_report ~bumo.build-slinux/CMakeFiles 123456 7 89

[100/]1 Built target bumo

ake[21: Leaving directory /bumobuild,linux’
usr-binscmake —-E cmake_progress_start /bumosbuildrslinux-CMakeFiles 0
ake[11: Leaving directory "~bumosbuild/linux’

JEf#: The executable files bumo and bumod generated after compilation are stored in the /bumo/bin directory.

3.2.3 Installing the BUMO Node

The BUMO node can be installed after the compilation is completed. To install the BUMO node, you need to complete
the following steps:

1. Input the following command to enter the installation directory.

cd /bumo/

2. Input the following command to complete the installation. The message below shows that the installation is
successful.

’make install ‘

lsudo mkdir -p susrrlocalsbuchain/coredump:

ake[11: Leaving directory " bumorbuild.linux’

TEA:

* By default the service is installed in the /usr/local/buchain/ directory.

 After the installation is complete, you can start the bumo service with the service bumo start command
without additional configuration.

* After installing the BUMO node, the directory structure in the buchain/ directory is as follows:

Directory | Description

bin The directory stores the executable file (compiled bumo executable)
jslib The directory stores the third-party js library

config The configuration file directory contains: bumo.json

data The database directory stores account ledger data

scripts The directory stores scripts to start and stop the node

log The directory stores logs

3.2.4 Changing the Operating Environment

You need to stop the BUMO service before changing the operating environment of BUMO. You can modify it by
following the steps below:

1. Input the following command to enter the configuration file directory.
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cd /usr/local/buchain/config/

TERE:
The following runtime environment configuration files are provided in this directory.

¢ Bumo-mainnet.json (This file is the configuration file of the main network environment, which is applied in the
production environment)

* bumo-testnet.json (This file is the configuration file applied in the test network environment)

* bumo-single.json (This file is the configuration file applied in the single-node debugging environment)

2. Change the configuration file (bumo.json) of the current running environment to another name, for example:

’mv bumo. json bumoprevious. json

3. Change the environment configuration file to be run to bumo.json, for example:

’mv bumo-mainnet.json bumo. json

HEf#:

¢ In this example, the main network environment is set to the running environment.

 After changing the operating environment, you need to clear the database to restart the bumo service.

3.3 DevOps Services

How to start, stop, query the service and the system, as well as how to clear the database are described in this section.
Starting BUMO Service

Input the following command to start the bumo service.

service bumo start

Stopping BUMO Service

Input the following command stop the bumo service.

service bumo stop

Querying BUMO Service Status

Input the following command to query the bumo service.

’service bumo status

Querying System Status

Input the following command to query the detailed status of the system:
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curl 127.0.0.1:19333/getModulesStatus

The following response message is received:

{

"glue_manager": {

"cache_topic_size":0,
"ledger_upgrade": {
"current_states":null,
"local_state":null

}I

"system": {

"current_time":"2017-07-20 10:32:22", //Current system time
"process_uptime":"2017-07-20 09:35:06", //When bumo was started
"uptime":"2017-05-14 23:51:04"

}I

"time":"0 ms",

"transaction_size":0

}I

"keyvalue_db":0bject{...},
"ledger_db":0bject{...},
"ledger_manager": {
"account_count":2316, //Total accounts
"hash_type":"sha256",
"ledger_sequence":12187,

"time":"0 ms",

"tx_count":1185 //Total transactions
}I

"peer_manager":0bject{...},

"web server":0bject{...},

3.3.1 Clearing Database

You need to stop the BUMO service before clearing the data. To clear the database, you need to complete the following
steps:

1. Input the following command to enter the bumo service directory.

’/usr/local/buchain/bin

2. Input the following command to clear the database.

’./bumo ——dropdb

TEf#: After the database is successfully cleared, you can see the information shown below.

[2018-07-18 18:02:08.440 - INF] <7F6CC18C18CO> main.cpp(153):Initialize db succes
sful

[2018-07-18 18:02:08.440 - INF] <7F6CC18C18CO> main.cpp(156):Drop db successfully
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3.4 JAVA SDK Usage

The use of the JAVA SDK includes Generating Addresses for Users to Recharge, Checking the Legality of Account
Addresses, and Asset Transactions.

3.4.1 Generating Addresses for Users to Recharge

The exchange needs to generate an address for each user to recharge. The exchange can create the user’s address to
recharge through Keypair.generator () provided in Bumo-sdk-java. The specific example is as follows:

/%%

* Generate an account private key, public key and address
*/
@Test
public void createAccount () {
Keypair keypair = Keypair.generator();
System.out .println (JSON.toJSONString (keypair, true));

The return value is shown below:

"address" : "buQsG8XBSNSR5xzpRzRACTONgxL5SMr2fenF" ,

"privateKey":"privbyzj3bKdsB8SkVGmfp77IM2CZ4bsHei38GkSUHXx3nHhApuGxtVvo",
"publicKey":"b@012adcleab24afdb266eb6T0341c893cfT92aaefd4dbc9e21d645f6acch48e6834b6336eb56"

3.4.2 Checking the Legality of Account Addresses

Check the validity of the account address by the code shown below.

/ **

* Check whether the account address is valid

*/
@Test
public void checkAccountAddress () {
String address = "buQemmMwmRQY1JkcU7w3nhruoX5N3j6C29%uo";
AccountCheckValidRequest accountCheckValidRequest = new,_

—AccountCheckValidRequest () ;
accountCheckValidRequest.setAddress (address) ;

AccountCheckValidResponse accountCheckValidResponse = sdk.getAccountService() .
—checkValid (accountCheckValidRequest) ;
if (0 == accountCheckValidResponse.getErrorCode()) {
System.out.println (accountCheckValidResponse.getResult () .isValid());
} else {

System.out.println (JSON.toJSONString (accountCheckValidResponse, true));

R

e If the return value is true, the account address is legal.
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« If the return value is false, the account address is illegal.

3.4.3 Asset Transactions

In the BUMO network, a block is generated every 10 seconds, and each transaction only needs one confirmation to
get its final state. In this section, we will introduce Detecting User Recharging, Withdrawing or Transferring BU by
Users and Querying Transactions.

3.4.3.1 Detecting User Recharging
The exchange needs to monitor block generation, and then parse the transaction records in the block to confirm the
user’s recharge behavior. The specific steps are as follows:
1. Make sure that the node block status is normal.
2. Analyze the transactions contained in the block (for parsing methods, see parsing transactions in the block).
3. Record the results after parsing.
Viewing the Block Status

View the block status by the code shown below.

[ * %
* Check whether the connected node is synchronous in the blockchain
*/
@Test
public void checkBlockStatus () {
BlockCheckStatusResponse response = sdk.getBlockService () .checkStatus();
System.out.println (response.getResult () .getSynchronous());
}
T fig:

¢ If the return value is true, the block is normal.

¢ If the return value is false, the block is abnormal.

Parsing Transactions in the Block
The exchange can query the transactions in the block according to the block height, and then analyze each transaction.

Example of request:

/ **

x Detect user recharge operations
* <p>
x*Detect user recharge actions by parsing transactions in the block
*/
@Test
public void getTransactionOfBolck () {
Long blockNumber = 617247L;// Block 617247

(continues on next page)
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BlockGetTransactionsRequest request = new BlockGetTransactionsRequest ();
request .setBlockNumber (blockNumber) ;
BlockGetTransactionsResponse response = sdk.getBlockService() .
—getTransactions (request) ;
if (0 == response.getErrorCode()) {
System.out.println (JSON.toJSONString (response, true));
} else {
System.out.println("Failure\n" + JSON.toJSONString (response, true));
}
//Detect whether an account has recharged BU
// Analyze transactions[n].transaction.operations[n].pay_coin.dest_address

// Note:
// Operations are arrays, there may be multiple transfer operations

The response message is shown below:

{

"total_count": 1,
"transactions": [{
"close_time": 1524467568753121,
"error_code": 0,
"error_desc": "",
"hash": "89402813097402d1983c178c5ec271¢c6890db40c3beb9f06db71c8d52dab6c86™,
"ledger_seq": 33063,
"signatures": [{

"public_key":
—"b001db£f0942450£5601e39aclf7223e332fe0324£f1f91ecl6c286258cabad6dd29f6ef9bf93b",

"sign_data":
—"668984fc7ded2dd30d87a1577£78eeb34d2198de3485beldeab6d9call8f2laa2lb2e046lad8fedefclab

n
—

1,

"transaction": {
"fee_limit": 1000000,
"gas_price": 1000,

"metadata": "333133323333",
"nonce": 25,
"operations": [{
"pay_coin": {
"amount": 3000,
"dest_address": "buQctxUa367fjw9jegzMVvdux5eCdEhX18ME"
}I
"type": 7
}]I
"source_address": "buQhP7pzmjoRsNG7AKkhfNxiWd7HuYsYnLadx"

H

Details on the response message:

total_count The total number of transactions (generally 1)

transactions Query the transaction object in the block; the array size is the total_
—number of transactions in the block

|__ actual_fee Transaction fees in MO

b4221d346b40:

(continues on next page)
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(ZETD)
|__close_time Transaction time
|__error_code Transaction status, 0 indicates success, otherwise, failure
|__error_desc Transaction status information
|__hash Transaction hash
|___ledger_seq Block height
|__signatures Signature information
|__public_key Public key for the signer
|__sign_data Signature data for the signer
|__transaction Signature object
|_ fee_limit Minimum fee, in MO
|_gas_price Gas price in MO
| __metadata Metadata for the transaction
|_nonce Transactions in the original account
|__operations Operation objects (multiple objects supported)
|__pay_coin Operation type: built-in token
|__amount Amount of BU transferred, in MO
|__dest_address Recipient address
|__type Operation type: 7 stands for built-in token transfer

source_address Source account address

TEfR:

* For how to use Bumo-sdk-java, visit the following link:
https://github.com/bumoproject/bumo-sdk-java/tree/release2.0.0
* For the example of API guide for the exchange, visit the following link:

https://github.com/bumoproject/bumo-sdk-java/blob/release2.0.0/examples/src/main/java/io/bumo/sdk/
example/ExchangeDemo.java

3.4.3.2 Withdrawing or Transferring BU by Users

For BU withdrawal operations, refer to the transfer example provided by bumo-sdk-java as follows:

/[ **
* Send a transaction of sending bu
*
* @throws Exception
*/
@Test

public void sendBu() throws Exception {
// Init variable
// The account private key to send bu
String senderPrivateKey =
—"privbyQCRp7DLgKtRFCgKQJr81TurTqGOoUKXMMt GAmMPG3abcMOXHjWvg" ;
// The account address to receive bu
String destAddress = "buQswSaKDACkrFsnPlwcVsLAUzXQsemauE";
// The amount to be sent
Long amount = ToBaseUnit.BU2MO("0.01");
// The fixed write 1000L, the unit is MO
Long gasPrice = 1000L;
// Set up the maximum cost 0.01BU

(continues on next page)
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Long feelLimit = ToBaseUnit.BU2MO("0.01");
// Transaction initiation account's nonce + 1
Long nonce = 1L;

// Record txhash for subsequent confirmation of the real result of the,
—transaction.

// After recommending five blocks, call again through txhash "Get the_
—transaction information

// from the transaction Hash' (see example: getTxByHash ()) to confirm the
—final result of the transaction

String txhash = sendBu(senderPrivateKey, destAddress, amount, nonce, gasPrice,
— feelLimit);

HEf#:

* Record the hash value of the BU withdrawal operation to view the final result of the BU withdrawal operation
* The current (2018-04-23) lowest value of gasPrice is 1000MO
e It is recommended to fill in 1000000 MO for feeLimit, which equals to 0.01BU

3.4.3.3 Querying Transactions

The final result of the BU withdrawal operation can be queried by the hash value returned when the BU withdrawal
operation is initiated.

The call example is as follows:

/ **
* Get transaction information based on the transaction Hash
*/
@Test
public void getTxByHash () {
String txHash
—"fba9c3f73705ca3eb865c7ec2959¢c300bd27534509796£fd50b208b0576ab155d95";

TransactionGetInfoRequest request = new TransactionGetInfoRequest () ;
request.setHash (txHash) ;
TransactionGetInfoResponse response = sdk.getTransactionService() .
—getInfo (request);
if (0 == response.getErrorCode()) {
System.out .println (JSON.toJSONString (response, true));
} else {

System.out.println("Failure\n" + JSON.toJSONString(response, true));

public static void queryTransactionByHash (BcQueryService queryService) {
String txHash = "";

TransactionHistory tx = queryService.getTransactionHistoryByHash (txHash);
System.out.println(tx);

(continues on next page)
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Note:
— When the number of tx.totalCount is greater than or equal to 1, the transaction,
—history exists
- When tx.transactions.errorCode equals 0, it indicates that the transaction is_
—successful, otherwise the transaction is not successful.
- For the withdrawal operation, the exchange should pay attention to the pay_coin,
—operation
- Example of a complete BU withdrawal response:
{
"total_count": 1,
"transactions": [{
"close_time": 1524467568753121,
"error_code": O,
"error_desc": "",
"hash": "89402813097402d1983¢c178c5ec271¢c6890db40c3beb9f06db71c8d52dab6c86",
"ledger_seq": 33063,
"signatures": [{
"public_key":
—"b001dbf0942450£5601e39acl1£f7223e332fe0324f1f91ecl6c286258cabad6dd29f6ef9bfo3b",
"sign_data":
—~"668984fc7ded2dd30d87al1577f78eeb34d2198de3485beldeab6d9cal8f2laa2lb2e046lad8fedefclab

n
—

1y

"transaction": {
"fee_limit": 1000000,
"gas_price": 1000,

"metadata": "333133323333",
"nonce": 25,
"operations": [{
"pay_coin": {
"amount": 3000,
"dest_address": "buQctxUa367fjw9jegzMVvdux5eCdEhX18ME"
}I
"type": 7
1,
"source_address": "buQhP7pzmjoRsNG7AkhfNxiWd7HuYsYnLadx"
}
]
}
total_count The total number of transactions (generally 1)

transactions Query the transaction object in the block, the array size is the total,
—number of transactions in the block

|___ actual_fee Transaction fees in MO
|__close_time Transaction time

|__error_code Transaction status, 0 indicates success, otherwise, failure
|__error_desc Transaction status information
|__hash Transaction hash

|___ledger_seq Block height

|__signatures Signature information
|__public_key Public key for the signer
|__sign_data Signature data for the signer
|__transaction Signature object

|__fee_limit Minimum fee, in MO

(continues on next page)
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(ZETD)
|_gas_price Gas price, in MO
|__metadata Metadata for the transaction
|_nonce Transactions in the original account
|__operations Operation objects (multiple objects supported)
|__pay_coin Operation type: built-in token
| ___amount Amount of BU transferred, in MO
|__dest_address Recipient address
|__type Operation type: 7 stands for built-in token transfer
\

source_address Source account address

3.5 BU-Explorer

BUMO provides a blockchain data browsing tool for users to query block data.
You can visit the following links to query blockchain data:
* Testnet: http://explorer.bumotest.io

e Mainnet: http://explorer.bumo.io

3.6 BUMO Wallet

BUMO provides a full-node wallet for Windows and Mac, allowing users to manage their private keys, view BU
transfers, and sign transactions offline.

You can download the BUMO wallet by the following link:

https://github.com/bumoproject/bumo-wallet/releases

3.7 FAQ

Start node in BUChain command line

Q: Do I need to start the node when using the BUChain command line?
A: No.

Are the values of gas_price and fee_limit fixed

Q: Are Gas_price fixed at 1000MO and fee_limit fixed at 1000000MO?

A: They are not fixed. But at present (2018-04-23) gas_price is 1000MO, the larger the gas_price is, the higher the
priority for transactions to be packaged. The fee_limit is the maximum transaction fees for the blockchain when the
transaction is initiated. If the transaction is legal, the actual fees charged are less than the fee_limit filled by the caller.
(gas_price can be obtained from the result.fees.gas_price field in the query result via the following link:

http://seed1.bumo.io:16002/getLedger?with_fee=true
Transfer account balance
Q: Can I transfer all the balance from my account?

A: No. In order to prevent DDOS attacks, and prevent creating a large number of spam accounts, the activated
accounts of BUMO must reserve a certain amount of BU, currently at 0.1 BU (it can be obtained from the re-
sult.fees.base_reserve field in the query result via the following link:
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cHAPTER 4

Installation Guide for BUMO

4.1 Overview

This document will walk you through the process of installing and configuring the BUMO node in both Linux and
MacOS systems.

4.2 System Requirements

Before installing a BUMO node, you must make sure that your system meets the following conditions.
Hardware Requirements
The hardware requirements must meet the following configurations:
* Recommended: CPU 8 cores, memory 32G, bandwidth 20M, SSD disk 500G
e Minimum: CPU 4 cores, memory 16G, bandwidth 10M, SSD disk 500G
Software Requirements
You can choose Ubuntu, Centos or MacOS systems. The following systems are supported.
e Ubuntu 14.04
* Centos 7
* Mac OS X 10.11.4

4.3 Installing the BUMO Node in Linux

The following installation example is based on Ubuntu 14.04.

Two installation methods are supported on Linux systems: Installing by Compilation and Installing with a Package.
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TEfR:

* The root directory in the root account is used as the installation directory in this installation document. You can

choose your own installation directory

* Before installing the BUMO node, you must make sure that the device’s network connection is normal

4.3.1 Installing by Compilation

Installing by Compilation means that the source code of the BUMO node is first compiled into machine code that
can be recognized by the computer and then installed. Installing by Compilation consists of three parts: Installing

Dependencies, Compiling the BUMO Source Code, and Installing the BUMO Node.

4.3.1.1 Installing Dependencies

You must install the dependencies required by the system before compiling the source code of the BUMO node. You

must complete the following steps to install dependencies.

1. Input the following command to install aut omake.

’sudo apt-get install automake

2. Input the following command to install autoconf.

’sudo apt—-get install autoconf

3. Input the following command to install 1ibtool.

’sudo apt—-get install libtool

4. Input the following command to install g++.

’sudo apt—-get install gt++

5. Input the following command to install 1ibssl-dev.

sudo apt-get install libssl-dev

6. Input the following command to install cmake.

sudo apt-get install cmake

7. Input the following command to install 1ibbz2-dev.

sudo apt-get install libbz2-dev

8. Input the following command to install python.

sudo apt-get install python

9. Input the following command to install unzip.
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sudo apt-get install unzip

4.3.1.2 Compiling the BUMO Source Code
The source code of BUMO can be compiled after the dependencies have been successfully installed. You must com-
plete the following steps to compile the source code:

1. In the root directory, input the following command to download the source code file of BUMO. If git is not
installed, you can install git with the sudo apt-get install git command.

git clone https://github.com/bumoproject/bumo.git

ootBubuntu:-# git clone hitps:- - github.con bunoproject-buno.git

loning into "bumo’ ...

emote: Counting objects: ZZ085, done.

enote: Compreszing objects: 100x (265-2650), done.

emote: Total 22085 (delta Z00), reused Z3Z2 (delta 87), pack-reused 21695

Receiving objects: 100» (2Z2085,22085), 185.05 MiB | 432.00 KiBss, done.
fesolving deltas: 100:x (10447-10447), done.

hecking commectivity... done.

hecking out files: 100» (13744-13744), done.

EM#:  The bumo/ directory will be created automatically during BUMO source code being downloaded, and the
source code files will be stored in this directory.

2. Input the following command to enter the file directory of the source code.

cd /bumo/build/

3. Input the following command to download the dependencies and initialize the development environment.

’./installfbuildfdepsflinux.sh

4. Input the following command to return to the bumo/ directory.

‘cd ../

5. Input the following command to complete the compilation of the BUMO source code. The message below
shows that the compilation is successful.

‘make

ake[31: Leaving directory °~bumo/build/linux’
usr/binscmake -E cmake_progress_report sbumosbuildslinux/CHMakeFiles 12 34567 89
[108:2]1 Built target bumo

ake[21: Leaving directory °~bumo/build/linux’
usr/binscmake -E cmake_progress_start ~/bumosbuild-slinux-CMakeFiles 0
ake[11: Leaving directory *~bumorbuild/linux’

TEM#: The executable files generated after compilation are bumo and bumod which are stored in the /bumo/bin
directory.

4.3.1.3 Installing the BUMO Node

The BUMO node can be installed after the compilation is finished. You must complete the following steps to install a
BUMO node:
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1. Input the following command to enter the installation directory.

’cd /bumo /

2. Input the following command to complete the installation. The message below shows that the installation is
successful.

’make install

lsudo mkdir -p susrrlocalsbuchain/coredump;

ake[11: Leaving directory "/bumo-build.linux’

Hf#:

* By default, the service is installed in the /usr/local/buchain/ directory.

 After the installation is finished, you can start the bumo service with the service bumo start command
without additional configuration.

* After installing the BUMO node, the directory structure in the buchain/ directory is as follows:

Directory | Description

bin The directory stores the executable file (compiled bumo executable)
jslib The directory stores the third-party js library

config The configuration file directory contains: bumo.json

data The database directory stores account ledger data

scripts The directory stores scripts to start and stop the node

log The directory stores logs. Available after bumo is started

4.3.2 Installing with a Package

Installing with a package refers to installing the BUMO node with an installation package. Installing the BUMO node
with the installation package consists of five parts: Obtaining the Installation Package and Extracting It, Registering
the Services, Modifying the Service Startup Directory, Setting the Boot Start, and Selecting the Configuration File for
the Running Environment.

4.3.2.1 Obtaining the Installation Package and Extracting It

You must complete the following steps to obtain the installation package of BUMO and extract it.

1. Input the following command to download the installation package of BUMO.

wget https://github.com/bumoproject/bumo/releases/download/1.0.0.7/buchain-1.0.0.7-
—~linux-x64.tar.gz

HEf#:

* If you don’t have wget installed, you can use the apt—get install wget command to install wget.

* You can find the version you need from the https://github.com/bumoproject/bumo/releases link and then right-
click the version to copy the download link.
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¢ In this example the file is downloaded to the root directory.

2. Copy the installation package to the /usr/local/ directory by inputting the following command.

cp buchain-1.0.0.7-1inux-x64.tar.gz /usr/local/

Ef#: The above copy operation is done in the directory where the file is downloaded. You must copy the file
according to the specific download directory.

3. Input the following command to go to the /ust/local/ directory.

’cd /usr/local/

4. Input the following command to extract the file.

’tar -zxvf buchain-1.0.0.7-1linux-x64.tar.gz

HEME: After extracting the file, the buchain/ directory is generated.

4.3.2.2 Registering the Services

After extracting the file, you must register the services of bumo and bumod. You must complete the following steps to
register services:

1. Input the following command to register the service of bumo.

’ln -s /usr/local/buchain/scripts/bumo /etc/init.d/bumo

2. Input the following command to register the service of bumod.

’ln -s /usr/local/buchain/scripts/bumod /etc/init.d/bumod ‘

4.3.2.3 Modifying the Service Startup Directory

You must complete the following steps to modify the boot directory of bumo and bumod:

1. Open the bumo file by inputting the following command in the local/ directory.

’vim buchain/scripts/bumo ‘

2. Locate install_dir and change the installation directory of bumo.

install _dir=/usr/local/buchain ‘

nstall_dir=/usr/local/buchain

i:é_ﬂi’=/usr/10ca1/buchain/scripts

1Ef#: By default, the directory of install_dir is in the /ust/local/buchain directory; you can modify it according
to the specific installation directory of bumo.
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3. Press Esc to exit editing.

4. Input : wq to save the file.

5. Open the bumod file by inputting the following command in the local/ directory.

’vim /buchain/scripts/bumod

6. Locate install_dir and change the installation directory for bumod.

install dir=/usr/local/buchain

1EfE: By default, the directory of install_dir is in the /ust/local/buchain directory; you can modify it according

to the specific installation directory of bumod.

7. Press Esc to exit editing.

8. Input : wqg to save the file.

4.3.2.4 Setting the Boot Start

Setting up booting includes setting the startup level, adding startup commands, and modifying file permissions. You

must complete the following steps to set up the boot:

1. Input the following command to set level 1.

’ln -s —f /etc/init.d/bumod /etc/rcl.d/S99%umod

2. Input the following command to set level 2.

’ln -s —f /etc/init.d/bumod /etc/rc2.d/S99%umod

3. Input the following command to set level 3.

’ln -s —-f /etc/init.d/bumod /etc/rc3.d/S99%umod

4. Input the following command to set level 4.

’ln -s —f /etc/init.d/bumod /etc/rcd.d/S99bumod

5. Input the following command to set level 5.

’ln -s —f /etc/init.d/bumod /etc/rc5.d/S99%bumod

6. Input the following command to open the rc.local file.

’vim /etc/rc.local

7. Append the following command to the end of the rc.local file.

’/etc/init.d/bumod start
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/etc/1in1it.d/bumod start

SALL

—

8. Press Esc to exit editing.
9. Input : wq to save the file.

10. Execute the following command to set the permission of the rc.local file.

chmod +x /etc/rc.local

HEf#: Now the BUMO node is installed. Before starting the bumo service, you must select the configuration file for
the running environment.

4.3.2.5 Selecting the Configuration File for the Running Environment

After installing the BUMO node, you must select the configuration file of the running environment to start the bumo
service. You must complete the following steps to select the configuration file for the runtime environment:

1. Input the following command to go to the configuration file directory.

cd /usr/local/buchain/config/

M
The configuration files for the following runtime environments are available in this directory.

* bumo-mainnet.json: This file is the configuration file of the main network environment and is applied in the
production environment

e bumo-testnet.json: This file is the configuration file of the test network environment

* bumo-single.json: This file is the configuration file for the single-node debugging environment

2. Input the following command to rename the configuration file for the runtime environment.

mv bumo-testnet.json bumo.json

R
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* In this example, the test network environment is selected as the running environment. You can also select other

files as your running environment according to your needs.

* After renaming the file, the bumo service can be started by the service start bumo command.

 After installing the BUMO node, you can view the directory structure of the installation file in the buchain/

directory.

4.4 Installing the BUMO Node in MacOS

Two installation methods are supported on MacOS systems: Installing by Compilation in MacOS and Installing with
a Package in MacOS.

4.4.1 Installing by Compilation in MacOS

Installing by Compilation means that the source code of the BUMO node is first compiled into machine code that can
be recognized by the computer and then installed. Installing by Compilation consists of six parts: Installing Xcode,
Installing Command Line Tools, Installing Homebrew, Installing Dependencies in MacOS, Compiling the BUMO
Source Code in MacOS, and Installing the BUMO Node in MacOS.

4.4.1.1 Installing Xcode

You must complete the following steps to install Xcode:

1.

Click Software Download.

2. Input Apple ID and Password.

3. Click Sign in to go to the download page.
4.
5
6

Click Xcode 9.4.1 to start downloading Xcode.

. Unzip the Xcode_9.4.1.xip file.

. Double-click the extracted file Xcode to complete the installation.

HEf#: When choosing the version of Xcode, you must select one which is suitable to your MacOS system.

4.4.1.2 Installing Command Line Tools

L =A

e

LA command Line Tools FTFESEM LN HIE.

1.

Click Software Download .

2. Input Apple ID and Password.
3.
4

Click Sign 1in to go to the download page.

. Click Command Line Tools (macOS 10.14)for Xcode 10 Beta 6 to start downloading

Command Line Tools.
Double-click Command_TLine_Tools_macOS_10.14_for_Xcode_10Beta_6.dmg.

Click the Command Line Tools icon.
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7. Click Next
8. Select a language and then click Next.
9. Click Agree.

10. Click Install.

11. Input password for you mac and then click Install software.

Ef#: When choosing the version of Command Line Tools, you must select one which is suitable to your
MacOS system.

4.4.1.3 Installing Homebrew

You must complete following steps to install Homebrew:
1. Open the terminal in the MacOS system.

2. Input the following code in the terminal:

/usr/bin/ruby -e "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/
—master/install)"

3. Press Enter to install.

4.4.1.4 Installing Dependencies in MacOS

1. Input the following command to set Homebrew without automatic update.

export HOMEBREW_NO_AUTO_UPDATE=true

2. Input the following command to install autoconf.

’brew install autoconf

3. Input the following command to install aut omake.

’brew install automake

4. Input the following command to install 1ibtool.

’brew install libtool

5. Input the following command to install cmake.

’brew install cmake

6. Input the following command to install python.

’brew install python

7. Input the following command to install m4.

’brew install m4
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8. Input the following command to install wget.

brew install wget

4.4.1.5 Compiling the BUMO Source Code in MacOS

1. In the root directory, input the following command to download the source code file of BUMO. If git is not
installed, you can install git with the sudo apt—-get install git command.

sudo git clone https://github.com/bumoproject/bumo.git

rootRubuntu:-# git clone https:/sgithub.com/bumopro ject bumo.git
loning into "bumo’ ...
remote! Counting objects: 22085, done.
remote: Compressing objects: 100x (265.265), done.
Iremote: Total 22085 (delta 200), reused 232 (delta 87), pack-reused £1695

Receiving objects: 100 (22085-22085), 185.05 MiB | 432.00 KiB-s, done.
Resolving deltas: 100z (10447.10447), done.

hecking commectivity... done.

hecking out files: 100x (13744-13744), done.

TEf#: The bumo/ directory will be created automatically during the BUMO source code being downloaded, and the
source code file will be stored in this directory.

2. Input the following command to go to the file directory of the source code.

’cd /bumo/build/

3. Input the following command to download the dependencies and initialize the development environment.

’sudo ./install-build-deps-mac.sh

4. Input the following command to return to the bumo/ directory.

’cd ./

5. Input the following command to complete the compilation of the BUMO source code.

’sudo make

TEM#: The executable files generated after compilation are bumo and bumod which are stored in the /bumo/bin
directory.

4.4.1.6 Installing the BUMO Node in MacOS

The BUMO node can be installed after the compilation is finished. You must complete the following steps to install a
BUMO node:

1. Input the following command to go to the installation directory.

cd /bumo/

2.Input the following command to complete the installation.
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sudo make install

HEf#:

* By default, the service is installed in the /usr/local/buchain/ directory.

* After installing the BUMO node, the directory structure in the buchain/ directory is as follows:

Directory | Description

bin The directory stores the executable file (compiled bumo executable)
jslib The directory stores the third-party js library

config The configuration file directory contains: bumo.json

data The database directory stores account ledger data

log The directory stores logs. Available after bumo is started

4.4.2 Installing with a Package in MacOS
Installing with a Package refers to installing the BUMO node with an installation package. Installing the BUMO node

as an installation package consists of two parts: Obtaining the Installation Package and Extracting It in MacOS, and
Selecting the Configuration File for the Running Environment in MacOS.

4.4.2.1 Obtaining the Installation Package and Extracting It in MacOS

1. Download the required installation package from the address below.

sudo wget https://github.com/bumoproject/bumo/releases/download/1.0.0.7/buchain-1.0.0.
—7-macOS-x64.tar.gz

R

* If you don’t have wget installed, you can use the apt—get install wget command to install wget.

* You can find the version you need from the https://github.com/bumoproject/bumo/releases link and then right-
click the version to copy the download link.

* In this example the file is downloaded to the root directory.

2. Copy the installation package to the /usr/local/ directory by inputting the following command.

sudo cp buchain-1.0.0.7-macOS-x64.tar.gz /usr/local/

IEf#: The above copy operation is done in the directory where the file is downloaded. You must copy the file
according to the specific download directory.

3. Input the following command to go to the /ust/local/ directory.
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’cd /usr/local/

4. Input the following command to extract the file.

’sudo tar -zxvf buchain-1.0.0.7-macOS-x64.tar.gz

HEME: After extracting the file, the buchain/ directory is generated.

Directory | Description

bin The directory stores the executable file (compiled bumo executable)
jslib The directory stores the third-party js library

config The configuration file directory contains: bumo.json

data The database directory stores account ledger data

log The directory stores logs. Available after bumo is started

4.4.2.2 Selecting the Configuration File for the Running Environment in MacOS

After installing the BUMO node, you must select the configuration file of the running environment to start the bumo
service. You must complete the following steps to select the configuration file for the runtime environment:

1. Input the following command to go to the configuration file directory.

cd /usr/local/buchain/config/

Ef#:
The configuration files for the following runtime environments are available in this directory.

¢ bumo-mainnet.json: This file is the configuration file of the main network environment and is applied in the
production environment

* bumo-testnet.json: This file is the configuration file of the test network environment

* bumo-single.json: This file is the configuration file for the single-node debugging environment

2. Input the following command to rename the configuration file for the runtime environment.

mv bumo-testnet. json bumo. json

HEf#:

* In this example, the test network environment is selected as the running environment. You can also select other
files as your running environment according to your needs.

* After renaming the file, the bumo service can be started by the service start bumo command.

 After installing the BUMO node, you can view the directory structure of the installation file in the buchain/
directory.
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4.5 Configuration

The configuration is divided into General Configuration and Multi-Node Configuration Example.

4.5.1 General Configuration

General configuration includes data storage, communication between nodes, WEB API, WebSocket API, blocks, gen-
esis, and log. The general configuration is configured in the bumo.json file in the /ust/local/buchain/config directory.

Data Storage

" db n . {

"account_path": "data/account.db", //Store account data
"ledger_path": "data/ledger.db", //Store block data
"keyvalue_path": "data/keyvalue.db" //Store consensus data

}

Communication between Nodes

"p2p":

{

"network_1id":30000, //Network ID

//Consensus network

"consensus_network":

{

"heartbeat_interval":60, //Heartbeat cycle, in second
"listen_port":36001,//Port monitored
"target_peer_connection":50, //Maximum number of active connections
"known_peers":

[

"127.0.0.1:36001"//Connect to other nodes

1

}

}

WEB API Configuration

"webserver": {
"listen_addresses":"0.0.0.0:16002"
}

WebSocket API Configuration

"wsserver":

{
"listen_address":"0.0.0.0:36003"
}

Block Configuration

"ledger":

{

"validation_address":"buQmtDEDINFcCfRkwAF4TVhg6SL1FupDNhzZY", //The address of
—validation node; the sync node or wallet does not need to be configured
"validation_private_key":
—"el74929ecec818c0861aebl68ebb800f6317daeld439ec85aclcedccdb88487487c3b74a31l6ee777a3a’74

v, The private key of wvalidation node; the sync node or wallet does not need to

. (continues on nextpage)
—be configured
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"max_trans_per_ledger":1000, //Maximum number of transactions per block

"tx_pool": //Transaction pool configuration

{

"queue_1imit":10240, // Limited transactions in the transaction pool
"queue_per_account_txs_limit":64 //Maximum transaction buffer for a single account
}

}

Ef#: Validation_address and validation_private_key can be obtained through the bumo program
command line tool. Please save the account information properly and you will not be able to retrieve it if it is lost.

[root@bumo ~]# cd /usr/local/buchain/bin
[root@bumo bin] #./bumo —--create—-account

{

"address" : "buQmtDEDINFcCfRkwAF4TVhg6SL1FupDNhzY", //Address

"private_key" : "privbsZozNs3g9aixZWEUzL9ft8AYph5DixN1lsQccYvLs2zPsPhPK1Pt", //Private
Mkey

"private_key_aes"
—~"el74929ecec818c0861aecbl68ebb800f6317daeld439ec85aclcedccdb88487487c3b74a3l6ee777a3a74
—", //AES encrypted private key

"public_key"
—"b00108d329d5f£69a70177a60bf1b68972576b35a22d99d0b9%a61541ab568521db5ee817feab", //
—Public key

"public_key_raw" : "08d329d5ff69a70177a60bflb689725760b35a22d99d0b9%a61541ab568521db5e",
— //Original public key

"sign_type" : "ed25519" //ed25519 encrypted

}

Genesis

"genesis":

{

"account": "buQs9npaCqg9mNFZG1l8qu88ZcmXYgdebgpTU3", //Genesis address
"slogan" : "a new era of value", //Slogan stored in genesis

"fees":

{

"base_reserve": 10000000, //Base reserve for the account

"gas_price": 1000 //Byte fee

by
"validators": ["buQBwe7LZYCYHfxiEGbLI1REIXCOKN2qrGXWCY"] //The block list of validation

—node

}

Ef#: The genesis configuration on the same blockchain must be consistent. account can be obtained by the
bumo program command line tool . /bumo —-create-account. Please save the account information properly
and you will not be able to retrieve it if it is lost.

Log Configuration

"logger":
{

(continues on next page)
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"path":"log/buchain.log", // Log directory
"dest":"FILE|STDOUT|STDERR", //Output file classification
"level":"TRACE | INFO|WARNING | ERROR |FATAL", //Log level
"time_capacity":1, //Time span, day

//Capacity, Megabyte

"expire days":10 //Cycle of cleaning up the log, day

}

"size_capacity":10,

4.5.2 Multi-Node Configuration Example

In this section, two verification nodes and one synchronization node are taken as examples to describe the configuration
of multiple nodes in the same blockchain. The three modules p2p, ledger and genesis need to be modified.

Configuration of p2p Module

The known_peers of p2p must be the IP and port of other known nodes for the interconnection between nodes.

verification node one:
"p2p":

{

"network_id":30000,
"consensus_network":

{

"heartbeat_interval":60,
"listen_port":36001,
"target_peer_connection":50,
"known_peers":

[
"192.168.1.102:36001",
"192.168.1.103:36001"
1
}
}

//IP and port of node two
//IP and port of node three

verification node two:
"pzp":

{

"network_id":30000,
"consensus_network":

{

"heartbeat_interval":60,
"listen_port":36001,
"target_peer_connection":50,
"known_peers":

[
"192.168.1.101:36001",
"192.168.1.103:36001"
1
}
}

//IP and port of node one
//1IP and port of node three

synchronization node three:
Hpr" H

{

"network_id":30000,

(continues on next page)
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"consensus_network":

{

"heartbeat_interval":60,

"listen_port":36001,
"target_peer_connection":50,

"known_peers":

[

"192.168.1.101:36001", //IP and port of node one
"192.168.1.102:36001" //IP and port of node two
]

}

}

Configuration of Leger Module

The validation_addressand validation_private_key from the ledger of verification node must match.
And you must input validation_address of all the verification nodes into genesis.validators

Verification node one:

"ledger":

{

"validation_address":"buQBwe 7LZYCYHfx1EGb1REIXCOkN2gqrGXWCY", //The address of
—verification node one; the sync node or wallet does not need to be configured
"validation_private_key":
—"66932£19d5bed65ea9e7cfcb3ea7326d81953b9f99%c39ddb437b5367937£234b866695elaae9bedbae2’]
—", //The private key of verification node two; the synchronization node or wallet
—does not need to be configured

"max_trans_per_ledger":1000,

"tx_pool":

{

"queue_limit":10240,

"queue_per_account_txs_limit":64

}

}

Verification node two:

"ledger":

{

"validation_address":"buQgkp5SDcsxpwiWXQ2QFQbvHKNZ199HY3dHm", //The address of_,
—verification node two; the sync node or wallet does not need to be configured
"validation_private_key":
—"1cb0151ec2b23cb97bf94d86eel1100582f9f5fbfdfed0a69edae2d2b8711395¢c40cl1da859%9ac0bc93240a
—", //The private key of verification node two; the synchronization node or wallet,
—does not need to be configured

"max_trans_per_ledger":1000,

"tx_pool":

{

"queue_1limit":10240,

"queue_per_account_txs_limit":64

}

}

Verification node three:
"ledger":
{

"max_trans_per_ledger":1000,

"tx_pool":

(continues on next page)
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{

"queue_1limit":10240,
"queue_per_account_txs_limit":64
}

}

Configuration of Genesis Module

The genesis configuration on the same blockchain must be consistent.

Verification note one:

"genesis":

{

"account": "buQs9npaCg9mNFZG1l8qu88ZcmXYgdebgpTu3",
"slogan" : "a new era of value",

"fees":

{

"base_reserve": 10000000,

"gas_price": 1000

}I

"validators": ["buQBwe7LZYCYHfxiEGbLI1REIXC9kN2grGXWCY",
—"buQagkp5SDcsxpwWXQ20FQbvHKNZ199HY3dHm" ] //All verification node addresses need to,
—be configured. If there are two verification nodes, configure two addresses.

}

Verification note two:

"genesis":

{

"account": "buQs9npaCg9mNFZGl8qu88ZcmXYgdebgpTU3",
"slogan" : "a new era of value",

"fees":

{

"base_reserve": 10000000,

"gas_price": 1000

}I

"validators": ["buQBwe7LZYCYHfxiEGbI1REI9XCIkN2grGXWCY",
—"buQagkp5SDcsxpwWXQ20FQbvHKNZ199HY3dHm" ] //All verification node addresses need to,
—be configured. If there are two verification nodes, configure two addresses.

}

Verification note three:

"genesis":

{

"account": "buQs9npaCg9mNFZGl8qu88ZcmXYgqdebgpTU3",
"slogan" : "a new era of value",

"fees":

{

"base_reserve": 10000000,

"gas_price": 1000

}I

"validators": ["buQBwe7LZYCYHfxiEGbI1REI9XCIkN2grGXWCY",
—"buQakp5SDcsxpwWXQ20FQbvHKNZ199HY3dHm"] //All verification node addresses need to,
—be configured. If there are two verification nodes, configure two addresses.

}

HEf#:
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* Before running, please make sure that the initial data of each node is consistent, otherwise you will not be able

to reach consensus to generate the block.

* account, validation_address can be obtained by the bumo program command line tool ./bumo
—-—create-account. Please save the account information properly and you will not be able to retrieve it

if it is lost.

4.6 Maintenance Service

In the maintenance service, the BUMO service operations such as startup, shutdown, status query, system details
query, clear database, create a hard fork, and change the running environment, are described in detail.

Starting the BUMO Service

Input the following command to start the bumo service.

service bumo start

HEf#:  To start the bumo service in MacOS, you must enter the /usr/local/buchain/bin directory and start the bumo

service with the . /bumo command.

Stopping the BUMO Service

Input the following command to stop the bumo service.

service bumo stop

TEf#: In the MacOS system, you can stop the bumo service by pressing control+c.

Querying the BUMO Service Status

Input the following command to query the bumo service.

service bumo status

Ff#: No service is available in MacOS.

Querying the Detailed System Status

Input the following command to query the detailed system status.

curl 127.0.0.1:19333/getModulesStatus

The result is shown below:

{
"glue_manager": {
"cache_topic_size":0,
"ledger_upgrade": {

(continues on next page)
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(& ET)

"current_states":null,
"local_state":null
}I
"system": {
"current_time":"2017-07-20 10:32:22", //Current system time
"process_uptime":"2017-07-20 09:35:06", //When bumo is started
"uptime":"2017-05-14 23:51:04"
}I
"time":"0 ms",
"transaction_size":0
}I
"keyvalue_db":0bject{...},
"ledger_db":0bject{...},
"ledger_manager": {
"account_count":2316, //Total accounts
"hash_type":"sha256",
"ledger_sequence":12187,
"time":"0 ms",
"tx_count":1185 //Total transactions
}I
"peer_manager":0Object{...},
"web server":0Object{...},

Ff#: No service is available in MacOS.

Clearing Database
You must stop the BUMO service before clearing the database. You must complete the following steps to clear the

database:

1. Input the following command to enter the bumo service directory.

’cd /usr/local/buchain/bin

2. Input the following command to clear the database.

’./bumo -—dropdb

TEf#: After the database is successfully cleared, you can see the information shown below.

[2018-07-18 18:02:08.440 - INF] <7F6CC18C18CO> main.cpp(153):Initialize db succes

sful
[2018-07-18 18:02:08.440 - INF] <7F6CC18C18CO> main.cpp(156):Drop db successfully

Creating a Hard Fork
You must complete the following steps to create a hard fork.

1. Create the hard fork by inputting the following command in the /usr/local directory.

buchain/bin/bumo —--create-hardfork

2. Enter y when prompted and then press Enter. The message shown below indicates the hard fork is created

successfully.
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-07-19 11:45:40.464 - INF] <7F2A786AA8CO> ledger_manager.cpp(324):Are you su
create hardfork ledger? Press y to continue.

-07-19 11:47:05.599 - INF] <7F2A786AA8CO> ledger_manager.cpp(341):Max closed ledger seq=290524
07-19 11:47:05.599 - INF] <7F2A786AA8C0> ledger_frm.cpp(551):total reward(800000000) = total fee(®) + block reward(800000000) in ledger(296525)
-07-19 11:47:05.605 - INF] <7F2A786AA8CO> ledger_manager.cpp(438):Create hard fork ledger successful, seq(290525), consensus value hash(4b9ad78065¢

* After executing the above command, the new blockchain network has only one verification node.

» After executing the hard fork command, the following hash value is displayed:

’4b9ad78065c65aaf1280edf6129ab2da93c99c42f2bcd380b5966750ccd5d80d

3. Input the following command to clear the consensus status data. When clearing the consensus status data, you
must ensure that the bumo service is not running, otherwise it cannot be cleared.

’buchain/bin/bumo ——-clear—-consensus—-status

4. Add the hash value to the bumo.json file in the /usr/local/buchain/config directory of the node or synchronization

node.
"ledger": {
"genesis_account": "buQs9npaCg9mNFZGl8qu88ZcmXYqgdobgpTUu3",

"max_trans_per_ledger": 1000,

"hardfork_points"

[
"4p9ad78065c65aaf1280edf6129ab2da93c99c42£2bcd3800b5966750ccd5d80d
]

}I

5. Start the node service for the configuration to take effect.
Changing the Running Environment

Before changing the running environment, you must make sure that the BUMO service is down. If you want to change
the running environment of the BUMO node, you can modify it by following the steps below.

1. Input the following command to enter the directory where the configuration file is located.

cd /usr/local/buchain/config/

TEA:
The configuration files for the following runtime environments are available in this directory.

* bumo-mainnet.json: This file is the configuration file of the main network environment and is applied in the
production environment

e bumo-testnet.json: This file is the configuration file of the test network environment

* bumo-single.json: This file is the configuration file for the single-node debugging environment

2. Change the configuration file name (bumo.json) for the current running environment, for example:
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’mv bumo. json bumoprevious. json

3. Change the environment configuration file to run to bumo.json, for example:

’mv bumo-mainnet.json bumo. json

Ef#:

¢ In this example, the main network environment is set to the running environment.

 After changing the running environment, you must clear the database to restart the bumo service.

4.7 Uninstalling the BUMO Node

Uninstalling BUMO nodes is divided into two categories, one for uninstalling the BUMO node installed by compilation
and the other is for uninstalling the BUMO node installed with a package.

4.7.1 Uninstalling the BUMO Node Installed by Compilation

If you installed the BUMO node by compilation, you can uninstall the BUMO node by the following steps:

1. Input the following command to enter the BUMO installation directory.

’cd /bumo

2. Input the following command to delete the BUMO node.

’make uninstall

Hf#: Now the BUMO node is uninstalled.

4.7.2 Uninstalling the BUMO Node Installed with a Package

If you installed the BUMO node with the installation package, you can uninstall the BUMO node by the following
steps:

1. Input the following command to delete the directory of the buchain.

’sudo rm —-rf /usr/local/buchain/

2. Input the following command to delete the soft link of bumo.

’sudo rm -rf /etc/init.d/bumo

3. Input the following command to delete the soft link of bumod.

’sudo rm -rf /etc/init.d/bumod
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Ff#: Now the BUMO node is uninstalled.
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Transaction Blob
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1 ProtoBufE{HE G514 K 58 55 %f GRS B R H Y T LAAE RE AN (% O A 45 BB R AR -

Raw Private Key
Raw Private Key Ef5 BT EEG RN T TEAE, ZF T EER S SAHARTTR AT -
Raw Public Key

Raw Public Key Z&F§iE1d ED25519 BIEXT raw private key T A AT T EA, ZF TEEH 2 ERMAH
HIRTER A1 -

5.3 R K

T EET TRV ~ AR A R
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YOOO00O000000000000000C00000000
raw private ke
& P Y

|PI’E‘ﬁ}:|VE‘r R R RO e O RO R R K, Checksum|
J1l Base58 Encode

‘ —{ private key

ed23519 Y0CCO00000000CO00C000N0COD00N000 256-bit
iy raw public key

‘pri

|F‘refix|‘ufer SRR R AR RO RO, Checksum|
4} Hex Encode

|—{ public key

|xxmotxmo&motxmotxxxxxxmo¢x —| raw public key

4}

[Prefix | ver pooooccoo0oco0000o0o | checksum |
J1 Base58 Encode

|bu

‘ —| address

5.4 £ RALEH

A RN B HREYLRTE - sHa256 FEXNEIRARELI - LR LN PR

1;7’F'Jﬂ%Biﬁﬂféﬁii)ﬁi%ﬁzsﬂﬁ%&ﬁm%& (BB L B | BRI R RN raw private key, 1N FT
7N

[17,236,24,183,207,250,207,180,108,87,224,39,189,99,246,85,138,120,236,78,228,233,41,
—192,124,109,156,104,235,66,194,24]
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2. 7F raw private key B 1 E3 1 F T AIATER (Prefix) , REHEMEITMFTHIRAS (Version) , 15EIH
T 8EE, W FTR:

[218,55,159,1,17,236,24,183,207,250,207,180,108,87,224,39,189,99,246,85,138,120,236,
<,78,228,233,41,192,124,109,156,104,235,66,194,24]

Hf#: KT Prefix~ Versionlh ZChecksumif & & 1 -

3. W ELE BB FE A HITHIR sHa2se iTE, BUZE SRV FET, BIKEG
(Checksum) FIFTEEH, WREIR:

[30,19,80,117]

4. 4%?25*’E’J?”ﬁﬁ&éﬂ%ﬂ%#ﬁ*EI’JT&i%@ﬁ%?%%ﬁzéﬂi‘ﬂ,\\\f’aEJllﬁﬁﬁT§E~ﬁ, BEFRT A, W
FER:

[218,55,159,1,17,236,24,183,207,250,207,180,108,87,224,39,189,99,246,85,138,120,236,
—78,228,233,41,192,124,109,156,104,235,66,194,24,30,19,80,117]

5. WFER4D H A R AU T Base s8R TG . 155 DlprivI T i) FAF 8 BIAA (private key) . AR T
7N

privbsGZFUoRv8aXZbSGAd3bwzZWFN3L50Kg74RXAQYcmEfXhhZ54CLr9z

HEMR: EEutsERl TRV RL -

#1
2R EAETISE S T
Prefix 0xDA 0x37 0x9F 3INET
Version 0x01 1IMFET7
Checksum | XJ 52 PR EIF 1 BEL TR IKSHA2S6:2 A 2 5, Bz RERNRATFD | 410F 1

1R A AN B A A5 FH 2 Y Prefix ~ Version DL M ChecksumiZF /T T ¥iAH

5.5 A~

ERAPTFEAERRRAZIGA LI, FEME Ep25519 Bk ERAHPAEE T PR

1. J#id ED25519 H &K fraw private keyi# 17 20 3 A2 A3200 B F 11 (4 . Hilraw public key - i 4175 8H &
privbsGZFUoRv8aXZbSGd3bwzZWFn3L5QKq74RXAQYcmfXhhZ54CLr9z, Hraw public keydl N FiRr:

[21,118,76,208,23,224,218,117,50,113,250, 38,205,82,148,81,162,27,130,83,208,1,240,212,
-54,18,225,158,198,50,87,10]

2. ¥Eraw public key BTN I FETHIRIZR (Prefix) , SREFEMM EITFETHIRAS (Version) , SEIHTH
FAEEH, WTHR:

[176,1,21,118,76,208,23,224,218,117,50,113,250,38,205,82,148,81,162,27,130,83,208,1,
240,212,54,18,225,158,198,50,87,10]
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Hf#: FTPrefix - Versiond M Checksumi&E & & 722 -

3. MFEP P ETF T RAEATIR saa256 B, BUBREERIE4NTT, HEIRGE (Checksum) )
FIECA, WTHPrR:

[116,171,22,107]

4. K228 PRIT T ECHM S AR 7 1 B RO R I E B —E, BEHT A, Wi

7N

[176,1,21,118,76,208,23,224,218,117,50,113,250,38,205,82,148,81,162,27,130,83,208,1,
—240,212,54,18,225,158,198,50,87,10,116,171,22,107]

5. WAL R FEI R T 160 IR, BENeE R TS, HIASE (public key) | WINFTR:

p00115764cd017e0da753271fa26cd529451a21b8253d001£0d43612e19ec632570a74abl66b

HEfR: EURSERl T AR -

%2
LA BRI KE
Prefix 0xB0 IMFT
Version 0x01 IMFT
Checksum | %1 2525 AR T BCA T IKSHA25612 82 5, BOE AL RIIRIA TN T | 4ATF D

R AN A 5 FH 2 Prefix ~ Version A M ChecksumiZ 4T T ¥iAA

5.6 ARk

FEAE AR A G T At — i R st it - AR Rt it 5 DU AP 3R

1. JEiT ED25519 H LN raw private keyidF 17 2038 A4 3247 ()5 7 4420, Bl raw public key - 7 40 FA%H
privbsGZFUoRv8aXZbSGd3bwzZWFn3L50Kq74RXAQYcmfXhhz54CLr9z, Hraw public key 41 FiR:

[21,118,76,208,23,224,218,117,50,113,250,38,205,82,148,81,162,27,130,83,208,1,240,212,
—54,18,225,158,198,50,87,10]

2. % raw public key #FATPIIRX sHA256 i25F, HEUEELGERNG200FT, HRFTEA, WTFHxR:

’[173,148,59,51,183,193,55,160,1,133,247,80,65,13,67,190,164,114,18,220] ‘

3. EFS AR F T EAEB E N L2 F AT (Prefix) , REF I LINFTRAS
(Version) , REIFRIFTEE, W RFR:

’[1,86,1,173,148,59,51,183,193,55,160,1,133,247,80,65,13,67,190,164,114,18,220] ‘

Hf#: FTPrefix - Versiond M ChecksumiE & & 723 -
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4. WP AR T REAIT IR saa256 iWE, BUSREERMEIANTT, BERE (Checksum) Y
FHEA, TR

[167,127,34,35]

5. §%3ZFEPE’\J?%iﬂléﬂﬂ]?ﬁ#ﬁE@T&?%ﬁﬁ%?%%ﬁ&éﬂi’ﬂﬁﬁﬁ'ﬁ)ﬁﬂlﬁ?ﬁ%ﬁ—ﬁ, BRI FEA, W
7IN:
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6. XESHH AR F T EUEA I TBase5S8YR IS, SE| buff L) FAF R, BlHbHE (address) , 40 FFT7R:
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T ZRALSERl T ik AR -

#3
2R EACIITSEA KE
Prefix 0x01 0x56 2NFT
Version 0x01 INFT
PublicKey | H{raw public keyfJJ5201~F 17 20TFT
Checksum | X335 FEEIF N AEHHATHIKSHA256 2R 2 5, BOZRERRI4TF T | ATF 1

1Z R i ik A A5 B B Y Prefix ~ Version DL M ChecksumiZ {7 T 4 0H -
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R

Transaction_blob#&:
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5.8.1 AR OAER:

HER: HTtransactionblob R Al BEM BN, A MANEH X Fh 77 204 Alitransactionblob -

SR E L O 4 flitransaction_blob ~ %5 & HIRX AL S, 1 BB bumolt)FF & SRS, #lbtn T
https://github.com/bumoproject/bumo/blob/master/docs/develop.md
& ¥ O 4 i transation_blob & LU 515

1. Hgetaccount & MR A AL 5 MK fnonce(d, (UL T FT7R:

HTTP GET host:port/getAccount?addresszmﬁ}ﬁﬂﬁﬂt

2. RYEFHEIR T jsonKUIEH 52 ZEERIRTE, =N TR

{

"source_address": "xxxxxxxxxxx", //XHEKE, X SHILE S

"nonce":2, //noncefl{E

"ceil_ledger_seq": 0, //R[i%

"fee_1imit":1000, //R5EfTHITRA

"gas_price": 1000, //gastité (RVNTECERIEILE)
"metadata":"012345678%abcdef", //F[iE, FAP BENXAXGHEIE, 163HHIE
"operations": [

{
/ /RIEAF )RR
} 4

{
/ /RIEAF ) R E S

HEfE: noncelH 75 5785 1P R AR EUE R _EhnT -

3. 18 1 ] Flget TransactionBlob#% M R 52 i A A Bjson® U B AE R S B E AN, B — 1K
SyhashHtransaction_blob, SEIIAE S FFIML, #&WFrx:

{

"error_code": O,

"error_desc": "",

"result": {

"hash": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXKXXXX", //T%E@hash
"transaction_blob": "XXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXKXKXXK" /)G RN JG i1 61 IR

}
}

4. IR G HITEZIEFTL H5HEIE - RIE 2 80 4 s A FASH X transaction_blob% 4%, RIGHE TR
HjsonFE, =T PR

{

"items" : [{
"transaction_blob" : "XXXXXXXXXXXXKXXXXXXXXXKXKXXXXXXXXXKXKXXXXXXXXKXKXKXXX", / /=S FEFMZ
JE 1 e IFRoR

(continues on next page)
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(Z ET0)

. S
"signatures" : [{//F—NEH
"sign data" : "XXXXXKXXXXXKKXXXXXKXXXXXKXXXXXKKXXXXXKKXXxx", //B%EHE

gn_ : ’ v
"public_key" ! "XXXXXXXXXXXXXXXKXXXXXXKXXXXXXXKXKXXXKXXKKX" /1 NER
—_— A

b, (//BIAES

. o e
"sign_data”" : "XXXXXXKXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXxKxX", ///ﬁ%é&zﬁ
"public_key" ! "XXXXXXXXXXXXXXXKXXXXXXXKXXXXKXXXXXXXKXXKKX" / /N

}
]
}
]
}

5. JEid MM submitTransactionf& M, FFEEAW P EMMjsonBHREIEASEME N, BEINMMRLER, ST
IR - MR R AN TR

{

"results": [

{

"error_code": O,

"error_desc": "",

"hash": "XXXXXXXXXXXXKXXXXXXXXXXXXXXXXXXXKXXKRXXRXXXXXXXXXKXKIKIXK" //*)C%E]/‘]hash
}

1,

"success_count": 1

}

5.8.2 HO AR

H V4 Afitransaction_blob « %44, RS, BAEBIEEIELITPER.
1. BT get Account B MARBURF A #2585 K P WnoncelE, 41 T FioR:

HTTP GET host:port/getAccount?address=lk ik

2. E FEprotocol bufferf1 5 5 %f F Transaction, HFHITFFIMLERIE, MTi15E]transaction_blob - EARAIZE 5L
PEEFRETEE ProtoBuf SRS -

3. BAR S, HHERAZSHE . RIEBAFALEM A, HHAFAEA T transaction_blob%: 4%, RIFE TR
Zyjson®dE, A0

N

{

"items" : [{

"transaction_blob" : "XXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXKXKXXXXXXX", /| = NESFINNZ
JE 1 63N

"signatures" : [{//FE—1TESH

"sign_data" : "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXKXXKXK", /| B

"public_key" : "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXxxxx" / /28

Yo (V/EIAES

"sign_data" : "XXXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXXXKXKXKKXK", /| B

"public_key" : "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXxxxx" [/

}
]
}
]
}
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4. B HsubmitTransaction## M, KEE3IDEMAjsonEHRIENSEUEN, ERL IR - MR EE
FASIT

{

"results": [

{

"error_code": 0,

"error_desc": "",

"hash": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXKXXKXXKXXXXXXXKXXKXKXK" //X%E@hash
1,

"success_count": 1

}

5.9 ProtoBuff{iEs:iH

Protocol Buffers (ProtoBuf) & — & (H s AL BUR FaERs =0, 7T DU TEEMMEIRE BT, si& i
AL . EIRIE A BEEAF e RPC £UE A Hkg = . AT BRI - BIEFHESEAES TR Fa
T~ AT BRI SRS . BHERMEE T c++ . Java- Python =FMEZ K] API-

BT EEZ L TProtoBufIE R, 1EEE T HER:
https://developers.google.com/protocol-buffers/docs/overview

R RR A 4BProtocol BufferfIEIR SIS, H IR HLET GBI 42 B 5945 F3E & Aprotocol buffer B 344 F1 T
BINAARST -

5.9.1 RS
TEAET % 5 a2 5| 1R FiProtoBufiUR 45+ I HUF R . (A P52 A

Transaction

RS E T 5B 5 -

message Transaction {

enum Limit({

UNKNOWN = 0;

OPERATIONS = 1000;

bi

string source_address = 1; // &K &KF ik

int64 nonce = 2; // XHFINE

int64 fee_ limit = 3; // X5, Bik1000cas, HfifEMO, 1 BU = 1078 MO
int64 gas_price = 4; // XSITEEMA, BiAZ&1000, H{iZEMO, 1 BU = 1078 MO
int64 ceil_ledger_seq = 5; // XIEERHI

bytes metadata = 6; // XBHFIE

repeated Operation operations = 7; // BIEFIFE

}

Operation

EELETIE T2 5 R -

message Operation {
enum Type {

(continues on next page)
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UNKNOWN = 0;

CREATE_ACCOUNT = 1;

ISSUE_ASSET = 2;

PAY_ASSE = 3;

SET_METADATA = 4;

SET_SIGNER_WEIGHT = 5;

SET_THRESHOLD = 6;

PAY_COIN = 7;

LOG = §8;

SET_PRIVILEGE = 9;

}i

Type type = 1; // H{EEA

string source_address = 2; // BEVEVRIK 2 otk

bytes metadata = 3; // BE&E

OperationCreateAccount create_account = 4; // GIfEIKF#E(E
OperationIssueAsset issue_asset = 5; // RATH = #1E
OperationPayAsset pay_asset = 6; // R B RE
OperationSetMetadata set_metadata = 7; // W HEmetadata
OperationSetSignerWeight set_signer_weight = 8; // XEZZAENE
OperationSetThreshold set_threshold = 9; // WEXHI R
OperationPayCoin pay_coin = 10; // ¥#coin

OperationLog log = 11; // iﬂfﬁlog

OperationSetPrivilege set_privilege = 12; // XEIR

}

OperationCreateAccount

ZEESS T O

message OperationCreateAccount {

string dest_address = 1; // 0Bkt
Contract contract = 2; // &%)
AccountPrivilege priv = 3; // R

repeated KeyPair metadatas = 4; // Miifg8
int64 init_balance = 5; // WIMRILRER
string init_input = 6; // AHAS

}

Contract

BRSO TRE S -

message Contract({

enum ContractType{

JAVASCRIPT = 0;

}

ContractType type = 1; // BHEH
string payload = 2; // &ZHE

}

AccountPrivilege

BRI T BB P AR -

message AccountPrivilege ({
int64 master_weight = 1; // IKFPBEINE
repeated Signer signers = 2; // ZZLEWNEYIFE

(continues on next page)
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AccountThreshold thresholds = 3; // IR
}

Signer

SEEREM A TR E R A EE -

message Signer {

enum Limit{

SIGNER_NONE = 0;

SIGNER = 100;

i

string address = 1; // Z&4EMk L
int64 weight = 2; // ZEEENE

}

AccountThreshold
EAREM TR ER TR -

message AccountThreshold{

int64 tx_threshold = 1; // XSGR

repeated OperationTypeThreshold type_thresholds = 2; // IREERIENX GRS, KisEOEIE
M2 5 Lt x_threshold M| 1R

}

OperationTypeThreshold
EAREE T 18 E RTRRIET IR -

message OperationTypeThreshold{
Operation.Type type = 1; // PRVERA
int64 threshold = 2; // ZEAEXRIAI TR
}

OperationIssueAsset

ZEAEE AT RATH -

message OperationIssueAsset{
string code = 1; // FERATHIB"4miD
int64 amount = 2; // HEITHETHE
}

OperationPayAsset
BRI TR .

message OperationPayAsset ({

string dest_address = 1; // H bRk 7 i hik
Asset asset = 2; // B™

string input = 3; // BHAS

}

Asset
RS MEH TR -
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message Asset{

AssetKey key = 1; // BFFRR
int64 amount = 2; // BEE

}

AssetKey
RS TR R B e i — 1

message AssetKey{

string issuer = 1; // HFEETKF ikt

string code = 2; // BCYmiY

int32 type = 3; // BFEHM EKilho, FRARHEE)
}

OperationSetMetadata
ZEIR S5 F T 1% 5 Metadata -

message OperationSetMetadata{

string key = 1; // REF, M-
string value = 2; // W&

int64 version = 3; // WARIER], TIANZE
bool delete_flag = 4; // =oMBR
}

OperationSetSigner Weight
VHEAREM A TR EE A ENE -

message OperationSetSignerWeight {

int64 master_weight = 1; // BENE
repeated Signer signers = 2; // Z&EENEY|FE
}

OperationSetThreshold
SRR T RET TR -

message OperationSetThreshold({

int64 tx_threshold = 1; // XBI1HE

repeated OperationTypeThreshold type_thresholds = 2; // {EEBIEMNRZSGIIRYE, KigERERIE
R 5 Lltx_threshold NI TfR

}

OperationPayCoin
BRI T & i coin -

message OperationPayCoin{

string dest_address = 1; // Bkt
int64 amount = 2; // coinHIEE

string input = 3; // BHAS

}

OperationLog %3 4514
ZEARE A TIC R oglE B -
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message OperationLog{

string topic = 1; // HEFH
repeated string datas = 2; // HENE
}

OperationSetPrivilege 515 5514
EIRGE TR EK AR -

message OperationSetPrivilege({

string master_weight = 1; // IKFESNE

repeated Signer signers = 2; // Z&ENEIIFE

string tx_threshold = 3; // XS IR

repeated OperationTypeThreshold type_thresholds = 4; // {REERIENZGIIRYFE, KisEOEIE
A5 Lt x_threshold M| 1R

}

5.9.2 fEfRB

AT T protoffl A, DI cpp~ java-~ javascript - pyton-s object-c # php 4 A protolifid#Y
A, RS B EE LT R
https://github.com/bumoproject/bumo/tree/develop/src/proto
BERE AP A H SREE Ut

. cpp: C++HI7RIY

2. io: JavafrJiJRHS

3. go: GoHIYRRY K i AE P

4. js: Javascripti{RES K AR 7

5

6

7

—_

. python: Python#J¥H5 K A2 e
. ios: Object-c ARG K A2 P
. php: PHPHIRAS M2 A2 7

5.10 A 53 Bl

5. KMA  (buQVkUUBKpDKRmHYWw1MUSU7ngoQehnol651i) GIEEMK B (it Keypair i) A= Al h-
A BGETI P k)

5.10.1 4 fitransaction_blob R

31312 0 4E Hitransaction_blob & LA N 18-
1. jE GETHREURF & #2238 Z Ik 7 BinoncefH -

GET http://seedl.bumotest.i0:26002/getAccount?
—address=buQsurH1M4rjLkfjzkxRIKXJI6]jSu2r 9xBNEwW

(CEIERLEINE 'S
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{

"error_code" : O,

"result" : {

"address" : "buQsurHIM4rjLkfjzkxRIKXJI6JjSu2r9xBNEw",
"assets" : [

{

"amount" : 1000000000,

"key" : {

"code" : "HNC",

"issuer" : "buQBjJD1BSJ7nzAbzdTenAhpF jmxRVEEtmxH"

}

}

]I

"assets_hash" : "3bf279af496877a51303e91¢c36d42d64ba9d414de8c0387190842e6421a9dael",
"balance" : 27034700,

"metadatas" : null,

"metadatas_hash" : "ad67d57ael19de8068dbcd47282146bd553fe9f684c57¢c8¢c114453863ee4d4labec3",
"nonce" : 5,

"priv" : {

"master_weight" : 1,

"thresholds" : [{

"tx_threshold" : 1

}
]
}
}
}

address: HEIERAOM S #ink
assets: WKPBFIFE
assets_hash: %% |F*hash
balance: MK/ B &40

metadata: XHEE, DR 63l
metadatas_hash: ﬁff%ﬁﬁﬁEhash
nonce: BHARXRGFINE, ELERKSEEZEDEEFnonce + 1
priv: FBR

master_weight: %Eﬁmﬁ)ﬂﬂi
thresholds: [JfR
tx_threshold: XHEIAITR

2. SERAE S EIRIETT -

B Keypair Y 2B Rl HE AR B EHTIK P BRI E B buQoP 2eRymAcUm3uviigQ8Rn jt rSnXBXfAzsV, IH
FEHjsonFHE LT

{

"source_address" :"buQsurHIM4rjLkfjzkxRIKXJ6jSu2r 9xBNEwW",
"nonce":7,

"ceil_ ledger_seq": O,

"fee_1imit":1000000,

"gas_price": 1000,

"metadata":"",

"operations": [

{

"type": 1,

"create_account": {

"dest_address": "buQoP2eRymAcUm3uvWgQ8RnjtrSnXBXfAzsV",
"init_balance": 10000000,

"priv": {

(continues on next page)
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"master_weight": 1,
"thresholds": {
"tx_threshold": 1

}
}
}
}
]
}

EE: X EPnoncelENE6, WHIES, HIZRZ G, NEI-

3. WG EAEAEAT AL -

POST http://seedl.bumotest.io:26002/getTransactionBlob

THRIRIL: 4.1 2 A FT A json Kl Wi RO

{

"error_code": O,

"error_desc": "",

"result": {

"hash": "bed953bce%94ecd5c5al19c7¢c4445d940c6a55fb56370£7£606e127776053b3b51",

"transaction_blob":
—"0a2462755173757248314d34726a4c6b666a7a6b7852394b584a366a537532723978424e4577100718c0

n
—

}
}

4. BT FAVEARTAE S (transaction_blob) 4% -
5\ fil:import io.bumo.encryption.key.PrivateKey;

FARFSE:

privbvTullk8z2719eyBrFDUVAVVCSxKeLtz jMMZEgimFwbNchnejS81

%4 5 Wsign_datasg :

9C86CE621A1C9368E93F332C55FDF423C087631B51E95381B80F81044714E3CE3DCF5E4634E5BE77B12ABD 3(

5. SERCE B EHRIETT -

{

"items" : [{
"transaction_blob"
—"0a2462755173757248314d34726a4c6b666a7a6b7852394b584a366a537532723978424e4577100718c0§

n
",

"signatures" : [{
"sign_data"
—~"9C86CE621A1C9368E93F332C55FDF423C087631B51E95381B80F81044714E3CE3DCF5E4634E5BE7 7B12AH

"
",

"public_key"
—"b00179b4adb1d3188aalb98d6977a837bd4afdbb4813ac65472074fe3a491979bf256ba63895"
}

(continues on next page)
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6. JBITPOSTIEAZ L 5 -

POST http://seedl.bumotest.io/submitTransaction

(CEILORN=OLINES'E

{

"results": [{
"error_code": 0,
"error_desc":
"hash": "bed953bce%94ecd5c5al19c7¢c4445d940c6a55fb56370£7f606e127776053b3b51"
}

]I

"success_count": 1

}

nn
’

MR “success_count”: 1R RIRAT TN -

5.10.2 B .4 flitransaction_blob R

H &4 filltransaction_blob (MAJava i) & LN HHE.
1. 8 GETHEUF A #22C K 7 BnoncelH -

GET http://seedl.bumotest.i0:26002/getAccount?
—address=buQsurH1M4rjLkfjzkxRIKXJI6jSu2r 9xBNEwW

EEILDITIVE3'E

{

"error_code" : 0,

"result" : {

"address" : "buQsurHIM4rjLkfjzkxROKXJ6]jSu2r9xBNEwW",

"assets" : [

{

"amount" : 1000000000,

"key" : {

"code" : "HNC",

"issuer" : "buQBjJD1BSJ7nzAbzdTenAhpF jmxRVEEtmxH"

}

}

]I

"assets_hash" : "3bf279af496877a51303e91c36d42d64ba9d414de8c038719p842e6421a9dael",
"balance" : 27034700,

"metadatas" : null,

"metadatas_hash" : "ad67d57ael9de8068dbcd47282146bd553fe9f684c57¢c8c114453863ee4labc3”,
"nonce" : 5,

"priv" : {

(continues on next page)
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"master_weight" : 1,
"thresholds" : [{
"tx_threshold" : 1

}
]
}
}
}

address: MFIEIAINK T HHE
assets: NKF'L%F@J%
assets_hash: W% Fnash
balance: MK/ B RE0
metadata: RFH&EE, DA 6FHH]
metadatas_hash: TS #&Fnash
nonce: BHARZFINE, BTERKSEEZDEEFnonce + 1
priv: R

master_weight: l:"’lﬁﬁ}ﬂl&}twyﬁ
thresholds: [ ][R
tx_threshold: XZELAITIR

2. HEFA 5 (Transaction) HIELENS, 4 Alitransaction_blob -

S A fil:import i0.bumo.sdk.core.extend.protobuf.Chain;

Chain.Transaction.Builder builder = Chain.Transaction.newBuilder ();
builder.setSourceAddress ("buQsurH1lM4rjLkf jzkxRIKXJI6JSu2r 9xBNEwW") ;
builder.setNonce (7);

builder.setFeelLimit (1000 * 1000);

builder.setGasPrice (1000);

builder.setCeillLedgerSeq(0);

builder.setMetadata (ByteString.copyFromUtf8 (""));

Chain.Operation.Builder operation = builder.addOperationsBuilder();
operation.setType (Chain.Operation.Type.CREATE_ACCOUNT) ;
Chain.OperationCreateAccount.Builder operationCreateAccount = Chain.
—OperationCreateAccount.newBuilder();

operationCreateAccount.setDestAddress ("buQoP2eRymAcUm3uviWgQ8RnjtrSnXBXfAzsV") ;
operationCreateAccount.setInitBalance (10000000) ;

Chain.AccountPrivilege.Builder accountPrivilegeBuilder = Chain.AccountPrivilege.
—newBuilder () ;

accountPrivilegeBuilder.setMasterWeight (1) ;

Chain.AccountThreshold.Builder accountThresholdBuilder = Chain.AccountThreshold.
—newBuilder () ;

accountThresholdBuilder.setTxThreshold (1) ;

accountPrivilegeBuilder.setThresholds (accountThresholdBuilder);
operationCreateAccount.setPriv (accountPrivilegeBuilder) ;
operation.setCreateAccount (operationCreateAccount) ;

String transaction_blob = HexFormat.byteToHex (builder.build() .toByteArray());
BEftransaction_blobit:
0a2462755173757248314d34726a4c6b666a7a6b7852394b584a366a537532723978424e4577100718c0843¢

EME: X EnoncelE ARG, BURESE, FIZLH 2@, A -

3. B FAANTAE S (transaction_blob) &4 -

5 A\E:import io.bumo.encryption key.PrivateKey;
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FAFE :

privbvTullk8z2719eyBrFDUVAVVCSxKeLtz jMMZEgimFwbNchnejS81

%4 5 Wsign_datasg :

9C86CE621A1C9368E93F332C55FDF423C087631B51E95381B80F81044714E3CE3DCF5E4634E5BE77B12ABD3

4. SERMA SHEIRIATE -

{

"items" : [{

"transaction_blob"
—"0a2462755173757248314d34726a4c6b666a7a6b7852394b584a366a537532723978424e4577100718c0
‘—‘"l

"signatures" : [{

"sign_data"
—"9C86CE621A1C9368E93F332C55FDF423C087631B51E95381B80F81044714E3CE3DCF5E4634E5BE77B12AH
‘—’"I

"public_key"
—"b00179b4adb1d3188aalb98d6977a837bd4afdbb4813ac65472074fe3a4919790bf256ba63895"

}
]
}
]
}

5. JWITPOSTIRAL L 5 -

POST http://seedl.bumotest.io/submitTransaction

CEONTINE FSE

{

"results": [{

"error_code": 0,

"error_desc": "",

"hash": "bed953bce94ecd5c5a19¢c7¢c4445d940c6a55fb56370£7f606e127776053b3b51"
}

1,

"success_count": 1

}

Hf#: “success_count”: 17 BAAZ ST AT -
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o TR TR

6.1 HfA

AT S P #BUMOT &, « Z3EH0 & DL FHIBUMO SDK -

6.2 ZEBUMOT &

FF Ubuntu ~ Centos %6 K ZEURIE RS 9m 1, M H AN Ubuntu 14.0458Centos 7 - A 7R 5] 4f LI Ubuntu
14.04 {E 177 S B2 RG]

6.2.1 ZEEK

G FBUMORIR Y 2 BT Z 2L R G B - KR B 5 il LA R AP 3R

1. AL N 424 automake -

’sudo apt—-get install automake

2. BIANLL N 424 autoconf «

’sudo apt—-get install autoconf

3. WIALLT i@ %% libtool -

’sudo apt-get install libtool

4. BINLL RS %% grvo

sudo apt-get install g++

5. BIALL N in& %4 1ibssl-deve
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’sudo apt—-get install libssl-dev

6. BIALL N in 443 cmake

’sudo apt—-get install cmake

7. BIANLU N A% 1ibbz2-dev -

’sudo apt—-get install libbz2-dev

8. WIALLT 4% % python -

’sudo apt—-get install python

9. BINLLT fin & 44 unzipo

’sudo apt—-get install unzip

6.2.2 ZiFIRICH

75 R Th 22 BE K06 5 A RE SR iIFBUMORITEAC IS « tn SR H 2% git,
git A REE git - FMIFBUMORIRMILFEEER LT HT.

1 FEMR H SR M LU 54 N EBUMORIR ST -

7] LB sudo apt-get install

git clone https://github.com/bumoproject/bumo.git

rootBubuntu:-# git clone https: /- github.com/bumopro ject bumo.git
loning into "bumo’ ...
remote: Counting objects: ZZ085, done.
iremote: Compressing objects: 100x (265.265), done.
remote: Total 22085 (delta Z00), reused 232 (delta 87), pack-reused 21695

Receiving objects: 100y (Z2085-22085), 185.05 MiB i 432.00 Kibrz, done.
Resolving deltas: 100z (10447.10447), done.
hecking commectivity... done.

hecking out files: 100x (13744-13744), done.

HEfE: FEBUMORRATHS T Eud B2 Ff B8 8lEbumo/ B3, IR SR IENZ H T -

2. BARUT dr & ABRAES RS0 B 5% -

’cd /bumo/build/

3. BALUT a4 N B U (LT A2 305 -

’./installfbuildfdepsflinux.sh

4. FIA LI 2 EE]bumo/ HEF -

’cd ./

5. BWIALUT i 4 SEMBUMOYRMIE 1040 % - HIL T B PR (5 BN 7= =) -

’make
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ake[31: Leaving directory °~bumo/build/linux’
usr-binscmake -E cmake_progress_report ~bumosbuildslinuxs/CMakeFiles 12 34567 89

[100:2]1 Built target bumo

ake[21: Leaving directory °~bumo/build/linux’
usr-binscmake -E cmake_progress_start ~bumosbuildrslinux-CHakeFiles 0
ake[11: Leaving directory "~bumorbuild,linux’

FRR: 9RIFESERUE E R HIT SCH bumo F1 bumod 775 7E/bumo/bin H X T -

6.2.3 ZEBUMOT &,

FEGR P SERUG 7 BEZSEBUMOT i« Z3EBUMOTT S 75 E 52 LA T P 5R:
AT A AR R

’cd /bumo/

2. WIALUT & SEMcE s - WL T BPoR(E BIER 2R M) -

’make install

lsudo mkdir -p susrrlocalsbuchain/coredump;

ake[11: Leaving directory "/bumo-build.linux’

o BRIIFIL T ARSS 22351 lust/local/buchain/ B 3 T -

o GEESERE EEE@@EEE]]TL i$ service bumo start fi&REBbumofRs -
o ZEEFEBUMOT & J5 #Ebuchain/ H 35X FE IR H R

Hx | UiAA

bin FRATHT SO (915 Bbumo A HUATAEFP)
jslib | IR = J7jsE

config | BLE X HXAEE: bumo.json

data | BIRFEEH>, FHUREAESE

scripts | JATERIZR H 3%

log EITHEFEEE X

6.2.4 HEXGZITIAE

EFEBUMORLEEITIMNE Z BT E X BUMOMRS - AR LU BT B
1. BIALL 43t ABIECE SO B 3% -

cd /usr/local/buchain/config/

R
FEVZE NIRRT LUN BT A E S -

6.2. ZHEBUMOT 4
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s bumo-mainnet.json (Z CHEFEMIMEAIALE M, NAEERIES)
* bumo-testnet.json (1% {2 i [ EASE A HC & S )
* bumo-single.json (% 3C{H& BT A IR & )

2. EHBHBITIMERIE E S (bumojson) FEECHHEABATR, F0:

’mv bumo. json bumoprevious. json

3. EEBAT MR E S B S bumo.json,  fil4H:

’mv bumo-mainnet.json bumo. json

EfR: AR IEE MR E R T - BT A 7 2R 25U A AR E R bumo k55 -

3 B4EARSS

En 4RSS AT BUMORRSS IR B ~ =] ~ IRAAEW - RSB AW - SR EST T 450 -
BEBUMOJRSS
B\ LUT @14 8 5bumo RS -

’service bumo start

X HBUMOMRSS
EIALLT a4 2% bumofIR S -

’service bumo stop

B BUMORS R A
B A\ LLUF 74 & 1 bumo R 55 -

service bumo status

E@/ N Juﬁééﬂﬂk:m
BIALLUTN 4B RS EAPIRE:

’curl 127.0.0.1:19333/getModulesStatus

BEII LR

{
"glue_manager": {
"cache_topic_size":0,
"ledger_upgrade": {
"current_states":null,
"local_ state":null
}!
"system": {
"current_time":"2017-07-20 10:32:22", //M8] ARG A

(continues on next page)
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(& ET)

"process_uptime":"2017-07-20 09:35:06", / /bumo/a BT [H]
"uptime":"2017-05-14 23:51:04"
}I
"time":"0 ms",
"transaction_size":0
}I
"keyvalue_db":0bject{...},
"ledger_db":0bject{...},
"ledgerimanager":{
"account_count":2316, //MKPEL
"hash_type":"sha256",
"ledger_sequence":12187,
"time":"0 ms",
"tx_count":1185 /| L
}I

"peer_manager":0Object{...},
"web server":0Object{...},
B BRE

TEEZEIR 2 BT 2% 1EBUMOSRSS - 1B HUIREFRE T LT P
1. BALLUT g & )\bumolﬁ’]ﬂﬁﬁ‘ai

’/usr/local/buchain/bin

2. BIANLL N in @B S HORE -

’./bumo ——dropdb

M BRERIE = F B 21 FIrRIIE R -

[2018-07-18 18:02:08.440 - INF] <7F6CC18C18CO> main.cpp(153):Initialize db succes
sful

[2018-07-18 18:02:08.440 - INF] <7F6CC18C18CO> main.cpp(156):Drop db successfully

6.4 JAVA SDK A8

JAVA SDKHVERGRE T ARUH P e (Esal ~ Rk = ik i) &% LR 552 5 -

6.4.1 FERH P A

Lo EEE— AP ER— D FRE AL, 225 Bumo-sdk-java F 2t Keypair.generator() ] i
PR sEEhE, BARREI N oR:

/ * %

« FERUIK PALVE - AR LU Ak
*/
@Test
public void createAccount () {

(continues on next page)
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(ZETD)
Keypair keypair = Keypair.generator();
System.out.println (JSON.toJSONString (keypair, true));
}
R EHEL T PR:
"address" : "buQsG8XBSNSR5xzpRzRACTONgxL5SMr2fenF" ,
"privateKey":"privbyzj3bKdsB8SkVGmfp77IM2CZ4bsHei38GkSUHx3nHhApuGxtVvo",
"publicKey":"b@012adcleab24afdb266eb6T0341c893cfT92aaefd4dbcOe21d645f6acch48e6834b6336eb56"
6.4.2 1k 7 H kb )& R
TR0 B AR R = bk £ B VA
/%%
< FOUSTK P R S A
*/
@Test
public void checkAccountAddress () {
String address = "buQemmMwmRQY1JkcU7w3nhruoX5N33j6C29uo";
AccountCheckValidRequest accountCheckValidRequest = new,
—AccountCheckValidRequest () ;
accountCheckValidRequest.setAddress (address) ;
AccountCheckValidResponse accountCheckValidResponse = sdk.getAccountService ().
—checkValid (accountCheckValidRequest) ;
if (0 == accountCheckValidResponse.getErrorCode()) {
System.out.println (accountCheckValidResponse.getResult () .isValid());
} else {

System.out.println (JSON.toJSONString (accountCheckValidResponse, true));

o FSREMER true MIFRMKF Hlk& %
o INFGREMER false MIFRMK sk k%

6.4.3 B 5

FEBUMO W48, F1087E— X8R, FNH AFE—KIFIART AT G217 5
MR FFEE - HA R DUk B3 .

S ERETRNE K

19

6.4.3.1 M HA - 7TME

A5 BT BT A W XERAE R, SRR AT KR B S 105, MBI P oe(ErTon - BERPERINT:
1. BERT R X BHRIRARIE -
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2. ST IR A SRS (AT 515 WA X R 22 5))
3. LT HLE

BERXBRE

T PRI EE KBRS -

/ * %

« R A0 TT FR B X R F P IEH

*/
@Test
public void checkBlockStatus () {
BlockCheckStatusResponse response = sdk.getBlockService () .checkStatus();
System.out .println (response.getResult () .getSynchronous());

.

o WEIREMEN true MIFERXEIEHR
o WEIRIEMEN false MFRXEEH

EHTIX RS 5

Lo AR X R EEEZXIRENTSER, RErmEBFRLHER -
TH KRR -

/[ **

« MM P FEERE

B I ARAT DX BR R RS S AR R O FEAE B
*/
@Test
public void getTransactionOfBolck () {
Long blockNumber = 617247L;// #617247 Xk
BlockGetTransactionsRequest request = new BlockGetTransactionsRequest () ;
request.setBlockNumber (blockNumber) ;
BlockGetTransactionsResponse response = sdk.getBlockService() .
—getTransactions (request) ;
if (0 == response.getErrorCode()) {
System.out.println (JSON.toJSONString (response, true));
} else {
System.out.println ("Failure\n" + JSON.toJSONString (response, true));
}
// HFEK 2 R EBU

// %ﬁiﬁtransactions[n].transaction.operations[n].pay_coin.dest_address

/) EE:
// Operations;E¥H, A REH L ERMIRE
}

M S F ST -
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"total_count": 1,
"transactions": [{

"close_time":
"error_code":
"error_desc":

1524467568753121,
0,

nn
4

"hash":
—"89402813097402d1983¢c178c5ec271¢c6890db40c3beb9f06db71c8d52dab6c86",

"ledger_seq": 33063,
"signatures": [{
"public_key":

—"b001dbf0942450f5601e39acl1f7223e332fe0324f1f91ecl6c286258cabad6dd29f6ef9bf93b",
"sign_data":
—"668984fc7ded2dd30d87al1577f78eeb34d2198de3485beldeab6d9cal8f2laa2lb2e046lad8fedefclab

n
—

o

"transaction": {

"fee_limit": 1000000,
"gas_price": 1000,
"metadata": "333133323333",
"nonce": 25,
"operations": [{

"pay_coin": {

"amount": 3000,

"dest_address":
—"buQctxUa367fjw9jegzMVvdux5eCdEhX18ME"
br
"type": 7
Pl

"source_address": "buQhP7pzmjoRsNG7AkhfNxiWd7HuYsYnLad4x"

H
}

W 1l ST -
Lo E (—BE TR D)

BXRPZ GG, FEHRINEZXREE 5 AL
Lo, BALEMO

total_count
transactions
actual_fee

close_time 2L 5y B} [i]

error_code THIRE 0 £ dE0 R
error_desc THRBER

hash T oG A

ledger_seq X

signatures BEXAER

public_key B NER

sign_data BB BRI

transaction BRI G

WHHME, B Mo

Gas, H{i MO

fee_limit
gas_price

metadata T oM nE R

nonce P& SE Rk
operations BIEN R GLRZ )

pay_coin BPERA. NEtoken
amount %%BU@% HAL MO
dest_address BRSO Hnt

type BERTY. 7 WA Etokenfd

source_address FH ik
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TEfR:

o KT Bumo-sdk-java 2N, &R LT8R
https://github.com/bumoproject/bumo-sdk-java/tree/release2.0.0
o KTRZGPEIRG], ET7 R LUTBERE:

https://github.com/bumoproject/bumo-sdk-java/blob/release2.0.0/examples/src/main/java/io/bumo/sdk/
example/ExchangeDemo.java

6.4.3.2 PRI K
F PRI E 7] 2 % bumo-sdk-java FEAELRVEEIORF], W FTR:

/ * %

« Kik—%BUR S

*

* @throws Exception

x/

@Test
public void sendBu() throws Exception {
// WIaHAE
/] RIETTFNA
String senderPrivateKey =
—"privbyQCRp7DLgKtRFCgKQJr81TurTqGOoUKXMMt GAmMPG3abcMOXHjWvg" ;

// TR Pk
String destAddress = "buQswSaKDACkrFsnPlwcVsLAUzXQsemauE";
// RIEBUEE
Long amount = ToBaseUnit.BU2MO("0.01");
// BEEE 1000L, HfiEMO
Long gasPrice = 1000L;
// WERKRTMH 0.01BU
Long feelimit = ToBaseUnit.BU2MO("0.01");
// B#getAccountNonce () KUK Nonce+ 1
Long nonce = 1L;

/7 R txhash, MERSEHERHIALSESRER

// WEFESNRXBFET t xhashFRER RIEZX Huash KB S E L (B3EER: getTxByHash())
REFINT P AL,

String txhash = sendBu(senderPrivateKey, destAddress, amount, nonce, gasPrice,
— feelimit);

}

.

o IORIEIEEIER hash(E, DUMEEEEE B ZERINBIERLSLEE R
e gasPrice HEI (2018-04-23) H1%(HE1000MO
s feeLimit EWIEE1000000MO, E[l0.01BU

6.4. JAVA SDK i 133



https://github.com/bumoproject/bumo-sdk-java/tree/release2.0.0
https://github.com/bumoproject/bumo-sdk-java/blob/release2.0.0/examples/src/main/java/io/bumo/sdk/example/ExchangeDemo.java
https://github.com/bumoproject/bumo-sdk-java/blob/release2.0.0/examples/src/main/java/io/bumo/sdk/example/ExchangeDemo.java

bubi Documentation, % 7 1.0.0

6.4.3.3 X5

PP R IRV E RO L5 S AT Tl 2 i & RS SR B8 (RIS 3% B T hash (B E 7 201
VR T PR

public static void queryTransactionByHash (BcQueryService queryService) {
String txHash = "";
TransactionHistory tx = queryService.getTransactionHistoryByHash (txHash);
System.out.println (tx);

R

» tx.totalCount B E AR TETINUAHA 5 EAF1E
s tx.transactions.errorCode % TOR RZ H I, FoRRZT HEMW, BEREREEF

errorDesc
o APRIIEIE, ZHMERE pay_coin #fE
o SEEEFH PRI B )

"total_count": 1,
"transactions": [{
"close_time": 1524467568753121,
"error_code": 0,
"error_desc": "",
"hash":
—"89402813097402d1983¢c178c5ec271c6890db40c3beb9£06db71c8d52dab6c86",
"ledger_seqg": 33063,
"signatures": [{
"public_key":
—"b001dbf0942450£5601e39acl1f7223e332fe0324f1f91ecl6c286258cabad6dd29f6ef9bfo3b",
"sign_data":
—"668984fc7ded2dd30d87a1577£78eeb34d2198de3485beldeabb6d9cal8f2laa2lb2e046lad8fedefclab

n
—

1y

"transaction": {
"fee_limit": 1000000,
"gas_price": 1000,

"metadata": "333133323333",

"nonce": 25,

"operations": [{
"pay_coin": {

"amount": 3000,
"dest_address":
—"buQctxUa367fjw9jegzMVvdux5eCdEhX18ME"
}I
"type": 7
1y
"source_address": "buQhP7pzmjoRsNG7AKhfNxiWd7HuYsYnLa4dx"

(continues on next page)
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(& ET)

total_count
transactions
actual_fee
close_time
error_code
error_desc
hash
ledger_seq
signatures
public_key
sign_data
transaction
fee_limit
gas_price
metadata
nonce
operations
pay_coin
amount
dest_address

type

Lo R (—RIF T EEL)
TIRXRAZ GG, B K/ INEZ XA 5 B A
Lo, BALZEMO

AT Syt 1]

THIRAE 0 BRI dEo0 RHEW
THRBER

S lE

X E

FHER

B4 AN

BB BRI

BNt 5

HTHAR/AME, BN Mo

Gas, ﬁgﬁi MO

o MnE R

T EME AL FE

BAENT G (LFEZ )

BIERM. NEtoken
HHBURIE, B MO

RIS Hink

BIERT. 7 HANEtokenfd

source_address B Hi sk

6.5 BU-Explorer

BUMOFEM: T X BRBEF RN TH, ATt P 80 X REE -
TR A DU BERE A 1) X SR B AR -
o MR http://explorer.bumotest.io

« EM: http://explorer.bumo.io

6.6 BUMO%: 1

BUMO#Z T WindowsfiMachii & 11 s, AT P EEA PR - BEBURGULIK L LB EE24 L 5%

ThHE -

fn] OB LAE R N #BUMO f1.:

https://github.com/bumoproject/bumo-wallet/releases

6.7 . in] &

BUChainfi 21717 5B 5
[A]: f#FBUChainfi & FTH & G g B R 5% A2

%, R

gas_priceFfee_limit B2 7 [E €
Al: gas_price =@ E1000MO, fee_limit F&1000000MO I5?

6.5. BU-Explorer
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. AR E - 15 HEI(2018-04-23) gas_price 7£21000MO, gas_price BKBRI LTI . fee limit
TGN LG R TT B 4 KRB ZE 5 B, TEIEH AERIR Z) 1500 T X SR B R B SE 3% /N T
FHEEW fee_limit o (gas_price AJj@iThttp://seed].bumo.io:16002/getLedger?with_fee=true ZE 1) 45 &R
result.fees.gas_price FEEE]) -

ik P ARG H
Al TP U ARBIRE o 2R H Y

%: REE. AT B7IEDDOS Kifi, Biik 1 K E R, BUMOBE Ik - 46 7T (R B — E $U &
FIBU, HHIAZ0.1BU (AE T http:/seed].bumo.io:16002/getLedger?with_fee=true TiIAILE R result . fees.
base_reserve FEHE]) -
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BUMO JAVA SDK#5F

7.1 HEA

A% Bumo Java SDKH FHHHE HEAT T VR4 I, (67T 438 RENS 38 7 U R EAN B BU X BREE -

7.2 K&

ARFETRNZ SR H R B AIE ST T R A -
BIEBUX HebE

FVEBUX BB S48 A1 BU X HLBE 5 A\ B IS O -
R H)

AT 5y 2 Fa MBU X B & 3£ 5 N SUESEIR IS K -
EIHBUX bk

LBUX Heb -2 R BB U X HLbl o A -

Wk 7 iR 55

M P R SSFRAE T M P AR U AR S B O -

B ARSS

B IRSGSHRAE T B MR E I O, B EIEATP1.OYMYL -
Ctp10TokenfIR 55

Ctpl0Token iR S5 F2 T & LB P MR IAMMERIR S EWRE D, %R EIECTPLOMML -
BHIIRSS

BARSRE T SAHRIERMRE S EiED -

5 55
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R HRGRMT R HBlobHE N ~ BAHN - BNSRELHEN -
X R Ak 55

XRARSS IR T XA E O -

NKPIIOHC(?{E_

ik F nonce (B FHRIR A P #8585 53 I 58 ST B -

7.3 KRS ES i N EHE RS =X

KT BTE RS S SR AR = -

7.3.1 IERSE

BEORERSEIEL . B RS G+ L +Request FIFL, HIH0: Mk RS FHY get Tnfo BB K S5

%ﬂ% AccountGetInfoRequest o

FRSEIRA, B MEOMASHES - FIa0: KRS TH getInfo MAMASH R address,
AR OB RS EH e RS AR -

Class AccountGetInfoRequest {
String address;

}

7.3.2 Mo EHE
BN EUR M4 RS &+77 B4 +Response 15, U0 KRS T getNonce $ [ IR

I & AccountGetNonceRe sponse o
FlE DS A R B AR BRI BRRFEARLREISER « B0, BE7ikSS FHY get Info 2 M AIMR N ELHE B A
LU

Class AccountGetNonceResponse {
Integer errorCode;

String errorDesc;
AccountGetNonceResult result;

}

R

« errorCode: $51%15 - ORI RTLER, KRTORREHER
o errorDesc: FEiRfIA
o result: IR[AGER . — DA, HREZH RS Z+TTEL+Result #AE, HAL G &4 E HHREE

E/‘]EJZEI, W’J}[IH: mﬁFﬂ&%—FE/‘] getNonce T%I:I E‘]?E%S’%%% AccountGetNonceResult , EEJI%
Hnonce, SEEELEIUIT
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Class AccountGetNonceResult {
Long nonce;

}

7.4 EHTTIA

ARETTAASDKAE FHIRAS - BT ZAASDKEEI, RIFHAMMRS RN - RS EFEKF RS - 5
PRS- Ctpl.0TokenfiR55 -« GLIMRSS « HIRSS - KHRARSS - DM@ N EM AR IEE D - J5k
PRI R - BN . TR M REA

7.4.1 4R SDKELH

A i SDK S| FH Y SDKAHE H get Instance RS - BRI Fis:

String url = "http://seedl.bumotest.io";
SDK sdk = SDK.getInstance (url);

7.4.2 AR AE

ARV O T AR BBURCRBERK 7 A0 A8 - RAAIMbIE . M Keypair.generator #H
RIATSE3l . BT FroR-

Keypair keypair = Keypair.generator();
System.out.println (keypair.getPrivateKey());
System.out.println (keypair.getPublicKey ());
System.out.println (keypair.getAddress());

7.4.3 HRHERE

AR E O AT E BRERNE, BN A D RIATSCHL . Ak P ik a2, B
(LSRN

// WIRER S

String address = "buQemmMwmRQY1JkcU7w3nhruoX5N3j6C29uo";
AccountCheckValidRequest request = new AccountCheckValidRequest () ;
request.setAddress (address) ;

// Vi checkvalidf M

AccountCheckValidResponse response =
sdk.getAccountService () .checkValid (request) ;

if (0 == response.getErrorCode()) {

System.out.println (response.getResult () .isValid());

} else {

System.out.println("error: " + response.getErrorDesc());

}
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7.4.4 #if)

i O ATERBUKXREE EREE, ERAAMNAZ AR SN . WinERkPEE, ERRARWT
PR

// WIaER S

String accountAddress = "buQemmMwmRQY1JkcU7w3nhruo$X5N3j6C29uo";
AccountGetInfoRequest request = new AccountGetInfoRequest ();
request.setAddress (accountAddress) ;

// PWHgetInfofEM

AccountGetInfoResponse response = sdk.getAccountService () .getInfo (request);
if (response.getErrorCode() == 0) {
AccountGetInfoResult result = response.getResult ();

System.out.println (JSON.toJSONString (result,true));

}

else {

System.out.println("error: " + response.getErrorDesc());

}

7.45 RS

IR Gt B R AR S - IR SRR SR
1. IRBUCZ 5 &K F nonce B
2. HREERIE
3. RIS
4. XS

=

5. WAL 5)

7.4.5.1 KB 5 XK F noncelH

T %3 7] B 4 & MK Wnonce (B, ERZCSE— DA HE, HBI ynoncelHi# 1, X FER] LIZERERT [A] A
RIEZEL Sy B, B E—DRHPITERSE, K Fnonce[EA4 2001 - BEEDWALITFR:

// WIRER S

String senderAddress = "buQnnUEBREw2hB6pWHGPzwanX7d28xk6KVcp";
AccountGetNonceRequest getNonceRequest = new AccountGetNonceRequest () ;
getNonceRequest .setAddress (senderAddress) ;

// Vi getNoncelZ
AccountGetNonceResponse getNonceResponse = sdk.getAccountService() .
—getNonce (getNonceRequest) ;

// T&fBnonce

if (getNonceResponse.getErrorCode () == 0) {
AccountGetNonceResult result = getNonceResponse.getResult();
System.out.println("nonce: " + result.getNonce());

}

else {

System.out.println("error" + getNonceResponse.getErrorDesc());

}
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7.4.5.2 fE#RE

XERBRERBEL S T M —Sai{E, ETRINNT S MITEMEH . flan, 8L EBURIE
(BUSendOperation) , BB OEHW FEIR:

String senderAddress = "buQOnnUEBREw2ZhB6pWHGPzwanX7d28xk6KVecp";
String destAddress = "buQsurHIM4ArjLkfjzkxRIKXJI6IJSu2rI9xBNEwW";
Long buAmount = ToBaseUnit.BU2MO("10.9");

BUSendOperation operation = new BUSendOperation () ;
operation.setSourceAddress (senderAddress) ;
operation.setDestAddress (destAddress) ;
operation.setAmount (buAmount) ;

7.4.5.3 AL 5

FPAVEAE i AT RIS 5, FFAEREE ZiBlobs , T M4 %4 - H Fnonceflloperation2 b i #% 15
By, BEEORMW TR

/) AR

String senderAddress = "buQnnUEBREw2hB6pWHGP zwanX7d28xk6KVcp";
Long gasPrice = 1000L;

Long feelLimit = ToBaseUnit.BU2MO("0.01");

// WIIaHIERSEL

TransactionBuildBlobRequest buildBlobRequest = new TransactionBuildBlobRequest () ;
buildBlobRequest.setSourceAddress (senderAddress) ;

buildBlobRequest.setNonce (nonce + 1);

buildBlobRequest.setFeelLimit (feelLimit) ;

buildBlobRequest.setGasPrice (gasPrice);

buildBlobRequest.addOperation (operation);

// VAFAbuildBlob#EM

TransactionBuildBlobResponse buildBlobResponse = sdk.getTransactionService () .
—buildBlob (buildBlobRequest) ;

if (buildBlobResponse.getErrorCode () == 0) {

TransactionBuildBlobResult result = buildBlobResponse.getResult ();
System.out.println ("txHash: " + result.getHash() + ", blob: " + result.
—getTransactionBlob());

} else {

System.out.println("error: " + buildBlobResponse.getErrorDesc());

}

A

BT HEOAM TS RS FEREK PN L5 HTES - B transactionBlob & L #E H &
f, BAEEOREAW TR

// VIR SR S5

String senderPrivateKey = "privbyQCRp7DLgKtREFCgKQJr8lTurTgG6UKXMMtGAMPG3abcM9XHIWvg";
String []signerPrivateKeyArr = {senderPrivateKey};

TransactionSignRequest signRequest = new TransactionSignRequest () ;
signRequest.setBlob (transactionBlob) ;

for (int i = 0; i < signerPrivateKeyArr.length; i++) {

(continues on next page)

7.4. R 141




bubi Documentation, % 7 1.0.0

(ZETD)
signRequest.addPrivateKey (signerPrivateKeyArr[il]);
}
// WHsigniEDO
TransactionSignResponse signResponse = sdk.getTransactionService () .sign(signRequest);
if (signResponse.getErrorCode () == 0) {
TransactionSignResult result = signResponse.getResult () ;
System.out .println (JSON.toJSONString (result, true));
} else {
System.out.println("error: " + signResponse.getErrorDesc());

}

7.4.5.4 VXX 5

RRZ G5O AT HBURKREA XL FIER, AL HHIT. HH transactionBlob fl signResult
& LHEEOERR, B0 EBI TR

// WIIEHIERSE

TransactionSubmitRequest submitRequest = new TransactionSubmitRequest () ;
submitRequest .setTransactionBlob (transactionBlob) ;
submitRequest.setSignatures (signResult.getSignatures());

// W submitiEA

TransactionSubmitResponse response = sdk.getTransactionService() .
—submit (submitRequest) ;

if (0 == response.getErrorCode()) {

System.out.println("?fgw*?éhiiﬁ. hash=" + response.getResult () .getHash());
} else {

System.out.println("error: " + response.getErrorDesc());

}

7.5 KRS

M ARSSIRAEIK P AR AN O, BFE6 1M 0 checkValid- getInfo- getNonce - getBalance- getAssets- getM

7.5.1 checkValid

checkValid # M TR X HEENK P bk A8 %0 -
WA ITEW T IR

AccounCheckValidResponse checkValid (AccountCheckValidRequest) ;

ERSEA TR

2% RAT | FR

address | String | W, FFIOAE R X EREENR 7 M4k
i R R A0 R TR -
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Z% KA | R
isValid | String | &8 XX
RN N R TR
FH Foehy | TR
REQUEST_NULL_ERROR | 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error
BARRFIANT R
// WIEERSE
String address = "buQemmMwmRQY1JkcU7w3nhruoX5N3j6C29uo";

AccountCheckValidRequest request = new AccountCheckValidRequest () ;
request.setAddress (address) ;

// YHcheckvalid

AccountCheckValidResponse response = sdk.getAccountService () .checkValid (request);
if (0 == response.getErrorCode()) {

System.out.println (response.getResult () .isValid());

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.5.2 getinfo

get Info HHMTRBFEERHEE -
VR E TR

AccountGetInfoResponse GetInfo (AccountGetInfoRequest);

RS T R R:
=% A | R
address | String | WIE, TR X BEEENK - HBIE
WA RSO A0 T R TR
=% SRS

address | String | K/ HiHE

balance | Long | IKF &%, EAIMO, 1BU =108 MO, 2K T0
nonce | Long | IKFRZFIIE, DAAKTO

priv Priv MK AR

IR N R R
T Wi | ik
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect network
SYSTEM_ERROR 20000 System error
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BAREIENN TR

// PIHRHIERSEL

String accountAddress = "buQemmMwmRQY1JkcU7w3nhruoX5N3j6C29uo0";
AccountGetInfoRequest request = new AccountGetInfoRequest ();

request .setAddress (accountAddress) ;

// PFHgetInfol#M

AccountGetInfoResponse response = sdk.getAccountService () .getInfo (request);
if (response.getErrorCode() == 0) {

AccountGetInfoResult result = response.getResult();
System.out.println("mjﬁ)jﬁ%: \n" + JSON.toJSONString(result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.5.2.1 Priv

Privi AR5 Bl N R R:

51 KA TH A
masterWeight | Long K BENE, K/DNRFI0,(Integer. MAX_VALUE *2L + 1)]
signers Signer [] B ERES
threshold Threshold | T JFR
7.5.2.2 Signer

Signerf) B AR5 B0 N R TR

bz ESUE S
address | String | 5447 X ERBENK - Mtk
weight | Long | & EMNE, K/NREHNO0, (Integer MAX_VALUE * 2L + 1)]

7.5.2.3 Threshold

Threshold Y EA&(E B a0~ £ R:

BT RAT TR
txThreshold Long o ERNTRR, K/NRHI[0,Long. MAX_VALUE]
typeThresholds | TypeThreshold [] | NRIZRIIZZ BRI TR

7.5.2.4 TypeThreshold

TypeThreshold 1 B AR (E B4 T R F7R:

R E iV
type Long | BERAL, DK TO
threshold | Long | ['TFR{E, K/IEMHI[0, Long. MAX_VALUE]
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7.5.3 getNonce

getNoncet% [ T HREUE E MK P nonce A -
W 5N fos:

AccountGetNonceResponse getNonce (AccountGetNonceRequest) ;

ERZEAN N RFTR:
2% RAT | R
address | String | WIE, TR X BLRENK P HbHE
e S &S A R R PR
e HESNESS
nonce | Long | kP X 77515
RN R TR
S iR | A
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 | System error
BARRBIAN TR
// WIIaHIERSEL
String accountAddress = "buQswSaKDACkrEFsnPlwcVsLAUzXQsemauEjf";
AccountGetNonceRequest request = new AccountGetNonceRequest ();

request.setAddress (accountAddress) ;

// W getNoncef O

AccountGetNonceResponse response = sdk.getAccountService () .getNonce (request);
if (0 == response.getErrorCode()) {

System.out.println("%ﬂjnonce:" + response.getResult () .getNonce());

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.5.4 getBalance

getBalance #HHTIHREGEEMK ~ HIBUREM -
WA TR

AccountGetBalanceResponse getBalance (AccountGetBalanceRequest);

HRSEUN T RPTR:

2% KA | ik
address | String | WMIH, FFE AR EENK - HikE
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i AR AN T R TR
i KA | FEA
balance | Long BURIAER, JEAIMO, 1BU = 108 MO
HIRAD I N R FTR:
S HiRig | A
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error
BARREI T Frs:
// VIR IE RS EL
String accountAddress = "buQswSaKDACkrFsnPlwcVsLAUzXQOsemaukEjf";
AccountGetBalanceRequest request = new AccountGetBalanceRequest () ;

request .setAddress (accountAddress) ;

// VfgetBalancef&M

AccountGetBalanceResponse response = sdk.getAccountService () .getBalance (request);

if (0 == response.getErrorCode()) {

AccountGetBalanceResult result = response.getResult();

System.out.println ("BUSAA: " + ToBaseUnit.MO2BU (result.getBalance().toString()) + " BU
=")i

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.5.5 getAssets

getAssets HEHMATRBUEEKA WA HR™EE -
VRJTEI TR

AccountGetAssets getAssets (AccountGetAssetsRequest);

ERSEA TR
S RAT | R
address | String | WIE, FFE AR Hitk
i R EE A0 T R TR -
ZE | R TR
asset | AssetInfo [] | TRFP 55~
R T R FR:
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FH B | A
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
NO_ASSET_ERROR 11009 The account does not have the asset
SYSTEM_ERROR 20000 System error

BARREIN T Frow:

// WA SR S5

AccountGetAssetsRequest request = new AccountGetAssetsRequest ();

request.setAddress ("buQsurH1IM4rjLkf jzkxROKXJ6JSu2r 9xBNEw") ;

// VW gethssetsiEN

AccountGetAssetsResponse response = sdk.getAccountService () .getAssets (request);
if (response.getErrorCode() == 0) {

AccountGetAssetsResult result = response.getResult ();

System.out .println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.5.5.1 Assetinfo

AssetInfolJ BAR(E B N R FTR:

[idn! RA | ok
key Key B ME—FRA
assetAmount | Long | %/ &

7.5.5.2 Key

Key IR A5 B4 TR FTR:

PEESRE S
code | String | H/Z GRS
issuer | String | %™ AT HikE

7.5.6 getMetadata

getMetadata # AT HREFEEMKF Fmetadatafs B -
VR ITE T FR:

AccountGetMetadataResponse getMetadata (AccountGetMetadataRequest);

HRSEA R R

E3i ESiNE 373
address | String | WIE, FFEIAAEF HEHE
key String | ZE3H, metadata BT, KEFRHI[1, 1024]
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i AR AN T R TR
2 e A
metadata | Metadatalnfo | W& metadata
RGN T R FTR:
S Hixg | A
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
NO_METADATA_ERROR 11010 The account does not have the metadata
INVALID_DATAKEY_ERROR 11011 The length of key must be between 1 and 1024
SYSTEM_ERROR 20000 System error
BARREIN T FroR:
/) FIEIIE SRS HL
String accountAddress = "buQsurHIM4rjLkfjzkxRIKXJ6JSu2r IxBNEwW";
AccountGetMetadataRequest request = new AccountGetMetadataRequest () ;

request.setAddress (accountAddress) ;
request.setKey ("20180704") ;

// WHgetMetadatalkH

AccountGetMetadataResponse response = sdk.getAccountService () .getMetadata (request);
if (response.getErrorCode() == 0) {

AccountGetMetadataResult result = response.getResult();

System.out .println (JSON.toJSONString(result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.5.6.1 Metadatalnfo

MetadatalInfo ) EAA&(E B0 N #FiR:

IE=S"EE

key String | metadataf] 5B 1]
value String | metadataf\JA %
version | Long | metadatafJfRCAx

7.6 BIEARS
B IRSGSEIEATPL.OMNY,, K ARSI E = MHRED, BRiE1 M ED: getInfos

7.6.1 getinfo

getInfo #HHMTIRBUEEIKF HIEER™FE -
VR TE T FR:
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AssetGetInfoResponse getInfo (AssetGetInfoRequest);

HRSZEA N RTR:
2% ESE
address | String | IE, FFETAANK F HBIE
code String | WIEH, TEgwAY, KEFRHI, 64]
issuer | String | I, B RITIK T HIAE
LINEAE O ESIvA
E g i
asset | Assetinfo [ | TR B
RGN N R FTR:
FH SRS
INVALID_ADDRESS_ERROR 11006 Invalid address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
INVALID_ASSET_CODE_ERRO R 11023 The length of asset code must be between 1 and 64
INVALID_ISSUER_ADDRESS _ERROR | 11027 Invalid issuer address
SYSTEM_ERROR 20000 System error
BARTREI T s
// WIaHIERSEL
AssetGetInfoRequest request = new AssetGetInfoRequest();

request.setAddress ("buQsurH1IM4rjLkf jzkxROKXJ6JSu2r 9xBNEw") ;
request.setIssuer ("buQBjJD1BSJ7nzAbzdTenAhpF jmxRVEEtmxH") ;
request.setCode ("HNC") ;

// Vi getInfoiH B

AssetGetInfoResponse response = sdk.getAssetService () .getInfo (request);
if (response.getErrorCode () == 0) {

AssetGetInfoResult result = response.getResult ();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.6.2 Ctp10Tokenfik%s

Ctpl0Tokenflk %5 & PECTPL.OM i , F 2 & f#t & HTokent X B ## 0O . B FI A #
H: checkvalid- allowance-~ getInfo- getName- getSymbol- getDecimals- getTotalSupply~ getBalan

7.6.3 checkValid

checkValid # HHTEIE A TokenFIE R -
WA ITEW T R
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CtplOTokenCheckValidResponse checkValid(CtplOTokenCheckValidRequest) ;

HRSEIN N RPUR:
S R | R
contractAddress | String | ME, FFRUEATokend 2 HE
e SRR I N R R -
Z% KA | Rk
isValid | String | =8 XX
BRI N RFTR
=12 B | #ik
INVALID_CONTRACTADDRESS_ERROR | 11037 | Invalid contract address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error
BRI TR

/) WIIRITERSEL
CtplO0TokenCheckValidRequest request = new CtplOTokenCheckValidRequest ();
request.setContractAddress ("buQfnVYgXuMo3rvCEpKA6SEfRrDpaz8D8A9Ea") ;

// YFcheckvalidiE X

CtplO0TokenCheckValidResponse response = sdk.getTokenService () .checkValid(request);
if (response.getErrorCode () == 0) {
CtplO0TokenCheckValidResult result = response.getResult ();
System.out.println(result.getvValid());

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.6.4 allowance

allowance M H T spender 721F Mowner$g BUHT 440 -
VR JTEA T s

CtplOTokenAllowanceResponse allowance (CtplOTokenAllowanceRequest) ;

HERSEUN N RPUR:
>4 R | R
contractAddress | String | 2AIE, AZMK A HiHE
tokenOwner String | WIE, &% TokenIFFA E MK - HBHE
spender String | WIE, #EFAUK F HitE
e S E A a0 R R TR -
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>% RE R

allowance | String | RVFFEIAT &AM

IR T R FTR:
R HiRid | A
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
INVALID_TOKENOWNER_ERRPR 11035 Invalid token owner
INVALID_SPENDER_ERROR 11043 Invalid spender
GET_ALLOWNANCE_ERROR 11036 Failed to get allowance
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 | System error

BARREI T s

/) WA ITERZEL

request.setSpender ("buQnnUEBREw2hB6pWHGPzwanX7d28xk6KVep") ;
// WHallowancef#EH

if (response.getErrorCode () == 0) {
CtplOTokenAllowanceResult result = response.getResult ();
System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

CtplOTokenAllowanceRequest request = new CtplOTokenAllowanceRequest ();
request.setContractAddress ("buQhdBSkJgERBSsYi1UShUZFMZQOhXvkdNgnyYg") ;
request.setTokenOwner ("buOnnUEBREwW2hB6pWHGP zwanX7d28xk6KVcp") ;

CtplOTokenAllowanceResponse response = sdk.getTokenService () .allowance (request);

7.6.5 getinfo-Ctp10Token

getInfo-CtplO0Token M THEA L TokenIEE.
WHITE T FR:

CtplO0TokenGetInfoResponse getInfo (CtplO0TokenGetInfoRequest)

’

HRSEUN N RPTUR:

X R | R

contractAddress | String | 7F £ ][] & 2 TokenHi ik
ME M EE I N R PR
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Z% KA | R

ctp String | A% Tokenfii A5
symbol String | &% TokenfF 5
decimals Integer | GARENFEE
totalSupply String | AAIRIEENE
name String | &% Tokenf %R
contractOwner | String | &% TokenHJ3HE &

BRI N RFTR:

=12 B | #ik
INVALID_CONTRACTADDRESS_ERROR | 11037 | Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 | Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

BARRBIIN TR

// FIAIERSEL
CtplO0TokenGetInfoRequest request = new CtplOTokenGetInfoRequest () ;
request.setContractAddress ("buQhdBSkJgERBSsYi1UShUZFMZQOhXvkdNgnyYg") ;

// VAfgetInfolZH

CtplOTokenGetInfoResponse response = sdk.getTokenService () .getInfo (request);
if (response.getErrorCode () == 0) {

CtplO0TokenGetInfoResult result = response.getResult();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.6.6 getName

getName % 0 AT HEE A Token & H5 -
VAT EW T R

Ctpl0TokenGetNameResponse getName (CtplO0TokenGetNameRequest) ;

ERZEA N RFTR:
2 R | Fk
contractAddress | String | FFEIRHIA LMK HEHE
e S ES I 40 R R TR -
EESESREES
name | String | &% Tokenf % PR
BRI N RTR:
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o B | fA

INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address

NO_SUCH_TOKEN_ERROR 11030 No such token

GET_TOKEN_INFO_ERROR 11066 Failed to get token info

REQUEST_NULL_ERROR 12001 Request parameter cannot be null

SYSTEM_ERROR 20000 System error
BARTREI T Frs:

// WIRIE R SEL
CtplO0TokenGetNameRequest request = new CtplOTokenGetNameRequest () ;
request.setContractAddress ("buQhdBSkJgERBSsYi1UShUZFMZOhXvkdNgnyYg") ;

// Vi getNameiZ O

Ctpl0TokenGetNameResponse response = sdk.getTokenService () .getName (request);
if (response.getErrorCode() == 0) {

CtplO0TokenGetNameResult result = response.getResult();

System.out.println (result.getName());

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.6.7 getSymbol

getSymbol £ HHTREE L Token FIFF 5 -
WHTHEI TR

CtplOTokenGetSymbolResponse getSymbol (CtplOTokenGetSymbolRequest);

HRZEW N RTR:
ZH KA | HR
contractAddress | String | FFEHIIA DIk 7 HEHE
W R EHE 4 R R TR
% RAT | HR
symbol | String | & #TokenAI5F 5
RN R TR
=12 B | #ik
INVALID_CONTRACTADDRESS_ERROR | 11037 | Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error
BARRGIG1 T R
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// WIEHER S
CtplO0TokenGetSymbolRequest request = new CtplOTokenGetSymbolRequest () ;
request.setContractAddress ("buQhdBSkJgERBSsYi1UShUZFMZOhXvkdNgnYg") ;

// Hget Symbolj% =

Ctpl0TokenGetSymbolResponse response = sdk.getTokenService () .getSymbol (request);
if (response.getErrorCode() == 0) {

CtplO0TokenGetSymbolResult result = response.getResult ();
System.out.println(result.getSymbol());

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.6.8 getDecimals

getDecimals O AT IREUE A TokenHIHEE -
WL T R

CtplO0TokenGetDecimalsResponse getDecimals (CtplOTokenGetDecimalsRequest);

HRSEIN N RFR:
Z% R | #R
contractAddress | String | FF & A A LIk 7 HHE
e SRR IR R R -
2% R ] R
decimals | Integer | & #Jtokenf5/&
RN N RN
=12 B | #id
INVALID_CONTRACTADDRESS_ERROR | 11037 | Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 | Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error
BARRBIIN TR

// WIEER S
CtplO0TokenGetDecimalsRequest request = new CtplOTokenGetDecimalsRequest () ;
request.setContractAddress ("buQhdBSkJgERBSsYi1UShUZFMZQOhXvkdNgnyYg") ;

// WHgetDecimalsE O

CtplOTokenGetDecimalsResponse response = sdk.getTokenService () .getDecimals (request);
if (response.getErrorCode () == 0) {

CtplO0TokenGetDecimalsResult result = response.getResult ();
System.out.println(result.getDecimals());

} else {

(continues on next page)
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System.out.println("error: " + response.getErrorDesc());

}

7.6.9 getTotalSupply

getTotalsSupply # MO TIREUE 4 Token ) SR & -
WA T TR

CtplO0TokenGetTotalSupplyResponse getTotalSupply (CtplOTokenGetTotalSupplyRequest) ;

HRSEEN N RFTR:
2% R | #R
contractAddress | String | FFEIAHIA LMK P HEHE
e S ES A 40 R R TR -
ZH R | Fk
totalSupply | String | A #Tokenf] 2N &
RGN T R FTR
FH Wi | R
INVALID_CONTRACTADDRESS_ERROR | 11037 | Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 | No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 | System error
BRI TR

// IRIIERSEL
CtplO0TokenGetTotalSupplyRequest request = new CtplOTokenGetTotalSupplyRequest ();
request.setContractAddress ("buQhdBSkJgERBSsYiUShUZFMZQhXvkdNgnYqg") ;

// VHgetTotalSupplyEH

CtplO0TokenGetTotalSupplyResponse response = sdk.getTokenService() .
—getTotalSupply (request) ;

if (response.getErrorCode () == 0) {

CtplO0TokenGetTotalSupplyResult result = response.getResult();
System.out.println(result.getTotalSupply());

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.6.10 getBalance-Ctp10Token

getBalance-CtplO0Token # HIKEUA A TokentfH & HIMK F 4R A
WL TR
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CtplO0TokenGetBalanceResponse getBalance (CtplOTokenGetBalanceRequest);

HERSE T RITR:
=% RAT | #R
contractAddress | String | FFE A A LMK~ HHE
tokenOwner String | W/IE, &% TokenFi A & MK 7 HiHE
Mo S EHR an R FR
2% FAT | #R
balance | Long | tokenf'JsR %0
IR N R R
=ns EEG | BE
INVALID_TOKENOWNER_ERRPR 11035 Invalid token owner
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
NO_SUCH_TOKEN_ERROR 11030 No such token
GET_TOKEN_INFO_ERROR 11066 Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error
BARRGI T Frs:

// WIEHER S

CtplOTokenGetBalanceRequest request = new CtplOTokenGetBalanceRequest ();
request.setContractAddress ("buQhdBSkJgERBSsYi1UShUZFMZOhXvkdNgnYg") ;
request.setTokenOwner ("buQnnUEBREwW2hB6pWHGP zwanX7d28xk6KVep") ;

// WHgetBalancefEH

CtplO0TokenGetBalanceResponse response = sdk.getTokenService () .getBalance (request);
if (response.getErrorCode () == 0) {

CtplO0TokenGetBalanceResult result = response.getResult ();

System.out.println(result.getBalance());
} else {
System.out.println("error: " + response.getErrorDesc());

}

7.7 AARS
AARSRME SN RIED, HEE4™ME0: checkvalid- getInfo- getAddress~ call-

7.7.1 checkValid

checkValid M FRM-& 20k - BE R -
WA ITEW T R
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ContractCheckValidResponse checkValid(ContractCheckValidRequest) ;

HERSE T RITR:
2% FA | R
contractAddress | String | AR A 2Nk 7 HoHE
M S EHR 4 R FR
E: TRES:" BB
isValid | Boolean | ;& A XX
IR N R R
FHE Rty | ik
INVALID_CONTRACTADDRESS_ERROR | 11037 Invalid contract address
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error
BARREIN T Frs:

// WIEERSE
ContractCheckValidRequest request = new ContractCheckValidRequest ();
request.setContractAddress ("buQfnVY¥gXuMo3rvCEpKA6SEfRrDpaz8D8A9Ea™) ;

// YAFHcheckvalid#Er

ContractCheckValidResponse response = sdk.getContractService () .checkValid(request);
if (response.getErrorCode() == 0) {

ContractCheckValidResult result = response.getResult();
System.out.println(result.getValid());

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.7.2 getinfo

getInfo HOHTHEIRELIMN .
WHITE N FroR:

ContractGetInfoResponse getInfo (ContractGetInfoRequest);

ERZEA N RFTR:
ZE KA | R
contractAddress | String | FFEIRHIE LMK HEHE
e S ES A 4 R R TR -
Z% KA R

contract | Contractinfo | BHIEE
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IR N R FR:

T B Ok | R
]

INVALID_CONTRACTADDRESS _ERROR 11037 | Invalid contract address
CONTRACTADDRESS_NOT_CON TRACTAC- | 11038 | contractAddress is not a contract ac-
COUNT_ERROR count
NO_SUCH_TOKEN_ERROR 11030 | No such token
GET_TOKEN_INFO_ERROR 11066 | Failed to get token info
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 | System error

BARTREII T B R

// WA SR SEL

ContractGetInfoRequest request = new ContractGetInfoRequest ();

request.setContractAddress ("buQfnVY¥gXuMo3rvCEpKA6SEfRrDpaz8D8A9Ea") ;

// VFHgetInfolEM

ContractGetInfoResponse response = sdk.getContractService () .getInfo (request);
if (response.getErrorCode() == 0) {

System.out.println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.7.2.1 Contractinfo

ContractInfolJ L5 B 40 F R FR:

k5 S
type Integer | &2YRAL, EIAHO
payload | String | A2

7.7.3 getAddress

getAddress ¥ HHATEIRELHUL .

WHTEI N TR
ContractGetAddressResponse getInfo (ContractGetAddressRequest);
ERZEAN N RFTR:
EEUES RS
hash | String | 8% &4 7 Hhash
HE B ESHE AR R R TR -

ZE KA %)
contractAddressList | List (ContractAddressinfo) | &2IHnEYF
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IR N R FR:
T Fiehy | FEA
INVALID_HASH_ERROR 11055 Invalid transaction hash
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error

BARRBIG0 T Frs:

/] PIEHIERSEL

ContractGetAddressRequest request = new ContractGetAddressRequest ();

request.setHash ("44246c5balb8b835a5cbc29bdc9454cdb9a9d049870e41227£2dcfbct7a07689") ;

// Vi getAddressiZM

ContractGetAddressResponse response = sdk.getContractService () .getAddress (request);
if (response.getErrorCode() == 0) {

System.out.println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.7.4 ContractAddressinfo

ContractAddressInfolt) E&(F B4 N #FoR:

55! R | R
contractAddress | String | &ZJHLIE
operationIndex | Integer | FT7ERRIERT R

7.7.5 call

call BOHATHEHXEGLRE -
WHAITEW T R

ContractCallesponse call (ContractCallRequest);

THRSEAN T RPTR:
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S RAT TR
sourceAd- String IR, A2 AR R P HihHE
dress
contractAd- contractAd- ®IE, BAMKFHEE, Hcode NRERIET A2
dress dress
code String IE, APIRES, ScontractAddress NRERIN A%, KIEFRHI[1,64]
input String EHE, EOAS
contractBal- | String wIE, T &AM PIE BURAL, BEAMO, 1 BU = 108MO, K/NREHI[,
ance Long. MAX_VALUE]
optType Integer DR, 0AEAIRIEE B O init,1: A 2IAYIEE 2 O main, 2 8 H %
¥ 0 query
feeLimit Long Lo Z R BRIEFE T, K/NBRMHI[1, Long. MAX_VALUE]
gasPrice Long Ao REHERLAY, R/INBRI[1000,Long. MAX_VALUE]
M SEESHRAn T RFTs-
E3i e FiA

logs JSONObject HEER

queryRets | JSONArray HinERE

stat ContractStat SRR SHER

txs TransactionEnvs | X%

R T RER:
TR B Ok | A
4

INVALID_SOURCEADDRESS_E RROR 11002 | Invalid sourceAddress
INVALID_CONTRACTADDRESS _ERROR 11037 | Invalid contract address
CONTRACTADDRESS_CODE_BO 11063 | ContractAddress and code cannot be empty at the
TH_NULL_ERROR same time
INVALID_OPTTYPE_ERROR 11064 | OptType must be between 0 and 2
REQUEST_NULL_ERROR 12001 | Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 | Failed to connect to the network
SYSTEM_ERROR 20000 | System error

EATRBII T FroR:

/) FIEAIE SRS EL

ContractCallRequest request =
request.setCode ("\"use strict\";log(undefined); function query () {
—getBalance (thisAddress) ;

new ContractCallRequest () ;

IR

request.setFeeLimit (1000000000L) ;
request.setOptType (2);

// WHcalliEO

ContractCallResponse response =
(response.getErrorCode () == 0) {
ContractCallResult result =
System.out.println (JSON.toJSONString (result,

if

} else {

System.out.println("error:

}

sdk.getContractService () .call (request);

response.getResult () ;
true));

" + response.getErrorDesc());
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7.7.5.1 ContractStat

ContractStatfJ EA&(E B0~ R FR:

A R | ¥R
applyTime Long | I TA]

memoryUsage | Long | 7 5 &
stackUsage Long | HERE HHE
step Long | SEM TR AL |

7.7.5.2 TransactionEnvs

TransactionEnvs ) 2815 BN F£iR:

Edn! et %
transactionBnv | TransactionEnv | 35

7.7.5.3 TransactionEnv

TransactionEnv EAR(E B0 N F#FT7R:

5 et AT
transaction | Transactionlnfo | X o MN%&
trigger ContractTrigger | GHIMMAE

7.7.5.4 Transactioninfo

TransactionInfo) E&1E B 40 N £ PTR:

[idn! R iR

sourceAddress | String 5 RS BRI R HE
feeLimit Long o BRI &K A
gasPrice Long A oy FARLE A

nonce Long ToHFI5

operations Operation | BEVEYIF

7.7.5.5 ContractTrigger

ContractTrigger ) A5 B0 N R FR:

5! R TR
transaction | TriggerTransaction A5,
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7.7.5.6 Operation

Operation ) BAR(E B4 N R~

A RA AR
type Integer BRERTY
sourceAddress | String BRIER RCTRR - B4k
metadata String =T
createAccount | OperationCreateAccount | BIFENK F#:1E
issueAsset OperationlssueAsset RITHEHBRIE
payAsset OperationPayAsset BB RE
payCoin OperationPayCoin R EBUERIE
setMetadata OperationSetMetadata P Emetadatai: [E
setPrivilege OperationSetPrivilege WEIK AR #ERE
log OperationLog LK H&
7.7.5.7 TriggerTransaction
TriggerTransaction ) EAA(F B4 N R s
SRS
hash | String | %2 Zyhash
7.7.5.8 OperationCreateAccount
OperationCreate Account ] B &5 B 41 N K-
B RA ik
destAddress | String H itk P B4k
contract Contract AAER
priv Priv Tk 7= A PR
metadata Metadatalnfo | T/
initBalance | Long K%, BIMO, 1 BU = 10°8 MO,
initInput String A init i EFIAS
7.7.5.9 Contract
Contractf) BAR(E BN N RFT7R:
[idal R | R
type Integer | & ZIRTEF, BOAAIE
payload | String | XJNIEFHIE LIS

7.7.5.10 Metadatalnfo

MetadataInfo ) EAR(F B0 N £ R:
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7.7.5.11 OperationlssueAsset

OperationlssueAsset {1 E A& B 41T R FR:

7.7.5.12 OperationPayAsset

[pda! R | R

key String | metadataff"] %5 1A
value String | metadataf'JA %
version | Long | metadatafJiftZx
s R | Fk
code String | B gmig
assetAmount | Long | %/ BE |

OperationPayAsset) BAK(E B.40 N £ iR

B 5 RAT TR
destAddress | String R B = 1) B ik 7 Hb ik
asset AssetInfo | WP B
input String & P Imain i EIA S
7.7.5.13 OperationPayCoin
OperationPayCoin ) B &5 B4~ £ 7R~:
R 5T RAT | HR
destAddress | String | FF¥H% R0 H bl 7 HiHE
buAmount Long | M HIBURLE
input String | &4 maintiEAAS
7.7.5.14 OperationSetMetadata
OperationSetMetadata[J B85 540 N KR
! RA Efa
key String | metadataf] 53 A
value String metadataf'] [N 2
version Long metadata IR
deleteFlag | boolean | J& & MFRmetadata

7.7.5.15 OperationSetPrivilege

OperationSetPrivilege 1) 2 &5 .41 N R FT7R:
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5! KA TR

masterWeight | String Tk BEE, KRN0, (Integer MAX_VALUE *2L + 1)]
signers Signer BRENEIFR

txThreshold | String LT IBR, K/INRAI0, Long. MAX_VALUE]

typeThreshold | TypeThreshold | ¥5E R H 1 TR

7.7.5.16 OperationLog

OperationLog ) EL{A(E Ban N R Fix:

B ES TR
topic | String e SRl
data String[] BAR

7.8 TGRS
ToHRSEMZ FHFED, BRIESTHEO: buildBlob, evaluateFee, sign, submit, getInfo-

7.8.1 buildBlob

buildBlob #HAMHTFINMA S, ERAZZBlobe, {FT ML {EH -

T 7£ i HibuildBlobz Hi & 2 9 # — & # {E . H ® # {F Aiefy . 7 5l
JE: AccountActivateOperation- AccountSetMetadataOperation- AccountSetPrivilegeOperation- Ass

IR T FR:
TransactionBuildBlobResponse buildBlob (TransactionBuildBlobRequest) ;
HRZEAN N RFTR:
E3 RAT TR
sourceAdr String VIR, R EIZIERERTIRIE P HbhE
dress
nonce Long W, FRERRZSFINE, REE+1, K/PNEH[1,Long. MAX_VALUE]
gasPrice | Long LE, XSGR EH, B MO, 1 BU = 108MO, K /) FR fI[1000,
Long. MAX_VALUE]
fee- Long DE, RHERKMNEKAFETE, B AMO, IMO, X /IR fl[1000,
Limit Long. MAX_VALUE]
opera- | BaseOp- | W&, FFREMBRIESIER, RREANT
tion eration[]
ceilLedgerdeqg wIE, EESRXREEREEENXRAHITEIRS], S XIEH IR X E
SPgEENME, ZHHITRB . LDAIKTET, Z0n AR
meta- String WIH, &=iE
data
M R EHE 40 F R B R
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>4 R | R
transactionBlob | String | Transaction/¥%{L5 FA 1637 I 717 B
hash String | % Zyhash
HERIE I N RTR:
A Hichd | Tk
INVALID_SOURCEADDRESS_E RROR 11002 | Invalid sourceAddress

INVALID_NONCE_ERROR 11048 Nonce must be between 1 and Long. MAX_VALUE
INVALID_DESTADDRESS_ERR OR 11003 Invalid destAddress
INVALID_INITBALANCE_ERR OR 11004 InitBalance must be between 1 and Long. MAX_VAI
SOURCEADDRESS_EQUAL_DES TADDRESS_ERROR 11005 SourceAddress cannot be equal to destAddress
INVALID_ISSUE_AMMOUNT_E RROR 11008 AssetAmount this will be issued must be between 1 ¢
INVALID_DATAKEY_ERROR 11011 The length of key must be between 1 and 1024
INVALID_DATAVALUE_ERROR 11012 The length of value must be between 0 and 256000
INVALID_DATAVERSION_ERR OR 11013 The version must be equal to or greater than 0
INVALID_MASTERWEIGHT _ERROR 11015 MasterWeight must be between 0 and (Integer. MAX_
INVALID_SIGNER_ADDRESS _ERROR 11016 Invalid signer address
INVALID_SIGNER_WEIGHT _ERROR 11017 Signer weight must be between 0 and (Integer MAX_
INVALID_TX_ THRESHOLD ER ROR 11018 TxThreshold must be between 0 and Long. MAX_VA
INVALID_OPERATION_TYPE _ERROR 11019 Operation type must be between 1 and 100
INVALID_TYPE _THRESHOLD _ERROR 11020 TypeThreshold must be between 0 and Long. MAX
INVALID_ASSET_CODE _ERROR 11023 The length of key must be between 1 and 64
INVALID_ASSET_AMOUNT_ER ROR 11024 AssetAmount must be between 0 and Long. MAX_V,
INVALID_BU_AMOUNT_ERROR 11026 | BuAmount must be between 0 and Long. MAX_VAL
INVALID_ISSUER_ADDRESS ERROR 11027 Invalid issuer address

NO_SUCH_TOKEN_ERROR 11030 No such token

INVALID_TOKEN_NAME_ERRO R 11031 The length of token name must be between 1 and 10:
INVALID_TOKEN_SYMBOL_ER ROR 11032 | The length of symbol must be between 1 and 1024
INVALID_TOKEN_DECIMALS _ERROR 11033 Decimals must be between 0 and 8
INVALID_TOKEN_TOTALSUPP LY_ERROR 11034 TotalSupply must be between 1 and Long. MAX_VAI
INVALID_TOKENOWNER_ERRP R 11035 Invalid token owner
INVALID_CONTRACTADDRESS _ERROR 11037 Invalid contract address
CONTRACTADDRESS_NOT_CON TRACTACCOUNT_ERROR | 11038 ContractAddress is not a contract account
INVALID_TOKEN_AMOUNT_ER ROR 11039 Token amount must be between 1 and Long. MAX_V
SOURCEADDRESS_EQUAL_CON TRACTADDRESS_ERROR | 11040 SourceAddress cannot be equal to contractAddress
INVALID_FROMADDRESS_ERR OR 11041 Invalid fromAddress
FROMADDRESS_EQUAL_DESTA DDRESS_ERROR 11042 FromAddress cannot be equal to destAddress
INVALID_SPENDER_ERROR 11043 Invalid spender

PAYLOAD_EMPTY_ERROR 11044 | Payload cannot be empty

INVALID_LOG_TOPIC _ERROR 11045 The length of key must be between 1 and 128
INVALID_LOG_DATA _ERROR 11046 | The length of value must be between 1 and 1024
INVALID_CONTRACT_TYPE_E RROR 11047 Type must be equal to or greater than 0
INVALID_NONCE_ERROR 11048 | Nonce must be between 1 and Long. MAX_VALUE
INVALID_ GASPRICE_ERROR 11049 GasPrice must be between 1000 and Long. MAX_VA
INVALID_FEELIMIT_ERROR 11050 FeeLimit must be between 1 and Long. MAX_VALU
OPERATIONS_EMPTY_ERROR 11051 Operations cannot be empty
INVALID_CEILLEDGERSEQ_E RROR 11052 CeilLedgerSeq must be equal or bigger than 0
OPERATIONS_ONE_ERROR 11053 One of the operations cannot be resolved
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
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F 1 -4 ET

il Hichd | A
SYSTEM_ERROR 20000 System error
BAREIN R
/] PR
String senderAddresss = "buQfnVYgXuMo3rvCEpKA6SfRrDpaz8D8A9Ea";
String destAddress = "buQsurHIMArjLkfjzkxRIKXJI6IJSUu2rI9xBNEwW";

Long buAmount = ToBaseUnit.BU2MO("10.9");
Long gasPrice = 1000L;

Long feelLimit = ToBaseUnit.BU2MO("0.01");
Long nonce = 1L;

// F#EsendBURE

BUSendOperation operation = new BUSendOperation();
operation.setSourceAddress (senderAddresss) ;
operation.setDestAddress (destAddress) ;
operation.setAmount (buAmount) ;

// WIEER S

TransactionBuildBlobRequest request = new TransactionBuildBlobRequest ();
request .setSourceAddress (senderAddresss) ;

request.setNonce (nonce) ;

request .setFeelimit (feelimit) ;

request.setGasPrice (gasPrice);

request .addOperation (operation);

// VHbuildBlob#EM

String transactionBlob = null;

TransactionBuildBlobResponse response = sdk.getTransactionService() .
—buildBlob (request) ;

if (response.getErrorCode() == 0) {

TransactionBuildBlobResult result = response.getResult();
System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.8.1.1 BaseOperation

BaseOperation &buildBlob#% O T H #RIERIEE K -

e RA | R
sourceAddress | String | 1EIE, HEIEVRNK - HikE
metadata String | &IH, &FIE

7.8.1.2 AccountActivateOperation

AccountActivateOperationk 7% T-BaseOperation, feeLimit H Fij(2018.07.26)[& %€ 7£0.01 BU -
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BARES KA | R

sourceAddress | String | EIE, FRIEJRNK - HoHE

destAddress String | WE, HFRIKFHihE

initBalance Long | WME, ®IIAMLE™, BIMO, 1BU =108 MO, K/]N0,Long. MAX_VALUE]
metadata String | &, &FE

7.8.1.3 AccountSetMetadataOperation

AccountSetMetadataOperation4%# T BaseOperation, feeLimit H Fij(2018.07.26)[E & /£0.01 BU -

R R = KA AR

sourceAddress | String WIE, BRIEVRE P HbhE

key String VI, metadataf IR HETE, KEFRHI[1, 1024]
value String WVIE, metadatafI A%, KEFRHI0, 256000]
version Long %I, metadatafJRRZAR

deleteFlag Boolean | 1&IE, J& 7 BRmetadata

metadata String ®E, &F

7.8.1.4 AccountSetPrivilegeOperation

AccountSetPrivilegeOperation# T-BaseOperation, feeLimit H Aj(2018.07.26)[& & £&0.01 BU -

sourceAddress | String IR, BRIEVRNK P HbhE

masterWeight | String wIE, kP BBNE, A/NRHI0,(Integer MAX_VALUE *2L + 1)]
signers Signer [] R, ZERENEIE

txThreshold String I, XHITR, K/DBEHI[0,Long. MAX_VALUE]

typeThreshold | TypeThreshold [ | iEHE, FEEREIZ FH1 TR

metadata String wE, &F

7.8.1.5 AssetlssueOperation

AssetlssueOperation¥ & T"BaseOperation, feeLimit H Fij(2018.07.26)[& %€ #&50.01 BU -

eSS RA | R

sourceAddress | String | 1EIE, EEIEVRNK FHikE

code String | WIE, BEwS, KEMRFIL, 64]

assetAmount | Long | ZME, BT EITEE, K/PPRHI0, Long MAX_VALUE]
metadata String | EIE, &FiE

7.8.1.6 AssetSendOperation

AssetSendOperationt 7 T BaseOperation, feeLimit H fi(2018.07.26)[E % &£0.01 BU -
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e FA | R

sourceAddress | String | &I, FIEVRMK Ak

destAddress String | WIE, HFRKFHihE

code String | WME, HiE%wmE, KEFRHIL, 64]

issuer String | WME, B RITIR A AR

assetAmount | Long | WME, B AE, K/NFRHI0, Long. MAX_VALUE]
metadata String | EE, &FiE

7.8.1.7 BUSendOperation

BUSendOperationZt7& T BaseOperation, feeLimit H fi[(2018.07.26)[E % £&£0.01 BU -

R = RA | R

sourceAddress | String | iEIE, EEIEVRNK FHikE

destAddress String | IE, HFRKFHEHE

buAmount Long | WE, W EITEE, A/NBRMHI0, Long. MAX_VALUE]
metadata String | £, &F

7.8.1.8 Ctp10TokenlssueOperation

Ctp10TokenIssueOperation4% & T-BaseOperation, feeLimit H Hij(2018.07.26)[& i £ 10.08 BU -

mAZTE | XA | kR
sourceAd- | String| IR, ERIEJRIKF HudE
dress
initBal- Long | WE, HAAEAKFPIPIRMLE™, BAUMO, 1WIE, HEAKFPPIRLES, B
ance FIMO, 1R/NRHI[1, max(64)]
name String | WIE, ctpl0TokenZ PR, KEFRHI[1,1024]
symbol String | WI&, ctplOTokenfF 5, KETFRHI[1,1024]
decimals Inte- | WIE, ctplOTokenZNEAFEE, K/IREHI0,8]
ger
supply String | WH, ctpl10Token & AT HYEVHEN & (ANAFFE ), R/INFRHI[1,Long. MAX_VALUE]
metadata String | 7EIE, &F

7.8.1.9 Ctp10TokenTransferOperation

Ctp10TokenTransferOperationZ & T BaseOperation, feeLimitH Fij(2018.07.26)[E 7€ /£&0.02 BU

ARG 2D = RAT | FR

sourceAddress | String | EIE, A% tokenHIFFE &K kL

contractAddress | String | WME, SRS HHE

destAddress String | WIE, FFEERS AT HAREK P HLHE

tokenAmount String | WIE, T HtokenEi=E, K/PNREHI[1,Long. MAX_VALUE]
metadata String | EHE, &FIE
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7.8.1.10 TokenTransferFromOperation

TokenTransferFromOperationZk & T BaseOperation, feeLimit H Fij(2018.07.26)[# % 7&0.02 BU -

R AR R | Fak

sourceAddress String | ZEIE, FEIEVRIK - HotE

contractAddress | String | WIEH, SZNK T HAE

fromAddress String | WME, TR ATRNK - Mk

destAddress String | WME, TR RT HIRK - HikE

tokenAmount String | W, FFEZHctpl0TokenE &, A/NPRHI[1,Long. MAX_VALUE]
metadata String | EE, &FiE

7.8.1.11 Ctp10TokenApproveOperation

Ctp10TokenApproveOperation4%#& T BaseOperation, feeLimit H fij(2018.07.26)[& & /£0.02 BU -

R AR & RAT | FA

sourceAddress | String | ZEIH, & %tokenHIFAA MK HiTE

contractAddress | String | ME, A2k HHE

spender String | WME, BAEINEK - itk

tokenAmount String | W, BN EE R Fctpl0Token®UE , A/NEHI[1,Long. MAX_VALUE]
metadata String ®E, &F

7.8.1.12 Ctp10TokenAssignOperation

Ctpl10TokenAssignOperation4% & T-BaseOperation, feeLimit H §ij(2018.07.26)[& & £0.02 BU -

R R & RAT | Fk

sourceAddress | String | 13, & ZtokenfIHE E MK HHE

contractAddress | String | WME, SNk HBHE

destAddress String | WIE, FErECEYT HARKF Hihk

tokenAmount String | WIE, FFECHIctpl0TokenZ i, A/PNREHI[1, Long. MAX_VALUE]
metadata String | 1£E, &F

7.8.1.13 Ctp10TokenChangeOwnerOperation

Ctp10TokenChangeOwnerOperationZ# 7 T-BaseOperation, feeLimitH Hij(2018.07.26)& & +£0.02 BU -

An kS R | FR

sourceAddress String | &I, & ZtokenA A &Mk HiHE
contractAddress | String | ME, AR HiHE

tokenOwner String | WIE, FFECRSIY H AR HBHE
metadata String | 1£E, &F

7.8.1.14 ContractCreateOperation

ContractCreateOperationZk 5 T BaseOperation, feeLimit F i(2018.07.26)[# %€ &10.01 BU -
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HZE R | Tk
sourceAd- String | &I, &% tokenAIHHA & MK HiHE
dress
initBalance | Long | X IH, A A NIK A MW L %™, H MO, 1BU = 108 MO, K/NR
#[1,Long. MAX_VALUE]
type Inte- | %I, AAIRER, FRINEO
ger
payload String | WMEH, WRGEFR G LIS
initInput String | WedE, EARIEH i IERIAS
metadata String | 1EE, &FE

7.8.1.15 ContractinvokeByAssetOperation

ContractInvokeByAssetOperation4 & T BaseOperation, feeLimitZARIE A L) HHITE F MR INFLLT, H5E
KA 5 FEERR, HEI(2018.07.26)/20.01BU, IXJ5 & £ HISE 5 7 258 5 K L & VS I HE R 58 5 #) 2

o
AR RAT | A
sourceAddress String | ZEiE, FRIEVRIK - Hodk
contractAddress | String | ME, AZMK T HiHE
code String | ZEIE, B, KEFRS0,1024]; 5 AN, (A &2,
issuer String | PEIE, BEAITIKA ML, S oAnull, RRZ &2
assetAmount Long | &I, T8(&E, K/DFREHI[0,.Long. MAX_VALUE], S HoKf, ik &4
input String | I, R B9 & YT I main) A S
metadata String | 1£E, &F

7.8.1.16 ContractinvokeByBUOperation

ContractInvokeByBUOperationZt 7 T BaseOperation, feeLimitZARTE &L HHUTE ZRININFLLT, HREA
5 FE3 . HHiI(2018.07.26):20.01BU, KI5 &L HIZE S THRE AL 5 KAEE IR NAE 5 B F-2E7% -

PAnES: KA | R

sourceAddress String | ZEiE, FEIEVRIK - HotE

contractAddress | String | WAHE, SZNK AR

buAmount Long | &, W™ RITEE, K/RHI0,Long MAX_VALUE], HRHOE (k% &2
input String | E£E, FHA AN Imain)AS

metadata String | &E, T

7.8.2 evaluateFee

evaluateFee OS5 838 FIVEAL -
WA JTEW T R

TransactionEvaluateFeeResponse evaluateFee

(TransactionEvaluateFeeRequest) ;

THRSEU T RPTR:

1

70

Chapter 7. BUMO JAVA SDK#g8/4



bubi Documentation, % 7 1.0.0

S EiE
iR
sourceAd-| String VIR, B RIZIERERTR P HohE
dress
nonce Long VIE, FEEMIZ S TS, K/INRFI[1,Long. MAX_VALUE]
opera- BaseOp- | IEH, FHERZFERIEIIE, TRAIT
tion eration
(]
sign- Integer HIE, FEAFERE, BEL, K/NRFHI[1,Integer MAX_VALUE]
tureNum-
ber
ceilLedgerSkqng I, EE SR RREEREEEENXRATITRIRRS, 3 XREH S X R
ESFTREENE, THPITRM - LHRTET0, oK ARSI
meta- String I, &iE
data
i R ZE a0 R R PR
S| KA TR
txs TestTx[] AR 58
RGN N R TR
T B R |
=
INVALID_SOURCEADDRESS_E 11002 | Invalid sourceAddress
RROR
INVALID_NONCE_ERROR 11045 | Nonce must be between 1 and Long. MAX_VALUE
OPERATIONS_EMPTY_ERROR 11051 | Operations cannot be empty
OPERATIONS_ONE_ERROR 11053 | One of operations cannot be resolved
INVALID_SIGNATURENUMBER _ER- | 11054 | SignagureNumber must be between 1 and Inte-
ROR gerMAX_VALUE
REQUEST_NULL_ERROR 12001 | Request parameter cannot be null
SYSTEM_ERROR 20000 | System error
BARRFIANT R
// WItaWARE
String senderAddresss = "buQnnUEBREwW2hB6pWHGPzwanX7d28xk6KVep";

String destAddress =
Long buAmount =
Long gasPrice =
Long feelimit =
Long nonce = 51L;

1000L;

// i sendBUEE
BUSendOperation
buSendOperation.
buSendOperation.
buSendOperation.

buSendOperation =

setAmount (buAmount

/] IR SRS H

ToBaseUnit .BU2MO ("0.01");

)i

"buQfnVYgXuMo3rvCEpKA6SfRrDpaz8D8A9Ea";
ToBaseUnit .BU2MO("10.9");

new BUSendOperation();
setSourceAddress (senderAddresss) ;
setDestAddress (destAddress) ;

(continues on next page)
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TransactionEvaluateFeeRequest request = new TransactionEvaluateFeeRequest ();
request .addOperation (buSendOperation);

request.setSourceAddress (senderAddresss) ;

request .setNonce (nonce) ;

request.setSignatureNumber (1) ;
request.setMetadata (HexFormat .byteToHex ("evaluate fees".getBytes()));

// PHevaluateFeekZH

TransactionEvaluateFeeResponse response = sdk.getTransactionService() .
—evaluateFee (request) ;

if (response.getErrorCode() == 0) {

TransactionEvaluateFeeResult result = response.getResult ();
System.out .println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.8.2.1 TestTx

TestTx ) EAAR(E BN ERFR:

AR R Efi%
transactionEnv | TestTransactionFees | YAG T 2 % FB

7.8.2.2 TestTransactionFees

TestTransactionFees ) EA&(F Ba0 N Fios:

R 2D B iR
transactionFees | TransactionFees | % % %% FH

d

7.8.2.3 TransactionFees

TransactionFees F B &5 Bl T FHR:

AT E | RA | R
feeLimit Long | X B ERIIERIETH
gasPrice | Long | X ZBRRI M

7.8.3 sign

sign HHOMTENLHHIESL -
FRJTEW TR

TransactionSignResponse sign(TransactionSignRequest) ;
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ERZEA N ERFTR:
2 R R
blob String | WIEH, FFEHRIZ ZBlob
privateKeys | String[] | IH, FAPFIE
LIINEAE T UM
Z% R R
signatures | Signature | % % )5 ARSI
ARSI N RTR
FH iRl | #k
INVALID_BLOB_ERROR 11056 | Invalid blob
PRIVATEKEY_NULL_ERROR | 11057 PrivateKeys cannot be empty
PRIVATEKEY_ONE_ERROR 11058 One of privateKeys is invalid
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error
BARREIIN TR
/) WIRITERSEL
String issuePrivateKey = "privbyQCRp7DLgKtREFCgKQJr8lTurTgG6UKXMMtGAMPG3abcMIXHIWvg";

String []signerPrivateKeyArr =
String transactionBlob =
—"0A246275516E6E5545425245773268423670574847507A77616E5837643238786B364B566370102118C0

i

{issuePrivateKey};

LI
—
TransactionSignRequest request =
request.setBlob (transactionBlob) ;

new TransactionSignRequest () ;

for (int i = 0; i < signerPrivateKeyArr.length; i++) {

request .addPrivateKey (signerPrivateKeyArr[i]);

}

TransactionSignResponse response = sdk.getTransactionService () .sign (request);

if (0 response.getErrorCode () ) {
System.out .println (JSON.toJSONString (response.getResult (),
lelse{

true));

System.out.println("error: " + response.getErrorDesc());

}

7.8.3.1 Signature

Signature '] B AR5 BT T E TR
A E | RE | iR
signData Long | 4 EEIR
publicKey | Long | A%H

7.8.4 submit

submit MM TR Z R -
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W JTE T s
TransactionSubmitResponse submit (TransactionSubmitRequest) ;
HRZEA N RFTR:
ZE RAT TR
blob String VI, 2T Fblob
signature | Signature [] | IR, ZRZIFE
M S ESHEAn T R P -
S BESE S
hash | String | % Zhash
BRI T RER:
ki FED | R
INVALID_BLOB_ERROR 11056 Invalid blob
SIGNATURE_EMPTY_ERROR | 11067 The signatures cannot be empty
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
SYSTEM_ERROR 20000 System error
BARTREI T s

// WIEHER S
String transactionBlob =
—~"0A246275516E6E5545425245773268423670574847507A77616E5837643238786B364B566370102118C0

Signature signature = new Signature () ;
signature.setSignData (
—"D2B5E3045F2C1B7D363D4F58C1858C30ABBBBOF41E4B2E18AF680553CA9C3689078E215C097086E47A43
")

signature.setPublicKey (
—"b0011765082a9352e04678e£38d38046dc01306edef676547456c0c23e270aaed7f£fe9e31477");
TransactionSubmitRequest request = new TransactionSubmitRequest () ;
request.setTransactionBlob (transactionBlob) ;

request.addSignature (signature) ;

// W submitiEA

TransactionSubmitResponse response = sdk.getTransactionService () .submit (request);
if (0 == response.getErrorCode()) { // XX

System.out.println (JSON.toJSONString (response.getResult (), true));

} else{

System.out.println("error: " + response.getErrorDesc());

}

7.8.5 getinfo

get Info #HMTEIMRIEL FhashE I -
WRJTE T FR:
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TransactionGetInfoResponse getInfo (TransactionGetInfoRequest);

ERSEA TR
EESTRE S
hash | String | % Zhash
i R ZE A0 R R TR
% RAT TR
totalCount Long REIFEAFEL |
transactions | TransactionHistory [] I
RGN N R TR
S Wiy | ik
INVALID_HASH_ERROR 11055 Invalid transaction hash
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 | System error
BARRFIANT TR
// WIRER S
String txHash = "1653f54fbball34f7e35aceed9592a7¢29384dal0f2f629c9a214f6e54747705";
TransactionGetInfoRequest request = new TransactionGetInfoRequest () ;

request.setHash (txHash) ;

// PWHgetInfofEM

TransactionGetInfoResponse response = sdk.getTransactionService () .getInfo (request);
if (response.getErrorCode () == 0) {

System.out.println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.8.5.1 TransactionHistory

TransactionHistory F EA(E B 40 T R s

AT E | R R
actualFee String P ENR
closeTime | Long 55 KA TH]
errorCode | Long T 5 5y
errorDesc String R3S
hash String % Zrhash
ledgerSeq | Long XRFF5
transaction | Transactionlnfo ToHWNEFF
signatures | Signature [] XIS
txSize Long TR
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7.9 XIRIRS

X ARSERMERAERPED, BRI MO getNumber -~ checkStatus~ getTransactions- getInfo~ getla

7.9.1 getNumber

getNumber ¥ H M T EWEHHIXRFE -
VR T PR

BlockGetNumberResponse getNumber () ;

i R Z R a0 R R
Bz Sl Tk
header BlockHeader | Xtk
blockNumber | Long AT R =, X RJEREF Bseq
BRI T RER:
R WX | A
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error
BARRBIG0 T Frs:
// W getNumberi#H
BlockGetNumberResponse response = sdk.getBlockService () .getNumber () ;
if (0 == response.getErrorCode()) {
System.out .println (JSON.toJSONString (response.getResult (), true));
lelse{
System.out.println("error: " + response.getErrorDesc());
}

7.9.2 checkStatus

checkStatus O A TREARM T S X EEF LR -
WA ITEW T R

BlockCheckStatusResponse checkStatus();

il R A T R TR
e e ERBN
isSynchronous | Boolean | X Z& G [AT
RN R R
FH By | A
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

176 Chapter 7. BUMO JAVA SDK1#5/



bubi Documentation, % 7 1.0.0

EATRBIA T FroR:

// VW checkStatus

BlockCheckStatusResponse response = sdk.getBlockService () .checkStatus();
if (0 == response.getErrorCode()) {

System.out .println (JSON.toJSONString (response.getResult (), true));
lelse(

System.out.println("error: " + response.getErrorDesc());

}

7.9.3 getTransactions

getTransactions HAMHTEMIEEX I EE NIFERLS -
WL T R

BlockGetTransactionsResponse getTransactions (BlockGetTransactionsRequest) ;

HRSZEA N RTR:
Z% RAT | HR
blockNumber | Long | W&, FFEBMXIREE, LAIKTO
e R EHE 4 R TR
% KA TR
totalCount | Long REFER ZE
transactions | TransactionHistory [] I
RIS R TR
FH Wi | R
INVALID_BLOCKNUMBER_ERROR | 11060 BlockNumber must be greater than 0
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 | System error
ARG TR

// WIIaHIERSEL

Long blockNumber = 617247L;// #617247XHk

BlockGetTransactionsRequest request = new BlockGetTransactionsRequest ();
request.setBlockNumber (blockNumber) ;

// WgetTransactionsi M

BlockGetTransactionsResponse response = sdk.getBlockService() .
—getTransactions (request) ;

if (0 == response.getErrorCode ()) {

System.out.println (JSON.toJSONString (response.getResult (), true));
lelse(

System.out.println("error: " + response.getErrorDesc());

}
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7.9.4 getinfo
getInfo O THRIXRER -
W TN Frs:
BlockGetInfoResponse getInfo (BlockGetInfoRequest) ;
ERSEA TR
B2 RAT T R
blockNumber | Long | W3H, FEIHMIXIRGEE
e R EHE 4 R R TR
ZH ESUEL S
closeTime | Long | XIRICHHMTA]
number Long | X &EE
txCount Long | XA &E
version String | XIRRRA
R T RR:
S Wik | Bk
INVALID_BLOCKNUMBER_ERROR | 11060 BlockNumber must be greater than 0
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect network
SYSTEM_ERROR 20000 System error

BEATRBIA T FroR:

// WIAIE R SEL
BlockGetInfoRequest request
request.setBlockNumber (629743L) ;

// PWHgetInfofEN
BlockGetInfoResponse response
if (response.getErrorCode ()
BlockGetInfoResult result

== 0) {

} else {
System.out.println("error:

}

new BlockGetInfoRequest () ;

sdk.getBlockService () .getInfo (request);

response.getResult () ;

System.out.println (JSON.toJSONString (result, true));

" + response.getErrorDesc());

7.9.5 getLatestinfo

getLatestInfo HHOHTHRIGHXREE -
VR JTEA T s

BlockGetLatestInfoResponse getLatestInfol();
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i R R 0 R PTR
SE ESIE
closeTime | Long | XIRFKHTH]
number Long | XIREE, KNEZEF Bseq
txCount Long | X E=E
version String | XIRRRA
RN N R TR
FH Fihy | FEA
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error
BARREIANT TR

// VifgetLatestInfofEM

BlockGetLatestInfoResponse response = sdk.getBlockService().getLatestInfol();

if (response.getErrorCode() == 0) {
BlockGetLatestInfoResult result = response.getResult();
System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.9.5.1 getValidators

getValidators #&H M TIRIGEE XA AR T H 5L
FRJTEW TR

BlockGetValidatorsResponse getValidators (BlockGetValidatorsRequest) ;

HSRSEA T R R:
2 RAT | #iid
blockNumber | Long | JE, FFERPIXREE, LAIKTO
M R EHR 4 R R
2% RAT A
validators | ValidatorInfo [] | kT S 5ZE
IR T R FR:
R Hixfg | A
INVALID_BLOCKNUMBER_ERROR | 11060 | BlockNumber must be greater than 0O
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error
BARTREII TR
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// WIEHER S
BlockGetValidatorsRequest request = new BlockGetValidatorsRequest () ;
request .setBlockNumber (629743L) ;

// Vfgetvalidatorsf&M

BlockGetValidatorsResponse response = sdk.getBlockService () .getValidators (request);
if (response.getErrorCode() == 0) {

BlockGetValidatorsResult result = response.getResult();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.9.5.2 Validatorinfo

ValidatorInfofJ B Af5 B 40 F R FR:

AZ & ESEE S
address String | FIHTT S HBHE
plegeCoinAmount | Long | J&UETT miff 4

7.9.6 getLatestValidators

getLatestValidators M0 TIREUGRHT X R AT IS IETT R -
W JTE T s

BlockGetLatestValidatorsResponse getLatestValidators();

i R R 0 R PTR
3 RAT TR
validators | ValidatorInfo [] | J0uE™ G515
R T RER:
R FiRr | fA
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error
BARRBIG0 T Frs:
// VifgetLatestvValidatorsiEM
BlockGetLatestValidatorsResponse response = sdk.getBlockService() .

—getLatestValidators () ;

if (response.getErrorCode () == 0) {
BlockGetLatestValidatorsResult result = response.getResult () ;
System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}
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7.9.7 getReward

getReward # H T IREGE E XA ) X BRAZ B ANEE IR 555805 -
WA T PR:

BlockGetRewardResponse getReward (BlockGetRewardRequest) ;

HRSEAN TR FTR:
2% ESIVINIET37S
blockNumber | Long | WIE, FEEAIRREE, LAIKTO
M R AN R TR
53 il E0
blockReward Long X BRZENEL
validatorsReward | ValidatorReward [1 | 35 UET B ZRITEMW,
RGN KR
R Hixtg | A
INVALID_BLOCKNUMBER_ERROR | 11060 | BlockNumber must be greater than 0
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error
BARRGI T Frw:

// WIEHIESRSEL
BlockGetRewardRequest request = new BlockGetRewardRequest ();
request.setBlockNumber (629743L) ;

// PHgetRewardfE M

BlockGetRewardResponse response = sdk.getBlockService () .getReward (request);
if (response.getErrorCode () == 0) {

BlockGetRewardResult result = response.getResult();

System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.9.7.1 ValidatorReward

ValidatorReward i) 24485 B U0 N FFiR:

AT E | KA | #A
validator | String | ZUET mHEHE
reward Long | J&UET7 5. %)
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7.9.8 getLatestReward

getLatestReward 0 FREUEH XA [ X S FHFILEUETT 5286 -
W7 IEW T FR:

BlockGetLatestRewardResponse getLatestReward();

Mo SRR 0 T KPR
53 Bl A
blockReward Long X BRFEIRHEL
validatorsReward | ValidatorReward [] | 35 UET B ZITEMW,
BRI R FR:
S Hixg | ik
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error
BARRGI T Frs:
// WgetLatestRewardfE M
BlockGetLatestRewardResponse response = sdk.getBlockService () .getLatestReward();
if (response.getErrorCode() == 0) {

BlockGetLatestRewardResult result = response.getResult ();
System.out.println (JSON.toJSONString (result, true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.9.9 getFees

getFees % HIRAUIEE X B A AN S (i B 7 BR A AR L
VRJTEI T R

BlockGetFeesResponse getFees (BlockGetFeesRequest) ;

HERSEA T RFTR:
Z% RAT | HR
blockNumber | Long | W3E, FFEEMIXREE, LAIATO
i R EE a0 R TR
ZE | RAE | #R
fees | Fees | Bt
HRIE T KR
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o Wi | ik
INVALID_BLOCKNUMBER_ERROR | 11060 BlockNumber must be greater than 0
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTNETWORK_ERROR 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

BARREIG0 T s

// FIEIERSEL

BlockGetFeesRequest request = new BlockGetFeesRequest ();

request.setBlockNumber (629743L) ;

// ViHgetFeesiZd

BlockGetFeesResponse response = sdk.getBlockService () .getFees (request) ;

if (response.getErrorCode() == 0) {

System.out .println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.9.9.1 Fees

Fees ) A5 B N £ FR:

e ES NE S

baseReserve | Long | WK i KB PRl

gasPrice Long | X ZREEIE, BEAIMO, 1BU =108 MO

7.9.10 getLatestFees

getLatestFees M AT IREUEFT X B BIK F S A 5 7 BRI AR ELAL -

WHITEW T FiR:
BlockGetLatestFeesResponse getlLatestFees();
il B R AN T R TR
ESESBES
fees | Fees | B¢
IR T R R:
TH Wil | ik
CONNECTNETWORK_ERROR | 11007 Failed to connect to the network
SYSTEM_ERROR 20000 System error

BAREIIT FroR-

9. XSS
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// VifgetLatestFeesEO

BlockGetLatestFeesResponse response = sdk.getBlockService () .getLatestFees();
if (response.getErrorCode() == 0) {

System.out.println (JSON.toJSONString (response.getResult (), true));

} else {

System.out.println("error: " + response.getErrorDesc());

}

7.10 A0

R ISR BT T A -

T iRhy | A

ACCOUNT_CREATE_ERROR 11001 Failed to create the account
INVALID_SOURCEADDRESS _ERROR 11002 Invalid sourceAddress
INVALID_DESTADDRESS_E RROR 11003 Invalid destAddress

INVALID_INITBALANCE_E RROR 11004 InitBalance must be between 1 and Long. MAX_VAI
SOURCEADDRESS_EQUAL_D ESTADDRESS_ERROR 11005 SourceAddress cannot be equal to destAddress
INVALID_ADDRESS_ERROR 11006 Invalid address

CONNECTNETWORK_ERROR 11007 Failed to connect to the network
INVALID_ISSUE_AMOUNT _ERROR 11008 Amount of the token to be issued must be between 1
NO_ASSET_ERROR 11009 The account does not have the asset
NO_METADATA_ERROR 11010 The account does not have the metadata
INVALID_DATAKEY_ERROR 11011 The length of key must be between 1 and 1024
INVALID_DATAVALUE_ERR OR 11012 | The length of value must be between 0 and 256000
INVALID_DATAVERSION_E RROR 11013 The version must be equal to or greater than 0
INVALID_MASTERWEIGHT _ERROR 11015 MasterWeight must be between 0 and (Integer. MAX
INVALID_SIGNER_ADDRES S_ERROR 11016 Invalid signer address
INVALID_SIGNER_WEIGHT _ERROR 11017 Signer weight must be between 0 and (Integer MAX_
INVALID_TX_THRESHOLD _ERROR 11018 TxThreshold must be between 0 and Long. MAX_VA
INVALID_OPERATION_TYP E_ERROR 11019 Operation type must be between 1 and 100
INVALID_TYPE_THRESHOL D_ERROR 11020 TypeThreshold must be between 0 and Long. MAX _?
INVALID_ASSET_CODE_ER ROR 11023 The length of key must be between 1 and 64
INVALID_ASSET_AMOUNT _ERROR 11024 AssetAmount must be between 0 and Long. MAX_V,
INVALID_BU_AMOUNT_ERR OR 11026 BuAmount must be between 0 and Long. MAX_VAL
INVALID_ISSUER_ADDRES S_ERROR 11027 Invalid issuer address

NO_SUCH_TOKEN_ERROR 11030 No such token

INVALID_TOKEN_NAME_ER ROR 11031 The length of token name must be between 1 and 10:
INVALID_TOKEN_SIMBOL ERROR 11032 The length of symbol must be between 1 and 1024
INVALID_TOKEN_DECIMAL S_ERROR 11033 Decimals must be between 0 and 8
INVALID_TOKEN_TOTALSU PPLY_ ERROR 11034 TotalSupply must be between 1 and Long. MAX_VA]
INVALID_TOKENOWNER_ER RPR 11035 Invalid token owner
INVALID_CONTRACTADDRE SS_ERROR 11037 Invalid contract address
CONTRACTADDRESS_NOT_C ONTRACTACCOUNT_ERROR | 11038 contractAddress is not a contract account
INVALID_TOKEN_AMOUNT _ERROR 11039 TokenAmount must be between 1 and Long. MAX_V
SOURCEADDRESS_EQUAL_C ONTRACTADDRESS_ERROR | 11040 SourceAddress cannot be equal to contractAddress
INVALID_FROMADDRESS_E RROR 11041 Invalid fromAddress
FROMADDRESS_EQUAL_DES TADDRESS_ERROR 11042 FromAddress cannot be equal to destAddress
INVALID_SPENDER_ERROR 11043 Invalid spender
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F2-8 LT
i iR |k
PAYLOAD_EMPTY_ERROR 11044 | Payload cannot be empty

INVALID_LOG_TOPIC_ERR OR 11045 The length of one log topic must be between 1 and 1.
INVALID_LOG_DATA_ERRO R 11046 The length of one piece of log data must be between
INVALID_CONTRACT_TYPE _ERROR 11047 Invalid contract type

INVALID_NONCE_ERROR 11048 Nonce must be between 1 and Long. MAX_VALUE
INVALID_GASPRICE_ERRO R 11049 | GasPrice must be between 1000 and Long. MAX_VA
INVALID_FEELIMIT_ERRO R 11050 FeeLimit must be between 1 and Long. MAX_VALU
OPERATIONS_EMPTY_ERRO R 11051 Operations cannot be empty
INVALID_CEILLEDGERSEQ _ERROR 11052 | CeilLedgerSeq must be equal to or greater than 0
OPERATIONS_ONE_ERROR 11053 One of the operations cannot be resolved
INVALID_SIGNATURENUMB ER_ERROR 11054 | SignagureNumber must be between 1 and Integer.M/
INVALID_HASH_ERROR 11055 Invalid transaction hash

INVALID_BLOB_ERROR 11056 | Invalid blob

PRIVATEKEY_NULL_ERROR 11057 PrivateKeys cannot be empty
PRIVATEKEY_ONE_ERROR 11058 One of privateKeys is invalid
PUBLICKEY_NULL_ERROR 11061 PublicKey cannot be empty

URL_EMPTY_ERROR 11062 | Url cannot be empty
CONTRACTADDRESS CODE BOTH_NULL_ERROR 11063 ContractAddress and code cannot be empty at the sax
INVALID_OPTTYPE_ERROR 11064 OptType must be between 0 and 2
GET_ALLOWANCE_ERROR 11065 Failed to get allowance
GET_TOKEN_INFO_ERROR 11066 | Failed to get the token info
SIGNATURE_EMPTY_ERROR 11067 The signatures cannot be empty
REQUEST_NULL_ERROR 12001 Request parameter cannot be null
CONNECTN_BLOCKCHAIN_E RROR 19999 Failed to connect to the blockchain
SYSTEM_ERROR 20000 | System error
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o AR Frootlk 5 T HOIR B AR N2 A - FF AR B O 2R A% -
 FEZLIRBUMOTI A HIl 5 2 R 18 B 45 E IR -

8.3.1 JRi¥L%E

L RLTR S BUMOTY A VR TR Ao SEMLAE IS RO ML BT R B 0 508 - VS = 00

IR ZEEARH , GRiRBUMOTRCES |, ZE3EBUMOT /5. -

8.3.1.1 ZEEAKHH

EGRIFBUMO™T s TR 2 IR L5 R G TR G - L3R E 5B AT P 3R
1. WIALLF 4 %35 aut omake -

sudo apt-get install automake

2. WIALL R in & %4 autoconf »

sudo apt-get install autoconf

3. WIALL T2 %% 1ibtool -

sudo apt-get install libtool

4. IANLUT L2 g+ e

sudo apt-get install g++

5. WIALL RN in & %4 1ibssl-deve

sudo apt-get install libssl-dev

6. BIALL 44 cmake -

sudo apt-get install cmake

7. BINLA N in&%%E 1ibbz2-dev o

’sudo apt-get install libbz2-dev

8. MIALL T &% % pythone

’sudo apt-get install python

9. BIALI N4 %3 unzip-

’sudo apt-get install unzip
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8.3.1.2 ZRiIFBUMOIR{LHT

FE LI 23 MRS 7 fEdm FEBUMORIIR TS « 4 iEBUMO™ A BRI %nwmﬂ«
1. FEMRER TEA LT @14 N EBUMORIRM I I« IR %3 git, 7T LUHE

install git fi¥R%EHE git-

iF sudo apt—get

git clone https://github.com/bumoproject/bumo.git

root@ubuntu:-# git clone https:/sgithub.com/bumopro ject bumo.git
loning into "bumo’ ...
remote: Counting objects: ZZ085, done.
remote: Compressing objects: 100x (265,265), done.
Iremote: Total 22085 (delta 200), reused 232 (delta 87), pack-reused 21695

Receiving objects: 100x (Z2085-22085), 185.05 MiB | 432.00 KiBrs, done.
Resolving deltas: 100« (10447-10447), done.

hecking commectivity... done.

hecking out files: 100x (13744-13744), done.

HEM#: FEBUMORIIRES T Hud FE K B 5h B bumos H 3%, TR TR IRENIZ H R -

2. B a2 NSRS SO B 5% .

‘cd /bumo/build/

3. BIALUN ar NI IR LT Z B85 -

‘./install build-deps-linux.sh

4. AL N4 EEbumo/ B3R T -

’cd ../

5. BIA LU a4 SEABUMOTR U g 3 I B B (5 BN SR g 1R A -

’make

ake[31: Leaving directory ‘~bumorbuild-/linux’
usrsbinscmake —-E cmake_progress_report ~bumosbuildslinuxs/CMakeFiles 12 34567 89
[100:2]1 Built target bumo

ake[Z21: Leaving directory ‘~bumobuild-/linux’
usrsbinscmake —-E cmake_progress_start sbumorsbuildrslinux-CHakeFiles 0
ake[11: Leaving directory "~bumobuild/linux’

Hf: FiFEZAJEE R AT HETCH bumo £ bumod 17 5U7E/bumo/bin H 3K T -

8.3.1.3 ZZEBUMOTI 4.

EGIFETERUG A BEZFEBUMOT &, - ZRBUMOT M7 Z5ER L NP3
1.%)@1?@ HABZEEHF -
’cd /bumo/

2. WIALUT & SEMcE s - WL T BIFR(E BINER 2R M) -

‘make install

8.3. FElinux N ZZEBUMOT &5
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jsudo mkdir -p susr~localsbuchain/coredump:

ake[11: Leaving directory " bumosbuilds1inux’

TEfR:

o BB T ARSS 25T fust/local /buchain/ H 3¢ K -
® ﬁ%%ﬁ)ﬁ%%ﬁ@ﬁﬂﬁﬁﬂﬂﬁﬁ service bumo start ﬁ/ﬁ\ﬂ%)ﬁﬁ]bumﬁ&% °
o ZEESEBUMOT A5 fEbuchain/ H X NE 0N HRE5H:

Hx [ UiHA

bin FRCRTHATSE (RIS Fbumo T HUTAEF)

jslib | R =T7jsE

config | FCESIFHFE®: bumo.json

data BIRFE R, FRKAZIE

scripts | JE AR H &

log BITHEFEE R (% HRE2TBUMO™ A4 & HIN)

3.2 AL

o0}

LA TSGR A AT FORZEARBUMO T i - i 223 B Z3BUMO T i FH LR A Al AR 20
BHMEE ~ EMIRS - BEURS BohEE - WEIYURS) - SRR EE S

8.3.2.1 REUZ KA ME

IREUBUMORY 22 1 3 i [ 228 SRR B SE A DA R 3R
1. BIALL N4 FEBUMORI Z 24, -

wget https://github.com/bumoproject/bumo/releases/download/1.0.0.7/buchain-1.0.0.7-
—linux-x64.tar.gz

Hf#:

. ﬁﬂ%@?ﬁﬁ%&%wget, A PIAH apt-get install wget A wget o

o f&E] LAFE https://github.com/bumoproject/bumo/releases 8 ¥ BT ERIMA, RNELERETZRAE
N SRR

o AR TEEREST -

2. BIA LN i &2 550 7% D12 fust/local/ H K F -

cp buchain-1.0.0.7-1inux-x64.tar.gz /usr/local/

T LIPS DU ERAESOIE N B SR T 52l - EFRIE B AR 0N 3 B SRR P8 DU .
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3. WAL it AF) fust/local/ B3R -

’cd /usr/local/

4. BNLLUT a4 A H ST -

’tar -zxvf buchain-1.0.0.7-1linux-x64.tar.gz

HEfE: R 5EAUS 158 buchain/ H 3% -

8.3.2.2 HMARS

AR e T E fbumoMbumod AU AR S5 - 1EMARSS TR B SERL LA T P ER:
1. BIALLUT 23 MbumorI AR S -

’ln -s /usr/local/buchain/scripts/bumo /etc/init.d/bumo

2. B ALUP a4 fbumod A ARSS -

’ln s /usr/local/buchain/scripts/bumod /etc/init.d/bumod

8.3.2.3 BEMURF E i

BEMtbumoFbumod A B B 12 T 52 AL LA AP 3
1. fElocal/ H & NI A LLUR 44T FFbumo 3 £ -

vim buchain/scripts/bumo

2. ##install_dird 5 M{bumof %3 H % -

install_dir=/usr/local/buchain

install_dir=/usr/Llocal/buchain

ript_dir=/usr/local/buchain/scripts

HEE: BUAE AL Finstall_dicf) B 375 /ust/local/buchain T ; A A] IR HEbumo i) B 7248 H SR E0K -

3. i Esc BOR HYREE -
4%Awﬂﬁﬁi#o
5. fElocal/ H 3% NI A LU R a4 ¥T FFbumod 34 -

vim /buchain/scripts/bumod

6. #Finstall_dirH 5 Mbumod i) Z5E H 3K -

install_dir=/usr/local/buchain
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R BUNE I Ninstall_dirf B 3 1E/ust/local/buchain ;%5 0] LUR HEbumod ) EL R 2048 H S - B -

7. B Esc IR H YW .
8. WA :wq PRI -

8.3.2.4 HEHHIED

BWEIYESEIE BRI,

L B AT a2 B 1R -

AR B L ABEROFAR - BCEITHLE I Z5ERL N PR

‘ln -s —f /etc/init.d/bumod

/etc/rcl.d/S99bumod

2. BWIALUT & E 22 -

‘ln -s —f /etc/init.d/bumod

/etc/rc2.d/S99bumod

3. WIALLT QB E3 -

‘ln -s —f /etc/init.d/bumod

/etc/rc3.d/S99bumod

4. BIALLT a5 B -

’ln -s —f /etc/init.d/bumod

/etc/rcd.d/S99bumod

5. BIALL N iR E SR -

’ln -s -f /etc/init.d/bumod

/etc/rc5.d/S99bumod

6. BIALLN 44T Frrelocal 4 -

vim /etc/rc.local

7. FErclocal 3R BB LA T 4 -

’/etc/init.d/bumod start

/etc/init.d/bumod start

SALL

8. Bt Esc BIE HYmE .
9. BN :1wq TR -
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10. $UT AN il 2 % Eire.local SAF AR -

chmod +x /etc/rc.local

M ZBUSERL T BUMOT SR 225 o« 728 BhbumofiRk S5 2 Hil D 7 B2 7 PSS A E B S0 -

8.3.2.5 LB ITIMEMECE CHF

E%%%%UMO%&E%%@%@T PR R BC B S BE S Bbumo iR S5 - BB T IR HIBCE IR 2 5E
AR 2P 5R:

1 BALUN ar @ NBIBCE SO H % -

cd /usr/local/buchain/config/

A

TEi% B3 N REE T LUR BT EA s A B & S -
* bumo-mainnet.json: 1% 3R 3 I PASE L E S N A AR A AR A
* bumo-testnet.json: 1% 3472 it W EASE B B B S i
* bumo-single.json: 1% {2 BT R EASE A HC B SR

2. EIALUT fin 4 B s T IR R EC B S -

mv bumo-testnet. json bumo. json

R

o AORFIHERCT WM EMELE N ZITEASE « Bt n] LURTE B O A Z B Al ST E iz i T e -
o B AT LLAT service start bumo KEBIbumofRS -
o ZIESEBUMOT A5 7] LAfEbuchain/ B & N BB 225 ) H 4554 -

8.4 ffMacOS T ZZEBUMOT A,
fEMacOS N Z2EBUMOTT S G FE IR L 24 L 2L 6 3 o

8.4.1 MacOSH H)4gmiF &3

YRR TR TR E I BUMO ™ S RR IS SR AT ENLEE IR I FINLES I IR 5 AT &35 - i 28 =345
IR ZZEXcode ~ HEECommand Line Tools ~ Z2EHomebrew ~ MacOSH LR « MacOSHFYRiEBUMOR
1« MacOSHZHBUMOTI 4, -
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8.4.1.1 Z%Xcode

225 Xcode TR ZSE R LA N IR

1

2
3
4
5
6

B BRI TEEM

. %N\ Apple ID flPassword.

. BE Sign in, AT E DU -

. Bifi Xcode 9.4.1, FFIRTF# xcode -
. fBE Xcode_9.4.1.xip-

- X H R B Xcode SERLEHE -

MR RS Xcode HIBURRY, FHEARYE H CHIMacOS RGHA A E -

8.4.1.2 “ZZ#ECommand Line Tools

L% Command Line Tools Bt TN HEE.

1.

2
3.
4

10.
11.

Y ® N oW

B BRERTETEHEM -
. Wi Apple ID Ml Passworde
i Sign in, AN T EDUHE -

. $$ Command Line Tools (macOS 10.14)for Xcode 10 Beta 6, ﬂzﬁﬁ?:ﬁ Command
Line Toolso

Wi Command_Line_Tools_macOS_10.14_for_ Xcode_10Beta_6.dmg-
B command Line Tools EIfn-

Hy gREsE

EREEE, e B ke

Bl FE-

Bl

HNERS IR R -

F#: 7E1%F command Line Tools HIMUKRHES, FFEMRIE B CAIMacOS RERA I E -

8.4.1.3 ##Homebrew

Z&EHomebrew s LA LA T P EE:
1. ¥TFFmach) 2% -
2. FERR R A LU TR

/usr/bin/ruby -e "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/
—master/install)"

3. #F Enter 8, #HiT4EE.
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8.4.1.4 MacOSH ZEE ki

1. BIALL N4 E Homebrew T BB HEHT -

‘export HOMEBREW_NO_AUTO_UPDATE=true

2. BIANLL N & 24 autoconf o

‘brew install autoconf

3. BIALUT 4 %4E aut omake o

‘brew install automake

4. BIALL N2 %38 1ibtool o

‘brew install libtool

5. BIALL N @24 cmake -

‘brew install cmake

6. BIALL N 4 %3 python .

’brew install python

7. BIANLU R a2 2 ma -

’brew install m4

8. WIALLT i@ %H wget -

’brew install wget

8.4.1.5 MacOSH %%iFBUMOIE Y

1. ZEMREH R TEALLT 74 N EBUMORRAS i - tiREE ZE git, AJLUEN sudo apt-get
install git [ e gito

sudo git clone https://github.com/bumoproject/bumo.git

rootBubuntu:-# git clone https:/ github.com/bumopro ject bumo.git
loning into "bumo’ ...
remote: Counting objects: ZZ085, done.
iremote: Compressing objects: 100x (265.265), done.
remote: Total 22085 (delta 200), reused 232 (delta 87), pack-reused 21695

Receiving objects: 100y (Z2085-22085), 185.05 MiB i 432.00 Kibr=, done.
Resolving deltas: 100z (10447.10447), done.

hecking commectivity... done.

hecking out files: 100x (13744-13744), done.

HEME: AEBUMORIEIUH N Eod B2 B 5h Bl bumos H 3%, JRMES TR IENZ HR T

2. WAL dr & ABRAI IS0 B 5% -

cd /bumo/build/
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3. BIALLUN S NI IR LT Z B85 -

’sudo ./install-build-deps-mac.sh

4. EiALL N2 E ] bumo/ HE K -

’cd ./

5. BIALLUR 4 52 i BUMOTR U A g i -

sudo make

R iSRS A AT HUAT X4 bumo 1 bumod 7FATEE/bumo/bin H K T -

8.4.1.6 MacOSH ZZBUMOT 4.

FEGRIESERUR A REZIRBUMOTI . - Z23EBUMOTI 75 2258 A LA T P 3K
L BIALL R a2 NEI 23 H K -

’cd /bumo/

2. BINLUR & SEp 2 -

’sudo make install

R

BRINE LD BRSS L 257 lust/local/buchain/ E K T o
o ZAFEZEBUMOT A S5 fEbuchain/ B3k FE W N BHREEM -

EE NI
bin FERCRTHRAT SO (G5 Abumo ATHIITAEFP)
config | BCESCFH<ES: bumo.json
data | BOEEER, FHORAETRE
jslib | R =T5js I
log BT HEFAMEER GZEREZTBUMOT fs A4 2 1)

8.4.2 MacOSH &I 4%

TR AR TR L AR T R ZSEBUMOT &, - DL 3 A 1 7 3Rk 2 EBUMO™ &AL HE B 1~ 5
. MacOSHIREUZEEAFFMRE ~ MacOSTRIFB TS AL E S -

8.4.2.1 MacOSH REUZ 3 £l i &

1 BRI T 3 2 2 6
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sudo wget https://github.com/bumoproject/bumo/releases/download/1.0.0.7/buchain-1.0.0.
—7-macOS—-x64.tar.gz

Hf#:

* ﬁﬂ%f@i?ﬁﬁﬂ%wget, T LA apt-get install wget fil i AR wget -

o f&B] LAFE https://github.com/bumoproject/bumo/releases 8 ¥ I BT ERIMA, RELERETZRAE
I B

o AR TEERET -

2. BIANLLUN an 2L 2E 67 T2 jusr/local/ B3R T -

sudo cp buchain-1.0.0.7-1linux-x64.tar.gz /usr/local/

TEMR: DL EPE DR ER A SR Nl B SR TR e A » SRR IRTE B AR 0 85 H ok P8 DU i -

3. WAL in st AF fust/local/ B3R R -

’cd /usr/local/

4. BNLLUT i & il B S

sudo tar -zxvf buchain-1.0.0.7-1linux-x64.tar.gz

HEfE: R S5EAUS 158 buchain/ H 3% -

Hx | B
bin FFRCATHTSE (GRS Abumo P TAEF)
config | BCESIHFHFER: bumo.json
data | BURFEEx, FRUKAZTE
jslib | FAHCE = TJ7jsE
log BTHEREER (ZHREE2TBUMOT S5 4 & HIN)

8.4.2.2 MacOS ik iz 171855 i AL B U1

FEZSEFEBUMOYS £ JE A EE IS TR SO B S 7 R BbumolR %5 - B FTHRBE MR B X M A 5
LA R

1 BIALL T e @t ABI B H 3R

cd /usr/local/buchain/config/

paR N
TR B NRME T UR BT IS A& S
* bumo-mainnet.json: 1% 3R 3 PSR L E S N A 7R A AR A
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* bumo-testnet.json: 1% {3 A EALE A HC B SO 1
* bumo-single.json: 1% {4 BT I EAE B BC B SO

2. BIANLUN & B s T I EC B -

mv bumo-testnet. json bumo. json

R

o AORFIHERCT WM EMELE R ZITEAE S n] LURTE B O M 2t B Al SO iz AT EA R -
o 4 A FERUS 13 A F fust/local/buchain/bin B3R T, BT . /bumo 4 # /2 5bumofiRsS -
o ZAEFZBUMO T A5 Al AZEbuchain/ B 5% N BB 2038 - H 4554 -

8.5 ALE

FeE S EHECE M 27 S ECERB .

8.5.1 EHIN &

MR E fFE T EREEUE - TS EE S - WEB API- WebSocket API~ [X B+ Bt [X B (genesis) AN H &
FIBCE - 18 FBCE 7E/usr/local/buchain/config H 3% F flbumo.json X {4 H i#H 1T HLE: -

"db" : {

"account_path": "data/account.db", //fAEMSEHE
"ledger _path": "data/ledger.db", //TEhEXIEHE
"keyvalue_path": "data/keyvalue.db" //fAEIRETE
}

T3 L] P £

"p2p":

{

"network_id":30000,//M%% 1D

/ /RS

"consensus_network":

{

"heartbeat_interval":60, ///.ODBCEE,
"listen_port":36001, // BT R H
"target_peer_connection":50, //HAEIERET S
"known_peers":

[

"127.0.0.1:36001"//3FBE AT &

]
}
}

WEB API Fii B
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"webserver": {
"listen_addresses":"0.0.0.0:16002"

}

WebSocket API Bl &

"wsserver":

{
"listen_address":"0.0.0.0:36003"

}

XRECE

"ledger":

{
"validation_address":“buthDED9nFchRkwAF4TthGSLlFupDNhZY",//ﬁﬁﬁf?ﬁﬁﬂﬁﬂt,[ﬂig?ﬂﬁﬁiiﬁﬁﬁ
BAAFERLE

"validation_private_key":
—"el74929ecec818c0861aebl68ebb800£f6317daeld439ec85aclcedccdb88487487c3b74a3l6ee777a3a’74
", //BRET EAAE, ST AEERAAFERLE
"max_trans_per_ledger":1000, / /BRI KAL)
"tx_pool": //XSHMELE

{

"queue_limit":10240, //XGMEERRH
"queue_per_account_txs_limit":64 //BPMKEHIASZ MR KAE
}

}

Ef#: validation_address Fll validation_private_key AJ LLi#1d bumo F2/7 i &17 TERE, HZBRFZIKS

[root@bumo ~]# cd /usr/local/buchain/bin
[root@bumo bin] #./bumo —--create—-account

{

"address" : "buQmtDEDINFcCfRkwAF4TVhg6SL1FupDNhzY", //Hak

"private_key" : "privbsZozNs3q9aixZWEUzL9Ft8AYph5DixNlsQccYvLs2zPsPhPK1Pt", //FA%A
"private_key_aes"
—"el74929ecec818c0861aebl68ebb800f6317daeld439ec85ac0cedccdb88487487c3b74a31l6ee777a3a’g
<", //RES INEHIFLEH

"public_key"
—"b00108d329d5ff69a70177a60bfl1lb68972576b35a22d99d0b%a61541ab568521db5ee817fecab", Y&/
A

"public_key_raw" : "08d329d5ff69a70177a60bflb68972576b35a22d99d0b9%a61541ab568521db5e",
- //IEIEAH

"sign_type" : "ed25519" //ed25519 MM

}

Bt X 3R

"genesis
{
"account™: "buQs9npaCg9mNFZG1l8qu88ZcmXYqdebgpTu3™, / /Bt Xt
"slogan" : "a new era of value", //TERETEQIH: XA AIIRE

"fees":

(continues on next page)

8.5. MLE& 199

77e5bl2efd72:

77e5bl2efd72:



bubi Documentation, % 7 1.0.0

{

"base reserve": 10000000, //WKEEIKTINEH

"gas_price": 1000 //FTE

b

"validators": ["buQBwe7LZYCYHfxiEGb1REIXCOKN2qrGXWCY"] //iE™i & XF|E
}

HE: F— X8 LR genesis BLE, YAUREF—E . account A LLE Y bumo T iy 21T TE
./bumo —-create-account KH, HEZEBRGFEZIKSEE, —BERRKEILELA -

HERCE

"logger":

{

"path":"log/buchain.log", // HEHZ
"dest":"FILE|STDOUT | STDERR", / /¥t sk
"level™:"TRACE | INFO|WARNING | ERROR |FATAL", // H&EZEH
"time_capacity":1, //BfEZEE, K
"size_capacity":10, //KNE&E, kK

"expire_days":10 //iHEHERL, K

}

8.5.2 £ 71 LECE R

REFLUWADEIET S —PEST A A, MRETEAER —FXRENRLE, HPFEBL
p2p-~ ledgerfigenesis iX = MEHR -

p2pt IR E
p2p M known_peers A4 H A D AT SHT IP Alvw H, T A Z R BLERE -
"p2p" :

{

"network_id":30000,

"consensus_network":

{

"heartbeat_interval":60,
"listen_port":36001,
"target_peer_connection":50,
"known_peers":

[

"192.168.1.102:36001", //TH /) 1P FHGH
"192.168.1.103:36001" //TiIE=M 1P FliH
1
}
}

JOUETT R

"p2p":

{
"network_id":30000,
"consensus_network":

(continues on next page)
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{

"heartbeat_interval":60,
"listen_port":36001,
"target_peer_connection":50,
"known_peers":

[

"192.168.1.101:36001", //TE—K 1P AU
"192.168.1.103:36001" //TWHR=/ 1P Fl%O
]
}
}

[FA T =

"p2p":

{

"network_id":30000,

"consensus_network":

{

"heartbeat_interval":60,
"listen_port":36001,
"target_peer_connection":50,
"known_peers":

[

"192.168.1.101:36001", //T&E—K 1P FUGH
"192.168.1.102:36001" //TiH M 1P FlifH
1
}
}

leger Bl B

JOUETT 5. ledger F) validation_address Ml validation_private_key W ICEL . 3 HFFEIERT
BYRET A validation_address 5% genesis.validators B

"ledger":

{

"validation_address":"buQBwe7LZYCYHfxiEGb1REIXCOKN2qrGXWCY", //JiF 1y A —Aihl, [F17 Ak

FRAOANFELE

"validation_private_key":
—"66932£19d5bed65ea9e7cfcb3ea7326d81953b9f990c39ddb437b5367937£234b866695elaae9%bedbae27317c9987£80b¢
o, //BET R TRRAR, RIPT R A R AR ERLE
"max_trans_per_ledger":1000,

"tx_pool":

{

"queue_limit":10240,
"queue_per_account_txs_limit":64

}

}

EoATlRED .

"ledger":

{

"validation_address": "buQgkp5SDcsxpwiWXQ2QFQbvHKNZ199HY3dHM", / /3 ub T 8 ROtk [R5 ek
BHRENFELE

"validation_private_key":
—"1cb0151ec2b23cb97bf94d86ee1100582£9f5fbfdfed40ab9edae2d2b8711395c40clda859%ac0bc93240a8a70c4al0677%e
EvAS T , IRlZ ,.“E‘ A (continues on next page)
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"max_trans_per_ledger":1000,
"tx_pool":

{

"queue_limit":10240,

"queue_per_account_txs_limit":64
}

}

FH T A=

"ledger":

{

"max_trans_per_ledger":1000,
"tx_pool":

{

"queue_limit":10240,
"queue_per_account_txs_limit":64
}

}

genesistE AL &

Rl MK HEE L4 genesis LB, WATRE 3K
"genesis":

{

"account": "buQs9InpaCg9mNFZG1l8qu88ZcmXYgdbbgpTu3",
"slogan" "a new era of value",
"fees":

{

"base_reserve": 10000000,
"gas_price": 1000

by

"validators": ["buQBwe7LZYCYHfxiEGb1REIXCOkN2grGXWCY",
< "buQgkp5SDcsxpwiWXQ2QFObvHKNZ199HY3dHm" ] / /Tl B AT E A5G IE T S Mk,
B & Dk

}

EAT I =

"genesis":

{

"account": "buQs9npaCg9mNFZGl8qu88ZcmXYqgdebgpTU3",
"slogan" "a new era of value",

"fees":

{

"base_reserve": 10000000,

"gas_price": 1000

I
"validators™: ["buQBwe7LZYCYHfxiEGb1REIXCOkN2grGXWCY",
< "buQgkp5SDCsxpwWXQ2QFQbvHKNZ 1 99HY3dHm" ] // FESifit B R a IS IE T Sl

WARBEWARET A,

WAE P AIET A,

BBk
}
R TH=
"genesis":
{
"account": "buQs9npaCg9mNFZG1l8qu88ZcmXYgdbbgpTu3",
(continues on next page)
202 Chapter 8. BUMOTi & %3z 4Ef5




bubi Documentation, % 7 1.0.0

(& ET)

"slogan" : "a new era of value",

"fees":

{

"base_reserve": 10000000,

"gas_price": 1000

} ’

"validators": ["buQBwe7LZYCYHfxiEGbL1RE9XCOkN2grGXwWCY",

< "buQqkp5SDcsxpwiXQ2QFQbvHKNZ199HY3dHm" ] //FREALE VA MEIET Stk S a M M ET =, N
T2 7 - itk

}

HEfR:

o BITHRRFAREE DT R RIAEEE— 2, BNTCIER R A X R .

e account -~ validation_address A LLE S bumo BF 1T LE . /bumo -—-create-account

KRB, W ZERFZKSER, —BEREILELE -

BHEAR S5

R RS HXTBUMORRSS FI/E SN « kM~ IREEH - REFEEEI - BEEOEE - Q1@EE S X - BHiuz
TPERSE AT TR -

B EIBUMOJRSS

LU N 4 3 3bumo R -

service bumo start

HE:  fEMacOSH 2 BhbumofiR 55 55 2 i3 A Fl/usr/local/buchain/bin H 3& F, RJ5E T . /bumo L ER
BbumofiR %5 -

F*HABUMOJRSS
B LU N 4 5 lbumo R 5 -

service bumo stop

EfE: 7EMacOSH [ bumofRS5 7] LLE Y control+c SRR -

HHBUMOARS IR A
BN LU R 64 & iflbumo RS -

service bumo status

FfR: FEMacOSH X H service kRS -
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B REFEMARE
B\ LU N i & B RGNS

curl 127.0.0.1:19333/getModulesStatus

BENFEER

{
"glue_manager": {
"cache_topic_size":0,
"ledger_upgrade": {
"current_states":null,
"local_state":null
}I
"system": {
"current_time":"2017-07-20 10:32:22", //ZE] RS E
"process_uptime":"2017-07-20 09:35:06", //bumo/asiiE]
"uptime":"2017-05-14 23:51:04"
}V
"time":"0 ms",
"transaction_size":0
}V
"keyvalue_db":0Object{...},
"ledger_db":0bject{...},
"ledger_manager": {
"account_count":2316, / /L
"hash_type":"sha256",
"ledger_sequence":12187,
"time":"0 ms",
"tx_count":1185 /L
br
"peer_manager":0bject{...},
"web server":0Object{...},

HEf#: EFMacOSH %A service RS -

BEHUEE
TEEZEIE 2 BT 2% 1EBUMORRSS - 1B HUREFRZE AL T P
1. BIALUF 4 ]bmmmwaai

’cd /usr/local/buchain/bin

2. BIALUP e B S B 2 -

’./bumo ——dropdb

M BEERIE = E B 21 FIrRIIE R -

[2018-07-18 18:02:08.440 - INF] <7F6CC18C18CO> main.cpp(153):Initialize db succes
sful

[2018-07-18 18:02:08.440 - INF] <7F6CC18C18CO> main.cpp(156):Drop db successfully
Bl > X

204 Chapter 8. BUMOTi & %3z 4Ef5



bubi Documentation, % #i 1.0.0

B > YR ESERL LT R
1. {E/usr/local H 3% N A LT i & G @ 8 4 X .

buchain/bin/bumo --create-hardfork

2. R R A PRI v RGBS Enter B QAT E R HILLLT F 0 -

[2018-07-19 11:45:40.464 - INF] <7F2A786AA8CO> ledger_manager.cpp(324):Are you su
re to create hardfork ledger? Press y to continue.

Y

[2018-07-19 11:47:05.599 - INF] <7F2A786AA8CO> ledger_manager.cpp(341):Max closed ledger seq=290524

[2018-07-19 11:47:05.599 - INF] <7F2A786AA8CO> ledger_frm.cpp(551):total reward(800000000) = total fee(8) + block reward(800000000) in ledger(298525)
[2018-07-19 11:47:05.605 - INF] <7F2A786AA8CO> ledger_manager.cpp(438):Create hard fork ledger successful, seq(290525), consensus value hash(4b9ad78065¢
653af1280edf6129ab2da93c99¢c42f2bcd380b5966750ccd5d80d

R

s PUTTE LSS, B XEREE R4 HE — NSIET SRR 5
o DT SERIEREE 3 X i< J5 RHIREUAN N Hash{H.:

’4b9ad78065c65aaf1280@df6129ab2da93c99c42f2bcd380b5966750ccd5d80d

3. BALLT i @ EPRIGRIRERIE - BRRIGRIRSEE R T 2 i fRoumo iR S5 1 HB1T, BITCIERFRR -

’buchain/bin/bumo ——clear-consensus-status

4. B Hash(EELE 2 AT S8 [F 2571 S/ust/local/buchain/config H 3% T fJbumo.json LA H -

"ledger": {

"genesis_account": "buQs9npaCg9mNFZGl8qu88ZcmXYqgdoebgpTUu3",
"max_trans_per_ledger": 1000,

"hardfork_points"

[
"4p9ad78065c65aafl1280edf6129ab2da93c99c42£2bcd380b5966750ccd5d80d

]
by

5. BB AARSS, WLECEAR .
BB TR
FEHEBOEITIAERT, FHFEMRBUMOARSS D42 K H] - IR EBEBUMOT MR T, AL P
PR IBEL -

1 BALUN an 2 NBIBCE SO H % -

cd /usr/local/buchain/config/

T figé:

TEi% B3R N RHE T LU BT EA S A B & S -
* bumo-mainnet.json: %3 FEMIAEEELE M, N RS BE S
* bumo-testnet.json: 1% {3 A EALE A BC B SO 1
* bumo-single.json: 1% {4 BT I EAE B D B SO
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2. EHBHBITIMERIE E S (bumojson) FERCHHEABANR, F0:

’mv bumo. json bumoprevious. json

3. EEBATAEMEECE S B S bumo.json, %A

’mv bumo-mainnet.json bumo. json

HEfR:

o ATRBIFHIEFE MG E R 1B T -
« HEGBITING A 7 28 = BE 7 BEE R bumo iR S5 -

8.7 HEHBUMOT &

HEHBUMOT S AFIE, —REHIGRLIENE, B—REH B RENEE .

8.7.1 EIXI4GRiF &= R HE;

6 2225 52BUMOT A2 J5 AT UG 2238 SO A7 B8k - 1S R 4% 22 25 FOBUMO TS A, T T LU IR DL T

WIRSE R EE
1. A LU N 23t ABUMOR) %% H 5% -

’cd /bumo

2. BIANLLUT i 2 MERBUMOT A,

’make uninstall

HEfE: 2 sE T BUMO T S AOEIE -

8.7.2 FX &A1 T M HIE

FE L SEBUMOTT 12 Ja AT AN 22 SO AT 1 - A SR 223 L R FIBUMO™Y /7., AT DA R L
NP BRGERE

1. A LUN a4 Ml BRbuchainf) H 5% «

’sudo rm —-rf /usr/local/buchain/

2. B LU 4 M bumo HIFGE RS -

sudo rm —-rf /etc/init.d/bumo

3. B LUT dr & Erbumod AUEGE RS «
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sudo rm -rf /etc/init.d/bumod
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