

    
      
          
            
  
Palo Alto Networks Ansible Galaxy Role Documentation

PLEASE NOTE: This role is deprecated, the modules are no longer being
updated. Please transition to using the modules in the collection
instead: https://paloaltonetworks.github.io/pan-os-ansible

The Palo Alto Networks Ansible Galaxy role is a collection of modules that
automate configuration and operational tasks on Palo Alto Networks Next
Generation Firewalls (both physical and virtualized) and Panorama.  The
underlying protocol uses API calls that are wrapped within the Ansible
framework.

This is a community supported project. You can find the community
supported live page at https://live.paloaltonetworks.com/ansible.


Role / Collection Compatibility

The Palo Alto Networks PAN-OS Ansible modules were previously distributed as an
Ansible Galaxy role (https://galaxy.ansible.com/paloaltonetworks/paloaltonetworks).
Since Ansible 2.9, RedHat has urged developers to migrate to collections to
organize and distribute their integrations.  The new collection can be found here:
https://galaxy.ansible.com/paloaltonetworks/panos

The 1.0 version of this collection is a straight port of the Ansible Galaxy
role v2.4.0.  If you are using Ansible 2.9 or later and you are using the
role, then you can safely use this instead with no change in functionality.  Just
specify the collections spec (as mentioned above in the Usage section), remove
PaloAltoNetworks.paloaltonetworks from the roles spec, and you’re done!

Now that the collection is live, no new features will be added to the role.  All
active development will take place on the collection moving forwared.  Users are
encouraged to upgrade to Ansible 2.9 and start using the new collection to stay
up-to-date with features and bug fixes.



Installation - Collection (Recommended)

(For Ansible >= v2.9)

Install the collection using ansible-galaxy:

ansible-galaxy collection install paloaltonetworks.panos





Then in your playbooks you can specify that you want to use the
panos collection like so:

collections:
    - paloaltonetworks.panos






	Ansible Galaxy: https://galaxy.ansible.com/PaloAltoNetworks/panos


	GitHub repo:  https://github.com/PaloAltoNetworks/pan-os-ansible






Installation - Role

(For Ansible < v2.9)

Install the collection using ansible-galaxy:

ansible-galaxy install PaloAltoNetworks.paloaltonetworks





To upgrade your existing role, add in the additional -f parameter to the
above command.

Then in your playbooks you can specify that you want to use the
paloaltonetworks role like so:

roles:
    - role: PaloAltoNetworks.paloaltonetworks






	Ansible Galaxy: https://galaxy.ansible.com/PaloAltoNetworks/paloaltonetworks


	GitHub repo: https://github.com/PaloAltoNetworks/ansible-pan
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Examples

PLEASE NOTE: This role is deprecated, the modules are no longer being
updated. Please transition to using the modules in the collection
instead: U(https://paloaltonetworks.github.io/pan-os-ansible)

Note: You can see complete examples here [https://github.com/PaloAltoNetworks/ansible-pan/tree/master/examples]


Add security policy to Firewall or Panorama


Security policies allow you to enforce rules and take action, and can
be as general or specific as needed. The policy rules are compared
against the incoming traffic in sequence, and because the first rule
that matches the traffic is applied, the more specific rules must
precede the more general ones.





Firewall

      - name: Add test rule 1 to the firewall
        panos_security_rule:
          provider: '{{ provider }}'
          rule_name: 'Ansible test 1'
          description: 'An Ansible test rule'
          source_zone: ['internal']
          destination_zone: ['external']
          source_ip: ['1.2.3.4']
          source_user: ['any']
          destination_ip: ['any']
          category: ['any']
          application: ['any']
          service: ['service-http']
          hip_profiles: ['any']
          action: 'allow'
          commit: 'False'







Panorama

      - name: Add test pre-rule to Panorama
        panos_security_rule:
          provider: '{{ provider }}'
          rule_name: 'Ansible test 1'
          description: 'An Ansible test pre-rule'
          source_zone: ['internal']
          destination_zone: ['external']
          source_ip: ['1.2.3.4']
          source_user: ['any']
          destination_ip: ['any']
          category: ['any']
          application: ['any']
          service: ['service-http']
          hip_profiles: ['any']
          action: 'allow'
          device_group: 'DeviceGroupA'
          commit: False








Add NAT policy to Firewall or Panorama


If you define Layer 3 interfaces on the firewall, you can configure a
Network Address Translation (NAT) policy to specify whether source or
destination IP addresses and ports are converted between public and
private addresses and ports. For example, private source addresses can
be translated to public addresses on traffic sent from an internal
(trusted) zone to a public (untrusted) zone. NAT is also supported on
virtual wire interfaces.





Firewall

      - name: Add the service object to the firewall first
        panos_service_object:
          provider: '{{ provider }}'
          name: 'service-tcp-221'
          protocol: 'tcp'
          destination_port: '221'
          description: 'SSH on port 221'
          commit: false

      - name: Create dynamic NAT rule on the firewall
        panos_nat_rule:
          provider: '{{ provider }}'
          rule_name: 'Web SSH inbound'
          source_zone: ['external']
          destination_zone: 'external'
          source_ip: ['any']
          destination_ip: ['10.0.0.100']
          service: 'service-tcp-221'
          snat_type: 'dynamic-ip-and-port'
          snat_interface: ['ethernet1/2']
          dnat_address: '10.0.1.101'
          dnat_port: '22'







Panorama

      - name: Add the necessary service object to Panorama first
        panos_object:
          provider: '{{ provider }}'
          name: 'service-tcp-221'
          protocol: 'tcp'
          destination_port: '221'
          description: 'SSH on port 221'
          commit: false
          device_group: 'shared_services_11022'

      - name: Create dynamic NAT rule on Panorama
        panos_nat_rule:
          provider: '{{ provider }}'
          rule_name: 'Web SSH inbound'
          source_zone: ['external']
          destination_zone: 'external'
          source_ip: ['any']
          destination_ip: ['10.0.0.100']
          service: 'service-tcp-221'
          snat_type: 'dynamic-ip-and-port'
          snat_interface: ['ethernet1/2']
          dnat_address: '10.0.1.101'
          dnat_port: '22'
          device_group: 'shared_services_11022'








Change firewall admin password using SSH


Change admin password of PAN-OS device using SSH with SSH key. This is
used in particular when NGFW is deployed in the cloud (such as AWS).




      - name: Change user password using ssh protocol
        panos_admpwd:
          ip_address: '{{ ip_address }}'
          password: '{{ password }}'
          newpassword: '{{ new_password }}'
          key_filename: '{{ key_filename }}'







Generates self-signed certificate


This module generates a self-signed certificate that can be used by
GlobalProtect client, SSL connector, or otherwise. Root certificate
must be preset on the system first. This module depends on paramiko
for ssh.




      - name: generate self signed certificate
        panos_cert_gen_ssh:
          ip_address: "{{ ip_address }}"
          username: "{{ username }}"
          password: "{{ password }}"
          cert_cn: "{{ cn }}"
          cert_friendly_name: "{{ friendly_name }}"
          signed_by: "{{ signed_by }}"







Check if FW is ready


Check if PAN-OS device is ready for being configured (no pending
jobs). The check could be done once or multiple times until the device
is ready.




      - name: Wait for FW reboot
        panos_check:
          provider: '{{ provider }}'
        register: result
        until: not result|failed
        retries: 50
        delay: 5







Import configuration


Import file into PAN-OS device.




    - name: import configuration file into PAN-OS
      panos_import:
        ip_address: "{{ ip_address }}"
        username: "{{ username }}"
        password: "{{ password }}"
        file: "{{ config_file }}"
        category: "configuration"







DHCP on DataPort


Configure data-port (DP) network interface for DHCP. By default DP
interfaces are static.




    - name: enable DHCP client on ethernet1/1 in zone external
      panos_interface:
        provider: '{{ provider }}'
        if_name: "ethernet1/1"
        zone_name: "external"
        create_default_route: "yes"
        commit: False







Load configuration


This is example playbook that imports and loads firewall
configuration from a configuration file




    - name: import config
      hosts: my-firewall
      connection: local
      gather_facts: False

      vars:
        cfg_file: candidate-template-empty.xml

      roles:
        - role: PaloAltoNetworks.paloaltonetworks

      tasks:
      - name: Grab the credentials from ansible-vault
        include_vars: 'firewall-secrets.yml'
        no_log: 'yes'

      - name: wait for SSH (timeout 10min)
        wait_for: port=22 host='{{ provider.ip_address }}' search_regex=SSH timeout=600

      - name: checking if device ready
        panos_check:
          provider: '{{ provider }}'
        register: result
        until: not result|failed
        retries: 10
        delay: 10

      - name: import configuration
        panos_import:
          ip_address: '{{ provider.ip_address }}'
          username: '{{ provider.username }}'
          password: '{{ provider.password }}'
          file: '{{cfg_file}}'
          category: 'configuration'
        register: result

      - name: load configuration
        panos_loadcfg:
          ip_address: '{{ provider.ip_address }}'
          username: '{{ provider.username }}'
          password: '{{ provider.password }}'
          file: '{{result.filename}}'
          commit: False

      - name: set admin password
        panos_administrator:
          provider: '{{ provider }}'
          admin_username: 'admin'
          admin_password: '{{ provider.password }}'
          superuser: True
          commit: False

      - name: commit (blocks until finished)
        panos_commit:
          provider: '{{ provider }}'
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panos_address_group – Create address group objects on PAN-OS devices


New in version 2.8.
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Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Create address group objects on PAN-OS devices.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_address_object – Create address objects on PAN-OS devices
    

    

    
 
  

    
      
          
            
  
panos_address_object – Create address objects on PAN-OS devices


New in version 2.8.
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Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Create address objects on PAN-OS devices.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_admin – Add or modify PAN-OS user accounts password
    

    

    
 
  

    
      
          
            
  
panos_admin – Add or modify PAN-OS user accounts password


New in version 2.3.





	DEPRECATED


	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status







DEPRECATED


	Removed in Ansible

	version: 2.12



	Why

	This module is a subset of panos_administrator’s functionality.



	Alternative

	Use panos_administrator instead.







Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	PanOS module that allows changes to the user account passwords by doing API calls to the Firewall using pan-api as the protocol.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python






Parameters


  
    
    

    panos_administrator – Manage PAN-OS administrator user accounts
    

    

    
 
  

    
      
          
            
  
panos_administrator – Manage PAN-OS administrator user accounts


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status







Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Manages PAN-OS administrator user accounts.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_admpwd – change admin password of PAN-OS device using SSH with SSH key
    

    

    
 
  

    
      
          
            
  
panos_admpwd – change admin password of PAN-OS device using SSH with SSH key


New in version 2.3.





	Synopsis


	Requirements


	Parameters


	Examples


	Return Values


	Status







Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Change the admin password of PAN-OS via SSH using a SSH key for authentication.


	Useful for AWS instances where the first login should be done via SSH.






Requirements

The below requirements are needed on the host that executes this module.


	paramiko






Parameters


  
    
    

    panos_aggregate_interface – configure aggregate network interfaces
    

    

    
 
  

    
      
          
            
  
panos_aggregate_interface – configure aggregate network interfaces


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Status







Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Configure aggregate network interfaces on PanOS






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPi https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPi https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_api_key – retrieve api_key for username/password combination
    

    

    
 
  

    
      
          
            
  
panos_api_key – retrieve api_key for username/password combination


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status







Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	This module will allow retrieval of the api_key for a given username/password






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_bgp_aggregate – Configures a BGP Aggregation Prefix Policy
    

    

    
 
  

    
      
          
            
  
panos_bgp_aggregate – Configures a BGP Aggregation Prefix Policy


New in version 2.8.
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	Parameters


	Notes


	Examples


	Status







Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Use BGP to publish and consume routes from disparate networks.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_bgp_auth – Configures a BGP Authentication Profile
    

    

    
 
  

    
      
          
            
  
panos_bgp_auth – Configures a BGP Authentication Profile


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Status







Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Use BGP to publish and consume routes from disparate networks.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_bgp_conditional_advertisement – Configures a BGP conditional advertisement
    

    

    
 
  

    
      
          
            
  
panos_bgp_conditional_advertisement – Configures a BGP conditional advertisement


New in version 2.8.
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Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Use BGP to publish and consume routes from disparate networks.


	In the PAN-OS GUI, this resource cannot be created without also creating at least one non-exist filter and one advertise filter. The API behaves a little differently; you can create the conditional advertisement itself, but the API will start throwing errors if you try to update it and there is not at least one non-exist filter and one advertise filter.


	In order for a conditional advertisement to be valid, you must specify at least one non-exist and one advertise filter.


	When modifying a BGP conditional advertisement, any filters attached are left as-is, unless advertise_filter or non_exist_filter are specified.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_bgp_dampening – Configures a BGP Dampening Profile
    

    

    
 
  

    
      
          
            
  
panos_bgp_dampening – Configures a BGP Dampening Profile


New in version 2.8.
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Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Use BGP to publish and consume routes from disparate networks.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_bgp – Configures Border Gateway Protocol (BGP)
    

    

    
 
  

    
      
          
            
  
panos_bgp – Configures Border Gateway Protocol (BGP)


New in version 2.9.
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Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Use BGP to publish and consume routes from disparate networks.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https://pypi.python.org/pypi/pandevice






Parameters


  
    
    

    panos_bgp_peer_group – Configures a BGP Peer Group
    

    

    
 
  

    
      
          
            
  
panos_bgp_peer_group – Configures a BGP Peer Group


New in version 2.9.
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Synopsis


	NOTE: The modules in this role are deprecated in favour of the modules in the collection https://paloaltonetworks.github.io/pan-os-ansible


	Use BGP to publish and consume routes from disparate networks.






Requirements

The below requirements are needed on the host that executes this module.


	pan-python can be obtained from PyPI https://pypi.python.org/pypi/pan-python


	pandevice can be obtained from PyPI https:/