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Airoscript-ng

[image: https://travis-ci.org/XayOn/airoscriptng.png?branch=master]
 [https://travis-ci.org/XayOn/airoscriptng][image: https://pypip.in/download/airoscriptng/badge.png]
 [https://pypi.python.org/pypi/airoscriptng][image: https://pypip.in/v/airoscriptng/badge.png]
 [https://pypi.python.org/pypi/airoscriptng]Airoscript-ng python complete implementation


	Free software: GNU GENERAL PUBLIC LICENSE 2

	Documentation: http://airoscript-ng.readthedocs.org/en/master




Features


	Dynamic aircrack-ng API generation (under airoscriptng.aircrack)

	Threaded execution

	Hackability assesment

	Scanning provides a list of best wireless hacking techniques

	Session control (for better process control)

	Wireless monitor interfaces are nicely handled and reused if neccesary

	XMLRPC server implementation






TODO


	Better parameter parsing & format for aircrack-ng parameters file, read them from manpages

	Implement attacks on airoscript-ng class

	Implement cracking (and control of it, once cracked stop all attacks against that network)

	Build a user interface (probably more than one)
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Installation

At the command line:

$ easy_install airoscriptng





Or, if you have virtualenvwrapper installed:

$ mkvirtualenv airoscriptng
$ pip install airoscriptng
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Usage

To use Airoscript-ng in a project:

import airoscriptng





From there, you’ll have access to session managers and airoscript basic object.

You can also launch main airoscript-ng XMLRPC server just by
executing airoscriptng script directly or calling the binary:

airoscriptngxmlrpc
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Contributing

Contributions are welcome, and they are greatly appreciated! Every
little bit helps, and credit will always be given.

You can contribute in many ways:


Types of Contributions


Report Bugs

Report bugs at https://github.com/XayOn/airoscriptng/issues.

If you are reporting a bug, please include:


	Your operating system name and version.

	Any details about your local setup that might be helpful in troubleshooting.

	Detailed steps to reproduce the bug.






Fix Bugs

Look through the GitHub issues for bugs. Anything tagged with “bug”
is open to whoever wants to implement it.




Implement Features

Look through the GitHub issues for features. Anything tagged with “feature”
is open to whoever wants to implement it.




Write Documentation

Airoscript-ng could always use more documentation, whether as part of the
official Airoscript-ng docs, in docstrings, or even on the web in blog posts,
articles, and such.




Submit Feedback

The best way to send feedback is to file an issue at https://github.com/XayOn/airoscriptng/issues.

If you are proposing a feature:


	Explain in detail how it would work.

	Keep the scope as narrow as possible, to make it easier to implement.

	Remember that this is a volunteer-driven project, and that contributions
are welcome :)








Get Started!

Ready to contribute? Here’s how to set up airoscriptng for local development.


	Fork the airoscriptng repo on GitHub.



	Clone your fork locally:

$ git clone git@github.com:your_name_here/airoscriptng.git







	Install your local copy into a virtualenv. Assuming you have virtualenvwrapper installed, this is how you set up your fork for local development:

$ mkvirtualenv airoscriptng
$ cd airoscriptng/
$ python setup.py develop







	Create a branch for local development:

$ git checkout -b name-of-your-bugfix-or-feature





Now you can make your changes locally.



	When you’re done making changes, check that your changes pass flake8 and the tests, including testing other Python versions with tox:

$ flake8 airoscriptng tests
$ python setup.py test
$ tox





To get flake8 and tox, just pip install them into your virtualenv.



	Commit your changes and push your branch to GitHub:

$ git add .
$ git commit -m "Your detailed description of your changes."
$ git push origin name-of-your-bugfix-or-feature







	Submit a pull request through the GitHub website.








Pull Request Guidelines

Before you submit a pull request, check that it meets these guidelines:


	The pull request should include tests.

	If the pull request adds functionality, the docs should be updated. Put
your new functionality into a function with a docstring, and add the
feature to the list in README.rst.

	The pull request should work for Python 2.7. Check
https://travis-ci.org/XayOn/airoscriptng/pull_requests
and make sure that the tests pass for all supported Python versions.






Tips

To run a subset of tests:

$ python -m unittest tests.test_airoscriptng
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Credits


Development Lead


	David Francos Cuartero <me@davidfrancos.net>






Contributors

None yet. Why not be the first?
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History




0.0.4 (2015-09-01)


	Bugfix on target handling

	Bugfix on basic cracking

	First attack (deauth) implemented

	Added lots of parameters to parameter json file






0.0.3 (2015-09-01)


	Improved parameter handling

	Implemented basic cracking

	First attack scheduled for v0.4






0.0.2 (2015-08-01)


	First usable thing, still no attacks

	“Hackability” property for aps

	Integrated clients on AP object

	External plugin support

	Reaver support

	XMLRPC Working

	General cleanup






0.0.1 (2014-12-26)


	First release, monitor mode and scanning working
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  Source code for airoscriptng.aircrack

#!/usr/bin/env python
# - encoding:utf-8 - #
from concurrent.futures import ThreadPoolExecutor as Pool
import logging
import itertools
import subprocess
debug = logging.getLogger(__name__).debug


[docs]class Executor(object):
    """
        Executor objects gets created to manage aircrack-ng execution.

        It's called from a threadpoolexecutor, this way the future returns this
        as result, having control of the commands called and callback.
    """
    def __init__(self, command="airmon-ng", _parameters={},
                 callback=False, shell=False, direct=False):
        """
            Initialize and execute process

            *If direct=True will call check_output instead of Popen*
        """
        self.command = command
        self.devnull = open('/dev/null', 'w')
        self.callback = callback
        parameters = _parameters

        logging.debug("Launching: {} {} {}".format(
            command, parameters, callback))

        if direct:
            self.result = subprocess.check_output([command] + parameters)
        else:
            self.result = subprocess.Popen([command] + parameters,
                                           stdout=subprocess.PIPE,
                                           stderr=subprocess.PIPE,
                                           shell=shell)



[docs]def parse_parameters(attributes, _parameters={}, command="airodump-ng"):
    """
        Main aircrack-ng parameter parsing from the json file is done here.
        :TODO:
            * Automatically generate the json this feeds on

        Parameter format is as follows:

        ::

            {
                'main_command': {
                    'name_in_airoscript' : ['--flag_in_aircrack', "default_value"]
                }
            }

        If default_value is True, it'll be assumed that is a flag that dont
        require an argument, and we want it by default enabled.

        If it's false, the same will be assumed, but will by default disabled.

        All parameters can be overriden
    """
    _attributes = attributes.copy()
    for name in attributes[command].keys():
        if name in _parameters:
            _attributes[command][name][-1] = _parameters[name]
        if attributes[command][name][-1] is False and name in _attributes[command]:
            _attributes[command].pop(name)

    for name in _attributes[command].keys():
        if _attributes[command][name][-1] is False:
            _attributes[command].pop(name)
        elif _attributes[command][name][-1] is True:
            del(_attributes[command][name][-1])

    return list(itertools.chain(*_attributes[command].values()))



[docs]class Aircrack(object):
    """
        Exports a method foreach aircrack-ng binary that gets an OrderedDict
        with the desired parameters as argument.

        Those parameters must match the ones specified in the json parameter
        file
    """
    def __init__(self, attributes={}):
        """
            Dinamically creates a function for each aircrack-ng binary.

            W: This class should never use self.executing, that's work
            for the session handler one.
        """
        self.cmds = dict(zip([b.replace('-ng', '') for b in attributes.keys()],
                             attributes.keys()))
        self.attributes = attributes

        for name in self.cmds.keys():
            setattr(self, name, lambda x, y, name_=self.cmds[name]: self.execute(name_, _parameters=x, callback=y))

[docs]    def callback(self, result):
        """
            Plain aircrack-ng just logs the output and calls custom user
            callback (hence this callback).

            An aircrack-ng session handler can be used to extend this class
            to avoid having multiple aircrack-ng processes loose
        """

        if type(result.callback) != dict:
            return result.callback(result.result)
        return debug(result.result)


[docs]    def launch(self, *args, **kwargs):
        """
            Launch a new pool with one thread for that one process.
            Then we call the callback.
        """
        pool = Pool(max_workers=1)
        f = pool.submit(Executor, *args, **kwargs)
        f.add_done_callback(self.callback)
        pool.shutdown(wait=True)
        return f




[docs]class AircrackSession(Aircrack):
    """
        Each session should have one or many aircrack-ng objects.
        An aircrack-ng object should be able to execute ONE of EACH
        aircrack-ng suite processes.

        :TODO:
            - Add some exceptions, there are processes of what we might
                want to have multiple instances running
    """

    executing = {}

[docs]    def callback(self, result):
        """
            * Remove the finished process from self.executing.
            * Then execute the user-defined callback if exists.
            * Otherwise just log output
        """
        result = result.result()
        self.executing.pop(result.command)
        if type(result.callback) != dict:
            return result.callback(result.result)
        return debug(result.result)


[docs]    def execute(self, *args, **kwargs):
        """
            Execute aircrack-ng command.

            - Parse parameters
            - Set up default callback
            - Check that proccess is not executing already
            - Then execute launch method.
        """
        callback = kwargs['callback']
        command = args[0]
        kwargs['_parameters'] = parse_parameters(
            self.attributes, kwargs['_parameters'], command)
        if not callback:
            debug("Defaulting cb for command {} ".format(command))
            callback = lambda x: debug(x)

        if command in self.executing.keys():
            raise AircrackError('{} is already executing'.format(command))
        self.executing[command] = []
        return self.launch(*args, **kwargs)




[docs]class AircrackError(Exception):
    """
        Base aircrack exception
    """
    pass
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  Source code for airoscriptng.pluginmanager

#!/usr/bin/env python
#- coding:utf-8 -#
# pluginmanager.py
from collections import defaultdict


plugins = defaultdict(list)
[docs]def register(*events):
    """ This decorator is to be used for registering a function as a plugin for
        a specific event or list of events.
    """
    def registered_plugin(funct):
        for event in events:
            plugins[event].append(funct)
        return funct
    return registered_plugin


[docs]def trigger_event(event, *args, **kwargs):
    """ Call this function to trigger an event. It will run any plugins that
        have registered themselves to the event. Any additional arguments or
        keyword arguments you pass in will be passed to the plugins.
    """
    for plugin in plugins[event]:
        plugin(*args, **kwargs)


[docs]def load_plugins(config_file):
    """ This reads a config file of a list of plugins to load. It ignores
        empty lines or lines beginning with a hash mark (#). It is so plugin
        imports are more dynamic and you don't need to continue appending
        import statements to the top of a file.
    """
    with open(config_file, "r") as fh:
        for line in fh:
            line = line.strip()
            if line.startswith("#") or line == "":
                continue
            __import__(line,  globals(), locals(), [], -1)
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airoscriptng.capabilities package



Submodules





airoscriptng.capabilities.reaver module



		
class airoscriptng.capabilities.reaver.main(parent)[source]


		Bases: object



		
scan(file_)[source]


		














Module contents
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  Source code for airoscriptng.capabilities.reaver

import subprocess

[docs]class main(object):
    def __init__(self, parent):
        self.parent = parent
        self.target_file = "{}/{}-01-reaver.txt".format(self.parent.target_dir, self.parent.config["name"])

[docs]    def scan(self, file_):
        if file_:
            subprocess.call(['wash', '-C', '-o', self.target_file, "-f", "{}/{}-01.cap".format(self.parent.target_dir, self.parent.config["name"])])
            with open(self.target_file) as reaver_file:
                targets = reaver_file.readlines()
            result = [{'bssid':t.split(' ')[0]} for t in targets[4:]]
            return result
        else:
            return []
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airoscriptng package



Subpackages




		airoscriptng.capabilities package
		Submodules


		airoscriptng.capabilities.reaver module


		Module contents
















Submodules





airoscriptng.aircrack module



		
class airoscriptng.aircrack.Aircrack(attributes={})[source]


		Bases: object


Exports a method foreach aircrack-ng binary that gets an OrderedDict
with the desired parameters as argument.


Those parameters must match the ones specified in the json parameter
file



		
callback(result)[source]


		Plain aircrack-ng just logs the output and calls custom user
callback (hence this callback).


An aircrack-ng session handler can be used to extend this class
to avoid having multiple aircrack-ng processes loose









		
launch(*args, **kwargs)[source]


		Launch a new pool with one thread for that one process.
Then we call the callback.















		
exception airoscriptng.aircrack.AircrackError[source]


		Bases: exceptions.Exception


Base aircrack exception









		
class airoscriptng.aircrack.AircrackSession(attributes={})[source]


		Bases: airoscriptng.aircrack.Aircrack


Each session should have one or many aircrack-ng objects.
An aircrack-ng object should be able to execute ONE of EACH
aircrack-ng suite processes.






		TODO:		
		
		Add some exceptions, there are processes of what we might


		want to have multiple instances running























		
callback(result)[source]


		
		Remove the finished process from self.executing.


		Then execute the user-defined callback if exists.


		Otherwise just log output












		
execute(*args, **kwargs)[source]


		Execute aircrack-ng command.



		Parse parameters


		Set up default callback


		Check that proccess is not executing already


		Then execute launch method.












		
executing = {}


		












		
class airoscriptng.aircrack.Executor(command='airmon-ng', _parameters={}, callback=False, shell=False, direct=False)[source]


		Bases: object


Executor objects gets created to manage aircrack-ng execution.


It’s called from a threadpoolexecutor, this way the future returns this
as result, having control of the commands called and callback.









		
airoscriptng.aircrack.parse_parameters(attributes, _parameters={}, command='airodump-ng')[source]


		Main aircrack-ng parameter parsing from the json file is done here.
:TODO:




		Automatically generate the json this feeds on









Parameter format is as follows:


{
    'main_command': {
        'name_in_airoscript' : ['--flag_in_aircrack', "default_value"]
    }
}






If default_value is True, it’ll be assumed that is a flag that dont
require an argument, and we want it by default enabled.


If it’s false, the same will be assumed, but will by default disabled.


All parameters can be overriden











airoscriptng.airoscriptng module





airoscriptng.broken module



		
airoscriptng.broken.get_hackability_name(point)[source]


		Return a more human-understandable name for a
hackability statistic











airoscriptng.pluginmanager module



		
airoscriptng.pluginmanager.load_plugins(config_file)[source]


		This reads a config file of a list of plugins to load. It ignores
empty lines or lines beginning with a hash mark (#). It is so plugin
imports are more dynamic and you don’t need to continue appending
import statements to the top of a file.









		
airoscriptng.pluginmanager.register(*events)[source]


		This decorator is to be used for registering a function as a plugin for
a specific event or list of events.









		
airoscriptng.pluginmanager.trigger_event(event, *args, **kwargs)[source]


		Call this function to trigger an event. It will run any plugins that
have registered themselves to the event. Any additional arguments or
keyword arguments you pass in will be passed to the plugins.











Module contents
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  All modules for which code is available


		airoscriptng.aircrack


		airoscriptng.broken


		airoscriptng.capabilities.reaver


		airoscriptng.pluginmanager
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  Source code for airoscriptng.broken

ESSIDS = [
    'WLAN_',
    'JAZZTEL_'
] # Those have more probability to be hacked via dicts.

PRIVACY = {
    'WPA': [50, ['get_wpa_handshake', 'pyrit']],
    'WPA2': [10, ['get_wpa_handshake',  'pyrit']],
    'WPA2WPA': [10, ['get_wpa_handshake', 'pyrit']],
    'WEP': [900, ['wep_dissasociation', 'wep_caffe_latte', 'wep_p0841', 'wep_chopchop', 'wep_fragmentation']]
}

[docs]def get_hackability_name(point):
    """
        Return a more human-understandable name for a
        hackability statistic
    """
    hackabilities = {
        20: 'VERY LOW',
        50: 'LOW',
        60: 'NORMAL',
        70: 'GOOD',
        90: 'VERY GOOD',
        100: 'BEST OPTIONS'
    }
    for hackability in hackabilities.keys():
        if point > hackability:
            return hackabilities[hackability]
    else:
        return 'VERY LOW'
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