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Welcome to WlTrace’s documentation!

WlTrace (Wireless Trace) is a Python library that can parse Pcap or Peektagged
packet traces. As the name suggests, the main focus is wireless, 802.11 (Wifi)
in particular, packet traces.

WlTrace provides a simple abstraction of packet traces, and does all the
heavy-lifting behind the scene so that one can focus on more interesting tasks
beyond the (tedious) parsing step.
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Quick Start


Installation

You can install this package using pip.

$ pip install -U wltrace








Usage

from wltrace import wltrace

trace = wltrace.load_trace('/path/to/trace')
for pkt in trace:
    # do stuff with pkt
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Dot11Packet

wltrace.load_trace returns a iterator over Dot11Packet objects. The
following attributes of Dot11Packet are available.


802.11 Attributes


	type: int

	subtype: int

	Flags (boolean): to_ds, from_ds, more_frag, retry, power,
more_data, protected, order

	addr1, addr2, addr3, addr4: these are the MAC address in
11:22:33:aa:bb:cc format.

	src: alias to addr2

	dest: alias to addr1






Packet Trace Attributes


	counter: an integer index of this packet in the trace, starts from 1.

	ts, end_ts: Python datetime object representation the first and
last bit of the packet.

	epoch_ts, end_epoch_ts: POSIX timestamp (float) of the first and last
bit of the packet.

	hash: a hex digest of the MD5 hash of the packet raw bytes.






PHY Information


	phy: a PhyInfo object containing various PHY layer information. See
PHY Information for details.






Inferred Information


	acked: boolean, whether this packet is acknowledged or not. Only valid for
non-broadcast packets.

	ack_pkt: reference of the acknowledged packet.
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PHY Information

These attributes are available in the PhyInfo object.


	signal: RSSI in dBm

	noise: noise level in dBm

	freq_mhz

	has_fcs

	fcs_error

	epoch_ts, end_epoch_ts: POSIX timestamp of the first and last bit of
the packet

	rate: bit rate in Mbps

	mcs: MCS index [http://mcsindex.com/]

	len: length of the packet, not including any PHY header such as Radiotap
header.

	caplen: number of bytes actually captured.

	mactime: MAC layer TSF count, 64 bit integer.

	ampdu_ref: AMPDU reference number if this packet was sent in a AMPDU

	last_ampdu: whether this packet was the last packet in the AMPDU.







          

      

      

    


    
        © Copyright 2016, Jinghao Shi.
      Created using Sphinx 1.4.8.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	WlTrace 1.1.1 documentation »
 
      

    


    
      
          
            
  
wltrace package


Submodules



	wltrace.common module

	wltrace.dot11 module

	wltrace.fusion module

	wltrace.pcap module

	wltrace.peektagged module

	wltrace.quality module

	wltrace.radiotap module

	wltrace.utils module

	wltrace.wltrace module








Module contents
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wltrace.common module

Common interfaces.


	
class wltrace.common.GenericHeader(fh, *args, **kwargs)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Base class for general header structure.

This can be a file header, section header (peek-tagged), per-packet header
(pcap).





	Parameters:	fh (file object) – the file handle, which internal pointer points to the
start of the header.






	
FIELDS = None

	A list of string representing name of each field in the header, in the
order they appear in the PACK_PATTERN format.

It is important that the order of the filed names correspond strictly with
the order they appear in the header format. If the header has dummy fields,
such as padding bytes, you will have to also name them, although you can use
the same name for multiple dummy fields.






	
PACK_PATTERN = None

	struct [https://docs.python.org/2/library/struct.html#module-struct] format string used to decode the header bytes.






	
unpack(fmt)[source]

	








	
class wltrace.common.PhyInfo(*args, **kwargs)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Packet PHY layer information.

PHY information is usually provided in the format of physical layer header,
such as Radiotap. PHY information includes:


	signal (int): received RSSI in dBm.

	noise (int): noise level in dBm.

	freq_mhz (int): channel central frequency (MHz)

	has_fcs (bool)

	fcs_error (bool): True if this packet fails the FCS check.

	epoch_ts (float): POSIX timestamp of the first bit of this packet

	end_epoc_ts (float): POSIX timestamp of the last bit of this packet

	rate (float): packet modulation rate (Mbps)

	mcs (int): MCS index (http://mcsindex.com/)

	len (int): packet original length in bytes, including 4 FCS bytes.

	caplen (int): actually stored bytes, probably smaller than len.

	mactime (int): MAC layer TSF counter.

	ampdu_ref (int): AMPDU reference number.

	last_frame (bool): True if this packet was the last packet in the AMPDU.








	
class wltrace.common.WlTrace(path, *args, **kwargs)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Base class that represents a (wireless) packet trace.

A packet trace is nothing but a sequence of packets. Therefore, the main
interface of this object is to yield packet in order. In fact, the object
itself is an iterator, which means the packets can only be accessed once in
sequence. This is suffice for most purpose, and also reduces memory
consumption. Users can always store the packets outside this object if
needed.





	Parameters:	path (str [https://docs.python.org/2/library/functions.html#str]) – the path of the packet trace file.





Example

This is how WlTrace is supposed to be used:

cap = WlTrace('path/to/packet/trace.pcap')
for pkt in cap:
  print pkt.counter






	
next()[source]

	Iteration function.

Note that it is possible to yield dangling ack packets as well, so user
can detect if the sniffer missed the previous packet.






	
peek()[source]

	Get the current packet without consuming it.
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wltrace.dot11 module

IEEE802.11 protocol definitions and utilities.


	
class wltrace.dot11.Beacon(pkt)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Payload for 802.11 Beacon packet.






	
exception wltrace.dot11.Dot11Exception[source]

	Bases: exceptions.Exception [https://docs.python.org/2/library/exceptions.html#exceptions.Exception]






	
class wltrace.dot11.Dot11Packet(fh=None, phy=None, counter=1, *args, **kwargs)[source]

	Bases: wltrace.common.GenericHeader

IEEE802.11 packet.

This class parse as much as possible depending on the packet type and
subtype.





	Parameters:	
	fh (file object) – the file’s read pointer points to the beginning of a
802.11 packet.

	phy (pyparser.capture.common.PhyInfo) – PHY information.

	counter (int [https://docs.python.org/2/library/functions.html#int]) – packet index in trace file, starting from 1.










	
FIELDS = ['fc', 'duration', 'addr1']

	




	
PACK_PATTERN = '<HH6s'

	




	
air_time()[source]

	Duration of the packet in air.





	Returns:	duration in seconds.


	Return type:	float [https://docs.python.org/2/library/functions.html#float]










	
crc_ok

	




	
dest

	Shortcut to pkt.addr1.






	
end_epoch_ts

	




	
end_ts

	




	
epoch_ts

	




	
hash

	




	
parse_control()[source]

	




	
parse_data()[source]

	




	
parse_mgmt()[source]

	




	
src

	Shortcut to pkt.addr2.






	
ts

	Shortcut to pkt.phy.timestamp.










	
wltrace.dot11.MAX_ACK_LATENCY_US = 100

	Maximum allowed gap between a packet and its ack in the packet trace.






	
wltrace.dot11.is_ack(pkt)[source]

	Whether or not the packet is an ack packet.





	Parameters:	pkt (wltrace.dot11.Dot11Packet) – the packet.


	Returns:	True if it is an ack packet, otherwise False.


	Return type:	bool [https://docs.python.org/2/library/functions.html#bool]










	
wltrace.dot11.is_beacon(pkt)[source]

	Whether a packet is a Beacon packet.






	
wltrace.dot11.is_block_ack(pkt)[source]

	Whether a packet is a Block Ack packet.






	
wltrace.dot11.is_broadcast(mac)[source]

	Whether or not a mac is broadcast MAC address.





	Parameters:	mac (str [https://docs.python.org/2/library/functions.html#str]) – MAC address in string format (xx:xx:xx:xx:xx:xx). Case
insensitive.


	Returns:	bool.










	
wltrace.dot11.is_highest_rate(rate)[source]

	Whether or not the rate is the highest rate (single spatial stream) in
rate table.





	Parameters:	rate (int [https://docs.python.org/2/library/functions.html#int]) – rate in Mbps. Can be 802.11g/n rate.


	Returns:	True if the rate is highest, otherwise False. Note that if
rate is not valid, this function returns False, instead of
raising an exception.


	Return type:	bool [https://docs.python.org/2/library/functions.html#bool]










	
wltrace.dot11.is_lowest_rate(rate)[source]

	Whether or not the rate is the lowest rate in rate table.





	Parameters:	rate (int [https://docs.python.org/2/library/functions.html#int]) – rate in Mbps . Can be 802.11g/n rate.


	Returns:	True if the rate is lowest, otherwise False. Note that if
rate is not valid, this function returns False, instead of
raising an exception.


	Return type:	bool [https://docs.python.org/2/library/functions.html#bool]










	
wltrace.dot11.is_multicast(mac)[source]

	Whether a MAC address is IPV4/V6 multicast address.

See https://en.wikipedia.org/wiki/Multicast_address#Ethernet





	Parameters:	mac (str [https://docs.python.org/2/library/functions.html#str]) – MAC address


	Returns:	bool





>>> is_multicast('01:80:C2:00:00:08')
True










	
wltrace.dot11.is_qos_data(pkt)[source]

	Whether a packet is a QoS Data packet.






	
wltrace.dot11.mcs_to_rate(mcs, bw=20, long_gi=True)[source]

	Convert MCS index to rate in Mbps.

See http://mcsindex.com/





	Parameters:	
	mcs (int [https://docs.python.org/2/library/functions.html#int]) – MCS index

	bw (int [https://docs.python.org/2/library/functions.html#int]) – bandwidth, 20, 40, 80, ...

	long_gi (bool [https://docs.python.org/2/library/functions.html#bool]) – True if long GI is used.






	Returns:	rate – bitrate in Mbps




	Return type:	float [https://docs.python.org/2/library/functions.html#float]







>>> mcs_to_rate(5, bw=20, long_gi=False)
57.8





>>> mcs_to_rate(4, bw=40, long_gi=True)
81





>>> mcs_to_rate(3, bw=80, long_gi=False)
130





>>> mcs_to_rate(13, bw=160, long_gi=True)
936










	
wltrace.dot11.next_seq(seq)[source]

	Next sequence number.





	Parameters:	seq (int [https://docs.python.org/2/library/functions.html#int]) – current sequence number


	Returns:	next sequence number, may wrap around


	Return type:	int [https://docs.python.org/2/library/functions.html#int]





>>> next_seq(3)
4





>>> next_seq(4095)
0










	
wltrace.dot11.rate_to_mcs(rate, bw=20, long_gi=True)[source]

	Convert bit rate to MCS index.





	Parameters:	
	rate (float [https://docs.python.org/2/library/functions.html#float]) – bit rate in Mbps

	bw (int [https://docs.python.org/2/library/functions.html#int]) – bandwidth, 20, 40, 80, ...

	long_gi (bool [https://docs.python.org/2/library/functions.html#bool]) – True if long GI is used.






	Returns:	mcs – MCS index




	Return type:	int [https://docs.python.org/2/library/functions.html#int]







>>> rate_to_mcs(120, bw=40, long_gi=False)
5
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wltrace.fusion module


	
class wltrace.fusion.Aggregator(trace1, trace2, verbose=False, *args, **kwargs)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
do_aggregate()[source]

	








	
wltrace.fusion.arg_parser()[source]

	




	
wltrace.fusion.main()[source]
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wltrace.pcap module

Pcap file parser.


	
class wltrace.pcap.PcapCapture(path, *args, **kwargs)[source]

	Bases: wltrace.common.WlTrace

Represent a Pcap packet trace.

Currently only support two link types.


	
LINKTYPES = [105, 127]

	




	
classmethod save(path, pkts)[source]

	








	
exception wltrace.pcap.PcapException[source]

	Bases: exceptions.Exception [https://docs.python.org/2/library/exceptions.html#exceptions.Exception]






	
class wltrace.pcap.PcapHeader(fh, *args, **kwargs)[source]

	Bases: wltrace.common.GenericHeader

Pcap file header.

The format is documented here:
https://wiki.wireshark.org/Development/LibpcapFileFormat

Note that the file header does not contain the total number of packets in
the file.





	Parameters:	fh (file object) – the packet trace file.






	
FIELDS = ['magic_number', 'version_major', 'version_minor', 'thiszone', 'sigfigs', 'snaplen', 'network']

	




	
classmethod to_binary(endian='@', snaplen=65535, network=127)[source]

	








	
class wltrace.pcap.PcapPacketHeader(fh, header, *args, **kwargs)[source]

	Bases: wltrace.common.GenericHeader

Per packet header in Pcap format.


	
FIELDS = ['ts_sec', 'ts_usec', 'incl_len', 'orig_len']

	




	
classmethod encapsulate(pkt, endian='@')[source]
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wltrace.peektagged module

Omnipeek peek-tagged packet trace parser.

Peek-tagged file contains several sections:



	0x7fver: Omnipeek software version information.

	sess: Session information, include total packet number.

	pkts: Packets.






Each section starts with a fixed-sized section header, then variable sized
payloads. The format is documented here:
http://varsanofiev.com/inside/airopeekv9.htm


	
class wltrace.peektagged.PeektaggedCapture(path, *args, **kwargs)[source]

	Bases: wltrace.common.WlTrace

Peek-tagged capture file.

Here we know the total number of packets beforehand from the “sess”
section.  So this class has an extra total_packets attribute.






	
exception wltrace.peektagged.PeektaggedException[source]

	Bases: exceptions.Exception [https://docs.python.org/2/library/exceptions.html#exceptions.Exception]






	
class wltrace.peektagged.PeektaggedPacketHeader(fh, *args, **kwargs)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Per packet header.

This is peek-tagged format’s specific way to convey PHY layer information in
packet trace.


	
TAGS = {0: ('len', '<I'), 1: ('ts_low', '<I'), 2: ('ts_high', '<I'), 3: ('flags', '<I'), 4: ('channel', '<I'), 5: ('rate', '<I'), 6: ('signal_level', '<I'), 7: ('signal', '<i'), 8: ('noise_level', '<I'), 9: ('noise', '<i'), 13: ('freq_mhz', '<I'), 21: ('ext_flags', '<I'), 65535: ('caplen', '<I')}

	




	
to_phy()[source]

	Convert this to the standard pyparser.capture.common.PhyInfo
class.










	
class wltrace.peektagged.PeektaggedSectionHeader(fh, *args, **kwargs)[source]

	Bases: wltrace.common.GenericHeader

Peek-tagged section header.





	Parameters:	
	fh (file object) – file to be read.

	load_payload (bool [https://docs.python.org/2/library/functions.html#bool]) – whether or not read the payload from the file. By
default, it is False. For small sections, such as “0x7fver”,
“sess”, it is no big deal. But for “pkts” section, which can be
huge, we do not want to load the entire section at once.










	
FIELDS = ['tag', 'len', 'pad']

	




	
PACK_PATTERN = '<4sII'
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wltrace.quality module


	
class wltrace.quality.CaptureQuality(cap, ta, ra, *args, **kwargs)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
missing_ack_count

	




	
missing_tx_count
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wltrace.radiotap module

Radiotap header parser.


	
class wltrace.radiotap.RadiotapHeader(fh, *args, **kwargs)[source]

	Bases: wltrace.common.GenericHeader

Radiotap header.

See this document for radiotap header format:
http://www.radiotap.org/

See this document for all defined radiotap fields:
http://www.radiotap.org/defined-fields/all


	
FIELDS = ['_it_version', '_it_pad', '_it_len', '_it_present']

	




	
PACK_PATTERN = '<BBHI'

	Radiotap header is always in little endian.






	
PRESENT_FLAGS = [(0, 'Q', 'mactime', 8), (1, 'B', '_flags', 1), (2, 'B', 'rate', 1), (3, 'I', '_channel', 2), (4, 'xx', 'unused', 1), (5, 'b', 'signal', 1), (6, 'b', 'noise', 1), (7, 'xx', 'unused', 2), (8, 'xx', 'unused', 2), (9, 'xx', 'unused', 2), (10, 'x', 'unused', 1), (11, 'x', 'unused', 1), (12, 'x', 'unused', 1), (13, 'x', 'unused', 1), (14, 'xx', 'unused', 2), (19, 'bbb', 'mcs', 1), (20, 'IHxx', '_ampdu', 4)]

	




	
classmethod from_phy_info(phy)[source]

	




	
to_binary()[source]

	




	
to_phy()[source]
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wltrace.utils module

Various utilitis for packet trace parsing.


	
wltrace.utils.align_up(offset, align)[source]

	Align offset up to align boundary.





	Parameters:	
	offset (int [https://docs.python.org/2/library/functions.html#int]) – value to be aligned.

	align (int [https://docs.python.org/2/library/functions.html#int]) – alignment boundary.






	Returns:	aligned offset.




	Return type:	int [https://docs.python.org/2/library/functions.html#int]







>>> align_up(3, 2)
4





>>> align_up(3, 1)
3










	
wltrace.utils.bin_to_mac(bin, size=6)[source]

	Convert 6 bytes into a MAC string.





	Parameters:	bin (str [https://docs.python.org/2/library/functions.html#str]) – hex string of lenth 6.


	Returns:	String representation of the MAC address in lower case.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]


	Raises:	Exception – if len(bin) is not 6.










	
wltrace.utils.calc_padding(fmt, align)[source]

	Calculate how many padding bytes needed for fmt to be aligned to
align.





	Parameters:	
	fmt (str [https://docs.python.org/2/library/functions.html#str]) – struct [https://docs.python.org/2/library/struct.html#module-struct] format.

	align (int [https://docs.python.org/2/library/functions.html#int]) – alignment (2, 4, 8, etc.)






	Returns:	padding format (e.g., various number of ‘x’).




	Return type:	str [https://docs.python.org/2/library/functions.html#str]







>>> calc_padding('b', 2)
'x'





>>> calc_padding('b', 3)
'xx'










	
wltrace.utils.packet_gap(first, second)[source]

	




	
wltrace.utils.pairwise(it)[source]

	




	
wltrace.utils.win_ts(high, low)[source]

	Convert Windows timestamp to Unix timestamp.

Windows timestamp is a 64-bit integer, the value of which is the number of
100 ns intervals from 1/1/1601-UTC.





	Parameters:	
	high (int [https://docs.python.org/2/library/functions.html#int]) – high 32 bits of windows timestamp.

	low (int [https://docs.python.org/2/library/functions.html#int]) – low 32 bits of windows timestamp.






	Returns:	Python timestamp (datetime.datetime object).












	
wltrace.utils.win_ts_to_unix_epoch(high, low)[source]

	Convert Windows timestamp to POSIX timestamp.

See https://goo.gl/VVX0nk





	Parameters:	
	high (int [https://docs.python.org/2/library/functions.html#int]) – high 32 bits of windows timestamp.

	low (int [https://docs.python.org/2/library/functions.html#int]) – low 32 bits of windows timestamp.






	Returns:	float
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wltrace.wltrace module

Wireless Packet Trace

This module can load a packet trace, and yields a sequence of packets.
Currently, only IEEE 802.11 (aka Wifi) pakcet traces saved in Pcap or Omnipeek’s
peek-tagged format are supported. For Pcap format, this module can parse the
Radiotap header if exists.


	
wltrace.wltrace.FILE_TYPE_HANDLER = {'\xd4\xc3\xb2\xa1': <class 'wltrace.pcap.PcapCapture'>, '\xa1\xb2\xc3\xd4': <class 'wltrace.pcap.PcapCapture'>, '\x7fver': <class 'wltrace.peektagged.PeektaggedCapture'>, 'M<\xb2\xa1': <class 'wltrace.pcap.PcapCapture'>, '\xa1\xb2<M': <class 'wltrace.pcap.PcapCapture'>}

	A map from magic bytes to file handler.






	
wltrace.wltrace.MAGIC_LEN = 4

	File type magic length in bytes.






	
wltrace.wltrace.is_packet_trace(path)[source]

	Determine if a file is a packet trace that is supported by this module.





	Parameters:	path (str [https://docs.python.org/2/library/functions.html#str]) – path to the trace file.


	Returns:	True if the file is a valid packet trace.


	Return type:	bool [https://docs.python.org/2/library/functions.html#bool]










	
wltrace.wltrace.load_trace(path, *args, **kwargs)[source]

	Read a packet trace file, return a wltrace.common.WlTrace object.

This function first reads the file’s magic
(first FILE_TYPE_HANDLER bytes), and automatically determine the
file type, and call appropriate handler to process the file.





	Parameters:	path (str [https://docs.python.org/2/library/functions.html#str]) – the file’s path to be loaded.


	Returns:	WlTrace object.
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Features


	Simple and intuitive abstraction of packet trace.

	Support Pcap [https://wiki.wireshark.org/Development/LibpcapFileFormat]
(with optional Radiotap [http://www.radiotap.org/] header) format and
Omnipeek’s proprietary peektagged [https://github.com/boundary/wireshark/blob/master/wiretap/peektagged.c] format.







          

      

      

    


    
        © Copyright 2016, Jinghao Shi.
      Created using Sphinx 1.4.8.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	WlTrace 1.1.1 documentation »
 
      

    


    
      
          
            
  All modules for which code is available

	wltrace.common

	wltrace.dot11

	wltrace.fusion

	wltrace.pcap

	wltrace.peektagged

	wltrace.quality

	wltrace.radiotap

	wltrace.utils

	wltrace.wltrace




          

      

      

    


    
        © Copyright 2016, Jinghao Shi.
      Created using Sphinx 1.4.8.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	WlTrace 1.1.1 documentation »

          	Module code »
 
      

    


    
      
          
            
  Source code for wltrace.pcap

"""Pcap file parser.
"""

import struct
import binascii
try:
    from cStringIO import StringIO
except:
    from StringIO import StringIO

import radiotap
import dot11

from common import WlTrace, GenericHeader, PhyInfo

_PCAP_FILE_MAGIC_NUMBER = 0xa1b2c3d4
_PCAP_FILE_MAGIC_NUMBER_NS = 0xa1b23c4d

_PCAP_VERSION_MAJOR = 2
_PCAP_VERSION_MINOR = 4

_LINKTYPE_IEEE802_11 = 105
_LINKTYPE_IEEE802_11_RADIOTAP = 127

PCAP_FILE_MAGIC_LE = struct.pack('<I', _PCAP_FILE_MAGIC_NUMBER)
PCAP_FILE_MAGIC_LE_NS = struct.pack('<I', _PCAP_FILE_MAGIC_NUMBER_NS)
PCAP_FILE_MAGIC_BE = struct.pack('>I', _PCAP_FILE_MAGIC_NUMBER)
PCAP_FILE_MAGIC_BE_NS = struct.pack('>I', _PCAP_FILE_MAGIC_NUMBER_NS)


[docs]class PcapException(Exception):
    pass



[docs]class PcapHeader(GenericHeader):
    """Pcap file header.

    The format is documented here:
    https://wiki.wireshark.org/Development/LibpcapFileFormat

    Note that the file header does not contain the total number of packets in
    the file.

    Args:
        fh (file object): the packet trace file.
    """

    _PACK_PATTERN_BASE = "IHHiIII"
    FIELDS = [
        'magic_number',
        'version_major',
        'version_minor',
        'thiszone',
        'sigfigs',
        'snaplen',
        'network',
    ]

    def __init__(self, fh, *args, **kwargs):
        fh.seek(0)
        magic = fh.read(4)
        fh.seek(0)

        if magic not in [PCAP_FILE_MAGIC_LE, PCAP_FILE_MAGIC_LE_NS,
                         PCAP_FILE_MAGIC_BE, PCAP_FILE_MAGIC_BE_NS]:
            raise Exception("Unknown file magic: %s" % (binascii(magic)))

        self.endian = '<' if magic in [PCAP_FILE_MAGIC_LE,
                                       PCAP_FILE_MAGIC_LE_NS] else '>'
        self.nano_ts = magic in [PCAP_FILE_MAGIC_LE_NS, PCAP_FILE_MAGIC_BE_NS]

        cls = self.__class__
        cls.PACK_PATTERN = '%s%s' % (self.endian, cls._PACK_PATTERN_BASE)
        super(cls, self).__init__(fh, *args, **kwargs)

        if self.version_major != _PCAP_VERSION_MAJOR or\
                self.version_minor != _PCAP_VERSION_MINOR:
            raise PcapException('Expect PCAP version 2.4, got %d.%d'
                                % (self.version_major, self.version_minor))

    @classmethod
[docs]    def to_binary(cls, endian='@', snaplen=65535,
                  network=_LINKTYPE_IEEE802_11_RADIOTAP):
        pattern = '%s%s' % (endian, cls._PACK_PATTERN_BASE)
        return struct.pack(pattern, _PCAP_FILE_MAGIC_NUMBER,
                           _PCAP_VERSION_MAJOR,
                           _PCAP_VERSION_MINOR, 0, 0, snaplen, network)




[docs]class PcapPacketHeader(GenericHeader):
    """Per packet header in Pcap format.
    """

    _PACK_PATTERN_BASE = 'IIII'
    FIELDS = [
        'ts_sec',
        'ts_usec',
        'incl_len',
        'orig_len',
    ]

    def __init__(self, fh, header, *args, **kwargs):
        cls = self.__class__
        cls.PACK_PATTERN = '%s%s' % (header.endian, cls._PACK_PATTERN_BASE)

        super(cls, self).__init__(fh, *args, **kwargs)
        self.epoch_ts = self.ts_sec
        self.epoch_ts += self.ts_usec / (1e9 if header.nano_ts else 1e6)
        self.epoch_ts += header.thiszone

    @classmethod
[docs]    def encapsulate(cls, pkt, endian='@'):
        pattern = '%s%s' % (endian, cls._PACK_PATTERN_BASE)
        ts_sec = int(pkt.epoch_ts)
        ts_usec = int((pkt.epoch_ts - ts_sec) * 1e6)
        phy = pkt.phy.to_binary()
        incl_len = len(phy) + pkt.phy.caplen
        orig_len = len(phy) + pkt.phy.len
        return '%s%s%s' % (struct.pack(pattern, ts_sec, ts_usec, incl_len,
                                       orig_len), phy, pkt.raw)




[docs]class PcapCapture(WlTrace):
    """Represent a Pcap packet trace.

    Currently only support two link types.
    """

    LINKTYPES = [
        _LINKTYPE_IEEE802_11,
        _LINKTYPE_IEEE802_11_RADIOTAP,
    ]

    def __init__(self, path, *args, **kwargs):
        cls = self.__class__
        super(cls, self).__init__(path, *args, **kwargs)

        self.header = PcapHeader(self.fh)
        if self.header.network not in cls.LINKTYPES:
            raise PcapException("Unsupported link type: %d" %
                                (self.header.network))
        if self.header.network == _LINKTYPE_IEEE802_11_RADIOTAP:
            self.has_phy_info = True

    @classmethod
[docs]    def save(cls, path, pkts):
        with open(path, 'wb') as f:
            f.write(PcapHeader.to_binary())
            for pkt in pkts:
                f.write(PcapPacketHeader.encapsulate(pkt))


    def _read_one_pkt(self):
        pkt_header = PcapPacketHeader(self.fh, self.header)
        if pkt_header.incl_len > self.header.snaplen:
            raise PcapException("snaplen: %d, incl_len: %d" %
                                (self.header.snaplen, pkt_header.incl_len))

        raw = self.fh.read(pkt_header.incl_len)
        if len(raw) != pkt_header.incl_len:
            raise IOError("Short read: expect %d, got %d" %
                          (pkt_header.incl_len, len(raw)))

        pkt_fh = StringIO(raw)
        if self.header.network == _LINKTYPE_IEEE802_11_RADIOTAP:
            rh = radiotap.RadiotapHeader(pkt_fh)
            phy = rh.to_phy()
            phy.len = pkt_header.orig_len - rh._it_len
            phy.caplen = pkt_header.incl_len - rh._it_len
        else:
            phy = PhyInfo(has_fcs=False, len=pkt_header.orig_len)
            phy.caplen = pkt_header.incl_len

        phy.epoch_ts = pkt_header.epoch_ts
        if self.fix_timestamp and phy.rate is not None:
            phy.epoch_ts -= phy.len * 8 / phy.rate * 1e-6

        pkt = dot11.Dot11Packet(pkt_fh, phy=phy, counter=self.counter)
        try:
            phy.end_epoch_ts = phy.epoch_ts + pkt.air_time()
        except:
            pass
        self.counter += 1
        return pkt

    def _next(self, n=100):
        if self.fh is None:
            return []

        pkts = []
        for _ in xrange(n):
            try:
                pkt = self._read_one_pkt()
                if pkt.phy.ampdu_ref is not None:
                    # read all packets in this ampdu
                    ampdu_ref = pkt.phy.ampdu_ref
                    while pkt.phy.ampdu_ref == ampdu_ref:
                        if pkt.phy.last_frame:
                            # update previous ampdu's rate info
                            for p in reversed(pkts):
                                if p.phy.ampdu_ref != ampdu_ref:
                                    break
                                p.phy.rate = pkt.phy.rate
                            break
                        pkts.append(pkt)
                        pkt = self._read_one_pkt()

                pkts.append(pkt)

            except IOError:
                self.fh.close()
                self.fh = None
                break

        return pkts
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  Source code for wltrace.radiotap

"""Radiotap header parser.
"""
import struct
import binascii


import common
import utils

import dot11

_IT_VERSION = 0

_CHANNEL_FLAG_TURBO = 0x0010
_CHANNEL_FLAG_CCK = 0x0020
_CHANNEL_FLAG_OFDM = 0x0040
_CHANNEL_FLAG_2GHZ = 0x0080
_CHANNEL_FLAG_5GHZ = 0x0100
_CHANNEL_FLAG_PASSIVE_ONLY = 0x0200
_CHANNEL_FLAG_DYNAMIC = 0x0400
_CHANNEL_FLAG_GFSK = 0x0800

_FLAG_HAS_FCS = 0x10
_FLAG_FCS_ERROR = 0x40

_MCS_KNOWN_BANDWIDTH = 0x01
_MCS_KNOWN_MCS = 0x02
_MCS_KNOWN_GI = 0x04
_MCS_KNOWN_HT = 0x08

_MCS_FLAG_BANDWIDTH = 0x03
_MCS_FLAG_GI = 0x04
_MCS_FLAG_HT = 0x08

_PRESENT_FLAG_TSFT = 1 << 0
_PRESENT_FLAG_FLAG = 1 << 1
_PRESENT_FLAG_RATE = 1 << 2
_PRESENT_FLAG_CHANNEL = 1 << 3
_PRESENT_FLAG_SIGNAL = 1 << 5
_PRESENT_FLAG_NOISE = 1 << 6
_PRESENT_FLAG_MCS = 1 << 19
_PRESENT_FLAG_AMPDU = 1 << 20


[docs]class RadiotapHeader(common.GenericHeader):
    """Radiotap header.

    See this document for radiotap header format:
    http://www.radiotap.org/

    See this document for all defined radiotap fields:
    http://www.radiotap.org/defined-fields/all
    """

    PACK_PATTERN = '<BBHI'
    """Radiotap header is always in little endian.
    """
    FIELDS = [
        '_it_version',
        '_it_pad',
        '_it_len',
        '_it_present',
    ]

    PRESENT_FLAGS = [
        # (idx, unpack_fmt, field, align)
        (0, 'Q', 'mactime', 8),
        (1, 'B', '_flags', 1),
        (2, 'B', 'rate', 1),
        (3, 'I', '_channel', 2),
        (4, 'xx', 'unused', 1),
        (5, 'b', 'signal', 1),
        (6, 'b', 'noise', 1),
        (7, 'xx', 'unused', 2),
        (8, 'xx', 'unused', 2),
        (9, 'xx', 'unused', 2),
        (10, 'x', 'unused', 1),
        (11, 'x', 'unused', 1),
        (12, 'x', 'unused', 1),
        (13, 'x', 'unused', 1),
        (14, 'xx', 'unused', 2),
        (19, 'bbb', 'mcs', 1),
        (20, 'IHxx', '_ampdu', 4),
    ]

    def __init__(self, fh, *args, **kwargs):
        cls = self.__class__
        super(cls, self).__init__(fh, *args, **kwargs)

        if self._it_version != _IT_VERSION:
            raise Exception('Incorrect version: expect %d, got %d' %
                            (cls._it_version, self._it_version))

        rest_len = self._it_len - struct.calcsize(cls.PACK_PATTERN)
        rest = fh.read(rest_len)
        if len(rest) != rest_len:
            raise Exception('Short read: expect %d, got %d' %
                            (rest_len, len(rest)))

        self.payload = rest
        self.offset = 0

        present = self._it_present
        shift = 32
        while (present >> 31) > 0:
            present, = self.unpack('<I')
            self._it_present = (present << shift) + self._it_present
            shift += 32

        for idx, fmt, field, align in cls.PRESENT_FLAGS:
            if self._it_present & (1 << idx):
                self.offset = utils.align_up(self.offset, align)
                val = self.unpack(fmt)
                if len(val) == 1:
                    val = val[0]
                setattr(self, field, val)
            else:
                setattr(self, field, None)

        if self._it_present & _PRESENT_FLAG_CHANNEL:
            self.freq_mhz = self._channel & 0x0000ffff
            self.freq_flag = self._channel >> 16
            delattr(self, '_channel')
        else:
            self.freq_mhz = None
            self.freq_flag = None

        if self._it_present & _PRESENT_FLAG_FLAG:
            self.has_fcs = self._flags & _FLAG_HAS_FCS > 0
            self.fcs_error = self._flags & _FLAG_FCS_ERROR
        else:
            self.has_fcs = False
            self.fcs_error = False

        if self._it_present & _PRESENT_FLAG_RATE:
            self.rate /= 2.0
        else:
            self.rate = 0

        if self._it_present & _PRESENT_FLAG_MCS:
            mcs_known, mcs_flags, self.mcs = self.mcs
            if mcs_flags & 0x3 in [0, 2, 3]:
                bw = 20
            else:
                bw = 40
            long_gi = (mcs_flags & 0x4) == 0
            self.rate = dot11.mcs_to_rate(self.mcs, bw, long_gi)
        else:
            self.mcs = None

        if self._it_present & _PRESENT_FLAG_AMPDU:
            self.ampdu_ref, ampdu_flag = self._ampdu
            self.last_frame = ampdu_flag & 0x8 > 0
        else:
            self.ampdu_ref = None
            self.last_frame = True

    @classmethod
[docs]    def from_phy_info(cls, phy):
        header = cls()
        header.freq_mhz = phy.freq_mhz
        if header.freq_mhz < 3000:
            header.freq_flag = _CHANNEL_FLAG_2GHZ | _CHANNEL_FLAG_OFDM
        else:
            header.freq_flag = _CHANNEL_FLAG_5GHZ | _CHANNEL_FLAG_OFDM
        header._channel = (header.freq_flag << 16) + header.freq_mhz

        header._flags = _FLAG_HAS_FCS
        if phy.fcs_error:
            header._flags |= _FLAG_FCS_ERROR

        if phy.rate < 256:
            header.rate = phy.rate

        header.epoch_ts = phy.epoch_ts
        header.len = phy.len
        header.caplen = phy.caplen
        return header


[docs]    def to_phy(self):
        return common.PhyInfo(**self.__dict__)


[docs]    def to_binary(self):
        cls = self.__class__

        offset = 0
        present_flag = 0
        payload = ''

        for idx, fmt, field, align in cls.PRESENT_FLAGS:
            if getattr(self, field, None) is None:
                continue
            present_flag |= (1 << idx)
            aligned_offset = utils.align_up(offset, align)
            if aligned_offset != offset:
                fmt = '%s%s' % ('x' * (aligned_offset - offset), fmt)
            try:
                attr = getattr(self, field)
                if type(attr) != tuple:
                    attr = (attr, )
                payload += struct.pack(fmt, *attr)
            except:
                raise Exception('%s: %s' % (field, getattr(self, field)))
            offset += struct.calcsize(fmt)

        header = struct.pack(cls.PACK_PATTERN, 0, 0,
                             struct.calcsize(cls.PACK_PATTERN) + len(payload),
                             present_flag)
        return header + payload
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  Source code for wltrace.fusion

#!/usr/bin/env python

import argparse
import datetime

from collections import OrderedDict
import numpy as np

import progressbar as pbar

import dot11
import wltrace
import pcap
import utils

import logging
logging.basicConfig(
    format='[%(asctime)s] %(levelname)s [%(filename)11s:%(lineno)4d]'
    ' %(message)s',
    level=logging.DEBUG)
logger = logging.getLogger('pyparser')


[docs]def arg_parser():
    parser = argparse.ArgumentParser()
    parser.add_argument('--traces', nargs='+', required=True,
                        help="Traces to fusion.")
    parser.add_argument('--out', required=True, help="Output trace.")
    parser.add_argument('--verbose', action='store_true',
                        help="Verbose output.")
    return parser



[docs]class Aggregator(object):

    def __init__(self, trace1, trace2, verbose=False, *args, **kwargs):
        self.trace1 = trace1
        self.trace2 = trace2
        self.merged_trace = []
        self.drifts = []
        self.verbose = verbose

[docs]    def do_aggregate(self):
        if not isinstance(self.trace1, list):
            self.trace1 = list(self.trace1)
        if not isinstance(self.trace2, list):
            self.trace2 = list(self.trace2)

        hash1 = OrderedDict((p.hash, p) for p in self.trace1
                            if dot11.is_beacon(p) and p.phy.mactime is not None)
        hash2 = OrderedDict((p.hash, p) for p in self.trace2
                            if dot11.is_beacon(p) and p.phy.mactime is not None)
        common_hash = [h for h in hash1 if h in hash2]

        if self.verbose:
            logger.debug("Beacons:: Trace1: %d, Trace2: %d, Common: %d" %
                         (len(hash1), len(hash2), len(common_hash)))

        if len(common_hash) < 2:
            logger.warning("Less than 2 common beacons, can not merge.")
            self.merged_trace = self.trace1

        base_mactime = hash1[common_hash[0]].phy.mactime
        base_ts = hash1[common_hash[0]].ts

        widgets = [pbar.Percentage(), pbar.Bar(), pbar.ETA()]
        bar = pbar.ProgressBar(widgets=widgets, maxval=len(common_hash))
        if self.verbose:
            progress = 0
            bar.start()

        for first_beacon, second_beacon in utils.pairwise(common_hash):
            t1_a, t2_a = hash1[first_beacon].phy.mactime, hash1[
                second_beacon].phy.mactime
            t1_b, t2_b = hash2[first_beacon].phy.mactime, hash2[
                second_beacon].phy.mactime
            duration = t2_a - t1_a
            ratio = float(duration) / (t2_b - t1_b)
            drift = (t2_b - t1_b) - (t2_a - t1_a)
            self.drifts.append((duration, drift))

            for p in self.trace2[hash2[first_beacon].counter:
                                 (hash2[second_beacon].counter - 1)]:
                if p.phy.mactime is not None:
                    p.phy.mactime = int(ratio * (p.phy.mactime - t1_b) + t1_a)

            self.merged_trace.append(hash1[first_beacon])
            for pkt in sorted(
                    self.trace1[hash1[first_beacon].counter:
                                (hash1[second_beacon].counter - 1)] +
                    self.trace2[hash2[first_beacon].counter:(
                        hash2[second_beacon].counter - 1)],
                    key=lambda p: p.phy.mactime):
                if pkt.phy.mactime is None:
                    continue
                if (pkt.phy.mactime - self.merged_trace[-1].phy.mactime) < 5\
                        and pkt.hash == self.merged_trace[-1].hash:
                    continue
                self.merged_trace.append(pkt)

            if self.verbose:
                bar.update(progress)
                progress += 1

        self.merged_trace.append(hash1[common_hash[-1]])
        if self.verbose:
            bar.finish()
            intervals = [t[0] for t in self.drifts]
            drifts = [t[1] for t in self.drifts]
            logger.debug("Intervals: %d, min: %d, max: %d, mean: %d" %
                         (len(intervals), min(intervals), max(intervals),
                          np.mean(intervals)))
            logger.debug("drifts: %d, min: %d, max: %d, mean: %d" %
                         (len(drifts), min(drifts), max(drifts),
                          np.mean(drifts)))
            logger.debug("Trace1: %d, Trace2: %d, Merged: %d" %
                         (len(self.trace1), len(self.trace2),
                          len(self.merged_trace)))

        # adjust packet timestamp and counter
        for c, p in enumerate(self.merged_trace, start=1):
            p.ts = base_ts + \
                datetime.timedelta(microseconds=(p.phy.mactime - base_mactime))
            p.counter = c




[docs]def main():
    args = arg_parser().parse_args()
    traces = [wltrace.load_file(p, aggregate_ack=False) for p in args.traces]
    fused = traces[0]
    logger.debug("Starting with %s" % (traces[0].path))
    for t in traces[1:]:
        logger.debug("Merging %s" % (t.path))
        a = Aggregator(fused, t, verbose=args.verbose)
        a.do_aggregate()
        fused = a.merged_trace
    pcap.PcapCapture.save(args.out, fused)



if __name__ == '__main__':
    main()
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"""Omnipeek peek-tagged packet trace parser.

Peek-tagged file contains several sections:

  * ``0x7fver``: Omnipeek software version information.
  * ``sess``: Session information, include total packet number.
  * ``pkts``: Packets.

Each section starts with a fixed-sized section header, then variable sized
payloads. The format is documented here:
http://varsanofiev.com/inside/airopeekv9.htm

"""
import struct
import datetime

try:
    from cStringIO import StringIO
except:
    from StringIO import StringIO

import dot11
import xml.etree.ElementTree as ET


from common import WlTrace, GenericHeader, PhyInfo
import utils

PEEKTAGGED_FILE_MAGIC = '\x7fver'

EXT_FLAGS_BANDWIDTH =       0x00000007
EXT_FLAGS_GI =              0x00000018
EXT_FLAGS_MCS_INDEX_USED =  0x00000100


[docs]class PeektaggedException(Exception):
    pass



[docs]class PeektaggedSectionHeader(GenericHeader):
    """Peek-tagged section header.

    Args:
        fh (file object): file to be read.
        load_payload (bool): whether or not read the payload from the file. By
            default, it is ``False``. For small sections, such as "0x7fver",
            "sess", it is no big deal. But for "pkts" section, which can be
            huge, we do not want to load the entire section at once.
    """

    PACK_PATTERN = '<4sII'
    FIELDS = [
        'tag',
        'len',
        'pad',
    ]

    def __init__(self, fh, *args, **kwargs):
        cls = self.__class__
        super(cls, self).__init__(fh, *args, **kwargs)



[docs]class PeektaggedPacketHeader(object):
    """Per packet header.

    This is peek-tagged format's specific way to convey PHY layer information in
    packet trace.
    """

    TAGS = {
        0x00: ('len', '<I'),
        0x01: ('ts_low', '<I'),
        0x02: ('ts_high', '<I'),
        0x03: ('flags', '<I'),
        0x04: ('channel', '<I'),
        0x05: ('rate', '<I'),
        0x06: ('signal_level', '<I'),
        0x07: ('signal', '<i'),
        0x08: ('noise_level', '<I'),
        0x09: ('noise', '<i'),
        0x0d: ('freq_mhz', '<I'),
        0x15: ('ext_flags', '<I'),
        0xffff: ('caplen', '<I'),
    }

    def __init__(self, fh, *args, **kwargs):
        cls = self.__class__
        super(cls, self).__init__(*args, **kwargs)

        while True:
            tag_raw = fh.read(2)
            val_raw = fh.read(4)
            if len(tag_raw) != 2 or len(val_raw) != 4:
                raise IOError("Short read.")

            tag, = struct.unpack('<H', tag_raw)
            if tag not in cls.TAGS:
                continue
            attr, fmt = cls.TAGS[tag]
            setattr(self, attr, struct.unpack(fmt, val_raw)[0])

            if tag == 0xffff:
                break

        if hasattr(self, 'ext_flags') and\
                self.ext_flags & EXT_FLAGS_MCS_INDEX_USED:
            self.mcs = self.rate
            self.rate = dot11.mcs_to_rate(self.mcs)
        else:
            self.mcs = None
            self.rate /= 2.0

        self.epoch_ts = utils.win_ts_to_unix_epoch(self.ts_high, self.ts_low)

        # the timestamp in the header is the last bit of the packet, convert it
        # to the first bit of the packet
        if self.rate > 0:
            pkt_duration = self.len * 8 / self.rate * 1e-6
            self.end_epoch_ts = self.epoch_ts
            self.epoch_ts -= pkt_duration
        else:
            self.end_epoch_ts = None

        self.fcs_error = (self.flags & 0x0002) > 0

[docs]    def to_phy(self):
        """Convert this to the standard :class:`pyparser.capture.common.PhyInfo`
        class.
        """
        kwargs = {}
        for attr in ['signal', 'noise', 'freq_mhz', 'fcs_error', 'rate', 'mcs',
                     'len', 'caplen', 'epoch_ts', 'end_epoch_ts']:
            kwargs[attr] = getattr(self, attr, None)
        kwargs['has_fcs'] = True
        return PhyInfo(**kwargs)




[docs]class PeektaggedCapture(WlTrace):
    """Peek-tagged capture file.

    Here we know the total number of packets beforehand from the "sess"
    section.  So this class has an extra ``total_packets`` attribute.
    """

    def __init__(self, path, *args, **kwargs):
        cls = self.__class__
        super(cls, self).__init__(path, *args, **kwargs)

        while True:
            sess = PeektaggedSectionHeader(self.fh)
            if sess.tag == 'pkts':
                break

            sess.payload = self.fh.read(sess.len)

            if sess.tag == PEEKTAGGED_FILE_MAGIC:
                root = ET.fromstring(sess.payload)
                if root.tag != 'VersionInfo':
                    raise PeektaggedException("Corrupted version info")

                for child in root:
                    setattr(self, child.tag, child.text)

            elif sess.tag == 'sess':
                root = ET.fromstring(sess.payload)
                for child in root:
                    if child.tag == 'PacketCount':
                        setattr(self, 'total_packets', int(child.text))
                        break

    def _next(self, n=100):
        if self.fh is None:
            return []

        pkts = []
        for unused in xrange(n):
            try:
                peektagged_header = PeektaggedPacketHeader(self.fh)

                pkt_raw = self.fh.read(peektagged_header.caplen)
                if len(pkt_raw) != peektagged_header.caplen:
                    break

                pkt = dot11.Dot11Packet(StringIO(
                    pkt_raw), phy=peektagged_header.to_phy(),
                    counter=self.counter)
                self.counter += 1
                pkts.append(pkt)
            except IOError:
                self.fh.close()
                self.fh = None
                break

        return pkts
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"""Common interfaces.
"""

import struct
import abc
import io
import collections


[docs]class GenericHeader(object):
    """Base class for general header structure.

    This can be a file header, section header (peek-tagged), per-packet header
    (pcap).

    Args:
        fh (file object): the file handle, which internal pointer points to the
          start of the header.
    """

    PACK_PATTERN = None
    """:mod:`struct` format string used to decode the header bytes.
    """

    FIELDS = None
    """A list of string representing name of each field in the header, in the
    order they appear in the ``PACK_PATTERN`` format.

    It is important that the order of the filed names correspond *strictly* with
    the order they appear in the header format. If the header has dummy fields,
    such as padding bytes, you will have to also name them, although you can use
    the same name for multiple dummy fields.
    """

    def __init__(self, fh, *args, **kwargs):
        cls = self.__class__
        header_len = struct.calcsize(cls.PACK_PATTERN)
        raw = fh.read(header_len)
        if len(raw) != header_len:
            raise IOError('Short read bytes, excect %d, got %d' %
                          (header_len, len(raw)))

        self.payload = raw
        self.offset = 0

        fields = self.unpack(cls.PACK_PATTERN)
        for i, attr in enumerate(cls.FIELDS):
            setattr(self, attr, fields[i])

[docs]    def unpack(self, fmt):
        val = struct.unpack_from(fmt, self.payload, self.offset)
        self.offset += struct.calcsize(fmt)
        return val




[docs]class PhyInfo(object):
    """Packet PHY layer information.

    PHY information is usually provided in the format of physical layer header,
    such as Radiotap. PHY information includes:

    * signal (int): received RSSI in dBm.
    * noise (int): noise level in dBm.
    * freq_mhz (int): channel central frequency (MHz)
    * has_fcs (bool)
    * fcs_error (bool): True if this packet fails the FCS check.
    * epoch_ts (float): POSIX timestamp of the first bit of this packet
    * end_epoc_ts (float): POSIX timestamp of the last bit of this packet
    * rate (float): packet modulation rate (Mbps)
    * mcs (int): MCS index (http://mcsindex.com/)
    * len (int): packet original length in bytes, including 4 FCS bytes.
    * caplen (int): actually stored bytes, probably smaller than ``len``.
    * mactime (int): MAC layer TSF counter.
    * ampdu_ref (int): AMPDU reference number.
    * last_frame (bool): True if this packet was the last packet in the AMPDU.
    """

    def __init__(self, *args, **kwargs):
        for attr in ['signal', 'noise', 'freq_mhz', 'has_fcs', 'fcs_error',
                     'epoch_ts', 'end_epoch_ts', 'rate', 'mcs', 'len', 'caplen',
                     'mactime', 'ampdu_ref', 'last_frame']:
            setattr(self, attr, kwargs.get(attr, None))



import dot11


[docs]class WlTrace(object):
    """Base class that represents a (wireless) packet trace.

    A packet trace is nothing but a sequence of packets. Therefore, the main
    interface of this object is to yield packet in order. In fact, the object
    itself is an iterator, which means the packets can only be accessed once in
    sequence. This is suffice for most purpose, and also reduces memory
    consumption. Users can always store the packets outside this object if
    needed.

    Args:
        path (str): the path of the packet trace file.

    Example:
        This is how ``WlTrace`` is supposed to be used::

          cap = WlTrace('path/to/packet/trace.pcap')
          for pkt in cap:
            print pkt.counter
    """
    __metaclass__ = abc.ABCMeta

    def __init__(self, path, *args, **kwargs):
        super(WlTrace, self).__init__()

        self.path = path
        self.fh = io.BufferedReader(io.open(path, 'rb'))
        self.counter = 1

        self.pkt_queue = collections.deque()
        self.has_phy_info = False

        self.fix_timestamp = kwargs.get('fix_timestamp', False)

    def __iter__(self):
        return self

    def __next__(self):
        return self.next()

    @abc.abstractmethod
    def _next(self, n=100):
        """Get next n packets.

        Subclass must implement this method.

        Args:
            n (int): number of packets to read

        Returns:
          list: a list of :class:`pyparser.capture.dot11.Dot11Packet` object.
        """
        pass

    def _fetch(self):
        if len(self.pkt_queue) < 2:
            pkts = self._next(1024)
            self.pkt_queue.extend(pkts)

    def _infer_acked(self, pkt):
        # first assume this pkt is not acked
        pkt.acked = False
        pkt.ack_pkt = None

        # infer ``acked`` for non-multicast mgmt or data packet
        if (pkt.type == dot11.DOT11_TYPE_MANAGEMENT or
            pkt.type == dot11.DOT11_TYPE_DATA) and\
                not dot11.is_broadcast(pkt.dest):

            # looking for its ack packet
            if len(self.pkt_queue) > 0:
                next_pkt = self.pkt_queue[0]
                if dot11.is_ack(next_pkt)\
                        and next_pkt.dest == pkt.src and\
                        next_pkt.epoch_ts - pkt.end_epoch_ts < 1e-4:
                    pkt.acked = True
                    pkt.ack_pkt = next_pkt
                    return

            # if ack packet is not present, look for the next packet from the
            # same station
            next_pkt = None
            for p in self.pkt_queue:
                if hasattr(p, 'addr2') and p.src == pkt.src:
                    next_pkt = p
                    break
            if next_pkt is not None and next_pkt.seq_num != pkt.seq_num:
                # the station moves on to next packet, hinting that
                # current packet was probably acked and the sniffer just
                # missed the ack packet
                pkt.acked = True

    def _infer_retry(self, pkt):
        if hasattr(pkt, 'retry_count'):
            return

        if not pkt.retry:
            # this is the first transmission
            pkt.retry_count = 0
        else:
            # sniffer missed the first transmission, assume this is the first
            # retry
            pkt.retry_count = 1
        current_retry = pkt.retry_count + 1
        if pkt.type in [dot11.DOT11_TYPE_MANAGEMENT, dot11.DOT11_TYPE_DATA] and\
                not dot11.is_broadcast(pkt.dest):
            for p in self.pkt_queue:
                if hasattr(p, 'addr2') and p.src == pkt.src and\
                        hasattr(p, 'seq_num'):
                    if not p.retry or p.seq_num != pkt.seq_num:
                        break
                    p.retry_count = current_retry
                    current_retry += 1

[docs]    def next(self):
        """Iteration function.

        Note that it is possible to yield dangling ack packets as well, so user
        can detect if the sniffer missed the previous packet.
        """

        try:
            self._fetch()
            pkt = self.pkt_queue.popleft()
            try:
                self._infer_acked(pkt)
            except:
                pass
            try:
                self._infer_retry(pkt)
            except:
                pass

            return pkt
        except IndexError:
            raise StopIteration()


[docs]    def peek(self):
        """Get the current packet without consuming it.
        """
        try:
            self._fetch()
            pkt = self.pkt_queue[0]
            return pkt
        except IndexError:
            raise StopIteration()
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"""Wireless Packet Trace

This module can load a packet trace, and yields a sequence of packets.
Currently, only IEEE 802.11 (aka Wifi) pakcet traces saved in Pcap or Omnipeek's
peek-tagged format are supported. For Pcap format, this module can parse the
Radiotap header if exists.
"""

import os
import binascii
import abc
import io
import collections

import pcap
import peektagged

import dot11

MAGIC_LEN = 4
"""File type magic length in bytes.
"""

FILE_TYPE_HANDLER = {
    pcap.PCAP_FILE_MAGIC_LE: pcap.PcapCapture,
    pcap.PCAP_FILE_MAGIC_BE: pcap.PcapCapture,
    pcap.PCAP_FILE_MAGIC_LE_NS: pcap.PcapCapture,
    pcap.PCAP_FILE_MAGIC_BE_NS: pcap.PcapCapture,
    peektagged.PEEKTAGGED_FILE_MAGIC: peektagged.PeektaggedCapture,
}
"""A map from magic bytes to file handler.
"""


[docs]def is_packet_trace(path):
    """Determine if a file is a packet trace that is supported by this module.

    Args:
        path (str): path to the trace file.

    Returns:
        bool: True if the file is a valid packet trace.
    """
    path = os.path.abspath(path)
    if not os.path.isfile(path):
        return False

    try:
        f = open(path, 'rb')
    except:
        return False

    magic = f.read(4)
    f.close()

    return magic in FILE_TYPE_HANDLER



[docs]def load_trace(path, *args, **kwargs):
    """Read a packet trace file, return a :class:`wltrace.common.WlTrace` object.

    This function first reads the file's magic
    (first ``FILE_TYPE_HANDLER`` bytes), and automatically determine the
    file type, and call appropriate handler to process the file.

    Args:
        path (str): the file's path to be loaded.

    Returns:
        ``WlTrace`` object.
    """
    with open(path, 'rb') as f:
        magic = f.read(MAGIC_LEN)
    if magic not in FILE_TYPE_HANDLER:
        raise Exception('Unknown file magic: %s' % (binascii.hexlify(magic)))

    return FILE_TYPE_HANDLER[magic](path, *args, **kwargs)
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"""IEEE802.11 protocol definitions and utilities.
"""

import struct
import datetime
import math
import binascii
import hashlib

from common import GenericHeader, PhyInfo
import utils


[docs]class Dot11Exception(Exception):
    pass



DOT11_TYPE_MANAGEMENT = 0
DOT11_TYPE_CONTROL = 1
DOT11_TYPE_DATA = 2
DOT11_TYPE_RSVD = 3


DOT11_SUBTYPE_ASSOC_REQ = 0
DOT11_SUBTYPE_ASSOC_RESP = 1
DOT11_SUBTYPE_REASSOC_REQ = 2
DOT11_SUBTYPE_REASSOC_RESP = 3
DOT11_SUBTYPE_PROBE_REQ = 4
DOT11_SUBTYPE_PROBE_RESP = 5
DOT11_SUBTYPE_RSVD = 7
DOT11_SUBTYPE_BEACON = 8
DOT11_SUBTYPE_DISASSOC = 10
DOT11_SUBTYPE_AUTH = 11
DOT11_SUBTYPE_DEAUTH = 12

DOT11_SUBTYPE_BLOCK_ACK = 9
DOT11_SUBTYPE_ACK = 0xd

DOT11_SUBTYPE_DATA = 0
DOT11_SUBTYPE_NULL = 4
DOT11_SUBTYPE_QOS_DATA = 8
DOT11_SUBTYPE_QOS_NULL = 0xc

MAX_ACK_LATENCY_US = 100
"""Maximum allowed gap between a packet and its ack in the packet trace.
"""

SEQ_NUM_MODULO = 4096

MGMT_SUBTYPE_NAMES = {
    0: 'Assoc Req',
    1: 'Assoc Resp',
    2: 'Reassoc Req',
    3: 'Reassoc Resp',
    4: 'Probe Req',
    5: 'Probe Resq',
    6: 'Timing Adv',
    7: 'Rsvd',
    8: 'Beacon',
    9: 'ATIM',
    10: 'Disassoc',
    11: 'Auth',
    12: 'Deauth',
    13: 'Action',
    14: 'Action no Ack',
    15: 'Rsvd',
}

CTRL_SUBTYPE_NAMES = {
    0: 'Rsvd',
    1: 'Rsvd',
    2: 'Rsvd',
    3: 'Rsvd',
    4: 'Rsvd',
    5: 'Rsvd',
    6: 'Rsvd',
    7: 'Ctrl wrapper',
    8: 'Block Ack req',
    9: 'Block Ack',
    10: 'PS-Poll',
    11: 'RTS',
    12: 'CTS',
    13: 'Ack',
    14: 'CF-End',
    15: 'CF-End + CF-Ack',
}

DATA_SUBTYPE_NAMES = {
    0: 'Data',
    1: 'Data + CF-Ack',
    2: 'Data + CF-Poll',
    3: 'Data + CF-Ack + CF-Poll',
    4: 'Null',
    5: 'CF-Ack',
    6: 'CF-Poll',
    7: 'CF-Ack + CF-Poll',
    8: 'QoS Data',
    9: 'Qos Data + CF-Ack',
    10: 'QoS Data + CF-Poll',
    11: 'QoS Data + CF-Poll + CF-Ack',
    12: 'QoS Null',
    13: 'Rsvd',
    14: 'QoS CF-Poll',
    15: 'QoS CF-Ack + CF-Poll',
}


MCS_TABLE = {
    # http://mcsindex.com
    # MCS: [20MHz-LGI, 20MHz-SGI, 40MHz-LGI, 40MHz-SGI,...]
    0: [6.5, 7.2, 13.5, 15, 29.3, 32.5, 58.5, 65],
    1: [13, 14.4, 27, 30, 58.5, 65, 117, 130],
    2: [19.5, 21.7, 40.5, 45, 87.8, 97.5, 175.5, 195],
    3: [26, 28.9, 54, 60, 117, 130, 234, 260],
    4: [39, 43.3, 81, 90, 175.5, 195, 351, 390],
    5: [52, 57.8, 108, 120, 234, 260, 468, 520],
    6: [58.5, 65, 121.5, 135, 263.3, 292.5, 526.5, 585],
    7: [65, 72.2, 135, 150, 292.5, 325, 585, 650],
    8: [13, 14.4, 27,  30,  58.5, 65,  117, 130],
    9: [26, 28.9, 54, 60, 117, 130, 234, 260],
    10: [39, 43.3, 81, 90, 175.5, 195, 351, 390],
    11: [52, 57.8, 108, 120, 234, 260, 468, 520],
    12: [78, 86.7, 162, 180, 351, 390, 702, 780],
    13: [104, 115.6, 216, 240, 468, 520, 936, 1040],
    14: [117, 130.3, 243, 270, 526.5, 585, 1053, 1170],
    15: [130, 144.4, 270, 300, 585, 650, 1170, 1300],
}

DOT11A_RATES = [
    6,
    9,
    12,
    18,
    24,
    36,
    48,
    54
]


[docs]def mcs_to_rate(mcs, bw=20, long_gi=True):
    """Convert MCS index to rate in Mbps.

    See http://mcsindex.com/

    Args:
        mcs (int): MCS index
        bw (int): bandwidth, 20, 40, 80, ...
        long_gi(bool): True if long GI is used.

    Returns:
        rate (float): bitrate in Mbps


    >>> mcs_to_rate(5, bw=20, long_gi=False)
    57.8

    >>> mcs_to_rate(4, bw=40, long_gi=True)
    81

    >>> mcs_to_rate(3, bw=80, long_gi=False)
    130

    >>> mcs_to_rate(13, bw=160, long_gi=True)
    936
    """
    if bw not in [20, 40, 80, 160]:
        raise Exception("Unknown bandwidth: %d MHz" % (bw))
    if mcs not in MCS_TABLE:
        raise Exception("Unknown MCS: %d" % (mcs))

    idx = int((math.log(bw/10, 2)-1)*2)
    if not long_gi:
        idx += 1
    return MCS_TABLE[mcs][idx]



[docs]def rate_to_mcs(rate, bw=20, long_gi=True):
    """Convert bit rate to MCS index.

    Args:
        rate (float): bit rate in Mbps
        bw (int): bandwidth, 20, 40, 80, ...
        long_gi (bool): True if long GI is used.

    Returns:
        mcs (int): MCS index

    >>> rate_to_mcs(120, bw=40, long_gi=False)
    5
    """
    if bw not in [20, 40, 80, 160]:
        raise Exception("Unknown bandwidth: %d MHz" % (bw))
    idx = int((math.log(bw/10, 2)-1)*2)
    if not long_gi:
        idx += 1

    for mcs, rates in MCS_TABLE.items():
        if abs(rates[idx] - rate) < 1e-3:
            return mcs

    # failed. Try dot11a rates
    for idx, r in enumerate(DOT11A_RATES):
        if abs(r-rate) < 1e-3:
            return idx

    raise Exception("MCS not found: rate=%f, bw=%d, long_gi=%s" %
                    (rate, bw, long_gi))



[docs]def is_broadcast(mac):
    """Whether or not a mac is broadcast MAC address.

    Args:
        mac (str): MAC address in string format (``xx:xx:xx:xx:xx:xx``). Case
          insensitive.
    Returns:
        bool.
    """
    return mac.lower() == 'ff:ff:ff:ff:ff:ff'



[docs]def is_multicast(mac):
    """Whether a MAC address is IPV4/V6 multicast address.

    See https://en.wikipedia.org/wiki/Multicast_address#Ethernet

    ARgs:
        mac (str): MAC address

    Returns:
        bool

    >>> is_multicast('01:80:C2:00:00:08')
    True

    """
    octet = int(mac.split(':')[0], base=16)
    return octet & 0x01 > 0



[docs]def is_lowest_rate(rate):
    """Whether or not the rate is the lowest rate in rate table.

    Args:
        rate (int): rate in Mbps . Can be 802.11g/n rate.

    Returns:
        bool: ``True`` if the rate is lowest, otherwise ``False``. Note that if
        ``rate`` is not valid, this function returns ``False``, instead of
        raising an exception.
    """
    return rate_to_mcs(rate) == 0



[docs]def is_highest_rate(rate):
    """Whether or not the rate is the highest rate (single spatial stream) in
    rate table.

    Args:
        rate (int): rate in Mbps. Can be 802.11g/n rate.

    Returns:
        bool: ``True`` if the rate is highest, otherwise ``False``. Note that if
        ``rate`` is not valid, this function returns ``False``, instead of
        raising an exception.
    """
    return rate_to_mcs(rate) == 7



[docs]def is_ack(pkt):
    """Whether or not the packet is an ack packet.

    Args:
        pkt (:class:`wltrace.dot11.Dot11Packet`): the packet.

    Returns:
        bool: ``True`` if it is an ack packet, otherwise ``False``.

    """
    return pkt.type == DOT11_TYPE_CONTROL and pkt.subtype == DOT11_SUBTYPE_ACK



[docs]def is_block_ack(pkt):
    """Whether a packet is a Block Ack packet.
    """
    return pkt.type == DOT11_TYPE_CONTROL and\
        pkt.subtype == DOT11_SUBTYPE_BLOCK_ACK



[docs]def is_beacon(pkt):
    """Whether a packet is a Beacon packet.
    """
    return pkt.type == DOT11_TYPE_MANAGEMENT and\
        pkt.subtype == DOT11_SUBTYPE_BEACON



[docs]def is_qos_data(pkt):
    """Whether a packet is a QoS Data packet.
    """
    return pkt.type == DOT11_TYPE_DATA and pkt.subtype == DOT11_SUBTYPE_QOS_DATA



[docs]def next_seq(seq):
    """Next sequence number.

    Args:
        seq (int): current sequence number

    Returns:
        int: next sequence number, may wrap around

    >>> next_seq(3)
    4

    >>> next_seq(4095)
    0
    """
    return (seq + 1) % SEQ_NUM_MODULO



[docs]class Beacon(object):
    """Payload for 802.11 Beacon packet.
    """

    def __init__(self, pkt):
        self.timestamp, self.interval, self.capabilities = pkt.unpack('<QHH')
        tag, len = pkt.unpack('<BB')
        if tag == 0:
            self.ssid, = pkt.unpack('<%ds' % (len))



[docs]class Dot11Packet(GenericHeader):
    """IEEE802.11 packet.

    This class parse as much as possible depending on the packet type and
    subtype.

    Args:
        fh (file object): the file's read pointer points to the beginning of a
          802.11 packet.
        phy (:class:`pyparser.capture.common.PhyInfo`): PHY information.
        counter (int): packet index in trace file, starting from 1.
    """

    PACK_PATTERN = '<HH6s'
    FIELDS = [
        'fc',
        'duration',
        'addr1'
    ]

[docs]    def parse_mgmt(self):
        self.addr2, self.addr3, self.seq = self.unpack('<6s6sH')
        if self.order:
            self.ht, = self.unpack('<I')

        if self.subtype == DOT11_SUBTYPE_BEACON:
            try:
                self.beacon = Beacon(self)
            except:
                pass


[docs]    def parse_data(self):
        self.addr2, self.addr3, self.seq = self.unpack('<6s6sH')
        if self.from_ds and self.to_ds:
            self.addr4, = self.unpack('<6s')
        if self.subtype >= 8:
            self.qos, = self.unpack('<H')


[docs]    def parse_control(self):
        if self.subtype == DOT11_SUBTYPE_BLOCK_ACK:
            self.addr2, ba_control = self.unpack('<6sH')
            self.ba_tid = ba_control >> 12
            self.ba_compressed = ba_control & 0x0004 > 0
            self.ba_multi_tid = ba_control & 0x0002 > 0
            self.ba_policy = ba_control & 0x0001 > 0

            if not self.ba_multi_tid and self.ba_compressed:
                ba_seq_control, self.ba_bitmap = self.unpack('<HQ')
                self.ba_begin_seq = ba_seq_control >> 4
                self.ba_begin_frag = ba_seq_control & 0x000f


    def __init__(self, fh=None, phy=None, counter=1, *args, **kwargs):
        if fh is None:
            self.real = False
            for k, v in kwargs.items():
                setattr(self, k, v)
            self.phy = PhyInfo()
            return

        packet_start = fh.tell()

        cls = self.__class__
        super(cls, self).__init__(fh, *args, **kwargs)

        self.real = True
        self.phy = phy
        self.counter = counter

        self.acked = False
        self.ack_pkt = None

        self.type = (self.fc & 0x000c) >> 2
        self.subtype = (self.fc & 0x00f0) >> 4
        for shift, flag in enumerate(['to_ds', 'from_ds', 'more_frag', 'retry',
                                      'power', 'more_data', 'protected',
                                      'order'], start=8):
            setattr(self, flag, (self.fc & (1 << shift)) > 0)

        self.payload = fh.read()
        self.offset = 0

        try:
            if self.type == DOT11_TYPE_MANAGEMENT:
                self.parse_mgmt()
            elif self.type == DOT11_TYPE_DATA:
                self.parse_data()
            elif self.type == DOT11_TYPE_CONTROL:
                self.parse_control()
        except:
            pass

        for attr in ['addr1', 'addr2', 'addr3', 'addr4']:
            if hasattr(self, attr):
                setattr(self, attr, utils.bin_to_mac(getattr(self, attr)))

        if hasattr(self, 'seq'):
            self.frag_num = self.seq & 0x000f
            self.seq_num = (self.seq & 0xfff0) >> 4
            del self.seq
        else:
            self.seq_num = None
            self.frag_num = None

        fh.seek(packet_start)
        self.raw = fh.read()
        self._hash = None

        fh.close()
        self._crc_ok = None

    @property
    def src(self):
        """Shortcut to ``pkt.addr2``.
        """
        return getattr(self, 'addr2', None)

    @src.setter
    def src(self, val):
        self.addr2 = val

    @property
    def dest(self):
        """Shortcut to ``pkt.addr1``.
        """
        return getattr(self, 'addr1', None)

    @dest.setter
    def dest(self, val):
        self.addr1 = val

    @property
    def ts(self):
        """Shortcut to ``pkt.phy.timestamp``.
        """
        return datetime.datetime.fromtimestamp(self.phy.epoch_ts)

    @property
    def end_ts(self):
        return datetime.datetime.fromtimestamp(self.phy.end_epoch_ts)

    @property
    def epoch_ts(self):
        return self.phy.epoch_ts

    @property
    def end_epoch_ts(self):
        return self.phy.end_epoch_ts

    @property
    def hash(self):
        if self._hash is None:
            self._hash = hashlib.md5(self.raw).hexdigest()
        return self._hash

    def __eq__(self, other):
        if not isinstance(other, Dot11Packet):
            return False
        return self.hash == other.hash

[docs]    def air_time(self):
        """Duration of the packet in air.

        Returns:
            float: duration in seconds.
        """
        return self.phy.len * 8 / self.phy.rate * 1e-6


    @property
    def crc_ok(self):
        if self._crc_ok is not None:
            return self._crc_ok

        if len(self.raw) <= 4:
            return False

        expected_crc = binascii.crc32(self.raw[:-4]) & 0xffffffff
        got_crc,  = struct.unpack('<I', self.raw[-4:])
        self._crc_ok = expected_crc == got_crc
        return self._crc_ok
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  Source code for wltrace.utils

"""Various utilitis for packet trace parsing.
"""
import datetime
import struct
import itertools
import binascii

UTC_EPOCH = datetime.datetime(1970, 1, 1)

POLY = [
    1, 0, 0, 0,         # 32 -- 29
    0, 0, 1, 0,         # 28 -- 25
    0, 1, 1, 0,         # 24 -- 21
    0, 0, 0, 0,         # 20 -- 17
    1, 0, 0, 0,         # 16 -- 13
    1, 1, 1, 0,         # 12 -- 9
    1, 1, 0, 1,         # 8  -- 5
    1, 0, 1, 1,         # 4  -- 1
    1,                  # 0
]


[docs]def calc_padding(fmt, align):
    """Calculate how many padding bytes needed for ``fmt`` to be aligned to
    ``align``.

    Args:
        fmt (str): :mod:`struct` format.
        align (int): alignment (2, 4, 8, etc.)

    Returns:
        str: padding format (e.g., various number of 'x').

    >>> calc_padding('b', 2)
    'x'

    >>> calc_padding('b', 3)
    'xx'
    """
    remain = struct.calcsize(fmt) % align
    if remain == 0:
        return ""
    return 'x' * (align - remain)



[docs]def align_up(offset, align):
    """Align ``offset`` up to ``align`` boundary.

    Args:
        offset (int): value to be aligned.
        align (int): alignment boundary.

    Returns:
        int: aligned offset.

    >>> align_up(3, 2)
    4

    >>> align_up(3, 1)
    3
    """
    remain = offset % align
    if remain == 0:
        return offset
    else:
        return offset + (align - remain)



[docs]def win_ts_to_unix_epoch(high, low):
    """Convert Windows timestamp to POSIX timestamp.

    See https://goo.gl/VVX0nk

    Args:
        high (int): high 32 bits of windows timestamp.
        low (int): low 32 bits of windows timestamp.

    Returns:
        float
    """
    return high * ((2 ** 32) / 1e9) + low / 1e9 - 11644473600



[docs]def win_ts(high, low):
    """Convert Windows timestamp to Unix timestamp.

    Windows timestamp is a 64-bit integer, the value of which is the number of
    100 ns intervals from 1/1/1601-UTC.

    Args:
        high (int): high 32 bits of windows timestamp.
        low (int): low 32 bits of windows timestamp.

    Returns:
        Python timestamp (``datetime.datetime`` object).
    """
    return datetime.datetime.fromtimestamp(win_ts_to_unix_epoch(high, low))



[docs]def bin_to_mac(bin, size=6):
    """Convert 6 bytes into a MAC string.

    Args:
        bin (str): hex string of lenth 6.

    Returns:
        str: String representation of the MAC address in lower case.

    Raises:
        Exception: if ``len(bin)`` is not 6.
    """
    if len(bin) != size:
        raise Exception("Invalid MAC address: %s" % (bin))
    return ':'.join([binascii.hexlify(o) for o in bin])



[docs]def pairwise(it):
    a, b = itertools.tee(it)
    next(b, None)
    return itertools.izip(a, b)



[docs]def packet_gap(first, second):
    # this is the gap between arrival of first and second packet
    gap = (second.ts - first.ts).total_seconds()
    if first.phy.mactime is not None and second.phy.mactime is not None and\
            first.phy.rate is not None and second.phy.rate is not None:
        # account for the duration of first packet
        gap -= first.phy.len * 8 / first.phy.rate * 1e-6
    return gap
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  Source code for wltrace.quality

from wltrace import dot11


[docs]class CaptureQuality(object):

    @property
    def missing_tx_count(self):
        if not hasattr(self, '_missing_tx_count'):
            self._missing_tx_count = 0
        return self._missing_tx_count

    @missing_tx_count.setter
    def missing_tx_count(self, val):
        diff = val - self._missing_tx_count
        assert diff >= 0
        self._missing_tx_count = val
        self.tx_count += diff

    @property
    def missing_ack_count(self):
        if not hasattr(self, '_missing_ack_count'):
            self._missing_ack_count = 0
        return self._missing_ack_count

    @missing_ack_count.setter
    def missing_ack_count(self, val):
        diff = val - self._missing_ack_count
        assert diff >= 0
        self._missing_ack_count = val
        self.ack_count += diff

    def __init__(self, cap, ta, ra, *args, **kwargs):
        self.tx_pkts_count = 0
        self.ack_count = 0

        self.dangling_ack = []
        self.missing_ack = []
        self.missing_seq = []

        last_data_pkt = None

        for pkt in cap:
            if pkt.phy.fcs_error:
                continue

            if pkt.type == dot11.DOT11_TYPE_DATA:
                if not (pkt.src == self.ta and pkt.dest == self.ra):
                    continue
            if dot11.is_ack(pkt):
                if pkt.dest != self.ta:
                    continue

            if pkt.acked or dot11.is_ack(pkt):
                self.ack_count += 1

            if dot11.is_ack(pkt):
                self.dangling_ack.append(pkt.counter)
                # missed the data packet
                self.missing_tx_count += 1
            else:
                self.tx_pkts_count += 1

                if last_data_pkt is None and pkt.retry:
                    # missed the first transmission
                    self.missing_tx_count += 1

                if last_data_pkt is not None:
                    seq_diff = (pkt.seq_num - last_data_pkt.seq_num +
                                dot11.SEQ_NUM_MODULO) % dot11.SEQ_NUM_MODULO
                    if seq_diff > 0:
                        self.missing_tx_count += seq_diff - 1
                        if seq_diff > 1:
                            self.missing_seq.append(last_data_pkt.counter)
                        if pkt.retry:
                            # missed the first transmission
                            self.missing_tx_count += 1
                        if not last_data_pkt.acked and not\
                                dot11.is_lowest_rate(last_data_pkt.phy.rate):
                            self.missing_ack_count += 1
                            self.missing_ack.append(last_data_pkt.counter)

                last_data_pkt = pkt
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