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311 1. BEESHRE

1.1 & weid-sample jF85:

git clone https://github.com/WeBankFinTech/weid-sample.git

1.2 $83E weid-java-sdk SEEEKRFE

o ALAEIRE weid-java-sdk

weid-sample T weid-java-sdk, BT S Weldentity JAVA SDK 235508 52 i), weid-java-sdk
LR, S Iava WA 58 weid-sample L E .

o MfiiE Committee Member FA4H

R HOEE RS, BT Authority Issuer FE3EZE RAHM K R (Committee Member ) YR,
EEARRGAREANIIN, BILHERERAEET. SEERREARMHININ, B A% LR T
H:

FEEAE % Weldentity FHE 3 200 B4 B FABA S HE D & weid-sample/keys/priv/ Hx, WG
2205 T Authority Issuer, weid-sample 2 Halnzg.

o BECT RN E
ZAMEZRISMEN AMOP HATERE, AR AMOP M, A MU BIRCE IR [ 3 BT

cd weid-sample

vim src/main/resources/weidentity.properties

KEERCEAT

blockchain.orgid : HlHAHR. FEFIPA organizationA “Kfil, 158 organizationA .,
nodes : XHREETT MG E . R0 DAMB R B X BB 9 2% A AT —7 S Bl

T EA -

blockchain.orgid=organizationA

nodes=10.10.10.10:20200

1.3 User Agent [RZECE

o Zii¥ weid-sample

UPRIER A — Rz AT weid-sample, 7R 2 C I THH1%:
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chmod +x *.sh
./build.sh

* JEBh AMOP Hi55

weid-sample B[] AMOP 5524554 Verifier |a] User Agent & iXFREUMHM K, H it Verifier £ User
Agent 75 B[R] — Z4E H BN R B9 DXBREEST . JE/R 3 Verifier #ERE

./command.sh daemon

BATHN, 2JE3h Verifier i) AMOP 45, #iant HE:

the AMOP server start success.

o & User Agent fif &

TEJEBh5E Verifier $Hf22 )5, RFEEE I User Agent HIECE, #ifF User Agent JERERY X IHEETT S Verifier
TR XS SRR — 454 b, HLIERE R AN R i DXy A

vim dist/conf/weidentity.properties

AL T SR A WU 24 R X HR Y I, SR Verifier BERERAIZ A — N XERBETY A
W EAE -

blockchain.orgid=organizationB

nodes=10.10.10.11:20200

3.1.2 2. BXRENRER

o Issuer $EERFRSR

./command.sh issuer

FISATIY), WFTEEiERIE WeID, yEMHSA Authority Issuer. /i CPT Fifi|@ Credential 551217
o

PATR BRI 0 iR H

————————— start issuer —————————-

issuer() init...

begin to createWeld...

3.1. BE#NE 9
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(B bTT)

createWeld result:

result: (com.webank.weid.protocol.response.CreateWeIdDataResult)
weld: did:weid:1:0x7a276b294ecf0eb7b917765£308f024af2c99a38
userWeIdPublicKey: (com.webank.weid.protocol.base.WeIdPublicKey)
publicKey:
—1443108387689714733821851716463554592846955595194902087319775398382966796515741745
951182105547115313067791999154982272567881519406873966935891855085705784
userWeIdPrivateKey: (com.webank.weid.protocol.base.WeIdPrivateKey)
privateKey:
—46686865859949148045125507514815998920467147178097685958028816903332430030079
errorCode: 0O
errorMessage: success
transactionInfo: (com.webank.weid.protocol.response.TransactionInfo)
blockNumber: 2098
transactionHash: 0x20fc5c2730e4636248b121d31ffdbf7fal12e95185068fcldea060dlafa9dbb4e

transactionIndex: O

begin to setPublicKey...

setPublicKey result:

result: true

errorCode: 0O

errorMessage: success

transactionInfo: (com.webank.weid.protocol.response.TransactionInfo)

blockNumber: 2099

transactionHash: 0x498d2bfd2d8ffa297af699c788e80delbd51c255a7365307624637aeb5a42f3al

transactionIndex: O

o User Agent ¥E{ERARE R

./command.sh user_agent

BT, WAITEI a5 A E WelD ., 3@ 3 AMOP $RE Verifier & i) Presentation Policy . fl]## Presentation
PAFT 3 Presentation i QRcode 334 Json HRIJJEFE. DA AEEIFS H &

————————— start User Agent --—--------

userAgent () init...

begin to create weld for useragent...

(T gk%E)
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(B bTT)

createWeld result:

result: (com.webank.weid.protocol.response.CreateWWeIdDataResult)
weld: did:weid:1:0x38198689923961e8ecd6d57d88d027blabdldaf2
userWeIdPublicKey: (com.webank.weid.protocol.base.WeIdPublicKey)
publicKey:
—12409513077193959265896252693672990701614851618753940603742819290794422690048786166
777486244492302423653282585338774488347536362368216536452956852123869456
userWeIdPrivateKey: (com.webank.weid.protocol.base.WeIdPrivateKey)
privateKey:
—11700070604387246310492373601720779844791990854359896181912833510050901695117
errorCode: 0
errorMessage: success
transactionInfo: (com.webank.weid.protocol.response.TransactionInfo)
blockNumber: 2107
transactionHash: 0x2474141b82c367d8d5770a7f4d124aeaf985e7fa3e3e2f7f98eeed3d38d862£5

transactionIndex: O

o Verifier #/ERART N

./command.sh verifier

BT, WEFTH Verifier [2/7414k Presentation DA K I6IE Presentation Fid#E . PAR AT H &,
TR AT PAS AU S B -

————————— start verifier —~———————-

verifier() init...

begin get the presentation json...

2, BELIRE T weid-sample SZHLAI S8 O HIBFT AR, SEMAIA OFE com.webank.weid.demo.
server.SampleApp, EW[PASZ TN Java WA .

3.1. E#NE 11
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CHAPTER 4

spring-boot AREZ A 1EH

4.1 EHNE

f# fl spring-boot 7 &, weid-sample 12 /7¥ 14 —/NE 6H#HAREAT, BT IUEFEA http F AKX E

4.1.1 1. & weid-sample jEi5:

git clone https://github.com/WeBankFinTech/weid-sample.git

4.1.2 2. ERESHE

2.1 T# weid-sample jR83:

git clone https://github.com/WeBankFinTech/weid-sample.git

2.2 $3F weid-java-sdk SEEEXER

o ZFHEIE weid-java-sdk

13
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weid-sample FFEAKH weid-java-sdk, #FETSE Weldentity JAVA SDK 225508 58 i, weid-java-sdk
WL, FS B Java T A2 30 58 il weid-sample FIECE .

o [it® Committee Member FA4H

FHEAESE Weldentity B HE 21T Be AR R FABH SO 4% D1 &2 weid-sample/keys/priv/ HigHr, AL
IS SRR A T3 Authority Issuer, weid-sample £ H shinzk.

Hfig:  LIECEIFIRLEE, M Authority Issuer F2iZE AWM MG (Committee Member ) AXFR, %A
BREA LM AR & BB CN R RSP, AR A RE AR, BT KIE R
Tio ARGEE AR, BRI ASH LT AT E

2.3 ERRENET
2.3.1 HiFFETT

o Zii¥ weid-sample

cd weid-sample
chmod +x *.sh
./build.sh

o 33 weid-sample Ik 55

./start.sh

HREIT, WATHIA M EE:

[main] INFO AnnotationMBeanExporter() - Registering beans for JMX exposure on startup
[main] INFO HttpliNioProtocol() - Initializing ProtocolHandler ["https-jsse-nio-20190"]
[main] INFO HttpliNioProtocol() - Starting ProtocolHandler ["https-jsse-nio-20190"]
[main] INFO NioSelectorPool() - Using a shared selector for servlet write/read

[main] INFO HttpliNioProtocol() - Imitializing ProtocolHandler ["http-nio-20191"]

[main] INFO NioSelectorPool() - Using a shared selector for servlet write/read

[main] INFO HttpliNioProtocol() - Starting ProtocolHandler ["http-nio-20191"]

[main] INFO TomcatEmbeddedServletContainer() - Tomcat started on port(s): 20190 (https),
20191 (http)

[main] INFO SampleApp() - Started SampleApp in 3.588 seconds (JVM running for 4.294)

2.3.2 iBIBER

PATR 5 U RS s M 55 i B A A, ik 127.0.0.1, Jigd5 o J2 20191,

14 Chapter 4. spring-boot [RZFH{EH
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o fi]f WelD

curl -1 -H "Content-type: application/json" -X POST  http://127.0.0.1:20191/createWeld

AV, MESATEHIPAE R

"result":{
"weld":"did:weid:101:0xd613fbc0249f2ce5088ed484fabb7b51ecb95e24" ,
"userWeIdPublicKey":{
"publicKey":
—"317090292408721285099505370620551208044519896343028742972184682559898899846671604053378

n
—

},
"userWeIdPrivateKey" :null
1,
"errorCode":0,
"errorMessage" :"success",
"transactionInfo":{
"blockNumber" :60643,
"transactionHash":

—"0xc73b7babaf39614761423dc8fcbbbc7e5£24c82e8187bc467c£0398b4ce4330b",

"transactionIndex":0

467342119206

FHABI A WelD J2& did:weid:101:0xd613fbc0249f2ce5088ed484fa6b7b51ech95e24

o Y/} Authority Issuer

curl -1 -H "Content-type: application/json" -X POST -d '{"issuer":
—"did:weid:101:0xd613fbc0249f2ce5088ed484fabb7b51ecb95e24" ,"org-id" : "webank"}'
http://127.0.0.1:20191/registerAuthorityIlssuer

BT, WSFTHPA TR :

"result":true,
"errorCode":0,
"errorMessage" :"success",
"transactionInfo":{

"blockNumber" :60668,

"transactionHash":

4.1. EHENE 15
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(8:EW)

"transactionIndex":0

o M CPT
IBATINY), WSFTHATNEE:

"result":q{
"cptId":1189,
"cptVersion":1

1,

"errorCode":0,

"errorMessage" :"success",

"transactionInfo":{
"blockNumber" :60676,
"transactionHash":

—"0x72d55eb1d020acd09b115177a46e230f£db0177abb5dd74e16765d79338522093" ,

"transactionIndex":0

FHEN CPT 13, CPT ID 3 1189.

o A Credential
A Credential fKifi T HAAH) CPT, SHUEAY cptld £ ARINIENHRY CPT #Y ID:
HIBATH, WSATHPAMEE:

{
"result":{
"credential":{
"context":"https://github.com/WeBankFinTech/WeIdentity/blob/master/context/vl
=",

"id":"e4fdaccd-6026-4£d0-9392-1379ddd4f778",

"cptId":1189,
"issuer":"did:weid:101:0xd613fbc0249f2ceb5088ed484fabb7b5lecb95e24",
"issuanceDate" :1564371227764,

"expirationDate":1595475227763,

"claim":{

llgenderll : IIFII s

(FoTaRzE)

16 Chapter 4. spring-boot JREZ A {EFH
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(8:EW)

llname nan

"id":"did:weid:101:0xf36£fb2308d36bb94c579£568bdf670743d949deb"

1,

"proof":{
"creator":"did:weid:101:0xd613fbc0249f2ce5088ed484fabb7b51ecb95e24",

:"zhangsan",

"signature":"G2kD4u4jrnmYbqg/
—0V19idmTEQzP3a0KEomHGJaVpWzhITIE+dDYSRMyFOTDy+jPANpYRJIGg7pGnANM+QeJ9Ba00=",
"created":"1564371227764",
"type":"EcdsaSignature"
T,
"signature":"G2kD4u4jrnmYbq/
—0V19idmTEQzP3a0KEomHGJaVpWzhITIE+dDYSRMyFOTDy+jPANpYRIGg7pGnANM+QeJ9Ba00=",
"proofType":"EcdsaSignature"

},

"disclosure":{
"name":1,
llidll:l’
"gender":1

1,
"errorCode":0,
"errorMessage":"success",

"transactionInfo":null

(-

FHHAN Credential HF), Credential f-E&(5E Mk H TR Credential BN N2
o IGIE Credential
FrATI), WSATEHPARE R :

{
"result":true,
"errorCode":0,
"errorMessage":"success",
"transactionInfo":null
}

FH Credential BIEALEN .

2, BELKR T weid-sample SEHLF &AM O REITIREE, LA LT con.webank.weid.demo.
server.SampleApp, W PASHE TR Java N HITF K .

4.1. BHNA 17
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