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Welcome to Read the Docs

This is an autogenerated index file.

Please create a /home/docs/checkouts/readthedocs.org/user_builds/vfeed/checkouts/latest/index.rst or /home/docs/checkouts/readthedocs.org/user_builds/vfeed/checkouts/latest/README.rst file with your own content.

If you want to use another markup, choose a different builder in your settings.
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vFeed API and vFeed.db Correlated Community Vulnerability and Threat Database Public Source License


The vFeed API utility and the associated vFeed.db the Correlated Community Vulnerability and Threat Database (henceforth referred to simply as “vFeed Framework”) is dual-licensed - Copyright 2004-2016 ToolsWatch Org.


Cases that include commercialization of vFeed Framework require a commercial, non-free license. Otherwise, vFeed Framework can be used without charge under the terms set out below.



1. Definitions


1.1 “License” means this document.


1.2 “Contributor” means each individual or legal entity that creates, contributes to the creation of, or owns vFeed Framework.


1.3 “ToolsWatch Org.” means vFeed Framework’s core developers, an updated list of whom can be found within the CREDITS file.





2. Commercialization


A commercial use is one intended for commercial advantage or monetary compensation.


Example cases of commercialization are:



		Using vFeed API and/or the vFeed Vulnerability Database to provide commercial managed/Software-as-a-Service services.


		Distributing or using vFeed API and/or the vFeed Vulnerability Database as a commercial product or as part of one.


		Using vFeed API and/or the vFeed Vulnerability Database as a value added service/product.





Example cases which do not require a commercial license, and thus fall under the terms set out below, include (but are not limited to):


Penetration testers (or penetration testing organizations) using vFeed API and/or the vFeed Vulnerability Database as part of their assessment toolkit.



		Penetration Testing Linux Distributions including but not limited to Kali Linux, SamuraiWTF, BackBox Linux.


		Using vFeed Framework to map and correlate vulnerabilities and threats.


		Any non-commercial use of vFeed Framework.





If you need to purchase a commercial license or are unsure whether you need to purchase a commercial license contact us - hacker@toolswatch.org


We may grant commercial licenses at no monetary cost at our own discretion if the commercial usage is deemed by the ToolsWatch Org. to significantly benefit vFeed Framework.


Free-use Terms and Conditions;





3.Redistribution


Redistribution is permitted under the following conditions:



		Unmodified License is provided with vFeed Framework.


		Unmodified Copyright notices are provided with vFeed Framework.


		Does not conflict with the commercialization clause.








4. Copying


Copying is permitted so long as it does not conflict with the Redistribution clause.





5. Modification


Modification is permitted so long as it does not conflict with the Redistribution clause.





6. Contributions


Any Contributions assume the Contributor grants the ToolsWatch Org. the unlimited, non-exclusive right to reuse, modify and re-license the Contributor’s content.





7. Support


vFeed Framework is provided under an “as is” basis and without any support, updates or maintenance. Support, updates and maintenance may be given according to the sole discretion of the ToolsWatch Org.





8. Disclaimer of Warranty


vFeed Framework is provided under this License on an “as is” basis, without warranty of any kind, either expressed, implied, or statutory, including, without limitation, warranties that the vFeed Framework is free of defects, merchantable, fit for a particular purpose or non-infringing.





9. Limitation of Liability


To the extent permitted under Law, vFeed Framework is provided under an AS-IS basis. The ToolsWatch Org. shall never, and without any limit, be liable for any damage, cost, expense or any other payment incurred as a result of vFeed Framework’s actions, failure, bugs and/or any other interaction between vFeed Framework and end-equipment, computers, other software or any 3rd party, end-equipment, computer or services.





10. Disclaimer


The ToolsWatch Org. accept no liability and are not responsible for any misuse or damage caused by vFeed Framework.
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vFeed The Correlated Vulnerability and Threat Intelligence Database API


[image: vFeed]


[image: Build Status] [https://travis-ci.org/toolswatch/vFeed]
[image: Code Health] [https://landscape.io/github/toolswatch/vFeed/master]
[image: Compatibility] [http://cwe.mitre.org/compatible/organizations.html#ToolsWatch]
[image: Compatibility] [https://cve.mitre.org/compatible/compatible.html#ToolsWatch]
[image: Compatibility] [http://oval.mitre.org/adoption/participants.html#ToolsWatch]


vFeed API / Database is a CVE, CWE and OVAL Compatible naming scheme concept that provides extra structured detailed third-party references and technical characteristics for a CVE entry through an extensible XML/JSON schema.
It also improves the reliability of CVEs by providing a flexible and comprehensive vocabulary for describing the relationship with other standards and security references.


vFeed API generates a JSON-based format outputs to describe in detail vulnerabilities.
It can be leveraged as input by security researchers, practitioners and tools as part of their vulnerability description. The standard syntax is easy to interpret by humans and systems.


The mandatory associated vFeed DB (The Correlated Vulnerability and Threat Intelligence Database) is a detective and preventive security information repository used for gathering vulnerability and mitigation data from scattered internet sources into an unified database. The vFeed DB must be obtained directly from vFeed IO [http://www.vfeed.io]



		Open security standards:
		CVE [http://cve.mitre.org]


		CWE [http://cwe.mitre.org]


		CPE [http://cpe.mitre.org]


		OVAL [http://oval.mitre.org]


		CAPEC [http://capec.mitre.org]


		CVSS [http://www.first.org/cvss]


		WASC [http://projects.webappsec.org/w/page/13246978/Threat%20Classification]








		Vulnerability Assessment & Exploitation IDs (Metasploit, Saint Corporation, Nessus Scripts, Nmap, Exploit-DB)


		Vendors Security Alerts:
		Microsoft MS


		Mandriva


		Redhat


		Cisco


		Sun


		Gentoo


		Ubuntu


		And more ...














Key features



		Registered as CVE, CWE and OVAL Compatible by the Mitre Corporation


		Support Open Standards CVE, CPE, CWE, CAPEC, CVSS etc


		Downloadable Correlated Vulnerability and Threat Intelligence Database


		Support correlation with 3rd party security references IAVA, OSVDB, OVAL etc


		Support correlation with security assessment and patch vendors (Nessus, Exploit-DB, Redhat, Microsoft..)


		Simple and ready-to-use API Python





More features at vFeed IO [http://www.vfeed.io/features/].





Target Audience



		Penetration testers who want to analyze CVEs and gather extra information to help shape avenues to exploit vulnerabilities.


		Security auditors who want to report accurate information about findings. vFeed could be the best way to describe a CVE with attributes based on standards and 3rd party references as vendors or companies involved into standarization efforts.


		Security tools vendors / security open source developers who need to implement libraries to enumerate useful information about CVEs without wasting time to correlate and to create a proprietary database. vFeed is by far the best solution. Methods can be invoked from programs or scripts with a simple call.


		Any security hacker who is conducting researches and need a very fast and accurate way to enumerate available exploits or techniques to check a vulnerability








How to ?


Run vfeedcli.py -h for help.
Refer to the wiki [https://github.com/toolswatch/vFeed/wiki/] page for detailed documentation.





Latest release



0.6.9



		The vFeed DB is no more available through update command. The command is deprecated.


		The delivery of the vFeed DB was handed over to a new established entity vFeed IO [http://www.vfeed.io]. This entity sets the goal to become the Leading Provider of Vulnerability and Threat Intelligence Database.


		The API has been modified to reflect the new changes.








0.6.8



		Added support to CAPEC version 2.8. Check about CAPEC v2.8 [http://capec.mitre.org/news/index.html#december72015_CAPEC_List_Version_2.8_Now_Available].


		Added support to CWE v2.9. Check the full changelog [http://cwe.mitre.org/data/reports/diff_reports/v2.8_v2.9.html].


		Added mapping to WASC v2.0 Threat Classification [http://projects.webappsec.org/w/page/13246978/Threat%20Classification].


		Added CVSS v2.0 vectors to risk.py class. Now, the methods get_cvss and get_severity display the vector when available.


		Added new method get_wasc to reflect the new mapping with WASC v2.0. The method returns ID, Title and URL when available.


		Modified the method get_capec to return the following:
		The title


		Method of Attacks [http://capec.mitre.org/documents/schema/schema_v2.7.1.html#Method_of_Attack%20%28Methods_of_Attack%29]


		Mitigations [http://capec.mitre.org/documents/schema/schema_v2.7.1.html#Solution_or_Mitigation]








		Reflected the changes in cvsexports.sql MongoDB script to generate the new added tables.


		vFeed.db the correlated vulnerability & threat database fully regenerated to support the new changes.


		Documentation updated accordingly.





NOTE: Some code was cleaned. Nevertheless, the issues reported here [https://github.com/toolswatch/vFeed/issues] will be fixed in next minor version.





0.6.7



		Added support to Landscape [https://landscape.io] with some code cleaning.








0.6.6



		Modified the update.py class to display the vFeed License before downloading the database.











          

      

      

    


    
        © Copyright 2016.
      Created using Sphinx 1.3.5.
    

  

search.html


    
      Navigation


      
        		
          index


        		vFeed latest documentation »

 
      


    


    
      
          
            
  Search


  
  
  
    Please activate JavaScript to enable the search
    functionality.
  


  

  
    From here you can search these documents. Enter your search
    words into the box below and click "search". Note that the search
    function will automatically search for all of the words. Pages
    containing fewer words won't appear in the result list.
  


  
    
    
    
  

  
  
  
  


          

      

      

    


    
        © Copyright 2016.
      Created using Sphinx 1.3.5.
    

  

_static/down-pressed.png





_static/up-pressed.png





_static/plus.png





_static/comment-bright.png





_static/comment.png





_static/down.png





_static/comment-close.png





_static/up.png





CHANGELOG.html


    
      Navigation


      
        		
          index


        		vFeed latest documentation »

 
      


    


    
      
          
            
  
Changelog



0.6.8



		Added support to CAPEC version 2.8. Check about CAPEC v2.8 [http://capec.mitre.org/news/index.html#december72015_CAPEC_List_Version_2.8_Now_Available].


		Added support to CWE v2.9. Check the full changelog [http://cwe.mitre.org/data/reports/diff_reports/v2.8_v2.9.html].


		Added mapping to WASC v2.0 Threat Classification [http://projects.webappsec.org/w/page/13246978/Threat%20Classification].


		Added CVSS v2.0 vectors to risk.py class. Now, the methods get_cvss and get_severity display the vector when available.


		Added new method get_wasc to reflect the new mapping with WASC v2.0. The method returns ID, Title and URL when available.


		Modified the method get_capec to return the following:
		The title


		Method of Attacks [http://capec.mitre.org/documents/schema/schema_v2.7.1.html#Method_of_Attack%20%28Methods_of_Attack%29]


		Mitigations [http://capec.mitre.org/documents/schema/schema_v2.7.1.html#Solution_or_Mitigation]








		Reflected the changes in cvsexports.sql MongoDB script to generate the new added tables.


		vFeed.db the correlated vulnerability & threat database fully regenerated to support the new changes.


		Documentation updated accordingly.





NOTE: Some code was cleaned. Nevertheless, the issues reported here [https://github.com/toolswatch/vFeed/issues] will be fixed in next minor version.





0.6.7



		Added support to landscape.io with some code cleaning.








0.6.6



		Modified the update.py class to display the vFeed License before downloading the database.








0.6.5



		Added the ability to migrate to Mongo Database (Thanks so much to Ushan89 for the original code)


		A new class mongo.py added (based on Ushan89 code [https://github.com/ushan89/vFeed] to simply the process of migration from SQLite to MongoDB
		–migrate: Dump into a CSV then populate the vFeed MongoDB








		The documentation updated. Visit Documentation Page [https://github.com/toolswatch/vFeed/wiki/]








0.6.0



		Reviewed and re-wrote the code to be as much as possible PEP8 compliant


		Update the vFeed License. It is very important to read it.


		Introduced a new simple vFeed menu with the following options:
		–method: Digs into the database and enumerate information related to CVE. See (–list)


		–list: Lists the available –method functions. You can refer to the wiki documentation for more information


		–export : Exports metadata to either JSON or XML formats


		–stats : Displays the vFeed.db statistics


		–search: Simple vFeed search utility. It supports CVE, CPE, CWE, OVAL and free text


		–update: To update the vFeed.db Correlated Vulnerability Database.


		–banner: Displays vFeed banners. Dont ask me. It is useless :)








		Refactored the main vFeed class api.py into small dedicated classes:
		info.py: Used to render information about CVE alongside other open standards (CWE, CPE, CAPEC).


		ref.py: Can be leveraged to get information about references and cross-linked sources (IAVM, SCIP..)


		risk.py: Used to display the CVSS v2 and severity.


		patches.py: Mostly used to enumerate hotfixes from 3rd party vendors such as Microsoft, Redhat, Suse etc


		scanners.py : Leveraged to list information about scanners scripts related to CVEs such as Nessus, OpenVAS ..


		exploit.py : Used to list information about exploits PoC related to CVEs such as Metasploit, Exploit-DB ..


		rules.py : Can be leveraged to display the IDS/IPS rules to prevent from the attack such as Snort or Suricata


		json_dump.py : This class will generate a detailed CVE JSON output.








		vFeed now returns JSON responses. It will be much easier to integrate with 3rd party utilities and software.


		Added the support of CWE, OVAL and free text to search.py class.


		Added URL links to the references (CVE, CWE, CAPEC, 3rd party references ..)


		Changed name of get_risk method to get_severity


		Exported JSON/XML files are moved to export repository.


		Added api_calls.py API calls sample to demonstrate how easy to use vFeed from within your code.


		Deprecated the value of “PCI Compliance” from risk.py class. This will be supported later.


		Deprecated the method get_milw0rm as the source does not longer exist


		Todo : The XML export will be added later.


		The documentation updated. Visit Documentation Page [https://github.com/toolswatch/vFeed/wiki/]








Beta v0.5.0



		Added a new class search.py. Now it is possible to search for CPE associated CVEs. Check the full documentation


		Added the support to CWE v2.8 with the addition to 58 nodes. Check here the full changelog [http://cwe.mitre.org/data/reports/diff_reports/v2.7_v2.8.html]


		Updated the vfeed_calls_samples.py with example to use update and search methods within your python scripts.


		Fixed an incoherence in the ExploitDB. In some cases, the exploit file is filled with http://www.exploit-db.com/download/Id_Exploit instead of blank.


		Fixed variable naming in uncompress() try statement in the update class (thanks to Jason [https://github.com/Cashiuus] )


		To reflect this update, the following methods have been added:
		search to enumerate CVE and CPEs information (ex: ./vfeedcli.py search CVE-2010-4345 or ./vfeedcli.py search cpe:/a:openssl:openssl:1.0.1). Refer to documentation [https://github.com/toolswatch/vFeed/wiki/%5B2%5D-Usage] section “searching for occurrences”








		vFeed.db the sqlite cross-linked vulnerability database fully regenerated to support the new changes


		The documentation updated. Visit Documentation Page [https://github.com/toolswatch/vFeed/wiki/]








Beta v0.4.9



		Added the support to Nmap NSE scripts [http://www.nmap.org]


		Added the support to D2 Elliot [http://www.d2sec.com/index.html] Web Exploitation Framework Exploits


		Now fully rely on OVAL Open Vulnerability Assessment Language definitions [https://oval.mitre.org/rep-data/5.10/org.mitre.oval/oval.xml]


		Updated the get_oval to return more information such title and class.


		Changed the stats methods names to get_stats and get_latest


		To reflect this update, the following methods have been added:
		get_nmap to enumerate Nmap NSE scripts. This function returns file name and category (ex: ./vfeedcli.py get_nmap CVE-2010-4345)


		get_d2 to enumerate D2 Elliot exploits. This function returns title and url link (ex: ./vfeedcli.py get_d2 CVE-2011-4106)








		vFeed.db the sqlite cross-linked vulnerability database fully regenerated to support the new changes








Beta v0.4.8



		Added a new class vFeedStats (vfeed\stats.py) to display vfeed.db statistics and the latest added CVEs (feature requested by Ryan Barnett from SpiderLabs).


		To reflect this update, the following methods have been added:
		stats to enumerate vfeed.db global statistics such as total CVE, CPE, Nessus and more. This function returns the total for each reference


		latest_cve to list the latest CVEs.














Beta v0.4.7



		Refactored the vfeed_update.py script as a separate class vFeedUpdate (vfeed\update.py). The method update() could be invoked to update the vulnerability database vFeed.db


		Added the support to HP (Hewlett-Packard) patch ids


		Added the support to BID - SecurityFocus ids


		Updated the Ubuntu, Redhat, CERT-VN mappers. Many new IDs have been added to vFeed.db


		To reflect the newest cross references, the following methods have been added:
		get_hp to enumerate HP ids. This function returns the patches alonside with links


		get_bid to list SecurityFocus Ids


		update to download the newest vFeed.db database. python vfeedcli.py update will do the trick now.








		vFeed.db the sqlite cross-linked vulnerability database fully regenerated to support the new changes


		Documentation updated accordingly








Beta v0.4.6



		Added the support to Suricata ET SID (http://suricata-ids.org/). When available, vFeed reports the mapping with Suricata ID, Attack title rule and class type


		Added the support to VMware IDs.


		Updated the Gentoo GLSA mapper. Many new IDs have been added to vFeed.db


		Updated the Fedora mapper. Many new IDs have been added to vFeed.db


		To reflect the newest cross references, the following methods have been added:
		get_suricata to enumerate Suricata ID rules. This function returns Suricata SID, signature title and class type


		get_vmwareto list VMware patches








		vfeed.db the sqlite opensource cross linked vulnerability database fully regenerated to support the new changes








Beta v0.4.5



		Added the support to CWE v2.5. Now, vFeed reports the newest CWE-id added to version 2.5. See here for more information http://cwe.mitre.org/data/reports/diff_reports/v2.4_v2.5.html


		Added the support to OWASP Top 2013. The method get_category() reports the appropriate OWASP ID. The method get_risk() also reports the categories of the attack as topAlert value.


		Better support of Microsoft Bulletins and KB.


		Extended the functions get_ms() and get_mskb() to report the Microsoft Title and URL.


		Added the support to Snort SID. A new function get_snort() is available. It returns snort sid, signature name and class type.


		Updated the vFeed XML export() function with a new attribute . The Snort IDs  could be leveraged to deploy detection capabilities.


		Fixed bug#24 https://github.com/toolswatch/vFeed/issues/24


		Fixed a bug with PCIstatus in get_risk(). Now PCIstatus is set as “Failed” when a topAlert is found


		Fixed a bug in get_risk(). The value are not set when the CVSS base is undefined


		Updated slightly get_risk() to also display CVSS scores. Top Vulnerability attribute took a sense. When all CVSS scores are set to 10, then Top Vulnerability is True.








Beta v0.4.0



		Refactored the exportXML method as a separate class vFeedXML (vfeed\exportxml.py). The method export() could be invoked to generate the appropriate vFeed XML format


		Changed methods name to something “pythonic compliant names” according to Andres Riancho (Thanks to David Mirza for python documentation). Format is now get_cve, get_cpe etc instead of the awful checkCVE, checkCPE ...(Issue Ref: https://github.com/toolswatch/vFeed/issues/13)


		Added the support to DISA/IAVM database (Information Assurance Vulnerability Alert) advisories from DoD-CERT. When available, the IAVM id and DISA VMSkey are reported


		Added the support to CERT-VN (CERT Vulnerability Notes Database (VU)). When available, the CERT-VU and Link are reported.


		Added the support to SCIP database effort from folks at www.scip.ch. The ids and link are reported (thanks to Marc Ruef @mruef for the help)


		Added the support to OpenVAS (www.openvas.org). Whenever a reference exists, the ID, script file(s), family(s) and title are reported


		Added the support to Cisco Security Advisories (http://tools.cisco.com/security/center/publicationListing.x)


		Added the support to Ubuntu USN Security Notices (http://www.ubuntu.com/usn/)


		Added the support to Gentoo GLSA (http://www.gentoo.org/security/en/glsa/)


		Added the support to Fedora Security advisories (http://www.redhat.com/archives/fedora-announce-list/)


		To reflect the newest cross references, the following new methods have been added
		get_iavm to check for DISA/IAVM ids associated with a CVE


		get_scip to check for SCIP database ids


		get_certvn to enumerate the CERT-VN ids


		get_openvas to list the OpenVAS Vulnerability scanner scripts. It always classy to have both Nessus and OpenVAS scripts ;)


		get_cisco to list cisco patchs


		get_ubuntu to list ubuntu patchs


		get_gento. You bet, it’s for listing the Gentoo patchs


		get_fedora to list the fedora patchs








		Despite the fact the OSVDB ids was already mapped with vFeed since the beginning, a new method get_osvdb has been added to enumerate them when available.


		Added get_milw0rm method even if the website is deprecated (for old time’s sake)


		Introduced vfeedcli.py instead of awful script name vFeed_Calls_1.py. From now on,  vFeed CLI should  be used to get CVE attributes


		Slightly modified the get_cve keys to (summary, published and modified). Check the vfeedcli.py code source.


		vFeed XML format slightly modified. It’s still easy to read and to parse.


		Minor bug fixed (when a CVE is missed, vFeed exits)


		vfeed.db regenerated to support the newest changes


		Documentation should be updated the reflect the major methods name changes








Beta v0.3.9



		Added the support of Metasploit Ids. Now vFeed reports msf exploit id, link to file and title


		Added the support of CAPEC. When the reference exists, the CAPEC id and link are reported accordingly with its associated CWE


		checkCWE extended to support the CWE title. Sometimes, it’s comfortable to deal with human words than ids ;)


		checkRISK extended to support Top Categories as CWE/SANS 2011, OWASP 2010 etc. Whenever the CVE is flagged in the some specific categories (see api.py at _isTopAlert),
the topAlert value is filled with categories name such as OWASP Top Ten 2010 Category A1 - Injection or 2011 Top 25 - Insecure Interaction Between Components


		checkCVSS extended to support the CVSS Vector.


		To reflect the newest cross references, 3 new methods have been added
		checkMSF to check for Metasploit sploits or plugins


		checkCAPEC to enumerate the CWE associated (and indirectly CVE) CAPEC ids


		checkCATEGORY to list the whole Top Categories associated with CWE and indirectly CVE. This method is useful if topAlert doesnt report any known Top List.


		Updated checkRISK, checkCWE and checkCVSS


		updated exportXML to reflect the changes.








		vfeed.db regenerated from scratch to support the newest changes.


		Documentation as usual in progress.








Beta v0.3.6



		Refactoring as a first step towards having the vfeed module in pypi (andres riancho)


		PEP8 compatible code (at least what autopep8 can do) (andres riancho)


		README format is now RST (andres riancho)


		Bug fixes (andres riancho)


		Global vfeed.db update with latest CVEs, Redhat OVAL, SaintExploit, Nessus Scripts .....








Beta v0.3.5



		Extended the checkREDHAT method
		Added the support of Redhat OVAL ids reference. Now, vFeed reports more accurate Redhat Patchs with associated Redhat OVAL ids


		Added the support of Redhat Bugzilla Ids and advisory issue date








		Added the support of Debian ids. vFeed now reports DSA as patch


		Added the support of Mandriva ids.


		Extended Exploitation Checks to support Saint Corporation Exploits. If available, title, link to exploit file are reported


		To reflect the newest cross references, 3 new methods have been added
		checkREDHAT extended to support Redhat OVAL, Bugzilla ids more redhat patchs ids.


		checkDEBIAN to check for debian patchs


		checkMANDRIVA to check for mandrake patchs


		checkSAINT to check for Saint corporation exploits








		Fixed a small bug in checkRISK() (thanks to Ronald Bister https://github.com/savon-noir)


		Updating wiki documentation in progress








Beta v0.3



		Rewrite vFeedApi.py as a class (added _init_db() method with sql query sanitization)


		Added a class vFeedInfo to return variables and global configuration


		Added a config.py module.


		Updated the “update.py”. Now verifies if a new db is available (support of checksum)


		Renamed method checkReferences into checkREF()


		Updated the sample scripts (vFeedAPI_calls_1 and _2) to reflect the changes


		documentation update (always in progress) and will be mainly delivered via vfeed github wiki.








Beta v0.2



		moved project to github


		added an updater.py to download the vFeed vulnerability database








Beta v0.1



		initial release


		read documentation
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