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SimpleCoin: A mining pool frontend

SimpleCoin is an open source mining pool frontend, it performs many of the same
functions as software like MPOS. It is currently under active development for
use in the SimpleMulti [http://simplemulti.com] mining pool, although we are
gradually adding documentation so it can be set up more easily by others as
well.


Features


	Multi-currency support. One instance of this pool software supports mining
and paying out many currencies.

	Multi-algo support. Currently configured for X11, Scrypt, and Scrypt-N, but
designed so others could be added.

	Merge mining enabled. We support merge mining as many currencies as you’d
like.

	Multi-chain support. Some miners can mine with PPLNS, while others use PROP
payout, but they work together to solve blocks faster for each “chain”.

	Translation support. Thanks to sbwdlihao’s [https://github.com/sbwdlihao]
contributions we support internationalization.
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Getting Setup

SimpleCoinMulti uses PostgreSQL as its primary database, although SCM is
configurable and allows using pretty much any database supported via SQLAlchemy.
Setup is tested running on Ubuntu 12.04. If you’re doing development you’ll
also want to install Supervisor for convenience.


Installation

To install thse packages on Ubuntu 12.04:

apt-get install redis-server postgresql-contrib-9.3 postgresql-9.3 postgresql-server-dev-9.3
# to install supervisor as well
apt-get install supervisor





Now you’ll want to setup a Python virtual enviroment to run the application in.
This isn’t stricly necessary, but not using virtualenv can cause all kinds of
headache, so it’s highly recommended. You’ll want to setup virtualenvwrapper
to make this easier.

# make a new virtual environment for simplecoin multi
mkvirtualenv scm
# clone the source code repo
git clone git@github.com:simplecrypto/simplecoin_multi.git
cd simplecoin_multi
pip install -e .
# install all python dependencies
pip install -r requirements.txt
pip install -r dev-requirements.txt





SimpleCoin uses environmental variables to know where to look for its
configuration files, so we need to set those before we attempt to start the
server or run any management commands.

# If we'll just be using the dev server in the same directory, this is fine
export SIMPLECOIN_CONFIG=example.toml
# For production, best to use full paths
export SIMPLECOIN_CONFIG=/home/limpit/simplecoin/example.toml

# You can also define multiple configs that will be applied in numberical order
export SIMPLECOIN_CONFIG_1=/home/limpit/simplecoin/base.toml
export SIMPLECOIN_CONFIG_2=/home/limpit/simplecoin/specific.toml
# This is useful for staging servers, etc





Initialize an empty database & add tables

# creates a new user with password 'testing', creates the database
./util/reset_db.sh
# creates the database schema for simpledoge
python manage.py init_db





Now everything should be ready for running the server. This project uses
supervisor in development to watch for file changes and reload the server.

supervisord -c supervisor.conf





This should successfully start both the development server and the task
scheduler if all is well. If not, carefully reading the output from supervisor
should give good hints on what’s not working right.




Mining

If you want to start sending shares and solved blocks to Redis for this dev
instance to process, head over to
powerpool [https://github.com/simplecrypto/powerpool] and read it’s setup
instructions. You’ll likely want to run a local testnet in a
box [https://github.com/freewil/bitcoin-testnet-box], or on the live testnet.
We recommend the litecoin testnet for testing.




Payouts & Manual Exchanging

The RPC client works with SimpleCoin Multi’s RPC views. This can be run on a
secure server to pull payout and trade data. This client is what actually makes
the payouts, and the simplecoin_rpc_client allows manually managing
exchanging.

simplecoin_rpc_client [http://github.com/simplecrypto/simplecoin_rpc_client]

Unfortunately docs for how to use this (especially in a production setting) are
very lacking at the moment.




Autoexchanging

We currently offer no code to perform automatic exchanging, although you could
expand the RPC client to do it, or write your own app to handle it. A first
class autoexchanging service may be offered by us at some point in the future.







          

      

      

    


    
         Copyright 2014, Isaac Cook.
      Created using Sphinx 1.3.5.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	SimpleCoin 0.8.1-dev documentation 
 
      

    


    
      
          
            
  
Production Installation

Currently we have very limited documentation on how to properly get setup for
production. SimpleCoin Multi is still a pretty green package. By reading
through the “Getting Setup” section you should be able to get an idea of
how you might set it up in production, but we take no responsibilities for
problems that arise. If you have questions you’re welcome to ask in
our IRC #simplecrypto but we won’t always have time to help.


General Tips


	It is a good idea to use a process control package like Supervisor or Upstart
to run & manage gunicorn, nginx, the scheduler, and any other mission
critical processes (ie, PowerPool, coin daemons, etc). This allows easier log
management, user control, automatically restarts, etc.

	Optimal scheduled task intervals may be different than the default, so
reading through the different tasks and understanding what they do and
tweaking their schedules accordingly is a good idea.

	Gunicorn is the webserver that runs SimpleCoin, but it is lacking in many
desirable features like caching and rate limiting. Because of this it’s
highly recommended that you put a HTTP reverse proxy server in front of it.
NGINX is what we run in production, but Apache and others could be used as
well.






Configuration

The configuration file has a lot of options, and at the moment they’re not
documented the best. It’s recommended that you read through the
example.toml and defaults.toml to get handle on it. We hope to have
sections explaining sharechains and mining server configuration in detail soon,
but at the moment these topics are a bit deep and will likely be confusing
without reading quite a bit of code.




Scheduler

The scheduler handles things like pulling PowerPool’s share data out of redis,
generating various cached values, creating payouts & trade requests, and many
other vital tasks.  To get it running you’ll first need to set an environment
variable with the path to the config file. It should look something like this:

export SIMPLECOIN_CONFIG=/home/$USER/simplecoin_multi/config.toml
python simplecoin/scheduler.py





A simple upstart script would look something like this:

start on (filesystem)
stop on runlevel [016]
respawn
console log
setuid multi
setgid multi
env SIMPLECOIN_CONFIG=/home/multi/web/config.toml

exec /home/multi/web_venv/bin/simplecoin_scheduler








Webserver

The webserver handler user requests. An example upstart configuration:

start on (filesystem)
stop on runlevel [016]

respawn
console log
setuid multi
setgid multi
chdir /home/multi/web
env SIMPLECOIN_CONFIG=/home/multi/web/config.toml

exec /home/multi/web_venv/bin/gunicorn simplecoin.wsgi_entry:app -b 127.0.0.1:8080 --timeout 270










Adding A Currency


Currency Configuration

SimpleCoin has configuration sections that specify certain coin specific
parameters. Several common coins are already defined in defaults.toml. If
your currency is not defined in the defaults file then you will have to add it.
It’s best practice to add this information to your configuration, and not defaults.toml.


	name - the currency name as displayed throughout the site. This is purely cosmetic.

	algo - the name of a configured algo. These are also defined in the
defaults.toml. If you’re using a new algorithm then you’ll have to add an
algorithm entry to the configs as well. Contact us or the coin creator to
determine these details.

	address_version - This is a number that is a valid prefix for an address on
this coin network. See below for figuring this out.

	merged - is this a merge mined coin?

	block_mature_confirms - the number of blocks required to have passed before
you can spend a coinbase transaction. Usually defined by COINBASE_MATURITY in
the main.h of the core client.

	block_time - the target block time in seconds.

	block_explore - a url prefix to which a block hash can be looked up

	tx_explore - url prefix to which a transaction hash can be looked up



After you’ve added this information you’ll now also need to define coinserver
information and exchangeability. If you’re not exchanging coins than nothing is
buyable or sellable except the “pool payout” currency. This can be seen in the
example.toml and is quite straightforward.

Finding valid address versions can be done using cryptokit on the python
command line. Assuming you’ve insalled cryptokit with pip, then the following
will print the address version. Keep in mind that most currencies support a few
different address versions, so consulting the authors or looking at source code
would be good to ensure you’ve adding them all. Notice that the parameter is a
list, allowing for multiple valid versions.

>>> from cryptokit import base58
>>> base58.get_bcaddress_version("zkFuhTiU8f5gRFdwDqwWN4QsU4MwE8134J") # enter your example address here
143








Chain Configuration

Chains are a little complicated to explain succinctly. They are essentially a
way by which profit switching mining servers and dedicated currency mining
servers could work together to mine blocks, even with different payout methods
defined on each (PPLNS or PROP, etc). This is quite powerful, but also a bit complex.

If you’re simply doing dedicated currency mining servers with no profit
switching or merged mining of any kind then each currency will be on its own
chain. So to setup your new currency you must add a new chain to the
configuration file. Make sure the chain number is unique, and never overlap
them!


	title - a description to display on the web interface

	currencies - a list of currencies that can be mined on the chain. So just
the currency code you defined above.

	algo - the hashing algorithm of all currencies on this chain

	type - the method used to determine payouts for shares on the chain. Usually “pplns” is best as “prop” is poorly tested.

	last_n - pplns configuration

	fee_perc - a percentage to extract from earnings on this chain. given as a
string such as “0.01” for 1%






Mining Server

This block should tie to a mining port on a powerpool instance. Keep in mind
that a single powerpool instance may contain multiple stratum ports, and each
stratum port should have it’s own “mining_servers” configuration block in the
configuration.


	address - A stratum address that users can point at, minus the port

	monitor_address - a url for the internal JSON monitor of this stratum port.
Don’t confuse this with powerpool’s monitor URL. Each component within
powerpool has it’s own sub-address, and each mining port in powerpool is a
component, so this should look something like http://localhost:[monitor
port]/[name of stratum component.

	port - the stratum addresses port

	location - the location configuration information. This needs to correspond to a location configuration block. Sorry, this seemed cool when we added it....

	diff - a text representation of the difficulty for this port. If it’s vardiff, represent as a range.

	chain - the most important bit, which mining chain will this be on
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API


Utils


	
class simplecoin.utils.Benchmark(name)[source]

	




	
class simplecoin.utils.ShareTracker(algo)[source]

	
	
accepted

	




	
algo

	




	
count_slice(slc)[source]

	




	
dup_efficiency

	




	
efficiency

	




	
hashrate(typ='acc')[source]

	




	
low_efficiency

	




	
rejected

	




	
stale_efficiency

	




	
total

	








	
class simplecoin.utils.ShareTypeTracker(share_type)[source]

	




	
simplecoin.utils.anon_users(*args, **kwargs)[source]

	




	
simplecoin.utils.collect_pool_stats()[source]

	Collects the necessary data to render the /pool_stats view or the API






	
simplecoin.utils.collect_user_stats(user_address)[source]

	Accumulates all aggregate user data for serving via API or rendering
into main user stats page






	
simplecoin.utils.get_alerts(*args, **kwargs)[source]

	




	
simplecoin.utils.get_past_chain_profit()[source]

	




	
simplecoin.utils.get_pool_hashrate(*args, **kwargs)[source]

	Retrieves the pools hashrate average for the last 10 minutes.






	
simplecoin.utils.last_block_time(algo, merged=False)[source]

	Retrieves the last time a block was solved using progressively less
accurate methods. Essentially used to calculate round time.
TODO XXX: Add pool selector to each of the share queries to grab only x11,
etc






	
simplecoin.utils.orphan_percentage(*args, **kwargs)[source]

	




	
simplecoin.utils.pool_share_tracker(*args, **kwargs)[source]

	Get accepted and rejected share count totals for the last month






	
simplecoin.utils.resort_recent_visit(recent)[source]

	Accepts a new dictionary of recent visitors and calculates what
percentage of your total visits have gone to that address. Used to dim low
percentage addresses. Also sortes showing most visited on top.






	
simplecoin.utils.time_format(seconds)[source]

	




	
simplecoin.utils.validate_message_vals(address, **kwargs)[source]

	




	
simplecoin.utils.validate_str_perc(perc, round=Decimal('0.01'))[source]

	Tries to convert a var representing an 0-100 scale percentage into a
mathematically useful Python Decimal. Default is rounding to 0.01%

Then checks to ensure decimal is within valid bounds






	
simplecoin.utils.verify_message(address, curr, message, signature)[source]

	






Models


	
class simplecoin.models.Block(**kwargs)[source]

	This class stores metadata on all blocks found by the pool


	
algo

	




	
algo_obj

	




	
average_hashrate

	




	
chain_distrib()[source]

	




	
chain_profitability()[source]

	Creates a dictionary that is keyed by chainid to represent the BTC
earned per number of shares for every share chain that helped solve
this block






	
confirms_remaining

	




	
contributed

	Total fees + donations associated with this block






	
currency

	




	
currency_obj

	




	
difficulty

	




	
duration

	




	
explorer_link

	




	
found_at

	




	
hash

	




	
hashes_to_solve

	




	
height

	




	
id

	




	
luck

	




	
mature

	




	
merged

	




	
orphan

	




	
shares_to_solve

	Total shares that were required to solve the block






	
standard_join = ['status', 'merged', 'currency', 'worker', 'explorer_link', 'luck', 'total_value', 'difficulty', 'duration', 'found_at', 'time_started']

	




	
status

	




	
time_started

	




	
timestamp

	




	
total_value

	




	
transaction_fees

	




	
user

	




	
worker

	








	
class simplecoin.models.ChainPayout(**kwargs)[source]

	
	
amount

	




	
block

	




	
block_id

	




	
chain_shares

	




	
chainid

	




	
config_obj

	




	
distribute()[source]

	




	
donations

	




	
fees

	




	
hashes

	




	
make_credit_obj(user, address, currency, shares)[source]

	Makes the appropriate credit object given a few details. Payout
amount too be calculated.






	
mhashes

	




	
payout_shares

	




	
solve_slice

	








	
class simplecoin.models.Credit(**kwargs)[source]

	A credit for currency directly crediting a users balance. These
have no intermediary exchanges.


	
address

	




	
amount

	




	
block

	




	
block_id

	




	
currency

	




	
currency_obj

	




	
cut_perc

	




	
fee_perc

	




	
height

	




	
hr_fee_perc

	




	
hr_pd_perc

	




	
id

	




	
classmethod make_credit(currency, block, **kwargs)[source]

	




	
mined

	




	
payable

	




	
payable_amount

	




	
payout

	




	
payout_id

	




	
pd_perc

	




	
perc_applied

	




	
sharechain_id

	




	
sharechain_title

	




	
source

	




	
standard_join = ['status', 'created_at', 'explorer_link', 'text_perc_applied', 'mined', 'height', 'transaction_id']

	




	
status

	




	
text_perc_applied

	




	
type

	




	
user

	








	
class simplecoin.models.CreditExchange(**kwargs)[source]

	A credit that needs a sale and a buy to get to the correct currency


	
address

	




	
amount

	




	
block

	




	
block_id

	




	
buy_amount

	




	
buy_req

	




	
buy_req_id

	




	
currency

	




	
fee_perc

	




	
final_amount

	




	
id

	




	
payable

	




	
payable_amount

	




	
payout

	




	
payout_id

	




	
pd_perc

	




	
sell_amount

	




	
sell_req

	




	
sell_req_id

	




	
sharechain_id

	




	
source

	




	
status

	




	
type

	




	
user

	








	
class simplecoin.models.DeviceSlice(**kwargs)[source]

	An data sample that pertains to a single workers device.  Currently
used to temperature and hashrate.


	
classmethod combine(*lst)

	Takes an iterable and combines the values. Usually either returns
an average or a sum. Can assume at least one item in list






	
device

	




	
from_db = {0: 'hashrate', 1: 'temperature'}

	




	
get_stat(stat)[source]

	




	
key

	alias of Key






	
keys = ['user', 'worker', 'device', 'stat_val']

	




	
set_stat(stat)[source]

	




	
span

	




	
span_config = [{'window': datetime.timedelta(0, 3600), 'slice': datetime.timedelta(0, 60)}, {'window': datetime.timedelta(1), 'slice': datetime.timedelta(0, 300)}, {'window': datetime.timedelta(30), 'slice': datetime.timedelta(0, 3600)}]

	




	
stat

	




	
stat_val

	




	
time

	




	
to_db = {'temperature': 1, 'hashrate': 0}

	




	
user

	




	
value

	




	
worker

	








	
class simplecoin.models.Payout(**kwargs)[source]

	
	
address

	




	
amount

	




	
count

	




	
created_at

	




	
currency

	




	
currency_obj

	




	
id

	




	
payout_currency

	




	
status

	




	
timestamp

	




	
transaction

	




	
transaction_id

	




	
user

	








	
class simplecoin.models.PayoutAddress(**kwargs)[source]

	
	
address

	




	
classmethod create(address, currency)[source]

	




	
currency

	




	
exchangeable

	




	
user

	








	
class simplecoin.models.ShareSlice(**kwargs)[source]

	
	
SHARE_TYPES = ['acc', 'low', 'dup', 'stale']

	




	
algo

	




	
classmethod combine(*lst)

	Takes a query list and combines the values. Usually either returns
an average or a sum. Can assume at least one item in ql






	
key

	alias of Key






	
keys = ['user', 'worker', 'algo', 'share_type']

	




	
share_type

	




	
span

	




	
span_config = [{'window': datetime.timedelta(0, 3600), 'slice': datetime.timedelta(0, 60)}, {'window': datetime.timedelta(1), 'slice': datetime.timedelta(0, 300)}, {'window': datetime.timedelta(30), 'slice': datetime.timedelta(0, 3600)}]

	




	
time

	




	
user

	




	
value

	




	
worker

	








	
class simplecoin.models.TimeSlice[source]

	An time abstracted data sample that pertains to a single worker.
Currently used to represent accepted and rejected shares.


	
classmethod add_value(user, value, time, worker)[source]

	




	
classmethod compress(span, delete=True)[source]

	




	
classmethod create(user, worker, algo, value, time)[source]

	




	
end_time

	




	
classmethod floor_time(time, span, stamp=False)[source]

	




	
classmethod get_span(lower=None, upper=None, stamp=False, ret_query=False, slice_size=None, **kwargs)[source]

	A utility to grab a group of slices and automatically compress
smaller slices into larger slices

address, worker, and algo are just filters.
They may be a single string or list of strings.

upper and lower are datetimes.






	
item_key

	








	
class simplecoin.models.TradeRequest(**kwargs)[source]

	Used to provide info necessary to external applications for trading currencies

Created rows will be checked + updated externally


	
classmethod create(currency, quantity)[source]

	




	
created_at

	




	
credits

	




	
currency

	




	
distribute()[source]

	




	
exchanged_quantity

	




	
fees

	




	
id

	




	
quantity

	




	
status

	




	
type

	








	
class simplecoin.models.Transaction(**kwargs)[source]

	
	
confirmed

	




	
created_at

	




	
currency

	




	
currency_obj

	




	
id

	




	
network_fee

	




	
standard_join = ['txid', 'confirmed', 'created_at', 'currency', '__dont_mongo']

	




	
status

	




	
timestamp

	




	
txid

	




	
url_for

	








	
class simplecoin.models.UserSettings(**kwargs)[source]

	
	
addresses

	




	
anon

	




	
apply(shares, user_currency, block_currency, valid_currencies)[source]

	Given a share amount, a currency we’re paying out, and the valid
exchangeable currencies we return a new distribution of shares among
some number of addresses.






	
classmethod create(user, pdonate_perc, spayout_perc, spayout_addr, spayout_curr, del_spayout_addr, anon, set_addrs)[source]

	




	
exchangeable_addresses

	




	
hr_pdonation_perc

	




	
hr_perc

	




	
hr_spayout_perc

	




	
pdonation_perc

	




	
spayout_addr

	




	
spayout_curr

	




	
spayout_perc

	




	
unexchangeable_addresses

	




	
classmethod update(address, set_addrs, del_addrs, pdonate_perc, spayout_perc, spayout_addr, spayout_curr, del_spayout_addr, anon)[source]

	




	
user

	








	
simplecoin.models.average_combine

	classmethod(function) -> method

Convert a function to be a class method.

A class method receives the class as implicit first argument,
just like an instance method receives the instance.
To declare a class method, use this idiom:



	class C:

	def f(cls, arg1, arg2, ...): ...
f = classmethod(f)






It can be called either on the class (e.g. C.f()) or on an instance
(e.g. C().f()).  The instance is ignored except for its class.
If a class method is called for a derived class, the derived class
object is passed as the implied first argument.

Class methods are different than C++ or Java static methods.
If you want those, see the staticmethod builtin.






	
simplecoin.models.make_upper_lower(trim=None, span=None, offset=None, clip=None, fmt='dt')[source]

	Generates upper and lower bounded datetime objects.






	
simplecoin.models.sum_combine

	classmethod(function) -> method

Convert a function to be a class method.

A class method receives the class as implicit first argument,
just like an instance method receives the instance.
To declare a class method, use this idiom:



	class C:

	def f(cls, arg1, arg2, ...): ...
f = classmethod(f)






It can be called either on the class (e.g. C.f()) or on an instance
(e.g. C().f()).  The instance is ignored except for its class.
If a class method is called for a derived class, the derived class
object is passed as the implied first argument.

Class methods are different than C++ or Java static methods.
If you want those, see the staticmethod builtin.








Scheduled Tasks


	
simplecoin.scheduler.cache_profitability()[source]

	Calculates the profitability from recent blocks






	
simplecoin.scheduler.cache_user_donation()[source]

	Grab all user donations and loop through them then cache donation %






	
simplecoin.scheduler.chain_cleanup(chain, dont_simulate)[source]

	Handles removing all redis share slices that we are fairly certain won’t
be needed to credit a block if one were to be solved in the future.






	
simplecoin.scheduler.collect_minutes()[source]

	Grabs all the pending minute shares out of redis and puts them in the
database






	
simplecoin.scheduler.collect_ppagent_data()[source]

	Grabs all the pending ppagent data points






	
simplecoin.scheduler.compress_five_minute()[source]

	




	
simplecoin.scheduler.compress_minute()[source]

	




	
simplecoin.scheduler.compress_slices()[source]

	




	
simplecoin.scheduler.create_payouts()[source]

	Groups payable payouts at the end of the day by currency for easier paying
out and database compaction, allowing deletion of regular payout records.






	
simplecoin.scheduler.create_trade_req(typ)[source]

	Takes all the credits in need of exchanging (either buying or selling, not
both) and attaches them to a new trade request.






	
simplecoin.scheduler.credit_block(redis_key, simulate=False)[source]

	Calculates credits for users from share records for the latest found block.






	
simplecoin.scheduler.credit_cleanup(days_ago=7, batch_size=10000, sleep=1, dont_simulate=True)[source]

	




	
simplecoin.scheduler.crontab(func)[source]

	Handles rolling back SQLAlchemy exceptions to prevent breaking the
connection for the whole scheduler. Also records timing information into
the cache






	
simplecoin.scheduler.distributor(*args, **kwargs)[source]

	




	
simplecoin.scheduler.generate_credits(dont_simulate=True)[source]

	Loops through all the blocks that haven’t been credited out and
attempts to process them






	
simplecoin.scheduler.leaderboard()[source]

	




	
simplecoin.scheduler.main()[source]

	




	
simplecoin.scheduler.reload_cached()[source]

	Recomputes all the cached values that normally get refreshed by tasks.
Good to run if celery has been down, site just setup, etc.






	
simplecoin.scheduler.server_status()[source]

	Periodically poll the backend to get number of workers and other general
status information.






	
simplecoin.scheduler.share_cleanup(dont_simulate=True)[source]

	Runs chain_cleanup on each chain.






	
simplecoin.scheduler.update_block_state(block_id=None)[source]

	Loops through blocks (default immature and non-orphaned blocks)

If block_id is passed, instead of the checking the default blocks,
all blocks of the same currency of a >= id will be updated.

First checks to see if blocks are orphaned,
then it checks to see if they are now matured.






	
simplecoin.scheduler.update_network()[source]

	Queries the RPC servers confirmed to update network stats information.






	
simplecoin.scheduler.update_online_workers()[source]

	
	Grabs data on all currently connected clients. Forms a dictionary of this form:

	dict(address=dict(worker_name=dict(powerpool_id=connection_count)))



And caches each addresses connection summary as a single cache key.








Views




RPC Views


	
simplecoin.rpc_views.api_error_handler(exc)[source]

	




	
simplecoin.rpc_views.associate_payouts()[source]

	Used to update a SC Payout with a network transaction. This will
create a new CoinTransaction object and link it to the
transactions to signify that the transaction has been processed.






	
simplecoin.rpc_views.check_signature()[source]

	




	
simplecoin.rpc_views.confirm_transactions()[source]

	Used to confirm that a transaction is now complete on the network.






	
simplecoin.rpc_views.get_payouts()[source]

	Used by remote procedure call to retrieve a list of payout amounts to
be processed. Transaction information is signed for safety.






	
simplecoin.rpc_views.get_trade_requests()[source]

	Used by remote procedure call to retrieve a list of sell requests to
be processed. Transaction information is signed for safety.






	
simplecoin.rpc_views.sign(data, code=200)[source]

	




	
simplecoin.rpc_views.update_trade_requests()[source]

	Used as a response from an rpc sell request system. This will update
the amount received for a sell request and its status. Both request and
response are signed.








Config Objects


	
class simplecoin.config.Algo(bootstrap)[source]

	
	
defaults = {'enabled': True}

	








	
class simplecoin.config.AlgoKeeper(configs)[source]

	
	
active_algos()[source]

	




	
type_map = {'default': <class 'simplecoin.config.Algo'>}

	








	
class simplecoin.config.Chain(bootstrap)[source]

	
	
algo

	




	
calc_shares(block_payout)[source]

	Pass a block_payout object with only chain ID and blockhash
populated and compute share amounts






	
currencies

	




	
defaults = {'safety_margin': 2, 'currencies': [], 'block_bonus': '0'}

	




	
max_indexes = 1000

	




	
min_index = 0

	




	
requires = ['type', 'fee_perc', '_algo', '_currencies', 'safety_margin']

	








	
class simplecoin.config.ChainKeeper(configs)[source]

	
	
type_map = {'pplns': <class 'simplecoin.config.PPLNSChain'>, 'prop': <class 'simplecoin.config.PropChain'>}

	








	
class simplecoin.config.ConfigChecker(cfg, app)[source]

	This class provides various methods for validating config values and checks
configuration values and makes sure they’re properly filled out.

It needs a lot of expansion :/

Currently validates the following keys:
pool_payout_addr
currencies


	
check_is_bcaddress(val)[source]

	Helper method: Checks a value for truthiness






	
check_truthiness(val)[source]

	Helper method: Checks a value for truthiness






	
check_type(val, obj_type)[source]

	Helper method: Checks a value to make sure its the correct type






	
lookup_key(key, nested=None)[source]

	Helper method: Checks the config for the specified key and raises
an error if not found










	
class simplecoin.config.ConfigObject(bootstrap)[source]

	
	
defaults = {}

	




	
requires = []

	








	
class simplecoin.config.Currency(bootstrap)[source]

	
	
algo

	




	
defaults = {'tx_explore': None, 'coinserv': {}, 'sellable': False, 'block_explore': None, 'minimum_payout': '0.00000001', 'pool_payout_addr': None, 'buyable': False, 'merged': False}

	




	
pool_payout

	




	
requires = ['_algo', 'name', 'address_version', 'trans_confirmations', 'block_time', 'block_mature_confirms']

	








	
class simplecoin.config.CurrencyKeeper(configs)[source]

	
	
available_versions

	




	
buyable_currencies

	




	
lookup_payable_addr(address)[source]

	Checks an address to determine if its a valid and payable(buyable)
address. Typically used to validate a username address.
Returns the payable currency object for that version.

When calling this function you should always expect exceptions to be
raised.

!!! This function assumes that a currency will not be configured as
buyable if there is a version conflict with another currency.

Although it makes this assumption - it should return a consistent
Currency obj even if configuration is incorrect






	
sellable_currencies

	




	
type_map = {'default': <class 'simplecoin.config.Currency'>}

	




	
unbuyable_currencies

	




	
unmineable_currencies

	




	
unsellable_currencies

	




	
validate_bc_address(bc_address_str)[source]

	The go-to function for all your bitcoin style address validation needs.

Expects to receive a string believed to represent a bitcoin address
Raises appropriate errors if any checks are failed, otherwise returns a
list of Currency objects that have the same addr version.










	
class simplecoin.config.Keeper(configs)[source]

	




	
class simplecoin.config.Location(bootstrap)[source]

	
	
required = ['location_acronym', 'location', 'country_flag', 'address']

	




	
stratums_by_algo()[source]

	








	
class simplecoin.config.LocationKeeper(configs)[source]

	
	
type_map = {'default': <class 'simplecoin.config.Location'>}

	








	
class simplecoin.config.PPLNSChain(bootstrap)[source]

	
	
calc_shares(block_payout)[source]

	




	
requires = ['type', 'fee_perc', '_algo', '_currencies', 'safety_margin', 'last_n']

	








	
class simplecoin.config.PowerPool(bootstrap)[source]

	
	
chain

	




	
display_text

	




	
full_info()[source]

	




	
location

	




	
request(url, method='GET', max_age=None, signed=True, **kwargs)[source]

	




	
requires = ['_chain', 'port', 'address', 'monitor_address', '_location']

	




	
stratum_address

	




	
timeout = 10

	








	
class simplecoin.config.PowerPoolKeeper(configs)[source]

	
	
type_map = {'default': <class 'simplecoin.config.PowerPool'>}

	








	
class simplecoin.config.PropChain(bootstrap)[source]

	
	
calc_shares(block_payout)[source]
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  Source code for simplecoin.scheduler

import logging
import itertools
import datetime
from pprint import pprint
import time
from requests import ConnectionError
import simplejson as json
import urllib3
import sqlalchemy
import decorator
import argparse
import decimal
import bz2

from simplecoin import (db, cache, redis_conn, create_app, currencies,
                        powerpools, algos, global_config, chains)
from simplecoin.utils import last_block_time, anon_users, time_format, \
    get_past_chain_profit
from simplecoin.exceptions import RemoteException, InvalidAddressException
from simplecoin.models import (Block, Credit, UserSettings, TradeRequest,
                               CreditExchange, Payout, ShareSlice, ChainPayout,
                               DeviceSlice, make_upper_lower)

from decimal import Decimal
from flask import current_app
from flask.ext.script import Manager
from cryptokit import bits_to_difficulty
from cryptokit.base58 import address_version
from cryptokit.rpc import CoinRPCException

SchedulerCommand = Manager(usage='Run timed tasks manually')


@SchedulerCommand.command
[docs]def reload_cached():
    """ Recomputes all the cached values that normally get refreshed by tasks.
    Good to run if celery has been down, site just setup, etc. """
    update_online_workers()
    cache_user_donation()
    server_status()



@decorator.decorator
[docs]def crontab(func, *args, **kwargs):
    """ Handles rolling back SQLAlchemy exceptions to prevent breaking the
    connection for the whole scheduler. Also records timing information into
    the cache """

    t = time.time()
    res = None
    try:
        res = func(*args, **kwargs)
    except sqlalchemy.exc.SQLAlchemyError as e:
        current_app.logger.error("SQLAlchemyError occurred, rolling back: {}".format(e), exc_info=True)
        db.session.rollback()
    except Exception:
        current_app.logger.error("Unhandled exception in {}".format(func.__name__),
                                 exc_info=True)

    t = time.time() - t

    # Update data for viewing in the /crontabs view
    key_name = 'cron_last_run_{}'.format(func.__name__)
    cache.cache._client.hmset(
        key_name, dict(runtime=t, time=int(time.time())))
    cache.cache._client.expire(key_name, 86400)
    return res



@SchedulerCommand.option('-ds', '--dont-simulate', default=False, action="store_true")
@crontab
[docs]def credit_cleanup(days_ago=7, batch_size=10000, sleep=1, dont_simulate=True):
    objs_count = 100
    while objs_count:
        t = time.time()
        days_ago_dt = datetime.datetime.utcnow() - datetime.timedelta(days=days_ago)
        # How inefficient? So inefficient...
        objs = (Credit.query.filter(Credit.payout_id != None).
                join(Credit.block, aliased=True).
                filter(Block.found_at < days_ago_dt).
                join(Credit.payout, aliased=True).
                filter(Payout.transaction_id != None).
                limit(batch_size))
        if dont_simulate:
            objs_count = 0
            ids = []
            for obj in objs:
                objs_count += 1
                ids.append(obj.id)
                db.session.delete(obj)
            db.session.commit()
            db.session.expunge_all()
            current_app.logger.info("Deleted {:,} old credits in {}s"
                                    .format(objs_count, time.time() - t))
        else:
            objs_count = objs.count()
            current_app.logger.info("Would've deleted {:,} old credits in {}s"
                                    .format(objs_count, time.time() - t))

        # Try not to bog down processes with cleanup tasks...
        time.sleep(sleep)



@SchedulerCommand.option('-ds', '--dont-simulate', default=False, action="store_true")
@crontab
[docs]def share_cleanup(dont_simulate=True):
    """ Runs chain_cleanup on each chain. """
    for chain in chains.itervalues():
        try:
            chain_cleanup(chain, dont_simulate)
        except Exception:
            current_app.logger.exception(
                "Unhandled exception cleaning up chain {}".format(chain.id))



[docs]def chain_cleanup(chain, dont_simulate):
    """ Handles removing all redis share slices that we are fairly certain won't
    be needed to credit a block if one were to be solved in the future. """
    if not chain.currencies:
        current_app.logger.warn(
            "Unable to run share slice cleanup on chain {} since currencies "
            "aren't specified!".format(chain.id))
        return

    # Get the current sharechain index from redis
    current_index = int(redis_conn.get("chain_{}_slice_index".format(chain.id)) or 0)
    if not current_index:
        current_app.logger.warn(
            "Index couldn't be determined for chain {}".format(chain.id))
        return

    # Find the maximum average difficulty of all currencies on this sharechain
    max_diff = 0
    max_diff_currency = None
    for currency in chain.currencies:
        currency_data = cache.get("{}_data".format(currency.key))
        if not currency_data or currency_data['difficulty_avg_stale']:
            current_app.logger.warn(
                "Cache doesn't accurate enough average diff for {} to cleanup chain {}"
                .format(currency, chain.id))
            return

        if currency_data['difficulty_avg'] > max_diff:
            max_diff = currency_data['difficulty_avg']
            max_diff_currency = currency

    assert max_diff != 0

    hashes_to_solve = max_diff * (2 ** 32)
    shares_to_solve = hashes_to_solve / chain.algo.hashes_per_share
    shares_to_keep = shares_to_solve * chain.safety_margin
    if chain.type == "pplns":
        shares_to_keep *= chain.last_n
    current_app.logger.info(
        "Keeping {:,} shares based on max diff {} for {} on chain {}"
        .format(shares_to_keep, max_diff, max_diff_currency, chain.id))

    # Delete any shares past shares_to_keep
    found_shares = 0
    empty_slices = 0
    iterations = 0
    for index in xrange(current_index, -1, -1):
        iterations += 1
        slc_key = "chain_{}_slice_{}".format(chain.id, index)
        key_type = redis_conn.type(slc_key)

        # Fetch slice information
        if key_type == "list":
            empty_slices = 0
            # For speed sake, ignore uncompressed slices
            continue
        elif key_type == "hash":
            empty_slices = 0
            found_shares += float(redis_conn.hget(slc_key, "total_shares"))
        elif key_type == "none":
            empty_slices += 1
        else:
            raise Exception("Unexpected slice key type {}".format(key_type))

        if found_shares >= shares_to_keep or empty_slices >= 20:
            break

    if found_shares < shares_to_keep:
        current_app.logger.info(
            "Not enough shares {:,}/{:,} for cleanup on chain {}"
            .format(found_shares, shares_to_keep, chain.id))
        return

    current_app.logger.info("Found {:,} shares after {:,} iterations"
                            .format(found_shares, iterations))

    # Delete all share slices older than the last index found
    oldest_kept = index - 1
    empty_found = 0
    deleted_count = 0
    for index in xrange(oldest_kept, -1, -1):
        if empty_found >= 20:
            current_app.logger.debug("20 empty in a row, exiting")
            break
        key = "chain_{}_slice_{}".format(chain, index)
        if redis_conn.type(key) == "none":
            empty_found += 1
        else:
            empty_found = 0

            if dont_simulate:
                if redis_conn.delete(key):
                    deleted_count += 1
            else:
                current_app.logger.info("Would delete {}".format(key))

    if dont_simulate:
        current_app.logger.info(
            "Deleted {} total share slices from #{:,}->{:,}"
            .format(deleted_count, oldest_kept, index))



@SchedulerCommand.command
@crontab
[docs]def cache_profitability():
    """
    Calculates the profitability from recent blocks
    """
    # track chain profits
    chain_profit = {}

    start_time = datetime.datetime.utcnow() - datetime.timedelta(hours=96)

    query_currencies = [c.key for c in currencies.itervalues() if c.mineable and c.sellable]
    blocks = (Block.query.filter(Block.found_at > start_time).
              filter(Block.currency.in_(query_currencies)).all())

    for block in blocks:
        chain_data = block.chain_profitability()
        current_app.logger.info("Get {} from {}".format(chain_data, block))

        for chainid, data in chain_data.iteritems():

            if chainid not in chains:
                current_app.logger.warn(
                    "Chain #{} not configured properly! Skipping it..."
                    .format(chainid))
                continue

            # Set the block for convenience later
            data['block'] = block
            chain_profit.setdefault(chainid, {})
            chain_profit[chainid].setdefault(block.currency_obj, []).append(data)

    for chainid, chain_currencies in chain_profit.iteritems():
        merged_shares = 0
        main_shares = 0
        merged_currencies = 0
        btc_total = 0
        for currency, entries in chain_currencies.iteritems():
            if currency.merged:
                merged_currencies += 1
            for data in entries:
                btc_total += data['btc_total']
                if currency.merged:
                    merged_shares += data['sold_shares']
                else:
                    main_shares += data['sold_shares']

        hps = chains[chainid].algo.hashes_per_share
        if main_shares != 0:
            btc_per = btc_total / (main_shares * hps)
        elif merged_shares != 0:
            btc_per = btc_total / (merged_shares * hps / merged_currencies)
        else:
            btc_per = 0
        btc_per *= 86400  # per day

        current_app.logger.debug("Caching chain #{} with profit {}"
                                 .format(chainid, btc_per))

        cache.set('chain_{}_profitability'.format(chainid),
                  btc_per, timeout=3600 * 8)



@SchedulerCommand.command
@crontab
[docs]def update_online_workers():
    """
    Grabs data on all currently connected clients. Forms a dictionary of this form:
        dict(address=dict(worker_name=dict(powerpool_id=connection_count)))
    And caches each addresses connection summary as a single cache key.
    """
    users = {}
    for ppid, powerpool in powerpools.iteritems():
        try:
            data = powerpool.request('clients/')
        except (RemoteException, ConnectionError):
            current_app.logger.warn("Unable to connect to PP {} to gather worker summary."
                                    .format(powerpool.full_info()), exc_info=True)
            continue

        for address, connections in data['clients'].iteritems():
            user = users.setdefault('addr_online_' + address, {})
            if isinstance(connections, dict):
                connections = connections.itervalues()
            for connection in connections:
                if isinstance(connection, basestring):
                    continue
                worker = user.setdefault(connection['worker'], {})
                worker.setdefault(ppid, 0)
                worker[ppid] += 1

    cache.set_many(users, timeout=660)



@SchedulerCommand.command
@crontab
[docs]def cache_user_donation():
    """
    Grab all user donations and loop through them then cache donation %
    """
    user_donations = {}
    # Build a dict of donation % to cache
    users = UserSettings.query.all()
    for user in users:
        user_donations.setdefault(user.user, Decimal(current_app.config.get('default_donate_perc', 0)))
        user_donations[user.user] = user.pdonation_perc

    cache.set('user_donations', user_donations, timeout=1440 * 60)



@SchedulerCommand.command
@crontab
[docs]def create_payouts():
    """
    Groups payable payouts at the end of the day by currency for easier paying
    out and database compaction, allowing deletion of regular payout records.
    """
    grouped_credits = {}
    payout_summary = {}

    q = Credit.query.filter_by(payable=True, payout_id=None).all()
    for credit in q:

        if credit.block and credit.block.orphan:
            current_app.logger.error(
                "Credit {} was marked as both payable, but it's block was "
                "marked orphaned! Aborting...".format(credit.id))
            return

        key = (credit.currency, credit.user, credit.address)
        lst = grouped_credits.setdefault(key, [])
        lst.append(credit)

    # Round down to a payable amount (1 satoshi) + record remainder
    for (currency, user, address), credits in grouped_credits.iteritems():
        total = sum([credit.payable_amount for credit in credits])
        if total < currencies[currency].minimum_payout:
            current_app.logger.info(
                "Skipping payout gen of {} for {} because insuff minimum"
                .format(currency, user))
            continue

        payout = Payout(currency=currency, user=user, address=address,
                        amount=total, count=len(credits))
        db.session.add(payout)
        db.session.flush()

        for credit in credits:
            credit.payout = payout

        amt_payable = payout.amount.quantize(
            current_app.SATOSHI, rounding=decimal.ROUND_DOWN)
        extra = payout.amount - amt_payable
        payout.amount = amt_payable

        if extra > 0:
            # Generate a new credit to catch fractional amounts in the next
            # payout
            p = Credit(user=user,
                       amount=extra,
                       fee_perc=0,
                       source=3,
                       pd_perc=0,
                       currency=currency,
                       address=address,
                       payable=True)
            db.session.add(p)

        current_app.logger.info(
            "Created payout for {} {} with remainder of {}"
            .format(currency, user, extra))

        payout_summary.setdefault(currency, 0)
        payout_summary[currency] += payout.amount

    current_app.logger.info("############### SUMMARY OF PAYOUTS GENERATED #####################")
    current_app.logger.info(pprint(payout_summary))

    db.session.commit()



@SchedulerCommand.command
@crontab
[docs]def create_trade_req(typ):
    """
    Takes all the credits in need of exchanging (either buying or selling, not
    both) and attaches them to a new trade request.
    """
    reqs = {}
    adds = {}

    def get_trade_req(currency):
        """ Create a sell request if we don't have one for this batch,
        otherwise use the one that was already created """
        if currency not in reqs:
            req = TradeRequest(currency=currency, quantity=0, type=typ)
            db.session.add(req)
            db.session.flush()
            reqs[currency] = req
        return reqs[currency]

    # Attach unattached credits in need of exchange to a new batch of
    # sellrequests

    q = CreditExchange.query.options(db.joinedload('block'))
    # To create a sell request, we find all the credits with no sell request
    # that are mature
    if typ == "sell":
        q = (q.filter_by(sell_req=None).
             join(CreditExchange.block, aliased=True).
             filter_by(mature=True))
    # To create a buy request, we find all the credits with completed sell
    # requests that are mature
    elif typ == "buy":
        q = (q.filter_by(buy_req=None).
             join(CreditExchange.sell_req, aliased=True).
             filter_by(_status=6).join(CreditExchange.block, aliased=True).
             filter_by(mature=True))
    for credit in q:
        if typ == "sell":
            curr = credit.block.currency
            req = get_trade_req(curr)
            credit.sell_req = req
            # We're selling using the mined currency
            req.quantity += credit.amount
        elif typ == "buy":
            curr = currencies[credit.currency].key
            req = get_trade_req(curr)
            credit.buy_req = req
            # We're buying using the currency from the sell request
            req.quantity += credit.sell_amount

        adds.setdefault(curr, 0)
        adds[curr] += 1

    for curr, req in reqs.iteritems():
        if typ == "buy":
            current_app.logger.info("Created a buy trade request for {} with {} BTC containing {:,} CreditExchanges"
                                    .format(req.currency, req.quantity, adds[curr]))
        else:
            current_app.logger.info("Created a sell trade request for {} {} containing {:,} CreditExchanges"
                                    .format(req.quantity, req.currency, adds[curr]))

    if not reqs:
        current_app.logger.info("No CreditExchange's found to create {} "
                                "requests for".format(typ))

    db.session.commit()



@SchedulerCommand.command
@crontab
[docs]def leaderboard():
    users = {}
    lower_10, upper_10 = make_upper_lower(offset=datetime.timedelta(minutes=2))
    for slc in ShareSlice.get_span(share_type=("acc", ), ret_query=True, lower=lower_10, upper=upper_10):
        try:
            address_version(slc.user)
        except Exception:
            pass
        else:
            user = users.setdefault(slc.user, {})
            user.setdefault(slc.algo, [0, set()])
            user[slc.algo][0] += slc.value
            user[slc.algo][1].add(slc.time)

    # Loop through and convert a summation of shares into a hashrate. Converts
    # to hashes per second
    for user, algo_shares in users.iteritems():
        for algo_key, (shares, minutes) in algo_shares.items():
            algo_obj = algos[algo_key]
            algo_shares[algo_key] = algo_obj.hashes_per_share * (shares / (len(minutes) * 60))
            algo_shares.setdefault('normalized', 0)
            algo_shares['normalized'] += users[user][algo_key] * algo_obj.normalize_mult

    sorted_users = sorted(users.iteritems(),
                          key=lambda x: x[1]['normalized'],
                          reverse=True)

    # This is really bad.... XXX: Needs rework!
    if users:
        anon = anon_users()
        for i, (user, data) in enumerate(sorted_users):
            if user in anon:
                sorted_users[i] = ("Anonymous", data)

    cache.set("leaderboard", sorted_users, timeout=15 * 60)



@SchedulerCommand.command
@crontab
[docs]def update_network():
    """
    Queries the RPC servers confirmed to update network stats information.
    """
    for currency in currencies.itervalues():
        if not currency.mineable:
            continue

        try:
            gbt = currency.coinserv.getblocktemplate({})
        except (urllib3.exceptions.HTTPError, CoinRPCException) as e:
            current_app.logger.error("Unable to communicate with {} RPC server: {}"
                                     .format(currency, e))
            continue

        key = "{}_data".format(currency.key)
        block_cache_key = "{}_block_cache".format(currency.key)

        current_data = cache.get(key)
        if current_data and current_data['height'] == gbt['height']:
            # Already have information for this block
            current_app.logger.debug(
                "Not updating {} net info, height {} already recorded."
                .format(currency, current_data['height']))
        else:
            current_app.logger.info(
                "Updating {} net info for height {}.".format(currency, gbt['height']))

        # Six hours worth of blocks. how many we'll keep in the cache
        keep_count = 21600 / currency.block_time

        difficulty = bits_to_difficulty(gbt['bits'])
        cache.cache._client.lpush(block_cache_key, difficulty)
        cache.cache._client.ltrim(block_cache_key, 0, keep_count)
        diff_list = cache.cache._client.lrange(block_cache_key, 0, -1)
        difficulty_avg = sum(map(float, diff_list)) / len(diff_list)

        cache.set(key,
                  dict(height=gbt['height'],
                       difficulty=difficulty,
                       reward=gbt['coinbasevalue'] * current_app.SATOSHI,
                       difficulty_avg=difficulty_avg,
                       difficulty_avg_stale=len(diff_list) < keep_count),
                  timeout=1200)



@SchedulerCommand.option("-b", "--block-id", type=int, dest="block_id")
@crontab
[docs]def update_block_state(block_id=None):
    """
    Loops through blocks (default immature and non-orphaned blocks)

    If `block_id` is passed, instead of the checking the default blocks,
    all blocks of the same currency of a >= id will be updated.

    First checks to see if blocks are orphaned,
    then it checks to see if they are now matured.
    """
    heights = {}

    def get_blockheight(currency):
        if currency.key not in heights:
            try:
                heights[currency.key] = currency.coinserv.getblockcount()
            except Exception as e:
                current_app.logger.error(
                    "Unable to communicate with {} RPC server: {}"
                    .format(currency.key, e))
                heights[currency.key] = None
        return heights[currency.key]

    # Select immature & non-orphaned blocks if none are passed
    if block_id is None:
        blocks = Block.query.filter_by(mature=False, orphan=False).all()
    else:
        block = Block.query.filter_by(id=block_id).one()
        blocks = (Block.query.filter_by(currency=block.currency)
                             .filter(Block.id >= block_id).all())

    for block in blocks:
        try:
            currency = currencies[block.currency]
        except KeyError:
            current_app.logger.error(
                "Unable to process block {}, no currency configuration."
                .format(block))
            continue

        blockheight = get_blockheight(currency)

        if not blockheight:
            current_app.logger.warn("Skipping block state update because we "
                                    "failed trying to poll the RPC!")
            continue

        # Skip checking if height difference isn't sufficient. Avoids polling
        # the RPC server excessively
        if (blockheight - block.height) < currency.block_mature_confirms:
            current_app.logger.debug(
                "Not doing confirm check on block {} since it's not at check "
                "threshold (last height {})".format(block, blockheight))
            continue

        try:
            # Check to see if the block hash exists in the block chain
            output = currency.coinserv.getblock(block.hash)
            current_app.logger.debug(
                "Confirms: {}; Height diff: {}"
                .format(output['confirmations'], blockheight - block.height))
        except urllib3.exceptions.HTTPError as e:
            current_app.logger.error("Unable to communicate with {} RPC server:"
                                     " {}".format(currency.key, e))
            continue
        except CoinRPCException:
            current_app.logger.info(
                "Block {} not in coin database, assume orphan!".format(block))
            block.orphan = True
            block.mature = False
            for credit in block.credits:
                credit.payable = False
        else:
            # if the block has the proper number of confirms
            if output['confirmations'] >= currency.block_mature_confirms:
                current_app.logger.info(
                    "Block {} meets {} confirms, mark mature"
                    .format(block, currency.block_mature_confirms))
                block.mature = True
                block.orhpan = False
                for credit in block.credits:
                    if credit.type == 0:
                        credit.payable = True
            # else if the result shows insufficient confirms, mark orphan
            elif output['confirmations'] < currency.block_mature_confirms:
                current_app.logger.info(
                    "Block {} occured {} height ago, but not enough confirms. "
                    "Marking orphan.".format(block, currency.block_mature_confirms))
                block.orphan = True
                block.mature = False
                for credit in block.credits:
                    credit.payable = False

        db.session.commit()



@SchedulerCommand.option('-ds', '--dont-simulate', default=False, action="store_true")
@crontab
[docs]def generate_credits(dont_simulate=True):
    """ Loops through all the blocks that haven't been credited out and
    attempts to process them """
    simulate = not dont_simulate
    unproc_blocks = redis_conn.keys("unproc_block*")
    for key in unproc_blocks:
        hash = key[13:]
        current_app.logger.info("==== Attempting to process block hash {}"
                                .format(hash))
        try:
            credit_block(key, simulate=simulate)
        except Exception:
            db.session.rollback()
            current_app.logger.error("Unable to payout block {}".format(hash),
                                     exc_info=True)
        current_app.logger.info("==== Done processing block hash {}"
                                .format(hash))



[docs]def distributor(*args, **kwargs):
    if not kwargs.get('scale'):
        kwargs['scale'] = current_app.MAX_DECIMALS
    return _distributor(*args, **kwargs)



def _distributor(amount, splits, scale=None, addtl_prec=0):
    """ Evenly (exactly) distributes an amount among a dictionary. Dictionary
    values should be integers (or decimals) representing the ratio the amount
    should be split among. Arithmetic will be performed to `scale` decimal
    places. Amount will be rounded down to `scale` number of decimal places
    _before_ distribution. Remainders from distribution will be given to users
    in order of who deserved the largest remainders, albiet in round robin
    fashion. `addtl_prec` allows you to specify additional precision for
    computing share remainders, allowing a higher likelyhood of fair
    distribution of amount remainders among keys. Usually not needed.  """
    scale = int(scale or 28) * -1
    amount = Decimal(amount)

    if not splits:
        raise Exception("Splits cannot be empty!")

    with decimal.localcontext(decimal.BasicContext) as ctx:
        ctx.rounding = decimal.ROUND_DOWN
        smallest = Decimal((0, (1, ), scale))

        # Set our precision for operations to only what we need it to be,
        # nothing more. This garuntees a large enough precision without setting
        # it so high as to waste a ton of CPU power. A real issue with the
        # slowness of Python Decimals
        # get very largest non-decimal value a share might recieve
        largest_val = int(round(amount))
        # convert to length of digits and add the decimal scale
        ctx.prec = len(str(largest_val)) + (scale * -1) + addtl_prec

        # Round the distribution amount to correct scale. We will distribute
        # exactly this much
        total_count = Decimal(sum(splits.itervalues()))
        new_amount = amount.quantize(smallest)
        # Check that after rounding the distribution amount is within 0.001% of
        # desired
        assert abs(amount - new_amount) < (amount / 10000)
        amount = new_amount

        # Count how much we give out, and also the remainders of adjusting to
        # desired scale
        remainders = {}
        total_distributed = 0
        percent = 0
        for key, value in splits.iteritems():
            if isinstance(value, int):
                value = Decimal(value)
            assert isinstance(value, Decimal)
            share = (value / total_count) * amount
            percent += (value / total_count)
            splits[key] = share.quantize(smallest)
            remainders[key] = share - splits[key]
            total_distributed += splits[key]

        # The amount that hasn't been distributed due to rounding down
        count = (amount - total_distributed) / smallest
        assert total_distributed <= amount
        if count != 0:
            # Loop over the dictionary keys in remainder order until we
            # distribute the leftovers
            keylist = sorted(remainders.iterkeys(), key=remainders.get, reverse=True)
            for i, key in zip(xrange(count), itertools.cycle(keylist)):
                splits[key] += smallest

        total = sum(splits.itervalues())
        # Check that we don't have extra decimal places
        assert total.as_tuple().exponent >= scale
        # And it should come out exact!
        if total != amount:
            raise Exception(
                "Value after distribution ({}) is not equal to amount"
                " to be distributed ({})!".format(total, amount))
        return splits


[docs]def credit_block(redis_key, simulate=False):
    """
    Calculates credits for users from share records for the latest found block.
    """
    # Don't do this truthiness thing
    if simulate is not True:
        simulate = False
    if simulate:
        current_app.logger.warn(
            "Running in simulate mode, no DB commit will be performed")
        current_app.logger.setLevel(logging.DEBUG)

    data = redis_conn.hgetall(redis_key)
    current_app.logger.debug("Processing block with details {}".format(data))
    merged = bool(int(data.get('merged', False)))
    # If start_time isn't listed explicitly do our best to derive from
    # statistical share records
    if 'start_time' in data:
        time_started = datetime.datetime.utcfromtimestamp(
            float(data.get('start_time')))
    else:
        time_started = last_block_time(data['algo'], merged=merged)

    if data['fees'] == "None":
        data['fees'] = 0

    block = Block(
        user=data.get('address'),
        height=data['height'],
        total_value=(Decimal(data['total_subsidy']) / 100000000),
        transaction_fees=(Decimal(data['fees']) / 100000000),
        difficulty=bits_to_difficulty(data['hex_bits']),
        hash=data['hash'],
        time_started=time_started,
        currency=data['currency'],
        worker=data.get('worker'),
        found_at=datetime.datetime.utcfromtimestamp(float(data['solve_time'])),
        algo=data['algo'],
        merged=merged)

    db.session.add(block)
    db.session.flush()

    # Parse out chain results from the block key
    chain_data = {}
    chain_default = {'shares': Decimal('0')}

    for key, value in data.iteritems():
        if key.startswith("chain_"):
            _, chain_id, key = key.split("_", 2)
            chain_id = int(chain_id)
            chain = chain_data.setdefault(chain_id, chain_default.copy())
            chain['id'] = chain_id
            if key == "shares":
                value = Decimal(value)
            elif key == "solve_index":
                value = int(value)
            # XXX: Could do extra check for setting duplicate data (overrite) here
            chain[key] = value

    # Objectize the data. Use object to store all information moving forward
    chains = []
    for id, chain in chain_data.iteritems():
        if chain['shares'] == 0:
            continue
        cpo = ChainPayout(chainid=id,
                          block=block,
                          solve_slice=chain['solve_index'],
                          chain_shares=chain['shares'])
        cpo.user_shares = {}
        cpo.credits = {}
        db.session.add(cpo)
        chains.append(cpo)

    # XXX: Would be good to check compositeprimarykey integrity here, but will
    # fail on other constraints
    #db.session.flush()

    # XXX: Change to a tabulate print
    current_app.logger.info("Parsed out chain data of {}".format(chain_data))

    # Distribute total block value among chains
    share_distrib = {chain.chainid: chain.chain_shares for chain in chains}
    distrib = distributor(block.total_value, share_distrib)
    for chain in chains:
        chain.amount = distrib[chain.chainid]

    # Fetch the share distribution for this payout chain
    users = set()
    for chain in chains:
        # Actually fetch the shares from redis!
        chain.user_shares = chain.config_obj.calc_shares(chain)
        # If we have nothing, default to paying out the block finder everything
        if not chain.user_shares:
            chain.user_shares[block.user] = 1
        # Add the users to the set, no dups
        users.update(chain.user_shares.keys())

        # Record how many shares were used to payout
        chain.payout_shares = sum(chain.user_shares.itervalues())

    # Grab all possible user based settings objects for all chains
    custom_settings = {}
    if users:
        custom_settings = {s.user: s for s in UserSettings.query.filter(
            UserSettings.user.in_(users)).all()}

    # XXX: Double check that currency code lookups will work relying on
    # currency obj hashability

    # The currencies that are valid to pay out in from this block. Basically,
    # this block currency + all buyable currencies if this block's currency is
    # sellable
    valid_currencies = [block.currency_obj]
    if block.currency_obj.sellable is True:
        valid_currencies.extend(currencies.buyable_currencies)

    pool_payout = block.currency_obj.pool_payout

    def filter_valid(user, address, currency):
        try:
            if isinstance(currency, basestring):
                currency = currencies[currency]
        except KeyError:
            current_app.logger.debug(
                "Converted user {}, addr {}, currency {} => pool addr"
                " because invalid currency"
                .format(user, address, currency))
            return pool_payout
        if currency not in valid_currencies:
            current_app.logger.debug(
                "Converted user {}, addr {}, currency {} => pool addr"
                " because invalid currency"
                .format(user, address, currency))
            return pool_payout

        return dict(address=address, currency=currency, user=user)

    # Parse usernames and user settings to build appropriate credit objects
    for chain in chains:
        for username in chain.user_shares.keys():
            try:
                version = address_version(username)
            except Exception:
                # Give these shares to the pool, invalid address version
                chain.make_credit_obj(shares=chain.user_shares[username],
                                      **pool_payout)
                continue

            currency = currencies.version_map.get(version)
            # Check to see if we need to treat them real special :p
            settings = custom_settings.get(username)
            shares = chain.user_shares.pop(username)
            if settings:
                converted = settings.apply(
                    shares, currency, block.currency, valid_currencies)
                # Check to make sure no funny business
                assert sum(c[2] for c in converted) == shares, "Settings apply function returned bad stuff"
                # Create the separate payout objects from settings return info
                for address, currency, shares in converted:
                    chain.make_credit_obj(
                        shares=shares,
                        **filter_valid(username, address, currency))
            else:
                # (try to) Payout directly to mining address
                chain.make_credit_obj(
                    shares=shares,
                    **filter_valid(username, username, currency))

    # Calculate the portion that each user recieves
    for chain in chains:
        chain.distribute()

    # Another double check
    paid = 0
    fees_collected = 0
    donations_collected = 0
    for chain in chains:
        chain_fee_perc = chain.config_obj.fee_perc
        for key, credit in chain.credits.items():
            # don't try to payout users with zero payout
            if credit.amount == 0:
                db.session.expunge(credit)
                del chain.credits[key]
                continue

            # Skip fees/donations for the pool address
            if credit.user == pool_payout['user']:
                continue

            # To do a final check of payout amount
            paid += credit.amount

            # Fee/donation/bonus lookup
            fee_perc = chain_fee_perc
            donate_perc = Decimal('0')
            settings = custom_settings.get(credit.user)
            if settings:
                donate_perc = settings.pdonation_perc

            # Application
            assert isinstance(fee_perc, Decimal)
            assert isinstance(donate_perc, Decimal)
            fee_amount = credit.amount * fee_perc
            donate_amount = credit.amount * donate_perc
            credit.amount -= fee_amount
            credit.amount -= donate_amount

            # Recording
            credit.fee_perc = int(fee_perc * 100)
            credit.pd_perc = int(donate_perc * 100)

            # Bookkeeping
            donations_collected += donate_amount
            fees_collected += fee_amount

    if fees_collected > 0:
        p = Credit.make_credit(
            user=pool_payout['user'],
            block=block,
            currency=pool_payout['currency'].key,
            source=1,
            address=pool_payout['address'],
            amount=+fees_collected)
        db.session.add(p)

    if donations_collected > 0:
        p = Credit.make_credit(
            user=pool_payout['user'],
            block=block,
            currency=pool_payout['currency'].key,
            source=2,
            address=pool_payout['address'],
            amount=+donations_collected)
        db.session.add(p)

    current_app.logger.info("Collected {} {} in donation"
                            .format(donations_collected, block.currency))
    current_app.logger.info("Collected {} {} from fees"
                            .format(fees_collected, block.currency))
    current_app.logger.info(
        "Net swing from block {} {}"
        .format(fees_collected + donations_collected, block.currency))

    pool_key = (pool_payout['user'], pool_payout['address'],
                pool_payout['currency'])

    for chain in chains:
        if pool_key not in chain.credits:
            continue
        current_app.logger.info(
            "Collected {} from invalid mining addresses on chain {}"
            .format(chain.credits[pool_key].amount, chain.chainid))

    if not simulate:
        db.session.commit()
        redis_conn.delete(redis_key)
    else:
        db.session.rollback()



@SchedulerCommand.command
@crontab
[docs]def collect_ppagent_data():
    """ Grabs all the pending ppagent data points """
    _grab_data("temp_*", "temperature")
    _grab_data("hashrate_*", "hashrate")



def _grab_data(prefix, stat):
    proc_name = "processing_{}".format(stat)
    unproc_mins = redis_conn.keys(prefix)
    for key in unproc_mins:
        current_app.logger.info("Processing key {}".format(key))
        try:
            (stamp, ) = key.split("_")[1:]
        except Exception:
            current_app.logger.error("Error processing key {}".format(key),
                                     exc_info=True)
            continue
        minute = datetime.datetime.utcfromtimestamp(float(stamp))
        # To ensure invalid stampt don't get committed
        minute = ShareSlice.floor_time(minute, 0)
        if stamp < (time.time() - 30):
            current_app.logger.info("Skipping timestamp {}, too young".format(minute))
            continue

        redis_conn.rename(key, proc_name)
        for user, value in redis_conn.hgetall(proc_name).iteritems():
            try:
                address, worker, did = user.split("_")
                try:
                    value = float(value)
                except ValueError:
                    if value != "None":
                        current_app.logger.warn(
                            "Got bogus value {} from ppagent for stat {}"
                            .format(value, stat), exc_info=True)
                    continue

                # Megahashes are was cgminer reports
                if stat == "hashrate":
                    value *= 1000000
            except Exception:
                current_app.logger.error("Error processing key {} on hash {}"
                                         .format(user, key), exc_info=True)
                continue

            try:
                slc = DeviceSlice(user=address, time=minute, worker=worker,
                                  device=did, stat=stat, value=value, span=0)
                db.session.add(slc)
                db.session.commit()
            except sqlalchemy.exc.IntegrityError:
                current_app.logger.warn("SQLAlchemy collision", exc_info=True)
                db.session.rollback()
        redis_conn.delete(proc_name)


@SchedulerCommand.command
@crontab
[docs]def collect_minutes():
    """ Grabs all the pending minute shares out of redis and puts them in the
    database """
    unproc_mins = redis_conn.keys("min_*")
    for key in unproc_mins:
        current_app.logger.info("Processing key {}".format(key))
        share_type, algo, stamp = key.split("_")[1:]
        minute = datetime.datetime.utcfromtimestamp(float(stamp))
        # To ensure invalid stampt don't get committed
        minute = ShareSlice.floor_time(minute, 0)
        if stamp < (time.time() - 30):
            current_app.logger.info("Skipping timestamp {}, too young"
                                    .format(minute))
            continue

        redis_conn.rename(key, "processing_shares")
        for user, shares in redis_conn.hgetall("processing_shares").iteritems():

            shares = float(shares)
            # messily parse out the worker/address combo...
            parts = user.split(".")
            if len(parts) > 0:
                worker = parts[1]
            else:
                worker = ''
            address = parts[0]

            if not address.startswith("pool"):
                try:
                    curr = currencies.lookup_payable_addr(address)
                except InvalidAddressException:
                    curr = None

                if curr is None:
                    address = global_config.pool_payout_currency.pool_payout_addr

            try:
                slc = ShareSlice(user=address, time=minute, worker=worker, algo=algo,
                                 share_type=share_type, value=shares, span=0)
                db.session.add(slc)
                db.session.commit()
            except sqlalchemy.exc.IntegrityError:
                db.session.rollback()
                slc = ShareSlice.query.with_lockmode('update').filter_by(
                    user=address, time=minute, worker=worker, algo=algo,
                    share_type=share_type).one()
                slc.value += shares
                db.session.commit()
        redis_conn.delete("processing_shares")



@SchedulerCommand.command
@crontab
[docs]def compress_slices():
    for chain in chains.itervalues():
        # Get the index of the last inserted share slice on this chain
        last_complete_slice = redis_conn.get("chain_{}_slice_index".format(chain.id))
        if last_complete_slice is None:
            # Chain must not be in use....
            current_app.logger.debug(
                "No slice index for chain {}".format(chain))
            continue
        else:
            last_complete_slice = int(last_complete_slice)

        # Loop thorugh all possible share slice numbers
        empty = 0
        encoding_time = 0.0
        retrieval_time = 0.0
        entry_count = 0
        encoded_size = 0
        original_size = 0
        last_slice = last_complete_slice
        for slc_idx in xrange(last_complete_slice, 0, -1):
            key = "chain_{}_slice_{}".format(chain.id, slc_idx)
            key_type = redis_conn.type(key)

            # Compress if it's a list. This is raw data from powerpools redis
            # reporter
            if key_type == "list":
                # Reduce empty counter, but don't go negative
                empty = max(0, empty - 1)

                # Retrieve the enencoded information from redis
                t = time.time()
                slice_shares = redis_conn.lrange(key, 0, -1)
                this_original_size = int(redis_conn.debug_object(key)['serializedlength'])
                this_retrieval_time = time.time() - t

                # Parse the list into proper python representation
                data = []
                total_shares = 0
                for entry in slice_shares:
                    user, shares = entry.split(":")
                    shares = Decimal(shares)
                    data.append((user, shares))
                    total_shares += shares
                this_entry_count = len(data)

                # serialization and compression
                t = time.time()
                data = json.dumps(data, separators=(',', ':'), use_decimal=True)
                data = bz2.compress(data)
                this_encoding_time = time.time() - t

                # Put all the new data into a temporary key, then atomically
                # replace the old list key. ensures we never loose data, even
                # on failures (exceptions)
                key_compressed = key + "_compressed"
                redis_conn.hmset(key_compressed,
                                 dict(
                                     date=int(time.time()),
                                     data=data,
                                     encoding="bz2json",
                                     total_shares=total_shares)
                                 )
                redis_conn.rename(key_compressed, key)
                this_encoded_size = int(redis_conn.debug_object(key)['serializedlength'])

                last_slice = slc_idx
                # Update all the aggregates
                encoding_time += this_encoding_time
                retrieval_time += this_retrieval_time
                entry_count += this_entry_count
                encoded_size += this_encoded_size
                original_size += this_original_size
                # Print progress
                current_app.logger.info(
                    "Encoded slice #{:,} containing {:,} entries."
                    " retrieval_time: {}; encoding_time: {}; start_size: {:,}; end_size: {:,}; ratio: {}"
                    .format(slc_idx, this_entry_count,
                            time_format(this_retrieval_time),
                            time_format(this_encoding_time),
                            this_original_size, this_encoded_size,
                            float(this_original_size) / (this_encoded_size or 1)))

            # Count an empty entry to detect the end of live slices
            elif key_type == "none":
                empty += 1

            # If we've seen a lot of empty slices, probably nothing else to find!
            if empty >= 20:
                current_app.logger.info(
                    "Ended compression search at {}".format(slc_idx))
                break

        current_app.logger.info(
            "Encoded from slice #{:,} -> #{:,} containing {:,} entries."
            " retrieval_time: {}; encoding_time: {}; start_size: {:,}; end_size: {:,}; ratio: {}"
            .format(last_complete_slice, last_slice, entry_count,
                    time_format(retrieval_time), time_format(encoding_time),
                    original_size, encoded_size,
                    float(original_size) / (encoded_size or 1)))



@SchedulerCommand.command
@crontab
[docs]def compress_minute():
    ShareSlice.compress(0)
    DeviceSlice.compress(0)
    db.session.commit()



@SchedulerCommand.command
@crontab
[docs]def compress_five_minute():
    ShareSlice.compress(1)
    DeviceSlice.compress(1)
    db.session.commit()



@SchedulerCommand.command
@crontab
[docs]def server_status():
    """
    Periodically poll the backend to get number of workers and other general
    status information.
    """
    past_chain_profit = get_past_chain_profit()
    currency_hashrates = {}
    algo_miners = {}
    servers = {}
    raw_servers = {}
    for powerpool in powerpools.itervalues():

        server_default = dict(workers=0,
                              miners=0,
                              hashrate=0,
                              name='???',
                              profit_4d=0,
                              currently_mining='???')

        try:
            data = powerpool.request('')
        except Exception:
            current_app.logger.warn("Couldn't connect to internal monitor {}"
                                    .format(powerpool.full_info()))
            continue
        else:
            raw_servers[powerpool.stratum_address] = data
            status = {'workers': data['client_count_authed'],
                      'miners': data['address_count'],
                      'hashrate': data['hps'],
                      'name': powerpool.stratum_address,
                      'profit_4d': past_chain_profit[powerpool.chain.id]}

            server_default.update(status)
            servers[powerpool.key] = server_default

            algo_miners.setdefault(powerpool.chain.algo.key, 0)
            algo_miners[powerpool.chain.algo.key] += data['address_count']

            if data and 'last_flush_job' in data and data['last_flush_job'] \
                    and 'currency' in data['last_flush_job']:
                curr = data['last_flush_job']['currency']
                servers[powerpool.key].update({'currently_mining': curr})
                currency_hashrates.setdefault(currencies[curr], 0)
                currency_hashrates[currencies[curr]] += data['hps']
                # Add hashrate to the merged networks too
                if 'merged_networks' in data['last_flush_job']:
                    for currency in data['last_flush_job']['merged_networks']:
                        currency_hashrates.setdefault(currencies[currency], 0)
                        currency_hashrates[currencies[currency]] += data['hps']

    # Set hashrate to 0 if not located
    for currency in currencies.itervalues():
        hashrate = 0
        if currency in currency_hashrates:
            hashrate = currency_hashrates[currency]

        cache.set('hashrate_' + currency.key, hashrate, timeout=120)

    cache.set('raw_server_status', raw_servers, timeout=1200)
    cache.set('server_status', servers, timeout=1200)
    cache.set('total_miners', algo_miners, timeout=1200)



[docs]def main():
    parser = argparse.ArgumentParser(prog='simplecoin task scheduler')
    parser.add_argument('-c', '--config', dest='configs', action='append',
                        type=argparse.FileType('r'))
    parser.add_argument('-l', '--log-level',
                        choices=['DEBUG', 'INFO', 'WARN', 'ERROR'],
                        default='INFO')
    args = parser.parse_args()

    app = create_app("scheduler", log_level=args.log_level)
    app.scheduler.start()



if __name__ == "__main__":
    main()
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  Source code for simplecoin.utils

import datetime
import time
import yaml
import json

from flask import current_app, session
from sqlalchemy.exc import SQLAlchemyError
from cryptokit.rpc import CoinRPCException
from decimal import Decimal as dec, Decimal

from .exceptions import CommandException, InvalidAddressException
from . import db, cache, root, redis_conn, currencies, powerpools, algos, chains
from .models import (ShareSlice, Block, Credit, UserSettings, make_upper_lower,
                     Payout, CreditExchange)


[docs]class ShareTracker(object):
    def __init__(self, algo):
        self.types = {typ: ShareTypeTracker(typ) for typ in ShareSlice.SHARE_TYPES}
        self._algo = algo
        self.lowest = None
        self.highest = None

    @property
    def algo(self):
        return algos[self._algo]

[docs]    def count_slice(self, slc):
        self.types[slc.share_type].shares += slc.value
        if not self.lowest or slc.time < self.lowest:
            self.lowest = slc.time
        if not self.highest or slc.end_time > self.highest:
            self.highest = slc.end_time


    @property
    def accepted(self):
        return self.types["acc"].shares

    @property
    def total(self):
        return sum([self.types['dup'].shares, self.types['low'].shares, self.types['stale'].shares, self.types['acc'].shares])

[docs]    def hashrate(self, typ="acc"):
        if self.lowest:
            return self.types[typ].shares * self.algo.hashes_per_share / (self.highest - self.lowest).total_seconds()
        else:
            return 0


    @property
    def rejected(self):
        #return sum([self.types['dup'].shares, self.types['low'].shares, self.types['stale'].shares])
        return self.types['stale'].shares

    @property
    def stale_efficiency(self):
        rej = float(self.types['stale'].shares)
        acc = float(self.types['acc'].shares)
        if rej:
            return 100.0 * (acc / (rej + acc))
        return 100.0

    @property
    def dup_efficiency(self):
        rej = float(self.types['dup'].shares)
        acc = float(self.types['acc'].shares)
        if rej:
            return 100.0 * (acc / (rej + acc))
        return 100.0

    @property
    def low_efficiency(self):
        rej = float(self.types['low'].shares)
        acc = float(self.types['acc'].shares)
        if rej:
            return 100.0 * (acc / (rej + acc))
        return 100.0

    @property
    def efficiency(self):
        rej = self.rejected
        acc = float(self.types['acc'].shares)
        if rej:
            return 100.0 * (acc / (rej + acc))
        return 100.0



[docs]class ShareTypeTracker(object):
    def __init__(self, share_type):
        self.share_type = share_type
        self.shares = 0

    def __repr__(self):
        return "<ShareTypeTracker 0x{} {} {}>".format(
            id(self), self.share_type, self.shares)

    def __hash__(self):
        return self.share_type.__hash__()



@cache.memoize(timeout=3600)
[docs]def orphan_percentage(currency, timedelta=None):
    if timedelta is None:
        timedelta = datetime.timedelta(days=30)
    lower, _ = make_upper_lower(span=timedelta)
    base = Block.query.filter(Block.found_at > lower)
    mature_blocks = base.filter_by(currency=currency, mature=True).count()
    orphan_blocks = base.filter_by(currency=currency, orphan=True).count()

    total = mature_blocks + orphan_blocks
    if total:
        return float(orphan_blocks) / total * 100
    return 0.0



[docs]def get_past_chain_profit():
    past_chain_profit = {}
    for chain in chains:
        raw = cache.get("chain_{}_profitability".format(chain))
        if raw:
            chain_profit = (raw * 1000000).quantize(Decimal('0.00000001'))
        else:
            chain_profit = '???'
        past_chain_profit[chain] = chain_profit
    return past_chain_profit



@cache.memoize(timeout=3600)
[docs]def pool_share_tracker(algo, timedelta=None, user=None, worker=None):
    """ Get accepted and rejected share count totals for the last month """
    if timedelta is None:
        timedelta = datetime.timedelta(days=30)

    lower, upper = make_upper_lower(span=timedelta)
    tracker = ShareTracker(algo)
    for slc in ShareSlice.get_span(ret_query=True, upper=upper, lower=lower,
                                   user=user, algo=(algo, ), worker=worker):
        tracker.count_slice(slc)
    return tracker



[docs]def last_block_time(algo, merged=False):
    """ Retrieves the last time a block was solved using progressively less
    accurate methods. Essentially used to calculate round time.
    TODO XXX: Add pool selector to each of the share queries to grab only x11,
    etc
    """
    last_block = Block.query.filter_by(merged=merged, algo=algo).order_by(Block.height.desc()).first()
    if last_block:
        return last_block.found_at

    slc = ShareSlice.query.order_by(ShareSlice.time).first()
    if slc:
        return slc.time

    return datetime.datetime.utcnow()



@cache.memoize(timeout=60)
[docs]def anon_users():
    return set([s.user for s in UserSettings.query.filter_by(anon=True)])



@cache.memoize(timeout=60)
[docs]def get_pool_hashrate(algo):
    """ Retrieves the pools hashrate average for the last 10 minutes. """
    lower, upper = make_upper_lower(offset=datetime.timedelta(minutes=2))
    ten_min = (ShareSlice.query.filter_by(user='pool', algo=algo, share_type="acc")
               .filter(ShareSlice.time >= lower, ShareSlice.time <= upper))
    ten_min = sum([min.value for min in ten_min])
    # shares times hashes per n1 share divided by 600 seconds and 1000 to get
    # khash per second
    return float(ten_min) / 600 * algos[algo].hashes_per_share



@cache.cached(timeout=60, key_prefix='alerts')
[docs]def get_alerts():
    return yaml.load(open(root + '/static/yaml/alerts.yaml'))



[docs]def collect_pool_stats():
    """
    Collects the necessary data to render the /pool_stats view or the API
    """
    network_data = {}
    for currency in currencies.itervalues():
        if not currency.mineable:
            continue

        # Set currency defaults
        currency_data = dict(code=currency.key,
                             name=currency.name,
                             merged=currency.merged,
                             difficulty=None,
                             hashrate=0,
                             height=None,
                             difficulty_avg=0,
                             reward=0,
                             hps=currency.algo.hashes_per_share,
                             blocks=[])

        # Set round data defaults
        round_data = dict(start_time=None,
                          shares=0,
                          avg_shares_to_solve=None,
                          shares_per_sec=None,
                          status="Idle",
                          currency_data=currency_data)

        # Set nested dictionary defaults
        network_data.setdefault(currency.algo.display, {})
        network_data[currency.algo.display].setdefault(currency.key, round_data)

        # Grab some blocks for this currency
        blocks = (Block.query.filter_by(currency=currency.key).
                  options(db.joinedload('chain_payouts')).
                  order_by(Block.found_at.desc()).limit(4).all())

        # Update the dicts if we found any blocks
        if blocks:
            # Update the currency_dict's blocks
            currency_data['blocks'] = blocks
            # Use the most recent block as the start_time
            round_data['start_time'] = blocks[0].timestamp

        # Check the cache for the currency's network data
        currency_data.update(cache.get("{}_data".format(currency.key)) or {})

        # Check the cache for the currency's profit data
        profit = cache.get("{}_profitability".format(currency.key)) or '???'
        if profit is not '???':
            profit = profit.quantize(Decimal('0.00000001'))
        profit = {'profitability': profit}
        currency_data.update(profit)

        # Check the cache for the currency's hashrate data
        hashrate = cache.get("hashrate_{}".format(currency.key)) or 0
        currency_data['hashrate'] = float(hashrate)

        # Calculate the shares/second at this hashrate
        shares_per_sec = currency_data['hashrate'] / currency_data['hps']
        round_data['shares_per_sec'] = shares_per_sec

        # Set the status
        if round_data['shares_per_sec'] > 0:
            round_data['status'] = "In Progress"

        # Set the difficulty average
        difficulty_avg = currency_data.get('difficulty_avg', 0)
        if difficulty_avg != 0:
            currency_data['difficulty_avg'] = difficulty_avg
        else:
            currency_data['difficulty_avg'] = currency_data['difficulty']

        # Calculate the share solve average
        avg_hashes_to_solve = difficulty_avg * (2 ** 32)
        avg_shares_to_solve = avg_hashes_to_solve / currency_data['hps']
        round_data['avg_shares_to_solve'] = avg_shares_to_solve

        # Check the cache for the currency's current round data
        key = 'current_block_{}_{}'.format(currency, currency.algo)
        cached_round_data = redis_conn.hgetall(key) or {}

        # Parse out some values from the cached round data
        if cached_round_data is not {}:
            chain_shares = [k for k in cached_round_data.keys()
                            if k.startswith("chain_") and k.endswith("shares")]

            # Prefer the start time in the cache over the block, if available
            if 'start_time' in cached_round_data:
                round_data['start_time'] = int(float(cached_round_data['start_time']))
            # Increment the round shares
            for key in chain_shares:
                round_data[key] = float(cached_round_data[key])
                round_data['shares'] += round_data[key]

        # Update our dicts
        round_data['currency_data'].update(currency_data)
        network_data[currency.algo.display][currency.key].update(round_data)

    past_chain_profit = get_past_chain_profit()

    server_status_default = dict(name='',
                                 offline=True,
                                 hashrate=0,
                                 workers=0,
                                 miners=0,
                                 profit_4d=0,
                                 currently_mining="???")

    cached_server_status = cache.get('server_status') or []

    server_status = {}
    for powerp in powerpools.itervalues():
        server_status.setdefault(powerp.key, server_status_default.copy())

        if powerp.key in cached_server_status:
            server_status[powerp.key] = cached_server_status[powerp.key]

        server_status[powerp.key]['name'] = powerp.stratum_address
        server_status[powerp.key]['profit_4d'] = past_chain_profit[powerp.chain.id]

    block_stats_tab = session.get('block_stats_tab', "all")

    # Session key may have expired but be returned as undefined
    if block_stats_tab == "undefined":
        block_stats_tab = session['block_stats_tab'] = "all"

    return dict(network_data=network_data,
                server_status=server_status,
                powerpools=powerpools,
                block_stats_tab=block_stats_tab)



[docs]def collect_user_stats(user_address):
    """ Accumulates all aggregate user data for serving via API or rendering
    into main user stats page """
    # store all the raw data of we're gonna grab
    workers = {}

    def check_new(user_address, worker, algo):
        """ Setups up an empty worker template. Since anything that has data on
        a worker can create one then it's useful to abstract. """
        key = (user_address, worker, algo)
        if key not in workers:
            workers[key] = {'total_shares': ShareTracker(algo),
                            'last_10_shares': ShareTracker(algo),
                            'online': False,
                            'servers': {},
                            'algo': algo,
                            'name': worker,
                            'address': user_address}
        return workers[key]

    # Get the lower bound for 10 minutes ago
    lower_10, upper_10 = make_upper_lower(offset=datetime.timedelta(minutes=2))
    lower_day, upper_day = make_upper_lower(span=datetime.timedelta(days=1),
                                            clip=datetime.timedelta(minutes=2))

    newest = datetime.datetime.fromtimestamp(0)
    for slc in ShareSlice.get_span(ret_query=True,
                                   upper=upper_day,
                                   lower=lower_day,
                                   user=(user_address, )):
        if slc.time > newest:
            newest = slc.time

        worker = check_new(slc.user, slc.worker, slc.algo)
        worker['total_shares'].count_slice(slc)
        if slc.time > lower_10:
            worker['last_10_shares'].count_slice(slc)

    hide_hr = newest < datetime.datetime.utcnow() - datetime.timedelta(seconds=current_app.config['worker_hashrate_fold'])

    # pull online status from cached pull direct from powerpool servers
    for worker_name, connection_summary in (cache.get('addr_online_' + user_address) or {}).iteritems():
        for ppid, connections in connection_summary.iteritems():
            try:
                powerpool = powerpools[ppid]
            except KeyError:
                current_app.logger.warn(
                    "Cache said to look for powerpool {} which doesn't exist!"
                    .format(ppid))
                continue

            worker = check_new(user_address, worker_name, powerpool.chain.algo.key)
            worker['online'] = True
            worker['servers'].setdefault(powerpool, 0)
            worker['servers'][powerpool] += 1

    for worker in workers.itervalues():
        worker['status'] = redis_conn.get("status_{address}_{name}".format(**worker))
        if worker['status']:
            worker['status'] = json.loads(worker['status'])
            worker['status_stale'] = False
            worker['status_time'] = datetime.datetime.utcnow()
            try:
                worker['total_hashrate'] = sum([gpu['MHS av'] for gpu in worker['status']['gpus']]) * 1000000
            except Exception:
                worker['total_hashrate'] = -1

            try:
                algo_hps = algos[worker['algo']].hashes_per_share
                worker['wu'] = sum(
                    [((gpu['Difficulty Accepted'] * algo_hps / 2**16) / gpu['Device Elapsed']) * 60
                     for gpu in worker['status']['gpus']])
            except KeyError:
                worker['wu'] = 0

            try:
                worker['wue'] = worker['wu'] / (worker['total_hashrate'] / 1000)
            except ZeroDivisionError:
                worker['wue'] = 0.0

            ver = worker['status'].get('v', '0.2.0').split('.')
            try:
                worker['status_version'] = [int(part) for part in ver]
            except ValueError:
                worker['status_version'] = "Unsupp"

    # Could definitely be better... Makes a list of the dictionary keys sorted
    # by the worker name, then generates a list of dictionaries using the list
    # of keys
    workers = [workers[key] for key in sorted(workers.iterkeys(), key=lambda tpl: tpl[1])]

    settings = UserSettings.query.filter_by(user=user_address).first()

    # Generate payout history and stats for earnings all time
    earning_summary = {}
    def_earnings = dict(
        ready_to_send=dec(0),
        sent=dec(0),
        by_currency=None,
        sold_btc_total=dec(0),
        payable_total=dec(0)
    )
    currency = dict(
        immature=dec(0),
        unconverted=dec(0),
        sold=dec(0),
        btc_converted=dec(0),
        payable=dec(0),
        total_pending=dec(0)
    )

    def lookup_curr(curr):
        if curr not in earning_summary:
            earning_summary[curr] = def_earnings.copy()
            earning_summary[curr]['by_currency'] = {}

        return earning_summary[curr]

    # Go through already grouped aggregates
    payouts = Payout.query.filter_by(user=user_address).order_by(Payout.created_at.desc()).limit(20)

    # Loop through all unaggregated credits to find the rest
    credits = (Credit.query.with_polymorphic(CreditExchange).
               filter_by(user=user_address, payout_id=None).
               filter(Credit.block != None).
               options(db.joinedload('payout'),
                       db.joinedload('block')).
               join(Credit.block).
               filter(
                   ((Block.orphan == True) & (Block.found_at >= lower_day))
                   | (Block.orphan != True)).
               order_by(Credit.id.desc())).all()

    for credit in credits:
        # By desired currency
        summary = lookup_curr(credit.currency_obj)
        # By source currency
        curr = summary['by_currency'].setdefault(credit.block.currency_obj, currency.copy())
        curr['convert'] = credit.block.currency != credit.currency
        if credit.type == 1:  # CreditExchange
            if not credit.payable and not credit.block.orphan:
                if credit.sell_amount is not None:
                    curr['sold'] += credit.amount
                    curr['btc_converted'] += credit.sell_amount
                    summary['sold_btc_total'] += credit.sell_amount
                else:
                    curr['unconverted'] += credit.amount

        if credit.payable:
            curr['payable'] += credit.payable_amount
            summary['payable_total'] += credit.payable_amount
        if not credit.block.mature and not credit.block.orphan:
            curr['immature'] += credit.amount
        if not credit.block.orphan:
            curr['total_pending'] += credit.amount

    for currency, obj in earning_summary.iteritems():
        for currency, curr in obj['by_currency'].iteritems():
            for k, val in curr.iteritems():
                if isinstance(val, dec):
                    curr[k] = val.quantize(current_app.SATOSHI)

    # Show the user approximate next payout and exchange times
    now = datetime.datetime.now()
    next_exchange = now.replace(minute=0, second=0, microsecond=0, hour=((now.hour + 2) % 23))
    next_payout = now.replace(minute=0, second=0, microsecond=0, hour=0)

    f_perc = dec(current_app.config.get('fee_perc', dec('0.02'))) * 100

    return dict(workers=workers,
                credits=credits[:20],
                payouts=payouts[:20],
                settings=settings,
                next_payout=next_payout,
                earning_summary=earning_summary,
                hide_hr=hide_hr,
                next_exchange=next_exchange,
                f_per=f_perc)



[docs]def resort_recent_visit(recent):
    """ Accepts a new dictionary of recent visitors and calculates what
    percentage of your total visits have gone to that address. Used to dim low
    percentage addresses. Also sortes showing most visited on top. """
    # accumulate most visited addr while trimming dictionary. NOT Python3 compat
    session['recent_users'] = []
    for i, (addr, visits) in enumerate(sorted(recent.items(), key=lambda x: x[1], reverse=True)):
        if i > 20:
            del recent[addr]
            continue
        session['recent_users'].append((addr, visits))

    # total visits in the list, for calculating percentage
    total = float(sum([t[1] for t in session['recent_users']]))
    session['recent_users'] = [(addr, (visits / total))
                               for addr, visits in session['recent_users']]



[docs]class Benchmark(object):
    def __init__(self, name):
        self.name = name

    def __enter__(self):
        self.start = time.time()

    def __exit__(self, ty, val, tb):
        end = time.time()
        current_app.logger.info("BENCHMARK: {} in {}"
                                .format(self.name, time_format(end - self.start)))
        return False



[docs]def time_format(seconds):
    # microseconds
    if seconds <= 1.0e-3:
        return "{:,.4f} us".format(seconds * 1000000.0)
    if seconds <= 1.0:
        return "{:,.4f} ms".format(seconds * 1000.0)
    return "{:,.4f} sec".format(seconds)



[docs]def validate_str_perc(perc, round=dec('0.01')):
    """
    Tries to convert a var representing an 0-100 scale percentage into a
    mathematically useful Python Decimal. Default is rounding to 0.01%

    Then checks to ensure decimal is within valid bounds
    """
    # Try to convert to decimal
    try:
        dec_perc = dec(perc).quantize(round) / 100
    except TypeError:
        return False
    else:
        # Check bounds
        if dec_perc > dec('1') or dec_perc < dec('0'):
            return False
        else:
            return dec_perc



##############################################################################
# Message validation and verification functions
##############################################################################
[docs]def validate_message_vals(address, **kwargs):
    set_addrs = kwargs['SET_ADDR']
    del_addrs = kwargs['DEL_ADDR']
    pdonate_perc = kwargs['SET_PDONATE_PERC']
    spayout_perc = kwargs['SET_SPAYOUT_PERC']
    spayout_addr = kwargs['SET_SPAYOUT_ADDR']
    spayout_curr = kwargs['SET_SPAYOUT_CURR']
    del_spayout_addr = kwargs['DEL_SPAYOUT_ADDR']
    anon = kwargs['MAKE_ANON']

    # Make sure all addresses are valid
    for curr, addr in set_addrs.iteritems():
        try:
            curr_ver = currencies.validate_bc_address(addr)
        except InvalidAddressException:
            raise CommandException("Invalid {} address passed!".format(curr))
        try:
            curr_obj = currencies[curr]
        except Exception:
            raise CommandException("{} is not configured".format(curr))
        # Be a bit extra paranoid
        if curr_ver not in curr_obj.address_version:
            raise CommandException("\'{}\' is not a valid {} "
                                   "address".format(addr, curr))

    # Make sure split payout currency addr is valid and matches the address
    if spayout_addr:
        try:
            curr = currencies.lookup_payable_addr(spayout_addr)
        except Exception:
            raise CommandException("Invalid currency address passed for "
                                   "split payout!")

        if not curr.key == spayout_curr:
            raise CommandException("Split address \'{}\' is not a valid {} "
                                   "address".format(spayout_addr, spayout_curr))

    # Make sure all percentages are valid
    spayout_perc = validate_str_perc(spayout_perc)
    if spayout_perc is False:
        raise CommandException("Split payout percentage invalid! Check to "
                               "make sure its a value 0-100.")

    pdonate_perc = validate_str_perc(pdonate_perc)
    if pdonate_perc is False:
        raise CommandException("Pool donate percentage invalid! Check to "
                               "make sure its a value 0-100.")

    # Make sure percentages are <= 100
    if pdonate_perc + spayout_perc > 100:
        raise CommandException("Donation percentages cannot total to more than "
                               "100%!")

    # Make sure we have both an arb donate addr + an arb donate % or neither
    if not del_spayout_addr:
        if not spayout_perc >= 0 or spayout_addr is False:
            raise CommandException("Split payout requires both an address "
                                   "and a percentage, or to remove it both "
                                   "must be removed.")
    elif del_spayout_addr:
        if spayout_perc > 0 or spayout_addr:
            raise CommandException("Attempted to perform two conflicting "
                                   "actions with split payout! This is "
                                   "probably our fault - please contact us!")

    # Make sure arb donate addr isn't also the main addr
    if spayout_addr == address:
        raise CommandException("Split payout address must not be the same "
                               "as the main user address")

    return (set_addrs, del_addrs, pdonate_perc, spayout_perc, spayout_addr,
            spayout_curr, del_spayout_addr, anon)



[docs]def verify_message(address, curr, message, signature):
    update_dict = {'SET_ADDR': {}, 'DEL_ADDR': [], 'MAKE_ANON': False,
                   'SET_PDONATE_PERC': 0, 'SET_SPAYOUT_ADDR': False,
                   'SET_SPAYOUT_PERC': 0, 'DEL_SPAYOUT_ADDR': False,
                   'SET_SPAYOUT_CURR': False}
    stamp = False
    site = False
    try:
        lines = message.split("\t")
        for line in lines:
            parts = line.split(" ")
            if parts[0] in update_dict:
                if parts[0] == 'SET_ADDR':
                    update_dict.setdefault(parts[0], {})
                    update_dict[parts[0]][parts[1]] = parts[2]
                elif parts[0] == 'DEL_ADDR':
                    update_dict[parts[0]].append(parts[1])
                else:
                    update_dict[parts[0]] = parts[1]
            elif parts[0] == 'Only':
                site = parts[3]
            elif parts[0] == 'Generated':
                time = float(parts[2])
                stamp = datetime.datetime.utcfromtimestamp(time)
            elif parts[0] == "" or parts[0] == " ":
                parts.pop(0)
            else:
                current_app.logger.warn('User tried to use the following '
                                        'invalid command: \n{}'.format(parts[0]))
                raise CommandException("Invalid command given! Generate a new "
                                       "message & try again.")
    except (IndexError, ValueError):
        current_app.logger.info("Invalid message provided", exc_info=True)
        raise CommandException("Invalid information provided in the message "
                               "field. This could be the fault of the bug with "
                               "IE11, or the generated message has an error")
    if not stamp:
        raise CommandException("Time stamp not found in message! Generate a new"
                               " message & try again.")

    now = datetime.datetime.utcnow()
    if abs((now - stamp).seconds) > current_app.config.get('message_expiry', 90000):
        raise CommandException("Signature/Message is too old to be accepted! "
                               "Make sure your system clock is set correctly, "
                               "then generate a new message & try again.")

    if not site or site != current_app.config['site_title']:
        raise CommandException("Invalid website! Generate a new message "
                               "& try again.")

    current_app.logger.info(u"Attempting to validate message '{}' with sig '{}' for address '{}'"
                            .format(message, signature, address))

    args = validate_message_vals(address, **update_dict)

    try:
        res = curr.coinserv.verifymessage(address, signature, message.encode('utf-8').decode('unicode-escape'))
    except CoinRPCException as e:
        raise CommandException("Rejected by RPC server for reason {}!"
                               .format(e))
    except Exception:
        current_app.logger.error("Coinserver verification error!", exc_info=True)
        raise CommandException("Unable to communicate with coinserver!")

    if res:
        try:
            UserSettings.update(address, *args)
        except SQLAlchemyError:
            db.session.rollback()
            current_app.logger.error("Failed updating database with new user "
                                     "settings! Message: {}".format(message),
                                     exc_info=True)
            raise CommandException("Error saving new settings to the database!")
        else:
            db.session.commit()
    else:
        raise CommandException("Invalid signature! This is usually caused by"
                               "using the wrong address to sign the message or "
                               "not using the QT wallet. Coinserver returned {}"
                               .format(res))
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  Source code for simplecoin.config

import requests
import collections
import simplejson as json
import bz2
import time
import toml
import copy

from flask import current_app
from cryptokit.rpc import CoinserverRPC
from cryptokit.base58 import address_version
from decimal import Decimal as dec

from . import models as m
from . import (redis_conn, chains, powerpools, locations, algos, global_config,
               currencies)
from .utils import time_format
from .exceptions import (ConfigurationException, RemoteException,
                         InvalidAddressException)


[docs]class ConfigObject(dict):
    __getattr__ = dict.__getitem__
    requires = []
    defaults = dict()

    def __init__(self, bootstrap):
        super(ConfigObject, self).__init__()
        # Default settings
        self.__dict__.update(self.defaults)
        self.__dict__.update(bootstrap)
        for req in self.requires:
            if not hasattr(self, req):
                raise ConfigurationException(
                    "{} item '{}' with key {} requires {}"
                    .format(self.__class__.__name__, self, self.key, req))

    def __str__(self):
        return str(self.key)

    def __repr__(self):
        return "<{} {}>".format(self.__class__.__name__, self.key)

    def __nonzero__(self):
        return True

    __bool__ = __nonzero__

    def __gt__(self, other):
        if type(other) != type(self):
            return False
        return self.key.__gt__(other.key)

    def __ge__(self, other):
        if type(other) != type(self):
            return False
        return self.key.__ge__(other.key)

    def __le__(self, other):
        if type(other) != type(self):
            return False
        return self.key.__le__(other.key)

    def __lt__(self, other):
        if type(other) != type(self):
            return False
        return self.key.__lt__(other.key)

    def __ne__(self, other):
        if type(other) != type(self):
            return False
        return self.key.__ne__(other.key)

    def __eq__(self, other):
        if type(other) != type(self):
            return False
        return self.key.__eq__(other.key)

    def __hash__(self):
        return hash(self.key)



[docs]class Keeper(dict):
    def __init__(self, configs):
        super(Keeper, self).__init__()
        defaults = configs.pop('default', {})
        for key, cfg in configs.iteritems():
            cfg = toml.toml_merge_dict(copy.deepcopy(defaults), cfg)
            cfg['key'] = key
            typ = cfg.get('type', 'default')
            obj = self.type_map[typ](cfg)
            if key in self:
                # XXX: Make more descriptive
                raise ConfigurationException("Duplicate keys {}".format(key))
            self[obj.key] = obj



[docs]class ConfigChecker(ConfigObject):
    """
    This class provides various methods for validating config values and checks
    configuration values and makes sure they're properly filled out.

    It needs a lot of expansion :/

    Currently validates the following keys:
    pool_payout_addr
    currencies
    """

    def __init__(self, cfg, app):
        # A shim for now. This should be removed soon, as we move all global
        # config access to this object
        app.config.update(cfg)
        # Set main configuration object
        app.config_obj = self
        # Update values
        self.update(cfg)

        # Check the 'currencies' key
        currencies = self.lookup_key('currencies')
        self.check_type(currencies, collections.Mapping)

        # Objectize child config objects
        # =======================================================================
        app.locations = LocationKeeper(cfg.pop('locations'))
        app.currencies = CurrencyKeeper(cfg.pop('currencies'))
        app.powerpools = PowerPoolKeeper(cfg.pop('mining_servers'))
        app.algos = AlgoKeeper(cfg.pop('algos'))
        app.chains = ChainKeeper(cfg.pop('chains'))

        # Verify global pool payout information
        pool_curr = cfg['pool_payout_currency']
        if pool_curr not in app.currencies:
            raise ConfigurationException("Invalid pool payout currency!")
        if app.currencies[pool_curr].buyable is not True:
            raise ConfigurationException("Pool payout currency must be buyable!")
        if app.currencies[pool_curr].pool_payout_addr is None:
            raise ConfigurationException("Pool payout currency must define a pool_payout_addr!")
        self.pool_payout_currency = app.currencies[pool_curr]

[docs]    def lookup_key(self, key, nested=None):
        """ Helper method: Checks the config for the specified key and raises
        an error if not found """

        try:
            if nested is None:
                value = self[key]
            else:
                value = nested[key]
        except KeyError:
            raise ConfigurationException('Failed when looking up \'{}\' in the '
                                         'config. This key is required!'.format(key))
        else:
            return value


[docs]    def check_truthiness(self, val):
        """ Helper method: Checks a value for truthiness """
        if not val:
            raise ConfigurationException('Value \'{}\' is not truthy. This '
                                         'value is required!'.format(val))


[docs]    def check_type(self, val, obj_type):
        """ Helper method: Checks a value to make sure its the correct type """
        if not isinstance(val, obj_type):
            raise ConfigurationException("\'{}\' is not an instance of {}"
                                         .format(val, obj_type.__name__))


[docs]    def check_is_bcaddress(self, val):
        """ Helper method: Checks a value for truthiness """
        try:
            ver = address_version(val)
        except (KeyError, AttributeError):
            raise ConfigurationException("\'{}\' is not a valid bitcoin style "
                                         "address".format(val))
        return ver




[docs]class Currency(ConfigObject):
    requires = ['_algo', 'name', 'address_version', 'trans_confirmations',
                'block_time', 'block_mature_confirms']
    defaults = dict(sellable=False,
                    buyable=False,
                    merged=False,
                    minimum_payout='0.00000001',
                    coinserv={},
                    pool_payout_addr=None,
                    block_explore=None,
                    tx_explore=None
                    )

    def __init__(self, bootstrap):
        bootstrap['_algo'] = bootstrap.pop('algo', None)
        if bootstrap['_algo'] is None:
            raise ConfigurationException(
                "A currency in config.toml is missing an entry in "
                "defaults.toml! The following config may help identify it: {}"
                .format(bootstrap))

        ConfigObject.__init__(self, bootstrap)
        if self.coinserv:
            cfg = self.coinserv
            self.coinserv = CoinserverRPC(
                "http://{0}:{1}@{2}:{3}/"
                .format(cfg['username'],
                        cfg['password'],
                        cfg['address'],
                        cfg['port'],
                        pool_kwargs=dict(maxsize=bootstrap.get('maxsize', 10))))
            self.coinserv.config = cfg
        elif self.sellable or self.mineable or self.buyable:
            raise ConfigurationException(
                "Coinserver must be configured for {}!".format(self.key))

        self.sellable = bool(self.sellable)
        self.buyable = bool(self.buyable)
        self.merged = bool(self.merged)
        self.minimum_payout = dec(self.minimum_payout)

        # If a pool payout addr is specified, make sure it matches the
        # configured address version.
        if self.pool_payout_addr is not None:
            try:
                ver = address_version(self.pool_payout_addr)
            except (KeyError, AttributeError):
                ver = None
            if ver not in self.address_version:
                raise ConfigurationException(
                    "{} is not a valid {} address. Must be version {}, got version {}"
                    .format(self.pool_payout_addr, self.key, self.address_version, ver))

        # Check to make sure there is a configured pool address for
        # unsellable currencies
        if self.sellable is False and self.pool_payout_addr is None and self.mineable:
            raise ConfigurationException(
                "Unsellable currencies require a pool payout addr."
                "No valid address found for {}".format(self.key))

    @property
    def algo(self):
        return algos[self._algo]

    @property
    def pool_payout(self):
        # Get the pools payout information for this block
        global_curr = global_config.pool_payout_currency
        pool_payout = dict(address=self.pool_payout_addr,
                           currency=self,
                           user=global_curr.pool_payout_addr)
        # If this currency has no payout address, switch to global default
        if pool_payout['address'] is None:
            pool_payout['address'] = global_curr.pool_payout_addr
            pool_payout['currency'] = global_curr
            # Double check
            assert self.sellable is True, "Block is un-sellable"

        # Double check valid. Paranoid
        address_version(pool_payout['address'])
        return pool_payout



[docs]class CurrencyKeeper(Keeper):
    type_map = dict(default=Currency)

    def __init__(self, configs):
        super(CurrencyKeeper, self).__init__(configs)

        # If no mining currency is specified explicitly for username, then
        # we will use this map to lookup. It needs to be unique so there's no
        # currency ambiguity
        self.version_map = {}
        for obj in self.values():
            # Ignore currency objects that aren't setup
            if not obj.sellable and not obj.mineable and not obj.buyable:
                self.pop(obj.key)

            # Don't add to the version map if not buyable
            if not obj.buyable:
                continue

            for version in obj.address_version:
                if version in self.version_map:
                    raise ConfigurationException(
                        "Cannot have overlappting buyable address_versions."
                        "Tried to add {} for {}, but already has {}"
                        .format(version, obj, self.version_map[version]))
                self.version_map[version] = obj

    @property
    def buyable_currencies(self):
        return [c for c in self.itervalues() if c.buyable is True]

    @property
    def unbuyable_currencies(self):
        return [c for c in self.itervalues() if c.buyable is False]

    @property
    def sellable_currencies(self):
        return [c for c in self.itervalues() if c.sellable is True]

    @property
    def unsellable_currencies(self):
        return [c for c in self.itervalues() if c.sellable is False]

    @property
    def unmineable_currencies(self):
        return [c for c in self.itervalues() if c.mineable is False]

    @property
    def available_versions(self):
        versions = {}
        for v in self.itervalues():
            for version in v.address_version:
                versions.setdefault(version, [])
                versions[version].append(v)
        return versions

[docs]    def lookup_payable_addr(self, address):
        """
        Checks an address to determine if its a valid and payable(buyable)
        address. Typically used to validate a username address.
        Returns the payable currency object for that version.

        When calling this function you should always expect exceptions to be
        raised.

        !!! This function assumes that a currency will not be configured as
        buyable if there is a version conflict with another currency.

        Although it makes this assumption - it should return a consistent
        Currency obj even if configuration is incorrect
        """
        ver = self.validate_bc_address(address)

        try:
            return self.version_map[ver]
        except KeyError:
            raise InvalidAddressException(
                "Address '{}' version {} is not an buyable currency. Options are {}"
                .format(address, ver, self.buyable_currencies))


[docs]    def validate_bc_address(self, bc_address_str):
        """
        The go-to function for all your bitcoin style address validation needs.

        Expects to receive a string believed to represent a bitcoin address
        Raises appropriate errors if any checks are failed, otherwise returns a
        list of Currency objects that have the same addr version.
        """
        # First check to make sure the address contains only alphanumeric chars
        if not bc_address_str.isalnum():
            raise InvalidAddressException('Address should be alphanumeric')

        # Check to make sure str is the proper length
        if not len(bc_address_str) >= 33 or not len(bc_address_str) <= 35:
            raise InvalidAddressException('Address should be 33-35 characters long')

        # Check to see if the address can be looked up from the config
        try:
            ver = address_version(bc_address_str)
        except (AttributeError, ValueError):
            raise InvalidAddressException("Invalid")
        return ver




[docs]class Chain(ConfigObject):
    requires = ['type', 'fee_perc', '_algo', '_currencies', 'safety_margin']
    defaults = dict(block_bonus="0", currencies=[], safety_margin=2)
    max_indexes = 1000
    min_index = 0

    def __init__(self, bootstrap):
        bootstrap['_algo'] = bootstrap.pop('algo')
        bootstrap['_currencies'] = bootstrap.pop('currencies')
        bootstrap['key'] = int(bootstrap['key'])
        ConfigObject.__init__(self, bootstrap)
        self.id = self.key

        assert isinstance(self.fee_perc, basestring)
        assert isinstance(self.block_bonus, basestring)
        self.fee_perc = dec(self.fee_perc)
        self.hr_fee_perc = round(self.fee_perc * 100, 2)

    @property
    def currencies(self):
        return [currencies[curr] for curr in self._currencies]

    @property
    def algo(self):
        return algos[self._algo]

[docs]    def calc_shares(self, block_payout):
        """ Pass a block_payout object with only chain ID and blockhash
        populated and compute share amounts """
        raise NotImplementedError


    def _calc_shares(self, start_slice, target_shares=None, stop_slice=None):
        if target_shares is not None and target_shares <= 0:
            raise ValueError("Taget shares ({}) must be positive"
                             .format(target_shares))
        if target_shares is None and stop_slice is None:
            raise ValueError("Must define either a stop slice or oldest valid slice.")

        current_app.logger.info("Calculating share count with start_slice {}; stop slice {}; target_shares {}"
                                .format(start_slice, stop_slice, target_shares))

        # We want to iterate backwards through the slices until we've collected
        # the target shares, or reached the stop slice.

        # The oldest slice we want to look at is either the minimum index number,
        # or start slice minus max_indexes...
        new_stop_slice = max(self.min_index, start_slice - self.max_indexes, stop_slice)
        current_app.logger.debug("Out of min_index ({}), start_slice - max_indexes "
                                 "({}), and stop_index ({}) {} was used"
                                 .format(self.min_index, start_slice -
                                         self.max_indexes, stop_slice,
                                         new_stop_slice))
        stop_slice = new_stop_slice
        if stop_slice > start_slice:
            raise Exception("stop_slice {} cannot be greater than start_slice {}!"
                            .format(stop_slice, start_slice))

        found_shares = 0
        entry_count = 0
        users = {}
        index = 0
        decoding_time = 0.0
        retrieval_time = 0.0
        aggregation_time = 0.0
        for index in xrange(start_slice, stop_slice, -1):
            slc_key = "chain_{}_slice_{}".format(self.id, index)
            key_type = redis_conn.type(slc_key)

            # Fetch slice information
            t = time.time()
            if key_type == "list":
                slc = dict(encoding="colon_list", data=redis_conn.lrange(slc_key, 0, -1))
            elif key_type == "hash":
                slc = redis_conn.hgetall(slc_key)
            elif key_type == "none":
                continue
            else:
                raise Exception("Unexpected slice key type {}".format(key_type))
            retrieval_time += time.time() - t

            # Decode slice information
            t = time.time()
            if slc['encoding'] == "bz2json":
                serialized = bz2.decompress(slc['data'])
                entries = json.loads(serialized, use_decimal=True)
            elif slc['encoding'] == "colon_list":
                # Parse the list into proper python representation
                entries = []
                for entry in slc['data']:
                    user, shares = entry.split(":")
                    shares = dec(shares)
                    entries.append((user, shares))
            else:
                raise Exception("Unsupported slice data encoding {}"
                                .format(slc['encoding']))
            decoding_time += time.time() - t

            t = time.time()
            for user, shares in entries:
                assert isinstance(shares, (dec, int))
                if user not in users:
                    users[user] = shares
                else:
                    users[user] += shares
                entry_count += 1
                found_shares += shares
                if target_shares and found_shares >= target_shares:
                    break
            aggregation_time += time.time() - t

            if target_shares and found_shares >= target_shares:
                break

        current_app.logger.info(
            "Aggregated {:,} shares from {:,} entries for {:,} different users "
            "from slice #{:,} -> #{:,}. retrieval_time: {}; decoding_time: {}"
            " aggregation_time: {}"
            .format(found_shares, entry_count, len(users), start_slice, index,
                    time_format(retrieval_time), time_format(decoding_time),
                    time_format(aggregation_time)))

        return users



[docs]class PPLNSChain(Chain):
    requires = Chain.requires[:]
    requires.extend(['last_n'])

    def __init__(self, bootstrap):
        Chain.__init__(self, bootstrap)
        self.last_n = float(self.last_n)

[docs]    def calc_shares(self, block_payout):
        assert block_payout.chainid == self.id
        n = (block_payout.block.difficulty * (2 ** 32)) / self.algo.hashes_per_share
        target_shares = n * self.last_n
        return self._calc_shares(block_payout.solve_slice, target_shares=target_shares)




[docs]class PropChain(Chain):
[docs]    def calc_shares(self, block_payout):
        assert block_payout.chainid == self.id
        curr_block = block_payout.block
        last_block = (m.Block.query.filter_by(algo=curr_block.algo,
                                              merged=curr_block.merged,
                                              currency=curr_block.currency).
                      filter(m.Block.hash != curr_block.hash).
                      order_by(m.Block.found_at.desc())).first()
        stop_slice = 0
        if last_block:
            bps = [bp for bp in last_block.chain_payouts if bp.chainid == self.id]
            if len(bps) > 0:
                last_block_payout = bps[0]
                stop_slice = last_block_payout.solve_slice
        return self._calc_shares(block_payout.solve_slice, stop_slice=stop_slice)




[docs]class ChainKeeper(Keeper):
    type_map = {"pplns": PPLNSChain, "prop": PropChain}



[docs]class Location(ConfigObject):
    required = ['location_acronym', 'location', 'country_flag', 'address']

[docs]    def stratums_by_algo(self):
        by_algo = {}
        for strat in powerpools.itervalues():
            if strat._location == self.key:
                lst = by_algo.setdefault(strat.chain.algo, [])
                lst.append(strat)
        return by_algo




[docs]class LocationKeeper(Keeper):
    type_map = dict(default=Location)



[docs]class Algo(ConfigObject):
    defaults = dict(enabled=True)



[docs]class AlgoKeeper(Keeper):
    type_map = dict(default=Algo)

[docs]    def active_algos(self):
        return [a for a in self.itervalues() if a.enabled]




[docs]class PowerPool(ConfigObject):
    timeout = 10
    requires = ['_chain', 'port', 'address', 'monitor_address', '_location']

    def __init__(self, bootstrap):
        bootstrap['_chain'] = bootstrap.pop('chain')
        bootstrap['_location'] = bootstrap.pop('location')
        bootstrap['key'] = int(bootstrap['key'])
        ConfigObject.__init__(self, bootstrap)
        self.id = self.key

    @property
    def stratum_address(self):
        return "stratum+tcp://{}:{}".format(self.address, self.port)
    display_text = stratum_address

    __repr__ = lambda self: self.monitor_address
    __str__ = lambda self: self.monitor_address

    def __hash__(self):
        return self.key

[docs]    def request(self, url, method='GET', max_age=None, signed=True, **kwargs):
        url = "{}/{}".format(self.monitor_address.rstrip('/'), url.lstrip('/'))
        ret = requests.request(method, url, timeout=self.timeout, **kwargs)
        if ret.status_code != 200:
            raise RemoteException("Non 200 from endpoint {}: {}"
                                  .format(url, ret.text.encode('utf8')[:100]))

        current_app.logger.debug("Got {} from remote"
                                 .format(ret.text.encode('utf8')))
        try:
            return ret.json()
        except ValueError:
            raise RemoteException("Non json from endpoint {}: {}"
                                  .format(url, ret.text.encode('utf8')[:100]))


[docs]    def full_info(self):
        return ("<id {}; chain {}; location {}; monitor_address {}>"
                .format(self.key, self.chain, self.location,
                        self.monitor_address))


    @property
    def location(self):
        return locations[self._location]

    @property
    def chain(self):
        return chains[self._chain]



[docs]class PowerPoolKeeper(Keeper):
    type_map = dict(default=PowerPool)
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  Source code for sqlalchemy.orm.attributes

# orm/attributes.py
# Copyright (C) 2005-2014 the SQLAlchemy authors and contributors <see AUTHORS file>
#
# This module is part of SQLAlchemy and is released under
# the MIT License: http://www.opensource.org/licenses/mit-license.php

"""Defines instrumentation for class attributes and their interaction
with instances.

This module is usually not directly visible to user applications, but
defines a large part of the ORM's interactivity.


"""

import operator
from .. import util, event, inspection
from . import interfaces, collections, exc as orm_exc

from .base import instance_state, instance_dict, manager_of_class

from .base import PASSIVE_NO_RESULT, ATTR_WAS_SET, ATTR_EMPTY, NO_VALUE,\
            NEVER_SET, NO_CHANGE, CALLABLES_OK, SQL_OK, RELATED_OBJECT_OK,\
            INIT_OK, NON_PERSISTENT_OK, LOAD_AGAINST_COMMITTED, PASSIVE_OFF,\
            PASSIVE_RETURN_NEVER_SET, PASSIVE_NO_INITIALIZE, PASSIVE_NO_FETCH,\
            PASSIVE_NO_FETCH_RELATED, PASSIVE_ONLY_PERSISTENT
from .base import state_str, instance_str

@inspection._self_inspects
class QueryableAttribute(interfaces._MappedAttribute,
                            interfaces._InspectionAttr,
                            interfaces.PropComparator):
    """Base class for :term:`descriptor` objects that intercept
    attribute events on behalf of a :class:`.MapperProperty`
    object.  The actual :class:`.MapperProperty` is accessible
    via the :attr:`.QueryableAttribute.property`
    attribute.


    .. seealso::

        :class:`.InstrumentedAttribute`

        :class:`.MapperProperty`

        :attr:`.Mapper.all_orm_descriptors`

        :attr:`.Mapper.attrs`
    """

    is_attribute = True

    def __init__(self, class_, key, impl=None,
                        comparator=None, parententity=None,
                        of_type=None):
        self.class_ = class_
        self.key = key
        self.impl = impl
        self.comparator = comparator
        self._parententity = parententity
        self._of_type = of_type

        manager = manager_of_class(class_)
        # manager is None in the case of AliasedClass
        if manager:
            # propagate existing event listeners from
            # immediate superclass
            for base in manager._bases:
                if key in base:
                    self.dispatch._update(base[key].dispatch)

    @util.memoized_property
    def _supports_population(self):
        return self.impl.supports_population

    def get_history(self, instance, passive=PASSIVE_OFF):
        return self.impl.get_history(instance_state(instance),
                                        instance_dict(instance), passive)

    def __selectable__(self):
        # TODO: conditionally attach this method based on clause_element ?
        return self


    @util.memoized_property
    def info(self):
        """Return the 'info' dictionary for the underlying SQL element.

        The behavior here is as follows:

        * If the attribute is a column-mapped property, i.e.
          :class:`.ColumnProperty`, which is mapped directly
          to a schema-level :class:`.Column` object, this attribute
          will return the :attr:`.SchemaItem.info` dictionary associated
          with the core-level :class:`.Column` object.

        * If the attribute is a :class:`.ColumnProperty` but is mapped to
          any other kind of SQL expression other than a :class:`.Column`,
          the attribute will refer to the :attr:`.MapperProperty.info` dictionary
          associated directly with the :class:`.ColumnProperty`, assuming the SQL
          expression itself does not have it's own ``.info`` attribute
          (which should be the case, unless a user-defined SQL construct
          has defined one).

        * If the attribute refers to any other kind of :class:`.MapperProperty`,
          including :class:`.RelationshipProperty`, the attribute will refer
          to the :attr:`.MapperProperty.info` dictionary associated with
          that :class:`.MapperProperty`.

        * To access the :attr:`.MapperProperty.info` dictionary of the :class:`.MapperProperty`
          unconditionally, including for a :class:`.ColumnProperty` that's
          associated directly with a :class:`.schema.Column`, the attribute
          can be referred to using :attr:`.QueryableAttribute.property`
          attribute, as ``MyClass.someattribute.property.info``.

        .. versionadded:: 0.8.0

        .. seealso::

            :attr:`.SchemaItem.info`

            :attr:`.MapperProperty.info`

        """
        return self.comparator.info

    @util.memoized_property
    def parent(self):
        """Return an inspection instance representing the parent.

        This will be either an instance of :class:`.Mapper`
        or :class:`.AliasedInsp`, depending upon the nature
        of the parent entity which this attribute is associated
        with.

        """
        return inspection.inspect(self._parententity)

    @property
    def expression(self):
        return self.comparator.__clause_element__()

    def __clause_element__(self):
        return self.comparator.__clause_element__()

    def _query_clause_element(self):
        """like __clause_element__(), but called specifically
        by :class:`.Query` to allow special behavior."""

        return self.comparator._query_clause_element()

    def adapt_to_entity(self, adapt_to_entity):
        assert not self._of_type
        return self.__class__(adapt_to_entity.entity, self.key, impl=self.impl,
                           comparator=self.comparator.adapt_to_entity(adapt_to_entity),
                           parententity=adapt_to_entity)

    def of_type(self, cls):
        return QueryableAttribute(
                    self.class_,
                    self.key,
                    self.impl,
                    self.comparator.of_type(cls),
                    self._parententity,
                    of_type=cls)

    def label(self, name):
        return self._query_clause_element().label(name)

    def operate(self, op, *other, **kwargs):
        return op(self.comparator, *other, **kwargs)

    def reverse_operate(self, op, other, **kwargs):
        return op(other, self.comparator, **kwargs)

    def hasparent(self, state, optimistic=False):
        return self.impl.hasparent(state, optimistic=optimistic) is not False

    def __getattr__(self, key):
        try:
            return getattr(self.comparator, key)
        except AttributeError:
            raise AttributeError(
                    'Neither %r object nor %r object associated with %s '
                    'has an attribute %r' % (
                    type(self).__name__,
                    type(self.comparator).__name__,
                    self,
                    key)
            )

    def __str__(self):
        return "%s.%s" % (self.class_.__name__, self.key)

    @util.memoized_property
    def property(self):
        """Return the :class:`.MapperProperty` associated with this
        :class:`.QueryableAttribute`.


        Return values here will commonly be instances of
        :class:`.ColumnProperty` or :class:`.RelationshipProperty`.


        """
        return self.comparator.property


class InstrumentedAttribute(QueryableAttribute):
    """Class bound instrumented attribute which adds basic
    :term:`descriptor` methods.

    See :class:`.QueryableAttribute` for a description of most features.


    """

    def __set__(self, instance, value):
        self.impl.set(instance_state(instance),
                        instance_dict(instance), value, None)

    def __delete__(self, instance):
        self.impl.delete(instance_state(instance), instance_dict(instance))

    def __get__(self, instance, owner):
        if instance is None:
            return self

        dict_ = instance_dict(instance)
        if self._supports_population and self.key in dict_:
            return dict_[self.key]
        else:
            return self.impl.get(instance_state(instance), dict_)


def create_proxied_attribute(descriptor):
    """Create an QueryableAttribute / user descriptor hybrid.

    Returns a new QueryableAttribute type that delegates descriptor
    behavior and getattr() to the given descriptor.
    """

    # TODO: can move this to descriptor_props if the need for this
    # function is removed from ext/hybrid.py

    class Proxy(QueryableAttribute):
        """Presents the :class:`.QueryableAttribute` interface as a
        proxy on top of a Python descriptor / :class:`.PropComparator`
        combination.

        """

        def __init__(self, class_, key, descriptor,
                                comparator,
                                adapt_to_entity=None, doc=None,
                                original_property=None):
            self.class_ = class_
            self.key = key
            self.descriptor = descriptor
            self.original_property = original_property
            self._comparator = comparator
            self._adapt_to_entity = adapt_to_entity
            self.__doc__ = doc

        @property
        def property(self):
            return self.comparator.property

        @util.memoized_property
        def comparator(self):
            if util.callable(self._comparator):
                self._comparator = self._comparator()
            if self._adapt_to_entity:
                self._comparator = self._comparator.adapt_to_entity(
                                    self._adapt_to_entity)
            return self._comparator

        def adapt_to_entity(self, adapt_to_entity):
            return self.__class__(adapt_to_entity.entity, self.key, self.descriptor,
                                       self._comparator,
                                       adapt_to_entity)

        def __get__(self, instance, owner):
            if instance is None:
                return self
            else:
                return self.descriptor.__get__(instance, owner)

        def __str__(self):
            return "%s.%s" % (self.class_.__name__, self.key)

        def __getattr__(self, attribute):
            """Delegate __getattr__ to the original descriptor and/or
            comparator."""

            try:
                return getattr(descriptor, attribute)
            except AttributeError:
                try:
                    return getattr(self.comparator, attribute)
                except AttributeError:
                    raise AttributeError(
                        'Neither %r object nor %r object associated with %s '
                        'has an attribute %r' % (
                    type(descriptor).__name__,
                    type(self.comparator).__name__,
                    self,
                    attribute)
                    )

    Proxy.__name__ = type(descriptor).__name__ + 'Proxy'

    util.monkeypatch_proxied_specials(Proxy, type(descriptor),
                                      name='descriptor',
                                      from_instance=descriptor)
    return Proxy

OP_REMOVE = util.symbol("REMOVE")
OP_APPEND = util.symbol("APPEND")
OP_REPLACE = util.symbol("REPLACE")

class Event(object):
    """A token propagated throughout the course of a chain of attribute
    events.

    Serves as an indicator of the source of the event and also provides
    a means of controlling propagation across a chain of attribute
    operations.

    The :class:`.Event` object is sent as the ``initiator`` argument
    when dealing with the :meth:`.AttributeEvents.append`,
    :meth:`.AttributeEvents.set`,
    and :meth:`.AttributeEvents.remove` events.

    The :class:`.Event` object is currently interpreted by the backref
    event handlers, and is used to control the propagation of operations
    across two mutually-dependent attributes.

    .. versionadded:: 0.9.0

    """

    impl = None
    """The :class:`.AttributeImpl` which is the current event initiator.
    """

    op = None
    """The symbol :attr:`.OP_APPEND`, :attr:`.OP_REMOVE` or :attr:`.OP_REPLACE`,
    indicating the source operation.

    """

    def __init__(self, attribute_impl, op):
        self.impl = attribute_impl
        self.op = op
        self.parent_token = self.impl.parent_token


    @property
    def key(self):
        return self.impl.key

    def hasparent(self, state):
        return self.impl.hasparent(state)

class AttributeImpl(object):
    """internal implementation for instrumented attributes."""

    def __init__(self, class_, key,
                    callable_, dispatch, trackparent=False, extension=None,
                    compare_function=None, active_history=False,
                    parent_token=None, expire_missing=True,
                    send_modified_events=True,
                    **kwargs):
        """Construct an AttributeImpl.

        \class_
          associated class

        key
          string name of the attribute

        \callable_
          optional function which generates a callable based on a parent
          instance, which produces the "default" values for a scalar or
          collection attribute when it's first accessed, if not present
          already.

        trackparent
          if True, attempt to track if an instance has a parent attached
          to it via this attribute.

        extension
          a single or list of AttributeExtension object(s) which will
          receive set/delete/append/remove/etc. events.  Deprecated.
          The event package is now used.

        compare_function
          a function that compares two values which are normally
          assignable to this attribute.

        active_history
          indicates that get_history() should always return the "old" value,
          even if it means executing a lazy callable upon attribute change.

        parent_token
          Usually references the MapperProperty, used as a key for
          the hasparent() function to identify an "owning" attribute.
          Allows multiple AttributeImpls to all match a single
          owner attribute.

        expire_missing
          if False, don't add an "expiry" callable to this attribute
          during state.expire_attributes(None), if no value is present
          for this key.

        send_modified_events
          if False, the InstanceState._modified_event method will have no effect;
          this means the attribute will never show up as changed in a
          history entry.
        """
        self.class_ = class_
        self.key = key
        self.callable_ = callable_
        self.dispatch = dispatch
        self.trackparent = trackparent
        self.parent_token = parent_token or self
        self.send_modified_events = send_modified_events
        if compare_function is None:
            self.is_equal = operator.eq
        else:
            self.is_equal = compare_function

        # TODO: pass in the manager here
        # instead of doing a lookup
        attr = manager_of_class(class_)[key]

        for ext in util.to_list(extension or []):
            ext._adapt_listener(attr, ext)

        if active_history:
            self.dispatch._active_history = True

        self.expire_missing = expire_missing

    def __str__(self):
        return "%s.%s" % (self.class_.__name__, self.key)

    def _get_active_history(self):
        """Backwards compat for impl.active_history"""

        return self.dispatch._active_history

    def _set_active_history(self, value):
        self.dispatch._active_history = value

    active_history = property(_get_active_history, _set_active_history)

    def hasparent(self, state, optimistic=False):
        """Return the boolean value of a `hasparent` flag attached to
        the given state.

        The `optimistic` flag determines what the default return value
        should be if no `hasparent` flag can be located.

        As this function is used to determine if an instance is an
        *orphan*, instances that were loaded from storage should be
        assumed to not be orphans, until a True/False value for this
        flag is set.

        An instance attribute that is loaded by a callable function
        will also not have a `hasparent` flag.

        """
        msg = "This AttributeImpl is not configured to track parents."
        assert self.trackparent, msg

        return state.parents.get(id(self.parent_token), optimistic) \
                is not False

    def sethasparent(self, state, parent_state, value):
        """Set a boolean flag on the given item corresponding to
        whether or not it is attached to a parent object via the
        attribute represented by this ``InstrumentedAttribute``.

        """
        msg = "This AttributeImpl is not configured to track parents."
        assert self.trackparent, msg

        id_ = id(self.parent_token)
        if value:
            state.parents[id_] = parent_state
        else:
            if id_ in state.parents:
                last_parent = state.parents[id_]

                if last_parent is not False and \
                    last_parent.key != parent_state.key:

                    if last_parent.obj() is None:
                        raise orm_exc.StaleDataError(
                            "Removing state %s from parent "
                            "state %s along attribute '%s', "
                            "but the parent record "
                            "has gone stale, can't be sure this "
                            "is the most recent parent." %
                            (state_str(state),
                            state_str(parent_state),
                            self.key))

                    return

            state.parents[id_] = False

    def set_callable(self, state, callable_):
        """Set a callable function for this attribute on the given object.

        This callable will be executed when the attribute is next
        accessed, and is assumed to construct part of the instances
        previously stored state. When its value or values are loaded,
        they will be established as part of the instance's *committed
        state*.  While *trackparent* information will be assembled for
        these instances, attribute-level event handlers will not be
        fired.

        The callable overrides the class level callable set in the
        ``InstrumentedAttribute`` constructor.

        """
        state.callables[self.key] = callable_

    def get_history(self, state, dict_, passive=PASSIVE_OFF):
        raise NotImplementedError()

    def get_all_pending(self, state, dict_):
        """Return a list of tuples of (state, obj)
        for all objects in this attribute's current state
        + history.

        Only applies to object-based attributes.

        This is an inlining of existing functionality
        which roughly corresponds to:

            get_state_history(
                        state,
                        key,
                        passive=PASSIVE_NO_INITIALIZE).sum()

        """
        raise NotImplementedError()

    def initialize(self, state, dict_):
        """Initialize the given state's attribute with an empty value."""

        dict_[self.key] = None
        return None

    def get(self, state, dict_, passive=PASSIVE_OFF):
        """Retrieve a value from the given object.
        If a callable is assembled on this object's attribute, and
        passive is False, the callable will be executed and the
        resulting value will be set as the new value for this attribute.
        """
        if self.key in dict_:
            return dict_[self.key]
        else:
            # if history present, don't load
            key = self.key
            if key not in state.committed_state or \
                state.committed_state[key] is NEVER_SET:
                if not passive & CALLABLES_OK:
                    return PASSIVE_NO_RESULT

                if key in state.callables:
                    callable_ = state.callables[key]
                    value = callable_(state, passive)
                elif self.callable_:
                    value = self.callable_(state, passive)
                else:
                    value = ATTR_EMPTY

                if value is PASSIVE_NO_RESULT or value is NEVER_SET:
                    return value
                elif value is ATTR_WAS_SET:
                    try:
                        return dict_[key]
                    except KeyError:
                        # TODO: no test coverage here.
                        raise KeyError(
                                "Deferred loader for attribute "
                                "%r failed to populate "
                                "correctly" % key)
                elif value is not ATTR_EMPTY:
                    return self.set_committed_value(state, dict_, value)

            if not passive & INIT_OK:
                return NEVER_SET
            else:
                # Return a new, empty value
                return self.initialize(state, dict_)

    def append(self, state, dict_, value, initiator, passive=PASSIVE_OFF):
        self.set(state, dict_, value, initiator, passive=passive)

    def remove(self, state, dict_, value, initiator, passive=PASSIVE_OFF):
        self.set(state, dict_, None, initiator,
                    passive=passive, check_old=value)

    def pop(self, state, dict_, value, initiator, passive=PASSIVE_OFF):
        self.set(state, dict_, None, initiator,
                    passive=passive, check_old=value, pop=True)

    def set(self, state, dict_, value, initiator,
                passive=PASSIVE_OFF, check_old=None, pop=False):
        raise NotImplementedError()

    def get_committed_value(self, state, dict_, passive=PASSIVE_OFF):
        """return the unchanged value of this attribute"""

        if self.key in state.committed_state:
            value = state.committed_state[self.key]
            if value is NO_VALUE:
                return None
            else:
                return value
        else:
            return self.get(state, dict_, passive=passive)

    def set_committed_value(self, state, dict_, value):
        """set an attribute value on the given instance and 'commit' it."""

        dict_[self.key] = value
        state._commit(dict_, [self.key])
        return value


class ScalarAttributeImpl(AttributeImpl):
    """represents a scalar value-holding InstrumentedAttribute."""

    accepts_scalar_loader = True
    uses_objects = False
    supports_population = True
    collection = False

    def delete(self, state, dict_):

        # TODO: catch key errors, convert to attributeerror?
        if self.dispatch._active_history:
            old = self.get(state, dict_, PASSIVE_RETURN_NEVER_SET)
        else:
            old = dict_.get(self.key, NO_VALUE)

        if self.dispatch.remove:
            self.fire_remove_event(state, dict_, old, self._remove_token)
        state._modified_event(dict_, self, old)
        del dict_[self.key]

    def get_history(self, state, dict_, passive=PASSIVE_OFF):
        if self.key in dict_:
            return History.from_scalar_attribute(self, state, dict_[self.key])
        else:
            if passive & INIT_OK:
                passive ^= INIT_OK
            current = self.get(state, dict_, passive=passive)
            if current is PASSIVE_NO_RESULT:
                return HISTORY_BLANK
            else:
                return History.from_scalar_attribute(self, state, current)

    def set(self, state, dict_, value, initiator,
                passive=PASSIVE_OFF, check_old=None, pop=False):
        if self.dispatch._active_history:
            old = self.get(state, dict_, PASSIVE_RETURN_NEVER_SET)
        else:
            old = dict_.get(self.key, NO_VALUE)

        if self.dispatch.set:
            value = self.fire_replace_event(state, dict_,
                                                value, old, initiator)
        state._modified_event(dict_, self, old)
        dict_[self.key] = value

    @util.memoized_property
    def _replace_token(self):
        return Event(self, OP_REPLACE)

    @util.memoized_property
    def _append_token(self):
        return Event(self, OP_REPLACE)

    @util.memoized_property
    def _remove_token(self):
        return Event(self, OP_REMOVE)

    def fire_replace_event(self, state, dict_, value, previous, initiator):
        for fn in self.dispatch.set:
            value = fn(state, value, previous, initiator or self._replace_token)
        return value

    def fire_remove_event(self, state, dict_, value, initiator):
        for fn in self.dispatch.remove:
            fn(state, value, initiator or self._remove_token)

    @property
    def type(self):
        self.property.columns[0].type


class ScalarObjectAttributeImpl(ScalarAttributeImpl):
    """represents a scalar-holding InstrumentedAttribute,
       where the target object is also instrumented.

       Adds events to delete/set operations.

    """

    accepts_scalar_loader = False
    uses_objects = True
    supports_population = True
    collection = False

    def delete(self, state, dict_):
        old = self.get(state, dict_)
        self.fire_remove_event(state, dict_, old, self._remove_token)
        del dict_[self.key]

    def get_history(self, state, dict_, passive=PASSIVE_OFF):
        if self.key in dict_:
            return History.from_object_attribute(self, state, dict_[self.key])
        else:
            if passive & INIT_OK:
                passive ^= INIT_OK
            current = self.get(state, dict_, passive=passive)
            if current is PASSIVE_NO_RESULT:
                return HISTORY_BLANK
            else:
                return History.from_object_attribute(self, state, current)

    def get_all_pending(self, state, dict_):
        if self.key in dict_:
            current = dict_[self.key]
            if current is not None:
                ret = [(instance_state(current), current)]
            else:
                ret = [(None, None)]

            if self.key in state.committed_state:
                original = state.committed_state[self.key]
                if original not in (NEVER_SET, PASSIVE_NO_RESULT, None) and \
                    original is not current:

                    ret.append((instance_state(original), original))
            return ret
        else:
            return []

    def set(self, state, dict_, value, initiator,
                passive=PASSIVE_OFF, check_old=None, pop=False):
        """Set a value on the given InstanceState.

        """
        if self.dispatch._active_history:
            old = self.get(state, dict_, passive=PASSIVE_ONLY_PERSISTENT)
        else:
            old = self.get(state, dict_, passive=PASSIVE_NO_FETCH)

        if check_old is not None and \
             old is not PASSIVE_NO_RESULT and \
             check_old is not old:
            if pop:
                return
            else:
                raise ValueError(
                    "Object %s not associated with %s on attribute '%s'" % (
                    instance_str(check_old),
                   state_str(state),
                   self.key
                ))
        value = self.fire_replace_event(state, dict_, value, old, initiator)
        dict_[self.key] = value


    def fire_remove_event(self, state, dict_, value, initiator):
        if self.trackparent and value is not None:
            self.sethasparent(instance_state(value), state, False)

        for fn in self.dispatch.remove:
            fn(state, value, initiator or self._remove_token)

        state._modified_event(dict_, self, value)

    def fire_replace_event(self, state, dict_, value, previous, initiator):
        if self.trackparent:
            if (previous is not value and
                previous is not None and
                previous is not PASSIVE_NO_RESULT):
                self.sethasparent(instance_state(previous), state, False)

        for fn in self.dispatch.set:
            value = fn(state, value, previous, initiator or self._replace_token)

        state._modified_event(dict_, self, previous)

        if self.trackparent:
            if value is not None:
                self.sethasparent(instance_state(value), state, True)

        return value


class CollectionAttributeImpl(AttributeImpl):
    """A collection-holding attribute that instruments changes in membership.

    Only handles collections of instrumented objects.

    InstrumentedCollectionAttribute holds an arbitrary, user-specified
    container object (defaulting to a list) and brokers access to the
    CollectionAdapter, a "view" onto that object that presents consistent bag
    semantics to the orm layer independent of the user data implementation.

    """
    accepts_scalar_loader = False
    uses_objects = True
    supports_population = True
    collection = True

    def __init__(self, class_, key, callable_, dispatch,
                    typecallable=None, trackparent=False, extension=None,
                    copy_function=None, compare_function=None, **kwargs):
        super(CollectionAttributeImpl, self).__init__(
                                            class_,
                                            key,
                                            callable_, dispatch,
                                            trackparent=trackparent,
                                            extension=extension,
                                            compare_function=compare_function,
                                            **kwargs)

        if copy_function is None:
            copy_function = self.__copy
        self.copy = copy_function
        self.collection_factory = typecallable

    def __copy(self, item):
        return [y for y in collections.collection_adapter(item)]

    def get_history(self, state, dict_, passive=PASSIVE_OFF):
        current = self.get(state, dict_, passive=passive)
        if current is PASSIVE_NO_RESULT:
            return HISTORY_BLANK
        else:
            return History.from_collection(self, state, current)

    def get_all_pending(self, state, dict_):
        if self.key not in dict_:
            return []

        current = dict_[self.key]
        current = getattr(current, '_sa_adapter')

        if self.key in state.committed_state:
            original = state.committed_state[self.key]
            if original not in (NO_VALUE, NEVER_SET):
                current_states = [((c is not None) and
                                    instance_state(c) or None, c)
                                    for c in current]
                original_states = [((c is not None) and
                                    instance_state(c) or None, c)
                                    for c in original]

                current_set = dict(current_states)
                original_set = dict(original_states)

                return \
                    [(s, o) for s, o in current_states
                        if s not in original_set] + \
                    [(s, o) for s, o in current_states
                        if s in original_set] + \
                    [(s, o) for s, o in original_states
                        if s not in current_set]

        return [(instance_state(o), o) for o in current]

    @util.memoized_property
    def _append_token(self):
        return Event(self, OP_APPEND)

    @util.memoized_property
    def _remove_token(self):
        return Event(self, OP_REMOVE)

    def fire_append_event(self, state, dict_, value, initiator):
        for fn in self.dispatch.append:
            value = fn(state, value, initiator or self._append_token)

        state._modified_event(dict_, self, NEVER_SET, True)

        if self.trackparent and value is not None:
            self.sethasparent(instance_state(value), state, True)

        return value

    def fire_pre_remove_event(self, state, dict_, initiator):
        state._modified_event(dict_, self, NEVER_SET, True)

    def fire_remove_event(self, state, dict_, value, initiator):
        if self.trackparent and value is not None:
            self.sethasparent(instance_state(value), state, False)

        for fn in self.dispatch.remove:
            fn(state, value, initiator or self._remove_token)

        state._modified_event(dict_, self, NEVER_SET, True)

    def delete(self, state, dict_):
        if self.key not in dict_:
            return

        state._modified_event(dict_, self, NEVER_SET, True)

        collection = self.get_collection(state, state.dict)
        collection.clear_with_event()
        # TODO: catch key errors, convert to attributeerror?
        del dict_[self.key]

    def initialize(self, state, dict_):
        """Initialize this attribute with an empty collection."""

        _, user_data = self._initialize_collection(state)
        dict_[self.key] = user_data
        return user_data

    def _initialize_collection(self, state):
        return state.manager.initialize_collection(
            self.key, state, self.collection_factory)

    def append(self, state, dict_, value, initiator, passive=PASSIVE_OFF):
        collection = self.get_collection(state, dict_, passive=passive)
        if collection is PASSIVE_NO_RESULT:
            value = self.fire_append_event(state, dict_, value, initiator)
            assert self.key not in dict_, \
                    "Collection was loaded during event handling."
            state._get_pending_mutation(self.key).append(value)
        else:
            collection.append_with_event(value, initiator)

    def remove(self, state, dict_, value, initiator, passive=PASSIVE_OFF):
        collection = self.get_collection(state, state.dict, passive=passive)
        if collection is PASSIVE_NO_RESULT:
            self.fire_remove_event(state, dict_, value, initiator)
            assert self.key not in dict_, \
                    "Collection was loaded during event handling."
            state._get_pending_mutation(self.key).remove(value)
        else:
            collection.remove_with_event(value, initiator)

    def pop(self, state, dict_, value, initiator, passive=PASSIVE_OFF):
        try:
            # TODO: better solution here would be to add
            # a "popper" role to collections.py to complement
            # "remover".
            self.remove(state, dict_, value, initiator, passive=passive)
        except (ValueError, KeyError, IndexError):
            pass

    def set(self, state, dict_, value, initiator,
                    passive=PASSIVE_OFF, pop=False):
        """Set a value on the given object.

        """

        self._set_iterable(
            state, dict_, value,
            lambda adapter, i: adapter.adapt_like_to_iterable(i))

    def _set_iterable(self, state, dict_, iterable, adapter=None):
        """Set a collection value from an iterable of state-bearers.

        ``adapter`` is an optional callable invoked with a CollectionAdapter
        and the iterable.  Should return an iterable of state-bearing
        instances suitable for appending via a CollectionAdapter.  Can be used
        for, e.g., adapting an incoming dictionary into an iterator of values
        rather than keys.

        """
        # pulling a new collection first so that an adaptation exception does
        # not trigger a lazy load of the old collection.
        new_collection, user_data = self._initialize_collection(state)
        if adapter:
            new_values = list(adapter(new_collection, iterable))
        else:
            new_values = list(iterable)

        old = self.get(state, dict_, passive=PASSIVE_ONLY_PERSISTENT)
        if old is PASSIVE_NO_RESULT:
            old = self.initialize(state, dict_)
        elif old is iterable:
            # ignore re-assignment of the current collection, as happens
            # implicitly with in-place operators (foo.collection |= other)
            return

        # place a copy of "old" in state.committed_state
        state._modified_event(dict_, self, old, True)

        old_collection = getattr(old, '_sa_adapter')

        dict_[self.key] = user_data

        collections.bulk_replace(new_values, old_collection, new_collection)
        old_collection.unlink(old)

    def _invalidate_collection(self, collection):
        adapter = getattr(collection, '_sa_adapter')
        adapter.invalidated = True

    def set_committed_value(self, state, dict_, value):
        """Set an attribute value on the given instance and 'commit' it."""

        collection, user_data = self._initialize_collection(state)

        if value:
            collection.append_multiple_without_event(value)

        state.dict[self.key] = user_data

        state._commit(dict_, [self.key])

        if self.key in state._pending_mutations:
            # pending items exist.  issue a modified event,
            # add/remove new items.
            state._modified_event(dict_, self, user_data, True)

            pending = state._pending_mutations.pop(self.key)
            added = pending.added_items
            removed = pending.deleted_items
            for item in added:
                collection.append_without_event(item)
            for item in removed:
                collection.remove_without_event(item)

        return user_data

    def get_collection(self, state, dict_,
                            user_data=None, passive=PASSIVE_OFF):
        """Retrieve the CollectionAdapter associated with the given state.

        Creates a new CollectionAdapter if one does not exist.

        """
        if user_data is None:
            user_data = self.get(state, dict_, passive=passive)
            if user_data is PASSIVE_NO_RESULT:
                return user_data

        return getattr(user_data, '_sa_adapter')


def backref_listeners(attribute, key, uselist):
    """Apply listeners to synchronize a two-way relationship."""

    # use easily recognizable names for stack traces

    parent_token = attribute.impl.parent_token
    parent_impl = attribute.impl

    def _acceptable_key_err(child_state, initiator, child_impl):
        raise ValueError(
            "Bidirectional attribute conflict detected: "
            'Passing object %s to attribute "%s" '
            'triggers a modify event on attribute "%s" '
            'via the backref "%s".' % (
                state_str(child_state),
                initiator.parent_token,
                child_impl.parent_token,
                attribute.impl.parent_token
            )
        )

    def emit_backref_from_scalar_set_event(state, child, oldchild, initiator):
        if oldchild is child:
            return child
        if oldchild is not None and oldchild is not PASSIVE_NO_RESULT:
            # With lazy=None, there's no guarantee that the full collection is
            # present when updating via a backref.
            old_state, old_dict = instance_state(oldchild),\
                                    instance_dict(oldchild)
            impl = old_state.manager[key].impl

            if initiator.impl is not impl or \
                    initiator.op not in (OP_REPLACE, OP_REMOVE):
                impl.pop(old_state,
                            old_dict,
                            state.obj(),
                            parent_impl._append_token,
                            passive=PASSIVE_NO_FETCH)

        if child is not None:
            child_state, child_dict = instance_state(child),\
                                        instance_dict(child)
            child_impl = child_state.manager[key].impl
            if initiator.parent_token is not parent_token and \
                    initiator.parent_token is not child_impl.parent_token:
                _acceptable_key_err(state, initiator, child_impl)
            elif initiator.impl is not child_impl or \
                    initiator.op not in (OP_APPEND, OP_REPLACE):
                child_impl.append(
                                    child_state,
                                    child_dict,
                                    state.obj(),
                                    initiator,
                                    passive=PASSIVE_NO_FETCH)
        return child

    def emit_backref_from_collection_append_event(state, child, initiator):
        if child is None:
            return

        child_state, child_dict = instance_state(child), \
                                    instance_dict(child)
        child_impl = child_state.manager[key].impl

        if initiator.parent_token is not parent_token and \
                initiator.parent_token is not child_impl.parent_token:
            _acceptable_key_err(state, initiator, child_impl)
        elif initiator.impl is not child_impl or \
                initiator.op not in (OP_APPEND, OP_REPLACE):
            child_impl.append(
                                child_state,
                                child_dict,
                                state.obj(),
                                initiator,
                                passive=PASSIVE_NO_FETCH)
        return child

    def emit_backref_from_collection_remove_event(state, child, initiator):
        if child is not None:
            child_state, child_dict = instance_state(child),\
                                        instance_dict(child)
            child_impl = child_state.manager[key].impl
            if initiator.impl is not child_impl or \
                    initiator.op not in (OP_REMOVE, OP_REPLACE):
                child_impl.pop(
                                child_state,
                                child_dict,
                                state.obj(),
                                initiator,
                                passive=PASSIVE_NO_FETCH)

    if uselist:
        event.listen(attribute, "append",
                    emit_backref_from_collection_append_event,
                    retval=True, raw=True)
    else:
        event.listen(attribute, "set",
                    emit_backref_from_scalar_set_event,
                    retval=True, raw=True)
    # TODO: need coverage in test/orm/ of remove event
    event.listen(attribute, "remove",
                    emit_backref_from_collection_remove_event,
                    retval=True, raw=True)

_NO_HISTORY = util.symbol('NO_HISTORY')
_NO_STATE_SYMBOLS = frozenset([
                        id(PASSIVE_NO_RESULT),
                        id(NO_VALUE),
                        id(NEVER_SET)])

History = util.namedtuple("History", [
        "added", "unchanged", "deleted"
    ])


class History(History):
    """A 3-tuple of added, unchanged and deleted values,
    representing the changes which have occurred on an instrumented
    attribute.

    The easiest way to get a :class:`.History` object for a particular
    attribute on an object is to use the :func:`.inspect` function::

        from sqlalchemy import inspect

        hist = inspect(myobject).attrs.myattribute.history

    Each tuple member is an iterable sequence:

    * ``added`` - the collection of items added to the attribute (the first
      tuple element).

    * ``unchanged`` - the collection of items that have not changed on the
      attribute (the second tuple element).

    * ``deleted`` - the collection of items that have been removed from the
      attribute (the third tuple element).

    """

    def __bool__(self):
        return self != HISTORY_BLANK
    __nonzero__ = __bool__

    def empty(self):
        """Return True if this :class:`.History` has no changes
        and no existing, unchanged state.

        """

        return not bool(
                        (self.added or self.deleted)
                        or self.unchanged and self.unchanged != [None]
                    )

    def sum(self):
        """Return a collection of added + unchanged + deleted."""

        return (self.added or []) +\
                (self.unchanged or []) +\
                (self.deleted or [])

    def non_deleted(self):
        """Return a collection of added + unchanged."""

        return (self.added or []) +\
                (self.unchanged or [])

    def non_added(self):
        """Return a collection of unchanged + deleted."""

        return (self.unchanged or []) +\
                (self.deleted or [])

    def has_changes(self):
        """Return True if this :class:`.History` has changes."""

        return bool(self.added or self.deleted)

    def as_state(self):
        return History(
            [(c is not None)
             and instance_state(c) or None
             for c in self.added],
            [(c is not None)
             and instance_state(c) or None
             for c in self.unchanged],
            [(c is not None)
             and instance_state(c) or None
             for c in self.deleted],
            )

    @classmethod
    def from_scalar_attribute(cls, attribute, state, current):
        original = state.committed_state.get(attribute.key, _NO_HISTORY)

        if original is _NO_HISTORY:
            if current is NEVER_SET:
                return cls((), (), ())
            else:
                return cls((), [current], ())
        # don't let ClauseElement expressions here trip things up
        elif attribute.is_equal(current, original) is True:
            return cls((), [current], ())
        else:
            # current convention on native scalars is to not
            # include information
            # about missing previous value in "deleted", but
            # we do include None, which helps in some primary
            # key situations
            if id(original) in _NO_STATE_SYMBOLS:
                deleted = ()
            else:
                deleted = [original]
            if current is NEVER_SET:
                return cls((), (), deleted)
            else:
                return cls([current], (), deleted)

    @classmethod
    def from_object_attribute(cls, attribute, state, current):
        original = state.committed_state.get(attribute.key, _NO_HISTORY)

        if original is _NO_HISTORY:
            if current is NO_VALUE or current is NEVER_SET:
                return cls((), (), ())
            else:
                return cls((), [current], ())
        elif current is original:
            return cls((), [current], ())
        else:
            # current convention on related objects is to not
            # include information
            # about missing previous value in "deleted", and
            # to also not include None - the dependency.py rules
            # ignore the None in any case.
            if id(original) in _NO_STATE_SYMBOLS or original is None:
                deleted = ()
            else:
                deleted = [original]
            if current is NO_VALUE or current is NEVER_SET:
                return cls((), (), deleted)
            else:
                return cls([current], (), deleted)

    @classmethod
    def from_collection(cls, attribute, state, current):
        original = state.committed_state.get(attribute.key, _NO_HISTORY)

        if current is NO_VALUE or current is NEVER_SET:
            return cls((), (), ())

        current = getattr(current, '_sa_adapter')
        if original in (NO_VALUE, NEVER_SET):
            return cls(list(current), (), ())
        elif original is _NO_HISTORY:
            return cls((), list(current), ())
        else:

            current_states = [((c is not None) and instance_state(c)
                                or None, c)
                                for c in current
                                ]
            original_states = [((c is not None) and instance_state(c)
                                or None, c)
                                for c in original
                                ]

            current_set = dict(current_states)
            original_set = dict(original_states)

            return cls(
                [o for s, o in current_states if s not in original_set],
                [o for s, o in current_states if s in original_set],
                [o for s, o in original_states if s not in current_set]
            )

HISTORY_BLANK = History(None, None, None)


def get_history(obj, key, passive=PASSIVE_OFF):
    """Return a :class:`.History` record for the given object
    and attribute key.

    :param obj: an object whose class is instrumented by the
      attributes package.

    :param key: string attribute name.

    :param passive: indicates loading behavior for the attribute
       if the value is not already present.   This is a
       bitflag attribute, which defaults to the symbol
       :attr:`.PASSIVE_OFF` indicating all necessary SQL
       should be emitted.

    """
    if passive is True:
        util.warn_deprecated("Passing True for 'passive' is deprecated. "
                                "Use attributes.PASSIVE_NO_INITIALIZE")
        passive = PASSIVE_NO_INITIALIZE
    elif passive is False:
        util.warn_deprecated("Passing False for 'passive' is "
                                "deprecated.  Use attributes.PASSIVE_OFF")
        passive = PASSIVE_OFF

    return get_state_history(instance_state(obj), key, passive)


def get_state_history(state, key, passive=PASSIVE_OFF):
    return state.get_history(key, passive)


def has_parent(cls, obj, key, optimistic=False):
    """TODO"""
    manager = manager_of_class(cls)
    state = instance_state(obj)
    return manager.has_parent(state, key, optimistic)


def register_attribute(class_, key, **kw):
    comparator = kw.pop('comparator', None)
    parententity = kw.pop('parententity', None)
    doc = kw.pop('doc', None)
    desc = register_descriptor(class_, key,
                            comparator, parententity, doc=doc)
    register_attribute_impl(class_, key, **kw)
    return desc


def register_attribute_impl(class_, key,
        uselist=False, callable_=None,
        useobject=False,
        impl_class=None, backref=None, **kw):

    manager = manager_of_class(class_)
    if uselist:
        factory = kw.pop('typecallable', None)
        typecallable = manager.instrument_collection_class(
            key, factory or list)
    else:
        typecallable = kw.pop('typecallable', None)

    dispatch = manager[key].dispatch

    if impl_class:
        impl = impl_class(class_, key, typecallable, dispatch, **kw)
    elif uselist:
        impl = CollectionAttributeImpl(class_, key, callable_, dispatch,
                                       typecallable=typecallable, **kw)
    elif useobject:
        impl = ScalarObjectAttributeImpl(class_, key, callable_,
                                        dispatch, **kw)
    else:
        impl = ScalarAttributeImpl(class_, key, callable_, dispatch, **kw)

    manager[key].impl = impl

    if backref:
        backref_listeners(manager[key], backref, uselist)

    manager.post_configure_attribute(key)
    return manager[key]


def register_descriptor(class_, key, comparator=None,
                                parententity=None, doc=None):
    manager = manager_of_class(class_)

    descriptor = InstrumentedAttribute(class_, key, comparator=comparator,
                                            parententity=parententity)

    descriptor.__doc__ = doc

    manager.instrument_attribute(key, descriptor)
    return descriptor


def unregister_attribute(class_, key):
    manager_of_class(class_).uninstrument_attribute(key)


def init_collection(obj, key):
    """Initialize a collection attribute and return the collection adapter.

    This function is used to provide direct access to collection internals
    for a previously unloaded attribute.  e.g.::

        collection_adapter = init_collection(someobject, 'elements')
        for elem in values:
            collection_adapter.append_without_event(elem)

    For an easier way to do the above, see
    :func:`~sqlalchemy.orm.attributes.set_committed_value`.

    obj is an instrumented object instance.  An InstanceState
    is accepted directly for backwards compatibility but
    this usage is deprecated.

    """
    state = instance_state(obj)
    dict_ = state.dict
    return init_state_collection(state, dict_, key)


def init_state_collection(state, dict_, key):
    """Initialize a collection attribute and return the collection adapter."""

    attr = state.manager[key].impl
    user_data = attr.initialize(state, dict_)
    return attr.get_collection(state, dict_, user_data)


def set_committed_value(instance, key, value):
    """Set the value of an attribute with no history events.

    Cancels any previous history present.  The value should be
    a scalar value for scalar-holding attributes, or
    an iterable for any collection-holding attribute.

    This is the same underlying method used when a lazy loader
    fires off and loads additional data from the database.
    In particular, this method can be used by application code
    which has loaded additional attributes or collections through
    separate queries, which can then be attached to an instance
    as though it were part of its original loaded state.

    """
    state, dict_ = instance_state(instance), instance_dict(instance)
    state.manager[key].impl.set_committed_value(state, dict_, value)


def set_attribute(instance, key, value):
    """Set the value of an attribute, firing history events.

    This function may be used regardless of instrumentation
    applied directly to the class, i.e. no descriptors are required.
    Custom attribute management schemes will need to make usage
    of this method to establish attribute state as understood
    by SQLAlchemy.

    """
    state, dict_ = instance_state(instance), instance_dict(instance)
    state.manager[key].impl.set(state, dict_, value, None)


def get_attribute(instance, key):
    """Get the value of an attribute, firing any callables required.

    This function may be used regardless of instrumentation
    applied directly to the class, i.e. no descriptors are required.
    Custom attribute management schemes will need to make usage
    of this method to make usage of attribute state as understood
    by SQLAlchemy.

    """
    state, dict_ = instance_state(instance), instance_dict(instance)
    return state.manager[key].impl.get(state, dict_)


def del_attribute(instance, key):
    """Delete the value of an attribute, firing history events.

    This function may be used regardless of instrumentation
    applied directly to the class, i.e. no descriptors are required.
    Custom attribute management schemes will need to make usage
    of this method to establish attribute state as understood
    by SQLAlchemy.

    """
    state, dict_ = instance_state(instance), instance_dict(instance)
    state.manager[key].impl.delete(state, dict_)


def flag_modified(instance, key):
    """Mark an attribute on an instance as 'modified'.

    This sets the 'modified' flag on the instance and
    establishes an unconditional change event for the given attribute.

    """
    state, dict_ = instance_state(instance), instance_dict(instance)
    impl = state.manager[key].impl
    state._modified_event(dict_, impl, NO_VALUE)
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  Source code for simplecoin.models

import calendar
from decimal import Decimal
import decimal
import logging
import cPickle

from collections import namedtuple
from datetime import datetime, timedelta
from flask import current_app
from sqlalchemy.schema import CheckConstraint

from .model_lib import base
from .filters import sig_round
from . import db, currencies, chains, algos, cache


[docs]def make_upper_lower(trim=None, span=None, offset=None, clip=None, fmt="dt"):
    """ Generates upper and lower bounded datetime objects. """
    dt = datetime.utcnow()

    if span is None:
        span = timedelta(minutes=10)

    if trim is not None:
        trim_seconds = trim.total_seconds()
        stamp = calendar.timegm(dt.utctimetuple())
        stamp = (stamp // trim_seconds) * trim_seconds
        dt = datetime.utcfromtimestamp(stamp)

    if offset is None:
        offset = timedelta(minutes=0)

    if clip is None:
        clip = timedelta(minutes=0)

    upper = dt - offset - clip
    lower = dt - span - offset

    if fmt == "both":
        return lower, upper, calendar.timegm(lower.utctimetuple()), calendar.timegm(upper.utctimetuple())
    elif fmt == "stamp":
        calendar.timegm(lower.utctimetuple()), calendar.timegm(upper.utctimetuple())
    return lower, upper



[docs]class TradeRequest(base):
    """
    Used to provide info necessary to external applications for trading currencies

    Created rows will be checked + updated externally
    """
    id = db.Column(db.Integer, primary_key=True)
    # 3-8 letter code for the currency to be traded
    currency = db.Column(db.String, nullable=False)
    # Quantity of currency to be traded
    quantity = db.Column(db.Numeric, nullable=False)
    created_at = db.Column(db.DateTime, default=datetime.utcnow)
    type = db.Column(db.Enum("sell", "buy", name="req_type"), nullable=False)

    # These values should only be updated by sctrader
    exchanged_quantity = db.Column(db.Numeric, default=None)
    # Fees from fulfilling this tr
    fees = db.Column(db.Numeric, default=None)
    _status = db.Column(db.SmallInteger, default=0)

[docs]    def distribute(self):
        assert self.type in ["buy", "sell"], "Invalid type!"
        assert self.exchanged_quantity > 0

        # Check config to see if we're charging exchange fees or not
        payable_amount = self.exchanged_quantity
        if current_app.config.get('charge_autoex_fees', False):
            payable_amount -= self.fees

        credits = self.credits  # Do caching here, avoid multiple lookups
        if not credits:
            current_app.logger.warn("Trade request #{} has no attached credits"
                                    .format(self.id))
        else:
            # calculate user payouts based on percentage of the total
            # exchanged value
            if self.type == "sell":
                portions = {c.id: c.amount for c in credits}
            elif self.type == "buy":
                portions = {c.id: c.sell_amount for c in credits}
            amounts = distributor(payable_amount, portions)

            for credit in credits:
                if self.type == "sell":
                    assert credit.sell_amount is None
                    credit.sell_amount = amounts[credit.id]
                elif self.type == "buy":
                    assert credit.buy_amount is None
                    credit.buy_amount = amounts[credit.id]
                    # Mark the credit ready for payout to users
                    credit.payable = True

            current_app.logger.info(
                "Successfully pushed trade result for request id {:,} and "
                "amount {:,} to {:,} credits.".
                format(self.id, self.exchanged_quantity, len(credits)))

        self._status = 6


    @property
    def credits(self):
        if self.type == "sell":
            return self.sell_credits
        return self.buy_credits

    @property
    def status(self):
        if self._status == 0:
            return "Processing Trade Request"
        elif self._status == 1:
            return "Pending Exchange Deposit"
        elif self._status == 2:
            return "Trading on Exchange"
        elif self._status == 4:
            return "Pending Exchange Withdrawal"
        elif self._status == 6:
            return "Complete"
        return "Error"

    @classmethod
[docs]    def create(cls, currency, quantity):
        tr = cls(currency=currency,
                 quantity=quantity)

        # add and flush
        db.session.add(tr)
        return tr




[docs]class ChainPayout(base):
    # The share chain that contributed this portion of shares to the block
    chainid = db.Column(db.Integer, primary_key=True)
    block_id = db.Column(db.Integer, db.ForeignKey('block.id'), primary_key=True)
    block = db.relationship('Block', foreign_keys=[block_id], backref='chain_payouts')
    # Placeholder for the point at which the block was solved in this share chain.
    solve_slice = db.Column(db.Integer)
    # Shares on this chain. Used to get portion of total block
    chain_shares = db.Column(db.Numeric, nullable=False)
    # Payout shares. The number of shares computed to payout users
    payout_shares = db.Column(db.Numeric, nullable=False)
    # Total portion that this chain recieved
    amount = db.Column(db.Numeric)
    # total going to pool from donations
    donations = db.Column(db.Numeric)
    # total going to pool from fees
    fees = db.Column(db.Numeric)

    @property
    def config_obj(self):
        return chains[self.chainid]

    @property
    def hashes(self):
        hps = current_app.algos[self.block.algo].hashes_per_share
        return hps * self.chain_shares

    @property
    def mhashes(self):
        return self.hashes / 1000000

[docs]    def make_credit_obj(self, user, address, currency, shares):
        """ Makes the appropriate credit object given a few details. Payout
        amount too be calculated. """
        # If they're trying to get paid to invalid currency pay it to the
        # pool

        key = (user, address, currency)

        # If there's already a payout object with this information
        if key in self.credits:
            self.credits[key].shares += shares
            return

        p = Credit.make_credit(
            user=user,
            block=self.block,
            sharechain_id=self.chainid,
            currency=currency.key,
            source=0,
            address=address)
        p.shares = shares

        db.session.add(p)
        self.credits[key] = p


[docs]    def distribute(self):
        share_distrib = {}
        total_shares = 0
        for key, credit in self.credits.iteritems():
            share_distrib[key] = credit.shares
            total_shares += credit.shares

        assert total_shares == self.payout_shares, "Chain had payout share count mismatch at distribution time!"
        credit_distrib = distributor(self.amount, share_distrib)
        for key in share_distrib:
            self.credits[key].amount = credit_distrib[key]




[docs]class Block(base):
    """ This class stores metadata on all blocks found by the pool """
    # the hash of the block for orphan checking
    id = db.Column(db.Integer, primary_key=True)
    hash = db.Column(db.String(64), unique=True)
    height = db.Column(db.Integer, nullable=False)
    # User who discovered block
    user = db.Column(db.String)
    worker = db.Column(db.String)
    # When block was found
    found_at = db.Column(db.DateTime, nullable=False)
    # # Time started on block
    time_started = db.Column(db.DateTime, nullable=False)
    # Is block now orphaned?
    orphan = db.Column(db.Boolean, default=False)
    # Is the block matured?
    mature = db.Column(db.Boolean, default=False)
    # Block total value (includes transaction fees)
    total_value = db.Column(db.Numeric)
    # Associated transaction fees
    transaction_fees = db.Column(db.Numeric)
    # Difficulty of block when solved
    difficulty = db.Column(db.Float, nullable=False)
    # 3-8 letter code for the currency that was mined
    currency = db.Column(db.String, nullable=False)
    # Will be == currency if currency is was merge mined
    merged = db.Column(db.Boolean, nullable=False)
    # The hashing algorith mused to solve the block
    algo = db.Column(db.String, nullable=False)

    standard_join = ['status', 'merged', 'currency', 'worker', 'explorer_link',
                     'luck', 'total_value', 'difficulty', 'duration',
                     'found_at', 'time_started']

    def __str__(self):
        return "<{} h:{} hsh:{}>".format(self.currency, self.height, self.hash)

    @property
    def algo_obj(self):
        return algos[self.algo]

    @property
    def currency_obj(self):
        return currencies[self.currency]

    @property
    def contributed(self):
        """ Total fees + donations associated with this block """
        return sum([(bp.donations + bp.fees) for bp in self.chain_payouts]) or 0

    @property
    def average_hashrate(self):
        t = self.duration.total_seconds()
        if not t:
            return 0.0
        return (float(sum([bp.chain_shares for bp in self.chain_payouts])) *
                float(self.currency_obj.algo.hashes_per_share) / t)

    @property
    def hashes_to_solve(self):
        return (sum([bp.chain_shares for bp in self.chain_payouts]) *
                self.currency_obj.algo.hashes_per_share)

    @property
    def shares_to_solve(self):
        """ Total shares that were required to solve the block """
        return sum([bp.chain_shares for bp in self.chain_payouts])

    @property
    def status(self):
        if self.mature:
            return "Mature"
        if self.orphan:
            return "Orphan"
        confirms = self.confirms_remaining
        if confirms is not None:
            return "{} Confirms Remaining".format(confirms)
        else:
            return "Pending confirmation"

    @property
    def explorer_link(self):
        # XXX: Currently not supported
        return False

    @property
    def luck(self):
        hps = current_app.algos[self.algo].hashes_per_share
        return ((self.difficulty * (2 ** 32)) / ((float(self.shares_to_solve) or 1) * hps)) * 100

    @property
    def timestamp(self):
        return calendar.timegm(self.found_at.utctimetuple())

    @property
    def duration(self):
        seconds = round((self.found_at - self.time_started).total_seconds())
        formatted_time = timedelta(seconds=seconds)
        return formatted_time

    @property
    def confirms_remaining(self):
        data = cache.get("{}_data".format(self.currency)) or {}
        if data.get('height'):
            return (self.height +
                    self.currency_obj.block_mature_confirms -
                    data['height'])
        return None

[docs]    def chain_distrib(self):
        chain_data = {}
        total = 0
        for chain_payout in self.chain_payouts:
            total += chain_payout.chain_shares
            chain_data.setdefault(chain_payout.config_obj, [chain_payout.chain_shares, 0])

        for data in chain_data.itervalues():
            data[1] = data[0] / total * 100

        return chain_data


[docs]    def chain_profitability(self):
        """ Creates a dictionary that is keyed by chainid to represent the BTC
        earned per number of shares for every share chain that helped solve
        this block """
        # Get a some credit totals
        cache_key_name = "chain_profitability_{}".format(self.hash)
        chain_data = cache.cache._client.get(cache_key_name)
        if chain_data:
            chain_data = cPickle.loads(chain_data)
            return chain_data

        uncacheable = False
        chain_data = {}
        for chain_payout in self.chain_payouts:
            chain = chain_data.setdefault(
                chain_payout.chainid,
                dict(btc_total=0,
                     amount_total=0,
                     amount_sold=0,
                     obj=chain_payout)
            )

        for credit in (Credit.query.with_polymorphic(CreditExchange).
                       filter_by(block_id=self.id)):
            if not credit.sharechain_id:
                continue
            chain = chain_data[credit.sharechain_id]
            chain['amount_total'] += credit.amount

            if credit.type == 1 and credit.sell_amount > 0:
                chain['amount_sold'] += credit.amount
                chain['btc_total'] += credit.sell_amount
            elif credit.type == 1:
                uncacheable = True

        # We're gonna need to be pretty precise here
        with decimal.localcontext(decimal.BasicContext) as ctx:
            ctx.rounding = decimal.ROUND_DOWN
            ctx.prec = 100
            for chain_id, data in chain_data.iteritems():
                # determine what percent was sold
                sold_perc = data['amount_sold'] / data['amount_total']

                # Determine shares that accounted for that sale quantity
                data['sold_shares'] = data.pop('obj').chain_shares * sold_perc

        if uncacheable is False:
            cache.cache._client.set(cache_key_name,
                                    cPickle.dumps(chain_data))
            cache.cache._client.expire(cache_key_name, 86400 * 4)
        return chain_data




[docs]class Transaction(base):
    id = db.Column(db.Integer, primary_key=True)
    txid = db.Column(db.String(64), unique=True)
    confirmed = db.Column(db.Boolean, default=False)
    created_at = db.Column(db.DateTime, default=datetime.utcnow)
    currency = db.Column(db.String, nullable=False)
    network_fee = db.Column(db.Numeric)

    standard_join = ['txid', 'confirmed', 'created_at', 'currency', '__dont_mongo']

    @property
    def url_for(self):
        return "/transaction/{}".format(self.txid)

    @property
    def status(self):
        if self.confirmed:
            return "Confirmed"
        return "Pending"

    @property
    def timestamp(self):
        return calendar.timegm(self.created_at.utctimetuple())

    @property
    def currency_obj(self):
        return currencies[self.currency]



[docs]class Credit(base):
    """ A credit for currency directly crediting a users balance. These
    have no intermediary exchanges. """
    id = db.Column(db.Integer, primary_key=True)
    block_id = db.Column(db.Integer, db.ForeignKey('block.id'))
    block = db.relationship('Block', foreign_keys=[block_id], backref='credits')
    user = db.Column(db.String)
    sharechain_id = db.Column(db.SmallInteger)
    address = db.Column(db.String, nullable=False)
    currency = db.Column(db.String, nullable=False)
    amount = db.Column(db.Numeric, CheckConstraint('amount > 0', 'min_credit_amount'))
    fee_perc = db.Column(db.SmallInteger, default=0)
    pd_perc = db.Column(db.SmallInteger, default=0)
    type = db.Column(db.SmallInteger)
    payable = db.Column(db.Boolean, default=False)
    source = db.Column(db.SmallInteger)

    payout = db.relationship('Payout', backref='credits')
    payout_id = db.Column(db.Integer, db.ForeignKey('payout.id'))

    __table_args__ = (
        db.Index('payable_idx', 'payable'),
        db.Index('user_idx', 'user'),
    )

    __mapper_args__ = {
        'polymorphic_identity': 0,
        'polymorphic_on': type
    }

    standard_join = ['status', 'created_at', 'explorer_link',
                     'text_perc_applied', 'mined', 'height',
                     'transaction_id']

    @classmethod
[docs]    def make_credit(self, currency, block, **kwargs):
        assert isinstance(currency, basestring)
        # Create a payout entry indicating this needs to be exchanged or not
        if currency != block.currency:
            cls = CreditExchange
        else:
            cls = Credit

        p = cls(block=block,
                currency=currency,
                **kwargs)
        return p


    @property
    def payable_amount(self):
        return self.amount

    @property
    def currency_obj(self):
        return currencies[self.currency]

    @property
    def sharechain_title(self):
        return current_app.powerpools[self.pp_sharechain_id].title

    @property
    def cut_perc(self):
        cut_perc = (self.pd_perc or 0) + (self.fee_perc or 0)
        if cut_perc == 0:
            return Decimal('0')
        else:
            return Decimal(cut_perc) / 100

    @property
    def hr_fee_perc(self):
        return round(float(self.fee_perc or 0), 2)

    @property
    def hr_pd_perc(self):
        return round(float(self.pd_perc or 0), 2)

    @property
    def perc_applied(self):
        return (self.cut_perc * self.mined).quantize(current_app.SATOSHI)

    @property
    def text_perc_applied(self):
        if self.cut_perc < 0:
            return "BONUS {}".format(sig_round(self.perc_applied))
        else:
            return "{}".format(sig_round(self.perc_applied * -1))

    @property
    def mined(self):
        return self.amount / (1 - self.cut_perc)

    @property
    def height(self):
        return self.block.height

    @property
    def status(self):

        if self.block.orphan:
            return "Block Orphaned"

        if not self.block.mature:
            return "Pending Block Confirmation"

        if self.payable:
            if self.payout:
                if self.payout.transaction:
                    return ('Payout <a href="{}">{}...</a>'
                            .format(self.payout.transaction.url_for,
                                    self.payout.transaction.txid[:15],
                                    self.payout.transaction.status))
                return "Payout Pending"
            return "Pending batching for payout"



[docs]class CreditExchange(Credit):
    """ A credit that needs a sale and a buy to get to the correct currency
    """
    id = db.Column(db.Integer, db.ForeignKey('credit.id'), primary_key=True)
    sell_req_id = db.Column(db.Integer, db.ForeignKey('trade_request.id'))
    sell_req = db.relationship('TradeRequest', foreign_keys=[sell_req_id],
                               backref='sell_credits')
    sell_amount = db.Column(db.Numeric)
    buy_req_id = db.Column(db.Integer, db.ForeignKey('trade_request.id'))
    buy_req = db.relationship('TradeRequest', foreign_keys=[buy_req_id],
                              backref='buy_credits')
    buy_amount = db.Column(db.Numeric)

    @property
    def payable_amount(self):
        return self.buy_amount

    @property
    def status(self):

        if self.block.orphan:
            return "Block Orphaned"

        if not self.block.mature:
            return "Pending Block Confirmation"

        if self.payable:
            if self.payout:
                if self.payout.transaction:
                    return ('Payout <a href="{}">{}...</a>'
                            .format(self.payout.transaction.url_for,
                                    self.payout.transaction.txid[:15],
                                    self.payout.transaction.status))
                return "Payout Pending"
            return "Pending batching for payout"

        # Don't say we're purchasing if we'd be shown as purchasing BTC to
        # avoid confusion
        btc = self.currency == "BTC"
        if self.buy_req and not btc:
            return "Purchasing desired currency"

        if self.sell_req and self.sell_req._status == 6:
            if btc:
                return "Pending Payout"
            else:
                return "Sold on exchange, pending purchase"

        return "Pending sale on exchange"

    @property
    def final_amount(self):
        return self.buy_amount

    __mapper_args__ = {
        'polymorphic_identity': 1
    }



[docs]class Payout(base):
    id = db.Column(db.Integer, primary_key=True)
    transaction_id = db.Column(db.Integer, db.ForeignKey('transaction.id'))
    transaction = db.relationship('Transaction', backref='payouts')
    user = db.Column(db.String)
    address = db.Column(db.String, nullable=False)
    currency = db.Column(db.String, nullable=False)
    created_at = db.Column(db.DateTime, default=datetime.utcnow)
    amount = db.Column(db.Numeric, CheckConstraint('amount > 0',
                                                   'min_payout_amount'))
    count = db.Column(db.SmallInteger)

    @property
    def currency_obj(self):
        return currencies[self.currency]

    @property
    def payout_currency(self):
        return self.currency

    @property
    def status(self):
        if self.transaction_id:
            if self.transaction.confirmed is False:
                return "Funds Sent - Pending TX confirmation"
            else:
                return "Complete"
        return "Payout pending"

    @property
    def timestamp(self):
        return calendar.timegm(self.found_at.utctimetuple())



@classmethod
def average_combine(cls, *lst):
    """ Takes an iterable and combines the values. Usually either returns
    an average or a sum. Can assume at least one item in list """
    return sum(lst) / len(lst)


@classmethod
def sum_combine(cls, *lst):
    """ Takes a query list and combines the values. Usually either returns
    an average or a sum. Can assume at least one item in ql """
    return sum(lst)


[docs]class TimeSlice(object):
    """ An time abstracted data sample that pertains to a single worker.
    Currently used to represent accepted and rejected shares. """

    @property
    def end_time(self):
        return self.time + timedelta(
            seconds=self.span_config[self.span]['slice'].total_seconds())

    @property
    def item_key(self):
        return self.key(**{k: getattr(self, k) for k in self.keys})

    @classmethod
[docs]    def create(cls, user, worker, algo, value, time):
        # XXX: Unused I think, need to be cut
        dt = cls.floor_time(time)
        slc = cls(user=user, value=value, time=dt, worker=worker)
        db.session.add(slc)
        return slc


    @classmethod
[docs]    def add_value(cls, user, value, time, worker):
        dt = cls.floor_time(time)
        slc = cls.query.with_lockmode('update').filter_by(
            user=user, time=dt, worker=worker).one()
        slc.value += value


    @classmethod
[docs]    def floor_time(cls, time, span, stamp=False):
        seconds = cls.span_config[span]['slice'].total_seconds()
        if isinstance(time, datetime):
            time = calendar.timegm(time.utctimetuple())
        time = (time // seconds) * seconds
        if stamp:
            return int(time)
        return datetime.utcfromtimestamp(time)


    @classmethod
[docs]    def compress(cls, span, delete=True):
        # If we're trying to compress the largest slice boundary
        if span == len(cls.span_config) - 1:
            raise Exception("Can't compress this!")
        upper_span = span + 1

        # the timestamp of the slice currently being processed
        current_slice = None
        # dictionary of lists keyed by item_hash
        items = {}

        def create_upper():
            # add a time slice for each user in this pending period
            for key, slices in items.iteritems():
                # Allows us to use different combining methods. Ie averaging or
                # adding
                new_val = cls.combine(*[slc.value for slc in slices])

                # put it in the database
                upper = cls.query.filter_by(time=current_slice, span=upper_span, **key._asdict()).with_lockmode('update').first()
                # wasn't in the db? create it
                if not upper:
                    upper = cls(time=current_slice, value=new_val, span=upper_span, **key._asdict())
                    db.session.add(upper)
                else:
                    upper.value = cls.combine(upper.value, new_val)

                if delete:
                    for slc in slices:
                        db.session.delete(slc)

            items.clear()
            db.session.commit()
            db.session.expire_all()

        # get the minute shares that are old enough to be compressed and
        # deleted
        upper_time = cls.floor_time(datetime.utcnow(), upper_span) - cls.span_config[span]['window']
        lower_time = upper_time - cls.span_config[span]['window']

        # while there are some old slices to combine
        while cls.query.filter(cls.time <= upper_time).filter_by(span=span).count() > 0:

            # traverse slices that are old enough to combine in time order
            found_slices = 0
            chunk_slices = 0
            for slc in cls.query.filter(cls.time < upper_time).filter(cls.time >= lower_time).filter_by(span=span).order_by(cls.time):
                slice_time = cls.floor_time(slc.time, upper_span)

                if current_slice is None:
                    current_slice = slice_time

                # we've encountered the next time slice, so commit the pending one
                if slice_time != current_slice:
                    logging.info("Processing slice {} with {:,} members"
                                 .format(current_slice, chunk_slices))
                    chunk_slices = 0
                    create_upper()
                    current_slice = slice_time

                # add the one min shares for this user the list of pending shares
                # to be grouped together
                key = slc.item_key
                items.setdefault(key, [])
                items[key].append(slc)
                found_slices += 1
                chunk_slices += 1

            create_upper()

            # Move the time span window backwards
            logging.info("Found {:,} slices to combine from {} to {}!"
                         .format(found_slices, upper_time, lower_time))
            upper_time -= cls.span_config[span]['window']
            lower_time -= cls.span_config[span]['window']


    @classmethod
[docs]    def get_span(cls, lower=None, upper=None, stamp=False, ret_query=False,
                 slice_size=None, **kwargs):
        """ A utility to grab a group of slices and automatically compress
        smaller slices into larger slices

        address, worker, and algo are just filters.
        They may be a single string or list of strings.

        upper and lower are datetimes.
        """
        query = db.session.query(cls)

        # Allow us to filter by any of the keys
        for key in cls.keys:
            if key in kwargs:
                vals = kwargs.pop(key)
                if vals:
                    query = query.filter(getattr(cls, key).in_(vals))

        if kwargs:
            raise ValueError("Extra unused parameters {}".format(kwargs))

        if lower:
            query = query.filter(cls.time >= lower)

        # Attempt automatic slice size detection... Doesn't work too well
        if slice_size is None:
            if lower:
                query = query.filter(cls.time >= lower)
                # Determine which slice size we will use
                time_in_past = datetime.utcnow() - lower
                slice_size = None
                for i, cfg in enumerate(cls.span_config):
                    if cfg['window'] > time_in_past:
                        slice_size = i
                        break
                    slice_size = i
            else:
                slice_size = len(cls.span_config) - 1

        if upper:
            query = query.filter(cls.time <= upper)

        if ret_query:
            return query

        buckets = {}
        for slc in query:
            time = cls.floor_time(slc.time, slice_size, stamp=stamp)
            key = slc.item_key
            buckets.setdefault(key, {'data': slc.item_key._asdict(), 'values': {}})
            buckets[key]['values'].setdefault(time, 0)
            buckets[key]['values'][time] = cls.combine(buckets[key]['values'][time], slc.value)

        return buckets.values()




[docs]class ShareSlice(TimeSlice, base):
    SHARE_TYPES = ["acc", "low", "dup", "stale"]

    time = db.Column(db.DateTime, primary_key=True)
    user = db.Column(db.String, primary_key=True)
    worker = db.Column(db.String, primary_key=True)
    algo = db.Column(db.String, primary_key=True)
    share_type = db.Column(db.Enum(*SHARE_TYPES, name="share_type"),
                           primary_key=True)

    span = db.Column(db.SmallInteger, nullable=False)
    value = db.Column(db.Float)

    combine = sum_combine
    keys = ['user', 'worker', 'algo', 'share_type']
    key = namedtuple('Key', keys)
    span_config = [dict(window=timedelta(hours=1), slice=timedelta(minutes=1)),
                   dict(window=timedelta(days=1), slice=timedelta(minutes=5)),
                   dict(window=timedelta(days=30), slice=timedelta(hours=1))]



[docs]class DeviceSlice(TimeSlice, base):
    """ An data sample that pertains to a single workers device.  Currently
    used to temperature and hashrate. """

    time = db.Column(db.DateTime, primary_key=True)
    user = db.Column(db.String, primary_key=True)
    worker = db.Column(db.String, primary_key=True)
    device = db.Column(db.SmallInteger, primary_key=True)
    stat_val = db.Column(db.SmallInteger, nullable=False, primary_key=True)

    from_db = {0: "hashrate", 1: "temperature"}
    to_db = {"hashrate": 0, "temperature": 1}

[docs]    def get_stat(self, stat):
        return self.from_db[stat]


[docs]    def set_stat(self, stat):
        self.stat_val = self.to_db[stat]

    stat = property(get_stat, set_stat)
    __table_args__ = (
        db.Index('time_idx', 'time'),
    )

    span = db.Column(db.SmallInteger, nullable=False)
    value = db.Column(db.Float)

    combine = average_combine
    keys = ['user', 'worker', 'device', 'stat_val']
    key = namedtuple('Key', keys)
    span_config = [dict(window=timedelta(hours=1), slice=timedelta(minutes=1)),
                   dict(window=timedelta(days=1), slice=timedelta(minutes=5)),
                   dict(window=timedelta(days=30), slice=timedelta(hours=1))]



################################################################################
# User account related objects
################################################################################


[docs]class UserSettings(base):
    user = db.Column(db.String, primary_key=True)
    pdonation_perc = db.Column(db.Numeric, default=Decimal('0'))
    spayout_perc = db.Column(db.Numeric)
    spayout_addr = db.Column(db.String)
    spayout_curr = db.Column(db.String)
    anon = db.Column(db.Boolean, default=False)
    addresses = db.relationship("PayoutAddress")

[docs]    def apply(self, shares, user_currency, block_currency, valid_currencies):
        """ Given a share amount, a currency we're paying out, and the valid
        exchangeable currencies we return a new distribution of shares among
        some number of addresses. """
        # Handle converting their payout address into one for the block type if
        # the user has specified one. If they haven't and the block can't payout
        # the user_currency then it will get caught downstream and converted to
        # the pools payout information
        main_address = self.user
        main_currency = user_currency
        for addr in self.addresses:
            if addr.currency == block_currency:
                main_address = addr.address
                main_currency = addr.currency

        # Handle special payout splitting if the special payout currency is
        # payable from this block currency (and spayout is defined of course)
        if (self.spayout_addr and
                self.spayout_perc and
                currencies[self.spayout_curr] in valid_currencies):
            ret = distributor(
                shares,
                {
                    0: 1 - self.spayout_perc,
                    1: self.spayout_perc
                })
            return ((main_address, main_currency, ret[0]),
                    (self.spayout_addr, self.spayout_curr, ret[1]))

        return ((main_address, main_currency, shares), )


    @property
    def exchangeable_addresses(self):
        return {pa_obj.currency: pa_obj.address for pa_obj in self.addresses if pa_obj.exchangeable}

    @property
    def unexchangeable_addresses(self):
        return {pa_obj.currency: pa_obj.address for pa_obj in self.addresses if not pa_obj.exchangeable}

    @property
    def hr_perc(self):
        return self.hr_pdonation_perc

    @property
    def hr_pdonation_perc(self):
        if self.pdonation_perc:
            return (self.pdonation_perc * 100).quantize(Decimal('0.01'))

    @property
    def hr_spayout_perc(self):
        if self.spayout_perc:
            return (self.spayout_perc * 100).quantize(Decimal('0.01'))

    @classmethod
[docs]    def update(cls, address, set_addrs, del_addrs, pdonate_perc, spayout_perc,
               spayout_addr, spayout_curr, del_spayout_addr, anon):

        user = cls.query.filter_by(user=address).first()
        if not user:
            UserSettings.create(address, pdonate_perc, spayout_perc,
                                spayout_addr, spayout_curr, del_spayout_addr,
                                anon, set_addrs)
        else:
            user.pdonation_perc = pdonate_perc
            user.anon = anon
            if del_spayout_addr:
                user.spayout_perc = None
                user.spayout_addr = None
                user.spayout_curr = None
            else:
                user.spayout_perc = spayout_perc
                user.spayout_addr = spayout_addr
                user.spayout_curr = spayout_curr

            # Set addresses
            for address in user.addresses:
                # Update existing
                for currency, addr in set_addrs.items():
                    if address.currency == currency:
                        address.currency = currency
                        address.address = addr
                        # Pop the currencies we just updated
                        set_addrs.pop(currency)
            # Add new currencies
            for currency, addr in set_addrs.iteritems():
                user.addresses.append(PayoutAddress.create(addr, currency))
            # Delete addresses
            for address in user.addresses:
                for currency in del_addrs:
                    if address.currency == currency:
                        db.session.delete(address)

        db.session.commit()
        return user


    @classmethod
[docs]    def create(cls, user, pdonate_perc, spayout_perc,  spayout_addr,
               spayout_curr, del_spayout_addr, anon, set_addrs):

        user = cls(user=user,
                   pdonation_perc=pdonate_perc,
                   anon=anon)
        if not del_spayout_addr:
            user.spayout_perc = spayout_perc
            user.spayout_addr = spayout_addr
            user.spayout_curr = spayout_curr
        db.session.add(user)

        for currency, addr in set_addrs.iteritems():
            user.addresses.append(PayoutAddress.create(addr, currency))

        return user




[docs]class PayoutAddress(base):
    address = db.Column(db.String, primary_key=True)
    user = db.Column(db.String, db.ForeignKey('user_settings.user'), primary_key=True)
    # Abbreviated currency name. EG 'LTC'
    currency = db.Column(db.String)

    @classmethod
[docs]    def create(cls, address, currency):
        pa = cls(currency=currency,
                 address=address)
        db.session.add(pa)
        return pa


    @property
    def exchangeable(self):
        return currencies[self.currency].sellable



from .scheduler import distributor
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  Source code for simplecoin.rpc_views

import six
import sys
import sqlalchemy

from flask import current_app, request, abort, Blueprint, g
from itsdangerous import TimedSerializer, BadData
from decimal import Decimal

from .models import Transaction, Payout, TradeRequest
from .utils import Benchmark
from . import db


rpc_views = Blueprint('rpc_views', __name__)


@rpc_views.errorhandler(Exception)
[docs]def api_error_handler(exc):
    try:
        six.reraise(type(exc), exc, tb=sys.exc_info()[2])
    except Exception:
        current_app.logger.error(
            "Unhandled exception encountered in rpc view",
            exc_info=True)
    resp = dict(result=False)
    return sign(resp, 500)



[docs]def sign(data, code=200):
    serialized = g.signer.dumps(data)
    return serialized



@rpc_views.before_request
[docs]def check_signature():
    g.signer = TimedSerializer(current_app.config['rpc_signature'])
    try:
        g.signed = g.signer.loads(request.data)
    except BadData:
        abort(403)



@rpc_views.route("/rpc/get_trade_requests", methods=['POST'])
[docs]def get_trade_requests():
    """ Used by remote procedure call to retrieve a list of sell requests to
    be processed. Transaction information is signed for safety. """
    current_app.logger.info("get_sell_requests being called, args of {}!".
                            format(g.signed))
    trade_requests = TradeRequest.query.filter_by(_status=0).all()
    trs = [(tr.id, tr.currency, float(tr.quantity), tr.type) for tr in trade_requests]
    return sign(dict(trs=trs))



@rpc_views.route("/rpc/update_trade_requests", methods=['POST'])
[docs]def update_trade_requests():
    """ Used as a response from an rpc sell request system. This will update
    the amount received for a sell request and its status. Both request and
    response are signed. """
    # basic checking of input
    try:
        assert 'trs' in g.signed
        assert isinstance(g.signed['trs'], dict)
        for tr_id, tr in g.signed['trs'].items():
            int(tr_id)
            assert isinstance(tr, dict)
            assert 'status' in tr
            g.signed['trs'][tr_id]['status'] = int(tr['status'])
            if tr['status'] == 6:
                assert 'quantity' in tr
                assert 'fees' in tr
    except (AssertionError, TypeError):
        current_app.logger.warn("Invalid data passed to update_sell_requests",
                                exc_info=True)
        abort(400)

    updated = []
    for tr_id, tr_dict in g.signed['trs'].iteritems():
        try:
            tr = (TradeRequest.query.filter_by(id=int(tr_id)).
                  with_lockmode('update').one())

            if tr_dict['status'] == 6 and tr._status == 6:
                updated.append(tr_id)
                continue

            tr._status = tr_dict['status']

            if tr_dict['status'] == 6:
                tr.exchanged_quantity = Decimal(tr_dict['quantity'])
                tr.fees = Decimal(tr_dict['fees'])
                tr.distribute()
        except Exception:
            db.session.rollback()
            current_app.logger.error("Unable to update trade request {}"
                                     .format(tr_id), exc_info=True)
            abort(400)
        else:
            updated.append(tr_id)

    db.session.commit()
    return sign(dict(success=True, updated_ids=updated,
                     result="Trade requests successfully updated."))



@rpc_views.route("/rpc/get_payouts", methods=['POST'])
[docs]def get_payouts():
    """ Used by remote procedure call to retrieve a list of payout amounts to
    be processed. Transaction information is signed for safety. """
    current_app.logger.info("get_payouts being called, args of {}!"
                            .format(g.signed))
    try:
        currency = g.signed['currency']
    except KeyError:
        current_app.logger.warn("Invalid data passed to get_payouts",
                                exc_info=True)
        abort(400)

    with Benchmark("Fetching payout information"):
        query = Payout.query.filter_by(transaction_id=None, currency=currency)
        pids = [(p.user, p.address, str(p.amount), p.id) for p in query]
    return sign(dict(pids=pids))



@rpc_views.route("/rpc/associate_payouts", methods=['POST'])
[docs]def associate_payouts():
    """ Used to update a SC Payout with a network transaction. This will
    create a new CoinTransaction object and link it to the
    transactions to signify that the transaction has been processed. """
    # basic checking of input
    try:
        assert 'coin_txid' in g.signed
        assert 'pids' in g.signed
        assert len(g.signed['coin_txid']) == 64
        assert isinstance(g.signed['pids'], list)

        for id in g.signed['pids']:
            id = int(id)
        tx_fee = Decimal(g.signed['tx_fee'])
        currency = g.signed['currency']
    except (AssertionError, KeyError, TypeError):
        current_app.logger.warn("Invalid data passed to confirm",
                                exc_info=True)
        abort(400)

    with Benchmark("Associating payout transaction ids"):

        trans = (db.session.query(Transaction)
                 .filter_by(txid=g.signed['coin_txid'], currency=currency)
                 .first())
        if not trans:
            try:
                trans = Transaction(txid=g.signed['coin_txid'],
                                    network_fee=tx_fee,
                                    currency=currency)
                db.session.add(trans)
                db.session.flush()
            except sqlalchemy.exc.SQLAlchemyError as e:
                db.session.rollback()
                current_app.logger.warn("Got an SQLalchemy error attempting to "
                                        "create a new transaction with id {}. "
                                        "\nError:"
                                        .format(g.signed['coin_txid'], e))
                abort(400)

        Payout.query.filter(
            Payout.id.in_(g.signed['pids'])).update(
                {Payout.transaction_id: trans.id},
                synchronize_session=False)

        db.session.commit()

    return sign(dict(result=True))



@rpc_views.route("/rpc/confirm_transactions", methods=['POST'])
[docs]def confirm_transactions():
    """ Used to confirm that a transaction is now complete on the network. """
    # basic checking of input
    try:
        assert isinstance(g.signed['tids'], list)
    except AssertionError:
        current_app.logger.warn("Invalid data passed to confirm_transactions",
                                exc_info=True)
        abort(400)

    transactions = (db.session.query(Transaction)
                    .filter(Transaction.txid.in_(g.signed['tids']))
                    .all())

    for transaction in transactions:
        transaction.confirmed = True

    db.session.commit()

    return sign(dict(result=True))
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