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CHAPTER 1

SeeCode Audit seecode-scanner SeeCode Audit Python3 + Django2 + MySQL + Redis/Memcached +
Redis/RabbitMQ

SeeCode Audit () () SeeCode Audit

3
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CHAPTER 2

1.

2.1 1.1

• SSODjango authentication

• Django RBAC

• JWT Token API

2.2 1.2

• GitLab

•

•

•

•

•

• ZIP

• API

2.3 1.3

•

•

•
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•

2.4 1.4
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•
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• Python
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•

•

2.5 1.5

•

•

•

•

•

•

2.6 1.6

•

•

•

• RSA

2.7 1.7

• 65%

• SonarScannerRuleScannerPluginScanner

•

•

•

•

• Docker
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2.
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3.1 2.1

zip FTPAWS FTP

3.2 2.2 Audit

Audit UI SeeCode Audit API

3.3 2.3

Memcached RabbitMQ Redis

3.4 2.4 Scan

seecode-scanner https://seecode-scanner.readthedocs.io/en/latest/

10 Chapter 3. 2.
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CHAPTER 4

3.

4.1 3.1 /

• Python3 + Django2

• MySQL

• RedisFTP

Note: MySQLRedisFTP

$ # virtualenv
$ virtualenv . && source bin/activate
$ pip isntall -r requirements/dev.txt
$ # seecode-scanner
$ pip install https://github.com/seecode-audit/seecode-scanner/archive/1.0.0.zip

$ # seecode-audit
$ git clone git@github.com:seecode-audit/seecode-audit.git

seecode_db_ce extras/db/seecode_db_ce_struct.sql extras/db/seecode_db_ce_data.sql

$ create database seecode_db_ce default character set utf8mb4 collate utf8mb4_unicode_
→˓ci;

Web http://127.0.0.1:8080, / root/1qaz!QAZ

11
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$ make runserver

GitLab

$ celery -A seecode.celeryctl.celery_app beat -l info -Q gitlab

4.2 3.2

• Python3 + Django2 + CentOS 7

• MySQL

• MemcachedRabbitMQFTP/AWS/

Note: NginxMySQLMemcachedRabbitMQFTP

seecode

$ sudo useradd -m -s /bin/bash seecode && passwd seecode

seecode

$ #
$ sudo mkdir -p /usr/local/seecode && cd /usr/local/seecode
$ #
$ sudo chown seecode:seecode /usr/local/seecode
$ #
$ git clone git@github.com:seecode-audit/seecode-audit.git && cd seecode-audit
$ #
$ pip isntall -r requirements/prod.txt
$ # seecode-scanner
$ pip install https://github.com/seecode-audit/seecode-scanner/archive/1.0.0.zip

nginx

$ sudo cp extras/conf/nginx.conf /etc/nginx/conf.d/seecode.conf

supervisord

$ sudo cp extras/conf/supervisord.conf /etc/supervisord.conf

seecode

$ sudo cp extras/conf/seecode.yml /etc/seecode.yml

RSA

$ vim seecode/libs/core/rsaencrypt.py

seecode_db_ce extras/db/seecode_db_ce_struct.sql extras/db/seecode_db_ce_data.sql

12 Chapter 4. 3.
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$ create database seecode_db_ce default character set utf8mb4 collate utf8mb4_unicode_
→˓ci;

GitLab SonarQube

$ supervisord -c /etc/supervisord.conf >/dev/null 2>&1 &

4.2. 3.2 13
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CHAPTER 5

• BTC 18F4VFDX2MCEXod7zjUF8NepUdAspEcJR8

• ETH 0xB3Bc55F4AAa8E87D3675B547e31d3eEbb585175c

• HT 0x952b4cd9f18126987fdbfab55e1ea72c5ae72e16

5.1

5.1.1 1. SonarQube

• Docker

https://github.com/chrismissonbrit/sonarqube

$ docker pull chrismisson/sonarqube

URL http://IP:9000 admin/admin

$ docker run -d --name sonarqube -p 0.0.0.0:9000:9000 docker.io/chrismisson/sonarqube

5.1.2 2. vsftpd

2.1

• vsftpddb4

$ sudo yum install -y vsftpd db4

• FTP

– PORT 21 20

15
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– PASV 1024 tcp 21

PS: PASV

2.2

•

– FTP /data/vsftpd/

– /var/log/xferlog

– /etc/vsftpd/vsftpd.conf

– /etc/vsftpd/virtusers

•

$ useradd virtualhost -s /sbin/nologin

/etc/vsftpd/vsftpd.conf

#
anonymous_enable=NO

#
local_enable=YES
write_enable=YES

#
local_umask=022

#
anon_upload_enable=NO
anon_mkdir_write_enable=NO

#
xferlog_enable=YES
xferlog_file=/var/log/xferlog
xferlog_std_format=YES

#
connect_from_port_20=NO
pasv_enable=YES
pasv_min_port=50000
pasv_max_port=60000
chown_uploads=YES

#
async_abor_enable=YES
ftpd_banner=Welcome to blah FTP service.
chroot_local_user=NO
chroot_list_enable=YES
chroot_list_file=/etc/vsftpd/chroot_list
ls_recurse_enable=NO
listen=YES

#
pam_service_name=vsftpd

(continues on next page)

16 Chapter 5.
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(continued from previous page)

userlist_enable=YES
tcp_wrappers=YES
guest_enable=YES
guest_username=virtualhost
virtual_use_local_privs=YES
user_config_dir=/etc/vsftpd/virtualconf
allow_writeable_chroot=YES

$ touch /var/log/vsftpd.log
$ chown virtualhost.virtualhost /var/log/vsftpd.log
$ mkdir /etc/vsftpd/virtualconf

$ vim /etc/vsftpd/virtusers
seecode
P@ssw0rd!

:

$ db_load -T -t hash -f /etc/vsftpd/virtusers /etc/vsftpd/virtusers.db

vsftp PAM 64 /lib/security/pam_userdb.so

$ vim /etc/pam.d/vsftpd
auth sufficient /lib64/security/pam_userdb.so db=/etc/vsftpd/virtusers
account sufficient /lib64/security/pam_userdb.so db=/etc/vsftpd/virtusers

FTP :

$ mkdir /data/vsftpd/seecode/
$ vim /etc/vsftpd/virtualconf/seecode

local_root=/data/vsftpd/seecode
anonymous_enable=NO
write_enable=YES
local_umask=022
anon_upload_enable=NO
anon_mkdir_write_enable=NO
idle_session_timeout=3000
data_connection_timeout=90
max_clients=1000
max_per_ip=100
local_max_rate=25000

•

$ systemctl start vsftpd.service

5.2

5.2.1 1.

• git

5.2. 17
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$ git clone git@github.com:seecode-audit/seecode-scanner.git

• virtualenv

$ virtualenv . && source bin/activate
$ pip isntall -r requirements/dev.txt
$ pip install https://github.com/seecode-audit/seecode-scanner/archive/1.0.0.zip

5.2.2 2.

• seecode/settings/dev.py

MySQL

DATABASES = {
'default': {

'ENGINE': 'django.db.backends.mysql',
'NAME': 'seecode_db_ce',
'HOST': '127.0.0.1',
'USER': 'root',
'PASSWORD': '',
'PORT': '3306',
'OPTIONS': {'charset': 'utf8mb4'}

}
}

Sqlite3

DATABASES = {
'default': {

'ENGINE': 'django.db.backends.sqlite3',
'NAME': os.path.join(BASE_DIR, 'seecode_db_ce.db'),

}
}

• Redis

seecode/settings/dev.py

CACHES = {
"default": {

"BACKEND": "django_redis.cache.RedisCache",
"KEY_PREFIX": "seecode_ce",
"LOCATION": "redis://127.0.0.1:6379/7", #
"OPTIONS": {

"COMPRESSOR": "django_redis.compressors.zlib.ZlibCompressor",
"CLIENT_CLASS": "django_redis.client.DefaultClient",
"PASSWORD": "",
"SOCKET_CONNECT_TIMEOUT": 5, # in seconds
"SOCKET_TIMEOUT": 5, # in seconds
"PICKLE_VERSION": -1 # Use the latest protocol version

}
}

}

Celery seecode/settings/dev.py

18 Chapter 5.
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CELERY_BROKER_URL = "redis://127.0.0.1:6379/7"

seecode-scannerCelery Makefile

runserver:
export SEECODE_CELERY_BROKER_URL=redis://127.0.0.1:6379/2 && \
export SEECODE_C_FORCE_ROOT=False && \
export DJANGO_SETTINGS_MODULE=seecode.settings.dev && python manage.py runserver

→˓0.0.0.0:8080

• seecode/wsgi.py ‘seecode.settings.prod’ ‘seecode.settings.dev’

$ os.environ.setdefault('DJANGO_SETTINGS_MODULE', 'seecode.settings.dev')

• seecode/celeryctl.py ‘seecode.settings.prod’ ‘seecode.settings.dev’

$ os.environ.setdefault('DJANGO_SETTINGS_MODULE', 'seecode.settings.dev')

5.2.3 3.

• Web

$ make runserver
export SEECODE_CELERY_BROKER_URL=redis://127.0.0.1:6379/2 && \

export SEECODE_C_FORCE_ROOT=False && \
export DJANGO_SETTINGS_MODULE=seecode.settings.dev && python manage.py

→˓runserver 0.0.0.0:8080
Watching for file changes with StatReloader
Performing system checks...

System check identified no issues (0 silenced).
September 21, 2019 - 11:24:31
Django version 2.2.5, using settings 'seecode.settings.dev'
Starting development server at http://0.0.0.0:8080/
Quit the server with CONTROL-C.

• Gitlab

$ celery -A seecode.celeryctl.celery_app -b -l info -Q gitlab

5.2.4 4.

• Gitlab

$ make unit

5.3

5.3.1 1.

•

5.3. 19
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https://github.com/seecode-audit/seecode-audit/releases zip /usr/local/seecode-audit/

$ sudo unzip seecode-audit.zip -d /usr/local/seecode-audit/

•

$ pip isntall -r requirements/dev.txt
$ pip install https://github.com/seecode-audit/seecode-scanner/archive/1.0.0.zip

5.3.2 2.

2.1 seecode.yml

/etc/seecode.yml DJANGO_SETTINGS_MODULE=seecode.settings.prod

mysql:
default:
host: 10.168.1.2
port: 3306
username: "seecode_db"
password: "*****************"
database: "seecode_db_ce"

slave:
host: 10.168.1.3
port: 3306
username: "seecode_db"
password: "*****************"
database: "seecode_db_ce"

redis:
host: 10.168.1.1
port: 6379
db: 1
password: "*****************"

memcached:
host:
172.19.26.1:11211
172.19.26.2:11211
172.19.26.3:11211
172.19.26.4:11211

username: seecode
password: "*****************"

celery:
celery_broker_url: ""

env:
SEECODE_CELERY_BROKER_URL: "redis://:*****************@10.168.1.4:6379/8"
SEECODE_C_FORCE_ROOT: False

•

MySQLdefault slave

20 Chapter 5.
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•

• redis

Redis

• memcached

emcached

• Celery

• celery

celery seecode-audit Gitlab

• env

eecode Audit seecode-scanner

2.2 Nginx

/etc/nginx/conf.d/seecode.conf server_namestaticproxy_pass

server {
listen 80 default_server;
listen [::]:80 default_server;
server_name seecode-audit.com; # domain

location /static {
alias /usr/local/seecode-audit/seecode/templates/static;

}

location / {
proxy_pass http://127.0.0.1:1768;
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_connect_timeout 75s;
proxy_read_timeout 600s;

}

error_page 404 /404.html;
location = /40x.html {

}

error_page 500 502 503 504 /50x.html;
location = /50x.html {

}
}

2.3 gunicorn

seecode/gunicorn.conf.py /etc/supervisord.conf /etc/directory /usr/local/bin/gunicorn

5.3. 21
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[program:gunicorn]
directory=/usr/local/seecode-audit
environment=DJANGO_SETTINGS_MODULE=seecode.settings.prod
command=/usr/local/bin/gunicorn seecode.wsgi:application -c /usr/local/seecode-audit/
→˓seecode/gunicorn.conf
.py --timeout 600
autorestart=true

2.4 Celery

directory /usr/local/bin/celery

[program:celery-beat]
directory=/usr/local/seecode-audit
environment=DJANGO_SETTINGS_MODULE=seecode.settings.prod
command=/usr/local/bin/celery -A seecode.celeryctl.celery_app beat -l info -Q gitlab
autorestart=true

5.3.3 3.

supervisord.conf

$ supervisord -c /etc/supervisord.conf >/dev/null 2>&1 &

5.4

Seecode Audit

5.4.1 1.

• sca_common_config

– id :

– site : http://seecode-audit.com

– content : dict

– created_at :

Web “” -> “”

PS: ID 1

22 Chapter 5.
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5.4.2 2.

• sca_engine

– id :

– name :

– module_name :

– enable :

– url : URL

– is_customize :

– description :

– whitelist_count :

– blacklist_count :

– config :

– revision :

– updated_at :

– created_at :

Web “” -> “”

• SonarScanner

– ID: 1

– SonarScanner

– seecode_scanner.lib.engines.sonarscanner

• RuleScanner

– ID: 2

– RuleScanner

– seecode_scanner.lib.engines.rulescanner

• PluginScanner

– ID: 3

– PluginScanner

– seecode_scanner.lib.engines.pluginscanner

5.4.3 3. SonarQube

• SonarScanner

SeeCode Audit “” - “” - “SonarScanner”

5.4. 23
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• SonarQube

SeeCode Audit “” - “” ” Action” Sonar

5.5

5.5.1 1. Django

Django manage.py

24 Chapter 5.
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$ python manage.py createsuperuser

5.5.2 2. SSO

SSO(, Single Sign-On) SSO SSO

• ENABLE_CAS_SSO

– True SSO

• CAS_SERVER_URL

– CAS_SERVER_URL SSO CAS_SERVER_URL = "http://sso.example.com/"

5.5. 25
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5.6 Dashboard

5.6.1

• –

• –

• – Gitlab

• –

5.6.2

15
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5.6.3

5.6.4

• –

• –

5.7

5.7.1 1.

1.1

5.7. 27



SeeCode Audit, Release 1.0.0

1.2

28 Chapter 5.
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1.3

5.7.2 2.

2.1

5.7. 29
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2.2

30 Chapter 5.
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2.3

5.7.3 3.

5.7. 31
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3.1

3.2

32 Chapter 5.
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3.3

5.7.4 4.

5.7. 33
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4.1

5.7.5 5.

5.1

34 Chapter 5.
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5.8

5.8.1 1.

1.1

5.8. 35
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1.2
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1.3

5.8. 37
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1.4

5.8.2 2.

2.1

5.8. 39
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2.2

2.3

5.8.3 3.
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3.1

3.2

5.8. 41



SeeCode Audit, Release 1.0.0

3.3

42 Chapter 5.
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5.8.4 4.
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4.1

5.8. 45
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4.2

4.3

46 Chapter 5.
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5.9

5.9.1 1.

1.1

5.9. 47
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1.2

5.9.2 2.

2.1
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2.2

5.9. 49
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2.2

5.9.3 3.
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3.1

3.2

5.9. 51
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3.3

3.4

5.10

5.10.1 1.

1.1

1.2

5.10.2 2.
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2.1

2.2

5.10. 53
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2.2

5.11

5.11.1 1.

1.1

1.1.1
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1.1.2

1.2

5.11. 55
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1.2.1

1.2.2
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1.3

1.3.1

1.3.2

5.11.2 2.

5.11. 57
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2.1

2.2
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5.11.3 3.

3.1

5.11. 59
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3.2
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3.3

5.11.4 4.

5.11. 61
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5.12 API

5.12.1 1.

HTTP Authorization ”Token *********” Token

"Authorization": "Token *********"

5.12.2 2.

2.1

•

– POST

– URI/api/v2/upgrade/version/

•

{
"code": 200,
"data": {

"version": "1.85.22",
"md5": "1c0854e4c49646ebcd20ea586b8fc3f8",
"release_time": "2019-09-20T02:54:31.205098+00:00",
"download_path": "/home/seecode/upgrade/1.85.22.tgz",
"download_type": "ftp"

}
}

{
"code": 200,
"data": {

"secret": "WSoZvXo7RwEGJP1YsZ+2ylcD/
→˓WusnXMIKNb96GsDjTEzsivjrWRVsQN9tcDY5j6K4d2Qz1q0k5oaMfxSvyii0Hw8A9EF5Xtz5PokJ90OZtVUQAr6OK6CPumnaq77Dflx5OPuNPCNjf2267yyHY9AXCQV6Q5x/
→˓B0JOqZl/Se7/
→˓uTQvTgXPPyroXILo8gl2ZwI1GM1LlebDC0gELZgvv0+rbOWbNSeLbX0FcLaQYDuPUNBUXte1H4QZglhr5vkvNwCQv1MhW9XdRSjkYzwZYM0mBVzR1Db2XS6RWJYJAlOOKevdcrmF+iJCrF96kJPrlqalLACyhbAt/
→˓6MlPZ35tC+Mg=="
}

}

5.12.3 2.

2.1

•

– GET

– URI/api/v2/task/:task_id/
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– * task_id [] ID

– * 200

* 400

* 401 token

* 404

•

{
"code": 200,
"data": {

"task_id": 1862,
"project_name": "tightMdmV2",
"group_name": "",
"status": 1,
"executor_ip": "192.168.1.1"

},
"desc": ""

}

2.2

•

– POST

– URI/api/v2/scan/add/

– * ssh_url [] ssh

* branch []

* app_name []

* force_scan [] 1 0

– * 200

* 400

* 401 token

* 404

{
"ssh_url":"git@github.com:seecode-audit/vuln_java.git",
"branch": "master",
"app_name":"vuln_java",
"force_scan": 0

}

•

{
"code": 200,
"desc": ""

}
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2.3

•

– POST

– URI/api/v2/task/:task_id/status/

– * task_id [] ID

* status []

* end_time []

* title []

* reason []

– * 200

* 400

* 401 token

* 404

{
"status": 1,
"end_time":"2019-07-30 09:37:03",
"title":"",
"reason":"sonar-scanner"

}

•

{
"code": 200,
"desc": ""

}

2.4

•

– POST

– URI/api/v2/task/:task_id/statistic/

– * task_id [] ID

* size [] KB

* total []

* language []

* statistics

– * 200
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* 400

* 401 token

* 404

{
"size": 80,
"total": 2048,
"language":"java",
"statistics":[

{
"language": "java",
"files": 2,
"blank": 300,
"comment": 200,
"code": 100

},
{

"language": "python",
"files": 2,
"blank": 100,
"comment": 20,
"code": 103

}
]

}

•

{
"code": 200,
"desc": ""

}

2.5

•

– POST

– URI/api/v2/task/:task_id/component/

– * task_id [] ID

– * 200

* 400

* 401 token

* 404

•

[
{

"name": "fastjson",

(continues on next page)
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(continued from previous page)

"tag": "com.alibaba",
"version": "1.2.58",
"new_version": "",
"origin": "pom.xml"

}
]

{
"code": 200,
"desc": ""

}

2.6

•

– POST

– URI/api/v2/task/:task_id/issues/

– * task_id [] ID

* rule_key [] key

* risk_id [] id

* category []

* title []

* file []

* author []

* author_email []

* hash [] commit id

* start_line []

* end_line []

* report []

* code_example []

* is_false_positive []

* whitelist_rule_id [] ID

* evidence_content []

* engine [] ID

– * 200

* 400

* 401 token

* 404
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[
{
"rule_key": "java:jackson-databind-cve-2019-12384",
"risk_id": 3,
"category": "vulnerability",
"title": "Jackson-databind \u53cd\u5e8f\u5217\u5316\u6f0f\u6d1e (CVE-2019-12384)",
"file": "pom.xml",
"author": "zhangsan",
"author_email": "zhangsan@example.com",
"hash": "182fb49613656f833ed4c5ed059e7855269e56f2",
"start_line": 61,
"end_line": 62,
"report": "https://git.example.com/app_group/app/blob/master/pom.xml#L61",
"code_example": "\n <jackson.version>2.9.9</jackson.version>\n

→˓<jackson-databind.version>2.9.9.3</jackson-databind.version>\n <dealer.lib.
→˓version>2018.08.29.1730</dealer.lib.version>\n\n",

"is_false_positive": false,
"whitelist_rule_id": "",
"evidence_content": "2.9.9",
"engine": 2

}
]

•

{
"code": 200,
"desc": ""

}

5.12.4 3.

3.1

•

– POST

– URI/api/v2/sys/log/

– * title []

* description []

* stack_trace []

* sys_type []

* level []

– * 200

* 400

* 401 token

* 404
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{
"title": "",
"description": "",
"stack_trace": "",
"sys_type": "",
"level": ""

}

•

{
"code": 200,
"desc": ""

}

3.1

•

– POST

– URI/api/v2/node/host/

– * hostname []

* ipv4 [] ipv4

* ipv6 [] ipv6

* role []

* ui_version [] UI

* client_version []

– * 200

* 400

* 401 token

* 404

{
"hostname": "test.local",
"ipv4": "192.168.1.1",
"ipv6": "",
"role": "client",
"ui_version": "",
"client_version": "1.8.22"

}

•

{
"code": 200,
"desc": ""

}
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5.13 Changelog

• #1: test

• #2: test
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https://github.com/seecode-audit/seecode-audit/issues/1
https://github.com/seecode-audit/seecode-audit/issues/2
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