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Overview

1.1 Overview

NOC is the scalable, high-performance and open-source OSS system for ISP, service and content providers.

1.1.1 Quick links

¢ Source
¢ StackOverflow
* Wiki

1.1.2 Key Features

Major features are:
¢ Telecom-specific modules
— Network Inventory
— IP Address Management
— VLAN Management
— Service Activation

— Configuration Management

Fault Management

DNS Provisioning

Performance Management
— Peering Management
— Knowledge Base
¢ Vendor-agnostic
— Over 50 supported vendors, from CPEs to core MPLS routers

¢ Battle-proven
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— Used by small and large companies worldwide
¢ Leverages mature and proven open-source technologies »
— Python
PostgreSQL
MongoDB

Django
- ExtJS
 Integration »
— REST/JSON API
— Python API
— Established professional community »
— DevTeam and Community

— BSD License

1.1.3 Limitations

* No supporting Windows

1.1.4 Microservices
Activator

Add API for running scripts on devices
Settings: * Thread * Count Service Name: Ping
Pinging devices and RTT

W est MUKPOCEPBHUCOB B pa3/ieeHnn JacTru (PYHKIIHOHATA Ha CJIaOOCBA3aHHBIE MOIYJ/IN, KOTOPhIE ODIIAI0TCs
Mezk 1y coboii pu nomor API. D10 obsierdaer macinrabupoBanue u moIepKKy. Ha jgaHHBIE MOMEHT B
NOC peain30BaHbI CJIEIYONINE CEPBUCHL:

4 Tnasa 1. Overview
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Installation

2.1 Manual Installation

There are following components you need to install before running Moira microservices:
1. golang version 1.5 or higher
2. redis_ database version 2.8 or higher
3. python version 2.7
4

. web server e.g. nginx

2.1.1 Vcranoska Oarram
VcraHOBKA BPYYHYIO
Jlokep koHTeitHep

:current tarball:‘z°

2.1.2 Hacrpoiika Garram

OcHoBHoit naTEepdEil mocTymeH mo mopTy 8888 u ajpecy, Ha KOTOPOIi 3aITyIeHa OaIHs.
Ha ckpunmmore BuguM OCHOBHOE MEHIO U [AHEJb HHCTPYMEHTOB. [IyHKTHI MeHmo:

1. Environments - ocHoBHasi pabodast obsiactb. B Heii cosmatorcss OKpyzKeHus 1 HACTPANBAIOTCS UX IIapa-
MeTphl. TakkKe M3 HErO BBIMOJIHSIIOTCS JeficTBUs Ha l HUMU. [Ij1s1 BBIIOHEHUS] HACTPOEK B ITOCJIEIYIOIIUX
IIyHKTaX HEOOXOIUMO BBIOPATH OKPYKEHUE.

2. Datacenters - 3uecp nacrpauBatorca Jdaranentpsl. Kaxkias Homa (XocT), oTHOCHTCH K KAKOMY-Jub0
JmaranenTpy. VI3 HacTpoek JOCTYIIHO TOJBKO yKa3aHUe MPOKCH CepBepa

3. Pools - 31ecw cosmarorcst [lysbr. Hacrs cepsucos HOKa moszsossitor paborarh B cBsiske. CBI30K MOXKET
ObITh HECKOJILKO U 110 HUM MOYKHO PACIpeiesaTh obopypoBanue (menaercs B nacTpoiikax HOKa)

4. Nodes - 31ech cozpaiores Hozpl (xocrsl). Ha mux Gymyr yeranasiusarbes kommonenTbl HOKa. Uma
HozbI (xocTa) coorBercTByer ero hostname.

5. Services - B JaHHOM MeHIO nporcxoauT Hacrpoiika cepsucoB HOKa (kosmdecTBo, IyTH u 1p.) U MeCTO
UX pa3MeIleHusI.



https://www.python.org/downloads/
http://nginx.org/en/download.html
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NOC Tower: TstDepLinux

& cnvironments

Update sources, Restart gentle

B oawacenters

Environment Type URL Description
EEI Pools
& Nodes TestDeploymeni prod 172.201.33
&Semces
L8 Settings BoibpaHHOe B 4aHHbINA

MOMEHT OKpYXeHHe

OcHOBHOE MEHID

CnMCOK OKpY}KeHuid (environments)

Puc. 2.1: Ocuosnoit sxkpan Tower
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6. Settings - ykasweiBaercs agpec penosuropust HOKa (coBmamaer ¢ xocToM, Ha KOTOPOM YCTaHOBJIEHA
Garmnst). J{j1st 3aBepIeHns HACTPONKHU B 9TO BKJIAJIKe HEOOXOIMMO HaXKaTh Save.

Tip: Bce nacTpoiiku, BLIIOJHAEMbIE B IIyHKTAX MEHIO OTHOCATCS K BbIOpaHHOMY OKpy2kenuio. T.e. Hompr,
100aBJIEHHBIE B OTHOM OKDYKEHHUH OYIYyT HEIOCTYIIHBI JJIsI APYTOTO.

Ha nanesm mHCTPYKMEHTOB JIOCTYIIHBI JI€ACTBUS:
¢ Create new co37aTh HOBOE OKPY’KEHIE
e Inventory - moKa3bIBaeT TEKCTOBBIIT BApHAHT BCEX BBEIEHHDBIX HACTPOEK JIJIST OKPYKEHUST
¢ Pull - mogrstayTh nIOCIEMHUE M3MeHeHus u3 penosutapus HOKa
¢ Deploy - passepayrs HOK cormacro Hactpoiikam.

¢ Deploy options - mo3BossieT BLIOpATH OnEpaIiny, KOTOPbIE BBIIOJHIIOTCS BO BpeMs Aemios. 1o ymosi-
yaHuio HeoOxoauMo BbiGparh Install Everything (Ycranosurs BCE)

CosaéM HOBOE OKPY2KeHHe, HauMHAeM 3alloHsITh 1oJis (KHonka Create New)

Ha sxpane co3manus OKpyKeHUsl 3aII0JIHsIeM 110Jie UMeHU (MCII0JIb3yeM TOJIBKO OyKBeHHO-1n(POBbIe UMEHA)
u Host (yxasbiBaem jmm6o IP 6o hostname) no sromy azgpecy 6yumer pa3sépuyT BeG-unrepdeiic.

Attention: Tlocse mobaBiieHust OKpY¥KeHUsT HEOOXOIUMO HaxKaTh KHONKY Pull

Hanee:
1. Cosmaém maranenTp. B HEM,B cilyae HEOOXOIMMOCTH, 3aIT0JIHsIEM 110jie Proxy.

2. JMobasasiem HOmbI, B HacTpoiikax ykasbisaeM Tull (FreeBSD, Linux), IP agpec (B dopmare IP), u umsa
[TOJTb30BATEIs, U3 0], KOTOPOrO OYIEeT IMPOXOIUTh PAa3BEPTHIBAHNE KOMIIOHEHTOB.

3. Tlepexomum B pazzen Settings. OH pa3jesiéH Ha HECKOIBKO Topa3eaos. [lepseim waér Global - B HéM
cocpesiorouenbl ocHoBHBIE KoMIIoHeHTH HOKa u croponnee I10, Heobxoaumo jijist pyHKIIMOHUPOBAHUSI.
JonosHuTEIbHBIE PA3/IesIbl COOTBETCTBYIOT unciy [lymos, cozmanubix B padjeie Pools. I[Tonagamry Pool
ToJibKO 1 - default. B mysrax mHaxomsrcs cepBuchl, paboTatoriue B CBI3Ke ¢ 000DYIOBAHIEM.

Note: ITompobHee 0 HA3HAYEHUU KaXKIOI'0 U3 CEPBUCOB MOXKHO IIOYUTATH TYT!

Note: BoJee moapobHo Bce HACTPOWKU 3TOrO pas3jie/ia OCBEIIEHbI B PYKOBOICTRE!

Hauynnaem 3amomasaTs pasnen. Heobxoaumo mpoiiT o BceM CepBHCAM U IIPOCTABUTH UX KOJIHMYECTBO, KO-
Topoe Oyjier ycraHoBjieHO. Ha maHHBIE MOMEHT eCTb IIOJBOJHBIM KaMeHb. EC/M IpPoCTO cTaBUTh NUMPHI U
IIepPEeCKAKUBAThL C CEPBUCA HA CEPBUC - TO HACTPONKU COXpPAHUTH He yhacTcd. [losyanrcsa HedTo Takoe:

B rakoit curyarun neobxoanMo 0OHOBHATE OKHO Opay3epa U IOBTOPUTE poreaypy. 11o oKoHIaHnn HaXknMaeMm
Save, mocJie 0GHOBJIsTEM OKHO Opay3epa. JIo/KHO MOy IUThCS KaK-TO TaK:

Tlocieqaum mmaroM nepexojuM B MeHIO Settings u HaxKuMeM KHOIIKY Save.

Tlocnemaum marom Bo3Bpamaemcs B MeHro Environments, mposepsiem uro B Deploy options BbicTaBieHO
Install Everythong, naxumaem kuonky Deploy un xmém.

2.1. Manual Installation 7
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NOC Tower: TstDepLinux

& Environments

B paacenters

A
< default i
) poote Datacenter Node Instances Loglevel Discovery threads *
= &> activator - = 10 [+
=8 MNodes
& classifier

-3 Settings

& ping

& syslogeollector

& wapeollector

Puc. 2.2: Omubka npu HACTPOIKE CEPBUCOB

NOC Tower: TstDepLinux

. Environments

! Datacenters

el

< Global N

1 poois Datacenter Node Instances Loglevel DB threads *
& i = = 4+

= Nodes MTEKD nocl-nodel Info
& card
& correlator

& Settings
& dev
B grafana

& grafanads

= influxdb

& login

& mailsender

= mongod

& mrt

¥ nginx

& notebook

= nsqadmin

= nsqd

¥ nsqlookupd

& omap

& pmwriter

EH postgres

& redis
e

& scheduler

& web

Puc. 2.3: CepBucs! ycruenHo HaCTPOEHbI

8 T'nasa 2. Installation
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2.1.3 Hemmoit HOKa

Cawma 1o cebe mTporie Iy pa JIeIIos Tpee/ibHO aBToMaTn3npoBaHa. Ho MOXKeT MoHa 100U ThCs OTCIIeIUTh KaKue-
to MoMenThl. Camy mporeypy emnost npoBogut Ansible. 9To cucrema yrpasienust KOH(MUTYpaIueii, pa-
6oratomast Ha ocuose Playbook (perenros). Cama GaliHst BBIIOJIHIET HACTPOEYHYIO (DYHKIIUIO, & 110 KHOIIKE
neruoit 3amyckaercss Aucubsns n o Playbook, Beimosasier jieificTBust, KOTOpbIE IIPU JPYTOM DPACKJIaJie pHU-
[IJIOCH BBIMOJIHATH BPYUIHYIO.

Jlor meiicTBUiT OH BBIBOAUT B KOHCOJIb. 2K E/IThIE - 9TO BHECEHHBIE U3MEHEHUS, 3EJIEHBIE - STO IPOIILIO YCIEIll-
no, Kpacubsre - cboit. Ecin cboii KpuTmdeckmii, TO IOl OCTAHOBUTCS, €CJIM HeT - HpomosnkuTcda. 1lpm
BOBHMKHOBEHUHU OIMMOOK, PEKOMAH/IyeTCsI IOUCKATD perierrne B FAQ mwim cipocuTh B YaTHKe.

2.1. Manual Installation 9
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Users’s Guide

11
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Documentation

4.1 Developers Guide

Orsasienue

* PazpaboTka mpoduist st 000pyI0BAHUS
— Bsenenue
— CrpykTypa n 0COOEHHOCTH pabOTHI PO
— Bzanmoueiicrsue ¢ NOC’om
* (Oxema BBI30Ba IIPOMUIIsI
+ Cocrap npoduisi
— BzaumojeiictBue ¢ 00opy/1oBaHIEM
* CLI
* SNMP
+ HTTP
— Hamnmucanue cBoero mpoduist
+ Qaitn mpoduirsa
* CKpUITHI
* Orraaka
* [IpmMeps! ckpunToB
— Ilpuioxenne

* BazoBblil Kjace mpoduis

% BasoBbIll KJ1acc CKPUIITa

* Mnrepdeiicer NOCa,

* Tunpl manaerx, npuMmenseMbie B naTepdeiicax NOCa

4.1.1 Pazpabotka mnpoduis Jijisg 060pyI0BaHUs
Bsenenue

JIroboe ycrpoitcTBo, ¢ KoTopbiM Blanmojecrsyer NOC, Tpebyer coorBeTcTByIIero npoduiis. B HEM ommchiBa-
1oTcs ocoberHocTn paboThl ¢ obopyrosanuem: * koMmanwl, B caydae CLI mmu SNMP OID w1 B ciiyuae paboThl
mo SNMP * cdbopmarhl ganusix * momgepkupaeMble 060pyJI0BAHAEM TEXHOJOIMH ¥ BO3MOXKHOCTH

IIpoduns Iro xkommonenr NOC’a, npenHazanvueHHast 1y 00eCIedeHrne B3anMOIEHCTBIST MEXK Ty KOMITOHEH-
TAMH.

13
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®opmajibHO, MOXKHO onucarhb [Ipoduis Kak nocpegauka. OH NpuHUMaeT HeoOpaOOTaHHBIN MOTOK JAHHBIX
oT 060pyI0BaHus U IpeobpasyeT ero B jjaHHble, KoTophlie nepegatorcs NOC’y mis nocseayromeir 06paboTku
u coxpanenus B B/l. [Ipoduin kEcTKO NpuBs3aHbl K KOHKPETHOMY IIPOI'PAMHOMY ODECIIEUEHUIO, UCIIOIB3Y-
eMOMy Ha 000pyJ0BaHMU. XOTsl, UMEETCs BO3ZMOXKHOCTH yuéra Bepcuu 110 (ona nepemaéres npoduimio mnpu
BbI30B€) U JIPYI'He IAapaMeTPhbl IIPU BbI30BE Te€X WJIM MHBIX KOMAHJ, DU CYIIECTBEHHBIX M3MEHEHUSAX DEKO-
MEH/IYeTCsI HAUCATD JAPYToil MPOdUih, T.K. OOJIBIIOE KOJTUIECTBO BETBICHUNA YCIOKHSIET TO/JIEPKKY.

CrpyKTypa u 0cOOEHHOCTH PabOThI IPOMUIIs

¢ [IumyTea Ha A3bIKe TporpaMMupoBanusa Python;

* IToarpy»Karorcsd aBTOMATHYECKH, IIPA CTAPTE CUCTEMBL;

* He xpaHdaT COCTOSIHUSI ITOCJIC 3aBEPIICHUS

e Orpannvenue Ha BpeMsi paboThl TPOMUIs yeTaHaBaIuBaeTcsa Taimayrom !
e OrpaHuyeHne Ha HCIOJIL30BAaHUE MOIYJIEH He yCTaHABJIMBAETCS

¢ BrisbiBarorcs ¢ 3a/IaHHBIM I1€PUOI0M (B 3aBUCUMOCTH OT Ha.3Ha‘{eHI/IH)

IIpoduns nepenaér nadopmarmio B cropony NOC’a, peajusysi OfquH U3 JOCTYIHBIX UHTEPMENCOB.

Note: Unrepdeiic onucbiBaer popMaT u COCTaB JAHHBIX, KOTOPbIe He0Ox0omuMo mepeaarh B cropony NOC a.

Bzanmogeiicteue ¢ NOC’oMm

IIpoduss B3anmogeiictesyr ¢ NOC’om 2 myTsamu:

1. NOC mnpenocrasiisier MeTObI 1Jisl B3auMoieiicTBus ¢ obopynoBanueM (noxakmodenue 1o CLI, 3anpoc
urdopmarmn o SNMP) u jyist wacro Berpeuaronuxcest oneparuii (H-p npeobpasosarne MAK ajipecos,
IP azpecos). IlpakTuyuecku o600 U3 HUX MOXKHO II€PEOLPEIETUTh B CBOEM IpoduIie, moj 0CoGeHHO-
cTH onpeesiéHHoro obopynosanus. Hampumep moj yuukaibuoe npejcrasienne MAC agpeca uau [P
npedukca. [Ipenmymiecrso sToro nojaxo/a - npu obparnenunn K obopyaoBanuio NOC yxke Oyner 3HATH
00 9THX OCOOEHHOCTSIX.

B pasznene Bzaumoseiictsue ¢ obopyaosanueM OyLyT pacCMOTPEHBI OCHOBHBIE MeTOZbI. IlosHblil IepedeHn
pocryteH B I[Ipunoxxenun Basosblit kiace ckpunra. Jljra onucanus mapaMeTpoB B3anMOJEHCTBUS ¢ 000PYIO0-
BaHMeM (HanpuMep, TaiiMayThl, HACTPOIKY telnet mopktodeHnst, u 1p.) CyecTByeT Ipoduib 060PyI0BAHNUS.
On maxomurcst B MomyJsie  init  .py u sIBJIsIeTCsl HACIEQHHUKOB Kiacca noc.core.profile.base.BaseProfile .
IlosHblil IepevueHb JOCTYNIHBIX sl N3MEHEHHs! 1apaMeTpoB goctyrer B Ilpunoykernnn Basosbrit kiace mpo-
dbus .

1. Jljis mepeadu pe3yabTaTOB MIPUMEHSIIOTCST HHTEPQENCHI.

Unrepdeiic - ato cnenuanbuas cymuoctb NOC’a, npegHazandennas Jjis obecriedeHne B3a-
UMOJIEHCTBUST MEXK Y KOMIIOHEHTAMH.

IIpu onucanuu nnTepdeiica ykasbiBaeTcs GopMaT U CTPYKTYPa JAHHBIX, KOTOPbIe HEOOXOIMMO TI€PEe/IaBaTh.
Tak:ke yKa3bIBaeTCsi 00s3aTeIHbHOCTD/HEO0I3aTeIbHOCTD OIPEIEICHHBIX 1mojiei. IIpore Beero, ero MoxKHO
[IPEJICTABUTH B BHUJE KaHaJa, C OgHON cToponbl KoToporo 1 kommonenT 110, a ¢ apyroro 2. Ilepenaua ocy-
IIECTBJIAETCS B OHY CTOPOHY. EC/u maHHbIe HE MPOIIN MPOBEPKY - BO3HUKAET UCKJIIOUEHUE.

B kauecrBe npumepa BosbMéEM mHTepdeiic noc.sa.interfaces.igetversion.IGet Version
class noc.sa.interfaces.igetversion.IGet Version

Returns Parameters in dict

14 I'nmaBa 4. Documentation
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Vendor StringParameter:
Platform StringParameter
Version StringParameter
Attributes DictParameter
Return type DictParameter

Kak moxkHO yBUAeneTh, B HEM yKa3bIBA€TCS THUII U CTPYKTYpa MaHHBIX. [[jisi ycrmemHoi# mepegadn HeoOXo-
JUMO COOTBETCTBOBATH 33[AHHBIM TpPeOOBaHUSM. B maHHOM ciydae, JJis YCIIENTHON Ie€peadn HaM HeoD-
XOMMO cHOPMHUPOBAThH CJIOBAph ¢ Kiodamu vendor, version, platform, ux 3Hadenus, 370 TEKCTOBBIE ITOJIsT
(StringParameter()).Tak:ke, ecTh HeoOsA3aTEIBHBIN TapamMeTep - caoBapb attributes. Ilepeuens kioueii, mo-
CTYIIHBIX JIJIs [I€peJiavdn He 33JaH. DTO O3HAYAET, UYTO PAa3pabOTIMK MOXKET CAMOCTOSTEIbHO BHIOPATH YTO B
HEM TIepeaBaTh. B mTore, HaM HEOOXOIUMO MEPEIATh CJIEIYIONYI0 CTPYKTYPY:

{
"vendor": "Cisco",
"version": "12.4(5)",
"platform": "IOS",
"attributes":

"image": "image.bin",
"type": "typel",
"count": 2

Cxema BBI30Ba MPOQUIIST

Pabora ¢ mpodusrem mpoucxomuT myTéM BbI30Ba Mojyseit. B ciyaae Python, momynb mpesacTaBaser coboit
dait. ViMeHna Mojysieii sIBJISIFOTCsI 3ape3epBUPOBAHHBIMU JIJIsl BBIITOJIHEHNS KOHKPETHBIX 33Ja4 U Peasin3a-
u nHTEpdhEicoB. DT MeTOJIbI JOJIZKHBL cojiep:kaTh Kiace Script(BaseScript) u, B HéM, Meros execute. st
MOJLyJIeli, KOTOPbIE He 3ape3epBUPOBAHHBIME MeToa execute() Mmoxker He 6bTh. Hanpumep, mis c6opa undop-
maruu o Bepcuu 110, mardopMmbl 1poduib JOIKEH ColepKaTh MOLy/Ib get version (T.e. B IAIKe JOJZKEH
aexarb dailn get version.py). Ilpu Beinossenuu 3agadu c6opa sepcuu, NOC obpartnaercs K npoduiio u
IBITAETCST BBI3BATh MeTo execute() B Momyse get version. B ciryuae ycrexa, BBIIOJHAIOTCS TEPEINCIEHHbBIE
TaM JefCTBUsI ¥, Yepe3 Oeparop return 3Toro MoJyJisi, BO3BPAIAETCS PE3YJIbTAT.

Attention: IIpodwuib canreiBaercst mpu crapre NOC’a u kammpyercs. [lostomy, mist Toro uyrobsr, NOC
BOCIIPUHSIIA U3MEHEeHns HeoOX0 MM repe3alrycK. VICKIoueHneM sIBJIsIeTCsl UCIIOIb30BAHNE OTIIAJIKN Yepe3
./noc script. Cm. Ornajka .

CocraB mpoduist

IIpoduis cocrout us daitios (B repmunosorun Python - Mogyueit, HaGop Gbailios B 0nHONE TUPEKTOPUH - 3TO
[Taker ), HAa3bIBAEMbIX CKpuIITamu, HarmcanabiMu Ha LT Python (B Tepmunosoruu Python onu nassisaiorcs
MozyJamu). Jacts umén (hailioB gABJIIOTCH 3aPe3ePBUPOBAHHBIMU U BbI3bIBAIOTCS IIPU PA0OTE KOHKPETHBIX
3aj1a9. 3ampocoB BeI30Ba ckpunTa nmeet Bux <folderl>.<folder2>.<script name>.py.

Note: Tepmunsbr [Taker, Moyib, Meros 570 TepMuHBI si3biKa IporpaMmmupoBanusi Python. Pekomenyercst
U3YYUTDH JIITEPATYPY 1O HEMY.

4.1. Developers Guide 15
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sd SA Script J

Client SAE Activator S
| | |
| 1. script()() | :
< — A0lreditect m |
2 scff |
Scﬂlpt() ’— 210 init_ () H
|
| K mm
| 2.2 execute()() i
|
|
|
|
|
|
|
|
- —— —— e ——— .
<-———— " —"—"—"—"—"—"—"—"—"—"——"———— n
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B NOC npunsTo coramenue mo Koropomy dactb nmern < folderl >, nmenyercst Kak Mpou3BOUTETH 000PY/I0-
BaHusl, a yacTh uMenu <folder2> kak #aszsanue 110, koropoe ycranossieno Ha obopymosaanu. H-p Cisco.lOS,
Juniper.JunOS, Dlink.DxS.

Attention: Mmena sgBJISOTCS pEerucTpo3aBUCUMbIME!

Muanmumanuzanusa npoduis ocymectBiaserca B daiute  init.py . B mém, nyrém HaciaemoBanusa Kiacca
noc.core.profile.base. BaseProfile mpoucxoaur repeoripeiesienne HacTpoeK paboThl ¢ 000PYIOBAHIEM II0 YMOJI-
JaHUi0. Tak»Ke B HEIO BBIHOCSITCS METObI, KOTOPBIE UCIIOJIb3YIOTCS B HECKOJIBKUX CKPUIITAX.

Peanuzarnus narepdeiicoB u paboThl ¢ 000pPYIOBAHIEM OCYITIECTBIIsIeTC B dailjiax CKpunToB. B Hux, myTém
HaC/IeIOBaHMs Kjaacca noc.core.script.base.BaseScript peasmsyercst mornka padboTsl ¢ 000pyI0BAHAEM U HOD-
MaJIM3aIMsl TOJIYYeHHBIX JaHHbIX s nepenadn B NOC. Ba3oBbeiit HAOOp CKPUOTOB JIJIst B3AUMOJIEHCTBUS C
060py/I0BaHUEM COCTOUT U3:

e get_version Peanmusyer marepdeiic noc.sa.interfaces.igetversion.IGetVersion . 3anparmmsaeT ¢ 060py-
nosanus mwiardopmy, Bepcuto 110, u nonosaurenbabie arrpubyThl (Hanpumep, ums daiiia obpasza I10,
CepuiiHbIil HOMED...)

* get_capabilities Peasmusyer unTepdeiic noc.sa.interfaces.igetcapabilities.IGetCapabilities . IIpousso-
JIAT OIPOC 0BOPYIOBAHUST HA TIpeIMeT mojep:kuBaeMbix nporokosios (SNMP, LLDP, CDP). [Jannas
nHGOPMAIHS UCIOJb3yeTCs NP BbI30BE CKPUIITOB U BHYTPH, JJIs HPUHSITHS PEIIEHUs, 0 KAKOMY
IIPOTOKOJIY PaboTaTh.

* get_interfaces Pamusyer unrepdeiic noc.sa.interfaces.igetinterfaces.IGetInterfaces . 3anparmmsaer criu-
CcOK mHTepdEicoB ¢ 060PyI0BAHNUS.

Jljist mocTpoeHns :term:TonoJI0rnu moTpebyIoTCsT CKPUIITHI:
* get chassis _id (peamusyer unrepdeiic IGetChassisid ).
* get fqdn (peasnusyer unrepdeiic IGetFqdn )

get  <method> neighnbors (peanusyer unTepdeiic COOTBETCTBYIOMErO METOIA,)
— get_cdp_neighnbors (peamusyer unrepdeiic IGetCDPNeighbors )
— get_lldp neighbors (peamusyer unrepdeiic IGetLLDPNeighbors )
— get_udld neighbors (peamusyer narepdeiic IGetUDLDNeighbors )
* get _mac_address table (peanusyer unrepdeiic IGetConfig )
» get _arp (peasnusyer unrepdeiic IGetArp )
st cbopa KoHpUTYparumn
* get config (peamusyer unrepdeiic igetconfig)
s cbopa cocraBa 000pYIOBAHUS
* get_inventory (peasusyer unrepdeiic igetinventory)

IIo meobxomumocTn, B mpoduie MOXKeT ObITH J00ABIEHO JTIOO0E KOJNIEeCTBO (DAlIOB CKPUIITOB.

BzanmogieiicTBre ¢ 060pyIoBaHreM

s B3anmomelicTBus ¢ 000pyoBanreM 06a30BbIN Kjacc noc.core.script.base.BaseScript npemocrasisier cie-
JIYIOIIE METOJIbI.

4.1. Developers Guide 17
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CLI

BaseScript.cli(cmd, command submit=None, bulk lines=None, list re=None, cached=False,
file=None, ignore errors=False, nowait=False, obj parser=None, cmd next=None,

cmd _stop=None)
Execute CLI command and return result. Initiate cli session when necessary

Parameters
* cmd (str) — CLI command to execute
* command _submit (str) — Set in Profile, submit enter command
* bulk lines — Not use
* list re — Format output
* cached (bool) — Cache result
» file (file) — Read cli from file
* ignore_errors (bool) — Ignore syntax error in commands
* nowait (bool) — Not use
Type re.MatchObject
Returns if list _re is None, return a string
Return type str

Returns dict : if list_re is regular expression object, return a list of dicts (group name ->
value), one dict per matched line

Return type dict

Meros mo3BOJISIET BBITOJIHSATH KOMaHIbI Ha 000PYI0BaHUU. Bo3BpalmaeT BBIBOJ 3alIPOIIEHHON KOMAHIIbI B
BHUJE CTPOKH C TEKCTOM K KOTODPOM, B JaJbHEHIIEeM, BO3MOXKHO IIPUMEHSTH JIFOOble METOMBI Ijis PabOThI ¢
TEKCTOBBIME CTpoKaMu B Python.

SNMP

SNMP.get(oids, cached=False, version=None)
Perform SNMP GET request

Parameters

* oid (string) — string or list of oids

* cached (bool) — True if get results can be cached during session
Returns eigther result scalar or dict of name -> value

SNMP.getnext(oid, community suffix=None, filter=None, cached=False, only _first=False,
bulk=None, max_repetitions=None, version=None)

Metoibl 1103B0JIsIIOT BBIIOJIHATE SNMP 3ampockl K 000pyI0BaHIIO IIyTEM BbI30Ba METOJIA C Iepejadeil emy
OID’a. st obnmeryenust paborsl mo SNMP, MOXKHO HCIIOJIB30BATD:

SNMP.get table(oid, community suffix=None, cached=False)
GETNEXT wrapper. Returns a hash of <index> -> <value>

SNMP.get tables(oids, community _suffix=None, bulk=False, min _index=None, max _index=None,
cached=False)
Query list of SNMP tables referenced by oids and yields tuples of (key, valuel, ..., valueN)

18 I'nmaBa 4. Documentation
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Parameters

* 0ids — List of OIDs

* community suffix — Optional suffix to be added to community

* bulk — Use BULKGETNEXT if true

* min index — Not use

* max index — Not use

* cached — Optional parameter. If True - getting value will be cached
Returns

ITosabrit nepedeHb JOCTYIIHbIX METO/0B CMOTPUTE B IIPUJIOZKEHUU.

HTTP

HTTP.get(path, headers=None, json=False)
Perform HTTP GET request

Parameters
e path — URI
* headers — Dict of additional headers
* json — Decode json if set to True

HTTP.post(path, data, headers=None, json=False)
Perform HTTP GET request

Parameters
e path — URI
* headers — Dict of additional headers
¢ json — Decode json if set to True

Bemosasier, coorBercrBenno, GET u POST 3amnpoc k obopymoBanuio. B pesb3yibrare Bo3BpaimaeT OTBET B
Buzge JSON.

Harmucamnne cBoero mpoduis

st TTOTHOTIEHHOM peaan3aIun TpoduiIs HeOOX0IUMO:
1. Coznanne CTPYKTYpbI KATAJIOTOB.
2. Cozpanne npodwist - init  .py w IpONUCHIBaHME TAPAMETPOB PAbOTHI ¢ 06OPYIOBAHUEM.
3. Peasmzanus ckpunros get version u get capabilities.
4. Peanmuzarust HeoOXOMUMOTO (pyHKITHOHAIA.

OrcyTcTBHE TOrO WU WHOTO CKPHUIITA B MPOMUIE OrPAHTINBACT BOZMOKHOCTH CHCTEMBI BO B3aUMOJIEHICTBIT
¢ obopymoBanuem. Hampumep, oTCyTCTBHE CKPHIITA MOJIyUeHHs] HHTeP(ERcoB He MTO3BOJHUT IMOCTPOUTH TO-
I0JIOTHIO, a, B oTcyTcTBHEe cKpunTta get cdp neighnbors, He ygacTcs MOCTPOUTH TOIOJIOTHIO IO TPOTOKOJLY
CDP, HO He momernaer moCMTPOUTh Tomnosoruto 1o 1ldp.

4.1. Developers Guide 19
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Daitn npodua

B daiisne mpodmis - init  .py nHeobxoamMo mpommucarhb

from

noc.core.profile.base import BaseProfile

import re

class

Profile(BaseProfile):

name — "Huawel. VRP"

pattern more — |

(r"~ - More ——-", " ",
(r"[Cclontinue?\S+", "y\n\r"),
(r"[Cclonfirm?\S+", "y\n\r"),
(r" [Aajre you sure?\S+", "y\n\r"),
(r"~Delete flash:", "y\n\r"),
(r"~Squeeze flash:", "y\n\r")
I
pattern_prompt = r" "~ [<#\[](?P<hostname>|a-zA-Z0-9- \.\|/ \s|+)(7:-[a-zA-Z0-9/|+)*[>#\]|"

pattern_syntax_error = r"(Error: |% Wrong parameter found at|% Unrecognized command found at|Error:Too 1

CO
CO
CO
CO
CO
CO
CO

nn

mmand_more —

nfig volatile = ["~%.%7$"]

mmand_disable pager = "screen-length 0 temporary"
mmand _enter config — "system-view"

mmand_leave config = "return"

mmand_save config = "save"

mmand _exit — "quit"

ATrTpubyTel onuceBaioT pabory ¢ obopymoBanueM meromay cli. OHu yKasbIBaroT:

pattern prompt - onmuceIBaeT CTPOKY IPUIJIAIIEHUS HA 000ODPYIOBAHUY.
pattern syntax error - cTpoKu, KOTOpPbIE BBIBOJIUT 00OPY/I0BAHUE B CIydae OIIMOKH B KOMAH/E

command _more - KoMMaH1a (MM KJIABUIIA), KOTOPYIO HEOOXOIMMO IepeIaTh 0O0PYIOBAHUIO JJIsl PO~
JIOJZKEHUS TIOCTPAHUIHOTO BBIBOIA

config volatile - crmcok ¢TPOK, KOTOPBIE MOI'YT MEHSTHCS B KOH(DUTYDPAIMH, [IPU 3aX0Je Ha 000PY/I0-
Banue (HAIPUMED M3MEHEHUE BPEMEHN)

command disable pager - koMMaH/Ia, KOTOPYIO HEOOXOIUMO IIE€PeIaTh 000PYIOBAHUIO JIJIs OTKJIIOYe-
HUsI TOCTPAHUYHOTO BBIBOJIA WHMOpMAIN

command _enter _config - KoMMaH1a, KOTOPYIO HEOOXOIMMO II€peIaTh 0OOPYIOBAHUIO JIJIsT BXOJIA B Pe-
2KUM HaCTPOUKH

command _leave config - koMMaH/1a, KOTOPYIO HEOOXOIMMO IIepeJiaTh 0OOPYIOBAHUIO JJISI BBIXO/A U3
pexKuMa HaCTPONKHI

command _save config - KoMMaH/1a, KOTOPYIO HEOOXOIUMO HEePEIaTh 0DOPYIOBAHUIO JJIsi COXPAHEHUS
KOH(UT'Y pAIIT

command _exit - KOMMaH1a, KOTOPYIO HEOOXOMMO IIE€peIaTh 000PYIOBAHNIO JIJIsl 3aBEPIIECHIS CEAHCa

Note

: IlomHblil mepyeHb METOIOB U ATTPUOYTOB, IOCTYIIHBIX JJI IIepeotpeiesienns cmorpute B IIpuioxenun

20
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Note: TIpoBepuThb MPaBUIBHOCTH 3aJ]AHHBIX HACTPOEK MOXKHO BBIIIOJHUB ./noc script <profile> login!!

CKpuITh

B nepsyio ouepesp HeoOX0AMO peasin3oBaTh CKPUITH get  version u get capabilities , mockosbky nudop-
MaIysi OT HUX UCIOJIB3YETCs Jijist pabOThl OCTAIbHBIX CKpUNTOB. CKPUIIT HAYMHAETCS ¢ 00JIACTH UMIOpTa. B
Heil, Mbl UMIIOpTUPYeM 6a30BbIil Kiacc (crpoka 1) ckpuirra u unrepdeiic, KOTOpbIi cobupaeMcs PeaIu30Bbl-
BaTh (CTpoka 2). 371ech Ke MOXKHO UMIOPTUPOBATD JIONOJIHUTEIbHBIE, HEOOX0MMble HaM Moy . Hampumep,
MOZLYJIb TIOJIEPXKKHU PEryJISIPHBIX BhIpasKeHUi (CTpoKa 3)

from noc.core.script.base import BaseScript
from noc.sa.interfaces.igetversion import IGetVersion
import re

Tlocne mmmopra HEOOXOAMMBIX MOIYJIEH MBI OOBSIBJISIEM KJIACC SCrip, HACAEAyI0 ero oT 0Ga30BOro Kjacca
(BaseScript). Ilocie ykaspiBaem 10JIHOE MMsI CKpUITa, UHTEPdENHC U eCTh Jiu HEOOXOJUMOCTh KINIUPOBAThH
pPe3yJIbTAT BBIMIOJTHEHUS.

class Script(BaseScript):
name = "Huawei.VRP.get version"
cache — True
interface — IGetVersion

Iepsoiii MeToJ KJlacca obg3aTesibHO 10szKeH ObiTh execute(). Ilpu 3amycke ckpunra, ¢ HEr0 HAYUHAETCS
HUCIIOJIHEHNE, OCTAJIbHBIE BBI3OBHI JIEJIal0OTCA U3 HEro.

def execute(self):

nn
V*H

U, B merozie execute() unér obparienue K MeTozaM paboThl ¢ 060pyIOBaHUEM, Oy YeHre nHMOPMAIUU U, B
KOHIIE, Pe3yJIbTaT MmepegaéTcs depes omeparop return.

##t Python modules
import re
NOC modules
from noc.core.script.base import BaseScript
from noc.sa.interfaces.igetversion import IGetVersion

class Script(BaseScript):
name — "Huawei. VRP.get version"
cache — True
interface = IGetVersion

def execute(self):
A nn
if self.has_snmp():
# Trying SNMP
try:
# SNMPv2-MIB::sysDescr.0
v = self.snmp.get("1.3.6.1.2.1.1.1.0", cached—True)
except self.snmp.TimeOutError:
pass
if v —— " H:
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# Trying CLI
try:

v = self.cli("display version", cached—True)
except self. CLISyntaxError:

raise self.NotSupportedError()

rx — selffind_re(|

self.rx _ ver,
self.rx_ver snmp,
self.rx _ver snmp2,
self.rx _ver snmp3,
self.rx _ver snmp4,
self.rx _ver snmpb

], v)
match — rx.search(v)
r—{

"vendor": "Huawei",

"platform": platform,
"version": match.group("version")
}
if "image" in match.groupdict():
image — match.group("image")
r["attributes"] = {"image": image}
return r

Cxpurnr get _capabilities ormaaercst ot ocTasbHBIX CKPUIITOB. Ero mpe/iHaszHatenne - OlpeessaTh MO/IePXK-
Ky 000pyIOBAHUEM TOTO WJIM WHOTO (DYHKITHOHAIA. B maipHeiinemM mo1o0Has nHMOPMAISA UCIOJIb3YETCS JIJTsT
OlITUMHU3AIUY onpoca obopynoBanus. Hanpumep, ecsiiu obopyaosanue He nojzuep:kusaer SNMP (nanpumep
OH OTKJIOUEH, WIN B HacTpoiikax ykasaH HasepHblii SNMP Community) TO cKpunrbl, KOTOpble TpeGyIOT
pabouero SNMP He BoinosiHsifOTCsI. TakkKe OT/IMYMEM sIBJISIETCSI TO, YTO OH OTHOCHUTCSI K KATETOPUU MOJLYJIb-
HBIX cKpunToB. V OH HacjemyeT He KJiacc noc.core.script.base.BaseScript a kjacc BBIIIECTOSIIErO CKPUIITA
noc.sa.profiles.Generic.get_capabilities. Taxke, B HEM HCIIONIB3yeTCs ClleNUaIbHAS KOHCTPYKIIHS - JEKOpa-
TOp .DTO TO3BOJIsieT 00pabaThIBATH OMUOKHU, ITPU BBOJE KOMMAH/I, KAK CTAHJIAPTHYIO CHUTYAIUIO U JIEJIATH
BBIBOJ[ O HEJIOCTYIHOCTH (DYHKIIMOHAJIA.

Pacemorpum npumep. B crpoiikax 2, 3 Mbl UMIIOPTUPYEM MOJY/IH. B OTIHYHE OT OCTAJBHBIX CKPHUIITOM,
nMioprupyiorcs noc.sa.profiles.Generic.get _capabilities u noc.sa.profiles.Generic.get capabilities. Ctpoxn
¢ unTepdeiicoM HeT, T.K. OHa OIIpe/JiesieHa B BbllrecTosIneM ckpunre - Generic.get capabilities. ITo sToit ke
IPUYUHE OTCYTCTBYeT MeTo| exetcute(), OH BBI3bIBAETCS U3 BBIIIECTOSIIErO0 CKPUITA.

#+ NOC modules
from noc.sa.profiles.Generic.get _capabilities import Script as BaseScript
from noc.sa.profiles.Generic.get _capabilities import false _on_cli _error

class Script(BaseScript):
name = "Huawei.VRP.get capabilities"

@false_on_cli error
def has_stp(self):

nnn

Check box has STP enabled
nnn
try:
r = self.cli("display stp global | include Enabled")
return "Enabled" in r
except self.CLISyntaxError:
try:
r = self.cli("display stp | include disabled")
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return "Protocol Status" not in r
except self. CLISyntaxError:

r — self.cli("display stp")

return "Protocol Status" not in r

Tlomnmbrit mepueHs MPOBEPsieMbIX BO3MOXKHOCTEH MOYKHO ITOCMOTpeTh B ckpunre Generic.get capabilities

class noc.sa.profiles.Generic.get _capabilities.Script(service, credentials, args=None,

capabilities=None, version=None, parent=None,
timeout=None, name=None, collect beef=False)

CHECK_ SNMP_ GET = {}

SNMP _CAPS = {0: ‘SNMP | v1’, 1: ‘SNMP | v2’, 3: ‘SNMP | v3’}
SNMP_ VERSIONS = (1, 0)

cache = True

check snmp get(oid, version=None)
Check SNMP GET response to oid

check snmp getnext(oid, bulk=False, only first=True)
Check SNMP response to GETNEXT/BULK

execute()

execute _platform(caps)
Method to be overriden in subclasses. :param caps: Dict of capabilities, can be modified

get snmp_ versions()

Get SNMP version
Returns Working SNMP versions set or empty set

has _cdp()
Returns True when CDP is enabled

has_ipv6()
Returns True when IPv6 ND is enabled

has_1ldp()
Returns True when LLDP is enabled

has oam()
Returns True when OAM is enabled

has_snmp()
Check basic SNMP support

has _snmp bulk()

has _snmp _ifmib()
Check IF-MIB support

Return bool

has _snmp ifmib_he()
Check IF-MIB 64 bit counters

Return bool

has_stp()
Returns True when STP is enabled
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has udld()
Returns True when UDLD is enabled

interface
alias of IGetCapabilities

name = ‘Generic.get capabilities’
requires = ||
noc.sa.profiles.Generic.get _capabilities.false _on_cli_error(f)

IIocne orpaborku ckpunra get capabilities craHoBUTCSH BO3MOXKHO IOJIB30BATHC JAHHBIMA IPOBEPOK. Jliist
9TOro MCnosIb3ytoTes Merosbl BaseScript.has capability() , BaseScript.has _snmp() .

Bce ocobennocTn paboTHl ¢ TEM MM MHBIM O0OPYIOBaHUEM COCPEJIOTOYEHbI BHYTPH mpoduis. Jem GoJibiie
undopmaryu cMoxker cobparh npodusb (B pamkax norpebssemoro NOC’om), Tem Gosbine Oyier 3HaTh

NOC.

Note: IIpoucxomsinee BHyTpr pOdUIIs, IEJIMKOM BO3JI0yKeHa Ha pasdpaboranka. U nocse 3amycka NOC’om
HE KOHTPOJUIUPYETCS.

Ornanka

Juia ornaaku npoduiis UCHOIb3yeTcst HHCTPYMEHT . /noc script. OH 1103B0OJISIET 3aIlyCKaTh CKPUIITHL U3 [IPO-
buna B pexkume oTyanku. Jlesaercs 3To caeayronmuM o0pa3oM:

./noc script --debug <umsi__ckpunra> <uMsi_06beKTa> <IIapaMeTpbl>, TJe
e <uMsl__CKpHUIITa>> - NOJHOE MMsi ckpunra (B dopmare <mankal>.<manka2>.<uMs_ CKPHITA >
o <mmsi_obbekTa> - uMst O6bekra (13 MeHIo O6beKkTh! -> CHrcoK 00bEKTOB)
¢ <IapaMerpbl> - ImapaMeTpsl (He 0653aTeIbHO, TOIBKO €CIIA UCIOIb3YIOTCH)

st ymobersa, mapaMerpbl, MOXKHO IiepegaBarb B (aityinke dhopmara JSON, s1o He Tpebyer nobapjieHue
00bEKTa B CUCTEMY.

./noc script --debug <ums_ckpunra> <uyrtbh K _airy json>

{

"scheme": "telnet",
"address": "192.168.1.1",
"port": 23,

"profile": "Cisco.IO0S",
"credentials": {

"user": "login", "password": "pass", "super password": ""

, "snmp_ro": "public", "snmp rw": "private"

"caps": {
"SNMP": true,
"SNMP | IF-MIB": true,
"SNMP | Bulk": true,
"SNMP | IF-MIB | HC": true
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IIpumeps! ckpunTos

* Huawei. VRP.get _version

-*- coding: utf-8 -*-

S

Copyright (C) 2007-2016 The NOC Project
# See LICENSE for details

I Zit H I3k

777

## Python modules

import re

#+4 NOC modules

from noc.core.script.base import BaseScript

from noc.sa.interfaces.igetversion import IGetVersion

class Script(BaseScript):
name — "Huawei. VRP.get version"
cache — True
interface = IGetVersion

rx_ ver = re.compile(
r"“VRP.+Software, Version (?7P<version>["~ ,[4),? .*7\n"
r"\s*(?:Quidway|Huawei) (?P<platform>(?:NetEngine\s+|MultiserviceEngine\s+)?\S+)["\n|+uptime",
re. MULTILINE | re. DOTALL | re. IGNORECASE

)

rx_ver_snmp — re.compile(
r'"Versatile Routing Platform Software.*?"
r'"Version (?7P<version>[" ,|+),? .*?\n"
r"\s*(7:Quidway|Huawei) (?P<platform>(?:NetEngine\s+)?"
" [~ A\n\r\O\V\-]-H)["\n]+",
re. MULTILINE | re. DOTALL | re. IGNORECASE

)

rx_ver snmp2 — re.compile(
r'" (7P <platform>(7:\S+\s+)?S\d+(?:[A-Z]+-[A-Z] +) 7 (?:\d+\S+)7)"
r'"\s-+Huawei\sVersatile\sRouting\sPlatform"
r"\sSoftware.*Version\s(?P <version>\d-+\.\d+)\s"
r'"\ (S\d+\s(?P<image>\S+)+\).*",
re. MULTILINE | re. DOTALL | re. IGNORECASE

)

rx_ver snmp3 — re.compile(
r"~\s*VRP.+Software, Version (?P<version>\S+)\s+"
r"\ ((?P<platform>S\S+|CX\d+) (?P<image>[")]+)",
re. MULTILINE | re. DOTALL | re. IGNORECASE

)

rx_ver_snmp4 = re.compile(
r"Huawei Versatile Routing Platform Software.
r"Version (7P <version>\S+) .*7"
r"\s*(?:Quidway|Huawei) (?P<platform>(?:NetEngine\s-+|MultiserviceEngine\s+)?\S+)[~\nJ\d",
re. MULTILINE | re. DOTALL | re. IGNORECASE

)

*N

rx_ver_snmpb — re.compile(
r"Huawei Versatile Routing Platform.*?"
r"Version (7P <version>\S+) .*7"
r"\s*(?:Quidway|Huawei) (?P<platform>[A-Z0-9]+)\s",
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re. MULTILINE | re. DOTALL | re IGNORECASE
)

def execute(self):
A nn
if self.has_snmp():
# Trying SNMP
try:
# SNMPv2-MIB::sysDescr.0
v = self.snmp.get("1.3.6.1.2.1.1.1.0", cached=True)
except self.snmp.TimeOutError:
pass
if Vv == " H:
# Trying CLI
try:
v = self.cli("display version", cached=True)
except self. CLISyntaxError:
raise self.NotSupportedError()
rx = self.find_re(|
self.rx _ver,
self.rx _ver snmp,
self.rx _ver snmp2,
self.rx _ver snmp3,
self.rx _ver snmp4,
self.rx _ver snmpb
|, v)
match = rx.search(v)
platform — match.group("platform")
# Convert NetEngine to NE
if platform.lower().startswith("netengine"):
n, p — platform.split(" ", 1)
platform — "NE%s" % p.strip().upper()
elif platform.lower().startswith("multiserviceengine'):
n, p — platform.split(" ", 1)
platform — "ME%s" % p.strip().upper()
—
"vendor": "Huawei",
"platform": platform,
"version": match.group("version")
}
if "image" in match.groupdict():
image — match.group("image")
r["attributes"] = {"image": image}
return r

e Huawei.VRP.get capabilities

# -*- coding: utf-8 -*-

Huawei. VRP.get capabilities

Copyright (C) 2007-2016 The NOC Project
See LICENSE for details

#4 NOC modules
from noc.sa.profiles. Generic.get _capabilities import Script as BaseScript
from noc.sa.profiles. Generic.get capabilities import false _on_cli error
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class Script(BaseScript):
name = "Huawei. VRP.get capabilities"

@false _on cli error
def has_stp(self):

nnn

Check box has STP enabled
nmnn
try:
r = self.cli("display stp global | include Enabled")
return "Enabled" in r
except self. CLISyntaxError:
try:
r = self.cli("display stp | include disabled")
return "Protocol Status" not in r
except self. CLISyntaxError:
r — self.cli("display stp")
return "Protocol Status" not in r

@false _on_cli_error
def has_1ldp(self):

nnn

Check box has LLDP enabled

nnn

r = self.cli("display 1ldp local")

return "Global LLDP is not enabled" not in r

@false _on cli error
def has_bfd(self):

nnn

Check box has BFD enabled

nnn

r = self.cli("display bfd configuration all")

return not "Please enable BFD in global mode first" in r

@false _on_cli_error
def has__udld(self):

nnn

Check box has UDLD enabled

nmnn

r = self.cli("display dldp")

return "Global DLDP is not enabled" not in r \
and "DLDP global status : disable" not in r

ITpuoxkenne

Basoserit kitacc mpoduis

class noc.core.profile.base.BaseProfile
Equipment profile. Contains all equipment personality and specific

can_strip hostname to = None
Device can strip long hostname in various modes i.e my.very.long.hostname# converts to
my.very.long.hos(config)# In this case set can_strip_hostname to = 16 None by default
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cleaned _config(cfg)
Clean up config. Wipe out volatile strings before returning result

Parameters cfg (str) — Configuration
Returns Clean up configuration
Return type str

cleaned _input(input)
Preprocessor to clean up and normalize input from device. Delete ASCII sequences by default.
Can be overriden to achieve desired behavior

ecmad8.strip _control sequences(s)
Normal text leaved untouched

- strip__control _sequences("Lorem Ipsum")
' Lorem Ipsum'

CR,LF and ESC survive from CO set

- repr(strip__control _sequences("" join([chr(i) for i in range(32)])))
O\ \p\\ !
VAT

C1 set stripped (ESCH| survive)

strip_control _sequences("" . join([""+chr(i) for i in range(64,96)]))
! \le[ !

CSI without P and I stripped

strip _control sequences("[@[a[™")

CSI with I stripped

strip_control _sequences("| @[/™")

CSI with P and I stripped >>> strip control sequences(“[0 @[0;7/7”) ©

Cleaned stream

- strip__control _sequences("L|[@Qor[/“em[0 @ Ips[0;7/ um")
' Lorem Ipsum'

Incomplete CSI passed

- strip_ control sequences("[")
"\x1b["

Incomplete C1 passed

strip_control _sequences(' ")
"\x1b!

Single backspace
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- strip__control _sequences('1234")
1124

Triple backspace

strip_control _sequences('1234")
' 4 1

Backspaces followed with spaces

strip_control _sequences('  test')
' test'

ASCII mess

strip_control _sequences( ' [2J[?71[3;23r[?761[24;27H|[?25h[24;27H|?61[1;24r[?71[2J[24;27H|[1;24r[24}27H[2J [ 71[1;24x |
'switch# '

Parameters input (str) — Input text for clean
Returns Text with strip control Sequences
Return type str
classmethod cmp_ version(vl, v2)
Compare two versions. Must return:
<0 ,if vi<v2 0, if vi==v2
>0, if vi>v2
None , if vl and v2 cannot be compared
Default implementation compares a versions in format N1. .. .NM

command disable pager = None
Sequence to disable pager

command _enter config = None
Sequence to enter configuration mode

command _exit = None
Sequence to gracefully close session

command leave config = None
Sequence to leave configuration mode

command _more = ‘\n’
Sequence to be send to list forward pager If pattern more is string and is matched

command _save config = None
Sequence to save configuration

command _submit = ‘\n’
Sequence to be send at the end of all CLI commands

command _super = None
Sequence to enable priveleged mode

4.1. Developers Guide 29


https://docs.python.org/library/functions.html#str
https://docs.python.org/library/functions.html#str

noc__doc Documentation, Release 0.1

config_volatile = None
Volatile strings: A list of strings can be changed over time, which can

be sweeped out of config

safely or None Strings are regexpes, compiled with re. DOTALL|re. MULTILINE

convert _interface name(s)
Normalize interface name

Returns Normalize interface name
Return type str

convert _interface name cisco(s)

- Profile().convert_interface _name _cisco("Gi0")
'GiO!
- Profile().convert_interface _name_cisco("GigabitEthernet0")
'Gio’
- Profile().convert _interface _name cisco("Gi 0")
'Gio!
-~ Profile().convert _interface _name _cisco("tengigabitethernet 1/0/1")
"Te 1/0/1"
- Profile().convert_interface _name _cisco("tengigabitethernet 1/0/1.5")
"Te 1/0/1.5"
- Profile().convert__interface _name cisco("Se 0/1,/0:0")
'Se 0/1/0:0"
> Profile().convert_interface _name _cisco("Se 0/1/0:0.10")
'Se 0/1/0:0.10"
- Profile().convert _interface name cisco("ATM1/1/ima0")
"At 1/1/ima0'"
- Profile().convert_interface _name _cisco("Port-channel5B")
'Po 5B

convert _mac(mac)

Leave 00:11:22:33:44:55 style MAC-address untouched
Parameters mac (str) —
Returns MAC-address HH:HH:HH:HH:HH:HH

Return type str

- Profile().convert_mac_to_ colon("00:11:22:33:44:55")
'00:11:22:33:44:55"

- Profile().convert _mac_to_colon("00:11:22:33:44:55")
'0011:2233:4455"

convert _mac_to_cisco(mac)
Convert 00:11:22:33:44:55 style MAC-address to 0011.2233.4455

Parameters mac (str) - HH:HH:HH:HH:HH:HH
Return str MAC-address HHHH.HHHH.HHHH

- Profile().convert mac_to_cisco("00:11:22:33:44:55")
'0011.2233.4455"

convert _mac_to_colon(mac)
Leave 00:11:22:33:44:55 style MAC-address untouched

Parameters mac (str) —

Returns MAC-address HH:HH:HH:HH:HH:HH
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Return type str

-~ Profile().convert _mac_to_colon("00:11:22:33:44:55")
'00:11:22:33:44:55"

- Profile().convert mac_to_colon("00:11:22:33:44:55")
'0011:2233:4455"

convert _mac_to_dashed(mac)
Convert 00:11:22:33:44:55 style MAC-address to 00-11-22-33-44-55

Parameters mac (str) — MAC-address HH:HH:HH:HH:HH:HH
Returns MAC-address HH-HH-HH-HH-HH-HH
Return type str

- Profile().convert _mac_to dashed("00:11:22:33:44:55")
'00-11-22-33-44-55"

convert _mac_to_huawei(mac)
Convert 00:11:22:33:44:55 style MAC-address to 0011-2233-4455

Returns MAC-address HHHH-HHHH-HHHH
Return type str

- Profile().convert _mac_to_huawei("00:11:22:33:44:55")
'0011-2233-4455"

convert _prefix(prefix)
Convert ip prefix to the format accepted by router’s CLI

Parameters prefix (str) — IP Prefix
Returns IP MASK notation

Return type str

- Profile().convert prefix("192.168.2.0/24")
1192.168.2.0/24"

- Profile().convert_ prefix("192.168.2.0 255.255.255.0")
'192.168.2.0 255.255.255.0"

default parser = None
Default config parser name. Full path to BaseParser subclass ie
noc.cm.parsers.Cisco.IOS.switch.IOSSwitchParser Can be overriden in get parser method

generate prefix list(name, pl)
Generate prefix list: name - name of prefix list pl - is a list of (prefix, min_len, max_len) Strict
- should tested prefix be exactly matched or should be more specific as well Can be overriden to
achieve desired behavior

Not implemented in Base Class

get interface names(name)
Return possible alternative interface names, i.e. for LLDP discovery Local method Can be
overriden to achieve desired behavior

Parameters name (str) — Interface Name
Returns List Alternative interface names

Return type list
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classmethod get interface type(name)
Return IGetInterface-compatible interface type

Parameters name — Normalized interface name
Returns None

get linecard(interface name)
Returns linecard number related to interface >>> Profile().get linecard(“Gi 4/15”) 4 >>>
Profile().get linecard(“Lo”) >>> Profile().get linecard(“ge-1/1/0") 1

classmethod get parser(vendor, platform, version)
Returns full path to BaseParser instance to be used as config parser. None means no parser for
particular platform

classmethod initialize()
Called once by profile loader

max_ scripts = None
Upper concurrent scripts limit, if set

name = None
Profile name in form <vendor>.<system>

password _submit = None
Sequence to submit password. Use *
” if None

pattern _more = ‘~—MORE—*
Optional[regexp|: Regular expression to catch pager (Used in command results) If pattern more
is string, send command _more If pattern_more is a list of (pattern,command) send appropriative
command

pattern operation error = None
Optional[regexp]: Regular expression to catch the CLI commands errors in cli output. If
CLI output matches pattern syntax error and not matches pattern syntax error, then
CLIOperationError exception raised

pattern_password = ‘[Pplass|Ww]ord: ?’
Optional[regexp|: Regulal expression to catch password prompt (Telnet/SSH sessions)

pattern prompt = ‘"\\S*[>#]’
Optional[regexp|: Regular expression to catch command prompt (CLI Sessions)

pattern syntax error = None
Optional[regexp|: Regular expression to catch the syntax errors in cli output. If CLI output
matches pattern syntax_error, then CLISyntaxError exception raised

pattern unpriveleged prompt = None
Optional[regexp|: Regular expression to catch unpriveleged mode command prompt (CLI Session)

pattern _username = ‘([Uulser ?[Nn]ame|[Lljogin): 7’
List[str]: Regular expression to catch user name prompt. Usually during telnet sessions)

requiresnetmask conversion = False
Does the equipment supports bitlength netmasks or netmask should be converted to traditional
formats

rogue chars = ['\1r’]
List of chars to be stripped out of input stream before checking any regular expressions (when
Action.CLEAN INPUT==True)
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root_interface(name)
Returns root interface >>>  Profile().root_interface(“*Gi 0/1?) ‘Gi 0/1" >>>
Profile().root_interface(“Gi 0/1.15”) ‘Gi 0/1’

setup _script = None
Callable accepting script instance to set up additional script attributes and methods. Use
Profile.add _script_method() to add methods

setup _session = None
Callable accepting script instance to set up session.

shutdown session = None
Callable accepting script instance to finaly close session

supported _schemes = ||
A list of supported access schemes. Access schemes constants are defined in
noc.sa.protocols.sae_pb2 (TELNET, SSH, HTTP, etc) @todo: Deprecated

telnet naws = \xff\xff\xfF\ xff’
Telnet NAWS negotiation

telnet send on_ connect = None
String to send just after telnet connect is established

telnet slow send password = False
Password sending mode for telnet False - send password at once True - send password by characters

username _submit = None
Sequence to submit username. Use ¢

” if None

Basosniit kitacc CKpHUIITa

class noc.core.script.base.BaseScript(service, credentials, args=None, capabilities=None,
version=None, parent=None, timeout=None, name=None,

collect beef=False)
Bases: object

Service Activation script base class

exception CLIOperationError
Bases: noc.core.script.base.ScriptError

Operational CLI error
Raise CLIOperationError

exception BaseScript.CLISyntaxError
Bases: noc.core.script.base.ScriptError

Syntax error
Raise CLISyntaxError

exception BaseScript.NotSupportedError
Bases: noc.core.script.base.ScriptError

Feature is not supported

Raise NotSupportedError
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exception BaseScript.ScriptError
Bases: exceptions.Exception

Script error
Raise ScriptError

BaseScript. TIMEOUT = 120
Default script timeout

exception BaseScript.UnexpectedResultError
Bases: noc.core.script.base.ScriptError

Unexpected result
Raise UnexpectedResultError
BaseScript.base logger = <logging.Logger object>

BaseScript.cache = False
Enable call cache If True, script result will be cached and reused during lifetime of parent script

BaseScript.cached()
Return cached context managed. All nested CLI and SNMP GET/GETNEXT calls will be cached.

Usage:
with self.cached(): self.cli(”.....) self.scripts.script()

BaseScript.clean _input(args)
Cleanup input parameters against interface

Parameters args — Arguments for cleaning method
Returns Cleaned input
Return type str

BaseScript.clean output(result)
Clean script result against interface

Parameters result (str) — Output from device
Returns Cleaned output
Return type str

BaseScript.cleaned _config(config)
Clean up config from all unnecessary trash

Parameters config (str) — Configuration for clean
Returns Clean up config from all unnecessary trash
Return type str

BaseScript.cli(cmd, command submit=None, bulk lines=None, list re=None, cached=False,
file=None, ignore _errors=False, nowait=False, obj parser=None,

cmd _next=None, cmd _stop=None)
Execute CLI command and return result. Initiate cli session when necessary

Parameters
* cmd (str) — CLI command to execute
e command _submit (str) — Set in Profile, submit enter command

e bulk lines — Not use
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e list re — Format output
* cached (bool) — Cache result
o file (file) — Read cli from file
* ignore errors (bool) — Ignore syntax error in commands
* nowait (bool) — Not use
Type re.MatchObject
Returns if list _re is None, return a string
Return type str

Returns dict : if list _re is regular expression object, return a list of dicts (group name
-> value), one dict per matched line

Return type dict
BaseScript.cli__protocols = {‘beef’: ‘noc.core.script.cli.beef.BeefCLI’, ‘ssh’: ‘noc.core.script.cli.ssh.SSHCLT, ‘telnet’: ‘n
BaseScript.close cli_stream()

classmethod BaseScript.compile match _filter(*args, **kwargs)
Compile arguments into version check function

Returns Returns callable accepting self and version hash arguments
BaseScript.configure()

Returns Returns configuration context

Return type object

BaseScript.enter _config()
Enter configuration mote

Returns

BaseScript.execute(**kwargs)
Default script behavior: Pass through _execute chain and call appropriative handler

BaseScript.expand _interface range(s)
Convert interface range expression to a list of interfaces “Gi 1/1-3,Gi 1/7” -> [’Gi 1/1”, “Gi 1/27,
“Gi 1/3)7’ LLGi 1/77)] 441:1_377 > [)?1:177’ 441:273’ 441:377] 441:1_1:37) > [731:1?77 441:277’ 441:3”]

Parameters s (str) — Comma-separated list
Returns [’port”, ..|
Return type list

BaseScript.expand _rangelist(s)
Expand expressions like “1,2,5-7” to [1, 2, 5, 6, 7]

Parameters s (str) — Comma-separated list
Returns [1, 2, 5, 6, 7]
Return type list

BaseScript.find _re(iter, s)
Find first matching regular expression or raise Unexpected result error

Parameters

* iter — Iterable objecth for search
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* s (re) —
Returns
Return type re.match

BaseScript.get _cache(keyl, key2)
Get cached result or raise KeyError

Parameters
¢ str (key2) — Cache keyl
¢ str — Cache key2
Returns Cache result
Return type object
BaseScript.get cli_stream()
BaseScript.get _timeout()
Returns TIMEOUT for script
Return type int

BaseScript.has _capability (capability)
Shech whether equipment supports capability

Parameters capability (str) — Capability name
Returns Check result
Return type bool

BaseScript.has_oid(oid)
Check object responses to oid

Returns Check result
Return type bool

BaseScript.has_snmp()
Check whether equipment has SNMP enabled

Returns Check result
Return type bool

BaseScript.has_snmp_bulk()
Check whether equipment supports SNMP BULK

Returns Check result
Return type bool

BaseScript.has_snmp_ v1()
Check whether equipment supports SNMP v1

Returns Check result
Return type bool

BaseScript.has _snmp_v2c()
Check whether equipment supports SNMP v2c

Returns Check result
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Return type bool

BaseScript.has _snmp_v3()
Check whether equipment supports SNMP v3

Returns Check result
Return type bool
BaseScript.hex to_bin(s)

Convert hexadecimal string to boolean string. All non-hexadecimal characters are ignored

Parameters s — Input string
Returns Boolean string

Return type basestring

BaseScript.hexbin = {‘a’: ‘1010’, ‘c’: ‘1100, ‘b’: ‘10117, ‘e’ ‘11107, ‘d’: ‘11017, ‘f’: ‘1111, ‘1’ ‘0001, ‘0”: ‘0000, *3": ‘001

BaseScript.hexstring to_mac(s)
Convert a 6-octet string to MAC address

Parameters s (str) — 6-octet string
Returns MAC Address
Return type MAC

BaseScript.ignored _exceptions(iterable)
Context manager to silently ignore specified exceptions

Param Iterable object
Returns
Return type object

BaseScript.interface = None
Implemented interface

BaseScript.leave _config()
Leave configuration mode

Returns

BaseScript.macs_to_ranges(macs)
Converts list of macs to rangea

Parameters macs — Iterable yielding mac addresses
Returns [(from, to), ..]

classmethod BaseScript.match(*args, **kwargs)
execute method decorator

classmethod BaseScript.match _lines(rx, s)

BaseScript.match version(*args, **kwargs)
inline version for BaseScript.match

BaseScript.motd
Return message of the day

Returns Message of the day
Return type str

4.1.
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BaseScript.name = None
Script name in form of <vendor>.<system>.<name>

BaseScript.pop prompt pattern()
BaseScript.push _prompt pattern(pattern)

BaseScript.re_match(rx, s, flags=0)
Match s against regular expression rx using re.match Raise UnexpectedResultError if regular
expression is not matched. Returns match object. rx can be string or compiled regular expression

Returns re match object
Return type object

BaseScript.re _search(rx, s, flags=0)
Match s against regular expression rx using re.search Raise UnexpectedResultError if regular
expression is not matched. Returns match object. rx can be string or compiled regular expression

Returns re match object
Return type re.match

BaseScript.requires = ]
Scripts required by generic script. For common scripts - empty list For generics - list of pairs
(script__name, interface)

BaseScript.root
Get root script

return :rtype: str

BaseScript.run()
Run script

Returns Result return execute() of method
BaseScript.rx_detect sep = < sre.SRE_Pattern object>

BaseScript.save _config(immediately=False)
Save current config

Returns
BaseScript.schedule to_save()

BaseScript.set _cache(keyl, key2, value)
Set cached result

Parameters
* key2 (keyl,) — Cache key
¢ value — Value for write to cache

BaseScript.set _ motd(motd)
Set _motd Attrinute - Message of The day

Parameters motd (str) —
Returns

BaseScript.strip_first_ lines(text, lines=1)
Strip first lines

Parameters
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o text (str) — Text

¢ lines (int) — Number of lines for strip
Returns Text with stripped first N lines
Return type str

class noc.core.script.base.ScriptsHub(script)
Bases: object

Object representing Script.scripts structure. Returns initialized child script which can be used ans
callable

Wurepdeiicer NOCa

IIpoduns mepesaéT gannbie B CTOPOHY OCHOBHOM cucTeMbl depe3 mHTepdeiic oomena manubivu. Uuarepdeiic
OmmChIBaeT popMaT ¥ HAOOP JaHHBIX, KOTOPBIN JIOJI?KEH BEPHYTb CKPHUIIT €ro peajmsyromnmuii. CyiiecTByoT
caepyrorye THTepdeNchl Ui peaan3aun 1podueM:

class noc.sa.interfaces.igetversion.IGet Version
Returns Parameters in dict
Vendor StringParameter:
Platform StringParameter
Version StringParameter
Attributes DictParameter
Return type DictParameter

class noc.sa.interfaces.igetcapabilities.IGetCapabilities
Common usage scenarios

*Capabilities
— SNMP = True|False
— LLDP = True|False
— CDP = True|False
List of available Capabilities in Inventory — Setup — Capabilities.
Returns Dictionary of capabilities. Capabilities: True|False
Return type DictParameter

class noc.sa.interfaces.igetinterfaces.IGetInterfaces
Bases: noc.sa.interfaces.base.Interface

IGetInterfaces.
Common usage scenarios
oforwarding _instance:
— forwarding instance = “default”
— type = “ip”
— interfaces:

* name = physical port name
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* type = “physical”
* mac = interface mac address
* subinterfaces:
- name = interface name (same as physical name for most platforms)
- enabled _afi = ["TPv4”, “IPv(”]
- ipv4 addresses = list of IPv4 addresses
- ipv6 _addresses = list of IPv6 addresses
oforwarding _instance:
— forwarding_instance = “default”
— type = “ip”
— interfaces:
* name = physical port name
* type = “physical”
% mac = interface mac address
# subinterfaces:
- name = interface name (same as physical name for most platforms)
- enabled afi = ['TPv4”]
- ip_unnumbered subinterface = subinterface name to borrow an address
oforwarding _instance:
— forwarding instance = “default”
— type = “ip”
— interfaces:
% name = physical port name
* type = “physical”
% mac = interface mac address
% subinterfaces:
- name = interface name (same as physical name for most platforms)
- enabled _afi = ['BRIDGE”]
- untagged vlan = VLANID
oforwarding _instance:
— forwarding instance = “default”
— type = “ip”
— interfaces:
% name = physical port name
* type = “physical”

* mac — interface mac address
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# subinterfaces:
- name = interface name (same as physical name for most platforms)
- enabled afi = ['BRIDGE"|
- tagged vlans = VLANS (list)
oforwarding _instance:
— forwarding instance = “default”
- type = “ip”
— interfaces:
* name = physical port name
* type = “physical”
# mac = interface mac address
# subinterfaces:
- name = interface name.VLAN1 (for most platforms)
- vlan_ids = [VLAN]]
- enabled _afi = ['IPv4”]
- ipv4_addresses = [list of VLAN1 addresses]
- name = interface name.VLAN2 (for most platforms)
- vlan_ids = [VLANZ2]
- enabled _afi = ["TPv4”]
- ipv4_addresses = [list of VLAN2 addresses]
*forwarding instance:
— forwarding_instance = “default”
— type = “ip”
— interfaces:
% name = ifl
* type = “aggregated”
# subinterfaces:
- name = interface name (same as parent for most platforms)
- enabled _afi = ['IPv4”]
- ipv4 addresses = list of IPv4 addresses
* name = if2
* type = “physical”
x enabled protoocols = ['LACP”]
+ aggregated interface = “if1”
* name = if3

* type = “physical”
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x enabled protoocols = ['LACP”]
+ aggregated interface = “if1”
*forwarding instance:
— forwarding_instance = “default”
— type = “ip”
— interfaces:
% name = ifl
* type = “aggregated”
* subinterfaces:
- name = interface name (same as parent for most platforms)
- enabled afi = ['BRIDGE”|
- tagged vlans = list of tagged vlans
* name = if2
* type = “physical”
% enabled protocols = ['LACP”|
+ aggregated interface = “if1”
* name = if3
* type = “physical”
+ aggregated interface = “if1”
oforwarding instance:
— forwarding instance = “default”
— type = “ip”
— interfaces:
* name = interface name
* type = “physical”
% subinterfaces:
- name = interface name.VLAN1 (for most platforms)
- vlan_ids = [VLAN]]
- enabled _afi = ['IPv4”]
- ipv4 addresses = List of VLAN1 addresses
— forwarding instance = “VRF1”
— type = “vrf”
@todo RD * interfaces:
— name = interface name
— type = “physical”

— subinterfaces:
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* name = interface name.VLAN2 (for most platforms)
# vlan_ids = [VLANZ]

% enabled afi = ['TPv4”]

% ipv4d addresses = List of VLAN2 addresses in VRF1

oforwarding instance:
oforwarding instance = “default”

.type — “ipﬂ
einterfaces:

— name = physical port name
— type = “physical”
— subinterfaces:
* name = interface name (same as physical name for most platforms)
x enabled afi = ["TPv4”, “IPv6”, “ATM”|
% ipv4d addresses = list of IPv4 addresses
% ipv6 addresses = list of IPv6 addresses
* vpi = port vpi
* vci = port vei

oforwarding instance:
sforwarding instance = “default”

.type — L(ip”
einterfaces:

— name = physical port name
— type = “physical”
— subinterfaces:
* name = interface name (same as physical name for most platforms)
% enabled afi = ['BRIDGE”, “ATM”|
% untagged vlan = untagged vlan, if any
+ tagged vlans = list of tagged vlans, if any
* vpi = port vpi
* vci = port vei
Returns
Return type DictParameter

class noc.sa.interfaces.igetchassisid.IGet ChassisID
Returns Dictionary with first chassis mac and last chassis mac. May equal.

Return type DictListParameter

class noc.sa.interfaces.igetlldpneighbors.IGet LLDPNeighbors
LLDP neighbor information Rules:
elocal _inteface must be filled with interface name (will be cleaned automatically)

local _interface id depens upon how the box advertises own interfaces:
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*If interfaces advertised with macAddress(3) LldpPortIdSubtype,
local _interface id must be set to interface MAC address (will be cleaned automatically)

oIf interface advertised with networkAddress(4) LldpPortIdSubtype,
local _interface id must be set to interface IP address

*If interfaces advertised with interfaceName(5) LldpPortIdSubtype,
local _interface id must be left empty or ommited.

oIf interfaces advertised with local(7) LldpPortIdSubtype, local interface id must
be set to local identifier
Remote port handling solely depends upon remote port subtype:
*For macAddress(3) - convert to common normalized form
*For networkAddress(4) - return as IP address
*For interfaceName(5) - return untouched
*For local(7) - convert to integer and return untouched

class noc.sa.interfaces.igetcdpneighbors.IGet CDPNeighbors
Common usage scenarios
*device_id = Local device id: FQDN or serial number
*neighbors = Remote device id: FQDN or serial number

— device id = Remote device id: FQDN or serial number
— local _interface = Local interface
— remote_interface = Remote interface
— remote_ip = Remote IP
Returns Dictionary

Return type dict

Tunbr qansaeix, npuMmensiemble B naTepdeiicax NOCa

B HHTep(beﬁcaX IPUMEHAIOTCA CJACAYIONNEe TUIIbI JaHHbIX:

class noc.sa.interfaces.base.BooleanParameter(required=True, default=None)

- BooleanParameter().clean(True)
True
->> BooleanParameter().clean(False)

False
- BooleanParameter().clean("True")
True
-> BooleanParameter().clean("yes")
True
BooleanParameter().clean(1)
True
- BooleanParameter().clean(0)
False
> BooleanParameter().clean([])
Traceback (most recent call last):

InterfaceTypeError: BooleanParameter: [].
- BooleanParameter(default—False).clean(None)
False
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>~ BooleanParameter(default—True).clean(None)
True

class noc.sa.interfaces.base.DictListParameter(required=True, default=None, attrs=None,
convert=False)

~>> DictListParameter().clean([{"1": 2},{"2":3, "4":1}])
[{'1':2}, {'2':3, '4': 1}]

> > DictListParameter(attrs—{"i":IntParameter(),"s":StringParameter() }).clean([{"i":10,"s":"ten" },{"i":"5"}"s": "five" }])
[{'i': 10, 's": "ten'}, {'i': 5, 's': "five'}]
> DictListParameter(attrs—{"i":IntParameter(),"s":StringParameter() },convert—True).clean({"i":"10","s"t"ten"})
[{'i': 10, 's": "ten'}]

class noc.sa.interfaces.base.DictParameter(required=True, default=None, attrs=None,
truncate=False)

> DictParameter(attrs—{"i":IntParameter(),"s":StringParameter() }).clean({"i":10,"s":"ten"})
{'i': 10, 's': "ten'}
> DictParameter(attrs={"i":IntParameter(),"s":StringParameter()}).clean({"i":"10","x":"ten"})
Traceback (most recent call last):

InterfaceTypeError: DictParameter: {'i': '10", 'x": "ten'}

class noc.sa.interfaces.base.DocumentParameter(document, required=True)
Document reference parameter

class noc.sa.interfaces.base.FloatParameter(required=True, default=None, min_value=None,
max_value=None)

> > > FloatParameter().clean(1.2)
1.2
- FloatParameter().clean("1.2")
1.2
> FloatParameter().clean("not a number")
Traceback (most recent call last):

InterfaceTypeError: FloatParameter: "not a number"'
> > > FloatParameter(min value=10).clean(5)
Traceback (most recent call last):

Interface TypeError: FloatParameter: 5
> FloatParameter(max _value=7).clean(10)
Traceback (most recent call last):

InterfaceTypeError: FloatParameter: 10
> > FloatParameter(max_ value—10,default—7).clean(5)
5
> FloatParameter(max _value=10,default=7).clean(None)
7
->> FloatParameter(max _value—10,default—15)
Traceback (most recent call last):

InterfaceTypeError: FloatParameter: 15
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class noc.sa.interfaces.base.GeoPointParameter(required=True, default=None)

> > GeoPointParameter().clean([180, 90])
[180, 90]

> > GeoPointParameter().clean([75.5, "90"])
[75.5, 90]

> GeoPointParameter().clean("[180, 85.5]")
[180, 85.5]

> > GeoPointParameter().clean([1])
Traceback (most recent call last):

InterfaceTypeError: GeoPointParameter: [1]

class noc.sa.interfaces.base.IPv4Parameter(required=True, default=None, choices=None)

> IPv4Parameter().clean("192.168.0.1")
'192.168.0.1"

- > > IPv4Parameter().clean("192.168.0.256")
Traceback (most recent call last):

Interface TypeError: [IPvParameter: '192.168.0.256"

class noc.sa.interfaces.base.IPv4PrefixParameter(required=True, default=None, choices=None)

> > IPv4PrefixParameter().clean("192.168.0.0/16")
'192.168.0.0/16"

> IPv4PrefixParameter().clean("192.168.0.256")
Traceback (most recent call last):

InterfaceTypeError: IPv4PrefixParameter: '192.168.0.256"
> IPv4PrefixParameter().clean("192.168.0.0/33")
Traceback (most recent call last):

InterfaceTypeError: IPv4PrefixParameter: '192.168.0.0/33"'
> > IPv4PrefixParameter().clean("192.168.0.0/-5")
Traceback (most recent call last):

Interface TypeError: IPv4PrefixParameter: '192.168.0.0/-5"

class noc.sa.interfaces.base.IPv6Parameter(required=True, default—=None, choices=None)

> IPv6Parameter().clean("::")
> IPv6Parameter().clean("::1")
Tl
> > IPv6Parameter().clean("2001:db8::1")
'2001:db8::1"
> IPv6Parameter().clean("2001:db8::")
'2001:db8::"
> IPv6Parameter().clean("::fffl:192.168.0.1")
'offff:192.168.0.1°"

46 I'nmaBa 4. Documentation




noc__doc Documentation, Release 0.1

> > IPv6Parameter().clean('g:")
Traceback (most recent call last):

InterfaceTypeError: IPv6Parameter: 'g::".

> [Pv6Parameter().clean("0:00:0:0:0::1")

talt

> > IPv6Parameter().clean("::fIff:c0a8:1")
':ffff:192.168.0.1°"

> > IPv6Parameter().clean("2001:db8:0:7:0:0:0:1")
'2001:db8:0:7::1"

class noc.sa.interfaces.base. IPv6PrefixParameter (required=True, default=None, choices=None)

> [Pv6PrefixParameter().clean("::/128")

/128"

> > IPv6PrefixParameter().clean("2001:db8:: /32")
'2001:db8:: /32"

> IPv6PrefixParameter().clean("2001:db8:: /129")
Traceback (most recent call last):

InterfaceTypeError: IPv6PrefixParameter: '2001:db8::/129"
> > IPv6PrefixParameter().clean("2001:db8:: /g")
Traceback (most recent call last):

InterfaceTypeError: IPv6PrefixParameter: '2001:db8::/g'
> [Pv6PrefixParameter().clean("2001:db8::")

Traceback (most recent call last):

InterfaceTypeError: IPv6PrefixParameter: '2001:db8::'

class noc.sa.interfaces.base.InstanceOfParameter(cls, required=True, default=None)

>>> class C: pass

->> class X: pass

>>> class CC(C): pass

> > InstanceOfParameter(cls—C).clean(C()) and "Ok"

' Ok v

> InstanceOfParameter(cls—C).clean(CC()) and "Ok"
' Ok v

> > InstanceOfParameter(cls—=C).clean(1) and "Ok"
Traceback (most recent call last):

InterfaceTypeError: InstanceOfParameter: 1

> InstanceOfParameter(cls—"C").clean(C()) and "Ok"
' Ok v

> > InstanceOfParameter(cls="C").clean(1) and "Ok"
Traceback (most recent call last):

InterfaceTypeError: InstanceOfParameter: 1

class noc.sa.interfaces.base.IntParameter (required=True,
max_ value=None)

default=None,

min_value=None,
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> > IntParameter().clean(1)

1

> IntParameter().clean("1")

1

> > IntParameter().clean("not a number")
Traceback (most recent call last):

InterfaceTypeError: IntParameter: 'not a number"'
> IntParameter(min value=10).clean(5)
Traceback (most recent call last):

Interface TypeError: IntParameter: 5
> IntParameter(max value=7).clean(10)
Traceback (most recent call last):

InterfaceTypeError: IntParameter: 10

> IntParameter(max_ value—10, default—7).clean(5)

5

> IntParameter(max_ value=10, default—7).clean(None)
7

>>> IntParameter(max_value=10, default—=15)

Traceback (most recent call last):

InterfaceTypeError: IntParameter: 15
> IntParameter().clean(None)
Traceback (most recent call last):

InterfaceTypeError: IntParameter: None
None

class noc.sa.interfaces.base.ListOfParameter(element, required=True, default=None, convert=False)

> > ListOfParameter(element—IntParameter()).clean([1,2,3])
[1, 2, 3]
> ListOfParameter(element—IntParameter()).clean([1,2,"3"])
[1, 2, 3]

- ListOfParameter(element—IntParameter()).clean([1,2,"x"])
Traceback (most recent call last):

InterfaceTypeError: IntParameter: 'x'
> > ListOfParameter(element—StringParameter()).clean([1,2,3,"x"])
[lll’ l2l’ 13|’ le]
> > > ListOfParameter(element—StringParameter(),default—[]).clean(None)
[]
> ListOfParameter(element—=StringParameter(),default—=[1,2,3]).clean(None)
[vlv7 l2v7 v31]
> > ListOfParameter(element—[StringParameter(), IntParameter()]).clean([("a",1), ("b", "2")])
(["a", 1], ['b", 2]]
> ListOfParameter(element—[StringParameter(), IntParameter()]).clean([("a",1), ("b", "x")])
Traceback (most recent call last):

InterfaceTypeError: IntParameter: 'x'

class noc.sa.interfaces.base. MACAddressParameter(required=True, default=None, accept bin=True)
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> >> MACAddressParameter().clean("1234.5678.9ABC")
'112:34:56:78:9A:BC"

>>> MACAddressParameter().clean("1234.5678.9abc")
'12:34:56:78:9A:BC"'

>>> MACAddressParameter().clean("0112.3456.789a.bc")
'12:34:56:78:9A:BC"

> >> MACAddressParameter().clean("1234.5678.9abc.def0")
Traceback (most recent call last):

InterfaceTypeError: MACAddressParameter: '1234.5678.9ABC.DEFQ"
>>> MACAddressParameter().clean("12:34:56:78:9A:BC")
'112:34:56:78:9A:BC"

> >> MACAddressParameter().clean("12-34-56-78-9A-BC")
'12:34:56:78:9A:BC"

>>> MACAddressParameter().clean("0:13:46:50:87:5")
'00:13:46:50:87:05"

>>> MACAddressParameter().clean("123456-789abc")
'112:34:56:78:9A:BC"

>>> MACAddressParameter().clean("12-34-56-78-9A-BC-DE")
Traceback (most recent call last):

InterfaceTypeError: MACAddressParameter: '12:34:56:78:9A:BC:DE"
>>> MACAddressParameter().clean("AB-CD-EF-GH-HJ-KL")
Traceback (most recent call last):

InterfaceTypeError: MACAddressParameter: ' AB:CD:EF:GH:HJ:KL"
> >> MACAddressParameter().clean("aabb-ccdd-eeff")
"AA:BB:CC:DD:EE:FF"'

> >> MACAddressParameter().clean("aabbccddeeff")
'AA:BB:CC:DD:EE:FF"'

>>> MACAddressParameter().clean("AABBCCDDEEFF")
'AA:BB:CC:DD:EE:FF"'

> >> MACAddressParameter().clean("\ xa8\xf9K\x80" xb4\xc0")
'A8:F9:4B:80:B4:CO"

> >> MACAddressParameter(accept _bin—False).clean("\xa8" xf9K\x80\xb4\xc0")
Traceback (most recent call last):

InterfaceTypeError: MACAddressParameter: ' “uK "A".

class noc.sa.interfaces.base.ModelParameter(model, required=True)
Model reference parameter

class noc.sa.interfaces.base.NoneParameter(required=True)

> > NoneParameter().clean(None)
> NoneParameter().clean("None")
Traceback (most recent call last):

InterfaceTypeError: NoneParameter: 'None'

class noc.sa.interfaces.base.OIDParameter(required=True, default=None)

>>> OIDParameter().clean("1.3.6.1.2.1.1.1.0")
'1.3.6.1.2.1.1.1.0"
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> > > OIDParameter(default—"1.3.6.1.2.1.1.1.0").clean(None)
'1.3.6.1.2.1.1.1.0"

- OIDParameter().clean("1.3.6.1.2.1.1.X.0")

Traceback (most recent call last):

InterfaceTypeError: OIDParameter: '1.3.6.1.2.1.1.X.0"

class noc.sa.interfaces.base. ORParameter(left, right)

>>> ORParameter(IntParameter(),IPv4Parameter()).clean(10)
10

> ORParameter(IntParameter(),IPv4Parameter()).clean("192.168.1.1")
'192.168.1.1"
> >> ORParameter(IntParameter(),IPv4Parameter()).clean("xxx")
Traceback (most recent call last):

InterfaceTypeError: IPv4Parameter: 'xxx"'
>>> (IntParameter()|IPv4Parameter()).clean(10)
10
>>> (IntParameter()|IPv4Parameter()).clean("192.168.1.1")
'192.168.1.1"

- (IntParameter()|[IPv4Parameter()).clean("xxx")
Traceback (most recent call last):

InterfaceTypeError: IPv4Parameter: 'xxx'
> > (IntParameter()|IPv4Parameter()).clean(None)
Traceback (most recent call last):

InterfaceTypeError: IPv4Parameter: None.

> (IntParameter(required—False)|IPv4Parameter(required—False)).clean(None)
> > > (IntParameter(required—False)|IPv4Parameter()).clean(None)

Traceback (most recent call last):

Interface TypeError: IPv4Parameter: None.

class noc.sa.interfaces.base.Parameter(required=True, default=None)
Abstract parameter

clean(value)
Input parameter normalization

Parameters value (Arbitrary python type) — Input parameter
Returns Normalized value

form _clean(value)
Clean up form field

Parameters value (Arbitrary python type) — Input parameter
Returns Normalized value

get form_field(label=None)
Get appropriative form field

raise _error(value, msg="")
Raise InterfaceTypeError

Parameters
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* value (Arbitrary python type) — Value where error detected
* msg (String) — Optional message
:raises InterfaceTypeError

script_clean _input(profile, value)

Clean up script input parameters. Can be overloaded to handle profile specific.

Parameters

* profile (Profile instance) — Profile

* value (Arbitrary python type) — Input parameter
Returns Normalized value

script_clean _result(profile, value)

Clean up script result parameters. Can be overloaded to handle profile specific.

Parameters
» profile (Profile instance) — Profile
* value (Arbitrary python type) — Input parameter

Returns Normalized value

class noc.sa.interfaces.base.PyExpParameter(required=True, default=None, choices=None)

Check python expression >>> PyExpParameter().clean((a + 3) * 77) ‘(a + 3) * 7 >>>
PyExpParameter().clean(“a =!= b”) #doctest: +IGNORE_EXCEPTION DETAIL Traceback (most

recent call last):

InterfaceTypeError: REParameter: ‘a =!= b’

class noc.sa.interfaces.base. REParameter (required=True, default=None, choices=None)

Check Regular Expression >>> REParameter().clean(”.4+7") ”.4+7?” >>> REParameter().clean(“+”)

#doctest: +IGNORE EXCEPTION DETAIL Traceback (most recent call last):

InterfaceTypeError: REParameter: ‘+’

class noc.sa.interfaces.base. REStringParameter(regexp, required=True, default=None)

REStringParameter("ex+p").clean("exp")
Texp!
> REStringParameter("ex+p").clean("exxp")
'exxp'
> REStringParameter("ex-+p").clean("regexp 1")
'regexp 1'
REStringParameter("ex+p").clean("ex")
Traceback (most recent call last):

InterfaceTypeError: REStringParameter: 'ex'
> REStringParameter("ex+p",default—"exxp").clean("regexp 1")
'regexp 1'
REStringParameter("ex+p",default="exxp").clean(None)
'exxp'

class noc.sa.interfaces.base.StringListParameter(required=True, default—=None, convert=False)
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> > StringListParameter().clean(]"1","2","3"])
[llv7 121’ l3']

> StringListParameter().clean(["1",2,"3"])
[v117 |2v7 v31]

class noc.sa.interfaces.base.StringParameter(required=True, default=None, choices=None)

> > StringParameter().clean("Test")

' Test

> StringParameter().clean(10)

\ 10 A\l

>~ > StringParameter().clean(None)

'None'

> > StringParameter(default—"test").clean("no test")
'no test'

- StringParameter(default—="test").clean(None)
'test '

> StringParameter(choices—["1","2"]).clean("1")

l 1 A\l

> > StringParameter(choices=["1","2"]).clean("3")
Traceback (most recent call last):

InterfaceTypeError: StringParameter: '3'.

class noc.sa.interfaces.base.SubclassOfParameter(cls, required=True, default=None)

> class C: pass
> class C1(C): pass
-> class C2(C1): pass
> class C3(C1): pass
> > SubclassOfParameter(cls—C).clean(C2) and "Ok"
' Ok v
> SubclassOfParameter(cls—C).clean(1)
Traceback (most recent call last):

InterfaceTypeError: SubclassOfParameter: 1
- > SubclassOfParameter(cls—"C").clean(C2) and "Ok"
' Ok v
>~ SubclassOfParameter(cls=C).clean(1)
Traceback (most recent call last):

InterfaceTypeError: SubclassOfParameter: 1
> SubclassOfParameter(cls—C2).clean(C3)
Traceback (most recent call last):

InterfaceTypeError: SubclassOfParameter: <class base.C3>
> > SubclassOfParameter(cls—"C" required—False).clean(None)

class noc.sa.interfaces.base. TagsParameter(required=True, default=None)

> > TagsParameter().clean([1, 2, "tags"])
[u'l', u'2', u'tags'|
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- TagsParameter().clean([1, 2, "tags "])
[u'l', u'2', u'tags'|
- TagsParameter().clean("1,2,tags")
[u'l';u'2', u'tags'|
TagsParameter().clean("1 , 2, tags")
[u'l';u'2', u'tags'|

class noc.sa.interfaces.base. VLANIDListParameter(required=True, default=None)

> VLANIDListParameter().clean(["1","2","3"])
[1, 2, 3]
VLANIDListParameter().clean([1,2,3])
[1, 2, 3]

class noc.sa.interfaces.base. VLANIDParameter (required=True, default=None)

- VLANIDParameter().clean(10)
10
VLANIDParameter().clean(5000)
Traceback (most recent call last):

InterfaceTypeError: VLANIDParameter: 5000
- VLANIDParameter().clean(0)
Traceback (most recent call last):

InterfaceTypeError: VLANIDParameter: 0

class noc.sa.interfaces.base. VLANStackParameter(required=True, default=None)

- VLANStackParameter().clean(10)

[10]
VLANStackParameter().clean([10])
[10]
VLANStackParameter().clean([10, "20"])
[10, 20]
- VLANStackParameter().clean([10, 0])
[10, 0]

noc.sa.interfaces.base.iparam(**params)
Function parameters decorator. Usage:
@iparam(mac=MACAddressParameter(), count=IntParameter(default=3)) def

iparam__test(mac, count):
return (mac, count)

iparam__test(mac="1:2:3:4:5:6”, count="7") (“01:02:03:04:05:06", 7)

4.1. Developers Guide

93




noc__doc Documentation, Release 0.1

4.1.2 HTTP Web API

Bgenenne

1
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TJIABA 5

Glossary

5.1 I'noccapmnit

Python 3bik mporpamMmupoBaHusi 0OIIEro HA3HAYEHUSI

Momysnp Tepmun Python, obosnadaromniuit kosutekuu (pyHKIUS 1 METOMOB. B IpoCcTOM Citydae mpeacTaBiisger
coboit haitn ¢ pacmupenneM .py

Ilaker Tepmun Python, na6op moaymeit. B mpocTom citydae mpescTaBisieT co0oit manky ¢ daitiaMu MOTyJIeit.

IIpoduns (SA Profile, IIpoduis obopyaosanunst) Komnonenr HOKa o6ecrieunsaromuii onucanue paboThl ¢
obopynosanueMm. [Ipoduin naxoqurcsa B nanke sa/profiles/<VendorName> /<SystemName>

WNurepdeiic Unrepdeiic - aro kommnonent CoBbl, IpeiHA3aHIEHHAS J1JIsT 00eCIIeUeHUe B3aNMOIEHCTBIST MEXK-
J1y KOMITOHEHTAMU.

O6bekT (06bekT ynpasienusi) OcHoBHas enuHuna c¢ kKoropoil paboraer NOC. Haxomures B Service
Activation —> Management Object

Ipoduis o6opynosanust (Object Profile)
IIpoduis unrepdeiica - (Interface Profile)
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TJIABA 6

Indices and tables

* genindex
¢ modindex

¢ search
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IJIABA 7

Discussion and support

Site Telegram
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noc.sa.interfaces.base, 44
noc.sa.interfaces.igetarp, 44
noc.sa.interfaces.igetcapabilities, 39
noc.sa.interfaces.igetcdpneighbors, 44
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noc.services.activator, 4
noc.services.ping, 4
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Symbols

Wurepdeiic, 55

Monynb, 55

O6bexr (0bbeKT yupasienus), 55
TTaker, 55

IIpodpuns, 55

IIpoduin unrepdeiica -, 55
IIpoduns obopymoanusi, 55

B

base logger (noc.core.script.base.BaseScript
attribute), 34
BaseProfile (class in noc.core.profile.base), 27
BaseScript (class in noc.core.script.base), 33
BaseScript.CLIOperationError, 33
BaseScript.CLISyntaxError, 33
BaseScript.NotSupportedError, 33
BaseScript.ScriptError, 33
BaseScript.UnexpectedResultError, 34
BooleanParameter (class in noc.sa.interfaces.base),
44

C

cache (noc.core.script.base.BaseScript attribute), 34

cache (noc.sa.profiles.Generic.get _capabilities.Script
attribute), 23

cached() (noc.core.script.base.BaseScript method),
34

can_strip _hostname_to
(noc.core.profile.base.BaseProfile
attribute), 27

CHECK_ SNMP_ GET

(noc.sa.profiles.Generic.get _capabilities.Script

attribute), 23

clean input()
method), 34

clean_output() (noc.core.script.base.BaseScript
method), 34

cleaned config() (noc.core.profile.base.BaseProfile
method), 27

cleaned config() (noc.core.script.base.BaseScript
method), 34

cleaned input()  (noc.core.profile.base.BaseProfile
method), 28

cli() (noc.core.script.base.BaseScript method), 18, 34

cli_protocols (noc.core.script.base.BaseScript
attribute), 35

close_cli_stream() (noc.core.script.base.BaseScript
method), 35

cmp _version() (noc.core.profile.base.BaseProfile
class method), 29

command disable pager
(noc.core.profile.base.BaseProfile
attribute), 29

command enter config
(noc.core.profile.base.BaseProfile
attribute), 29

command _exit (noc.core.profile.base. BaseProfile
attribute), 29

command leave config
(noc.core.profile.base.BaseProfile
attribute), 29

command more  (noc.core.profile.base.BaseProfile
attribute), 29

command _save config

(noc.core.profile.base.BaseProfile

attribute), 29

command_submit (noc.core.profile.base.BaseProfile

(noc.core.script.base.BaseScript

check snmp_get() (noc.sa.profiles.Generic.get _capabilities.Scripttribute), 29

method), 23
check snmp getnext()
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