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	Free software: BSD license


	Documentation: https://rawdisk.readthedocs.org.
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Installation

At the command line:

$ easy_install rawdisk





Or, if you have virtualenvwrapper installed:

$ mkvirtualenv rawdisk
$ pip install rawdisk









          

      

      

    

  

    
      
          
            
  
Basic Usage


Loading data file

In order to start filesystem analysis, you need to create Session instance:

from rawdisk.session import Session

session = Session()
session.load('sample_images/ntfs_mbr.vhd')





Last line looks through available filesystem plugins in rawdisk/plugins/filesystem. If filesystem is matched, it initializes plugin’s volume object. In order to print a list of available partitions (will only show those that were matched), type:

for volume in session.volumes:
    print(volume)





Type: NTFS, Offset: 0x10000, Size: 7.00MB, MFT Table Offset: 0x265000








Show selected volume information

To print selected volume information:

ntfs_vol = session.volumes[0]
ntfs_vol.dump_volume()





Output:

Volume Information
    Volume Name: NTFS Volume
    Volume Version: 3.1
    Volume Size: 7.00MB
    Volume Offset: 0x10000
    Total Sectors: 14335
    Total Clusters: 1791
    MFT Offset: 0x265000 (from beginning of volume)
    MFT Mirror Offset: 0x2000
    MFT Record Size: 1.00KB
    MFT Size: 0.87MB (12% of drive)








Analysing selected partition

r.partitions is a list that contains matched volume objects. For example to get NTFS volume object (NtfsVolume)from the listing above:

ntfs_vol = session.volumes[0]





To get $MFT entry (index: 0):

mft = ntfs_vol.mft_table.get_entry(0)

mft.hexdump()





Output:

00000000: 46 49 4C 45 30 00 03 00  82 4D 10 00 00 00 00 00  FILE0....M......
00000010: 01 00 01 00 38 00 01 00  A0 01 00 00 00 04 00 00  ....8...........
00000020: 00 00 00 00 00 00 00 00  07 00 00 00 00 00 00 00  ................
00000030: 02 00 FF 00 00 00 00 00  10 00 00 00 60 00 00 00  ............`...
00000040: 00 00 18 00 00 00 00 00  48 00 00 00 18 00 00 00  ........H.......
00000050: F8 58 8A 44 11 01 D0 01  F8 58 8A 44 11 01 D0 01  .X.D.....X.D....
00000060: F8 58 8A 44 11 01 D0 01  F8 58 8A 44 11 01 D0 01  .X.D.....X.D....
00000070: 06 00 00 00 00 00 00 00  00 00 00 00 00 00 00 00  ................
00000080: 00 00 00 00 00 01 00 00  00 00 00 00 00 00 00 00  ................

<...>





To print a list of attributes belonging to this $MFT entry:

for attr in mft.attributes:
    print attr





Output:

Type: $STANDARD_INFORMATION Name: N/A Resident Size: 96
Type: $FILE_NAME Name: N/A Resident Size: 104
Type: $DATA Name: N/A Non-Resident Size: 80
Type: $BITMAP Name: N/A Non-Resident Size: 72











          

      

      

    

  

    
      
          
            
  
Contributing

Contributions are welcome, and they are greatly appreciated! Every
little bit helps, and credit will always be given.

You can contribute in many ways:


Types of Contributions


Report Bugs

Report bugs at https://github.com/dariusbakunas/rawdisk/issues.

If you are reporting a bug, please include:


	Your operating system name and version.


	Any details about your local setup that might be helpful in troubleshooting.


	Detailed steps to reproduce the bug.







Fix Bugs

Look through the GitHub issues for bugs. Anything tagged with “bug”
is open to whoever wants to implement it.




Implement Features

Look through the GitHub issues for features. Anything tagged with “feature”
is open to whoever wants to implement it.




Write Documentation

rawdisk could always use more documentation, whether as part of the
official rawdisk docs, in docstrings, or even on the web in blog posts,
articles, and such.




Submit Feedback

The best way to send feedback is to file an issue at https://github.com/dariusbakunas/rawdisk/issues.

If you are proposing a feature:


	Explain in detail how it would work.


	Keep the scope as narrow as possible, to make it easier to implement.


	Remember that this is a volunteer-driven project, and that contributions
are welcome :)









Get Started!

Ready to contribute? Here’s how to set up rawdisk for local development.


	Fork the rawdisk repo on GitHub.


	Clone your fork locally:

$ git clone git@github.com:your_name_here/rawdisk.git







	Install your local copy into a virtualenv. Assuming you have virtualenvwrapper installed, this is how you set up your fork for local development:

$ mkvirtualenv rawdisk
$ cd rawdisk/
$ python setup.py develop







	Create a branch for local development:

$ git checkout -b name-of-your-bugfix-or-feature





Now you can make your changes locally.



	When you’re done making changes, check that your changes pass flake8 and the tests, including testing other Python versions with tox:

$ flake8 rawdisk tests
$ python setup.py test
$ tox





To get flake8 and tox, just pip install them into your virtualenv.



	Commit your changes and push your branch to GitHub:

$ git add .
$ git commit -m "Your detailed description of your changes."
$ git push origin name-of-your-bugfix-or-feature







	Submit a pull request through the GitHub website.







Pull Request Guidelines

Before you submit a pull request, check that it meets these guidelines:


	The pull request should include tests.


	If the pull request adds functionality, the docs should be updated. Put
your new functionality into a function with a docstring, and add the
feature to the list in README.rst.


	The pull request should work for Python 3.5. Check
https://travis-ci.org/dariusbakunas/rawdisk/pull_requests
and make sure that the tests pass for all supported Python versions.







Tips

To run a subset of tests:

$ python -m unittest tests.test_rawdisk











          

      

      

    

  

    
      
          
            
  
Filesystem Diagrams


Master Boot Record

[image: _images/master_boot_record.png]
Example:

✗ hexdump -C -n 512 sample_images/ntfs_mbr.vhd

00000000  33 c0 8e d0 bc 00 7c 8e  c0 8e d8 be 00 7c bf 00  |3.....|......|..|
00000010  06 b9 00 02 fc f3 a4 50  68 1c 06 cb fb b9 04 00  |.......Ph.......|
00000020  bd be 07 80 7e 00 00 7c  0b 0f 85 0e 01 83 c5 10  |....~..|........|
00000030  e2 f1 cd 18 88 56 00 55  c6 46 11 05 c6 46 10 00  |.....V.U.F...F..|
00000040  b4 41 bb aa 55 cd 13 5d  72 0f 81 fb 55 aa 75 09  |.A..U..]r...U.u.|
00000050  f7 c1 01 00 74 03 fe 46  10 66 60 80 7e 10 00 74  |....t..F.f`.~..t|
00000060  26 66 68 00 00 00 00 66  ff 76 08 68 00 00 68 00  |&fh....f.v.h..h.|
00000070  7c 68 01 00 68 10 00 b4  42 8a 56 00 8b f4 cd 13  ||h..h...B.V.....|
00000080  9f 83 c4 10 9e eb 14 b8  01 02 bb 00 7c 8a 56 00  |............|.V.|
00000090  8a 76 01 8a 4e 02 8a 6e  03 cd 13 66 61 73 1c fe  |.v..N..n...fas..|
000000a0  4e 11 75 0c 80 7e 00 80  0f 84 8a 00 b2 80 eb 84  |N.u..~..........|
000000b0  55 32 e4 8a 56 00 cd 13  5d eb 9e 81 3e fe 7d 55  |U2..V...]...>.}U|
000000c0  aa 75 6e ff 76 00 e8 8d  00 75 17 fa b0 d1 e6 64  |.un.v....u.....d|
000000d0  e8 83 00 b0 df e6 60 e8  7c 00 b0 ff e6 64 e8 75  |......`.|....d.u|
000000e0  00 fb b8 00 bb cd 1a 66  23 c0 75 3b 66 81 fb 54  |.......f#.u;f..T|
000000f0  43 50 41 75 32 81 f9 02  01 72 2c 66 68 07 bb 00  |CPAu2....r,fh...|
00000100  00 66 68 00 02 00 00 66  68 08 00 00 00 66 53 66  |.fh....fh....fSf|
00000110  53 66 55 66 68 00 00 00  00 66 68 00 7c 00 00 66  |SfUfh....fh.|..f|
00000120  61 68 00 00 07 cd 1a 5a  32 f6 ea 00 7c 00 00 cd  |ah.....Z2...|...|
00000130  18 a0 b7 07 eb 08 a0 b6  07 eb 03 a0 b5 07 32 e4  |..............2.|
00000140  05 00 07 8b f0 ac 3c 00  74 09 bb 07 00 b4 0e cd  |......<.t.......|
00000150  10 eb f2 f4 eb fd 2b c9  e4 64 eb 00 24 02 e0 f8  |......+..d..$...|
00000160  24 02 c3 49 6e 76 61 6c  69 64 20 70 61 72 74 69  |$..Invalid parti|
00000170  74 69 6f 6e 20 74 61 62  6c 65 00 45 72 72 6f 72  |tion table.Error|
00000180  20 6c 6f 61 64 69 6e 67  20 6f 70 65 72 61 74 69  | loading operati|
00000190  6e 67 20 73 79 73 74 65  6d 00 4d 69 73 73 69 6e  |ng system.Missin|
000001a0  67 20 6f 70 65 72 61 74  69 6e 67 20 73 79 73 74  |g operating syst|
000001b0  65 6d 00 00 00 63 7b 9a  83 a1 56 0d 00 00 00 02  |em...c{...V.....|
000001c0  03 00 07 e5 25 00 80 00  00 00 00 38 00 00 00 00  |....%......8....|
000001d0  00 00 00 00 00 00 00 00  00 00 00 00 00 00 00 00  |................|
*
000001f0  00 00 00 00 00 00 00 00  00 00 00 00 00 00 55 aa  |..............U.|
00000200








MBR Partition Entry

[image: _images/mbr_part_entry.png]
Example:

% hexdump -C -s 0x1be -n 16 sample_images/ntfs_mbr.vhd

000001be  00 02 03 00 07 e5 25 00  80 00 00 00 00 38 00 00  |......%......8..|








GUID Partition Table

[image: _images/GUID_partition_table.png]



GPT Header

[image: _images/gpt_header_diagram.png]
Example:

>>> from rawdisk.scheme.gpt import Gpt
>>> gpt = Gpt()
>>> gpt.load('sample_images/ntfs_primary_gpt.bin')
>>> gpt.header.hexdump()

00000000: 45 46 49 20 50 41 52 54  00 00 01 00 5C 00 00 00  EFI PART....\...
00000010: 99 24 C1 58 00 00 00 00  01 00 00 00 00 00 00 00  .$.X............
00000020: FF FF 03 00 00 00 00 00  22 00 00 00 00 00 00 00  ........".......
00000030: DE FF 03 00 00 00 00 00  E5 66 99 AF FB 00 CD 45  .........f.....E
00000040: BE 63 26 2D 91 88 DC E7  02 00 00 00 00 00 00 00  .c&-............
00000050: 80 00 00 00 80 00 00 00  62 5A F4 F0              ........bZ..

>>> gpt.header.size
92








GPT Partition Entry

[image: _images/gpt_part_entry.png]
Example:

>>> from rawdisk.scheme.gpt import Gpt
>>> gpt = Gpt()
>>> gpt.load('sample_images/ntfs_primary_gpt.bin')
>>> gpt.partition_entries[1].hexdump()

00000000: A2 A0 D0 EB E5 B9 33 44  87 C0 68 B6 B7 26 99 C7  ......3D..h..&..
00000010: 19 67 C5 5C 2B 2E 46 4A  B4 55 C5 C2 6E 74 67 5C  .g.\+.FJ.U..ntg\
00000020: 80 00 01 00 00 00 00 00  7F F0 03 00 00 00 00 00  ................
00000030: 00 00 00 00 00 00 00 00  42 00 61 00 73 00 69 00  ........B.a.s.i.
00000040: 63 00 20 00 64 00 61 00  74 00 61 00 20 00 70 00  c. .d.a.t.a. .p.
00000050: 61 00 72 00 74 00 69 00  74 00 69 00 6F 00 6E 00  a.r.t.i.t.i.o.n.
00000060: 00 00 00 00 00 00 00 00  00 00 00 00 00 00 00 00  ................
00000070: 00 00 00 00 00 00 00 00  00 00 00 00 00 00 00 00  ................











          

      

      

    

  

    
      
          
            
  
NTFS Diagrams


Bootsector

[image: _images/ntfs_boot_sector.png]






          

      

      

    

  

    
      
          
            
  
Rawdisk Diagrams


Main Class Diagram

[image: _images/main_class_diagram.png]



NTFS Volume Class Diagram

[image: _images/ntfs_volume_class_diagram.png]
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History


0.2.0 (2017-05-13)


	Cleared spiderwebs


	Fixed failing builds


	Converted project to Python 3.5


	Updated usage examples







0.1.2 (2014-11-21)


	Added couple filesystem binary samples


	New filesystem diagrams


	New rawdisk class diagrams


	Enabled code coverage for Travis CI


	Added waffle.io badge


	Added more tests


	Couple fixes for plugin files


	Removed hurry.filesize dependency


	Removed Py2.6 compatibility







0.1.1 (2014-11-10)


	Moved to the project template generated by cookiecutter.
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rawdisk.filesystems package


Submodules




rawdisk.filesystems.detector module

This module is mostly used by plugins to register filesystem
detection routines that are internaly used by rawdisk.reader.Reader
to match filesystems


	
class rawdisk.filesystems.detector.FilesystemDetector(fs_plugins=None)

	Bases: object

A class that allows to match filesystem id or guid against available
plugins.


	
all_plugins

	




	
clear_plugins()

	




	
detect_gpt(filename, offset, fs_guid)

	Used by rawdisk.session.Session to match gpt partitions agains
filesystem plugins.


	Parameters

	
	filename – device or file that it will read in order to detect the


	filesystem – 


	fs_id – filesystem guid to match


	{EBD0A0A2-B9E5-4433-87C0-68B6B72699C7}) ((ex.) – 


	offset – offset for the filesystem that is being matched






	Returns

	Volume object supplied by matched plugin.
If there is no match, None is returned










	
detect_mbr(filename, offset, fs_id)

	Used by rawdisk.session.Session to match mbr partitions against
filesystem plugins.


	Parameters

	
	filename – device or file that it will read in order to detect


	filesystem fs_id (the) – filesystem id to match (ex. 0x07)


	offset – offset for the filesystem that is being matched






	Returns

	Volume object supplied by matched plugin.
If there is no match, None is returned










	
detect_standalone(filename, offset)

	




	
get_gpt_plugins(fs_guid=None)

	




	
get_mbr_plugins(fs_id=None)

	




	
register_gpt_plugin(fs_guid, plugin)

	Used in plugin’s registration routine,
to associate it’s detection method with given filesystem guid


	Parameters

	
	fs_guid – filesystem guid that is read from GPT partition entry


	plugin – plugin that supports this filesystem













	
register_mbr_plugin(fs_id, plugin)

	Used in plugin’s registration routine,
to associate it’s detection method with given filesystem id


	Parameters

	
	fs_id – filesystem id that is read from MBR partition entry


	plugin – plugin that supports this filesystem



















rawdisk.filesystems.volume module


	
class rawdisk.filesystems.volume.Volume

	Bases: object

This is base class for all Volume objects supplied by
filesystem plugins.


	
dump_volume()

	Print volume information to std output,
similar to ntfsprogs_1.22 package






	
load(filename, offset)

	Load volume information.


	Parameters

	
	filename – Filename or device that it will read volume.


	from. (information) – 


	offset – Volume offset.
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rawdisk.modes.cli package


Subpackages







Submodules




rawdisk.modes.cli.cli_mode module
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rawdisk.modes package


Subpackages



	rawdisk.modes.cli package
	Subpackages




	Submodules

	rawdisk.modes.cli.cli_mode module

	Module contents
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rawdisk.plugins.filesystems.apple_boot package


Submodules




rawdisk.plugins.filesystems.apple_boot.apple_boot module


	
class rawdisk.plugins.filesystems.apple_boot.apple_boot.AppleBoot

	Bases: rawdisk.plugins.categories.IFilesystemPlugin

Filesystem plugin for Apple_Boot partition.


	
detect(filename, offset, standalone=False)

	Always returns True, since there is only one partition         with this type GUID, no need to do further verification.






	
get_volume_object()

	Returns AppleBootVolume         object.






	
gpt_identifiers

	Should return a list (usually one) of GPT identifiers that
are used to detect this volume












rawdisk.plugins.filesystems.apple_boot.apple_boot_volume module


	
class rawdisk.plugins.filesystems.apple_boot.apple_boot_volume.AppleBootVolume

	Bases: rawdisk.filesystems.volume.Volume

Structure for Apple_Boot volume


	
dump_volume()

	Print volume information to std output,
similar to ntfsprogs_1.22 package






	
load(filename, offset)

	Will eventually load information for Apple_Boot volume.
Not yet implemented
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rawdisk.plugins.filesystems.efi_system package


Submodules




rawdisk.plugins.filesystems.efi_system.efi_system module


	
class rawdisk.plugins.filesystems.efi_system.efi_system.EfiSystem

	Bases: rawdisk.plugins.categories.IFilesystemPlugin

Filesystem plugin for EFI System partition.


	
detect(filename, offset, standalone=False)

	Always returns True, since there is only one partition with this type GUID,
no need to do further verification.






	
get_volume_object()

	Returns EfiSystemVolume
object.






	
gpt_identifiers

	Should return a list (usually one) of GPT identifiers that
are used to detect this volume












rawdisk.plugins.filesystems.efi_system.efi_system_volume module


	
class rawdisk.plugins.filesystems.efi_system.efi_system_volume.EfiSystemVolume

	Bases: rawdisk.filesystems.volume.Volume

Structure for EFI System volume


	
dump_volume()

	Print volume information to std output,
similar to ntfsprogs_1.22 package






	
load(filename, offset)

	Will eventually load information for Apple_Boot volume.         Not yet implemented
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rawdisk.plugins.filesystems.ext2 package


Submodules




rawdisk.plugins.filesystems.ext2.ext2 module

Linux Ext2 volume:


offset  size   description

0x0     1024   boot block (unused)
0x400   1024   superblock


	
class rawdisk.plugins.filesystems.ext2.ext2.Ext2

	Bases: rawdisk.plugins.categories.IFilesystemPlugin

Plugin for Linux partition(s)


	
detect(filename, offset, standalone=False)

	Method is called by detector for each plugin, that is registered
with FilesystemDetector.






	
get_volume_object()

	Returns plugin’s volume object (inherited from             Volume)






	
mbr_identifiers

	Should return a list (usually one) of MBR identifiers that
are used to detect this volume














rawdisk.plugins.filesystems.ext2.ext2_volume module


	
class rawdisk.plugins.filesystems.ext2.ext2_volume.Ext2Volume

	Bases: rawdisk.filesystems.volume.Volume


	
dump_volume()

	Print volume information to std output,
similar to ntfsprogs_1.22 package






	
load(filename, offset)

	Load volume information.


	Parameters

	
	filename – Filename or device that it will read volume.


	from. (information) – 


	offset – Volume offset.



















rawdisk.plugins.filesystems.ext2.superblock module


	
class rawdisk.plugins.filesystems.ext2.superblock.SuperBlock(**kwargs)

	Bases: rawdisk.util.rawstruct.RawStruct

Ext2 (and probably other ExtN) superblock.
See http://wiki.osdev.org/Ext2#Superblock
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rawdisk.plugins.filesystems.hfs_plus package


Submodules




rawdisk.plugins.filesystems.hfs_plus.hfs_plus module


	
class rawdisk.plugins.filesystems.hfs_plus.hfs_plus.HfsPlus

	Bases: rawdisk.plugins.categories.IFilesystemPlugin

Filesystem plugin for HFS+ partition.


	
detect(filename, offset, standalone=False)

	Always returns True, since there is only one partition with         this type GUID, no need to do further verification.






	
get_volume_object()

	Returns HfsPlusVolume object.






	
gpt_identifiers

	Should return a list (usually one) of GPT identifiers that
are used to detect this volume












rawdisk.plugins.filesystems.hfs_plus.hfs_plus_volume module


	
class rawdisk.plugins.filesystems.hfs_plus.hfs_plus_volume.HfsPlusVolume

	Bases: rawdisk.filesystems.volume.Volume

Structure for HFS+ volume.


	
fd

	fd – file descriptor used to read volume information






	
vol_header

	VolumeHeader – Initialized VolumeHeader object






See also

https://developer.apple.com/legacy/library/technotes/tn/tn1150.html




	
load(filename, offset)

	Loads HFS+ volume information










	
class rawdisk.plugins.filesystems.hfs_plus.hfs_plus_volume.VolumeHeader(data)

	Bases: rawdisk.util.rawstruct.RawStruct

Represents HFS+ volume header


	
signature

	2 byte string – The volume signature,         which must be kHFSPlusSigWord (‘H+’) for an HFS Plus volume.






	
version

	ushort – The version of the volume format,         which is currently 4 (kHFSPlusVersion) for HFS Plus volumes.






	
attributes

	uint – HFS+ volume attributes
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rawdisk.plugins.filesystems.ntfs package


Submodules




rawdisk.plugins.filesystems.ntfs.headers module


	
class rawdisk.plugins.filesystems.ntfs.headers.BIOS_PARAMETER_BLOCK

	Bases: _ctypes.Structure

Bios parameter block.


	
bytes_per_sector

	ushort – Sector size with which the physical         disc medium has been low-level formatted in bytes.






	
sectors_per_cluster

	ubyte – Number of sectors in an allocation unit.






	
reserved_sectors

	ushort – Number of sectors in the area at the start         of the volume that is reserved for operating system boot code.






	
media_descriptor

	ubyte – Describes type of device used eg. floppy,






	
harddisk

	not used anymore?






	
total_sectors

	ulonglong – Total number of sectors in the volume.






	
mft_cluster

	ulonglong – MFT table first cluster number         (mft offset = volume offset + bytes_per_sector *             sectors_per_cluster * mft_cluster).






	
mft_mirror_cluster

	ulonglong – Mirror MFT table cluster number.






	
clusters_per_mft

	signed char – MFT record size.         Per Microsoft: If this number is positive (up to 0x7F), it represents         Clusters per MFT record. If the number is negative (0x80 to 0xFF),         the size of the File Record is 2 raised to the absolute value of         this number.






	
clusters_per_index

	uint – Index block size.






	
volume_serial

	ulonglong – Volume serial number.






	
checksum

	uint – BPB checksum.






	See More:

	
http://en.wikipedia.org/wiki/BIOS_parameter_block

http://ntfs.com/ntfs-partition-boot-sector.htm








	
bytes_per_sector

	Structure/Union member






	
heads

	Structure/Union member






	
hidden_sectors

	Structure/Union member






	
media_type

	Structure/Union member






	
reserved_sectors

	Structure/Union member






	
sectors_per_cluster

	Structure/Union member






	
sectors_per_track

	Structure/Union member






	
total_sectors

	Structure/Union member










	
class rawdisk.plugins.filesystems.ntfs.headers.EXTENDED_BIOS_PARAMETER_BLOCK

	Bases: _ctypes.Structure


	
clusters_per_index

	Structure/Union member






	
clusters_per_mft

	Structure/Union member






	
mft_cluster

	Structure/Union member






	
mft_mirror_cluster

	Structure/Union member






	
volume_serial

	Structure/Union member










	
class rawdisk.plugins.filesystems.ntfs.headers.MFT_RECORD_HEADER

	Bases: _ctypes.Structure

Represents MFT entry header.


	
file_signature

	string – Entry signature (4 bytes)         (eg. ‘FILE’ or ‘BAAD’).






	
update_seq_array_offset

	ushort – The offset to the update sequence         array, from the start of this structure. The update sequence array         must end before the last USHORT value in the first sector.






	
update_seq_array_size

	ushort – The size of the update sequence         array, in bytes.






	
logfile_seq_number

	ulonglong – ?? (reserved in Microsoft website)






	
seq_number

	ushort – The sequence number. This value is incremented         each time that a file record segment is freed;         it is 0 if the segment is not used.






	
hard_link_count

	ushort – ?? (reserved in Microsoft website)






	
first_attr_offset

	ushort – The offset of the first attribute         record, in bytes.






	
flags

	ushort – The file flags (FILE_RECORD_SEGMENT_IN_USE (0x0001),             FILE_FILE_NAME_INDEX_PRESENT (0x0002)).






	
base_file_record

	ulonglong – A file reference to the base file         record segment for this file.         If this is the base file record, the value is 0.






See also

http://msdn.microsoft.com/en-us/library/bb470124(v=vs.85).aspx




	
allocated_size

	Structure/Union member






	
base_file_record

	Structure/Union member






	
first_attr_offset

	Structure/Union member






	
flags

	Structure/Union member






	
hard_link_count

	Structure/Union member






	
logfile_seq_number

	Structure/Union member






	
mft_record_number

	Structure/Union member






	
next_attr_id

	Structure/Union member






	
seq_number

	Structure/Union member






	
signature

	Structure/Union member






	
upd_seq_array_offset

	Structure/Union member






	
upd_seq_array_size

	Structure/Union member






	
used_size

	Structure/Union member












rawdisk.plugins.filesystems.ntfs.bootsector module


	
class rawdisk.plugins.filesystems.ntfs.bootsector.BootSector(data=None, offset=None, length=None, filename=None)

	Bases: rawdisk.util.rawstruct.RawStruct

Represents NTFS Bootsector


	
oem_id

	8 byte string – NTFS filesystem signature ‘NTFS    ‘






	
bpb

	Bpb – Initialized Bpb object.






	
mft_offset

	int – Offset to MFT table from the start of         NTFS volume in bytes






	See More:

	http://ntfs.com/ntfs-partition-boot-sector.htm






	
bytes_per_cluster

	




	
mft_mirror_offset

	**Returns* – int* – Mirror MFT Table offset from the beginning of the partition             in bytes






	
mft_offset

	**Returns* – int* – MFT Table offset from the beginning of the partition in bytes






	
mft_record_size

	**Returns* – int* – MFT record size in bytes






	
total_clusters

	




	
volume_size

	Returns volume size in bytes












rawdisk.plugins.filesystems.ntfs.mft module


	
class rawdisk.plugins.filesystems.ntfs.mft.MftTable(mft_entry_size=1024, offset=None, filename=None)

	Bases: object

Represents NTFS Master File Table (MFT)


	Parameters

	
	offset (uint) – Offset to the MFT table from disk start in bytes.


	mft_record_size (uint) – Mft entry size in bytes (default: 1024).


	filename (str) – A file to read the data from.









	See More:

	http://en.wikipedia.org/wiki/NTFS#Master_File_Table






	
get_entry(entry_id)

	Get mft entry by index. If entry is not already loaded it will load         it from file specified during MftTable initialization.


	Returns

	initialized MftEntry.



	Return type

	MftEntry










	
preload_entries(count)

	Loads specified number of MFT entries


	Parameters

	count (int) – Number of entries to preload.
















rawdisk.plugins.filesystems.ntfs.mft_attr_header module


	
class rawdisk.plugins.filesystems.ntfs.mft_attr_header.MftAttrHeader(data)

	Bases: rawdisk.util.rawstruct.RawStruct

Represents MFT attribute header.


	
type

	uint – Attribute type.






	
length

	uint – Attribute length (including this header).






	
non_resident_flag

	ubyte – Non-resident flag (0 - resident,             1 - otherwise).






	
length_of_name

	ubyte – If attribute has name, this is name         length in bytes.






	
offset_to_name

	ushort – Offset to attribute’s name in bytes.






	
attr_name

	unicode – Attribuet’s name (if it has one).






	
flags

	ushort – The attribute flags (COMPRESSION_MASK (0x00FF),             SPARSE (0x8000), ENCRYPTED (0x4000)).






	
identifier

	ushort – The unique identifier for this attribute         in the file record.






	
Resident attribute

	




	
attr_length

	uint – The size of the attribute value, in bytes.






	
attr_offset

	ushort – The offset to the value from the start of         the attribute record, in bytes.






	
indexed

	ubyte – Indexed flag??






	
Non-resident attribute

	




	
lowest_vcn

	ulonglong – The lowest virtual cluster number (VCN)         covered by this attribute record.






	
highest_vcn

	ulonglong – The highest VCN covered by this         attribute record.






	
data_run_offset

	ushort – The offset to the mapping         pairs array from the start of the attribute record, in bytes.






	
comp_unit_size

	ushort – Compression unit size = 2 x clusters.         0 implies uncompressed.






	
alloc_size

	ulonglong – The allocated size of the file, in bytes.         This value is an even multiple of the cluster size.         This member is not valid if the LowestVcn member is nonzero.






	
real_size

	ulonglong – The file size (highest byte that can be             read plus 1), in bytes.         This member is not valid if LowestVcn is nonzero.






	
data_size

	ulonglong – The valid data length (highest initialized             byte plus 1), in bytes. This value is rounded to the nearest         cluster boundary. This member is not valid if LowestVcn is nonzero.






	See More:

	
http://ftp.kolibrios.org/users/Asper/docs/NTFS/ntfsdoc.html#concept_attribute_header

http://msdn.microsoft.com/en-us/library/bb470039(v=vs.85).aspx














rawdisk.plugins.filesystems.ntfs.mft_attribute module


	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr(data)

	Bases: rawdisk.util.rawstruct.RawStruct

Base class for all MFT attributes.


	
type_str

	string – String representation of attribute’s type eg.         $SYSTEM_INFORMATION.






	
header

	MftAttrHeader – Initialized         MftAttrHeader object.






	
static factory(attr_type, data)

	Returns Initialized attribute object based on attr_type         (eg. MftAttrStandardInformation)


	Parameters

	
	attr_type (uint) – Attribute type number (eg. 0x10 -                 $STANDARD_INFORMATION)


	data (byte array) – Data to initialize attribute object with.

















	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrAttributeList(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrBitmap(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrData(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrFilename(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr


	
atime_dt

	




	
ctime_dt

	




	
mtime_dt

	




	
rtime_dt

	








	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrIndexAllocation(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrIndexRoot(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrLoggedToolstream(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrObjectId(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrReparsePoint(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrSecurityDescriptor(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrStandardInformation(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr

$STANDARD_INFORMATION attribute


	
ctime

	ulonglong – File creation date in Microsoft FILETIME format.






	
atime

	ulonglong – Last file modification date.






	
mtime

	ulonglong – Last file MFT entry modification date.






	
rtime

	ulonglong – Last file access date.






	
perm

	uint – DOS file permissions.






	
versions

	uint – Maximum number of versions.






	
class_id

	uint – Class Id.






Note

This attribute is always resident.




See also

http://ftp.kolibrios.org/users/Asper/docs/NTFS/ntfsdoc.html#attribute_standard_information




	
atime_dt

	**Returns* – datetime* – File modification date in Python’s datetime format.






	
ctime_dt

	**Returns* – datetime* – File creation date in Python’s datetime format.






	
mtime_dt

	**Returns* – datetime* – MFT entry modification date in Python’s datetime format.






	
rtime_dt

	**Returns* – datetime* – Last file access date in Python’s datetime format.










	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrVolumeInfo(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr






	
class rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttrVolumeName(data)

	Bases: rawdisk.plugins.filesystems.ntfs.mft_attribute.MftAttr








rawdisk.plugins.filesystems.ntfs.mft_entry module


	
class rawdisk.plugins.filesystems.ntfs.mft_entry.MftEntry(data=None, offset=None, length=None, filename=None, index=None)

	Bases: rawdisk.util.rawstruct.RawStruct

Represents MFT table entry.


	
offset

	uint – MFT entry offset starting from the beginning of         disk in bytes.






	
attributes

	list – List of initialized mft attribute objects         (eg. MftAttrStandardInformation).






	
header

	MftEntryHeader – Initialized         MftEntryHeader.






	
is_directory

	




	
is_file

	




	
is_in_use

	




	
lookup_attribute(attr_type_id)

	




	
used_size

	










rawdisk.plugins.filesystems.ntfs.ntfs module


	
class rawdisk.plugins.filesystems.ntfs.ntfs.Ntfs

	Bases: rawdisk.plugins.categories.IFilesystemPlugin

Filesystem plugin for NTFS partition.


	
detect(filename, offset, standalone=False)

	Verifies NTFS filesystem signature.


	Returns

	True if filesystem signature at offset 0x03             matches ‘NTFS    ‘, False otherwise.



	Return type

	bool










	
get_volume_object()

	Returns NtfsVolume object.






	
gpt_identifiers

	Should return a list (usually one) of GPT identifiers that
are used to detect this volume






	
mbr_identifiers

	Should return a list (usually one) of MBR identifiers that
are used to detect this volume












rawdisk.plugins.filesystems.ntfs.ntfs_volume module


	
class rawdisk.plugins.filesystems.ntfs.ntfs_volume.NtfsVolume

	Bases: rawdisk.filesystems.volume.Volume

Represents NTFS volume.


	
offset

	uint – offset to the partition from the start of the disk         in bytes






	
fd

	fd – file descriptor that is used to load volume information






	
bootsector

	BootSector – initialized         BootSector object.






	
mft_table

	MftTable – initialized MftTable object






	See More:

	http://en.wikipedia.org/wiki/NTFS






	
dump_volume()

	Print volume information to std output,
similar to ntfsprogs_1.22 package






	
load(filename, offset)

	Loads NTFS volume information


	Parameters

	
	filename (str) – Path to file/device to read the volume             information from.


	offset (uint) – Valid NTFS partition offset from the beginning             of the file/device.






	Raises

	IOError – If source file/device does not exist or is not readable










	
mft_mirror_offset

	**Returns* – int* – MFT Mirror Table offset from the beginning of the disk in bytes






	
mft_table_offset

	**Returns* – int* – MFT Table offset from the beginning of the disk in bytes






	
size

	**Returns* – int* – Total size of NTFS volume in bytes
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rawdisk.plugins.filesystems package


Subpackages



	rawdisk.plugins.filesystems.apple_boot package
	Submodules

	rawdisk.plugins.filesystems.apple_boot.apple_boot module

	rawdisk.plugins.filesystems.apple_boot.apple_boot_volume module

	Module contents





	rawdisk.plugins.filesystems.efi_system package
	Submodules

	rawdisk.plugins.filesystems.efi_system.efi_system module

	rawdisk.plugins.filesystems.efi_system.efi_system_volume module

	Module contents





	rawdisk.plugins.filesystems.hfs_plus package
	Submodules

	rawdisk.plugins.filesystems.hfs_plus.hfs_plus module

	rawdisk.plugins.filesystems.hfs_plus.hfs_plus_volume module

	Module contents





	rawdisk.plugins.filesystems.ntfs package
	Submodules

	rawdisk.plugins.filesystems.ntfs.headers module

	rawdisk.plugins.filesystems.ntfs.bootsector module

	rawdisk.plugins.filesystems.ntfs.mft module

	rawdisk.plugins.filesystems.ntfs.mft_attr_header module

	rawdisk.plugins.filesystems.ntfs.mft_attribute module

	rawdisk.plugins.filesystems.ntfs.mft_entry module

	rawdisk.plugins.filesystems.ntfs.ntfs module

	rawdisk.plugins.filesystems.ntfs.ntfs_volume module

	Module contents
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rawdisk.plugins package


Subpackages



	rawdisk.plugins.filesystems package
	Subpackages
	rawdisk.plugins.filesystems.apple_boot package
	Submodules

	rawdisk.plugins.filesystems.apple_boot.apple_boot module

	rawdisk.plugins.filesystems.apple_boot.apple_boot_volume module

	Module contents





	rawdisk.plugins.filesystems.efi_system package
	Submodules

	rawdisk.plugins.filesystems.efi_system.efi_system module

	rawdisk.plugins.filesystems.efi_system.efi_system_volume module

	Module contents





	rawdisk.plugins.filesystems.hfs_plus package
	Submodules

	rawdisk.plugins.filesystems.hfs_plus.hfs_plus module

	rawdisk.plugins.filesystems.hfs_plus.hfs_plus_volume module

	Module contents





	rawdisk.plugins.filesystems.ntfs package
	Submodules

	rawdisk.plugins.filesystems.ntfs.headers module

	rawdisk.plugins.filesystems.ntfs.bootsector module

	rawdisk.plugins.filesystems.ntfs.mft module

	rawdisk.plugins.filesystems.ntfs.mft_attr_header module

	rawdisk.plugins.filesystems.ntfs.mft_attribute module

	rawdisk.plugins.filesystems.ntfs.mft_entry module

	rawdisk.plugins.filesystems.ntfs.ntfs module

	rawdisk.plugins.filesystems.ntfs.ntfs_volume module

	Module contents









	Module contents












Submodules




rawdisk.plugins.categories module

This module holds yapsy plugin categories for rawdisk plugins.
Currently only filesystem category plugins are available.


	
class rawdisk.plugins.categories.IFilesystemPlugin

	Bases: yapsy.IPlugin.IPlugin

Base abstract class for filesystem plugins.


	
detect(filename, offset, standalone=False)

	Method is called by detector for each plugin, that is registered
with FilesystemDetector.






	
get_volume_object()

	Returns plugin’s volume object (inherited from             Volume)






	
gpt_identifiers

	Should return a list (usually one) of GPT identifiers that
are used to detect this volume






	
identifier_string

	




	
mbr_identifiers

	Should return a list (usually one) of MBR identifiers that
are used to detect this volume












rawdisk.plugins.manager module
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rawdisk.scheme package


Submodules




rawdisk.scheme.headers module


	
class rawdisk.scheme.headers.GPT_HEADER

	Bases: _ctypes.Structure

Represents GUID partition table header (LBA1).


	
signature

	str – “EFI PART”, 45h 46h 49h 20h 50h 41h 52h 54h






	
revision

	uint – GPT Revision






	
header_size

	uint – Total length of gpt header






	
crc32

	uint – CRC32 of the header






	
current_lba

	ulonglong – LBA location of this header






	
backup_lba

	ulonglong – LBA loction of header’s copy






	
first_usable_lba

	ulonglong – First usable LBA for partitions






	
last_usable_lba

	ulonglong – Last usable LBA for partitions






	
disk_guid

	char[16] – Disk GUID (UUID for Unixes)






	
part_lba

	ulonglong – Starting LBA of array of partition entries






	
num_partitions

	uint – Number of partition entries in array






	
part_size

	uint – Size of a single partition entry (usually 128)






	
part_array_crc32

	uint – CRC32 of partition array






	Raises

	Exception – If signature does not match valid GPT signature






See also

http://en.wikipedia.org/wiki/GUID_Partition_Table#Partition_table_header_.28LBA_1.29




	
backup_lba

	Structure/Union member






	
crc32

	Structure/Union member






	
current_lba

	Structure/Union member






	
disk_guid

	Structure/Union member






	
first_usable_lba

	Structure/Union member






	
header_size

	Structure/Union member






	
hexdump()

	




	
last_usable_lba

	Structure/Union member






	
num_partitions

	Structure/Union member






	
part_array_crc32

	Structure/Union member






	
part_lba

	Structure/Union member






	
part_size

	Structure/Union member






	
reserved_0

	Structure/Union member






	
revision

	Structure/Union member






	
signature

	Structure/Union member










	
class rawdisk.scheme.headers.GPT_PARTITION_ENTRY

	Bases: _ctypes.Structure

Represents GPT partition entry.


	
type_guid

	uuid – Partition type GUID






	
part_guid

	uuid – Unique partition GUID






	
first_lba

	ulonglong – First LBA of partition






	
last_lba

	ulonglong – Last LBA of partition






	
attr_flags

	ulonglong – Attribute flags (e.g. bit 60 denotes read-only)






	
name

	str – Partition name (36 UTF-16LE code units)






See also

http://en.wikipedia.org/wiki/GUID_Partition_Table#Partition_entries




	
attr_flags

	Structure/Union member






	
first_lba

	Structure/Union member






	
last_lba

	Structure/Union member






	
name

	Structure/Union member






	
part_guid

	Structure/Union member






	
type_guid

	Structure/Union member










	
class rawdisk.scheme.headers.MBR_PARTITION_ENTRY

	Bases: _ctypes.Structure

Represents MBR partition entry


	
boot_indicator

	ubyte – Boot indicator bit flag: 0 = no, 0x80 =         bootable (or “active”)






	
starting_head

	ubyte – Starting head for the partition






	
starting_sector

	6 bits – Starting sector for the partition






	
starting_cylinder

	10 bits – Starting cylinder for the partition






	
part_type

	ubyte – Partition type id






	
ending_head

	ubyte – Ending head of the partition






	
ending_sector

	6 bits – Ending sector






	
ending_cylinder

	10 bits – Ending cylinder






	
relative_sector

	uint – The offset from the beginning of the disk to         the beginning of the volume, counting by sectors.






	
total_sectors

	uint – The total number of sectors in the volume.






	
part_offset

	uint – The offset from the beginning of the disk         to the beginning of the volume, counting by bytes.






See also


MBR Table (http://technet.microsoft.com/en-us/library/cc976786.aspx)

MBR Partition Types         (http://en.wikipedia.org/wiki/Partition_type#List_of_partition_IDs)






	
boot_indicator

	Structure/Union member






	
ending_cylinder

	Structure/Union member






	
ending_head

	Structure/Union member






	
ending_sector

	Structure/Union member






	
part_type

	Structure/Union member






	
relative_sector

	Structure/Union member






	
starting_cylinder

	Structure/Union member






	
starting_head

	Structure/Union member






	
starting_sector

	Structure/Union member






	
total_sectors

	Structure/Union member












rawdisk.scheme.common module

This module is used for partitioning scheme detection (GPT or MBR)


	
rawdisk.scheme.common.SCHEME_UNKNOWN

	int – When scheme is neither GPT or MBR






	
rawdisk.scheme.common.SCHEME_GPT

	int – GPT Scheme was identified






	
rawdisk.scheme.common.SCHEME_MBR

	int – MBR Scheme was indentified






	
class rawdisk.scheme.common.PartitionScheme

	Bases: enum.Enum

An enumeration.


	
SCHEME_GPT = 4

	




	
SCHEME_MBR = 2

	




	
SCHEME_UNKNOWN = 1

	








	
rawdisk.scheme.common.detect_scheme(filename)

	Detects partitioning scheme of the source


	Parameters

	filename (str) – path to file or device for detection of         partitioning scheme.



	Returns

	SCHEME_MBR, SCHEME_GPT or SCHEME_UNKNOWN



	Raises

	IOError – The file doesn’t exist or cannot be opened for reading





>>> from rawdisk.scheme.common import *
>>> scheme = detect_scheme('/dev/disk1')
>>> if scheme == PartitionScheme.SCHEME_MBR:
>>> <...>












rawdisk.scheme.gpt module


	
class rawdisk.scheme.gpt.Gpt

	Bases: object

Represents GPT partition table.


	
partition_entries

	list – List of initialized         GptPartition objects.






	
header

	GptHeader – Initialized GptHeader object






	
load(filename, bs=512)

	Loads GPT partition table.


	Parameters

	
	filename (str) – path to file or device to open for reading


	bs (uint) – Block size of the volume, default: 512






	Raises

	IOError – If file does not exist or not readable










	
partition_entries

	








	
class rawdisk.scheme.gpt.GptPartitionEntry(data)

	Bases: rawdisk.util.rawstruct.RawStruct


	
first_lba

	




	
last_lba

	




	
part_guid

	




	
type_guid

	










rawdisk.scheme.mbr module


	
class rawdisk.scheme.mbr.Mbr(filename=None, load_partition_table=True)

	Bases: rawdisk.util.rawstruct.RawStruct

Represents the Master Boot Record of the filesystem.


	Parameters

	filename (str) – path to file or device to open for reading






	
partition_table

	PartitionTable – Initialized         PartitionTable object






	Raises

	
	IOError – If file does not exist or is not readable.


	Exception – If source has invalid MBR signature









	
export_bootstrap(filename)

	




	
partition_table

	








	
class rawdisk.scheme.mbr.MbrPartitionEntry(data)

	Bases: rawdisk.util.rawstruct.RawStruct


	
part_offset

	




	
part_type

	




	
total_sectors

	








	
class rawdisk.scheme.mbr.PartitionTable(data)

	Bases: rawdisk.util.rawstruct.RawStruct

Represents MBR partition table.


	Parameters

	data (bytes) – byte array to initialize structure with.






	
entries

	list – List of initialized PartitionEntry objects






	
partitions
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rawdisk.ui.cli package


Subpackages







Submodules




rawdisk.ui.cli.cli_mode module


	
class rawdisk.ui.cli.cli_mode.CliMode

	Bases: object


	
static start()

	








	
class rawdisk.ui.cli.cli_mode.CliShell(session=None)

	Bases: cmd.Cmd


	
close()

	




	
do_exit(arg)

	Exit CLI






	
do_list(resource)

	Enumerate resources

Possible values: plugins, volumes






	
do_load(filename)

	Load disk image for analysis






	
do_quit(arg)

	Exit CLI






	
do_session(args)

	Print current session information






	
do_shell(command)

	Execute shell command

Use shell [command] or ![command] syntax






	
get_prompt()

	




	
initialize()
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rawdisk.ui package


Subpackages



	rawdisk.ui.cli package
	Subpackages




	Submodules

	rawdisk.ui.cli.cli_mode module

	Module contents
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rawdisk.util package


Submodules




rawdisk.util.filesize module


	
class rawdisk.util.filesize.size

	Bases: int

define a size class to allow custom formatting
format specifiers supported :


em : formats the size as bits in IEC format i.e.             1024 bits (128 bytes) = 1Kib
eM : formats the size as Bytes in IEC format i.e.             1024 bytes = 1KiB
sm : formats the size as bits in SI format i.e. 1000 bits = 1kb
sM : formats the size as bytes in SI format i.e. 1000 bytes = 1KB
cm : format the size as bit in the common format i.e.             1024 bits (128 bytes) = 1Kb
cM : format the size as bytes in the common format i.e.             1024 bytes = 1KB





See also

http://code.activestate.com/recipes/578323-human-readable-filememory-sizes-v2/








	
rawdisk.util.filesize.size_str(size_int, format_str='{0:.2cM}')

	






rawdisk.util.filetimes module

Tools to convert between Python datetime instances and Microsoft times.

Source: http://reliablybroken.com/b/2011/09/free-software-ftw-updated-filetimes-py/


	
class rawdisk.util.filetimes.UTC

	Bases: datetime.tzinfo


	
dst(dt)

	datetime -> DST offset in minutes east of UTC.






	
tzname(dt)

	datetime -> string name of time zone.






	
utcoffset(dt)

	datetime -> timedelta showing offset from UTC, negative values indicating West of UTC










	
rawdisk.util.filetimes.dt_to_filetime(dt)

	Converts a datetime to Microsoft filetime format. If the object is
time zone-naive, it is forced to UTC before conversion.

>>> "%.0f" % dt_to_filetime(datetime(2009, 7, 25, 23, 0))
'128930364000000000'





>>> "%.0f" % dt_to_filetime(datetime(1970, 1, 1, 0, 0, tzinfo=utc))
'116444736000000000'





>>> "%.0f" % dt_to_filetime(datetime(1970, 1, 1, 0, 0))
'116444736000000000'





>>> dt_to_filetime(datetime(2009, 7, 25, 23, 0, 0, 100))
128930364000001000










	
rawdisk.util.filetimes.filetime_to_dt(ft)

	Converts a Microsoft filetime number to a Python datetime. The new
datetime object is time zone-naive but is equivalent to tzinfo=utc.

>>> filetime_to_dt(116444736000000000)
datetime.datetime(1970, 1, 1, 0, 0)





>>> filetime_to_dt(128930364000000000)
datetime.datetime(2009, 7, 25, 23, 0)





>>> filetime_to_dt(128930364000001000)
datetime.datetime(2009, 7, 25, 23, 0, 0, 100)












rawdisk.util.rawstruct module


	
class rawdisk.util.rawstruct.RawStruct(data=None, offset=None, length=None, filename=None)

	Bases: object

Helper class used as a parent class for most filesystem structures.


	Parameters

	
	data (bytes) – Byte array to initialize structure with.


	filename (str) – A file to read the data from.


	offset (int) – Offset into data or file (if specified).


	length (int) – Number of bytes to read.









	
data

	**Returns* – bytes* – Byte array of the structure.






	
export(filename, offset=0, length=None)

	Exports byte array to specified destination


	Parameters

	
	filename (str) – destination to output file


	offset (int) – byte offset (default: 0)













	
get_byte(offset)

	Returns char (1 byte)


	Parameters

	offset (char) – signed char offset in byte array










	
get_chunk(offset, length)

	
	Parameters

	
	offset (int) – byte array start [x:]


	length (int) – number of bytes to return [:x]






	Returns

	Custom length byte array of the structure.



	Return type

	bytes










	
get_field(offset, length, format)

	Returns unpacked Python struct array.


	Parameters

	
	offset (int) – offset to byte array within structure


	length (int) – how many bytes to unpack


	format (str) – Python struct format string for unpacking









See also

https://docs.python.org/2/library/struct.html#format-characters








	
get_int_le(offset)

	Returns int (4 bytes)


	Parameters

	offset (int) – int offset in little-endian byte array










	
get_string(offset, length)

	Returns string (length bytes)


	Parameters

	
	offset (int) – sring offset in byte array


	length (int) – string length













	
get_ubyte(offset)

	Returns unsigned char (1 byte)


	Parameters

	offset (uchar) – unsigned char offset in byte array










	
get_uint_be(offset)

	Returns unsigned int (4 bytes)


	Parameters

	offset (int) – unsigned int offset in big-endian byte array










	
get_uint_le(offset)

	Returns unsigned int (4 bytes)


	Parameters

	offset (int) – unsigned int offset in little-endian byte array










	
get_ulong_be(offset)

	Returns unsigned long (4 bytes)


	Parameters

	offset (int) – unsigned long offset in big-endian byte array










	
get_ulong_le(offset)

	Returns unsigned long (4 bytes)


	Parameters

	offset (int) – unsigned long offset in little-endian byte array










	
get_ulonglong_be(offset)

	Returns unsigned long long (8 bytes)


	Parameters

	offset (int) – unsigned long long offset in big-endian byte array










	
get_ulonglong_le(offset)

	Returns unsigned long long (8 bytes)


	Parameters

	offset (int) – unsigned long long offset in little-endian byte array










	
get_ushort_be(offset)

	Returns unsigned short (2 bytes),
assuming source is big-endian.


	Parameters

	offset (int) – unsigned short offset in byte array.










	
get_ushort_le(offset)

	Returns unsigned short (2 bytes),
assuming source is little-endian.


	Parameters

	offset (int) – unsigned short offset in byte array.










	
get_uuid_be(offset)

	Returns Python uuid object initialized with bytes at specified offset


	Parameters

	offset (int) – offset to 16-byte big-endian array










	
get_uuid_le(offset)

	Returns Python uuid object initialized with bytes at specified offset


	Parameters

	offset (int) – offset to 16-byte little-endian array










	
hexdump()

	Prints structure’s data in hex format.

>>> 00000000: 46 49 4C 45 30 00 03 00  EA 22 20 00 00 00 00 00          FILE0...." .....
>>> 00000010: 01 00 01 00 38 00 01 00  A0 01 00 00 00 04 00 00          ....8...........
>>> 00000020: 00 00 00 00 00 00 00 00  06 00 00 00 00 00 00 00          ................






	See More:

	https://bitbucket.org/techtonik/hexdump/










	
size

	**Returns* – int* – Size of structure’s byte array.












rawdisk.util.singleton module


	
class rawdisk.util.singleton.Singleton

	Bases: type
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rawdisk.cli module


	
rawdisk.cli.configure_logging(args)

	




	
rawdisk.cli.main()

	




	
rawdisk.cli.parse_args(args)

	






rawdisk.main module


	
rawdisk.main.configure_logging(args)

	




	
rawdisk.main.main()

	




	
rawdisk.main.parse_args(args)

	






rawdisk.session module


	
class rawdisk.session.Session(load_plugins=True)

	Bases: object

Main class used to start filesystem analysis.


	
partitions

	list – List of detected filesystems         (intialized Volume             objects)






	
scheme

	enum – One of         SCHEME_MBR         or SCHEME_GPT.






	
filename

	




	
filesystem_plugins

	




	
load(filename, bs=512)

	Starts filesystem analysis. Detects supported filesystems and         loads partitions array.


	Parameters

	- Path to file or device for reading. (filename) – 



	Raises

	IOError - File/device does not exist or is not readable.










	
load_plugins()

	Load filesystem detection plugins






	
partition_scheme

	




	
reload()

	




	
volumes

	Return a list of volumes
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