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Welcome to PyFreeBilling’s documentation!

Wholesale billing and softswitch application based on Freeswitch

pyfreebilling is an open source wholesale billing platform for
FreeSWITCH.
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Introduction


What is pyfreebilling

pyfreebilling is an open source wholesale billing platform for
FreeSWITCH.

pyfreebilling is developed under python, LUA and PostgreSQL as the
database layer.




General prerequisites

In order to run pyfreebilling, you need the following configured,
secured and working Basic Operating System (Linux or BSD).

The project uses Kamailio, Freeswitch, PostgreSQL and Django.
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Changelog


Version 1.5.0 (Not yet released)


New features


	New CDR import script (PERL packages are no longer needed)


	Recurring services


	Invoicing







Bug corrections


	N/A









Version 1.4.6


Bug correction


	Resolve a codec error when using Eyebeam as sip client.









Version 1.4.5


Modifications


	Correct javascript issues









Version 1.4.4


Modifications


	Apache template : disable sslv2 and sslv3 (POODLE - CVE-2014-0224)


	Sofia new option : tracelevel with default value “error” (if you need more debug, in cli : sofia tracelevel debug)









Version 1.4.3


New features


	Bd backup every day (in backups directory and FTP)


	Customer panel : new xport CDR panel







Bug corrections


	fix javascript issues with new firefox version (need delete static before update)


	fix alert message in customer panel when account is blocked due to low balance.


	LUA excaping error in DID


	Fix js bug in inlines (impact LCR and customer view)









Version 1.4.2


New features


	Customer panel traduction (French)


	Add G722 Codec







Bug corrections


	Admin : stats : div per 0 error


	Test if customer UA has available codec recognised by FS









Version 1.4.1


New features


	Admin stats enhancements







Security


	Validation of django 1.6.7 (dependencies update)







Bug corrections


	Postpaid : a negative credit limit value no longer blocks call process


	Admin : CDR export button is now visible in CDR panel


	Admin : Database size view now correct









Version 1.4


New features


	New customer portal


	HTTPS access only


	Reload Fs config via button in admin panel


	Currency management


	Database size monitoring - new panel (in admin menu)


	Sofia Gateway : add new choose lists for selecting codecs


	Add sip profile DTMF options (pass-rfc2833)


	Add new rtp_rewrite_timestamps sofia profile option


	Visitors and web interface use stats


	Admin CDR panel : show minutes / sell / cost / margin corresponding to selection


	New dashboard : revenue / cost / minutes / calls stats


	documentation update for installation of 1.4 freeswitch version


	web country blocker based on visitor’s ip. Databases : freegeoip.net and/or maxmind


	detailed customers, providers and destinations stats







Modifications


	Django 1.6 migration


	All dependencies are up to date


	Optimisation of customer sip parameter and customer sip UA codecs selection







Bug corrections


	Add new codec options in Customer sip accounts and sip profiles : G711u&G711a and G711a&G711u


	Destination number is checked before LUA


	Recurrent tasks working with new chronicler version









Version 1.3


New features


	DID module : import DID, DID billing, DID cdr report


	Customer sip account module : add many options to handle sip registration and NAT. New admin panel.


	Sofia profile module : add many options. New admin panel.


	Add the possibility to block/allow ratecard by CallerID prefix list.







Modifications


	“Tarif group” is now “ratecard”







Bug corrections


	some menu corrections


	other bug corrections
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License


GNU general public license

Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. [http://fsf.org/]

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.


Preamble

The GNU General Public License is a free, copyleft license for software
and other kinds of works.

The licenses for most software and other practical works are designed to
take away your freedom to share and change the works. By contrast, the
GNU General Public License is intended to guarantee your freedom to
share and change all versions of a program–to make sure it remains free
software for all its users. We, the Free Software Foundation, use the
GNU General Public License for most of our software; it applies also to
any other work released this way by its authors. You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not price.
Our General Public Licenses are designed to make sure that you have the
freedom to distribute copies of free software (and charge for them if
you wish), that you receive source code or can get it if you want it,
that you can change the software or use pieces of it in new free
programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these
rights or asking you to surrender the rights. Therefore, you have
certain responsibilities if you distribute copies of the software, or if
you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis
or for a fee, you must pass on to the recipients the same freedoms that
you received. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

Developers that use the GNU GPL protect your rights with two steps:


	assert copyright on the software, and


	offer you this License giving you legal permission to copy,
distribute and/or modify it.




For the developers’ and authors’ protection, the GPL clearly explains
that there is no warranty for this free software. For both users’ and
authors’ sake, the GPL requires that modified versions be marked as
changed, so that their problems will not be attributed erroneously to
authors of previous versions.

Some devices are designed to deny users access to install or run
modified versions of the software inside them, although the manufacturer
can do so. This is fundamentally incompatible with the aim of protecting
users’ freedom to change the software. The systematic pattern of such
abuse occurs in the area of products for individuals to use, which is
precisely where it is most unacceptable. Therefore, we have designed
this version of the GPL to prohibit the practice for those products. If
such problems arise substantially in other domains, we stand ready to
extend this provision to those domains in future versions of the GPL, as
needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents.
States should not allow patents to restrict development and use of
software on general-purpose computers, but in those that do, we wish to
avoid the special danger that patents applied to a free program could
make it effectively proprietary. To prevent this, the GPL assures that
patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and
modification follow.




TERMS AND CONDITIONS


0. Definitions.

This License refers to version 3 of the GNU General Public License.

Copyright also means copyright-like laws that apply to other kinds of
works, such as semiconductor masks.

The Program refers to any copyrightable work licensed under this
License. Each licensee is addressed as you. Licensees and
recipients may be individuals or organizations.

To modify a work means to copy from or adapt all or part of the work
in a fashion requiring copyright permission, other than the making of an
exact copy. The resulting work is called a modified version of the
earlier work or a work based on the earlier work.

A covered work means either the unmodified Program or a work based on
the Program.

To propagate a work means to do anything with it that, without
permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a
computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the
public, and in some countries other activities as well.

To convey a work means any kind of propagation that enables other
parties to make or receive copies. Mere interaction with a user through
a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays Appropriate Legal Notices to
the extent that it includes a convenient and prominently visible feature
that


	displays an appropriate copyright notice, and


	tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the
work under this License, and how to view a copy of this License.




If the interface presents a list of user commands or options, such as a
menu, a prominent item in the list meets this criterion.




1. Source Code.

The source code for a work means the preferred form of the work for
making modifications to it. Object code means any non-source form of a
work.

A Standard Interface means an interface that either is an official
standard defined by a recognized standards body, or, in the case of
interfaces specified for a particular programming language, one that is
widely used among developers working in that language.

The System Libraries of an executable work include anything, other
than the work as a whole, that (a) is included in the normal form of
packaging a Major Component, but which is not part of that Major
Component, and (b) serves only to enable use of the work with that Major
Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A Major
Component, in this context, means a major essential component (kernel,
window system, and so on) of the specific operating system (if any) on
which the executable work runs, or a compiler used to produce the work,
or an object code interpreter used to run it.

The Corresponding Source for a work in object code form means all the
source code needed to generate, install, and (for an executable work)
run the object code and to modify the work, including scripts to control
those activities. However, it does not include the work’s System
Libraries, or general-purpose tools or generally available free programs
which are used unmodified in performing those activities but which are
not part of the work. For example, Corresponding Source includes
interface definition files associated with source files for the work,
and the source code for shared libraries and dynamically linked
subprograms that the work is specifically designed to require, such as
by intimate data communication or control flow between those subprograms
and other parts of the work.

The Corresponding Source need not include anything that users can
regenerate automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same
work.




2. Basic Permissions.

All rights granted under this License are granted for the term of
copyright on the Program, and are irrevocable provided the stated
conditions are met. This License explicitly affirms your unlimited
permission to run the unmodified Program. The output from running a
covered work is covered by this License only if the output, given its
content, constitutes a covered work. This License acknowledges your
rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey,
without conditions so long as your license otherwise remains in force.
You may convey covered works to others for the sole purpose of having
them make modifications exclusively for you, or provide you with
facilities for running those works, provided that you comply with the
terms of this License in conveying all material for which you do not
control copyright. Those thus making or running the covered works for
you must do so exclusively on your behalf, under your direction and
control, on terms that prohibit them from making any copies of your
copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the
conditions stated below. Sublicensing is not allowed; section 10 makes
it unnecessary.




3. Protecting Users’ Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological
measure under any applicable law fulfilling obligations under article 11
of the WIPO copyright treaty adopted on 20 December 1996, or similar
laws prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid
circumvention of technological measures to the extent such circumvention
is effected by exercising rights under this License with respect to the
covered work, and you disclaim any intention to limit operation or
modification of the work as a means of enforcing, against the work’s
users, your or third parties’ legal rights to forbid circumvention of
technological measures.




4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you
receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice; keep
intact all notices stating that this License and any non-permissive
terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy
of this License along with the Program.

You may charge any price or no price for each copy that you convey, and
you may offer support or warranty protection for a fee.




5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to
produce it from the Program, in the form of source code under the terms
of section 4, provided that you also meet all of these conditions:


	
	The work must carry prominent notices stating that you modified it, and giving a relevant date.






	
	The work must carry prominent notices stating that it is released under this License and any conditions added








under section 7. This requirement modifies the requirement in section 4
to keep intact all notices. - c) You must license the entire work, as
a whole, under this License to anyone who comes into possession of a
copy. This License will therefore apply, along with any applicable
section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to
license the work in any other way, but it does not invalidate such
permission if you have separately received it. - d) If the work has
interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not
display Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent
works, which are not by their nature extensions of the covered work, and
which are not combined with it such as to form a larger program, in or
on a volume of a storage or distribution medium, is called an
aggregate if the compilation and its resulting copyright are not used
to limit the access or legal rights of the compilation’s users beyond
what the individual works permit. Inclusion of a covered work in an
aggregate does not cause this License to apply to the other parts of the
aggregate.




6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of
sections 4 and 5, provided that you also convey the machine-readable
Corresponding Source under the terms of this License, in one of these
ways:


	
	Convey the object code in, or embodied in, a physical product








(including a physical distribution medium), accompanied by the
Corresponding Source fixed on a durable physical medium customarily used
for software interchange. - b) Convey the object code in, or embodied
in, a physical product (including a physical distribution medium),
accompanied by a written offer, valid for at least three years and valid
for as long as you offer spare parts or customer support for that
product model, to give anyone who possesses the object code either
1. a copy of the Corresponding Source for all the software in the
product that is covered by this License, on a durable physical medium
customarily used for software interchange, for a price no more than your
reasonable cost of physically performing this conveying of source, or
2. access to copy the Corresponding Source from a network server at no
charge.


	
	Convey individual copies of the object code with a copy of the








written offer to provide the Corresponding Source. This alternative is
allowed only occasionally and noncommercially, and only if you received
the object code with such an offer, in accord with subsection 6b. - d)
Convey the object code by offering access from a designated place
(gratis or for a charge), and offer equivalent access to the
Corresponding Source in the same way through the same place at no
further charge. You need not require recipients to copy the
Corresponding Source along with the object code. If the place to copy
the object code is a network server, the Corresponding Source may be on
a different server operated by you or a third party) that supports
equivalent copying facilities, provided you maintain clear directions
next to the object code saying where to find the Corresponding Source.
Regardless of what server hosts the Corresponding Source, you remain
obligated to ensure that it is available for as long as needed to
satisfy these requirements. - e) Convey the object code using
peer-to-peer transmission, provided you inform other peers where the
object code and Corresponding Source of the work are being offered to
the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded
from the Corresponding Source as a System Library, need not be included
in conveying the object code work.

A User Product is either


	a consumer product, which means any tangible personal property
which is normally used for personal, family, or household purposes,
or


	anything designed or sold for incorporation into a dwelling.




In determining whether a product is a consumer product, doubtful cases
shall be resolved in favor of coverage. For a particular product
received by a particular user, normally used refers to a typical or
common use of that class of product, regardless of the status of the
particular user or of the way in which the particular user actually
uses, or expects or is expected to use, the product. A product is a
consumer product regardless of whether the product has substantial
commercial, industrial or non-consumer uses, unless such uses represent
the only significant mode of use of the product.

Installation Information for a User Product means any methods,
procedures, authorization keys, or other information required to install
and execute modified versions of a covered work in that User Product
from a modified version of its Corresponding Source. The information
must suffice to ensure that the continued functioning of the modified
object code is in no case prevented or interfered with solely because
modification has been made.

If you convey an object code work under this section in, or with, or
specifically for use in, a User Product, and the conveying occurs as
part of a transaction in which the right of possession and use of the
User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied by
the Installation Information. But this requirement does not apply if
neither you nor any third party retains the ability to install modified
object code on the User Product (for example, the work has been
installed in ROM).

The requirement to provide Installation Information does not include a
requirement to continue to provide support service, warranty, or updates
for a work that has been modified or installed by the recipient, or for
the User Product in which it has been modified or installed. Access to a
network may be denied when the modification itself materially and
adversely affects the operation of the network or violates the rules and
protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in
accord with this section must be in a format that is publicly documented
(and with an implementation available to the public in source code
form), and must require no special password or key for unpacking,
reading or copying.




7. Additional Terms.

Additional permissions are terms that supplement the terms of this
License by making exceptions from one or more of its conditions.
Additional permissions that are applicable to the entire Program shall
be treated as though they were included in this License, to the extent
that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately
under those permissions, but the entire Program remains governed by this
License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove
any additional permissions from that copy, or from any part of it.
(Additional permissions may be written to require their own removal in
certain cases when you modify the work.) You may place additional
permissions on material, added by you to a covered work, for which you
have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you
add to a covered work, you may (if authorized by the copyright holders
of that material) supplement the terms of this License with terms:


	Disclaiming warranty or limiting liability differently from the terms
of sections 15 and 16 of this License; or


	Requiring preservation of specified reasonable legal notices or
author attributions in that material or in the Appropriate Legal
Notices displayed by works containing it; or


	Prohibiting misrepresentation of the origin of that material, or
requiring that modified versions of such material be marked in
reasonable ways as different from the original version; or


	Limiting the use for publicity purposes of names of licensors or
authors of the material; or


	Declining to grant rights under trademark law for use of some trade
names, trademarks, or service marks; or


	Requiring indemnification of licensors and authors of that material
by anyone who conveys the material (or modified versions of it) with
contractual assumptions of liability to the recipient, for any
liability that these contractual assumptions directly impose on those
licensors and authors.




All other non-permissive additional terms are considered further
restrictions within the meaning of section 10. If the Program as you
received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains a
further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms of
that license document, provided that the further restriction does not
survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must
place, in the relevant source files, a statement of the additional terms
that apply to those files, or a notice indicating where to find the
applicable terms.

Additional terms, permissive or non-permissive, may be stated in the
form of a separately written license, or stated as exceptions; the above
requirements apply either way.




8. Termination.

You may not propagate or modify a covered work except as expressly
provided under this License. Any attempt otherwise to propagate or
modify it is void, and will automatically terminate your rights under
this License (including any patent licenses granted under the third
paragraph of section 11).

However, if you cease all violation of this License, then your license
from a particular copyright holder is reinstated


	provisionally, unless and until the copyright holder explicitly and
finally terminates your license, and


	permanently, if the copyright holder fails to notify you of the
violation by some reasonable means prior to 60 days after the
cessation.




Moreover, your license from a particular copyright holder is reinstated
permanently if the copyright holder notifies you of the violation by
some reasonable means, this is the first time you have received notice
of violation of this License (for any work) from that copyright holder,
and you cure the violation prior to 30 days after your receipt of the
notice.

Termination of your rights under this section does not terminate the
licenses of parties who have received copies or rights from you under
this License. If your rights have been terminated and not permanently
reinstated, you do not qualify to receive new licenses for the same
material under section 10.




9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a
copy of the Program. Ancillary propagation of a covered work occurring
solely as a consequence of using peer-to-peer transmission to receive a
copy likewise does not require acceptance. However, nothing other than
this License grants you permission to propagate or modify any covered
work. These actions infringe copyright if you do not accept this
License. Therefore, by modifying or propagating a covered work, you
indicate your acceptance of this License to do so.




10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically
receives a license from the original licensors, to run, modify and
propagate that work, subject to this License. You are not responsible
for enforcing compliance by third parties with this License.

An entity transaction is a transaction transferring control of an
organization, or substantially all assets of one, or subdividing an
organization, or merging organizations. If propagation of a covered work
results from an entity transaction, each party to that transaction who
receives a copy of the work also receives whatever licenses to the work
the party’s predecessor in interest had or could give under the previous
paragraph, plus a right to possession of the Corresponding Source of the
work from the predecessor in interest, if the predecessor has it or can
get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the
rights granted or affirmed under this License. For example, you may not
impose a license fee, royalty, or other charge for exercise of rights
granted under this License, and you may not initiate litigation
(including a cross-claim or counterclaim in a lawsuit) alleging that any
patent claim is infringed by making, using, selling, offering for sale,
or importing the Program or any portion of it.




11. Patents.

A contributor is a copyright holder who authorizes use under this
License of the Program or a work on which the Program is based. The work
thus licensed is called the contributor’s contributor version.

A contributor’s essential patent claims are all patent claims owned or
controlled by the contributor, whether already acquired or hereafter
acquired, that would be infringed by some manner, permitted by this
License, of making, using, or selling its contributor version, but do
not include claims that would be infringed only as a consequence of
further modification of the contributor version. For purposes of this
definition, control includes the right to grant patent sublicenses in
a manner consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free
patent license under the contributor’s essential patent claims, to make,
use, sell, offer for sale, import and otherwise run, modify and
propagate the contents of its contributor version.

In the following three paragraphs, a patent license is any express
agreement or commitment, however denominated, not to enforce a patent
(such as an express permission to practice a patent or covenant not to
sue for patent infringement). To grant such a patent license to a
party means to make such an agreement or commitment not to enforce a
patent against the party.

If you convey a covered work, knowingly relying on a patent license, and
the Corresponding Source of the work is not available for anyone to
copy, free of charge and under the terms of this License, through a
publicly available network server or other readily accessible means,
then you must either


	cause the Corresponding Source to be so available, or


	arrange to deprive yourself of the benefit of the patent license for
this particular work, or


	arrange, in a manner consistent with the requirements of this
License, to extend the patent license to downstream recipients.




Knowingly relying means you have actual knowledge that, but for the
patent license, your conveying the covered work in a country, or your
recipient’s use of the covered work in a country, would infringe one or
more identifiable patents in that country that you have reason to
believe are valid.

If, pursuant to or in connection with a single transaction or
arrangement, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent license to some of the parties
receiving the covered work authorizing them to use, propagate, modify or
convey a specific copy of the covered work, then the patent license you
grant is automatically extended to all recipients of the covered work
and works based on it.

A patent license is discriminatory if it does not include within the
scope of its coverage, prohibits the exercise of, or is conditioned on
the non-exercise of one or more of the rights that are specifically
granted under this License. You may not convey a covered work if you are
a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party
based on the extent of your activity of conveying the work, and under
which the third party grants, to any of the parties who would receive
the covered work from you, a discriminatory patent license


	in connection with copies of the covered work conveyed by you (or
copies made from those copies), or


	primarily for and in connection with specific products or
compilations that contain the covered work, unless you entered into
that arrangement, or that patent license was granted, prior to 28
March 2007.




Nothing in this License shall be construed as excluding or limiting any
implied license or other defenses to infringement that may otherwise be
available to you under applicable patent law.




12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot convey a
covered work so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to
whom you convey the Program, the only way you could satisfy both those
terms and this License would be to refrain entirely from conveying the
Program.




13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission
to link or combine any covered work with a work licensed under version 3
of the GNU Affero General Public License into a single combined work,
and to convey the resulting work. The terms of this License will
continue to apply to the part which is the covered work, but the special
requirements of the GNU Affero General Public License, section 13,
concerning interaction through a network will apply to the combination
as such.




14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of
the GNU General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies that a certain numbered version of the GNU General Public
License or any later version applies to it, you have the option of
following the terms and conditions either of that numbered version or of
any later version published by the Free Software Foundation. If the
Program does not specify a version number of the GNU General Public
License, you may choose any version ever published by the Free Software
Foundation.

If the Program specifies that a proxy can decide which future versions
of the GNU General Public License can be used, that proxy’s public
statement of acceptance of a version permanently authorizes you to
choose that version for the Program.

Later license versions may give you additional or different permissions.
However, no additional obligations are imposed on any author or
copyright holder as a result of your choosing to follow a later version.




15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM AS IS WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF
THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.




16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR
CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT
NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.




17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above
cannot be given local legal effect according to their terms, reviewing
courts shall apply local law that most closely approximates an absolute
waiver of all civil liability in connection with the Program, unless a
warranty or assumption of liability accompanies a copy of the Program in
return for a fee.






END OF TERMS AND CONDITIONS


How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these
terms.

To do so, attach the following notices to the program. It is safest to
attach them to the start of each source file to most effectively state
the exclusion of warranty; and each file should have at least the
copyright line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year>  <name of author>

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program.  If not, see <http://www.gnu.org/licenses/>.





Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice
like this when it starts in an interactive mode:

<program>  Copyright (C) <year>  <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details type `show w'.
This is free software, and you are welcome to redistribute it
under certain conditions; type `show c' for details.





The hypothetical commands show w and show c should show the
appropriate parts of the General Public License. Of course, your
program’s commands might be different; for a GUI interface, you would
use an about box.

You should also get your employer (if you work as a programmer) or
school, if any, to sign a copyright disclaimer for the program, if
necessary. For more information on this, and how to apply and follow the
GNU GPL, see
http://www.gnu.org/licenses/.

The GNU General Public License does not permit incorporating your
program into proprietary programs. If your program is a subroutine
library, you may consider it more useful to permit linking proprietary
applications with the library. If this is what you want to do, use the
GNU Lesser General Public License instead of this License. But first,
please read
http://www.gnu.org/philosophy/why-not-lgpl.html.
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Features

There are many features supported. Most of them are configurable via
the web interface. A few of them are:


	Customer add/modify/delete


	IP termination


	SIP authentication


	Prepaid and/or postpaid


	Realtime billing


	Block calls on negative balance (prepaid) or balance under credit
limit (postpaid)


	Block / allow negative margin calls


	Email alerts


	Daily balance email to customer


	Limit the maximum number of calls per customer and/or per gateway


	Multiple contexts


	Tons of media handling options


	Powerfull ratecard engine


	Provider add/modify/delete


	Powerful LCR engine


	Routing based on area code


	Routing decision based on quality, reliability, cost or load
balancing (equal)


	Limit max channels by each provider gateway


	Extensive call and financial reporting screens (TBD)


	CDR export to CSV


	Design for scalability




… and much more :)
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Introduction

This howto is written for Debian 8 server.
You need 2 interfaces with 2 ip public addresses, one for customers side and the other one for provider side.




Prerequisites

First, you need to install these packages

apt-get install git-core build-essential autoconf automake libtool libtool-bin libncurses5 libncurses5-dev gawk libjpeg-dev zlib1g-dev pkg-config libssl-dev libpq-dev unixodbc-dev odbc-postgresql postgresql postgresql-client libpq-dev libxml2-dev libxslt-dev ntp ntpdate libapache2-mod-wsgi apache2 gcc python-setuptools python-pip libdbd-pg-perl libtext-csv-perl sqlite3 libsqlite3-dev libcurl4-openssl-dev libpcre3-dev libspeex-dev libspeexdsp-dev libldns-dev libedit-dev libmemcached-dev python-psycopg2 python-dev libgeoip-dev libffi-dev








Postgresql configuration


	create user and database :




su postgres





createuser -P pyfreebilling --interactive
    Enter password for new role:
    Enter it again:
    Shall the new role be a superuser? (y/n) n
    Shall the new role be allowed to create databases? (y/n) y
    Shall the new role be allowed to create more new roles? (y/n) y





createdb -O pyfreebilling -E UTF8 pyfreebilling
exit

# create .pgpass file, replace password with the real one
echo "*:*:*:pyfreebilling:password" > ~/.pgpass
chmod 600 ~/.pgpass








Sip server installation


	First, install dependencies, edit sources.list :




nano /etc/apt/sources.list






	Add this lines at the end of the files :




# Kamailio 4.4 Release
deb http://deb.kamailio.org/kamailio44 jessie main
deb-src http://deb.kamailio.org/kamailio44 jessie main






	Add the repo GPG key, update the packages list, and install packages :




wget -O- http://deb.kamailio.org/kamailiodebkey.gpg | sudo apt-key add -
apt-get update
apt-get install libpq5 libpq-dev
apt-get install kamailio kamailio-tls-modules kamailio-postgres-modules kamailio-outbound-modules kamailio-extra-modules kamailio-xml-modules






	After finishing the installation, you have to edit  /etc/default/kamailio file:




#
    # Kamailio startup options
    #

    # Set to yes to enable kamailio, once configured properly.
    RUN_KAMAILIO=yes

    # User to run as
    USER=kamailio

    # Group to run as
    GROUP=kamailio

    # Amount of shared and private memory to allocate
    # for the running Kamailio server (in Mb)
    #SHM_MEMORY=64
    #PKG_MEMORY=8

    # Config file
    CFGFILE=/etc/kamailio/kamailio.cfg

    # Enable the server to leave a core file when it crashes.
    # Set this to 'yes' to enable Kamailio to leave a core file when it crashes
    # or 'no' to disable this feature. This option is case sensitive and only
    # accepts 'yes' and 'no' and only in lowercase letters.
    # On some systems it is necessary to specify a directory for the core files
    # to get a dump. Look into the kamailio init file for an example configuration.
    DUMP_CORE=yes








SBC installation


	AUTOMATIC INSTALL (from package) :




wget -O - https://files.freeswitch.org/repo/deb/debian/freeswitch_archive_g0.pub | apt-key add -

    echo "deb http://files.freeswitch.org/repo/deb/freeswitch-1.6/ jessie main" > /etc/apt/sources.list.d/freeswitch.list

    # you may want to populate /etc/freeswitch at this point.
    # if /etc/freeswitch does not exist, the standard vanilla configuration is deployed
    apt-get update && apt-get install -y freeswitch-meta-bare freeswitch-mod-commands freeswitch-meta-codecs freeswitch-mod-console freeswitch-mod-logfile freeswitch-conf-vanilla freeswitch-mod-lua freeswitch-mod-cdr-csv freeswitch-mod-event-socket freeswitch-mod-sofia freeswitch-mod-sofia-dbg freeswitch-mod-loopback freeswitch-mod-db freeswitch-mod-dptools freeswitch-mod-hash freeswitch-mod-esl freeswitch-mod-dialplan-xml freeswitch-dbg freeswitch-mod-directory freeswitch-mod-nibblebill
    apt-get install -f odbc-postgresql unixodbc-bin unixodbc-dev libdbd-pg-perl libtext-csv-perl






	If you do not want to use snmp, comment the corresponding line in modules.conf.xml.







ODBC configuration


	set odbc parameters; you need to create and edit /etc/odbc.ini file. Do not forget to specify your postgres password !




[freeswitch]
Driver = PostgreSQL
Description = Connection to POSTGRESQL
Servername = 127.0.0.1
Port = 5432
Protocol = 6.4
FetchBufferSize = 99
Username = pyfreebilling
Password =
Database = pyfreebilling
ReadOnly = no
Debug = 0
CommLog = 0






	edit /etc/odbcinst.ini (delete all entries and add these ones)




[PostgreSQL]
Description     = PostgreSQL ODBC driver (Unicode version)
Driver          = /usr/lib/x86_64-linux-gnu/odbc/psqlodbcw.so
Setup           = /usr/lib/x86_64-linux-gnu/odbc/libodbcpsqlS.so
Debug           = 0
CommLog         = 0
UsageCount      = 0
Threading       = 0
MaxLongVarcharSize = 65536








Web server install


	securing apache




sudo a2enmod ssl
sudo make-ssl-cert /usr/share/ssl-cert/ssleay.cnf /etc/ssl/private/localhost.pem (or use others methods or certificats)






	install python virtualenv




pip install virtualenv
cd /usr/local
virtualenv venv --no-site-packages
chown -R myuser:mysuser venv (replace myuser by your current user, perhaps root - better other one)






	activate it :




source venv/bin/activate
cd venv






	install CPAN :



	install all dependent packages for CPAN




apt-get install build-essential






	invoke the cpan command as a normal user :




$cpan
But once you hit on enter for “cpan” to execute, you be asked of
some few questions. To make it simple for yourself, answer “no”
for the first question so that the latter ones will be done for
you automatically.

-> ANSWER YES






	
	Once the above is done, you will be present with the cpan prompt.

	now enter the commands below









cpan prompt> make install
cpan prompt> install Bundle::CPAN






	
	Now all is set and you can install any perl module you want.

	examples of what installed below









cpan prompt>  install Carp
cpan prompt>  install Filter::Simple
cpan prompt>  install Config::Vars
cpan prompt>  exit















Pyfreebilling installation


	download pyfreebilling sources :




cd /usr/local/venv
git clone https://github.com/mwolff44/pyfreebilling.git -b v2.1
chown -R www-data:www-data pyfreebilling
cd pyfreebilling






	create a new file in config/settings directory called local.py




nano /usr/local/venv/pyfreebilling/config/settings/local.py






	edit this new file, and put yours specific values




# -*- coding: utf-8 -*-
from .base import *

#  ######### DEBUG CONFIGURATION
DEBUG = False
#  ######### END DEBUG CONFIGURATION

#  ######### MANAGER CONFIGURATION
ADMINS = (
    # ('Your Name', 'your_email@example.com'),
)

MANAGERS = ADMINS
#  ######### END MANAGER CONFIGURATION

#  ######### DATABASE CONFIGURATION
DATABASES = {
    'default': {
        'ENGINE': 'django.db.backends.postgresql_psycopg2',
        'NAME': 'pyfreebilling',
        'USER': 'pyfreebilling',
        'PASSWORD': 'password',
        'HOST': '127.0.0.1',
        'PORT': '',                      # Set to empty string for default.
    }
}
#  ######### END DATABASE CONFIGURATION

#  ######### HOST CONFIGURATION
#  Add your IP and domain
ALLOWED_HOSTS = ['*']
#  ######### END HOST CONFIGURATION

#  ######### SECRET CONFIGURATION
# Note: very important - put your key for security - any string
SECRET_KEY = 'securitykeymustbechanged'
#  ######### END SECRET CONFIGURATION

#  ######### COUNTRY SPECIFIC
TIME_ZONE = 'Europe/Paris'
# LANGUAGE_CODE = 'it' # uncomment do change webinterface language
#  ######### END COUNTRY SPECIFIC

#  ######### SPECIFIC SETTINGS

OPENEXCHANGERATES_APP_ID = "Your API Key"

#-- Nb days of CDR to show
PFB_NB_ADMIN_CDR = 30
PFB_NB_CUST_CDR = 30

#  ######### END SPECIFIC SETTINGS

#  ######### EMAIL CONFIGURATION
# EMAIL SETUP
TEMPLATED_EMAIL_BACKEND = 'templated_email.backends.vanilla_django.TemplateBackend'
TEMPLATED_EMAIL_TEMPLATE_DIR = 'templated_email/'
TEMPLATED_EMAIL_FILE_EXTENSION = 'email'

EMAIL_BACKEND = 'django.core.mail.backends.smtp.EmailBackend'
EMAIL_HOST = ''
EMAIL_PORT = 587
EMAIL_HOST_USER = ''
EMAIL_HOST_PASSWORD = ''
#EMAIL_USE_TLS = True
EMAIL_USE_SSL = True
EMAIL_SIGNATURE = ''
#  ######### END EMAIL CONFIGURATION






	and now, enter the following commands without sudo (IMPORTANT). At the step “syncdb”, you will fave a prompt asking you to enter a username and a password. They are very important, as thez are the admin one !




pip install -r requirements/prod.txt
python manage.py migrate
python manage.py createsuperuser
- (IMPORTANT : enter your username and password) --

python manage.py loaddata 0001_initial_SipProfile.json
python manage.py loaddata 0001_initial_ReccurentTasks.json
python manage.py loaddata 0001_initial_Version.json
python manage.py collectstatic (answer 'yes')






	copy some config files :




mkdir /usr/share/freeswitch/scripts
cd /usr/local/venv/pyfreebilling/install/resources/fs/config
cp -av conf/autoload_configs/* /etc/freeswitch/autoload_configs/
cp -av conf/dialplan/* /etc/freeswitch/dialplan/
cp -av conf/vars.xml conf/freeswitch.xml /etc/freeswitch/
cp -av scripts/* /usr/share/freeswitch/scripts/






	configure Freeswitch :




rm -f /etc/freeswitch/directory/default/*
chown freeswitch:www-data -R /etc/freeswitch/
mkdir /tmp/cdr-csv/
chmod 777 -R /tmp/cdr-csv
touch /tmp/cdr-csv/Master.csv
chmod 600 /tmp/cdr-csv/Master.csv
chown freeswitch:freeswitch /tmp/cdr-csv/Master.csv
chown -R freeswitch:daemon /tmp/cdr-csv/





You need to adapt acl_conf.xml to accept sip requests from kamailio.


	configure Kamailio :




cp /usr/local/venv/pyfreebilling/install/resources/kam/config/* /etc/kamailio/





Adapt the IP, domain and database settings in the following files (do not touch kamailio.cfg)



	/etc/kamailio/kamctl


	/etc/kamailio/kamailio-local.cfg


	/etc/kamailio/dispatcher.list








	set apache config :




cp /usr/local/venv/pyfreebilling/setup/apache/001-pyfreebilling /etc/apache2/sites-enabled/000-default.conf
a2ensite 000-default
/etc/init.d/apache2 restart






	set crontab :




*/10 * * * * /usr/sbin/kamcmd dialplan.reload>> /var/log/cron.log 2>&1
*/10 * * * * /usr/sbin/kamcmd dispatcher.reload>> /var/log/cron.log 2>&1
*/10 * * * * /usr/sbin/kamcmd permissions.addressReload>> /var/log/cron.log 2>&1
*/1 * * * * perl /usr/share/freeswitch/scripts/import-csv.pl>> /var/log/cron.log 2>&1
* * * * * /usr/local/venv/bin/chroniker -e /usr/local/venv/bin/activate_this.py -p /usr/local/venv/pyfreebilling -s config.settings.local






	modify db password and somme settings in :




/usr/local/venv/pyfreebilling/config/settings/local.py
/usr/share/freeswitch/scripts/import-csv.pl






	restart FreeSwitch and kamailio :




systemctl restart freeswitch
systemctl restart kamailio








Pyfreebilling login


Got to the url https://my-ip/extranet and enter your username and password.

The customer portal url is : https://my-ip

I recommend to setup a firewall restrincting access to web pages and your voip ports !
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Introduction

You will find migration guide from stable version to another one. Please follow carefully each step.




Prerequisites

Before following the migration guide, you must be located in :

cd /usr/local/venv/pyfreebilling directory.

Also, you virtual venv must be activated :

source /usr/local/venv/bin/activate




From 1.4.5 to 1.4.6

Just enter these commands :

git pull

And restart FreeSwitch.







          

      

      

    

  
  
     
      [image: PyFreeBilling]
    
  

  


    
      
          
            
  
Developer documentation


pyfreebill


ToDo










          

      

      

    

  
  
     
      [image: PyFreeBilling]
    
  

  


    
      
          
            

Index



 




          

      

      

    

  
  
     
      [image: PyFreeBilling]
    
  

  


    
      
          
            
  From the log it is obvious that you have successfully compiled & installed SCTP module, however it could NOT be initialized.

Note that is error could must often than not be as a result of other errors in your cfg file.

Few tips:


Can you run kamailio -c and to be sure there is NO error in your cfg.
Found error? use this command to monitor what the exact issue is. Run from a different terminal tail -fn200 /var/log/syslog
On the second terminal try restarting you Kamalio server sudo service kamalio restart
Revisit terminal 1 and look out for the first line with CRITICAL output like the one below CRITICAL: <core> [core/cfg.y:3413]: yyerror_at(): parse error in config file /usr/local/etc/kamailio/kamailio.cfg, line 366, column 41: syntax error
Line 366 mostly is the issue so visit that file at that line (366) to fix the proble
sudo nano +366 /usr/local/etc/kamailio/kamailio.cfg




Let me know if it helps
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Introduction

This howto is written for ubuntu 12.04 LTS server. You can use the same
commands for debian based servers, but depending on version, some
commands may differ.




Prerequisites

First, you need to install these packages (Debian)

apt-get install autoconf automake devscripts gawk g++ git-core libjpeg-dev libncurses5-dev libtool make python-dev gawk pkg-config libtiff5-dev libperl-dev libgdbm-dev libdb-dev gettext libssl-dev libcurl4-openssl-dev libpcre3-dev libspeex-dev libspeexdsp-dev libsqlite3-dev libedit-dev libldns-dev libpq-dev








Freeswitch installation


	go to the source directory




cd /usr/src






	and download the last stable freeswitch version




git clone -b v1.4 https://stash.freeswitch.org/scm/fs/freeswitch.git






	after, boostrap, configure, make and install freeswitch




cd freeswitch
./bootstrap.sh -j






	
	edit modules.conf suiting your needs. You will find below the minimum

	modules to install :









applications/mod_commands
applications/mod_db
applications/mod_dptools
pplications/mod_esf
applications/mod_esl
applications/mod_expr
applications/mod_fifo
applications/mod_fsv
applications/mod_hash
applications/mod_nibblebill
codecs/mod_amr
codecs/mod_g723_1
codecs/mod_spandsp
codecs/mod_siren
codecs/mod_amrwb
codecs/mod_g729
dialplans/mod_dialplan_xml
endpoints/mod_loopback
endpoints/mod_sofia
event_handlers/mod_cdr_csv
event_handlers/mod_event_socket
formats/mod_local_stream
formats/mod_native_file
formats/mod_sndfile
formats/mod_tone_stream
languages/mod_lua
languages/mod_spidermonkey
loggers/mod_console
loggers/mod_logfile
loggers/mod_syslog
say/mod_say_en






	after, do :




./configure
make
make install






	you need to compile esl for python




cd libs/esl
make pymod
make pymod-install






	create a freeswitch user and group as follow :




adduser --disabled-password  --quiet --system --home /usr/local/freeswitch --gecos "FreeSWITCH Voice Platform" --ingroup daemon freeswitch






	and to apply the rule to freeswitch user :




chown -R freeswitch:daemon /usr/local/freeswitch/
chmod -R ug=rwX,o= /usr/local/freeswitch/
chmod -R u=rwx,g=rx /usr/local/freeswitch/bin/






	
	and now, we need to create the init script to start and stop

	freeswitch :









nano /etc/init.d/freeswitch






	Add your init code




#!/bin/bash
### BEGIN INIT INFO
# Provides:          freeswitch
# Required-Start:    $local_fs $remote_fs
# Required-Stop:     $local_fs $remote_fs
# Default-Start:     2 3 4 5
# Default-Stop:      0 1 6
# Description:       Freeswitch debian init script.
# Author:            Matthew Williams
#
### END INIT INFO
# Do NOT "set -e"

# PATH should only include /usr/* if it runs after the mountnfs.sh script
PATH=/sbin:/usr/sbin:/bin:/usr/bin:/usr/local/bin
DESC="Freeswitch"
NAME=freeswitch
DAEMON=/usr/local/freeswitch/bin/$NAME
DAEMON_ARGS="-nc -nonat"
PIDFILE=/usr/local/freeswitch/run/$NAME.pid
SCRIPTNAME=/etc/init.d/$NAME

FS_USER=freeswitch
FS_GROUP=daemon

# Exit if the package is not installed
[ -x "$DAEMON" ] || exit 0

# Read configuration variable file if it is present
[ -r /etc/default/$NAME ] && . /etc/default/$NAME

# Load the VERBOSE setting and other rcS variables
. /lib/init/vars.sh

# Define LSB log_* functions.
# Depend on lsb-base (>= 3.0-6) to ensure that this file is present.
. /lib/lsb/init-functions

#
# Function that sets ulimit values for the daemon
#
do_setlimits() {
        ulimit -c unlimited
        ulimit -d unlimited
        ulimit -f unlimited
        ulimit -i unlimited
        ulimit -n 999999
        ulimit -q unlimited
        ulimit -u unlimited
        ulimit -v unlimited
        ulimit -x unlimited
        ulimit -s 240
        ulimit -l unlimited
        ulimit -a
        return 0
}

#
# Function that starts the daemon/service
#
do_start()
{
    # Set user to run as
        if [ $FS_USER ] ; then
      DAEMON_ARGS="`echo $DAEMON_ARGS` -u $FS_USER"
        fi
    # Set group to run as
        if [ $FS_GROUP ] ; then
          DAEMON_ARGS="`echo $DAEMON_ARGS` -g $FS_GROUP"
        fi

        # Return
        #   0 if daemon has been started
        #   1 if daemon was already running
        #   2 if daemon could not be started
        start-stop-daemon --start --quiet --pidfile $PIDFILE --exec $DAEMON --test > /dev/null -- \
                || return 1
        do_setlimits
        start-stop-daemon --start --quiet --pidfile $PIDFILE --exec $DAEMON --background -- \
                $DAEMON_ARGS \
                || return 2
        # Add code here, if necessary, that waits for the process to be ready
        # to handle requests from services started subsequently which depend
        # on this one.  As a last resort, sleep for some time.
}

#
# Function that stops the daemon/service
#
do_stop()
{
        # Return
        #   0 if daemon has been stopped
        #   1 if daemon was already stopped
        #   2 if daemon could not be stopped
        #   other if a failure occurred
        start-stop-daemon --stop --quiet --retry=TERM/30/KILL/5 --pidfile $PIDFILE --name $NAME
        RETVAL="$?"
        [ "$RETVAL" = 2 ] && return 2
        # Wait for children to finish too if this is a daemon that forks
        # and if the daemon is only ever run from this initscript.
        # If the above conditions are not satisfied then add some other code
        # that waits for the process to drop all resources that could be
        # needed by services started subsequently.  A last resort is to
        # sleep for some time.
        start-stop-daemon --stop --quiet --oknodo --retry=0/30/KILL/5 --exec $DAEMON
        [ "$?" = 2 ] && return 2
        # Many daemons don't delete their pidfiles when they exit.
        rm -f $PIDFILE
        return "$RETVAL"
}

#
# Function that sends a SIGHUP to the daemon/service
#
do_reload() {
        #
        # If the daemon can reload its configuration without
        # restarting (for example, when it is sent a SIGHUP),
        # then implement that here.
        #
        start-stop-daemon --stop --signal 1 --quiet --pidfile $PIDFILE --name $NAME
        return 0
}

case "$1" in
  start)
        [ "$VERBOSE" != no ] && log_daemon_msg "Starting $DESC" "$NAME"
        do_start
        case "$?" in
                0|1) [ "$VERBOSE" != no ] && log_end_msg 0 ;;
                2) [ "$VERBOSE" != no ] && log_end_msg 1 ;;
        esac
        ;;
  stop)
        [ "$VERBOSE" != no ] && log_daemon_msg "Stopping $DESC" "$NAME"
        do_stop
        case "$?" in
                0|1) [ "$VERBOSE" != no ] && log_end_msg 0 ;;
                2) [ "$VERBOSE" != no ] && log_end_msg 1 ;;
        esac
        ;;
  status)
       status_of_proc -p $PIDFILE $DAEMON $NAME && exit 0 || exit $?
       ;;
  #reload|force-reload)
        #
        # If do_reload() is not implemented then leave this commented out
        # and leave 'force-reload' as an alias for 'restart'.
        #
        #log_daemon_msg "Reloading $DESC" "$NAME"
        #do_reload
        #log_end_msg $?
        #;;
  restart|force-reload)
        #
        # If the "reload" option is implemented then remove the
        # 'force-reload' alias
        #
        log_daemon_msg "Restarting $DESC" "$NAME"
        do_stop
        case "$?" in
          0|1)
                do_start
                case "$?" in
                        0) log_end_msg 0 ;;
                        1) log_end_msg 1 ;; # Old process is still running
                        *) log_end_msg 1 ;; # Failed to start
                esac
                ;;
          *)
                # Failed to stop
                log_end_msg 1
                ;;
        esac
        ;;
  *)
        #echo "Usage: $SCRIPTNAME {start|stop|restart|reload|force-reload}" >&2
        echo "Usage: $SCRIPTNAME {start|stop|restart|force-reload}" >&2
        exit 3
        ;;
esac

exit 0






	Or modify this file /usr/src/freeswitch/debian/freeswitch-sysvinit.freeswitch.init and change




# Near line 20, edit these lines to look like this:
DAEMON=/usr/local/freeswitch/bin/freeswitch
CONFDIR=/usr/local/freeswitch/conf
GROUP=daemon

# Save the file and copy the init script :
cp /usr/src/freeswitch/debian/freeswitch-sysvinit.freeswitch.default /etc/default/freeswitch
cp /usr/src/freeswitch/debian/freeswitch-sysvinit.freeswitch.init  /etc/init.d/freeswitch






	make this script executable :




mkdir /var/lib/freeswitch
chown freeswitch:daemon /var/lib/freeswitch
chmod -R ug=rwX,o= /var/lib/freeswitch
chmod ug=rwX,o= /etc/init.d/freeswitch
chown freeswitch:daemon /etc/init.d/freeswitch
chmod +x /etc/init.d/freeswitch
update-rc.d freeswitch defaults






	add the cli link :




ln -s /usr/local/freeswitch/bin/fs_cli /bin/fs_cli
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  # Security

The administration website must be secure. This is one of the critical elements of Telco’s information system.

## User access

User access is protected. Several incorrect password entries result in blocking the IP address of the attacker.

## User password

The password policy must be strong. Passwords must be complex.

### Complexity of passwords

The validation of the passwords is thus configured by default:


	checks the similarity between the password and certain attributes of the user,


	Just check the minimum length of the password. This validator is configured with a custom option: it requires a minimum length of 11 characters,


	Check if the password is in a list of current passwords. By default, this comparison is done with a list of 10,000 common passwords created by [Mark Burnett] (https://web.archive.org/web/20150315154609/https://xato.net/passwords/more- top-worst-passwords /).


	verifies that the password is not entirely numeric.




### Storage

Django’s password storage system uses PBKDF2 by default. The PBKDF2 algorithm with hash function SHA256, a password stretching mechanism recommended by NIST. This should be enough for most users: it is a very secure algorithm and requires huge amounts of computing power to be broken.

But to increase security, we use the Argon2 algorithm (requires an external library). Argon2 is the winner of the 2015 Password Hashing Competition, an open competition organized by the community to select a new generation hashing algorithm. It is designed to be easier to compute on dedicated hardware than it is on an ordinary processor.

References: [password management in the Django framework] (https://docs.djangoproject.com/en/1.11/topics/auth/passwords/)

## Honey pot

Robots pollute our internet environment by automatically attacking websites. Remarkable addresses are targeted like /admin. The introduction of a honeypot can detect fraudulent attempts simply and automatically. The robots are thus blocked without causing them damage.
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Internationalization

This document covers the details regarding internationalization and
localization that are applied in Read the Docs. The guidelines described are
mostly based on Kitsune’s localization documentation [http://kitsune.readthedocs.io/en/latest/localization.html].

As with most of the Django applications out there, Read the Docs’ i18n/l10n
framework is based on GNU gettext [http://www.gnu.org/software/gettext/].
Crowd-sourced localization is optionally available at Transifex [https://www.transifex.com/projects/p/readthedocs/].

For more information about the general ideas,
look at this document: http://www.gnu.org/software/gettext/manual/html_node/Concepts.html


Translate PyFreeBilling Application into your language

PyFreeBilling language files are already translated in several languages. English is the default and always complete. Other languages depend on contributions. This tutorial can help you complete a translation for a language not yet available or somehow incorrect. PyFreeBilling can be translated by using Transifex platform.




Translating with Transifex

Transifex provides a web-based translation interface, which can be used to translate. Its main features are:


	Web-based, accessible everywhere for anyone, and does not require any developer skill


	Offers a Translation Memory that automatically translates similar terms present in other versions and modules


	Provides collaborative reviewing features, and allows marking the terms that one thinks should be reviewed by other translators


	Automatically synchronized with the source code files (.pot) containing the translations, removing the the need for manual updates




After registering on Transifex, you can access the translations for PyFreeBilling project on the organisation page : <https://www.transifex.com/celea-consulting/pyfreebilling>




Translation teams on Transifex

Every language is managed by a dedicated translation team. Anyone is free to join any translation team at any point. Within each team, members can have different roles:


	Translator: free to join, can submit translation suggestions (this is your role when you initially join a team)


	Reviewer: can approve translation suggestions from Translators


	Coordinator: can manage the members of the team and appoint Reviewers




Translators submit translation suggestions for any language and need the validation of reviewers before their translations are used in PyFreeBilling.

If your language is not yet present in the list of languages and you are motivated enough to manage the team, you can request the addition of this language.

If no Coordinator is assigned to a language team, contact us to require the appointment of a coordinator.


Transifex Integration

To push updated translation source files to Transifex, run tx
push -s (for English) or tx push -t <language> (for non-English).

To pull changes from Transifex, run tx pull -a. Note that Transifex does
not compile the translation files, so you have to do this after the pull.

For more information about the tx command, read the Transifex client’s
help pages [http://help.transifex.com/features/client/].

More info : Django Transifex documentaion [https://docs.transifex.com/integrations/django].
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