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Pychex: Paychex unleashed

Pychex is a library which provides read-only programmatic and CLI access to
account information for Paychex Benefits OnLine accounts. The command-line
client serves as an example for anyone who wishes to build their own client
(hint: Mint). To get started using the client, see Quick start.
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Requirements


	Python >= 2.6, Python >= 3.2, or PyPy. You can download it from here [https://www.python.org/]

	Pip. If you have Python >= 2.7.9 or >= 3.4 then you already have pip. Otherwise, please follow these instructions [https://pip.pypa.io/en/latest/installing.html]






Installing

Once you have satisfied the requirements listed above, install by running the
following command from the
terminal [http://cli.learncodethehardway.org/book/ex1.html]:

pip install pychex
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Quick start

After installing you will have use of a command line pychex client
application. Run pychex authorize <username> to confirm your security
image and login. This will save your encrypted credentials to a pychex.cfg
file. After you have authorized the client, you can get a printout of your
account summary by running pychex account_summary.


Warning

The encryption does little to protect your credentials from a determined and malicious intruder, and the ultimate responsibility in protecting your credentials is yours.



The full usage instructions for the command line client are enumerated below:

Pychex command-line interface

Usage:
  pychex authorize <username> [--config=<config_file>]
  pychex account_summary [--config=<config_file>] [--json]
  pychex --version
  pychex (--help | -h)

Options:
  -h --help               Show this screen.
  --version               Show the version.
  --config=<config_file>  The config file to use [default: ./pychex.cfg]
  --json                  Optionally display output as JSON





Running pychex account_summary will result in output similar to the
following output generated from fake data:

Current balance: $67,872.49
Vested balance: $67,872.49
Personal RoR: 8.9%

  percent  symbol    fund               shares  balance     prospectus
---------  --------  ---------------  --------  ----------  ------------
     9.79  FNAMW     FAKE NAME W [1]   103.572  $6,644.72   [2]
    10.21  FNAMX     FAKE NAME X [3]   214.321  $6,929.78   [4]
    31.58  FNAMY     FAKE NAME Y [5]    13.179  $21,434.13  [6]
    48.42  FNAMZ     FAKE NAME Z [7]    26.624  $32,863.86  [8]

[1] http://www.example.com/?product=FUNDS&custno=1&FUNDID=1
[2] http://www.example.com/?product=PROSP&custno=1&FUNDID=1
[3] http://www.example.com/?product=FUNDS&custno=1&FUNDID=2
[4] http://www.example.com/?product=PROSP&custno=1&FUNDID=2
[5] http://www.example.com/?product=FUNDS&custno=1&FUNDID=3
[6] http://www.example.com/?product=PROSP&custno=1&FUNDID=3
[7] http://www.example.com/?product=FUNDS&custno=1&FUNDID=4
[8] http://www.example.com/?product=PROSP&custno=1&FUNDID=4





Starting with version 0.4.0, there is now a --json command-line option to
cause the data to print in JSON format, like the following:

{"personal_ror": "8.9%", "current_balance": "$67,872.49", "vested_balance": "$67,872.49", "balance_tab_info": {"FNAMZ": {"symbol": "FNAMZ", "percent": "48.42", "shares": "26.624", "fund": {"url": "http://www.example.com/?product=FUNDS&custno=1&FUNDID=4", "name": "FAKE NAME Z"}, "balance": "$32,863.86", "prospectus": "http://www.example.com/?product=PROSP&custno=1&FUNDID=4"}, "FNAMY": {"symbol": "FNAMY", "percent": "31.58", "shares": "13.179", "fund": {"url": "http://www.example.com/?product=FUNDS&custno=1&FUNDID=3", "name": "FAKE NAME Y"}, "balance": "$21,434.13", "prospectus": "http://www.example.com/?product=PROSP&custno=1&FUNDID=3"}, "FNAMX": {"symbol": "FNAMX", "percent": "10.21", "shares": "214.321", "fund": {"url": "http://www.example.com/?product=FUNDS&custno=1&FUNDID=2", "name": "FAKE NAME X"}, "balance": "$6,929.78", "prospectus": "http://www.example.com/?product=PROSP&custno=1&FUNDID=2"}, "FNAMW": {"symbol": "FNAMW", "percent": "9.79", "shares": "103.572", "fund": {"url": "http://www.example.com/?product=FUNDS&custno=1&FUNDID=1", "name": "FAKE NAME W"}, "balance": "$6,644.72", "prospectus": "http://www.example.com/?product=PROSP&custno=1&FUNDID=1"}}}








Slow start

And here are some examples for how to use it programmatically:

>>> from pychex import BenefitsOnline, Paychex
>>> paychex = Paychex(username)
>>> paychex.post_username()
>>> paychex.get_security_image()
u'https://landing.paychex.com/ssologin/Media/Images/Security/Butterfly.gif'





At this point the client should show the image to the user so he can verify it.
Once we know the image is good, get the password and use it to login:

>>> paychex.login(password)
True
>>> bol_username = paychex.get_bol_username()





At this point, you have everything you need: username, password, and
bol_username. If you save this information, you can skip to this point for
future sessions. Now you can log in directly to Benefits OnLine and Retirement
Services and get the user’s 401k account summary:

>>> benefits = BenefitsOnline(self.bol_username, self.password)
>>> benefits.login()
True
>>> retirement = benefits.retirement_services
>>> retirement.login()
True
>>> retirement.get_account_summary()
True





Now the retirement object has the account summary in four member variables:
current_balance, vested_balance, personal_ror, and
account_summary:

>>> retirement.current_balance
'$XX,XXX.XX'
>>> retirement.vested_balance
'$XX,XXX.XX'
>>> retirement.personal_ror
'X.XX%'
>>> for symbol, row in retirement.balance_tab_info.items():
...     for label, cell in row.items():
...         print('%s: %s' % (label, cell))
...
symbol: XXXX1
percent: XX.XX
shares: XXX.XXX
fund: {'url': 'http://www.sponsorportal.com/content/content.cfm?product=FUNDS&custno=XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXXX&FUNDID=XXXXXXXXX&cusip=XXXXXXXXX', 'name': 'XXXX XXXXXXX1'}
balance: $X,XXX.XX
prospectus: http://www.sponsorportal.com/content/content.cfm?product=PROSP&custno=XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXXX&FUNDID=XXXXXXXXX&cusip=XXXXXXXXX]
symbol: XXXX2
percent: XX.XX
shares: XXX.XXXX
fund: {'url': 'http://www.sponsorportal.com/content/content.cfm?product=FUNDS&custno=XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXXX&FUNDID=XXXXXXXXX&cusip=XXXXXXXXX', 'name': 'XXXX XXXXXXX2'}
balance: $XX,XXX.XX
prospectus: http://www.sponsorportal.com/content/content.cfm?product=PROSP&custno=XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXXX&FUNDID=XXXXXXXXX&cusip=XXXXXXXXX
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Anatomy of a Pychex session
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Development

To get started with development from a get checkout, install all the dev
requirements by running pip install -r requirements/dev.txt. You can use
the CLI from a git checkout like so:

$ python -m pychex.cli <args>





You can run the tests simply by running the behave command
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pychex package

Pychex is a library which provides read-only programmatic and CLI access to
account information for Paychex Benefits OnLine accounts. The command-line
client serves as an example for anyone who wishes to build their own client
(hint: Mint). To get started using the client, see Quick start.


Submodules




pychex.paychex module

This is the heart of the Pychex API. For examples, see Slow start.


	
class pychex.paychex.PaychexBase[source]

	Bases: object

Base class for all classes in the paychex module.

Initialization prepares a mechanicalsoup.Browser object with the
right presets and sets up some commond member variables.






	
class pychex.paychex.Paychex(username, security_image_path=None)[source]

	Bases: pychex.paychex.PaychexBase

The Paychex class provides the ability to login to https://mypaychex.com
and retrieve the Benefits OnLine username.

Initialization sets up member variables with the needed URLs and empty
variables for credentials.

Arguments:


	username – The username for logging in to https://mypaychex.com



Keyword arguments:


	security_image_path – The security image path obtained and saved
from a previous login. Makes it possible to skip a couple steps in
the flow (optional).




	
get_bol_username()[source]

	Get the Benefits OnLine app username via a SOAP request

Raises:


	PychexUnauthenticatedError – If you haven’t logged in yet

	PychexNoBolUsernameError – If there was no Benefits OnLine
username in the XML returned from the API. This usually means that
there is no Retirement account associated with the Paychex account.



Returns:


	string – The Benefits OnLine username for use with the
BenefitsOnline class








	
get_security_image()[source]

	Returns the absolute url of the security image.

Raises:


	PychexSecurityImageMissingError – If we don’t have an image yet








	
login(password)[source]

	Login to Paychex using the username supplied previously, along with
the password supplied as an argument.

Arguments:


	password – The password for https://mypaychex.com



Raises:


	PychexSecurityImageMissingError – If we don’t have an image yet

	PychexInvalidPasswordError – If the password supplied is invalid



Returns:


	bool – Whether login succeed or not








	
post_username()[source]

	Post the username and save the security image. It is up to the client
to verify this is the corrert security image before proceeding. If
security_image_path was supplied during initialization, it will be
verified here.

Raises:


	PychexSecurityImageMismatchError – If the supplied
security_image_path doesn’t match what is returned from Paychex












	
class pychex.paychex.BenefitsOnline(bol_username, password)[source]

	Bases: pychex.paychex.PaychexBase

Used to login to the Paychex Benefits OnLine app.

Initialization sets up member variables containing credentials, and an
empty variable to use for the RetirementServices object when we get
it.

Arguments:


	bol_username – The Benefits OnLine username obtained from
Pychex.get_bol_username

	password – The same password used to log in to
https://mypaychex.com




	
login()[source]

	Login to the Benefits Online portal using the credentials saved to
member variables. If the login is successful, the
retirement_services member variable will be populated with a
RetirementServices object supplied with the current session, ready
to login.

Raises:


	PychexInvalidPasswordError – If you supplied the wrong password



Returns:


	bool – Whether the login was successful or not












	
class pychex.paychex.RetirementServices(browser)[source]

	Bases: pychex.paychex.PaychexBase

A class that provides read-only access to the Paychex Retirement
Services app.

Initialization sets up empty member variables and overrides the
browser member variable with the one passed in as an argument.

Member variables:


	current_balance – The user’s current balance

	vested_balance – The user’s vested balance

	personal_ror – The user’s personal rate of return

	balance_tab_info – The same information that is shown in the
balance tab of Retirement Services, stored in a dictionary. An
example of this can be seen in Quick start.



Arguments:


	browser – A mechanicalsoup.Browser object. This Browser
should be the same one that logged in to Benefits OnLine. This primes
it for login to Retirement Services




	
formatted_summary()[source]

	Format the summary in a more printable manner. This is the format
presented by the CLI, as shown in Quick start.

Returns:


	string – A formatted table of investment balance information,
bearing a striking resemblence to the table in the balance tab of
the Paychex Retirement Services app








	
get_account_summary()[source]

	Get the 401k account summary. The Paychex Retirement Services app has
many endpoints that respond with small snippets of HTML. This method
hits a couple of them and saves the account summary information to the
current_balance, vested_balance, personal_ror, and
balance_tab_info member variables.

Raises:


	PychexUnauthenticatedError – If you haven’t logged in to
Retirement Services yet



Returns:


	bool – Whether the method succeeded or not








	
login()[source]

	Login to the retirement services app

Raises:


	PychexUnknownError – In all my testing of this method, I never
managed to reproduce an error. However, if the response doesn’t have
a status code of 200, this exception will be raised.



Returns:


	bool – Whether the login was successful or not








	
parse_balance_tab_data(res)[source]

	Parse out the balance tab information from the HTML in the given
response.

Arguments:


	res – A response obj from a call to the Retirement Services
accountSummary endpoint



Returns:


	bool – Whether the method succeeded or not














pychex.cli module

Pychex command-line interface

Usage:
  pychex authorize <username> [--config=<config_file>]
  pychex account_summary [--config=<config_file>] [--json]
  pychex --version
  pychex (--help | -h)

Options:
  -h --help               Show this screen.
  --version               Show the version.
  --config=<config_file>  The config file to use [default: ./pychex.cfg]
  --json                  Optionally display output as JSON






	
class pychex.cli.PychexCli(arguments)[source]

	This is the command line interface reference implementation of the API. It
is not meant for consumption by third parties.

Initializes a config file and credentials (username, bol_username,
security_image_path, and password), then calls the appropriate method
to handle the command requested by the user.

Arguments:


	arguments – a dictionary of command line arguments generated by
docopt.




	
authorize(arguments)[source]

	Authorizes a user with Paychex. Takes the following steps:


	Collects the user’s username

	Posts the username to the Paychex server to get the security
image

	Displays the security image to the user for verification using the
default image viewer

	Collects the user’s password

	Logs in to Paychex and makes a SOAP request to get the user’s
Benefits OnLine username

	Encrypts and stores the credentials to a config file



Arguments:


	arguments – The same dictionary passed to the __init__ method








	
get_account_summary(as_json)[source]

	Log in to Benefits OnLine, get the account summary and display it to
the console.

Arguments


	as_json – Output the account summary in JSON format. Useful if a
program such as a bash script will be used to do further data
processing. Default is False and the summary will be printed in a
table that is more palatable to a human.








	
get_input(text)[source]

	Get’s input from the command line

Arguments:


	text – the prompt to display to the user








	
read_config()[source]

	Reads credentials from a config file, decrypts them, and saves them
into member variables.






	
write_config()[source]

	Encrypts credentials stored in member variables, and writes them to a
config file.












pychex.exceptions module


	
exception pychex.exceptions.PychexException[source]

	Bases: exceptions.Exception

All other exceptions inherit from PychexException






	
exception pychex.exceptions.PychexInvalidPasswordError[source]

	Bases: pychex.exceptions.PychexException

Raised when an invalid password is used at any point in the flow






	
exception pychex.exceptions.PychexNoBolUsernameError[source]

	Bases: pychex.exceptions.PychexException

Raised when we try to log in to Benefits OnLine before obtaining the
username






	
exception pychex.exceptions.PychexSecurityImageMismatchError[source]

	Bases: pychex.exceptions.PychexException

Raised when the security image returned from Paychex is incorrect






	
exception pychex.exceptions.PychexSecurityImageMissingError[source]

	Bases: pychex.exceptions.PychexException

Raised when we try to login before getting the security image






	
exception pychex.exceptions.PychexUnauthenticatedError[source]

	Bases: pychex.exceptions.PychexException

Raised when we try to make requests that require authentication before we
have authenticated






	
exception pychex.exceptions.PychexUnknownError[source]

	Bases: pychex.exceptions.PychexException

Raised when we have an unknown error, such as HTTP 500
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Changelog


v0.2.0 (2014-12-18)


	Use mechanical soup to simplify and harden the API

	Rewrite the test suite with behave

	Support Python 3.x and PyPy






v0.1.1 (2014-12-13)


	Added CLI application






v0.1.0 (2014-11-01)


	First version. Basic read-only Benefits OnLine access
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  Source code for pychex.cli

"""
Pychex command-line interface

Usage:
  pychex authorize <username> [--config=<config_file>]
  pychex account_summary [--config=<config_file>] [--json]
  pychex --version
  pychex (--help | -h)

Options:
  -h --help               Show this screen.
  --version               Show the version.
  --config=<config_file>  The config file to use [default: ./pychex.cfg]
  --json                  Optionally display output as JSON
"""
from __future__ import absolute_import

import getpass
import json
import os
import requests

from base64 import b64decode, b64encode
from docopt import docopt
from PIL import Image

from . import __version__
from .paychex import BenefitsOnline, Paychex
from .exceptions import PychexInvalidPasswordError, PychexNoBolUsernameError

try:
    import configparser
    from io import BytesIO
except ImportError:  # Python 2.x fallback
    import ConfigParser as configparser
    from StringIO import StringIO as BytesIO

try:
    input = raw_input
except NameError:  # Python > 3.1 has no raw_input
    pass


[docs]class PychexCli:
    """
    This is the command line interface reference implementation of the API. It
    is not meant for consumption by third parties.
    """
    def __init__(self, arguments):
        """
        Initializes a config file and credentials (username, bol_username,
        security_image_path, and password), then calls the appropriate method
        to handle the command requested by the user.

        Arguments:

        * *arguments* -- a dictionary of command line arguments generated by
          docopt.
        """
        self.config_file = arguments['--config']
        self.config = configparser.ConfigParser()
        self.creds = ['username', 'bol_username', 'security_image_path',
                      'password']

        if arguments['authorize']:
            self.authorize(arguments)
        elif arguments['account_summary']:
            try:
                self.read_config()
            except (configparser.NoOptionError, configparser.NoSectionError,
                    IOError):
                print('Error reading credentials, please run: '
                      'pychex authenticate <username>')
            else:
                self.get_account_summary(arguments['--json'])

[docs]    def get_input(self, text):
        """
        Get's input from the command line

        Arguments:

        * *text* -- the prompt to display to the user
        """
        return input(text).lower()


[docs]    def read_config(self):
        """
        Reads credentials from a config file, decrypts them, and saves them
        into member variables.
        """
        with open(self.config_file) as cfg:
            self.config.readfp(cfg)
        for attr in self.creds:
            encoded_attr = self.config.get('pychex', attr).encode('utf8')
            setattr(self, attr, b64decode(encoded_attr).decode('utf8'))


[docs]    def write_config(self):
        """
        Encrypts credentials stored in member variables, and writes them to a
        config file.
        """
        self.config.add_section('pychex')
        for attr in self.creds:
            encoded_attr = b64encode(getattr(self, attr).encode('utf8'))
            self.config.set('pychex', attr, encoded_attr.decode('utf8'))
        with open(self.config_file, 'w') as cfg:
            self.config.write(cfg)


[docs]    def authorize(self, arguments):
        """
        Authorizes a user with Paychex. Takes the following steps:

        * Collects the user's ``username``
        * Posts the ``username`` to the Paychex server to get the security
          image
        * Displays the security image to the user for verification using the
          default image viewer
        * Collects the user's ``password``
        * Logs in to Paychex and makes a SOAP request to get the user's
          Benefits OnLine username
        * Encrypts and stores the credentials to a config file

        Arguments:

        * *arguments* -- The same dictionary passed to the ``__init__`` method

        """
        self.username = arguments['<username>']
        paychex = Paychex(self.username)
        paychex.post_username()
        img_dat = requests.get(paychex.get_security_image()).content
        # Show the security image to the user for recognition
        Image.open(BytesIO(img_dat)).resize((256, 256)).show()
        choice = self.get_input('Is this your security image (Y/n)? ')
        # input returns the empty string for "enter"
        chose_yes = choice in set(['yes', 'y', 'ye', ''])
        chose_no = choice in set(['no', 'n'])
        if chose_no:
            print('Security image mismatch.')
        elif not chose_yes:
            print('Please respond with "yes" or "no".')
        else:
            # Get the password and write the credentials to a file
            self.password = getpass.getpass('Password (input hidden): ')
            self.security_image_path = paychex.security_image_path
            # Login and retrieve the BOL username for later use
            try:
                paychex.login(self.password)
            except PychexInvalidPasswordError:
                print('The supplied password is invalid')
                return

            try:
                self.bol_username = paychex.get_bol_username()
            except PychexNoBolUsernameError:
                print("It looks like you don't have BOL enabled")
            else:
                self.write_config()
                print('Credentials have been written to %s' % self.config_file)


[docs]    def get_account_summary(self, as_json):
        """
        Log in to Benefits OnLine, get the account summary and display it to
        the console.

        Arguments

        * *as_json* -- Output the account summary in JSON format. Useful if a
          program such as a bash script will be used to do further data
          processing. Default is ``False`` and the summary will be printed in a
          table that is more palatable to a human.
        """
        # Login to Benefits OnLine
        benefits = BenefitsOnline(self.bol_username, self.password)
        benefits.login()
        # Login to the retirement services app and get the account summary
        retirement = benefits.retirement_services
        retirement.login()
        retirement.get_account_summary()

        if as_json:
            print(json.dumps({
                'current_balance': retirement.current_balance,
                'vested_balance': retirement.vested_balance,
                'personal_ror': retirement.personal_ror,
                'balance_tab_info': retirement.balance_tab_info
            }))
        else:
            print('Current balance: %s' % retirement.current_balance)
            print('Vested balance: %s' % retirement.vested_balance)
            print('Personal RoR: %s\n' % retirement.personal_ror)
            print(retirement.formatted_summary())




def main():
    arguments = docopt(__doc__, version='Pychex %s' % __version__)
    PychexCli(arguments)


if __name__ == '__main__':
    main()
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  Source code for pychex.paychex

"""
This is the heart of the Pychex API. For examples, see :ref:`API-usage`.
"""

import json
import mechanicalsoup
import os
import re
import requests

from lxml import objectify
from tabulate import tabulate

from .exceptions import (
    PychexInvalidPasswordError,
    PychexNoBolUsernameError,
    PychexSecurityImageMismatchError,
    PychexSecurityImageMissingError,
    PychexUnauthenticatedError,
    PychexUnknownError
)

try:
    from collections import OrderedDict
except ImportError:  # Python 2.6 fallback
    from ordereddict import OrderedDict

[docs]class PaychexBase(object):
    """ Base class for all classes in the ``paychex`` module. """
    def __init__(self):
        """
        Initialization prepares a ``mechanicalsoup.Browser`` object with the
        right presets and sets up some commond member variables.
        """
        self.benefits_url = 'https://benefits.paychex.com'
        self.browser = mechanicalsoup.Browser()
        # Use an HTTPAdapter with max_retries set to 3 because sometimes
        # the calls throw ConnectionError exceptions for no apparent reason
        self.adapter = requests.adapters.HTTPAdapter(max_retries=3)
        self.browser.session.mount('https://', self.adapter)
        self.text_html = {'content-type': 'text/html; charset=utf-8'}
        self.browser.session.headers.update(self.text_html)
        self.logged_in = False


[docs]class Paychex(PaychexBase):
    """
    The Paychex class provides the ability to login to https://mypaychex.com
    and retrieve the Benefits OnLine username.
    """
    def __init__(self, username, security_image_path=None):
        """
        Initialization sets up member variables with the needed URLs and empty
        variables for credentials.

        Arguments:

        * *username* -- The username for logging in to https://mypaychex.com

        Keyword arguments:

        * *security_image_path* -- The security image path obtained and saved
          from a previous login. Makes it possible to skip a couple steps in
          the flow (optional).
        """
        super(Paychex, self).__init__()
        self.start_url = 'https://www.mypaychex.com'
        self.base_url = 'https://landing.paychex.com'
        self.login_url = '%s/ssologin/Login.aspx' % self.base_url
        # Set up other member variables
        self.username = username
        self.security_image_path = security_image_path
        self.password = None

[docs]    def post_username(self):
        """
        Post the username and save the security image. It is up to the client
        to verify this is the corrert security image before proceeding. If
        ``security_image_path`` was supplied during initialization, it will be
        verified here.

        Raises:

        * *PychexSecurityImageMismatchError* -- If the supplied
          ``security_image_path`` doesn't match what is returned from Paychex
        """

        self.login_page = self.browser.get(self.start_url, verify=True)
        self.browser.session.headers.update(
            {'content-type': 'application/json; charset=utf-8'})
        data = json.dumps({'enteredUsername': self.username})
        res = self.browser.post('%s/GetSecurityImage' % self.login_url,
                                data=data)
        security_image_path = res.json()['d']
        if not self.security_image_path:
            self.security_image_path = security_image_path
        elif self.security_image_path != security_image_path:
            raise PychexSecurityImageMismatchError(
                'The security image did not match')


[docs]    def get_security_image(self):
        """
        Returns the absolute url of the security image.

        Raises:

        * *PychexSecurityImageMissingError* -- If we don't have an image yet
        """

        if self.security_image_path:
            return '%s%s' % (self.base_url, self.security_image_path)
        else:
            raise PychexSecurityImageMissingError(
                'You must call post_username before get_security_image')


[docs]    def login(self, password):
        """
        Login to Paychex using the username supplied previously, along with
        the password supplied as an argument.

        Arguments:

        * *password* -- The password for https://mypaychex.com

        Raises:

        * *PychexSecurityImageMissingError* -- If we don't have an image yet
        * *PychexInvalidPasswordError* -- If the password supplied is invalid

        Returns:

        * *bool* -- Whether login succeed or not
        """

        if not self.security_image_path:
            raise PychexSecurityImageMissingError(
                'Before providing the password, please post the username '
                'and verify the security image')

        self.password = password
        data = json.dumps({'eu': self.username, 'ep': self.password})
        res = self.browser.post("%s/ProcessLogin" % self.login_url, data=data)

        # Submit the login form
        form = self.login_page.soup.select('#Serverform')[0]
        form.select('#USER')[0]['value'] = self.username
        form.select('#PASSWORD')[0]['value'] = self.password
        form.select('#target')[0]['value'] = res.json()['d']
        self.browser.session.headers.update(self.text_html)
        res = self.browser.submit(
            form, '%s/ssologin/' % self.base_url)
        self.logged_in = len(res.soup.select('#Error_Login .Error')) == 0
        if not self.logged_in:
            raise PychexInvalidPasswordError(
                'The login information you entered does not match our '
                'records. Accounts will lock after 5 failed attempts to log '
                'on.')
        return True


[docs]    def get_bol_username(self):
        """
        Get the Benefits OnLine app username via a SOAP request

        Raises:

        * *PychexUnauthenticatedError* -- If you haven't logged in yet
        * *PychexNoBolUsernameError* -- If there was no Benefits OnLine
          username in the XML returned from the API. This usually means that
          there is no Retirement account associated with the Paychex account.

        Returns:

        * *string* -- The Benefits OnLine username for use with the
          ``BenefitsOnline`` class
        """

        if not self.logged_in:
            raise PychexUnauthenticatedError(
                'You must login before calling get_bol_username')

        soap_content = open(os.path.join(
            os.path.dirname(__file__), 'templates',
            'GetUserApplicationAccountData.soap.xml')).read()
        data = soap_content.format(username=self.username)
        service = 'OneSourceService.asmx'
        soap_action = '%s/GetUserApplicationAccountData' % service
        res = self.browser.post(
            '%s/%s' % (self.base_url, service), data=data, headers={
                'Referer': 'Pychex',
                'Content-Type': 'text/xml; charset=utf-8',
                'Content-Length': len(data),
                'SOAPAction': soap_action,
            })
        xml_obj = objectify.fromstring(res.content)
        key1 = '{%s}GetUserApplicationAccountDataResponse' % service
        key2 = '{%s}GetUserApplicationAccountDataResult' % service
        key3 = '{%s}LinkedAccounts' % service
        accounts = xml_obj.Body[key1][key2][key3].getchildren()
        for account in accounts:
            if account['{%s}AppId' % service] == 'BOL':
                return account['{%s}ClientId' % service].text
        raise PychexNoBolUsernameError(
            'Unable to retrieve Benefits OnLine app username')




[docs]class BenefitsOnline(PaychexBase):
    """ Used to login to the Paychex Benefits OnLine app. """
    def __init__(self, bol_username, password):
        """
        Initialization sets up member variables containing credentials, and an
        empty variable to use for the ``RetirementServices`` object when we get
        it.

        Arguments:

        * *bol_username* -- The Benefits OnLine username obtained from
          ``Pychex.get_bol_username``
        * *password* -- The same password used to log in to
          https://mypaychex.com
        """
        super(BenefitsOnline, self).__init__()
        self.bol_username = bol_username
        self.password = password
        self.retirement_services = None

[docs]    def login(self):
        """
        Login to the Benefits Online portal using the credentials saved to
        member variables. If the login is successful, the
        ``retirement_services`` member variable will be populated with a
        ``RetirementServices`` object supplied with the current session, ready
        to login.

        Raises:

        * *PychexInvalidPasswordError* -- If you supplied the wrong password

        Returns:

        * *bool* -- Whether the login was successful or not
        """
        # SSOLogin
        res = self.browser.post(
            '%s/cgi-bin/contactus_es/ssologin_es' % self.benefits_url, data={
                'AppPass': self.password,
                'AppUsername': self.bol_username
            })
        # Standard Login
        std_login_form = 'form[name="PaychexStdLogin"]'
        form = res.soup.select(std_login_form)[0]
        form['action'] = '%s/smlogin/login.fcc' % self.benefits_url
        res = self.browser.submit(form)
        self.logged_in = len(res.soup.select(std_login_form)) == 0
        if not self.logged_in:
            raise PychexInvalidPasswordError(
                'The login information you entered does not match our '
                'records. Accounts will lock after 5 failed attempts to log '
                'on.')
        self.retirement_services = RetirementServices(self.browser)
        return True




[docs]class RetirementServices(PaychexBase):
    """
    A class that provides read-only access to the Paychex Retirement
    Services app.
    """
    def __init__(self, browser):
        """
        Initialization sets up empty member variables and overrides the
        ``browser`` member variable with the one passed in as an argument.

        Member variables:

        * *current_balance* -- The user's current balance
        * *vested_balance* -- The user's vested balance
        * *personal_ror* -- The user's personal rate of return
        * *balance_tab_info* -- The same information that is shown in the
          balance tab of Retirement Services, stored in a dictionary. An
          example of this can be seen in :ref:`CLI-usage`.

        Arguments:

        * *browser* -- A ``mechanicalsoup.Browser`` object. This ``Browser``
          should be the same one that logged in to Benefits OnLine. This primes
          it for login to Retirement Services
        """
        super(RetirementServices, self).__init__()
        self.browser = browser
        self.current_balance = None
        self.vested_balance = None
        self.personal_ror = None
        self.balance_tab_info = None

[docs]    def login(self):
        """
        Login to the retirement services app

        Raises:

        * *PychexUnknownError* -- In all my testing of this method, I never
          managed to reproduce an error. However, if the response doesn't have
          a status code of 200, this exception will be raised.

        Returns:

        * *bool* -- Whether the login was successful or not
        """

        res = self.browser.get('%s/cgi-bin/401k/401kstart' % self.benefits_url)
        form = res.soup.select('form[name="PaychexSSNLogin"]')[0]
        form['action'] = '%s/401k_emp/do/LoginForm' % self.benefits_url
        res = self.browser.submit(form)
        # I was unable to get this form submission to fail, even when I change
        # the username and SSN (in that case it still knows who I am and
        # retrieves my data only). The form still needs to be submitted, and
        # logged_in will only be False if the status code is not 200
        self.logged_in = res.status_code == 200
        if not self.logged_in:
            raise PychexUnknownError('An unknown error occurred, please try '
                                     'again later: %s' % res.content)
        return True


[docs]    def get_account_summary(self):
        """
        Get the 401k account summary. The Paychex Retirement Services app has
        many endpoints that respond with small snippets of HTML. This method
        hits a couple of them and saves the account summary information to the
        ``current_balance``, ``vested_balance``, ``personal_ror``, and
        ``balance_tab_info`` member variables.

        Raises:

        * *PychexUnauthenticatedError* -- If you haven't logged in to
          Retirement Services yet

        Returns:

        * *bool* -- Whether the method succeeded or not
        """

        if not self.logged_in:
            raise PychexUnauthenticatedError(
                'You must login before calling get_account_summary')

        # Get the account summary
        res = self.browser.get(
            '%s/401k_emp/xhr/accountSummary' % self.benefits_url)
        welcomeBoxData = res.soup.select('div.welcomeBoxData')
        self.current_balance = welcomeBoxData[0].text
        self.vested_balance = welcomeBoxData[1].text
        self.personal_ror = res.soup.select('div.welcomeBoxRorData')[0].text

        # Get the balance tab data
        res = self.browser.get(
            '%s/401k_emp/do/xhr/getBalanceTab' % self.benefits_url)
        return self.parse_balance_tab_data(res)


[docs]    def parse_balance_tab_data(self, res):
        """
        Parse out the balance tab information from the HTML in the given
        response.

        Arguments:

        * *res* -- A response obj from a call to the Retirement Services
          ``accountSummary`` endpoint

        Returns:

        * *bool* -- Whether the method succeeded or not
        """

        funds = res.soup.select('#balanceByFundTable tr')
        self.balance_tab_info = {}
        cls = ['percent', 'symbol', 'fund', 'shares', 'balance', 'prospectus']
        for fund in funds:
            cells = fund.select('td')
            fund_dict = {}
            symbol = None
            for i, cell_title in enumerate(cls):
                if cell_title == 'fund':
                    link = cells[i].select('a')
                    onclick = link[0]['onclick']
                    search = re.search(r"window.open\('(.*)'\)", onclick)
                    fund_dict[cell_title] = {
                        'name': link[0].text.strip(),
                        'url': search.groups()[0].replace('&amp;', '&')
                    }
                elif cell_title == 'prospectus':
                    element = cells[i].select('acronym img')[0]
                    onclick = element['onclick']
                    search = re.search(r"window.open\('(.*)'\)", onclick)
                    cell_text = search.groups()[0]
                    fund_dict[cell_title] = cell_text.replace('&amp;', '&')
                else:
                    cell_text = cells[i].text.strip()
                    if cell_title == 'symbol':
                        symbol = cell_text
                    fund_dict[cell_title] = cell_text
            self.balance_tab_info[symbol] = fund_dict
        return True


[docs]    def formatted_summary(self):
        """
        Format the summary in a more printable manner. This is the format
        presented by the CLI, as shown in :ref:`CLI-usage`.

        Returns:

        * *string* -- A formatted table of investment balance information,
          bearing a striking resemblence to the table in the balance tab of
          the Paychex Retirement Services app
        """

        balances = [v for (k, v) in self.balance_tab_info.items()]
        if len(balances) == 0:
            return ''
        urls = []
        ordered_balances = []
        ordered_keys = ['percent', 'symbol', 'fund', 'shares', 'balance',
                        'prospectus']
        symbol_sort = lambda balance: balance['symbol']
        for i, balance in enumerate(sorted(balances, key=symbol_sort)):
            urls.append(balance['fund']['url'])
            balance['fund'] = '%s [%i]' % (balance['fund']['name'], len(urls))
            urls.append(balance['prospectus'])
            balance['prospectus'] = '[%i]' % len(urls)
            ordered_balances.append(OrderedDict([
                (key, balance[key]) for key in ordered_keys]))

        return '%s\n\n%s' % (
            tabulate(ordered_balances, headers='keys'),
            '\n'.join(['[%i] %s' % (i+1, url) for i, url in enumerate(urls)]))
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  Source code for pychex.exceptions

[docs]class PychexException(Exception):
    """ All other exceptions inherit from PychexException """
    pass



[docs]class PychexSecurityImageMismatchError(PychexException):
    """ Raised when the security image returned from Paychex is incorrect """
    pass



[docs]class PychexSecurityImageMissingError(PychexException):
    """ Raised when we try to login before getting the security image """
    pass



[docs]class PychexInvalidPasswordError(PychexException):
    """ Raised when an invalid password is used at any point in the flow """
    pass



[docs]class PychexUnauthenticatedError(PychexException):
    """
    Raised when we try to make requests that require authentication before we
    have authenticated
    """
    pass



[docs]class PychexNoBolUsernameError(PychexException):
    """
    Raised when we try to log in to Benefits OnLine before obtaining the
    username
    """
    pass



[docs]class PychexUnknownError(PychexException):
    """ Raised when we have an unknown error, such as HTTP 500 """
    pass
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