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Nephos

Library to deploy Hyperledger Fabric [https://hyperledger-fabric.readthedocs.io] projects to Kubernetes [https://kubernetes.io/]

Source resides at https://github.com/hyperledger-labs/nephos, originally developed at **AID:Tech [https://github.com/aidtechnology/nephos]**

Documentation resides at https://nephos.readthedocs.io
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Prerequisites

This library requires an existing Kubernetes cluster.

For best results, use a real cluster (e.g. on a cloud like AWS, GCP, Azure, IBM Cloud, etc.). However, you may also use Minikube [https://kubernetes.io/docs/setup/minikube/].

Either way, you will need to have the following tools installed:


	python 3.7.0 [https://www.python.org/downloads/release/python-370/] or above


	kubectl [https://kubernetes.io/docs/tasks/tools/install-kubectl/]


	helm [https://docs.helm.sh/using_helm/#installing-helm]







Installation


Pip

You can install nephos from PyPI [https://pypi.org/project/nephos/] by running:

pip install nephos








Git repository

You can also download the git repository with:

git clone https://github.com/hyperledger-labs/nephos.git





And work locally by installing the following:


Virtual environment

This library currently only supports Python 3:

python3 -m venv ./venv

source ./venv/bin/activate








Requirements

All python-related requirments are held in the requirements.txt file

pip install -r requirements.txt





You will also need to install an initialise helm for Kubernetes, as described here [https://helm.sh/docs/using_helm/]

Furthermore, you will need the Hyperledger Fabric utility binaries that can be installed with this script [https://raw.githubusercontent.com/hyperledger/fabric/master/scripts/bootstrap.sh] on Linux, or via Homebrew for the Fabric tools [https://github.com/aidtechnology/homebrew-fabric] and CA tools [https://github.com/aidtechnology/homebrew-fabric-ca] on Mac OS X.








Testing


Unit tests

Once you have all requirments installed, all the unit tests should pass and provide full coverage:

PYTHONPATH=. pytest --ignore=./integration --cov=. --cov-report xml:coverage.xml --cov-report term-missing





The integration tests should also pass:

PYTHONPATH=. pytest -x -s ./integration










Usage

To use nephos, run the deploy.py executable CLI script.

For instance, you can see available commands/options by running:

PYTHONPATH=. ./nephos/deploy.py --help





To install a full end-to-end fabric network, you can run:

PYTHONPATH=. ./nephos/deploy.py -f ./PATH_TO_YOUR_SETTINGS/file.yaml fabric





You can also upgrade a network:

PYTHONPATH=. ./nephos/deploy.py --upgrade -f ./PATH_TO_YOUR_SETTINGS/file.yaml fabric








Examples


Development

Example of development/QA/production(-ish) networks are provided in the examples folder.

To run the dev example from the git repository, use this command:

./nephos/deploy.py --verbose -f ./examples/dev/nephos_config.yaml fabric






Note: The nephos_config.yaml is by default set to point to the minikube context (even for the prod example) to prevent accidental deployments to production clusters. If your K8S context name is different, please update this file.







QA and Production

For the QA and production examples, you will need to replace the CA hostname to one pointing to your K8S cluster Ingress Controller  (e.g. NGINX or Traefik) IP address.

In a real cluster, you will wish to install an ingress controller and a certificate manager. We include in the repository two example Cluster Issuers (you will need to modify the email field in them) for the cert-manager deployment:

helm install stable/nginx-ingress -n nginx-ingress --namespace ingress-controller

helm install stable/cert-manager -n cert-manager --namespace cert-manager

kubectl create -f ./examples/certManagerCI_staging.yaml

kubectl create -f ./examples/certManagerCI_production.yaml





To use the Composer examples, you will need a Cloud system capable of a “ReadWriteMany” policy (e.g. “azurefile” on Azure).




Minikube

Given that we may wish to test locally on Minikube, we will need to use a local ingress controller and ignore cert-manager in favour of self-cooked SSL certificates.

In ./examples we include the ca-nephos-local.* self-signed certificates, created with OpenSSL as follows:

openssl req -new -newkey rsa:4096 -days 3650 -nodes -x509 -subj "/C=IE/ST=Dublin/L=Dublin/O=AID:Tech/CN=ca.nephos.local" -keyout ca-nephos-local.key -out ca-nephos-local.crt

openssl x509 -in ca-nephos-local.crt -out ca-nephos-local.pem -outform PEM

kubectl create ns cas

kubectl -n cas create secret tls ca--tls --cert=ca-nephos-local.crt --key=ca-nephos-local.key





We can save them to the cas namespace as follows

cd ./examples

kubectl create ns cas

kubectl -n cas create secret tls ca--tls --cert=ca-nephos-local.crt --key=ca-nephos-local.key





We can then enable the ingress on minikube and update /etc/hosts with the IP of minikube:

minikube addons enable ingress

echo "$(minikube ip)  ca.nephos.local" | sudo tee -a /etc/hosts










Further information

For more information on how to deploy Hyperledger Fabric to Kubernetes, please see the following resources:


Helm charts

We have released a set of Helm Charts, currently living in two locations:


	The official Helm Chart repository [https://github.com/helm/charts] and KubeApps [https://hub.kubeapps.com/charts?q=hyperledger].


	The AID:Tech Helm Chart repository [https://github.com/aidtechnology/at-charts].







Educational material

A workshop [https://hgf18.sched.com/event/b76c86de07c3bcaa094a8b149470e0e7] on the Hyperledger Global Forum, featuring slides [https://schd.ws/hosted_files/hgf18/d2/2018_12_14_CH_Basel_Hyperledger_Global_Forum.pdf] and a part 1 [https://www.youtube.com/watch?v=ubrA3W1JMk0] and part 2 [https://www.youtube.com/watch?v=3tVk7yrGSSE] videos.

A(n older) webinar [https://www.hyperledger.org/blog/2018/11/08/deploying-hyperledger-fabric-on-kubernetes] on deploying Hyperledger Fabric on Kubernetes.

We have also contributed the Composer chapter on the EdX course Blockchain for Business [https://www.edx.org/course/blockchain-business-introduction-linuxfoundationx-lfs171x-0].

And we have also released a course on Packt [https://www.packtpub.com/application-development/hyperledger-blockchain-applications-video], Udemy [https://www.udemy.com/hyperledger-for-blockchain-applications/] and O’Reilly [https://www.oreilly.com/library/view/hyperledger-for-blockchain/9781789131963/] called Hyperledger for Blockchain Applications.
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nephos.composer package


Submodules




nephos.composer.connection_template module


	
nephos.composer.connection_template.define_orderers(orderer_names, orderer_hosts, domain=None)

	Define orderers as connection objects.


	Parameters

	
	orderer_names (Iterable) – List of orderer names.


	orderer_hosts (Iterable) – List of orderer hosts.


	domain (str) – Domain used. Defaults to none.






	Returns

	A dictionary of Orderer Connections



	Return type

	dict










	
nephos.composer.connection_template.define_peers(peer_names, peer_hosts, organisation, domain=None)

	Define peers as connection objects.


	Parameters

	
	peer_names (Iterable) – List of peer names.


	peer_hosts (Iterable) – List of peer hosts.


	organisation (str) – What organisation the peers belong to


	domain (str) – Domain used. Defaults to none.






	Returns

	A tuple of dictionaries with Peer Options and Peer Connections.



	Return type

	tuple










	
nephos.composer.connection_template.json_ct(opts, ca_name, ca_host, organisation, domain, msp_id, channel)

	JSON connection template.


	Parameters

	
	opts (dict) – Nephos options dict.


	ca_name (str) – Name of CA for Peers.


	ca_host (str) – CA host address.


	organisation (str) – What organisation the peers belong to.


	domain (str) – Domain used.


	msp_id (str) – ID of the MSP of the peers.


	channel (str) – Channel name.






	Returns

	A dictionary representing the JSON connection template.



	Return type

	dict












nephos.composer.install module


	
nephos.composer.install.composer_connection(opts, verbose=False)

	Composer connection setup.

This creates a ConfigMap on K8S with the Hyperledger Composer connection.


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – Verbosity. False by default.













	
nephos.composer.install.deploy_composer(opts, upgrade=False, verbose=False)

	Deploy Hyperledger Composer on K8S.

We use the hl-composer Helm chart as a basis to deploying Composer
on K8S. Please note that Composer is unmaintained and may eventually
be deprecated from this repository as we migrate to raw Fabric.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.













	
nephos.composer.install.get_composer_data(opts, verbose=False)

	Get Composer deployment data.


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – Verbosity. False by default.






	Returns

	Data related to the Composer deployment (URI & API key)



	Return type

	dict










	
nephos.composer.install.install_network(opts, verbose=False)

	Install Hyperledger Composer network.


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – Verbosity. False by default.













	
nephos.composer.install.setup_admin(opts, verbose=False)

	Setup Network admin


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – Verbosity. False by default.













	
nephos.composer.install.setup_card(opts, msp_path, user_name, network, roles, verbose=False)

	Setup the Card for Hyperledger Composer.


	Parameters

	
	opts (dict) – Nephos options dict.


	msp_path (str) – Path to the MSP on the Composer CLI.


	user_name (str) – Name of user for identity card.


	network (str) – Name of network for identity card.


	roles (Iterable) – Roles to assign to identity card.


	verbose (bool) – Verbosity. False by default.















nephos.composer.upgrade module


	
nephos.composer.upgrade.upgrade_network(opts, verbose=False)

	Upgrade Hyperledger Composer network.


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – Verbosity. False by default.















Module contents







          

      

      

    

  

    
      
          
            
  
nephos.fabric package


Submodules




nephos.fabric.ca module


	
nephos.fabric.ca.ca_chart(opts, release, upgrade=False, verbose=False)

	Deploy CA Helm chart to K8S.


	Parameters

	
	opts (dict) – Nephos options dict.


	release (str) – Name of the Helm Chart release.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.













	
nephos.fabric.ca.ca_enroll(pod_exec)

	Enroll CA.

Enroll the Certificate Authority (CA) identity within the running CA pod.
This is a necessary step for the CA to function.


	Parameters

	pod_exec – A pod executor instance bound to the CA.










	
nephos.fabric.ca.check_ca(ingress_host, cacert=None, verbose=False)

	Check that the CA Ingress is responsive.


	Parameters

	
	ingress_host (str) – Ingress host for the CA.


	cacert (str) – Path of the CA cert.


	verbose (bool) – Verbosity. False by default.













	
nephos.fabric.ca.setup_ca(opts, upgrade=False, verbose=False)

	Setup CA.

Setup involves enrolling the CA admin, checking the Ingress
is responsive.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.















nephos.fabric.crypto module


	
class nephos.fabric.crypto.CryptoInfo(secret_type, subfolder, key, required)

	Bases: tuple


	
key

	Alias for field number 2






	
required

	Alias for field number 3






	
secret_type

	Alias for field number 0






	
subfolder

	Alias for field number 1










	
nephos.fabric.crypto.admin_creds(opts, msp_name, verbose=False)

	Get admin credentials and save them to Nephos options dict.


	Parameters

	
	opts (dict) – Nephos options dict.


	msp_name (str) – Name of Membership Service Provider.


	verbose (bool) – 













	
nephos.fabric.crypto.admin_msp(opts, msp_name, verbose=False)

	Setup the admin MSP, by getting/setting credentials and creating/saving crypto-material.


	Parameters

	
	opts (dict) – Nephos options dict.


	msp_name (str) – Name of Membership Service Provider.


	verbose (bool) – 













	
nephos.fabric.crypto.cacerts_to_secrets(namespace, msp_path, user, verbose=False)

	Convert CA certificate to K8S secrets.


	Parameters

	
	namespace (str) – Namespace where secret will live.


	msp_path (str) – Path to the Membership Service Provider crypto-material.


	username (str) – Username for identity.


	verbose (bool) – 













	
nephos.fabric.crypto.channel_tx(opts, verbose=False)

	Create and save Channel Transaction to K8S.


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – 













	
nephos.fabric.crypto.check_id(ca_namespace, ca, username, verbose=False)

	
	Parameters

	
	ca_namespace (str) – K8S namespace where CA is located.


	ca (str) – K8S release name of CA.


	username (str) – Username for identity.


	verbose (bool) – 






	Returns

	Does the ID exist?



	Return type

	bool










	
nephos.fabric.crypto.copy_secret(from_dir, to_dir)

	Copy single secret file from one directory to another.


	Parameters

	
	from_dir (str) – Source directory where file resides.


	to_dir (str) – Destination directory for file.













	
nephos.fabric.crypto.create_admin(opts, msp_name, verbose=False)

	Create an admin identity.


	Parameters

	
	opts (dict) – Nephos options dict.


	msp_name (str) – Name of Membership Service Provider.


	verbose (bool) – 













	
nephos.fabric.crypto.enroll_id(opts, ca, username, password, verbose=False)

	Enroll an ID with a Fabric Certificate Authority


	Parameters

	
	opts (dict) – Nephos options dict.


	ca (str) – K8S release name of CA.


	username (str) – Username for identity.


	password (str) – Password for identity.


	verbose (bool) – 






	Returns

	Path of the MSP directory where cryptographic data is saved.



	Return type

	str










	
nephos.fabric.crypto.genesis_block(opts, verbose=False)

	Create and save Genesis Block to K8S.


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – 













	
nephos.fabric.crypto.id_to_secrets(namespace, msp_path, username, verbose=False)

	Convert Identity certificate and key to K8S secrets.


	Parameters

	
	namespace (str) – Namespace where secret will live.


	msp_path (str) – Path to the Membership Service Provider crypto-material.


	username (str) – Username for identity.


	verbose (bool) – 













	
nephos.fabric.crypto.item_to_secret(namespace, msp_path, username, item, verbose=False)

	Save a single MSP crypto-material file as a K8S secret.


	Parameters

	
	namespace (str) – Namespace where secret will live.


	msp_path (str) – Path to the Membership Service Provider crypto-material.


	username (str) – Username for identity.


	item (CryptoInfo) – Item containing cryptographic material information.


	verbose (bool) – 













	
nephos.fabric.crypto.msp_secrets(opts, msp_name, verbose=False)

	Process MSP and convert it to a set of secrets.


	Parameters

	
	opts (dict) – Nephos options dict.


	msp_name (str) – Name of Membership Service Provider.


	verbose (bool) – 













	
nephos.fabric.crypto.register_id(ca_namespace, ca, username, password, node_type='client', admin=False, verbose=False)

	Register an ID with a Fabric Certificate Authority


	Parameters

	
	ca_namespace (str) – K8S namespace where CA is located.


	ca (str) – K8S release name of CA.


	username (str) – Username for identity.


	password (str) – Password for identity.


	node_type (str) – Node type for identity. “client” by default.


	admin (bool) – Whether the identity is an admin. False by default.


	verbose (bool) – Verbosity. False by default.













	
nephos.fabric.crypto.setup_id(opts, msp_name, release, id_type, verbose=False)

	Setup single ID by registering, enrolling, and saving ID to K8S secrets.


	Parameters

	
	opts (dict) – Nephos options dict.


	msp_name (str) – Name of Membership Service Provider.


	release (str) – Name of release/node.


	id_type (str) – Type of ID we use.


	verbose (bool) – 













	
nephos.fabric.crypto.setup_nodes(opts, node_type, verbose=False)

	Setup identities for nodes.


	Parameters

	
	opts (dict) – Nephos options dict.


	node_type (str) – Type of node.


	verbose (bool) – 















nephos.fabric.ord module


	
nephos.fabric.ord.check_ord(namespace, release, verbose=False)

	Check if Orderer is running.


	Parameters

	
	namespace (str) – Namespace where Orderer is located.


	release (str) – Name of Orderer Helm release.


	verbose (bool) – Verbosity. False by default.






	Returns

	True once Orderer is correctly running.



	Return type

	bool










	
nephos.fabric.ord.check_ord_tls(opts, verbose=False)

	Check TLS status of Orderer.


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – Verbosity. False by default.






	Returns

	True if TLS is enabled, False if TLS is disabled.



	Return type

	bool










	
nephos.fabric.ord.setup_ord(opts, upgrade=False, verbose=False)

	Setup Orderer on K8S.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.















nephos.fabric.peer module


	
nephos.fabric.peer.check_peer(namespace, release, verbose=False)

	Check if Peer is running.


	Parameters

	
	namespace – Namespace where Peer is located.


	release – Name of Peer Helm release.


	verbose (bool) – Verbosity. False by default.






	Returns

	True once Peer is correctly running.



	Return type

	bool










	
nephos.fabric.peer.create_channel(opts, verbose=False)

	Create Channel for Peer.


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – Verbosity. False by default.













	
nephos.fabric.peer.get_channel_block(peer_ex, ord_name, ord_namespace, channel, cmd_suffix)

	Get channel block from Peer.


	Parameters

	
	peer_ex (Executor) – A Pod Executor representing a Peer.


	ord_name (str) – Name of the orderer we wish to communicate with.


	ord_namespace (str) – Namespace where the orderer resides.


	channel (str) – Name of the channel we with to retrieve.


	cmd_suffix (str) – Suffix to the “peer channel fetch” command.






	Returns

	Were we able to fetch the channel?



	Return type

	bool










	
nephos.fabric.peer.peer_channel_suffix(opts, ord_name, verbose=False)

	Get command suffix for “peer channel” commands, as they involve speaking with Orderer.


	Parameters

	
	opts (dict) – Nephos options dict.


	ord_name (str) – Orderer we wish to speak to.


	verbose (bool) – Verbosity. False by default.






	Returns

	Command suffix we need to use in “peer channel” commands.



	Return type

	str










	
nephos.fabric.peer.setup_peer(opts, upgrade=False, verbose=False)

	Setup Peer on K8S.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.















nephos.fabric.settings module


	
nephos.fabric.settings.check_cluster(cluster_name)

	Check that we are using the correct K8S cluster.


	Parameters

	cluster_name (str) – Name of K8S cluster.










	
nephos.fabric.settings.dict_constructor(loader, node)

	




	
nephos.fabric.settings.dict_representer(dumper, data)

	




	
nephos.fabric.settings.get_namespace(opts, msp=None, ca=None)

	Get relevant namespace where MSP or CA should be located.


	Parameters

	
	opts (dict) – Nephos options dict.


	msp (str) – Name of Membership Service Provider (MSP).


	ca (str) – Name of Certificate Authority (CA).






	Returns

	Namespace relating to either an MSP or a CA.



	Return type

	str










	
nephos.fabric.settings.get_version(opts, app)

	Get version of a specific app


	Parameters

	
	opts (dict) – Nephos options dict.


	app (str) – Helm application name.






	Returns

	Desired version of Helm app, if specified. Defaults to None.



	Return type

	str










	
nephos.fabric.settings.load_config(settings_file)

	Load configuration from Nephos options/settings YAML file.


	Parameters

	settings_file (str) – Name of YAML file containing Nephos options/settings.



	Returns

	Nephos options/settings.



	Return type

	dict












nephos.fabric.utils module


	
nephos.fabric.utils.credentials_secret(secret_name, namespace, username, password=None, verbose=False)

	Create a CA credentials secret.


	Parameters

	
	secret_name (str) – Name of secret.


	namespace (str) – Namespace for secret to be located.


	username (str) – Username for credentials secret.


	password (str) – Password for credentials secret.


	verbose (bool) – Verbosity. False by default.






	Returns

	Secret data including “CA_USERNAME” and “CA_PASSWORD”



	Return type

	dict










	
nephos.fabric.utils.crypto_secret(secret_name, namespace, file_path, key, verbose=False)

	Create a crypto-material secret.


	Parameters

	
	secret_name (str) – Name of secret.


	namespace (str) – Namespace for secret to be located.


	file_path (str) – Path to file we want to store as a secret.


	key (str) – Key (file) name of secret we want to store as a secret.


	verbose (bool) – Verbosity. False by default.













	
nephos.fabric.utils.get_helm_pod(namespace, release, app, item=0, verbose=False)

	Get a pod object from K8S.


	Parameters

	
	namespace (str) – Namespace where pod is located.


	release (str) – Release name of pod.


	app (str) – App type of pod.


	verbose (bool) – Verbosity. False by default.






	Returns

	A pod object able to execute commands and return logs.



	Return type

	Executer










	
nephos.fabric.utils.get_pod(namespace, identifier, item=0, verbose=False)

	Get a pod object from K8S.


	Parameters

	
	namespace (str) – Namespace where pod is located.


	identifier (str) – Name of pod, or a label descriptor.


	verbose (bool) – Verbosity. False by default.






	Returns

	A pod object able to execute commands and return logs.



	Return type

	Executer
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nephos.helpers package


Submodules




nephos.helpers.helm module


	
class nephos.helpers.helm.HelmPreserve(secret_namespace, secret_name, data_item, values_path)

	Bases: tuple


	
data_item

	Alias for field number 2






	
secret_name

	Alias for field number 1






	
secret_namespace

	Alias for field number 0






	
values_path

	Alias for field number 3










	
class nephos.helpers.helm.HelmSet(key, value, set_string)

	Bases: tuple


	
key

	Alias for field number 0






	
set_string

	Alias for field number 2






	
value

	Alias for field number 1










	
nephos.helpers.helm.helm_check(app, release, namespace, pod_num=None)

	Check if a Helm release exists and is functional.


	Parameters

	
	app (str) – Helm application name.


	release (str) – Release name on K8S.


	namespace (str) – Namespace where Helm deployment is located.


	pod_num (int) – Number of pods expected to exist in the release.













	
nephos.helpers.helm.helm_env_vars(env_vars)

	Convert environmental variables to a “–set” string for Helm deployments.


	Parameters

	env_vars (Iterable) – Environmental variables we wish to store in Helm.



	Returns

	String containing variables to be set with Helm release.



	Return type

	str










	
nephos.helpers.helm.helm_extra_vars(version=None, config_yaml=None, env_vars=None, preserve=None, verbose=False)

	Centralise obtaining extra variables for our helm_install and/or helm_upgrade


	Parameters

	
	version (str) – Which Chart version do we wish to install?


	config_yaml (str, Iterable) – Values file(s) to override defaults.


	env_vars (Iterable) – Environmental variables we wish to store in Helm.


	preserve (Iterable) – Set of secrets we wish to get data from to assign to the Helm Chart.


	verbose (bool) – Verbosity. False by default.






	Returns

	String of Chart version, values files, environmental variables,



	Return type

	str










	
nephos.helpers.helm.helm_init()

	Initialise Helm on cluster, using RBAC.






	
nephos.helpers.helm.helm_install(repo, app, release, namespace, extra_vars='', verbose=False)

	Install Helm chart.


	Parameters

	
	repo (str) – Repository or folder from which to install Helm chart.


	app (str) – Helm application name.


	release (str) – Release name on K8S.


	namespace (str) – Namespace where to deploy Helm Chart.


	extra_vars (str) – Extra variables for Helm including version, values files and environmental variables.


	verbose (bool) – Verbosity. False by default.













	
nephos.helpers.helm.helm_preserve(preserve, verbose=False)

	Convert secret data to a “–set” string for Helm deployments.


	Parameters

	
	preserve (Iterable) – Set of secrets we wish to get data from to assign to the Helm Chart.


	verbose (bool) – Verbosity. False by default.






	Returns

	String containing variables to be set with Helm release.



	Return type

	str










	
nephos.helpers.helm.helm_upgrade(repo, app, release, extra_vars='', verbose=False)

	Upgrade Helm chart.


	Parameters

	
	repo (str) – Repository or folder from which to install Helm chart.


	app (str) – Helm application name.


	release (str) – Release name on K8S.


	extra_vars (str) – Extra variables for Helm including version, values files and environmental variables.


	verbose (bool) – Verbosity. False by default.















nephos.helpers.k8s module


	
class nephos.helpers.k8s.Executer(pod, namespace, container='', verbose=False)

	Bases: object


	
execute(command)

	Execute a command in pod.


	Parameters

	command (str) – Command to execute.



	Returns

	2-tuple of execution info:
1) result of the command, if successful, None if not;
2) and error, if command failed, None if not.



	Return type

	tuple










	
logs(tail=-1, since_time=None)

	Get logs from pod.


	Parameters

	tail (int) – How many lines of logs to obtain?



	Returns

	Logs contained in pod.



	Return type

	str














	
nephos.helpers.k8s.cm_create(cm_data, name, namespace='default', verbose=False)

	Create a K8S ConfigMap


	Parameters

	
	cm_data (dict) – Data to store in ConfigMap as key/value hash.


	name (str) – Name of ConfigMap.


	namespace (str) – Name of namespace.


	verbose (bool) – Verbosity. False by default.













	
nephos.helpers.k8s.cm_read(name, namespace='default', verbose=False)

	Read a K8S ConfigMap.


	Parameters

	
	name (str) – Name of the ConfigMap.


	namespace (str) – Name of namespace.


	verbose (bool) – Verbosity. False by default.






	Returns

	Keys and values stored in the ConfigMap.



	Return type

	dict










	
nephos.helpers.k8s.context_get(verbose=False)

	Obtain active K8S context.


	Parameters

	verbose (bool) – Verbosity. False by default.



	Returns

	Active context.



	Return type

	object










	
nephos.helpers.k8s.get_app_info(namespace, ingress, secret, secret_key='API_KEY', verbose=False)

	Get application information.


	Parameters

	
	namespace (str) – Name of namespace.


	ingress (str) – Ingress name.


	secret (str) – Secret where access details (e.g. API key) are located.


	secret_key (str) – Key in t containing access details. By default “API KEY”


	verbose (bool) – Verbosity. False by default.








Returns:






	
nephos.helpers.k8s.ingress_read(name, namespace='default', verbose=False)

	Get host names contained in K8S Ingress.


	Parameters

	
	name (str) – Name of Ingress.


	namespace (str) – Name of namespace.


	verbose (bool) – Verbosity. False by default.






	Returns

	List of host names.



	Return type

	list










	
nephos.helpers.k8s.ns_create(namespace, verbose=False)

	Create K8S namespace.


	Parameters

	
	namespace (str) – Name of namespace.


	verbose (bool) – Verbosity. False by default.













	
nephos.helpers.k8s.ns_read(namespace, verbose=False)

	Read Name of namespace.


	Parameters

	
	namespace (str) – Name of namespace.


	verbose (bool) – Verbosity. False by default.






	Returns

	Namespace object.



	Return type

	object










	
nephos.helpers.k8s.pod_check(namespace, identifier, sleep_interval=10, pod_num=None)

	Check if a set of pods exist and are functional.


	Parameters

	
	namespace (str) – Namespace where Helm deployment is located.


	identifier (str) – Name of pod, or a label descriptor.


	sleep_interval (int) – Number of seconds to sleep between attempts.


	pod_num (int) – Number of pods expected to exist in the release. None by default.













	
nephos.helpers.k8s.secret_create(secret_data, name, namespace='default', verbose=False)

	Create a K8S Secret.


	Parameters

	
	secret_data (dict) – Data to store in t as key/value hash.


	name (str) – Name of the Secret.


	namespace (str) – Name of namespace.


	verbose (bool) – Verbosity. False by default.













	
nephos.helpers.k8s.secret_from_file(secret, namespace, key=None, filename=None, verbose=False)

	Convert a file into a K8S Secret.


	Parameters

	
	secret (str) – Name of Secret where to save the file.


	namespace (str) – Name of namespace.


	key (str) – Key to which to assign the file in the K8S t. If not specified, the filename is used.


	filename (str) – If not provided, we ask the user for input.


	verbose (bool) – Verbosity. False by default.













	
nephos.helpers.k8s.secret_read(name, namespace='default', verbose=False)

	Read a K8S Secret.


	Parameters

	
	name (str) – Name of the Secret.


	namespace (str) – Name of namespace.


	verbose (bool) – Verbosity. False by default.






	Returns

	Keys and values stored in the Secret.



	Return type

	dict












nephos.helpers.misc module


	
nephos.helpers.misc.execute(command, verbose=False, show_command=True, show_errors=True)

	Execute an arbitrary command line command.


	Parameters

	
	command (str) – Command to execute.


	verbose (bool) – Verbosity. False by default.


	show_command (bool) – Do we display the command? True by default.


	show_errors (bool) – Do we display errors? True by default.






	Returns

	2-tuple of execution info:
1) result of the command, if successful, None if not;
2) and error, if command failed, None if not.



	Return type

	tuple










	
nephos.helpers.misc.execute_until_success(command, verbose=False, delay=15)

	Execute a command until it is successful.


	Parameters

	
	command (str) – Command to execute.


	verbose (bool) – Verbosity. False by default.


	delay (int) – Delay in seconds between each unsuccessful attempt.






	Returns

	result of the command



	Return type

	str










	
nephos.helpers.misc.get_response(question, permitted_responses=(), sensitive=False)

	Get response from user.


	Parameters

	
	question – What do we want to obtain from the user?


	permitted_responses – What responses do we allow?


	sensitive – Is the information sensitive (e.g. a password)?






	Returns

	Response from user.



	Return type

	str










	
nephos.helpers.misc.input_files(keys, clean_key=False)

	Read a set of filenames and return data from them.


	Parameters

	
	keys (Iterable) – Tuple of keys


	clean_key (bool) – Do we clean the key to replace non-alphanumeric symbols with an underscore? False by default.






	Returns

	Data from each file assigned to its relevant key.



	Return type

	dict










	
nephos.helpers.misc.pretty_print(string)

	Pretty print a JSON string.


	Parameters

	string (str) – String we want to pretty print.










	
nephos.helpers.misc.rand_string(length)

	Create random alphanumeric string (useful for passwords).


	Parameters

	length (int) – Length of random string.



	Returns

	Alphanumeric string.



	Return type

	str
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nephos package


Subpackages



	nephos.composer package
	Submodules

	nephos.composer.connection_template module

	nephos.composer.install module

	nephos.composer.upgrade module

	Module contents





	nephos.fabric package
	Submodules

	nephos.fabric.ca module

	nephos.fabric.crypto module

	nephos.fabric.ord module

	nephos.fabric.peer module

	nephos.fabric.settings module

	nephos.fabric.utils module

	Module contents
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	Submodules

	nephos.helpers.helm module

	nephos.helpers.k8s module

	nephos.helpers.misc module

	Module contents












Submodules




nephos.deploy module


	
class nephos.deploy.Settings(settings_file, upgrade, verbose)

	Bases: object








nephos.runners module


	
nephos.runners.runner_ca(opts, upgrade=False, verbose=False)

	Deploy CAs.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.













	
nephos.runners.runner_composer(opts, upgrade=False, verbose=False)

	Deploy Hyperledger Composer.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.













	
nephos.runners.runner_composer_up(opts, verbose=False)

	Upgrade Hyperledger Composer network (experimental).


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – Verbosity. False by default.













	
nephos.runners.runner_crypto(opts, verbose=False)

	Create Crypto-material by either using CAs or save Cryptogen material.


	Parameters

	
	opts (dict) – Nephos options dict.


	verbose (bool) – Verbosity. False by default.













	
nephos.runners.runner_deploy(opts, upgrade=False, verbose=False)

	Deploy end-to-end deployment of Hyperledger Fabric and Composer.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.













	
nephos.runners.runner_fabric(opts, upgrade=False, verbose=False)

	Deploy Hyperledger Fabric, including CAs/Cryptogen, Orderers and Peers.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.













	
nephos.runners.runner_orderer(opts, upgrade=False, verbose=False)

	Deploy Hyperledger Fabric Orderers.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.













	
nephos.runners.runner_peer(opts, upgrade=False, verbose=False)

	Deploy Hyperledger Fabric Peers.


	Parameters

	
	opts (dict) – Nephos options dict.


	upgrade (bool) – Do we upgrade the deployment? False by default.


	verbose (bool) – Verbosity. False by default.















nephos.upgrade_v11x module




Module contents







          

      

      

    

  _static/comment.png





_static/down-pressed.png





_static/comment-bright.png





_static/comment-close.png





_static/file.png





_static/minus.png





_static/down.png





_static/plus.png





_static/ajax-loader.gif





_static/up-pressed.png





nav.xhtml

    
      Table of Contents


      
        		
          Welcome to Nephos’s documentation!
        


        		
          Nephos
          
            		
              Prerequisites
            


            		
              Installation
              
                		
                  Pip
                


                		
                  Git repository
                


              


            


            		
              Testing
              
                		
                  Unit tests
                


              


            


            		
              Usage
            


            		
              Examples
              
                		
                  Development
                


                		
                  QA and Production
                


                		
                  Minikube
                


              


            


            		
              Further information
              
                		
                  Helm charts
                


                		
                  Educational material
                


              


            


          


        


      


    
  

_static/up.png





