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CHAPTER 1

Category

Here is all you need to dive into Nebulas.

1.1 NebulaslO

* WebsiteiijZhttps://nebulas.io
« Non-Tech WhitepaperiijZhttps:/nebulas.io/docs/NebulasWhitepaperZh.pdf
« Tech WhitepaperiijZhttps://nebulas.io/docs/NebulasTechnical WhitepaperZh.pdf

1.2 Go-Nebulas

Wiki: https://github.com/nebulasio/wiki

Join Testnet: https://github.com/nebulasio/wiki/blob/master/testnet.md

Join Mainnet: https://github.com/nebulasio/wiki/blob/master/mainnet.md

Explorer: https://explorer.nebulas.io

Tutorials:

— English 101

*

Installation (thanks Victor)

*

Sending a Transaction (thanks Victor)

*

Writing Smart Contract in JavaScript (thanks otto)

* Introducing Smart Contract Storage (thanks Victor)



https://nebulas.io
https://nebulas.io/docs/NebulasWhitepaperZh.pdf
https://nebulas.io/docs/NebulasTechnicalWhitepaperZh.pdf
https://github.com/nebulasio/wiki
https://github.com/nebulasio/wiki/blob/master/testnet.md
https://github.com/nebulasio/wiki/blob/master/mainnet.md
https://explorer.nebulas.io
https://github.com/nebulasio/wiki/blob/master/tutorials/{[}English{]}%20Nebulas%20101%20-%2001%20Installation.md
https://github.com/victorychain
https://github.com/nebulasio/wiki/blob/master/tutorials/{[}English{]}%20Nebulas%20101%20-%2002%20Transaction.md
https://github.com/victorychain
https://github.com/nebulasio/wiki/blob/master/tutorials/{[}English{]}%20Nebulas%20101%20-%2003%20Smart%20Contracts%20JavaScript.md
https://github.com/ottokafka
https://github.com/nebulasio/wiki/blob/master/tutorials/{[}English{]}%20Nebulas%20101%20-%2004%20Smart%20Contract%20Storage.md
https://github.com/victorychain
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* Interacting with Nebulas by RPC API (thanks Victor)
- iymeUG - ﬁEééﬁfaeTngN

s ¢ijUefSa6L e¢EARE2ERaNneb

» 301V §47S6S, ayLaRSEAAZd @ Y'S

s dj£cTiTavaScriptcijUsEZ2Z7eC 4R L¢ze

» ®Z72C;aRLczeimYaClaNzizNcm

% 6AZ£GRPCx0O8aRCiyO= Y §:12S6S, 47d 428

1.3 Wallet

* Web Wallet: https://github.com/nebulasio/web-wallet
— English
* Creating A NAS Wallet

*

Sending NAS from your Wallet

*

Signing a Transaction Offline

View Wallet Information

*

Check TX Status

*

*

Deploy a Smart Contract

- iymeUG
% 6S$ANEeTZcINl2Y §47S WebéSsaNEaTZcIN1iijZaLZ427NASESSANE
% 6S$ANEeTZcINl2Y §47S WebéSsaNEaTZcIN2iijZaRSeie; et ¢
* 6S§aNExTZcINl2Y §i2S WebéSsaNE=TZ¢IN3iijZcezcz£cm; sRmizd 2 Y S
% 6S$ANEeTZcINl2Y §47S WebéSsaNEaTZcIN4iijZae §&cITNESSANEi£ a2 Af
% 6S$ANEeTZcINleY §47S WebéSsaNEaTZ¢IN5iijZae§EclINGZd 2 Y SchieAA
» 6S§aNE=TZcINlzY §47SWebéSsaNE=TZ¢IN6iijZéClgis2Z76C;aRLeze

1.4 DApp

* Web SDK: https://github.com/nebulasio/neb.js
e Smart Contract: https://github.com/nebulasio/wiki/blob/master/smart_contract.md
* Standard Protocol:

— NRC20: https://github.com/nebulasio/wiki/blob/master/NRC20.md

1.3. Wallet 2


https://github.com/nebulasio/wiki/blob/master/tutorials/{[}English{]}%20Nebulas%20101%20-%2005%20Interacting%20with%20Nebulas%20by%20RPC%20API.md
https://github.com/victorychain
https://github.com/nebulasio/wiki/blob/master/tutorials/{[}中文{]}%20Nebulas%20101%20-%2001%20编译安装.md
https://github.com/nebulasio/wiki/blob/master/tutorials/{[}中文{]}%20Nebulas%20101%20-%2002%20发送交易.md
https://github.com/nebulasio/wiki/blob/master/tutorials/{[}中文{]}%20Nebulas%20101%20-%2003%20编写智能合约.md
https://github.com/nebulasio/wiki/blob/master/tutorials/{[}中文{]}%20Nebulas%20101%20-%2004%20智能合约存储区.md
https://github.com/nebulasio/wiki/blob/master/tutorials/{[}中文{]}%20Nebulas%20101%20-%2005%20通过RPC接口与星云链交互.md
https://github.com/nebulasio/web-wallet
https://medium.com/nebulasio/creating-a-nas-wallet-9d01b5fa2df6
https://medium.com/nebulasio/sending-nas-from-your-wallet-be1b958c4e5d
https://medium.com/nebulasio/signing-a-transaction-offline-ae8278f45201
https://medium.com/nebulasio/view-wallet-information-fcea3ea35d94
https://medium.com/nebulasio/check-tx-status-8dc7dd9b79de
https://medium.com/nebulasio/deploy-a-smart-contract-1e781e13c22e
https://blog.nebulas.io/2018/04/12/creating-a-nas-wallet/
https://blog.nebulas.io/2018/04/17/sending-nas-from-your-wallet/
https://blog.nebulas.io/2018/04/18/signing-a-transaction-offline/
https://blog.nebulas.io/2018/04/19/view-wallet-information/
https://blog.nebulas.io/2018/04/28/check-tx-status/
https://blog.nebulas.io/2018/04/28/deploy-a-smart-contract/
https://github.com/nebulasio/neb.js
https://github.com/nebulasio/wiki/blob/master/smart_contract.md
https://github.com/nebulasio/wiki/blob/master/NRC20.md
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1.5 Community Tools

e Nebulearn: https://nebulearn.com/official-docs/go-nebulas (thanks to Tehjr)

* Demo DApp: hittps://github.com/15010159959/super-dictionary (thanks to ChengOr-
angelJu, yupnano, Kurry)

e Chrome Extension: https://github.com/ChengOrangeJu/WebExtensionWallet (thanks to
ChengOrangelJu, yupnano)

1.6 Contribution

We are very glad that you are considering to write tutorials or documents of Nebulas. If
you did write something, please submit a issue to let us know, we will add your name and url
to this page soon.

1.5. Community Tools 3


https://nebulearn.com/official-docs/go-nebulas
https://github.com/HermantNET
https://github.com/15010159959/super-dictionary
https://github.com/ChengOrangeJu
https://github.com/ChengOrangeJu
https://github.com/yupnano
https://github.com/15010159959
https://github.com/ChengOrangeJu/WebExtensionWallet
https://github.com/ChengOrangeJu
https://github.com/yupnano
https://github.com/nebulasio/wiki/issues/new

CHAPTER 2

WhataAZs Nebulas

2.1 Nebulas: Next Generation Public Blockchain

2.2 Nebulas is aiming to build a continuously improving
ecosystem.

Nebulas is a next-generation public blockchain. It introduces Nebulas Rank (NR), a
new measure of value for every unit of the blockchain universe, like addresses, DApps and
smart contracts. Based on NR, it involves Nebulas Incentive (NI), which incentives developers
with Developer Incentive Protocol, and users with the Proof of Devotion consensus algorithm.
Moreover, it proposes Nebulas Force (NF), which gives the blockchain and smart contracts
within it a self-evolving capacity. In unison, NR, NI, and NF produce a continuously improv-
ing and expanding blockchain ecosystem.

There are three technical features: value ranking, self-evolution, and native incentive.

Facing the opportunity and challenge as above, we aim to create a self-evolving blockchain
system based on value incentive.

2.3 Principles

The Nebulas blockchain has three major principles:
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2.3.1 Nebulas Rank (NR)

Nebulas Rank (NR) is an open sourced ranking algorithm used to measure the influence of
relationships among addresses, smart contracts, and distributed applications (DApps). It helps
both users utilize information among the ever-increasing amount of data on all blockchains &
developers to use our search framework directly in their own applications.

In Nebulas, we measure value regarding:
* Liquidity

Finance essentially is the social activities which optimize social resources via capital lig-
uidity and promote economic development. Blockchains establish a value network in which
the financial assets can flow. Daily volume of Bitcoin and Ethereum, which are most familiar
to us, already exceeds $1 billion. From these data, we can see that the more transaction volume
and transaction scale, the higher liquidity. In turn, higher liquidity will increase the quantity of
transaction and enhance the value. That will further strengthen financial assetsaAZ value, cre-
ating a complete positive feedback mechanism. Therefore liquidity, i.e. transaction frequency
and scale, is the first dimension that NR measures.

* Propagation

Social platforms like WeChat and Facebook have almost 3 billion active users per month.
Social platformsaAZ rapid user growth is a result of the reflection of existing social network and
stronger viral growth. In particular, viral transmission, i.e. speed, scope, depth of information
transmission and linkage, is the key index to monitor social networkdAZs quality and user
growth. In blockchain world, we can see the same pattern. Powerful viral propagation indicates
scope and depth of asset liquidity, which can promote the blockchain worlddAZs asset quality
and asset scale. Thus, viral transmission, i.e. scope and depth of asset liquidity, is the second
dimension that NR measures.

* Interoperability

At InternetidAZs early stage, there are only basic websites and private information. Now,
information on different platforms can be forwarded on the network, and isolated data silos are
gradually being broken. This trend is the process of identifying higher dimensional informa-
tion. In our point of view, the world of blockchains shall follow a similar pattern, but its speed
will be faster. The information on usersaAZ assets, smart contracts, and DApps will become
richer, and the interaction of higher dimensional information shall be more frequent, thus bet-
ter interoperability shall become more and more important. Therefore, NRAAZs third measure
dimension is interoperability.

Based on above-stated dimensions, we start to construct NebulasiAZ NR system by draw-
ing from richer data, building a better model, digging up more diversified value dimensions,
and establishing a measure of value in blockchain world.

2.3.2 Nebulas Force (NF)

A series of basic protocols such as NR, PoD, DIP shall become a part of blockchain data.
With the growth of data on Nebulas, these basic protocols will upgrade, and this will avoid frac-

2.3. Principles 5
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ture between developers and community as well as the AAIJforkAAIl. We call this fundamental
capability of blockchain 4AIJNebulas ForceaAl (NF).

As Nebulas community grows, NF and basic protocolsiAZ update ability shall be open
to the community. According to usersiAZ NR weight and community voting mechanism, the
community determines NebulasdAZ evolution direction and its update objectives. With the
help of NFAAZs core technology and its openness, Nebulas will have ever-growing evolving
potential and infinite evolving possibilities endlessly.

#7746}

2.3.3 Nebulas Incentive (NI)

Nebulas Incentive include Proof of Devotion (PoD) and Developer Incentive Protocol
(DIP).

Proof-of-Devotion (PoD)

Based on NebulasaAZ NR system, we shall adopt PoD (Proof-of-Devotion) consensus
algorithm. PoD gives an aAlJinfluentialdAAl user of Nebulas Blockchain an opportunity to
become a bookkeeper and receive NebulasadAZ block rewards and transaction fee as revenues,
which will encourage them to contribute to NebulasaAZ stability and security continuously.

Developer Incentive Protocol (DIP)

In Nebulas, we propose the concept of DIP (Developer Incentive Protocol) for developers
of smart contracts and DApps. DIPAAZs core concept: in pre-specified blocksaAZ interval, for
those developers whose smart contracts and DApps deploy online in the most recent interval
with NR value higher than a specified threshold, DIP shall reward them corresponding devel-
oper incentives (NAS token), and these incentives shall be recorded on blocks by bookkeepers.
With DIPAAZs positive incentive mechanism, more and more developers get incentives to cre-
ate valuable smart contracts and DApps, which helps to build a positive feedback ecosystem
for the developersiAZ community.

2.3.4 Value ranking

To enable value discovery in blockchain, Nebulas Rank measures multidimensional data
in the blockchain world and powers the decentralized search framework.

2.3.5 Native incentives

To avoid the damage caused by forking to the blockchain, Nebulas Force enables rapid
iteration and upgradability to its blockchain without the need for hard forks.

2.3. Principles 6
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2.3.6 Nebulas Incentives
With forward-looking incentive and consensus mechanisms, the Nebulas Incentive re-
wards developers and users who contribute to the sustainability and growth of the ecosystem.
This is the except of Nebulas Non-technical Whitepaper.

If you want to know more about Nebulas, please subscribe this official blog, or visit our
website: nebulas.io. Read our Non-technical White Paper (English), Technical White Paper
(English).

Thank you.

2.3. Principles 7
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CHAPTER 3

Go-Nebulas

3.1 Design Overview

Smart Contracts
Blockchain Consensus ir ________ i
. DIP 1 Rrpe
Block Transaction Address Chain DPoS L !
Blocks Pool | | Transactions Pool PEE i PoD i i NR i
NV
E LLVIM i Ve
Crypto Net Storage

KX

XXX has been implemented

TODO: More features described in our whitepaper, such as NR, PoD, DIP and NF,
will be integrated into the framework in later versions very soon.



https://nebulas.io/docs/NebulasTechnicalWhitepaper.pdf
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3.1.1 Core Dataflow

Here is a core workflow example to explain how Nebulas works in current version. For
each Nebulas node, it keeps receiving blocks or transactions from network and mining new
block locally.

create a new block

return a new block

‘ Net | ‘ BlockPool | ‘ Block | ‘ Consensus | ‘ Chain | ‘szPooI | ‘ Transaction |
T T T T T T T
new blocks from netwo;k / E E E E E E
receive a new block o ! ! ! ! ! !
| dispatch to E E E E E E
E | werify integrity E E E E E
E E | verify hash E E E E
E E : wverify proposer i E E E
- o 5 5
e o 5 5
E i search parent | | ‘: E E
E E{ found : | | E E
E i verify execution E E E E E
- e 5 5
E E E(Ljite transactions E E E E
5 5 s 5 5
E E E verify world state E E E E
e o 5 5
| accepted ! | . | |
¥ ¥ ¥ = | |
new transactions from network /| ! ! !
receive a new transaction )E E E E E
| dispatch to | X .’_: i
E E E E verify intergrity E
E E E | right |
E E E i accepted
T T T
new blocks minted locally / j

pack transagtions

L

seal block

i return sealed block _ 1
—_— e .

1 sign block

|
1

T

|

|

|

|

|

|

|

|

|

| |
return available transactions !
|

|

|

|

|

|

|

|

|

|

|

|

|

! _ broadcast new block

‘ Net | ‘ BlockPool | ‘ Block | ‘ Consensus | ‘ Chain | ‘szPooI | ‘ Transaction
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3.1.2 More Details

Blockchain

Model

Nebulas use accounts model instead of UTXO model. The execution of transactions will
consume gas.

Data Structure

Block Structure

- - - +

| DblockHeader | transactions | dependency |
- - - +
blockHeader: header info

transactions: transactions array

dependency: the dependency relationship among transactions

Block Header Structure

o fo——————— fom o e -
G —t———————— +

| chainid | hash | parentHash | coilnbase | timestamp -
—alg | sign |

fom fo——————— fom o e +———
G — et ———— +

fomm e Fomm e e +

| stateRoot | txsRoot | eventsRoot | consensusRoot |

fomm - e Fommm e +

chainid: chain identity the block belongs to

hash: block hash

parentHash: parent block hash

coinbase: account to receive the mint reward

timestamp: the number of nanoseconds elapsed since January 1, 1970,
—UTC

alg: the type of signature algorithm

sign: the signature of block hash

stateRoot: account state root hash

txsRoot: transactions state root hash

eventsRoot: events state root hash

consensusRoot: consensus state, including proposer and the dynasty,
—of validators

Transaction Structure

| chainid | hash | from | to |  wvalue | nonce |
—timestamp |

3.1. Design Overview 10
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o —— fom o o o e fom
o———+

o fom o +

| data | gasPrice | gasLimit |

o fomm e ——— o +

chainid: chain identity the block belongs to

hash: transaction hash

from: sender's wallet address

to: receiver's wallet address

value: transfer value

nonce: transaction nonce

timestamp: the number of seconds elapsed since January 1, 1970 UTC
alg: the type of signature algorithm

sign: the signature of block hash

data: transaction data, including the type of transaction (binary,_,
wtransfer/deploy smart contracts/call smart contracts) and payload
gasPrice: the price of each gas consumed by the transaction
gasLimit: the max gas that can be consumed by the transaction

Blockchain Update

In our opinion, Blockchain only needs to care about how to process new blocks to grow
up safely and efficiently. What’s more, Blockchain can only get new blocks in the following
two channels.

A new block from network

Because of the unstable network latency, we cannot make sure any new block received can
be linked to our current Chain directly. Thus, we need the Blocks Pool to cache new blocks.

A new block from local miner

At first, we need the Transactions Pool to cache transactions from network. Then, we
wait for a new block created by local Consensus component, such as DPoS.

No matter where a new block comes from, we use the same steps to process it as following.

3.1. Design Overview 11
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’

<the new block exists in bluckchain?)&@
inn
<the block's hash is right?)%
&-,fes
E<rr1u::nrva: transactions in the bInck?)(

l:."es

<the transaction's hash is right?

i}fes

Y <the transaction's sign is right?
WES

<the block can be wverified by the consensus aIgurithm?)rE)@

YES

yf<the block's parent exists in bInckchain?)ﬁ

[clune the block's parent's world states) [cache the block in block pcml)

Z>

2

[execute all transactions in the blucl-c:)

<the state root matches?%
l:.fes

[append the block to blucl-c:chain)

T

World State

Every block contains the current world state, consist of following four states. They are all
maintained as Merkle Trees.

3.1. Design Overview 12
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Accounts State

All accounts in current block are stored in Accounts State. Accounts are divided into two
kinds, normal account & smart contract account.

Normal Account, including
» wallet address
* balance
* nonce: account’s nonce, it will increment in steps of 1

Smart Contract AccountiijN including
* contract address
* balance
* birth place: the transaction hash where the contract is deployed

e variables: contains all variables’ values in the contract

Transactions State

All transactions submitted on chain are storage in Transactions State.

Events State

While transactions are executed, many events will be triggered. All events triggered by
transactions on chain are stored in Events State.

Consensus State

The context of consensus algorithm is stored in consensus state.
As for DPoS, the consensus state includes

 timestamp: current slot of timestamp

* proposer: current proposer

* dynasty: current dynasty of validators

Serialization

We choose Protocol Buffers to do general serialization in consideration of the following
benefits:

* Large scale proven.

3.1. Design Overview 13
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Efficiency. It omits key literals and use varints encoding.

Multi types and multilangue client support. Easy to use API.

Schema is good format for communication.

Schema is good for versioning/extension, i.e., adding new message fields or deprecating
unused ones.

Specially, we use json to do serialization in smart contract codes instead of protobuf for
the sake of readability.

Synchronization

Sometimes we will receive a block with height much higher than its current tail block.
When the gap appears, we need to sync blocks from peer nodes to catch up with them.

Nebulas provides two method to sync blocks from peers: Chunks Downloader and Block
Downloader. If the gap is bigger than 32 blocks, we’ll choose Chunk Downloader to download
a lot of blocks in chunks. Otherwise, we choose Block Downloader to download block one by
one.

Chunks Downloader

Chunk is a collection of 32 successive blocks. Chunks Downloader allows us to download
at most 10 chunks following our current tail block each time. This chunk-based mechanism
could help us minimize the number of network packets and achieve better safety.

The procedure is as following,

1. A sends its tail block to N remote peers.

2. The remote peers locate the chunk C that contains A's tail block.
Then they will send back the headers of 10 chunks, including the_

—~chunk C and 9 C's subsequent chunks, and the hash H of the 10,

—headers.

3. If A receives >N/2 same hash H, A will try to sync the chunks,

—represented by H.

4. If A has fetched all chunks represented by H and linked them on_

—chain successfully, Jump to 1.

In steps 1~3, we use majority decision to confirm the chunks on canonical chain. Then we
download the blocks in the chunks in step 4.

Note: ChunkHeader contains an array of 32 block hash and the hash of the array.
ChunkHeaders contains an array of 10 ChunkHeaders and the hash of the array.

Here is a diagram of this sync procedure:

3.1. Design Overview 14
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The Diagram of Sync Process

node peers

SyncTask SyncTasks | ‘ SyncSenvices

:Step 1: Sync ChunkHeaders :,

I
ChunkHeaders request !
(This ChunkHeaders contains many chunks' headers, and the nymber is 10 for nowl)

Y

generate |ChunkHeaders

_ ChunkHeaders

_ process ChunkHeaders

<

U
I
|
I
I
I
I
I
T
I
I
I
I
I
I
I
I
l
: verify peers

' (if it's the peer we send request to)
1,
I
I
I

verify ChunkHeaders

P

wverify if enough ChunkHeaders received
(enough consistent ChunkHeaders from peers)

nc ChunkHeaders successfully

e

:Step 2: Sync ChunkData |

request chunk data of chunks in the ChunkHeaders ome by one

) DI SRS | U DRSNS, AR | P

generate |ChunkData

_ ChunkData

process ChunkData

-
.
W

erify ChunkData

1 push blacks in ChunkData into block pool one by one

sync ChunckData succeed
(all the chunks in the ChunkHeaders received)

i

I
I
I
I
I
I
;
I
I
I
I
I
I
I
I
I
I
I
|
I
I
I
I
:
set next sync point to the new tail block |
I
I
]

SyncTask SyncTasks | ‘ SyncSenvices

He

Block Downloader

When the length gap between our local chain with the canonical chain is smaller than 32,
we’ll use Block downloader to download the missing blocks one by one.

The procedure is as following,

1. C relays the newest block B to A and A finds B's height is
—bigger than current tail block's.
2. A sends the hash of block B back to C to download B's parent
—block.
3. If A received B's parent block B', A will try to link B' with A
—'s current tail block.

If failed again, A will come back to step 2 and continue to
—~download the parent block of B'. Otherwise, finished.

3.1. Design Overview 15
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This procedure will repeat until A catch up with the canonical chain.

Here is a diagram of this download procedure:

The Diagram of Download Process

node peers
blockpool blockpool
| |
| |
R — blockdata | !
: verify bllock

<

[
' can't find parent block

[
| block height - tail block height|< 32
i (otherw|se use sync chunk projcedure)

<

downlogd parent of reveived block
(send bpck block hash and sign)

|
I
I
I
I
I
I
I
I
I
I
I
I
|
I
|
I
>
|

|

|

|

|

|

: L_ngjfitf"e request
| | :
|

|

|

|

|

|

|

I{ ________
:__E_r_tg_;:_:_are parent block data
P parent block data|
| |
blockpool blockpool

Merkle Patricia Tree

Basic: Radix Tree

Reference: https://en.wikipedia.org/wiki/Radix_tree
A Radix Tree using address as the key looks like below:
* Addresses are represented as Hex Characters
* Each node in the Tree is a 16-elements array, 16 branch-slots(0123...def)
* leaf node: value can be any binary data carried by the address
« non-leaf node: value is the hash value calculated based on the childrenAAZs data

As for a 160-bits address, the max height of the tree is 40
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‘ Reot - [null, null, null, null, null, null, hash_6, null, null, null, hash_a, null, null, null, null, null] |
//— 6 a —_—
\ [0, null ~ 14] | \ [null =9, 7, null * 8] |
0 7
¥ ¥
\ [uil, 1, null* 13] | \ [wll, 1, null* 13] |
T T
i 1
1 ¥
\ [0, null * 14, 1 |
et ¢ ! T
\ [null "2, 3, null * 13] | | [0, null * 15] |
a 3 ?
s 5
L] v
\ 0x601...a - [null * 16, value] | | 0xar108..6 - [null* 16, value] | | Oxa77f0..5 - [null * 16, value]

Problems: much space for a single entry 40 steps for each lookup

Advanced: Merkle Patricia Tree

Reference: https://github.com/ethereum/wiki/wiki/Patricia-Tree, http://gavwood.
com/Paper.pdf

In order to reduce the storage of Radix Tree. The nodes in Merkle Patricia Tree are divided
into three kinds,

* extension node: compress nodes using common prefix

* leaf node: compress nodes using unique suffix

¢ branch node: same as node in Radix Tree

Root - branch - [null, null, null, null, null, null, hash_&, null, null, null, hash_a, null, null, null, null, null}

‘/6 @

leaf - [encode(01...a), value]

13

| branch - [hash_0, null * 14, hash_f |

0 f

e ~

[ teaf - [encode(3...8). value] | | leaf - [encode(0...5), value] |

branch node, format: [i1, i2, ..., i16]

extension node, format: [encoded prefix, next to lookup]

leaf node, format: [encoded suffix, value]

How to store Merkle Patricia Tree

Key/Value Storage

hash(value) = sha3(serialize(value))
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key = hash(value)

How to update Merkle Patricia Tree

Query

DFS from top to bottom

Update, Delete or Insert

1.Query the node from top to bottom

2.update the hash along the path from bottom to top

‘ branch - [null, null, null, null, null, null, hash_8, null, null, null, hash_a, null, null, null, null, null]

/8 \a\

‘ leaf - [encode(01...a), value] | extension - [encode(71), hash next]

| branch - [hash_0, null * 14, hash f]

/O f\

| leaf - [encode(3...8), valug] ‘ ‘ leaf - [encode(0...5), value]

Performance Each operation costs O(log(n))

How to verify using Merkle Patricia Tree

Theorems

1.Same merkle trees must have same root hash.

2.Different merkle trees must have different root hash.

Using the theorems, we can verify the result of the execution of transactions.
Quick Verification

A light client, without sync huge transactions, can immediately determine the exact bal-
ance and status of any account by simply asking the network for a path from the root to the
account node.

Consensus

We think each consensus algorithm can be described as the combination of State Machine
and Fork Choice Rules.

DPoS(Delegate Proof-of-Stake)

Notice For Nebulas, the primary consensus algorithm should be PoD, the DPoS
algorithm is just a temporary solution. After the formal verification of PoD algo-
rithm, we will transition mainnet to PoD. All witness (bookkeeper/miner) of DPoS
are now accounts officially maintained by Nebulas. We will make sure a smooth
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transition from DPoS to PoD. We will create new funds to manage all the rewards
of bookkeeping. And we will NOT sell those NAS on exchanges. All NAS will be
used for building the Nebulas ecosystem, for example, rewarding DApp developers
on Nebulas. And we will provide open access to all the spending of these rewards
periodically.

As for the DPoS in Nebulas, it can also be decribed as a state machine.

State Machine

Creation W__ _ _
O timeout(15s), jump to next proposer
Lt_:unﬁrm current dynasty with 21 validators J‘

(receive a new bIokwait(lSs), jurmp to next proposer

N\ /
( Created \

Qvaiting for finality J

==15 different proposers in same dynasty create new blocks after the block

Y

( Finality ]

kc_he block won't be reverted any more _)

Fork Choice Rules

1. Always choose the longest chain as the canonical chain.

2. If A and B has the same length, we choose the one with smaller hash.

PoD (Proof-of-Devotion)

Here is a draft of PoD. The research on PoD is ongoing here.
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State Machine

Nomal

Creation
confirm current validators set

__—Teceive a valid block

—

T~__> 2/3 prepare votes

.
wote commit

collect others' commit votes

> 2/3 commit votes [+1.5x to all current validators]

final this block

receive commit vote

Dumb

\ .

S te [+1xt der] \create a new block[-1x for each validator] &
vane prepare [+1xto me]t recelve prepare vote [+ Lxto senderl | vote prepare default [+1x to me]
collect others' prepare votes /

vote Change
collect change votes

_Creation
confirm current validators set Je—
~

[ 23 change votes \

(t\msuul(lZS) /[rsmuve the dumb proposer & i
|
|

change to new proposer]

receive change vote
/

timeout(120s)

Abdication
vote Abdication
collect abdication votes

\’> 143 abdication votes
| [remove the validator]

receive abdication vote

Fork Choice Rules

y
top

1. Always to choose the chain with highest sum of commit votes.

2. If A and B has the same length, we choose the one with smaller hash.

Transaction Process Diagram

When a transaction is submitted, it is necessary to check the chain in the transaction.
Transactions that are submitted externally or have been packaged into the block are somewhat

different when doing validation.

New Transaction Process (from network, rpc)

Transactions submitted through an RPC or other node broadcast.

* Api SendRawTransaction Verification below steps when exist fail, then return err

proto verification)

check Alg is SECP256K1 (tx proto verification)

check whether fromAddr and toAddr is valid (tx proto verification)

chainID Equals, Hash Equals, Sign verify??; fail and drop;

check len of Payload <= MaxDataPaylLoadLength (tx proto verification)

0 < gasPrice <= TransactionMaxGasPrice and 0 < gasLimit <= TransactionMaxGas (tx

3.1. Design Overview

20




nebulas wiki Documentation, aRSayC 1.0

¢ check nonceOfTx > nonceOfFrom

» check Contract status is ExecutionSuccess if type of tx is TxPayloadCallType, check
toAddr is equal to fromAddr if type of tx is TxPayloadDeployType

* Transaction pool Verification

 gasPrice >= minGasPriceOfTxPool & 0 < gasLimit <= maxGasLimitOfTxPool??; fail
and drop;

* chainID Equals, Hash Equals, Sign verify??; fail and drop;

Transaction in Block Process

The transaction has been packaged into the block, and the transaction is verified after
receiving the block.

¢ Packed

e Nonce Verification: nonceOfFrom +1 == nonceOfTx ??; nonceOfTx < nonceOfFrom +1
fail and drop, nonceOfTx > nonceOfFrom +1 fail and giveback to tx pool;

* check balance >= gasLimit * gasPrice ?7; fail and drop;

* check gasLimit >= txBaseGas(MinGasCountPerTransaction +
datalLen*GasCountPerByte) ??; fail and drop;

* check payload is valid ??; fail and submit; gasConsumed is txBaseGas ( all txs passed
the step tx will be on chain)

* check gasLimit >= txBaseGas + payloasBaseGas(TxPayloadBaseGasCount[payloadType])
?77;fail and submit; gasConsumed is txGasLimit

* check balance >= gasLimit * gasPrice + value ??;fail and submit; gasConsumed is
txBaseGas + payloadsBaseGas

* transfer value from SubBalance and to AddBalance ??;fail and submit; gasConsumed is
txBaseGas + payloadsBaseGas

* check gasLimit >= txBaseGas + payloadsBaseGas + gasExecution ??;fail and submit;
gasConsumed is txGasLimit

* success submit gasConsumed is txBaseGas + payloadsBaseGas + gasExecution
* Verify
* check whether fromAddr and toAddr is valid (tx proto verification) ??; fail and submit;

* check len of Payload <= MaxDataPayL.oadLength (tx proto verification) ??; fail and
submit;

* 0 < gasPrice <= TransactionMaxGasPrice and 0 < gasLimit <= TransactionMaxGas (tx
proto verification)

* check Alg is SECP256K1 (tx proto verification) ??; fail and submit;

* chainID Equals, Hash Equals, Sign verify??; fail and drop;
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» Next steps like Transaction Packed in Block Process.

Event functionality

The Event functionality is used to make users or developers subscribe interested events.
These events are generated during the execution of the blockchain, and they record the key
execution steps and execution results of the chain. To query and verify the execution results of
transactions and smart contracts, we record these two types of events into a trie and save them
to the chain.

Event structure:

type Event struct {
Topic string // event topic, subscribe keyword
Data string // event content, a json string

After a event is generated, it will be collected for processing in eventEmitter. Users can
use the emitter subscription event. If the event is not subscribed, it will be discarded, and for
the event that has been subscribed, the new event will be discarded because of the non-blocking
mechanism, if the channel is not blocked in time.

Events list:

TopicNewTailBlock

TopicRevertBlock

TopicLibBlock

TopicPendingTransaction

TopicTransactionExecutionResult

* EventNameSpaceContract

Event Reference
TopicNewTailBlock

This event occurs when the tail block of the chain is updated.
* Topic:chain.newTailBlock
* Data:
— height: block height
— hash: block hash

— parent_hash: block parent hash

3.1. Design Overview 22



https://github.com/nebulasio/go-nebulas/blob/master/core/event.go
event.md#topicnewtailblock
event.md#topicrevertblock
event.md#topiclibblock
event.md#topicpendingtransaction
event.md#topictransactionexecutionresult
event.md#eventnamespacecontract

nebulas wiki Documentation, aRSayC 1.0

acc_root: account state root hash

timestamp: block timestamp

t x: transaction state root hash

miner: block miner

TopicRevertBlock

This event occurs when a block is revert on the chain.
* Topic:chain.revertBlock

» Data: The content of this topic is like TopicNewTailBlock data.

TopicLibBlock

This event occurs when the latest irreversible block change.
e Topic:ichain.latestIrreversibleBlock

» Data: The content of this topic is like TopicNewTailBlock data.

TopicPendingTransaction

This event occurs when a transaction is pushed into the transaction pool.
* Topic:chain.pendingTransaction
* Data:
— chainID: transaction chain id
— hash: transaction hash
— from: transaction from address string
— to: transaction to address string
— nonce: transaction nonce
— value: transaction value
— timestamp: transaction timestamp
— gasprice: transaction gas price
— gaslimit: transaction gas limit

— type: trsnaction type

3.1.

Design Overview
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TopicTransactionExecutionResult

This event occurs when the end of a transaction is executed. This event will be recorded
on the chain, and users can query with RPC interface GetEventsByHash.

This event records the execution results of the transaction and is very important.
e Topic:ichain.transactionResult

e Data:

hash: transaction hash

status: transaction status, O failed, 1success, 2 pending

gasUsed: transaction gas used

error: transaction execution error. If the transaction is executed successfully, the
field is empty.

EventNameSpaceContract

This event occurs when the contract is executed. When the contract is executed, the con-
tract can record several events in the execution process. If the contract is successful, these
events will be recorded on the chain and can be subscribed, and the event of the contract will
not be recorded at the time of the failure. This event will also be recorded on the chain, and
users can query with RPC interface GetEventsByHash.

* Topic:chain.contract. [topic] The topic of the contract event has a prefix
chain.contract., the content is defined by the contract writer.

» Data: The content of contract event is defined by contract writer.

Subscribe

All events can be subscribed and the cloud chain provides a subscription RPC interface
Subscribe. It should be noted that the event subscription is a non-blocking mechanism. New
events will be discarded when the RPC interface is not handled in time.

Query

Only events recorded on the chain can be queried using the RPC interface GetEventsBy-
Hash. Current events that can be queried include:

* TopicTransactionExecutionResult

* EventNameSpaceContract
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Transaction Gas

In Nebulas, either a normal transaction which transfer balance or a smart contract deploy
& call burns gas, and charged from the balance of from address. A transaction contains two
gas parameters gasPrice and gasLimit :

* gasPrice: the price of per gas.
* gasLimit: the limit of gas use.

The actual gas consumption of a transaction is the value: gasPrice * gasUsed, which
will be the reward to the miner coinbase. The gasUsed value must less than or equal to the
gasLimit. Transaction’s gasUsed can be estimate by RPC interface estimategas and store
in transaction’s execution result event.

Design reason

Users want to avoid gas costs when the transaction is packaged. Like Bitcoin and
Ethereum, Nebulas GAS is used for transaction fee, it have two major purposes:

* As a rewards for minter, to incentive them to pack transactions. The packaging of the
transaction costs the computing resources, especially the execution of the contract, so the
user needs to pay for the transaction.

* As a cost for attackers. The DDOS attach is quite cheap in Internet, black hackers hijack
user’s computer to send large network volume to target server. In Bitcoin and Ethereum
network, each transaction must be paid, that significant raise the cost of attack.

Gas constitution

When users submit a transaction, gas will be burned at these aspects:

* transaction submition

* transaction data storage

* transaction payload addition

* transaction payload execution(smartcontract execution)

In all these aspects, the power and resources of the net will be consumed and the miners
will need to be paid.

Transaction submition

A transaction’s submition will add a transaction to the tail block. Miners use resources to
record the deal and need to be paid. It will burn a fixed number of gas, that would be defined
in code as the following:
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// TransactionGas default gas for normal transaction
TransactionGas = 20000

If the transaction verifies failed, the gas and value transfer will rollback.

Transaction data storage

When deploying a contract or call contract’s method, the raw data of contract execution
save in the transaction’s data filed, which cost the storage of resources on the chain. A formula
to calculate gas:

TransactionDataGas = 1

len(data) = TransactionDataGas

The TransactionDataGas is a fixed number of gas defined in code.

Different types of transactions’ payload have different gas consumption when executed.
The types of transactions currently supported by nebulas are as follows:

* binary: The binary type of transaction allows users to attach binary data to trans-
action execution. These binary data do not do any processing when the transaction is
executed.

— The fixed number of gas defined 0.

* deploy & call: The deploy and call type of transaction allows users to deploy
smart contract on nebulas. Nebulas must start nvm to execute the contract, so these types
of transction must paid for the nvm start.

— The fixed number of gas defined 60.

Transaction payload execution(Smart contract deploy & call)

The binary type of transaction do not do any processing when the transaction is exe-
cuted, so the execution need not be paid.

When a smart contract deploys or call in transaction submition, the contract execution will
consume miner’s computer resources and may store data on the chain.

* execution instructions: Every contract execution cost the miner’s computer resources,
the v8 instruction counter calculates the execution instructions. The limit of execution
instructions will prevent the excessive consumption of computer computing power and
the generation of the death cycle.

* contract storage: The smart contract’s LocalContractStorage which storage
contract objects also burn gas. Only one gas per 32 bytes is consumed when
stored(set/put), get or delete not burns gas.

The limit of contract execution is:
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gasLimit - TransactionGas - len(data) = TransactionDataGas —_
—TransactionPayloadGasCount [type]

Gas Count Matrix

The gas count matrix of smart contract execution

| Operator | Gas Count/Opt. | Description | | — | —: | :— | | Binary | 1 | Binary & logical
operator | | Load | 2 | Load from memory | | Store | 2 | Save to memory | | Return | 2 | Return
value, save to memory | | Call (inner) | 4 | Call functions in the same Smart Contract | | Call
(external) | 100 | Call functions from other Smart Contract |

| Expression | Sample Code | Binary Opt. | Load Opt. | Store Opt. | Return Opt. | Call
(inner) Opt. | Gas Count | | [ | — | :— | —: | —: | —: | —: | —: | —: | | CallExpression | a(x, y) |
OlOITTITITI8IITT AssignmentExpression | x&=y 11011101013 1111 BinaryExpression |
x==y | 1101011101311l UpdateExpression|x++ 111011101013 11| UnaryExpression |
x+y 11010111013 111lLogicalExpression|x|lyl110101110131IMemberExpression|x.y
[OIT101110141111 NewExpression|new X()10[0I1111118111lThrowStatement | throw
x1010101111161111MetaProperty | new.target |01 110111014 111l ConditionalExpression
[x?y:z1 1101011101311 YieldExpression|yieldx 0101011111611 Eventl1010101
0101201111 Storage!l 101010101011 gas/bit!!]

Tips

In nebulas, the transaction pool of each node has a minimum and maximum gasPrice
and maximum gasLimit value. If transaction’s gasPrice is not in the range of the pool’s
gasPrice orthe gasLimit greater than the pool’s gasLimit the transaction will be refused.

Transaction pool gasPrice and gasLimit configuration:
* gasPrice

— minimum: The minimum gasPrice can be set in the configuration file. If the mini-
mum value is not configured, the default value is 1000000(10"6).

— maximum: The maximum gasPrice is 1000000000000(10712), transaction
pool’s maximum configuration and transaction’s gasPrice can’t be overflow.

* gasLimit
— minimum: The transaction’s minimum gasLimit must greater than zero.

— maximum: The maximum gasPrice is 50000000000(50*1079), transaction
pool’s maximum configuration and transaction’s gasLimit can’t be overflow.
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Logs

Introduction

Nebulas provides two kinds of logs: console log & verbose log.

Console Log

Console Log(CLog) is used to help you understand which job Neb is working on now,
including start/stop components, receive new blocks on chain, do synchronization and so on.

* CLog will print all logs to stdout & log files both. You can check them in your standard
output directly.

Nebulas console log statements

// log level can be "Info', Warning , Error’
logging.CLog () .Info("")

Startup specifications

Nebulas start service should give a console log, the logs should before the service start.
The log format just like this:

logging.CLog () .Info("Starting xxx...")

Stopping specifications

Nebulas stop service should give a console log, the logs should before the service stoped.
The log format just like this:

logging.CLog () .Info ("Stopping xxx...")

Verbose Log

Verbose Log(VLog) is used to help you understant how Neb works on current job, includ-
ing how to verifiy new blocks, how to discover new nodes, how to mint and so on.

* VLog will print logs to log files only. You can check them in your log folders if needed.

What’r more, you can set your concerned level to VLog to filter informations. The level
filter follows the priority as Debug &It; Info &It; Warn &lt; Error &lt; Fatal.
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Hookers

By default, Function hookers & FileRotate hookers are added to CLog & VLog both.

FunctionNameHooker

FunctionHooker will append current caller’s function name & code line to the loggers.
The result looks like this,

time="2018-01-03T20:20:52+08:00”  level=info  msg="node init  suc-
cess” file=net_service.go func=p2p.NewNetManager line=137
node.listen="[0.0.0.0:10001]*

FileRotateHooker

FileRotateHooker will split logs into many smaller segments by time. By default, all logs
will be rotated every 1 hour. The log folder looks like this,

neb-2018010415.1og neb-2018010416.log neb.log - &gt;  /path/to/neb-
2018010415.1og

If you have any suggestions about logs, please feel free to submit issues on our wiki repo.
Thanks!

Nebulas Address Design

Nebulas address system is carefully designed. As you will see below, both account and
smart contract address are strings starting with a “n”, which could be thought of as our faith
Nebulas/NAS.

Account Address

Similar to Bitcoin and Ethereum, Nebulas also adopts elliptic curve algorithm as its basic
encryption algorithm for Nebulas accounts. The address is derived from public key, which is
in turn derived from the private key that encrypted with user’s passphrase.Also we have the
checksum design aiming to prevent a user from sending Nas to a wrong user account acciden-
tally due to entry of several incorrect characters.

The specific calculation formula is as follows:

1. content = ripemdl60 (sha3_256 (public key))
length: 20 bytes

to——————— e fom +
2. checksum = sha3_256( | 0x19 + 0x57 | content |
) [:14]

fomm————— fo——————— fom +

length: 4 bytes
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- +———— o ———— +————
————— +
3. address = baseb58/( | 0x19 | 0x57 | content (I
—~checksum | IijL’

- - o +————
————— +

length: 35 chars

0x57 is a one-byte “type code” for account address, 0x19 is a one-byte fixed “padding”

At this stage, Nebulas just adopts the normal bitcoin base58 encoding schema. A valid
address is like: n1TV3sU6jyzR4rJID7jCAmtVGSntJagXZHC

Smart Contract Address

Calculating contract address differs slightly from account, passphrase of contract sender
is not required but address & nonce. For more information, please check smart contract and
rpe.sendTransaction. Calculation formula is as follows:

1. content = ripemdl60 (sha3_256 (tx.from, tx.nonce))
length: 20 bytes
e e Fom +
2. checksum = sha3 256 ( | 0x19 | 0x58 + content |
) [:4]
e e o +
length: 4 bytes
- - ———— -
o=t
3. address = baseb8( | 0x19 | 0x58 | content |
—checksum | IijL’
- e ———— -
G————t

length: 35 chars

0x58 is a one-byte “type code” for smart contract address, 0x19 is a one-byte fixed
“padding”

A valid address is like: nlsLnoc7j57YfzAVP8tJ3yK5a2i56QrTDdK
DIP (TBD)
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3.2 How to Develop

3.2.1 Contribution Guideline

The go-nebulas project welcomes all contributors. The process of contributing to the Go
project may be different than many projects you are used to. This document is intended as
a guide to help you through the contribution process. This guide assumes you have a basic
understanding of Git and Go.

Becoming a contributor

Before you can contribute to the go-nebulas project you need to setup a few prerequisites.
Contributor License Agreement

TBD.
Preparing a Development Environment for Contributing
Setting up dependent tools

1. Go dependency management tool

dep is an (not-yet) official dependency management tool for Go. go-nebulas project use it
to management all dependencies.

For more information, please visit https://github.com/golang/dep

2. Linter for Go source code

Golint is official linter for Go source code. Every Go source file in go-nebulas must be
satisfied the style guideline. The mechanically checkable items in style guideline are listed in
Effective Go and the CodeReviewComments wiki page.

For more information about Golint, please visit https://github.com/golang/lint.

3. XUnit output for Go Test

Go2xunit could convert go test output to XUnit compatible XML output used in Jenk-
ins/Hudson.
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Making a Contribution

Discuss your design

The project welcomes submissions but please let everyone know what you’re working on
if you want to change or add to the go-nebulas project.

Before undertaking to write something new for the go-nebulas, please file an issue (or
claim an existing issue). Significant changes must go through the change proposal process
before they can be accepted.

This process gives everyone a chance to validate the design, helps prevent duplication of
effort, and ensures that the idea fits inside the goals for the language and tools. It also checks
that the design is sound before code is written; the code review tool is not the place for high-
level discussions.

Besides that, you can have an instant discussion with core developers in developers chan-
nel of Nebulas.IO on Slack.

Making a change
Getting Go Source

First you need to fork and have a local copy of the source checked out from the forked
repository.

You should checkout the go-nebulas source repo inside your SGOPATH. Go to $§GOPATH
run the following command in a terminal.

mkdir -p src/github.com/nebulasio

cd src/github.com/nebulasio

git clone git@github.com: {your_github_id}/go—-nebulas.git
cd go-nebulas

vr Ur O U

Contributing to the main repo

Most Go installations project use a release branch, but new changes should only be made
based on the develop branch. (They may be applied later to a release branch as part of the
release process, but most contributors won’t do this themselves.) Before making a change,
make sure you start on the develop branch:

$ git checkout develop
$ git pull
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Make your changes

The entire checked-out tree is editable. Make your changes as you see fit ensuring that
you create appropriate tests along with your changes. Test your changes as you go.

Copyright

Files in the go-nebulas repository don’t list author names, both to avoid clutter and to
avoid having to keep the lists up to date. Instead, your name will appear in the change log and
in the CONTRIBUTORS file and perhaps the AUTHORS file. These files are automatically
generated from the commit logs perodically. The AUTHORS file defines who 4AIIThe go-
nebulas AuthorsaAlaATthe copyright holdersaATare.

New files that you contribute should use the standard copyright header:

// Copyright (C) 2017 go—-nebulas authors

//

// This file is part of the go-nebulas library.

//

// the go-nebulas library is free software: you can redistribute it
—and/or modify

// it under the terms of the GNU General Public License as,_
—published by

// the Free Software Foundation, either version 3 of the License, or
// (at your option) any later version.

//

// the go-nebulas library is distributed in the hope that it will_
—be useful,

// but WITHOUT ANY WARRANTY; without even the implied warranty of

// MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

// GNU General Public License for more details.

//

// You should have received a copy of the GNU General Public License
// along with the go-nebulas library. If not, see <http://www.gnu.
—org/licenses/>.

//

Files in the repository are copyright the year they are added. Do not update the copyright
year on files that you change.

Goimports, Golint and Govet

Every Go source file in go-nebulas must pass Goimports, Golint and Govet check. Golint
check the style mistakes, we should fix all style mistakes, including comments/docs. Govet
reports suspicious constructs, we should fix all issues as well.

Run following command to check your code:
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S make fmt lint vet

lint.report text file is the Golint report, vet.report text file is the Govet report.

Testing

You’ve written test code, tested your code before sending code out for review, run all the
tests for the whole tree to make sure the changes don’t break other packages or programs:

S make test

test.report text file or test.report.xml XML file is the testing report.

Commit your changes

The most importance of committing changes is the commit message. Git will open an
editor for a commit message. The file will look like:

Please enter the commit message for your changes. Lines starting
with "#' will be ignored, and an empty message aborts the commit.
On branch foo
Changes not staged for commit:

modified: editedfile.go

HH= FH FH FH =

At the beginning of this file is a blank line; replace it with a thorough description of
your change. The first line of the change description is conventionally a one-line summary
of the change, prefixed by the primary affected package, and is used as the subject for code
review email. It should complete the sentence “This change modifies Go to _.” The rest of
the description elaborates and should provide context for the change and explain what it does.
Write in complete sentences with correct punctuation, just like for your comments in Go. If
there is a helpful reference, mention it here. If you’ve fixed an issue, reference it by number
with a # before it.

After editing, the template might now read:

math: improve Sin, Cos and Tan precision for very large arguments
The existing implementation has poor numerical properties for
large arguments, so use the McGillicutty algorithm to improve

accuracy above 1el0.

The algorithm is described at http://wikipedia.org/wiki/
—McGillicutty_Algorithm

Fixes #159

# Please enter the commit message for your changes. Lines starting
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# with '"#' will be ignored, and an empty message aborts the commit.
# On branch foo

# Changes not staged for commit:

# modified: editedfile.go

#

The commented section of the file lists all the modified files in your client. It is best to keep
unrelated changes in different commits, so if you see a file listed that should not be included,
abort the command and move that file to a different branch.

The special notation “Fixes #159” associates the change with issue 159 in the go-nebulas
issue tracker. When this change is eventually applied, the issue tracker will automatically mark
the issue as fixed. (There are several such conventions, described in detail in the GitHub Issue
Tracker documentation.)

Creating a Pull Request

For more information about creating a pull request, please refer to the Create a Pull Re-
quest in Github page.

3.2.2 How to debug Go-Nebulas project

4jlJeAEiijZWenbo Liu aries.lwb @ gmail.com, July 17, 2017

Go-NebulaséazcZGalJTal AiijZhttps://github.com/nebulasio/go-nebulas. git
c6AazN

e£Zngg§lz£UGa§i'aiOMac OSX &SN Ubuntug§zgz§11JNgoAalTaZN<;ZIa¢Ca,IerCer’[Go—
Nebulaseangouj Nayze@AazNgz.ayL ¢ gl&Uzaa§IerCerTnJ ZdlvaS;izd eaNefCerTiijNGogland
IDE&iCefTiijNi#zeaREVisual Studio CodediCerTaAC

erCerTaZiDelveadL e¢E

ALJI Mac OSX ayLaGL e¢EDelve
Goo gleaoYanzayz golan ggZDerCéfTacNaleTl gdbuJNa‘ EaeYrdelveaeYrant ARLEACZDeiCerTaZliij
NebulasaACanoeAZgZD goeangoeeYraRrazegZDuJNaEua 194 SgOfafézeréfCéfIGo-

NebulaseangozeUouNzeUlngeeUaee§TaAIJ 4;RiijNiijZaeiye£Thangi; RaAC=LSiz1ia£EEqz420 githubaytL.a
binaryiijNeméétd 3eCayNiijZ

aEL¢TIHomebrewasL e¢Eel L bugcZDDelveiijZ

brew install go-delve/delve/delve
rm /usr/local/bin/dlv
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461 eCEemd 211 éU66¢Y ¢ZDDelveiijNaEGasdarse Y iy zazEesr 6CayoalSaznall IMacell 724714y cm,
certefAizeaACieCadllijieGlatiseDEeDReZACRRcZD 2L NALIAL Zaz7ef AdizeiijNiz§ AR fizé i yme TIA6L &K
//github.com/derekparker/delve/blob/v0.12.2/Documentation/installation/
osx/install.md¢ZDaARCreate a self-signed certificatedASaAC
chinazNeelarmaS;izd e Y iy za7EALaéZd £ Zayte JL 6U66¢ Y ¢ZDdlv bina-
ryiijNel SiziiélJAee AizOx7RciAcijUeiSaGziy AiytemicadeZDel LaelliiijNaziay TALr ¢ TIHomebewiy zz]
ayNejjeZRazEcaA

mkdir -p /Users/xxx/go-delve/src/github.com/derekparker
cd /Users/xxx/go-delve/src/github.com/derekparker
git clone https://github.com/derekparker/delve.git

al.7azzay Aaytayt 2 UtdeUGiziad 7iijNazOgithubayNe; izéciAGACasie DRe UGiziad zijme iGasicz
not foundiACAEGA6CECIALE iz izembeGatse ) 23Z1cOracCes; ¢;6aAC

cijUerS

export GOPATH=/Users/xxx/go-delve
cd /Users/xxx/go—-delve/src/github.com/derekparker/delve
make install

arTersiijZaGrcOraeCayNaeRRed 7iijNeale YOcijUeiS2 LR AL §iijZ

scripts/gencert.sh || (echo "An error occurred when generating and
—~installing a new certicate"; exit 1)

go install -1ldflags="-s" github.com/derekparker/delve/cmd/dlv
codesign -s "dlv-cert" /Users/xxx/go-delve/bin/dlv

¢DaaROcp /Users/liuwb/go-delve/bin/dlv/usr/local/bin/iijNabE.¢ijUefSag;¢cZDdlvaNuet is£Z/usr/local/!
debuggeraACe;SaE&aS;azd dlv versioniijNagCadlleC|xmcayye£ReaNiijNa Y cd zcL LelliaRbiijNert 2 YO
ALJI Ubuntu dyEA6Le¢EDelve

go get —-u github.com/derekparker/delve/cmd/dlv

4jNe;;Go-NebulasatéciNazéciA,

mkdir /Users/xxx/workspace/blockchain/src/github.com/nebulasio/
cd /Users/xxx/workspace/blockchain/src/github.com/nebulasio/
git clone https://github.com/nebulasio/go-nebulas.git

al.Zazzay Aaytiyt 2 UlieUGaziad ziijNazOgithubayNe; jizéciAGACesieDR2 UGiziad ziyjmeiGasicr

DelveaS;izd’ eaNer CerT aeCedl)i; 3iz88L meTigdberCerTe£ GCeINaZRiijNaf2dIvaS; dzd eaNerCefT¢Z
//github.com/derekparker/delve/blob/master/Documentation/usage/dlv.md
&£76GNaRtizNczmdebugéClalLEaAC

&, SaEsaeCayNaS dzd e£ZAEserCer T
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export GOPATH=/Users/xxx/workspace/blockchain/

cd /Users/xxx/workspace/blockchain/

dlv debug github.com/nebulasio/go-nebulas/cmd/neb -- --config /
—Users/xxx/workspace/blockchain/src/github.com/nebulasio/go-
—nebulas/conf/default/config.conf

e£ReaNzUneiicZDerliijNiijZe£ZaE&debug sessioniijZ

Type 'help' for list of commands.
(dlv)

elSiziiel S¢6UallinebeZDAG 2 THESAR S ¢ 62 UmcCriijNe, SaEsaS dzd’

(dlv) break main.neb

Breakpoint 1 set at 0x4ba6798 for main.neb () ./src/github.com/
—nebulasio/go-nebulas/cmd/neb/main.go:80

(dlv)

diveiCerTaZlzRRed 7i78ca ASFEAIT Icmd/neb/main. go¢ZDeaNAaR i80eaNaA LY RiijNeasizDRe£Za2 Uting

(dlv) continue

> main.neb () ./src/github.com/nebulasio/go-nebulas/cmd/neb/main.
—~go0:80 (hits goroutine(l):1 total:1) (PC: 0x4ba6798)
75: sort.Sort (cli.CommandsByName (app.Commands) )
76:
77 app.Run (os.Args)
78: }
79:
=> 80: func neb (ctx xcli.Context) error ({
81: n, err := makeNeb (ctx)
82: if err !'= nil {
83: return err
84 : }
85:

®§8cIINaRY éGRiijNaRf¢ TlprintaS;izdiijZ

(dlv) print ctx
*github.com/nebulasio/go—-nebulas/vendor/github.com/urfave/cli.
—~Context {

App: *github.com/nebulasio/go-nebulas/vendor/github.com/urfave/

—cli.App |
Name: "neb",
HelpName: "debug",
Usage: "the go-nebulas command line interface",
UsageText: "",
ArgsUsage: "",
Version: ", branch , commit ",
Description: "",
Commands: []github.com/nebulasio/go-nebulas/vendor/github.

—com/urfave/cli.Command len: 11, cap: 18, [
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(*github.com/nebulasio/go—nebulas/vendor/github.com/
—urfave/cli.Command) (0xc4201£4000),

(*github.com/nebulasio/go—nebulas/vendor/github.com/
—urfave/cli.Command) (0xc4201£4128),

(xgithub.com/nebulasio/go—-nebulas/vendor/github.com/
—urfave/cli.Command) (0xc4201£f4250),

(xgithub.com/nebulasio/go-nebulas/vendor/github.com/
—urfave/cli.Command) (0xc4201£4378),

(xgithub.com/nebulasio/go-nebulas/vendor/github.com/
wurfave/cli.Command) (0xc4201£44a0),

&/t ad' ZebL AxllietDzUZiijNeriaRCeAC https://github.com/derekparker/
delve/tree/master/Documentation/cli https://blog.gopheracademy.com/advent-2015/

debugging-with-delve/ http://hustcat.github.io/getting-started-with-delve/

Visual Studio CodeefCerT

Visual Studio Codez Y14, 68;faEnaRyaRSayCeZDeniazsaR az¢ciAcijUe; SatsaEiijNayNe; ;A al AiijZ
//code.visualstudio.com/Download VS CodeélJAee AL e¢EGozR Sizii

n: Go — geth

Extension: Go X

Go

Go 0.662

Rich Go language support for Visual... ) lukehoban | g> 912676 Kk Kk * kK | License
1

lukehoban
Rich Go language support for Visual Studio Code
Go Themes (playground & . LI R sua He -
Themes that minics play.gola Disable¥ Uninstall
Install

Rails Go to Spec 0.0.1

Contrib
Switch between code and spec in R... Detslls Contrib

2L SaijAzUGiziad 2/Users/xxx/workspace/blockchain/src/github.com/nebulasio/go-
nebulas/iijNAalIl.vscodee UGizlidd ZayNALZazz4yd ayte UGizisettings.jsonaSNlaunch.jsondAC

[

settings.jsoneUGizGaEE467ii]Z

// Place your settings in this file to overwrite default and user,

—settings.

{
"go.gopath": "/Users/xxx/workspace/blockchain/",
"go.formatOnSave": true,

"go.gocodeAutoBuild": false,
"go.toolsGopath": "/Users/xxx/workspace/gotools",
"explorer.openEditors.visible": O,

go.toolsGopatha Yfanalysis toolsadL e¢E¢ZDalTal AiijNaR iz e NGa6Zayzaz24; TeZ64; TiijNe£Zaz7Zan
toolsaRfidz¢4; ZaEGa6CworkspaceaEsdaznaAC

launch.jsoneUG#zGaEEa67iij

"version": "0.2.0",
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"configurations": [
{
"name": "Launch",
"type": "gO"

"request": "launch",
"mode": "debug",
"program": "${workspaceRoot}/cmd/neb",

"env": {

"GOPATH": "/Users/xxx/workspace/blockchain/"
b
"args": [

"-—config",
"/Users/xxx/workspace/blockchain/src/github.com/
onebulasio/go-nebulas/conf/default/config.conf"

1y

"showLog": true

® main.go - go-nebulas - Visual Studio Code
it p Launch v £ [ maingo x = p Q@ ¥ 1+ § =

*= blockDumpCommand,
p serializeCommand,

nebulasio/go-neb.. }

rror> sort.Sort(cli.CommandsByName (app.Commands) )

%

app.Run(os.Args)

® 4 MR

4 main.neb  [E BREAKPOINT BE{# BT e e M

=1 n, err makeNeb (ctx
[..l main.neb main.go [E8 i ¢ )
¢ err nil {

asio/go-nebulas/ven err
/go-nebulas/ven }
main.go 77

logging.Init(n.Config().App.LogFile, n.Config()

¢DaROijNaraRH7831jAd£CcZDAR R INebulasizeciAFCerTazN2 UEiij A

3.2.3 debuging-with-gdb
OverView

Last week we found a lot of 4AIJFailed to update latest irreversible block.4Al in neb
log with Leon. The reference code (nebulasio/go-nebulas/core/blockchain.go updateLatestlrre-
versibleBlock ) 1ijN in the code we found the cur variable is not equal to the tail variable , why?
to find the cause, we try to use tool to dynamically display variable information and facilitate
single-step debugging.
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Goroutines

In c++ program we often use gbd to debug, so we think why not to use gdb to debug golang
program . First we try to look up the BlockChain loop goroutine state and print the variables .

In c++ we all use info threads and thread x to show thread info but in the golang
program iijNwe should use info goroutines and goroutine xx bt to displays the
current list of running goroutines.

(gdb) info goroutines Undefined info command: “goroutines”. Try “help info”.
(gdb) source /usr/local/go/src/runtime/runtime-gdb.py Loading Go Runtime support. (gdb)
info goroutines

waiting runtime.gopark
waiting runtime.gopark
waiting runtime.gopark
waiting runtime.gopark
syscall runtime.notetsleepg
syscall runtime.notetsleepg

~N o o w N

waiting runtime.gopark

(gdb) goroutine 84 bt

#0 runtime.gopark (unlockf={void (struct runtime.g , wvoid , bool
—*x)} 0xcd20c57¢c80, lock=0x0, reason="select", traceEv=24 '\030',
—traceskip=1) at /data/packages/go/src/runtime/proc.go:288

#1 0x0000000000440fd9 in runtime.selectgo (sel=0xc420c57f48, ~
-r1=842353656960) at /data/packages/go/src/runtime/select.go:395

#2 0x0000000000ad2d73 in github.com/nebulasio/go—nebulas/core.

< (*BlockChain) .loop (bc=0xc4202c6320)at /neb/golang/src/github.com/
—nebulasio/go-nebulas/core/blockchain.go:184

#3 0x0000000000460421 in runtime.goexit () at /data/packages/go/
wsrc/runtime/asm_amd64.s:2337
#4 ...,

But neb has too many goroutines, we dondAZt kown which one , we give up

BreakPoints

Second we try to set break point to debug
(gdb)b blockchain.go:381

Breakpoint 2 at 0Oxad4373: file  /neb/golang/src/github.com/nebulasio/go-
nebulas/core/blockchain.go, line 381.

(gdb)b core/blockchain.go:390

Breakpoint 3 at Oxad44c6: file  /neb/golang/src/github.com/nebulasio/go-
nebulas/core/blockchain.go, line 390.

(gdb) info breakpoints // show all breakpoints
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(gdb) d 2 //delete No 2 breakpoint

Now let the neb continue its execution until the next breakpoint, enter the ¢ command:
(gdb) c Continuing

Thread 6 "neb" hit Breakpoint 2, github.com/nebulasio/go-nebulas/
—core. (xBlockChain) .updatelLatestIrreversibleBlock (bc=0xc4202c6320,
— tall=0xc4244198c0)

at /neb/golang/src/github.com/nebulasio/go-nebulas/core/blockchain.
—go:382

382 miners := make (map[string

now we can use p(print) to print variables value

(gdb) "p cur’

$2 = (struct github.com/nebulasio/go-nebulas/core.Block x)
—~0xcd420716£90

(gdb) "p cur.height’

$3 =0

(gdb) "p bc’

$4 = (struct github.com/nebulasio/go-nebulas/core.BlockChain *)
—0xc4202c6320

(gdb) "p bc.latestIrreversibleBlock®

$5 = (struct github.com/nebulasio/go-nebulas/core.Block x)
—0xc4240bbb00

(gdb) "p bc.latestIrreversibleBlock.height”

$6 = 51743

(gdb) "p tail’

$7 = (struct github.com/nebulasio/go-nebulas/core.Block x)
—0xc4244198c0

(gdb) "p tail.height’

$8 = 51749

now we can use info goroutines again, to find current goroutine. info goroutines
with the * indicating the current execution, so we find the current goroutine nunmber quickly.

the next breakpoint we can use ¢ command , so we found the cur and lib is not equal,
because of length of the miners is less than ConsensusSizeiijN In the loop the cur change to the
parent block .

Other

When compiling Go programs, the following points require particular attention:
* Using -ldflags “-s” will prevent the standard debugging information from being printed

* Using -gcflags “~-N-1"” will prevent Go from performing some of its automated optimiza-
tions -optimizations of aggregate variables, functions, etc. These optimizations can make
it very difficult for GDB to do its job, so it’s best to disable them at compile time using
these flags.
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References
* Debugging with GDB

« GDBerCerTGOcINazZR

3.2.4 neb-dont-generate-coredump-file

OverView

During Testing, neb may be crash, and we want to get the coredump file which could help
us to find the reason. However, neb don’t generate coredump file by default. We can find the
crash log in /var/log/apport.log when a crash occurred:

"called for pid 10110, signal 11, core limit 0, dump mode 1 "

The coredump file is very very important, it can serve as useful debugging aids in several
situations, and help us to debug quickly. Therefore we should make neb to generate coredump
file.

Set the core file size

We can use ulimit —a command to show core file size. If it’s size is zero, which
means coredump file is disabled, then we should set a value for core file size. for temporarily
change we can use ulimit -c unlimited , and for permanently change we can edit /
etc/security/limits.conf file, it will take effect after reboot or command sysct1

-p.

<domain> <type> <item> <value>
* soft core unlimited

But these ways are’t work, neb still can’t generate coredump file and cat /proc/
$pid/limits always “Max core file size 0”

Why? Why? Why? It doesn’t Work
1. If the setting is wrong? Just try a c++ programe build, run it and we can find that it can
generate coredump.
2. Neb is started by supervisord, is it caused by supervisordiij§
3. Try to start neb without supervisord, then the neb coredump is generated!

4. Yes, the reason is supervisord, then we can google “supervisord+coredump” to solve it.
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Solution

Supervisord only set RLIMIT_NOFILE, RLIMIT_NOPROC by set_rlimits , others are
seted default O 1. modify supervisord code options.py in 1293 line

vim /usr/lib/python2.6/site—-packages/supervisor/options.py

soft, hard = resource.getrlimit (resource.RLIMIT_CORE)
resource.setrlimit (resource.RLIMIT_CORE, (-1, hard))

1. restart supervisord and it works .

Other seetings

You can also change the name and path of coredump file by changing file /proc/sys/
kernel/core_pattern:

echo "/neb/app/core—-%e-%p-%t" > /proc/sys/kernel/core_pattern

%p: pid

%$: '%$' is dropped

%$%: output one '%'
%u: uid

%g: gid

%$s: signal number

%t: UNIX time of dump
%h: hostname

%e: executable filename
%: both are dropped
References

* supervisord coredump

* core_pattern

3.3 Tutorials

English 101
e Installation (thanks Victor)

* Sending a Transaction (thanks Victor)

Writing Smart Contract in JavaScript (thanks otto)

Introducing Smart Contract Storage (thanks Victor)
* Interacting with Nebulas by RPC API (thanks Victor)
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3.3.1 Nebulas 101 - 01 Compile and Install Nebulas

YouTube Tutorial

The project code for Nebulas has been released in several versions and tested to run locally.
You can download the Nebulas source code to compile the private chain locally.

To learn about Nebulas, please read the Nebulas Non-Technical White Paper.

To learn about the technology, please read the Nebulas Technical White Paper and the
Nebulas github code.

Nebulas can only runs on Mac and Linux at this stage. The Windows version will
be coming soon.

Golang Environment

Nebulas is implemented in Golang now.

| Components | Version | Description | | — | — | — | | Golang | &gt; = 1.9.2 | The Go
Programming Language |

Mac OSX

Homebrew is recommended for installing golang on Mac.

# install
brew install go

# environment variables
export GOPATH=/path/to/workspace

Notice:GOPATH is a local golang working directory which could be decided by
youself. After GOPATH is configured, your go projects need to be placed in
GOPATH directory.
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Linux

# download
wget https://dl.google.com/go/gol.9.3.1linux-amdé64.tar.gz

# extract
tar -C /usr/local -xzf gol.9.3.linux-amdé64.tar.gz

# environment variables
export PATH=SPATH:/usr/local/go/bin
export GOPATH=/path/to/workspace

Compile Nebulas

Download

Clone source code with the following commands.

# enter workspace
mkdir -p $GOPATH/src/github.com/nebulasio
cd SGOPATH/src/github.com/nebulasio

# download
git clone https://github.com/nebulasio/go-nebulas.git

# enter repository
cd go—-nebulas

# master branch is most stable
git checkout master

Install RocksDB

OS X:

¢ Install rocksdb via Homebrew

brew install rocksdb

¢ Linux - Ubuntu

* Install Dependencies

apt—-get update
apt-get -y install build-essential libgflags-dev libsnappy-dev,_
—zliblg-dev libbz2-dev liblz4-dev libzstd-dev

* Install rocksdb by source code:
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git clone https://github.com/facebook/rocksdb.git
cd rocksdb && make shared_lib && make install-shared

¢ Linux - Centos

* Install Dependencies

yum -y install epel-release && yum -y update
yum -y install gflags—-devel snappy-devel zlib-devel bzip2-devel
—gcc—c++ libstdc++-devel

Install rocksdb by source code:

git clone https://github.com/facebook/rocksdb.git
cd rocksdb & make shared_lib && make install-shared

Install Go Dependencies

Go dependencies in Go-Nebulas is managed by Dep.
| Components | Version | Description | | — | — | —|

Dep | &gt; = 0.3.1 | Dep is a dependency management tool for Go. |

Install Dep

Mac OSX

Install Dep via Homebrew

brew install dep
brew upgrade dep

¢ Linux

Install dep

cd /usr/local/bin/

wget https://github.com/golang/dep/releases/download/v0.3.2/dep-
—~linux-amd64

In -s dep-linux—amdé64 dep

Download Dependencies

Switch to the root directory of the project to download dependencies for Go-Nebulas:

cd SGOPATH/src/github.com/nebulasio/go—nebulas
make dep
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make dep downloads lots of dependencies. It might take a long time to down-
load for the first time. Some dependencies may fail to download. If you can not
download, you can directly download the zipped dependency files generated by
dep vendor.tar.gz and extract it to the nebulas root directory.

vendor.tar.gz
MD5: c2clff9311332f90el11£fb81b48cal984

Nebulas’s NVM (Nebulas Virtual Machine) depends on the V8 JavaScript engine. We’ve
built the v8 dependencies for Mac/Linux. Run the following commands to install them.

cd /src/github.com/nebulasio/go—-nebulas
make deploy-v8

Build Neb

You can now build the executable for Nebulas after golang dependencies and V8 depen-
dency packages is installed.

Build under the project root directory:

cd /src/github.com/nebulasio/go—nebulas
make build

Once the building is completeiijNthere will be a ex-
ecutable file neb generated under the root directory.

shangshu at shangshudeMacBook-Pro in ~/workspace/blockchain/src/github. com/nebulasio/go-nebulas on master
make build

cd cmd/neb; go build -ldflags "-X main.version=1.0.1 -X main.commit=fbcdd8927b3ed5db9ccf889388bf8efb500d3357
-X main.branch=master -X main.compileAt="date +%s'" -o ../../neb-fbcdd8927b3ed5db9ccf889388bf8efb500@d3357

cd cmd/crashreporter; go build -1ldflags "-X main.version=1.0.1 -X main.commit=fbcdd8927b3ed5db9ccf889388bf8e
fb500d3357 -X main.branch=master -X main.compileAt="date +¥s " -0 ../../neb-crashreporter

rm -f neb

n -s neb-fbcdd8927b3ed5db9ccf889388bf8efb500d3357 neb

Start NEB

Genesis Block

Before launching a new Nebulas chain, we have to define the configuration of genesis
block.

Genesis Block Configuration

# Neb genesis text file. Scheme is defined in core/pb/genesis.proto.

meta {
# Chain identity
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chain_id: 100
}

consensus {

dpos {

# Initial dynasty, including all initial miners
dynasty: [

[ miner address 1],

# Pre—-allocation of initial tokens
token_distribution |

{
address: [ allocation address ]

value: [ amount of allocation tokens ]

by

An example genesis.conf is located in conf/default/genesis.conf.

Configuration

Before getting a neb node started, we have to define the configuration of this node.

Neb Node Configuration

# Neb configuration text file. Scheme is defined in neblet/pb/
—~config.proto:Config.

# Network Configuration

network {

# For the first node in a new Nebulas chain, “~seed’ 1s not need.

# Otherwise, every node need some seed nodes to introduce it into
—~the Nebulas chain.

# seed: ["/ip4/127.0.0.1/tcp/8680/ipfs/
—QmP7HDFcYmJL12Ez4ZNVCKjKedfE7£f48f1LAkUcC3Whz4jP"]

# P2p network service host. support mutiple ip and ports.
listen: ["0.0.0.0:8680"]

# The private key 1s used to generate a node ID. If you don't use_
—~the private key, the node will generate a new node ID.

# private_key: "conf/network/id_ed25519"

}
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# Chain Configuration
chain {

# Network chain ID
chain_id: 100

# Database storage location
datadir: "data.db"

# Accounts' keystore files location
keydir: "keydir"

# The genesis block configuration
genesis: "conf/default/genesis.conf"

# Signature algorithm
signature_ciphers: ["ECC_SECP256K1"]

# Miner address
miner: "nlSAQy3ix1lpZj8MPzNeVgpAmulnCVgb5bw8c"

# Coinbase address, all mining reward received by the above miner
—will be send to this address
coinbase: "nlFFlnz6tarkDVwWQkMnnwEPuPKUaQTdptE"

# The passphrase to miner's keystore file
passphrase: "passphrase"

}

# API Configuration

rpc {
# GRPC API port
rpc_listen: ["127.0.0.1:8684"]

# HTTP API port
http_listen: ["127.0.0.1:8685"]

# The module opened
http_module: ["api", "admin"]
}

# Log Configuration

app A
# Log level: [debug, info, warn, error, fatal]
log_level: "info"

# Log location
log_file: "logs"

# Open crash log
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enable_crash_report: false

}

# Metrics Configuration
stats {

# Open node metrics
enable_metrics: false

# Influxdb configuration
influxdb: {

host: "http://localhost:8086"
db: "nebulas"

user: "admin"

password: "admin"

}
}

A lot of examples can be found in $GOPATH/src/github.com/nebulasio/
go-nebulas/conf/

Run Nodes

The Nebulas chain you are running at this point is private and is different with
official Testnet and Mainnet.

Start your first Nebulas node with the following commands.

cd SGOPATH/src/github.com/nebulasio/go-nebulas
./neb —-c conf/default/config.conf

After  starting, the following should be visible in the terminal:
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B ace/blockchain/src/github. com/nebulasio/go-nebulas on master
> ./neb -c con fi 4 fig.c 157ms

INFO[2018-0 15+08:00] Started crash reporter. file=crashclient.go func=main.InitCrashReporter line=115

INFO[2018-04-27T18 15+08:00] Setuping Neblet... file=neblet.go func="neblet.(*Neblet).Setup" line=110

INFO[2018-04-27T18:19:15+08:00] Starting pprof... file=asm_amd64.s func=runtime.goexit 1ine=2362 listen="0.0.0.0:8888"

INFO[2018-04-27T18:19:15+08:00] Genesis Configuration. consensus . dpos . dynasty="[n1FF1nz6tarkDVwWQkMnnwFPuPKUaQTdptE n1GmkKH6nBMwArrjt16RrJ9WcgvKUtAZP1s niH4
VgSWCCpf n1LkDi2gGMgPrjYcczUiweyP4RxTB6Go1qS nllLmP9K8pFF33fgdgHZonFEMsqZinJ4EUgk n1MNXBKm6uJ5d76n]TdRvkPNVG85n6CnXAi ni1NrMKTYESZRCWPFDLFKiKREZZKaN1nhQvz n1NwoSCDFwFL2981k6j9DPooid
XtebhY12BnHEwu4mryEkXH n1RYagU8n3JSuV4R7q4Qs5gQI3pEmrZd6c] n1SAQy3ix1pZj8MPzNeVapAmulnCVabSw8c n1SHufJdxt2vRWGKAXWPETYFEG3MCQXnEXE n1SSda41zGr9FKFSDINEZ2ryY1ToNrndMauN n1TmQtaCn3PI
n1UnCsJZjQiKyQiPBr7qG27exqCLuNUf1d7 niXkoVVjswb5Gek3rRufqjKNpwrDdsnQ7Hg n1cYKNHTeVWOVINQRWUhZZn9ETbgAYozckh nl1dYuZBXgV3xgUh8LhZu8QDDNr15tz4hVDv]" file=blockchain.go func="core.(
tion="[address:\"n1FFinz6tarkDVwNQkMnnwFPuPKUaQTdptE\" value:\"5000000000000000000000000\" address:\"n1GmkKH6nBMwArrjt16RrIIWcgvKUtAZP1s\" value:\"5000000000000000000000000\"
00000000000000000000\" address:\"n1JAy4X6KKLCNiTd7MWMRsVBjgdVaSWCCpf\" value:\"5000000000000000000000000\" address:\"n1LkDi2gGMgPrjYcczUiweyP4RxTB6Go1qS\" value:\"5000000000000¢
k\" value:\"5000000000000000000000000\" address:\"nIMNXBKm6uJ5d76nITdRVkPNVG85n6CnXAi\" value:\"5000000000000000000000000\" address:\"nINrMKTYESZRCWPFDLFKiKREZZKaN1nhQvz\" valug
639DPo0igh33hjAgTa\" value:\"5000000000000000000000000\" address:\"n1PfACnkcfIoNm1Pbuz55pQCwueW1BYs83m\" value:\"5000000000000000000000000\" address:\"n1Q8mxXp4PtHaXtebhY12BnHE
n1RYagU8n3JSuV4R7q4Qs5gQI3pEmrZd6cI\" value:\"5000000000000000000000000\" address:\"n1SAQy3ix1pZj8MPzNeVqpAmulnCVgb5w8c\" value:\"5000000000000000000000000\" address:\"n1SHufldy
000\" address:\"n155da41zGr9FKFSDINE2ryY1ToNrndMauN\" value:\"5000000000000000000000000\" address:\"n1TmQtaCn3PNpk4f4ycwrBxCZFSVKwwBtzc\" value:\"5000000000000000000000000\" ad
00000000000000000000\"  address:\"n1UnCs]ZjQiKyQiPBr7qG27exqCLuNUf1d7\" value:\"5000000000000000000000000\" address:\"n1XkoVVjswb5Gek3rRufqjKNpwrDdsnQ7Hq\" value:\"5000000000000
h\" value:\"5000000000000000000000000\" address:\"n1dYu2BXgV3xgUh8LhZu8QDDNr15tz4hVDv\" value:\"5000000000000000000000000\" 1"

INFO[2018-04-27T18:19:15+08:00] Tail Block. file=neblet.go fun eblet.(*Neblet).Setup” 1ine=156 tail="{\"height\": 1, \"hash\": \"000000000000
rent_hash’ ' 0000000000000000000000000000000000000000000000000000000000000000\", \"acc_roo: b2a692aa8e21ba3a65fb952f441c5b346db29b3d4d10a7530b024e0f fc27050\", \"timestamp\
INFO[2018-04-27T18:19:15+08:00] Latest Irreversible Block. blo {\"height\": 1, \"hash\": \"0000000000000000000000000000000000000000000000000000000000000000\"
0000000000000000000000V \"acc_root\": \"db2a692aa8e21ba3a65b952f441c5b346db29b3d4d10a7530b024e0ffc27050\", \"timestamp 0, \"tx\": 1, \"miner\": \"\"}" file=neblet.go fur
INFO[2018-04-27T18 15+08:00] Setuped Neblet. file=neblet.go fun eblet.(*Neblet).Setup” line=17@

INFO[2018-04-27T18:19: :00] Starting Neblet... file=neblet.go fun eblet.(*Neblet).Start" line=196

INFO[2018-04-27T18 :00] Starting NebService... i net_service.go func="net.(*NebService).Start" lin

INFO[2018-04-27T18 :00] Starting NebService Dispatcher. .. dispatcher.go fur net.(*Dispatcher).Start" lir

INFO[2018-04-27T18:19: :00] Starting NebService Node... i node.go func="net.(*Node).Start" line=96

INFO[2018-04-27T18 :00] Starting NebService StreanManager. .. stream_manager.go func="net.(*StreanManager).Star

INFO[2018-04-27T18 :00] Started NewService Dispatcher. file=dispatcher.go func="net.(*Dispatcher).loop" 1i

INFO[2018-04-27T18:19: :00] Starting NebService RouteTable Sync... file=route_table.go func="net.(*RouteTable).Start" 1ine=93

INFO[2018-04-27T18 :00] Started NebService StreamManager. file=stream_manager.go func="net.(*StreamManager).loop" line=196

INFO[2018-04-27T18: :00] Started NebService Node. file=net_service.go func="net.(*NebService).Start" id=QmP7HDFcYmJL12Ez4ZNVCKjKedfE7f48f1LAkUc3Whz4jP
2.16.0.162/tcp/8680.

INFO[2018-04-27T18 :00] Started NebService. file=net_service.go func="net.(*NebService).Start" line=74

INFO[2018-04-27T18 :00] Starting RPC GRPCServer... file=server.go func="rpc.(*Server).Start" 1ine=87

INFO[2018-04-27T18 :00] Started NebService RouteTable Sync. file=route_table.go func="net.(*RouteTable).syncLoop" line=126

INFO[2018-04-27T18 :00] Started RPC GRPCServer. addre: 0.0.0.0:8684" file=server.go fu pc.(*Server).Start" line=95

INFO[2018-04-27T18 :00] Starting RPC Gateway GRPCServer... file=neblet.go func="neblet.(*Neblet).Start" http-cor t e 0.0.0.0:8685]" 1ine=225 rp:
INFO[2018-04-27T18 :00] Starting BlockChain file=blockchain.go func="core.(*BlockChain).Start" lin

INFO[2018-04-27T18 :00] Starting BlockPool... file=neblet.go func="neblet.(*Neblet).Start" line=232

INFO[2018-04-27T18 :00] Started BlockChain. file=blockchain.go func="core.(*BlockChain).loop" 1lir

INFO[2018-04-27T18 :00] Starting TransactionPool... i . neblet.(*Neblet).Start" line

INFO[2018-04-27T18 :00] Starting EventEmitter... . eblet.(*Neblet).Start" line

[INFO[2018-04-27T18:19:15+08:00] Started Neblet. file=neblet.go func="neblet.(*Neblet).Start" line=27:

By default, the node using conf/default/config.conf won’t mine new blocks.
Start your first Nebulas mining node with another commands.

cd /src/github.com/nebulasio/go—-nebulas
./neb —-c conf/example/miner.conf

After the node starts, if the connection with the seed node is successful,

you can see the following log which is in log file logs/miner/neb.log:

"2018-03-29T20:50:38+08:00" level=info msg="Started Sync Service." file=sync service.go func="sync. (*
Service).startLoop" line=150
i '2018-03-29T20:50:38+08:00" level=info msg="Started Dpos Mining." file=dpos.go func="dpos. (*Dpos).blo
ckLoop" line=619
time="2018-03-29T720:50:38+08:00" level=debug msg="[FIRINR I EIELS. " file=stream.go func="net.(*Stream).
onOk" line=610 stream="Peer Stream: QmP7HDFcYmJL12Ez4ZNVCKjKedfE7f48f1LAkUc3Whz4jP,/ip4/127.0.0.1/tcp/8680

time="2018-03-29T20:50:38+08:00" level=info msg="Enabled Dpos Mining..." file=dpos.go func="dpos. (*Dpos).E
nableMining" line=155

time="2018-03-29T20:50:38+08:00" level=info msg="Started Active Sync Task." file=blockchain.go func="core.
(*BlockChain).StartActiveSync" line=524 syncpoint="{\"height\": 1, \"hash\": \"000000000000000000000000000
0000000000000000000000000000000000000\", \"parent _hash\": \"0000000000000000000000000000000000000000000000
000000000000000000\", \"acc_root\": \"b58afe47c73695717ab96dde9461539c2597555c7 f8c2cd62eac4998d53fdO8c\ ",
\"timestamp\": @, \"tx\": @, \"miner\": \"\"}"

Note: You can start many nodes locally. Please make sure the ports in your node
configurations won’t conflict with each other.

Next step: Tutorial 2

Sending Transactions on Nebulas

3.3.2 Nebulas 101 - 02 Sending Transactions on Nebulas

Youtube Tutorial
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For this portion of the tutorial we will pick up where we left off in the Installation
tutorial.

Nebulas provides three methods to send transactionsiijZ
1. Sign & Send
2. Send with Passphrase
3. Unlock & Send

Here is an introduction to sending a transaction in Nebulas through the three methods
above and verifying whether the transaction is successful.

Prepare Accounts

In Nebulas, each address represents an unique account.

Prepare two accounts: an address to send tokens (the sending address, called “from”) and
an address to receive the tokens (the receiving address, called “to”).

The Sender

Here we will use the coinbase account in the conf/example/miner.conf, which
iIs nlFF1nz6tarkDVwWQkMnnwFPuPKUaQTdptE as the sender. As the miner’s coinbase
account, it will receive some tokens as the mining reward. Then we could send these tokens to
another account later.

The Receiver

Create a new wallet to receive the tokens.

S ./neb account new

Your new account 1is locked with a passphrase. Please give a_
—passphrase. Do not forget this passphrase.

Passphrase:

Repeat passphrase:

Address: nlSQeb5dINKHYFMKtJ5sNHPsSPVavGzW71Wy

When you run this command you will have a different wallet address with
nlFF1lnz6tarkDVwWQkMnnwFPuPKUaQTdptE. Please use your generated
address as the receiver.

The keystore file of the new wallet will be located in SGOPATH/src/github.com/
nebulasio/go-nebulas/keydir/
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Start the Nodes

Start Seed Node

Firstly, start a seed node as the first node in local private chain.

./neb -c conf/default/config.conf

Start Miner Node

Secondly, start a miner node connecting to the seed node. This node will generate new
blocks in local private chain.

./neb -c conf/example/miner.conf

How long a new block will be minted?

In Nebulas, DPoS is chosen as the temporary consensus algorithm before Proof-
of-Devotion(PoD, described in Technical White Paper) is ready. In this consensus
algorithm, each miner will mint new block one by one every 15 seconds.

In current context, we have to wait for 315(=15*21) seconds to get a new block
because there is only one miner among 21 miners defined in conf/default/
genesis.conf working now.

Once a new block minted by the miner, the mining reward will be added
to the coinbase wallet address used in conf/example/miner.conf which is
nlFFlnz6tarkDVWwWQkMnnwEFPuPKUaQTdptE.

Interact with Nodes

Nebulas provides developers with HTTP API, gRPC API and CLI to interact with the
running nodes. Here, we will share how to send a transaction in three methods with HTTP API
(API Module | Admin Module).

The Nebulas HTTP Lisenter is defined in the node configuration. The default port
of our seed node is 8685.

At first, check the sender’s balance before sending a transaction.

Check Account State

Fetch the state of sender’s account n1FF1lnz6tarkDVwWQkMnnwFPuPKUaQTdptE
with /v1/user/accountstate in API Module using curl.
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> curl -1 —-H Accept:application/json —-X POST http://localhost:8685/
—vl/user/accountstate -d '{"address":
—-"nlFFlnz6tarkDVwWQkMnnwEFPuUPKUaQTdptE" } '

"result": {
"balance": "67066180000000000000™,
"nonce": HO",
"type": 87

Note Type is used to check if this account is a smart contract account. 88 repre-
sents smart contract account and 87 means a non-contract account.

As we see, the receiver has been rewarded some tokens for mining new blocks.

Then let’s check the receiver’s account state.

> curl -1 —-H Accept:application/json -X POST http://localhost:8685/
—vl/user/accountstate -d '{"address":"your_address"}'

"result": {
"balance": "0O",
"nonce": "O",
"type": 87

The new account doesn’t have tokens as expected.

Send a Transaction

Now letAAZs send a transaction in three methods to transfer some tokens from the sender
to the receiver!

Sign & Send

In this way, we can sign a transaction in an offline environment and then submit it to
another online node. This is the safest method for everyone to submit a transaction without
exposing your own private key to the Internet.

First, sign the transaction to get raw data.
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> curl -1 -H 'Content-Type: application/json' —-X POST http://
—~localhost:8685/v1l/admin/sign -d '{"transaction":{"from":
<"nlFFlInz6tarkDVwWQkMnnwEFPuPKUaQTdptE", "to":
—-"n1QZMXSZtW/7/BUerroSms4axNfyBGyFGkrh5", "value":
~"1000000000000000000"™, "nonce":1, "gasPrice":"1000000", "gasLimit":
-"2000000"}, "passphrase":"passphrase"}'

{"result":{"data":"CiAbjMP5dyVsTWILEfXL1MbwZ8Q6x0gX/
—JKinksldpToSdxTIaGVcH+WT/
& SVMkY181ix7SG4AF1+Z8evXJoA35caGhlXbip8PupTNxwV4SRM87r798 JXWADXpWng IThA

«:_;"}}

NAAAAAAARAAA

Note Nonce is an very important attribute in a transaction. It’s designed to prevent
replay attacks. For a given account, only after its transaction with nonce N is
accepted, will its transaction with nonce N+1 be processed. Thus, we have to
check the latest nonce of the account on chain before preparing a new transaction.

Then, send the raw data to an online Nebulas node.

> curl —-i -H 'Content-Type: application/Jjson' —-X POST http://
—~localhost:8685/vl/user/rawtransaction -d '{"data":
<"CiAbJMP5dyVSTWILEXL1IMbwZ8Q6x0gX/JKinksldpToSdxIaGVcH+WT/
—SVMkY18ix7SG4F1+Z28evXJoA35caGhlXbip8PupTNxwV4SRM87r798 JXWADXpWngIhAZ

(_)"}l

{"result":{"txhash":
—"1b8cc3f977256c4d620b7d72£531bcl19f10ebl3a05ff24a8a792cd5dab53al1277
H","contract_address":""}}éRé

NAAAAAAAAAA

Send with Passphrase

If you trust a Nebulas node so much that you can delegate your keystore files to it, the
second method is a good fit for you.

First, upload your keystore files to the keydir folders in the trusted Nebulas node.

Then, send the transaction with your passphrase.

> curl -1 -H 'Content-Type: application/json' —-X POST http://
—localhost:8685/v1l/admin/transactionWithPassphrase —-d '{
—"transaction":{"from":"nlFFlnz6tarkDVwWQkMnnwEFPuPKUaQTdptE", "to":
-"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrh5", "value":
~"1000000000000000000"™, "nonce":2, "gasPrice":"1000000", "gasLimit":
-"2000000"}, "passphrase" :"passphrase"}'

{"result":{"txhash":
—"3cdd38a66c8£399e2£28134e0eb5560292e19d48439f6afde384ca9b60c27010
", "contract_address":""}}

Note Because we have sent a transaction with nonce 1 from the account
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nlFF1lnz6tarkDVwWQkMnnwFPuPKUaQTdptE, new transaction with same
from should be increased by 1, namely 2.

Unlock & Send

This is the most dangerous method. You probably shouldniAZt use it unless you have
complete trust in the receiving Nebulas node.

First, upload your keystore files to the keydir folders in the trusted Nebulas node.

Then unlock your accounts with your passphrase for a given duration in the node. The
unit of the duration is nano seconds (300000000000=300s).

> curl —-i -H 'Content-Type: application/Jjson' -X POST http://
—~localhost:8685/vl/admin/account/unlock -d '{"address":
<"nlFFInz6tarkDVwWQkMnnwEPUPKUaQTdptE", "passphrase" : "passphrase",
—"duration":"300000000000"}"

{"result":{"result":true}}

After unlocking the account, everyone is able to send any transaction directly within the
duration in that node without your authorization.

> curl -i -H 'Content-Type: application/Jjson' =X POST http://
—~localhost:8685/vl1/admin/transaction -d '{"from":
-"nlFFlnz6tarkDVwWQkMnnwFPuUPKUaQTdptE", "to":
—~"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrhb", "value":
-"1000000000000000000", "nonce":3, "gasPrice":"1000000", "gasLimit":
~"2000000M"} "

{"result":{"txhash":

—"8d69dea784f0edfb2ee678c464d99e155bcal4b3d7e6cdbabc5¢c189f£731110ct
", "contract_address":""}}aRr6

Transaction Receipt

We’ll get a txhash in three methods after sending a transaction successfully. The
txhash value can be used to query the transaction status.

> curl —-i1i —-H Accept:application/json -X POST http://localhost:8685/
—vl/user/getTransactionReceipt -d '{"hash":

—"8d69dea784f0edfb2ee678c464d99el155bcal4b3d7eb6cdbabc5cl189£731110ct

(_>"}l

{"result":{"hash":
—"8d69dea784f0edfb2ee678c464d99e155bcaldb3d7eb6cdbabc5¢c189f731110ct
<", "chainId":100, "from" :"nlFF1lnz6tarkDVwWQkMnnwFPuPKUaQTdptE", "to":
-"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrh5", "value":"1000000000000000000
", "nonce":"3", "timestamp":"1524667888", "type":"binary", "data

"inull, "gag price™;"1000000", "gag 1imit";"2000000", "contract

— o= * N T
wemnmmnw n LY n mwenmn n 215
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The status fields may be 0, 1 or 2.
¢ (: Failed. It means the transaction has been submitted on chain but its execution failed.

¢ 1: Successful. It means the transaction has been submitted on chain and its execution
successeed.

* 2: Pending. It means the transaction hasn’t been packed into a block.

Double Check

Let’s double check the receiver’s balance.

> curl —-i —-H Accept:application/json —-X POST http://localhost:8685/
—vl/user/accountstate -d '{"address":
—"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrh5"}'

{"result":{"balance":"3000000000000000000", "nonce":"0", "type":871}}

Here you should see a balance that is the total of all the successful transfers that you
executed.

Next step: Tutorial 3

Write and run a smart contract with JavaScript

3.3.3 Nebulas 101 - 03 Write and run a smart contract

YouTube Tutorial

Through this tutorial we will learn how to write, deploy, and execute smart contracts in
Nebulas.

Preparation

Before entering the smart contract, first review the previously learned content:
1. Install, compile and start neb application
2. Create a wallet address, setup coinbase, and start mining
3. Query neb node information, wallet address and balance
4. Send a transaction and verify the transaction was successful

If who have doubts about the above content you should go back to the previous chapters.
So lets do this. We will learn and use smart contracts through the following steps:

1. Write a smart contract

3.3. Tutorials 57



https://github.com/nebulasio/wiki/blob/master/tutorials/{[}English{]}%20Nebulas%20101%20-%2003%20Smart%20Contracts%20JavaScript.md
https://www.youtube.com/watch?v=0ut_RcFyQGM

nebulas wiki Documentation, aRSayC 1.0

2. Deploy the smart contract

3. Call the smart contract, and verify the contract execution results

Write a smart contract

Like Ethereum, Nebulas implements NVM virtual machines to run smart contracts, and
the NVM implementation uses the JavaScript V8 engine, so for the current development we
can write smart contracts using JavaScript and TypeScript.

Write a brief specification of a smart contract:
1. The Smart contract code must be a Prototype object;

2. The Smart contract code must have a init() method, this method will only be executed
once during deployment;

3. The private methods in Smart contract must be prefixed with _ , and the private method
cannot be a be directly called outside of the contract;

Below we use JavaScript to write the first smart contract: bank safe. This smart contract
needs to fulfill the following functions:

1. The user can save money from this bank safe.
2. Users can withdraw money from this bank safe.
3. Users can check the balance in the bank safe.

Smart contract example:

'use strict';

var DepositeContent = function (text) {
if (text) {
var o = JSON.parse (text);

this.balance = new BigNumber (o.balance);
this.expiryHeight = new BigNumber (o.expiryHeight) ;
} else {
this.balance = new BigNumber (0);
this.expiryHeight = new BigNumber (0);
}
bi

DepositeContent.prototype = {
toString: function () {
return JSON.stringify (this);
}
bi

var BankVaultContract = function () {
LocalContractStorage.defineMapProperty (this, "bankVault", {
parse: function (text) {
return new DepositeContent (text);
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br
stringify: function (o) {
return o.toString();
}
}) i
bi

// save value to contract, only after height of block, users can_,
—takeout
BankVaultContract.prototype = {
init: function () {
//TODO:

Hy

save: function (height) {
var from = Blockchain.transaction.from;
var value = Blockchain.transaction.value;
var bk_height = new BigNumber (Blockchain.block.height);

var orig_deposit = this.bankVault.get (from);
if (orig_deposit) {
value = value.plus (orig_deposit.balance);

var deposit = new DepositeContent ();
deposit.balance = value;
deposit.expiryHeight = bk_height.plus (height);

this.bankVault.put (from, deposit);
by

takeout: function (value) {
var from = Blockchain.transaction.from;
var bk_height = new BigNumber (Blockchain.block.height);
var amount = new BigNumber (value);

var deposit = this.bankVault.get (from);

if (!deposit) {
throw new Error ("No deposit before.");

if (bk_height.1lt (deposit.expiryHeight)) {
throw new Error ("Can not takeout before expiryHeight.");

if (amount.gt (deposit.balance)) {
throw new Error ("Insufficient balance.");

var result = Blockchain.transfer (from, amount);
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if (!result) {
throw new Error ("transfer failed.");
}
Event.Trigger ("BankVault", {
Transfer: {
from: Blockchain.transaction.to,
to: from,
value: amount.toString()
}
1) i

deposit.balance = deposit.balance.sub (amount) ;
this.bankVault.put (from, deposit);
b
balanceOf: function () {
var from = Blockchain.transaction.from;
return this.bankVault.get (from);
bo
verifyAddress: function (address) {
// 1-valid, O-invalid

var result = Blockchain.verifyAddress (address);
return {
valid: result == 0 ? false : true
}i
}
}i
module.exports = BankVaultContract;

As you can see from the smart contract example above, BankVaultContract is a pro-
totype object that has an init() method. It satisfies the most basic specification for writing smart
contracts that we have described before. BankVaultContract implements two other methods:

* save(): The user can save money to the bank safe by calling the save() method;
* takeout(): Users can withdraw money from bank safe by calling takeout() method;

* balanceOf(): The user can check the balance with the bank vault by calling the bal-
anceOf() method;

The contract code above uses the built-in Blockchain object and the built-in
BigNumber () method. Let’s break down the parsing contract code line by line:

save():

// Deposit the amount into the safe

save: function (height) {
var from = Blockchain.transaction.from;
var value = Blockchain.transaction.value;
var bk_height = new BigNumber (Blockchain.block.height);

var orig_deposit = this.bankVault.get (from);
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if (orig_deposit) {
value = value.plus(orig_deposit.balance);
}
var deposit = new DepositeContent ();
deposit.balance = value;
deposit.expiryHeight = bk_height.plus (height);

this.bankVault.put (from, deposit);
b,

takeout ():

takeout: function (value) {
var from = Blockchain.transaction.from;
var bk_height = new BigNumber (Blockchain.block.height);
var amount = new BigNumber (value);

var deposit = this.bankVault.get (from);

if (!deposit) {
throw new Error ("No deposit before.");

if (bk_height.1lt (deposit.expiryHeight)) {

throw new Error ("Can not takeout before expiryHeight.");
}
if (amount.gt (deposit.balance)) {
throw new Error ("Insufficient balance.");
}
var result = Blockchain.transfer (from, amount);
if (!result) {
throw new Error ("transfer failed.");

}
Event.Trigger ("BankVault", {
Transfer: {
from: Blockchain.transaction.to,
to: from,
value: amount.toString/()
}
1)

deposit.balance = deposit.balance.sub (amount) ;
this.bankVault.put (from, deposit);
b,
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Deploy smart contracts

The above describes how to write a smart contract in Nebulas, and now we need to de-
ploy the smart contract to the chain. Earlier, we have introduced how to make a transaction in
Nebulas, and we used the sendTransaction() interface to initiate a transfer. Deploying a smart
contract in Nebulas is actually achieved by sending a transaction by calling the sendTransac-
tion() interface, just with different parameters.

// transaction - from, to, value, nonce, gasPrice, gasLimit,
—contract
sendTransactionWithPassphrase (transaction, passphrase)

We have a convention that if from and to are the same address, contract is not null
and binary is null, we assume that we are deploying a smart contract.

e from: the creator’s address
e to: the creator’s address
* value: it should be "0" when deploying the contract;

e nonce: it should be 1 more than the current nonce in the creator’s account state, which
can ben obtained via Get AccountState.

* gasPrice: The gasPrice used to deploy the smart contract, which can be obtained via
GetGasPrice, or using default values: "1000000";

* gasLimit: The gasLimit for deploying the contract. You can get the estimated gas
consumption for the deployment via Est imateGas, and cannot use the default value.
And you could also set a larger value. The actual gas consumption is decided by the
deployment execution.

* contract: the contract information, the parameters passed in when the contract is
deployed

— source: contract code

— sourceType: Contract code type, js and ts (corresponding to javaScript and
typeScript code)

— args: parameters for the contract initialization method. Use empty string if there
is no parameter, and use JSON array if there is a parameter.

Detailed Interface Documentation API.

Example of deploying a smart contract using curl:

> curl —-i —-H 'Accept: application/json' —-X POST http://
—localhost:8685/vl/admin/transactionWithPassphrase —-H 'Content-

~Type: application/json' —-d '{"transaction": {"from":
—"nl1H4MYms9F55ehcvygwWE71J8tJC4CRr2so", "to":
<"nl1H4AMYms9F55ehcvygwWE71J8tJC4CRr2s0", "value":"0", "nonce":1,

~"gasPrice":"1000000", "gasLimit":"2000000", "contract": {"source":"\
~"use strict\";var DepositeContent=function (text) {if (text) {var_
—0=JSON.parse (text);this.balance=new BigNumber (o.balance);this.

2 el )

expirryHeitght=rew BigNumb ek

Rigl\himh@r(ﬂ\;fhi e pir H@igh‘r:n@w RigNnmhpr(ﬂ r 1)
3.Jicdutorials ntent .prototype={toString: function () {return JSON. 62
—stringify(this); }};var BankVaultContract=function ()

EP- SN | N —_— o
e .UO;-LOII\,C*llCWI_I

= { PENEREPPS i | P 1 o

Cr (o SXP Ty eI gac)y eS¢t
)
T

—{LocalContractStorage.defineMapProperty (this, \"bankvVault\",

[ o = o~~~ » L aam~d 9 ~ [+ ~<s+\ [t v~ TN~~~ ad+ ~( A~ ~d+ [+ ~<r+ )\ 1



https://github.com/nebulasio/wiki/blob/master/rpc.md#getaccountstate
https://github.com/nebulasio/wiki/blob/master/rpc.md#getgasprice
https://github.com/nebulasio/wiki/blob/master/rpc.md#estimateGas
https://github.com/nebulasio/wiki/blob/master/rpc_admin.md#sendtransactionwithpassphrase

nebulas wiki Documentation, aRSayC 1.0

{"result":{"txhash":
—~"aaebb86d15ca30b86834efb600£f82cbcaf2d7aatffbedf2c8e70deb3cbedl 7889
", "contract_address":"nlrVLTRxXQEXscTgThmbTnn2NgdWFEKwpYUM" } }

The return value for deploying a smart contract is the transaction’s hash address t xhash
and the contract’s deployment address cont ract_address. Get the return value does not
guarantee the successful deployment of the contract, because the sendTransaction () is an asyn-
chronous process, which need to be packaged by the miner. Just as the previous transfer trans-
action, the transfer does not arrive in real time, it depends on the speed of the miner packing.
Therefore we need to wait for a while (about 1 minute), then you can verify whether the contract
is deployed successfully by querying the contract address or calling this smart contract.

Verify the deployment of the contract is successful

Check the receipt of the deploy transaction via Get TransactionReceipt to
verify whether the contract has been deployed successfully.

> curl -1 -H 'Content-Type: application/json' —-X POST http:/
—/localhost:8685/vl/user/getTransactionReceipt -d '{"hash":

(_>"}l
{"result":{"hash":

", "chainId":100, "from":
—~"nl1H4MYms9F55ehcvygwWE71J8tJC4CRr2s0", "to":
—"nl1H4AMYms9F55ehcvygwWE71J8tJC4CRr2s0o", "value":"0", "nonce":
<"1", "timestamp":"1524711841", "type":"deploy", "data":

<","gas_price":"1000000", "gas_1imit":"2000000", "contract__
—address" :"nlrVLTRXQEXscTgThmbTnn2NgdWFEKwpYUM", "status":1,
—"gas_used":"22016"}}

As shown above, the status of the deploy transaction becomes 1. It means the
contract has been deployed successfully.

Execute Smart Contract Method

The way to execute a smart contract method in Nebulas is also straightforward, using the
sendTransactionWithPassphrase() method to invoke the smart contract method directly.

// transaction - from, to, value, nonce, gasPrice, gasLimit,
—contract
sendTransactionWithPassphrase (transaction, passphrase)

e from: the user’s account address

¢ to: the smart contract address
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—"aaebb86d15ca30b86834efb600f82cbcaf2d/7aaffbedf2c8e70de53cbedl 7889

—"aaebb86dl15ca30b86834efb600f82cbcaf2d7aaffbedf2c8e70de53cbedl 7889

“"eyJITb3VyY2VUeXB1lIjoianMiLCJITb3VyY2UiOiJcInVzZzSBzdHIPY3ReI jt2YXIgRGVWb3Npc
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* value: The amount of money used to transfer by smart contract.

e nonce: it should be 1 more than the current nonce in the creator’s account state, which
can ben obtained via GetAccountState.

* gasPrice: The gasPrice used to deploy the smart contract, which can be obtained via
GetGasPrice, or using default values "1000000";

* gasLimit: The gasLimit for deploying the contract. You can get the estimated gas
consumption for the deployment via Est imateGas, and cannot use the default value.
And you could also set a larger value. The actual gas consumption is decided by the
deployment execution.

* contract: the contract information, the parameters passed in when the contract is
deployed

— function:the contract method to be called

— args: parameters for the contract initialization method. Use empty string if there
is no parameter, and use JSON array if there is a parameter.

For example, execute save() method of the smart contract:

> curl —-i —-H 'Accept: application/json' -X POST http://
—localhost:8685/vl/admin/transactionWithPassphrase -H 'Content-

~Type: application/json' —-d '"{"transaction":{"from":
—"nlLkDi1i2gGMgPrjYcczUiweyP4RxTB6GolgS", "to":
<"nl1rVLTRXQEXscTgThmbTnn2NgdWFEKwpYUM", "value":"100", "nonce":1,
—"gasPrice":"1000000", "gasLimit":"2000000", "contract":{"function":
—"save", "args":"[0]"}}, "passphrase": "passphrase"}'

{"result":{"txhash":
—"5337£1051198b8ac57033fec98c7a55e8a001dbd293021ae92564d7528de3£84
", "contract_address":""}}

Verify the execution of the contract method save is successful Execut-
ing a contract method is actually submitting a transaction on chain as well.
We can verify the result through checking the receipt of the transaction via
GetTransactionReceipt.

> curl —-i -H 'Content-Type: application/Jjson' —-X POST http:/
—/localhost:8685/vl1/user/getTransactionReceipt -d '{"hash":
—"5337£1051198b8ac57033fec98c7a55e8a001dbd293021ae92564d7528de3£84

(_>"}V

{"result":{"hash":
—"5337£1051198b8ac57033fec98c7a55e8a001dbd293021ae92564d7528de3£84
", "chainId":100, "from":
—-"nlLkDi1i2gGMgPrjYcczUiweyP4RxTB6GolgS", "to":
—"nl1rVLTRxQEXscTgThmbTnn2NgdWFEKwpYUM", "value":"100", "nonce
<"e"1", "timestamp":"1524712532", "type":"call", "data":
—"eyJGAW5jdGlvbiI6InNhdmUiLCJIBcmdzI joiWzBdIn0=", "gas_price
~":"1000000", "gas_1imit":"2000000", "contract_address":"",
—"status":1,"gas_used":"20361"}}
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As shown above, the status of the transaction becomes 1. It means the contract
method has been executed successfully.

Execute the smart contract takeout() method:

> curl —-i —-H 'Accept: application/json' -X POST http://
—localhost:8685/vl/admin/transactionWithPassphrase —-H 'Content-
~Type: application/json' —-d '{"transaction":{"from":
—"nlLkDi2gGMgPrjYcczUiweyP4RxTB6GolgS", "to":
—"nl1rVLTRXQEXscTgThmbTnn2NgdWFEKwpYUM", "value":"0", "nonce":2,
—"gasPrice":"1000000", "gasLimit":"2000000", "contract":{"function":
—"takeout", "args":"[50]"}}, "passphrase": "passphrase"}'

{"result":{"txhash":
—~"46a307e9beb21£52992a7512f3705fe58ee6c1887122alb52f5ce5£fd5f536a91
", "contract_address":""}}

Verify the execution of the contract method takeout is successful In the ex-
ecution of the above contract method save, we save 100 NAS into the smart
contract n1rVLTRxXQEXscTgThmbTnn2NgdWFEKwpYUM. Using the contract
method takeout, we’ll withdrawn 50 NAS from the 100 NAS. The balance of
the smart contract should be 50 NAS now.

> curl —-i —-H 'Content-Type: application/json' —-X POST http:/
—/localhost:8685/v1/user/accountstate -d '{"address":
—"nl1rVLTRxQEXscTgThmbTnn2NgdWFEKwpYUM" } '

{"result":{"balance":"50", "nonce":"0", "type":88}}

The result is as expected.

Query Smart Contract Data

In a smart contract, the execution of some methods won’t change anything on chain. These
methods are designed to help us query data in readonly mode from blockchains. In Nebulas,
we provide an API call for users to execute these readonly methods.

// transaction - from, to, value, nonce, gasPrice, gasLimit,
—contract

call (from, to, value, nonce, gasPrice, gaslLimit, contract)

The parameters of call is the same as the parameters of executing a contract method .

Call the smart contract method balanceOf:

> curl -1 —-H 'Accept: application/json' -X POST http://
—localhost:8685/v1/user/call -H 'Content-Type: application/json' -

—d "{"from":"nlLkDi2gGMgPrjYcczUiweyP4RxTB6GolgS", "to":
<"nl1rVLTRXQEXscTgThmbTnn2NgdWFEKwpYUM", "value”:"0", "nonce": 3,

"gasPrice":"1000000", "gasTimit":"2000000", "contract":{"function":
—"balanceOf", "args":""}}'
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{"result":{"result":"{\"balance\":\"50\", \"expiryHeight\":\"84\"}",
~"execute_err":"", "estimate_gas":"20209"}}

Next step: Tutorial 4

Smart Contract Storage

3.3.4 Nebulas 101 - 04 Smart Contract Storage

YouTube Tutorial

Earlier we covered how to write smart contracts and how to deploy and invoke smart
contracts in the Nebulas.

Now we introduce in detail the storage of the smart contract. Nebulas smart contracts
provide on-chain data storage capabilities. Similar to the traditional key-value storage system
(eg: redis), smart contracts can be stored on the Nebulas by paying with (gas).

LocalContractStorage
Nebulas’ Smart  Contract  environment has  built-in  storage  object
LocalContractStorage, which can store numbers, strings, and JavaScript objects.

The stored data can only be used in smart contracts. Other contracts can not read the stored
data.

Basics

The LocalContractStorage APl includes set, get and del, which allow you to
store, read, and delete data. Storage can be numbers, strings, objects

Storing LocalContractStorage DataiijZ

// store data. The data will be stored as JSON strings
LocalContractStorage.put (key, value);
// Or

LocalContractStorage.set (key, value);

Reading LocalContractStorage DataiijZ

// get the value from key
LocalContractStorage.get (key);
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Deleting LocalContractStorage DataiijZ

// delete data, data can not be read after deletion
LocalContractStorage.del (key) ;

// Or
LocalContractStorage.delete (key);

Examples:

'use strict';

var SampleContract = function () {
}i

SampleContract.prototype = {

init: function () {

by

set: function (name, value) {
// Storing a string
LocalContractStorage.set ("name", name) ;
// Storing a number (value)
LocalContractStorage.set ("value", wvalue);
// Storing an objects
LocalContractStorage.set ("obj", {name:name, value:value});

by

get: function () {
var name = LocalContractStorage.get ("name");
console.log("name:" + name)
var value = LocalContractStorage.get ("value");
console.log("value:" + value)
var obj = LocalContractStorage.get ("obj");

console.log("obj:" + JSON.stringify (obj))
br

del: function () {
var result = LocalContractStorage.del ("name");
console.log("del result:" + result)
}
bi
module.exports = SampleContract;
Advanced

In addition to the basic set, get, and del methods, LocalContractStorage also
provides methods to bind properties of smart contracts. We could read and write binded prop-
erties directly without invoking LocalContractStorage interfaces to get and set.
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Binding Properties

Object instance, field name and descriptor should be provided to bind properties.

Binding Interface

// define a object property named "fieldname’ to ‘obj  with,,
—descriptor.

// default descriptor is JSON.parse/JSON.stringify descriptor.
// return this.

defineProperty(obj, fieldName, descriptor);

// define object properties to ‘obj' from ‘props’.

// default descriptor is JSON.parse/JSON.stringify descriptor.
// return this.

defineProperties (obj, descriptorMap);

Here is an example to bind properties in a smart contract.

'use strict';

var SampleContract = function () {

// The SampleContract ‘size’' property is a storage property.,
—Reads and writes to' size' will be stored on the chain.

// The ‘descriptor' is set to null here, the default JSON.
—stringify () and JSON.parse () will be used.

LocalContractStorage.defineMapProperty (this, "size");

// The SampleContract ‘value property 1is a storage property.
—Reads and writes to  value' will be stored on the chain.
// Here is a custom ‘descriptor’ implementation, storing as a,
—string, and returning Bignumber object during parsing.
LocalContractStorage.defineMapProperty (this, "value", {
stringify: function (ob7j) {
return obj.toString();
bo
parse: function (str) {
return new BigNumber (str);

}) i
// Multiple properties of SampleContract are set as storage,

wproperties in batches, and the corresponding descriptors use JSON_
—serialization by default
LocalContractStorage.defineProperties (this, {
name: null,
count: null
}) i
bi

module.exports = SampleContract;
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Then, we can read and write these properties directly as the following example.

SampleContract.prototype = {
// Used when the contract first deploys, can not be used a_
—second after the first deploy.
init: function (name, count, size, value) {
// Store the data on the chain when deploying the contract

this.name = name;
this.count = count;
this.size = size;
this.value = value;

by
testStorage: function (balance) {
// value will be read from the storage data on the chain,

—and automatically converted to Bignumber set according to the

—descriptor
var amount = this.value.plus (new BigNumber (2));
if (amount.lessThan (new BigNumber (balance))) {

return 0

}i

Binding Map Properties

What’s more, LocalContractStorage also provides methods to bind map proper-
ties. Here is an example to bind map properties and use them in a smart contract.

'use strict';

var SampleContract = function () {
// Set “SampleContract''s property to ‘userMap' . Map data then_,
—can be stored onto the chain using “userMap'’
LocalContractStorage.defineMapProperty (this, "userMap");

// Set ‘SampleContract''s property to ‘userBalanceMap' , and,_
—custom define the storing and serializtion reading functions.
LocalContractStorage.defineMapProperty (this, "userBalanceMap", {
stringify: function (obj) {
return obj.toString();
by
parse: function (str) {
return new BigNumber (str);

P

// Set “SampleContract''s properties to mulitple map batches
LocalContractStorage.defineMapProperties (this, {

keylMap: null,

key2Map: null
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1)
}i

SampleContract.prototype = {
init: function () {
br
testStorage: function () {
// Store the data in userMap and serialize the data onto_,
—~the chain
this.userMap.set ("robin","1");
// Store the data into userBalanceMap and save the data,,
—onto the chain using a custom serialization function
this.userBalanceMap.set ("robin",new BigNumber (1)) ;
bo
testRead: function () {
//Read and store data
var balance = this.userBalanceMap.get ("robin");
this.keylMap.set ("robin", balance.toString());
this.key2Map.set ("robin", balance.toString());

}i

module.exports = SampleContract;

Iterate Map

In contract, map does’t support iterator. if you need to iterate the map, you can use the fol-
lowing way: define two map, arrayMap, dataMap, arrayMap with a strictly increasing counter
as key, dataMap with data key as key.

"use strict";

var SampleContract = function () {
LocalContractStorage.defineMapProperty (this, "arrayMap");
LocalContractStorage.defineMapProperty (this, "dataMap");
LocalContractStorage.defineProperty (this, "size");

}i

SampleContract.prototype = {
init: function () {
this.size = 0;
br

set: function (key, value) {
var index = this.size;
this.arrayMap.set (index, key);
this.dataMap.set (key, value);
this.size +=1;

br

get: function (key) {
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return this.dataMap.get (key);
bo

len: function () {
return this.size;

by

iterate: function(limit, offset) {
limit = parselInt (limit);
offset = parselnt (offset);
if (offset>this.size) {
throw new Error ("offset is not valid");

}

var number = offset+limit;

if (number > this.size) {
number = this.size;

}

var result = "";

for (var i=offset;i<number;i++) {
var key = this.arrayMap.get (1);
var object = this.dataMap.get (key);

result += "index:"+i+" key:"+ key + " value:" +object+"_
(_}",
}
return result;
}
bi
module.exports = SampleContract;

Next step: Tutorial 5

Interacting with Nebulas by RPC API

3.3.5 Nebulas 101 - 05 Interacting with Nebulas by RPC API

YouTube Tutorial

Nebulas chain node can be accessed and controlled remotely through RPC. Nebulas chain
provides a series of APIs to get node information, account balances, send transactions and
deploy calls to smart contracts.

The remote access to the Nebulas chain is implemented by gRPC, and also could be ac-
cessed by HTTP via the proxy (grpc-gateway). HTTP access is a interface implemented by
RESTful, with the same parameters as the gRPC interface.
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API

We’ve implemented RPC server and HTTP sercer to provide API service in Go-Nebulas.

Modules

All interfaces are divided into two modules: API and Admin.
* API: Provides interfaces that are not related to the user’s private key.
* Admin: Provides interfaces that are related to the user’s private key.

It’s recommended for all Nebulas nodes to open API module for public users and Admin
module for authorized users.

Configuration

RPC server and HTTP server can be configured in the configuration file of each Nebulas
node.

rpc {
# gRPC API service port
rpc_listen: ["127.0.0.1:8684"]

# HTTP API service port

http_listen: ["127.0.0.1:8685"]

# Open module that can provide http service to outside
http_module: ["api", "admin"]

Example

HTTP

Here is some examples to invoke HTTP interfaces using curl.
GetNebState

We can invoke GetNebState in API module to fetch the current state of local Nebulas
node, including chain identity, tail block, protocl version and so on.

> curl —-i —-H Accept:application/json —-X GET http://localhost:8685/
—v1l/user/nebstate

{"result":{"chain_1d":100, "tail":
—~"0aalcceb7801b110£dd5217ba0a4356780c940133924d1cladeb60336934dabl

(_)", "lib":
—~"0000000000000000000000000000000000000000000000000000000000000000
<", "height":"479", "protocol_version":"/neb/1.0.0", "synchronized
—":false,"version":"0.7.0"}}
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UnlockAccount

We can invoke UnlockAccount in Admin module to unlock an account in memory. All
unlocked accounts can be used to send transactions directly without passphrases.

> curl -i -H 'Content-Type: application/Jjson' -X POST http://

—localhost:8685/v1/admin/account/unlock —-d '{"address":

<"nINrMKTYESZRCwPFDLFKiKREzZKaN1lnhQvz", "passphrase": "passphrase"}
]

o

{"result":{"result":true}}

RPC

RPC server is implemented with GRPC. The serialization of GPRC is based on Protocol
Buffers. You can find all rpc protobuf files in Nebulas RPC Protobuf Folder.

Here is some examples to invoke rpc interfaces using golang.
GetNebState

We can invoke GetNebState in API module to fetch the current state of local Nebulas
node.

import (
"github.com/nebulasio/go-nebulas/rpc"
"github.com/nebulasio/go—nebulas/rpc/pb"

// GRPC server connection address configuration
addr := fmt.Sprintf("127.0.0.1:%d",uint32(8684))
conn, err := grpc.Dial(addr, grpc.WithInsecure())
if err != nil {

log.Warn("rpc.Dial () failed:", err)
}

defer conn.Close ()

// API interface to access node status information
api := rpcpb.NewAPIServiceClient (conn)
resp, err := ac.GetNebState (context.Background(), & rpcpb.
—~GetNebStateRequest {})
if err !'= nil {
log.Println ("GetNebState", "failed", err)
} else {
log.Println ("GetNebState tail", resp)

LockAccount
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Account n1NrMKTYESZRCwPFDLFKiKREzZKaN1nhQvz has been unlocked after
invoking v1/admin/account/unlock via HTTP request above. @ We can invoke
LockAccount in Admin module to lock it again.

import (
"github.com/nebulasio/go—-nebulas/rpc"
"github.com/nebulasio/go—-nebulas/rpc/pb"

// GRPC server connection address configuration
addr := fmt.Sprintf("127.0.0.1:%d",uint32(8684))
conn, err := grpc.Dial (addr, grpc.WithInsecure())
if err !'= nil {

log.Warn("rpc.Dial () failed:", err)
}

defer conn.Close ()

// Admin interface to access, lock account address
admin := rpcpb.NewAdminServiceClient (conn)
from := "nlINrMKTYESZRCwPFDLFKiKREzZKaNlnhQvz"
resp, err = management.LockAccount (context.Background(), & rpcpb.
—LockAccountRequest {Address: from})
if err !'= nil {
log.Println ("LockAccount", from, "failed", err)
} else {
log.Println("LockAccount", from, "result", resp)

API List

For more interfaces, please refer to the official documentation:
¢ API Module
¢ Admin Module.

Next

Nice job! Let’s join official Testnet or Mainnet to enjoy Nebulas now!

Join to Testnet Join to Mainnet

3.3.6 Nebulas 101 - 01 ¢ijUerSaoLecExY§azSéS;,

@Y §4756S; ¢ZDéazcZbizéciAdSczRARSAYCazEaGaayIcL LaelltiiijNczRe£ G tNer TaR faz&al N ITHALY

eCsizEegtaeY §i2S6S,cZDaRNmeaRfiz86 YEefz Y §i2S6S éldet AxllicZcZ6i7¢aAC

afzeb AxllfeD§aEr 2iccZDARNmeARFzEcIIN= Y §i7S6S et AxllicZcZ6i7¢aSNa Y §i2S6S Github:

3.3. Tutorials 74


https://github.com/nebulasio/wiki/blob/master/rpc.md
https://github.com/nebulasio/wiki/blob/master/rpc_admin.md
https://github.com/nebulasio/wiki/blob/master/testnet.md
https://github.com/nebulasio/wiki/blob/master/mainnet.md
https://nebulas.io/
https://nebulas.io/docs/NebulasWhitepaperZh.pdf
https://nebulas.io/docs/NebulasTechnicalWhitepaperZh.pdf
https://github.com/nebulasio/go-nebulas

nebulas wiki Documentation, aRSayC 1.0

P

2V §i786S; cOréYliz6taRIeCi allIMacaSNLinuxiyEe£ReaNiijNAROcmiijZeOlaGzwindowse L Lalli
GolangcOra¢CaRmazz
| Components | Version | Description | | — | — | — | | Golang | &gt; = 1.9.2 | The Go
Programming Language |
eLSazn4ijZaL EaliazNezmMac OSXASNLinuxiayd cimeszez§iyNgolangeOfacCeZDaRmazzaAC
Mac OSX

dlJIMac OSXéGNiijNelSiziieOlemRi; £¢TiHomeb r e w46 2¢EGolang.

# 88L’eCE

brew install go

# SEmc8cOr8EC4RYEGR

export GOPATH=/path/to/workspace

&RR¢d 7: alligolang¢ZD4ijAAR Siymiij]NGOPATHa Y4£Eéaz¢ZDiijNaGCaNGasZazEel Sizii; £¢T1g

Linux

# download
wget https://dl.google.com/go/gol.9.3.linux-amd64.tar.gz

# extract
tar -C /usr/local -xzf gol.9.3.linux-amdé64.tar.gz

# environment variables
export PATH=SPATH:/usr/local/go/bin
export GOPATH=/path/to/workspace

cijUerSaeY§azS6S,,
ayNejjeezRcaA

aRfiz84;£¢T1aeCayNaNGizd ¢Zt @ OiyjNejelJAxeUicL LaellticZDa Y §47S6S, @7R¢iAGAC

# S£Z3FEE30E4 [ ITCZB4 T
mkdir -p SGOPATH/src/github.com/nebulasio
cd SGOPATH/src/github.com/nebulasio

# dyNe|j@ZRcdA
git clone https://github.com/nebulasio/go—-nebulas.git
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# S£ZAE&83ZciE¢LE8; T

cd go—-nebulas

# 3LCamcalreIdAclsdbZciDmasterdLEeTr
git checkout master

aoLecErocksdbag ietlazs

aRNzatel SizitdijZizNc/maeCa; TANIMAC ~ OSXAaSNLinuxxmicadisL e¢ERocksD-
BiAC

Mac OSX
aRfazécZt @086AZe£GHomebrewasL e¢EiijNegReaNbrew install rocksdb
Linux

alMlinux¢Orac¢CiyNiijN¢TsazOubuntuidSNeentoseszez§cZDe Tl Lid AR ZiijNaelLSaznarEAL EalidzN
Ubuntu
« éeUAELAGL e¢ERocksDBaL AélJAH; ietUazs

apt—-get update
apt—-get -y install build-essential libgflags-dev libsnappy-
—~dev zliblg-dev libbz2-dev 1liblz4-dev libzstd-dev

ayNejjezR¢aAaztigijuerSadsL ecE

git clone https://github.com/facebook/rocksdb.git
cd rocksdb & make shared_lib && make install-shared

Centos

« ¢eUAELAGL e¢ERocksDBaL AélJAH; ietUazs

yum -y install epel-release && yum -y update
yum -y install gflags—devel snappy-devel zlib-devel bzip2-
—~devel gcc-c++ libstdc++-devel

ayNejjezR¢aAaztigijUerSadsL ecE

git clone https://github.com/facebook/rocksdb.git
cd rocksdb & make shared_lib && make install-shared
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aoLecEGoae ietUazs

a1JiGo-NebulasiymiijNGocZDiyL & Uz47S6C 6 AZe£GDepisaAZc6agREAAC
| Components | Version | Description | | — | — | —|

Dep | &gt; = 0.3.1 | Dep is a dependency management tool for Go. |
aoLecEDepatéaEu

L SiznaRNza0aL EALn4zN¢czmMac OSXASNLinuxijNDepeZDasL e¢EeUzesTAAC
Mac OSX
 6AZe£GHomebrewcZt ®0836L eCEaziamGez3Dep

brew install dep
brew upgrade dep

Linux

o 6AZe£GrIiRciARIEAEL eCEDep

cd /usr/local/bin/

wget https://github.com/golang/dep/releases/download/v0.3.2/
—~dep-linux—-amdé64

In -s dep-linux-amd64 dep

ayNejjGoayLaeUzazs

2L.Siznal. Gemcal.iGo-NebulaséazeZGxi17¢Z64; TiijN¢DaROd £ TiDepidiyNe 4y 2 UzazSaAC

cd SGOPATH/src/github.com/nebulasio/go-nebulas
make dep

#RR¢d'7: make depiiEiijZiayNe; a;Lad Zi; ie0azSaACaNI6CIAL EATFaNZiijNe£Zay £ GelNaR fe(

wget http://ory7cndfx.bkt.clouddn.com/vendor.tar.gz
cd SGOPATH/src/github.com/nebulasio/go—-nebulas

tar zxf vendor.tar.gz

adoLeéEChrome V8agietUazs

@Y §izSe77eN§ellzcZ63 mi; 1210420 ChromecZDV84ij T2 S OiijNayza7Ead’ §461i; £¢ Tle Uz, £iijNeel
0SXaSNLinux¢ijUerSas izEV8cZDable AAazSaACe£ReaNaeCiyNeNGizd afsaR 47886 N2 L RAGL &CEAA

cd SGOPATH/src/github.com/nebulasio/go—-nebulas

make deploy-v8
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cijlerSaRreL geaNaeUGazi

46NzLReL A=l ayLe;Era(,Ie;UazSgZDé’u’iE ééEaROuJ NcOralliel SiziiaRfiz8e£Z8EEGo-
Nebulasziz¢Z6a; TeijUetS2 Y §i2S6ScZDaRizL geaNae UGiziazEaAC

cd /src/github.com/nebulasio/go—-nebulas
make build

¢ijUerSzLRaE§4ROiijNaTE#1jZ¢ITNALiaeCayNifaz AFAAC

shangshu at shangshudeMacBook-Pro in ~/workspace/blockchain/src/github. com/nebulasio/go-nebulas on master
make build

cd cmd/neb; go build -ldflags "-X main.version=1.0.1 -X main.commit=fbcdd8927b3ed5db9ccf889388bf8efb500d3357
-X main.branch=master -X main.compileAt="date +%s " -0 ../../neb-fbcdd8927b3ed5db9ccf889388bf8efb500d3357

cd cmd/crashreporter; go build -1dflags "-X main.version=1.0.1 -X main.commit=fbcdd8927b3ed5dbIccf889388bf8e
fb500d3357 -X main.branch=master -X main.compileAt="date +%s"" -o ../../neb-crashreporter

rm -f neb

n -s neb-fbcdd8927b3ed5db9ccf889388bf8efb500d3357 neb

efReaNaxVY§a2S6S;

meta {
# @rRelaéS;ciDaTrayAedGerE
#

La@FRay1aNzaivasSNazd’ @VYSaR141§7284d4208V8eTaaTrayAciDéS: 11 jNaLTeFASSL! aEleAy
chain_id: 100

consensus {
#
~aIJlet’ agNoazeeraxY0 (PoD) &én
# DPOSAESErEAYMIiJN214V1I48%%¢z
#
werRéZTaVAxStalte0t/ éC 41 J24LCaméeTI 42871 jNerREV1IeIJI42CAEET1 JN214V1CcSEA0&S | ba
#
~cTsa20DPosaRtaYresGayarlizeal.iijNael’ AdzéaelCaltiaymai jAeT  c2Z2aEN41 JUeN(cSL£ 11 JNams.
dpos {
# aLTagNeIJl&2811JNANEARA214y14L14gNCS£aAEATTT
dynasty: [
[ miner address 1],

1EeINerAaL miijNa¥§525¢5,:éGGcTIDPoSARSeFEcEUas

E&
LR&VA&VIeIJI&ZE

£
D&

—

IA

Qo

3.3. Tutorials 78



nebulas wiki Documentation, aRSayC 1.0

# &CDALESEmMCZDAZEAVA
token_distribution |
{
address: [ allocation address ]
value: [ amount of allocation tokens ]

y

aRfaz8alll2d7¢Z63; Tconf /default /genesis . confayNiijNaeL aLiiyAzyt

éEmcj62eGazii

46N2 Tt ¢ZDALZ4yU:

ANl SazndRAE {4y Adyte Y §izSeE.CeCzAL miijN2l SiznélTAse Ad6Z4z1 a8 eféek.CcCzcZDéEme 62U

xeY§azSetCcCzéEmci6aeUGazi

# ¢ciSczIJéEmg 6

network {
# arziz0aElc;ScennayAsyrernteCziijNayméIJhecAélme bseed
#

—
ooooo

# ARriz&EEmc;64ad’ Ziyiseed, ["...", "..."]
seed: ["/ip4/127.0.0.1/tcp/8680/ipfs/
QmP7HDFcYmMJL12EZz4ZNVCK jKedfE7f48f1LAkUC3Whz4 jP" ]

# exCcCzcZSaRngSczIdelileArcnraRE1iJNART42EEEMe [ 6Ad’ Z4VE
listen: ["0.0.0.0:8680"]

# ciSczITcgAéSeTiiNeT1420cabe6d ezndz;erlels
# private_key: "conf/network/id_ed25519"

# &S:EEmC; 6

chain {
# &S:cZDATrayAxaGerE,
chain_id: 100

# eTrembamyaclaTorail
datadir: "data.db"

# et’ealiikeystorexliGazuamiaciaTgrail
keydir: "keydir"

# aLzay0aNzaiveEme; 6

~aRealZ1iNaEtsz0enlcC2aRFaALIUGEITACecAEEmMC  6seediijNseederCeC2ATEAT
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genesis: "conf/default/genesis.conf"

# cm;aRmc6UaesTiijNertaN£ss6aTz
signature_ciphers: ["ECC_SECP256K1"]
#

CS£aUSATTFATATL JNeSLatEciDkeystorealiGazéITAceRaT ¢G4T TIéEmMe; 6¢liDkeydirayN
miner: "nlXkoVVjswb5Gek3rRufqgjKNpwrDdsnQ7Hg"

#.
,CoinbaseaIJralAiijNerdaIdralAcTlaz0e082TtcSLatéciDeNlcsLadUars11 jNaRFE2EASNCSE
#

er&3IJraTAcliDkeystorealadéIJhalit’ é1J511 jNaymcTlaT: ¢ 6a1T1éEme éciDkeydirayN
coinbase: "nlFFlnz6tarkDVwWQkMnnwFPuPKUaQTdptE"

# CS£AUSATJITATACZDAYECEA
passphrase: "passphrase"

#+ APIGEmC;6

rpc {
# GRPCaIJmaLaCcnhraRde
rpc_listen: ["127.0.0.1:8684"]

/////

http_listen: ["127.0.0.1:8685"]

# aijReT;ciDAPIxladil

# APIxlaaliUaNEaRneL’ AeIJL’ aSNcTlaeltucgaésdataaksciDadsars

.
o AdminelaaiUaNEaRkeL’ AeIJL’ aSNcTlelucgnesécrziaksciDedsaReii jNeIJheengEOeCmeiler
http_module: ["api", "admin"]

app A
# «2084£0¢234ln: aTreNA[debug, info, warn, error, fatall]
log_level: "info"

# xU8&LUamYaT 5 mC; 0
log_file: "logs"

# @YrdReal’ S&ijAcrash reportaIlJmika
enable_crash_report: false

# czSx05eIImat.adékmc; 6

stats {
# @YraReal’ SaijAcZzSa05eI maka,
enable_metrics: false
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# c25205el Mat.adTEeTTamOay a1 J44LFInfluxdb
# éEmc;8InfluxdbciZDedféUbafazAr
influxdb: {

host: "http://localhost:8086"

db: "nebulas"

user: "admin"

password: "admin"

A lot of examples can be found in $GOPATH/src/github.com/nebulasio/
go—nebulas/conf/

aRraLkizeY§a2z86S;
emd 2 UGaRAEICZD2 Y §478¢S & Y fellidlicZDeg A lIL S, iijNaSNas Y e UzcZDetNefTe; SaSNy 2
aRfAEIE;acZDenniay Adyte Y §izSeECcCzaAC

cd /src/github.com/nebulasio/go—nebulas
./neb -c conf/default/config.conf

aRAEI=LRAE§cZDefliijNarEiijZ¢INALiaeCiayNifaz AfiijNelJL St art ed
Neblet¢ZDaUgafUe; SaG7aAC

. in ~/workspace/blockchain/src/github.com/nebulasio/go-nebulas on master

> ./neb -c conf/default/config.conf 157ms

INFO[2018-04-27T18 15+08:00] Started crash reporter. f- crashclient.go func=main.InitCrashReporter line=115

INFO[2018-04-27T18 15+08:00] Setuping Neblet... - . neblet (*Neblet) Setup" line=110

INFO[2018-04-27T18:19:15+08:00] Starting pprof file: ¢ 64.s func: . 2362 listen="0.0.0.0:8888"

INFO[2018-04-27T18:19:15+08:00] Genesis Configuration. .dpos . dynasty="[n1FF1nz6tarkDVwhQkMnnwFPuPKUaQTdptE n1GmkKHENBMw4rrjt16RrI9WcgvKUtAZP1s niH4
VgSWCCpf ni1LkDi2gGMgPrjYcczUiweyP4RxTB6Go1qS nlLmP9K8pFF33fgdgHZonFEMsqZinJ4EUgk n1MNXBKm6uJ5d76nJTdRVKPNVG85n6CnXAi n1NrMKTYESZRCWPFDLFKiKREzZKaN1nhQvz n1NwoSCDFwFL2981k639DPooi
XtebhY12BnHEwudmryEKXH n1RYagU8n3JSuV4R7q4Qs5gQI3pEmrZd6c] n1SAQy3ix1pZj8MPzNeVgpAmulnCVabSw8c n1SHufJdxt2vRWGKAXWPETYFEQ3MCQXNEXE n1SSda41zGr9FKFSDINEZ2ryY1ToNrndMauN n1TmQtaCn3Pl
n1UnCsJZjQiKyQiPBr7qG27exqCLuNUf1d7 ni1XkoVVjswb5Gek3rRufqjKNpwrDdsnQ7Hg n1cYKNHTeVWIVINQRWUhZZn9ETbgAYozckh nldYu2BXgV3xgUh8LhZu8QDDNr15tz4hVDv]" file=blockchain.go func="core.(*
tion="[address:\"n1FF1nz6tarkDVwhQkMnnwFPuPKUaQTdptE\" value:\"5000000000000000000000000\" address:\"n1GmkKH6nBMw4rrjt16RrIWcgvKULAZP1s\" value:\"5000000000000000000000000\"
00000000000000000000\" address:\"n1JAy4X6KKLCNiTd7MWMRsVBjgdVaSWCCpf\" value:\"5000000000000000000000000\" address:\"n1LkDi2gGMgPrjYcczUiweyP4RXTB6Go1gS\" value:\"50000000000000)
K\" value:\"5000000000000000000000000\" address:\"nIMNXBKm6uJ5d76nITdRVKkPNVG85n6CnXAi\" value:\"5000000000000000000000000\" address:\"nINrMKTYESZRCWPFDLFKiKREZZKaN1nhQvz\" valud]
639DPooigW33hjAgTa\" value:\"5000000000000000000000000\" address:\"n1PfACnkcfJoNm1Pbuz55pQCwueW1BYs83m\" value:\"5000000000000000000000000\" address:\"n1Q8mxXp4PtHaXtebhY12BnHE!
n1RYagU8n3JSuV4R7q4Qs5gQI3pEmrZd6cI\" value:\"5000000000000000000000000\" address:\"n1SAQy3ix1pZj8MPzNeVgpAmulnCVgb5w8c\" value:\"5000000000000000000000000\" address:

000\" address:\"n1SSda41zGr9FKFSDINE2ryY1ToNrndMauN\" value:\"5000000000000000000000000\" address:\"n1TmQtaCn3PNpk4f4ycwrBxCZFSVKvwBtzc\" value:\"5000000000000000000000000\"
00000000000000000000\"  address:\"n1UnCsJZjQiKyQiPBr7qG27exqCLuNUf1d7\" value:\"5000000000000000000000000\" address:\"n1XkoVVjswb5Gek3rRufqjKNpwrDdsnQ7Hg\" value:\"50000000000009
h\" value:\"5000000000000000000000000\" address:\"n1dYu2BXgV3xgUh8LhZu8QDDNr15tz4hVDV\" value:\"5000000000000000000000000\"

INFO[2018-04-27T18:19:15+08:00] Tail Block. file=neblet.go func="neblet.(*Neblet).Setup" 1ine=156 tail="{\"height\": 1, \"hash\ 0000000000009
rent_hash\": \"0000000000000000000000000000000000000000000000000000000000000000\", \"acc_root\": \"db2a692aa8e21ba3a65fb952f441c5b346db29b3d4d10a7530b024e0ffc27050\", \"timestamp\
INFO[2018-04-27T18:19:15+08:00] Latest Irreversible Block. block="{\"height\": 1, \"hash\": \"0000000000000000000000000000000000000000000000000000000000000000\ "
0000000000000000000000000 \"acc_root\ .db20692008e21b03065fb952F44lc5b346db29b3d4dl@a7530b024eeffc27@50\" \"timestamp\": \"ox\": 1, \"miner\ " file=neblet.go fur
INFO[2018-04-27T18:19: Setuped Neblet. . c="neblet.(*Neblet).Setup" lin

INFO[2018-04-27T18 H Starting Neblet... i B neblet.(*Neblet).Start" lin

INFO[2018-04-27T18:19: B Starting NebService... file=net_service.go func="net.(*NebService).Start" line=58

INFO[2018-04-27T18 B Starting NebService Dispatcher... file=dispatcher.go func="net.(*Dispatcher).Start" line=85

INFO[2018-04-27T18 H Starting NebService Node... file=node.go func="net.(*Node).Start" line=96

INFO[2018-04-27T18 B Starting NebService StreamManager. .. stream_manager.go func="net.(*StreamManager).Start" lin

INFO[2018-04-27T18 B Started NewService Dispatcher. i ispatcher.go func="net.(*Dispatcher).loop" 1ine=93

INFO[2018-04-27T18:19: B Starting NebService RouteTable Sync... =P _ .go func="net.(*RouteTable).Start" 1ine=93

INFO[2018-04-27T18 B Started NebService StreamManager. file=stream_manager.go func="net.(*StreamManager).loop" line=196

INFO[2018-04-27T18:19: : Started NebService Node. file=net_service.go func="net.(*NebService).Start" id=QmP7HDFcYmJL12Ez4ZNVCKjKedfE7f48f1LAkUc3Whz4jP
2.16.0.162/tcp/8680]"

INFO[2018-04-27T18 H Started NebService. file=net_service.go func="net.(*NebService).Start" line=74

INFO[2018-04-27T18 H Starting RPC GRPCServer... file=server.go func="rpc.(*Server).Start" line=87

INFO[2018-04-27T18 H Started NebService RouteTable Sync. fi route_table.go func="net.(*RouteTable).syncLoop" line=126

INFO[2018-04-27T18:19: H Started RPC GRPCServer. address="0.0.0.0:8684" file=server.go func="rpc.(*Server).Start" 1ine=95

INFO[2018-04-27T18 B Starting RPC Gateway GRPCServer... file=neblet.go func="neblet.(*Neblet).Start" http-cors="[]" http-server="[0.0.0.0:8685]" 1ine=225 rpc
INFO[2018-04-27T18 H Starting BlockChain file=blockchain.go func="core.(*BlockChain).Start" line=194

INFO[2018-04-27T18 H Starting BlockPool. file=neblet.go func="neblet.(*Neblet).Start" line=232 size=128

INFO[2018-04-27T18 B Started BlockChain. file=blockchain.go func="core.(*BlockChain).loop" 1ine=208

INFO[2018-04-27T18:19: H Starting TransactionPool... Hle neblet.go func="neblet.(*Neblet).Star

INFO[2018-04-27T18 B Starting EventEmitter... . neblet.(*Neblet).Start" lin

INFO[2018-04-27T18:19: B Started Neblet. file=neblet.go func="neblet.(*Neblet).Start" line=271

é2Ye6d = CEAELyNiijNi; £cTIéEmc;62UGiziiconf /default /config.
confARAEICZDRECcCziymeYic§£ausebCeCzaAC

v

eO&iyN2iiijNaRfakla i¢ZDeniiay Adyic§£atek.CeCziijNasCeZDseedet. CoCzimsal Siznal ZALZaR.
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cd /src/github.com/nebulasio/go—nebulas
./neb -c conf/example/miner.conf

alle£ZayRECcCZzaRAEIARO11jNA; 141 ZAELcIINALiaeCiyNifaz AfiijNealcd 28; SALmE.CeCzemiallia

[[NFO[2018-04-27T19:05:31+08:00] Enabled Dpos Mining... file=dpos.go func="dpos.(*Dpos).EnableMi
ing" 1line=155

[[INFO[2018-04-27T19:05:31+08:00] Started Active Sync Task. file=blockchain.go func="core.(*BlockCha
in).StartActiveSync" 1ine=528 syncpoint="{\"height\": 1, \"hash\": \'"00000000000000000000000000000AA00OAIIOAAAAO
P00000000000000\", \"parent_hash\": \"0000000000000000000000000000000000000000000000000000000000000000\", \"acc_root\"

. \"db2a692aa8e21ba3a65fb9521441c5b346db29b3d4d10a7530b024edf fc27050\", \"timestamp\": @, \"tx\": 1, \"miner\": \"\"}"
[[NFO[2018-04-27T19:05:31+08:00] Suspended Dpos Mining. file=dpos.go func="dpos.(*Dpos).SuspendM
ining" 1ine=290

[INFO[2018-04-27T19:05:31+08:00] Started Neblet. file=neblet.go func="neblet.(*Neblet).St
prt" line=271

omL i Bay AiijZaD£iijNarEaijZ¢cIINALiaeCayNifaz AfiijNealed 74; SALmeE.CcCzansczRe£d4yE 47 Esee

INFO[2018-04-27T19:08:32+08:00] Active Sync Task Finished. file=blockchain.go func="core.(*BlockCha
in).StartActiveSync. funcl” 1ine=531 tail="{\"height\": 1, \"hash\": \"000000000000000000000000000000000d0DDdd0Dd00D
0000000000000000\", \"parent_hash\": \"000000000000000000000000000000000000000000000000000000000000000\" , \"acc_root\
"1 \"db20692aa8e21ba3a65fb9521441c5b346db29b3d4d10a7530b024e0f fc27050\", \"timestamp\": @, \"tx\": 1, \"miner\": \"\"}
INFO[2018-04-27T19:08:32+08:00] Resumed Dpos Mining. file=dpos.go func="dpos.(*Dpos).ResumeMi
hing" 1ine=296

iEmcal 3; EAGHALE6S §iijNi; 441 ZcIINALiaeCayNifae AfiijNealed 73; SAL me§£408E CeCzeNUAG 7]

INFO[2018-04-27T19:10:28+08:00] My turn to mint block actual=n1FF1nz6tarkDVwWQkMnnwFPuPKUaQTdp
tE deadline=1524827430000 expected=1957071964ff495324635f22c7b486e05d7e67c7af5c9a00df97 file=dpos.go func="dpos.(*Dpos
).blockLoop” 1line=623 start=1524827428000 tail="{\"height\": 1, \"hash\": \"000000000000000000000000VV000VVADOVV0D
0000000000000000000000\", \"parent_hash\": \"000000000000000000000000000VIVVVYVVVIVVVVVVIVVVVVVVIVVPAAA\", \"acc
_root\": \"db2a692aa8e21ba3a65fb952f441c5b346db29b3d4d10a7530b024e0f fc27050\", \"timestamp\": @, \"tx\": 1, \"miner\":
\"\"}"
INFO[2018-04-27T19:10:30+08:00] Minted new block block="{\"height\": 2, \"hash\": \"18377
702273d102b19ec41601587b3c60f cOf3ecSbde69582%9ebb132778890e2\", \"parent_hash\": \"000000000000000000000000000000000000
0000000000000000000000000000\" , \"acc_root\": \"afcd700aa49c6de6569c698b7324a4130d2e7d1d995f0852881ce581e25ec578\", \"
timestamp\": 1524827430, \"tx\": @, \"miner\": \"nlFFlnz6tarkDVawWQkMnnwFPuPKUaQTdptE\"}" deadline=1524827430000 end=15
24827430 file=dpos.go func="dpos.(*Dpos).blockLoop” line=623 packed=1524827430000 slot=1524827430000 start=15248274280
00 tail="{\"height\": 1, \"hash\": \"0000000000000000000000000000000000000000000000V000000VA000RAVAVA\", \"parent_hash
\": \"0000000000000000000000000000AVIVVIVVVIVAVVVAVVAVAYAAARAR\" , \"acc_root\": \"db2a692aa8e21ba3a65fb952f441
c5b346db29b3d4d10a7530b024e@f fc27050\", \"timestamp\": @, \"tx\": 1, \"miner\": \"\"}"
INFO[2018-04-27T19:10:30+08:00] Succeed to update new tail. file=dpos.go func="dpos.(*Dpos).ForkChoi
ce" 1ine=203 tail="{\"height\": 2, \"hash\": \"18377702273d102b19ec4160f587b3c60fcOf3ec5bde695829ebb132778890e2\", \"p
arent_hash\": \"000000000000000000000000000000VVVVAVVVA0VVVVVVVVRIVRILRAYRRAN", \"acc_root\": \"afcd700aa49c6de656
9c698b732404130d2e7d1d995f0852881ce581e25ec578\", \"timestamp\": 1524827430, \"tx\": @, \"miner\": \"nlFF1lnz6tarkDVwhQ
kMnnhwFPUPKUaQTdptE\"}"
INFO[2018-04-27T19:10:30+08:00] Broadcasted new block block="{\"height\": 2, \"hash\": \"18377
702273d102b19ec4160f587b3c60fcOf3ecSbde695829ebb132778890e2\", \"parent_hash\": \"000000000000000000000000000000000000
0000000000000000000000000000\" , \"acc_root\": \"afcd700aa49c6de6569c698b7324a4f30d2e7d1d995f0852881ce581e25ec578\", \"
timestamp\": 1524827430, \"tx\": @, \"miner\": \"nlFFlnz6tarkDVwWQkMnnwFPuPKUaQTdptE\"}" file=dpos.go func="dpos.(*Dpo
s).mintBlock™ 1ine=61@0 tail="{\"height\": 1, \"hash\": \"000000000000000000000000000VVVVVVVAVVIVVIVIVVVVVAVVVVIV0D
POO\", \"parent_hash\": \"00000000000000000000000000000000000000000000000000000000000000VA\", \"acc_root\": \"db2a692a
a8e21ba3a65fb952f441c5b346db29b3d4d10a7530b024e0ffc27050\", \"timestamp\": @, \"tx\": 1, \"miner\": \"\"}"

v

®RRcd' 7 ¢Z63L mcZDDPoSaEsefEcSUwsTiijNiijZe I 214yt CcCze; 62tAaG2aIUaACeTSa702 LS
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3.3.7 Nebulas 101 - 02 alJizeY§42SéS¢ ayLaRSéAAdzd’ = YS
Nebulas@RRi; Za7E4yL cime Uz3ijR40ZaRSEA Aol SizticZDizd 2 Y SiijZ
1. cm;aRm & aRSEAA
2. AFEcHA & ARSEAA
3. 23CETA & ARSEAA
ayNéiéel Saznal EalniazNezmieCi; TEAZe£GizsayEayL c smeUz4ijRallinebulasijmiR SEA Ay AciTaz
aGEad'GeteaelLl

a0l Y §:i2S6S, ayLiijNefRaylalltaiAealcd zay AaytaTray AcZDet exLiiijNiyAiy AdrzazTaAC
alJ féRSeAAazd’ eeYSaL’ llijNaeLSaineIJAegAaGEad’ Gayd ayter eeLaiijZayAayiet eelicTielsARSEA £
(¢8Fiyz from”) aSNaReidyAdyiet @eeLu&IeszeaRUazcayA (¢cgrayz’to”).

aRSeéAAeAEete=Lu

a112£76GNiijNel SaziiaiEaijZ4; £c TIéEme 62 UGiziiconf /default /genesis.
confiymécDALECEmEGazeayAcZDet ceLiaymé AL NI dy Aayti; 114y 7R SEAAAERC e LiiijNéz Y e6d éA

x08aRUeAEeteaLu

el.Sazii; £cTIaeCayNaeNGizd al.Zaz7ay AaytaEle UrcZDet eeLuzlsdAZe O8ARU AEiijNe o6t RSy,

S ./neb account new

Your new account is locked with a passphrase. Please give a_
—passphrase. Do not forget this passphrase.

Passphrase:

Repeat passphrase:

Address: nlSQebdlINKHYFMKtJ5sNHPsSPVavGzW71Wy

®RRcd 7iijZi; 381 Z4877¢7De Uit e LaaSNiyEEICAR e Cdymiy AediijNeftizi; 181 Zazz7¢ZDet el
e Ufer @aaLugZDkeystoreanGazuarE,aljZecn&Tbg i GAllISGOPATH/src/github.
com/nebulasio/go—nebulas /keydlr/aEEaAC

aRrakicgA=lJLéS,

eL.SaznarEAl lelTnallfe Rmazzay Adylcg A=l 6S 2idi iy zellnaeTZ¢INcZD2Ne T¢OracCaAC
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aRrakicgmamReLCcCz

écUSELiijN=LSiaziaRAEellialicg Azl éS; ¢ZDeiinayAaytel. CeCriijNasCaR fazsi; ayzaEaaz Uk

./neb -c conf/default/config.conf

aRratic§caueetCcCz

208&ciAiijN2lSaznaRiaE [y Adytc§£408eECeCzeOsaESeInAlTicg A= I L 6S iijNe£Ziyter. CoCzizNal

./neb —-c conf/example/miner.conf

ad’ZiazEiijZcT§eLR:iayAayle Uk ¢ZDaNzal U?
a0l Y §47S6S, 4yL., alJlet acNGazeer Az Y OiijlProof-of-DevotioniijN
et AxllicZicZ6i7ciymel L éfeczEeRR£T L ¢ aERAL ESINSf AL miijNDPoSe¢é AL @NT 4; 14y 7y
a0l L SiziicZ6al meZDatNer TeOracCaymiijNe TsazO= L SaztaRIAR AR IEZE2 1 dylc§ £a08aymcZ DAy A
iy AxeUeiyAiyte UraNzal UecneNUaGzijNeNUal Uag Usk s4rEaijZecneGIAaLIARSEA AALFa ] SAL mc§£41
example/miner.confééﬁﬁﬁN&ﬁ%ﬁ@mLﬁﬁ%&anlFFlnz6tarkDVwWQannwFPuPKUaQpotE.

xY§az86S¢ azd'azS
&Y §4756S;2RRi; Z¢7Z41jAARSEAEHTTP API, RPC APIASN-
CLIzi¢aSNe£ReaN#iymeZDz Y §i7Set.CeCzizd 42SaACAIN e TZcINymiijNelS4znarE4ijZ4§747OHTTP
APIiijLAPI Module | Admin ModuleiijL ei&izNczmiay L csmaRSEAA#zd &Y S¢ZDaeUzesTaAC
®RRed ZiijZe Y §4756S; cZDHTTPx1mak.aézY e6d cifaR¢aR iy 7868 53AC
éeUSELiijNAITIaRS6A A= Utizd & Y SAL miijNaLSiznec Ax§EiyNaRSEA AL AR exLicZDcEiiz AAGA

eéA=§éeteseluckiizzAA
efRaytizd 2 ¥ SaeCadllélJAe AiyEES iijNEC | éIJAe AczZc§£atdcijt ¢Zsiy ASCIALE=L Nezmet ziijNa

wL.SiznaR 786 AZe£GAPI ModuleiymeZD/v1/user/
account state®08iRE218e0UARUARSEAALAE e LiN1FF1nz 6t arkDVwWQkMnnwEFPuPKUaQTdp

> curl —i -H Accept:application/json —-X POST http://localhost:8685/
—vl/user/accountstate -d '{"address":
—-"nlFFlnz6tarkDVwWQkMnnwEFPUPKUaQTdptE" } '

{"result":{"balance":"5000000000000000000000000", "nonce":"0", "type
~":87} 1}

&RRcd 7iijZ Ty pecTlazOeiGesiet eeLicszadNaAC88ealcd zeréet exLiiyzaeZ72C 4R Lezelt e Liii]
/neb account newdlZazicZDet ezLiarseYéldARL¢Zeet exLiiijNcTleLtimYACIES  dytetDazy
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eRR¢d 7iijZNonce¢Tlaz0=aGesret exlidRSeticZDal A=lIL izd 2 Y S¢ZDéazazRaACARN iy Ak

deCel Siziel A2gAiijNARSEAALAER e Liallé¢DALE¢EmaRO=NE=IIL 5000000000000000000000!

* 10/24)ayizeay AiijN 1ajINA Sz Y71000000000000000000iij1. 1071 8iij L dytizéay AiijNe TlazOe Traz Yizd a
¢DiaRO= L SiziietAe§eeOaRU AR e LicZDcE iz AAIAC

> curl —-i1i —-H Accept:application/json -X POST http://localhost:8685/
—~vl/user/accountstate -d '{"address":
—"nl1SQe5dINKHYFMKtJ5sNHPsSPVavGzW71Wy "} "'

{"result":{"balance":"0", "nonce":"0", "type":87}}

deCal Saznzl)§el]Z¢ZDéCEaitiijNaUret celiesael L 4224; Taz¢ay AAAC
aRSeAAazd=YS

208iyNeliijNel SiznarEazNcime Y §47S6S, 4yEayL csmaRSEAAHZd 2 Y S¢ZD2Uz3ijRAAC

cmiaRm & aRSEAA

aj£cTietZcpme Uz4ijRiijNeel SizniRizedlicercz£cOracCayNAELE £ Ticg AcSeom; ARmaE a2d 0 Y Siij]
WalleteemCa YTa§zdZONeb.jsé GG¢TIe£Z¢gmeUZesTaRSEAACZDE7d 2 Y SAAC

éeUSELiijNaelSiziid; £¢TIAdmin ModuleiymeZDv1 /admin/
s1gna08aREczZAGEAd GARS¢ZDizd = Y Scm; ARmiijNA; UALFizd’ & Y S¢ZDazNe£ZAL i Tiem6aAC

> curl -i -H 'Content-Type: application/Jjson' -X POST http://
—localhost:8685/vl/admin/sign -d '{"transaction":{"from":
-"nlFFlnz6tarkDVwWQkMnnwFPuUPKUaQTdptE", "to":
—"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrhb", "value":
-"1000000000000000000", "nonce":1, "gasPrice":"1000000", "gasLimit":
-"2000000"}, "passphrase":"passphrase"}'

{"result":{"data":"CiAbjMP5dyVsTWILfXL1MbwZ8Q6x0gX/
—JKinksldpToSdxIaGVcH+WT/
<»SVMkY18ix7SG4F1+28evXJoA35caChlXbip8PupTNxwV4SRM87r798 jXWADXpWngIhAAAAAAAAAAAA
. " } }

eRRcd 7iijZallIaR S A Az d 2 ¥ S UltiijNarzazOaRNay Adytet e LiiijNaR ke JL &; SizUNon ceidjzNg
¢DaROiijNeLSiznarEcm; 48 ARmcZDizd’ @ Y Sa0§agNe TiembeRRizd AL feINallics A=l éS; 6GN

> curl —-i —-H 'Content-Type: application/Jjson' -X POST http://
—~localhost:8685/v1/user/rawtransaction -d '{"data":
<"CiAbJMP5dyVSTWILEXL1IMbwZ8Q6x0gX/JKinksldpToSdxIaGVcH+WT/
—SVMkY181ix7SG4F1+728evXJoA35caGhlXbip8PupTNxwV4SRM87r798 JXWADXpWngIhAAAAAAAAAAAA

(_)"}V

{"result":{"txhash":

W1 O A~ LQTIDE L AAACLDANTATDLEQ
TIOOCCIST T IO o3

11 QL1 N A
TIoOC T o T oto

oCTCO

", "contract addres "'""}}ﬁﬁﬁ
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https://github.com/nebulasio/web-wallet
https://github.com/nebulasio/web-wallet
https://github.com/nebulasio/neb.js
https://github.com/nebulasio/wiki/blob/master/rpc_admin.md#signtransactionwithpassphrase
https://github.com/nebulasio/wiki/blob/master/rpc.md#getaccountstate
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arEcaA & aRSeAA

deCedlli;Hifaizzay Adjte Y §izSeL.CeCzay6ia; it iamY keystoree UGz iijN4; 38R fizsd; £¢ TictinazNeg
éeUAELiijNayLaijad;icZDkeystoree UGaztalid; aifaizzcZDae Y §i7Seb.CcCz¢ZDkeydire UGaziad ziy

cp /path/to/keystore.json /path/to/keydir/

¢DaR 0T N2 SiznaRSEAATZ & YV ScZDaRN2 UltiijNayedyhael SiziikeystorecZDAarEcATijNAL 2 ¢

> curl -i -H 'Content-Type: application/Jjson' =X POST http://
—localhost:8685/vl/admin/transactionWithPassphrase -d '/{
—"transaction":{"from":"nlFFlnz6tarkDVwWQkMnnwEFPuPKUaQTdptE", "to":
—-"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrhb", "value":
—"1000000000000000000", "nonce":2, "gasPrice":"1000000", "gasLimit":
-"2000000"}, "passphrase" :"passphrase"}'

{"result":{"txhash":
—"3cdd38a66c8£399e2£28134e0eb5560292e19d48439f6afde384ca9b60c27010
", "contract_address":""}}

eRRcd 7iijZaZaiyzel SaznalliazNAL mi; £¢Tin1 FF1nz 6t arkDVwWQkMnnwFPuPKUaQTdpt EARS
egcéTA & aRSeAA

e£Ze Y felJAmséZl cZDARSEAA#Zd @Y ScZDaUzesTAACEZd 61dd; 1a6NAE i€ aizz4y Adjte Y §i2SEE.C
6eUSELiijNayhaijid;acZDkeystoree UGHzGAL A #ifaizzcZ D Y §47Set.CcCzcZDkeydire UGHzGAd 24§

cp /path/to/keystore.json /path/to/keydir/

¢DaROi1N#; £¢ Tl 3¢ ZDkeystoree UGiziicZDarEciAiijNaeNGasZ¢ZD2 Utié Ut eNCAZL eldalliecr

> curl —-i -H 'Content-Type: application/Jjson' —-X POST http://
—localhost:8685/vl1/admin/account/unlock -d '{"address":
—-"nlFFlnz6tarkDVwWQkMnnwFPuUPKUaQTdptE", "passphrase" :"passphrase",
—"duration":"300000000000"}"

{"result":{"result":true}}

ayAeUcayAdyter eeLaalRECcCzayt.eénegeé TATIjNAzzH; TAR Fiz8e6£6UG 2 1] 74ZISend Transactions

> curl —-i -H 'Content-Type: application/Jjson' -X POST http://
—~localhost:8685/vl/admin/transaction —-d '{"from":
<"nlFFlnz6tarkDVwWQkMnnwEPuPKUaQTdptE", "to":
—"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrh5", "value":
-"1000000000000000000", "nonce":3,"gasPrice":"1000000", "gasLimit":
<~"2000000M"}"
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{"result":{"txhash":
—"8d69dea784f0edfb2ee678c464d99e155bcal4b3d7e6cdbabec5¢c189f£731110ct
%","Contract_address":""}}éRé

azd’'eYSaeTiiend

aymeszii£cTicZDaStEy Acme Uzes TARSEA AdZd 2 Y SiijNeLSizinéC;ijza, UaLrayd aytes TaZdaAijiij
difcTit xhashelSiznaRrizée§sclINGZd oY Se TliemsiijNc§86ASA; SALmiZd & Y S¢ZDck iz AAGAC

> curl —-i —-H Accept:application/json —-X POST http://localhost:8685/
—vl/user/getTransactionReceipt —-d '{"hash":
—"8d69dea’784f0edfb2ee678c464d99e155bcal4b3d7eb6cdba6bc5cl189f731110ct

(_}"}‘

{"result":{"hash":
—"8d69dea784f0edfb2ee678c464d99e155bcal4b3d7e6cdbabc5¢c189f731110ct
<", "chainId":100, "from" :"nlFFlnz6tarkDVwWQkMnnwFPuUPKUaQTdptE", "to":
—"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrhb", "value":"1000000000000000000
<", "nonce":"3", "timestamp":"1524667888", "type":"binary", "data
—":null, "gas_price":"1000000", "gas_1imit":"2000000", "contract_
—address":"","status":1, "gas_used":"20000"} }4ARO

&£76GN¢ZD st at usaRieCielIL 4y cgmck.tie A AaAijiijNOiijN 1aSN2aAC
o 0: dzd’ e YSad’set’é. ealcd 73;Salmiazd’ = Y SatsczRayEES iijN4; Ex Y el geaNad set 8i7EaACaRRC;
o 1: a7d’eYS2LRALS. calcd 74;SAUmizd & Y SaniczRAyEES iijNe ANy Tl geaN2LRAE§EZEAAC

v A

o 2: d7d’eYSa;EAGZ. 2alcd 78 SALmizd’ @ Y Se£Y eSaelIL 1S AACARRC 2 Y FAZ44y78; SAL mizd’ &
admae§éxe0éaRUeAEeteaeLuajZédi

eLSiznad me§sayAayNeOaRUAERt e LuayEcZDéSse YiaReatsczRALIE ¢dZEAAC

> curl —-i1i —-H Accept:application/Jjson -X POST http://localhost:8685/
—vl/user/accountstate -d '{"address":
—"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrh5"}'

{"result":{"balance":"3000000000000000000", "nonce":"0", "type":87}}

el Sizi¢TiayL come Uz4ijRALEALAARSEA AiZEay AciTe et eiijNafRei Te niy AaytNASIijNaeL Adzée
ayNayAcna

¢ijUsEZazte£ReaN=Z76C aRLeze
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3.3.8 Nebulas 101 - 03 cij0aEZaziesReaNaZzeCijaRLcze
allie£ZciGa TZcINGymel SiziiiijZameizie AO= a0l INebulasiymeijUaEZaA AéClc 3azlia L geaNaZ7e(
aGEad’ GauéajlJ

alJie£ZaRdeZ72CiaRLezeizNAL miijNAE Lyl 4234y NAELAL mamee £ GcZDAEEAGiiZ
1. a8LecEaAAcijUerSaziaRiakInebaz Te Tl
2. al.74776SsaNEaITaiAiijNes ¢ ScoinbaseiijNaziiaijAagNeNUc§£
3. @§sefénebeb.CcCzifar AfaAASSSANEAIIFAIAL; Zécicml
4. aRSéAAg et eiazd =Y SiijNazGétNerA 7 d @ Y Se YaRee LRAE§
deCadlafzayjteficZDAEEAGze I cUSeCScZDARN meaR fi28¢ Gmae UraOzameizaa L méiccZDenaeE Cii
1. ¢ijUsEZ=Z7eC aRL¢ze
2. éClei3eZ72CiaR0cze
3. 2iC¢TleZ72C 4R Lc7¢iijNEINeFASRLcZzeal geaNczSaedl)
cij0aEZ=ZzeCijaRicze
éﬁ§éiZééid’vh‘iiLguéiéiijij’iijNNebvuvlasz‘i(édg/@fﬁil}iN\{M?Z/ZmN§aeIJiaeiééjE/lV{éazNaniééjéRLgi@IijNNYMg%IV:
V8iaijTeSOiijNell Adzéa;Sal'mgZDaijAaRS¢L LiijNelLSdznaRrazéd £¢cT1JavaScriptaA ATypeScriptelécijUa
¢ijUsEZzZ7CiaRLezecZDe6Ae AegDeNCiijZ
1. 77:C;aR1c7eizcciAEESaze Y iy AdiytPrototypecZDarzesaiijZ
2. #77:CiaRLcreizcciAGEESaze Il ay AdytinitcZDae UzaesTiijNe£ Ziyte Uzes TaR i Za16Cle; $cZDa
3. @Z72CjaRL¢7eéGNéIécZDeg A=l 2 UzesTeYiizé_aijAdd’t ¢ZDeUzaesTiijN¢gAzlIL 2 UzaesTayme
 dyNeélcelSaziiai£cTilavaScripteitcijUiEZehnay AuyteZ72CiaR LeZeiijZésieaNatieZ 2 §JAAC
e£ZayteZ76C aRLczeélTAee AdGdcOriz&ayNaL.§eCiiijZ
1. ¢TleLadRizEaRSe£Z4§16S GeaNALIEZT 2§ 1JamY 6S$AAC
. cTleLaaRriz82§821¢6SeaNELI6ZT 2§ iymcZDi; Zé¢iaAC
®Z7:C;aRLczecd 7y NiijZ

'use strict';

var DepositeContent = function (text) {
if (text) {
var o = JSON.parse (text);
this.balance = new BigNumber (o.balance);
this.expiryHeight = new BigNumber (o.expiryHeight) ;
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} else {
this.balance = new BigNumber (0) ;
this.expiryHeight = new BigNumber (0);
}
}i

DepositeContent.prototype = {
toString: function () {
return JSON.stringify (this);
}
}i

var BankVaultContract = function () {
LocalContractStorage.defineMapProperty (this, "bankVault", {
parse: function (text) {
return new DepositeContent (text);
br
stringify: function (o) {
return o.toString();
}
1)
}i

// save value to contract, only after height of block, users can,,

—takeout
BankVaultContract.prototype = {
init: function () {
//TODO:

by

save: function (height) {
var from = Blockchain.transaction.from;
var value = Blockchain.transaction.value;
var bk_height = new BigNumber (Blockchain.block.height);

var orig_deposit = this.bankVault.get (from);
if (orig_deposit) {
value = value.plus (orig_deposit.balance);

var deposit = new DepositeContent ();
deposit.balance = value;
deposit.expiryHeight = bk_height.plus (height);

this.bankVault.put (from, deposit);
by

takeout: function (value) {
var from = Blockchain.transaction.from;
var bk_height = new BigNumber (Blockchain.block.height);
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var amount = new BigNumber (value);
var deposit = this.bankVault.get (from);

if (!deposit) |
throw new Error ("No deposit before.");

if (bk_height.1lt (deposit.expiryHeight)) {

throw new Error ("Can not takeout before expiryHeight.");
}
if (amount.gt (deposit.balance)) {
throw new Error ("Insufficient balance.");
}
var result = Blockchain.transfer (from, amount);
if (!result) {
throw new Error ("transfer failed.");

}
Event.Trigger ("BankVault", {
Transfer: {
from: Blockchain.transaction.to,
to: from,
value: amount.toString/()
}
b) i
deposit.balance = deposit.balance.sub (amount) ;
this.bankVault.put (from, deposit);
b
balanceOf: function () {

var from = Blockchain.transaction.from;
return this.bankVault.get (from);

bo

verifyAddress: function (address) {
// 1-valid, O-invalid

var result = Blockchain.verifyAddress (address);
return {
valid: result == 0 ? false : true
}i
}
}i
module.exports = BankVaultContract;

ayEéiceZzeCiaRczecZDed 7 NaRfizécIINALfiijNBank Vaul t Cont ract & YfijAijlprototypeafz
BankVaultCont ract&édcOfizEaRead Udyd dyteUzesTiijZ

o save(): ¢TleLaaRriz8éAZe£GerCeTlsave() e UzaesTARSESGeaNA£I6ZT 2 §1)amY éSsiijZ

o takeout(): ¢TleLaaRrizeé AZe£GerCTitakeout() e Uzes TARSEStieaNa£i6Z1 2 §1TARUESSilZ
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« balanceOf(): ¢TlzltaRH786AZe£GeiCc TibalanceOf()2Uzaes TARSESieaNA£IEZT e §1Te§eri; ZEcTii
ayEéiccZDaRLezeizcaA¢TIALIAZEAEEC | 6¢ZDB 1 ock chainafze§aaSNAEEC; 6¢ZDBigNumber () @

save():

// Deposit the amount into the safe

save: function (height) {
var from = Blockchain.transaction.from;
var value = Blockchain.transaction.value;
var bk_height = new BigNumber (Blockchain.block.height);

var orig_deposit = this.bankVault.get (from);
if (orig_deposit) {

value = value.plus (orig_deposit.balance);
}
var deposit = new DepositeContent ();
deposit.balance = value;
deposit.expiryHeight = bk_height.plus (height);

this.bankVault.put (from, deposit);
by

takeout():

takeout: function (value) {
var from = Blockchain.transaction.from;
var bk_height = new BigNumber (Blockchain.block.height);
var amount = new BigNumber (value);

var deposit = this.bankVault.get (from);

if (!deposit) {
throw new Error ("No deposit before.");

if (bk_height.1lt (deposit.expiryHeight)) {
throw new Error ("Can not takeout before expiryHeight.");

if (amount.gt (deposit.balance)) {

throw new Error ("Insufficient balance.");
}
var result = Blockchain.transfer (from, amount);
if (!result) {

throw new Error ("transfer failed.");

}
Event.Trigger ("BankVault", {
Transfer: {
from: Blockchain.transaction.to,
to: from,

3.3. Tutorials 91



nebulas wiki Documentation, aRSayC 1.0

value: amount.toString/()
}
)i

deposit.balance = deposit.balance.sub (amount) ;
this.bankVault.put (from, deposit);
by

éCiciseZzeCiaRLlcze

4yEéi¢azNczmizEalJINebulasiyme AQi#z1.a0z¢cijUSEZay AdyteZ7eCiaR e zeiijNcOrall el SiziiéITAze

& aR$eAncZD=Uz4ijR2i6aRSEAAIZ 2 Y STAC

éeUAELiijNa2lSiznialliconf /default /genesis . confiymé¢DALEEmEGizcayAcZDer el téGl

> curl —-i -H Accept:application/json —-X POST http://localhost:8685/
—vl/user/accountstate -d '{"address":
—~"nl1H4MYms9F55ehcvygwWE71J8tJC4CRr2s0" }'

{"result":{"balance":"5000000000000000000000000", "nonce":"0", "type
<":871}1}

v

ef&et eeLielIL elisad §cZDéSseide Triz Y el Nezmet 7iijNe OijNai&iijNa L Siziiegé

AGRSEAAGAL

> curl -1 -H 'Content-Type: application/json' —-X POST http://
—localhost:8685/v1/admin/account/unlock -d '{"address":
—-"nl1H4AMYms9F55ehcvygwWE71J8tJC4CRr2s0", "passphrase" : "passphrase",
—"duration":"43200000000000"}"

{"result":{"result":true}}

¢DiiaRGiijN2LSiznaRSEAAECicisBank VaultiR LezecZDizd 2 Y SAAC

> curl -i —-H 'Accept: application/json' —-X POST http://

—localhost :8685/v1/admin/transactionWithPassphrase —H 'Content-—
~Type: application/json' -d '{"transaction": {"from":

—"n1H4MYms 9F 55ehcvygwWE71J8tJC4CRr2so", "to":
—"n1H4MYms9F55ehcvygwWE71J8t JC4CRr2so", "value":"0", "nonce":1,
~"gasPrice":"1000000", "gasLimit":"2000000", "contract": {"source": "\
~"use strict\";var DepositeContent=function (text) {if (text) {var,
—0=JSON.parse (text),;this.balance=new BigNumber (o.balance);this.
—wexplryHeight=new BigNumber (o.expiryHeight); }else{this.balance=new,_
—BigNumber (0) ;this.expiryHeight=new BigNumber (0);}};
—DepositeContent.prototype={toString:function() {return JSON.
—stringify (this),; }};var BankVaultContract=function ()
—{LocalContractStorage.defineMapProperty (this, \ "bankVault\",

— {parse:function (text) {return new DepositeContent (text);},
—stringify:function (o) {return o.toString();}});};BankVaultContract.
wprototype={init:function(){},save:function (height) {var_
—from=Blockchain.transaction.from;var value=Blockchain.transaction.

—value;var bk_height=new BigNumber (Blockchain.block.height) ;var_,

r dapepsit=this.bankVault.get (from),;1f (orig_deposit
3.3, ']I'@ton%f% , get ( (orig_deposit) 92
SHvalue=va ue.plus (orig_deposit.balance),;} var deposit=new_
—DepositeContent () ;deposit.balance=value;deposit.expiryHeight=bk_
—~height.plus (height),;this.bankVault.put (from,deposit);},
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{"result":{"txhash":
—"aaebb86d15ca30b86834efb600f82cbcaf2d7aaffbedf2c8e70de53cbedl17889
—","contract_address":"nlrVLTRxQEXscTgThmbTnn2NgdWFEKwpYUM" } }

« from: aRLc7eal.Zazze AEet eeLaallfalA
* to: aSNfromiyAeGt'iijNaRN#yzaR[Lczeal Zazze ABAIITAIA
o valueiijZéClc 38R L¢zeaUtiayz" 0
« nonce: ®fTALZ4776AE4;SALmcZDnoncedd Z1iijNaRfiz86AZe£GGet Account St at eeOaaRUALZ
o gasPriceiijZéCleiseZ7eCiaRLezec TIALtcZDgasPriceiijNaRfiz86AZe£GGe t GasPr i ce2OudRUiijNa
o gasLimit: éCl¢j3aRL¢zecZDgasLimitiijNéAZe£GE st imateGasaRfiazée0aaRUECI¢;8aRLezecZDga
« contract: aRLcZeifaxAfiijNéCic; 38R LezeaUtiaijadEecZDaRCaTr
— source: aRL¢redzéciA
- sourceType: aRL¢7ZedzéciAcszadNiijNeTreNA saSNt s(afzazTjavaScriptaSNtypeScriptizd
— args: dRL¢7ealiagNaNUeUzesTARCaTiiijN2UaaR Ca Triyzcl zamUchiedysiijNalJL AR Ca T
eClg $@eZ7C; aRngegZDe;ETaZdaAl] &YrtransactlongZDhashaIJ faiAtxhas haSNaRngegZDeClg‘ sall
a(JUaLféf.TaZdaAlJ aztiaymeCafiefAARLczeatsczRECIc 3 LR AL §1ijNAZA4y2ARSEA ATz Y S YTy Ayt

UNerASRLczea YiaReéClcise LRALS
alliéClc 3zeZ76CaRLezecZD2UtiaAZa; UALFizEtransactiongZDhashalJFai A t xha s hiijNeael SiziidR

> curl -i -H 'Content-Type: application/Jjson' =X POST http:/
—/localhost:8685/vl/user/getTransactionReceipt -d '{"hash":
—"aaebb86d15ca30b86834efb600£82cbcaf2d7aaffbedf2c8e70de53cbedl7889
(_)"}l

{"result":{"hash":
—"aaebb86d15ca30b86834efb600f82cbcaf2d7aaffbedf2c8e70de53cbedl1 7889
", "chainId":100, "from":
—"nl1H4MYms9F55ehcvygwWE71J8tJC4CRr2so", "to":
—"nlH4MYms9F55ehcvygwWE71J8tJC4CRr2so", "value":"0", "nonce":
<"1", "timestamp":"1524711841", "type":"deploy", "data":
~"eyJTb3VyY2VUeXB1lIjoianMiLCJITb3VyY2Ui01iJcInVzZSBzdHIpY3RcIjt2YXIgRGVwb3Npc
< ZmFsc2U6dHJILZX07£X07bWOkdWx1LmV4cGI9ydHMOOmFual zhdWx0Q29udHJhY3Q7IiwiQXJncs
", "gas_price":"1000000", "gas_l1imit":"2000000", "contract_
—address" :"nlrVLTRXQEXscTgThmbTnn2NgdWFEKwpYUM", "status":1,
—"gas_used":"22016"}}

aeCiyhal Acd 7iijNéClic 3aRLezecZDizd @Y S¢ZDchiz AARY =l Ri#7E 1iijNealed’ 2AR LezeéClg sz
®LlgeaN=ZzeCiaRlczeaUzaesT

dlJINebulasiymeiCcTieZ72C;aRLezecZDeUz4ijR428§3; LeS AamTiijNaRNadie Y6 AZ£GARSEA Adzd’
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efCcTieZzeCijaRLlczecZDsaveaUzasT

> curl —-i —-H 'Accept: application/json' -X POST http://
—localhost:8685/vl/admin/transactionWithPassphrase —-H 'Content-
~Type: application/json' —-d '{"transaction":{"from":
—"nlLkDi1i2gGMgPrjYcczUiweyP4RxTB6GolgS", "to":
—-"nl1rVLTRXQEXscTgThmbTnn2NgdWFEKwpYUM", "value":"100", "nonce":1,
—"gasPrice":"1000000", "gasLimit":"2000000", "contract":{"function":
—"save", "args":"[0]"}}, "passphrase": "passphrase"}'

{"result":{"txhash":
—"5337£1051198b8ac57033fec98c7a55e8a001dbd293021ae92564d7528de3£84
", "contract_address":""}}

from: ¢TleLicZDet el aalFalA
o to: ®Z7eCjaRLezeallTaiA
o value: ¥C¢Tisave()eUzaesTeUtieCseeAsmY dES2Z76C; 4R Lezeizcay A= THEGR
* nonce: @fTal.Zaz7¢ AE4;SaLmcZDnoncedd Z1iijNaRfz86AZe£GGet Account St at ceOGARUALZ
« gasPriceiijZéCleiseZ7eCiaRLezecTIALtcZDgasPriceiijNaRfiz86AZe£GGet GasPr i ceeOudRUiijNa
o gasLimit: éCl¢i38R¢czecZDgasLimitiijNéAZE£GE st imat eGa saRfEz&OaRUECIc$aR LezecZDga:
o contract: ARLcZeifaxAfiijNéCic;3aRLezex UtiijadEscZDaRCa Tt

— function: &fC¢TiaRLezeaUzasT

— args: aRL¢ZeeUzesTARCaTriijNeUidR Ca Triyzcl ZimUchiedysiijNaelJL AR Ce Tie Utiayz) SO
éNerA2Z7eCiaRLezecZD2UzesTsaveaeYiaRexe L geaNeLRALS
¢Tsa70=L geaNaRLczeeUzesTelltiet le Y feRRaz7d 4y Adytizd Y SiijNe L Adzéel SiziaRfiz86AZ2

> curl -1 -H 'Content-Type: application/json' —-X POST http:/
—»/localhost:8685/vl/user/getTransactionReceipt -d '{"hash":
—"5337£1051198b8ac57033fec98c7a55e8a001dbd293021ae92564d7528de3£84

(_}"}'

{"result":{"hash":
—"5337f1051198b8ac57033fec98c7a55e8a001dbd293021ae92564d7528de3f84
—","chainId":100, "from":
—"nl1LkDi2gGMgPrjYcczUiweyP4RxTB6GolgS", "to":
<"nlrVLTRxQEXscTgThmbTnn2NgdWFEKwpYUM", "value":"100", "nonce
""", "timestamp":"1524712532", "type":"call", "data":
—"eyJGAW53jdGlvbiI6InNhdmUiLCIBcmdzI joiWzBdIn0=", "gas_price
~":"1000000", "gas_1imit":"2000000", "contract_address":"",
—"status":1,"gas_used":"20361"}}

deCiybael Acd 7iijNizd @ Y Sch iz A AARY 4y 747E 1iijNealcd Ze L g2aNsavee UzesTel RAL§AZEAAC
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efCcTieZzeCjaRlczecZDt akeout @UzaesT

> curl —-i —-H 'Accept: application/json' -X POST http://
—localhost:8685/vl/admin/transactionWithPassphrase —-H 'Content-
~Type: application/json' —-d '{"transaction":{"from":
—"nlLkDi1i2gGMgPrjYcczUiweyP4RxTB6GolgS", "to":
—"nl1rVLTRXQEXscTgThmbTnn2NgdWFEKwpYUM", "value":"0", "nonce":2,
—"gasPrice":"1000000", "gasLimit":"2000000", "contract":{"function":
—"takeout", "args":"[50]"}}, "passphrase": "passphrase"}'

{"result":{"txhash":
—"46a307e9%0eb21£52992a7512£3705fe58ee6c1887122al1b52f5ce5fd5£536a91
", "contract_address":""}}

UNerA=Z7eCiaRLczecZDeUzesTt akeout @ YiaRea L geaNeLRAE.§

allayk.éicsaveeUzesTeZDL 3eaNaymiijNa2lLSiznalJ[ARL.cZen 1 rVLTRxQEX s c TgThmbTnn2Ngdi

> curl -1 -H 'Content-Type: application/json' —-X POST http:/
—/localhost:8685/v1/user/accountstate -d '{"address":
—"nlrVLTRxQEXscTgThmbTnn2NgdWFEKwpYUM" } '

{"result":{"balance":"50", "nonce":"0", "type":88}}

¢zS2dlJaSNécDII§¢ZiciiedAC
x§éeréeZzeCiaRlczeeTiemd
allleZ72C aRLezeaymiijNalSiznellL iy AizZeUzesTaztiymeZt 2 TZARLeZecZDck i AAlijNe£Z:47
ModulesymiyzcTleLieRRiE; Z47ECal 1 208aREeI&ay6aLl cTleLizléxl: seaNe£ZizZaRefzcZDaUzas Tii

z
r

wL.SiznefC¢TIARL¢Zen 1 rVLTRXQEX s c TgThmb Tnn2NgdWFEKwp YUMiymcZDbalanceOfeUzas’

> curl —-i —-H 'Accept: application/json' —-X POST http://
—~localhost:8685/vl/user/call -H 'Content-Type: application/Jjson' -
—d "{"from":"nlLkDi2gGMgPrjYcczUiweyP4RxTB6GolgS", "to":
<"nl1rVLTRXQEXscTgThmbTnn2NgdWFEKwpYUM", "value":"0", "nonce": 3,
—"gasPrice":"1000000", "gasLimit":"2000000", "contract":{"function":
—"balanceOf", "args":""}}'

{"result":{"result":"{\"balance\":\"50\",\"expiryHeight\":\"84\"}",
~"execute_err":"", "estimate_gas":"20209"}}

ayNayAcna

-,

2Z7C;aRLczeamY ACIaN7
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3.3.9 Nebulas 101 - 04 ®2Z2eC;jaRLczeamYaCiaNz
A méicel SiznizNemizEeAO#71 ¢ijUAEZ=Z72C AR Le7eiz8aREe AO= il e Y §17S6S éClcisaSNer
47bAd' T eLSaztieideteczEcZDizNcimellL AEse Y §:i2S6S; 2776CiaRLezecZDamY 4CIaAC2 Y §47S6S, a
contract)eRRi; Za7E6S iyt TremsamY ACIaE.§eCiaACcsziijijazOiijacz§cZDkey-
valueamYaClcszez8iijleg:redisiijLiijNaRfizaz Y et ziijLeGLe AU gasiijL afEx TremoamY aCIaLie Y §42S6S, 4

LocalContractStorage

&Y §4756S¢ZDxZ72CiaRL¢zee£ReaNcOra¢CAEEe; 6a7EamY aClafze$aLocalCont ract St orageii]
a§zcaAcTiesT
LocalContractStorage¢ZDc6AimT2O8REANE2Niset ,get,de 12O8aREjNAGAcOFEZEamY aC

LocalContractStorageimY 3 Clee Tioemé

// mY&ClaTrambii jNeTremb41 jZecén jsondZRALUANUeLRSMUcriedysdLTsmy
LocalContractStorage.put (key, value);

// @LUAE

LocalContractStorage.set (key, value);

LocalContractStorageefzaRU=Tiend

// e0G4RUxTTamé
LocalContractStorage.get (key);

LocalContractStoragealLaéZd 2 Ti =né

// 4LdéZd’xTrems, aTramsildéZd’ dROxUdesTerzaRU
LocalContractStorage.del (key);

// @LUeAE

LocalContractStorage.delete (key);

ayNéice Y fayAaytaEas; SAIAR Lezeaymij£cTiLocalCont ract St orage¢ZDaddi; NiijZ

'use strict';

var SampleContract = function () {
bi

SampleContract.prototype = {
init: function () {
b
set: function (name, value) {
// SmY&CIlimUcriedys
LocalContractStorage.set ("name", name) ;
// mYaCleTrimU
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LocalContractStorage.set ("value", wvalue);
// &mY&CI&rZésa
LocalContractStorage.set ("obj", {name:name,value:value});
}I
get: function () {
var name = LocalContractStorage.get ("name");
console.log ("name:"+name)
var value = LocalContractStorage.get ("value");
console.log("value:"+value)
var obj = LocalContractStorage.get ("obij");
console.log("obj:"+JSON.stringify (obj))
br
del: function () {
var result = LocalContractStorage.del ("name");
console.log("del result:"+result)

}i

module.exports = SampleContract;

énYczgcTisesT

LocalContractStorageéZd izEa§zelliicZDset,get,delaUzasTiijNe£YeRRi; Ze UzaesTeié

czSad6ZasdaeAg

v

alliczS46Z:4y AaytaR Lereasde A g UtiijNélJAee AxRR i Zaf78$aaddi; NiijNasde A giRma

¢zSa6Zae0éaRe

// define a object property named "“fieldname ™ to ‘obj  with,
—~descriptor.

// default descriptor is JSON.parse/JSON.stringify descriptor.
// return this.

defineProperty (obj, fieldName, descriptor);

// define object properties to ‘obj  from ‘props’.

// default descriptor is JSON.parse/JSON.stringify descriptor.
// return this.

defineProperties (obj, descriptorMap);

27

'use strict';

var SampleContract = function () {

/7
wSampleContractcZD size 45deAgdyzamYaClaSdaeAgri jNGYZ size cZDeFz3EZ4]
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//
—cld’ &d’DcZD descriptor b ¢ bdyznullii JNAFES [ £cTléz¥eéd” ¢cZDISON.
wstringify () ASNJSON.parse ()

LocalContractStorage.defineMapProperty (this, "size", null);

/o
wSampleContractcZD value 35dxA58y25MYECI14SdeAGTi jNArZ value ¢cZDerzZaE)

/o

~cmd’ &d’D¢cZD descriptor e€GlA8Z472L7 46d¢cOrii jNEMYACIaUlicit ' @b&e [ fidyziml
LocalContractStorage.defineMapProperty (this, "value", {
stringify: function (ob7j) {
return obj.toString();
br
parse: function (str) {
return new BigNumber (str);

b
/7
wSampleContractclZDad’ 2dy145deAdal’ 26GReG: ¢ 84 yZ5mYECI4SAxAST1 FNAFZE2]
LocalContractStorage.defineProperties (this, {
null,
null

name :
count:
1) i
bi

fGijZsmYaCT

criedys$11 jNe

[cZDdescrip

module.exports SampleContract;

¢DiiaRGiijNelSaznaRfizéaeCayNalllaRLczeé GNcZt e OseizaEZe£ 747735 AgaAC

SampleContract.prototype {
// &RLczZeéClc;saUtierCeTliijNéCIc; $4R0xUdaes Td2NaerigerCeTl

init: function (name, count, size, value) {
// &IJ1éCI¢;34RLczealtiarEeTrambimYaCIA176S: 4V
this.name = name;
this.count = count;
this.size = size;
this.value = value;
br
testStorage: function (balance) {
/7

wdjfeTIvaluealtidi 724205mYaCIa MeF24RUES : dyEaTIcmE1 1 FNAZiad Zambdescrip

this.value.plus (new BigNumber (2));

{

var amount
if (amount.lessThan (new BigNumber (balance)))
return 0

}i

torédescjbel
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c2Sa6ZMapasdaeAg

LocalContractStorageefYaeRRi; Zi7EafzaRL.c7eiymmapasdeAgcZDezSa6Z2UzesTaAC

ayNéice YiayAaytczSa6Zmapasde AgcZDi; NamRiijZ

'use strict';
var SampleContract = function () {
/7
wdyZ SampleContract ‘d6Z47ZL’7 "userMap cZD3SAxAGEZEERLI1 jNeTFalMEERFEZEEAZSE£G userM
LocalContractStorage.defineMapProperty (this, "userMap");
/7
wdy2  SampleContract "&8Z42ZL7 *userBalanceMap ' ¢ZD35deASéZE4RLT1 JNAZU&yTEmY&CI&SNeF
LocalContractStorage.defineMapProperty (this, "userBalanceMap", {
stringify: function (obj) {
return obj.toString();
b
parse: function (str) {
return new BigNumber (str);
}
}) i
// &yZ SampleContract 36Z4ZL’4&d’ 24y éZEARL
LocalContractStorage.defineMapProperties (this, {
keylMap: null,
key2Map: null
}) i
bi
SampleContract.prototype = {
init: function () {
}I
testStorage: function () {
// ArEeTramEsmYaClaliuserMapdymii jN&ZUi42RALUANUSLFES EVE
this.userMap.set ("robin","1");
/S
L ArEeTreamsimYaClalfuserBalanceMapdymii jN& [ £¢T1eG146242L 2RALUANTUAG [ AT 11 JNEE T &
this.userBalanceMap.set ("robin",new BigNumber (1)) ;
br
testRead: function () {
//eFZ4RUSMYECIaTFamb
var balance = this.userBalanceMap.get ("robin");
this.keylMap.set ("robin", balance.toString());
this.key2Map.set ("robin", balance.toString());
}
}i
module.exports = SampleContract;
99
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éAmaOEmapzTiend

MapzTienoé AmaOF,
alllzeZ72C aRLezeiymacCadlIélTAce A AMOEmapé ZEAR LiijNaR 286 GGe Tiae CiiyNa Uz4ijRiijZa6Z

"use strict";

var SampleContract = function () {
LocalContractStorage.defineMapProperty (this, "arrayMap");
LocalContractStorage.defineMapProperty (this, "dataMap");
LocalContractStorage.defineProperty (this, "size");

}i

SampleContract.prototype = {
init: function () {
this.size = 0;
bo

set: function (key, value) {
var index = this.size;
this.arrayMap.set (index, key);
this.dataMap.set (key, value);
this.size +=1;

br

get: function (key) {
return this.dataMap.get (key);
bo

len: function () {
return this.size;

s

forEach: function(limit, offset) {
limit = parselInt (limit);
offset = parselnt (offset);
if (offset>this.size) {
throw new Error ("offset is not valid");

}

var number = offset+limit;

if (number > this.size) {
number = this.size;

}

var result = "";

for (var i=offset;i<number;i++) {
var key = this.arrayMap.get (1);
var object this.dataMap.get (key) ;
result += "index:"+i+" key:"+ key + " value:" +object+"_
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return result;

}i

module.exports = SampleContract;

¥

6AZe£GRPC APIASNY §:izS6S dzd d2S

v

3.3.10 Nebulas 101 - 05 éAZe£GRPCa08aRéayOxeY§azSéS¢azd’ a2S
@Y §4756S; eL.CcCzaRAEIAROAR 786 AZe£GRPCe£ NN cIN2 Ol tie6£6UsaAC 2 Y §:47S6S; @RRi; Z47E
@Y §i786ScZDe£1IcINe6£6U62 Y IGRPCa6d¢OfcZDiijNéAZe£Giazé¢RE(GRPC - Gate-

way)iz§aR 286 AZe£GHTTPe6£6USAACHTTPe6£6US 2 Y FRES TfuladdcOicZ D2 O&aREiijNARCa TiijOGK

API

el.SaznatsczRaN eiRiyte Y §47Seb.CcCziymicdcOrizERPCaImat.aaZIaSNHTTP 21 mik a3 Z1iijN 2Rk
x08aRé=iaail

¢OrallfiijNa Y §a7Set.CeCrcZDaL A= I ¢ZDa0saR &L Edy iy d dytelaal UiijZAPIASNAdminaAC

« APIlijjZeRRi; Zel A=lJL 4SN¢TieLicgAéSEaUidEscZDeOfaR ¢

« AdminiijZ@RRi; Zel A=lJL aSNcTlelicg AéSEcZiaEscZDaO8aRE

4772662 Y §47Seb.CeCzaf d’UeeRRaCZaeIJlaLa,zeUunJNaRrazeaeLLAPIaneaRéé’uJAeeTcgzZaEnalqu]I
éEmcj620Gazi

&Y §izSeL.CeCziymcZDRPCelmit.ad ZIASSNHT TPz Jmak.9aZ16C; aRizéalliek. CeCzcZDéEme 6iyméEm

.
wctletagydernccelzazd 425ciDelimatadékme; 611 jNaRNayA&RFeIJ2a%21aRFARIAA! 247 aUlas Lal
rpc {
# gRPC APIxIJm&LacnraRe
rpc_listen: ["127 0.0.1:8684"]
http_listen: ["127.0.0.1:8685"]
# aijAeT;arrarzad’ UeRR&;ZhttpelimataciDeladil
http_module: ["api", "admin"]
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ajecTiaddagN
HTTP

6AZe£GHTTP2O8aREASN= Y §i2Set.CcCzizd 4283AC
GetNebState
el SizidR1a78efCeTIAPlzlaai UymeZDGe t Nebs t at eeO8aRExiseOuaRUECeC2; SAL mcE e A A

> curl —i -H Accept:application/json —-X GET http://localhost:8685/
—vl/user/nebstate

{"result":{"chain_id":100, "tail":
—"0aalcceb7801b110£fdd5217ba0ad4356780c940133924d1cladeb60336934dabl

(_}", "lib" :
—~"0000000000000000000000000000000000000000000000000000000000000000
<", "height":"479", "protocol_version":"/neb/1.0.0", "synchronized
—":false, "version":"0.7.0"}}

UnlockAccount

z.

el SizidR178efCeTIAdminaladiUiyjmeZDUn 1 ockAccount 2O8dREeIBANRECcCZAER MY ymegcé

> curl —-i -H 'Content-Type: application/Jjson' —-X POST http://
—~localhost:8685/vl/admin/account/unlock -d '{"address":
<"NINrMKTYESZRCwPFDLFKiKREzZKaN1nhQvz", "passphrase": "passphrase"}

]
—

{"result":{"result":true}}

RPC
RPCxlJmit.a3713§7i7OGRPCa6dcOF. GRPC¢ZD4a§za70Protocol
Buffersel®aAZazRALUANUiijN4; 1aRf4az8alllz Y §42SRPC Proto-

bufeUGiziad 7ajNaeL j ALtel AelJL ¢ZDRPCcZyaEscZDProtoe UGiziasZizL aAC
e£76GNalJL iy AdzZ4; £c TigolangeiC¢ TIRPCaO8dREcZDa6dH; NaAC
GetNebState
el SizidR 14784, £¢TIAPILeladl UijmcZDGet Nebst at exO8iRE2i8O6aRUECeC74; SALmck iz AAA.

import (
"github.com/nebulasio/go—-nebulas/rpc"
"github.com/nebulasio/go-nebulas/rpc/pb"

// GRPC server connection address configuration

addr := fmt.Sprintf("127.0.0.1:%d",uint32(8684))
conn, err := grpc.Dial (addr, grpc.WithInsecure())
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if err !'= nil {
log.Warn("rpc.Dial () failed:", err)

}

defer conn.Close ()

// API interface to access node status information
api := rpcpb.NewAPIServiceClient (conn)
resp, err := ac.GetNebState (context.Background(), & rpcpb.
—GetNebStateRequest {})
if err != nil {
log.Println ("GetNebState", "failed", err)
} else {
log.Println ("GetNebState tail", resp)

LockAccount
el.Sazna08czRANHZNAL mi; £ TIHTTP2O84R ¢ L2t eeliin 1 NrMKTYES ZRCWPFDLFKiKREz ZKaN
aaLS’ciiﬁﬁRféiééngTlAdmineelaﬁIUéiyngDL ockAccount aEmaenaéTAAGZasCaAC

import (
"github.com/nebulasio/go—-nebulas/rpc"
"github.com/nebulasio/go—-nebulas/rpc/pb"

// GRPC server connection address configuration
addr := fmt.Sprintf("127.0.0.1:%d",uint32(8684))
conn, err := grpc.Dial (addr, grpc.WithInsecure())
if err !'= nil {

log.Warn ("rpc.Dial () failed:", err)
}

defer conn.Close ()

// Admin interface to access, lock account address

admin := rpcpb.NewAdminServiceClient (conn)

from := "nINrMKTYESZRCwPFDLFKiKREzZKaNlnhQvz"

resp, err = management.LockAccount (context.Background(), & rpcpb.
—LockAccountRequest {Address: from})

if err != nil {
log.Println ("LockAccount", from, "failed", err)
} else {

log.Println("LockAccount", from, "result", resp)

ae(")ééﬁééi.lfléql'
®Zt ad’ ZgZDmééﬁRééLﬁéaféfﬁéRéé AC36Y 2 UzeUGeataAC
e API Module
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¢ Admin Module.

. 7 v

aoNaLR
e AmiUIH Al RAE§etiaoNazEx Tt iyt TZ¢IN! @nice£O6 Y EefziyNAL UeNGimUxisat 13646 Y 2 Uzcl

Join to Testnet Join to Mainnet

3.4 Todo List

3.4.1 Go-Nebulas
o 4y6aLl 2{NefTNebulasiijNeSI NebulaseZt 4F.33AEAE61 N2/t ad Zefeae CE

« 2j6aELI NebulasiijAGRSad ZermeiA¢ZDsdk4zSiijNaeCNode, Ruby, Python, Php,
JavacmL cml1ijN2OéaRce UGzad

« 4y63EI' NebulasiijAaRSaRfi7d 5782 UGzatiijNeOiR ¢ UGead
3.4.2 Research

o ay6aLI4ijYaNUNebulas Rank¢SUesTiijNeZt 4d ZefeaCE

« 3y6aLI NebulasiLl' ¢Tia;¢aijRaNUerA= Y OcZDa UzdijRefAx YOaEiEc6Urs TPoDeZDAGL dEIe A i
3.4.3 Wiki

« 3y6aLI NebulasebEwikicfzerSel Ra;icZDermeimiijNesT @7t ad Zi7747EegtaNzalUés, iijNazEsgENe

« ay6AEI NebulasaLiid; JcgSeZ62 TZcINiijNay6akl @Zt id’ ZasaelJL ¢ijUcINeCNaZicZDiz7cRESEA:
3.4.4 Explorer
o 2j64ELI Nebulasa6NaUDaNzaiUztRegLaZ1iijN=Zt ad ZefexCE

3.4.5 Wallet

* ay6aLI Nebulasd6NaUD¢;Séatc L L.éS$aNEiijNzZt ad Zefea CE
* ay6aLI' Nebulasa6NaUDzaNéiécL1.ES$aNEiijNzZt ad ZefeaCE
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Crash Reporter in Nebulas

In this doc, we introduce the crash reporter in Nebulas, which is used to collect crash re-
ports in Nebulas and send it back to Nebulas Team, so the whole community can help improving
the quality of Nebulas.

Overview

We, the Nebulas Team and the Nebulas community, always try our best to ensure the
stability of Nebulas, since people put their faith and properties on it. That means critical bugs
are unacceptable, and we are aware of that. However, we can’t blindly think Nebulas is stable
enough or there won’t be any bugs. Thus, we have plan B, the crash reporter, to collect crash
report and send it back to Nebulas community. We hope the whole community can leverage the
crash reports and keep improving Nebulas.

Using crash reporter is a very common practice. For example, Microsoft Windows in-
cludes a crash reporting service called Windows Error Reporting that prompts users to send
crash reports to Microsoft for online analysis. The information goes to a central database run
by Microsoft. Apple also involves a standard crash reporter in macOS, named Crash Reporter.
The Crash Reporter can send the crash logs to Apple Inc, for their engineers to review. Open-
source community also have their own crash reporter, like Bug Buddy for Gnome, Crashpad
for Chrome, Talkback for Mozilla, and etc.

In Nebulas, the crash reporter just works like the other crash reporters. It’s aware of the
crash, collects necessary information about the crash, and sends it back the Nebulas server. The
server is hosted by Nebulas, and accessible for the whole community.

As a opensource, decentralized platform, we are aware of that the crash reporter may
violate some users’ privacy concern. Thus, we remove all private information in the crash
report, like the user name, user id, user’s home path and IP address. Furthermore, the crash
reporter is optional and users may choose close it if users still have some concerns.

How to use it

To enable or disable the crash reporter, you need to look into the configuration file,
config.conf, and change enable_crash_reporter to true to enable it, while
false to disable it.

How it works

In this section, we would like to share some tech details. If you are not interested in the
details, you can ignore this section.

The crash reporter is actually a daemon process, which is started by nelb. When starting
the crash reporter, neb will tell it the process id (pid) of neb process, and the crash file path.
For the crash reporter, it will periodically check if the neb process and the crash file exists.
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At the time it finds the crash file, it will eliminate the private information and send it back to
Nebulas.

Currently, the crash report is generated by the stderr output from neb. We’d like the
work with the whole community to collect detailed information in the future.

3.5 Roadmap of Nebulas

3.5.1 Milestones

¢ In 2017 December, Nebulas test-net will be online.

* In 2018 QI, Nebulas v1.0 will be released and main-net will be online (ahead of the
original schedules).

v1.0 (2018 Q1)
* Fully functional blockchain, with JavaScript and TypeScript as the languages of Smart
Contract.

* A user-friendly Nebulas Wallet for both desktop and mobile device to manage their own
assets on Nebulas.

* A web-based Nebulas Block Explorer to let developers and users search and view all the
data on Nebulas.

v2.0 (2018 Q4)

* Add Nebulas Rank (NR) to each addresses on Nebulas, help users and developers finding
more values inside.

* Implement Developer Incentive Protocol (DIP) to encourage developers build more valu-
able decentralized applications on Nebulas.

v3.0 (2019 Q4)

* Fully functional Nebulas Force and PoD implementation.

3.5.2 Long term goals

* Scalability for large transaction volume.
 Subchain support.

» Zero-knowledge Proof integration.
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3.5.3 Versions

v0.1.0 [done]

Goals
* Implement a nebulas kernel.
* In-memory blockchain with PoW consensus.
* Fully P2P network support.

Download here.

v0.2.0 [done]

Goals
* Provide (RPC) API to submit/query transaction externally.

* Implement Sync Protocol to bootstrap any nodes that join into nebulas network at any
time, from any tail.

Core
* Implement transaction pool.
* Prevent record-replay attack of transaction.
* Integrate Protocol Buffer for serialization.
Net
* Refactor the design of network.
* Implement Sync Protocol.
* Implement Broadcast and Relay function.
API
* Add Balance API.
* Add Transaction API.
* Add some debugging API, eg AAIJDump ChaindAl, AAIJDump BlockaAl.
Crypto
* Support Ethereum-keystore file.
* Support multi key files management in KeyStore.

Download here.
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v0.3.0 [done]

Goals

* Support disk storage for all blockchain data.

* Add smart contract execution engine, based on Chrome V8.
Core

* Add disk storage with a middleware of storage.

* Implement smart contract transaction.
NVM

* Integrate Chrome V8 as Smart Contract execution engine.

Download here.

v0.4.0 [done]

Goals
* Implement Gas calculating in Smart Contract Execution Engine.
* Support more API.
* Add repl in neb application.
* Add metrics and reporting capability.
Core
* Add Gas related fields in Transaction.
* Implemented Gas calculation mechanism.
NVM
* Add execution limits to V8 Engine.
* Add Gas calculation mechanism.
CMD
* Add repl in neb application
Misc
* Add more APL
* Add metrics and reporting capability.

Download here.
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v0.5.0 [done]

Goals

* Prepare for test-net releasing, improve stability.
Core

* Improve stability and missing functions if we miss anything.
Consensus

* Implement DPoS consensus algorithm and keep developing PoD algorithm.
NVM

* Finalize the Gas Cost Matrix.

* Support Event liked pubsub functionality.
Misc

* Add more metrics to monitor the stability of neb applications.

Download here.

v0.6.0 [done]

Goals
* Stability improvement, performance optimization.
* Reconstruct P2P network.
* Redesign block sync logic.
Testnet
* Fix bugs & improv the performance.
Network

* Add Stream for single connection management.

Add StreamManager for connections management.

* Implement priority message chan.

Add route table persistence strategy.
* Improve strategy to process TCP packet splicing.
Log

* Add console log(CLog), printing log to both console & log files, to inform developers
whatdAZs happening in Neb.

* Add verbose log(VLog), printing log to log files, to inform devs how Neb works in
details.
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* Log adjustment.
Sync
* Use chunk header hash to boost the sync performance.
* Adjust the synchronous retry logic and timeout configuration.
* Fix bugs in synchronization and add more metrics statistics.

Download here.

v0.6.1 [done]

Goals
* Improve test net compatibility.
Core
» Upgrade the storage structure of the block

Download here.

v0.8.0 [done]

Goals
* New Nebulas Block Explorer.
* New Nebulas Wallet.

* New web-based Playground tools to interactive with Nebulas.

v1.0.0 [done]

Goals
* Ready for main-net.

* Support JavaScript and TypeScript as Smart Contract Language.

Stable and high performance blockchain system.

* Release new Nebulas Block Explorer.

» Release new Nebulas Wallet for both desktop and mobile device.

A web-based playground tools for developer.
Download explorer.
Download wallet.

Download neb.js.

3.5. Roadmap of Nebulas
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3.6 Frequently Asked Questions

This document will focus on the technology behind the Nebulas platform. For broader
questions, please view the Reddit FAQ.

For a better understanding of the Nebulas platform it’s highly recommended to read the
Nebulas Technical Whitepaper.

Table of Contents

—

. Nebulas Rank (NR)

Nebulas Force (NF)

Developer Incentive Protocol (DIP)

Proof of Devotion (PoD) Consensus Algorithm

Nebulas Search Engine

AN

Fundamentals
(a) Nebulas Name Service (NNS)
(b) Lightning Network
(c) Nebulas Token (NAS)
(d) Smart Contracts
1. Language Support

ii. Ethereum Compatibility

3.6.1 Nebulas Rank (NR)
Measures value by considering liquidity and propagation of the address. Nebulas Ranking
tries to establish a trustful, computable and deterministic measurement approach. With the

value ranking system, we will see more and more outstanding applications surfacing on the
Nebulas platform.

When will Nebulas Rank (NR) be ready?

answer here

Will dApps with more transactions naturally be ranked higher?

answer here
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How does the Nebulas Rank (NR) separate quality dApps from highly transacted
dApps?

answer here

Is the Nebulas Ranking algorithm open-source?

Yes

Who can contribute to the algorithm?
At this time the Nebulas core team is responsible for the development of the algo-

rithm. Over time we will open it up to the community to contribute and vote to
determine the future of the algorithm.

Can the Nebulas Rank (NR) algorithm be cheated?

We will implement strict manipulation controls, and of course the Nebulas Rank
(NR) will continually be evolving to meet the needs of the community.

3.6.2 Nebulas Force (NF)
Supports upgrading core protocols and smart contracts on the chains. It provides self-
evolving capabilities to Nebulas system and its applications. With Nebulas Force, developers

can build rich applications in fast iterations, and the applications can dynamically adapt to
community or market changes.

When will Nebulas Force (NF) be ready?

answer here

Can smart contracts be upgraded?

Yes, [short summary explaining how it works]

How is Nebulas Force (NF) smart contract upgrading better than other solutions
that are currently or soon-to-be available?

answer here
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Can the Nebulas blockchain protocol code be upgraded without forking?

Yes, [short summary explaining how it works]

Can the Nebulas Virtual Machine (NVM) be upgraded?

Yes, [short summary explaining how it works]

3.6.3 Developer Incentive Protocol (DIP)

Designed to build the blockchain ecosystem in a better way. The Nebulas token incentives
will help top developers to create more values in Nebulas.

When will the Developer Incentive Protocol (DIP) be ready?

answer here

Will there be a limit as to how many rewards one dApp can receive?

answer here

Will developers still be able to do their own ICOs?

answer here

Will only the top Nebulas Rank (NR) dApps receive rewards?

answer here

How often will rewards be given?

answer here

How will you stop cheaters?

The way the DIP is is designed makes it very hard for cheaters to be successful.
Since smart contracts can only be called passively, it would be highly cost ineffec-
tive for a user to try to cheat the system. More about this topic can be read in the
Technical Whitepaper.
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3.6.4 Proof of Devotion (PoD) Consensus Algorithm

To build a healthy ecosystem, Nebulas proposes three key points for consensus algorithm:
speediness, irreversibility and fairness. By adopting the advantages of PoS and Pol, and lever-
aging NR, PoD will take the lead in consensus algorithms.

When will the Proof of Devotion (PoD) Consensus Algorithm be ready?

answer here

What consensus algorithm will be used until PoD is ready?

answer here

How are bookkeepers chosen?
The PoD consensus algorithm uses the Nebulas Rank (NR) to qualify nodes to be

eligible. One node from the set is randomly chosen to propose the new block and
the rest will become the validators.

Do bookkeepers still have to stake?

Yes, once chosen to be a validator for a new block, the validator will need to place
a deposit to continue.

How many validators will there be in each set?

answer here

What anti-cheating mechanisms are there?

answer here

3.6.5 Nebulas Search Engine
Nebulas constructs a search engine for decentralized applications based on Nebulas value

ranking. Using this engine, users can easily find desired decentralized applications from the
massive market.

When will the Nebulas Search Engine be ready?

answer here
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Will you be able to search dApps not on the Nebulas platform?

answer here

Will the Nebulas Search Engine also be decentralized?

answer here

Will the Nebulas Rank (NR) control the search results ranking?

answer here

What data will you be able to search?

We plan many different ways to be able to search the blockchain:

» crawl relevant webpages and establish mapping between them and the smart
contracts

* analyze the code of open-source smart contracts

* establish contract standards that enable easier searching

3.6.6 Fundamentals

Nebulas Name Service (NNS)

By using smart contracts, the Nebulas development team will implement a DNS-like do-
main system named Nebulas Name Service (NNS) on the chain while ensuring that it is un-
restricted, free and open. Any third-party developers can implement their own domain name
resolution services independently or based on NNS.

When will the Nebulas Name Service be ready?

answer here

When a name is bid on, how long do others have to place their bid?

answer here

How do others get notified that a name is being bid on?

answer here
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When a name is reserved who gets the bid amount?

answer here

If | want to renew my name after one year will | need to deposit more NAS?

answer here

Will we be able to reserve names prior to the launch of NNS?
answer here

Lightning Network

Nebulas implements the lightning network as the infrastructure of blockchains and offers
flexible design. Any third-party developers can use the basic service of lightning network to
develop applications for frequent transaction scenarios on Nebulas. In addition, Nebulas will
launch the worldaAZs first wallet app that supports the lightning network.

When will lightning network be supported?
answer here

The Nebulas Token (NAS)

The Nebulas network has its own built-in token, NAS. NAS plays two roles in the network.
First, as the original money in the network, NAS provides asset liquidity among users, and
functions as the incentive token for PoD bookkeepers and DIP. Second, NAS will be charged
as the calculation fee for running smart contracts. The minimum unit of NAS is 10ALS18 NAS.

What will happen to the Nebulas ERC20 tokens when NAS is launched?

answer here

Will dApps on the Nebulas platform be able to issue their owns ICOs and tokens?

answer here
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Smart Contracts

What languages will be supported when Main-net launches?

answer here

Will Ethereum Smart Contracts (Solidity) be fully supported?

answer here

What other language support will follow (and when)?

answer here

binary storage

What is recommended way to store binary data in Nebulas blockchain? Is it possible at
all? Do you encourage such use of blockchain? Also, i couldn’t find information regarding
GlobalContractStorage mentioned in docs, what is it?

Currently binary data can be stored on chain by binary transaction. The limit size
of binary is 128k. But we donaAZt encourage storing data on the chain because
the user might store some illegal data.

GlobalContractStoragenot currently implemented. It provides support for
multiple contract sharing data for the same developer.

ChainlD & connect

Can you tell us what the chainlD of Mainnet and Testnet is? I have compiled the source
code of our nebulas, but not even our test network?

chainID of Nebulas:
* Mainnet: 1
* Testnet: 1001
e private: default 100, users can customize the values.
The network connection:
* Mainnet:
— source code:master
— wiki:Mainnet

¢ Testnet:
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— source code:testnet

— wiki:Testnet

smart contract deploy

Our smart contract deployment, I think is to submit all contract code directly, is the de-
ployment method like this?

Yeah, We can deploy the contract code directly, just as it is to release code to the
NPM repository, which is very simple and convenient.

smart contract IDE

We don’t have any other smart contract ides, like solidity’s “Remix”? Or is there docu-
mentation detailing which contract parameters can be obtained? (because I need to implement
the random number and realize the logic, I calculate the final random number according to the
parameters of the network, so I may need some additional network parameters that will not be
manipulated.)

You can use web-wallet to deploy the contract, it has test function to check the
parameters and contract execution result.
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CHAPTER 4

DApp Development

4.1 How to Join Nebulas Mainnet

4.1.1 Introduction

We are glad to release Nebulas Mainnet here. Please join and enjoy Nebulas Mainnet.

https://github.com/nebulasio/go-nebulas/tree/master

Configuration

The Mainnet configuration files are in folder mainnet /conf, including

genesis.conf

All configurable information about genesis block is defined in genesis.conf, including
* meta.chain_id: chain identity

* consensus.dpos.dynasty: the initial dynasty of validators

* token_distribution: the initial allocation of tokens

Attention: DO NOT change the genesis.conf.

config.conf

All configurable information about runtime is defined in config.conf.
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Please check the template.conf to find more details about the runtime configuration.

Tips: the official seed node info is as below,

seed: ["/ip4/52.2.205.12/tcp/8680/ipfs/
SOMQK7W8wrByJ6So7rf84sz2zKBxMYmclida7J%2sne93ysz5", " /ipd/52.56.55.
—~238/tcp/8680/ipfs/QmVy9AHxBpdliTvECDR7 fvdZngXeDhnxkZJrKsyuHNYKAh",
" /ipd/13.251.33.39/tcp/8680/ipfs/
—QOmMVmMSCECJAPAHMzZJWN2X7tP335L5LguGb9QLQ78riA9gw3"]

API List

Main Endpoint:
| API | URL | Protocol | | — | :—: | :—: | | RESTful | https://mainnet.nebulas.io/ | HTTP |
* GetNebState : returns nebulas client info.
* GetAccountState: returns the account balance and nonce.
e Call: execute smart contract local, don’t submit on chain.
* SendRawTransaction: submit the signed transaction.
* GetTransactionReceipt: get transaction receipt info by tansaction hash.

More Nebulas APIs at RPC.

4.1.2 Tutorials
English

1. Installation (thanks Victor)

2. Sending a Transaction (thanks Victor)

3. Writing Smart Contract in JavaScript (thanks otto)

4. Introducing Smart Contract Storage (thanks Victor)
5. Interacting with Nebulas by RPC API (thanks Victor)
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4.1.3 Contribution

Feel free to join Nebulas Mainnet. If you did find something wrong, please submit a issue
or submit a pull request to let us know, we will add your name and url to this page soon.

4.2 How to Join Nebulas Testnet

4.2.1 Introduction

We are glad to release Nebulas Testnet here. It simulate the Nebulas network and NVM,
and allow developers to interact with Nebulas without paying the cost of gas.

https://github.com/nebulasio/go-nebulas/tree/testnet

Configuration

The testnet configuration files are in folder testnet/conf under testnet branch,
including

genesis.conf

All configurable information about genesis block is defined in genesis.conf, including
* meta.chain_id: chain identity

* consensus.dpos.dynasty: the initial dynasty of validators

* token_distribution: the initial allocation of tokens

Attention: DO NOT change the genesis.conf.

config.conf

All configurable information about runtime is defined in config.conf.
Please check the template.conf to find more details about the runtime configuration.

Tips: the official seed node info is as below,

seed: ["/1p4/52.60.150.236/tcp/8680/1ipfs/
—OmVJIikgWQst13Q0sgdCLBjgcSWwpAAdZ JOEXGAVK3r2CNhv" ]
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API List

Test Endpoint:

| API | URL | Protocol | | — | :—: | :—: | | RESTful | https://testnet.nebulas.io/ | HTTP |
* GetNebState : returns nebulas client info.
* GetAccountState: returns the account balance and nonce.

o LatestlrreversibleBlock: returns the lastest irreversible block.

Call: execute smart contract locally. the tx won’t be submitted on chain.

SendRawTransaction: submit signed transaction. The transaction must be signed before
send.

» GetTransactionReceipt: get transaction receipt info by tansaction hash.

More Nebulas APIs at RPC.

Token Claim

Every email can claim some tokens every day at here.

4.2.2 Tutorials
English

1. Installation (thanks Victor)

2. Sending a Transaction (thanks Victor)

3. Writing Smart Contract in JavaScript (thanks otto)

4. Introducing Smart Contract Storage (thanks Victor)
5. Interacting with Nebulas by RPC API (thanks Victor)
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4.2.3 Contribution

Feel free to join Nebulas Testnet. If you did find something wrong, please submit a issue
or submit a pull request to let us know, we will add your name and url to this page soon.

4.3 Smart Contract

4.3.1 Languages

In Nebulas, there are two supported smart contract languages:
* JavaScript
* TypeScript

They are supported by the integration of Chrome V8, a widely used JavaScript engine
developed by The Chromium Project for Google Chrome and Chromium web browsers.

4.3.2 Execution Model

The diagram below is the Execution Model of Smart Contract:
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1. Deploy
A\
™ N N
Tx ] Tx: {Source Code} ] Tx ]
Block N-1 Block N Block N+1
2. Execute
Y
1. Generate Contract Calling Src
1. Convert TS to JS. according to Tx.
2. Inject tracing instruction. 2. Prepare execution environments.
3. Execute Contract Calling Src.
Phase | - Preprocess Phase 2 - Execute
NVM - V8 Engine

1. All src of Smart Contract and arguments are packaged in Transaction and deployed on
Nebulas.

2. The execution of Smart Contract are divided into two phases:
(a) Preprocess: inject tracing instruction, etc.

(b) Execute: generate executable src and execute it.

4.3.3 Contracts

Contracts in Nebulas are similar to classes in object-oriented languages. They contain
persistent data in state variables and functions that can modify these variables.
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Writing Contract

A contract must be a Prototype Object or Class in JavaScript or TypeScript.

A Contract must include an init function, it will be executed only once when deploying.
Functions, named starting with __ are private, can’t be executed in Transaction. The others
are all publ1ic and can be executed in Transaction.

Since Contract is executed in Chrome V8, all instance variables are in memory,
it’s not wise to save all of them to state trie in Nebulas. In Nebulas, we provide
LocalContractStorage and GlobalContractStorage objects to help develop-
ers define fields needing to be saved to state trie. And those fields should be defined in
constructor of Contract, before other functions.

The following is a sample contract:

class Rectangle {
constructor () {
// define fields stored to state trie.
LocalContractStorage.defineProperties (this, {
height: null,
width: null,

P

// init function.

init (height, width) {
this.height = height;
this.width = width;

// calc area function.
calcArea () {
return this.height % this.width;

// verify function.
verify (expected) {

let area = this.calcAreal();
if (expected != area) {
throw new Error ("Error: expected " + expected + ",

—actual i1s " + area + ".");

}

}

}
Visibility

In JavaScript, there is no function visibility, all functions defined in prototype object are
public.
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In Nebulas, we define two kinds of visibility public and private:

* public All functions whose name matches regexp
"a-zA-Z$] [A-Za-z0-9_S$]*$ are public, except init. Public functions
can be called via Transaction.

* private All functions whose name starts with _ are private. A private function can
only be called by public functions.

4.3.4 Global Objects

console

The console module provides a simple debugging console that is similar to the
JavaScript console mechanism provided by web browsers.

The global console can be used without calling require ('console').

console.info([...args])

e ...args <any>

The console.info() function is an alias for console.log ().

console.log([...args])

* ...args <any>

Print args to Nebulas Logger at level info.

console.debug([...args])

e ...args <any>

Print args to Nebulas Logger at level debug.

console.warn([...args])

* ...args <any>

Print args to Nebulas Logger at level warn.
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console.error([...args])

e ...args <any>

Print args to Nebulas Logger at level error.
LocalContractStorage
The LocalContractStorage module provides a state trie based storage capability.

It accepts string only key value pairs. And all data are stored to a private state trie associated
with current contract address, only the contract can access them.

interface Descriptor ({
// serialize value to string;
stringify?(value: any): string;

// deserialize wvalue from string;
parse? (value: string): any;

interface DescriptorMap {
[fieldName: string]: Descriptor;

interface ContractStorage {
// get and return value by key from Native Storage.
rawGet (key: string): string;
// set key and value pair to Native Storage,
// return 0 for success, otherwise failure.
rawSet (key: string, value: string): number;

// define a object property named "~ fieldname® to “obj’ with_
—~descriptor.

// default descriptor is JSON.parse/JSON.stringify descriptor.

// return this.

defineProperty (obj: any, fieldName: string, descriptor?:
—Descriptor): any;

// define object properties to “obj  from 'props .

// default descriptor is JSON.parse/JSON.stringify descriptor.
// return this.

defineProperties (obj: any, props: DescriptorMap): any;

// define a StorageMap property named "fieldname® to “obj’ with,
—descriptor.

// default descriptor is JSON.parse/JSON.stringify descriptor.

// return this.

defineMapProperty (obj: any, fieldName: string, descriptor?: |
—Descriptor): any;
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// define StorageMap properties to “obj  from  props’.

// default descriptor is JSON.parse/JSON.stringify descriptor.
// return this.

defineMapProperties (obj: any, props: DescriptorMap): any;

// delete key from Native Storage.
// return 0 for success, otherwise failure.
del (key: string): number;

// get value by key from Native Storage,
// deserialize value by calling “descriptor.parse’ and return.
get (key: string): any;

// set key and value pair to Native Storage,

// the value will be serialized to string by calling
— descriptor.stringify" .

// return 0 for success, otherwise failure.

set (key: string, value: any): number;

interface StorageMap {

// delete key from Native Storage, return 0 for success,
—otherwise failure.

del (key: string): number;

// get value by key from Native Storage,
// deserialize value by calling “descriptor.parse’ and return.
get (key: string): any;

// set key and value pair to Native Storage,

// the value will be serialized to string by calling,,
— descriptor.stringify .

// return 0 for success, otherwise failure.

set (key: string, value: any): number;

BigNumber

The BigNumber module use the bignumber.js, a JavaScript library for arbitrary-precision
decimal and non-decimal arithmetic. The contract can use Bi gNumber directly to handle the
value of the transaction and other values transfer.

var value = new BigNumber (0);
value.plus(1l);
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Blockchain

The Blockchain module provides a object for contracts to obtain transactions and
blocks executed by the current contract. Also, the NAS can be transferred from the contract

and the address check is provided.
Blockchain API:

// current block
Blockchain.block;

// current transaction, transaction's value/gasPrice/gasLimit auto
g g o

—change to BigNumber object
Blockchain.transaction;

// transfer NAS from contract to address
Blockchain.transfer (address, value);

// verify address
Blockchain.verifyAddress (address);

properties:
* block: current block for contract execution
— timestamp: block timestamp
— seed: random seed
— height: block height
* transaction: current transaction for contract execution
— hash: transaction hash
— from: transaction from address
— to: transaction to address
— value: transaction value, a BigNumber object for contract use
— nonce: transaction nonce
— timestamp: transaction timestamp
— gasPrice: transaction gasPrice, a BigNumber object for contract use
— gasLimit: transaction gasLimit, a BigNumber object for contract use
e transfer (address, value): transfer NAS from contract to address
— params:
% address: nebulas address to receive NAS
% value: transfer value, a BigNumber object

— return:
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% 0: transfer success
% 1: transfer failed
* verifyAddress (address): verify address
— params:
* address: address need to check
— return:
% 1: address is valid
% 0: address is invalid

Example to use:

'use strict';

var SampleContract function () {
LocalContractStorage.defineProperties (this,

null,

null

{
name :
count:

}) i
LocalContractStorage.defineMapProperty (this,

}i

SampleContract.prototype

{

init: function (name, count, allocation) {
this.name = name;
this.count = count;

{

item.c

allocation.forEach (function (item)
this.allocation.put (item.name,

}, this);
console.log('init:
—~Blockchain.block.coinbase);

Blockchain.block.coinb

console.log('init: Blockchain.block.hash
—~block.hash);
console.log('init: Blockchain.block.heigh
—block.height);
console.log('init: Blockchain.transaction
—~Blockchain.transaction. from) ;
console.log('init: Blockchain.transaction.
—Blockchain.transaction.to);
console.log('init: Blockchain.transaction
—Blockchain.transaction.value);
console.log('init: Blockchain.transaction
—~Blockchain.transaction.nonce);
console.log('init: Blockchain.transaction.
—~Blockchain.transaction.hash) ;
by
transfer: function (address, value) {

var result = Blockchain.transfer (address,

"allocation");

ount) ;

ase = "' +
= ' + Blockchain.
t = ' 4+ Blockchain.
.from = "' +_,
to = "' +_
.value = ' +
.nonce = "' +
hash = ' +
value) ;
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console.log("transfer result:", result);
Event.Trigger ("transfer", {
Transfer: {
from: Blockchain.transaction.to,
to: address,
value: value

)

b,
verifyAddress: function (address) {

var result = Blockchain.verifyAddress (address);
console.log("verifyAddress result:", result);
}
}i
module.exports = SampleContract;

Event

The Event module records execution events in contract. The recorded events are stored
in the event trie on the chain, which can be fetched by Fet chEvent s method in block with
the execution transaction hash. All contract event topics have a chain.contract. prefix
before the topic they set in contract.

Event.Trigger (topic, obj);

* topic: user-defined topic
* obj: JSON object

You can see the example in SampleContract before.

Math.random

* Math.random () returns a floating-point, pseudo-random number in the range from 0
inclusive up to but not including 1. The typical usage is:

"use strict";
var BankVaultContract = function () {};
BankVaultContract.prototype = {

init: function () {},

game: function (subscript) {

var arr =[1,2,3,4,5,6,7,8,9,10,11,12,131;
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for(var i = 0;i < arr.length; i++){
var rand = parselnt (Math.random () xarr.length);
var t = arr[rand];
arr[rand] =arr[i];
arr[i] = t;

return arr[parselnt (subscript)];

by
}i
module.exports = BankVaultContract;

* Math.random.seed (myseed) if needed, you can use this method to reset random
seed. The argument my seed must be a string.

XX

s
“use strict”;

var BankVaultContract = function () { };

BankVaultContract.prototype = {

init: function () {1},
game: function (subscript, myseed) {

var arr =[1,2,3,4,5,6,7,8,9,10,11,12,13];

console.log(Math.random()) ;
for(var i = 0;1 < arr.length; i++) {
if (1 == 8) {

// reset random seed with “myseed’
Math.random. seed (myseed) ;

var rand = parselnt (Math.random()*arr.length);

var t = arr([rand];
arr[rand] =arr[i];
arr[i] = t;

}

return arr|[parselnt (subscript) ];

}y

};

module.exports = BankVaultContract;

### Date
SRR
"use strict";
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var BankVaultContract = function () {};

BankVaultContract.prototype = {
init: function () {1},

test: function() {

var d = new Date();
return d.toString();

}i

module.exports = BankVaultContract;
Tips:
* Unsupported methods‘iithoDateSt ring(), toTimeString (),

getTimezoneOffset (), toLocaleXXX ().
* new Date ()/Date.now () returns the timestamp of current block in milliseconds.

* getXXX returns the result of get UTCXXX.

accept

this method is aimed to make it possible to send a binary transfer to a contract account.
As the t o is a smart contact address, which has declared a function accept () and it excutes
correctly, the transfer will succeed. If the Tx is a non-binary Tx,it will be treated as a normal
function.

"use strict";
var DepositeContent = function (text) {
if (text) {
var o = JSON.parse (text);
this.balance = new BigNumber (o.balance); //&d;ZécldfaeAr
this.address = o.address;
lelse{
this.balance = new BigNumber (0);
this.address = "";

}i
DepositeContent.prototype = {

toString: function () {
return JSON.stringify (this);

}i

var BankVaultContract = function () {
LocalContractStorage.defineMapProperty (this, "bankVault", {
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parse:

function (text) {

return new DepositeContent (text);

by

stringify: function (o) {
return o.toString();

}) i
}i

BankVaultContract.prototype = {

init: function () {},

save: function () {
var from = Blockchain.transaction.from;
var value = Blockchain.transaction.value;
value = new BigNumber (value);

var orig_deposit = this.bankVault.get (from);
if (orig_deposit) {

value = value.plus (orig_deposit.balance);

var deposit = new DepositeContent ();
deposit.balance = new BigNumber (value);
deposit.address = from;
this.bankVault.put (from, deposit);

by

accept:function () {
this.save () ;
Event.Trigger ("transfer", {
Transfer: {

}i

module.exports

from: Blockchain.transaction.from,

to: Blockchain.transaction.to,
value: Blockchain.transaction.value,

BankVaultContract;

4.4 NRC20

4.4.1 Abstract

The following standard allows for the implementation of a standard API for tokens within
smart contracts. This standard provides basic functionality to transfer tokens, as well as allows
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tokens to be approved so they can be spent by another on-chain third party.

4.4.2 Motivation

A standard interface allows that a new token can be created by any application easily :
from wallets to decentralized exchanges.

4.4.3 Methods

name

Returns the name of the token - e.g. "MyToken".

// returns string, the name of the token.
function name ()

symbol

Returns the symbol of the token. E.g. “TK”.

// returns string, the symbol of the token
function symbol ()

decimals

Returns the number of decimals the token uses - e.g. 8, means to divide the token amount
by 100000000 to get its user representation.

// returns number, the number of decimals the token uses
function decimals ()

totalSupply

Returns the total token supply.

// returns string, the total token supply, the decimal value 1is_
—~decimals* total.
function totalSupply ()

balanceOf

Returns the account balance of a address.
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// returns string, the account balance of another account with_
—address
function balanceOf (address)

transfer

Transfers value amount of tokens to address, and MUST fire the Transfer event.
The function SHOULD throw if the from account balance does not have enough tokens to
spend.

Note Transfers of 0 values MUST be treated as normal transfers and fire the Transfer
event.

// returns ‘true', 1f transfer success, else throw error
function transfer (address, value)

transferFrom

Transfers value amount of tokens from address £rom to address t o, and MUST fire the
Transfer event.

The transferFrom method is used for a withdraw workflow, allowing contracts to
transfer tokens on your behalf. This can be used for example to allow a contract to transfer
tokens on your behalf and/or to charge fees in sub-currencies. The function SHOULD throw
unless the £ rom account has deliberately authorized the sender of the message via some mech-
anism.

Note Transfers of 0 values MUST be treated as normal transfers and fire the Transfer
event.

// returns ‘true', 1f transfer success, else throw error
function transferFrom(from, to, wvalue)

approve

Allows spender to withdraw from your account multiple times, up the currentvValue
to the value amount. If this function is called again it overwrites the current allowance with
value.

NOTE: To prevent attack vectors, the user needs to give a previous approve value, and the
default value that is not approve is 0.

// returns ‘true’', 1f approve success, else throw error
function approve (spender, currentValue, value)
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allowance

Returns the amount which spender is still allowed to withdraw from owner.

// returns string, the value allowed to withdraw from ‘owner .
function allowance (owner, spender)

Events

transferEvent

MUST trigger when tokens are transferred, including zero value transfers.

A token contract which creates new tokens SHOULD trigger a Transfer event with the
from address set to totalSupply when tokens are created.

function transferEvent: function(status, from, to, value)

approveEvent

MUST trigger on any call to approve (spender, currentValue, value).

function approveEvent: function (status, from, spender, value)

4.4.4 Implementation

Example implementations are available at

« NRC20.js

'use strict';

var Allowed = function (obj) {
this.allowed = {};
this.parse (obj);

Allowed.prototype = {
toString: function () {
return JSON.stringify(this.allowed);

by

parse: function (obj) {
if (typeof obj != "undefined") {
var data = JSON.parse (obj);
for (var key in data) {
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this.allowed[key] = new BigNumber (datalkevy]);

|

get: function (key) {
return this.allowed[key];

s

set: function (key, value) {
this.allowed[key] = new BigNumber (value);

var StandardToken = function () {
LocalContractStorage.defineProperties (this, {
_name: null,
_symbol: null,
_decimals: null,
_totalSupply: {
parse: function (value) {
return new BigNumber (value);
bo
stringify: function (o) {
return o.toString(10);

1)

LocalContractStorage.defineMapProperties (this, {
"balances": {
parse: function (value) {
return new BigNumber (value);
bo
stringify: function (o) {
return o.toString(10);

bo
"allowed": {
parse: function (value) {
return new Allowed (value);
bo
stringify: function (o) {
return o.toString();

)
}i

StandardToken.prototype = {
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init: function (name, symbol, decimals, totalSupply)

this._name = name;
this._symbol = symbol;
this._decimals = decimals || 0;

this._totalSupply = new BigNumber (totalSupply) .mul (new
—BigNumber (10) .pow (decimals)) ;

var from = Blockchain.transaction.from;
this.balances.set (from, this._totalSupply);

this.transferEvent (true, from, from, this._totalSupply);

b

// Returns the name of the token
name: function () {
return this._name;

by

// Returns the symbol of the token
symbol: function () {
return this._symbol;

s

// Returns the number of decimals the token uses
decimals: function () {
return this._ decimals;

by

totalSupply: function () {
return this._totalSupply.toString(10);

by

balanceOf: function (owner) {
var balance = this.balances.get (owner);

if (balance instanceof BigNumber) {
return balance.toString (10);

} else {
return "0";

}y

transfer: function (to, value) {

value = new BigNumber (value);
if (value.lt (0)) {
throw new Error ("invalid value.");

var from = Blockchain.transaction.from;

var balance = this.balances.get (from) || new BigNumber (0);

{
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if (balance.lt (value)) {

throw new Error ("transfer failed.");

this.balances.set (from, balance.sub (value));
var toBalance = this.balances.get (to) || new BigNumber (0);
this.balances.set (to, toBalance.add(value));
from, value) ;

this.transferEvent (true, to,

by

function (from, to, value) {
= Blockchain.transaction. from;
this.balances.get (from) || new BigNumber (0);

transferFrom:
var spender
var balance

new Allowed();
new BigNumber (0) ;

allowed = this.allowed.get (from) ||
allowedValue = allowed.get (spender) ||
new BigNumber (value);

var
var
value =
if && allowedValue.
—gte(value)) |

(value.gte (0) && balance.gte(value)

this.balances.set (from, balance.sub (value));

// update allowed value
allowed.set (spender, allowedValue.sub (value));
this.allowed.set (from, allowed);

this.balances.get (to) || new_

var toBalance =
—BigNumber (0) ;

this.balances.set (to, toBalance.add(value));

this.transferEvent (true, from, to, value);
} else {
throw new Error ("transfer failed.");
}
by
transferEvent: function (status, from, to, wvalue) {
Event.Trigger (this.name (), {
Status: status,
Transfer: {
from: from,
to: to,
value: value
}
1) i
}I
approve: function (spender, currentValue, wvalue) {
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var from = Blockchain.transaction.from;

var oldValue = this.allowance (from, spender);
if (oldValue != currentValue.toString()) {
throw new Error ("current approve value mistake.");
}
var balance = new BigNumber (this.balanceOf (from)) ;
var value = new BigNumber (value);
if (value.lt (0) || balance.lt (value)) {
throw new Error ("invalid value.");
}
var owned = this.allowed.get (from) || new Allowed();

owned. set (spender, value);
this.allowed.set (from, owned);

this.approveEvent (true, from, spender, value);

by

approveEvent: function (status, from, spender, value) {
Event.Trigger (this.name (), {
Status: status,
Approve: |
owner: from,
spender: spender,
value: value

}) i
b

allowance: function (owner, spender) {
var owned = this.allowed.get (owner);

if (owned instanceof Allowed) {
var spender = owned.get (spender);
if (typeof spender != "undefined") {
return spender.toString(10);

}

return "0";

}i

module.exports = StandardToken;
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4.5 RPC Overview

Remote Procedure Calls (RPCs) provide a useful abstraction for building distributed ap-
plications and services.

Nebulas provides both gRPC and RESTful API for users to interact with Nebulas.

grpc provides a concrete implementation of the gRPC protocol, layered over HTTP/2.
These libraries enable communication between clients and servers using any combination of
the supported languages.

grpc-gateway is a plugin of protoc. It reads gRPC service definition, and generates a
reverse-proxy server which translates a RESTful JSON API into gRPC. we use it to map gRPC
to HTTP.

4.5.1 Endpoint

Default endpoints:

API URL Protocol
gRPC http://localhost:8684 | Protobuf
RESTTful | http://localhost:8685 | HTTP

gRPC API

We can run the gRPC example testing client code:

go run main.go

The testing client gets account state from sender address, makes a transaction from sender
to receiver, and also checks the account state of receiver address.

We can see client log output like:

GetAccountState nlQZMXSZtW/BUerroSms4axNfyBGyFGkrh5 nonce 4 value,,
—-3142831039999999999992

SendTransaction nlQZMXSZtW7BUerroSms4axNfyBGyFGkrh5 —-> |
—-nlZn6iyyQRhagthmCfgGBzWfiplWx8wEvtrd value 2 txhash:
—"2c2f5404a2e2edb651dff44a2d114a198c00614b20801e58d5b00899¢c8f512ae"
GetAccountState nlZn6iyyQRhagthmCfgGBzWfiplWx8wEvtrJd nonce 0 value 10

HTTP

Now we also provided HTTP to access the RPC API. The file that ends with gw.go is the
mapping file. Now we can access the rpc API directly from our browser, you can update the
rpc_listen and http_listen in conf/default/config.conf to change RPC/HTTP port.

Example:
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curl —-i —-H 'Content-Type: application/json' -X GET http://
—localhost:8685/v1/user/nebstate

if success, response will be returned like this

"result":{
"chain_id":100,
"tail":
="b10c1203d5ae6d4d069d5f520eb060£f2f5fb74e942£f391e7cadbc2b5148dfbcb

(_>",
"lib":
~"da30b4edl4affb62b3719fb5e6952d3733e84e53fe6e955£8e46da503300c985

n
—

"height":"365",

"protocol_version":"/neb/1.0.0",
"synchronized":false,
"version":"0.7.0"

Or, there is error form grpc, repose will carry the error message

"error":"message..."

4.5.2 RPC methods

* GetNebState

* GetAccountState

* LatestlrreversibleBlock
* Call

» SendRawTransaction

* GetBlockByHash

* GetBlockByHeight

* GetTransactionReceipt
* GetTransactionByContract
* GetGasPrice

* EstimateGas

* GetEventsByHash

e Subscribe
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* GetDynasty

4.5.3 RPC API Reference

GetNebState

Return the state of the neb.

Protocol | Method | API
gRpc GetNebState
HTTP GET /v1/user/nebstate

Parameters

none

Returns

chain_1id Block chain id

tail Current neb tail hash

1ib Current neb lib hash

height Current neb tail block height
protocol_version The current neb protocol version.
synchronized The peer sync status.

version neb version.

HTTP Example

// Request
curl -i —-H 'Content-Type: application/json' -X GET http://
—localhost:8685/vl/user/nebstate

// Result
{
"result":{
"chain_id":100,
"tail":
—"b10c1203d5ae6d4d069d5£520eb060£f2f5fb74e942f391e7cadbc2b5148dfbcb

¢_>",
"lib":
~"da30b4edl4affb62b3719£b5e6952d3733e84e53fe6e955£8246da503300c985

n
—

"height":"365",

"protocol_version":"/neb/1.0.0",
"synchronized":false,
"version":"0.7.0"
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GetAccountState

Return the state of the account. Balance and nonce of the given address will be returned.

Protocol | Method | API
gRpc GetAccountState
HTTP POST /v1/user/accountstate

Parameters

address Hex string of the account addresss.

height block account state with height. If not specified, use 0 as tail height.

Returns

balance Current balance in unit of 1/(10718) nas.

nonce Current transaction count.

type The type of address, 87 stands for normal address and 88 stands for contract address

HTTP Example

// Request
curl —-i —-H 'Content-Type: application/json' —-X POST http://
—~localhost:8685/vl/user/accountstate -d '{"address":

—"nl1Z6SbjLUAEXfhX1UJvXT6BB50sWYxVg3F3"}'

// Result
{
result {
"balance":"9489999998980000000000"
"nonce":51
"type":87

LatestlrreversibleBlock

Return the latest irreversible block.

Protocol | Method | API
gRpc LatestlrreversibleBlock
HTTP GET /v1/user/lib

Parameters

none
Returns

hash Hex string of block hash.
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parent_hash Hex string of block parent hash.
height block height.
nonce block nonce.
coinbase Hex string of coinbase address.
timestamp block timestamp.
chain_id block chain id.
state_root Hex string of state root.
txs_root Hex string of txs root.
events_root Hex string of event root.
consensus_root
* Timestamp time of consensus state
* Proposer proposer of current consensus state
* DynastyRoot Hex string of dynasty root
miner the miner of this block
is_finality block is finality
transactions block transactions slice.

* transaction GetTransactionReceipt response info.

HTTP Example

// Request
curl —-i —-H 'Content-Type: application/Jjson' -X GET http://
—~localhost:8685/v1/user/1lib

// Result
{
"result":{
"hash":
—"cd4a51d6241db372¢c1b8720e62c04426bd587e1£31054b7d04a3509f48ee58e9f

n
—

"parent_hash":
—"8£9£29028356d2fb2cf1291dcee85785e1c20a2145318£36c136978edb6097ce

n
"y

"height":"407",

"nonce":"0",

"coinbase":"nlQZMXSZtW7BUerroSms4axNfyBGyFGkrh5",

"timestamp":"1521963660",

"chain_id":100,

"state_root":
—"a77bbcd911e7ee9488b623cedccb8a38d9a83fc29eb5ad43009£3517£1d3el9a

"

14
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"txs root":
~"664671e2fda200bd93b00aaecd4abl2db718212acd51b4624e8d4937003a2ab22

n
—

"events_root":
—"2607e32¢c166a3513f9%9effbdldc7caa7869d£5989398d0124987faled4dl83bcaf

"
— "y

"consensus_root":{
"timestamp":"1521963660",
"proposer":"GVeOQnYf20Ppxa2cqTrPHdpr6QH4SKs4ZKs=",
"dynasty_root":

<"IfTgx00271Gg4N3cVKHe 7dw3NREn1YCN8aIl8VvRXDY="

br

"miner": "nlWwgBXVMuYC3mFCEEuFFtAXadb6yxgjdas4d"

"is_finality":false,

"transactions": []

Call

Call a smart contract function. The smart contract must have been submited. Method calls
are run only on the current node, not broadcast.

Protocol | Method | API
gRpc Call
HTTP POST /v1/user/call

Parameters

The parameters of the call method is the same as the SendTransaction parameters. Spe-
cial attention:

t o Hex string of the receiver account addresss. The value oft o** is a contract address.**
contract transaction contract object for call smart contract.
* Sub properties(source** and ‘‘sourceType‘* are not need**):
— function the contract call function for call contarct function.
— args the params of contract. The args content is JSON string of parameters array.
Returns
result result of smart contract method call
execute_err execute error

estimate_gas estimate gas used

HTTP Example
// Request
curl -i —-H 'Content-Type: application/json' —-X POST http://
—~localhost:8685/vlI/user/call —-d "{"from":
4«;5‘nBrPL§ ¥§§YIP&LEungZoNAW3dt8QthJw" , "value":"0", "nonce":3, 147
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// Result
{
"result": "QO",
"execute_err": "insufficient balance",

estimate_gas: "22208"

SendRawTransaction

Submit the signed transaction. The transaction signed value should be return by Sign-
TransactionWithPassphrase.

Protocol | Method | API
gRpc SendRawTransaction
HTTP POST /v1/user/rawtransaction

Parameters

data Signed data of transaction

Returns

txhash Hex string of transaction hash.

contract_address returns only for deploy contract transaction.

HTTP Example

// Request

curl -i —-H 'Content-Type: application/json' —-X POST http://
—localhost:8685/vl/user/rawtransaction -d '{"data":"CiCrHtxyyIJks2/
—RErvBBA862D61wAaGQI90KINi1isSGAUTBIYGiY1IRI9Fnx0z0uPkWbPokTeBIHFFKRaosGh
~19wAIEAAAAAAAAAAADeC2s6dkAAACA DA/

zPLPt JEF5cC

—53SBToICgZiaWbhcnlAZE0QAAAAAAAAAAAAAAAAAAOCQF IQAAAAAAAAAAAAAAAAAABOIFgBYkKGLNNY

(_}"}V

// Result
{
"result":{
"txhash":
<"f37acdf93004f7a3d72f1b7f6e56e70a066182d85c186777a2ad3746b01c3b52"
}

Deploy Contract Example

// Request

curl -i -H 'Content-Type: application/Jjson' —-X POST http://
—~localhost:8685/vl/user/rawtransaction -d '{"data":"CiDam3G9Sy5fV6/
—7cjasYPwSF39ZJDIHNBOUs94vn6p6ohIaGVEiLzJ83pomlDO1gD307£1JdTVADLzbMX0O4
—CEbThvIOiKcjHhgBZUB"}"'

taGhlXy8yEN
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// Result
{
"result":{
"txhash":
<"f37acdf93004£f7a3d72f1b7f6e56e70a066182d85c186777a2ad3746b01c3b52
"contract address":
—"4702b597eebb7a368ac4adbb388e5084b508af582dadded 7"

}

GetBlockByHash

Get block header info by the block hash.

Protocol | Method | API
gRpc GetBlockByHash
HTTP POST /v1/user/getBlockByHash

Parameters
hash Hex string of transaction hash.

full_fill_transaction If true it returns the full transaction objects, if false only
the hashes of the transactions.

Returns

See LatestlrreversibleBlock response.

HTTP Example

// Request

curl —-i —-H 'Content-Type: application/json' —-X POST http://
—~localhost:8685/vl/user/getBlockByHash -d '{"hash":
—"00000658397a90df645908e7e63ad3f4ce8f0a40b8803ff2f29c611b2e0190b8

", "full fill transaction":"true"}'

// Result
{
"result":{

"hash":
—"cd4a51d6241db372c1b8720e62c04426bd587e1£31054b7d04a3509f48ee58e9f
‘—>"r

"parent_hash":
—"8f9f29028356d2fb2cf1291dcee85785e1¢c20a2145318£36¢c136978edb6097ce

"height":"407",

"nonce":"0",

"coinbase" :"nlQZMXSZtW7/BUerroSms4axNfyBGyFGkrh5",
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"timestamp":"1521963660",

"chain_id":100,

"state_root":
—"a77bbcd911e7ee9488b623cedccb8a38d9a83fc29eb5ad43009£3517£1d3el9%a

n
—

"txs_root":
—"664671e2fda200bd93b00aaecd4abl2db718212acd51b4624e8d4937003a2ab22

n
"y

"events_root":
—"2607e32c166a3513f9%9effbdldc7caa7869d£5989398d0124987faled4dl83bcaf

"
—

"consensus_root":{
"timestamp":"1521963660",
"proposer":"GVeOQnYf20Ppxa2cqTrPHdpr6QH4SKs4ZKs=",
"dynasty_root":
—"IfTgx00271Gg4N3cVKHe 7dw3NREN1YCN8aIl8VvRXDY="
by
"miner": "nlWwgBXVMuYC3mFCEEuFFtAXad6byxgjdas4d"
"is_finality":false,
"transactions":[{
"hash":
—"1e96493debbbebe686e461822ec22e73fcbfb41a6358aa58c375b935802e4145

n
-y

"chainId":100,
"from":"nlZ6SbjLUAEXfhX1UJvXT6BB50sWYxVg3F3",
"to":"nlorSeSM37/nn8KHHN4JcQEW3r52TVExu63r",
"value":"10000000000000000000™, "nonce":"34",
"timestamp":"1522220087",

"type":"binary",

"data":null,

"gas_price":"1000000",
"gas_limit":"2000000",
"contract_address":"",

"status":1,

"gas_used":"20000"

GetBlockByHeight

Get block header info by the block height.

Protocol | Method | API
gRpc GetBlockByHeight
HTTP POST /v1/user/getBlockByHeight

Parameters

height Height of transaction hash.
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full _fill_ transaction If true it returns the full transaction objects, if false only
the hashes of the transactions.

Returns
See LatestlrreversibleBlock response.

HTTP Example

// Request

curl -i -H 'Content-Type: application/Jjson' —-X POST http://
—localhost:8685/vl1/user/getBlockByHeight -d '{"height": 256, "full_
—~fill transaction": true}'

// Result
{
"result":{
"hash":
—"cd4a51d6241db372¢c1b8720e62c04426bd587e1£31054b7d04a3509f48ee58e9f

n
-y

"parent_hash":
"8f9f29028356d2fb2cf1291dcee85785e1¢c20a2145318£36¢c136978edb6097ce

n
—

"height":"407",

"nonce":"0",

"coinbase":"nlQZMXSZtW7BUerroSms4axNfyBGyFGkrh5",

"timestamp":"1521963660",

"chain_id":100,

"state_root":
—"a77bbcd911e7€e9488b623ced4ccb8a38d9a83£fc29eb5ad43009£3517£1d3el9%a

n
— 'y

"txs_root":
—"664671e2fda200bd93b00aaecd4abl2db718212acd51b4624e8d4937003a2ab22

"
—

"events_ _root":
—"2607e32¢c166a3513f9%effbdldc7caa7869d£5989398d0124987faled4dl83bcaf

n
—

"consensus_root":{
"timestamp":"1521963660",
"proposer":"GVeOQnYf20Ppxa2cqTrPHdpr6QH4SKs4ZKs="",
"dynasty_root":
S"IfTgx00271Gg4N3cVKHe 7dw3NREn1YCN8aIl8VvRXDY="
}I
"miner": "nlWwgBXVMuYC3mFCEEuFFtAXadbyxgjdas4d"
"is_finality":false,
"transactions":[{
"hash":
—"1e96493debb5ebe686e461822ec22e73fcbfb41a6358aa58c3750935802e4145

A
—

"chainId":100,
"from":"nlZ6SbJjLUAEXfhX1UJvXT6BB50sWYxVg3F3",
"to":"nlorSeSM37nn8KHHN4JcQEwW3r52TVExu63r",
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"value":"10000000000000000000"™, "nonce":"34",
"timestamp":"1522220087",

"type":"binary",

"data":null,

"gas_price":"1000000",
"gas_limit":"2000000",
"contract_address":"",

"status":1,

"gas_used":"20000"

GetTransactionReceipt

Get transactionReceipt info by tansaction hash. If the transaction not submit or only sub-
mit and not packaged on chain, it will reurn not found error.

Protocol | Method | API
gRpc GetTransactionReceipt
HTTP POST /v1/user/getTransactionReceipt

Parameters

hash Hex string of transaction hash.

Returns

hash Hex string of tx hash.

chainId Transaction chain id.

from Hex string of the sender account addresss.

to Hex string of the receiver account addresss.
value Value of transaction.

nonce Transaction nonce.

timestamp Transaction timestamp.

type Transaction type.

data Transaction data, return the payload data.
gas_price Transaction gas price.

gas_1limit Transaction gas limit.
contract_address Transaction contract address.
status Transaction status, O failed, 1 success, 2 pending.

gas_used transaction gas used
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HTTP Example

// Request

curl —-i -H 'Content-Type: application/Jjson' —-X POST http://
—localhost:8685/vl/user/getTransactionReceipt —-d '{"hash":
—"cdab4445ffccfdeal7£043e86e54bellb002053f9%9edbe30aelfbc0437c2b6a’3

(_>"}l

// Result
{
"result":{
"hash":
—"cdab4445ffccfdeal7£043e86e54bellb002053f9%edbe30aelfbc0437c2bba’3

n
—

"chainId":100,
"from":"nlZ6SbJLUAEXfhX1UJvXT6BB50sWYxVg3F3",
"to":"nlPxKRaJ5jZHXwTfgMOWgkZJJVXBxRcggEE",
"value":"10000000000000000000",
"nonce":"53",

"timestamp":"1521964742",

"type":"binary",

"data":null,

"gas_price":"1000000",

"gas_limit":"20000",

"contract_address":"",

"status":1,

"gas_used":"20000"

GetTransactionByContract

Get transactionReceipt info by contract address. If contract not exists or packaged on
chain, a not found error will be returned.

Protocol | Method | API
gRpc GetTransactionByContract

HTTP POST /v1/user/getTransactionByContract

Parameters

address Hex string of contract account address.

Returns

The result is the same as that of GetTransactionReceipt
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HTTP Example

// Request

curl -i —-H 'Content-Type: application/json' —-X POST http://
—localhost:8685/vl/user/getTransactionByContract —-d '{"address":
-"nlsgDHGjYtX6rMgFog5Tow3s3LgF4ZxBvE3" }!

// Result

{
"result":{
"hash":

—"cb5a45a789278f5cce9e95e8£31c1962567£58844456fed7abeb9%afcb764cabasl

n
—

"chainId":100,
"from":"nlZ6SbjLUAEXfhX1UJvXT6BB50sWYxXVg3F3",
"to":"nlZ6SbJjLUAEXfhX1UJvXT6BB50sWYxVg3E3",
"value" . "Oll ,

"nonce" . "1" ,

"timestamp":"1521964742",

"type" . "deploy" ,

"data":

—"eyJTb3VyY2VUeXBlIjoianMiLCJTb3VyY2Ui0iJcInVzZSBzdHIpY3RcIjtcbhblxudmfyIENvbnRyY

—UmFuZG9tM1lwiOiByMTIsXG4gImR1ZmEF 1bHRTZWVkKkUMFUuZG9tM1lwiOiByMTMsXG4gICA

n
—

"gas_price":"1000000",

"gas_limit":"20000",
"contract_address":"nlsgDHGJYtX6rMgFogbTow3s3LgF4ZxBvE3",
"status":1,

"gas_used":"20000",

"execute_error":"",

"execute_ result":"\"\""

Subscribe

Return the subscribed events of transaction & block. The request is a keep-alive connec-
tion.

Protocol | Method | API
gRpc Subscribe
HTTP POST /v1/user/subscribe

Parameters

topics repeated event topic name, string array.

The topic name list:
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* chain.pendingTransaction The topic of pending a transaction in transac-
tion_pool.

* chain.latestIrreversibleBlock The topic of updating latest irreversible
block.

* chain.transactionResult The topic of executing & submitting tx.
* chain.newTailBlock The topic of setting new tail block.

* chain.revertBlock The topic of reverting block.

Returns

topic subscribed event topic name.

dat a subscribed event data.

HTTP Example

// Request
curl —-i —-H 'Content-Type: application/json' —-X POST http://
—localhost:8685/v1l/user/subscribe -d '{"topics":["chain.linkBlock",

— "chain.pendingTransaction"]}'

// Result
{
"result":{
"topic":"chain.pendingTransaction",
"data":"{
\"chainID\":100,
\"hash\":\
"bd66c7a%90667db8d15£74863a4bc60bc989566b6c3766948b2cacb4b5adfbdad2\

n
-y

\"from\":\"nlZ6SbjLUAEXfhX1UJvXT6BB50sWYxVg3F3\",
\"to\":\"nl1Z6SbjLUAEXfhX1UJvXT6BB50sWYxVg3F3\",
\"nonce\":6,
\"value\":\"0O\",
\"timestamp\":1522215320,
\"gasprice\": \"1000000\",
\"gaslimit\":\"20000000\",
\"type\":\"deploy\"}"
}
"result":{
"topic":"chain.pendingTransaction",
"data": "..."
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GetGasPrice

Return current gasPrice.

Protocol | Method | API
gRpc GetGasPrice
HTTP GET /v1/user/getGasPrice

Parameters

none

Returns

gas_price gas price. The unit is 10"-18 NAS.

HTTP Example

// Request
curl -i —-H 'Content-Type: application/json' -X GET http://
—localhost:8685/v1l/user/getGasPrice

// Result
{
"result":{
"gas_price":"1000000"
}

EstimateGas

Return the estimate gas of transaction.

Protocol | Method | API
gRpc EstimateGas
HTTP POST /v1/user/estimateGas

Parameters

The parameters of the EstimateGas method is the same as the SendTransac-
tionparameters.
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Returns

gas the estimate gas.

err error message of the transaction executing

HTTP Example

// Request

curl —-i —-H 'Content-Type: application/json' —-X POST http://
—~localhost:8685/vl/user/estimateGas —-d '{"from":
—"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrhb5", "to":
—"nl1SAeQRVN33bamxN4ehWUT7JGdxipwn8bl7", "value":
—~"1000000000000000000"™, "nonce":1, "gasPrice":"1000000", "gasLimit":
-"2000000M™} "

// Result

{
"gas":"20000",

err" «nn

GetEventsByHash

Return the events list of transaction.
Protocol | Method | API

gRpc GetEventsByHash
HTTP POST /v1/user/getEventsByHash

Parameters

hash Hex string of transaction hash.

Returns

events the events list.
* topic event topic;

¢ data event data.

HTTP Example

4.5. RPC Overview 157




nebulas wiki Documentation, aRSayC 1.0

// Request

curl -i —-H 'Content-Type: application/json' -X POST http://
—localhost:8685/v1l/user/getEventsByHash -d '{"hash":
—"ec239d532249f84f158ef8ec9262e1d3d439709ebfddd5f7c1036b26c6fe8073

(_}"}V

// Result
{

"result":{

"events": [{
"topic":"chain.transactionResult",
"data" . "{

\"hash\":\

"d7977£96294cd232781d9¢c17£0£3212b48312d5ef0£556551c5¢cf48622759785\
\"status\":1,
\"gas_used\":\"22208\",
\"error\":\"\"

}"
H

GetDynasty

GetDynasty get dpos dynasty.

Protocol | Method | API
gRpc GetDynasty
HTTP POST /v1/user/dynasty

Parameters
height block height
Returns

miners repeated string of miner address.

HTTP Example

// Request
curl -i —-H 'Content-Type: application/json' —-X POST http://
—~localhost:8685/v1l/user/dynasty -d '{"height": 1}

// Result
{

"result":{
"miners": [
"n1FkntVUMPASESUCAAPK711lomQk19JotBjM",
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"n1JINHZJEUVEBYf JDRD14Q73FX62nJAzXkMR",
"nl1Kjom3J4KPsHKKzZ2xtt8LcOWS5pRD jeLcW",
"nlTV3sU6jyzR4rJ1D7jCAmtVGSntJagXZHC",
"n1WwgBXVMuYC3mFCEEuUFFtAXad6oyxgjd4as4d",
"nlZn6iyyQRhagthmCfgGBzWfiplWx8wEvtrJ"

Management RPC

Beside the NEB API RPC interface nebulas provides additional management APIs. Neb
console supports both API and management interfaces. Management RPC uses the same gRPC
and HTTP port, which also binds NEB API RPC interfaces.

Nebulas provide both gRPC and RESTful management APIs for users to interact with
Nebulas. Our admin proto file defines all admin APIs. We recommend using the console
access admin interfaces, or restricting the admin RPC to local access.

Default management RPC Endpoint:

| API | URL | Protocol | | — | :—: | :—: | | gRPC | http://localhost:8684 | Protobuf | |
RESTful | http://localhost:8685 | HTTP |

Management RPC methods

* Nodelnfo

* Accounts

* NewAccount

* UnLockAccount

* LockAccount

* SignTransactionWithPassphrase
* SendTransactionWithPassphrase
* SendTransaction

* SignHash

* StartPprof

* GetConfig
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Management RPC API Reference
Nodeinfo

Return the p2p node info.

| Protocol | Method | API I | — | — | — | | gRpc | | Nodelnfo | | HTTP | GET |
/v1/user/nodeinfo |

Parameters

none

Returns

id the node ID.

chain_ id the block chainID.

coninbase coinbase

peer_count Number of peers currenly connected.
synchronized the node synchronized status.
bucket_size the node route table bucket size.
protocol_version the network protocol version.

RouteTablex[] route_table the network routeTable

message RouteTable {
string id = 1;
repeated string address = 2;

HTTP Example

# Request
curl —-i —-H 'Content-Type: application/Jjson' —-X GET http://
—localhost:8685/v1l/admin/nodeinfo

# Result
{

"result":{
"id":"QmP7HDFcYmMJIL12Ez4ZNVCKjKedfE7£f48f1LAkUcC3Whz4jP"
"chain_id":100,
"coinbase":"nlQZMXSZtW7BUerroSms4axNfyBGyFGkrh5",
"peer_count":4,

"synchronized":false,
"bucket_size":64,
"protocol_version":"/neb/1.0.0",
"route_ table": |
{
"id":"QmP7HDFcYmMJIL12Ez4ZNVCKjKedfE7f48f1LAkUc3Whz4 jP

’
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"address": [
"/ip4/127.0.0.1/tcp/8680",
"/ip4/192.168.1.206/tcp/8680"

"id":"OmUxw4PZ8kMENHD8WaSVE92dtvdnwgufMem5DriWemdk 2M7

"address": [
"/ip4/192.168.1.206/tcp/10003","/ip4/127.0.0.1/

Accounts

Return account list.

| Protocol | Method | API | | — | — | — | | gRpc | | Accounts | | HTTP | GET |
/v1/admin/accounts |

Parameters

none

Returns

addresses account list

HTTP Example

# Request
curl -i —-H 'Content-Type: application/json' -X GET http://
—~localhost:8685/v1l/admin/accounts

# Result
{
"result":{

"addresses": [
"n1FkntVUMPASESUCAAPK711lomQkl19JotBjM",
"n1JINHZJEUVEBYfJDRD14Q73FX62nJAzXkMR",
"Nn1Kjom3J4KPsHKKzZ2xtt8LcO9WS5pRD jeLcW",

4.5. RPC Overview 161



nebulas wiki Documentation, aRSayC 1.0

"nlNHcbEus81PJxybnyg4aJgHAaSLDx9VtE8",
"n1QZMXSZtW/7/BUerroSms4axNfyBGyFGkrh5",
"nlTV3sU6jyzR4rJ1D7jCAmtVGSntJagXZHC",
"n1WwgBXVMuYC3mFCEEuUFFtAXad6oyxgjd4asd",
"n1Z26SbJLUAEXfhX1UJvXT6BB50sWYxVg3F3",
"n1Zn6iyyQRhgthmCfgGRzWfiplWx8wEvtrJ"

NewAccount

NewAccount create a new account with passphrase.

| Protocol | Method | API | | — | — | — | | gRpc | | NewAccount | | HTTP | POST |
/v1/admin/account/new |

Parameters
passphrase New account passphrase.
Returns

address New Account address.

HTTP Example
# Request
curl —-i —-H 'Content-Type: application/json' -X POST http://
—~localhost:8685/vl/admin/account/new —-d '{"passphrase":"passphrase
SN " } )
# Result

"result":{
"address":"nlczGUvbQQton6KUWga4dwKDLLKYDENn39mEk"

UnLockAccount

UnlockAccount unlock account with passphrase. After the default unlock time, the ac-
count will be locked.

| Protocol | Method | API | | — | — | — || gRpc | | UnLockAccount | | HTTP | POST |
/v1/admin/account/unlock |

Parameters

address UnLock account address.
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passphrase UnLock account passphrase.
duration Unlock accoutn duration.

Returns

result UnLock account result, unit is ns.

HTTP Example
# Request
curl -i —-H 'Content-Type: application/Jjson' —-X POST http://
—localhost:8685/vl/admin/account/unlock -d '{"address":

—"nlczGUvbQOton6KUWgadwKDLLKYDEN39mEkK", "passphrase" : "passphrase",
—"duration":"1000000000"}"

# Result
{
"result": {
"result":true

LockAccount

LockAccount lock account.

| Protocol | Method | API || — | — | — | | gRpc | | LockAccount | | HTTP | POST |
/v1/admin/account/lock |

Parameters
address Lock account address.
Returns

result Lock account result.

HTTP Example

# Request

curl -i —-H 'Content-Type: application/json' -X POST http://
—~localhost:8685/v1/admin/account/lock —-d '{"address":
—"nlczGUvbQQtonb6KUWgadwKDLLKYDEN39mEkK" } '

# Result
{
"result":{
"result":true
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SignTransactionWithPassphrase

SignTransactionWithPassphrase sign transaction. The transaction’s from addrees must be
unlocked before sign call.

| Protocol | Method | APT || — | —1—11gRpc || SignTransactionWithPassphrase | | HTTP
| POST | /v1/admin/sign |

Parameters

transaction this is the same as the SendTransaction parameters.
passphrase from account passphrase

Returns

data Signed transaction data.

sign normal transaction Example

# Request
curl -i —-H 'Content-Type: application/json' -X POST http://
—~localhost:8685/vl/admin/sign -d '{"transaction":{"from":

—-"n1QZMXSZtW/7/BUerroSms4axNfyBGyFGkrh5", "to":
—-"nl1QZMXSZtW/7/BUerroSms4axNfyBGyFGkrh5", "value":
-"1000000000000000000", "nonce":1, "gasPrice":"1000000", "gasLimit":
~"2000000"}, "passphrase":"passphrase"}'

# Result
{

"result":{

"data":

—"CiBOW15yo0Z+XgQbMNr4bQdJCXrBTehJKukwjcfW5eASgtBIaGVduKnw+61M3HBXhJE]
—BwhwhqUkp/
—~gEJtE4kndoc7NdSggD26IQgalOHjbtglJaszAvHZiW+XH7C+Ky9XTKRJIJKuTOc446646d
—Sbz/nxQE="

}

rzuvv3yNdYA

SendTransactionWithPassphrase

SendTransactionWithPassphrase send transaction with passphrase.

| Protocol | Method | API || —|—1—11gRpc || SendTransactionWithPassphrase | | HTTP
| POST | /vl/admin/transactionWithPassphrase |

Parameters

transaction transaction parameters, which is the same as the SendTransaction param-
eters.

passphrase From address passphrase.

Returns
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txhash transaction hash.
contract_address returns only for deploy contract transaction.

Example

# Request

curl -i —-H 'Content-Type: application/json' -X POST http://
—localhost:8685/vl/admin/transactionWithPassphrase -d '/{
—"transaction":{"from":"nlQZMXSZtW7BUerroSms4axNfyBGyFGkrh5", "to":
—-"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrhb", "value":
-"1000000000000000000", "nonce":1,"gasPrice":"1000000", "gasLimit":
-"2000000"}, "passphrase" :"passphrase"}'

# Result

{
"result":{
"hash":

—"143eac221da8079f017bd6fd6b6al08eal623114c93c638b94334d16aael09666

n
-y

"contract_address":""

SendTransaction

Send the transaction. Parameters from, to, value, nonce, gasPrice and
gasLimit are required. If the transaction is to send contract, you must specify the
contract.

| Protocol | Method | API || — | — 1 — || gRpc | | SendTransaction | | HTTP | POST |
/v1/user/transaction |

Parameters

from Hex string of the sender account addresss.

to Hex string of the receiver account addresss.
value Amount of value sending with this transaction.
nonce Transaction nonce.

gas_price gasPrice sending with this transaction.
gas_limit gasLimit sending with this transaction.

type transaction payload type. If the type is specified, the transaction type is determined
and the corresponding parameter needs to be passed in, otherwise the transaction type is deter-
mined according to the contract and binary data. [optional]

* type enum:

— binary: normal transaction with binary
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— deploy: deploy smart contract
— call: call smart contract function
contract transaction contract object for deploy/call smart contract. [optional]
* Sub properties:

— source contract source code for deploy contract.

sourceType contract source type for deploy contract. Currently support js and
ts

* Js the contract source write with javascript.
% ts the contract source write with typescript.

function the contract call function for call contarct function.

args the params of contract. The args content is JSON string of parameters array.
binary any binary data with a length limit = 64bytes. [optional]
Notice:

 from = to when deploy a contract, the t o address must be equal to f rom address.

* nonce the value is plus one(+1) on the nonce value of the current from address. Current
nonce can get from GetAccountState.

* gasPrice and gasLimit need for every transaction. We recommend taking them use
GetGasPrice and EstimateGas.

* contract parameter only need for smart contract deploy and call. When a smart con-
tract is deployed, the source and sourceType must be specified, the args is op-
tional and passed in when the initialization function takes a parameter. The function
field is used to call the contract method.

Returns
txhash transaction hash.
contract_address returns only for deploying contract transaction.

Normal Transaction Example

# Request

curl —-i —-H 'Content-Type: application/json' -X POST http://
—localhost:8685/vl/admin/transaction -d '{"from":
—-"n1QZMXSZtW/BUerroSms4axNfyBGyFGkrh5", "to":
—"nl1SAeQRVN33bamxN4ehWUT7JGdxipwn8bl17", "value":
—"1000000000000000000", "nonce":1000, "gasPrice":"1000000", "gasLimit
<":"2000000"}"

# Result

{
"result": {
"txhash":

—"fb5204e106168549465ea38c040df0eacaa’7cbd461454621867eb5abbad92b4ab

n
—
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"contract_ address":""

Deploy Smart Contract Example

# Request

curl —-i —-H 'Content-Type: application/json' —-X POST http://
—localhost:8685/v1l/admin/transaction -d '{"from":
—"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrh5", "to":
—-"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrh5", "value":"0", "nonce":2,
—"gasPrice":"1000000", "gasLimit":"2000000", "contract": {
"source":"\"use strict\";var BankVaultContract=function ()
—{LocalContractStorage.defineMapProperty (this, \"bankvVault\") };
—BankVaultContract.prototype={init:function() {},

—save:function (height) {var deposit=this.bankVault.get (Blockchain.
—transaction.from) ;var value=new BigNumber (Blockchain.transaction.
—value) ;if (deposit!=null&&deposit.balance.length>0) {var_
—balance=new BigNumber (deposit.balance);value=value.plus (balance) }
—var content={balance:value.toString(),height:Blockchain.block.
—height+height};this.bankVault.put (Blockchain.transaction.from,
—content) }, takeout: function (amount) {var deposit=this.bankVault.
—get (Blockchain.transaction.from);if (deposit==null) {return 0}

—if (Blockchain.block.height<deposit.height) {return O}var,
—balance=new BigNumber (deposit.balance);var value=new,_

—BigNumber (amount) ; if (balance.lessThan (value)) {return O}var_
—result=Blockchain.transfer (Blockchain.transaction.from,value);
—if (result>0) {deposit.balance=balance.dividedBy (value) .toString();
—this.bankVault.put (Blockchain.transaction.from, deposit) }return

—result}};module.exports=BankVaultContract;", "sourceType":"js",
(_}"argsll:" "}} ]
# Result

{
"result":{
"txhash":
—"3a69%9e23903a74a3a56dfc2bfbaeled51f69debd487e2a8dea58ae9506£572£73

n
—

"contract_address":"n21Y7arNbUfLGL59xgnA4douinNxyvz773NW"

SignHash

SignHash sign the hash of a message.

| Protocol | Method | API | | — | — | — | | gRpc | | SignHash | | HTTP | POST |
/v1/admin/sign/hash |

Parameters
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address Sign address

hash A sha3256 hash of the message
alg Sign algorithm

Returns

data Signed transaction data.

sign normal transaction Example

# Request

curl —-i —-H 'Content-Type: application/json' —-X POST http://
—localhost:8685/v1/admin/sign/hash -d '{"address":
-"nl1QZMXSZtW7BUerroSms4axNfyBGyFGkrh5", "hash" : "W+rOKNqgs/
—tlvz02ez77yIYMCOr2EubpuNh5LvmwceIO=","alg":1}"'

# Result
{
"result":{

"data":
—"a7HHsLRVKTNazD1QEogY+Fre8KmBIyK+1Nadzv0z72puFvVkYouzZD6onGixGx/
—6s51x6Bagq7etGwlDNxVVHsOGWbAA=""

}

StartPprof

StartPprof starts pprof
| Protocol | Method | API || —|—1—11gRpc | | Pprof | | HTTP | POST | /v1/admin/pprof

Parameters

listen the address to listen
Returns

result start pprof result

Example

# Request
curl -i —-H 'Content-Type: application/json' -X POST http://
—localhost:8685/vl/admin/pprof -d '{"listen":"0.0.0.0:1234"}"'

# Result
{
"result":{
"result":true
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GetConfig

GetConlfig return the config current neb is using

| Protocol | Method | API | | — | — | — | | gRpc | | GetConfig | | HTTP | GET |
/v1/admin/getConfig |

Parameters

none

Returns

config neb config

Example

# Request
curl —-i —-H 'Content-Type: application/Jjson' —-X GET http://
—~localhost:8685/v1l/admin/getConfig

# Result

{

"result":{

"config": {
"network": {
"seed":[],
"listen":["0.0.0.0:8680"],
"private_key":"conf/network/ed25519key",
"network_ id":1

by

"chain":{
"chain_id":100,
"genesis":"conf/default/genesis.conf",

"datadir":"data.db",

"keydir":"keydir",

"start_mine":true,
"coinbase":"nlQZMXSZtW7BUerroSms4axNfyBGyFGkrh5",
"miner":"nlZn6iyyQRhgthmCfqgGBzWfiplWx8wEvtrJ",

"passphrase":"",
"enable_remote_sign_server":false,
"remote_sign_server":"",
"gas_price":" H,
"g’aS_llmlt" : " ",
"signature_ciphers": ["ECC_SECP256K1"]
by
"rpc" :{
"rpc_listen":["127.0.0.1:8684"],
"http_listen":["127.0.0.1:8685"],
"http_module":["api", "admin"],

"connection_limits":0,
"http_limits":0,
"http_cors":[]
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by
"stats": {
"enable_metrics":false,
"reporting_module":[],
"influxdb": {
"host":"http://localhost:8086",
"port":0,
"db":"nebulas",
"user":"admin",
"password":"admin"
}I
"metrics_tags":[]
b
"misc":null,
"app":{
"log_level":"debug",
"log_file":"logs",
"log_age":0,
"enable_crash_report":true,

"crash_report_url":"https://crashreport.nebulas.io",
"pprof":{

"http_listen":"0.0.0.0:8888",

"cpuprofile":"",

nmn

"memprofile":

by

"version":"0.7.0"

4.6 REPL console

Nebulas provide an interactive javascript console, which can invoke all API and manage-
ment RPC methods. The console is connected to the local node by default without specifying
host.

4.6.1 start console

Start console using the command:

./neb console

In the case of not specifying the configuration file, the terminal’s startup defaults to the
configuration of conf/default/config.conf. If the local configuration file is not avail-
able or you want to specify the configuration file, the terminal starts like this:
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./neb —-c <config file> console

console interaction

The console can use the admin.setHost interface to specify the nodes that are con-
nected. When the console is started or the host is not specified, the terminal is interacting with
the local node. Therefore, you need to start a local node before starting the console.

> admin.setHost ("https://testnet.nebulas.io")

Tips: The Testnet only starts the RPC interface of the API, so only the api scheme is
available.

4.6.2 console usage

We have API and admin two schemes to access the console cmds. Users can quickly enter
instructions using the TAB key.

> api.

api.call api.getBlockByHash api.
—getNebState api.subscribe

api.estimateGas api.getBlockByHeight api.
—getTransactionReceipt

api.gasPrice api.getDynasty api.

—~latestIrreversibleBlock
api.getAccountState api.getEventsByHash api.
—~sendRawTransaction

> admin.

admin.accounts admin.nodeInfo L
- admin.signHash

admin.getConfig admin.sendTransaction O
o admin.signTransactionWithPassphrase

admin.lockAccount admin.
—sendTransactionWithPassphrase admin.startPprof

admin.newAccount admin.setHost L
o admin.unlockAccount

Some management methods may require passphrase. The user can pass in the password
when the interface is called, or the console prompts the user for input when the password is not
entered. We recommend using a console prompt to enter your password because it is not
visible.

Enter the password directly:

> admin.unlockAccount ("nlUWZa8yuvRgePRPgp8a2 jX4J9UwGXfHp6i",
—"passphrase")

{
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"result": {

"result": true

Use terminal prompt:

> admin.unlockAccount ("nlUWZa8yuvRgePRPgp8a2 jX4J9UwGXfHp61i")
Unlock account nlUWZa8yuvRgePRPgp8azjX4J9UwGXfHp6i

Passphrase:
{
"result": {
"result": true

The interfaces with passphrase prompt:

admin.
admin.
admin.
admin.
admin.

newAccount

unlockAccount

signHash
signTransactionWithPassphrase
sendTransactionWithPassphrase

The command parameters of the command line are consistent with the parameters of the

RPC interface. NEB RPC and NEB RPC_Admin.

4.6.3

The console can exit with the ctr1-C or exit command.

console exit

4.6. REPL console
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CHAPTER

Infrastructure

5.1 Network Protocol

For the network protocol, there are lots of existing solution. However, the Nebulas Team
finally decides to define our own wire protocol, ensures the following principles to design the
protocol:

* the protocol should be simple and straight.
* the message can be verified before receiving all package, fail early.

* the protocol should be debugging friendly, developer can easily understand the raw mes-
sage.

5.1.1 Protocol

In Nebulas, we define our own wire protocol, as the following:

0 1 2 3 L

— (bytes)

0123456789 0123456789012345678901
+—+—+—F—F+—F—+—F—F—F—+—F+—+—F+—F—F+—F—F+—F—F+—F—F+—F—F+—F—F—F—F—F+—F—F+—+—+
| Magic Number |

o +
| Chain ID |
o fom +
| Reserved | Version |
ettt fom +
| |
+ +
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Message Name

e +
| Data Length |
e i e +
| Data Checksum |
e +
| Header Checksum |
| +
| |
+ Data +
| |
o +

* Magic Number: 32 bits (4 chars)

— The protocol magic number, A constant numerical or text value used to identify
protocol.

— Default: Ox4e, 0x45, 0x42, 0x31
* Chain ID: 32 bits
— The Chain ID is used to distinguish the test network and the main network.
* Reserved: 24 bits
— reserved field.
— The first bit indicates whether the network message is compressed.
— compressed: {0x80, 0x0, 0x0}; uncompressed: {0x0, 0x0, 0x0}
* Version: 8 bits
— The version of the Message Name.
* Message Name: 96 bits (12 chars)
— The identification or the name of the Message.
* Data Length: 32 bits
— The total length of the Data.
* Data Checksum: 32 bits
— The CRC32 checksum of the Data.
* Header Checksum: 32 bits

— The CRC32 checksum of the fields from Magic Number to Data Checksum, totally
256 bits.

* Data: variable length, max 512M.
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— The message data.

We always use Big-Endian in message protocol.

5.1.2 Handshaking Messages
e Hello

the handshaking message when peer connect to others

version: 0xl1

data: struct {

string node_id // the node id, generated by underlying libp2p.
string client_version // the client version, x.y.z schema,
—~0.1.0.

€g..
}

* OK

the response message for handshaking.

version: 0Ox1l

data: struct {

string node_id // the node id, generated by underlying libp2p.
string node_version // the client version, x.y.z schema,
—~1.0.

eg. 0.
}

* Bye
the message to close connection.

version: 0Ox1
data: struct {

string reason

5.1.3 Networking Messages

* NetSyncRoutes

request peers to sync route tables.

version: 0Ox1

¢ NetRoutes

contains the local route tables.
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version: 0x1
data: struct {

PeerID[] peer_ids // router tables.
}

struct PeerID {
string node_id // the node id.
}

5.1.4 Nebulas Messages

TBD.

5.2 Crypto Design Doc

Similar to Bitcoin and Ethereum, Nebulas also adopts elliptic curve algorithm as its basic
encryption algorithm for Nebulas transactions. UsersaAZ private key will be encrypted with
useraAZs passphrases and stored in keystore.

5.2.1 Hash

Support generic hash functions, like sha256, sha3256 and ripemd160 etc.

5.2.2 Keystore

Nebulas Keystore are designed to manage userdAZs keys.

Key

The Key interface is designed to support various keys, including symmetric keys and
asymmetric keys.

Provider

Keystore provide different methods to save keys, such as memory_provider and
persistence_provider. Before saved, key has been encrypted in keystore.

* memory provider: This type of provider keep keys in memory. After the key has
been encrypted with the passphrase when user setkey or load, it is cached in memory
provider.

5.2. Crypto Design Doc 176




nebulas wiki Documentation, aRSayC 1.0

* persistence provider: This type of provider serialize the encrypted key to the
file. The file is compatible with the ethereumaAZs keystore fileiijNusers can back up the
address with its privatekey in it.

Signature

The Signature interface is used to provide applications the functionality of a digital signa-
ture algorithm. A Signature object can be used to generate and verify digital signatures.

There are two phases to use a Signature object for either signing data :

* Initialization: with a private key, which initializes the signature for signing (see initSign()
in the source code of go-nebulas).

* Signing on all input bytes.

A Signature object can recover the public key with a signatrue and the plain text was
singed on(see function RecoverSignerFromSignature in go-nebulas). So just comparing the
from address and the address derived from the public key can verfiy a transaction

Similar as Android Keystore, TPM, TEE and hardware low level security protec-
tion will be supported as a provider later.

NVM - Nebulas Virtual Machine

NVM is one of the most important components in Nebulas. As the name described, it
provides a managed virtual machine execution environments for Smart Contract and Protocol
Code.

go-nebulas now support two kinds of Virtual Machine:
* V8: Chrome V8
* LLVM: Low-Level Virtual Machine

Nebulas V8 Engine

In go-nebulas, we design and implement Nebulas V8 Engine based on Chrome V8.

Nebulas V8 Engine provides a high performance sandbox for Smart Contract execution.
It guarantees user deployed code is running in a managed environment, and prevents massive
resource consumption on hosts. Owing to use of Chrome V8, JavaScript and TypeScript are
first-class languages for Nebulas Smart Contract. Anyone familiar with JavaScript or Type-
Script can write their own Smart Contract and run it in Nebulas V8.

The following content is an example of Smart Contract written in JavaScript:

"use strict";

var BankVaultContract = function () {
LocalContractStorage.defineMapProperty (this, "bankVault");
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}i

// save value to contract, only after height of block, users can,,
—takeout
BankVaultContract.prototype = {
init:function () {},
save: function (height) {
var deposit = this.bankVault.get (Blockchain.transaction.
—~from);

var value = new BigNumber (Blockchain.transaction.value);
if (deposit != null && deposit.balance.length > 0) {
var balance = new BigNumber (deposit.balance);

value = value.plus (balance);

}
var content = {
balance:value.toString (),
height:Blockchain.block.height + height
}i
this.bankVault.put (Blockchain.transaction.from, content);
bo
takeout : function (amount) {
var deposit = this.bankVault.get (Blockchain.transaction.
—~from) ;
if (deposit == null) {
return 0O;
}
if (Blockchain.block.height < deposit.height) {
return O;
}
var balance = new BigNumber (deposit.balance);
var value = new BigNumber (amount) ;
if (balance.lessThan (value)) {
return 0;
}
var result = Blockchain.transfer (Blockchain.transaction.
—~from, value);
if (result > 0) {
deposit.balance = balance.dividedBy (value) .toString();
this.bankVault.put (Blockchain.transaction.from,
—~deposit);
}

return result;
bi

module.exports = BankVaultContract;

For more information about the smart contract in Nebulas, please go to Smart Contract.

For more information about the design of Nebulas V8 Engine, please go to Nebulas V8
Engine.
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LLVM

TBD.

5.3 Nebulas V8 Engine

Nebulas V8 Engine is

5.4 LLVM Engine

TBD.

5.5 permission_control_in_smart_contract

5.5.1 What Is Permission Control Of Smart Contract

The permission control of a smart contract refers to whether the contract caller has permis-
sion to invoke the function in the contract. There are two types of permission control: owner
permission control and other permission control.

Owner permissions control: Only the creator of the contract can call this method, other
callers can not call the method.

Other permission control: The contract method can be invoked if the contract developer
defines a conditional caller according to the contract logic. Otherwise, it cannot be invoked.

5.5.2 Owner Permission Control

If you want to specify a owner to a small contract and wish if some functions could be
called only by the owner and no one else. You can use following lines of code in your smart
contract.

"use strict";
var onlyOwnerContract = function () {
LocalContractStorage.defineProperty (this, "owner");
}i
onlyOwnerContract.prototype = {
init: function () {
this.owner=Blockchain.transaction.from;
}y
onlyOwnerFunction: function () {
if (this.owner==Blockchain.transaction.from) {
//your smart contract code
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return true;
}else({
return false;

}
}i

module.exports = BankVaultContract;

Explanation:

The function init is only called once when the contract is deployed, there you specify the
owner of the contract. The onlyOwnerFunctiuon ensures that the function is called by the owner
of contact.

5.5.3 Other Permission Control

In your smart contract, if you need to specify other permission control to a smart contract.
For example, in your smart contract, you need to verify the transaction value in your smart
contract. you can write your smart contract in the following way.

'use strict';

var Mixin = function () {};
Mixin.UNPAYABLE = function () {
if (Blockchain.transaction.value.gt (0)) {

return false;
}
return true;
bi
Mixin.PAYABLE = function () {
if (Blockchain.transaction.value.gt (0)) {
return true;
}
return false;
bi
Mixin.POSITIVE = function () {
console.log ("POSITIVE");
return true;
bi
Mixin.UNPOSITIVE = function () {
console.log ("UNPOSITIVE");
return false;
bi
Mixin.decorator = function () {
var funcs = arguments;
if (funcs.length < 1) {
throw new Error ("mixin decorator need parameters");
}
return function () {
for (var i = 0; i < funcs.length - 1; i ++) {
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var func = funcs[i];
if (typeof func !== "function" || !func()) {
throw new Error ("mixin decorator failure");

}

var exeFunc = funcs[funcs.length - 1];

if (typeof exeFunc === "function") {
exeFunc.apply (this, arguments);

} else {

throw new Error ("mixin decorator need an executable

—method") ;
}
}i
}i
var SampleContract = function () {
}i
SampleContract.prototype = {
init: function () {
by
unpayable: function () {
console.log("contract function unpayable:", arguments);

b
payable: Mixin.decorator (Mixin.PAYABRLE, function () {
console.log("contract function payable:",arguments);

|
contractl: Mixin.decorator (Mixin.POSITIVE, function (arg) {

console.log("contractl function:", arg);

by

contract2: Mixin.decorator (Mixin.UNPOSITIVE, function (arg) {
console.log("contract?2 function:", arqg);

P
contract3: Mixin.decorator (Mixin.PAYABLE, Mixin.POSITIVE,

—function (arg) {
console.log("contract3 function:", arg);

P
contract4: Mixin.decorator (Mixin.PAYABLE, Mixin.UNPOSITIVE,

—function (arg) {
console.log("contract4 function:", arg);
})
}i
module.exports = SampleContract;

Explanation:

Mixin.UNPAYABLE,Mixin.PAYABLE,Mixin.POSITIVE ,Mixin.UNPOSITIVE are per-
mission control functioniACThe permission control function as follows:

¢ Mixin.UNPAYABLE: check the transaction sent value, if value is less than O return true,
otherwise returns false

* Mixin.UNPAYABLE : check the transaction sent value, if value is greater than O return
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true, otherwise returns false
* Mixin.UNPOSITIVE iijZoutput log UNPOSITIVE
* Mixin.POSITIVE iijZoutput log POSITIVE
Implement permission control in Mixin.decoratoriijZ
 check arguments: if (funcs.length &lIt; 1)
* invoke permission control function: if (typeof func !== “function” Il !func())

e if permission control function success ,invoke other function: var exeFunc =
funcs[funcs.length - 1]

Permission control tests in smart contracts are as follows:

* The permission control function of the contractl is Mixin.POSITIVE. If the permission
check passes, the output is printed, otherwise the error is thrown by the permission check
function.

contractl: Mixin.decorator (Mixin.POSITIVE, function (arg)
< {
console.log("contractl function:", arqg);

)

* The permission control function of the contract2 is Mixin.UNPOSITIVE. If the permis-
sion check passes, the output is printed, otherwise the error is thrown by the permission
check function.

contract?2: Mixin.decorator (Mixin.UNPOSITIVE, function
- (arg) {
console.log("contract2 function:", arg);

)

* The permission control function of the contract3 is Mixin.PAYABLE, Mixin.POSITIVE.
If the permission check passes, the output is printed, otherwise the error is thrown by the
permission check function.

contract3: Mixin.decorator (Mixin.PAYABLE, Mixin.POSITIVE,
—function (arg) {
console.log("contract3 function:", arg);

)

* The permission control function of the contract4 is Mixin.PAYABLE,
Mixin.UNPOSITIVE. If the permission check passes, the output is printed, other-
wise the error is thrown by the permission check function.

contractd: Mixin.decorator (Mixin.PAYABLE, Mixin.
—UNPOSITIVE, function (arg) {
console.log("contract4 function:", arqg);

)

Tips:
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With reference to the above example, the developer needs only three steps to implement
other permission controls:

* Implement permission control functions.

* Implement the decorator function, and the permission check is completed by the condi-
tional statement if (typeof func !== “function” Il !func()).

* Refer to the contractl function to implement other permission control.
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CHAPTER 6

Licensing

6.1 Nebulas Open Source Project License

The preferred license for the Nebulas Open Source Project is the GNU Lesser General
Public License Version 3.0 (AAIJLGPL v34Al), which is commercial friendly, and encourage
developers or companies modify and publish their changes.

However, we also aware that big corporations is favoured by other licenses, for example,
Apache Software License 2.0 (4AIJApache v2.04Al), which is more commercial friendly. For
the Nebulas Team, we are very glad to see the source code and protocol of Nebulas is widely
used both in open source applications and non-open source applications.

In this way, we are still considering the license choice, which kind of license is the best
for nebulas ecosystem. We expect to select one of the LGPL v3, the Apache v2.0 or the MIT
license. If the latter is chosen, it will come with an amendment allowing it to be used more
widely.

6.2 Contributor License Agreement

TBD.

6.2.1 Config

There are four types of configuration files in Nebulas.
* Normal node.

* Miner node.(Miner - related configuration is increased relative to normal nodes)
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* Super node.(Some connection limits are higher than normal nodes)

* Sign node. (Do not synchronize information with any node, only do signature and un-

lock)

Normal node

network {
seed: ["/ip4/13.251.33.39/tcp/8680/ipfs/
—QmMVMSCECIJdPAHMZ JWN2X7tP335L5LguGb9QLQ78riA9gw3 "]
listen: ["0.0.0.0:8680"]
private_key: "conf/networkkey"

chain {
chain_id:1
datadir: "data.db"
keydir: "keydir"

genesis: "conf/genesis.conf"
signature_ciphers: ["ECC_SECP256K1"]
}
rpc {
rpc_listen: ["0.0.0.0:8784"]
http_listen: ["0.0.0.0:8785"]
http_module: ["api", "admin"]

connection_limits:200
http_limits:200

app {
log_level: "debug"

log_file: "logs"
enable_crash_report: true

stats {
enable metrics: false

Miner node

network {
seed: ["/ip4/13.251.33.39/tcp/8680/ipfs/
—QmVmMS5CECJAPAHMzZJWN2X7tP335L5LguGb9QLQ78riA9gw3 "]
listen: ["0.0.0.0:8680"]
private_key: "conf/networkkey"

6.2. Contributor License Agreement

185




nebulas wiki Documentation, aRSayC 1.0

chain {
chain_id: 1
datadir: "data.db"
keydir: "keydir"

genesis: "conf/genesis.conf"
coinbase: "nlEzGmFsVepKduNlUS5QFyhLgpzFvM9sRSmG"
signature_ciphers: ["ECC_SECP256K1"]

start_mine:true

miner: "nlPxJjEu9sa2nvk9SjSGtJA91nthogZlFhgy"
remote_sign_server: "127.0.0.1:8694"
enable_remote_sign_server: true

rpc |
rpc_listen: ["127.0.0.1:8684"]
http_listen: ["0.0.0.0:8685"]
http_module: ["api","admin"]

connection_limits:200
http_limits:200

app {
log_level: "debug"
log_file: "logs"
enable_crash_report: true

stats {
enable metrics: false

Super node

network {
seed: ["/ip4/13.251.33.39/tcp/8680/ipfs/
—OmMVMSCECJdPAHMzZ JWN2X7tP335L5LguGb9QLQ78riA9gw3"]
listen: ["0.0.0.0:8680"]
private_key: "conf/networkkey"
stream_limits: 500
reserved_stream_limits: 50

chain {
chain_id:1
datadir: "data.db"
keydir: "keydir"
genesis: "conf/genesis.conf"
signature_ciphers: ["ECC_SECP256K1"]

6.2. Contributor License Agreement
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rpc {
rpc_listen: ["0.0.0.0:8684"]
http_listen: ["0.0.0.0:8685"]
http_module: ["api"]
connection_limits:500
http_limits:500
http_cors: ["x"]

app {
log_level: "debug"
log_file: "logs"
enable_crash_report: true
pprof:{
http_listen: "0.0.0.0:8888"

stats {
enable_metrics: false

Sign node

network {
listen: ["0.0.0.0:8680"]
private_key: "conf/networkkey"

chain {
chain_id:0
datadir: "data.db"
keydir: "keydir"
genesis: "conf/genesis.conf"
signature_ciphers: ["ECC_SECP256K1"]

rpc {
rpc_listen: ["0.0.0.0:8684"]
http_listen: ["127.0.0.1:8685"]
http_module: ["admin"]
connection_limits:200
http_limits:200

app {
log_level: "debug"

6.2. Contributor License Agreement
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log_file: "logs"
enable_crash_report: true

pprof: {
http_listen: "127.0.0.1:8888"

}
}

stats {
enable_metrics: false

}

6.2.2 Contributors

Coming Soon.

6.2. Contributor License Agreement
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