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CHAPTER 1

BERGENE

1.1 5v48

XERGER A . N 65 IR e & 20 U TTF &2 N i g L e 2  (DApp) Al E RS, It
HO&1ro s aakglas et .
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1.2 EXXR#
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1.3 B4

FHER — A TAERIE IR BRI X Bk, R REGZ9R DApp MRoBnfr A T RAC B T AR, 2
SREN LB

TAfEHUEW] Proof-of-Work (PoW) K@ —FT 2 ARG, W LAR IEIF SR A5 ISR =05 T4, dEE
Yl g5 doity, HARNRSS VAR M8 (AnBEIRERE) . PoW SRS KA ML —LL TAERHIEN], @ HR1E
FUAE A AL BRI ) N R TSR e U AR 55, TR BREE IR R . (R 6 1, RHER IR )
A A DR . SRR A B A JE IR . SR 03 SCHF 8 1Rk Sl o R Bk

Besides the POW consensus on transaction and data store set, each POW node is associated with one or

more Smart Contract Server(SCS). SCS node could be local to the POW node, or it could be a remote node.
The SCS identity is fully verifiable by the corresponding POW node, or Validating Node (VNODE).
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MicroChain™
Smart Contract

Upper layer MicroChain™ Smart Contract: A
MOAC protocol based contract for defining
consensus systems within a MicroChain™,
which also enables nodes to register into
mining pools.

API

Provides quick start with access points for
critical functions without prior knowledge

ISOLATED

Event Handling

;Q

Transaction verification through consensus
4 systems, accountability, and event handling

Global
MotherChain™

A lower layer defines the behavior of the control flows
of multiple MicroChains™ including flushing, rewarding
miners, and how to punish bad actors. It provides a
flexible environment enabling DApps to use different
kinds of user-defined VMs.

Peer-2-Peer

Communication layer between single or
groups of client nodes that are responsible for
transactions or DApp communication

Block is mined every 10s, with reward of 2 MOAC coins per block.
The reward schedule halves every 12,500,000 blocks, equivalent to approx. four years.
After block 15,000,000, the reward will be constant of 0.1 MOAC per block. See below.

We define 1 MOAC = 1,000,000 Sand. 1 Sand = 1,000 Xiao.

Block# Reward (1 MOAC = 1,000,000 Sand)
1-12,500,000 2 MOAC

12,500,001 - 25,000,000 | 1 MOAC

25,000,000 - 37,500,000 | 0.5 MOAC

37,500,001 - 50,00,000 | 0.25 MOAC

50,000,001 - 62,500,000 | 0.125 MOAC

> 62,500,001 0.1 MOAC

Transaction fee is paid in two ways. One is through Transaction. The other is for Smart Contract or sub
chain. Smart Contract Call cost is set lower than underlying transaction in purpose, thus encouraging the

usage of SCS. This can alleviate the pressure on the underlying layer, and also benefit the SCS providers.

1.3.1 BHXSBIEEH

BB R BB A2 S SR 5 DK R L, TIA T AR
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type txdata struct {
AccountNonce “json:"nonce" gencodec:"required"”
SystemContract ~json:"syscnt" gencodec:'"required"’

“json:"gasPrice" gencodec:'"required""

GasLimit “json:"gas" gencodec: "required" "
Recipient “json:"to" rlp:"nil"" // nil means contract creation
Amount “json:"value" gencodec:"required"”
Payload “json:"input" gencodec:'"required"”

ShardingFlag “json:"shardingFlag" gencodec:'"required""

Via “json:"via" rlp:"nil""

// Signature values
V “json:"v" gencodec:'"required""
n n

R “json:"r" gencodec:'"required""

S “json:"s" gencodec:'"required""

1.3.2 BTREFHE (VNODE)

VNODE client is used to form the MotherChain network. It used a Proof of Work consensus method similar
to Ethereum. VNODE not only handles data storage and compute processing for smart contracts but also

pass data for the MicroChain Dapps.

1.3.3 HhapkeE

1. MOAC

2. Mainnet Explorer
3. Testnet Explorer

4. MoacWalletOnline
5. TokenPocket

6. MOACMask

1.4 F4

THEE MOAC PP ARF R V. H R H e T TR A 55 124, 12— L8 U BB
P55 BN T HE T AT
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THEAA T REEE B2, A THER T DANA B MR SR R G MEIE

B, HEARIGPHE I LRSS RO, B A E— M AGIER] Proof-of-Stake (POS) F:iH#EHY
THE. POS ZXBEEM 4 5 TEI I IGRI — TR

RIBUBACIER LA DX HBE, HORT 25 FP A ST RORIGER S 5y, TG A% ) TAERAE] (PoW) ARFETS
FC PR . AEBBGIER SR T, N X R A R AR AR TR e RS IR (BRy) e
HURE KR -

WAGIEW] R GERIEAE T B W PASE & I BRI AC 5y . BRI SRR 2RI Ac o) o B 45 PP 3T R4
RO, HIUERE SR FPRTE, TR AW AR OLN, 2iF DApp THETT IR/ IVEIRE S «

B 7 EBGIE RN TAE BRSO, SRR G 30 0] DASCRRAAM BIAE B 3R R 5, Blani& sk (Prove of
Activity) . E45%3FPH (Proof of Burn), #EHHIERA (Proof of Elapsed Time), fEf#iERA (Proof of Capacity)
%,

TR R R, e TR ATE— S0 o B BB G 2B T A R R AL . 3k T HERERS 15 2 & Finll.
%848k DApp HEAEAN LIRSS, AUIEEBEA TPFS (S0 2RSS ME T HIRAAE 0 s M 2%, H %
W A] DA TSI T REAR 55

HI T DApp FSEAETF AN A AL, PRI AN A . 8270 T DA e S ARAY 28 1217 BUA I A
KYE AL, PR ARG H APT I RV IR BEGZIP0RE, 1 JC 527 ~) A e X gk

LB E SRR RE LA TR B R RS 2, SRS ISR R A APITRCR, IFERSA R A
BRSO T RE . X RE AR T IT AN RATE A, R TRES MR TR %0 5 ) DApp.

THEAR SR AR REE 2 TS ) MOAC BRgE b, HIWR ., A5 SALRDl 55 B R e & 2 b e
e

o THET RHEH &%) microchainprotocolbase, T 5E X SCS Y GIRT AN L% SCS 5 5w T

AT

o THEZHARHGY) microchainbase: T T HERHIEH, THEA METHIE BUS I — R 5045 2

o T4k DAPP HHREAZ: MTME FHEL 5 EHNGY), S0 THEHAERE—1 DAPP &4
THEREIE AR A 20T i SCS FEi, SCS TN G, SFah &SI

THESTR Y R, B AR BRI S 10 55 2 4
W, fEEEEE, FATHEM TR Vnode 5 SORPIIE T HEMIRRETE, XE T FATSAERG 4
MHT, Iy, AWTRIUR SCS A * 255 SCS * M TLAF HifEmy SCS * iS5l

S5 B SCS
141 FEHREFE (SCS)

HHEE YIRS 4% Smart Contract Server(SCS) % e X f5 TR A THI T 4. SCS it VNODE {3
TEIBAEKEEE, BT SCS AR A 4E, A AARE VNODE,

English tutorials:

1.4. F4§% 5
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Youtube

Youku

1.5 EEEIE

BEE G N BN 1.5 /2. BERESAGEA 6300 F, BRX GRS A EHEAA 3100 T8
UE. 3100 J7 T o BE AT B EER R A f . SRREIERI M W] AFE CoinMarketcap.com |25,

SBREULIRHIAE 2017 4F 7 ] LA ERC20 JEARTELARY -6 %47 8% EMTE 2018 4F 4 ] LRV, T4
PAKYG 1) ERC20 &256 5], #ictiib s ERC20 SMIEATS 10 1 FHulich 8% 32 W (g 5 AE I .

% KU AR 74 600 JTASEIE, SRl f bRt 4 4EJ5, FPEOREE 300 7,
FETRARM 4 R, 2 2058 4, BV RAFRAE] 2.1 0K

BEN/NG moac B me BTG FFABIEN AT, WAAKYN ether, I TG swt —FE. &
AU R SCAHEEE BB MG A PRATRIF2:8%, M THERIa T2 . WA Gas 5 A 4= me.

1.5.1 HERS
MOAC HA FIfE me BRI RS, me Fi/NARE, NFRNEABAN) Sha, 1 me = le+18 Sha, HE

A A O FR. U @B Z RGN R MATHED A . R RR, me i35 E 5 M RAL (Te
+ 18 B{—~™ quintillion Sha),

Unit Sha Value | Sha

sha 1 sha 1

Ksha (femtomc) | 1e3 sha 1,000
Msha (picomc) 1le6 sha 1,000,000

Gsha (xiao) 1e9 sha 1,000,000,000

micromc (sand) | 1lel2 sha 1,000,000,000,000
millime lel5 sha | 1,000,000,000,000,000
mc (moac) 1lel8 sha | 1,000,000,000,000,000,000

AR B B &I

PR AE S 5 5 BT e st g, H A A5 e HERT PASR here.; B fUMAHLS 5 S5 32 M BLEEIZHT
THEZH, WA 25 SR TS

XEEE

|EP AR T —MELRE A MOAC Wallet 277 -6 I ] BRI 32 2 T fiE

MOAC can also be transferred using the MOAC console.
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> var sender = mc.accounts[0];
> var des = mc.accounts[1];
> var amount = chain3.toSha(0.01, "mc")

> mc.sendTransaction({from:sender, to:des, value: amount})

MOAC network, like Ethereum, use mc as a cryptofuel, commonly referred to as “gas” . Beyond transaction
fees, gas is a central part of every network request and requires the sender to pay for the computing resources
consumed. The gas cost is dynamically calculated, based on the volume and complexity of the request and
multiplied by the current gas price. Its value as a cryptofuel has the effect of increasing the stability and

long-term demand for mc and MOAC as a whole.

Gas TEHFI mc

Gas is supposed to be the constant cost of network resources/utilisation. You want the real cost of sending
a transaction to always be the same, so you can’ t really expect Gas to be issued, currencies in general are

volatile.

So instead, we issue mc whose value is supposed to vary, but also implement a Gas Price in terms of MOAC.
If the price of mc goes up, the Gas Price in terms of mc should go down to keep the real cost of Gas the

samme.

Gas has multiple associated terms with it: Gas Prices, Gas Cost, Gas Limit, and Gas Fees. The principle
behind Gas is to have a stable value for how much a transaction or computation costs on the Ethereum

network.

e Gas Cost is a static value for how much a computation costs in terms of Gas, and the intent is that

the real value of the Gas never changes, so this cost should always stay stable over time.

e Gas Price is how much Gas costs in terms of another currency or token like MOAC. To stabilise the
value of gas, the Gas Price is a floating value such that if the cost of tokens or currency fluctuates, the
Gas Price changes to keep the same real value. The Gas Price is set by the equilibrium price of how

much users are willing to spend, and how much processing nodes are willing to accept.

e Gas Limit is the maximum amount of Gas that can be used per block, it is considered the maximum
computational load, transaction volume, or block size of a block, and miners can slowly change this

value over time.

e Gas Fee is effectively the amount of Gas needed to be paid to run a particular transaction or program
(called a contract). The Gas Fees of a block can be used to imply the computational load, transaction

volume, or size of a block. The gas fees are paid to the miners (or bonded contractors in PoS).

1.6 I E i&ek E

1. #° (Pangu)

1.6. TiH#EE%E 7
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MR AR S5 (Version): 0.8
Release Date: 3/31/2018
Major Progress:
¢« VNODE mining;
e SCS mining;
e System contract for auto trigger;
e Subchain Protocol contract for SCS miner registration;
e Subchain contract for Dapp configuration and flush control;
Documents:
2. el (Nuwa)
MR AIRR 5 (Version): 1.0
Release Date: 7/30/2018
Major Progress:
e Fully functional VNODE to support MicroChain;
e Fully functional SCS server to support MicroChain;
e Enabled VNODE to get rewards from MicroChain mining;
e MicroChain protocol smart contract;
e MicroChain base smart contract that supports POS consensus;
e Fully functional MicroChain supports sharding;
e Supports FileStorm Protocol for IPFS MicroChain;
e Supports MicroChain without token;
3. fR#& (Fuxi)
MR AIRS T (Version): 1.1
Release Date: 12/30/2019
Available features:
e Supports MicroChain with cross-chain features;
e Supports MicroChain with IOT mining features;
4. fhf¢ (Shennong)
MR AIRR 5 (Version): 1.2

Release Date: 12/30/2020

1.6. TiH#EE%E
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Available features:
e« VNODE consensus protocol upgrade;
o High performance (>10k TPS);
e Zero knowledge support;

o Data store/exchange market;

10 Chapter 1. BERFENE
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BEXRERFNIE

2.1 RRBB/HR

2.1.1 ERRTRE

BRI SR BT T AR J7 B A ik R 28 release link

Debian/Ubuntu/CentOS

1. Untar the file using tar, under the directory, run ./moac
To see the help, use ./moac —help
To enable the console, run: ./moac console

A mainnet directory will be created under SHOME/.moac/ and some info should be seen as:

INFO [04-24[11:24:26.506] 86161:IPC endpoint closed: /home/user/.moac/moac.ipc

from another terminal, run moac again to attach the running node

./moac attach

or

11
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./moac attach $HOME/.moac/moac.ipc

2. from console prompt, create coinbase account

>personal .newAccount ()

3. from console prompt, start mining by running

>miner.start ()

4. from another terminal, run moac again to attach the running node

./moac attach

5. from prompt, load script

>loadScript("mctest.js")

6. check if miner has mined any moac by checking:

>mc.accounts

7. create another account

>personal .newAccount ()

8. try send from one account to another:

>Send (mc.accounts[0], '', mc.accounts[1], 0.1)

WINDOWS

Unzip the file to a directory, under the directory, run moac.exe
To see the help, use moac.exe —help
To enable the console, run: moac.exe console

A mainnet directory will be created under and some info should be seen as:

2.1 &ZF moac )

164 (emd) A, FRNBEMEH T, TEMGITHIT:

12 Chapter 2. BERRBERGZFIR
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D:\moacPangu0.8.2-win>moac --help

BAIER, B EART AT AE:
A moac HiH)
1964 (emd) £, $FIREMEHS, TEGTHIET

D:\ moacPangu0.8.2-win>moac --help

EATUER, S EART AT NE:

Start MOAC.... 2

NAME:

moac - the MOAC-core command line interface

Copyright 2017 The MOAC Authors
USAGE:

moac [options] command [command options] [arguments...]
VERSION:

0.8.2-develop-ed4070bf
MOAC CORE OPTIONS:

-—config value TOML configuration file

--datadir "C:\Users\ [userName] \AppData\Roaming\MoacNode" Data directory for the

—databases and keystore

--keystore Directory for the keystore (default = inside the
—datadir)
—--nousb Disables monitoring for and managing USB hardware,
—wallets
--networkid value Network identifier (integer, 1=Pangu, 2=Testnet)

— (default: 1)

--testnet MOAC test network: pre-configured proof-of-work test,

—network

FTH64 (emd) A, FRNBEMHIH TR, TEMHITHIT

D:\ moacPangu0.8.2-win>moac

BRI R
Ff i AT ARITE

2.1, RERBEHR
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D EER ST - moac --testnet - m] X

1: moac_install win_0

INFO [04-01[20:44:42.851] 1:[node/node.go->Node.startIPC]
INFO [04-01[20:44:42.852] 145:IPC endpoint opened: \\.\pipe\moac.ipc
INFO [04-01/20:45:12.846] 152:Block synchronisation started

FORTT RN, QRN ZKIER, wIFRE D X .
ARG MOAC Y BN AR H 5% :

C:\Users\ [userName] \AppData\Roaming\MoacNode\

ZH S M AN SCHJ: moac Hil keystore,

2.3 # A\ MOAC console {H

RGN TS R AA SU5, WRTEEEREE A AL, e AT T

D:\ moacPangu0.8.2-win>moac console

ZJa—HIRBEAR 2 XSS o
TIPS — "4 (emd) K, FFEFLFHZ, EaofT PN

D:\ moacPangu0.8.2-win>moac attach

AT AR LBRBE, M2E R a2

3. 25

14 Chapter 2. BERRBERGZFIR
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ST - moac attach - O X

& 2: moac_install win 1

3.1 I~

20 B S —A H E IR .
3 A MOAC console A, Hframd:

> personal.newAccount ()

ROELHURMA—ER, PO passwd”, FEIRE AR BRIAR, &850k 0x FFRMTHE,
[ MOAC IR A TFHBAL

wSIRTET - moac attach - O X

& 3: moac install win 2

ARG SAELAT H 3%

C:\Users\ [userName] \AppData\Roaming\MoacNode\testnet\keystore

MRS, BHRAERECHE, PR, 2R TR AR,

2.1 ZRBB|HR 15
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3.2 EEKF

## A MOAC console A, #ifTansd:

> mc.accounts

WABERART RIS

3.3 EERFRE

#t A MOAC console Himi, $hiTmd:

> mc.getBalance(mc.accounts[0])

AR AN S NS RE. 0 FoRH MK, t2BOAZ K.

B A “metest.js” IERTF (I 4.1), FTad:

> checkBalance()

A T A YA R A RS AR

3.4 EEET KT

A MOAC console i, A4 :

> mc.mining

IR [E] true FHEHAT S IEFEIZ0, false BT S BAHIZH

3.5 FIIEH

#EA MOAC console i, Hi7ensd :

> miner.start ()

BORA T, RO SRR
BEIH G, TR AN

B BERPGEN RS TA: hitp://explorer.moac.io,
TERRRH AR T I L, 2 BRI S A .
TR AMIEET TR, 2B RS,
Miner 152 (RIS

16

Chapter 2. EERXRMRBRANITH



http://explorer.moac.io

MOACdocs-chn Documentation

WHITHE - moac --testnet _ O x

df 7540da05:

& 4: moac_install win 4

SR - moac attach - O *

mc. minir
true

4 5: moac_install win_5

2.1, RERBEHR 17
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D explorer.moac.io/home

M Search by Address / Txhash / BlockNum / BlockHash Q

Home Community

$10.909 1.05TH/s 1591 TH 9,000,000

MOAC PRICE AVG HASHRATE DIFFICULTY GAS LIMIT
Welcome To MOAC Explorer! (mainnet) Network ID: 99
& BLOCKS (52 o] TRANSACTIONS <
32 d by Oxcb4397ce9bcB36f68e94e1c2...
SIS txynsxc cesbe esete TX 0x35a2caf86bc8b6a204e57a... 14 seconds ago|
From 0x0000000000000000000000... To 0x0000000000000000000000...
©30117 (UMOAC-0.8.2-g01.10linux 0Moac
38 seconds ago by Oxacfa308f00877ceb2d93314f...
txns TX 0x99a7562d923f020fe355be... 14 seconds ago|
From 0xd099e86939b51235f646a8... To 0xe23155d5200bbd17f9201f...
©30116 (UMOAC-0.8.2-go1.10linux 0.738357539 Moac

44 seconds ago by 0xd099e86939b51235f646a84...

tvne

K 6: moac_ explorer_ 0

@ explorer.moac.io/addr/0x40561df0b5d496f1aa5b40ba5c2c53ef5b2a0e0a

m Search by Address / Txhash / BlockNum / BlockHash Q
Home Community
Overview
1.9229460310

MOAC Balance @

0xc6994b56aa36f88ebb6d42c4ffcd... 28062

0xaa740ffd67b5db952923eebcc6a... 26137

0xb1344bcce69b48a612d0524d2c... 24933

0xd099e86939b51235f646a8458¢2...

0xd099e86939b51235f646a8458¢2...

0xd099e86939b51235f646a8458¢2...

0x40561df0b5d496f1aa5b40basc2...

0x40561df0b5d496f1aa5b40basc2...

0x40561df0b5d496f1aa5h40basc2...

& 7: moac_ explorer 1

1.052702338

0.710112312

0.630830521

0 WATCHING

0 Mined

1 Transactions
Transactions

transactions Search: l:l
TxHash Block From To MOAC Age v

0x7df5b7ee79183c623f81e79be23... 30129 0xd099e86939b51235f646a8458c2...  0x40561df0b5d496f1aa5b40basc2...  0.7977237 27 seconds
0x334d4572541440bf6a2541adf81... 29210 0xd099e86939b51235f646a8458¢2...  0x40561df0b5d496f1aaSh40basSc2...  0.690879271 3 hours, 37 mins
0x265418b8a822e47f387227c5801... 28810 0x987f6378b0417391b16c2dalf2d...  0x40561df0bSd496f1aa5ba0basc2.. 0.4 6 hours, 29 mins
0x5fcfe1c3bdca4099678b03bc376... 28489 0x40561df0b5d496f1aasb40basc2...  Oxed9291baa17571448fc5329a7b... 3.0005 7 hours, 33 mins

9 hours, 2 mins
15 hours, 46 mins

20 hours, 32 mins

18
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1 explorer.moac.io/block/30132

AA

Block 30132

height
Time

Hash
parentHash
sha3 Uncles
Mined By
Difficulty
Total Difficulty
Gas Limit
Gas Used
nonce

Extra Data

Transactions

Search by Address /°

30132

2018-05-03 15:59:11 -0400 (52 seconds ago)
0xd8ad762201592b7151ea1439b6e2a03324a78d354bb900af3962ef0f52f7510f
0xc01f8d849586a370cde575b534c4b50ab6dbeb786b05f60c657¢11cfc33795bf
0x1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142fd40d49347
Oxacfa308f00877ceb2d93314f4722c25a11ff74d7

15.96 TH

239,326 TH

9,000,000

0

0xa8ff116804d56a7a

UMOAC-0.8.2-go1.10linux

0x909¢71597f13f1816b491689318a7191842f7a74f0666faf52c32765518cf220

¥ 8: moac_ explorer_ 2

2.1 RRBEHR
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3.6 {FIHiEH

## A MOAC console A, #ifTansd:

> miner.stop()

4. 5
4.1 SN B £

T T RERR P FEAEAE metest.js B,
HEA MOAC console $iifj, Hhiransd:

> loadScript('"mctest.js")

4.2 X 5% M

NPT s, HEELWAMS, Hp—H 25 me.
WEREA BARKS, ATRAHAPER 2.3.1 (&l — A Aks . 3 Hard:

> mc.accounts

L VN LT DN e e 0] S VA3 SR S s oL N S

4.3 x5

## A MOAC console A, #ifTansd:

> Send(mc.accounts[0], 'passwd', mc.accounts[1], 0.1)

XA AREFELE DT W passwd’, ARFCH 0.1 me,
TERGHZH TG OUT , SORBOAZAE T — A K LI 58 i
AL RAHZPA sha (Sand) SHEAIFRE, 1 me = 1el8 sha.
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B SR - moac attach - O X

& 9: moac install win 6
2.2 BHEDYRGIIT

2.2.1 Most Commonly Used Commands:

--testnet: connect to MOAC testnet (networkid = 101);

--rpc: initiate RPC service of HTTP, so as to nonlocally access the specific MOAC node

-,service;

--rpcaddr value: default as "localhost", only local accessibility; can be reset to "0.0.
—0.0", so as to nonlocally access the specific MOAC node service, but the current RPC
—service is based on HTTP using plaintext, so users need to be aware of the safety

—risks;

--rpcport value: default as"8545", normally no changes are needed, users can use the

—default port;

--rpcapi value: command RPC as to which API service will be open, default as '"chain3,mc,
—net", the commonly used will also be configured such as: personal,admin,debug,miner,
—txpool,db,shh and so on, but because of RPC services' cleartext nature, if users,

—choose to use personal, they should be aware of the safety risks;

2.2. BHNRGLT 2
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(8:EW)

--rpccorsdomain value: in general, if users wish to use this option, they can just use "
—"; to be more specifical, users are recommended to search up "Cross-origin resourcej

—sharing" to further understand some key phrases;

--jspath loadScript: default value is ".", the main directory of loadScript when

—installing javascript file;

As shown below:

Initiate MOAC VNODESs and connect to mainnet (network ID = 99)

. /moac

Through local ipc port connecting to MOAC mainnet nodes and start the command line

./moac attach

Initiate MOAC nodes and connect to testnet (network ID = 101)

./moac --testnet

Initiate MOAC testnet nodes and interactive command line

./moac --testnet console

Through local ipc port connecting to MOAC nodes

./moac attach /xx/xxx/moac.ipc

Through HTTP-based rpc port connecting to local or remote MOAC nodes

./moac attach http://xxx.xxx.xxX.xxx:8545

Initiate MOAC testnet nodes and RPC service

./moac --testnet --rpc

Initiate MOAC testnet nodes which is nonlocally accessible; personal and debug services can also be nonlo-

cally used while providing cross-domain resource sharing service.

./moac --testnet --rpc --rpcaddr=0.0.0.0 --rpcapi="db,mc,net,chain3,personal,debug" --

—rpccorsdomain=""

22 Chapter 2. BERRBERGZFIR
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2.2.2 All command line parameters

On the command line, type:

$ ./moac help

or

$ ./moac --help

moac — the MOAC-core command line interface

Copyright 2017 The MOAC Authors

USAGE:

moac [options] command [command options] [arguments...]

VERSION:

1.0.9-stable-f98b7fea

account
attach
bug
console
dump
dumpconfig
export
import
init

js
license
makecache
makedag
monitor
removedb
version
wallet
help, h

Manage accounts

Start an interactive JavaScript environment (connect to node)
opens a window to report a bug on the moac repo
Start an interactive JavaScript environment
Dump a specific block from storage

Show configuration values

Export blockchain into file

Import a blockchain file

Bootstrap and initialize a new genesis block
Execute the specified JavaScript files

Display license information

Generate ethash verification cache (for testing)
Generate ethash mining DAG (for testing)

Monitor and visualize node metrics

Remove blockchain and state databases

Print version numbers

Manage MoacNode presale wallets

Shows a list of commands or help for one command

--config value

--datadir "/Users/zpli/Library/MoacNode"

TOML configuration file

Data directory for the databases and keystore

(T gk%E)

2.2. BHNRGLT
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--keystore

—»the datadir)
--nousb

—hardware wallets

--networkid value

Directory for the keystore (default = inside,

Disables monitoring for and managing USB

Network identifier (integer, 99=mainnet,

—101=testnet, 100=devnet) (default: 99)

--testnet MOAC test network: pre-configured proof-of-
—work test network

-—dev Developer mode: pre-configured private network,
—with several debugging flags

--syncmode "fast" Blockchain sync mode ("fast", "full", or "light
")

--mcstats value Reporting URL of a mcstats service

— (nodename: secret@host:port)

--identity value Custom node name

--lightserv value Maximum percentage of time allowed for serving,
—LES requests (0-90) (default: 0)

--lightpeers value Maximum number of LES client peers (default:,
—20)

--lightkdf Reduce key-derivation RAM & CPU usage at some
—expense of KDF strength

--ethash.cachedir Directory to store the ethash verification caches,

—(default = inside the datadir)
—--ethash.cachesinmem value

— (16MB each) (default: 2)
--ethash.cachesondisk value

— (16MB each) (default: 3)
--ethash.dagdir "/Users/zpli/.ethash"
—(default = inside home folder)
--ethash.dagsinmem value

—memory (1+GB each) (default: 1)
--ethash.dagsondisk value

—disk (1+GB each) (default: 2)

Number of

Number of

Directory

Number of

Number of

recent ethash caches to keep in memory,

recent ethash caches to keep on disk,

to store the ethash mining DAGs

recent ethash mining DAGs to keep in,

recent ethash mining DAGs to keep on

—--txpool.nolocals

--txpool. journal value
—(default: "transactions.rlp")
—--txpool.rejournal value

(default: 1hOmOs)

Disables price exemptions for locally submitted transactions

Disk journal for local transaction to survive node restarts,

Time interval to regenerate the local transaction journalj,

(T gk%E)

24
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-—txpool.pricelimit value Minimum gas price limit to enforce for acceptance into the
—pool (default: 1)

—--txpool.pricebump value Price bump percentage to replace an already existing,
—transaction (default: 10)

-—txpool.accountslots value Minimum number of executable transaction slots guaranteed,
—per account (default: 16)

--txpool.globalslots value Maximum number of executable transaction slots for all,
—accounts (default: 40960)

--txpool.accountqueue value Maximum number of non-executable transaction slots
—permitted per account (default: 64)

--txpool.globalqueue value Maximum number of non-executable transaction slots for all,
—accounts (default: 1024)

--txpool.lifetime value Maximum amount of time non-executable transaction areg

—.queued (default: 3hOmOs)

--cache value Megabytes of memory allocated to internal caching (min 16MB /|,
—database forced) (default: 128)

-—trie-cache-gens value Number of trie node generations to keep in memory (default: 120)

--unlock value Comma separated list of accounts to unlock

--password value Password file to use for non-inteactive password input

--rpc Enable the HTTP-RPC server

--rpcaddr value HTTP-RPC server listening interface (default: "localhost")
--rpcport value HTTP-RPC server listening port (default: 8545)

--rpcapi value API's offered over the HTTP-RPC interface

-—Ws Enable the WS-RPC server

--wsaddr value WS-RPC server listening interface (default: "localhost")
--wsport value WS-RPC server listening port (default: 8546)

--wsapi value API's offered over the WS-RPC interface

--wsorigins value Origins from which to accept websockets requests
--ipcdisable Disable the IPC-RPC server

-—ipcpath Filename for IPC socket/pipe within the datadir (explicit paths,

—escape it)
--rpccorsdomain value Comma separated list of domains from which to accept cross origin

—requests (browser enforced)

--jspath loadScript JavaScript root path for loadScript (default: ".")
--exec value Execute JavaScript statement
--preload value Comma separated list of JavaScript files to preload into the
naa}
CUIISUIT (‘I{B—Iél*?;é)
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--bootnodes value

Comma separated enode URLs for P2P discovery bootstrap (set v4+vh,

—instead for light servers)

--bootnodesv4 value

—server, full nodes)

--bootnodesvb value

—server, light nodes)

--port value
--maxpeers value
— (default: 25)

--maxpendpeers value

—set to 0) (default:

--nat value
—(default: "any")
--nodiscover
--vbdisc
--netrestrict value
—masks)

--nodekey value

--nodekeyhex value

Comma separated enode URLs for P2P v4 discovery bootstrap (light

Comma separated enode URLs for P2P v5 discovery bootstrap (light

Network listening port (default: 30333)

Maximum number of network peers (network disabled if set to 0)

Maximum number of pending connection attempts (defaults used if,
0)
NAT port mapping mechanism (any|none|upnp|pmp|extip:<IP>)

Disables the peer discovery mechanism (manual peer addition)
Enables the experimental RLPx V5 (Topic Discovery) mechanism

Restricts network communication to the given IP networks (CIDR,

P2P node key file
P2P node key as hex (for testing)

--mine
--minerthreads value

--moacbase value

—account created) (default:

--targetgaslimit value

Enable mining

Number of CPU threads to use for mining (default: 8)
Public address for block mining rewards (default = first,
IIOH)

Target gas limit sets the artificial target gas floor for the

—blocks to mine (default: 9000000)

--gasprice "18000000000"

-—extradata value

Minimal gas price to accept for mining a transactions

Block extra data set by the miner (default = client version)

--gpoblocks value

—--gpopercentile value

Number of recent blocks to check for gas prices (default: 10)

Suggested gas price is the given percentile of a set of recent

—transaction gas prices (default: 50)

--vmdebug Record information useful for VM and contract debugging

--metrics Enable metrics collection and reporting
—--fakepow Disables proof-of-work verification

(N oUgRE:)
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--nocompaction Disables db compaction after import
--verbosity value Logging verbosity: O=silent, l=error, 2=warn, 3=info, 4=debug,.
—b=detail (default: 3)
--vmodule value Per-module verbosity: comma-separated list of <pattern>=<level>
— (e.g. mc/=5,p2p=4)
--backtrace value Request a stack trace at a specific logging statement (e.g.
—"block.go:271")
--debug Prepends log messages with call-site location (file and line,
—number)
--pprof Enable the pprof HTTP server
—--pprofaddr value pprof HTTP server listening interface (default: "127.0.0.1")
--pprofport value pprof HTTP server listening port (default: 6060)
--memprofilerate value Turn on memory profiling with the given rate (default: 524288)

--blockprofilerate value Turn on block profiling with the given rate (default: 0)

—--cpuprofile value Write CPU profile to the given file
--trace value Write execution trace to the given file
--fast Enable fast syncing through state downloads

--light Enable light client mode

--help, -h show help

Copyright 2017-2018 MOAC Authors

23 XESHELT

SBEBHER P T T A AR R A A A oAT. P ATEAT 4T (console) FHRATINERY JAVA
script Ar B FIH A (script), Hith &R BRTEM 24T . X B EI’J chain3 %[, & MOAC %A
KYj, MFKM)—E javascript £, Hi¥@ibW NP5 MOAC 1) VNODE #1 SCS 7 STl s . ¥
B, XBEAWE, moac F'szT—/\ MOAC VNODE 5, console Z8IT )8 T —> javascript )35 HlE&, X
MEHEEAT chaind.js IXANE, PAERATATPAEL chain3 X755 MOAC VNODE 75 g5 H..

2.3.1 Interactive use: the JSRE REPL Console

The MOAC VNODE CLI executable moac has a JavaScript console (a Read, Evaluate & Print Loop =
REPL exposing the JSRE), which can be started with the console or attach subcommand. The console
subcommands starts the moac node and then opens the console. The attach subcommand will not start the

moac node but instead tries to open the console on a running moac instance.
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$ moac console

$ moac attach

The attach node accepts an endpoint in case the moac node is running with a non default ipc endpoint or

you would like to connect over the rpc interface.

$ moac attach ipc:/some/custom/path
$ moac attach http://127.0.0.1:8545
$ moac attach ws://127.0.0.1:8546

ZHH —datadir BEERFMAFAE G —dev FF AR, RABUZIER] (PoA), FFAMWKSH WAL, H
BB B X HEE —rpe F g HTTP-RPC iR, BRIA 8545 ¥ ld —rpecorsdomain FRiFiEHZE] rpe 1)
url PUREER* L FAF T console F3— 3 B 3L JavaScript HbE

Note that by default the moac node doesn’ t start the http and weboscket service and not all functionality
is provided over these interfaces due to security reasons. These defaults can be overridden when the —rpcapi

and —wsapi arguments when the moac node is started, or with admin.startRPC and admin.startWS.

If you need log information, start with:

$ moac --verbosity 4 console 2>> /tmp/vnode.log

Otherwise mute your logs, so that it does not pollute your console:

$ moac console 2>> /dev/null

or

$ moac --verbosity O console

Geth has support to load custom JavaScript files into the console through the —preload argument. This can

be used to load often used functions, setup chain3 contract objects, or

$ moac --preload "/my/scripts/folder/utils.js,/my/scripts/folder/contracts.js" console

2.3.2 Non-interactive use: JSRE script mode

It’ s also possible to execute files to the JavaScript interpreter. The console and attach subcommand accept

the —exec argument which is a javascript statement.

$ moac --exec "mc.blockNumber" attach

This prints the current block number of a running moac instance.

Or execute a local script with more complex statements on a remote node over http:
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$ moac --exec 'loadScript("/tmp/checkbalances.js")' attach http://127.0.0.1:8545
$ moac --—jspath "/tmp" --exec 'loadScript("checkbalances.js")' attach http://127.0.0.
—1:8545

Use the —jspath <path/to/my/js/root> to set a libdir for your js scripts. Parameters to loadScript() with

no absolute path will be understood relative to this directory.

You can exit the console cleanly by typing exit or simply with CTRL-C.

2.3.3 Caveat

Just like go-ethereum, MOAC’ s JSRE uses the Otto JS VM which has some limitations:

“use strict” will parse, but does nothing. The regular expression engine (re2/regexp) is not fully compatible
with the ECMASB specification. Note that the other known limitation of Otto (namely the lack of timers) is
taken care of. Ethereum JSRE implements both setTimeout and setInterval. In addition to this, the console

provides admin.sleep(seconds) as well as a “blocktime sleep” method admin.sleepBlocks(number).

Since chain3.js uses the bignumber.js library (MIT Expat Licence), it is also autoloded.

2.3.4 Timers

In addition to the full functionality of JS (as per ECMAS5), the moac JSRE is augmented with various
timers. It implements setInterval, clearInterval, setTimeout, clearTimeout you may be used to using in
browser windows. It also provides implementation for admin.sleep(seconds) and a block based timer, ad-
min.sleepBlocks(n) which sleeps till the number of new blocks added is equal to or greater than n, think

“walit for n confirmations” .

2.3.5 Management APls

Beside the official DApp API interface the VNODE has support for additional management API’ s. These
APT’ s are offered using JSON-RPC and follow the same conventions as used in the DApp API. The VNODE

package comes with a console client which has support for all additional API’ s.

2.4 JSON RPC #0O &%

JSON <hitp://json.org/> is a lightweight data-interchange format. It can represent numbers, strings, or-

dered sequences of values, and collections of name/value pairs.

JSON-RPC <hitp://www.jsonrpc.org/specification>‘is a stateless, light-weight remote procedure call (RPC)
protocol.  Primarily this specification defines several data structures and the rules around their pro-

cessing. It is tramsport agnostic in that the concepts can be used within the same process, over
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sockets, over HTTP, or in many various message passing environments. It uses JSON (‘RFC /627
<http://www.ietf.org/rfc/rfc4627.txt>) as data format.

MOAC JSON-RPC has some compatibility with ETHEREUM JSON-RPC,

Chain3 Web3.js
chain3 web3

mc eth
net net
admin admin

personal | personal

vnode n/a

scs n/a

MOAC has two additional JSON-RPC objects (vnode and scs) for VNODE and SCS services. These RPCs
are supported by Nuwa 1.0.4 version and later. The most recent RPC is Nuwa 1.0.9.

2.4.1 JSON-RPC Endpoint

BN JSON-RPC HYHEAN:

Client | URL
Go http://localhost:8545

7t VNODE F1 SCS WaWr5 s /S sy, aIPAGEA] HTTP JSON-RPC 3 “—rpc’ iy RKIT/A:
—rpe: JE ] HTTP () RPC fiRg5, PAEARALYIIZ MOAC 5 kil 55

moac ——Irpc

change the default port (8545) and listing address (localhost) with:

moac --rpc —-rpcaddr <ip> --rpcport <portnumber>

If accessing the RPC from a browser, CORS will need to be enabled with the appropriate domain set.

Otherwise, JavaScript calls are limit by the same-origin policy and requests will fail:

moac —-rpc --rpccorsdomain "http://localhost:3000"

—rpcapi value: 55 RPC ZLH R API k5, ERIAH” chaind,mcmnet” | & A —LSECE LN per-
sonal,admin,debug,miner,txpool,db,shh 4&, {H2HF RPC R4 2 CfE%Hr, FrPA, @R M personal [
A, TR A

For SCS:
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sScsserver ——rpcC

2.4.2 HEX value encoding

At present there are two key datatypes that are passed over JSON: unformatted byte arrays and quantities.

Both are passed with a hex encoding, however with different requirements to formatting:

When encoding QUANTITIES (integers, numbers): encode as hex, prefix with “0x” | the most compact
representation (slight exception: zero should be represented as “0x0” ). Examples: - 0x41 (65 in decimal) -
0x400 (1024 in decimal) - WRONG: 0x (should always have at least one digit - zero is “0x0” ) - WRONG:
0x0400 (no leading zeroes allowed) - WRONG: ff (must be prefixed 0x)

When encoding UNFORMATTED DATA (byte arrays, account addresses, hashes, bytecode arrays):
encode as hex, prefix with “0x” , two hex digits per byte. Examples: - 0x41 (size 1, “A” ) - 0x004200
(size 3, ‘“:raw-latex:‘\0‘B:raw-latex:‘0‘” ) - Ox (size 0, *” ) - WRONG: 0xf0f0f (must be even number
of digits) - WRONG: 004200 (must be prefixed 0x)

Currently MOAC <hitps://qgithub.com/MOACChain/moac-core/releases> VNODE server provides JSON-
RPC communication over http and IPC (unix socket Linux and OSX/named pipes on Windows). SCS server

provides rovides JSON-RPC communication over http only.

2.4.3 The default block parameter

The following methods have an extra default block parameter:
e mc__getBalance
e mc_getCode
e mc__getTransactionCount
e mc_getStorageAt
e mc_call

When requests are made that act on the state of moac, the last default block parameter determines the
height of the block.

The following options are possible for the defaultBlock parameter:
e HEX String - an integer block number
o String "earliest" for the earliest/genesis block
e String "latest" - for the latest mined block

e String "pending" - for the pending state/transactions
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2.4.4 Curl G54 RHI

The curl options below might return a response where the node complains about the content type, this is

because the —data option sets the content type to application/x-www-form-urlencoded . If your node does

complain, manually set the header by placing -H “Content-Type: application/json” at the start of the call.

The examples assume a local MOAC node is running and connected to testnet (network id = 101). The

URL/IP & port combination is localhost:8545 or

curl.

2.4.5 JSON-RPC &

e chain3

— chaind_clientVersion

e net

chaind _sha3

net_wversion
net__peerCount

net_listening

mc__protocolVersion
mc__syncing
mec__coinbase
mc__mining
mec__hashrate
mc__gasPrice
mc__accounts
me__blockNumber
mc__getBalance
mc__getStorageAt
mc__getTransactionCount

mc__getBlockTransactionCountByHash

mc__getBlock Transaction Count ByNumber

mc__getUncleCountByBlockHash

“127.0.0.1° , which must be the last argument given to

32
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— mec__getUncleCountByBlockNumber
— mec__getCode
— mc__sign
— mec__sendTransaction
— mc__sendRawTransaction
— mc__call
— mc__estimateGas
— mec__getBlockByHash
— mc__getBlockByNumber
— mc__getTransactionByHash
— mec__getTransactionByBlockHashAndIndex
— mec__getTransactionByBlockNumberAndIndex
— mc__getTransactionReceipt
— mec__getUncleByBlockHashAndIndex
— mc__getUncleByBlockNumberAndIndex
— mc_newFilter
— mc_newBlockFilter
— mc_newPendingTransactionFilter
— mec__uninstallFilter
— mec__getFilterChanges
— mc__getFilterLogs
— mc__getLogs
— mec__getWork
— mec__submit Work
e vnode
— wvnode__address
— wnode__scsService
— wvnode__serviceCfg
— wnode__showToPublic

— wvnode__vnodelP

2.4. JSON RPC £0&%% 33
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e SCS
— scs__directcall
— scs__getblock
— scs__getBlockNumber
— scs__getDappList
— scs__getDappState
— scs__getMicroChainlnfo
— scs__getMicroChainList
— scs__getNonce
— scs_getSCSId
— scs__getTransactionByHash
— scs__getTransactionByNonce
— scs__getReceiptByHash
— scs__getReceiptByNonce
— scs_getErchangeByAddress
— scs__getExchangelnfo

— scs__getTxpool

CHAIN3

Chain3_ clientVersion

Returns the current client version.
Parameters

none

Returns

String - The current client version

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"chain3_clientVersion","params":[],"id
—":101}' 'localhost:8545'

(Foakz:
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// Result

{
"jsonrpc":"2.0",
"id":101,
"result":"Moac/v0.8.3-release-ad500ab5/darwin-amd64/gol.10"

Chain3__sha3
& el % ABHER) Keccak-256 (not the standardized SHA3-256) Wy7s{H (HASH) .
Parameters

1. DATA - the data to convert into a SHA3 hash

params: [
"0x68656c6c6£20776£726c64"

Returns
DATA - The SHA3 result of the given string.

FEzxample

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"chain3_sha3", "params": [
—"0x68656c6c6£20776£726c64"],"1d":101}' localhost:8545

// Result

{
"jsonrpc":"2.0",
"id":101,
"result":"0x47173285a8d7341e5e972fc677286384£802f8ef42abec5f03bbfa254cbO01fad"

NET

net__version

REAFTR L ID, SRR 99, MM 101, A CFAMERIA S 100.
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Parameters

none

Returns

String - The current network id. - "99": MOAC Mainnet - "101": MOAC Testnet - "100": Devnet

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"net_version","params":[],"id":101}'}
—localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "101"

net__listening

Returns true if client is actively listening for network connections.
Parameters

none

Returns

Boolean - true when listening, otherwise false.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"net_listening","params":[],"id":101}"'
—localhost:8545

// Result

{
"id":101,
"jsonrpc":"2.0",

"result":true

net_ peerCount
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Returns number of peers currently connected to the client.
Parameters

none

Returns

QUANTITY - integer of the number of connected peers.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"net_peerCount","params":[],"id":101}"'

-—~localhost:8545

// Result
{
"id":74,
"jsonrpc": "2.0",
"result": "Ox4" // 4 net peers are connecting
}
MC

mc__protocolVersion

Returns the current MOAC protocol version.
Parameters

none

Returns

String - The current MOAC protocol version

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_protocolVersion","params":[],"id":101}

— ' localhost:8545

// Result
{
"id":101,

(@¥E3)
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"jsonrpc": "2.0",

"result": "Ox3f"

mc__syncing

Returns an object with data about the sync status or false.

Parameters

none

Returns

Object|Boolean, An object with sync status data or FALSE, when not syncing:
e startingBlock: QUANTITY - The block at which the

import started (will only be reset, after the sync reached his head) - currentBlock: QUANTITY - The current
block, same as mc__blockNumber - highestBlock: QUANTITY - The estimated highest block

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_syncing","params":[],"id":101}"
—localhost:8545

// Result
{
"id":1,
"jsonrpc": "2.0",
"result": {
startingBlock: '0x384',
currentBlock: '0x386',
highestBlock: '0x454'

}
}
// Or when not syncing
{
"id":101,
"jsonrpc": "2.0",
"result": false
}
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mc__coinbase

Returns the client coinbase address.
Parameters

none

Returns

DATA, 20 bytes - the current coinbase address.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_coinbase","params"

—localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "0x407d73d8a49eeb85d32c£465507dd71d507100c1"

[1,"id":101} ',

mc__mining

Returns true if client is actively mining new blocks.
Parameters

none

Returns

Boolean - returns true of the client is mining, otherwise false.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_mining","params":[],"id":101}',

-—~localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": true

2.4. JSON RPC #0O0&%
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mc__hashrate

Returns the number of hashes per second that the node is mining with.

Parameters

none

Returns

QUANTITY - number of hashes per second.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_hashrate

—localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "0x38a"

n n
B

params":[],"id":101}"'

mc__gasPrice

Returns the current price per gas in sha.
Parameters

none

Returns

QUANTITY - integer of the current gas price in sha.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_gasPrice

—»localhost:8545

non
B

params":[],"id":101}',

// Result
{
"id":101,
(FogkzE)
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"jsonrpc": "2.0",

"result": "0x09184e72a000" // 10000000000000

mc__accounts

Returns a list of addresses owned by client.

Parameters

none

Returns

Array of DATA, 20 Bytes - addresses owned by the client.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_accounts","params":[],"id":101}',

—localhost:8545

// Result
{

"id":1,

"jsonrpc": "2.0",

"result": ["0x407d73d8a49eeb85d32cf465507dd71d507100c1",
—"0x87dc9d8014e189b9d32c622a9ad1d02£72383979"]

mc__blockNumber

Returns the number of most recent block.

Parameters

none

Returns

QUANTITY - integer of the current block number the client is on.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_blockNumber","params":[],"id":

—'localhost:8545"
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// Result

{
"id":83,
"jsonrpc": "2.0",

"result": "Ox4b7" // 1207

mc__getBalance
Returns the balance of the account of given address.
Parameters

1. DATA, 20 Bytes - address to check for balance.

2. QUANTITY|TAG - integer block number, or the string "latest", "earliest" or "pending", see the
default block parameter <#the-default-block-parameter>

params: [
'0x407d73d8a49eeb85d32c£465507dd71d507100c1 "',
'latest’

Returns
QUANTITY - integer of the current balance in sha.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getBalance","params": [
—"0x87dc9d8014e189b9d32c622a9ad1d02£72383979", "latest"],"id":101}' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "0x12£8b3a319c000" // 5340000000000000

mc__getStorageAt

Returns the value from a storage position at a given address.
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Parameters
1. DATA, 20 Bytes - address of the storage.
2. QUANTITY - integer of the position in the storage.

3. QUANTITY|TAG - integer block number, or the string "latest", "earliest" or "pending", see the
default block parameter <#the-default-block-parameter>

Returns
DATA - the value at this storage position.
Example

Calculating the correct position depends on the storage to retrieve. Consider the fol-
lowing  contract deployed at  0x02701dc451e126316ece6870fd70eald0efa7bls by  address
0xa8863fc8ce3816411378685223c03daae9770ebb.

contract Storage {
uint posO;

mapping(address => uint) posi;

function Storage() {
posO = 1234;
posl[msg.sender] = 5678;

Retrieving the value of pos0 is straight forward:

curl -X POST --data '{"jsonrpc":"2.0", "method": "mc_getStorageAt", "params": [
—"0x02701dc451e126316ece6870fd70eal40efa7bls", "0x0", "latest"], "id": 101}',
—localhost:8545

{"jsonrpc":"2.0","id":1,"result":
~"0x00000000000000000000000000000000000000000000000000000000000004d2"}

Retrieving an element of the map is harder. The position of an element in the map is calculated with:

keccack(LeftPad32(key, 0), LeftPad32(map position, 0))

This means to retrieve the storage on posl| “0x391694e7e0bOcce554cb130d723a9d27458f9298” | we need to

calculate the position with:

keccak(decodeHex ("000000000000000000000000391694e7e0b0cce554cb130d723a9d27458£9298" +
—"0000000000000000000000000000000000000000000000000000000000000001") )
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The moac console which comes with the chain3 library can be used to make the calculation:

> var key = "000000000000000000000000391694e7e0b0cce554cb130d723a9d27458£9298" +
—"0000000000000000000000000000000000000000000000000000000000000001"

undefined

> chain3.sha3(key, {"encoding": "hex"})
"0x6661e9d6d8b923d5bbaablb96e1ddb51ff6ea2a93520fdc9eb75d059238b8c5e9"

Now to fetch the storage:

curl -X POST --data '{"jsonrpc":"2.0", "method": "mc_getStorageAt", "params": [
—"0x295a70b2de5e3953354a6a8344e616ed314d7251",
—"0x66619d6d8b923d5bbaab1b96e1dd51ff6ea2a93520fdc9eb75d059238b8c5e9", "latest"], "id":,
—101}' localhost:8545

{"jsonrpc":"2.0","id":101,"result":
~"0x000000000000000000000000000000000000000000000000000000000000162e "}

mc__getTransactionCount
Returns the number of transactions sent from an address.
Parameters

1. DATA, 20 Bytes - address.

2. QUANTITY|TAG - integer block number, or the string "latest", "earliest" or "pending", see the
default block parameter <#the-default-block-parameter>

params: [
'0x407d73d8a49eeb85d32c£465507dd71d507100c1 "',
'latest' // state at the latest block

Returns
QUANTITY - integer of the number of transactions send from this address.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getTransactionCount","params": [
—"0x57d83802a772adf506a89f5021c93a05749e3c6e" , "latest"],"id" :101}' localhost:8545

// Result

(P tgksr)
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{
"id":101,
"jsonrpc": "2.0",
"result": "0x29" // 41
}

mc__getBlockTransactionCountByHash
Returns the number of transactions in a block from a block matching the given block hash.
Parameters

1. DATA, 32 Bytes - hash of a block

params: [
'0xb903239£8543d04b5dc1ba6579132b143087c68db1b2168786408fcbce568238"

Returns
QUANTITY - integer of the number of transactions in this block.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getBlockTransactionCountByHash",
—"params": ["0xb903239£8543d04b5dc1ba6579132b143087c68db1b2168786408fcbce568238"],"id
—":101}"' localhost:8545

// Result

{
nign:1,
"jsonrpc": "2.0",
"result": "Oxb" // 11

mc__getBlockTransactionCountByNumber
Returns the number of transactions in a block matching the given block number.
Parameters

1. QUANTITY|TAG - integer of a block number, or the string "earliest", "latest" or "pending", as in
the default block parameter <#the-default-block-parameter>.
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params: [

'Oxe8', // 232

Returns
QUANTITY - integer of the number of transactions in this block.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getBlockTransactionCountByNumber",
—'"params":["0xe8"],"id":101}' localhost:8545

// Result
{
"id":101,
"jsonrpc": "2.0",
"result": "Oxa" // 10

mc__getUncleCountByBlockHash
Returns the number of uncles in a block from a block matching the given block hash.
Parameters

1. DATA, 32 Bytes - hash of a block

params: [
'0xb903239£8543d04b5dc1ba6579132b143087c68db1b2168786408fcbce568238"

Returns
QUANTITY - integer of the number of uncles in this block.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getUncleCountByBlockHash","params": [
—"0xb903239£8543d04b5dc1ba6579132b143087c68db1b2168786408fcbce568238"],"id" : 101},
—localhost:8545

// Result

(Qiti3)
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{

"id":101,

"jsonrpc": "2.0",

"result": "Ox1" // 1
}
mc__getUncleCountByBlockNumber
Returns the number of uncles in a block from a block matching the given block number.
Parameters

1. QUANTITY|TAG - integer of a block number, or the string “latest” , “earliest” or “pending” , see the

default block parameter <#the-default-block-parameter>

params: [
'0xe8', // 232

Returns
QUANTITY - integer of the number of uncles in this block.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0",'"method":"mc_getUncleCountByBlockNumber","params": [
~"0xe8"],"id":101}' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "Ox1" // 1

mc__getCode
Returns code at a given address.
Parameters

1. DATA, 20 Bytes - address

2. QUANTITY|TAG - integer block number, or the string "latest", "earliest" or "pending", see the
default block parameter <#the-default-block-parameter>

2.4. JSON RPC #0O&4% 47




MOACdocs-chn Documentation

params: [
'0xa94f5374fce5edbc8e2a8697c15331677e6ebfOb',
ox2' // 2

Returns
DATA - the code from the given address.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":'"mc_getCode","params": [
—"0xa94f5374fcebedbc8e2a8697¢c15331677e6ebfOb", "0x2"],"id":101}' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",
"result":

—"0x600160008035811a818181146012578301005b601b6001356025565b8060005260206000£25b600060078

"

R029050919050!

mc__sign

The sign method calculates an MOAC specific signature with: sign(keccak256("\x19M0AC Signed

Message:\n" + len(message) + message))).

By adding a prefix to the message makes the calculated signature recognisable as an MOAC specific signature.
This prevents misuse where a malicious DApp can sign arbitrary data (e.g. transaction) and use the signature

to impersonate the victim.
Note the address to sign with must be unlocked.
Parameters
account, message
1. DATA, 20 Bytes - address
2. DATA, N Bytes - message to sign
Returns
DATA: Signature

Example
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// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_sign", "params": [
—"0x57d83802a772adf506a89£5021c93a05749e3c6e", "Oxdeadbeaf"],"id":101}' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",
"result":

—"0Oxefa354f816ab378a7dabec25afe9e6393b72a3c06b2d08550815¢cc43d1993f6c58afbf228559df6a39acs

n
—

}

19bef847ca22dc.

An example how to use solidity ecrecover to verify the signature calculated with :ref:‘mc_sign‘ can be found
here <hittps://qgist.github.com/bas-vk/d46d83da2b2b4721efb0907aecdb7ebd>. The contract is deployed on the
testnet Ropsten and Rinkeby.

mc__sendTransaction
Creates new message call transaction or a contract creation, if the data field contains code.
Note the address to sign with must be unlocked.
Parameters
1. Object - The transaction object
e from: DATA, 20 Bytes - The address the transaction is send from.
o to: DATA, 20 Bytes - (optional when creating new contract) The address the transaction is directed to.

o gas: QUANTITY - (optional, default: 90000) Integer of the gas provided for the transaction execution.

It will return unused gas.

o gasPrice: QUANTITY - (optional, default: To-Be-Determined) Integer of the gasPrice used for each
paid gas

o value: QUANTITY - (optional) Integer of the value sent with this transaction

e data: DATA - The compiled code of a contract OR the hash of the invoked method signature
and encoded parameters. MOAC used the solidity ABI. For details see Ethereum Contract ABI
<https://github.com/ethereum /wiki/wiki/Ethereum-Contract-A BI>

o nonce: QUANTITY - (optional) Integer of a nonce. This allows to overwrite your own pending transac-

tions that use the same nonce.
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params: [{

"from": "0xb60e8dd61c5d32be8058bb8eb970870£07233155",

"to": "0xd46e8dd67c5d32be8058bb8eb970870£07244567",

"gas": "0x76c0", // 30400

"gasPrice": "0x9184e72a000", // 10000000000000

"value": "0x9184e72a", // 2441406250

"data":
—"0xd46e8dd67c5d32be8d46e8dd67c5d32be8058bb8eb970870£072445675058bb8eb970870£072445675"
3]

Returns
DATA, 32 Bytes - the transaction hash, or the zero hash if the transaction is not yet available.

Use mc__getTransactionReceipt to get the contract address, after the transaction was mined, when you

created a contract.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_sendTransaction","params":[{see abovel}
—],"id":101}"' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "Oxe670ec64341771606e55d6b4ca3balabb75ee3d5145a99d05921026d1527331"

mc__sendRawTransaction
Creates new message call transaction or a contract creation for signed transactions.
Parameters

1. DATA, The signed transaction data.

params: [
—"0xd46e8dd67c5d32be8d46e8dd67c5d32be8058bb8eb970870£072445675058bb8eb970870£072445675"]

Returns

DATA, 32 Bytes - the transaction hash, or the zero hash if the transaction is not yet available.
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Use mc_getTransactionReceipt to get the contract address, after the transaction was mined, when you

created a contract.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_sendRawTransaction","params": [{seey

—abovel}],"id":101}"' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "0xe670ec64341771606e55d6b4ca35alabb75ee3d5145a99d05921026d1527331"

mc__call
Executes a new message call immediately without creating a transaction on the block chain.
Parameters

1. Object - The transaction call object

o from: DATA, 20 Bytes - (optional) The address the transaction is sent from.

e to: DATA, 20 Bytes - The address the transaction is directed to.

o gas: QUANTITY - (optional) Integer of the gas provided for the transaction execution. mc__call consumes

zero gas, but this parameter may be needed by some executions.
o gasPrice: QUANTITY - (optional) Integer of the gasPrice used for each paid gas
o value: QUANTITY - (optional) Integer of the value sent with this transaction

o data: DATA - (optional) Hash of the method signature and encoded parameters. For details see
FEthereum Contract ABI <https://github.com/ethereuwm/wiki/wiki/Ethereum-Contract-ABI>

2. QUANTITY|TAG - integer block number, or the string "latest", "earliest" or "pending", see the
default block parameter <#the-default-block-parameter>

Returns
DATA - the return value of executed contract.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_call","params": [{see abovel}],"id":101}
—' localhost:8545

(T gk%E)
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// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "Ox"

mc__estimateGas

Generates and returns an estimate of how much gas is necessary to allow the transaction to complete. The
transaction will not be added to the blockchain. Note that the estimate may be significantly more than the
amount of gas actually used by the transaction, for a variety of reasons including EVM mechanics and node

performance.
Parameters

See mc__call parameters, expect that all properties are optional. If no gas limit is specified moac uses the
block gas limit from the pending block as an upper bound. As a result the returned estimate might not be

enough to executed the call/transaction when the amount of gas is higher than the pending block gas limit.
Returns
QUANTITY - the amount of gas used.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_estimateGas","params": [{see abovel}],

—"id":101}"' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "0x5208" // 21000

mc__getBlockByHash
Returns information about a block by hash.
Parameters

1. DATA, 32 Bytes - Hash of a block.
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2. Boolean - If true it returns the full transaction objects, if false only the hashes of the transactions.

params: [
'0xe670ec64341771606e55d6b4cal3balabb75ee3d5145a99d05921026d1527331 ",

true

Returns
Object - A block object, or null when no block was found:
e number: QUANTITY - the block number. null when its pending block.
e hash: DATA, 32 Bytes - hash of the block. null when its pending block.
o parentHash: DATA, 32 Bytes - hash of the parent block.
e nonce: DATA, 8 Bytes - hash of the generated proof-of-work. null when its pending block.
e sha3Uncles: DATA, 32 Bytes - SHA3 of the uncles data in the block.
e logsBloom: DATA, 256 Bytes - the bloom filter for the logs of the block. null when its pending block.
e transactionsRoot: DATA, 32 Bytes - the root of the transaction trie of the block.
e stateRoot: DATA, 32 Bytes - the root of the final state trie of the block.
e receiptsRoot: DATA, 32 Bytes - the root of the receipts trie of the block.
e miner: DATA, 20 Bytes - the address of the beneficiary to whom the mining rewards were given.
e difficulty: QUANTITY - integer of the difficulty for this block.
o totalDifficulty: QUANTITY - integer of the total difficulty of the chain until this block.
e extraData: DATA - the “extra data” field of this block.
e size: QUANTITY - integer the size of this block in bytes.
o gasLimit: QUANTITY - the maximum gas allowed in this block.
o gasUsed: QUANTITY - the total used gas by all transactions in this block.
o timestamp: QUANTITY - the unix timestamp for when the block was collated.

e transactions: Array - Array of transaction objects, or 32 Bytes transaction hashes depending on the

last given parameter.
e uncles: Array - Array of uncle hashes.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getBlockByHash", "params": [
—"0x9d88f2a2a348eec743b149f461fddcf0843d3920ddf998896672ceed76b99127", truel,"id":101}',

T
—localhost:8545 (T gk%E)
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// Result

{

"jsonrpc":"2.0",

"id":101,

"result":{
"difficulty":"0x9ad5136",
"extraData":"0xdd854d4f41432d85302e382e332d87676£312e382e338777696e646£7773",
"gasLimit":"0x895440",
"gasUsed":"0x0",
"hash":"0x9d88f2a2a348eec743b149f461£ddcf0843d3920ddf998896672cee476b99127",
"logsBloom":

—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000000

n
o,

"miner":"0x0a2168d2f08161c01745fec4e6e8fe06f314ab4l",
"mixHash":"0xd6e9f8d36£8f0f57abff5ccf6390ece4dbal4eb624779628fd6e6119451589e2",
"nonce" :"0x423e7acb4d05a23c",

"number" :"0x4803d",

"parentHash":"0Oxc494dbdalef4f673£d14fc487a1346a7747a41910d1a1f0e72d6e0e660c0e792",

"receiptsRoot":"0x9287370eb27£11b0c2188431cbc58a23b685£02dbd851ed4d974£932bd780839" ,

"sha3Uncles":"0x1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142£d40d49347",

"size":"0x24e",

"stateRoot":"0xff791a26fd0cbbaddfedbec0287b3905b£44898f0fd71e446cb1385£94333e18",

"timestamp":"Oxbb1f3al14",

"totalDifficulty":"0x325dc638b38e",

"transactions": [{"blockHash":
—"0x9d88f2a2a348eec743b149£461fddcf0843d3920ddf998896672cee476b99127", "blockNumber" :
—"0x4803d","from": "0x0000000000000000000000000000000000000064" , "gas" : "0x0" , "gasPrice":
—"0x4a817c800","hash":
—"0x52ccd05bdfb137£fcbb6154f1cb7c006bab3cd8ce80511841d2e7b3c6324d49df", "input":
—"0xclcOe9c4","nonce":"0x4803c","syscnt":"0x65","to":
—"0x0000000000000000000000000000000000000065" , "transactionIndex":"0x0","value":"0x0","v
L»":”OxO",“r":"OxO","s":"OxO","shardingFlag":"OxO"}],

"transactionsRoot":"0xa29e25d8e3db000e44122a594cc52a7bf050850b3a7e028fd54cb83784fc1bc3

n
o,

"uncles": []

}

0000000000000

mc__getBlockByNumber
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Returns information about a block by block number.
Parameters

1. QUANTITY|TAG - integer of a block number, or the string "earliest", "latest" or "pending", as in
the default block parameter <#the-default-block-parameter>.

2. Boolean - If true it returns the full transaction objects, if false only the hashes of the transactions.

params: [
'Ox1b4', // 436

true

Returns
See mc__getBlockByHash

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getBlockByNumber", "params":["0x1b4",
—true],"id":101}"' localhost:8545

Result see mc__getBlockByHash

mc__getTransactionByHash
Returns the information about a transaction requested by transaction hash.
Parameters

1. DATA, 32 Bytes - hash of a transaction

params: [
"0xb903239£8543d04b5dc1ba6579132b143087c68db1b2168786408fcbce568238"

Returns
Object - A transaction object, or null when no transaction was found:
e hash: DATA, 32 Bytes - hash of the transaction.
e nonce: QUANTITY - the number of transactions made by the sender prior to this one.
e blockHash: DATA, 32 Bytes - hash of the block where this transaction was in. null when its pending.

e blockNumber: QUANTITY - block number where this transaction was in. null when its pending.
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transactionIndex: QUANTITY - integer of the transactions index position in the block. null when its

pending.

from: DATA, 20 Bytes - address of the sender.

to: DATA, 20 Bytes - address of the receiver. null when its a contract creation transaction.
value: QUANTITY - value transferred in Wei.

gasPrice: QUANTITY - gas price provided by the sender in Wei.

gas: QUANTITY - gas provided by the sender.

input: DATA - the data send along with the transaction.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getTransactionByHash", "params": [
—"0xb903239£8543d04b5dc1ba6579132b143087c68db1b2168786408fcbce568238"],"id" : 101},
—localhost:8545

// Result

{

"id":101,

"jsonrpc":"2.0",

"result": {

"hash":"Oxc6ef2fcb5426d6ad6fd9e2a26abeab0aa2411b7ab17£30a99d3cb96aed1d1055b",
"nonce":"0x",

"blockHash": "Oxbeab0aa2411b7ab17£30a99d3cb9cbef2fc5426d6ad6fd9e2a26a6aed1d1055b",
"blockNumber": "Ox15df", // 5599

"transactionIndex": "Ox1", // 1
"from":"0x407d73d8a49eeb856d32cf465507dd71d507100c1",
"to":"0x85h43d8a49eeb85d32cf465507dd71d507100c1",

"value":"0x7£110", // 520464

"gas": "0x7f110", // 520464

"gasPrice":"0x09184e72a000",
"input":"0x603880600c6000396000£300603880600c6000396000f3603880600c6000396000£360" ,

mc__getTransactionByBlockHash AndIndex

Returns information about a transaction by block hash and transaction index position.

Parameters

56

Chapter 2. BERRERAFINIR




MOACdocs-chn Documentation

1. DATA, 32 Bytes - hash of a block.

2. QUANTITY - integer of the transaction index position.

params: [
'0xe670ec64341771606e55d6b4cal3balabb75ee3d5145a99d05921026d1527331 ",
'0x0' // O

Returns
See mc__getTransactionByHash

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getTransactionByBlockHashAndIndex",
—"params": ["Oxc6ef2fc5426d6ad6fd9e2a26abeab0aa2411b7ab17£30a99d3cb96aed1d1055b", "0x0"],
—"1d":101}' localhost:8545

Result see mc_getTransactionByHash

mc__getTransactionByBlockNumber AndIndex
Returns information about a transaction by block number and transaction index position.
Parameters

1. QUANTITY|TAG - a block number, or the string "earliest", "latest" or "pending", as in the default
block parameter <#the-default-block-parameter>.

2. QUANTITY - the transaction index position.

params: [
'0x29c', // 668
'0x0' // O

]

Returns

See mc__getTransactionByHash

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getTransactionByBlockNumberAndIndex",
< '"params": ["0x29c", "0x0"],"id":101}' localhost:8545
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Result see mc__getTransactionByHash

mc__getTransactionReceipt

Returns the receipt of a transaction by transaction hash.

Note That the receipt is not available for pending transactions.
Parameters

1. DATA, 32 Bytes - hash of a transaction

params: [

'0x7bb694c3462764cb113e9b742faaf06adc728e70b607£8b7aa95207ee32blcbe’

Returns
Object - A transaction receipt object, or null when no receipt was found:
e transactionHash: DATA, 32 Bytes - hash of the transaction.
e transactionIndex: QUANTITY - integer of the transactions index position in the block.
e blockHash: DATA, 32 Bytes - hash of the block where this transaction was in.
e blockNumber: QUANTITY - block number where this transaction was in.

e cumulativeGasUsed: QUANTITY - The total amount of gas used when this transaction was executed in
the block.

e gasUsed: QUANTITY - The amount of gas used by this specific transaction alone.

e contractAddress: DATA, 20 Bytes - The contract address created, if the transaction was a contract

creation, otherwise null.
e logs: Array - Array of log objects, which this transaction generated.
e logsBloom: DATA, 256 Bytes - Bloom filter for light clients to quickly retrieve related logs.
It also returns either :
o root : DATA 32 bytes of post-transaction stateroot (pre Byzantium)
o status: QUANTITY either 1 (success) or O (failure)

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getTransactionReceipt","params": [
—"0x7bb694c3462764cb113e9b742faaf06adc728e70b607£8b72a95207ee32b1cbe"], "id" : 101},
—localhost:8545

(R D)
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(8:EW)

// Result

{

{"jsonrpc":"2.0",

"id":101,

"result":{
"blockHash":"Oxad7d2eec610b3e04ea4676c11a3184cb07df43ed7ab717£331d3c952fc1bbbct",
"blockNumber":"0x1b943",
"contractAddress":"0xf2f4eec6c2adfcf780aae828de0b25£86506ffae",
"cumulativeGasUsed":"0x1b337c",
"from":"0x7312f4b8a4457a36827£185325£d6b66a3f8bb8b" ,

"gasUsed":"0x1b337c",

"logs": [],

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000000

n
—

"status":"Ox1",

"to":null,
"transactionHash":"0x7bb694c3462764cb113e9b742faaf06adc728e70b607£8b7aa95207ee32blcbe",
"transactionIndex":"Ox1"}

}

0000000000000

mc__getUncleByBlockHashAndIndex
Returns information about a uncle of a block by hash and uncle index position.
Parameters

1. DATA, 32 Bytes - hash a block.

2. QUANTITY - the uncle’ s index position.

params: [
'0Oxc6ef2fcb426d6ad6fd9e2a26abeab0aa2411b7ab17£30a99d3cb96aed1d1055b',
'0x0' // 0O

Returns
See mc__getBlockByHash

Example
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// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getUncleByBlockHashAndIndex","params
—": ["0x696d389aa9b6b44e08af9f3528c51587aac435b75ab4ece42f4b2d1289043497", "0x0"],"id
—'":101}"' localhost:8545

Result see mc_getBlockByHash

Note: An uncle doesn’ t contain individual transactions.

mc__getUncleByBlockNumber AndIndex
Returns information about a uncle of a block by number and uncle index position.
Parameters

1. QUANTITY|TAG - a block number, or the string "earliest", "latest" or "pending", as in the default
block parameter <#the-default-block-parameter>.

2. QUANTITY - the uncle’ s index position.

params: [
'0x29c', // 668
'0x0' // 0

Returns
See mc__getBlockByHash
Note: An uncle doesn’ t contain individual transactions.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getUncleByBlockNumberAndIndex","params
<" ["0x29c", "0x0"],"id":101}' localhost:8545

Result see mc_getBlockByHash

mc__newkFilter

Creates a filter object, based on filter options, to notify when the state changes (logs). To check if the state
has changed, call mc_getFilterChanges.

*A note on specifying topic filters:*

Topics are order-dependent. A transaction with a log with topics [A, B] will be matched by the following
topic filters: * [1 “anything” * [A] “A in first position (and anything after)” * [null, B] “anything
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in first position AND B in second position (and anything after)” * [A, B] “A in first position AND B in
second position (and anything after)” * [[A, B], [A, B]] “(A OR B) in first position AND (A OR B) in

second position (and anything after)”
Parameters
1. Object - The filter options:

o fromBlock: QUANTITY|TAG - (optional, default: "latest") Integer block number, or "latest" for the

last mined block or "pending", "earliest" for not yet mined transactions.

o toBlock: QUANTITY|TAG - (optional, default: "latest") Integer block number, or "latest" for the

last mined block or "pending", "earliest" for not yet mined transactions.

o address: DATA|Array, 20 Bytes - (optional) Contract address or a list of addresses from which logs

should originate.

o topics: Array of DATA, - (optional) Array of 32 Bytes DATA topics. Topics are order-dependent. Each

“ 7

topic can also be an array of DATA with

or” options.

params: [{

"fromBlock": "Ox1",

"toBlock": "Ox2",

"address": "0x8888f1f195afa192cfee860698584c030£f4c9dbl",

"topics": ["0x000000000000000000000000a94f5374fce5edbc8e2a8697c15331677e6ebf0b", null,
— ["0x000000000000000000000000294£5374f cebedbc8e2a8697c15331677e6ebfOb",
—"0x0000000000000000000000000aff3454fcebedbc8cca8697c15331677e6ebccc]]
H

Returns
QUANTITY - A filter id.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_newFilter", "params":[{"topics":[
—"0x12341234"]}],"1d":101}"' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "Ox1" // 1

mc__newBlockFilter
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Creates a filter in the node, to notify when a new block arrives. To check if the state has changed, call

mc__getFilterChanges.
Parameters

None

Returns
QUANTITY - A filter id.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_newBlockFilter","params":[],"id":101}
—' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": "0x244afc5c2cb35b24c5b91bba7f7ab19d" // 1

mc__newPendingTransactionFilter

Creates a filter in the node, to notify when new pending transactions arrive. To check if the state has

changed, call mc_ getFilterChanges.
Parameters

None

Returns

QUANTITY - A filter id.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_newPendingTransactionFilter","params

—":[],"id":101}"' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

(Fogks:)
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(8:EW)

"result": "Ox1" // 1

mc__uninstallFilter

Uninstalls a filter with given id. Should always be called when watch is no longer needed. Additonally Filters

timeout when they aren’ t requested with mc_getFilterChanges for a period of time.
Parameters

1. QUANTITY - The filter id.

params: [

"Oxb" // 11

Returns
Boolean - true if the filter was successfully uninstalled, otherwise false.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_uninstallFilter","params":["Oxb"],"id
—":101}"' localhost:8545

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": true

mc__getFilterChanges
Polling method for a filter, which returns an array of logs which occurred since last poll.
Parameters

1. QUANTITY - the filter id.

params: [

"ox16" // 22

2.4. JSON RPC £0&%% 63




MOACdocs-chn Documentation

Returns
Array - Array of log objects, or an empty array if nothing has changed since last poll.

o For filters created with :ref:‘mc_newBlockFilter the return are block hashes (DATA, 32 Bytes), e.g.
["0x3454645634534..."].

o For filters created with :ref: ‘mc_newPending TransactionFilter‘ the return are transaction hashes (DATA,
32 Bytes), e.g. ["0x6345343454645..."].

o For filters created with :ref:‘mc__newFilter logs are objects with following params:
e removed: TAG - true when the log was removed, due to a chain reorganization. false if its a valid log.
e logIndex: QUANTITY - integer of the log index position in the block. null when its pending log.

e transactionIndex: QUANTITY - integer of the transactions index position log was created from. null

when its pending log.

e transactionHash: DATA, 32 Bytes - hash of the transactions this log was created from. null when its

pending log.

e blockHash: DATA, 32 Bytes - hash of the block where this log was in. null when its pending. null
when its pending log.

e blockNumber: QUANTITY - the block number where this log was in. null when its pending. null when
its pending log.

e address: DATA, 20 Bytes - address from which this log originated.
e data: DATA - contains one or more 32 Bytes non-indexed arguments of the log.

o topics: Array of DATA - Array of 0 to 4 32 Bytes DATA of indexed log arguments. (In solidity: The
first topic is the hash of the signature of the event (e.g. Deposit(address,bytes32,uint256)), except

you declared the event with the anonymous specifier.)

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getFilterChanges","params":["0x16"],
—"id":101}"' localhost:8545

// Result
{
"id":101,
"jsonrpc":"2.0",
"result": [{
"logIndex": "Ox1", // 1
"blockNumber":"Ox1b4", // 436
"blockHash": "0x8216c5785acb562ff4le2dcfdf5785ac562ff41e2dcfdf829c5a142f1fccd7d",

(T gk%E)
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(8:EW)

"transactionHash": "0xdf829cb5al142f1fccd7d8216c5785ac562ff41e2dcfdf5785ach62ff41e2dct

n
—

"transactionIndex": "0x0", // O

"address": "0x16c5785acb62ff4le2dcfdf829cbal42f1fccd7d",
"data":"0x0000000000000000000000000000000000000000000000000000000000000000",
"topics": ["0x59ebeb90bc63057b6515673c3ecf9438e5058bca0f92585014eced636878c9ab"]
A

1

mc__getFilterLogs
Returns an array of all logs matching filter with given id.
Parameters

1. QUANTITY - The filter id.

params: [
"0ox16" // 22

Returns
See mc__getFilterChanges

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getFilterLogs", "params":["0x16"],"id
—":101}"' localhost:8545

Result see mc_getFilterChanges

mc__getLogs
Returns an array of all logs matching a given filter object.
Parameters

1. Object - the filter object, see mc__newFilter parameters.
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params: [{
"topics": ["0x000000000000000000000000a94f5374fce5edbc8e2a8697c15331677e6ebf0b"]
}

Returns
See mc__getFilterChanges

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getLogs", "params": [{"topics": [
—"0x000000000000000000000000294£5374f cebedbc8e2a8697¢c15331677e6ebfOb"]1}],"id" : 101}

Result see mc_getFilterChanges

mc__getWork

Returns the hash of the current block, the seedHash, and the boundary condition to be met ( “target” ).
Parameters

none

Returns

Array - Array with the following properties: 1. DATA, 32 Bytes - current block header pow-hash 2. DATA, 32
Bytes - the seed hash used for the DAG. 3. DATA, 32 Bytes - the boundary condition ( “target” ), 27256 /
difficulty.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"mc_getWork","params":[],"id":101}"',
—localhost:8545

// Result
{
"jsonrpc":"2.0",

"id":101,

"result": ["0x367ebe7ed77dde0adcc134adaa769f93a833e08a86a0d38ab18e32¢cc3740b5£8",
—"0x9b2baad7528ecec612c5751a6bd525905892d7892e155c3b05e61363154a940b",
—"0x0000001dd67ebb66a2c0fc63b9907077£70b5315e1780a8b74£33d40e2a9a7e4"]

}

mc__submitWork
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Used for submitting a proof-of-work solution.
Parameters
1. DATA, 8 Bytes - The nonce found (64 bits)
2. DATA, 32 Bytes - The header’ s pow-hash (256 bits)

3. DATA, 32 Bytes - The mix digest (256 bits)

params: [
"0x0000000000000001",
"0x1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef ",
"0xD1FE5700000000000000000000000000D1FE5700000000000000000000000000"

Returns
Boolean - returns true if the provided solution is valid, otherwise false.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0", "method":"mc_submitWork", "params":[
—"0x0000000000000001",
—"0x1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef ",
—"0xD1GE5700000000000000000000000000D1GE5700000000000000000000000000"] , "id" : 101}

// Result

{
"id":101,
"jsonrpc":"2.0",

"result": true

VNODE

vnode__address

Returns the VNODE benificial address. This is needed for SCS to use in the communication.
Parameters

none

Returns
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address: DATA, 20 Bytes - address from which the VNODE settings in the vnodeconfig.json file.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"vnode_address","params":[],"id":101}"'
—localhost:8545

// Result

{

"jsonrpc":"2.0",

"id":101,
"result":"0xa8863fc8ce3816411378685223c03daaed9770ebb"
}

vnode__scsService

Returns if the VNODE enable the service for SCS servers.
Parameters

none

Returns

Bool - true, enable the SCS service; false, not open.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"vnode_scsService","params":[],"id":101}"
—'localhost:8545"'

// Result

{
"jsonrpc":"2.0",
"id":101,

"result":true

vnode__serviceCfg
Returns the VNODE SCS service ports for connecting with.
Parameters

none
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Returns
String - The current service port set in the vnodeconfig.json.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"vnode_serviceCfg","params":[],"id":101}"
—'localhost:8545"

// Result

{
"jsonrpc":"2.0",
"id":101,
"result":":50062"

vnode__showToPublic

Returns if the VNODE enable the public view.
Parameters

none

Returns

Bool - true, open to the public; false, not open.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"vnode_showToPublic","params":[],"id":101}
—"' 'localhost:8545'

// Result

{
"jsonrpc":"2.0",
"id":101,

"result":true

vnode__vnodelIP

Returns VNODE IP for users to access. Note for cloud servers, this could be different from the cloud server
IP.
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Parameters

none

Returns

String - The current IP that can be used to access. This is set in the vnodeconfig.json.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"vnode_vnodeIP","params":[],"id":101}"
—'localhost:8545"

// Result

{
"jsonrpc":"2.0",
"id":101,
"result":"127.0.0.1"

SCS

scs__directCall

Executes a new constant call of the MicroChain Dapp function without creating a transaction on the Mi-
croChain. This RPC call is used by API/lib to call MicroChain Dapp functions.

Parameters

Object - The transaction call object - from: DATA, 20 Bytes - (optional) The address the transaction is sent
from. - to: DATA, 20 Bytes - The address the transaction is directed to. This parameter is the MicroChain
address. - data: DATA - (optional) Hash of the method signature and encoded parameters. For details see
FEthereum Contract ABI <hitps://github.com/ethereum /wiki/wiki/Ethereum-Contract-ABI>

Returns
DATA - the return value of executed Dapp constant function call.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_directCall","params": [{see abovel],
—"id":101}"' localhost:8545

// Result

(T gk%E)
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(8 L)
{
"id":101,
"jsonrpc": "2.0",
"result": "Ox"
}

scs__getBlock
Returns information about a block on the MicroChain by block number.
Parameters

1. String - the address of the MicroChain that Dapp is on.

2. QUANTITY|TAG - integer of a block number, or the string "earliest" or "latest", as in the default
block parameter <#the-default-block-parameter>. Note, scs_ getBlock does not support "pending".

Returns
DATA - Data in the block on the MicroChain.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getBlock","params": [
—"0x9d711986ccc8c89db2dfaf0894acadeb5a383ee8","0x1"],"1d" :101}' localhost:8548

// Result

{"jsonrpc":"2.0","id":101,"result" :{"extraData":"0x", "hash":
—"0xc80cbe08bc266b1236£22a8d0b310faae3135961dbef6ad8b6ad4e8cd9537309", "number": "0x1",
—"parentHash" : "0x0000000000000000000000000000000000000000000000000000000000000000" ,
—"receiptsRoot":"0x56e81f171bccb5a6f£8345e692c0£86e5b48e01b996cadc001622fb5e363b421",
—"stateRoot":"0x1a065207da60d8e7a44db2f3b5ed9d3e81052a3059e4108c84701d0bf6a62292",
:a"timestamp”:”OxO","transactions”:[],"transactionsRoot":
—"0x56e81f171bcc55a6££8345e692c0£86e5b48e01b996cadc001622fb5e363b421"}}

scs__getBlockList
Returns information about multiple MicroChain blocks by block number.
Parameters

1. String - the address of the MicroChain that Dapp is on.

2. QUANTITY - integer of the start block number.

3. QUANTITY - integer of the end block number, need to be larger or equal the start block number.
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Returns
ARRAY - Array of the block infromation on the MicroChain.

Example

// Request

curl -X POST --data curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getBlock", "params
—": ["0x9d711986ccc8c89db2dfaf0894acadeb5a383ee8", "0x370", "0x373"],"id":101}',
—localhost:8548

// Result

{"jsonrpc":"2.0","id":101,"result" :{"blockList": [{"extraData":"0x","hash":
—"0x56075838e0fffe6576add14783b957239d4£3c57989bc3a7b7728a3b57eb305a" , "miner" :
—"0xecd1e094ee13d0b47b72£5c940c17bd0c7630326" , "number": "0x370" , "parentHash":
—"0x5635223a8bd0901608041115817204cbce943606e406d233d7d0359f449bd4c2","receiptsRoot":
—"0x56e81f171bccb5a6f£8345e692c0f86e5b48e01b996cadc001622fb5e363b421","stateRoot":
—"0xde741a2f6b4a3c865e8f6fc9balleadaalfa04c61d660bcdf0fal1195029699f6" ,"timestamp" :

< "0x5bfb7clc","transactions": [],"transactionsRoot":
—"0x56e81f171bccbbabf£8345e692c0f86e5b48e01b996cadc001622fb5e363b421"},{"extraData": "0x
<" ,"hash":"0xbc3f5791ec039cba99c37310a4£30a68030dd2ab79efb47d23fd9acb343f54e5", "miner" :
—"0xecd1e094ee13d0b47b72£5c940c17bd0c7630326" , "number" : "0x371", "parentHash":
—"0x56075838e0fffe6576add14783b957239d4£3c57989bc3a7b7728a3b57eb305a" , "receiptsRoot":
—"0x56e81f171bccb5a6f£8345e692c0£86e5b48e01b996cadc001622fb5e363b421", "stateRoot":
—"0xde741a2f6b4a3c865e8f6fcO9balleadaalfa04c61d660bcdf0fal1195029699£6" ,"timestamp" :
—"0xbbfb7c3a","transactions": [],"transactionsRoot":
—"0x56e81f171bcc55a6f£8345e692c0£86e5b48e01b996cadc001622fb5e363b421"},{"extraData":"0x
—","hash":"0x601bel7c47cb4684053457d1d5£70a6dbeb853b27cda08d160555£857£2da33b" , "miner" :
—"0xecd1e094ee13d0b47b72£5c940c17bd0c7630326" , "number" : "0x372", "parentHash":
—"0xbc3£5791ec039¢cbad99c37310a4£30a68030dd2ab79efb47d23fd9ac5343£54eb" , "receiptsRoot":
—"0x56e81£171bccbba6f£8345e692c0£86e5b48e01b996cadc001622fb5e363b421", "stateRoot":
—"0xde741a2f6b4a3c865e8f6fc9balleadaalfal4c61d660bcdf0fal1195029699£6" ,"timestamp" :
—"0x5bfb7c58", "transactions": [],"transactionsRoot":
—"0x56e81f171bccb5a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421"},{"extraData" : "0x
—","hash":"0x8a0bea649bcdbd2b525690f£485e56d5a83443e9013fcdccdlaladee56bad092" , "miner":
—"0xecd1e094ee13d0b47b72£5c940c17bd0c7630326" , "number" : "0x373", "parentHash":
—"0x601bel7c47cb4684053457d1d5£70a6dbeb853b27cda08d160555£857f2da33b" , "receiptsRoot":
—"0x56e81f171bccbbab6f£8345e692c0f86e5b48e01b996cadc001622fb5e363b421","stateRoot":
—"0xde741a2f6b4a3c865e8f6fcOballeadaalfa04c61d660bcdf0fal1195029699£6" ,"timestamp" :
—"0x5bfb7c76","transactions": [],"transactionsRoot":
—"0x56e81f171bccb5a6f£8345e692c0f86e5b48e01b996cadc001622fb5e363b421"}] , "endB1k" : "0x373
", "microchainAddress":"0x7DOCbA876cB9Da5fa310A54d29F4687f5dd93fD7", "startBlk":"0x370"}}
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scs__getBlockNumber
Returns the number of most recent block .
Parameters
1. String - the address of the MicroChain that Dapp is on.
Returns
QUANTITY - integer of the current block number the client is on.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getBlockNumber", "params": [
—"0x9d711986¢ccc8c89db2dfaf0894acadeb5a383ee8"],"1id":101}"' 'localhost:8545"

// Result
{
"id":101,
"jsonrpc": "2.0",
"result": "O0x4b7" // 1207

scs__getDappList
Returns the Dapp addresses on the MicroChain. For nuwa 1.0.8 and later version only,
Parameters
1. String - the address of the MicroChain that has Dapps.
Returns

ARRAY - Array of the DAPP addresses on the MicroChain.

Example
// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getDappList","params":[],"id":101}"
—'localhost:8545"
// Result
{

"id":101,

"jsonrpc": "2.0",

(@329
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"result": ["0x9d711986ccc8c89db2dfaf0894acadeb5a383ee8",
< "0x7cfd775c7a97aa632846eff35dcf9dbcf502d0f3"]
¥

scs__getDappState
Returns the Dapp state on the MicroChain.
Parameters
1. String - the address of the MicroChain that Dapp is on.
Returns
QUANTITY - 0, no DAPP is deployed on the MicroChain; 1, DAPP is deployed on the MicroChain.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getDappState","params": [
—"0x9d711986ccc8c89db2dfaf0894acadeb5a383ee8"],"id":101}" 'localhost:8545"

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": 1

Returns the requested MicroChain information on the connecting SCS. This information is the same as the

information defined in the MicroChain contract.
Parameters
1. String - the address of the MicroChain on the SCS.
Returns
Object A Micro Chain information object as defined in the MicroChain contract.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getMicroChainInfo","params":[],"id
—":101}' 'localhost:8545"

(M ougksr)
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// Result
{

"id":101,

"jsonrpc": "2.0",

"result": {"balance":"0x0","blockReward":"0x1c6bf52634000","bondLimit":
—"0xde0b6b3a7640000", "owner": "0xa8863fc8Ce3816411378685223C03DAae9770ebB", "scsList": [
—"0xECd1e094Ee13d0B47b72F5c940C17bD0c7630326",
—"0x50C15fafb95968132d1a6ee3617E99cCalFCF059",
—"0x1b65cE1A393FFd5960D2ce11E7fd6fDB9e991945"] , "txReward" : "0x174876e800" , "viaReward":
—"0x9184e72a000"}

}

Returns the list of MicroChains on the SCS that is connecting with.
Parameters

None

Returns

Array - A list of Micro Chain addresses on the SCS.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getMicroChainList","params":[],"id
—":101}' 'localhost:8545"

// Result
{

"id":101,

"jsonrpc": "2.0",

"result": ["0x9d711986ccc8c89db2dfaf0894acadeb5a383ee8",
—"0x7cfd775c7a97aa632846ef£35dcf9dbcf502d0£3"]

scs__getNonce
Returns the account nonce on the MicroChain.
Parameters
1. String - the address of the MicroChain that Dapp is on.

2. String - the address of the accountn.
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Returns
QUANTITY integer of the number of transactions send from this address on the MicroChain;

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getNonce","params": [
—"0x9d711986ccc8c89db2dfaf0894acadeb5a383ee8",
—"0x7312F4B8A4457a36827f185325Fd6B66a3f8BB8B"],"id":101}' 'localhost:8545"

// Result

{
"id":101,
"jsonrpc": "2.0",

"result": 1

scs__getSCSId
Returns the SCS id.
Parameters

None

Returns

1. String - SCS id in the scskeystore directory, used for SCS identification to send deposit and receive

MicroChain mining rewards.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getSCSId","params":[],"id":101}"
—'localhost:8545"

// Result
{
"id":101,
"jsonrpc": "2.0",
"result": "0x9d711986ccc8c89db2dfaf0894acadeb5a383ee8"

scs__getReceiptByHash
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Returns the receipt of a transaction by transaction hash. Note That the receipt is not available for pending

transactions.
Parameters
1. String - The MicroChain address.
2. String - The transaction hash.
Returns
Object - A transaction receipt object, or null when no receipt was found:.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getReceiptByHash", "params": [
—"0x299afff2da4ab7e7e¢0a0al6bf626£8822b8a3158",
—"0x67bfaaba704e77a31d5e7eb866£8c662fa8313a7882d13d0d23e377cd66d2a69"],"id" : 101}
—'localhost:8545"

// Result
{
"id":101,
"jsonrpc": "2.0",
"result": {contractAddress: '0Ox0a674edac2ccd47ae2a3197ea3163aa81087fbd1l",
failed: false,"logs”:[{"address":”Ox2328537bc943ab1a89fe94a4b562ee7a7b013634”,"topics":[
—"0xddf252ad1be2c89b69c2b068fc378daad952ba7f163c4a11628f55a4df523b3ef ",
—"0x00000000000000000000000028863fc8ce3816411378685223c03daae9770ebb",
—"0x0000000000000000000000007312f4b8a4457a36827f185325fd6b66a3f8bb8b"] , "data":
< "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGQ=","blockNumber":0,"transactionHash":
—"0x67bfaaba704e77a31d5e7eb866£8c662fa8313a7882d13d0d23e377cd66d2a69", "transactionIndex
—":0,"blockHash":"0x78f092ca81a891ad6c467caa2881d00d8e19c8925ddfd71d793294fbfcbf156fe",
—"logIndex":0,"removed":false}],"logsBloom":
—"0x0000000000000000000000000000000008000000000000000000000000000000000000000000000000000
—","status":"0x1","transactionHash":
—"0x67bfaaba704e77a31d5e7eb866£8c662fa8313a7882d13d0d23e377cd66d2a69"}
}

0000000000000

scs__getReceiptByNonce

Returns the transaction result by address and nonce on the MicroChain. Note That the nonce is the nonce

on the MicroChain. This nonce can be checked using scs_ getNonce.

Parameters
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1. String - The MicroChain address. 1. String - The transaction nonce. 1. QUANTITY - The nonce of the

transaction.
Returns
Object - A transaction receipt object, or null when no receipt was found:.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getReceiptByNonce","params": [
—"0x299afff2da4ab7e7e¢0a0al16bf626£8822b8a3158",
—"0xa8863fc8ce3816411378685223c03daae9770ebb", 0],"id":101}' 'localhost:8545'

// Result
{
"id":101,
"jsonrpc": "2.0",
"result": {contractAddress: 'Ox0Oa674edac2ccd47ae2a3197ea3163aa81087fbd1l",
failed: false,"logs”:[{"address":"Ox2328537bc943ab1a89fe94a4b562ee7a7b013634","topics”:[
—"0xddf252ad1be2c89b69c2b068fc378daad952ba7f163c4a11628£55a4df523b3ef",
—"0x00000000000000000000000028863fc8ce3816411378685223c03daae9770ebb",
—"0x0000000000000000000000007312f4b8a4457a36827f185325fd6b66a3f8bb8b"] , "data":
< "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGQ=","blockNumber":0,"transactionHash":
—"0x67bfaaba704e77a31d5e7eb866f8c662fa8313a7882d13d0d23e377cd66d2a69", "transactionIndex
—":0,"blockHash":"0x78f092ca81a891ad6c467caa2881d00d8e19c¢8925ddfd71d793294fbfcbf156fe",
—"logIndex":0,"removed":falsel}],"logsBloom":
—"0x0000000000000000000000000000000008000000000000000000000000000000000000000000000000000
—","status":"0x1","transactionHash":
—"0x67bfaaba704e77a31d5e7eb866£8c662fa8313a7882d13d0d23e377cd66d2a69"}
}

0000000000000

scs__getTransactionByHash

Returns the receipt of a transaction by transaction hash. Note That the receipt is not available for pending

transactions.
Parameters
1. String - The MicroChain address.
2. String - The transaction hash.
Returns
Object - A transaction object, or null when no transaction was found.

Example
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// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getTransactionByHash","params": [
—"0x299afff2da4ab7e7e¢0a0al6bf626£8822b8a3158",
—"0x67bfaaba704e77a31d5e7eb866£8c662fa8313a7882d13d0d23e377cd66d2a69"],"id" : 101}
—'localhost:8545"

// Result
{
"id":101,
"jsonrpc": "2.0",
"result": {contractAddress: 'Ox0Oa674edac2ccd47ae2a3197ea3163aa81087fbdl",
failed: false,"logs":[{"address":"Ox2328537bc943ab1a89fe94a4b562ee7a7b013634","topics”:[
—"0xddf252ad1be2c89b69c2b068fc378daad952ba7f163c4a11628f55a4df523b3ef ",
—"0x000000000000000000000000a8863fc8ce3816411378685223c03daae9770ebb",
—"0x0000000000000000000000007312f4b8a4457a36827f185325fd6b66a3f8bb8b"] , "data":
—"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGQ=","blockNumber":0,"transactionHash":
—"0x67bfaaba704e77a31d5e7eb866f8c662fa8313a7882d13d0d23e377cd66d2a69", "transactionIndex
—":0,"blockHash": "0x78f092ca81a891ad6c467caa2881d00d8e19c¢8925ddfd71d793294fbfcbf156fe",
—"logIndex":0,"removed":false}],"logsBloom":
—"0x0000000000000000000000000000000008000000000000000000000000000000000000000000000000000
—~","status":"0x1","transactionHash":
—"0x67bfaaba704e77a31d5e7eb866£8c662fa8313a7882d13d0d23e377cd66d2a69"}
}

0000000000000

scs__getTransactionByNonce

Returns the receipt of a transaction by transaction hash. Note That the receipt is not available for pending

transactions.
Parameters

1. String - The MicroChain address. 1. String - The transaction nonce. 1. QUANTITY - The nonce of the

transaction.
Returns
Object - A transaction receipt object, or null when no receipt was found:.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getTransactionByNonce","params": [
—"0x299afff2da4ab7e7e0a0al6bf626£8822b8a3158",
—"0x67bfaaba704e77a31d5e7eb866£8c662fa8313a7882d13d0d23e377cd66d2a69"],"id" : 101}

— 'localhost:8545"
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// Result
{
"id":101,
"jsonrpc": "2.0",
"result": {contractAddress: 'Ox0Oa674edac2ccd47ae2a3197ea3163aa81087fbd1l",
failed: false,"logs":[{"address":"0x2328537bc943abla89fe94a4b562ee7a7b013634","topics": [
—"0xddf252ad1be2c89b69c2b068fc378daad952ba7f163c4a11628f55a4df523b3ef ",
—"0x000000000000000000000000a8863fc8ce3816411378685223c03daae9770ebb",
—"0x0000000000000000000000007312f4b8a4457a36827f185325fd6b66a3£8bb8b"] , "data":
—"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGQ=","blockNumber":0,"transactionHash":
—"0x67bfaaba704e77a31d5e7eb866£8c662fa8313a7882d13d0d23e377cd66d2a69", "transactionIndex
—":0,"blockHash": "0x78£092ca81a891ad6c467caa2881d00d8e19c8925ddfd71d793294fbfcb5f15fe",
—"logIndex":0,"removed":false}],"logsBloom":
—"0x0000000000000000000000000000000008000000000000000000000000000000000000000000000000000
", "status":"0x1","transactionHash":
—"0x67bfaaba704e77a31d5e7eb866£8c662fa8313a7882d13d0d23e377cd66d2a69"}

POOO000000000

scs__getExchangeByAddress

Returns the Withdraw/Deposit exchange records between MicroChain and MotherChain for a certain ad-
dress. This command returns both the ongoing exchanges and processed exchanges. To check all the ongoing

exchanges, please use scs_ getExchangelnfo.
Parameters

1. String - The MicroChain address. 1. String - The address to be checked. 1. Int - Index of Deposit records
>= 0. 1. Int - Number of Deposit records extracted. 1. Int - Index of Depositing records >= 0. 1. Int
- Number of Depositing records extracted. 1. Int - Index of Withdraw records >= 0. 1. Int - Number of
Withdraw records extracted. 1. Int - Index of Withdrawing records >= 0. 1. Int - Number of Withdrawing

records extracted.
Returns
Object - A JSON format object contains the token exchange info.

Example

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getExchangeByAddress","params": [
—"0x2e4694875de2a7da9c3186a176c52760d58694e4" ,
—"0xa8863fc8ce3816411378685223c03daae9770ebb", 0,10,0,10,0,10,0,10],"1d":100}"',
—localhost:8548

(FkzE)
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// Result

{"jsonrpc":"2.0","id":100,"result" :{"DepositRecordCount":2, "DepositRecords": [null,null,{
—"DepositAmt":"0x18abeddab5a37000","Deposittime" :"0x5c7£f03c4"},{"DepositAmt" :
—"0x2bdbb64bc09000" , "Deposittime" : "0x5c7e8aaa"}], "DepositingRecordCount": 0,
—"DepositingRecords" :null, "WithdrawRecordCount":0,"WithdrawRecords" :null,
—"WithdrawingRecordCount":0,"WithdrawingRecords" :null, "microchain":
—"0x2e4694875de2a7da9c3186a176c52760d58694e4" , "sender":
—"0xa8863fc8ce3816411378685223c03daae9770ebb"}}

scs__getExchangelnfo

Returns the Withdraw/Deposit exchange records between MicroChain and MotherChain for a certain ad-
dress. This command returns both the ongoing exchanges and processed exchanges. To check all the ongoing

exchanges, please use scs_ getExchangelnfo.
Parameters

1. String - The MicroChain address. 1. String - The transaction hash. 1. Int - Index of Depositing records
>= 0. 1. Int - Number of Depositing records extracted. 1. Int - Index of Withdrawing records >= 0. 1.

Int - Number of Withdrawing records extracted.
Returns
Object - A JSON format object contains the token exchange info.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getExchangeInfo", "params": [
—"0x2e4694875de2a7da9c3186a176c52760d58694e4",0,10,0,10] ,"id":101}' 'localhost:8545'

// Result

{"jsonrpc":"2.0","id":100,"result" :{"DepositingRecordCount":0, "DepositingRecords" :null,
—"WithdrawingRecordCount":0,"WithdrawingRecords" :null, "microchain":
—"0x2e4694875de2a7da9c3186a176c52760d58694e4" ,"scsid" :
—"0x50c15fafb95968132d1a6ee3617e99ccalfcf059"}}

scs__getTxpool
Returns the ongoing transactions in the MicroChain.

Parameters
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1. String - The MicroChain address.
Returns

Object - A JSON format object contains two fields pending and queued. Each of these fields are associative
arrays, in which each entry maps an origin-address to a batch of scheduled transactions. These batches

themselves are maps associating nonces with actual transactions.

Example

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"scs_getTxpool", "params": [
—"0x2e4694875de2a7da9c3186a176c52760d58694e4"] ,"id" :101}' 'localhost:8545'

// Result

{"jsonrpc":"2.0","1d":100,"result" :{"pending" : {}, "queued" : {}}}

2.5 Chain3 JavaScript ¥4 EE

Chain3 JavaScript § (¥ R BETF L1 javascript P, F IR FIBLIFAERS G ) FT BRI 720 15 88280 1
ST, VERE, ORAPI, monc 8D T —AMBA AT . console ZHOFR T4 javaseript 95
G, SAFRAEAT chaind js B, DMERATIT DI chaind XF4:5 %41 579 JSON-RPC # 11
fige i

TPk AT DA “chaind* XX DApp #Y R EEATIR ] - chaind i1 RPC calls RANEREAR 55 4% VNODE.
(HEREORERR VNODE [R454+7JF RPC #21:
./moac —rpc —rpcport 8545

chain3 [T % me X4 - chaind.mc SEHET M A SN2 Ab, TE accounts TSIt 720 5 %44 5)
g, AR B A FIIERThAE, DA P . chaind IRAE 7RI FEER P SCS X HAYXT S scs
Over time we’ 1l introduce other objects such as SCS for the other chain3 protocols. B Z 151 7] PAZETE
AR example k3] here.

2.5.1 {EAEEHEL (CALLBACK)

As this API is designed to work with a local RPC node and all its functions are by default use synchronous
HTTP requests.con

If you want to make an asynchronous request, you can pass an optional callback as the last parameter to

most functions. All callbacks are using an error first callback style:
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chain3.mc.getBlock(48, function(error, result){
if (terror)
console.log(result)
else

console.error(error);

b

2.5.2 #tArBHITE S

Batch requests allow queuing up requests and processing them at once.

var batch = chain3.createBatch();

batch.add(chain3.mc.getBalance.request ('0x0000000000000000000000000000000000000000" ,
—'latest', callback));

batch.add(chain3.mc.contract(abi) .at(address) .balance.request(address, callback2));

batch.execute();

2.5.3 A note on big numbers in chain3.js

You will always get a BigNumber object for balance values as JavaScript is not able to handle big numbers

correctly. Look at the following examples:

"101010100324325345346456456456456456456"

// "101010100324325345346456456456456456456"
101010100324325345346456456456456456456

// 1.0101010032432535e+38

chain3.js depends on the BigNumber Library and adds it automatically.

var balance = new BigNumber ('123456786979284780000000000") ;

// or var balance = chain3.mc.getBalance(someAddress);

balance.plus(21) .toString(10); // toString(10) converts it to a number string
// "123456786979284780000000021"

The next example wouldn’ t work as we have more than 20 floating points, therefore it is recommended that

you always keep your balance in sha and only transform it to other units when presenting to the user:

var balance = new BigNumber ('13124.234435346456466666457455567456") ;

(M owgksr)
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balance.plus(21) .toString(10); // toString(10) converts it to a number string, but can

—only show max 20 floating points

// "13145.23443534645646666646" // you number would be cut after the 20 floating point

2.5.4 Chain3 Javascript Dapp API Reference

chaind

e version

— api

— node

— network

— moac
isConnected()
setProvider(provider)
currentProvider
reset()
sha3(string)
toHex(stringOrNumber)
toAscii(hexString)
fromAscii(textString, [padding])
toDecimal(hexString)
toChecksumAddress(string)
fromDecimal(number)
fromSha(numberStringOrBigNumber, unit)
toSha(numberStringOrBigNumber, unit)
toBigNumber(numberOrHexString)
isAddress(hexString)
net

— listening/getListening

— peerCount/getPeerCount
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— defaultAccount
— defaultBlock
— syncing/getSyncing
— isSyncing
— coinbase/getCoinbase
— hashrate/getHashrate
— gasPrice/getGasPrice
— accounts/getAccounts
— mining/getMining
— blockNumber/getBlockNumber
— getBalance(address)
— getStorageAt(address, position)
— getCode(address)
— getBlock(hash/number)
— getBlock TransactionCount(hash/number)
— getUncle(hash/number)
— getBlockUncleCount(hash/number)
— getTransaction(hash)
— getTransactionFromBlock(hashOrNumber, indexNumber)
— getTransactionReceipt(hash)
— getTransactionCount(address)
— sendTransaction(object)
— call(object)
— estimateGas(object)
— filter(array (, options) )
* watch(callback)
* stop Watching(callback)
* get()

— contract(abiArray)

2.5. Chain3 JavaScript ¥R
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— contract.myMethod()
— contract.myFEvent()
— contract.allEvents()
— encodeParams

— namereq

— sendIBAN Transaction
— tban

— fromAddress

— fromBban

— createlndirect

— isValid

— isDirect

— usIndirect

— checksum

— institution

— client

— address

— toString

Usage

chain3.version.api

The chain3 object provides all methods.

Example

var Chain3 = require('chain3');
// create an instance of chain3 using the HTTP provider.

var chain3 = new Chain3(new Chain3.providers.HttpProvider("http://localhost:8545"));

chain3.version.api
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chain3.version.api

// or async

chain3.version.getApi(callback(error, result){ 1))
Returns

String - The moac js api version.

Example

var version = chain3.version.api;

console.log(version); // "0.2.0"

chain3.version.node

chain3.version.node

// or async

chain3.version.getClient (callback(error, result){ ... })

Returns

String - The client/node version.

Example

var version = chain3.version.node;

console.log(version); // "Moac/v0.1.0-develop/darwin-amd64/gol.9"

chain3.version.network

chain3.version.network

// or async

chain3.version.getNetwork(callback(error, result){

b

Returns

String - The network protocol version.
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Example

var version = chain3.version.network;

console.log(version); // 54

chain3.version.moac

chain3.version.moac

// or async

chain3.version.getMoac(callback(error, result){ ... })

Returns

String - The moac protocol version.

Example

var version = chain3.version.moac;

console.log(version); // 0x3f

chain3.isConnected

chain3.isConnected ()

Should be called to check if a connection to a node exists

Parameters

none

Returns

Boolean

Example
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if (1 chain3.isConnected()) {

// show some dialog to ask the user to start a node

} else {

// start chain3 filters, calls, etc

chain3.setProvider

chain3.setProvider (provider)

Should be called to set provider.

Parameters

none

Returns

undefined

Example

chain3.setProvider(new chain3.providers.HttpProvider('http://localhost:8545"')); // 8545,

—for go/moac

chain3.currentProvider

chain3.currentProvider

Will contain the current provider, if one is set. This can be used to check if moac etc. set already a provider.

Returns

Object - The provider set or null;
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Example

// Check if moac etc. already set a provider
if (!chain3. currentProvider)

chain3.setProvider(new chain3.providers.HttpProvider("http://localhost:8545"));

chain3.reset

chain3.reset (keepIsSyncing)

Should be called to reset state of chain3. Resets everything except manager. Uninstalls all filters. Stops

polling.

Parameters

1. Boolean - If true it will uninstall all filters, but will keep the chain3.mc.isSyncing() polls

Returns

undefined

Example

chain3.reset();

chain3.sha3

chain3.sha3(string [, callback])

Parameters

1. String - The string to hash using the SHA3 algorithm

2. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

String - The SHA3 of the given data.
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Example

var str = chain3.sha3("Some ASCII string to be hashed in MOAC");
console.log(str); // "Oxbfa24877cd68e6734710402a2af3e29cf18bd6d2f304aab28ffa3a32fa7652d2"

chain3.toHex

chain3.toHex(mixed) ;

Converts any value into HEX.

Parameters

1. String|Number|0Object|Array|BigNumber - The value to parse to HEX. If its an object or array it
will be JSON.stringify first. If its a BigNumber it will make it the HEX value of a number.

Returns

String - The hex string of mixed.

Example

var str = chain3.toHex("moac network");

console.log(str); // '0x6d6£f6163206e6574776£726b"

console.log(chain3.toHex({moac: 'test'}));
//'0x7b226d6£6163223a22746573742274d."

chain3.toAscii

chain3.toAscii

chain3.toAscii(hexString);

Converts a HEX string into a ASCII string.

Parameters

1. String - A HEX string to be converted to ascii.
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Returns

String - An ASCII string made from the given hexString.

Example

var str = chain3.toAscii("0x0x6d6f6163206e6574776£726b") ;

console.log(str); // "moac network"

chain3.fromAscii

chain3.fromAscii(string);

Converts any ASCII string to a HEX string.

Parameters

String - An ASCII string to be converted to HEX.

Returns

String - The converted HEX string.

Example

var str = chain3.fromAscii('moac network');

console.log(str); // "0x6d6£6163206e6574776£726b"

chain3.toChecksumAddress

chain3.toChecksumAddress (hexString) ;

Converts a string to the checksummed address equivalent.

Parameters

1. String - A string to be converted to a checksummed address.
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Returns

String - A string containing the checksummed address.

Example

var myAddress = chain3.toChecksumAddress('0xa0c876ec9f2d817c4304a727536£36363840c02c');
console.log(myAddress); // '0xA0C876eC9F2d817c4304A727536£36363840c02c

chain3.toDecimal

chain3.toDecimal (hexString) ;

Converts a HEX string to its number representation.

Parameters

1. String - An HEX string to be converted to a number.

Returns

Number - The number representing the data hexString.

Example

var number = chain3.toDecimal('0x15"');

console.log(number); // 21

chain3.fromDecimal

chain3.fromDecimal (number) ;

Converts a number or number string to its HEX representation.

Parameters

1. Number|String - A number to be converted to a HEX string.
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Returns

String - The HEX string representing of the given number.

Example

var value = chain3.fromDecimal('21');

console.log(value); // "Ox15"

chain3.fromSha

chain3.fromSha (number, unit)

Converts a number of sha into the following moac units:
o ksha/femtomc
o msha/picomc
o gsha/nano/xiao
e micro/sand
e milli
e mc
e kmc/grand
o mmc
e gmc

e tmc

Parameters

1. Number|String|BigNumber - A number or BigNumber instance.

2. String - One of the above moac units.

Returns

String|BigNumber - Either a number string, or a BigNumber instance, depending on the given number

parameter.
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Example

var value = chain3.fromSha('21000000000000"', 'Xiao');
console.log(value); // "21000"

chain3.toSha

chain3.toSha(number, unit)

Converts a moac unit into sha. Possible units are:
o ksha/femtomc
» msha/picomc
o gsha/nano/xiao
e micro/sand
e milli
e mC
e kmc/grand
o mmc
e gmc

e tmc

Parameters

1. Number|String|BigNumber - A number or BigNumber instance.

2. String - One of the above moac units.

Returns

String|BigNumber - Either a number string, or a BigNumber instance, depending on the given number

parameter.

Example

var value = chain3.toSha('1l', 'mc');
console.log(value); // "1000000000000000000" = 1el8
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chain3.toBigNumber

chain3. toBigNumber (numberOrHexString) ;

Converts a given number into a BigNumber instance.

See the note on BigNumber.

Parameters

1. Number|String - A number, number string or HEX string of a number.

Returns

BigNumber - A BigNumber instance representing the given value.

Example

var value = chain3.toBigNumber ('200000000000000000000001 ") ;

console.log(value); // instance0f BigNumber, { [String: '2.00000000000000000000001e+23"'],
—~s: 1, e: 23, c: [ 2000000000, 1 1 }

console.log(value.toNumber()); // 2.0000000000000002e+23

console.log(value.toString(10)); // '200000000000000000000001"

chain3.net

chain3.net.listening

chain3.net.listening
// or async

chain3.net.getListening(callback(error, result){ ... })

This property is read only and says whether the node is actively listening for network connections or not.

Returns

Boolean - true if the client is actively listening for network connections, otherwise false.
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Example

var listening = chain3.net.listening;

console.log(listening); // true of false

chain3.net.peerCount

chain3.net.peerCount
// or async

chain3.net.getPeerCount (callback(error, result){ ... })

This property is read only and returns the number of connected peers.

Returns

Number - The number of peers currently connected to the client.

Example

var peerCount = chain3.net.peerCount;

console.log(peerCount); // 4

chain3.mec

Contains the MOAC blockchain related methods.

Example

var mc = chain3.mc;

chain3.mc.default Account

chain3.mc.defaultAccount

This default address is used for the following methods (optionally you can overwrite it by specifying the

from property):
o chain3.mc.send Transaction()

o chain3.mc.call()
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Values

String, 20 Bytes - Any address you own, or where you have the private key for.

Default is undefined.

Returns

String, 20 Bytes - The currently set default address.

Example

var defaultAccount = chain3.mc.defaultAccount;

console.log(defaultAccount); // 'undefined'

// set the default block
chain3.mc.defaultAccount = '0x8888f1f195afal192cfee860698584c030f4c9dbl";
console.log(chain3.mc.defaultAccount);//'0x8888f1f195afa192cfee860698584c030f4c9dbl "

chain3.mc.defaultBlock

chain3.mc.defaultBlock

This default block is used for the following methods (optionally you can overwrite the defaultBlock by passing

it as the last parameter):

chain3.me.getBalance()
chaind.me.getCode()
chain3.mc.get TransactionCount()
chaind.me.getStorage At()

chaind.mc.call()

Values

Default block parameters can be one of the following:

e Number - a block number

String - "earliest", the genisis block

String - "latest", the latest block (current head of the blockchain)
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e String - "pending", the currently mined block (including pending transactions)

Default is latest

Returns

Number | String - The default block number to use when querying a state.

Example

var defaultBlock = chain3.mc.defaultBlock;
console.log(defaultBlock); // 'latest'

// set the default block
chain3.mc.defaultBlock = 12345;
console.log(chain3.mc.defaultAccount);//'12345'

chain3.mc.syncing

chain3.mc.syncing
// or async

chain3.mc.getSyncing(callback(error, result){ ... })

This property is read only and returns the either a sync object, when the node is syncing or false.

Returns

Object|Boolean - A sync object as follows, when the node is currently syncing or false: - startingBlock:
Number - The block number where the sync started. - currentBlock: Number - The block number where at
which block the node currently synced to already. - highestBlock: Number - The estimated block number

to sync to.

Example

var sync = chain3.mc.syncing;
console.log(sync);
/*
{
startingBlock: 300,
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(8:EW)

currentBlock: 312,
highestBlock: 512

*/

chain3.mc.isSyncing

chain3.mc.isSyncing(callback) ;

This convenience function calls the callback everytime a sync starts, updates and stops.

Returns

Object - a isSyncing object with the following methods:

e syncing.addCallback(): Adds another callback, which will be called when the node starts or stops

syncing.

e syncing.stopWatching(): Stops the syncing callbacks.

Callback return value

e Boolean - The callback will be fired with true when the syncing starts and with false when it stopped.
e Object - While syncing it will return the syncing object:

e startingBlock: Number - The block number where the sync started.

e currentBlock: Number - The block number where at which block the node currently synced to already.

o highestBlock: Number - The estimated block number to sync to.

Example

chain3.mc.isSyncing(function(error, sync){
if (terror) {
// stop all app activity
if (sync === true) {
// we use “true’, so it stops all filters, but not the chain3.mc.syncing,
—polling

chain3.reset (true);

(T gk%E)
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(8:EW)

// show sync info
} else if(sync) {

console.log(sync.currentBlock) ;
// re-gain app operation

} else {

// run your app init function...

3

chain3.mc.coinbase

chain3.mc.coinbase
// or async

chain3.mc.getCoinbase(callback(error, result){ ... })

This property is read only and returns the coinbase address were the mining rewards go to.

Returns

String - The coinbase address of the client.

Example

var coinbase = chain3.mc.coinbase;
console.log(coinbase); // "0x407d73d8a49eeb85d32¢f465507dd71d507100c1"

chain3.mc.mining

chain3d.mc.mining
// or async

chain3.mc.getMining(callback(error, result){ ... })

This property is read only and says whether the node is mining or not.

Returns

Boolean - true if the client is mining, otherwise false.

2.5. Chain3 JavaScript ¥R

101




MOACdocs-chn Documentation

Example

var mining = chain3.mc.mining;

console.log(mining); // true or false

chain3.mc.hashrate

chain3.mc.hashrate
// or async

chain3.mc.getHashrate(callback(error, result){ ... })

This property is read only and returns the number of hashes per second that the node is mining with.

Returns

Number - number of hashes per second.

Example

var hashrate = chain3.mc.hashrate;
console.log(hashrate); // 493736

chain3.mc.gasPrice

chain3.mc.gasPrice
// or async

chain3.mc.getGasPrice(callback(error, result){ ... })

This property is read only and returns the current gas price. The gas price is determined by the x latest

blocks median gas price.

Returns

BigNumber - A BigNumber instance of the current gas price in sha.

See the note on BigNumber.

102 Chapter 2. BERRBRHFFIIER




MOACdocs-chn Documentation

Example

var gasPrice = chain3.mc.gasPrice;
console.log(gasPrice.toString(10)); // "20000000000"

chain3.mc.accounts

chain3.mc.accounts
// or async

chain3.mc.getAccounts(callback(error, result){ ... })

This property is read only and returns a list of accounts the node controls.

Returns

Array - An array of addresses controlled by client.

Example

var accounts = chain3.mc.accounts;

console.log(accounts); // ["0x407d73d8a49eeb85d32cf465507dd71d507100c1"]

chain3.mc.blockNumber

chain3.mc.blockNumber
// or async

chain3.mc.getBlockNumber(callback(error, result){ ... })

This property is read only and returns the current block number.

Returns

Number - The number of the most recent block.

Example

var number = chain3.mc.blockNumber;
console.log(number); // 2744
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chain3.mc.getBalance

chain3.mc.getBalance(addressHexString [, defaultBlock] [, callback])

Get the balance of an address at a given block.

Parameters

1. String - The address to get the balance of.

2. Number |String - (optional) If you pass this parameter it will not use the default block set with
chain8.mc.defaultBlock.

3. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

String - A BigNumber instance of the current balance for the given address in sha.

See the note on BigNumber.

Example

var balance = chain3.mc.getBalance("0x407d73d8a49eeb85d32cf465507dd71d507100c1");
console.log(balance); // instanceof BigNumber

console.log(balance.toString(10)); // '1000000000000"
console.log(balance.toNumber()); // 1000000000000

chain3.mc.getStorageAt

chain3.mc.getStorageAt (addressHexString, position [, defaultBlock] [, callback])

Get the storage at a specific position of an address.

Parameters

1. String - The address to get the storage from.

2. Number - The index position of the storage.
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3. Number|String - (optional) If you pass this parameter it will not use the default block set with
chain8.mc.defaultBlock.

4. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

String - The value in storage at the given position.

Example

var state = chain3.mc.getStorageAt ("0x407d73d8a49eeb85d32cf465507dd71d507100c1", 0);
console.log(state); // "0x03"

chain3.mc.getCode

chain3.mc.getCode(addressHexString [, defaultBlock] [, callback])

Get the code at a specific address. For a contract address, return the binary code of the contract.

Parameters

1. String - The address to get the code from.

2. Number |String - (optional) If you pass this parameter it will not use the default block set with
chain3.mc.defaultBlock.

3. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

String - The data at given address addressHexString.

Example

var code = chain3.mc.getCode("0x1d12aec505caa2b8513cdad9a13e9d4806a1b704") ;
console.log(code); //
—"0x6001600080358112818181146012578301005b601b6001356025565b8060005260206000£250600060078R2029050919050!

n
—
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chain3.mc.getBlock

chain3.mc.getBlock (blockHashOrBlockNumber [, returnTransactionObjects] [, callback])

Returns a block matching the block number or block hash.

Parameters

. String|Number - The block number or hash. Or the string "earliest", "latest" or "pending" as in

the default block parameter.

Boolean - (optional, default false) If true, the returned block will contain all transactions as objects,

if false it will only contains the transaction hashes.

Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

Object - The block object:

number: Number - the block number. null when its pending block.

hash: String, 32 Bytes - hash of the block. null when its pending block.

parentHash: String, 32 Bytes - hash of the parent block.

nonce: String, 8 Bytes - hash of the generated proof-of-work. null when its pending block.
sha3Uncles: String, 32 Bytes - SHA3 of the uncles data in the block.

logsBloom: String, 256 Bytes - the bloom filter for the logs of the block. null when its pending
block.

transactionsRoot: String, 32 Bytes - the root of the transaction trie of the block

stateRoot: String, 32 Bytes - the root of the final state trie of the block.

miner: String, 20 Bytes - the address of the beneficiary to whom the mining rewards were given.
difficulty: BigNumber - integer of the difficulty for this block.

totalDifficulty: BigNumber - integer of the total difficulty of the chain until this block.
extraData: String - the “extra data” field of this block.

size: Number - integer the size of this block in bytes.

gasLimit: Number - the maximum gas allowed in this block.
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o gasUsed: Number - the total used gas by all transactions in this block.
o timestamp: Number - the unix timestamp for when the block was collated.

e transactions: Array - Array of transaction objects, or 32 Bytes transaction hashes depending on the

last given parameter.

e uncles: Array - Array of uncle hashes.

Example

var info = chain3.mc.getBlock(0);
console.log(info);
/*
{ difficulty: { [String: '100000000000'] s: 1, e: 11, c: [ 100000000000 ] },
extraData: '0x31393639415250414e4554373354435049503039425443323031384d4£4143",
gasLimit: 9000000,
gasUsed: O,
hash: '0x6b9661646439fab926ffc9bccdf3abb572d5209ae59e3390abf76aee4e2d49cd’,
logsBloom:
—'0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000000

1
—

miner: '0x0000000000000000000000000000000000000000",

mixHash: '0x0000000000000000000000000000000000000000000000000000000000000000" ,
nonce: '0x0000000000000042",

number: O,

parentHash: '0x0000000000000000000000000000000000000000000000000000000000000000" ,
receiptsRoot: '0x56e81f171bccbba6f£8345e692c0£86e5b48e01b996cadc001622fb5e363b421",
sha3Uncles: 'Oxldcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142fd40d449347",
size: 540,

stateRoot: 'Oxe221c9e4ad19514d7ce3ebb0bec3ad7f6cc293336e59¢c301cda293cfbda83df6’,
timestamp: O,

totalDifficulty: { [String: '100000000000'] s: 1, e: 11, c: [ 100000000000 ] 3%,
transactions: [],

transactionsRoot: '0Ox56e81f171bccb5a6ff8345e692c0£86e5b48e01b996cadc001622fb5e363b421"',
uncles: [1 %}

*/

POOO000000000

chain3.mc.getBlockTransactionCount

chain3.mc.getBlockTransactionCount (hashStringOrBlockNumber [, callback])

Returns the number of transaction in a given block.
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Parameters

1. String|Number - The block number or hash. Or the string "earliest", "latest" or "pending" as in

the default block parameter.

2. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

Number - The number of transactions in the given block.

Example

var number = chain3.mc.getBlockTransactionCount (
—"0xddfb8508bf£841242099e640efe59f5e5252be1a60fa701d333e1a8bfdee6263") ;

console.log(number); // 1

chain3.mc.getUncle

chain3.mc.getUncle (blockHashStringOrNumber, uncleNumber [, returnTransactionObjects] [,

—»callback])

Returns a blocks uncle by a given uncle index position.

Parameters

1. String|Number - The block number or hash. Or the string "earliest", "latest" or "pending" as in

the default block parameter.
2. Number - The index position of the uncle.

3. Boolean - (optional, default false) If true, the returned block will contain all transactions as objects,

if false it will only contains the transaction hashes.

4. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

Object - the returned uncle. For a return value see chain3.mc.getBlock().

Note: An uncle doesn’ t contain individual transactions.
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Example

var uncle = chain3.mc.getUncle (500, 0);

console.log(uncle); // see chain3.mc.getBlock

chain3.mc.getTransaction

chain3.mc.getTransaction(transactionHash [, callback])

Returns a transaction matching the given transaction hash.

Parameters
1. String - The transaction hash.
2. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note
for details.
Returns

Object - A transaction object its hash transactionHash:

hash: String, 32 Bytes - hash of the transaction.

nonce: Number - the number of transactions made by the sender prior to this one.

blockHash: String, 32 Bytes - hash of the block where this transaction was in. null when its pending.
blockNumber: Number - block number where this transaction was in. null when its pending.

transactionIndex: Number - integer of the transactions index position in the block. null when its

pending.

from: String, 20 Bytes - address of the sender.

to: String, 20 Bytes - address of the receiver. null when its a contract creation transaction.
value: BigNumber - value transferred in Sha.

gasPrice: BigNumber - gas price provided by the sender in Sha.

gas: Number - gas provided by the sender.

input: String - the data sent along with the transaction.
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Example

var txhash = "0x687751dd47684f4b5df263ae4ec39f54£057d0e2al1dde56£9d52766849c9cT7fe";

var transaction = chain3.mc.getTransaction(txhash);
console.log(transaction);
/*
{ blockHash: '0x716c602d49055b4e24fbe7da952c1ad81820ad0401f3cb3ce12e832fbcc368£5",
blockNumber: 57259,
from: 'Ox7cfd775c7a97aa632846eff35dcf9dbcf502d0£3"',
gas: 1000,
gasPrice: { [String: '200000000000'] s: 1, e: 11, c: [ 200000000000 ] },
hash: 'Oxf1c1771204431c1c584e793b49d41586a923c370be93673aac42d66252bc8d0a’,
input: 'Ox',
nonce: 840,
syscnt: '0x0',
to: '0x3435410589ebd06b74079a1e141759d8502aeb8b"',
transactionIndex: 689,
value: { [String: '1000000000'] s: 1, e: 9, c: [ 1000000000 ] 1},
v: 'Oxea',
r: '0x772a72d0900e436b60f8be377e43dead3567241a85fbebb5517283e2dc8aca2b4d’,
s: '0x24477ec130£c4101289b37e6107acfe64026c898994273110faa8f19b8eab985",
shardingFlag: '0x0' }
*/

chain3.mc.get TransactionFromBlock

getTransactionFromBlock (hashStringOrNumber, indexNumber [, callback])

Returns a transaction based on a block hash or number and the transactions index position.

Parameters

1. String - A block number or hash. Or the string "earliest", "latest" or "pending" as in the default

block parameter.
2. Number - The transactions index position.

3. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.
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Returns

Object - A transaction object, see chain3.mc.getTransaction:

Example

var transaction = chain3.mc.getTransactionFromBlock(921, 2);

console.log(transaction); // see chain3.mc.getTransaction

chain3.mc.get TransactionReceipt

chain3.mc.getTransactionReceipt (hashString [, callback])

Returns the receipt of a transaction by transaction hash.

Note That the receipt is not available for pending transactions.

Parameters
1. String - The transaction hash.
2. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note
for details.
Returns

Object - A transaction receipt object, or null when no receipt was found:

blockHash: String, 32 Bytes - hash of the block where this transaction was in.
blockNumber: Number - block number where this transaction was in.

transactionHash: String, 32 Bytes - hash of the transaction.

transactionIndex: Number - integer of the transactions index position in the block.

from: String, 20 Bytes - address of the sender.

to: String, 20 Bytes - address of the receiver. null when its a contract creation transaction.

cumulativeGasUsed: Number - The total amount of gas used when this transaction was executed in
the block.

gasUsed: Number - The amount of gas used by this specific transaction alone.

contractAddress: String - 20 Bytes - The contract address created, if the transaction was a contract

creation, otherwise null.
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e logs: Array - Array of log objects, which this transaction generated.

Example

var receipt = chain3.mc.getTransactionReceipt(
< '0x9fc76417374aa880d4449a1f7£31ec597f00b1£6£3dd2d66£4c9c6c445836d8b ") ;

console.log(receipt);

{
"transactionHash": "0x9fc764173742a880d4449a1f7£31ec597f00b1f6£3dd2d66£4c9c6c445836d8b
"transactionIndex": O,
"blockHash": "Oxef95f2f1ed3cab60b048b4bf67cde2195961e0bbabf70bcbea%9a2c4e133e34b46",
"blockNumber": 3,
"contractAddress": "0xa94f5374fce5edbc8e2a8697c15331677e6ebfOb",
"cumulativeGasUsed": 314159,
"gasUsed": 30234,
"logs": [{
// logs as returned by getFilterLogs, etc.
y, .00
}

chain3d.mc.getTransactionCount

chain3.mc.getTransactionCount (addressHexString [, defaultBlock] [, callback])

Get the numbers of transactions sent from this address.

Parameters

1. String - The address to get the numbers of transactions from.

2. Number |String - (optional) If you pass this parameter it will not use the default block set with
chain8.mc.defaultBlock.

3. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

Number - The number of transactions sent from the given address.
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Example

var number = chain3.mc.getTransactionCount ("0x407d73d8a49eeb85d32cf465507dd71d507100c1");

console.log(number); // 1

chain3.mc.send Transaction

chain3.mc.sendTransaction(transactionObject [, callback])

Sends a transaction to the network.

Parameters

—_

. Object - The transaction object to send:

from: String - The address for the sending account. Uses the chain3.mc.defaultAccount property, if

not specified.

to: String - (optional) The destination address of the message, can be an account address or a contract

address, left undefined for a contract-creation transaction.

value: Number |String|BigNumber - (optional) The value transferred for the transaction in Sha, also

the endowment if it’ s a contract-creation transaction.

gas: Number|String|BigNumber - (optional, default: To-Be-Determined) The amount of gas to use

for the transaction (unused gas is refunded).

gasPrice: Number|String|BigNumber - (optional, default: To-Be-Determined) The price of gas for

this transaction in sha, defaults to the mean network gas price.

data: String - (optional) Either a byte string containing the associated data of the message, or in the

case of a contract-creation transaction, the initialisation code.

nonce: Number - (optional) Integer of a nonce. This allows to overwrite your own pending transactions

that use the same nonce.

shardingFlag: Number|String - (optional) Set to 1 for micro/subchain direct contract-call, 0 or

undefine for global contract-creation transaction.

. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

String - The 32 Bytes transaction hash as HEX string.
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If the transaction was a contract creation use chain3.mc.getTransactionReceipt() to get the contract address,

after the transaction was mined.

Example

// compiled solidity source code using https://chriseth.github.io/cpp-ethereum/

var code =
—"603d80600c6000396000£3007c0100000000000000000000000000000000000000000000000000000000600
8060005260206000£3" ;

chain3.mc.sendTransaction({data: code}, function(err, address) {
if (lerr)
console.log(address); // "0x7f9fadelcO0d57a7af66abdead7c2eb7b11a91385"
B;

0350463c6888f

chain3.mc.call

chain3.mc.call(callObject [, defaultBlock] [, callback])

Executes a message call transaction, which is directly executed in the VM of the node, but never mined into
the blockchain.

Parameters

1. Object - A transaction object see chain3.mec.sendTransaction, with the difference that for calls the

from property is optional as well.

2. Number |String - (optional) If you pass this parameter it will not use the default block set with
chain3.mc.defaultBlock.

3. Function - (optional) If you pass a callback the HTTP request is made asynchronous. See this note

for details.

Returns

String - The returned data of the call, e.g. a codes functions return value.

Example
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var result = chain3.mc.call({

to: "0Oxc4abd0339eb8d57087278718986382264244252f" ,

data: "0xc6888£a10000000000000000000000000000000000000000000000000000000000000003"
IOk
console.log(result); //
—"0x0000000000000000000000000000000000000000000000000000000000000015"

chain3.mc.estimateGas

chain3.mc.estimateGas(callObject [, defaultBlock] [, callback])

Executes a message call or transaction, which is directly executed in the VM of the node, but never mined

into the blockchain and returns the amount of the gas used.

Parameters

See chaind.mc.sendTransaction, expect that all properties are optional.

Returns

Number - the used gas for the simulated call/transaction.

Example

var result = chain3.mc.estimateGas ({

to: "0xc4abd0339eb8d57087278718986382264244252f"

data: "0xc6888£a10000000000000000000000000000000000000000000000000000000000000003"
b
console.log(result); // "1465"

chain3.me.filter

// can be 'latest' or 'pending'
var filter = chain3.mc.filter(filterString) ;
// OR object are log filter options

var filter = chain3.mc.filter(options);

// watch for changes

(T ogkse)
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filter.watch(function(error, result){

if (lerror)

3

console.log(result);

// Additionally you can start watching right away, by passing a callback:

chain3.mc.filter(options, function(error, result){

if (lerror)

console.log(result);

b
Parameters

1. String|0bject - The string "latest" or "pending" to watch for changes in the latest block or pending
transactions respectively. Or a filter options object as follows:

o fromBlock: Number|String - The number of the earliest block (latest may be given to mean the
most recent and pending currently mining, block). By default latest.

o toBlock: Number|String - The number of the latest block (latest may be given to mean the most
recent and pending currently mining, block). By default latest.

o address: String - An address or a list of addresses to only get logs from particular account(s).

e topics: Array of Strings - An array of values which must each appear in the log entries. The order
is important, if you want to leave topics out use null, e.g. [null, '0x00...']. You can also pass
another array for each topic with options for that topic e.g. [null, ['optionl', 'option2']]

Returns

Object - A filter object with the following methods:

filter.get (callback): Returns all of the log entries that fit the filter.

filter.watch(callback): Watches for state changes that fit the filter and calls the callback. See this

note for details.

filter.stopWatching(): Stops the watch and uninstalls the filter in the node. Should always be

called once it is done.

Watch callback return value

String - When using the "latest" parameter, it returns the block hash of the last incoming block.
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e String - When using the "pending" parameter, it returns a transaction hash of the last add pending

transaction.
e Object - When using manual filter options, it returns a log object as follows:
— logIndex: Number - integer of the log index position in the block. null when its pending log.

— transactionIndex: Number - integer of the transactions index position log was created from.

null when its pending log.

— transactionHash: String, 32 Bytes - hash of the transactions this log was created from. null

when its pending log.

— blockHash: String, 32 Bytes - hash of the block where this log was in. null when its pending.
null when its pending log.

— blockNumber: Number - the block number where this log was in. null when its pending. null

when its pending log.
— address: String, 32 Bytes - address from which this log originated.
— data: String - contains one or more 32 Bytes non-indexed arguments of the log.

— topics: Array of Strings - Array of 0 to 4 32 Bytes DATA of indexed log arguments. (In
solidity: The first topic is the hash of the signature of the event (e.g. Deposit (address,bytes32,

uint256) ), except you declared the event with the anonymous specifier.)

Note For event filter return values see Contract Events

Example

var filter = chain3.mc.filter('pending');

filter.watch(function (error, log) {

console.log(log); // {"address":"0x0000000000000000000000000000000000000000", "data":
—"0x0000000000000000000000000000000000000000000000000000000000000000", ...}
B

// get all past logs again.

var myResults = filter.get(function(error, logs){ ... });

// stops and uninstalls the filter
filter.stopWatching();

chain3.mc.contract
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chain3.mc.contract (abiArray)

Creates a contract object for a solidity contract, which can be used to initiate contracts on an address.

can read more about events here.

Parameters

1. Array - ABI array with descriptions of functions and events of the contract.

Returns

Object - A contract object, which can be initiated as follows:

You

var MyContract = chain3.mc.contract(abiArray);

// instantiate by address

var contractInstance = MyContract.at([address]);

// deploy new contract
var contractInstance = MyContract.new([contructorParaml] [, contructorParam2], {data:
—'0x12345...", from: myAccount, gas: 1000000});

// Get the data to deploy the contract manually

var contractData = MyContract.new.getData([contructorParaml] [, contructorParam?2],
—{data: '0x12345...'3});

// contractData = '0x12345643213456000000000023434234 "

And then you can either initiate an existing contract on an address, or deploy the contract using the compiled

byte code:

// Instantiate from an existing address:

var myContractInstance = MyContract.at(myContractAddress);

// Or deploy a new contract:

// Deploy the contract asyncronous:

var myContractReturned = MyContract.new(paraml, param2, {
data: myContractCode,
gas: 300000,

from: mySenderAddress}, function(err, myContract){

(T gk%E)
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if(lterr) {
// NOTE: The callback will fire twice!
// Once the contract has the transactionHash property set and once its deployed,,

—on an address.

// e.g. check tx hash on the first call (transaction send)
if (!myContract.address) {
console.log(myContract.transactionHash) // The hash of the transaction, which

—deploys the contract

// check address on the second call (contract deployed)
} else {

console.log(myContract.address) // the contract address

// Note that the returned "myContractReturned" === "myContract",
// so the returned "myContractReturned" object will also get the address set.
b
s

// Deploy contract syncronous: The address will be added as soon as the contract isy
—mined.

// Additionally you can watch the transaction by using the "transactionHash" property
var myContractInstance = MyContract.new(paraml, param2, {data: myContractCode, gas:
—300000, from: mySenderAddress});

myContractInstance.transactionHash // The hash of the transaction, which created the
—contract

myContractInstance.address // undefined at start, but will be auto-filled later

Note When you deploy a new contract, you should check for the next 12 blocks or so if the contract code

is still at the address (using chain3.mc.getCode()), to make sure a fork didn’ t change that.

Example

// contract abi

var abi = [{
name: 'myConstantMethod',
type: 'function',

constant: true,

(R
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inputs: [{ name: 'a', type: 'string' }],
outputs: [{name: 'd', type: 'string' }]

name: 'myStateChangingMethod',

type: 'function',

constant: false,

inputs: [{ name: 'a', type: 'string' }, { name: 'b', type: 'int' }],
outputs: []

name: 'myEvent',

type: 'event',

inputs: [{name: 'a', type: 'int', indexed: true},{name: 'b', type: 'bool', indexed:
—false]
35

// creation of contract object

var MyContract = chain3.mc.contract(abi);

// initiate contract for an address

var myContractInstance = MyContract.at('0xc4abd0339eb8d57087278718986382264244252f"') ;

// call constant function
var result = myContractInstance.myConstantMethod('myParam') ;

console.log(result) // '0x25434534534'

// send a transaction to a function

myContractInstance.myStateChangingMethod('someParaml', 23, {value: 200, gas: 2000});

// short hand style

chain3.mc.contract(abi) .at(address) .myAwesomeMethod(...);

// create filter
var filter = myContractInstance.myEvent({a: 5}, function (error, result) {
if (lerror)
console.log(result);
/*
{
address: '0x8718986382264244252fc4abd0339eb8d5708727",
topics: "0x12345678901234567890123456789012",
—"0x0000000000000000000000000000000000000000000000000000000000000005" ,

(T gk%E)
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data: "0x0000000000000000000000000000000000000000000000000000000000000001 ",

*/
B

Contract Methods

// Automatically determines the use of call or sendTransaction based on the method type

myContractInstance.myMethod(paraml [, param2, ...] [, transactionObject] [, callback]);

// Explicitly calling this method
myContractInstance.myMethod.call(paraml [, param2, ...] [, tramsactionObject] [,
—callback]);

// Explicitly sending a transaction to this method
myContractInstance.myMethod.sendTransaction(paraml [, param2, ...] [, transactionObject]
— [, callback]);

// Explicitly sending a transaction to this method
myContractInstance.myMethod.sendTransaction(paraml [, param2, ...] [, transactionObject]
— [, callback]);

// Get the call data, so you can call the contract through some other means
var myCallData = myContractInstance.myMethod.getData(paraml [, param2, ...]);
// myCallData = '0x45ff3ff6000000000004545345345345. .

The contract object exposes the contracts methods, which can be called using parameters and a transaction

object.

Parameters

o String|Number - (optional) Zero or more parameters of the function.

o Object - (optional) The (previous) last parameter can be a transaction object, see

chain3.mc.sendTransaction parameter 1 for more.

o Function - (optional) If you pass a callback as the last parameter the HTTP request is made asyn-

chronous. See this note for details.
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Returns

String - If its a call the result data, if its a send transaction a created contract address, or the transaction

hash, see chain3.mc.sendTransaction for details.

Example

// creation of contract object

var MyContract = chain3.mc.contract(abi);

// initiate contract for an address
var myContractInstance = MyContract.at('0x78e97bcc5b5dd9ed228fed7a4887c0d7287344a9"');

var result = myContractInstance.myConstantMethod('myParam');

console.log(result) // '0x25434534534'

myContractInstance.myStateChangingMethod('someParami', 23, {value: 200, gas: 2000},

—function(err, result){ ... });

Contract Events

var event = myContractInstance.MyEvent({valueA: 23} [, additionalFilterObject])

// watch for changes
event.watch(function(error, result){
if (lerror)
console.log(result) ;

3

// Or pass a callback to start watching immediately
var event = myContractInstance.MyEvent([{valueA: 23}] [, additionalFilterObject] ,
—function(error, result){
if (lerror)
console.log(result);

B

You can use events like filters and they have the same methods, but you pass different objects to create the

event filter.
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Parameters

1. Object - Indexed return values you want to filter the logs by, e.g. {'valueA': 1, 'valueB':
[myFirstAddress, mySecondAddress]}. By default all filter values are set to null. It means, that

they will match any event of given type sent from this contract.

2. Object - Additional filter options, see filters parameter 1 for more. By default filterObject has field

‘address’ set to address of the contract. Also first topic is the signature of event.

3. Function - (optional) If you pass a callback as the last parameter it will immediately start watching

and you don’ t need to call myEvent.watch(function(){}). See this note for details.

Callback return

Object - An event object as follows:
e args: Object - The arguments coming from the event.
o event: String - The event name.
e logIndex: Number - integer of the log index position in the block.
e transactionIndex: Number - integer of the transactions index position log was created from.
e transactionHash: String, 32 Bytes - hash of the transactions this log was created from.
e address: String, 32 Bytes - address from which this log originated.
e blockHash: String, 32 Bytes - hash of the block where this log was in. null when its pending.

e blockNumber: Number - the block number where this log was in. null when its pending.

Example

var MyContract = chain3.mc.contract(abi);
var myContractInstance = MyContract.at('0x78e97bcc5b5dd9ed228fed7a4887c0d7287344a9"');

// watch for an event with {some: 'args'}
var myEvent = myContractInstance.MyEvent({some: 'args'}, {fromBlock: 0, toBlock: 'latest
~'};

myEvent .watch(function(error, result){

B

// would get all past logs again.

var myResults = myEvent.get (function(error, logs){ ... });
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// would stop and uninstall the filter

myEvent . stopWatching() ;

Contract allEvents

var events = myContractInstance.allEvents([additionalFilterObject]);

// watch for changes
events.watch(function(error, event){
if (lerror)
console.log(event);

B

// Or pass a callback to start watching immediately
var events = myContractInstance.allEvents([additionalFilterObject,] function(error, log){
if (lerror)
console.log(log) ;
b;

Will call the callback for all events which are created by this contract.

Parameters

1. Object - Additional filter options, see filters parameter 1 for more. By default filterObject has field

‘address’ set to address of the contract. Also first topic is the signature of event.

2. Function - (optional) If you pass a callback as the last parameter it will immediately start watching

and you don’ t need to call myEvent.watch(function(){3}). See this note for details.

Callback return

Object - See Contract Events for more.
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Example

var MyContract = chain3.mc.contract(abi);

var myContractInstance = MyContract.at('0x78e97bcc5b5dd9ed228fed7a4887c0d7287344a9"');

// watch for an event with {some: 'args'}
var events = myContractInstance.allEvents({fromBlock: 0, toBlock: 'latest'});

events.watch(function(error, result){

3

// would get all past logs again.

events.get (function(error, logs){ ... });

// would stop and uninstall the filter

myEvent . stopWatching() ;

chain3.encodeParams

chain3.encodeParams

Encode a list of parameters array into HEX codes. ##### Parameters
e types - list of types of params

e params - list of values of params

Example

var types = ['int','string'];

var args = [100, '4000'];

var dataHex = 'Ox' + chain3.encodeParams(types, args);
console.log("encoded params:", dataHex);

// outputs

encoded,

—params : 0x0000000000000000000000000000000000000000000000000000000000000064000000000000000

POOO000000000
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chain3.mc.namereg

chain3.mc.namereg

Returns GlobalRegistrar object.

Usage

see namereg example

chain3.mc.sendIBANTransaction

var txHash = chain3.mc.sendIBANTransaction('0x00c5496aee77c1balf0854206a26dda82a81d6ds8",
— 'XE66MOACXREGGAVOFYORK', 0x100);

Sends IBAN transaction from user account to destination IBAN address.

Parameters

o string - address from which we want to send transaction
e string - IBAN address to which we want to send transaction

e value - value that we want to send in IBAN transaction

chain3.mc.iban

var i = new chain3.mc.iban("XES81ETHXREGGAVOFYORK") ;

chain3.mc.iban.fromAddress

var i = chain3.mc.iban.fromAddress('0xd814f2ac2c4cadd9b33066582e4e97ebaec02f2ab9");
console.log(i.toString()); // 'XE72P8019KRSWXUGDY294PZ66TAZGFS9INT

chain3.mc.iban.fromBban

var i = chain3.mc.iban.fromBban('XE66MOACXREGGAVOFYORK') ;
console.log(i.toString()); // "XE71XE66MOACXREGGAVOFYORK"
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chain3.mc.iban.createlndirect

var i = chain3.mc.iban.createIndirect({
institution: "XREG",
identifier: "GAVOFYORK"
b
console.log(i.toString()); // "XE66MOACXREGGAVOFYORK"

chain3.mc.iban.isValid

var valid = chain3.mc.iban.isValid("XE66MOACXREGGAVOFYORK") ;
console.log(valid); // true

var valid2 = chain3.mc.iban.isValid("XE76MOACXREGGAVOFYORK") ;

console.log(valid2); // false, cause checksum is incorrect

var i = new chain3.mc.iban("XE66MOACXREGGAVOFYORK") ;
var valid3 = i.isValid();

console.log(valid3); // true

chain3.mc.iban.isDirect

var i = new chain3.mc.iban("XE66MOACXREGGAVOFYORK") ;
var direct = i.isDirect();

console.log(direct); // false

chain3.mc.iban.isIndirect

var i = new chain3.mc.iban("XE66MOACXREGGAVOFYORK") ;
var indirect = i.isIndirect();

console.log(indirect); // true

chain3.mc.iban.checksum

var i = new chain3.mc.iban("XE66MOACXREGGAVOFYORK") ;
var checksum = i.checksum();

console.log(checksum); // "66"
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chain3.mc.iban.institution

var i = new chain3.mc.iban("XE66MOACXREGGAVOFYORK") ;
var institution = i.institution();

console.log(institution); // 'XREG'

chain3.mc.iban.client

var i = new chain3.mc.iban("XE66MOACXREGGAVOFYORK") ;
var client = i.client();

console.log(client); // 'GAVOFYORK'

chain3.mc.iban.address

var i = new chain3.mc.iban('XE72P8019KRSWXUGDY294PZ66T4ZGFS89INT ") ;
var address = i.address();

console.log(address); // 'd814f2ac2c4cad49b33066582e4e97ebae02f2ab9’

chain3.mc.iban.toString

var i = new chain3.mc.iban('XE72P8019KRSWXUGDY294PZ66T4ZGF89INT') ;
console.log(i.toString()); // 'XE72P8019KRSWXUGDY294PZ66T4ZGF89INT'

2.6 Chain3 GO ¥4

MOAC Go API was built for MOAC chain. It was developed from MOAC RPC API, which can be used
to develop Papp on MOAC chain. It supports both VNODE and SCS JSON RPC API methods in MOAC

network.

2.6.1 Chain3Go Installation
setup $SGOPATH

“ export GOPATH=/Users/[user]/go *

go get

“bash go get -u github.com/MOACChain/Chain3Go ¢
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2.6.2 MOAC Configuration

Install MOAC

Download latest MOAC Vnode and SCS Releases from here: https://github.com/MOACChain/moac-core/

releases

Run MOAC

Run moac vnode on testnet

./moac —testnet

Run moac scs to connect the VNODE locally
./scsserver

Create new accounts and send transactions

mc.coinbase
mc.accounts
personal.newAccount ()
passphrase:

repeat passphrase:

miner.start()
--wait a few seconds

miner.stop()

personal .unlockAccount ("0x18833df6ba69b4d50acc744e8294d128ed8db1f1")
mc.sendTransaction({from: '0x18833df6ba69bd4d50acc744e8294d128ed8dbifl', to:
— '0x2a022eb956d1962d867dcebd8fedbae71eed385a', value: chain3.toSha(12, "moac")})

Chain3Go Execution

g0 run main.go

2.6.3 Requirements

go "1.8.3

[Go installation instructions.|(https://golang.org/doc/install)
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2.7 Chain3 Java iR

chain8j <https://qgithub.com/MOACChain/chain3j> is a lightweight, highly modular, reactive, type safe

Java and Android library for working with Smart Contracts and integrating with clients (nodes) on the
MOAC network:

This allows you to work with the MOAC blockchain, without the additional overhead of having to write

your own integration code for the platform.

2.7.1 R

Complete implementation of MOAC’ s JSON-RPC client API over HTTP and IPC

Auto-generation of Java smart contract wrappers to create, deploy, transact with and call smart con-

tracts from native Java code (Solidity and

Reactive-functional API for working with filters

Support for MOAC gateway, so you don’ t have to run an MOAC client yourself
Comprehensive integration tests demonstrating a number of the above scenarios
Command line tools

Android compatible

It has five runtime dependencies:

RxJava for its reactive-functional API

OKHttp for HTTP connections

Jackson Core for fast JSON serialisation/deserialisation
Bouncy Castle (Spongy Castle on Android) for crypto

Jnr-unixsocket for *nix IPC (not available on Android)

It also uses JavaPoet for generating smart contract wrappers.

2.7.2 Commercial support and training

Commercial support and training is available from moac.io.

2.7.3 Quickstart

A chain3j sample project is available that demonstrates a number of core features of MOAC with chain3j,

including:

Connecting to a node on the MOAC network
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e Loading an MOAC keystore file

e Sending MOAC from one address to another

e Deploying a smart contract to the network

e Reading a value from the deployed smart contract
e Updating a value in the deployed smart contract

e Viewing an event logged by the smart contract

2.7.4 Getting started

Typically your application should depend on release versions of chain3j, but you may also use snapshot

dependencies for early access to features and fixes, refer to the ‘Snapshot Dependencies‘__ section.

Add the relevant dependency to your project:

2.7.5 Maven

Java 8:

<dependency>
<groupIld>io.github.moacchain</groupld>
<artifactId>chain3j</artifactId>
<version>0.1.0</version>

</dependency>

Android:

<dependency>
<groupIld>io.github.moacchain</groupld>
<artifactId>chain3j</artifactId>
<version>0.1.0-android</version>

</dependency>

2.7.6 Gradle

Java 8:

compile ('io.github.moacchain:chain3j:0.1.0")
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Android:

compile ('io.github.moacchain:chain3j:0.1.0-android')

2.7.7 Start a client

Start up an MOAC client if you don’ t already have one running, check _:

$ ./moac --rpcapi "personal,mc,net,chain3" --rpc --testnet

Chain3j chain3 = Chain3j.build(new HttpService("http://gateway.moac.io/testnet"));

2.7.8 Start sending requests

To send synchronous requests:

Chain3j chain3 = Chain3j.build(new HttpService()); // defaults to http://localhost:8545/
Chain3ClientVersion chain3ClientVersion = chain3.chain3ClientVersion().send();

String clientVersion = chain3ClientVersion.getChain3ClientVersion();

To send asynchronous requests using a CompletableFuture (Future on Android):

Chain3j chain3 = Chain3j.build(new HttpService()); // defaults to http://localhost:8545/
Chain3ClientVersion chain3ClientVersion = chain3.chain3ClientVersion().sendAsync().get();

String clientVersion = chain3ClientVersion.getChain3ClientVersion();

To use an RxJava Observable:

Chain3j chain3 = Chain3j.build(new HttpService()); // defaults to hitp://localhost:8545/
chain3.chain3ClientVersion() .observable() .subscribe(x —> {

String clientVersion = x.getChain3ClientVersion();

s

Note: for Android use:

Chain3j chain3 = Chain3jFactory.build(new HttpService()); // defaults to http://
—localhost:8545/
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2.7.9 IPC

chain3j also supports fast inter-process communication (IPC) via file sockets to clients running on the same
host as chain3j. To connect simply use the relevant IpcService implementation instead of HttpService when

you create your service:

// 0S X/Linuz/Uniz:
Chain3j chain3 = Chain3j.build(new UnixIpcService("/path/to/socketfile"));

// Windows
Chain3j chain3

Chain3j.build(new WindowsIpcService("/path/to/namedpipefile"));

Note: IPC is not currently available on chain3j-android.

2.7.10 Working with smart contracts with Java smart contract wrappers

chain3j can auto-generate smart contract wrapper code to deploy and interact with smart contracts without
leaving the JVM.

To generate the wrapper code, compile your smart contract:

$ solc <contract>.sol --bin --abi --optimize -o <output-dir>/

Then generate the wrapper code using chain3j’ s Command line tools:

chain3j solidity generate /path/to/<smart-contract>.bin /path/to/<smart-contract>.abi -o

—/path/to/src/main/java -p com.your.organisation.name

Now you can create and deploy your smart contract:

Chain3j chain3 = Chain3j.build(new HttpService()); // defaults to hitp://localhost:8545/
Credentials credentials = WalletUtils.loadCredentials("password", "/path/to/walletfile");

YourSmartContract contract = YourSmartContract.deploy(
<chain3j>, <credentials>,
GAS_PRICE, GAS_LIMIT,

<paraml>, ..., <paramN>).send(); // constructor params

Alternatively, if you use MOAC wallet, you can make use of its .json output files:
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# Open MOAC wallet and start a local MOUOAC node
# Click CONTRACTS tab and choose the "DEPLOY NEW CONTRACT" button
# Copy the contract codes to the "SOLIDITY CONTRACT SOURCE CODE"

# The codes will be auto compiled.

Then generate the wrapper code using chain3j’ s Command line tools:

$ cd /path/to/your/chain3j/java/project
$ chain3j truffle generate /path/to/<truffle-smart-contract-output>.json -o /path/to/src/

—main/java -p com.your.organisation.name

Whether using Truffle or solc directly, either way you get a ready-to-use Java wrapper for your contract.

So, to use an existing contract:

YourSmartContract contract = YourSmartContract.load(
"Ox<address>|<ensName>", <chain3j>, <credentials>, GAS_PRICE, GAS_LIMIT);

To transact with a smart contract:

TransactionReceipt transactionReceipt = contract.someMethod(
<paraml>,
...).send();

To call a smart contract:

Type result = contract.someMethod(<paraml>, ...).send();

To fine control your gas price:

contract.setGasProvider (new DefaultGasProvider() {

B

For more information refer to Smart Contracts.

2.7.11 Filters

chain3j functional-reactive nature makes it really simple to setup observers that notify subscribers of events

taking place on the blockchain.

To receive all new blocks as they are added to the blockchain:
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Subscription subscription = chain3j.blockObservable(false).subscribe(block -> {

B

To receive all new transactions as they are added to the blockchain:

Subscription subscription = chain3j.transactionObservable().subscribe(tx -> {

B;

To receive all pending transactions as they are submitted to the network (i.e. before they have been grouped

into a block together):

Subscription subscription = chain3j.pendingTransactionObservable().subscribe(tx -> {

s

Or, if you’ d rather replay all blocks to the most current, and be notified of new subsequent blocks being

created:
There are a number of other transaction and block replay Observables described in the docs.

Topic filters are also supported:

McFilter filter = new McFilter (DefaultBlockParameterName.EARLIEST,
DefaultBlockParameterName.LATEST, <contract-address>)
.addSingleTopic(...)|.addOptionalTopics(..., ...)|...;
chain3j.mcLogObservable(filter) .subscribe(log -> {

B;

Subscriptions should always be cancelled when no longer required:

subscription.unsubscribe();

Note: filters are not supported on Infura.

For further information refer to Filters and Events and the Chain3jRx interface.

2.7.12 Transactions

chain3j provides support for both working with MOAC wallet files (recommended) and MOAC client admin

commands for sending transactions.

To send Mc to another party using your MOAC wallet file:
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Chain3j chain3 = Chain3j.build(new HttpService()); // defaults to http://localhost:8545/
Credentials credentials = WalletUtils.loadCredentials("password", "/path/to/walletfile");
TransactionReceipt transactionReceipt = Transfer.sendFunds(

chain3, credentials, "Ox<address>|<ensName>",

BigDecimal.valueOf(1.0), Convert.Unit.MC)

.send();

Or if you wish to create your own custom transaction:

Chain3j chain3 = Chain3j.build(new HttpService()); // defaults to http://localhost:8545/
Credentials credentials = WalletUtils.loadCredentials("password", "/path/to/walletfile");

// get the mext available nonce
McGetTransactionCount mcGetTransactionCount = chain3j.mcGetTransactionCount (
address, DefaultBlockParameterName.LATEST) .sendAsync().get();

BigInteger nonce = mcGetTransactionCount.getTransactionCount();

// create our transaction
RawTransaction rawTransaction = RawTransaction.createMcTransaction(

nonce, <gas price>, <gas limit>, <toAddress>, <value>);

// sign & send out transaction with EIP155 signature

byte[] signedMessage = TransactionEncoder.signTxEIP155(rawTransaction, <chainId>,,
—credentials);

String hexValue = Hex.toHexString(signedMessage);

McSendTransaction mcSendTransaction = chain3j.SendRawTransaction(hexValue).send();

V2

Although it’ s far simpler using chain3j’ s Transfer for transacting with Mc.

Using an MOAC client’ s admin commands (make sure you have your wallet in the client’ s keystore):

Admin chain3j = Admin.build(new HttpService()); // defaults to http://localhost:8545/
PersonalUnlockAccount personalUnlockAccount = chain3j.personalUnlockAccount ("0x000...",
—"a password").sendAsync().get();

if (personalUnlockAccount.accountUnlocked()) {

// send a transaction
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2.7.13 Command line tools
A chain3j fat jar is distributed with each release providing command line tools. The command line tools
allow you to use some of the functionality of chain3j from the command line:

o Wallet creation

e Wallet password management

e Transfer of funds from one wallet to another

e Generate Solidity smart contract function wrappers

2.7.14 Further details

In the Java 8 build:

« chain3j provides type safe access to all responses. Optional or null responses are wrapped in Java 8 s

Optional type.

e Asynchronous requests are wrapped in a Java 8 CompletableFutures. chain3j provides a wrapper
around all async requests to ensure that any exceptions during execution will be captured rather then
silently discarded. This is due to the lack of support in CompletableFutures for checked exceptions,
which are often rethrown as unchecked exception causing problems with detection. See the Async.run()

and its associated test for details.
In both the Java 8 and Android builds:

e Quantity payload types are returned as Biglntegers. For simple results, you can obtain the quantity

as a String via Response.getResult().

o It’salso possible to include the raw JSON payload in responses via the include RawResponse parameter,

present in the HttpService and IpcService classes.

2.7.15 Build instructions

chain3j includes integration tests for running against a live MOAC client. If you do not have a client running,

you can exclude their execution as per the below instructions.

To see the compile options:

$ ./gradlew tasks

To run a full build (excluding integration tests):

$ ./gradlew check

Sample maven configuration:
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<repositories>
<repository>
<id>sonatype-snasphots</id>
<name>Sonatype snapshots repo</name>
<url>https://oss.sonatype.org/content/repositories/snapshots</url>
</repository>

</repositories>

2.7.16 Thanks and credits

e The Web3j project for the framework

e The Nethereum project for the inspiration

e Othera for the great things they are building on the platform

e Finhaus guys for putting me onto Nethereum

e bitcoinj for the reference Elliptic Curve crypto implementation

e Everyone involved in the Ethererum project and its surrounding ecosystem

e And of course the users of the library, who’ ve provided valuable input & feedback

2.8 Chain3 Python ¥4

2.8.1 2

Chain3 python package supports python3.5.3 and up.

Chain3 python can be installed (preferably in a virtualenv) using pip as follows:

$ pip install chain3

If you run into problems during installation, you might have a broken environment, such as you are on an
unsupported version of Python or another package might be installed that has a name or version conflict

Often, the best way to guarantee a correct environment is with virtualenv, like:

$ which pip || curl https://bootstrap.pypa.io/get-pip.py | python

$ which virtualenv || pip install --upgrade virtualenv

$ sudo pip install virtualenv

(T gk%E)
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$ virtualenv -p python3 ~/.venv-py3

$ source ~/.venv-py3/bin/activate

$ pip install --upgrade pip setuptools

$ pip install --upgrade chain3

To use the virtualenv next time, run the following command:

$ source ~/.venv-py3/bin/activate

2.8.2 Using Chain3

from chain3 import Chain3
chain3 = Chain3(Chain3.HTTPProvider("http://127.0.0.1:8545", request_kwargs={'timeout':
~301))

2.8.3 Chain3 API

1. chain3.version.network:

Returns the current network id. For MOAC, mainnet network id = 99, testnet network id = 101.

print ('network id:'+ str(chain3.version.network))

2. chain3.HTTPProvider:

Convenience API to access chain3.providers.rpc. HTTPProvider

Chain3(Chain3.HTTPProvider ("http://127.0.0.1:8545", request_kwargs={'timeout': 303}))

3. chain3.sha3(string,options)

string: The string to hash using the SHA3 algorithm. options: optional, need set to hex for HEX string.

hash = chain3.sha3("the string to be hashed");

print (hash) ;
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hashOfHash = chain3.sha3(hash,{encoding: 'hex'});
print (hashOfHash) ;

4. chain3.net.peerCount:

This property is read only and returns the number of connected peers.

peerCount = chain3.net.peerCount;

print (peerCount) ;

5. chain3.net.listening;:

This property is read only and says whether the node is actively listening for network connections or not.

listenState = chain3.net.listening;

print(listenState);

6. chain3.mc.coinbase:

Returns the current Coinbase address.

nodeCoinbase = chain3.mc.coinbase;

print (nodeCoinbase) ;

7. chain3.mc.mining:

Returns boolean as to whether the node is currently mining.

miningState = chain3.mc.mining;

print (miningState); //true or false

8. chain3.mc.accounts:

Returns the list of known accounts.

nodeAccounts = chain3.mc.accounts;

print (nodeAccounts) ;
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9. chain3.mc.blockNumber:

Returns the number of the most recent block

nowBlockNumber = chain3.mc.blockNumber;

print (nowBlockNumber) ;

10. chain3.mc.getBlockTransactionCount(block_identifier):

Returns the number of transactions in the block specified by block_identifier.

Delegates to mc_ getBlockTransactionCountByNumber if block identifier is an integer or one of
the predefined block parameters ‘latest’ |, ‘earliest’ ‘pending’ , otherwise delegates to

mc__getBlockTransactionCountByHash.

transactionCount = chain3.mc.getBlockTransactionCount (96160);

print (transactionCount) ;

11. chain3.mc.getBalance(account, block_identifier=mc.defaultBlock):

Returns the balance of the given account at the block specified by block_identifier.

account may be a hex address or an ENS name

balance = chain3.mc.getBalance("0x36eaa71d7383be53cb600743aad08a55222a4915", block_
—,identifier=chain3.mc.defaultBlock);

print("getBalancel" + balance); //instanceof BigNumber

print("getBalance2" + balance.toString(10));

//Result: getBalancel:3.04527226722e+21

// getBalance2:3045272267220000000000

12. chain3.mc.defaultBlock:

The default block number that will be used for any RPC methods that accept a block identifier. Defaults

to ‘latest’ .

defultBlock = chain3.mc.defaultBlock;
print("defaultBlock" + defultBlock);
//default is latest,
chain3.mc.defaultBlock = 123;
print("defaultBlock" + defultBlock);
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13. chain3.mc.gasPrice:

Returns the current gas price in Sha = 1le-18 mc. GasPrice is calculated from most recent blocks.

gasPrice = chain3.mc.gasPrice;

print(gasPrice.toString(10));

14. chain3.mc.estimateGas(transaction__params=None):

Uses the selected gas price strategy to calculate a gas price. This method returns the gas price denominated
in sha. The transaction_params argument is optional however some gas price strategies may require it to

be able to produce a gas price.

result = chain3.mc.estimateGas({
to :"Oxf7ebc6b854a202efe08e91422a44ba2161ed50dc",
data: '0x23455654'

//gas: 11, //Optional, gaslimit of the TX
//gasPrice: 11 //Optional, gasPrice

IOk

print('estimateGas :'+ result);

//Output: gasprice :20000000000

// estimateGas :1273

15. chain3.mc.getCode(account, block_identifier=mc.defaultBlock):

Returns the bytecode for the given account at the block specified by block identifier. account may be a hex

address or an ENS name

code = chain3.mc.getCode("0x0000000000000000000000000000000000000065") ;//contract,,

—address

16. chain3.mc.syncing:

Returns either False if the node is not syncing or a dictionary showing sync status.

sync = chain3.mc.syncing;

print('syncing :'+ sync );

//

AttributeDict ({
'currentBlock': 2177557,

(M ougksr)
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'highestBlock': 2211611,

'knownStates': 0,

'pulledStates': O,

'startingBlock': 2177365,
b

17. chain3.mc.getTransaction(transaction_hash):

blockHash = "0x6aa4a0dblfc155009bd9ba3ab4claef109e1418dc05ee241d3e9e3e58d7f3eeb";
transaction = chain3.mc.getTransaction(blockHash);

print('get transaction:'+ str(transaction));

/* Result:
get transaction: AttributeDict({
'blockHash': HexBytes(
—'0x77483002572dd29b58640c4ccf5ef30278679037f£17b51cf613£3df562e5e0a'),
'"blockNumber': 815006,
"from': '0x0000000000000000000000000000000000000064 ',

'gas': O,

'gasPrice': 20000000000,

'hash': HexBytes('0Ox6aa4a0dblfc155009bd9ba3ab4claef109e1418dc05ee241d3e9e3e58d7f3eeb
<",

"input': 'Oxclc0Oe9c4d',

'nonce': 815005,

'syscnt': 'Ox65',

'to': '0x0000000000000000000000000000000000000065",

'transactionIndex': O,

'value': O,

'v': 0, 'r': HexBytes('0x00'), 's': HexBytes('0x00'),

"shardingFlag': 0})
*/

18. chain3.mc.getBlock(block_identifier=mc.defaultBlock, full_transactions=False):

Returns the block specified by block_ identifier. Delegates to mc_getBlockByNumber if block identifier is
an integer or one of the predefined block parameters ‘latest’ , ‘earliest’ , ‘pending’ , otherwise delegates

to mc__getBlockByHash.

If full_transactions is True then the ‘transactions’ key will contain full transactions objects. Otherwise it

will be an array of transaction hashes.
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getTheBlock = chain3.mc.getBlock(815006) ;
print('get the block: '+ str(getTheBlock));

/* Result:
get the block({

'difficulty': 86803583,

'extraData': HexBytes('0xdd854d4f41432d85312e302e312d87676£312e392e358777696e646£7773
=),

'gasLimit': 9000000,

'gasUsed': O,

'hash': HexBytes('0x77483002572dd29b58640c4ccfb5ef30278679037ff17b51cf613f3df562e5e0a
=",

'logsBloom': HexBytes(
— '0x00000000000000000000000000000000000000000000000000000000000000000000000000

u

—000000000000000000000000000000000000000000000000000000000000000000000000000000000000

[N}

—000000000000000000000000000000000000000000000000000000000000000000000000000000000000

u

—000000000000000000000000000000000000000000000000000000000000000000000000000000000000

[N}

—000000000000000000000000000000000000000000000000000000000000000000000000000000000000
U
—000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000") ,
'miner': '0x0a2168D2f08161c01745fEC4e6ESFEO6F314Ab41",
'mixHash': HexBytes(
—'0xc154897a85cab3bbbbb76b6182a288f6b33£7d2994848dc9c43c6d65e6a5da355"') ,
'nonce': HexBytes('0x829f5b23cdf8224f'),
'number': 815006,

'parentHash': HexBytes(
—'0x73c0e4a94b48b41bf5a6a22151e38799a0e17e8b798848af5340£6d725027af1'),

'receiptsRoot': HexBytes(
— '0x9287370eb27£11b0c2188431cbc58a23b685£02dbd851ed4d974£932bd780839"') ,
'sha3Uncles': HexBytes(
— '0x1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413£0a142£d40d449347 "),
'size': 590,
'stateRoot': HexBytes(
—'0x615d0a39783ae546e11aa0cd6e00c70c2ec989£51316c0£f9e07cfc99£1088669"'),
'timestamp': 1535530608,

(RIS
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'totalDifficulty': 136959813601540,
'transactions': [HexBytes(

— '0x6aa4a0db1fc155009bd9ba3ab64claef109e1418dc05ee241d3e9e3e58d7f3eeb')],
'transactionsRoot': HexBytes(

— '0x7aba2a9c974693f1cfb96d506e6aa62942a174b4df39c831cf844a35e03249f0"'),
'uncles': []

B

*/

19. chain3.personal.unlockAccount(account, passphrase, duration=None):

Unlocks the given account for duration seconds. If duration is None then the account will remain unlocked

indefinitely. Returns boolean as to whether the account was successfully unlocked.

chain3.personal.unlockAccount (mc.accounts[0], 'password')

20. chain3.miner.start(num_threads):

Start the CPU mining process using the given number of threads.

chain3.miner.start(2) # number of threads

21. chain3.miner.stop:

Stop the CPU mining operation

chain3.miner.stop()

22. chain3.miner.setGasPrice(gas_price):

Sets the minimum accepted gas price that this node will accept when mining transactions. Any transactions

with a gas price below this value will be ignored.

chain3.miner.setGasPrice(19999999999)

23. chain3.mc.getTransactionReceipt((transaction_hash, timeout=120):

Returns the transaction receipt specified by transaction_hash. If the transaction has not yet been mined

returns None
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txr = chain3.mc.getTransactionReceipt(
—'0x77483002572dd29b58640c4ccf5e£30278679037ff17b51cf613f3df562e5e0a ")
print (txr)

/* Result:
AttributeDict ({
'"blockHash': HexBytes(
— '0x77483002572dd29b58640c4cct5ef30278679037f£17b51cf613£3df562e5e0a '),
'blockNumber': 815006,
'contractAddress': '0x0000000000000000000000000000000000000065" ,
'cumulativeGasUsed': O,
'from': '0x0000000000000000000000000000000000000064 " ,
'gasUsed': O,
'logs': [1,
'logsBloom': HexBytes(
— '0x00000000000000000000000000000000000000000000000000000000000000000000000000

(W}

—000000000000000000000000000000000000000000000000000000000000000000000000000000000000

u

—~000000000000000000000000000000000000000000000000000000000000000000000000000000000000

(W}

—000000000000000000000000000000000000000000000000000000000000000000000000000000000000

U

—000000000000000000000000000000000000000000000000000000000000000000000000000000000000
U
—000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000") ,

'status': 1,

'to': '0x0000000000000000000000000000000000000065",

'transactionHash': HexBytes(
—'0x6aa4a0db1fc155009bd9ba3ab4claef109e1418dc05ee241d3e9e3e58d7f3eeb '),

'transactionIndex': 0})

*/

24. chain3.mc.getTransactionCount((block_identifier):

Returns the number of transactions that have been sent from account as of the block specified by
block identifier.

chain3.mc.getTransactionCount (' 0x87E369172Af1e817ebD8d63bcDI9f685A513a6736"', block_
——identifier=chain3-mc defauttBlock)
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25. chain3.mc.send Transaction(transaction, passphrase):

Signs and sends the given transaction

The transaction parameter should be a dictionary with the following fields.

from: bytes or text, hex address or ENS name - (optional, default: chain3.mc.defaultAccount) The

address the transaction is send from.

to: bytes or text, hex address or ENS name - (optional when creating new contract) The address the

transaction is directed to.

gas: integer - (optional) Integer of the gas provided for the transaction execution. It will return unused

gas.

gasPrice: integer - (optional, default: To-Be-Determined) Integer of the gasPrice used for each paid

gas
value: integer - (optional) Integer of the value send with this transaction

data: bytes or text - The compiled code of a contract OR the hash of the invoked method signature

and encoded parameters.

nonce: integer - (optional) Integer of a nonce. This allows to overwrite your own pending transactions

that use the same nonce.

If the transaction specifies a data value but does not specify gas then the gas value will be populated using
the estimateGas() function with an additional buffer of 100000 gas up to the gasLimit of the latest block. In

the event that the value returned by estimateGas() method is greater than the gasLimit a ValueError will

be raised.

shardingFlag:integer - (optional for Global Transactions), MicroChain flag, default value is 0 for Global
TXs. To call MicroChain, this value has to be 1.

via: bytes or text, hex addres - (optional for Global Transactions), vode beneficial address, default is
null for Global TXs. For microChain call

chain3.mc.sendTransaction({

'to':'0xf103BC1c054baBcecD13e7AC1CF34F029647B08C' ,
'from':'0x87E369172Af1e817ebD8d63bcD9f685A513a6736",
'value': 100000,

'gasPrice': chain3.mc.gasPrice,

'shardingFlag': O,

'via': '0x0000000000000000000000000000000000000000" ,3})

2.8.
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26. chain3.mc.sendRawTransaction(raw__transaction):

Sends a signed and serialized transaction. Returns the transaction hash.

private_key = '0x94645c7a048771045£90e0b88adf3ddf5afbb5029c2b1b5586d5afa9ba87c8L5’
signed_txn = chain3.mc.account.signTransaction(
dict(
nonce=chain3.mc.getTransactionCount (chain3.mc.coinbase),
gasPrice=chain3.mc.gasPrice,
gas=100000,
to="'0x£103BC1c054baBcecD13e7AC1CF34F029647B08C"' ,
value=100000,
data="'0x",
'chainId': networkid,
'shardingFlag': O,
'via': 'Ox',
),
private_key,

)

chain3.mc.sendRawTransaction(signed_txn.rawTransaction)

/* Result: tx hash
'0xd7e3a30f9eec70d5626b70a2082bd2573a2b0a282756479¢c2f48a57a833204ab"'

*/
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3.1 ZiEMFR
3.1.1 Vnode

BEEM (BHE) W, AT EMIZE, ERIRARRD, FM5 5 AR T 5 i 7 i

3.1.2 Scs

S|ETHN R, T THE, TEEIRAR S A TR 55 R PIETI Y A, WA T80 T

3.1.3 ¥4 Tith

TPt TEED LT, A B2 EREG Y, TR R

3.1.4 vnode tIEith

Fi# vnode RPYY &, AB B TR MEHEAZ), T vnode T A

3.1.5 FHHEHIEY)

TR T HERY AR
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3.1.6 5IF¥ = (Monitor)

HEWY R —MRRRY Ses 5, FTRADR HEWTRE A6 TEERDBATIR DL, 24— DI RO iy fE , R 7
TR ZTHNXIER, A2 5 7HEhk. Dapp M AT DA (UGS THES AT O

3.1.7 flush

THER)—RRRERAE, BRI AT0 T HERE PR — BN ) 5 2 1) R IR, F LRI S8 Ses 7
TR A A T T EERIREEE L (8] B8 T FedR AR A . flush I Al AE s T REP il 2L, 2 TR
SYBONTEERI , flush HPRAS R, B3 A5 IS a1

3.1.8 FHRSEHEMED

L.0.8 A I IRE, THE T4k L 2 A 2n Bl hil 52y

3.2 FHER

3.2.1 #i&
THERAERHEZ UM X REERSE, THEP RV RARHN scs, ses BETNGE S BREE, I Ui R4t
FRARTs 45, THE LR ARSI 55 2 4, RREEICRR IS .

BRI R AT AN ke A — R R, WTDAE, (HAEAEA [ 8E Lo A RSE R B MUEAT IR SS . TAHZ
IR AR TR A MR HR AR

BREE B PAMIZ A5 T8E, SBEORMT T BOR, FEPLRF scs 70 BEA AR 146
THEREAMH T Bz tT, I, B4 THERE M M EEET AL (vnode) FI N ASTHET AL (scs).
Pl THET AL ses W DARRAE BT, HAERNTT TR B, RYERF— 2 THERUE LB TIIRAR .

TAEN SR REEET N, BB viode RBRAEY A, vnode ACIRAY SR 2 T4 T8
FaEETT, vnode BT fi [FFEA— Y Ttk

R T ] B I A A S DA BRI T R

THEG L ESE G, BIMTE A registeropen KA M1 B scs WM UECEAEIFGE, #0T A reg-
isterclose W HAIL TAERX B, 1T 161847

THETILAGHG B 4 flush 0F, REXHLIRS T A RHEEITI . FRIC2 5, fush FRFSEACY UK
SMBRIAT T IX B T B

T DAY ) )5 29 L) registerasmonitor Sl — T SRR IPAR— 0T 17 . D007 478 5 3
Hill, AL GUETHRORS, B dapp JIPEBER I THIBTPR.

EH
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AR T SORESA TR E SR B AR, AE flush BB, A TLRPIENE, 55 1R X 5 THER IR ST .
X, AT PAYA T ] S 29 registeradd Jrik, A scs M HLAYHAL ses AR08 Y SR N IX A% T HERR
%o

P 45 AT AR T ] T 2090 close TiiA KP4 THE. MU SBEATERORE, TRErA T Hblan 45
Ja, BURMTHE. R, THESEEE A AT,

THEYT R AR ST DAVE T S A 200 withdraw J5IRRETHON R THER S, ISR H IS .

3.2.2 F4Ep) MOAC REF0HFE

N T TR AERERETT, MOAC SIARFPEALE, TEARIAELA T LA

L A THE RTESR —UORENE, Baef — ME SR ML, 7ERE THERT, FHFEAEM XN A
£ 14 MOAC 1ERiE T2 5

2. WA THEV RENEA T ST TN, A T —E R, s/ MEH THHER G EE, &k
EAR. THEY BT K, Fam—EBminie, SMepEnstn, ERBASHS SN T
B, B EERE, ATDAYE O IR

3v YA THET RN T A, TR B TR AT DABR B 5
4. ek, (BFE flush I, WERAREEREET R, KA NE I T8E, e, A~

IS

e T4ER MOAC JH#E:

B, A THETEARSIHREA gas, ()2, dapp 188 F s 5 T4y fil & Ak 3T A —E &) MOAC
Yekf T HEalT, XER MOAC ¥ iHFEES T-HE0™ T35 0 . T-HEm A8t fush RZS, PAKEREEFREE gas iR
b XAZETHEE AT DA R T flush JEI SRR/ i AR

3.2.3 FHHEMNIER

1. F4#% scs f) vnode FFEH A addPeer DMAFIEE IR . [FBF, X248 vnode B E add AMERYTY AR
WEEEE 3, H HAER B[R 2

2. THE sos IRIFHIH L TR RBRERS AL
3.3 BEFHANESTE

3.3.1 Vnode /5

SBE LR BERCASRIR: https://github.com/MOACChain/moac-core /releases/

BSOS R I IRCAS : 1.0.9 3£5%: windows testnet JVa#§: http://testnet.moac.io/home
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TEMNAIAIE testnet Bah 10 moac-windows-4.0-amd64.exe ~testnet —TpC —rpcapi
“chain3,mc,net,db,personal, admin,miner”
Bk :

windows command # 4T moac-windows-4.0-amd64.exe attach \\.\pipe\moac.ipc
i54T concole 4 mc.blockNumber #1622 7% [F ¥ 3 HFX H

33.2 SCS PR

SR THETT AR RIE: https://github.com/MOACChain/moac-core /releases/
WESCRR F P IRAS © 1.0.9 2545 windows

userconfig.json P :

VnodeServiceCfg * X# vnode Hil: 192.168.10.209:50062 (%t f FE#F# vnode Hy IP)
Beneficiary H 22 K 5

JBEhYis:  scsserver-windows-4.0-amd64 —password  “123456” (45 scs keystore [F17545)

Uinalloe

scs B fE, TN vnode FFHE1FE .
. scskeystore H KN4 M keystore XHFH 4 i scs kS scskeystore X .

3.3.3 BAKS

a] PLIBST concole A4 personal.newAccount() A7 K-S ; mc.accounts ZE K5 ;

WP SAIM4ET: me.getBalance(mc.accounts|0])

WMRAFREE ) 2 JE ik . https://faucet. moacchina.com

HE: JREHHAE gas BBRIERRTRZIAT personal.unlock Account(me.accounts[0]) XI5 AT A4
NEA NS ANE: URBIHNES % G2 R a2 5AE)

FHBEKES: HTUELY, XRXHEEAHE(F: 0x87e369172af16817ebd8d63bcd9f685a513a6736
F4 vnode W2 IKE: 0xf103bc1c054babcecdl3e7aclcf34f029647b08¢

T4t scs WK E: 0xa934198916cd993c73claabe0c0e7b21ce7c735b
—0x2e7c076dbf6e61207a0ddb1b942ef7da8fd139f0

3.3.4 chain3 B9 nodejs IE

22345 npm install chain3
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ISk

> chain3 = require('chain3');

> chain3 = new chain3();

> chain3.setProvider(new chain3.providers.HttpProvider('http://localhost:8545'));
> chain3.mc.blockNumber & % 3k 15 4 7 X 3

3.4 FHRIEPEHE

3.4.1 F Vnode ¥ ith &)

T JeHhE vnode Bl A Y, VnodeProtocolBase, UIARMABLAMY vnode 73, W RTPAZME AR
AT HBEIACREE Vnode 5 i T b1 58 I AR 55 R 1B Dy s ot PP iR 55 A1
PAR A nodejs #E ARG HARARIES N 2 moac

> chain3 = require('chain3')

> solc = require('solc')

> chain3 = new chain3();

> chain3.setProvider(new chain3.providers.HttpProvider('http://localhost:8545'));
> solfile = 'VnodeProtocolBase.sol';

> contract = fs.readFileSync(solfile, 'utf8');

> output = solc.compile(contract, 1);

> abi = output.contracts[':VnodeProtocolBase'].interface;

> bin = output.contracts[':VnodeProtocolBase'] .bytecode;

> VnodeProtocolBaseContract = chain3.mc.contract(JSON.parse(abi));

> chain3.personal .unlockAccount(chain3.mc.accounts[0], '123456');

> VnodeProtocolBase = VnodeProtocolBaseContract.new( 2, { from: chain3.mc.accounts[0], .
—data: 'Ox' + bin, gas: '5000000'});

> chain3.mc.getTransactionReceipt (VnodeProtocolBase.transactionHash) .contractAddress

WEBSZELIS K45 vnode WML A ZoHBHE 0x22F141dcc59850707708bc90e256318a5{e0b928

3.4.2 vnode FEREBHMAY ith

&tk vnode H F B E X vnodeconfig.json: VnodeBeneficialAddress  H % & Ik 38 Ik 5
0xf103bclc054babcecd13e7aclcf34£f029647b08c

XA K-S AER vnode B address, B yhHIR] X vnode HME—4 5
W vnode WML AZY register JEMAD

ZH:
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from: F&EMHKIKE
value: 4, SAATH HEANLEHE
to: vnode # & 4y Hiib

data: register(address,string)

KT data LI register ZEULHI:

M4 ABI chain3.sha3("register(address,string)") =,
—+0x32434a2e90725ed590daff07a244305001c58c49f7bef73cebe7249acf69£561
B 4 MNF YW 0x32434a2e
#— /%% address f£ vnodeconfig.json # VnodeBeneficialAddress (Ff@#h 24 /> 0, %R
32 NFH)
000000000000000000000000£103bc1c054babcecd13e7aclcf34£029647b08c
#_AN5H string & vnode AL T4 HY A A ik 192.168.10.209:50062
3% 0 5% vnodeconfig.json #] VnodeServiceCfg
string H#E XA + string KEKE + string A E
string FHE LA 0000000000000000000000000000000000000000000000000000000000000040
string W% : data = new Buffer('192.168.10.209:50062', 'utf8').toString('hex');
FEA 0, BE 32 NMFF
-+3139322e3136382e31302e3230393a3530303632000000000000000000000000
string K 3139322e3136382e31302e3230393a3530303632 20 F¥
0000000000000000000000000000000000000000000000000000000000000014
data =
— '0x32434a2e000000000000000000000000£103bc1c054babcecd13e7aclcf34£029647b08c0000000000000
o
TS 45 &8 getData 7k {4 data %
data = VnodeProtocolBase.register.getData(via, '192.168.10.209:50062"')

0000000000000

JA 7 Bil:

> amount = chain3.toSha(5, 'mc')
> data =

— '0x32434a2e000000000000000000000000£103bc1c054babcecd13e7aclcf34£029647H08c0000000000000

1.
> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');
> chain3.mc.sendTransaction({ from: chain3.mc.accounts[0], value:amount, to:
—'0x22£141dcc59850707708bc90e256318a5fe0b928"', gas: "5000000", gasPrice: chain3.mc.

—.gasPrice, data: data });

PO00000000000

BHIE: 118 Vnode B & 29 vnodeCount
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> VnodeProtocolBase.vnodeCount ()
> chain3.mc.getStorageAt ("0x22f141dcc59850707708bc90e256318a5fe0b928" ,0x02) // Hﬁ%
vnodeCount L EAAAF T EE XHME (16 FHH)

3.4.3 BEFHT

FURTEERIAS A SR, nT DABTHET B T4t , 32320 W SCS IvEt, AR, dEAT S,
JER B B3 1Y

USRI BB T HE0 e, AT DAZ G e

#B# SubChainProtocolBase.sol /nffll: #£iH:POR HEARIE4: 2 moac

> chain3 = require('chain3"')

> solc = require('solc')

> chain3 = new chain3();

> chain3.setProvider (new chain3.providers.HttpProvider('http://localhost:8545'));
> solfile = 'SubChainProtocolBase.sol';

> contract = fs.readFileSync(solfile, 'utf8');

> output = solc.compile(contract, 1);

> abi = output.contracts[':SubChainProtocolBase'].interface;

> bin = output.contracts[':SubChainProtocolBase'].bytecode;

> subchainprotocolbaseContract = chain3.mc.contract (JSON.parse(abi));

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> subchainprotocolbase = subchainprotocolbaseContract.new( "POR", 2, { from: chain3.mc.
—accounts[0], data: 'Ox' + bin, gas: '5000000'});

> chain3.mc.getTransactionReceipt (subchainprotocolbase.transactionHash) . contractAddress

IRBIEENG , PSR b A A 0xed2f4f566aedc3b6dd61eadf70cc78d396130fac

3.4.4 5B B5) scs

X HELFRATTIRE =A ses HT 48

#f4iA\ userconfig.json Jit &

VnodeServiceCfg # X3 vnode Hiht: 192.168.10.209:50062

Beneficiary AW iK% :
0xa934198916cd993c73claabe0cO0e7b21ce7c735b
0x2e7c076dbf6e6120720ddb1b942ef7da8£d139f0
Oxealal18e94344be69£02753d1e6f7fe19dda89%ac

SR A 53 scsserver-windows-4.0-amd64 —password  “123456” (4= i scs keystore [)25HG )
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SRIGHE scskeystore H SR keystore SCEFH 2 HIHRAS scs Mkt

0xd4057328a35f34507dbcd295d43ed0cccf9c368a
0x3e21ba36b396936c6cc9adc3674655b912e5fab4
0x03c74ecc8ad9493a6a3d14f4e48d5eb551felbeb

)4 ses B moac PASZATIA RS 5 9% ]

> amount = 20;

> scsaddr = '0xd4057328a35£34507dbcd295d43ed0cccf9c368a’ ;

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:chain3.toSha(amount, 'mc
—'), to: scsaddr, gas: "2000000", gasPrice: chain3.mc.gasPrice, data: ''});

> scsaddr = '0x3e21ba36b396936¢c6ccOadc3674655b912e5fab4 ! ;

> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:chain3.toSha(amount, 'mc
'), to: scsaddr, gas: "2000000", gasPrice: chain3.mc.gasPrice, data: ''});

> scsaddr = '0x03c74ecc8ad9493a6a3d14f4e48d5eb551felbeb’;

> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:chain3.toSha(amount, 'mc

'), to: scsaddr, gas: "2000000", gasPrice: chain3.mc.gasPrice, data: ''});

] PATE A A A A A TR R

> chain3.mc.getBalance('0xd4057328a35f34507dbcd295d43ed0cccf9c368a'")
> chain3.mc.getBalance('0x3e21ba36b396936c6cc9adc3674655b912e5fab4 ")
> chain3.mc.getBalance (' 0x03c74ecc8ad9493a6a3d14f4e48d5eb551felbeb")

3.4.5 ¥ scs IIA\FHET b

P FHED M2 register TR IMAL It

2

from: FH#EMAKE
value: 4, UAKTH WEHHLEMH
to: FHF WA N H A

data: register(address)

KT data LR register ZRULH:

R 4E ABI chain3.sha3("register(address)") =
—0x4420e4869750c98a56ac621854d2d00e598698ac87193cdfcbbb6ed1164e9cbcd
B 4 NFH 0x4420e486

(FIER)

156 Chapter 3. F§&




MOACdocs-chn Documentation

(8:EW)

% ¥ address £ scs Hitb d4057328a35£34507dbcd295d43ed0cccf9c368a (R @ # 24 4 0,
KR 32 AFF)

000000000000000000000000d4057328a35f34507dbcd295d43ed0cccf9c368a
data = '0x4420e486000000000000000000000000d4057328a35f34507dbcd295d43ed0cccf9c368a’

VRN E

> amount = chain3.toSha(5, 'mc')

> data = '0x4420e486000000000000000000000000d4057328a35£34507dbcd295d43ed0cccf9c368a’;
> chain3.mc.sendTransaction({ from: chain3.mc.accounts[0], value:amount, to:

— '0xed2f4f566aedc3b6dd61leadf70cc78d396130fac', gas: "5000000", gasPrice: chain3.mc.

—.gasPrice, data: data });

Bk i T EET I A 291 sesCount

> subchainprotocolbase.scsCount ()

F]_F K55 WA ses A THE5 b

3.4.6 BMEFHAY

IAERATAT AFRE — A THEA 2
B2 SubChainBase.sol 7

chain3 = require('chain3')

solc = require('solc')

>

>

> chain3 = new chain3();

> chain3.setProvider(new chain3.providers.HttpProvider('http://localhost:8545'));
>

input = {'': fs.readFileSync('SubChainBase.sol', 'utf8'), 'SubChainProtocolBase.sol':
—fs.readFileSync('SubChainProtocolBase.sol', 'utf8')};

> output = solc.compile({sources: input}, 1);

> abi = output.contracts[':SubChainBase'].interface;

> bin = output.contracts[':SubChainBase'].bytecode;

> proto = 'Oxe42f4f566aedc3b6dd61eadf70cc78d396130fac’ ; /! FHET AN

> vnodeProtocolBaseAddr = '0x22f141dcc59850707708bc90e256318a5fe0b928"' ; // Vnode
T ey

>min =1 ; // THFE SCS Wi/ HE, YMFENTEFEE: 1, 3, 5,
7

> max = 11; /] THTE SCS ymAHE, YWMFENLTEF®ESE: 11, 21, 31, 51,
99

(Nogks:)
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(82ET)
> thousandth = 1 ; /] FRZI, BHH%E scs WHE, FT AR FHT
T
> flushRound = 40 ; /] FHRFAE Efr £ E4 block A R RHEEWAE, Y

W BLE L E 2 40-99

> SubChainBaseContract = chain3.mc.contract(JSON.parse(abi));

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> SubChainBase = SubChainBaseContract.new( proto, vnodeProtocolBaseAddr, min, max,
—thousandth, flushRound,{ from: chain3.mc.accounts[0], data: 'Ox' + bin, gas:'9000000
'} , function (e, contract){console.log('Contract address: ' + contract.address + ',

—,transactionHash: ' + contract.transactionHash); });

IRBIZEEIS, HARFEEA AN 0x1195¢d9769692a69220312695192e0dcbbadec09

3.4.7 FEEFRUEM

YR THEAFERARME gas 7Y scs, FEAL FHRERE A K% —E K moac, WM &2 YKL
addFund

M4 ABI chain3.sha3("addFund()") =,
—0xa2f09dfa891d1bab30cdf00c7c12ddd9f6e625e5368fff9cdf23c9dc0ad433bl
B 4 NFEH 0xa2f09dfa
> amount = 20;
> subchainaddr = '0x1195cd9769692a69220312e95192e0dcb6adec09’;
> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');
> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:chain3.toSha(amount, 'mc
'), to: subchainaddr, gas: "2000000", gasPrice: chain3.mc.gasPrice, data: '0xa2f09dfa'}

] DATE S A ) AR A TR

> chain3.mc.getBalance('0x1195cd9769692a69220312e95192e0dcb6adec09')

SRIGVR TR G 29 L pR AL registerOpen JFRIEM (3% THEF & 20 rh SCS FEM o /e HEP UE T )

M 4E ABI chain3.sha3("registerOpen()") =,
—0x5defcb6ce78£178d760a165a5528a8e8974797e616a493970df1c0918c13a175
B 4 NFEW 0xbdefcb6e
> subchainaddr = '0x1195cd9769692a69220312e95192e0dcb6adec09’;
> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');
> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:0, to: subchainaddr,

—gas: "2000000", gasPrice: chain3.mc.gasPrice, data: 'Oxbdefcb6c'});
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BOUE: 2 fF scs M (vnode —A> flush FANG) , RIAWITR 556 29 nodeCount, Z&£F 3 4~ scs M5
B

> SubChainBase.nodeCount ()
> chain3.mc.getStorageAt (subchainaddr,0x0e) // /& nodeCount X EHEAAFT T EENWALE
(16 ##l)

3.4.8 FHE<iAEM

SFRIFAS scs HEMSEHESE, BIEN SCS HH KT 45T T HEZOR M S/ NICH I, 8 155 & 2 B BR 4
registerClose 3 1yEf}

M 4E ABI chain3.sha3("registerClose()") =,
—0x69f3576fc10c82561bd84b0045e€e48d80d59a866174£2513fdef43d65702b£70

Bl 4 NFEH 0x69f3576f
> subchainaddr = '0x1195cd9769692a69220312e95192e0dcb6adec09’;
> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');
> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:0, to: subchainaddr,
—gas: "2000000", gasPrice: chain3.mc.gasPrice, data: '0x69f3576f'});

HIE: SCS [ B 52 MR LI I UA FHEZ1T, TIEE scs [ concole FLHHT, scs JFUR H B s 2h 52 0 & 1
k.

3.5 FHl FiBBHIERE

Al FHERAE b 55 2 AR A S Bt i R e A 20y T 3
1 1.0.8 RZJGHBAT, MARNTH#Z AN, THZGAMERNeE— & T LE2 T

FBHLETYy, JUFR DAPP [K7fik.
3.5.1 SRYUBEESLTIE

A RO AAEIB T THE, BERE T AT S “ THERE T
TR W55 2 445 %) dappl.sol FI dapp2.sol.
MEATHER T 82 A 23 729 dappbase.sol

3.5.2 DAPP EHeSHMEE (ZE4R)

DAPP # R A Al i 5509 sendTransaction &% %)% proxy vnode f 5 A7

B
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to: TH#EEH &4 subchainbase HHiHE

gas: NEEHHH gas HA, fH{EH: 0

shardingflag: R INEIETH, HE: 0x3, #EE, Z2H5ARALEETE Y shardingflag #H 0x3
via: Xtz proxy vnode KUk 2z itk

STEP1: 7E ¥4 LAREZ G2l & 4 DappBase.sol

Mo EN . HElEE R A T X moac I erc20 WAP SR R, A5 values 43 Hi%}). subchainbase [¥]
tokensupply F1 erc20 [ totalsupply, X AMEAINTL, 7 WPRF2 520 dappbase #8 K . 453 WL LT
B A BT

HRERB (PAFAE nodeJs console HiEfT):

chain3 = require('chain3')

solc = require('solc')

chain3 = new chain3();

chain3.setProvider (new chain3.providers.HttpProvider('http://localhost:8545'));
solfile = 'DappBase.sol';

contract = fs.readFileSync(solfile, 'utf8');

output = solc.compile(contract, 1);

abi = output.contracts[':DappBase'].interface;

bin = output.contracts[':DappBase'].bytecode;

subchainaddr = '0x1195cd9769692a69220312e95192e0dcb6adec09’;
via = '0xf103bclc054babcecd13e7aclcf34£029647b08c"' ;

chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

vV V V V V vV VvV V V V V V VvV

amount = tokensupply // ¥ &: amount 4 %|%f ¥ subchainbase #] tokensupply # erc20 #y
totalsupply, #AH ¥ NEFTHRTXEEY

> chain3.mc.sendTransaction({from: chain3.mc.accounts[0], value:chain3.toSha(amount, 'mc
—'), to: subchainaddr, gas:0, shardingFlag: "0x3", data: 'Ox' + bin, nonce: 0, via: via,

<~ 1)

W A28 NG, Nonce {HWV.1%Z 2 1 WiE] monitor [¥) rpc #2110 ScsRPCMethod.GetNonce #4746
i, BRTEIL-FHE: DR A
dapp & Z9Hbt:6ab296062d8a147297851719682fb5Fe081f1d3 dapp & £kt 7] ] monitor [ rpc
M ScsRPCMethod.GetReceipt, & AX}. Nonce, 345 contractAddress FZE N

STEP2: fe¥if L¥E 552 EAY dappl.sol, #3E kM Lmih N &2ht nTy# H monitor Y rpe
M ScsRPCMethod.GetReceipt, &A%}, Nonce, #45 contractAddress FFE N

STEP3: {i¥1-#k LisE 552544 dapp2.sol, {8 LM LikE & 29idik vl 8 H monitor ) rpc 42
1 ScsRPCMethod.GetReceipt, & ANt Nonce, #45 contractAddress FERNA
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3.5.3 DAPP #ge&4897AH

DAPP #2078 tid id T 4%/ sendTransaction %iX%25) #| proxy vnode )75 :\ikAT .

T2 HGAMAT, WA dapp H¥EHT, FTESCA dappbase Hif) registerDapp J7 &K HM4E—4> dapp, B
AR

WS, SEERHAR, PRI ZEAE data B L dapp W{5ZhE! !
dappbase.sol H4~ 1k registerDapp(address,address,string)

Y

to: T4 464 subchainbase #yhi-

nonce: J4/f monitor # rpc # K ScsRPCMethod.GetNonce # 7%

gas: 0 LHEH# gas %A

shardingflag: Ox1 X T#FH#EE

via: XL proxy vnode Hy U2z ik

data: W& 4 Hit + registerDapp(address,address,string) XN 5%

registerDapp H, 85— NS HUZ M EM dapp HihE (dappl F1 dapp2 (HHE), 7T DA T RPC getReciipt
TR B contract address; 2F —ANSECE A dappbase B from, 2 RA A dappbase 1A
AREW BT 3B =202 X4 dapp 11 ABI.

VRN R

> nonce = 3

> addr_dapp = #FZFAM dapp #7144t

> abi = FEEM dapp H abi

> data = dappbase.address + dappbase.registerDapp.getData(addr_dapp, chain3.mc.
—accounts[0], abi).substring(2)

> subchainaddr = '0x1195cd97696922a69220312e95192e0dcbb6adec09’;

> via = '0xf103bclc054babcecdl13e7acl1cf34f029647b08c";

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> chain3.mc.sendTransaction( { nonce: nonce, from: chain3.mc.accounts[0], value:0, to:

—subchainaddr, gas:0, shardingFlag:'0Ox1', data: data, via: via,});

WE: AR BEAER NG, Nonce 2 HZIHE M 1 mEH H#HEMA monitor ) rpc 1  ScsR-
PCMethod.GetDappAddrList 815G £ M5 =087 XA 5k

PAFRZE dappl F dapp2 S, FFEREX 55 284 29303 dappbase H12::
STEP4: i dappbase H1ff) registerDapp J7 %KM dappl

STEP5: i dappbase H1[J registerDapp 7K1 dapp?2

STEPX: ¥ dappl & dapp2 i)l 452 %5
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3.6 FHERYMSUT R FekiEOE A

3.6.1 SCS Monitor

Monitor J&—FHREFRIY 4% SCS T, H LTI LAM T Hf% T aei RS A g
Monitor A& 5 THEM S IR, FORFEP KSR, Sl
THERZN TS ses KAFETZHORR, T2E LT rpe #% AR # ]

scsserver-windows-4.0-amd64 --password "123456" --rpcdebug --rpcaddr 0.0.0.0 --rpcport,

—2345 --rpccorsdomain "*"

4515475, Monitor R] DAYEF F4&4s &2 subchainbase H1H{ register AsMonitor J5 a7 H M
P& J registerAsMonitor Z%§iiHH:

> data = subchainbase.registerAsMonitor.getData(

— '0xd135afabc8d96ballc40cf0b52952d54bce57363",'127.0.0.1:2345")

A 7 Bil:

> subchainbase = SubChainBaseContract.at('0xb877bf4edcc94fd9168313e00047b77217760930")
> amount = chain3.toSha(l, 'mc')

> subchainaddr = '0x1195cd9769692a69220312e95192e0dcb6adec09';

> data = subchainbase.registerAsMonitor.getData(

— '0xd135afabc8d96ballc40cf0b52952d54bce57363",'127.0.0.1:2345")

> chain3.mc.sendTransaction({ from: chain3.mc.accounts[0], value:amount, to:

—subchainaddr, gas: "5000000", gasPrice: chain3.mc.gasPrice, data: data });

Bk W% SCS monitor concole FIEIFAG A FHEX I, sE A THEAZIRY getMonitorInfo 7534

> subchainbase = SubChainBaseContract.at('0xb877bf4dedcc94fd9168313e00047b77217760930")

> subchainbase.getMonitorInfo.call()

3.6.2 ¥4 RPC #0O

R TEEE B SR, AT AT RO B2 11, 3 4 1 3R T A S e
PAVE I HE 11 GetSesld 31, #RAFYUHITHY ses 45, Bl scs keystore SUPFHrHiLIL
KT rpe http LI, ATAFIZE(L postman 22 JE T HJEATPRHEN
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header K H&:
Content-Type = application/json

Accept = application/json

Body # &:
{"jsonrpc":"2.0","id":0, "method": "ScsRPCMethod.GetScsId", "params":{}}

post KB4 R :

{

"jsonrpc": "2.0",

"id": 0,

"result": "Oxd135afa5c8d96ballc40cf0b52952d54bce57363"
X

[ it AT PAE I nodejs )75 i )

> request = require('request');

> url = "http://127.0.0.1:2345/rpc";

> data = {"jsonrpc":"2.0","id":0,"method": "ScsRPCMethod.GetScsId","params":{}};
>

request({ url: url, method: "POST", json: true, body: data, headers: {"Content-Type":
—'application/json', "Accept": 'application/json'}}, function(error, response, result)

—q{if (lerror && response.statusCode == 200) {console.log(result)l}});

DAL IR RPC 01 KA body /&6 (v1.0.9)

* Ik *

WS B VR T REDS SR BT 9%, LS5 4R 5%

GetNonce: {5 T-441) nonce, S T4 DAPP (M0 BEHL —, 454 T4 KIKIR & HEN 1

SubChainAddr: ¥ %44 H it
Sender: HHIKE, HNKEFAETHALFH nonce
Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetNonce",
"params":{"SubChainAddr":
—"0x1195¢cd9769692a69220312e95192e0dcbb6adec09",
"Sender":"0x87e369172af1e817ebd8d63bcd9f685a513a6736"

GetBlockNumber: #4524 jij F-5E 00 X B s B

SubChainAddr: F4& 4 %4 ik

(TR
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(B bTT)

Body: {"jsonrpc":"2.0","id":0, "method" : "ScsRPCMethod .GetBlockNumber",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcb6adec09"}

GetBlock: FAFY 1T THER 5 E Y X HAE S

SubChainAddr: F 44 44k
Sender: i k&
Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetBlock",
"params":{"number":1000, "SubChainAddr":
—"0x1195cd9769692a69220312e95192e0dcb6adec09" >
}

GetBlocks: FRIUE:— X 8] 4 A9 X Hef5 B

SubChainAddr: F4%& %47 H 4k
Start: FF#5 block
End: %3 block
Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetBlocks",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcb6adec09"
"Start":10, "End":20}

GetSubChainlnfo: FA5Y4H] T4ERIE S

SubChainAddr: ¥ %4 % ik
Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetSubChainInfo",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbbadec09"}

GetTxpool: G THEZZIEE

SubChainAddr: F4& 4 %4 ik

Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetTxpool",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbbadec09"
X

GetTxpoolCount : AT T4E52 5y th A AN [A] 282452 5 i Kt

SubChainAddr: F4%4 %4 H 4t
Body: {"jsonrpc":"2.0","id":0,"method" : "ScsRPCMethod.GetTxpoolCount",

(T gk%E)
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(8:EW)

"params" :{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcb6adec09"
}

GetBalance: FRIGXT W K5 7E 155 A0 4

SubChainAddr: 4% & %4 4t
Sender: #if K5
Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetBalance",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbbadec09",
"Sender":"0x87e369172af1e817ebd8d63bcd9£685a513a6736"
}

GetDappState: G HERA & 20 & LIRS

SubChainAddr: F 44 % Hiit
Sender: 4k & % ik O] 2 # Hidt
Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetDappState",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbbadec09",
"Sender":"0x87e369172af1e817ebd8d63bcd9f685a513a6736"

GetDappAddrList: jfiid subchainaddr $RECT#EN A 2 G ARMALS R, T3 THEN IS 248 & 2R ]
fifi 7%y registerDapp Ji{AJG A RELERL, HAGES I “REFHERMACH RN 7RG

SubChainAddr: %% & %443t

Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetDappAddrList",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcb6adec09"
X

R[] result o, ZEE(JE dappbase FIHuAE, MEE—NFFIRINIE 5 8 4R A 2 Hohk
* FepR
GetExchangelnfo: #5555 & B0 IEAE FTHE 1S B

SubChainAddr: F 4 & 4 it

EnteringRecordIndex: 7 FEICKMABEMLE (0)
EnteringRecordSize: IE7E F&MEITKHKE
RedeemingRecordIndex: [FARTILFKWHEBLMLE (0)

(T gk%E)
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(8:EW)

RedeemingRecordSize: AR TILFKHKE

Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetExchangeInfo",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbb6adec09",
"EnteringRecordIndex":0, "EnteringRecordSize": 10,
"RedeemingRecordIndex":0, "RedeemingRecordSize", 10

}

WA, XXXRecordCount 238 i 55

GetExchangeByAddress: it 15 & K545 & B i e 2

SubChainAddr: F 44 44k

Sender: % 21 By K5 M4k

EnterRecordIndex: B & FELEKHLHBME (0)

EnterRecordSize: B4 T HITRKMKE

RedeemRecordIndex: E AR TiLKHLBMAE (0)

RedeemRecordSize: B £# WitkiKE

EnteringRecordIndex: FEZEZREILKWEKLMLE (0)

EnteringRecordSize: IE7E 7580 KB K E

RedeemingRecordIndex: FARTIEFKHALHME (0)

RedeemingRecordSize: AR TILFKHKE

Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetExchangeByAddress",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbb6adec09",
"EnterRecordIndex":0, "EnterRecordSize": 10,
"RedeemRecordIndex":0, "RedeemRecordSize", 10
"EnteringRecordIndex":0, "EnteringRecordSize": 10,
"RedeemingRecordIndex":0, "RedeemingRecordSize", 10

}

PR E . XXXRecordCount 238 M % &
*RBHR*
WA ORI G K, S0 TS KA (st>0), BIW] DATEX B4 22 5 T3 5 45 2%

GetTransactionByNonce: jfiidKk-S#1 Nonce FREUTHEM tx 15 5

SubChainAddr: F4&& #4734k

Sender: #if K5

Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetTransactionByNonce",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbbadec09",

(T gk%E)
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(8:EW)

"Sender":"0x87e369172af1e817ebd8d63bcd9f685a513a6736", '"Nonce

GetTransactionByHash: #4225 hash $ET-5E0Y tx {58,

SubChainAddr: F4f4& 44k
Hash: % % hash
Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetTransactionByHash",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbb6adec09",
"Hash":
—"0x87e369172af1e817ebd8d63bcd9f685a513a6736fsne31kgkvubbkkwlcd"
}

GetReceiptByNonce: j#i3K-5F1 Nonce 3REUT-HE1 tx hFT45

SubChainAddr: F4 & % Hiit
Sender: iK%
Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetReceiptByNonce",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcb6adec09",
"Sender":"0x87e369172af1e817ebd8d63bcd9f685a513a6736", "Nonce":9
b

HE: WRXBENEAHENRS, WFE contractAddress K& Bn A2l ; G2 — A& BHER b ¥
PR, WIFE result S8 FH 455

GetReceiptByHash: #1375 hash 3KEUFEER) tx PATEE R

SubChainAddr: F 4 & 4 Hiit
Sender: # i K5
Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.GetReceiptByHash",
"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbbadec09",
"Hash":
—"0x87e369172af1e817ebd8d63bcd9f685a513a6736fsne31kgkvub5kkwlcd"”
}

W WX BN EAIEMATS, WHE contractAddress 143 B &2yl ; A0 & — AN 1R [BME Y 5
P, WAE result o kR 45 R
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*lkgsk

BRI B AR5 E AR 2 Al 55 12 AR A 2

AnyCall: FKH dapp 2R IEIME, HAIILE: O &0k dapp {EFA dappbase
Params: $—NSHORWMARI N, 2GR EEASEL

SubChainAddr: T4 4 4 3t

Sender: #if K5

DappAddr: 4\ 43 %5 i it

Body: {"jsonrpc":"2.0","id":0,"method":"ScsRPCMethod.AnyCall",

"params":{"SubChainAddr":"0x1195cd9769692a69220312e95192e0dcbbadec09",

"DappAddr": "0xccOD18E77748AeBe3cC6462be0EF724e391a4aD9",
"Sender":"0x87e369172af1e817ebd8d63bcd9f685a513a6736", "Params"

—:["funcA", "paraml", param?2]

}

3.7 FRTRNES

3.7.1 FHETH KM

THEAHE T registerAdd sk RFTHEA N, R THEE IS R KA SR
EFINF 1. SubChainProtocolBase Bt & 2947 ZEF A scs 35 5.

THEEIE RIS, 0 M AR ses, FFIRFIL THERKH, %4 flush 54, ERIMATHE.
registerAdd Sk

nodeToAdd: M F] scs ¥ + FEmA scs #

JA 7 Bil:

> data = subchainbase.registerAdd.getData(20)
subchainaddr = '0x1195cd9769692a69220312e¢95192e0dcb6a4ec09"';

chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

A\

A\

> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:0, to: subchainaddr,

—gas: "2000000", gasPrice: chain3.mc.gasPrice, data: datal});

ISAIE: ses XV HETFIRFEIE X, G4/ A E codeCount FHH A scs T HrEUE

> SubChainBase.nodeCount ()
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3.7.2 FHEDHRIEH

THEW RGB A PR
L P TARIER I, M TG requestRelease JryATFRIBH T4, /% flush 5450

requestRelease Z:4{:

senderType: 1: scs ZAEIFR 2: K5 & HE K
index: scs J¥5 (£# ScsRPCMethod.GetSubChainInfo W scs W 7| %k)
W IR B

> data = subchainbase.requestRelease.getData(senderType, index)

> subchainaddr = '0x1195cd9769692a69220312e95192e0dcb6adec09’;

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:0, to: subchainaddr,

—gas: "2000000", gasPrice: chain3.mc.gasPrice, data: datal});

YR Ff—5 flush J5, XEEAAIAE codeCount 275451k

> SubChainBase.nodeCount ()

2. YT TAERIER R, ATATA TR E 2 requestReleaselmmediate 7741 KL AR H 18

requestReleaseImmediate S

senderType: 1: scs ARFK 2: K5 & H K
index: scs J¥%5 (5% ScsRPCMethod.GetSubChainInfo ¥ scs W 5| %)
W7 B

> data = subchainbase.requestReleaseImmediate.getData(senderType, index)

> subchainaddr = '0x1195cd97696922a69220312e95192e0dcbb6adec09’;

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:0, to: subchainaddr,

—gas: "2000000", gasPrice: chain3.mc.gasPrice, data: datal});

Bk S A AR E codeCount 25454k

> SubChainBase.nodeCount ()

3.7. FHTNRMEE 169




MOACdocs-chn Documentation

3.8 XAlF

3.8.1 FHEXMAIER

THEGZHRAL T close YT IR SCRF KM T4, WA FHERE K 5ok AR A2 51K
T 7R Bil:

M4E ABI chain3.sha3("close()") =,
—0x43d726d69bfad97630bc12e80blad43c44fecfddf089a314709482b2b0132£662
Al 4 MFEF 0x43d726d6
> subchainaddr = '0x1195cd9769692a69220312e95192e0dcb6adec09';
> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');
> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value:0, to: subchainaddr,

—gas: "2000000", gasPrice: chain3.mc.gasPrice, data: '0x43d726d6'});

KR KIEIG, FER—5 fush JFARL, A THEE 2 0 trF iR ) 2] 8RR F k-5 b . T DATE i 23]
AT HRIE

> chain3.mc.getBalance('0x1195cd9769692a69220312e95192e0dcb6adec09")

3.9 BFREMXEEN

SRR T TR, H LU RRRE O TR T RE AL T2 1 50
M, BERGE AR PR TRIL, U AR
3.9.1 B3 MOAC FIFREMRE

XA AR Y — R 5% T it (T DAYE 48 B e MOAC, RJSs e > flush JRMITE T4 13k
Wy sl b [HH, (T CAR S TR T, A R —A flush RIS 48 MOAC,

Xt release F1{) ASM iR A,

FHBELES

S THEETT, SEMEE TR R TAE.

F4EHEK 2 0x87e369172af1e817ebd8d63bcd9f685a513a6736
vnode 7 M &-#Hidk: 0x22£141dcc59850707708bc90e256318a5fe0b928
vnode XEHhhl: 0xf103bcicO54babcecdl3eactcf34f029647b08c 192.168.10.209:50062

(FIugkzE)
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F4#7 WA A H I 0xed2f4f566aedc3b6dd61eadf70cc78d396130fac

scs0: 0x075447a6df1fde4f39243bc67a945312fF36c193 HR B B3 N\ F 45 H,

scsl: 0x7932f827c90c5f06c0177£642a07edfa73ee3044 R E B3N\ F45 H,

scs2 3 monitor: 0xa5966600efb221097ce6a8baldc6ebld5ba3ef83 MR E S IHMAN T 4T i

subchainbase {2

BEXNTHEAEE T EM E#T T8, S vl HE K SubChainBase.sol (5 tokensupply Fil ex-
changerate Z%%). 7% SubChainBase.sol 7/~

chain3 = require('chain3')

solc = require('solc')

>

>

> chain3 = new chain3();

> chain3.setProvider(new chain3.providers.HttpProvider('http://localhost:8545'));
>

input = {'': fs.readFileSync('SubChainBase.sol', 'utf8'), 'SubChainProtocolBase.sol':
—fs.readFileSync('SubChainProtocolBase.sol', 'utf8')};

> output = solc.compile({sources: input}, 1);

> abi = output.contracts[':SubChainBase'].interface;

> bin = output.contracts[':SubChainBase'].bytecode;

> proto = 'Oxe42f4f566aedc3b6dd61eadf70cc78d396130fac’ ; /] FHT AN

> vnodeProtocolBaseAddr = '0x22£141dcc59850707708bc90e256318a5fe0b928"' ; // Vnode
T ey

>min = 1 ; // THFRE SCS i KE, SMFENAWTEFEE: 1, 3, 5,
7

> max = 11 ; /] THFE SCS WA E, UM FENLTEF&EF: 11, 21, 31, 51,
99

> thousandth = 1 ; /! Taz )l

> flushRound = 40 ; /! FERFEY BMEZE4 dlock AR MKEHHE (10 £

— A" block)

> tokensupply = 1000; /] THERAET R

> exchangerate = 100; // 5 moac M3

> SubChainBaseContract = chain3.mc.contract(JSON.parse(abi));

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> SubChainBase = SubChainBaseContract.new( proto, vnodeProtocolBaseAddr, min, max,
—thousandth, flushRound, tokensupply, exchangerate { from: chain3.mc.accounts[0], |,
—data: 'Ox' + bin, gas:'9000000'} , function (e, contract){console.log('Contract,,

—,address: ' + contract.address + ' transactionHash: ' + contract.transactionHash); });

TRBoZ VB IS AR THES LM 0xe9463e215315d6f1e5387a161868d7d0addb89e8
WSE :
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Vil T8 A28 BALANCE 5 tokensupply XL
MiZ42 10 B9 21 5 Bl tokensupply * 10 ) 18 k7 (74554 T decimals)

I =

> subchainaddr = '0xe9463e215315d6f1e5387a161868d7d0a4db89e8" ;
> SubChainBase = SubChainBaseContract.at(subchainaddr);
> SubChainBase.BALANCE()

Y& Fil monitor 1757k ScsRPCMethod. GetBalance BN} 57 352 M= Hihlk i 42471, WViZ 4T 10 1 21 IR

dappbase §%)&BE

FEEIF MG, FF scs JFAR BRI 5E G 185, HEES W FHETRE L. MBS G4HEL
R, WEEEHE dappbase 54y, HEES I TGS EZHETRE .

# YRR dappbase A2 value 2y 1000(tokensupply) * 10 ) 18 k5 (FHEFAET decimals)

TE B

\Y

chain3 = require('chain3')

> solc = require('solc')

> chain3 = new chain3();

> chain3.setProvider(new chain3.providers.HttpProvider('http://localhost:8545'));

> solfile = 'DappBase.sol';

> contract = fs.readFileSync(solfile, 'utf8');

> output = solc.compile(contract, 1);

> abi = output.contracts[':DappBase'].interface;

> bin = output.contracts[':DappBase'].bytecode;

> amount = chain3.toSha(1000, 'mc"')

> subchainaddr = 'Oxb877bf4edcc94£d9168313e00047b77217760930";

> via = '0xf103bclc054babcecd13e7ac1cf34£f029647b08c"';

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> chain3.mc.sendTransaction({from: chain3.mc.accounts[0], value:chain3.toSha(amount, 'mc
—'), to: subchainaddr, gas:0, gasPrice: 0, shardingFlag: "0x3", data: 'Ox' + bin,,

—nonce:0, via: via });

AT
& /] monitor 5 ScsRPCMethod.GetNonce Nonce {H W% & 1
& F monitor ) ¥ ScsRPCMethod.GetBalance Zrif%} 7 dappbase & # b4, NViZZ&T 10
1) 21 Wy
Y& F monitor ) 5% ScsRPCMethod.GetBalance Zrify Xt W 72 M-S bk il 4 %5, Wi%4%T 0
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P& monitor 177 ScsRPCMethod.GetReceipt 14 A X Nonce, M contractAddress =B N TS
SNl

dapp F{E

1] subchainbase f] buyMintToken J7{A5eME, IS A % i sendTransaction IS4} sendTrans-
action ] amount Z%

P Bl

4% ABI chain3.sha3("buyMintToken()") =,
—0x6bbded701cd78dee9626653dc2b2e76d3163ccbabf81ac3b8e69da6a057824ch

B 4 NFEH 0x6bbded70
> amount = 1;
> subchainaddr = '0xe9463e215315d6f1e5387a161868d7d0a4db89e8" ;
> chain3.personal.unlockAccount(chain3.mc.accounts[1], '123456');
> chain3.mc.sendTransaction( { from: chain3.mc.accounts[1], value: chain3.toSha(amount,
—'mc'), to: subchainaddr, gas:"2000000", gasPrice: chain3.mc.gasPrice, data: 'Ox6bbded70
='};

USE:
K EE K51 moac £/ > chaind.mc.getBalance(chain3.mc.accounts|1])

K 45 token S22 753HN: ¥8 F monitor {53 ScsRPCMethod.GetBalance 385 1-4%
chain3.mc.accounts([1] HHEX] . token

K T4 dappbase & Zybhk it 5 A -2 75820 8 monitor {57 ScsRPCMethod.GetBalance

dapp 1R

THTER data Hid %M L dappbase £y£yiit:

P4 dappbase &2 redeemFromMicroChain Jji, HkS A%k sendTransaction WIK'S % & sendTranss

redeemFromMicroChain J5 V5K K-S AT Y. token FUE I AR LEMIA redeem, SEFF—4%C flush
JaERL

L EENE

M 12 ABI chain3.sha3("redeemFromMicroChain()") =,
—0x89739c5bf1ef36273bf0e7aebb59ffe71213a58e1£f01965e75662cb21b03abb13
BURl 4 NFF 0x89739c5b

P F dapp A4 F %, FEH data FA0 A dappaddr

> nonce = 1 // V8 ScsRPCMethod.GetNonce 3k4%
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(B bTT)

> subchainaddr '0x1195cd9769692a69220312e95192e0dcb6adec09 ' ;

> dappbassaddr = dappbase & 4 H#it

> via = '0xf103bclc054babcecd13e7aclcf34£029647b08c"';

> amount = 10 // XN FHEHFEAT 10 * 18 K F Bl 0.1 moac

> chain3.personal.unlockAccount(chain3.mc.accounts[1], '123456');

> chain3.mc.sendTransaction( { nonce: nonce, from: chain3.mc.accounts[1], value:chain3.
—toSha(amount, 'mc'), to: subchainaddr, gas:0, shardingFlag:'Oxl', data: dappbassaddr +

—'89739cbkb', via: via,});

I :
KA K51 moac E1FHEHI: > chaind.mc.getBalance(chaind.mc.accounts|1])
AT 45 token £ 8 monitor ()51 ScsRPCMethod.GetBalance 3#451-4% token
WA T45% dappbase & ZHuhk i B A T 25340 8 monitor 1) ¥ ScsRPCMethod.GetBalance

3.9.2 B% ERC20 f0F$E4A M E

B AR H T A A —Fh T T S . T TT AR I e C &8 1 ERC20, =3 243778 — 1 324 ERC20,
TR s A TR AT e

Xt release 1) AST fRAFL

FHBELES

S5 THENETT, SEMEE TR A AR

FLE B AENK B 0x87e369172af1e817ebd8d63bcd9f685a513a6736

vnode 7 4 4 Hidk: 0x22f141dcc59850707708bc90e256318a5fe0b928

vnode REEHHE: 0xf103bclcO54babcecdl3e7aclcf34f029647b08c 192.168.10.209:50062
F4T WA M 0xed2f4f566aedc3b6dd61eadf70cc78d396130fac

scs0:  0xd81043d85c9c959d2925958c54c1a49c7bfd1fc8 H{R B F MmN T 47

scsl:  0xe767059d768fcef12e527fab63fda68ccl13e24b3  H{R B FIEMNTHEF M

scs2 3f monitor: 0x0964e5d73d6a40f2fc7072a3e1361028a34923f0 Hff B s I M\ F 47 3

erc20 [E
BN — N FRUERY) erc20 &2, J@id allowance, transferFrom, balanceOf, transfer ZEFRUER )5 R MR
5%,

SZE T RBIN erc20 2 erc20.sol, BN decimals 24 2, totalSupply >4 10000 FelA 10 B4 2 5. A
ik
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> chain3 = require('chain3"')

> solc = require('solc')

> chain3 = new chain3();

> chain3.setProvider (new chain3.providers.HttpProvider('http://localhost:8545'));
> solfile = 'erc20.sol';

> contract = fs.readFileSync(solfile, 'utf8');

> output = solc.compile(contract, 1);

> abi = output.contracts[':TestCoin'].interface;

> bin = output.contracts[':TestCoin'].bytecode;

> erc20Contract = chain3.mc.contract(JSON.parse(abi));

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> dtoken = erc20Contract.new( { from: chain3.mc.accounts[0], data: 'Ox' + bin, gas:
~'9000000'} , function (e, contract){console.log('Contract address: ' + contract.

—,address + ' transactionHash: ' + contract.transactionHash); });

TRBSEHE R, K15 erc20 ArZHihi 0x5042086887a86151945d2¢2bb60628addf49d48c
Bk A AZ) balanceOf J7ik AL ifwiE & B/ HI, V%2 1000000

> contractInstance = erc20Contract.at('0x5042086887a86151945d2c2bb60628addf49d48c"')
> contractInstance.balanceOf.call('0x87e369172af1e817ebd8d63bcd9f685a513a6736")

subchainbase ZR=E

HEXATHEAATEE AR E3- T TB%, T erc20 A ZyHuhl-F 54 o Gl 2403 & SubChain-
Base.sol 74

> chain3 = require('chain3')
> solc = require('solc')
> chain3 = new chain3();
> chain3.setProvider(new chain3.providers.HttpProvider('http://localhost:8545'));
> input = {'': fs.readFileSync('SubChainBase.sol', 'utf8'), 'SubChainProtocolBase.sol
—':fs.readFileSync('SubChainProtocolBase.sol', 'utf8')};
output = solc.compile({sources: input}, 1);
abi = output.contracts[':SubChainBase'].interface;

>
>
> bin = output.contracts[':SubChainBase'].bytecode;
>
>

proto = '0Oxe42f4f566aedc3b6dd61eadf70cc78d396130fac' ; /] THT Me Y
vnodeProtocolBaseAddr = '0x22f141dcc59850707708bc90e256318a5fe0b928"' ; // Vnode
T e
> ercAddr = '0x5042086887a86151945d2c2bb60628addf49d48c " ; // erc20 4% ik
> ercRate = 10; /] R E

(@i¥i9)
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(82ET)
>min = 1 ; /] T#EE SCS MERNKE, YWFEALTEFHE: 1, 3, 5,
7
> max = 11 ; /] FHFEE SCS WHRAKE, YWMFENLTEP#HE: 11, 21, 31, 51,
99
> thousandth = 1 ; /! Fazl
> flushRound = 40 ; /] THER A BAZE4 block AR NI EHHE (10

— A block)

> SubChainBaseContract = chain3.mc.contract(JSON.parse(abi));

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> SubChainBase = SubChainBaseContract.new( proto, vnodeProtocolBaseAddr, ercAddr,
—ercRate, min, max, thousandth, flushRound,{ from: chain3.mc.accounts[0], data: 'Ox' +_
—bin, gas:'9000000'} , function (e, contract){console.log('Contract address: ' +,

—,contract.address + ' transactionHash: ' + contract.transactionHash); });

TRBSE IS, B THE S ZHhE 0xb877bf4e4cc94fd9168313e00047b 77217760930
WSE :
i) 45290 BALANCE 5 ERC20 1 totalsupply %

VA% 10 1) 23 Y7 Bl 1000000(ERC20 [ totalsupply) * 1034 3) * 10 9 18 Wy (F4k)EE
M decimals) / 10 B 2 k5 (ERC20 [ decimals)

VRN E

> subchainaddr = '0xb877bf4edcc94fd9168313e00047b77217760930";
> SubChainBase = SubChainBaseContract.at(subchainaddr);

> SubChainBase.BALANCE()

&/l monitor )5 ScsRPCMethod.GetBalance Zrifi] %) WV 2R M-S Hubk (4380, NiZZET 10 19 23 Iy

dappbase §#)EBE
THEF BN G, FF scs TR HRI TN SE B E 158, RS I THENTE k. RRE G AHEL
PR, FEEEHE dappbase %), HEESI FHLFSBEPTE" .

R EE dappbase &40 value S ERC20 By totalsupply * 1054 Eb3) * 10 1 18 W (F4EIRAET
decimals) / 10 #) 2 k7 (ERC20 HJ decimals)

HIE- NIk

> chain3 = require('chain3"')
> solc = require('solc')

> chain3 = new chain3();

i)
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> chain3.setProvider(new chain3.providers.HttpProvider('http://localhost:8545'));

> solfile = 'DappBase.sol';

> contract = fs.readFileSync(solfile, 'utf8');

> output = solc.compile(contract, 1);

> abi = output.contracts[':DappBase'].interface;

> bin = output.contracts[':DappBase'].bytecode;

> amount = chain3.toSha (100000, 'mc"')

> subchainaddr = 'Oxb877bf4e4cc94£d9168313e00047b77217760930";

> via = '0xf103bclcO054babcecdl13e7aclcf34£029647b08c' ;

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> chain3.mc.sendTransaction({from: chain3.mc.accounts[0], value:chain3.toSha(amount, 'mc
—'), to: subchainaddr, gas:0, gasPrice: 0, shardingFlag: "0x3", data: 'Ox' + bin,

—mnonce:0, via: via });

Y E:
& F monitor {5 ¥ ScsRPCMethod.GetBalance Zrifj %}/ dappbase &2k I4%, NiZ4%T 10
1 23 Wi
Y& F monitor ¥ ScsRPCMethod.GetBalance 2 )X} W 782 M-S bkl 4%, WiZ%T 0
Y& ] monitor B 7% ScsRPCMethod.GetReceipt £ AXF Y Nonce, M contractAddress =B N A #R1E
Fr ik

dapp FE{H

& ] subchainbase [ buyMintToken 5 3E7e(E, A58 % I sendTransaction WS-, 5098 T4¢
ErHIAERT erc20 %R . R buyMintToken HYAT SEIH erc20 291 allowance f & #240, FHH H
transferFrom 7545 token M K-S Hbdik 5% 31 A 2k BT DAZLSE T L erc20 (1) approve B0 1Y
erc20 #5 subchainbase £rZ il .

LN E

> amount = 200

> data = erc20.approve.getData(subchainaddr, amount);

> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value: 0, to: erc20.address,
—gas: "2000000", gasPrice: chain3.mc.gasPrice, data: datal});

> subchainaddr = 'Oxb877bf4ed4cc94£d9168313e00047b77217760930";

> SubChainBase = SubChainBaseContract.at (subchainaddr) ;

> data = SubChainBase.buyMintToken.getData(amount)

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> chain3.mc.sendTransaction( { from: chain3.mc.accounts[0], value: O, to: subchainaddr,,

—gas: "2000000", gasPrice: chain3.mc.gasPrice, data: datal});
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ISE:
A5 erc20 token 2757/ 200: JEH erc20 291 balanceOf J5yk

T e o] 7 M- 4 JER A T 2 2548 - 20000000000000000000: 18 i monitor [ 7734
ScsRPCMethod.GetBalance

¥ AE 14% dappbase &£t i 5 A4 245820 20000000000000000000: I ] monitor Y755
ScsRPCMethod.GetBalance

dapp 12

THER data Hid %M L dappbase £y£yiihl:

i dappbase &%) redeemFromMicroChain Jji:, H)oKk'S A%k sendTransaction K5 #igl sendTranss

redeemFromMicroChain 75 %35 F P IK-S-FIXT R token il AMEREGE A redeem, 575 —4% flush
J5, B3I TSR redeemFromMicroChain 2

PR erc20 G219 transfer 25 H FPIK-S5X MW A token i

LV ENE

M4E ABI chain3.sha3("redeemFromMicroChain()") =,
—0x89739c5bf1ef36273bf0e7aebb59ffe71213a58e1£01965e75662cb21b03abb13

BH 4 NFEH 89739¢5b

W H dapp ¥, %EH data H AU\ dappaddr

> nonce = 5 // A ScsRPCMethod.GetNonce % 4%
'0xb877bf4e4cc94£d9168313e00047b77217760930" ;

dappbase A% Hi 4t

> via = '0xf103bclcO054babcecd13e7acl1cf34£029647b08c' ;

> amount = chain3.toSha(10, 'mc') // % 10 B 2 Yk (ERC20 #y decimals) / 10(ii ¥t
E) 100 H AR erc20 HE

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> subchainaddr

> dappbassaddr

> chain3.mc.sendTransaction( { nonce: nonce, from: chain3.mc.accounts[0], value:amount,,
—to: subchainaddr, gas:0, shardingFlag:'Ox1', data: dappbassaddr + '89739cbb', via: via,
<1);

USIE <
K-S erc20 token 27530 100: JE M erc20 & 291 balanceOf J5 ¥k

4 flush J5, R THEC K-S 1Y JEA T2 520 10000000000000000000: ¥ monitor #)y
¥ ScsRPCMethod.GetBalance
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3.9.3 ATO A=

TODO

3.10 ZEHHHHIRIE

108 DR, THIIATZANWME . THEAUIRGRE K THTBEL RSN, Za4TURL
S IEATIRSY, MITLIA, A2 [HLAT DT T2

3.10.1 F#W KiBIESLIEINIEA

AL 58— DAL 5 b — DB L PR k.
STEPO: #3% dappbase.sol

STEP1: ¥EEY) dappl.sol, FHH W3] dappbase 2

contract Dappl {
struct tup {
uint amount;
string desc;
}
tup[] public tups;
function addTup(uint amount, string desc) public {
tups.push(tup(desc));
}
function getString() public view returns (string) {
return tups[0].desc;
}
function getTup(address addr) public view returns (tup) {
for (uint i=0; i<tups.length; i++) {
if (tups[i].owner == addr) {

return tups[i];

STEP2: #3& &%) dapp2.sol, ZRW DA dappl Y getString J7i%

contract Dappl {
struct tup {

uint amount;

(T gk%E)
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string desc;
}
function getUint() public view returns (uint);
function getString() public view returns (string);
function getTup(address addr) public view returns (tup);
}
contract Dapp2 {
struct tup {
uint amount;
string desc;
}
function Dapp2(address dappladdr) public {
Dappl dpl = Dappl(addrl);
¥
function getString(address addrl) public view returns (string) {

return dpl.getString();

LLLERNGE

> nonce = 1 // ¥ JH ScsRPCMethod.GetNonce 375

> subchainaddr = 'Oxb877bf4edcc94£d9168313e00047b77217760930";

> dappaddr = 'OxccOD18E77748AeBe3cC6462be0EF724e391a4aD9" ;

> via = '0xf103bclcO054babcecd13e7aclcf34£029647b08c' ;

> data = dappaddr + '89ea642f';

> chain3.personal.unlockAccount (chain3.mc.accounts[0], '123456');

> chain3.mc.sendTransaction( { nonce: nonce, from: chain3.mc.accounts[0], value:0, to:

—subchainaddr, gas:0, shardingFlag:'0Oxl', data: data, via: via,});

3.10.2 FHEVMAR (BFERK)

AP — DR D E AR, SRR s — 1 a A IEE.
STEPO: #3% dappbase.sol

STEP1: #EEY) dappl.sol, FHH W3] dappbase 2

contract Dappl {
struct tup {

uint amount;

(T gk%E)
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address addr;
}
tup[] public tups;
tup[] private mytups;

function addTup(uint amount, address addr) public {

tups.push(tup(amount, addr));

function getAmountByAddr(address myaddr) public view returns (tup[]) {
for (uint i=0;i<tups.length;i++){
if (tups[i].addr == myaddr){
mytups.push(tups[i]);

}

return mytups;

STEP2: ##& &%) dapp3.sol, ERATLAYTH] dappl %

contract Dappl {
struct tup {
uint amount;
address addr;
3
function getAmountByAddr(address) public view returns (tupl[]);

contract Dapp3 {
struct tup {
uint amount;

address addr;

Dappl public dpil;

tup[] public tups;

tup[] private mytups;

function Dapp3(address dappladdr) public{
dpl = Dappl(dappladdr);
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function addTup(uint amount, address addr) public {

tups.push(tup(amount, addr));

function getAmountByAddr(address addr) public view returns (tup[]) {
Dappl.tup[] memory oldtups = new Dappl.tupl[](10);
oldtups = dpl.getAmountByAddr (addr) ;
for (uint i=0;i<oldtups.length;i++){
if (oldtups[i].addr == addr){
mytups.push(tup(oldtups[i] .amount, oldtups[i].addr));

for (i=0;i<tups.length;i++){
if (tups[i].addr == addr){
mytups.push(tups[i]);

}

return mytups;

Ui getAmountByAddr J5yAKF dappl HEEHIEA dapp3 H1iY mytups.
STEP3: &G4 dappd.sol, FRA[PAVH dapp3 H %

contract Dapp3 {
struct tup {
uint amount;
address addr;
}
function getUint() public view returns (uint);
function getString() public view returns (string);

function getAmountByAddr(address) public view returns (tupl]);

contract Dapp4d {
struct tup {

uint amount;

(T gk%E)
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address addr;

tup[] public tups;

Dapp3 dp3;

tup[] private mytups;

function Dapp4(address dapp3addr) public {
dp3 = Dapp3(dapp3addr) ;

function addTup(uint amount, address addr) public {

tups.push(tup(amount, addr));

function getAmountByAddr(address addr) public view returns (tup[]l) {
//get dapp3 data
Dapp3.tup[] memory oldtups = new Dapp3.tup[](10);
oldtups = dp3.getAmountByAddr (addr) ;
for (uint i=0;i<oldtups.length;i++){
if (oldtups[i].addr == addr){
mytups.push(tup(oldtups[i] .amount, oldtups[i].addr));

}
//new data
for (i=0;i<tups.length;i++){
if (tups[i].addr == addr){
mytups.push (tups[i]);

}

return mytups;

P getAmountByAddr J5 s dapp3 HEEHE A dapp3 H11¥) mytups, KA dapp3 B EHEE

dappl M, BrLAXATr kiR 2GR 0] dappl, dapp3, dappd HETAFFEG addr B8
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CHAPTER 4

Restful API

4.1 Restful API &4y

MOAC PA Restful APT $2 25 g —Fp A7, W3R XM, 48, T4, Ko Ein— R EHK.
DAPP 243 %0 P SDK A7 ARMERS , AT DA e 55 s FH 9 07 QS B MOAC B A

4.1.1 URL igit

1) http 120 APT f@fE P, HADREZ 1 POST J5ik.
url #%38: http(s)://server.com/api/{module}/{version}/{method}
KT version, HBIHRLFFLRA, BRI version Jy v1.0

POST #2342 R form FEZ4L Content-Type: application/x-www-form-urlencoded (a=name&b=666)

4.1.2 ZE#5RE

R R AEECR A json A8

{
"success": true,
"message n . nn s
"data': "kskkskkskkkk!
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}
success: true - &Y false - .k
message: KK #y 4R fF &

data: # 0R B HiE

HFARZSHS 200 OK 403 token FLFR3ZHR

4.1.3 EOi5EHE

APT yyazil, J5 5K i P sy, Se A auth 32 01953K 1771 token.
4% api BOTRE token ZHOA, AIRLRIE 403 Fi%.

token AL HINLA], HATRZ 2 /NEHRL

4.1.4 %L

XIS A AR AL T RS
L. dapp FENMKG, WCERRIEAAST (privatekey), JE8E ki 52 o) AL 1E ALY
2. dapp FEMHK G, R E—MNEH (encode), JFL: ks o) dMEH MK H, RESMHY

IR TR
4.1.5 T3 R

W SREREE ML http://139.198.126.104:8080

TR access token, W HMNAIKS : test HhG: 123456
WERFREEHAE . https://api.moac.io:8080

EFRFREE R access token, FHEERITFAHIBL: moacapi@mossglobal.net ,

H AR 2 voode 5 s A9 & APL, AL 2 5 Ak Ao 1169 75 3088 & BT . SRR AN
MBI, 2MNFEROAR AT SEE (MEREEX Y testnet AYBRINTT R, IEFRFERIA LR .

4.2 Restful APl 0

4.2.1 EHER
API iAIE

TR token, FRAUARIEN APT Ay HAhE 1
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¥ auth

E3iE

account: FFRIKE
pwd: FAKEFHH

PR

POST: http://139.198.126.104:8080/auth

BODY: account=kkkkkx&pwd=sk****

AR [ e s il

"success": true,

I|message|l: n II,

"data": "token Z&"

4.2.2 Mk PHER
W P AR

J5ik: register

SR

pwd: JK P EA
token: auth K [E W34 token

LV ENE

POST: http://139.198.126.104:8080/api/account/v1.0/register

BODY: pwd=ssksk sk k&t OREI=Hk ks ok kok ko ok ok kokok ok ok ko ko ok ok Kok K

A [ Kot 7 Bl

"success": true,
||message||: nn ,
"address": Jk P Mt
"encode": JiK P usE &,

"keystore": JKF keystore fZ K.,

(T gk%E)
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"privateKey": WK P FA4A

KRER

¥ login

S8

address: i P it

pwd: JKF &

encode: JK & jui% &

token: auth X[ WIZAX token

VRN R

POST: http://139.198.126.104:8080/api/account/v1.0/login

BODY: address=0x*¥¥kx*xxx&pwd=sk***k*k&encode=skk*x*xxx&token=skkkkxx s  ***x

AR €y |

"success'": true,

||message|l: n ll,

"data': Ji P Mk

ESA

Ji¥k: import FK FIE A keystore A RS

e

address: K P Hhdk

pwd: JK &

keystore: JKF keystore
token: auth X [F W4ZA token

LNk

POST: http://139.198.126.104:8080/api/account/v1.0/import

BODY: address=0x********&pwd=*****&keystore={*******}&token=************
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1 [ et 7 Bl

"success'": true,
"message": "",
"address": WK P Hidk,
"encode": Nk P &,

"privateKey": MK P FA4A

4.2.3 ETMER

W PR

JiE: getBalance

SR

vnodeip: vnode ¥ & Huit
vnodeport: vnode ¥ H&igH

address: J§ 5 Hiik
token: auth K [F W34 token

L EENR

POST: http://139.198.126.104:8080/api/vnode/v1.0/getBalance

BODY: vnodeip=127.0.0.1&vnodeport=8545&address=0x******x&token=s s kkkkkkkxkkkk*k

AR [ s s il

"success": true,
I|message|l : n II’

"data": WP EH (BEfL moac)

EREE
J5¥%: getBlockNumber

24
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vnodeip: vnode ¥ & Huit
vnodeport: vnode ¥ 3 O

token: auth X[ WIZA token

LV EENE

POST: http://139.198.126.104:8080/api/vnode/v1.0/getBlockNumber
BODY: vnodeip=127.0.0.1&vnodeport=8545&token=s: itk ki **k*

AR €y |

"success'": true,

Hmessageﬂ: HH’

"data": REFE

XR{52

J5¥%: getBlockInfo

SR

vnodeip: vnode ¥ & Hiit
vnodeport: vnode W i M
block: K55 #F K H hash
token: auth i [ H4ZA token

JA Bl

POST: http://139.198.126.104:8080/api/vnode/v1.0/getBlockInfo
BODY: vnodeip=127.0.0.1&vnodeport=8545&block=2002326&token=s* ik **kkkk**x

AR €N

"success": true,

Hmessageﬂ: H",

"data": R E
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g L

F¥E: getTransactionByHash

S

vnodeip: vnode ¥ & Miit
vnodeport: vnode Y g O
hash: %X % hash

token: auth X [E ¥4 token

JA Bl

POST: http://139.198.126.104:8080/api/vnode/v1.0/getTransactionByHash
BODY: vnodeip=127.0.0.1&vnodeport=8545&hash=0x**&token=sxxxxxkkkkkkkkkk*

1 [l e 7 B

"success'": true,

l|message|l: n ll,

"data": X % 4

X5i¥E
F¥E: getTransactionReceiptByHash

2

vnodeip: vnode ¥ & Huit
vnodeport: vnode ¥ g3 O
hash: 2 % hash

token: auth X[ WIZAX token

VRN

POST: http://139.198.126.104:8080/api/vnode/v1.0/getTransactionReceiptByHash
BODY: vnodeip=127.0.0.1&vnodeport=8545&hash=0x**&token=s**iikkkkkkkkkkkxx

SR CiyN |

"success": true,

(T gk%E)
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(8:EW)

||message||: 1] ll’
"data": X ZHH

23S

J7:: sendRawTransaction

E3iE

vnodeip: vnode ¥ & Hiit

vnodeport: vnode ¥ 3 O

from: JRIK S Hk

to:  HAFKE I

amount: #HE (HE{L moac)

method: dapp &% 7% Hhir: buyMintToken(uint256)

paramtypes: dapp & A F EX NS HEA KA ["uint256"]

paramvalues: dapp &% 7k K EHME 4 [100000000]

privatekey: JEIKEF4H (ff privatekey, F A B EH pwd ¢ encode, fft privatekey, N ibZifE
pwd 1 encode JA7E)

pwd: K P B

encode: Jik P hu% &

gasprice: Hi#t 5%, BRI\ gasprice 4 chain3 # gasPrice, U X FHEW, FEEERXFH 110%
HATHE % o

token: auth X [ W#ZAX token

VRN

POST: http://139.198.126.104:8080/api/vnode/vl.0/sendRawTransaction
BODY: vnodeip=127.0.0.1&vnodeport=8545&from=0x**&to=0x***&amount=10&
—method=buyMintToken (uint256)&paramtypes=["uint256"]&paramvalues=[100000000]&

—privatekey=0x**&token=xxx x*x*x**

A [l e 7 B

"success": true,
I|message|l : n II’

"data": % % hash
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AREEEY

J5¥E: callContract

ZH:

vnodeip: vnode P & Hiit

vnodeport: vnode ¥ HgH

contractaddress: A4 #dk

method: dapp &% 7% Hhir: buyMintToken(uint256)
paramtypes: dapp &4 FiEX M S KR Har: ["uint256"]
paramvalues: dapp &4 FEX M S K E tefw: [100000000]
token: auth i [F H4ZA token

JA Bl

POST: http://139.198.126.104:8080/api/vnode/v1.0/callContract
BODY: vnodeip=127.0.0.1&vnodeport=8545&contractaddress=0x*****&
—method=buyMintToken (uint256)&paramtypes=["uint256"]&paramvalues=[100000000] Ox****&

T OREN=H Kk kK k 3k k kok ok ok ok kK

3B [ Kot 7 Bl

"success": true,
"message":
"data": FEHAAHRELEE

nn
B

erc20 #k

JF¥k: transferErc

K

vnodeip: vnode P & Huit

vnodeport: vnode ¥ HigH

from: JEIK -S4t

to:  EMRIKS I

contractaddress: erc20 & %4 H it

amount: erc20 X H &

privatekey: JBIKEF 4 (£ privatekey, T A B %% pwd F1 encode, A f¢ privatekey, N sbZifE
pwd fr encode FAiE)

(Fogks:)
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(8:EW)

pud: K P A
encode: JK P u %% &
token: auth X [F W4ZA token

JA R Bl

POST: http://139.198.126.104:8080/api/vnode/vl.0/transferErc
BODY: vnodeip=&vnodeport=&from=0x**&to=0x**&contractaddress=0x**&amount=10&

—privatekey=0x**&token=s***x*x*

AR €y |

"success'": true,

l|message|l: n ll,

"data": % % hash

erc20 REn

J51k: getErcBalance

B

vnodeip: vnode P & Hiit
vnodeport: vnode ¥ & g H
address: Jk P #dk
contractaddress: erc20 A %4 #iik
token: auth X[ WIZAX token

VRN R

POST: http://139.198.126.104:8080/api/vnode/v1.0/getErcBalance
BODY: vnodeip=127.0.0.1&vnodeport=8545&address=0x*****&contractaddress=0x**&

 token=skkkkkkkkk

1 [l et 7 Bl

"success": true,

Ilmessagell . nn ,

(@3
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(8:EW)

"data": é‘—}g)ﬁ (%/J\%f?f, 10 lﬁﬁgﬂ)

erc20 RANVEF 5

¥ ercApprove

S8

vnodeip: vnode P & Hidt

vnodeport: vnode ¥ HigH

address: Jk /P #dk

amount: IZA erc20 K&

privatekey: WKEF4 ({£ privatekey, T A ¥ 5% pwd f1 encode, K {& privatekey, N sA%fE
pwd F1 encode AIE)

pwd: JiK P A

encode: Ji 7 fu s &

microchainaddress F 4 Ho dik
contractaddress: erc20 4 %4 #ik

token: auth i [F H4ZA token

JA Bl

POST: http://139.198.126.104:8080/api/vnode/v1.0/ercApprove
BODY: vnodeip=127.0.0.1&vnodeport=8545&address=0x*****&amount=***&privatekey=0x***&

—microchainaddress=0x***&contractaddress=0x**&token=s*****x*x**

AR €y |

"success'": true,

I|message|l . n Il’

"data": % % hash

FEEFHE erc20 RiRFHRFEM

Ji¥: buyErcMintToken ¥: Hi#s2 erc20 XA U &5 A 1k

BH

4.2. Restful APl 0O 195




MOACdocs-chn Documentation

vnodeip: vnode ¥ & Huit

vnodeport: vnode ¥ 3 O

address: K P Hhdk

privatekey: JEIKEF4 (£ privatekey, T AW 5% pwd 1 encode, Ff& privatekey, N LfE
pwd 1 encode A1E)

pud: JK A

encode: Ji P % &

microchainaddress: F 4% ik

method: dapp &% 4% ZIAK: buyMintToken(uint256)
paramtypes: dapp & %4 7 EX MM EH LA BN A ["uint256"]
paramvalues: dapp A4 7 AN M SEE  Hhiw: [100000000]
token: auth X[ WIZAX token

LV ENE

POST: http://139.198.126.104:8080/api/vnode/v1.0/buyErcMintToken
BODY: vnodeip=&vnodeport=&address=0x**&privatekey=0x**&microchainaddress=0x**&

—method=buyMintToken(uint256)&paramtypes=["uint256"]&paramvalues=[100000000] &token=x***x*

1B [ et 7 B

"success": true,
I|message|l : n II’

"data": % % hash

FIEF 5 moac HIRFHERLEM

F7¥: buyMoacMint Token

25

vnodeip: vnode ¥ & Huit

vnodeport: vnode ¥ 3 O

address: K P Hhdk

privatekey: JRJK -5 FA4

pwd: JKPEH

encode: i P fuis &

microChainaddress: F 4t #it

method: dapp &4 %% ik 4 : buyMintToken(uint256)

(@3
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(8:EW)

paramtypes: dapp &4 FEM M ASHKEAE BKAH: ["uint256"]
paramvalues: dapp &4 FEX M SHKME  Hdr: [100000000]
token: auth X [F W4ZA token

JA R Bl

POST: http://139.198.126.104:8080/api/vnode/v1.0/buyMoacMintToken
BODY: vnodeip=&vnodeport=&address=0x**&privatekey=0x**&microChainaddress=0x**&

—method=buyMintToken (uint256)&paramtypes=["uint256"]&paramvalues=[100000000] &token=x**x*x*

AR €y |

"success'": true,

||message|l . n Il,

"data": % % hash

4.2.4 FEEEER
RETHEREE
¥ getBlockNumber

S5

microip: monitor ¥ & it

microport: monitor ¥ &% H
microchainaddress: F4% SubChain Hit
token: auth X[ WIZAX token

LV EN R

POST: http://139.198.126.104:8080/api/micro/v1.0/getBlockNumber

BODY: microip=127.0.0.1&microport=8546&microchainaddress=0x***&token=s****xxx**x*

AR €y |

"success'": true,

||message|l : n ll,

(Fogks:)
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(8:EW)

"data": FHRRE K

R 15F4E dapp il FIFE

¥ getDappAddrList

S8

microip: monitor ¥ A Midt

microport: monitor ¥ HgH
microchainaddress: F%% SubChain Hyit
token: auth X[ WIZAX token

VRN R

POST: http://139.198.126.104:8080/api/micro/v1.0/getDappAddrList

BODY: microip=127.0.0.1&microport=8546&microchainaddress=0x***x&token=s***x*xxx**x*

AR €y |

"success": true,

nn
B

"message":

"data": F4% dapp HiiLF|FK (A LEMKF)

REFHEEXRER

J5ik: getBlock

e

microip: monitor ¥ A Midt

microport: monitor ¥ HgH
microchainaddress: %% SubChain Hyib
blocknum: 3%

token: auth X[ WIZAX token

LV EENE
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POST: http://139.198.126.104:8080/api/micro/vi.0/getBlock

BODY: microip=127.0.0.1&microport=8546&microchainaddress=0x***&blocknum=****x*&

o token=skokskokkokkkkkk

AR G|

"success": true,

"message” . n II’

"data": FHKREL

RIFTFHMM Hash X HER

J7¥: getTransactionByHash
24

microip: monitor ¥ &Mt

microport: monitor ¥ &% H

microchainaddress: %% SubChain Hyht

hash: %X % hash
token: auth K [E W44 token

PR

POST: http://139.198.126.104:8080/api/micro/vl.0/getTransactionByHash
BODY: microip=127.0.0.1&microport=8546&microchainaddress=0x***&hash=0x**&

< token=skkskokkkkkkkk

AR [ e s il

"success'": true,

||message|l . n ll,

"data": FHX G L

REEFHEMN Hash 8932 5 B840

Jrik: getTransactionReceiptByHash

28
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microip: monitor ¥ & Mit

microport: monitor ¥ &% H
microchainaddress: 4% SubChain Hiiib
hash: %% hash

token: auth K [F W3F 4 token

L EENE

POST: http://139.198.126.104:8080/api/micro/v1.0/getTransactionReceiptByHash
BODY: microip=127.0.0.1&microport=8546&microchainaddress=0x***&hash=0x**&

o token=skokskokkokkkkkk

AR CiN |

"success": true,
"message": "",
"data": THXZWAM, EFTEFRHALT:
failed: X FRFE &Y false RTF/Y
result: WHATE AN F &, retrun W EIE
transactionHash: F%% hash
contractAddress: Y3 FA AR, KE AL MU

FRERT- 5 P R R

J5¥k: getBalance

SR

microip: monitor ¥ & Midt

microport: monitor ¥ &M
microchainaddress: T4 SubChain Hyib
address: Jk P #dk

token: auth X[ W#ZAX token

LEENEE

POST: http://139.198.126.104:8080/api/micro/v1.0/getBalance
BODY: vnodeip=&vnodeport=&microip=127.0.0.1&microport=8546&microchainaddress=0x*****§

—,address=0x****x*x§t oRen =% %k kk*k***
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1 [ et 7 Bl

"success'": true,

I|message|l . n Il’

"data": TP LH

F 5k IR A WK

¥ transferCoin

SR

vnodeip: vnode ¥ & Hiit

vnodeport: vnode W g M

microip: monitor ¥ & Miit

microport: monitor ¥ &% H
microchainaddress: 4% SubChain Hijib
via: FHKkEKS

from: JEIK F Mk

to:  EARIK P ik

amount: Jf4 i &

privatekey: JEKEF4 (5 privatekey, T A M5 H pwd 1 encode, Ff& privatekey, N L5
pwd F1 encode AIE)

pud: JK P A

encode: Jik P s &

token: auth X[ WIZAX token

LV ENE

POST: http://139.198.126.104:8080/api/micro/v1.0/transferCoin
BODY: vnodeip=&vnodeport=&microip=127.0.0.1&microport=8546&microchainaddress=0x**&

—via=0x**&from=0x**&to=0x**&amount=+*&privatekey=0x***&token=***x*x*

1B [l e 7 B

"success": true,
I|message|l : n II’

"data": % % hash
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FHEMER S

¥ sendRawTransaction & dapp & 235 M A& B 1 5 ¥

ZH:

vnodeip: vnode ¥ A& Hiib

vnodeport: vnode ¥ HgH

microip: monitor ¥ & Miit

microport: monitor ¥ &% H

from: Xk 7K F Hudtk

microchainaddress: 4% SubChain Hyi-

via: FHEKEIKS

amount: payable X{ /440

dappaddress: dapp & ##idt

method: dapp &% F% W: buyMintToken(uint256)
paramtypes: dapp &4 FEX NS ER Hw: ["uint256"]
paramvalues: dapp &% 7 AR SHME  Hdr: [100000000]
privatekey: BIKE M4 (& privatekey, WA B 5H pwd ¢ encode, Ff& privatekey, N|LZfE
pwd F1 encode JAIE)

pwd: JK P A

encode: Jik P hu% &

token: auth ik [H W 4F 4 token

LV ENE

POST: http://139.198.126.104:8080/api/micro/v1.0/sendRawTransaction

BODY: vnodeip=&vnodeport=&microip=127.0.0.1&microport=8546&from=0x**&
—microchainaddress=0x***&via=0x**&amount=**&dappaddress=0x***&
—method=buyMintToken(uint256)&paramtypes=["uint256"]&paramvalues=[100000000] &

—privatekey=0x***x&token=****x*

AL €y

"success'": true,

I|message|l . n Il’

"data": F4H#E X % hash

FeEALAR

Jri: callContract 1%} public ¥ERIAE &, AW NEHRE L
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ZH:

microip: monitor ¥ A Midt

microport: monitor F HgH

microchainaddress: F4% SubChain Hyit

dappaddress: dapp & %4 H# it

data: FHAERY, WwEH N F ik getTopicList (uint pageNum, uint pageSize), NfEAN [
—"getTopicList", "0", "20"]

token: auth X [E ¥4 token

P Bl

POST: http://139.198.126.104:8080/api/micro/v1.0/callContract
BODY: vnodeip=&vnodeport=&microip=127.0.0.1&microport=8546&microchainaddress=0x*****&

—dappaddress=0x**&data=&token=s***x*xxx

AR €y |

"success'": true,

I|message|l: n Il’

"data": S HRELEE

F# ERC M

J5¥: redeemErcMintToken JFA4E %% erc20

SR

vnodeip: vnode ¥ & Hiit

vnodeport: vnode Y g O
microipHmonitor ¥ & it

microport: monitor ¥ &% H
microchainaddress: 4% SubChain Hi it
dappbaseaddress: dappbase & % Hidt
via: FHKEKS

address: 32T K & #H-

amount: RFURA T HE

privatekey: JEKEF4 ({5 privatekey, T A B 5% pwd 1 encode, Ff& privatekey, N LifE
pwd 1 encode A1E)

pwd: JKF A

(P gks:)
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(8:EW)

encode: QKF i 5 $
token: auth K [E W34 token

L EENE

POST: http://139.198.126.104:8080/api/micro/vl.0/redeemErcMintToken
BODY: vnodeip=&vnodeport=&microip=127.0.0.1&microport=8546&microchainaddress=0x**&
—dappbaseaddress=0x**&via=0x**&address=0x**&amount=**&data=****&privatekey=0x**&

< token=k**kkk*k

AR €y |

"success'": true,

||message|l . n Il,

"data": % % hash

F# MOAC iz

Jr¥%: redeemMoacMintToken JFA: %% moac

B

vnodeip: vnode P & Hiit

vnodeport: vnode ¥ HgH
microipHmonitor ¥ & it

microport: monitor ¥ &% H
microchainaddress: 4% SubChain Hyht
dappbaseaddress: dappbase & % Hdi
via: FHKEKS

address: % WK 7 ik

amount: REURA i H &

privatekey: JEKEF4 (£ privatekey, T A B 5 H pwd 1 encode, Ff& privatekey, N b4
pwd 1 encode JA1E)

pud: JK A

encode: Jik P fu s &

token: auth X[ WIZAX token

PR
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POST: http://139.198.126.104:8080/api/micro/v1.0/redeemMoacMintToken
BODY: vnodeip=&vnodeport=&microip=127.0.0.1&microport=8546&microchainaddress=0x**&
—dappbaseaddress=0x**&via=0x**&address=0x**&amount=**&data=****&privatekey=0x**&

 token=skkkkk***

1 [ Kot 7 Bl

"success": true,

I|message|l: n ll’

"data": A % hash
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SDK

5.1 SDK {4y

AT HEAFEA, MOAC H AL nodejs iAW) SDK, B8 A% EHRALHALR A SDK,
Node.JS SDK TF#kZ:%:

npm install moac-api

Node.JS SDK 2 4b B H -
N A B ol 552 8T sdk kAT try catch S AP

NE

var VnodeChain = require("moac-api").vnodeChain;

try{
var vc = new VnodeChain("http://47.106.69.61:8989");
var blockNumber = vc.getBlockNumber();
console.log(blockNumber) ;

}catch (e){

console.log(e);
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5.2 SDK #0O

5.2.1 Z28ER

A

Node.JS Example

24

pwd: K P H A

(MR

var account = require('"moac-api').account;

var wallet = account.register(pwd);

& [A]:

wallet:

{ address: ' &&@HH....",
privateKey: ' FA4H....',
keyStore: 'keyStore WZ&...'

Z2R
Node.JS Example

B4

addr: 4k #
pwd: &R E D
keyStore: keyStore

A

var account = require('"moac-api'").account;

var status = account.login(addr, pvwd, keyStore);

R [E]:
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status: 0 //&F % Ik
status: 1 //BEF R
status: 2 //5H4EE

5.2.2 HEEDR

SEBIE EHEX R

Node.JS Example

BH

vnodeAddress: F 45 | Hidt //http://47.106.69.61:8989

(M 2E

var VnodeChain = require("moac-api").vnodeChain;

var vc = new VnodeChain(vnodeAddress) ;

R ERXREE

Node.JS Example

AR

var blockNumber = vc.getBlockNumber() ;

pIESCIE

blockNumber: 4% [X ﬁ%%‘fg

FRERE—XRER

Node.JS Example

SR

hashOrNumber: X3t hash H KX kg E

(MR

var blockInfo = vc.getBlockInfo(hashOrNumber) ;

5.2. SDK #0O
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A

blockInfo: ¥ —[XHfz &

RRERX 5 FR

Node.JS Example

ZH

hash: %X % hash

(M 2E

var tradeInfo = vc.getTransactionByHash(hash);

A

tradeInfo: X ZiFEE

REEL)SLHI

Node.JS Example

28

microChainAddress: 4% Mk
versionKey: M A5 (BKik 0.1 JKAK)

AR

var data = vc.getSubChainBaseInstance(microChainAddress, versionKey);

AT

data: & 4 LA

FRER E M P R ER

Node.JS Example

SR

210
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addr: &0k P Hak

(MEE

var balance = vc.getBalance(addr);

& [A]:

balance: FH#KF 441 (¥ L4 moac)

KRB EHEMF ERC KTIRE

Node.JS Example

E3iE

addr: £ 7 Hit
contractAddress: A # H# ik

(MEE

var balance = vc.getErcBalance(addr, contractAddress);

& [A]:

balance: WK ERC KT 4% (erc20 & /NHEAL)

R ERS LB

Node.JS Example

S8

abiObj: abi Xf#%
contractAddress: A # H# ik

(NEE

var object = vc.getContractInstance(abiObj, contractAddress);

IR [A]:

object: FHEAH N LHIXNE

5.2. SDK #n0O 211



MOACdocs-chn Documentation

3%E3z 5 Data

SR

method: # 3% | "issue(address,uint256)"
paramTypes: paramTypes S # KA %4 #| ['address','uint256']

paramValues: paramValues ZF#{H# 4 # ['0x..... ',10000] (WMFEEEALFHNSA erc20 H/|NE
fr)
R

var data = mc.getData(method,paramTypes,paramValues) ;

A

data: data FE

EHMER S

Node.JS Example

E3iE

from: X FKEA

to: RGEZHE (FTUAMAMIE, 3 28 Lia 24 H)

amount: % %4 #

method: # 3 | "issue(address,uint256)"

paramTypes: paramTypes Z 4K A # 4 | ['address','uint256']

paramValues: paramValues Z#E#H 4 # ['0x..... ',10000] (WFEEEALF NS A erc20 H/|NE
fir)

privateKey: X % K AT T 1T &

gasPrice: gas %A (BIAA O, WREHRA gas WK, HHEREH gas Hah b EEHK gas TiHfE

Z~

%)

(MR

vc.sendRawTransaction(from, to, amount, method, paramTypes, paramValues, privateKey,
—gasPrice) .then((hash) => {

console.log(hash);
b;

R [E]:

212 Chapter 5. SDK




MOACdocs-chn Documentation

hash: %X % hash

E# MOAC %k

SR

from: #JK Ak

to: WER AL

amount: X %4 % (L} moac)
privatekey: %k A FA4A

(MR

vc.transferMoac(from, to, amount, privatekey).then((hash) => {
console.log(hash);
B;

R A

hash: z % hash

F5% ERC KWK

E3iE

from: #JK At

tor W A4t

contractAddress: erc KT &4 #iht
amount: % 44 (H L% moac)
privateKey: # ik A A4

(MR

vc.transferErc(from, to, contractAddress, amount, privateKey).then((hash) => {
console.log(hash);
B;

pIESCIE

hash: % % hash
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FAREHREY

SR

method: # 3% | "issue(address,uint256)"

paramTypes: paramTypes S # KA %4 #| ['address','uint256']

paramValues: paramValues ZF#{H# 4 # ['0x..... 1,10000] (WM EELLFWASH erc20 H/|NHE
fir)

contractAddress: A % # it

(NEE

var callRes = vc.callContract(method, paramTypes, paramValues, contractAddress);

pIESEIE

callRes: A A REfE R

ERC20 7%{H

S

addr: 4k

privateKey: 4@ fA4A

microChainAddress: 4% M3k

method: # & "issue(address,uint256)"

paramTypes: paramTypes Z#{ KR # 4 ['address','uint256']

paramValues: paramValues ZH{EHK4 ['0x..... ',10000] (FEEAEALF NS H erc20 H/|NEAL)

(NEE

vc.buyErcMintToken(addr, privateKey, microChainAddress, method, paramTypes, paramValues) .
—then((hash) => {

console.log(hash);
Ik

[

hash: %X % hash

MOAC #{E
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addr: 4@ #

privateKey: 4 & fA4

microChainAddress: 4% ik

method: # & "issue(address,uint256)"

paramTypes: paramTypes Z#{ KR # 4 ['address','uint256']

paramValues: paramValues ZH{EHK4 ['0x..... ',10000] (&% ¥ AL A4 moac)

(MR

vc.buyMoacMintToken(addr, privateKey, microChainAddress, method, paramTypes,
—paramValues) .then((hash) => {

console.log(hash);
b;

[

hash: %X % hash

5.2.3 FHEER

SERIEF MR

Node.JS Example

25

vnodeAddress: F#Eif [F|Hht //http://47.106.69.61:8989
monitorAddress: F#E77[F|#hk //http://47.106.89.22:8546
microChainAddress: 4% ik

via: F4 via

(MZE

var MicroChain = require("moac-api").microChain;

var mc = new MicroChain(vnodeAddress, monitorAddress, microChainAddress, via);

REFHEXREE

Node.JS Example

(MZE
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mc . getBlockNumber () . then((blockNumber) => {
console.log(blockNumber) ;
b;

pIESEIE

blockNumber: F4#fR ¥ &

FRE—-RXERAB ST ERER

Node.JS Example

28

start: FH#EE
end: %REE

(M ZE

mc.getBlocks(start, end).then((blockListInfo) => {
console.log(blockListInfo) ;
B

& [A]:

blockListInfo: X34z K List

REFHRE—RRER

Node.JS Example

E3iE

blockNumber: R %5 &

(MZE

mc . getBlock (blockNumber) . then((blockInfo) => {
console.log(blockInfo);
s

R [A]:
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blockInfo: ¥ —R#fz &

KRBT 5FE
Node.JS Example

ZH:

transactionHash: % % hash

(MZE

mc.getTransactionByHash(transactionHash) .then((transactionInfo) => {
console.log(transactionInfo) ;

B

A

transactionInfo: X 5 # &

RELF 55 P R ER

Node.JS Example

E3iE

addr: 4@ # 3

(MR

mc.getBalance (addr) .then((balance) => {

console.log(balance) ;

B

A

data: T4 P 4% (erc20 H&/NEAL)

FRFHFEAER

Node.JS Example

(R
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mc.getMicroChainInfo() .then((microChainInfo) => {

console.log(microChainInfo);

B

A

microChainInfo: F4fE &

FRE-T5 DAPP K&

Node.JS Example

(MR

mc . getDappState() . then((state) => {

console.log(state);

B

A

state: 1//IE%
state: 0// %%

3%EY Nonce

Node.JS Example

E3iE

addr: JK P & & HiE

(MZE

mc.getNonce (addr) . then((nonce) => {

console.log(nonce) ;

B

i [a:

nonce: 74 F|# nonce
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FRE-¥5 DAPP &4)3cf5

SR

dappContractAddress: dapp 4 % Hiit
dappAbi: dapp & ##) Abi X &

(M 2E

var dapp = getDappInstance(dappContractAddress, dappAbi);

ER

a

dapp: dapp

H3z 5 Data

St

W

248

method: # 3% | "issue(address,uint256)"
paramTypes: paramTypes Z#( KA # 4 | ['address','uint256']

paramValues: paramValues F#{H# 4 # ['0x..... ',10000] (W FEHELFHNSH erc20 &/HE
fir)
A5

var data = mc.getData(method,paramTypes,paramValues) ;

& [A]:

data: data F &

FHEMZERZ S

Node.JS Example

ZH:

from: X i 77 Hy /& M3k
microChainAddress: % ik

amount: % %4 #

dappAddress: dapp Hidit

method: # 3% | "issue(address,uint256)"

(T gk%E)
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(8 b))
paramTypes: paramTypes S #{ KA # 4 | ['address','uint256']
paramValues: paramValues % {H# 4 # ['0x..... ',10000] (W FELLHF NS A erc20 /|E

i)
privateKey: X J7 $& A4

(M EE

mc.sendRawTransaction(from, microChainAddress, amount, dappAddress, method, paramTypes,
—paramValues, privateKey).then((hash) => {

console.log(hash);
B

A

hash: %X % hash

TR

Node.JS Example

E3iE

from: KA fy &I

to: YT Ay &AL HAE

amount: X F 4% (erc20 H/NHEAfL)
privateKey: 4%, FA%

(MZE

mc.transferCoin(from, to, amount, privateKey).then((hash) => {
console.log(hash);
B;

A

hash: % % hash

HARFHEY

E3iE
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contractAddress: dapp & %4 #dt

param: flin &N P HEALE— NS W % getDechatInfo, NfE N\ ["getDechatInfo"];
BAE—NEEWFE getTopicList(uint pageNum, uint pageSize), M AN ["getTopicList",

— 0, 20]

(MZE

mc.callContract(contractAddress, param).then((data) => {
console.log(data);

B

i [n:

data: ¥ H & 4R EfE E

&M (MOAC)

ZH:

addr: 4@ H 3t
amount: 241 (¥ % moac)
privateKey: 4, fA4A

(MR

mc.redeemMoacMintToken(addr, amount, privateKey).then((hash) => {
console.log(hash);
IOk

A

hash: z % hash

#’m (ERC20)

2

addr: & it
amount: 440 (erc20 & /NEfr)
privateKey: 4. fA%H

(M 2E
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mc.redeemErcMintToken (addr, amount,privateKey).then((hash) => {
console.log(hash);
b;

pIESEIE

hash: % % hash
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DAPPs

6.1 EuiLEI A (DAPPs)

S|EFG ENET AN (DAPP) RV AMREAEREEE, thr] AR AMRRE — 4 T4

6.1.1 B4 DAPP R

BEETREH) DAPPs F1PAKTS 2 At ] -

RF A8 F) ERC20 ik

HEFoi B ERC721 i&iE

WERTF R HRE R T AR W IR R 515, REHUR/MeEh, BRAT L%

GZER S )

6.1.2 F4§% DApps M

DApp runs on MicroChain means it has its own blockchain that supports transactions, data access, control
flow in a layered structure. It creates the framework to allow users to execute Smart Contract in an efficient
way. It also provides the architecture to spawn sub blockchains using underlying infrastructure quickly and
easily. It is a Blockchain platform with necessary plumbing parts available to sub blockchains, providing

solution for idea test, private chain deployment, complex task processing, decentralized applications etc.
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6.2 gpEF0{fEM ERC20 @ik

6.2.1 Creating your own ERC20 Token on the MOAC blockchain

Before you read this page, you should:
e Understand the following general concepts: blockchain, smart contracts, ERC20 tokens;
o Be able to write a basic Ethereum smart contract in Solidity (see tutorial example);
After you read this page, you will be able to:
e Write your own ERC20 token contract;
e Compile and deploy it on the MOAC blockchain;

o Use the ERC20 token;

6.2.2 Write the ERC20 token smart contract

The ERC20 standard is developed by the Ethereum community.

contract ERC20Token {
string public name;
string public symbol;
uint public decimals;

uint256 public totalSupply;

function balance0Of (address _owner) public constant returns (uint256 balance);

function transfer(address _to, uint256 _value) public returns (bool success);

function transferFrom(address _from, address _to, uint256 _value) public returns (bool
—.success) ;

function approve(address _spender, uint256 _value) public returns (bool success);

function allowance(address _owner, address _spender) public constant returns (uint256,
—remaining) ;

event Transfer(address indexed _from, address indexed _to, uint256 _value);

event Approval (address indexed _owner, address indexed _spender, uint256 _value);

User can develop its own ERC20 token. For that, we can either use a ready open source library to help with
the task, or write the needed smart contracts directly from scratch. We will show both methods below so

you can master your ERC20 token development skills.
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Using a ready open source library

Let’ s see how you can implement this interface by taking advantage of the OpenZeppelin Solidity library,

for instance. We will write a TestCoin based on, for example, the PausableToken contract in OpenZeppelin:

pragma solidity ~0.4.18;

import "zeppelin-solidity/contracts/token/PausableToken.sol";

contract TestCoin is PausableToken {
string public name = "Test";
string public symbol = "TEST";
uint public decimals = 6;
uint public INITIAL_SUPPLY = 100000000 * (10 ** decimals);

function TestCoin() public {
totalSupply = INITIAL_SUPPLY;
balances[msg.sender] = INITIAL_SUPPLY;

To understand better all the steps that the inheritance from PausableToken has achieved in making our
TestCoin a useful ERC20-compliant token (and why it can be helpful to start from an open source library
like OpenZeppelin), you can follow closely the code of each of the library’ s files that were imported after

each inheritance and import is fully expanded.

For that, browsing the OpenZeppelin ERC20 token github repo will be very helpful: our TestCoin is inheriting
from PausableToken, which itself inherits from StandardToken, which inherits from BasicToken and ERC20,
and so on all the way to ERC20Basic and the SafeMath library import.

Developing your smart contract directly

Another way of doing this is to simply write the ERC20 interface and your contract implementing it directly

from scratch. As you’ 1l see, this is actually a fairly straightforward task:

pragma solidity ~0.4.16;

contract ERC20Token {
uint256 public totalSupply;

function balance0Of (address _owner) public constant returns (uint256 balance);

function transfer(address _to, uint256 _value) public returns (bool success);

(TR
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function transferFrom(address _from, address _to, uint256 _value) public returns (bool,

-,success) ;

function approve(address _spender, uint256 _value) public returns (bool success);

function allowance(address _owner, address _spender) public constant returns (uint256,

—remaining) ;

event Transfer(address indexed _from, address indexed _to, uint256 _value);

event Approval(address indexed _owner, address indexed _spender, uint256 _value);

contract TestToken is ERC20Token {

string public name = "Test Coin";
string public symbol = "TEST";
uint8 public decimals = 6;

uint256 public INITIAL_SUPPLY = 100000000 * (10 #** uint256(decimals));

mapping (address => uint256) balances;

mapping (address => mapping (address => uint256)) allowed;

function TestToken() {
totalSupply = INITIAL_SUPPLY;
balances[msg.sender] = INITIAL_SUPPLY;

function transfer(address _to, uint256 _value) public returns (bool success) {
require(balances[msg.sender] >= _value && balances[_to] + _value > balances[_to]);
require(_to '= 0x0);
balances[msg.sender] -= _value;
balances[_to] += _value;
emit Transfer(msg.sender, _to, _value);

return true;

function transferFrom(address _from, address _to, uint256 _value) public returns (bool
—success) {
require(balances[_from] >= _value && allowed[_from] [msg.sender] >= _value);

balances[_to] += _value;

(T gk%E)
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balances[_from] -= _value;
allowed[_from] [msg.sender] -= _value;
emit Transfer(_from, _to, _value);

return true;

function balanceOf (address _owner) public constant returns (uint256 balance) {

return balances[_owner];

function approve(address _spender, uint256 _value) public returns (bool success) {
allowed[msg.sender] [_spender] = _value;
emit Approval (msg.sender, _spender, _value);

return true;

function allowance(address _owner, address _spender) public constant returns (uint256,
—remaining) {

return allowed[_owner] [_spender];

Make sure to save your TestToken contract to a file on your computer (e.g. TestToken.sol).

6.2.3 Compile and deploy ERC20 token smart contract

As a next step, you’ 1l need to generate the bytecode and ABI for your new smart contract. You can think
of the bytecode as basically your contract’ s compiled code. The ABI (Application Binary Interface) is a

JavaScript Object that defines how to interact with your smart contract.

We will show three ways of achieving this as well - using MOAC wallet, Remix web IDE for Solidity devel-

opment, or compiling using the solc compiler on your machine (i.e. the command line).

Using MOAC wallet

MOAC wallet is an online free, client-side interface for using MOAC wallets, make transactions and deploy
contract. It was developed based on open-source software. To use the service, you need to run a local MOAC

node with addition command line arguments:

--rpccorsdomain "http://wallet.moac.io"
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This will allow the access of MOAC node using MOAC wallet.

Otherwise you will see the following error message:

K 1: ERC20_moacwalletOl.png

Example command to start a MOAC node connecting with mainnet:

moac --rpccorsdomain "http://wallet.moac.io" --rpc --rpcport "8545" --rpcapi "chain3,mc,

net,db"

A successful interface connecting to mainnet looks like this:

K 2: ERC20_moacwallet02.png

To compile the contract, click the “CONTRACTS” icon:

K 3: ERC20_moacwallet03.png

Then enter the contract deploy page:

Copy the source code and paste in the “SOLIDITY CONTRACT SOURCE CODE?” section. After copying
the source code, the compiling process will automatically started. If no errors are not found, the right side
should show a “SELECT CONTRACT TO DEPLOY” menu.

Select the contract name “TokenERC20” :
Input the parameters values from the menu:

You need to have enough balance to deploy the contract. You can choose the amount of fee to use when
deploying the contract. Click the DEPLOY button:

This is the contract ready to send from Account 1. The Provide gas is estimated by the compiler and we
suggest you use it or put a larger number. If gas is not enough, the contract cannot be created. To continue,
be sure to unlock the account to create the contract. You can use a console attached to the MOAC to do
this:

After deploying, the interface is returned to the main menu and you can see the following transaction is

creating.
After 12 confirmations, you can start using the contract by click the admin page link.

MOAC wallet is good for beginners that only need basic contract development needs. It cannot debug

contracts. To advanced developers, you can use Remix to work with contracts.
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K 4: ERC20_moacwalletO4.png

K 5: ERC20_moacwallet05.png

Remix

Remix is an online tool developed by Ethereum community to work with smart contracts. MOAC also

supports the deploy of smart contract through Remix.

Open Remix on your browser, create a new file called ‘TestToken.sol’ and copy paste the code of your
smart contract. Make sure you are including all the other Solidity files that your code is referencing with

imports, especially if you are using the open source library approach.

Select ‘TestToken’ in the Compile window then click “Start to Compile” and the Details button next to
TestToken. Upon scrolling in the popup details window for TestToken, you should be able to see similar

sections to this Remix screenshot for the bytecode and ABI of your smart contract:
If the contract is compiled successfully, remix will show the interface like this:

To deploy the contract, you need to connect REMIX to a local or remote MOAC node. In addition to other
arguments, be sure to enable the access of REMIX to the MOAC node with

moac —-rpccorsdomain "http://remix.ethereum.org" --rpc --rpcport "8545" --rpcapi '"chain3,

—mc,net,db"

Click the Run Tab and you should see the following menu:

Choose the Environment menu: JavaScript VM is a simulated environment of Remix, it can be use to
debugging the contract without actually deploying the contract to a real network. Injected Web3 is the
default web3 connecting to Ethereum network. To deploy MOAC contract, you need to choose Web3

Provider.

After choose “Web3 Provider” | you can see a message like this:
Click “OK” |

You need to make sure the port is the same as the local running node.
You may see the error message like this:

If you see this error message, check the local node that include both

—-rpccorsdomain "http://remix.ethereum.org"

K 6: ERC20_moacwallet06.png
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K 7: ERC20_moacwalletO7.png

K 8: ERC20_moacwalletO8.png

K 9: ERC20_moacwallet09.png
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and

—--rpcport "8545"

If the connection is established, you should see your accounts from the Account List.

K| 18: ERC20_moacwallet18.png

Before you deploy the contract, you need to unlock the account that send the contract. You can do the
unlock with the MOAC console:

Kl 19: ERC20_moacwallet09.png

After successfully deployed the contract, you should see the contract address and other information showed

in the menu:

K| 20: ERC20_moacwallet19.png

Remix is good for developing and debugging smart contracts. It is not very convenient to deploy multiple

contracts. If your requires to deploy multiple contracts, you can use the Node.Js packages.

Using the Node.Js packages

You need to install solc package to compile the smart contract, and chain3 package to deploy the contract.

To use the latest stable version of the Solidity compiler via Node.js you can install it via npm:

npm install solc

var solc = require('solc')

var input = 'contract x { function g() !

// Setting 1 as second paramateractivates the optimiser

var output = solc.compile(input, 1)

for (var contractName in output.contracts) {
// code and ABI that are needed by web3
console.log(contractName + ': ' + output.contracts[contractName].bytecode)
console.log(contractName + '; ' + JSON.parse(output.contracts[contractName] .

—interface))

}

To deploy the contracts, you need to install the Chain3 package:

6.2. ZREF{EA ERC20 &iE 231




MOACdocs-chn Documentation

npm install chain3

There is an example file in the package: example/contract_ deploy.js
After successfully deploy, you should see the contract is displayed
Succeed!: 0x95d703ea48477f48335ae9c477ce6d986bc68453dfe3d6582714045456b93405

Using solc compiler to generate the ABI and bytecode Another way of generating these two files is to compile
your smart contract using the solc compiler on your machine. If you haven’ t used solc yet, you can follow

these instructions for installing it on your machine.

Open a Terminal window and navigate to your working directory where you have saved your TestToken.sol
file. Run the following command to export the ‘TestToken.abi’ and ‘TestToken.bin’ files to the bin

directory:

solc --bin --abi -o bin TestToken.sol

As the file extensions suggest, ‘TestToken.abi’ contains your contract’ s ABI, and ‘TestToken.bin’ contains

its bytecode.

If you prefer accessing the solc compiler from within a program’ s code to generate the ABI and bytecode

files rather than using the command line, you can use the following code instead:

var fs = require ( ' fs ' );

var solc = requires ( 'solc' );

var cmds = process.argv;
if(cmds !'= null &% cmds.length > 2){
cmds [2] ;

var name = cmds[3];

var file

var content = fs.readFileSync(file).toString();

was input = {
file: content

};

var output = solc.compile({sources: inputl}, 1);

console.log('contracts', Object.keys(output.contracts));

var ctt = output.contracts[name];
if(ctt == null){

return;

(FougkzE)
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var bytecode = ctt.bytecode;

var abi = JSON.parse(ctt.interface);

console.log('bytecode', bytecode);

console.log('abi', ctt.interface);

Regardless of which method you followed, you should now have the ABI and bytecode files for your TestToken
smart contract. Next, you will be able to deploy your token contract on the MOAC blockchain for others to

interact with it.

6.3 #BEFEMH ERC721 &EiE

6.3.1 Creating your own ERC721 Token on MOAC blockchain

Before you read this page, you should:
e Understand the following general concepts: blockchain, smart contracts, ERC721 tokens;
o Be able to write a basic Ethereum smart contract in Solidity (see tutorial example);
After you read this page, you will be able to:
e Write your own ERC721 token contract;
e Compile and deploy it on the MOAC blockchain;

e Use the ERC721 token;

6.3.2 Write the ERC721 token smart contract

The ERC721 standard is developed by the Ethereum community. It is a standard interface for non-fungible
tokens(NFT), also known as deeds.

contract ERC721 {

function balanceOf (address _owner) external view returns (uint256);

function ownerOf (uint256 _tokenId) external view returns (address);

function safeTransferFrom(address _from, address _to, uint256 _tokenId, bytes data),
—external payable;

function safeTransferFrom(address _from, address _to, uint256 _tokenId) external
—payable;

function transferFrom(address _from, address _to, uint256 _tokenId) external payable;

(T gk%E)
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function approve(address _approved, uint256 _tokenId) external payable;

function setApprovalForAll(address _operator, bool _approved) external;

function getApproved(uint256 _tokenId) external view returns (address);

function isApprovedForAll(address _owner, address _operator) external view returns
— (bool);

function supportsInterface(bytes4 interfaceID) external view returns (bool);

event Transfer(address indexed _from, address indexed _to, uint256 _tokenId);

event Approval(address indexed _owner, address indexed _approved, uint256 _tokenId);

event ApprovalForAll(address indexed _owner, address indexed _operator, bool _
—approved) ;

}

User can develop its own ERC721 token. For that, we can either use a ready open source library to help
with the task, or write the needed smart contracts directly from scratch. We will show all three methods

below so you can master your ERC721 token development skills.

Using a ready open source library

Let’ s see how you can implement this interface by taking advantage of the OpenZeppelin Solidity library,

for instance. We will write a TestCoin based on, for example, the PausableToken contract in OpenZeppelin:

pragma solidity ~0.4.18;

import "./ERC721Basic.sol";
import "./ERC721Receiver.sol";
import "../../math/SafeMath.sol";
import "../../AddressUtils.sol";

contract ERC721BasicToken is ERC721Basic {
using SafeMath for uint256;

using AddressUtils for address;
// Equals to “bytes4(keccak256("onERC721Received(address,uint256,bytes)"))"
// which can be also obtained as “ERC721Receiver(0).onERC721Received.selector”

bytes4 constant ERC721_RECEIVED = 0xfOb9ebba;

// Mapping from token ID to owner

mapping (uint256 => address) internal tokenQOwner;

// Mapping from token ID to approved address

(T )

234 Chapter 6. DAPPs




MOACdocs-chn Documentation

(8:EW)

mapping (uint256 => address) internal tokenApprovals;

// Mapping from owner to number of owned token

mapping (address => uint256) internal ownedTokensCount;

// Mapping from owner to operator approvals

mapping (address => mapping (address => bool)) internal operatorApprovals;

modifier onlyOwnerOf (uint256 _tokenId) {
require (ownerOf (_tokenId) == msg.sender);

}

modifier canTransfer (uint256 _tokenId) {
require (isApprovedOrQOwner (msg.sender, _tokenId));

}

function balanceOf (address _owner) public view returns (uint256) {
require(_owner != address(0));

return ownedTokensCount[_owner];

}

function ownerOf (uint256 _tokenId) public view returns (address) {
address owner = tokenOwner[_tokenId];

require(owner != address(0));

return owner;

}

function exists(uint256 _tokenId) public view returns (bool) {
address owner = tokenOwner[_tokenId];

return owner != address(0);

}

function approve(address _to, uint256 _tokenId) public {

address owner = owner0f (_tokenId);

require(_to != owner);
require(msg.sender == owner || isApprovedForAll(owner, msg.sender));
if (getApproved(_tokenId) != address(0) || _to != address(0)) {

(T gk%E)
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tokenApprovals[_tokenId] = _to;
emit Approval (owner, _to, _tokenId);

}

function getApproved(uint256 _tokenId) public view returns (address) {
return tokenApprovals[_tokenId];
}

function setApprovalForAll(address _to, bool _approved) public {
require(_to != msg.sender);

operatorApprovals[msg.sender] [_to] = _approved;

emit ApprovalForAll (msg.sender, _to, _approved);

}

function isApprovedForAll(
address _owner,

address _operator

)
public

view

returns (bool)
{

return operatorApprovals[_owner] [_operator];

}

function transferFrom(
address _from,
address _to,

uint256 _tokenId

)

public

canTransfer (_tokenId)

{

require(_from != address(0));
require(_to != address(0));

clearApproval (_from, _tokenId);
removeTokenFrom(_from, _tokenId);

addTokenTo(_to, _tokenId);

(T gk%E)
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emit Transfer(_from, _to, _tokenId);

function safeTransferFrom(
address _from,

address _to,

uint256 _tokenId

)
public

canTransfer (_tokenId)

{

// solium-disable-next-line arg-overflow
safeTransferFrom(_from, _to, _tokenId, "");

}

function safeTransferFrom(
address _from,

address _to,

uint256 _tokenld,

bytes _data

)
public

canTransfer (_tokenId)

{

transferFrom(_from, _to, _tokenId);

// solium-disable-next-line arg-overflow

require(checkAndCallSafeTransfer(_from, _to, _tokenId, _data));

}

function isApprovedOrQOwner (
address _spender,

uint256 _tokenId

)
internal

view

returns (bool)

{

address owner = owner0Of (_tokenId);

// Disable solium check because of

(T gk%E)
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// https://github.com/duaraghav8/Solium/issues/175

// solium-disable-next-line operator-whitespace

return (
_spender == owner ||
getApproved (_tokenId) == _spender ||

isApprovedForAll (owner, _spender)

function _mint(address _to, uint256 _tokenId) internal {
require(_to != address(0));

addTokenTo(_to, _tokenId);

emit Transfer(address(0), _to, _tokenId);

}

function _burn(address _owner, uint256 _tokenId) internal {
clearApproval (_owner, _tokenId);

removeTokenFrom(_owner, _tokenId);

emit Transfer(_owner, address(0), _tokenId);

}

function clearApproval(address _owner, uint256 _tokenId) internal {
require (owner0f (_tokenId) == _owner);
if (tokenApprovals[_tokenId] != address(0)) {
tokenApprovals[_tokenId] = address(0);
emit Approval(_owner, address(0), _tokenId);

function addTokenTo(address _to, uint256 _tokenId) internal {

require (tokenOwner[_tokenId] == address(0));
tokenOwner [_tokenId] = _to;

ownedTokensCount[_to] = ownedTokensCount[_to].add(1);
}

function removeTokenFrom(address _from, uint256 _tokenId) internal {
require (owner0f (_tokenId) == _from);

ownedTokensCount [_from] = ownedTokensCount[_from].sub(1);

tokenOwner [_tokenId] = address(0);

}

(T gk%E)
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function checkAndCallSafeTransfer(
address _from,

address _to,

uint256 _tokenlId,

bytes _data
)
internal

returns (bool)
{
if (!_to.isContract()) {
return true;
}
bytes4 retval = ERC721Receiver(_to).onERC721Received(
_from, _tokenId, _data);
return (retval == ERC721_RECEIVED);
}
}

To understand better all the steps that the inheritance from PausableToken has achieved in making our
TestCoin a useful ERC721-compliant token (and why it can be helpful to start from an open source library
like OpenZeppelin), you can follow closely the code of each of the library’ s files that were imported after

each inheritance and import is fully expanded.

For that, browsing the OpenZeppelin ERC721 token github repo will be very helpful: our TestCoin is
inheriting from PausableToken, which itself inherits from StandardToken, which inherits from BasicToken
and ERC721, and so on all the way to ERC721Basic and the SafeMath library import.

Developing your smart contract directly

Another way of doing this is to simply write the ERC721 interface and your contract implementing it directly

from scratch. As you’ 1l see, this is actually a fairly straightforward task:

pragma solidity ~0.4.16;

contract ERC721Token {
uint256 public totalSupply;

function balance0Of (address _owner) public constant returns (uint256 balance);
function transfer(address _to, uint256 _value) public returns (bool success);

function transferFrom(address _from, address _to, uint256 _value) public returns (bool

—.success) ; (T oUgkEE)
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function approve(address _spender, uint256 _value) public returns (bool success);

function allowance(address _owner, address _spender) public constant returns (uint256,

—remaining) ;

event Transfer(address indexed _from, address indexed _to, uint256 _value);

event Approval(address indexed _owner, address indexed _spender, uint256 _value);

contract TestToken is ERC721Token {

string public name = "Test Coin";

string public symbol = "TEST";

uint8  public decimals = 6;

uint2566 public INITIAL_SUPPLY = 100000000 * (10 #** uint256(decimals));

mapping (address => uint256) balances;

mapping (address => mapping (address => uint256)) allowed;

function TestToken() {
totalSupply = INITIAL_SUPPLY;
balances[msg.sender] = INITIAL_SUPPLY;

function transfer(address _to, uint256 _value) public returns (bool success) {
require(balances[msg.sender] >= _value && balances[_to] + _value > balances[_to]);
require(_to != 0x0);
balances[msg.sender] -= _value;
balances[_to] += _value;
emit Transfer(msg.sender, _to, _value);

return true;

function transferFrom(address _from, address _to, uint256 _value) public returns (bool,
—success) {
require(balances[_from] >= _value && allowed[_from] [msg.sender] >= _value);
balances[_to] += _value;
balances[_from] -= _value;

allowed[_from] [msg.sender] -= _value;

(T gk%E)
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emit Transfer(_from, _to, _value);

return true;

function balanceOf (address _owner) public constant returns (uint256 balance) {

return balances[_owner];

function approve(address _spender, uint256 _value) public returns (bool success) {
allowed[msg.sender] [_spender] = _value;
emit Approval (msg.sender, _spender, _value);

return true;

function allowance(address _owner, address _spender) public constant returns (uint256,
—remaining) {

return allowed[_owner] [_spender];

You can get this file directly from OpenZeppelin’ s GitHub repo or copy paste the code above and edit it
as needed. Make sure to save your contract to a local file on your computer (e.g. ERC721BasicToken.sol).

However, the code is only for demonstration only.

6.3.3 Compile and deploy ERC721 token smart contract

As a next step, you’ 1l need to generate the bytecode and ABI for your new smart contract. You can think
of the bytecode as basically your contract’ s compiled code. The ABI (Application Binary Interface) is a

JavaScript Object that defines how to interact with your smart contract.

We will show three ways of achieving this as well - using MOAC wallet, Remix web IDE for Solidity devel-

opment, or compiling using the solc compiler on your machine (i.e. the command line).

Using MOAC wallet

MOAC wallet is an online free, client-side interface for using MOAC wallets, make transactions and deploy
contract. It was developed based on open-source software. To use the service, you need to run a local MOAC

node with addition command line arguments:

--rpccorsdomain "http://wallet.moac.io"
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This will allow the access of MOAC node using MOAC wallet.

Otherwise you will see the following error message:

Kl 21: ERC20_moacwallet01.png

Example command to start a MOAC node connecting with mainnet:

moac --rpccorsdomain "http://wallet.moac.io" --rpc --rpcport "8545" --rpcapi "chain3,mc,

net,db"

A successful interface connecting to mainnet looks like this:

K 22: ERC20_moacwallet02.png

To compile the contract, click the “CONTRACTS” icon:

Kl 23: ERC20_moacwallet03.png

Then enter the contract deploy page:

Copy the source code and paste in the “SOLIDITY CONTRACT SOURCE CODE” section. After copy-
ing the source code, the compiling process will automatically started. If no errors are not found, the right
side should show a “SELECT CONTRACT TO DEPLOY” menu. |[ERC20\__moacwallet05.png| Se-
lect the contract name “TokenERC721” : |ERC20\__moacwallet06.png| Input the parameters values
from the menu: |ERC20\__moacwallet07.png| You need to have enough balance to deploy the con-
tract. You can choose the amount of fee to use when deploying the contract. Click the DEPLOY button:
|[ERC20\__moacwallet08.png|

This is the contract ready to send from Account 1. The Provide gas is estimated by the compiler and we
suggest you use it or put a larger number. If gas is not enough, the contract cannot be created. To continue,
be sure to unlock the account to create the contract. You can use a console attached to the MOAC to do
this:

After deploying, the interface is returned to the main menu and you can see the following transaction is

creating.

|[ERC20\_moacwallet10.png| After 12 confirmations, you can start using the contract by click the admin
page link. |ERC20\_moacwallet11l.png|

MOAC wallet is good for beginners that only need basic contract development needs. It cannot debug

contracts. To advanced developers, you can use Remix to work with contracts.
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K 24: ERC20_moacwallet04.png

Kl 25: ERC20_moacwallet09.png

Remix

Remix is an online tool developed by Ethereum community to work with smart contracts. MOAC also

supports the deploy of smart contract through Remix.

Open Remix on your browser, create a new file called ‘TestToken.sol’ and copy paste the code of your
smart contract. Make sure you are including all the other Solidity files that your code is referencing with

imports, especially if you are using the open source library approach.

Select ‘TestToken’ in the Compile window then click “Start to Compile” and the Details button next to
TestToken. Upon scrolling in the popup details window for TestToken, you should be able to see similar

sections to this Remix screenshot for the bytecode and ABI of your smart contract:
If the contract is compiled successfully, remix will show the interface like this:

|[ERC20\__moacwallet12.png| To deploy the contract, you need to connect REMIX to a local or remote
MOAC node. In addition to other arguments, be sure to enable the access of REMIX to the MOAC node
with

moac --rpccorsdomain "http://remix.ethereum.org" --rpc --rpcport "8545" --rpcapi '"chain3,

—mc,net,db"

Click the Run Tab and you should see the following menu: |[ERC20\__moacwallet13.png|

Choose the Environment menu: JavaScript VM is a simulated environment of Remix, it can be use to
debugging the contract without actually deploying the contract to a real network. Injected Web3 is the
default web3 connecting to Ethereum network. To deploy MOAC contract, you need to choose Web3

Provider.

Kl 26: ERC20_moacwallet14.png

After choose “Web3 Provider” | you can see a message like this:
Click “OK” ,

You need to make sure the port is the same as the local running node.
You may see the error message like this:

|[ERC20\_moacwallet17.png| If you see this error message, check the local node that include both
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K 27: ERC20_moacwallet15.png

K| 28: ERC20_moacwallet12.png

--rpccorsdomain "http://remix.ethereum.org"

and

—--rpcport "8545"

If the connection is established, you should see your accounts from the Account List.

K 29: ERC20_moacwallet18.png
Before you deploy the contract, you need to unlock the account that send the contract. You can do the
unlock with the MOAC console:

After successfully deployed the contract, you should see the contract address and other information showed

in the menu:

Remix is good for developing and debugging smart contracts. It is not very convenient to deploy multiple

contracts. If your requires to deploy multiple contracts, you can use the Node.Js packages.

Using the Node.Js packages

You need to install solc package to compile the smart contract, and chain3 package to deploy the contract.

To use the latest stable version of the Solidity compiler via Node.js you can install it via npm:

npm install solc

var solc = require('solc')

var input = 'contract x { function g() !

// Setting 1 as second paramateractivates the optimiser

var output = solc.compile(input, 1)

for (var contractName in output.contracts) {
// code and ABI that are needed by web3
console.log(contractName + ': ' + output.contracts[contractName].bytecode)
console.log(contractName + '; ' + JSON.parse(output.contracts[contractName] .

—interface))

}
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K 30: ERC20_moacwallet09.png

K| 31: ERC20_moacwallet19.png

To deploy the contracts, you need to install the Chain3 package:

npm install chain3

There is an example file in the package: example/contract_deploy.js
After successfully deploy, you should see the contract is displayed
Succeed!: 0x95d703ea48477f48335ae9c477ce6d986bc68453dfe3d6582714045456b93405

Using solc compiler to generate the ABI and bytecode Another way of generating these two files is to compile
your smart contract using the solc compiler on your machine. If you haven’ t used solc yet, you can follow
the

6.4 FileStorm {EHIER
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FileStorm is a decentralized storage platform implemented with IPFS and MOAC. The files are stored on
millions of data nodes provided by people around the world in IPFS format in exchange for MOAC. FileStorm

is a project that involves three types of users.

1. Storage Provider: Provides the hardware devices used for storage, such as computers with large volume
of storage, or customized storage boxes. FileStorm program needs to be installed on these devices so
they can connect to Moac FileStorm microchains as well as IPFS network. Storage providers can gain

reward in MOAC by offering the storage service.

2. Dapp Developers: The creator and owner of FileStorm microchains. They can create a dedicated
microchain used for storage only for their own Dapp. Moac Foundation will also create a public

FileStorm microchain. Dapp Developers will have to pay MOAC to deploy and maintain a FileStorm.

3. Storage End Users: The users will use FileStorm through Dapps. The end users do not need any
MOAC to use FileStorm, but they may have to pay to use the Dapps.
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6.4.2 {EFHE

EhiERMS

Storage providers are the people who run the FileStore MicroChain as the service.
FileStorm MicroChain needs to install the following packages:
« redis - Local database, used to save the map between public HASH and private HASH;
e IPFS Daemon - IPFS platform to save the data files;
e SCSServer - MOAC MicroChain server;
e stormcatcher - Program calls the IPFS program from MOAC MicroChain server;

These packages can be installed separately or through Docker.

Installation

redis:

Ubuntu

sudo apt update

sudo apt full-upgrade

sudo apt install build-essential tcl

curl -0 http://download.redis.io/redis-stable.tar.gz
tar xzvf redis-stable.tar.gz

sudo apt install redis-server

CentOs

:: sudo yum install epel-release sudo yum update sudo yum install redis
ipfs:

IPFS can be downloaded from IPFS

Ubuntu

wget https://dist.ipfs.io/go-ipfs/v0.4.17/go-ipfs_v0.4.17_linux-amd64.tar.gz
tar xvfz go-ipfs_v0.4.17_linux-amd64.tar.gz
sudo mv go-ipfs/ipfs /usr/local/bin/ipfs

:: sudo yum install epel-release sudo yum update sudo yum install redis
scsserver:

The newest version can be download from release link.
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scsserver stormcatcher userconfig.json run_ filestorm_ scs.sh stop_ filestorm_ scs.sh

Then you can execute filestorm__install.sh to install filestorm scs.

Configuration

Configuration file: userconfig.json

VnodeServiceCfg can be setup using the Vnode/Port information from Node info - Testnet Protocol Pool.

Beneficiary is the public wallet address of SCS owner.

The VNODE server need to open the following ports for outside access: * 4001; * 5001; * 8080;

Running

IPFS file system needs to be initialized before the first usage:

ipfs init

Then the user can run FileStorm MicroChain using the start script:

cd scsserver

./run_filestorm_scs.sh

The start script calls the four components in the FileStorm:

#1/bin/bash
echo "Starting FileStorm SCS--"

nohup ipfs daemon > ipfs.out 2>&1 &
echo "IPFS Daemon started."

nohup redis-server > ipfs.out 2>&1 &

echo "Redis Server started. "

nohup ./ipfs_monkey > ipfs.out 2>&1 &
echo "IPFS Monkey started."

nohup ./scsserver > scs.out 2>&1 &

echo "SCS started."

To stop the service, call the following script:

./stop_filestorm_scs.sh
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The closing script closed the four components:

#1/bin/bash

echo "Stoping FileStorm SCS--"
pkill ipfs_monkey

pkill redis-server

pkill ipfs

pkill scsserver

echo "FileStorm SCS Stopped."

To make the SCSs be able to work with MicroChain, 0.5 moac depsit needs to be added to each SCS’ s

address.
Monitring:
To check if the MOAC MicroChain running, check the log file:

tail -f scs.out

DAPP Developers

DAPP developers deploy the DAPP on the FileStorm MicroChain to let the Storage Users access the data
through the DAPP.

To develop a DAPP on the FileStorm platform, you need to: 1. Run a vnode locally to connect to the

MOAC mainnet(or testnet for testing). The newest released version is under:
https://github.com/MOACChain/moac-core/releases

2. Start the vnode: To connect with mainnet: ./moac --rpc --rpccorsdomain "http://wallet.
moac.io" console To connect with testnet: ./moac --testnet --rpc --rpccorsdomain "http://

wallet.moac.io" console
3. Use MOAC walletto deploy the MicroChain;
4. DeploySubChainBase.sol
5. Find Node info - Testnet SubChainProtocolBase pool #iikFil Vnodeproxy pool Hiidik
6. Use MOAC wallet to deploy the FileStormMicroChain.sol;
7. Register the MicroChain;

8. Check the status of MicroChain with MicroChain explorer.

HiREMS

Strage users access the data on the IPFS through DAPP deployed on the FileStorm.
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Example:
The following procedures show how to access a data file on the FileStorm testnet.

1. Setup alocal VNODE server. The software can be downloaded from https://github.com/MOACChain/

moac-core/releases;
2. Running the VNODE: ./moac --testnet console;
3. Setup IPFS download;

For ubuntu:

wget https://dist.ipfs.io/go-ipfs/v0.4.17/go-ipfs_v0.4.17_linux-amd64.
—tar.gz

tar xvfz go-ipfs_v0.4.17_linux-amd64.tar.gz

sudo mv go-ipfs/ipfs /usr/local/bin/ipfs

4. Generate a local text file for uploading:vi newtestfile.txt
5. Add the generated file to the IPFS system: ifps add newtestfile.txt

6. Convert the hash to HEX code, which can be done using this web tool: https://codebeautify.org/

string-hex-converter. or using the NODEJS tool: ¢ npm install —save ethereumjs-abi

var abi = require( ‘ethereumjs-abi’ ); var original
‘QmQNe96LqV5TcRQyBz12iQXPZQjemBgkgnpHki3wmKjtd6’ ; var  encoded =

abi.simpleEncode( ‘write(string)’ , original);
console.log( ‘original’ | original);
console.log( ‘encoded’ , encoded.toString( ‘hex’ ));

7. The HEX code of the HASH should be a HEX code with length 46, total 92 digits.
Since the storage of parameters in Solidity only has 32 digits, we used two parameters
to store the HEX code of the HASH. The HEX code of the HASH is filled with 0Os to
make two HEX codes with 64 digits;

8. Call the three functions to read, write and delete the data on the MicroChain:
9. from: need to be an unlocked account;
10. to: DAPP address provided by the DAPP developer or the Storage Provider;
11. data: Add the HEX code from Step 7 after ‘2e’ ;
12. After each successful call, the nonce need to increase by 1 for the next call.
13. via needs to set as the same value of via in the vnodeproxy.json in the VNODE directory.

)

// write(fileHash) chain3.mc.sendTransaction( { from: chain3.mc.accounts|0], value:chain3.toSha( ‘0’ ,

mc’ ), to: subchainbaseaddress, gas:  “200000” , gasPrice: chain3.mc.gasPrice, shardingflag: 1, data:
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‘ 0xba3835ba0000000000000000000000000000000000000000000000000000000000000040000000000000000000000000000000000(

nonce: 1, via: chain3.mc.accounts[0] });

9

// read(fileHash) chain3.mc.sendTransaction( { from: mc.accounts[0], value:chain3.toSha( ‘0’ ,” mc’
), to: subchainbaseaddress, gas:  “200000” , gasPrice: chain3.mc.gasPrice, shardingflag: 1, data:
‘0x616fe8300000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000(

nonce: 2, via: me.accounts[0] });

// remove(fileHash) chain3.mc.sendTransaction( { from: mc.accounts[0], value:chain3.toSha( ‘0’ ,’
mec’ ), to: subchainbaseaddress, gas:  “200000” , gasPrice: chain3.mc.gasPrice, shardingflag: 1, data:
0x80599e4b0000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000C

133

nonce: 3, via: me.accounts[0] });
Results:
Write: a file was written to FileStorm MicroChain’ s nodes with a HASH;

Read: A file will be read from FileStorm nodes; Remove: The data file will be removed from every FileStorm

node;

6.5 BEIBEFSE

MOAC developed its VNODE client based on the Ethereum project. It also implements a *javascript
runtime environment* (JSRE) that can be used in either interactive (console) or non-interactive (script)
mode. It supports Dapp development through its own ‘chain3 <>* JavaScript API, just like web3.js

on Ethereum.

If you want to develop Dapp on MOAC, you should use Solidity. MOAC supports the deployment of smart
contracts through Remix, wallet.moac.io and For a Dapp that wants to move to MOAC from Ethereum,

please follow these steps:
1. Deploy the smart contract:
e Remix, a browser compiler for Solidity.
o wallet.moac.io, a browser Dapp connect with local nodes to deploy contracts.
e Node.Js Solidity compiler, a JavaScript bindings for the Solidity compiler.
You can check the two examples in our wiki page:
ERC20
ERCT721
2. Interact with the smart contract:
e chain3, developed based on web3.js 0.2.x, is the JavaScript library supported by MOAC.

e web3.js, only the functions listed in chain3 are workable, such as web3, eth, admin.
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6.5.1 Example

Web3.js:
var Web3 = require('../index.js');
var web3 = new Web3();

web3.setProvider (new web3.providers.HttpProvider('http://localhost:8545'));

var coinbase = web3.eth.coinbase;

console.log(coinbase);

var balance = web3.eth.getBalance(coinbase);

console.log(balance.toString(10));

Chain3:

var Chain3 = require('../index.js');

var chain3 = new Chain3();

chain3.setProvider (new chain3.providers.HttpProvider('http://localhost:8545"));

var coinbase = chain3.mc.accounts[0];

console.log(coinbase);

var balance = web3.eth.getBalance(coinbase);

console.log(balance.toString(10));

Solidity

o Solidity: a smart contract programming language sharing similarities with Javascript and C++
e Solidity Glossary

e Solidity Features

e Solidity Collections

e Solidity Cheat-sheet

Miscellaneous resources and info

o Safety

e Ethereum DApp Developer Resources
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Ethereum JavaScript API
Ethereum JSON RPC API
Standardized Contract APIs
Ethereum development tutorial
DApp using Meteor

Dapp Insight: dapp statistics
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