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Welcome to MCVirt’s documentation!


MCVirt - Managed Consistent Virtualisation

MCVirt (em-see-vert) - Command line virtual machine management utility.






Description

MCVirt is a utility for managing virtual machines, supporting the following technologies:


	Ubuntu 14.04 LTS [http://www.ubuntu.com/download/server].

	KVM virtualisation [http://www.linux-kvm.org/page/Main_Page].

	Clustering with optional DRBD [http://drbd.linbit.com/] support.



MCVirt is implemented in Python, using the the libvirt virtualisation library [http://libvirt.org].




Getting started

MCVirt must currently be built from source into a deb package, using the build script. The package and dependencies can then be installed:

$ ./build.sh
$ sudo dpkg -i mcvirt_0.10_all.deb
$ sudo apt-get -f install





See the installation guide for other dependencies and system configuration.

Start the MCVirt nameserver and daemon by running:

$ sudo service mcvirt-ns start
$ sudo service mcvirtd start





Most commands require a username and password to the MCVirt daemon. During installation a superuser is created with username mjc and password pass - see permissions for information on creating new users.

Configure the volume group that MCVirt will use to store virtual machine data:

$ sudo mcvirt node --set-vm-vg <Volume Group>





See the configuration guide for further node configuration steps.

Create a VM:

$ sudo mcvirt create --cpu-count 1 --memory 512 --disk-size 8000 test-vm





See the create/remove VMs, cluster, permissions and modifying VMs guides for further administrative instructions.

Start the VM:

$ sudo mcvirt start test-vm





See the controlling VMs guide for further user instructions.

Note: Username and password can be provided on the command line with the --username and --password options to instead of typing them in after every command.

For information on developing on MCVirt, see the development documentation.

See the guide index for a full list of manuals

For more information, please feel free to contact us [https://www.itdev.co.uk/Contact/]




LICENSE

MCVirt is licensed under GPL v2. For more information, please see LICENSE




COPYRIGHT

Copyright © 2015 - I.T. Dev Ltd [https://www.itdev.co.uk]
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Clustering

Nodes running MCVirt can be joined together in a cluster - this allows the synchronization of VM/global configurations.


Viewing the status of a cluster

To view the status of the cluster, run the following on an MCVirt node:


mcvirt info








This will show the cluster nodes, IP addresses, and status.




Adding a new node

It is best to join a blank node (containing a default configuration without any VMs) to a cluster.

When a new node is connected to a cluster, the configuration from the present nodes in the cluster (e.g. users, permissions, networks etc.) are pushed to the new node and any existing configuration is replaced.

Note: Always run the mcvirt cluster add command from the source machine, containing VMs, connecting to a remote node that is blank.

The new node must be configured on separate network/VLAN for MCVirt cluster communication.

The IP address that MCVirt clustering/DRBD communications will be performed over must be configured by performing the following on both nodes:

mcvirt node --set-ip-address <Node cluster IP address>





This configuration can be retrieved by running mcvirt info.


Joining the node to the cluster

Note: The following can only be performed by a superuser.


	From the remote node, run:




mcvirt cluster get-connect-string








The connect string will be displayed


	From the source node, run:




mcvirt cluster add-node --connect-string <connect string>








where <connect string> is the string printed out in step 1.


	The local node will connect to the remote node, ensure it is suitable as a remote node, setup authentication between the nodes and copy the local permissions/network/virtual machine configurations to the remote node. Note: All existing data on the remote node will be removed.








Removing a node from the cluster

Note: The following can only be performed by a superuser.

To the remove a node from the cluster, run:


mcvirt cluster remove-node --node <Remote Node Name>











Get Cluster information


	In order to view status information about the cluster, use the ‘info’ parameter for MCVirt, without specifying a VM name:

mcvirt info












Virtual machine migration


	VMs that use DRBD-based storage can be migrated to the other node in the cluster, whilst the VM is powered off, using:

mcvirt migrate --node <Destination node> <VM Name>







	Additional parameters are available to aid the migration and minimise downtime:


	--wait-for-shutdown, which will cause the migration command to poll the running state of the VM and migrate once the VM is in a powered off state, allowing the user to shutdown the VM from within the guest operating system.

	--start-after-migration, which starts the VM immediately after the migration has finished

	--online,  which will perform online migration. Note: these cannot be used with either of the previous arguments.












DRBD

DRBD is used by MCVirt to use replicate storage across a 2-node cluster.

Once DRBD is configured and the node is in a cluster, ‘DRBD’ can be specified as the storage type when creating a VM, which allows the VM to be migrated between nodes.


Configuring DRBD


	Ensure the package drbd8-utils is installed on both of the nodes in the cluster



	DRBD data will be transmitted over the ‘cluster’ address. Ensure that this has been set and that the network is segemneted from other network traffic (e.g. by using VLANs).



	Perform the following MCVirt command to configure DRBD:

mcvirt drbd --enable












DRBD verification

MCVirt has the ability to start/monitor DRBD verifications (See the DRBD documentation [https://drbd.linbit.com/users-guide/s-use-online-verify.html]).

The verification can be performed by using:

mcvirt verify <--all>|<VM Name>





This will perform a verification of the specified VM (or all of the DRBD-backed VMs, if ‘–all’ is specified). Once the verification is complete, an exception is thrown if any of the verifications fail.

The status of the latest verification is captured and will stop users from starting/migrating the VM.

If the verification fails:


	The DRBD volume must be resynced (for more information, see the DRBD documentation for re-syncing [https://drbd.linbit.com/users-guide/ch-troubleshooting.html]).

	Once this is complete, perform another MCVirt verification to mark the VM as in-sync, which will lift the limitations.








Troubleshooting


Failures during VM creation/deletion

When a VM is created, the following order is performed:


	The VM is created, configured with the name, memory allocation and number of CPU cores

	The VM is then created on the remote node

	The VM is then registered with LibVirt on the local node

	The hard drive for the VM is created. (For DRBD-backed storage, the storage is created on both nodes and synced)

	Any network adapters are added to the VM



If a failure of occurs during steps 4/5, the VM will still exist after the failure. The user should be able to see the VM, using mcvirt list.

The user can re-create the disks/network adapters as necessary, using the mcvirt update command, using mcvirt info <VM Name> to monitor the virtual hardware that is attached to the VM.
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Configuration


Configure Network


Remove default network


	By default, libvirt configures a default network, ‘default’.



	The ‘default’ network is attached to a private network, which provides NAT routing through the node’s physical interfaces.



	If you wish to use bridging, the default network can be removed by performing the following:

mcvirt network delete default












Creating/Removing Networks


	Networks provide bridges between physical/bridge interfaces and virtual machines.

	To create a bridge network on the node, an additional network interface will need to be created on the node

	This will generally be placed in /etc/network/interfaces



The following example should help with creating this interface:

auto vmbr0
iface vmbr0 inet manual
  bridge_ports <Physical interface>
  bridge_stp off
  bridge_fd 0





Where <Physical interface> is the name of the interface that the bridge should be bridged with, e.g. ‘eth0’


	To create a network on the node, perform the following as a superuser:

mcvirt network create <Network name> --interface <Bridge interface>







	Assuming that there are not any VMs connected to a network, they can be removed using:

mcvirt network delete <Network name>














Configure MCVirt


	The first time MCVirt is run, it creates a configuration file for itself, found in /var/lib/mcvirt/<Hostname>/config.json.



	The volume group, in which VM data will be stored as logical volumes, must be setup using:

mcvirt node --set-vm-vg <Volume Group>







	The cluster IP address must be configured if the node will be used in a cluster (See the Cluster documentation):

mcvirt node --set-ip-address <Cluster IP Address>







	In order for the MCVirt client to connect to the daemon, the hosts file at /etc/hosts must edited by changing the line:

127.0.0.1    <hostname>





to:

<Cluster IP Address>    <hostname>
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Controlling VMs

All commands must be performed on the MCVirt node, which can be accessed via SSH.


Start VM


	Use the MCVirt utility to start VMs:

mcvirt start <VM name>












Stop VM


	Use the MCVirt utility to stop VMs:

mcvirt stop <VM name>












Reset VM


	Use the MCVirt utility to reset VMs:

mcvirt reset <VM Name>







	Only a super user can reset a VM. Normal users can stop and start the VM.








Get VM information


	In order to view information about a VM, use the ‘info’ parameter for MCVirt:

mcvirt info <VM Name>







	Example output:

<Username>@node:~# mcvirt info test-vm
Name              | test-vm
CPU Cores         | 1
Memory Allocation | 512MB
State             | Running
ISO location      | /var/lib/mcvirt/iso/ubuntu-12.04-server-amd64.iso
-- Disk ID --     | -- Disk Size --
1                 | 8GB
-- MAC Address -- | -- Network --
52:54:00:2b:8a:a1 | Production
-- Group --       | -- Users --
owner             | mc
user              | nd












Listing virtual machines


	In order to list the virtual machines on a node, run the following:

mcvirt list







	This will provide the names of the virtual machines and their current state (running/stopped)








Connect to VNC


	By default, VMs are started with a VNC console, for which the port is automatically generated.



	The default listening IP address is 127.0.0.1, meaning that it can only be accessed from the node itself.



	To manually gain access to a VNC console, ssh to the node, forwarding the port:


	Determine the port that the VM is listening on:

mcvirt info <VM Name> --vnc-port
5904







	SSH onto the node, forwarding the port provided in the previous step (5904 in this case)


	The local port can be any available port. In this example, 1232 is used:



ssh <Username>@<Node> -L 1232:127.0.0.1:5904






	For putty, use the tunnels configuration under Connection -> SSH -> Tunnels, where the source port is the local port and the destination is 127.0.0.1:<VNC Port>





	Use an VNC client to connect to 127.0.0.1:1232 on your local PC












Removing VNC display


	By disabling the VNC display, a greater VM performance may be achieved.



	Power off the VM



	Perform:

virsh edit <VM Name>







	Remove the <graphics type='vnc'...>...</graphics> lines from the configuration.



	Save the configuration and start the VM



	This can only be performed by root








Monitoring Resources


	To monitor resources, the following commands are available that can be run from an SSH console:
	top - monitor CPU/memory usages by processes

	iftop - monitor network usage

	iotop - monitor disk usages










Back up VM

MCVirt can provide access to snapshots of the raw volumes of VM disks, allowing a superuser to backup the data


	To create a snapshot, perform the following:




mcvirt backup --create-snapshot --disk-id <Disk ID> <VM Name>









	The returned path provides access to the disk at the time that the snapshot was created



Warning: The snapshot is 500MB in size, meaning that once the VM has changed 500MB of space on the disk, the VM will no longer be able to write to its disk


	Once the data has been backed up, the snapshot can be removed by performing:




mcvirt backup --delete-snapshot --disk-id <Disk ID> <VM Name>









	This can only be performed by a superuser
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Create/Remove VMs


	All commands must be performed on the MCVirt node, which can be accessed via SSH using LDAP credentials.

	You must be a superuser to create and remove VMs




Create VM


	Use the MCVirt utility to create VMs:

mcvirt create '<VM Name>'







	The following parameters are available:


	–memory - Amount of memory to allocate to the VM (MB) (required)

	–cpu-count - Number of vCPUs to be allocated to the VM (required)

	–disk-size - Size of initial disk to be added to the VM (MB) (optional)

	–network - Provide the name of a network to be attached to the VM. (optional)
	This can be called as multiple times.

	A separate network interface is added to the VM for each network.

	A network can be specified multiple times to create multiple adapters connected to the same network.





	–storage-type - Storage backing type - either Local or DRBD.

	–nodes - Specifies the nodes that the VM will be hosted on, if a DRBD storage-type is specified and there are more than 2 nodes in the cluster.

	–driver - The virtual disk driver to use. If this is not specified then MCVirt will select the most appropriate driver (optional)










Cloning a VM

Cloning/duplicating a VM will create an identical replica of the VM.

Although both cloning and duplicating initially may appear to provide the same functionality, there are core differences, based on how they work, which should be noted to decide which function to use.

Both cloning and duplicating a VM can be performed by an owner of a VM.




Cloning


	The hard disk for the VM is snapshotted, which means the VM is cloned very quickly

	Cloning VMs is not support for DRBD-backed VMs

	Some restrictions are imposed on both the parent and clone, due to the way that the storage is cloned:
	Parent VMs cannot be:
	Started

	Resize (HDDs)

	Deleted





	VM Clones cannot be:
	Resized

	Cloned





	Note: All restrictions are lifted once all VM clones have been removed.







A VM can be cloned by performing the following:


mcvirt clone --template <Source VM Name> <Target VM Name>











Duplicating


	Duplicating produces a new VM that is a completely separate entity to the source, meaning that no restrictions are imposed on either VM

	Duplicating a VM will copy the entire VM hard drive, which takes longer than cloning a VM



A VM can be duplicated by performing the following:


mcvirt duplicate --template <Source VM Name> <Target VM Name>











Removing VM


	Ensure that the VM is stopped.



	Use the MCVirt utility to remove the VM:

mcvirt delete <VM Name>







	Without any parameters, the VM will simply be ‘unregistered’ from the node.



	To remove all data associated with the VM, supply the parameter –remove-data



	Only a superuser can delete a VM
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Development


Coding Standards

The MCVirt code base follows the python PEP 8 coding standards [https://www.python.org/dev/peps/pep-0008/], with a line length limit of 100 characters.

All code changes must comply with this coding standard and are checked by continuous integration.

The PEP 8 code checker can be installed using:

sudo apt-get install pep8





Run the checks using:

pep8








Automated Tests

There is a collection of unit tests for MCVirt, which can be run as follows:

python /usr/lib/mcvirt/test/run_tests.py





Before runing the tests ensure that the mcvirt-ns service is running on all nodes in the cluster, and that mcvirtd is running on all nodes except the one the tests are being run on (since mcvirtd is started when the tests are run)




Manual Test Procedure

This test procedure is designed to compliment the automated unit tests and should be performed prior to making a new release.


	Make sure the mcvirt-ns and mcvirtd daemons are started

	Create a VM called ‘test-vm’

	Run mcvirt list and check that ‘test-vm’ is shown in the list, and that its state is ‘STOPPED’
	If the node is part of a cluster, run mcvirt list on another node in the cluster, and check that ‘test-vm’ is listed





	Start ‘test-vm’. Run mcvirt list again and check that its state is now ‘RUNNING’
	Run mcvirt list on a remote node to check the state of ‘test-vm’ if the node is part of a cluster





	Try to delete ‘test-vm’ and check that an error is shown saying ‘Can’t delete a running VM’

	Stop ‘test-vm’, and try to delete it again. Check that it is no longer shown in the output of mcvirt list
	If the node is part of a cluster, confirm ‘test-vm’ has been deleted on a remote node too





	If the node is part of a cluster:
	Make sure DRBD is enabled by running mcvirt drbd --enable

	Create a new VM called ‘cluster-vm’, specifying the storage type as ‘Drbd’

	Start ‘cluster-vm’

	Test online migration of VMs by running mcvirt migrate --online --node <remote node> cluster-vm

	Run mcvirt list on the local and remote nodes to check that ‘cluster-vm’ is now registered on the remote node













          

      

      

    


    
         Copyright 2015, I.T. Dev Ltd.
      Created using Sphinx 1.3.5.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	MCVirt 4.0.1 documentation 
 
      

    


    
      
          
            
  
Installation


Install Operating System


	MCVirt is currently built to support Ubuntu 14.04 with native versions of dependencies.

	When installing the operating system, create the following logical volumes:
	Root - Create a 50GB partition using ext4. This is used for the operating system, MCVirt configurations and ISO images

	SWAP - leave the suggested SWAP volume unaltered





	Virtual machine storage will be created as additional volumes in the volume group.






Building the package


	Ensure the build dependencies are installed: dpkg, python-docutils

	Clone the repository with: git clone https://github.com/ITDevLtd/MCVirt

	From within the root of the working copy, run build.sh






Installing Package

To install the package, run:

$ sudo dpkg -i mcvirt_X.XX_all.deb
$ sudo apt-get -f install





MCVirt uses a customised version of Pyro [https://pythonhosted.org/Pyro4/], which can be installed by running:

$ git clone https://github.com/MatthewJohn/Pyro4
$ cd Pyro4
$ sudo pip install .





You may need to install pip by running sudo apt-get install python-pip.
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User Guides


Installation


	Installation - Procedure for building the MCVirt package, setting up a node with MCVirt and performing initial configuration






Configuration


	Configuration - Procedures for performing initial configurations of an MCVirt installation






Administration


	Permissions - Procedures for configuring permissions within MCVirt

	Cluster - Procedures for configuring an MCVirt Cluster






Usage


	Create/Remove VMs - Procedures for creating and deleting virtual machines

	Controlling VMs - Instructions for using the MCVirt script and controlling virtual machines

	Modifying VMs - Procedures for making changes to virtual machine configurations






Development


	Development - Information about performing development on MCVirt
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Modifying VMs


Increase Disk Size


	Power off the VM



	Use MCVirt to increase the size of the disk - you will need to find the disk ID, which can be found by looking at the VM configuration (in most cases where a VM has one disk attached to it, it should be 1):

mcvirt update --increase-disk <Amount to increase (MB)> --disk-id <Disk Id> <VM Name>












Change Memory/CPU Allocation


	Update the VM memory allocation and virtual CPU count using the following:

mcvirt update --memory <New Memory Allocation (MB)> <VM Name>
mcvirt update --cpu-count <New CPU count> <VM Name>







	The changes will take affect the next time the VM is booted. If the VM is running, it will need to be powered off and started again.








Add Additional Disk


	Use the following MCVirt command to add an additional disk to a VM:

mcvirt update --add-disk <Size of disk (MB)> <VM Name>







	The device will be attached to the VM the next time it’s booted. If the VM is running, it will need to be powered off and started again.








Add/Remove Network Adapter


	Use the following MCVirt command to add/remove network adapters to/from a VM



	Add an adapter:

mcvirt update --add-network <Network Name> <VM Name>







	Remove an adapter:

mcvirt update --remove-network '<NIC MAC Address>' <VM Name>







	Use the formatting ‘00:11:22:33:44:55’ for the MAC address



	The device will altered the next time the VM is booted. If the VM is running, it will need to be powered off and started again.








Attaching ISO


	ISO images can be attached to the cdrom drive of a VM whilst booting the VM



	Use the MCVirt utility to start the VM, using the ‘–iso’ parameter to define the ISO image to be attached to the VM:

mcvirt start <VM Name> --iso <Name of ISO file>







	The ISO file must be stored within /var/lib/mcvirt/iso.






VM Locking

VMs can be locked by superusers, which stops them from being started, stopped or migrated


	To lock a VM:

mcvirt lock --lock <VM Name>







	To unlock a VM:

mcvirt lock --unlock <VM Name>







	Users can check the lock status of a VM by running:

mcvirt lock --check-lock <VM Name>
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Permissions


Superusers


	To run MCVirt commands as a superuser you must either:


	Have your username included in the superusers section in the configuration file.





	Superusers can be added/removed using the following:

mcvirt permission --add-superuser=<username>
mcvirt permission --delete-superuser=<username>












Managing users


	To create a new user, perform the following as a superuser:

mcvirt user create <new username>





The password for the new user can be provided interactively, passed on the command line with --user-password <new password>, or generated automatically with --generate-password. The generated password will be displayed when the user is created.



	To remove a user, perform the following as a superuser:

mcvirt user remove <user>







	To change your password, perform the following:

mcvirt user change-password





The new password can be provided interactively or on the command line with --new-password <new password>. Note: Superusers can change the password of any other user by running mcvirt user change-password --target-user <other user>.



	In MCVirt, ‘users’ are able to start/stop VMs



	To view the current permissions on a VM, including users and owners of a VM, run:

mcvirt info <VM Name>







	To add a user to VM, perform the following:

mcvirt permission --add-user <Username> <VM Name>







	To remove a user, perform the following:

mcvirt permission --delete-user <Username> <VM Name>







	Owners of a VM are able to manage the users of a VM.








Managing owners


	VM owners have the same permissions as users, except they are also able to manage the users of the VM



	To add an owner to VM, perform the following:

mcvirt permission --add-owner <Username> <VM Name>







	To remove an owner, perform the following:

mcvirt permission --delete-owner <Username> <VM Name>







	Only superusers are able to manage the owners of a VM.
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	Submodules

	mcvirt.iso.factory module

	mcvirt.iso.iso module

	Module contents





	mcvirt.node package
	Subpackages
	mcvirt.node.network package
	Submodules

	mcvirt.node.network.factory module

	mcvirt.node.network.network module

	Module contents









	Submodules

	mcvirt.node.drbd module

	mcvirt.node.libvirt_config module

	mcvirt.node.node module

	Module contents





	mcvirt.rpc package
	Submodules

	mcvirt.rpc.certificate_generator module

	mcvirt.rpc.certificate_generator_factory module

	mcvirt.rpc.constants module

	mcvirt.rpc.daemon_lock module

	mcvirt.rpc.lock module

	mcvirt.rpc.name_server module

	mcvirt.rpc.pyro_object module

	mcvirt.rpc.rpc_daemon module

	mcvirt.rpc.ssl_socket module

	Module contents





	mcvirt.test package
	Subpackages
	mcvirt.test.lock package
	Submodules

	mcvirt.test.lock.lock_tests module

	Module contents





	mcvirt.test.node package
	Submodules

	mcvirt.test.node.network_tests module

	mcvirt.test.node.node_tests module

	Module contents





	mcvirt.test.virtual_machine package
	Subpackages
	mcvirt.test.virtual_machine.hard_drive package
	Submodules

	mcvirt.test.virtual_machine.hard_drive.drbd_tests module

	Module contents









	Submodules

	mcvirt.test.virtual_machine.online_migrate_tests module

	mcvirt.test.virtual_machine.virtual_machine_tests module

	Module contents









	Submodules

	mcvirt.test.auth_tests module

	mcvirt.test.run_tests module

	mcvirt.test.test_base module

	mcvirt.test.unit_test_bootstrap module

	mcvirt.test.update_tests module

	mcvirt.test.validation_tests module

	Module contents





	mcvirt.virtual_machine package
	Subpackages
	mcvirt.virtual_machine.hard_drive package
	Submodules

	mcvirt.virtual_machine.hard_drive.base module

	mcvirt.virtual_machine.hard_drive.drbd module

	mcvirt.virtual_machine.hard_drive.factory module

	mcvirt.virtual_machine.hard_drive.local module

	Module contents





	mcvirt.virtual_machine.network_adapter package
	Submodules

	mcvirt.virtual_machine.network_adapter.factory module

	mcvirt.virtual_machine.network_adapter.network_adapter module

	Module contents









	Submodules

	mcvirt.virtual_machine.disk_drive module

	mcvirt.virtual_machine.factory module

	mcvirt.virtual_machine.virtual_machine module

	mcvirt.virtual_machine.virtual_machine_config module

	Module contents












Submodules




mcvirt.argument_validator module

Argument validators.


	
class mcvirt.argument_validator.ArgumentValidator[source]

	Bases: object

Provide methods to validate argument values


	
static validate_boolean(variable)[source]

	Ensure variable is a boolean






	
static validate_drbd_resource(variable)[source]

	Validate DRBD resource name






	
static validate_hostname(hostname)[source]

	Validate a hostname






	
static validate_integer(value)[source]

	Validate integer






	
static validate_network_name(name)[source]

	Validate the name of a network






	
static validate_positive_integer(value)[source]

	Validate that a given variable is a
positive integer












mcvirt.bash-complete module




mcvirt.config_file module

Provide base class for configuration files


	
class mcvirt.config_file.ConfigFile[source]

	Bases: object

Provides operations to obtain and set the MCVirt configuration for a VM


	
CURRENT_VERSION = 4

	




	
GIT = '/usr/bin/git'

	




	
static create()[source]

	Creates a basic VM configuration for new VMs






	
getPermissionConfig()[source]

	




	
get_config()[source]

	Load the VM configuration from disk and returns the parsed JSON.






	
static get_config_path(vm_name)[source]

	Provide the path of the VM-specific configuration file






	
gitAdd(message='')[source]

	Commits changes to an added or modified configuration file






	
gitRemove(message='')[source]

	Removes and commits a configuration file






	
setConfigPermissions()[source]

	Sets file permissions for config directories






	
update_config(callback_function, reason='')[source]

	Write a provided configuration back to the configuration file.






	
upgrade()[source]

	Performs an upgrade of the config file












mcvirt.constants module

Provide constants used throughout MCVirt.


	
class mcvirt.constants.DirectoryLocation[source]

	Bases: object

Provides directory/file path constants.


	
BASE_STORAGE_DIR = '/var/lib/mcvirt'

	




	
BASE_VM_STORAGE_DIR = '/var/lib/mcvirt/build-4189623-project-52530-mcvirt/vm'

	




	
ISO_STORAGE_DIR = '/var/lib/mcvirt/build-4189623-project-52530-mcvirt/iso'

	




	
LOCK_FILE = '/var/run/lock/mcvirt/lock'

	




	
LOCK_FILE_DIR = '/var/run/lock/mcvirt'

	




	
LOG_FILE = '/var/log/mcvirt.log'

	




	
NODE_STORAGE_DIR = '/var/lib/mcvirt/build-4189623-project-52530-mcvirt'

	




	
TEMPLATE_DIR = '/usr/lib/mcvirt/templates'

	










mcvirt.exceptions module

Provide access to all MCVirt exceptions.


	
exception mcvirt.exceptions.ArgumentParserException[source]

	Bases: mcvirt.exceptions.MCVirtException

An invalid argument was provided






	
exception mcvirt.exceptions.AttributeAlreadyChanged[source]

	Bases: mcvirt.exceptions.MCVirtException

Attribute, user is trying to change, has already changed






	
exception mcvirt.exceptions.AuthenticationError[source]

	Bases: mcvirt.exceptions.MCVirtException

Incorrect credentials






	
exception mcvirt.exceptions.BackupSnapshotAlreadyExistsException[source]

	Bases: mcvirt.exceptions.MCVirtException

The backup snapshot for the logical volume already exists






	
exception mcvirt.exceptions.BackupSnapshotDoesNotExistException[source]

	Bases: mcvirt.exceptions.MCVirtException

The backup snapshot for the logical volume does not exist






	
exception mcvirt.exceptions.BlankPasswordException[source]

	Bases: mcvirt.exceptions.MCVirtException

The provided password is blank






	
exception mcvirt.exceptions.CACertificateAlreadyExists[source]

	Bases: mcvirt.exceptions.MCVirtException

CA file for server already exists






	
exception mcvirt.exceptions.CACertificateNotFoundException[source]

	Bases: mcvirt.exceptions.MCVirtException

CA certificate for host could not be found






	
exception mcvirt.exceptions.CAFileAlreadyExists[source]

	Bases: mcvirt.exceptions.MCVirtException

The CA file already exists.






	
exception mcvirt.exceptions.CannotCloneDrbdBasedVmsException[source]

	Bases: mcvirt.exceptions.MCVirtException

Cannot clone Drbd-based VMs






	
exception mcvirt.exceptions.CannotDeleteClonedVmException[source]

	Bases: mcvirt.exceptions.MCVirtException

Cannot delete a cloned VM






	
exception mcvirt.exceptions.CannotMigrateLocalDiskException[source]

	Bases: mcvirt.exceptions.MCVirtException

Local disks cannot be migrated






	
exception mcvirt.exceptions.CannotStartClonedVmException[source]

	Bases: mcvirt.exceptions.MCVirtException

Cloned VMs cannot be started






	
exception mcvirt.exceptions.ClusterNotInitialisedException[source]

	Bases: mcvirt.exceptions.MCVirtException

The cluster has not been initialised, so cannot connect to the remote node






	
exception mcvirt.exceptions.ConfigFileCouldNotBeFoundException[source]

	Bases: mcvirt.exceptions.MCVirtException

Config file could not be found






	
exception mcvirt.exceptions.ConnectionFailureToRemoteLibvirtInstance[source]

	Bases: mcvirt.exceptions.MCVirtException

Connection failure whilst attempting to obtain a remote libvirt connection






	
exception mcvirt.exceptions.CouldNotConnectToNodeException[source]

	Bases: mcvirt.exceptions.MCVirtException

Could not connect to remove cluster node






	
exception mcvirt.exceptions.CurrentUserError[source]

	Bases: mcvirt.exceptions.MCVirtException

Error whilst obtaining current pyro user






	
exception mcvirt.exceptions.DiskAlreadyExistsException[source]

	Bases: mcvirt.exceptions.MCVirtException

The disk already exists






	
exception mcvirt.exceptions.DrbdAlreadyEnabled[source]

	Bases: mcvirt.exceptions.MCVirtException

Drbd has already been enabled on this node






	
exception mcvirt.exceptions.DrbdBlockDeviceDoesNotExistException[source]

	Bases: mcvirt.exceptions.MCVirtException

Drbd block device does not exist






	
exception mcvirt.exceptions.DrbdNotEnabledOnNode[source]

	Bases: mcvirt.exceptions.MCVirtException

Drbd volumes cannot be created on a node that has not been configured to use Drbd






	
exception mcvirt.exceptions.DrbdNotInstalledException[source]

	Bases: mcvirt.exceptions.MCVirtException

Drbd is not installed






	
exception mcvirt.exceptions.DrbdStateException[source]

	Bases: mcvirt.exceptions.MCVirtException

The Drbd state is not OK






	
exception mcvirt.exceptions.DrbdVolumeNotInSyncException[source]

	Bases: mcvirt.exceptions.MCVirtException

The last Drbd verification of the volume failed






	
exception mcvirt.exceptions.DuplicatePermissionException[source]

	Bases: mcvirt.exceptions.MCVirtException

User already exists in group






	
exception mcvirt.exceptions.ExternalStorageCommandErrorException[source]

	Bases: mcvirt.exceptions.MCVirtException

An error occurred whilst performing an external command






	
exception mcvirt.exceptions.FailedToRemoveFileException[source]

	Bases: mcvirt.exceptions.MCVirtException

A failure occurred whilst trying to remove an ISO






	
exception mcvirt.exceptions.HardDriveDoesNotExistException[source]

	Bases: mcvirt.exceptions.MCVirtException

The given hard drive does not exist






	
exception mcvirt.exceptions.InaccessibleNodeException[source]

	Bases: mcvirt.exceptions.MCVirtException, Pyro4.errors.SecurityError

Unable to connect to node in the cluster






	
exception mcvirt.exceptions.IncorrectCredentials[source]

	Bases: mcvirt.exceptions.MCVirtException

The supplied credentials are incorrect






	
exception mcvirt.exceptions.InsufficientPermissionsException[source]

	Bases: mcvirt.exceptions.MCVirtException

User does not have the required permission






	
exception mcvirt.exceptions.InterfaceDoesNotExist[source]

	Bases: mcvirt.exceptions.MCVirtException

Physical interface does not exist






	
exception mcvirt.exceptions.InvalidArgumentException[source]

	Bases: mcvirt.exceptions.MCVirtException

Argument given is not valid






	
exception mcvirt.exceptions.InvalidConnectionString[source]

	Bases: mcvirt.exceptions.MCVirtException

Connection string is invalid






	
exception mcvirt.exceptions.InvalidIPAddressException[source]

	Bases: mcvirt.exceptions.MCVirtException

The specified IP address is invalid






	
exception mcvirt.exceptions.InvalidISOPathException[source]

	Bases: mcvirt.exceptions.MCVirtException

ISO to add does not exist






	
exception mcvirt.exceptions.InvalidNodesException[source]

	Bases: mcvirt.exceptions.MCVirtException

The nodes passed is invalid






	
exception mcvirt.exceptions.InvalidPermissionGroupException[source]

	Bases: mcvirt.exceptions.MCVirtException

Attempted to perform actions on an invalid permission group






	
exception mcvirt.exceptions.InvalidUserTypeException[source]

	Bases: mcvirt.exceptions.MCVirtException

An invalid user type was specified.






	
exception mcvirt.exceptions.InvalidUsernameException[source]

	Bases: mcvirt.exceptions.MCVirtException

Username is within a reserved namespace






	
exception mcvirt.exceptions.InvalidVirtualMachineNameException[source]

	Bases: mcvirt.exceptions.MCVirtException

VM is being created with an invalid name






	
exception mcvirt.exceptions.InvalidVolumeGroupNameException[source]

	Bases: mcvirt.exceptions.MCVirtException

The specified name of the volume group is invalid






	
exception mcvirt.exceptions.IsoAlreadyExistsException[source]

	Bases: mcvirt.exceptions.MCVirtException

An ISO with the same name already exists






	
exception mcvirt.exceptions.IsoInUseException[source]

	Bases: mcvirt.exceptions.MCVirtException

The ISO is in use, so cannot be removed






	
exception mcvirt.exceptions.IsoNotPresentOnDestinationNodeException[source]

	Bases: mcvirt.exceptions.MCVirtException

ISO attached to VM does not exist on destination node
whilst performing a migration]






	
exception mcvirt.exceptions.LibVirtConnectionException[source]

	Bases: mcvirt.exceptions.MCVirtException

An error ocurred whilst connecting to LibVirt






	
exception mcvirt.exceptions.LibvirtException[source]

	Bases: mcvirt.exceptions.MCVirtException

Issue with performing libvirt command






	
exception mcvirt.exceptions.LibvirtNotInstalledException[source]

	Bases: mcvirt.exceptions.MCVirtException

Libvirt does not appear to be installed






	
exception mcvirt.exceptions.LogicalVolumeDoesNotExistException[source]

	Bases: mcvirt.exceptions.MCVirtException

A required logical volume does not exist






	
exception mcvirt.exceptions.MCVirtCommandException[source]

	Bases: mcvirt.exceptions.MCVirtException

Provides an exception to be thrown after errors whilst calling external commands






	
exception mcvirt.exceptions.MCVirtException[source]

	Bases: exceptions.Exception

Provides an exception to be thrown for errors in MCVirt






	
exception mcvirt.exceptions.MCVirtLockException[source]

	Bases: mcvirt.exceptions.MCVirtException

A lock has already been found






	
exception mcvirt.exceptions.MigrationFailureExcpetion[source]

	Bases: mcvirt.exceptions.MCVirtException

A Libvirt Exception occurred whilst performing a migration






	
exception mcvirt.exceptions.MissingConfigurationException[source]

	Bases: mcvirt.exceptions.MCVirtException

Configuration is missing






	
exception mcvirt.exceptions.MustGenerateCertificateException[source]

	Bases: mcvirt.exceptions.MCVirtException

The certificate cannot be manually added and must be generated






	
exception mcvirt.exceptions.NameNotSpecifiedException[source]

	Bases: mcvirt.exceptions.MCVirtException

A name has not been specified and cannot be determined by the path/URL






	
exception mcvirt.exceptions.NetworkAdapterDoesNotExistException[source]

	Bases: mcvirt.exceptions.MCVirtException

The network adapter does not exist






	
exception mcvirt.exceptions.NetworkAlreadyExistsException[source]

	Bases: mcvirt.exceptions.MCVirtException

Network already exists with the same name






	
exception mcvirt.exceptions.NetworkDoesNotExistException[source]

	Bases: mcvirt.exceptions.MCVirtException

Network does not exist






	
exception mcvirt.exceptions.NetworkUtilizedException[source]

	Bases: mcvirt.exceptions.MCVirtException

Network is utilized by virtual machines






	
exception mcvirt.exceptions.NodeAlreadyPresent[source]

	Bases: mcvirt.exceptions.MCVirtException

Node being added is already connected to cluster






	
exception mcvirt.exceptions.NodeAuthenticationException[source]

	Bases: mcvirt.exceptions.MCVirtException

Incorrect password supplied for remote node






	
exception mcvirt.exceptions.NodeDoesNotExistException[source]

	Bases: mcvirt.exceptions.MCVirtException

The node does not exist






	
exception mcvirt.exceptions.NodeVersionMismatch[source]

	Bases: Pyro4.errors.SecurityError

A node is running a different version of MCVirt






	
exception mcvirt.exceptions.OpenSSLNotFoundException[source]

	Bases: mcvirt.exceptions.MCVirtException

The OpenSSL executable could not be found






	
exception mcvirt.exceptions.PasswordsDoNotMatchException[source]

	Bases: mcvirt.exceptions.MCVirtException

The new passwords do not match






	
exception mcvirt.exceptions.ReachedMaximumStorageDevicesException[source]

	Bases: mcvirt.exceptions.MCVirtException

Reached the limit to number of hard disks attached to VM






	
exception mcvirt.exceptions.RemoteCommandExecutionFailedException[source]

	Bases: mcvirt.exceptions.MCVirtException

A remote command execution fails






	
exception mcvirt.exceptions.RemoteNodeLockedException[source]

	Bases: mcvirt.exceptions.MCVirtException

Remote node is locked






	
exception mcvirt.exceptions.RemoteObjectConflict[source]

	Bases: mcvirt.exceptions.MCVirtException

The remote node contains an object that will cause conflict when syncing






	
exception mcvirt.exceptions.StorageTypeNotSpecified[source]

	Bases: mcvirt.exceptions.MCVirtException

Storage type has not been specified






	
exception mcvirt.exceptions.StorageTypesCannotBeMixedException[source]

	Bases: mcvirt.exceptions.MCVirtException

Storage types cannot be mixed within a single VM






	
exception mcvirt.exceptions.UnknownRemoteCommandException[source]

	Bases: mcvirt.exceptions.MCVirtException

An unknown command was passed to the remote machine






	
exception mcvirt.exceptions.UnknownStorageTypeException[source]

	Bases: mcvirt.exceptions.MCVirtException

An hard drive object with an unknown disk type has been initialised






	
exception mcvirt.exceptions.UnprivilegedUserException[source]

	Bases: mcvirt.exceptions.MCVirtException

Unprivileged user running executable






	
exception mcvirt.exceptions.UnsuitableNodeException[source]

	Bases: mcvirt.exceptions.MCVirtException

The node is unsuitable to run the VM






	
exception mcvirt.exceptions.UserAlreadyExistsException[source]

	Bases: mcvirt.exceptions.MCVirtException

The given user already exists.






	
exception mcvirt.exceptions.UserDoesNotExistException[source]

	Bases: mcvirt.exceptions.MCVirtException

The specified user does not exist






	
exception mcvirt.exceptions.UserNotPresentInGroup[source]

	Bases: mcvirt.exceptions.MCVirtException

User to be removed from group is not in the group






	
exception mcvirt.exceptions.VirtualMachineDoesNotExistException[source]

	Bases: mcvirt.exceptions.MCVirtException

Virtual machine does not exist






	
exception mcvirt.exceptions.VirtualMachineLockException[source]

	Bases: mcvirt.exceptions.MCVirtException

Lock cannot be set to the current lock state






	
exception mcvirt.exceptions.VmAlreadyExistsException[source]

	Bases: mcvirt.exceptions.MCVirtException

VM is being created with a duplicate name






	
exception mcvirt.exceptions.VmAlreadyRegisteredException[source]

	Bases: mcvirt.exceptions.MCVirtException

VM is already registered on a node






	
exception mcvirt.exceptions.VmAlreadyStartedException[source]

	Bases: mcvirt.exceptions.MCVirtException

VM is already started when attempting to start it






	
exception mcvirt.exceptions.VmAlreadyStoppedException[source]

	Bases: mcvirt.exceptions.MCVirtException

VM is already stopped when attempting to stop it






	
exception mcvirt.exceptions.VmDirectoryAlreadyExistsException[source]

	Bases: mcvirt.exceptions.MCVirtException

Directory for a VM already exists






	
exception mcvirt.exceptions.VmIsCloneException[source]

	Bases: mcvirt.exceptions.MCVirtException

VM is a clone






	
exception mcvirt.exceptions.VmNotRegistered[source]

	Bases: mcvirt.exceptions.MCVirtException

The virtual machine is not currently registered on a node






	
exception mcvirt.exceptions.VmRegisteredElsewhereException[source]

	Bases: mcvirt.exceptions.MCVirtException

Attempt to perform an action on a VM registered on another node






	
exception mcvirt.exceptions.VmRunningException[source]

	Bases: mcvirt.exceptions.MCVirtException

An offline migration can only be performed on a powered off VM






	
exception mcvirt.exceptions.VmStoppedException[source]

	Bases: mcvirt.exceptions.MCVirtException

An online migraiton can only be performed on a powered on VM






	
exception mcvirt.exceptions.VncNotEnabledException[source]

	Bases: mcvirt.exceptions.MCVirtException

VNC is not enabled on the VM






	
mcvirt.exceptions.exception_class

	alias of InaccessibleNodeException








mcvirt.libvirt_connector module


	
class mcvirt.libvirt_connector.LibvirtConnector[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Obtains/manages Libvirt connections


	
get_connection(server=None)[source]

	Obtains a Libvirt connection for a given server












mcvirt.logger module


	
class mcvirt.logger.LogItem(method, user, object_name, object_type)[source]

	Bases: object


	
description

	




	
finish_error(exception)[source]

	




	
finish_error_unknown(exception)[source]

	




	
finish_success()[source]

	




	
start()[source]

	








	
class mcvirt.logger.LogState[source]

	Bases: object


	
FAILED = {'status': 3, 'name': 'FAILED'}

	




	
QUEUED = {'status': 0, 'name': 'QUEUED'}

	




	
RUNNING = {'status': 1, 'name': 'RUNNING'}

	




	
SUCCESS = {'status': 2, 'name': 'SUCCESS'}

	








	
class mcvirt.logger.Logger[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject


	
LOGS = []

	




	
create_log(method, user, object_name, object_type)[source]

	




	
get_logs(start_log=None, back=0, newer=False)[source]

	








	
mcvirt.logger.getLogNames(callback, instance_method, object_type, args, kwargs)[source]

	Attempts to determine object name and object type, based on method








mcvirt.mcvirt-drbd module




mcvirt.mcvirt_config module


	
class mcvirt.mcvirt_config.MCVirtConfig[source]

	Bases: mcvirt.config_file.ConfigFile

Provides operations to obtain and set the MCVirt
configuration for a VM


	
create()[source]

	Create a basic VM configuration for new VMs






	
getListenAddress()[source]

	Return the address that should be used for listening
for connections - the stored IP address, if configured, else
all interfaces












mcvirt.parser module

Provides argument parser.


	
class mcvirt.parser.Parser(verbose=True)[source]

	Bases: object

Provides an argument parser for MCVirt.


	
parse_arguments(script_args=None)[source]

	Parse arguments and performs actions based on the arguments.






	
print_status(status)[source]

	Print if the user has specified that the parser should print statuses.










	
class mcvirt.parser.ThrowingArgumentParser(prog=None, usage=None, description=None, epilog=None, version=None, parents=[], formatter_class=<class 'argparse.HelpFormatter'>, prefix_chars='-', fromfile_prefix_chars=None, argument_default=None, conflict_handler='error', add_help=True)[source]

	Bases: argparse.ArgumentParser

Override the ArgumentParser class, in order to change the handling of errors.


	
error(message)[source]

	Override the error function.












mcvirt.syslogger module


	
class mcvirt.syslogger.Syslogger[source]

	Bases: object

Provide interface for logging to log file


	
LOGGER_INSTANCE = None

	




	
static get_log_level()[source]

	Return the log level, set either by environmental variable
or configuration in MCVirt config






	
static logger()[source]

	Obtain logger instance if not already create, else return cached object












mcvirt.system module


	
class mcvirt.system.System[source]

	Bases: object


	
static getNewPassword()[source]

	Prompts the user for a new password, throwing an exception is the password is not
repeated correctly






	
static getUserInput(display_text, password=False)[source]

	Prompts the user for input






	
static runCommand(command_args, raise_exception_on_failure=True, cwd=None)[source]

	Runs system command, throwing an exception if the exit code is not 0












mcvirt.utils module


	
mcvirt.utils.get_all_submodules(target_class)[source]

	Returns all inheriting classes, recursively






	
mcvirt.utils.get_hostname()[source]

	Returns the hostname of the system








mcvirt.version module




Module contents
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mcvirt.auth package


Submodules




mcvirt.auth.auth module

Provide auth class for managing permissions.


	
class mcvirt.auth.auth.Auth[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides authentication and permissions for performing functions within MCVirt.


	
add_superuser(user_object, ignore_duplicate=False)[source]

	Add a new superuser.






	
add_user_permission_group(*args, **kwargs)

	




	
assert_permission(permission_enum, vm_object=None)[source]

	Use check_permission function to determine if a user has a given permission
and throws an exception if the permission is not present.






	
assert_user_type(*user_type_names)[source]

	Ensure that the currently logged in user is of a specified type.






	
check_permission(permission_enum, vm_object=None, user_object=None)[source]

	Check that the user has a given permission, either globally through MCVirt or for a
given VM.






	
check_permission_in_config(permission_config, user, permission_enum)[source]

	Read permissions config and determines if a user has a given permission.






	
static check_root_privileges()[source]

	Ensure that the user is either running as root
or using sudo.






	
check_user_type(*user_type_names)[source]

	Check that the currently logged-in user is of a specified type.






	
copy_permissions(source_vm, dest_vm)[source]

	Copy the permissions from a given VM to this VM.
This functionality is used whilst cloning a VM






	
delete_superuser(user_object)[source]

	Remove a superuser.






	
delete_user_permission_group(*args, **kwargs)

	




	
get_permission_groups()[source]

	Return list of user groups.






	
get_superusers()[source]

	Return a list of superusers






	
get_users_in_permission_group(permission_group, vm_object=None)[source]

	Obtain a list of users in a given group, either in the global permissions or
for a specific VM.






	
is_superuser()[source]

	Determine if the current user is a superuser of MCVirt.












mcvirt.auth.cluster_user module

Provide class for managing cluster users.


	
class mcvirt.auth.cluster_user.ClusterUser(username)[source]

	Bases: mcvirt.auth.user_base.UserBase

User type for cluster daemon users.


	
CAN_GENERATE = True

	




	
CLUSTER_USER = True

	




	
DISTRIBUTED = False

	




	
USER_PREFIX = 'mcv-cluster-'

	




	
allow_proxy_user

	Connection users can proxy for another user.






	
static get_default_config()[source]

	Return the default user config.






	
node

	Return the node that the user is used for






	
update_host(host)[source]

	Update the host associated with the user.












mcvirt.auth.connection_user module

Provide class for managing connection users.


	
class mcvirt.auth.connection_user.ConnectionUser(username)[source]

	Bases: mcvirt.auth.user_base.UserBase

User type for initial connection users


	
CAN_GENERATE = True

	




	
CLUSTER_USER = True

	




	
DISTRIBUTED = False

	




	
PERMISSIONS = [<Mock id='139803109073104'>]

	




	
USER_PREFIX = 'mcv-connection-'

	




	
allow_proxy_user

	Connection users can proxy for another user.






	
create_cluster_user(host)[source]

	Create a cluster user for the remote node.












mcvirt.auth.factory module

Provide factory class to create/obtain users.


	
class mcvirt.auth.factory.Factory[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Class for obtaining user objects


	
USER_CLASS

	alias of UserBase






	
add_config(username, user_config)[source]

	Add a user config to the local node.






	
authenticate(username, password)[source]

	Attempt to authenticate a user, using username/password.






	
create(username, password, user_type=<class 'mcvirt.auth.user.User'>)[source]

	Create a user.






	
ensure_valid_user_type(user_type)[source]

	Ensure that a given user_type is valid.






	
generate_user(user_type)[source]

	Remove any existing connection user and generates credentials for a new
connection user.






	
get_all_user_objects(user_class=None)[source]

	Return the user objects for all users, optionally filtered by user type.






	
get_all_users()[source]

	Return all the users, excluding built-in users.






	
get_cluster_user_by_node(node)[source]

	Obtain a cluster user for a given node






	
get_user_by_username(username)[source]

	Obtain a user object for the given username.






	
get_user_types()[source]

	Return the available user classes.












mcvirt.auth.permissions module

Provide permission enum and permission group definitions.




mcvirt.auth.session module

Provide class for managing authentication sessions.


	
class mcvirt.auth.session.Session[source]

	Bases: object

Handle daemon user sessions.


	
USER_SESSIONS = {}

	




	
authenticate_session(username, session)[source]

	Authenticate user session.






	
authenticate_user(username, password)[source]

	Authenticate using username/password and store
session






	
get_current_user_object()[source]

	Return the current user object, based on pyro session.






	
get_proxy_user_object()[source]

	Return the user that is being proxied as.












mcvirt.auth.user module

Provide class for regular MCVirt interactive users


	
class mcvirt.auth.user.User(username)[source]

	Bases: mcvirt.auth.user_base.UserBase

Provides an interaction with the local user backend


	
set_password(new_password)[source]

	Change the current user’s password.












mcvirt.auth.user_base module

Provide a base class for user objects.


	
class mcvirt.auth.user_base.UserBase(username)[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Base object for users (both user and automated).


	
CAN_GENERATE = False

	




	
CLUSTER_USER = False

	




	
DISTRIBUTED = True

	




	
PERMISSIONS = []

	




	
USER_PREFIX = None

	




	
allow_proxy_user

	Connection users can proxy for another user.






	
delete(*args, **kwargs)

	




	
static generate_password(length, numeric_only=False)[source]

	Return a randomly generated password






	
get_config()[source]

	Return the configuration of the user.






	
static get_default_config()[source]

	Return the default configuration for the user type.






	
get_user_type()[source]

	Return the user type of the user






	
get_username()[source]

	Return the username of the current user
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mcvirt.client package


Submodules




mcvirt.client.rpc module

Provide class for connecting to RPC daemon


	
class mcvirt.client.rpc.Connection(username=None, password=None, session_id=None, host=None, ignore_cluster=False)[source]

	Bases: object

Connection class, providing connections to the Pyro MCVirt daemon


	
NS_PORT = 9090

	




	
SESSION_OBJECT = 'session'

	




	
annotate_object(object_ref)[source]

	Add authentication attributes to remote object






	
get_connection(object_name, password=None)[source]

	Obtain a connection from pyro for a given object






	
ignore_cluster()[source]

	Set flag to ignore cluster






	
ignore_drbd()[source]

	Set flag to ignore DRBD






	
session_id

	Property for the session ID
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mcvirt.cluster package


Submodules




mcvirt.cluster.cluster module

Provide cluster classes


	
class mcvirt.cluster.cluster.Cluster[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Class to perform node management within the MCVirt cluster


	
add_node(*args, **kwargs)

	




	
add_node_configuration(*args, **kwargs)

	




	
check_ip_configuration()[source]

	Perform various checks to ensure that the
IP configuration is such that is suitable to be part of a cluster






	
check_node_exists(node_name)[source]

	Determine if a node is already present in the cluster






	
check_node_versions()[source]

	Ensure that all nodes in the cluster are connected
and checks the node Status






	
check_remote_machine(remote_connection)[source]

	Perform checks on the remote node to ensure that there will be
no object conflicts when syncing the Network and VM configurations






	
ensure_node_exists(node)[source]

	Check if node exists and throws exception if it does not






	
generate_connection_info()[source]

	Generate required information to connect to this node from a remote node






	
get_cluster_config()[source]

	Get the MCVirt cluster configuration






	
get_cluster_ip_address()[source]

	Return the cluster IP address of the local node






	
get_connection_string()[source]

	Generate a string to connect to this node from a remote cluster






	
get_node_config(node)[source]

	Return the configuration for a node






	
get_nodes(return_all=False)[source]

	Return an array of node configurations






	
get_remote_node(node, ignore_cluster_master=False)[source]

	Obtain a Remote object for a node, caching the object






	
print_info()[source]

	Print information about the nodes in the cluster






	
remove_node(*args, **kwargs)

	




	
remove_node_configuration(node_name)[source]

	Remove an MCVirt node from the configuration and regenerates
authorized_keys file






	
remove_node_ssl_certificates(remote_node)[source]

	Exposed method for _remove_node_ssl_certificates






	
run_remote_command(callback_method, nodes=None, args=[], kwargs={})[source]

	Run a remote command on all (or a given list of) remote nodes






	
sync_networks(remote_object)[source]

	Add the local networks to the remote node






	
sync_permissions(remote_object)[source]

	Duplicate the global permissions on the local node onto the remote node






	
sync_users(remote_node)[source]

	Synchronise the local users with the remote node






	
sync_virtual_machines(remote_object)[source]

	Duplicate the VM configurations on the local node onto the remote node












mcvirt.cluster.remote module

Provide interface for RPC to cluster nodes


	
class mcvirt.cluster.remote.Node(name, node_config)[source]

	Bases: mcvirt.client.rpc.Connection

A class to perform remote commands on MCVirt nodes
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mcvirt.iso package


Submodules




mcvirt.iso.factory module

Provide factory class for ISO


	
class mcvirt.iso.factory.Factory[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Class for obtaining ISO objects


	
ISO_CLASS

	alias of Iso






	
add_from_url(*args, **kwargs)

	




	
add_iso(path)[source]

	Copy an ISO to ISOs directory






	
add_iso_from_stream(*args, **kwargs)

	




	
get_iso_by_name(iso_name)[source]

	Create and register Iso object






	
get_iso_list()[source]

	Return a user-readable list of ISOs






	
get_isos()[source]

	Return a list of a ISOs










	
class mcvirt.iso.factory.IsoWriter(temp_file, factory, temp_directory, path)[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provide an interface for writing ISOs


	
write_data(data)[source]

	Write data to the ISO file






	
write_end()[source]

	End writing object, close FH and import ISO












mcvirt.iso.iso module

Provide class for managing ISO files


	
class mcvirt.iso.iso.Iso(name)[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides management of ISOs for use in MCVirt


	
delete()[source]

	Delete an ISO






	
static get_filename_from_path(path, append_iso=True)[source]

	Return filename part of path






	
get_name()[source]

	Return the name of the ISO






	
get_path()[source]

	Return the full path of the ISO






	
in_use

	Determine if the ISO is currently in use by a VM






	
static overwrite_check(filename, path)[source]

	Check if a file already exists at path.
Ask user whether they want to overwrite.
Returns True if they will overwrite, False otherwise






	
set_iso_permissions()[source]

	Set permissions to 644
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mcvirt.node package


Subpackages



	mcvirt.node.network package
	Submodules

	mcvirt.node.network.factory module

	mcvirt.node.network.network module

	Module contents












Submodules




mcvirt.node.drbd module

Provides interface to mange the DRBD installation.


	
class mcvirt.node.drbd.Drbd[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Performs configuration of DRBD on the node


	
CLUSTER_SIZE = 2

	




	
CONFIG_DIRECTORY = '/etc/drbd.d'

	




	
DrbdADM = '/sbin/drbdadm'

	




	
GLOBAL_CONFIG = '/etc/drbd.d/global_common.conf'

	




	
GLOBAL_CONFIG_TEMPLATE = '/usr/lib/mcvirt/templates/drbd_global.conf'

	




	
adjust_drbd_config(resource='all')[source]

	Perform a Drbd adjust, which updates the Drbd running configuration






	
enable(*args, **kwargs)

	




	
ensure_installed()[source]

	Ensure that Drbd is installed on the node






	
generate_config()[source]

	Generate the Drbd configuration






	
generate_secret()[source]

	Generate a random secret for Drbd






	
get_all_drbd_hard_drive_object(include_remote=False)[source]

	Obtain all hard drive objects that are backed by DRBD






	
get_config()[source]

	Return the global Drbd configuration






	
static get_default_config()[source]

	Return the default configuration for DRBD






	
get_used_drbd_minors()[source]

	Return a list of used Drbd minor IDs






	
get_used_drbd_ports()[source]

	Return a list of used Drbd ports






	
is_enabled()[source]

	Determine whether Drbd is enabled on the node or not






	
is_installed()[source]

	Determine if the ‘drbdadm’ command is present to determine if the
‘drbd8-utils’ package is installed






	
list()[source]

	List the Drbd volumes and statuses






	
set_secret(secret)[source]

	Set the Drbd configuration in the global MCVirt config file












mcvirt.node.libvirt_config module

Provide class to configure libvirtd


	
class mcvirt.node.libvirt_config.LibvirtConfig[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides configuration for libvirtd


	
CONFIG_FILE = '/etc/libvirt/libvirtd.conf'

	




	
CONFIG_TEMPLATE = '/usr/lib/mcvirt/templates/libvirtd.conf'

	




	
DEFAULT_CONFIG = '\n# Defaults for libvirtd initscript (/etc/init.d/libvirtd)\n# This is a POSIX shell fragment\n\n# Start libvirtd to handle qemu/kvm:\nstart_libvirtd="yes"\n\n# options passed to libvirtd, add "-l" to listen on tcp\nlibvirtd_opts=" --listen --verbose %s"\n'

	




	
DEFAULT_FILE = '/etc/default/%s'

	




	
generate_config()[source]

	Generate the libvirtd configuration






	
get_config()[source]

	Create the configuration for libvirt






	
get_service_name()[source]

	Locate the libvirt service












mcvirt.node.node module

Perform configurations for local node.


	
class mcvirt.node.node.Node[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides methods to configure the local node.


	
clear_method_lock()[source]

	Force clear a method lock to escape deadlock






	
get_version()[source]

	Returns the version of the running daemon






	
is_volume_group_set()[source]

	Determine if the volume group has been configured on the node






	
set_cluster_ip_address(*args, **kwargs)

	




	
set_storage_volume_group(*args, **kwargs)
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mcvirt.node.network package


Submodules




mcvirt.node.network.factory module

Provide class for generating network objects


	
class mcvirt.node.network.factory.Factory[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Class for obtaining network objects


	
OBJECT_TYPE = 'network'

	




	
check_exists(name)[source]

	Check if a network exists






	
create(*args, **kwargs)

	




	
ensure_exists(name)[source]

	Ensure network exists






	
get_all_network_names()[source]

	Return a list of network names






	
get_all_network_objects()[source]

	Return all network objects






	
get_network_by_name(network_name)[source]

	Return a network object of the network for a given name.






	
get_network_list_table()[source]

	Return a table of networks registered on the node






	
interface_exists(interface)[source]

	Public method for to determine if an interface exists












mcvirt.node.network.network module

Provide interface to libvirt network objects


	
class mcvirt.node.network.network.Network(name)[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides an interface to LibVirt networks


	
delete(*args, **kwargs)

	




	
get_adapter()[source]

	Return the name of the physical bridge adapter for the network






	
get_name()[source]

	Return the name of the network






	
static get_network_config()[source]

	Return the network configuration for the node
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mcvirt.rpc package


Submodules




mcvirt.rpc.certificate_generator module

Provides class to generate and manage SSL certificates


	
class mcvirt.rpc.certificate_generator.CertificateGenerator(server=None, remote=False)[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Class for providing SSL socket wrappers for Pyro.
Since the MCVirt isn’t available for 2/3 of the time that this is used (NS and CLI),
all methods are static and paths are calculated manually.
@TODO Fix this in future - create MCVirt config class.


	
OPENSSL = '/usr/bin/openssl'

	




	
add_public_key(key)[source]

	Add the public key for a remote node






	
ca_key_file

	Return/generate the CA prviate key.






	
ca_pub_file

	Return/generate the CA pub file






	
check_certificates(check_client=True)[source]

	Ensure that the required certificates are available
to start the daemon and connect to the local host






	
client_csr

	Return the client CSR






	
client_key_file

	Obtain the private key for the client key






	
client_pub_file

	Return/generate the client public file, used for connecting to the libvirt daemon






	
generate_csr()[source]

	Generate a certificate request for the remote server






	
get_ca_contents()[source]

	Return the contents of the local CA certificate






	
is_local

	Determine if the server is the local machine






	
remote_ssl_directory

	Return the ‘remote’ subdirectory of server, used for storing certificates that
are used by a remote server.






	
remove_certificates()[source]

	Remove a certificate directory for a node






	
server_key_file

	Obtain the server private key file






	
server_pub_file

	Obtain the server public key file






	
sign_csr(csr)[source]

	Sign the CSR for a remote SSL certificate.






	
ssl_base_directory

	Return the base SSL directory for the node.






	
ssl_directory

	Return the SSL directory for the server






	
ssl_dn

	“Return the certificate DN is openssl argument format.






	
ssl_subj

	Return the SSL DN in regular format












mcvirt.rpc.certificate_generator_factory module

Provides an interface to obtain certificate generator objects


	
class mcvirt.rpc.certificate_generator_factory.CertificateGeneratorFactory[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides an interface to obtain certificate generator objects


	
get_cert_generator(server, remote=False)[source]

	Obtain a certificate generator object for a given server












mcvirt.rpc.constants module

Provides constants for the RPC daemon


	
class mcvirt.rpc.constants.Annotations[source]

	Bases: object

Pyro annotation names
@TODO Move to main MCVIrt constants class


	
CLUSTER_MASTER = 'CLMA'

	




	
HAS_LOCK = 'HASL'

	




	
IGNORE_CLUSTER = 'IGCL'

	




	
IGNORE_Drbd = 'IGDR'

	




	
PASSWORD = 'PASS'

	




	
PROXY_USER = 'ALTU'

	




	
SESSION_ID = 'SEID'

	




	
USERNAME = 'USER'

	










mcvirt.rpc.daemon_lock module

Provides a locking mechanism for the MCVirt daemon


	
class mcvirt.rpc.daemon_lock.DaemonLock(timeout=2)[source]

	Bases: object

Provides a lock for the MCVirt daemon


	
LOCK = None

	










mcvirt.rpc.lock module

Provides classes for locking the MCVirt daemon whilst a function is being performed


	
class mcvirt.rpc.lock.MethodLock[source]

	Bases: object

Class for storing/generating/obtaining a lock object


	
classmethod get_lock()[source]

	Obtain the lock object and return










	
mcvirt.rpc.lock.locking_method(object_type=None, instance_method=True)[source]

	Provide a decorator method for locking the node whilst performing the method








mcvirt.rpc.name_server module

Thread for running the name server


	
class mcvirt.rpc.name_server.NameServer[source]

	Bases: object

Thread for running the name server


	
start()[source]

	Start the Pyro name server












mcvirt.rpc.pyro_object module

Base class for providing Pyro-based methods for objects


	
class mcvirt.rpc.pyro_object.PyroObject[source]

	Bases: object

Base class for providing Pyro-based methods for objects








mcvirt.rpc.rpc_daemon module

Provide class for RPC daemon.


	
class mcvirt.rpc.rpc_daemon.BaseRpcDaemon(*args, **kwargs)[source]

	Bases: Pyro4.core.Daemon

Override Pyro daemon to add authentication checks and MCVirt integration


	
validateHandshake(conn, data)[source]

	Perform authentication on new connections










	
class mcvirt.rpc.rpc_daemon.DaemonSession[source]

	Bases: object

Class for allowing client to obtain the session ID


	
get_session_id()[source]

	Return the client’s current session ID










	
class mcvirt.rpc.rpc_daemon.RpcNSMixinDaemon[source]

	Bases: object

Wrapper for the daemon. Required since the
Pyro daemon class overrides get/setattr and other
built-in object methods


	
DAEMON = None

	




	
obtain_connection()[source]

	Attempt to obtain a connection to the name server.






	
register(obj_or_class, objectId, *args, **kwargs)[source]

	Override register to register object with NS.






	
register_factories()[source]

	Register base MCVirt factories with RPC daemon






	
shutdown(signum, frame)[source]

	Shutdown Pyro Daemon






	
start(*args, **kwargs)[source]

	Start the Pyro daemon












mcvirt.rpc.ssl_socket module

Provides methods for wrapping Pyro methods with SSL


	
class mcvirt.rpc.ssl_socket.SSLSocket[source]

	Bases: object

Provides methods for wrapping Pyro methods with SSL


	
static create_broadcast_ssl_socket(*args, **kwargs)[source]

	Override the Pyro createBroadcastSocket method and wrap with SSL






	
static create_ssl_socket(*args, **kwargs)[source]

	Override the Pyro createSocket method and wrap with SSL






	
static wrap_socket(socket_object, *args, **kwargs)[source]

	Wrap a Pyro socket connection with SSL
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mcvirt.test package


Subpackages



	mcvirt.test.lock package
	Submodules

	mcvirt.test.lock.lock_tests module

	Module contents





	mcvirt.test.node package
	Submodules

	mcvirt.test.node.network_tests module

	mcvirt.test.node.node_tests module

	Module contents





	mcvirt.test.virtual_machine package
	Subpackages
	mcvirt.test.virtual_machine.hard_drive package
	Submodules

	mcvirt.test.virtual_machine.hard_drive.drbd_tests module

	Module contents









	Submodules

	mcvirt.test.virtual_machine.online_migrate_tests module

	mcvirt.test.virtual_machine.virtual_machine_tests module

	Module contents












Submodules




mcvirt.test.auth_tests module


	
class mcvirt.test.auth_tests.AuthTests(methodName='runTest')[source]

	Bases: mcvirt.test.test_base.TestBase

Provides unit tests for the Auth class


	
TEST_PASSWORD = 'test-password'

	




	
TEST_USERNAME = 'test-user'

	




	
TEST_USERNAME_ALTERNATIVE = 'user-to-delete'

	




	
create_test_user(username, password)[source]

	Create a test user, annotate the user object and return it






	
parse_command(command, username, password)[source]

	Parse the specified command with the specified credentials






	
setUp()[source]

	Set up a test user






	
static suite()[source]

	Returns a test suite of the Auth tests






	
tearDown()[source]

	Remove the test user






	
test_add_delete_superuser()[source]

	Add/delete a user to/from the superuser role






	
test_add_duplicate_superuser()[source]

	Attempts to add a superuser twice






	
test_add_new_user()[source]

	Create a new user through the parser






	
test_add_remove_user_permission()[source]

	Add a user to a virtual machine, using the argument parser






	
test_attempt_add_superuser_to_vm()[source]

	Attempts to add a user as a superuser to a VM






	
test_change_password()[source]

	Change the password of a user through the parser






	
test_delete_non_existant_superuser()[source]

	Attempts to remove a non-existent user from the superuser group






	
test_remove_user_account()[source]

	Delete a user through the parser












mcvirt.test.run_tests module




mcvirt.test.test_base module


	
class mcvirt.test.test_base.TestBase(methodName='runTest')[source]

	Bases: unittest.case.TestCase

Provide base test case, with constructor/destructor
for providing access to the parser and RPC


	
RPC_PASSWORD = 'pass'

	




	
RPC_USERNAME = 'mjc'

	




	
create_vm(vm_name, storage_type)[source]

	Create a test VM, annotate object and ensure it exists






	
setUp()[source]

	Obtain connections to the daemon and create various
member variables.






	
stop_and_delete(vm_name)[source]

	Stop and remove a virtual machine






	
tearDown()[source]

	Destroy stored objects.










	
mcvirt.test.test_base.skip_drbd(required)[source]

	






mcvirt.test.unit_test_bootstrap module


	
class mcvirt.test.unit_test_bootstrap.UnitTestBootstrap[source]

	Bases: object

Bootstrap daemon with unit tests


	
daemon_loop_condition()[source]

	Provide a condition for the daemon loop






	
start()[source]

	Start the daemon, run the unit tests and tear down












mcvirt.test.update_tests module


	
class mcvirt.test.update_tests.UpdateTests(methodName='runTest')[source]

	Bases: mcvirt.test.test_base.TestBase

Provide unit tests for the functionality
provided by the update subparser


	
setUp()[source]

	Create network adapter factory






	
static suite()[source]

	Return a test suite






	
tearDown()[source]

	Tear down network adapter factory






	
test_remove_network()[source]

	Remove a network interface from a VM, using the
parser






	
test_remove_network_non_existant()[source]

	Attempt to remove a network interface from a VM
that doesn’t exist












mcvirt.test.validation_tests module


	
class mcvirt.test.validation_tests.ValidationTests(methodName='runTest')[source]

	Bases: mcvirt.test.test_base.TestBase

Provides unit tests for validation


	
static suite()[source]

	Return a test suite of validation tests






	
test_boolean()[source]

	Test the validation of booleans






	
test_create_network()[source]

	Test creating a netork with an invalid name to check that network creation uses
ArgumentValidator






	
test_create_vm()[source]

	Test an invalid VM name to check that VM creation uses ArgumentValidator






	
test_drbd_resource()[source]

	




	
test_hostnames()[source]

	Test the validation of hostnames






	
test_integer()[source]

	Test the validation of integers






	
test_network_names()[source]

	Test the validation of network names






	
test_pos_integer()[source]

	Test the validation of positive integers






	
test_validity(validator, valid_list, invalid_list, expected_exception=<type 'exceptions.TypeError'>)[source]

	Use the provided validator function to test each string in valid_list and invalid_list,
failing the test if expected_exception is raised for anything in valid_list, and failing
if the exception is NOT raised for anything in invalid_list
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mcvirt.test.lock package


Submodules




mcvirt.test.lock.lock_tests module


	
class mcvirt.test.lock.lock_tests.LockTests(methodName='runTest')[source]

	Bases: mcvirt.test.test_base.TestBase

Provide unit tests for the functionality
provided by the node subparser


	
static suite()[source]

	Return a test suite






	
test_method_lock_escape_return()[source]

	Test whether locks can be cleared and clear_method_lock returns accurateley






	
test_method_lock_rpc()[source]

	Test whether locks can be cleared over the RPC
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mcvirt.test.node package


Submodules




mcvirt.test.node.network_tests module


	
class mcvirt.test.node.network_tests.NetworkTests(methodName='runTest')[source]

	Bases: mcvirt.test.test_base.TestBase

Test suite for performing tests on the network class


	
static suite()[source]

	Return a test suite of the network tests






	
test_create()[source]

	Test the creation of network through the argument parser






	
test_delete()[source]

	Test deleting a network through the argument parser






	
test_delete_non_existent()[source]

	Attempt to delete a non-existent network






	
test_delete_utilized()[source]

	Attempt to remove a network that is in use by a VM






	
test_duplicate_name_create()[source]

	Test attempting to create a network with a duplicate name through the argument parser






	
test_list()[source]

	Attempt to use the parser to list the networks












mcvirt.test.node.node_tests module


	
class mcvirt.test.node.node_tests.NodeTests(methodName='runTest')[source]

	Bases: mcvirt.test.test_base.TestBase

Provide unit tests for the functionality
provided by the node subparser


	
setUp()[source]

	Create various objects and deletes any test VMs






	
static suite()[source]

	Return a test suite






	
tearDown()[source]

	Reset any values changed to the MCVirt config






	
test_set_invalid_ip_address()[source]

	Test the validity checks for IP addresses






	
test_set_invalid_volume_group()[source]

	Test the validity checks for volume group name






	
test_set_ip_address()[source]

	Change the cluster IP address using the argument parser






	
test_set_volume_group()[source]

	Change the cluster IP address using the argument parser
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mcvirt.test.virtual_machine package


Subpackages



	mcvirt.test.virtual_machine.hard_drive package
	Submodules

	mcvirt.test.virtual_machine.hard_drive.drbd_tests module

	Module contents












Submodules




mcvirt.test.virtual_machine.online_migrate_tests module


	
class mcvirt.test.virtual_machine.online_migrate_tests.LibvirtConnectorUnitTest[source]

	Bases: mcvirt.libvirt_connector.LibvirtConnector

Override LibvirtConnector class to provide ability to cause
connection errors whilst connecting to remote libvirt instances


	
get_connection(server=None)[source]

	








	
exception mcvirt.test.virtual_machine.online_migrate_tests.LibvirtFailureSimulationException[source]

	Bases: mcvirt.exceptions.MCVirtException

A libvirt command has been simulated to fail






	
class mcvirt.test.virtual_machine.online_migrate_tests.OnlineMigrateTests(methodName='runTest')[source]

	Bases: mcvirt.test.test_base.TestBase

Provides unit tests for the onlineMigrate function


	
RPC_DAEMON = None

	




	
setUp()[source]

	Create various objects and deletes any test VMs






	
static suite()[source]

	Return a test suite of the online migrate tests






	
tearDown()[source]

	Stops and tears down any test VMs






	
test_migrate(*args)

	




	
test_migrate_drbd_not_connected(*args)

	




	
test_migrate_inappropriate_node(*args)

	




	
test_migrate_invalid_iso(*args)

	




	
test_migrate_invalid_network(*args)

	




	
test_migrate_invalid_node(*args)

	




	
test_migrate_libvirt_connection_failure(*args)

	




	
test_migrate_locked(*args)

	




	
test_migrate_post_migration_libvirt_failure(*args)

	




	
test_migrate_pre_migration_libvirt_failure(*args)

	




	
test_migrate_stopped_vm(*args)

	




	
test_migrate_unregistered(*args)

	








	
class mcvirt.test.virtual_machine.online_migrate_tests.VirtualMachineFactoryUnitTest[source]

	Bases: mcvirt.virtual_machine.factory.Factory


	
getVirtualMachineByName(vm_name)[source]

	Obtain a VM object, based on VM name










	
class mcvirt.test.virtual_machine.online_migrate_tests.VirtualMachineLibvirtFail(virtual_machine_factory, name)[source]

	Bases: mcvirt.virtual_machine.virtual_machine.VirtualMachine

Override the VirtulMachine class to add overrides for simulating
libvirt failures.


	
LIBVIRT_FAILURE_MODE

	










mcvirt.test.virtual_machine.virtual_machine_tests module


	
class mcvirt.test.virtual_machine.virtual_machine_tests.VirtualMachineTests(methodName='runTest')[source]

	Bases: mcvirt.test.test_base.TestBase

Provide unit tests for the VirtualMachine class


	
static suite()[source]

	Return a test suite of the Virtual Machine tests






	
test_clone_drbd(*args)

	




	
test_clone_local()[source]

	Test the VM cloning in MCVirt using the argument parser






	
test_create(storage_type)[source]

	Test the creation of VMs through the argument parser






	
test_create_alternative_driver()[source]

	Create VMs using alternative hard drive drivers






	
test_create_drbd(*args)

	




	
test_create_drbd_not_enabled(*args)

	




	
test_create_duplicate()[source]

	Attempt to create two VMs with the same name






	
test_create_local()[source]

	Perform the test_create test with Local storage






	
test_delete(storage_type)[source]

	Test the deletion of a VM through the argument parser






	
test_delete_drbd(*args)

	




	
test_delete_local()[source]

	Perform the test_delete test with Local storage






	
test_duplicate(storage_type)[source]

	Attempt to duplicate a VM using the argument parser and perform tests
on the parent and duplicate VM






	
test_duplicate_drbd(*args)

	




	
test_duplicate_local()[source]

	Perform test_duplicate test with Local storage






	
test_invalid_name()[source]

	Attempt to create a virtual machine with an invalid name






	
test_invalid_network_name()[source]

	Attempt to create a VM using a network that does not exist






	
test_live_iso_change()[source]

	Change the ISO attached to a running VM






	
test_lock()[source]

	Exercise VM locking






	
test_offline_migrate(*args)

	




	
test_reset()[source]

	Reset a running VM






	
test_reset_stopped_vm()[source]

	Attempt to reset a stopped VM






	
test_start(storage_type)[source]

	Test starting VMs through the argument parser






	
test_start_drbd(*args)

	




	
test_start_local()[source]

	Perform the test_start test with Local storage






	
test_start_running_vm()[source]

	Attempt to start a running VM






	
test_stop(storage_type)[source]

	Test stopping VMs through the argument parser






	
test_stop_drbd(*args)

	




	
test_stop_local()[source]

	Perform the test_stop test with Local storage






	
test_stop_stopped_vm()[source]

	Attempt to stop an already stopped VM






	
test_unspecified_storage_type_drbd(*args)

	




	
test_unspecified_storage_type_local(*args)

	




	
test_vm_directory_already_exists()[source]

	Attempt to create a VM whilst the directory for the VM already exists
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mcvirt.test.virtual_machine.hard_drive package


Submodules




mcvirt.test.virtual_machine.hard_drive.drbd_tests module


	
class mcvirt.test.virtual_machine.hard_drive.drbd_tests.DrbdTests(methodName='runTest')[source]

	Bases: mcvirt.test.test_base.TestBase

Provides unit tests for the Drbd hard drive class


	
static suite()[source]

	Return a test suite of the Virtual Machine tests






	
test_verify(*args)
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mcvirt.virtual_machine package


Subpackages



	mcvirt.virtual_machine.hard_drive package
	Submodules

	mcvirt.virtual_machine.hard_drive.base module

	mcvirt.virtual_machine.hard_drive.drbd module

	mcvirt.virtual_machine.hard_drive.factory module

	mcvirt.virtual_machine.hard_drive.local module

	Module contents





	mcvirt.virtual_machine.network_adapter package
	Submodules

	mcvirt.virtual_machine.network_adapter.factory module

	mcvirt.virtual_machine.network_adapter.network_adapter module

	Module contents












Submodules




mcvirt.virtual_machine.disk_drive module


	
class mcvirt.virtual_machine.disk_drive.DiskDrive(vm_object)[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides operations to manage the disk drive attached to a VM


	
attachISO(iso_object, live=False)[source]

	Attaches an ISO image to the disk drive of the VM






	
getCurrentDisk()[source]

	Returns the path of the disk currently attached to the VM






	
preOnlineMigrationChecks(destination_node_name)[source]

	Performs pre-online-migration checks






	
removeISO()[source]

	Removes ISO attached to the disk drive of a VM












mcvirt.virtual_machine.factory module


	
class mcvirt.virtual_machine.factory.Factory[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Class for obtaining virtual machine objects


	
OBJECT_TYPE = 'virtual machine'

	




	
VIRTUAL_MACHINE_CLASS

	alias of VirtualMachine






	
checkName(name, ignore_exists=False)[source]

	




	
check_exists(vm_name)[source]

	Determines if a VM exists, given a name






	
create(*args, **kwargs)

	




	
getAllVirtualMachines()[source]

	Return objects for all virtual machines






	
getAllVmNames(node=None)[source]

	Returns a list of all VMs within the cluster or those registered on a specific node






	
getVirtualMachineByName(vm_name)[source]

	Obtain a VM object, based on VM name






	
listVms(*args, **kwargs)

	










mcvirt.virtual_machine.virtual_machine module

Provides virtual machine class.


	
class mcvirt.virtual_machine.virtual_machine.VirtualMachine(virtual_machine_factory, name)[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides operations to manage a LibVirt virtual machine.


	
OBJECT_TYPE = 'virtual machine'

	




	
clone(*args, **kwargs)

	




	
delete(*args, **kwargs)

	




	
duplicate(*args, **kwargs)

	




	
editConfig(*args, **kwargs)

	




	
ensureRegistered()[source]

	Ensures that the VM is registered






	
ensureRegisteredLocally()[source]

	Ensures that the VM is registered locally, otherwise an exception is thrown






	
ensureUnlocked()[source]

	Ensures that the VM is in an unlocked state






	
getAvailableNodes()[source]

	Returns the nodes that the VM can be run on






	
getCPU()[source]

	Returns the number of CPU cores attached to the VM






	
getCloneChildren()[source]

	Returns the VMs that have been cloned from the VM






	
getCloneParent()[source]

	Determines if a VM is a clone of another VM






	
getHardDriveObjects()[source]

	Returns an array of disk objects for the disks attached to the VM






	
getInfo()[source]

	Gets information about the current VM






	
getLibvirtConfig()[source]

	Returns an XML object of the libvirt configuration
for the domain






	
getLockState()[source]

	




	
getNode()[source]

	Returns the node that the VM is registered on






	
getPowerState()[source]

	




	
getRAM()[source]

	Returns the amount of memory attached the VM






	
getStorageType()[source]

	Returns the storage type of the VM






	
getVncPort()[source]

	Returns the port used by the VNC display for the VM






	
get_config_object()[source]

	Return the configuration object for the VM






	
get_disk_drive()[source]

	Returns a disk drive object for the VM






	
get_libvirt_xml()[source]

	Obtain domain XML from libvirt






	
get_name()[source]

	Return the name of the VM






	
get_remote_object()[source]

	Return a instance of the virtual machine object
on the machine that the VM is registered






	
isRegistered()[source]

	Returns true if the VM is registered on a node






	
isRegisteredLocally()[source]

	Returns true if the VM is registered on the local node






	
isRegisteredRemotely()[source]

	Returns true if the VM is registered on a remote node






	
move(*args, **kwargs)

	




	
offlineMigrate(*args, **kwargs)

	




	
onlineMigrate(*args, **kwargs)

	




	
register(*args, **kwargs)

	




	
reset(*args, **kwargs)

	




	
setBootOrder(boot_devices)[source]

	Sets the boot devices and the order in which devices are booted from






	
setLockState(lock_status)[source]

	




	
setNode(node)[source]

	




	
setNodeRemote(*args, **kwargs)

	




	
start(*args, **kwargs)

	




	
stop(*args, **kwargs)

	




	
unregister(*args, **kwargs)

	




	
updateCPU(*args, **kwargs)

	




	
updateRAM(*args, **kwargs)

	




	
update_config(attribute_path, value, reason)[source]

	Updates a VM configuration attribute and
replicates change across all nodes












mcvirt.virtual_machine.virtual_machine_config module


	
class mcvirt.virtual_machine.virtual_machine_config.VirtualMachineConfig(vm_object)[source]

	Bases: mcvirt.config_file.ConfigFile

Provides operations to obtain and set the MCVirt configuration for a VM


	
static create(vm_name, available_nodes, cpu_cores, memory_allocation)[source]

	Creates a basic VM configuration for new VMs






	
static get_config_path(vm_name)[source]

	Provides the path of the VM-spefic configuration file
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mcvirt.virtual_machine.hard_drive package


Submodules




mcvirt.virtual_machine.hard_drive.base module

Provide base operations to manage all hard drives, used by VMs


	
class mcvirt.virtual_machine.hard_drive.base.Base(vm_object, disk_id=None, driver=None)[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides base operations to manage all hard drives, used by VMs


	
DEFAULT_DRIVER

	




	
MAXIMUM_DEVICES = 1

	




	
SNAPSHOT_SIZE = '500M'

	




	
SNAPSHOT_SUFFIX = '_snapshot'

	




	
activateDisk()[source]

	Activates the storage volume






	
activateLogicalVolume(*args, **kwargs)

	




	
addToVirtualMachine(*args, **kwargs)

	




	
clone(destination_vm_object)[source]

	Clone a VM, using snapshotting, attaching it to the new VM object






	
config_properties

	Return the disk object config items






	
create()[source]

	Creates a new disk image, attaches the disk to the VM and records the disk
in the VM configuration






	
createBackupSnapshot()[source]

	Creates a snapshot of the logical volume for backing up and locks the VM






	
createLogicalVolume(*args, **kwargs)

	




	
deactivateDisk()[source]

	Deactivates the storage volume






	
delete()[source]

	Delete the logical volume for the disk






	
deleteBackupSnapshot()[source]

	Deletes the backup snapshot for the disk and unlocks the VM






	
disk_id

	Return the disk ID of the current disk, generating a new one
if there is not already one present






	
driver

	Return the disk drive driver name






	
duplicate(destination_vm_object)[source]

	Clone the hard drive and attach it to the new VM object






	
getDiskConfig()[source]

	Returns the disk configuration for the hard drive






	
getDiskPath()[source]

	Exposed method for _getDiskPath






	
getSize()[source]

	Gets the size of the disk (in MB)






	
get_remote_object(node_name=None, remote_node=None, registered=True)[source]

	Obtain an instance of the current hard drive object on a remote node






	
get_type()[source]

	Return the type of storage for the hard drive






	
increaseSize(*args, **kwargs)

	




	
static isAvailable(pyro_object)[source]

	Returns whether the storage type is available on the node






	
move(destination_node, source_node)[source]

	Moves the storage to another node in the cluster






	
postOnlineMigration()[source]

	Performs post tasks after a VM
has performed an online migration






	
preMigrationChecks(destination_node)[source]

	Determines if the disk is in a state to allow the attached VM
to be migrated to another node






	
preOnlineMigration()[source]

	Performs required tasks in order
for the underlying VM to perform an
online migration






	
removeFromVirtualMachine(*args, **kwargs)

	




	
removeLogicalVolume(*args, **kwargs)

	




	
zeroLogicalVolume(*args, **kwargs)

	










mcvirt.virtual_machine.hard_drive.drbd module


	
class mcvirt.virtual_machine.hard_drive.drbd.Drbd(drbd_minor=None, drbd_port=None, *args, **kwargs)[source]

	Bases: mcvirt.virtual_machine.hard_drive.base.Base

Provides operations to manage Drbd-backed hard drives, used by VMs


	
CACHE_MODE = 'none'

	




	
CREATE_PROGRESS

	




	
Drbd_CONFIG_TEMPLATE = '/usr/lib/mcvirt/templates/drbd_resource.conf'

	




	
Drbd_META_SUFFIX = 'meta'

	




	
Drbd_RAW_SUFFIX = 'raw'

	




	
Drbd_STATES = {'CONNECTION': {'CONNECTED': [<Mock id='139803115913360'>, <Mock id='139803107572880'>, <Mock id='139803107520656'>, <Mock id='139803118638800'>, <Mock id='139803111362384'>, <Mock id='139803108914256'>, <Mock id='139803105004880'>, <Mock id='139803102237648'>, <Mock id='139803105169808'>, <Mock id='139803102092368'>], 'WARNING': [<Mock id='139803105390288'>, <Mock id='139803101859600'>, <Mock id='139803101843984'>, <Mock id='139803101811920'>, <Mock id='139803101849488'>, <Mock id='139803101805136'>, <Mock id='139803102883088'>], 'OK': [<Mock id='139803116757712'>, <Mock id='139803108444048'>, <Mock id='139803114244752'>, <Mock id='139803117170320'>, <Mock id='139803113696208'>, <Mock id='139803114629584'>, <Mock id='139803108061136'>, <Mock id='139803107211024'>, <Mock id='139803116547856'>]}, 'DISK': {'WARNING': [<Mock id='139803102922128'>, <Mock id='139803102963792'>], 'OK': [<Mock id='139803102933712'>]}, 'ROLE': {'WARNING': [], 'OK': [<Mock id='139803102867408'>]}}

	




	
INITIAL_MINOR = 1

	




	
INITIAL_PORT = 7789

	




	
activateDisk()[source]

	Ensure that the disk is ready to be used by a VM on the local node






	
config_properties

	Return the disk object config items






	
create(size)[source]

	Creates a new hard drive, attaches the disk to the VM and records the disk
in the VM configuration






	
deactivateDisk()[source]

	Marks Drbd volume as secondary






	
drbdConnect(*args, **kwargs)

	




	
drbdDisconnect(*args, **kwargs)

	




	
drbdDown(*args, **kwargs)

	




	
drbdGetConnectionState()[source]

	Provide an exposed method for _drbdGetConnectionState






	
drbdGetDiskState()[source]

	Provide an exposed method for drbdGetDiskState






	
drbdSetPrimary(*args, **kwargs)

	




	
drbdSetSecondary(*args, **kwargs)

	




	
drbdUp(*args, **kwargs)

	




	
drbd_minor

	Returns the Drbd port assigned to the hard drive






	
drbd_port

	Returns the Drbd port assigned to the hard drive






	
generateDrbdConfig(*args, **kwargs)

	




	
getSize()[source]

	Gets the size of the disk (in MB)






	
initialiseMetaData(*args, **kwargs)

	




	
static isAvailable(pyro_object)[source]

	Determine if Drbd is available on the node






	
move(destination_node, source_node)[source]

	Replaces a remote node for the Drbd volume with a new node
and syncs the data






	
postOnlineMigration()[source]

	Performs post tasks after a VM
has performed an online migration






	
preMigrationChecks()[source]

	Ensures that the Drbd state of the disk is in a state suitable for migration






	
preOnlineMigration(destination_node)[source]

	Performs required tasks in order
for the underlying VM to perform an
online migration






	
removeDrbdConfig(*args, **kwargs)

	




	
resource_name

	Returns the Drbd resource name for the hard drive object






	
setSyncState(*args, **kwargs)

	




	
setTwoPrimariesConfig(*args, **kwargs)

	




	
verify()[source]

	Performs a verification of a Drbd hard drive












mcvirt.virtual_machine.hard_drive.factory module


	
class mcvirt.virtual_machine.hard_drive.factory.Factory[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides a factory for creating hard drive/hard drive config objects


	
DEFAULT_STORAGE_TYPE = 'Local'

	




	
HARD_DRIVE_CLASS

	alias of Base






	
OBJECT_TYPE = 'hard disk'

	




	
STORAGE_TYPES = [<class 'mcvirt.virtual_machine.hard_drive.local.Local'>, <class 'mcvirt.virtual_machine.hard_drive.drbd.Drbd'>]

	




	
create(*args, **kwargs)

	




	
getClass(storage_type)[source]

	Obtains the hard drive class for a given storage type






	
getDrbdObjectByResourceName(resource_name)[source]

	Obtains a hard drive object for a Drbd drive, based on the resource name






	
getObject(vm_object, disk_id, **config)[source]

	Returns the storage object for a given disk






	
getStorageTypes()[source]

	Returns the available storage types that MCVirt provides












mcvirt.virtual_machine.hard_drive.local module


	
class mcvirt.virtual_machine.hard_drive.local.Local(*args, **kwargs)[source]

	Bases: mcvirt.virtual_machine.hard_drive.base.Base

Provides operations to manage local hard drives, used by VMs


	
CACHE_MODE = 'directsync'

	




	
MAXIMUM_DEVICES = 4

	




	
activateDisk()[source]

	Starts the disk logical volume






	
clone(destination_vm_object)[source]

	Clone a VM, using snapshotting, attaching it to the new VM object






	
create(size)[source]

	Creates a new disk image, attaches the disk to the VM and records the disk
in the VM configuration






	
deactivateDisk()[source]

	Deactivates the disk loglcal volume






	
getSize()[source]

	Gets the size of the disk (in MB)






	
increaseSize(*args, **kwargs)

	




	
static isAvailable(pyro_object)[source]

	Determine if local storage is available on the node






	
preMigrationChecks()[source]

	Perform pre-migration checks
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mcvirt.virtual_machine.network_adapter package


Submodules




mcvirt.virtual_machine.network_adapter.factory module


	
class mcvirt.virtual_machine.network_adapter.factory.Factory[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Factory method to create/obtain network adapter instances


	
NETWORK_ADAPTER_CLASS

	alias of NetworkAdapter






	
OBJECT_TYPE = 'network adapter'

	




	
create(*args, **kwargs)

	




	
getNetworkAdapterByMacAdress(virtual_machine, mac_address)[source]

	Returns the network adapter by a given MAC address






	
getNetworkAdaptersByVirtualMachine(virtual_machine)[source]

	Returns an array of network interface objects for each of the
interfaces attached to the VM












mcvirt.virtual_machine.network_adapter.network_adapter module

Provide class for network adapters.


	
class mcvirt.virtual_machine.network_adapter.network_adapter.NetworkAdapter(mac_address, vm_object)[source]

	Bases: mcvirt.rpc.pyro_object.PyroObject

Provides operations to network interfaces attached to a VM


	
delete(*args, **kwargs)

	




	
static generateMacAddress()[source]

	Generates a random MAC address for new VM network interfaces






	
getConnectedNetwork()[source]

	Returns the network that a given interface is connected to






	
getLibvirtConfig()[source]

	Returns a dict of the LibVirt configuration for the network interface






	
getMacAddress()[source]

	Returns the MAC address of the current network object






	
get_config()[source]

	Returns a dict of the MCVirt configuration for the network interface
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  	activateDisk() (mcvirt.virtual_machine.hard_drive.base.Base method)
  


      	
        
  	(mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


        
  	(mcvirt.virtual_machine.hard_drive.local.Local method)
  


      


      
  	activateLogicalVolume() (mcvirt.virtual_machine.hard_drive.base.Base method)
  


      
  	add_config() (mcvirt.auth.factory.Factory method)
  


      
  	add_from_url() (mcvirt.iso.factory.Factory method)
  


      
  	add_iso() (mcvirt.iso.factory.Factory method)
  


      
  	add_iso_from_stream() (mcvirt.iso.factory.Factory method)
  


      
  	add_node() (mcvirt.cluster.cluster.Cluster method)
  


      
  	add_node_configuration() (mcvirt.cluster.cluster.Cluster method)
  


      
  	add_public_key() (mcvirt.rpc.certificate_generator.CertificateGenerator method)
  


      
  	add_superuser() (mcvirt.auth.auth.Auth method)
  


      
  	add_user_permission_group() (mcvirt.auth.auth.Auth method)
  


      
  	addToVirtualMachine() (mcvirt.virtual_machine.hard_drive.base.Base method)
  


      
  	adjust_drbd_config() (mcvirt.node.drbd.Drbd method)
  


      
  	allow_proxy_user (mcvirt.auth.cluster_user.ClusterUser attribute)
  


      	
        
  	(mcvirt.auth.connection_user.ConnectionUser attribute)
  


        
  	(mcvirt.auth.user_base.UserBase attribute)
  


      


  

  	
      
  	annotate_object() (mcvirt.client.rpc.Connection method)
  


      
  	Annotations (class in mcvirt.rpc.constants)
  


      
  	ArgumentParserException
  


      
  	ArgumentValidator (class in mcvirt.argument_validator)
  


      
  	assert_permission() (mcvirt.auth.auth.Auth method)
  


      
  	assert_user_type() (mcvirt.auth.auth.Auth method)
  


      
  	attachISO() (mcvirt.virtual_machine.disk_drive.DiskDrive method)
  


      
  	AttributeAlreadyChanged
  


      
  	Auth (class in mcvirt.auth.auth)
  


      
  	authenticate() (mcvirt.auth.factory.Factory method)
  


      
  	authenticate_session() (mcvirt.auth.session.Session method)
  


      
  	authenticate_user() (mcvirt.auth.session.Session method)
  


      
  	AuthenticationError
  


      
  	AuthTests (class in mcvirt.test.auth_tests)
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  	BackupSnapshotAlreadyExistsException
  


      
  	BackupSnapshotDoesNotExistException
  


      
  	Base (class in mcvirt.virtual_machine.hard_drive.base)
  


      
  	BASE_STORAGE_DIR (mcvirt.constants.DirectoryLocation attribute)
  


  

  	
      
  	BASE_VM_STORAGE_DIR (mcvirt.constants.DirectoryLocation attribute)
  


      
  	BaseRpcDaemon (class in mcvirt.rpc.rpc_daemon)
  


      
  	BlankPasswordException
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  	ca_key_file (mcvirt.rpc.certificate_generator.CertificateGenerator attribute)
  


      
  	ca_pub_file (mcvirt.rpc.certificate_generator.CertificateGenerator attribute)
  


      
  	CACertificateAlreadyExists
  


      
  	CACertificateNotFoundException
  


      
  	CACHE_MODE (mcvirt.virtual_machine.hard_drive.drbd.Drbd attribute)
  


      	
        
  	(mcvirt.virtual_machine.hard_drive.local.Local attribute)
  


      


      
  	CAFileAlreadyExists
  


      
  	CAN_GENERATE (mcvirt.auth.cluster_user.ClusterUser attribute)
  


      	
        
  	(mcvirt.auth.connection_user.ConnectionUser attribute)
  


        
  	(mcvirt.auth.user_base.UserBase attribute)
  


      


      
  	CannotCloneDrbdBasedVmsException
  


      
  	CannotDeleteClonedVmException
  


      
  	CannotMigrateLocalDiskException
  


      
  	CannotStartClonedVmException
  


      
  	CertificateGenerator (class in mcvirt.rpc.certificate_generator)
  


      
  	CertificateGeneratorFactory (class in mcvirt.rpc.certificate_generator_factory)
  


      
  	check_certificates() (mcvirt.rpc.certificate_generator.CertificateGenerator method)
  


      
  	check_exists() (mcvirt.node.network.factory.Factory method)
  


      	
        
  	(mcvirt.virtual_machine.factory.Factory method)
  


      


      
  	check_ip_configuration() (mcvirt.cluster.cluster.Cluster method)
  


      
  	check_node_exists() (mcvirt.cluster.cluster.Cluster method)
  


      
  	check_node_versions() (mcvirt.cluster.cluster.Cluster method)
  


      
  	check_permission() (mcvirt.auth.auth.Auth method)
  


      
  	check_permission_in_config() (mcvirt.auth.auth.Auth method)
  


      
  	check_remote_machine() (mcvirt.cluster.cluster.Cluster method)
  


      
  	check_root_privileges() (mcvirt.auth.auth.Auth static method)
  


      
  	check_user_type() (mcvirt.auth.auth.Auth method)
  


      
  	checkName() (mcvirt.virtual_machine.factory.Factory method)
  


      
  	clear_method_lock() (mcvirt.node.node.Node method)
  


      
  	client_csr (mcvirt.rpc.certificate_generator.CertificateGenerator attribute)
  


      
  	client_key_file (mcvirt.rpc.certificate_generator.CertificateGenerator attribute)
  


      
  	client_pub_file (mcvirt.rpc.certificate_generator.CertificateGenerator attribute)
  


      
  	clone() (mcvirt.virtual_machine.hard_drive.base.Base method)
  


      	
        
  	(mcvirt.virtual_machine.hard_drive.local.Local method)
  


        
  	(mcvirt.virtual_machine.virtual_machine.VirtualMachine method)
  


      


  

  	
      
  	Cluster (class in mcvirt.cluster.cluster)
  


      
  	CLUSTER_MASTER (mcvirt.rpc.constants.Annotations attribute)
  


      
  	CLUSTER_SIZE (mcvirt.node.drbd.Drbd attribute)
  


      
  	CLUSTER_USER (mcvirt.auth.cluster_user.ClusterUser attribute)
  


      	
        
  	(mcvirt.auth.connection_user.ConnectionUser attribute)
  


        
  	(mcvirt.auth.user_base.UserBase attribute)
  


      


      
  	ClusterNotInitialisedException
  


      
  	ClusterUser (class in mcvirt.auth.cluster_user)
  


      
  	CONFIG_DIRECTORY (mcvirt.node.drbd.Drbd attribute)
  


      
  	CONFIG_FILE (mcvirt.node.libvirt_config.LibvirtConfig attribute)
  


      
  	config_properties (mcvirt.virtual_machine.hard_drive.base.Base attribute)
  


      	
        
  	(mcvirt.virtual_machine.hard_drive.drbd.Drbd attribute)
  


      


      
  	CONFIG_TEMPLATE (mcvirt.node.libvirt_config.LibvirtConfig attribute)
  


      
  	ConfigFile (class in mcvirt.config_file)
  


      
  	ConfigFileCouldNotBeFoundException
  


      
  	Connection (class in mcvirt.client.rpc)
  


      
  	ConnectionFailureToRemoteLibvirtInstance
  


      
  	ConnectionUser (class in mcvirt.auth.connection_user)
  


      
  	copy_permissions() (mcvirt.auth.auth.Auth method)
  


      
  	CouldNotConnectToNodeException
  


      
  	create() (mcvirt.auth.factory.Factory method)
  


      	
        
  	(mcvirt.config_file.ConfigFile static method)
  


        
  	(mcvirt.mcvirt_config.MCVirtConfig method)
  


        
  	(mcvirt.node.network.factory.Factory method)
  


        
  	(mcvirt.virtual_machine.factory.Factory method)
  


        
  	(mcvirt.virtual_machine.hard_drive.base.Base method)
  


        
  	(mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


        
  	(mcvirt.virtual_machine.hard_drive.factory.Factory method)
  


        
  	(mcvirt.virtual_machine.hard_drive.local.Local method)
  


        
  	(mcvirt.virtual_machine.network_adapter.factory.Factory method)
  


        
  	(mcvirt.virtual_machine.virtual_machine_config.VirtualMachineConfig static method)
  


      


      
  	create_broadcast_ssl_socket() (mcvirt.rpc.ssl_socket.SSLSocket static method)
  


      
  	create_cluster_user() (mcvirt.auth.connection_user.ConnectionUser method)
  


      
  	create_log() (mcvirt.logger.Logger method)
  


      
  	CREATE_PROGRESS (mcvirt.virtual_machine.hard_drive.drbd.Drbd attribute)
  


      
  	create_ssl_socket() (mcvirt.rpc.ssl_socket.SSLSocket static method)
  


      
  	create_test_user() (mcvirt.test.auth_tests.AuthTests method)
  


      
  	create_vm() (mcvirt.test.test_base.TestBase method)
  


      
  	createBackupSnapshot() (mcvirt.virtual_machine.hard_drive.base.Base method)
  


      
  	createLogicalVolume() (mcvirt.virtual_machine.hard_drive.base.Base method)
  


      
  	CURRENT_VERSION (mcvirt.config_file.ConfigFile attribute)
  


      
  	CurrentUserError
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  	DAEMON (mcvirt.rpc.rpc_daemon.RpcNSMixinDaemon attribute)
  


      
  	daemon_loop_condition() (mcvirt.test.unit_test_bootstrap.UnitTestBootstrap method)
  


      
  	DaemonLock (class in mcvirt.rpc.daemon_lock)
  


      
  	DaemonSession (class in mcvirt.rpc.rpc_daemon)
  


      
  	deactivateDisk() (mcvirt.virtual_machine.hard_drive.base.Base method)
  


      	
        
  	(mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


        
  	(mcvirt.virtual_machine.hard_drive.local.Local method)
  


      


      
  	DEFAULT_CONFIG (mcvirt.node.libvirt_config.LibvirtConfig attribute)
  


      
  	DEFAULT_DRIVER (mcvirt.virtual_machine.hard_drive.base.Base attribute)
  


      
  	DEFAULT_FILE (mcvirt.node.libvirt_config.LibvirtConfig attribute)
  


      
  	DEFAULT_STORAGE_TYPE (mcvirt.virtual_machine.hard_drive.factory.Factory attribute)
  


      
  	delete() (mcvirt.auth.user_base.UserBase method)
  


      	
        
  	(mcvirt.iso.iso.Iso method)
  


        
  	(mcvirt.node.network.network.Network method)
  


        
  	(mcvirt.virtual_machine.hard_drive.base.Base method)
  


        
  	(mcvirt.virtual_machine.network_adapter.network_adapter.NetworkAdapter method)
  


        
  	(mcvirt.virtual_machine.virtual_machine.VirtualMachine method)
  


      


      
  	delete_superuser() (mcvirt.auth.auth.Auth method)
  


      
  	delete_user_permission_group() (mcvirt.auth.auth.Auth method)
  


      
  	deleteBackupSnapshot() (mcvirt.virtual_machine.hard_drive.base.Base method)
  


      
  	description (mcvirt.logger.LogItem attribute)
  


      
  	DirectoryLocation (class in mcvirt.constants)
  


      
  	disk_id (mcvirt.virtual_machine.hard_drive.base.Base attribute)
  


      
  	DiskAlreadyExistsException
  


      
  	DiskDrive (class in mcvirt.virtual_machine.disk_drive)
  


      
  	DISTRIBUTED (mcvirt.auth.cluster_user.ClusterUser attribute)
  


      	
        
  	(mcvirt.auth.connection_user.ConnectionUser attribute)
  


        
  	(mcvirt.auth.user_base.UserBase attribute)
  


      


      
  	Drbd (class in mcvirt.node.drbd)
  


      	
        
  	(class in mcvirt.virtual_machine.hard_drive.drbd)
  


      


      
  	Drbd_CONFIG_TEMPLATE (mcvirt.virtual_machine.hard_drive.drbd.Drbd attribute)
  


      
  	Drbd_META_SUFFIX (mcvirt.virtual_machine.hard_drive.drbd.Drbd attribute)
  


      
  	drbd_minor (mcvirt.virtual_machine.hard_drive.drbd.Drbd attribute)
  


  

  	
      
  	drbd_port (mcvirt.virtual_machine.hard_drive.drbd.Drbd attribute)
  


      
  	Drbd_RAW_SUFFIX (mcvirt.virtual_machine.hard_drive.drbd.Drbd attribute)
  


      
  	Drbd_STATES (mcvirt.virtual_machine.hard_drive.drbd.Drbd attribute)
  


      
  	DrbdADM (mcvirt.node.drbd.Drbd attribute)
  


      
  	DrbdAlreadyEnabled
  


      
  	DrbdBlockDeviceDoesNotExistException
  


      
  	drbdConnect() (mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


      
  	drbdDisconnect() (mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


      
  	drbdDown() (mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


      
  	drbdGetConnectionState() (mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


      
  	drbdGetDiskState() (mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


      
  	DrbdNotEnabledOnNode
  


      
  	DrbdNotInstalledException
  


      
  	drbdSetPrimary() (mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


      
  	drbdSetSecondary() (mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


      
  	DrbdStateException
  


      
  	DrbdTests (class in mcvirt.test.virtual_machine.hard_drive.drbd_tests)
  


      
  	drbdUp() (mcvirt.virtual_machine.hard_drive.drbd.Drbd method)
  


      
  	DrbdVolumeNotInSyncException
  


      
  	driver (mcvirt.virtual_machine.hard_drive.base.Base attribute)
  


      
  	duplicate() (mcvirt.virtual_machine.hard_drive.base.Base method)
  


      	
        
  	(mcvirt.virtual_machine.virtual_machine.VirtualMachine method)
  


      


      
  	DuplicatePermissionException
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  	editConfig() (mcvirt.virtual_machine.virtual_machine.VirtualMachine method)
  


      
  	enable() (mcvirt.node.drbd.Drbd method)
  


      
  	ensure_exists() (mcvirt.node.network.factory.Factory method)
  


      
  	ensure_installed() (mcvirt.node.drbd.Drbd method)
  


      
  	ensure_node_exists() (mcvirt.cluster.cluster.Cluster method)
  


      
  	ensure_valid_user_type() (mcvirt.auth.factory.Factory method)
  


  

  	
      
  	ensureRegistered() (mcvirt.virtual_machine.virtual_machine.VirtualMachine method)
  


      
  	ensureRegisteredLocally() (mcvirt.virtual_machine.virtual_machine.VirtualMachine method)
  


      
  	ensureUnlocked() (mcvirt.virtual_machine.virtual_machine.VirtualMachine method)
  


      
  	error() (mcvirt.parser.ThrowingArgumentParser method)
  


      
  	exception_class (in module mcvirt.exceptions)
  


      
  	ExternalStorageCommandErrorException
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  	Factory (class in mcvirt.auth.factory)
  


      	
        
  	(class in mcvirt.iso.factory)
  


        
  	(class in mcvirt.node.network.factory)
  


        
  	(class in mcvirt.virtual_machine.factory)
  


        
  	(class in mcvirt.virtual_machine.hard_drive.factory)
  


        
  	(class in mcvirt.virtual_machine.network_adapter.factory)
  


      


      
  	FAILED (mcvirt.logger.LogState attribute)
  


      
  	FailedToRemoveFileException
  


  

  	
      
  	finish_error() (mcvirt.logger.LogItem method)
  


      
  	finish_error_unknown() (mcvirt.logger.LogItem method)
  


      
  	finish_success() (mcvirt.logger.LogItem method)
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  	generate_config() (mcvirt.node.drbd.Drbd method)
  


      	
        
  	(mcvirt.node.libvirt_config.LibvirtConfig method)
  


      


      
  	generate_connection_info() (mcvirt.cluster.cluster.Cluster method)
  


      
  	generate_csr() (mcvirt.rpc.certificate_generator.CertificateGenerator method)
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  	generateMacAddress() (mcvirt.virtual_machine.network_adapter.network_adapter.NetworkAdapter static method)
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  	(mcvirt.virtual_machine.virtual_machine.VirtualMachine method)
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# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import os

from mcvirt.config_file import ConfigFile
from mcvirt.constants import DirectoryLocation


[docs]class MCVirtConfig(ConfigFile):
    """Provides operations to obtain and set the MCVirt
    configuration for a VM
    """

    def __init__(self):
        """Set member variables and obtains libvirt domain object"""
        self.config_file = DirectoryLocation.NODE_STORAGE_DIR + '/config.json'

        if not os.path.isdir(DirectoryLocation.BASE_STORAGE_DIR):
            self._createConfigDirectories()

        if not os.path.isfile(self.config_file):
            self.create()

        # If performing an upgrade has been specified, do so
        self.upgrade()

    def _createConfigDirectories(self):
        """Create the configuration directories for the node"""
        # Initialise the git repository
        os.mkdir(DirectoryLocation.BASE_STORAGE_DIR)
        os.mkdir(DirectoryLocation.NODE_STORAGE_DIR)
        os.mkdir(DirectoryLocation.BASE_VM_STORAGE_DIR)
        os.mkdir(DirectoryLocation.ISO_STORAGE_DIR)

        # Set permission on MCVirt directory
        self.setConfigPermissions()

[docs]    def getListenAddress(self):
        """Return the address that should be used for listening
        for connections - the stored IP address, if configured, else
        all interfaces
        """
        config_ip = self.get_config()['cluster']['cluster_ip']
        return config_ip if config_ip else '0.0.0.0'


[docs]    def create(self):
        """Create a basic VM configuration for new VMs"""
        from node.drbd import Drbd as NodeDrbd

        # Create basic config
        json_data = \
            {
                'version': self.CURRENT_VERSION,
                'superusers': ["mjc"],
                'permissions':
                {
                    'user': [],
                    'owner': [],
                },
                'vm_storage_vg': '',
                'cluster':
                {
                    'cluster_ip': '',
                    'nodes': {}
                },
                'virtual_machines': [],
                'networks': {
                    'default': 'virbr0'
                },
                'drbd': NodeDrbd.get_default_config(),
                'git':
                {
                    'repo_domain': '',
                    'repo_path': '',
                    'repo_protocol': '',
                    'username': '',
                    'password': '',
                    'commit_name': '',
                    'commit_email': ''
                },
                'users': {
                    "mjc": {
                        "password": ("$p5k2$3e8$e30d99dc817ad452ec124e4ac011637652c54eeb0abe5dff09"
                                     "ac8b85d7331707$ChiC2SGEokh""HietmLcCQNjtMLf30Oggr"),
                        "salt": "e30d99dc817ad452ec124e4ac011637652c54eeb0abe5dff09ac8b85d7331707",
                        "user_type": "User"
                    }
                },
                'libvirt_configured': False,
                'log_level': 'WARNING'
            }

        # Write the configuration to disk
        MCVirtConfig._writeJSON(json_data, self.config_file)


    def _upgrade(self, config):
        """Perform an upgrade of the configuration file"""
        pass
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# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import socket


[docs]def get_hostname():
    """Returns the hostname of the system"""
    return socket.gethostname()



[docs]def get_all_submodules(target_class):
    """Returns all inheriting classes, recursively"""
    subclasses = []
    for subclass in target_class.__subclasses__():
        subclasses.append(subclass)
        subclasses += get_all_submodules(subclass)
    return subclasses
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# mock.py
# Test tools for mocking and patching.
# Copyright (C) 2007-2012 Michael Foord & the mock team
# E-mail: fuzzyman AT voidspace DOT org DOT uk

# mock 1.0
# http://www.voidspace.org.uk/python/mock/

# Released subject to the BSD License
# Please see http://www.voidspace.org.uk/python/license.shtml

# Scripts maintained at http://www.voidspace.org.uk/python/index.shtml
# Comments, suggestions and bug reports welcome.


__all__ = (
    'Mock',
    'MagicMock',
    'patch',
    'sentinel',
    'DEFAULT',
    'ANY',
    'call',
    'create_autospec',
    'FILTER_DIR',
    'NonCallableMock',
    'NonCallableMagicMock',
    'mock_open',
    'PropertyMock',
)


__version__ = '1.0.1'


import pprint
import sys

try:
    import inspect
except ImportError:
    # for alternative platforms that
    # may not have inspect
    inspect = None

try:
    from functools import wraps as original_wraps
except ImportError:
    # Python 2.4 compatibility
    def wraps(original):
        def inner(f):
            f.__name__ = original.__name__
            f.__doc__ = original.__doc__
            f.__module__ = original.__module__
            f.__wrapped__ = original
            return f
        return inner
else:
    if sys.version_info[:2] >= (3, 3):
        wraps = original_wraps
    else:
        def wraps(func):
            def inner(f):
                f = original_wraps(func)(f)
                f.__wrapped__ = func
                return f
            return inner

try:
    unicode
except NameError:
    # Python 3
    basestring = unicode = str

try:
    long
except NameError:
    # Python 3
    long = int

try:
    BaseException
except NameError:
    # Python 2.4 compatibility
    BaseException = Exception

try:
    next
except NameError:
    def next(obj):
        return obj.next()


BaseExceptions = (BaseException,)
if 'java' in sys.platform:
    # jython
    import java
    BaseExceptions = (BaseException, java.lang.Throwable)

try:
    _isidentifier = str.isidentifier
except AttributeError:
    # Python 2.X
    import keyword
    import re
    regex = re.compile(r'^[a-z_][a-z0-9_]*$', re.I)
    def _isidentifier(string):
        if string in keyword.kwlist:
            return False
        return regex.match(string)


inPy3k = sys.version_info[0] == 3

# Needed to work around Python 3 bug where use of "super" interferes with
# defining __class__ as a descriptor
_super = super

self = 'im_self'
builtin = '__builtin__'
if inPy3k:
    self = '__self__'
    builtin = 'builtins'

FILTER_DIR = True


def _is_instance_mock(obj):
    # can't use isinstance on Mock objects because they override __class__
    # The base class for all mocks is NonCallableMock
    return issubclass(type(obj), NonCallableMock)


def _is_exception(obj):
    return (
        isinstance(obj, BaseExceptions) or
        isinstance(obj, ClassTypes) and issubclass(obj, BaseExceptions)
    )


class _slotted(object):
    __slots__ = ['a']


DescriptorTypes = (
    type(_slotted.a),
    property,
)


def _getsignature(func, skipfirst, instance=False):
    if inspect is None:
        raise ImportError('inspect module not available')

    if isinstance(func, ClassTypes) and not instance:
        try:
            func = func.__init__
        except AttributeError:
            return
        skipfirst = True
    elif not isinstance(func, FunctionTypes):
        # for classes where instance is True we end up here too
        try:
            func = func.__call__
        except AttributeError:
            return

    if inPy3k:
        try:
            argspec = inspect.getfullargspec(func)
        except TypeError:
            # C function / method, possibly inherited object().__init__
            return
        regargs, varargs, varkw, defaults, kwonly, kwonlydef, ann = argspec
    else:
        try:
            regargs, varargs, varkwargs, defaults = inspect.getargspec(func)
        except TypeError:
            # C function / method, possibly inherited object().__init__
            return

    # instance methods and classmethods need to lose the self argument
    if getattr(func, self, None) is not None:
        regargs = regargs[1:]
    if skipfirst:
        # this condition and the above one are never both True - why?
        regargs = regargs[1:]

    if inPy3k:
        signature = inspect.formatargspec(
            regargs, varargs, varkw, defaults,
            kwonly, kwonlydef, ann, formatvalue=lambda value: "")
    else:
        signature = inspect.formatargspec(
            regargs, varargs, varkwargs, defaults,
            formatvalue=lambda value: "")
    return signature[1:-1], func


def _check_signature(func, mock, skipfirst, instance=False):
    if not _callable(func):
        return

    result = _getsignature(func, skipfirst, instance)
    if result is None:
        return
    signature, func = result

    # can't use self because "self" is common as an argument name
    # unfortunately even not in the first place
    src = "lambda _mock_self, %s: None" % signature
    checksig = eval(src, {})
    _copy_func_details(func, checksig)
    type(mock)._mock_check_sig = checksig


def _copy_func_details(func, funcopy):
    funcopy.__name__ = func.__name__
    funcopy.__doc__ = func.__doc__
    #funcopy.__dict__.update(func.__dict__)
    funcopy.__module__ = func.__module__
    if not inPy3k:
        funcopy.func_defaults = func.func_defaults
        return
    funcopy.__defaults__ = func.__defaults__
    funcopy.__kwdefaults__ = func.__kwdefaults__


def _callable(obj):
    if isinstance(obj, ClassTypes):
        return True
    if getattr(obj, '__call__', None) is not None:
        return True
    return False


def _is_list(obj):
    # checks for list or tuples
    # XXXX badly named!
    return type(obj) in (list, tuple)


def _instance_callable(obj):
    """Given an object, return True if the object is callable.
    For classes, return True if instances would be callable."""
    if not isinstance(obj, ClassTypes):
        # already an instance
        return getattr(obj, '__call__', None) is not None

    klass = obj
    # uses __bases__ instead of __mro__ so that we work with old style classes
    if klass.__dict__.get('__call__') is not None:
        return True

    for base in klass.__bases__:
        if _instance_callable(base):
            return True
    return False


def _set_signature(mock, original, instance=False):
    # creates a function with signature (*args, **kwargs) that delegates to a
    # mock. It still does signature checking by calling a lambda with the same
    # signature as the original.
    if not _callable(original):
        return

    skipfirst = isinstance(original, ClassTypes)
    result = _getsignature(original, skipfirst, instance)
    if result is None:
        # was a C function (e.g. object().__init__ ) that can't be mocked
        return

    signature, func = result

    src = "lambda %s: None" % signature
    checksig = eval(src, {})
    _copy_func_details(func, checksig)

    name = original.__name__
    if not _isidentifier(name):
        name = 'funcopy'
    context = {'_checksig_': checksig, 'mock': mock}
    src = """def %s(*args, **kwargs):
    _checksig_(*args, **kwargs)
    return mock(*args, **kwargs)""" % name
    exec (src, context)
    funcopy = context[name]
    _setup_func(funcopy, mock)
    return funcopy


def _setup_func(funcopy, mock):
    funcopy.mock = mock

    # can't use isinstance with mocks
    if not _is_instance_mock(mock):
        return

    def assert_called_with(*args, **kwargs):
        return mock.assert_called_with(*args, **kwargs)
    def assert_called_once_with(*args, **kwargs):
        return mock.assert_called_once_with(*args, **kwargs)
    def assert_has_calls(*args, **kwargs):
        return mock.assert_has_calls(*args, **kwargs)
    def assert_any_call(*args, **kwargs):
        return mock.assert_any_call(*args, **kwargs)
    def reset_mock():
        funcopy.method_calls = _CallList()
        funcopy.mock_calls = _CallList()
        mock.reset_mock()
        ret = funcopy.return_value
        if _is_instance_mock(ret) and not ret is mock:
            ret.reset_mock()

    funcopy.called = False
    funcopy.call_count = 0
    funcopy.call_args = None
    funcopy.call_args_list = _CallList()
    funcopy.method_calls = _CallList()
    funcopy.mock_calls = _CallList()

    funcopy.return_value = mock.return_value
    funcopy.side_effect = mock.side_effect
    funcopy._mock_children = mock._mock_children

    funcopy.assert_called_with = assert_called_with
    funcopy.assert_called_once_with = assert_called_once_with
    funcopy.assert_has_calls = assert_has_calls
    funcopy.assert_any_call = assert_any_call
    funcopy.reset_mock = reset_mock

    mock._mock_delegate = funcopy


def _is_magic(name):
    return '__%s__' % name[2:-2] == name


class _SentinelObject(object):
    "A unique, named, sentinel object."
    def __init__(self, name):
        self.name = name

    def __repr__(self):
        return 'sentinel.%s' % self.name


class _Sentinel(object):
    """Access attributes to return a named object, usable as a sentinel."""
    def __init__(self):
        self._sentinels = {}

    def __getattr__(self, name):
        if name == '__bases__':
            # Without this help(mock) raises an exception
            raise AttributeError
        return self._sentinels.setdefault(name, _SentinelObject(name))


sentinel = _Sentinel()

DEFAULT = sentinel.DEFAULT
_missing = sentinel.MISSING
_deleted = sentinel.DELETED


class OldStyleClass:
    pass
ClassType = type(OldStyleClass)


def _copy(value):
    if type(value) in (dict, list, tuple, set):
        return type(value)(value)
    return value


ClassTypes = (type,)
if not inPy3k:
    ClassTypes = (type, ClassType)

_allowed_names = set(
    [
        'return_value', '_mock_return_value', 'side_effect',
        '_mock_side_effect', '_mock_parent', '_mock_new_parent',
        '_mock_name', '_mock_new_name'
    ]
)


def _delegating_property(name):
    _allowed_names.add(name)
    _the_name = '_mock_' + name
    def _get(self, name=name, _the_name=_the_name):
        sig = self._mock_delegate
        if sig is None:
            return getattr(self, _the_name)
        return getattr(sig, name)
    def _set(self, value, name=name, _the_name=_the_name):
        sig = self._mock_delegate
        if sig is None:
            self.__dict__[_the_name] = value
        else:
            setattr(sig, name, value)

    return property(_get, _set)



class _CallList(list):

    def __contains__(self, value):
        if not isinstance(value, list):
            return list.__contains__(self, value)
        len_value = len(value)
        len_self = len(self)
        if len_value > len_self:
            return False

        for i in range(0, len_self - len_value + 1):
            sub_list = self[i:i+len_value]
            if sub_list == value:
                return True
        return False

    def __repr__(self):
        return pprint.pformat(list(self))


def _check_and_set_parent(parent, value, name, new_name):
    if not _is_instance_mock(value):
        return False
    if ((value._mock_name or value._mock_new_name) or
        (value._mock_parent is not None) or
        (value._mock_new_parent is not None)):
        return False

    _parent = parent
    while _parent is not None:
        # setting a mock (value) as a child or return value of itself
        # should not modify the mock
        if _parent is value:
            return False
        _parent = _parent._mock_new_parent

    if new_name:
        value._mock_new_parent = parent
        value._mock_new_name = new_name
    if name:
        value._mock_parent = parent
        value._mock_name = name
    return True



class Base(object):
    _mock_return_value = DEFAULT
    _mock_side_effect = None
    def __init__(self, *args, **kwargs):
        pass



class NonCallableMock(Base):
    """A non-callable version of `Mock`"""

    def __new__(cls, *args, **kw):
        # every instance has its own class
        # so we can create magic methods on the
        # class without stomping on other mocks
        new = type(cls.__name__, (cls,), {'__doc__': cls.__doc__})
        instance = object.__new__(new)
        return instance


    def __init__(
            self, spec=None, wraps=None, name=None, spec_set=None,
            parent=None, _spec_state=None, _new_name='', _new_parent=None,
            **kwargs
        ):
        if _new_parent is None:
            _new_parent = parent

        __dict__ = self.__dict__
        __dict__['_mock_parent'] = parent
        __dict__['_mock_name'] = name
        __dict__['_mock_new_name'] = _new_name
        __dict__['_mock_new_parent'] = _new_parent

        if spec_set is not None:
            spec = spec_set
            spec_set = True

        self._mock_add_spec(spec, spec_set)

        __dict__['_mock_children'] = {}
        __dict__['_mock_wraps'] = wraps
        __dict__['_mock_delegate'] = None

        __dict__['_mock_called'] = False
        __dict__['_mock_call_args'] = None
        __dict__['_mock_call_count'] = 0
        __dict__['_mock_call_args_list'] = _CallList()
        __dict__['_mock_mock_calls'] = _CallList()

        __dict__['method_calls'] = _CallList()

        if kwargs:
            self.configure_mock(**kwargs)

        _super(NonCallableMock, self).__init__(
            spec, wraps, name, spec_set, parent,
            _spec_state
        )


    def attach_mock(self, mock, attribute):
        """
        Attach a mock as an attribute of this one, replacing its name and
        parent. Calls to the attached mock will be recorded in the
        `method_calls` and `mock_calls` attributes of this one."""
        mock._mock_parent = None
        mock._mock_new_parent = None
        mock._mock_name = ''
        mock._mock_new_name = None

        setattr(self, attribute, mock)


    def mock_add_spec(self, spec, spec_set=False):
        """Add a spec to a mock. `spec` can either be an object or a
        list of strings. Only attributes on the `spec` can be fetched as
        attributes from the mock.

        If `spec_set` is True then only attributes on the spec can be set."""
        self._mock_add_spec(spec, spec_set)


    def _mock_add_spec(self, spec, spec_set):
        _spec_class = None

        if spec is not None and not _is_list(spec):
            if isinstance(spec, ClassTypes):
                _spec_class = spec
            else:
                _spec_class = _get_class(spec)

            spec = dir(spec)

        __dict__ = self.__dict__
        __dict__['_spec_class'] = _spec_class
        __dict__['_spec_set'] = spec_set
        __dict__['_mock_methods'] = spec


    def __get_return_value(self):
        ret = self._mock_return_value
        if self._mock_delegate is not None:
            ret = self._mock_delegate.return_value

        if ret is DEFAULT:
            ret = self._get_child_mock(
                _new_parent=self, _new_name='()'
            )
            self.return_value = ret
        return ret


    def __set_return_value(self, value):
        if self._mock_delegate is not None:
            self._mock_delegate.return_value = value
        else:
            self._mock_return_value = value
            _check_and_set_parent(self, value, None, '()')

    __return_value_doc = "The value to be returned when the mock is called."
    return_value = property(__get_return_value, __set_return_value,
                            __return_value_doc)


    @property
    def __class__(self):
        if self._spec_class is None:
            return type(self)
        return self._spec_class

    called = _delegating_property('called')
    call_count = _delegating_property('call_count')
    call_args = _delegating_property('call_args')
    call_args_list = _delegating_property('call_args_list')
    mock_calls = _delegating_property('mock_calls')


    def __get_side_effect(self):
        sig = self._mock_delegate
        if sig is None:
            return self._mock_side_effect
        return sig.side_effect

    def __set_side_effect(self, value):
        value = _try_iter(value)
        sig = self._mock_delegate
        if sig is None:
            self._mock_side_effect = value
        else:
            sig.side_effect = value

    side_effect = property(__get_side_effect, __set_side_effect)


    def reset_mock(self):
        "Restore the mock object to its initial state."
        self.called = False
        self.call_args = None
        self.call_count = 0
        self.mock_calls = _CallList()
        self.call_args_list = _CallList()
        self.method_calls = _CallList()

        for child in self._mock_children.values():
            if isinstance(child, _SpecState):
                continue
            child.reset_mock()

        ret = self._mock_return_value
        if _is_instance_mock(ret) and ret is not self:
            ret.reset_mock()


    def configure_mock(self, **kwargs):
        """Set attributes on the mock through keyword arguments.

        Attributes plus return values and side effects can be set on child
        mocks using standard dot notation and unpacking a dictionary in the
        method call:

        >>> attrs = {'method.return_value': 3, 'other.side_effect': KeyError}
        >>> mock.configure_mock(**attrs)"""
        for arg, val in sorted(kwargs.items(),
                               # we sort on the number of dots so that
                               # attributes are set before we set attributes on
                               # attributes
                               key=lambda entry: entry[0].count('.')):
            args = arg.split('.')
            final = args.pop()
            obj = self
            for entry in args:
                obj = getattr(obj, entry)
            setattr(obj, final, val)


    def __getattr__(self, name):
        if name == '_mock_methods':
            raise AttributeError(name)
        elif self._mock_methods is not None:
            if name not in self._mock_methods or name in _all_magics:
                raise AttributeError("Mock object has no attribute %r" % name)
        elif _is_magic(name):
            raise AttributeError(name)

        result = self._mock_children.get(name)
        if result is _deleted:
            raise AttributeError(name)
        elif result is None:
            wraps = None
            if self._mock_wraps is not None:
                # XXXX should we get the attribute without triggering code
                # execution?
                wraps = getattr(self._mock_wraps, name)

            result = self._get_child_mock(
                parent=self, name=name, wraps=wraps, _new_name=name,
                _new_parent=self
            )
            self._mock_children[name]  = result

        elif isinstance(result, _SpecState):
            result = create_autospec(
                result.spec, result.spec_set, result.instance,
                result.parent, result.name
            )
            self._mock_children[name]  = result

        return result


    def __repr__(self):
        _name_list = [self._mock_new_name]
        _parent = self._mock_new_parent
        last = self

        dot = '.'
        if _name_list == ['()']:
            dot = ''
        seen = set()
        while _parent is not None:
            last = _parent

            _name_list.append(_parent._mock_new_name + dot)
            dot = '.'
            if _parent._mock_new_name == '()':
                dot = ''

            _parent = _parent._mock_new_parent

            # use ids here so as not to call __hash__ on the mocks
            if id(_parent) in seen:
                break
            seen.add(id(_parent))

        _name_list = list(reversed(_name_list))
        _first = last._mock_name or 'mock'
        if len(_name_list) > 1:
            if _name_list[1] not in ('()', '().'):
                _first += '.'
        _name_list[0] = _first
        name = ''.join(_name_list)

        name_string = ''
        if name not in ('mock', 'mock.'):
            name_string = ' name=%r' % name

        spec_string = ''
        if self._spec_class is not None:
            spec_string = ' spec=%r'
            if self._spec_set:
                spec_string = ' spec_set=%r'
            spec_string = spec_string % self._spec_class.__name__
        return "<%s%s%s id='%s'>" % (
            type(self).__name__,
            name_string,
            spec_string,
            id(self)
        )


    def __dir__(self):
        """Filter the output of `dir(mock)` to only useful members.
        XXXX
        """
        extras = self._mock_methods or []
        from_type = dir(type(self))
        from_dict = list(self.__dict__)

        if FILTER_DIR:
            from_type = [e for e in from_type if not e.startswith('_')]
            from_dict = [e for e in from_dict if not e.startswith('_') or
                         _is_magic(e)]
        return sorted(set(extras + from_type + from_dict +
                          list(self._mock_children)))


    def __setattr__(self, name, value):
        if name in _allowed_names:
            # property setters go through here
            return object.__setattr__(self, name, value)
        elif (self._spec_set and self._mock_methods is not None and
            name not in self._mock_methods and
            name not in self.__dict__):
            raise AttributeError("Mock object has no attribute '%s'" % name)
        elif name in _unsupported_magics:
            msg = 'Attempting to set unsupported magic method %r.' % name
            raise AttributeError(msg)
        elif name in _all_magics:
            if self._mock_methods is not None and name not in self._mock_methods:
                raise AttributeError("Mock object has no attribute '%s'" % name)

            if not _is_instance_mock(value):
                setattr(type(self), name, _get_method(name, value))
                original = value
                value = lambda *args, **kw: original(self, *args, **kw)
            else:
                # only set _new_name and not name so that mock_calls is tracked
                # but not method calls
                _check_and_set_parent(self, value, None, name)
                setattr(type(self), name, value)
                self._mock_children[name] = value
        elif name == '__class__':
            self._spec_class = value
            return
        else:
            if _check_and_set_parent(self, value, name, name):
                self._mock_children[name] = value
        return object.__setattr__(self, name, value)


    def __delattr__(self, name):
        if name in _all_magics and name in type(self).__dict__:
            delattr(type(self), name)
            if name not in self.__dict__:
                # for magic methods that are still MagicProxy objects and
                # not set on the instance itself
                return

        if name in self.__dict__:
            object.__delattr__(self, name)

        obj = self._mock_children.get(name, _missing)
        if obj is _deleted:
            raise AttributeError(name)
        if obj is not _missing:
            del self._mock_children[name]
        self._mock_children[name] = _deleted



    def _format_mock_call_signature(self, args, kwargs):
        name = self._mock_name or 'mock'
        return _format_call_signature(name, args, kwargs)


    def _format_mock_failure_message(self, args, kwargs):
        message = 'Expected call: %s\nActual call: %s'
        expected_string = self._format_mock_call_signature(args, kwargs)
        call_args = self.call_args
        if len(call_args) == 3:
            call_args = call_args[1:]
        actual_string = self._format_mock_call_signature(*call_args)
        return message % (expected_string, actual_string)


    def assert_called_with(_mock_self, *args, **kwargs):
        """assert that the mock was called with the specified arguments.

        Raises an AssertionError if the args and keyword args passed in are
        different to the last call to the mock."""
        self = _mock_self
        if self.call_args is None:
            expected = self._format_mock_call_signature(args, kwargs)
            raise AssertionError('Expected call: %s\nNot called' % (expected,))

        if self.call_args != (args, kwargs):
            msg = self._format_mock_failure_message(args, kwargs)
            raise AssertionError(msg)


    def assert_called_once_with(_mock_self, *args, **kwargs):
        """assert that the mock was called exactly once and with the specified
        arguments."""
        self = _mock_self
        if not self.call_count == 1:
            msg = ("Expected to be called once. Called %s times." %
                   self.call_count)
            raise AssertionError(msg)
        return self.assert_called_with(*args, **kwargs)


    def assert_has_calls(self, calls, any_order=False):
        """assert the mock has been called with the specified calls.
        The `mock_calls` list is checked for the calls.

        If `any_order` is False (the default) then the calls must be
        sequential. There can be extra calls before or after the
        specified calls.

        If `any_order` is True then the calls can be in any order, but
        they must all appear in `mock_calls`."""
        if not any_order:
            if calls not in self.mock_calls:
                raise AssertionError(
                    'Calls not found.\nExpected: %r\n'
                    'Actual: %r' % (calls, self.mock_calls)
                )
            return

        all_calls = list(self.mock_calls)

        not_found = []
        for kall in calls:
            try:
                all_calls.remove(kall)
            except ValueError:
                not_found.append(kall)
        if not_found:
            raise AssertionError(
                '%r not all found in call list' % (tuple(not_found),)
            )


    def assert_any_call(self, *args, **kwargs):
        """assert the mock has been called with the specified arguments.

        The assert passes if the mock has *ever* been called, unlike
        `assert_called_with` and `assert_called_once_with` that only pass if
        the call is the most recent one."""
        kall = call(*args, **kwargs)
        if kall not in self.call_args_list:
            expected_string = self._format_mock_call_signature(args, kwargs)
            raise AssertionError(
                '%s call not found' % expected_string
            )


    def _get_child_mock(self, **kw):
        """Create the child mocks for attributes and return value.
        By default child mocks will be the same type as the parent.
        Subclasses of Mock may want to override this to customize the way
        child mocks are made.

        For non-callable mocks the callable variant will be used (rather than
        any custom subclass)."""
        _type = type(self)
        if not issubclass(_type, CallableMixin):
            if issubclass(_type, NonCallableMagicMock):
                klass = MagicMock
            elif issubclass(_type, NonCallableMock) :
                klass = Mock
        else:
            klass = _type.__mro__[1]
        return klass(**kw)



def _try_iter(obj):
    if obj is None:
        return obj
    if _is_exception(obj):
        return obj
    if _callable(obj):
        return obj
    try:
        return iter(obj)
    except TypeError:
        # XXXX backwards compatibility
        # but this will blow up on first call - so maybe we should fail early?
        return obj



class CallableMixin(Base):

    def __init__(self, spec=None, side_effect=None, return_value=DEFAULT,
                 wraps=None, name=None, spec_set=None, parent=None,
                 _spec_state=None, _new_name='', _new_parent=None, **kwargs):
        self.__dict__['_mock_return_value'] = return_value

        _super(CallableMixin, self).__init__(
            spec, wraps, name, spec_set, parent,
            _spec_state, _new_name, _new_parent, **kwargs
        )

        self.side_effect = side_effect


    def _mock_check_sig(self, *args, **kwargs):
        # stub method that can be replaced with one with a specific signature
        pass


    def __call__(_mock_self, *args, **kwargs):
        # can't use self in-case a function / method we are mocking uses self
        # in the signature
        _mock_self._mock_check_sig(*args, **kwargs)
        return _mock_self._mock_call(*args, **kwargs)


    def _mock_call(_mock_self, *args, **kwargs):
        self = _mock_self
        self.called = True
        self.call_count += 1
        self.call_args = _Call((args, kwargs), two=True)
        self.call_args_list.append(_Call((args, kwargs), two=True))

        _new_name = self._mock_new_name
        _new_parent = self._mock_new_parent
        self.mock_calls.append(_Call(('', args, kwargs)))

        seen = set()
        skip_next_dot = _new_name == '()'
        do_method_calls = self._mock_parent is not None
        name = self._mock_name
        while _new_parent is not None:
            this_mock_call = _Call((_new_name, args, kwargs))
            if _new_parent._mock_new_name:
                dot = '.'
                if skip_next_dot:
                    dot = ''

                skip_next_dot = False
                if _new_parent._mock_new_name == '()':
                    skip_next_dot = True

                _new_name = _new_parent._mock_new_name + dot + _new_name

            if do_method_calls:
                if _new_name == name:
                    this_method_call = this_mock_call
                else:
                    this_method_call = _Call((name, args, kwargs))
                _new_parent.method_calls.append(this_method_call)

                do_method_calls = _new_parent._mock_parent is not None
                if do_method_calls:
                    name = _new_parent._mock_name + '.' + name

            _new_parent.mock_calls.append(this_mock_call)
            _new_parent = _new_parent._mock_new_parent

            # use ids here so as not to call __hash__ on the mocks
            _new_parent_id = id(_new_parent)
            if _new_parent_id in seen:
                break
            seen.add(_new_parent_id)

        ret_val = DEFAULT
        effect = self.side_effect
        if effect is not None:
            if _is_exception(effect):
                raise effect

            if not _callable(effect):
                result = next(effect)
                if _is_exception(result):
                    raise result
                return result

            ret_val = effect(*args, **kwargs)
            if ret_val is DEFAULT:
                ret_val = self.return_value

        if (self._mock_wraps is not None and
             self._mock_return_value is DEFAULT):
            return self._mock_wraps(*args, **kwargs)
        if ret_val is DEFAULT:
            ret_val = self.return_value
        return ret_val



class Mock(CallableMixin, NonCallableMock):
    """
    Create a new `Mock` object. `Mock` takes several optional arguments
    that specify the behaviour of the Mock object:

    * `spec`: This can be either a list of strings or an existing object (a
      class or instance) that acts as the specification for the mock object. If
      you pass in an object then a list of strings is formed by calling dir on
      the object (excluding unsupported magic attributes and methods). Accessing
      any attribute not in this list will raise an `AttributeError`.

      If `spec` is an object (rather than a list of strings) then
      `mock.__class__` returns the class of the spec object. This allows mocks
      to pass `isinstance` tests.

    * `spec_set`: A stricter variant of `spec`. If used, attempting to *set*
      or get an attribute on the mock that isn't on the object passed as
      `spec_set` will raise an `AttributeError`.

    * `side_effect`: A function to be called whenever the Mock is called. See
      the `side_effect` attribute. Useful for raising exceptions or
      dynamically changing return values. The function is called with the same
      arguments as the mock, and unless it returns `DEFAULT`, the return
      value of this function is used as the return value.

      Alternatively `side_effect` can be an exception class or instance. In
      this case the exception will be raised when the mock is called.

      If `side_effect` is an iterable then each call to the mock will return
      the next value from the iterable. If any of the members of the iterable
      are exceptions they will be raised instead of returned.

    * `return_value`: The value returned when the mock is called. By default
      this is a new Mock (created on first access). See the
      `return_value` attribute.

    * `wraps`: Item for the mock object to wrap. If `wraps` is not None then
      calling the Mock will pass the call through to the wrapped object
      (returning the real result). Attribute access on the mock will return a
      Mock object that wraps the corresponding attribute of the wrapped object
      (so attempting to access an attribute that doesn't exist will raise an
      `AttributeError`).

      If the mock has an explicit `return_value` set then calls are not passed
      to the wrapped object and the `return_value` is returned instead.

    * `name`: If the mock has a name then it will be used in the repr of the
      mock. This can be useful for debugging. The name is propagated to child
      mocks.

    Mocks can also be called with arbitrary keyword arguments. These will be
    used to set attributes on the mock after it is created.
    """



def _dot_lookup(thing, comp, import_path):
    try:
        return getattr(thing, comp)
    except AttributeError:
        __import__(import_path)
        return getattr(thing, comp)


def _importer(target):
    components = target.split('.')
    import_path = components.pop(0)
    thing = __import__(import_path)

    for comp in components:
        import_path += ".%s" % comp
        thing = _dot_lookup(thing, comp, import_path)
    return thing


def _is_started(patcher):
    # XXXX horrible
    return hasattr(patcher, 'is_local')


class _patch(object):

    attribute_name = None
    _active_patches = set()

    def __init__(
            self, getter, attribute, new, spec, create,
            spec_set, autospec, new_callable, kwargs
        ):
        if new_callable is not None:
            if new is not DEFAULT:
                raise ValueError(
                    "Cannot use 'new' and 'new_callable' together"
                )
            if autospec is not None:
                raise ValueError(
                    "Cannot use 'autospec' and 'new_callable' together"
                )

        self.getter = getter
        self.attribute = attribute
        self.new = new
        self.new_callable = new_callable
        self.spec = spec
        self.create = create
        self.has_local = False
        self.spec_set = spec_set
        self.autospec = autospec
        self.kwargs = kwargs
        self.additional_patchers = []


    def copy(self):
        patcher = _patch(
            self.getter, self.attribute, self.new, self.spec,
            self.create, self.spec_set,
            self.autospec, self.new_callable, self.kwargs
        )
        patcher.attribute_name = self.attribute_name
        patcher.additional_patchers = [
            p.copy() for p in self.additional_patchers
        ]
        return patcher


    def __call__(self, func):
        if isinstance(func, ClassTypes):
            return self.decorate_class(func)
        return self.decorate_callable(func)


    def decorate_class(self, klass):
        for attr in dir(klass):
            if not attr.startswith(patch.TEST_PREFIX):
                continue

            attr_value = getattr(klass, attr)
            if not hasattr(attr_value, "__call__"):
                continue

            patcher = self.copy()
            setattr(klass, attr, patcher(attr_value))
        return klass


    def decorate_callable(self, func):
        if hasattr(func, 'patchings'):
            func.patchings.append(self)
            return func

        @wraps(func)
        def patched(*args, **keywargs):
            # don't use a with here (backwards compatability with Python 2.4)
            extra_args = []
            entered_patchers = []

            # can't use try...except...finally because of Python 2.4
            # compatibility
            exc_info = tuple()
            try:
                try:
                    for patching in patched.patchings:
                        arg = patching.__enter__()
                        entered_patchers.append(patching)
                        if patching.attribute_name is not None:
                            keywargs.update(arg)
                        elif patching.new is DEFAULT:
                            extra_args.append(arg)

                    args += tuple(extra_args)
                    return func(*args, **keywargs)
                except:
                    if (patching not in entered_patchers and
                        _is_started(patching)):
                        # the patcher may have been started, but an exception
                        # raised whilst entering one of its additional_patchers
                        entered_patchers.append(patching)
                    # Pass the exception to __exit__
                    exc_info = sys.exc_info()
                    # re-raise the exception
                    raise
            finally:
                for patching in reversed(entered_patchers):
                    patching.__exit__(*exc_info)

        patched.patchings = [self]
        if hasattr(func, 'func_code'):
            # not in Python 3
            patched.compat_co_firstlineno = getattr(
                func, "compat_co_firstlineno",
                func.func_code.co_firstlineno
            )
        return patched


    def get_original(self):
        target = self.getter()
        name = self.attribute

        original = DEFAULT
        local = False

        try:
            original = target.__dict__[name]
        except (AttributeError, KeyError):
            original = getattr(target, name, DEFAULT)
        else:
            local = True

        if not self.create and original is DEFAULT:
            raise AttributeError(
                "%s does not have the attribute %r" % (target, name)
            )
        return original, local


    def __enter__(self):
        """Perform the patch."""
        new, spec, spec_set = self.new, self.spec, self.spec_set
        autospec, kwargs = self.autospec, self.kwargs
        new_callable = self.new_callable
        self.target = self.getter()

        # normalise False to None
        if spec is False:
            spec = None
        if spec_set is False:
            spec_set = None
        if autospec is False:
            autospec = None

        if spec is not None and autospec is not None:
            raise TypeError("Can't specify spec and autospec")
        if ((spec is not None or autospec is not None) and
            spec_set not in (True, None)):
            raise TypeError("Can't provide explicit spec_set *and* spec or autospec")

        original, local = self.get_original()

        if new is DEFAULT and autospec is None:
            inherit = False
            if spec is True:
                # set spec to the object we are replacing
                spec = original
                if spec_set is True:
                    spec_set = original
                    spec = None
            elif spec is not None:
                if spec_set is True:
                    spec_set = spec
                    spec = None
            elif spec_set is True:
                spec_set = original

            if spec is not None or spec_set is not None:
                if original is DEFAULT:
                    raise TypeError("Can't use 'spec' with create=True")
                if isinstance(original, ClassTypes):
                    # If we're patching out a class and there is a spec
                    inherit = True

            Klass = MagicMock
            _kwargs = {}
            if new_callable is not None:
                Klass = new_callable
            elif spec is not None or spec_set is not None:
                this_spec = spec
                if spec_set is not None:
                    this_spec = spec_set
                if _is_list(this_spec):
                    not_callable = '__call__' not in this_spec
                else:
                    not_callable = not _callable(this_spec)
                if not_callable:
                    Klass = NonCallableMagicMock

            if spec is not None:
                _kwargs['spec'] = spec
            if spec_set is not None:
                _kwargs['spec_set'] = spec_set

            # add a name to mocks
            if (isinstance(Klass, type) and
                issubclass(Klass, NonCallableMock) and self.attribute):
                _kwargs['name'] = self.attribute

            _kwargs.update(kwargs)
            new = Klass(**_kwargs)

            if inherit and _is_instance_mock(new):
                # we can only tell if the instance should be callable if the
                # spec is not a list
                this_spec = spec
                if spec_set is not None:
                    this_spec = spec_set
                if (not _is_list(this_spec) and not
                    _instance_callable(this_spec)):
                    Klass = NonCallableMagicMock

                _kwargs.pop('name')
                new.return_value = Klass(_new_parent=new, _new_name='()',
                                         **_kwargs)
        elif autospec is not None:
            # spec is ignored, new *must* be default, spec_set is treated
            # as a boolean. Should we check spec is not None and that spec_set
            # is a bool?
            if new is not DEFAULT:
                raise TypeError(
                    "autospec creates the mock for you. Can't specify "
                    "autospec and new."
                )
            if original is DEFAULT:
                raise TypeError("Can't use 'autospec' with create=True")
            spec_set = bool(spec_set)
            if autospec is True:
                autospec = original

            new = create_autospec(autospec, spec_set=spec_set,
                                  _name=self.attribute, **kwargs)
        elif kwargs:
            # can't set keyword args when we aren't creating the mock
            # XXXX If new is a Mock we could call new.configure_mock(**kwargs)
            raise TypeError("Can't pass kwargs to a mock we aren't creating")

        new_attr = new

        self.temp_original = original
        self.is_local = local
        setattr(self.target, self.attribute, new_attr)
        if self.attribute_name is not None:
            extra_args = {}
            if self.new is DEFAULT:
                extra_args[self.attribute_name] =  new
            for patching in self.additional_patchers:
                arg = patching.__enter__()
                if patching.new is DEFAULT:
                    extra_args.update(arg)
            return extra_args

        return new


    def __exit__(self, *exc_info):
        """Undo the patch."""
        if not _is_started(self):
            raise RuntimeError('stop called on unstarted patcher')

        if self.is_local and self.temp_original is not DEFAULT:
            setattr(self.target, self.attribute, self.temp_original)
        else:
            delattr(self.target, self.attribute)
            if not self.create and not hasattr(self.target, self.attribute):
                # needed for proxy objects like django settings
                setattr(self.target, self.attribute, self.temp_original)

        del self.temp_original
        del self.is_local
        del self.target
        for patcher in reversed(self.additional_patchers):
            if _is_started(patcher):
                patcher.__exit__(*exc_info)


    def start(self):
        """Activate a patch, returning any created mock."""
        result = self.__enter__()
        self._active_patches.add(self)
        return result


    def stop(self):
        """Stop an active patch."""
        self._active_patches.discard(self)
        return self.__exit__()



def _get_target(target):
    try:
        target, attribute = target.rsplit('.', 1)
    except (TypeError, ValueError):
        raise TypeError("Need a valid target to patch. You supplied: %r" %
                        (target,))
    getter = lambda: _importer(target)
    return getter, attribute


def _patch_object(
        target, attribute, new=DEFAULT, spec=None,
        create=False, spec_set=None, autospec=None,
        new_callable=None, **kwargs
    ):
    """
    patch.object(target, attribute, new=DEFAULT, spec=None, create=False,
                 spec_set=None, autospec=None, new_callable=None, **kwargs)

    patch the named member (`attribute`) on an object (`target`) with a mock
    object.

    `patch.object` can be used as a decorator, class decorator or a context
    manager. Arguments `new`, `spec`, `create`, `spec_set`,
    `autospec` and `new_callable` have the same meaning as for `patch`. Like
    `patch`, `patch.object` takes arbitrary keyword arguments for configuring
    the mock object it creates.

    When used as a class decorator `patch.object` honours `patch.TEST_PREFIX`
    for choosing which methods to wrap.
    """
    getter = lambda: target
    return _patch(
        getter, attribute, new, spec, create,
        spec_set, autospec, new_callable, kwargs
    )


def _patch_multiple(target, spec=None, create=False, spec_set=None,
                    autospec=None, new_callable=None, **kwargs):
    """Perform multiple patches in a single call. It takes the object to be
    patched (either as an object or a string to fetch the object by importing)
    and keyword arguments for the patches::

        with patch.multiple(settings, FIRST_PATCH='one', SECOND_PATCH='two'):
            ...

    Use `DEFAULT` as the value if you want `patch.multiple` to create
    mocks for you. In this case the created mocks are passed into a decorated
    function by keyword, and a dictionary is returned when `patch.multiple` is
    used as a context manager.

    `patch.multiple` can be used as a decorator, class decorator or a context
    manager. The arguments `spec`, `spec_set`, `create`,
    `autospec` and `new_callable` have the same meaning as for `patch`. These
    arguments will be applied to *all* patches done by `patch.multiple`.

    When used as a class decorator `patch.multiple` honours `patch.TEST_PREFIX`
    for choosing which methods to wrap.
    """
    if type(target) in (unicode, str):
        getter = lambda: _importer(target)
    else:
        getter = lambda: target

    if not kwargs:
        raise ValueError(
            'Must supply at least one keyword argument with patch.multiple'
        )
    # need to wrap in a list for python 3, where items is a view
    items = list(kwargs.items())
    attribute, new = items[0]
    patcher = _patch(
        getter, attribute, new, spec, create, spec_set,
        autospec, new_callable, {}
    )
    patcher.attribute_name = attribute
    for attribute, new in items[1:]:
        this_patcher = _patch(
            getter, attribute, new, spec, create, spec_set,
            autospec, new_callable, {}
        )
        this_patcher.attribute_name = attribute
        patcher.additional_patchers.append(this_patcher)
    return patcher


def patch(
        target, new=DEFAULT, spec=None, create=False,
        spec_set=None, autospec=None, new_callable=None, **kwargs
    ):
    """
    `patch` acts as a function decorator, class decorator or a context
    manager. Inside the body of the function or with statement, the `target`
    is patched with a `new` object. When the function/with statement exits
    the patch is undone.

    If `new` is omitted, then the target is replaced with a
    `MagicMock`. If `patch` is used as a decorator and `new` is
    omitted, the created mock is passed in as an extra argument to the
    decorated function. If `patch` is used as a context manager the created
    mock is returned by the context manager.

    `target` should be a string in the form `'package.module.ClassName'`. The
    `target` is imported and the specified object replaced with the `new`
    object, so the `target` must be importable from the environment you are
    calling `patch` from. The target is imported when the decorated function
    is executed, not at decoration time.

    The `spec` and `spec_set` keyword arguments are passed to the `MagicMock`
    if patch is creating one for you.

    In addition you can pass `spec=True` or `spec_set=True`, which causes
    patch to pass in the object being mocked as the spec/spec_set object.

    `new_callable` allows you to specify a different class, or callable object,
    that will be called to create the `new` object. By default `MagicMock` is
    used.

    A more powerful form of `spec` is `autospec`. If you set `autospec=True`
    then the mock with be created with a spec from the object being replaced.
    All attributes of the mock will also have the spec of the corresponding
    attribute of the object being replaced. Methods and functions being
    mocked will have their arguments checked and will raise a `TypeError` if
    they are called with the wrong signature. For mocks replacing a class,
    their return value (the 'instance') will have the same spec as the class.

    Instead of `autospec=True` you can pass `autospec=some_object` to use an
    arbitrary object as the spec instead of the one being replaced.

    By default `patch` will fail to replace attributes that don't exist. If
    you pass in `create=True`, and the attribute doesn't exist, patch will
    create the attribute for you when the patched function is called, and
    delete it again afterwards. This is useful for writing tests against
    attributes that your production code creates at runtime. It is off by by
    default because it can be dangerous. With it switched on you can write
    passing tests against APIs that don't actually exist!

    Patch can be used as a `TestCase` class decorator. It works by
    decorating each test method in the class. This reduces the boilerplate
    code when your test methods share a common patchings set. `patch` finds
    tests by looking for method names that start with `patch.TEST_PREFIX`.
    By default this is `test`, which matches the way `unittest` finds tests.
    You can specify an alternative prefix by setting `patch.TEST_PREFIX`.

    Patch can be used as a context manager, with the with statement. Here the
    patching applies to the indented block after the with statement. If you
    use "as" then the patched object will be bound to the name after the
    "as"; very useful if `patch` is creating a mock object for you.

    `patch` takes arbitrary keyword arguments. These will be passed to
    the `Mock` (or `new_callable`) on construction.

    `patch.dict(...)`, `patch.multiple(...)` and `patch.object(...)` are
    available for alternate use-cases.
    """
    getter, attribute = _get_target(target)
    return _patch(
        getter, attribute, new, spec, create,
        spec_set, autospec, new_callable, kwargs
    )


class _patch_dict(object):
    """
    Patch a dictionary, or dictionary like object, and restore the dictionary
    to its original state after the test.

    `in_dict` can be a dictionary or a mapping like container. If it is a
    mapping then it must at least support getting, setting and deleting items
    plus iterating over keys.

    `in_dict` can also be a string specifying the name of the dictionary, which
    will then be fetched by importing it.

    `values` can be a dictionary of values to set in the dictionary. `values`
    can also be an iterable of `(key, value)` pairs.

    If `clear` is True then the dictionary will be cleared before the new
    values are set.

    `patch.dict` can also be called with arbitrary keyword arguments to set
    values in the dictionary::

        with patch.dict('sys.modules', mymodule=Mock(), other_module=Mock()):
            ...

    `patch.dict` can be used as a context manager, decorator or class
    decorator. When used as a class decorator `patch.dict` honours
    `patch.TEST_PREFIX` for choosing which methods to wrap.
    """

    def __init__(self, in_dict, values=(), clear=False, **kwargs):
        if isinstance(in_dict, basestring):
            in_dict = _importer(in_dict)
        self.in_dict = in_dict
        # support any argument supported by dict(...) constructor
        self.values = dict(values)
        self.values.update(kwargs)
        self.clear = clear
        self._original = None


    def __call__(self, f):
        if isinstance(f, ClassTypes):
            return self.decorate_class(f)
        @wraps(f)
        def _inner(*args, **kw):
            self._patch_dict()
            try:
                return f(*args, **kw)
            finally:
                self._unpatch_dict()

        return _inner


    def decorate_class(self, klass):
        for attr in dir(klass):
            attr_value = getattr(klass, attr)
            if (attr.startswith(patch.TEST_PREFIX) and
                 hasattr(attr_value, "__call__")):
                decorator = _patch_dict(self.in_dict, self.values, self.clear)
                decorated = decorator(attr_value)
                setattr(klass, attr, decorated)
        return klass


    def __enter__(self):
        """Patch the dict."""
        self._patch_dict()


    def _patch_dict(self):
        values = self.values
        in_dict = self.in_dict
        clear = self.clear

        try:
            original = in_dict.copy()
        except AttributeError:
            # dict like object with no copy method
            # must support iteration over keys
            original = {}
            for key in in_dict:
                original[key] = in_dict[key]
        self._original = original

        if clear:
            _clear_dict(in_dict)

        try:
            in_dict.update(values)
        except AttributeError:
            # dict like object with no update method
            for key in values:
                in_dict[key] = values[key]


    def _unpatch_dict(self):
        in_dict = self.in_dict
        original = self._original

        _clear_dict(in_dict)

        try:
            in_dict.update(original)
        except AttributeError:
            for key in original:
                in_dict[key] = original[key]


    def __exit__(self, *args):
        """Unpatch the dict."""
        self._unpatch_dict()
        return False

    start = __enter__
    stop = __exit__


def _clear_dict(in_dict):
    try:
        in_dict.clear()
    except AttributeError:
        keys = list(in_dict)
        for key in keys:
            del in_dict[key]


def _patch_stopall():
    """Stop all active patches."""
    for patch in list(_patch._active_patches):
        patch.stop()


patch.object = _patch_object
patch.dict = _patch_dict
patch.multiple = _patch_multiple
patch.stopall = _patch_stopall
patch.TEST_PREFIX = 'test'

magic_methods = (
    "lt le gt ge eq ne "
    "getitem setitem delitem "
    "len contains iter "
    "hash str sizeof "
    "enter exit "
    "divmod neg pos abs invert "
    "complex int float index "
    "trunc floor ceil "
)

numerics = "add sub mul div floordiv mod lshift rshift and xor or pow "
inplace = ' '.join('i%s' % n for n in numerics.split())
right = ' '.join('r%s' % n for n in numerics.split())
extra = ''
if inPy3k:
    extra = 'bool next '
else:
    extra = 'unicode long nonzero oct hex truediv rtruediv '

# not including __prepare__, __instancecheck__, __subclasscheck__
# (as they are metaclass methods)
# __del__ is not supported at all as it causes problems if it exists

_non_defaults = set('__%s__' % method for method in [
    'cmp', 'getslice', 'setslice', 'coerce', 'subclasses',
    'format', 'get', 'set', 'delete', 'reversed',
    'missing', 'reduce', 'reduce_ex', 'getinitargs',
    'getnewargs', 'getstate', 'setstate', 'getformat',
    'setformat', 'repr', 'dir'
])


def _get_method(name, func):
    "Turns a callable object (like a mock) into a real function"
    def method(self, *args, **kw):
        return func(self, *args, **kw)
    method.__name__ = name
    return method


_magics = set(
    '__%s__' % method for method in
    ' '.join([magic_methods, numerics, inplace, right, extra]).split()
)

_all_magics = _magics | _non_defaults

_unsupported_magics = set([
    '__getattr__', '__setattr__',
    '__init__', '__new__', '__prepare__'
    '__instancecheck__', '__subclasscheck__',
    '__del__'
])

_calculate_return_value = {
    '__hash__': lambda self: object.__hash__(self),
    '__str__': lambda self: object.__str__(self),
    '__sizeof__': lambda self: object.__sizeof__(self),
    '__unicode__': lambda self: unicode(object.__str__(self)),
}

_return_values = {
    '__lt__': NotImplemented,
    '__gt__': NotImplemented,
    '__le__': NotImplemented,
    '__ge__': NotImplemented,
    '__int__': 1,
    '__contains__': False,
    '__len__': 0,
    '__exit__': False,
    '__complex__': 1j,
    '__float__': 1.0,
    '__bool__': True,
    '__nonzero__': True,
    '__oct__': '1',
    '__hex__': '0x1',
    '__long__': long(1),
    '__index__': 1,
}


def _get_eq(self):
    def __eq__(other):
        ret_val = self.__eq__._mock_return_value
        if ret_val is not DEFAULT:
            return ret_val
        return self is other
    return __eq__

def _get_ne(self):
    def __ne__(other):
        if self.__ne__._mock_return_value is not DEFAULT:
            return DEFAULT
        return self is not other
    return __ne__

def _get_iter(self):
    def __iter__():
        ret_val = self.__iter__._mock_return_value
        if ret_val is DEFAULT:
            return iter([])
        # if ret_val was already an iterator, then calling iter on it should
        # return the iterator unchanged
        return iter(ret_val)
    return __iter__

_side_effect_methods = {
    '__eq__': _get_eq,
    '__ne__': _get_ne,
    '__iter__': _get_iter,
}



def _set_return_value(mock, method, name):
    fixed = _return_values.get(name, DEFAULT)
    if fixed is not DEFAULT:
        method.return_value = fixed
        return

    return_calulator = _calculate_return_value.get(name)
    if return_calulator is not None:
        try:
            return_value = return_calulator(mock)
        except AttributeError:
            # XXXX why do we return AttributeError here?
            #      set it as a side_effect instead?
            return_value = AttributeError(name)
        method.return_value = return_value
        return

    side_effector = _side_effect_methods.get(name)
    if side_effector is not None:
        method.side_effect = side_effector(mock)



class MagicMixin(object):
    def __init__(self, *args, **kw):
        _super(MagicMixin, self).__init__(*args, **kw)
        self._mock_set_magics()


    def _mock_set_magics(self):
        these_magics = _magics

        if self._mock_methods is not None:
            these_magics = _magics.intersection(self._mock_methods)

            remove_magics = set()
            remove_magics = _magics - these_magics

            for entry in remove_magics:
                if entry in type(self).__dict__:
                    # remove unneeded magic methods
                    delattr(self, entry)

        # don't overwrite existing attributes if called a second time
        these_magics = these_magics - set(type(self).__dict__)

        _type = type(self)
        for entry in these_magics:
            setattr(_type, entry, MagicProxy(entry, self))



class NonCallableMagicMock(MagicMixin, NonCallableMock):
    """A version of `MagicMock` that isn't callable."""
    def mock_add_spec(self, spec, spec_set=False):
        """Add a spec to a mock. `spec` can either be an object or a
        list of strings. Only attributes on the `spec` can be fetched as
        attributes from the mock.

        If `spec_set` is True then only attributes on the spec can be set."""
        self._mock_add_spec(spec, spec_set)
        self._mock_set_magics()



class MagicMock(MagicMixin, Mock):
    """
    MagicMock is a subclass of Mock with default implementations
    of most of the magic methods. You can use MagicMock without having to
    configure the magic methods yourself.

    If you use the `spec` or `spec_set` arguments then *only* magic
    methods that exist in the spec will be created.

    Attributes and the return value of a `MagicMock` will also be `MagicMocks`.
    """
    def mock_add_spec(self, spec, spec_set=False):
        """Add a spec to a mock. `spec` can either be an object or a
        list of strings. Only attributes on the `spec` can be fetched as
        attributes from the mock.

        If `spec_set` is True then only attributes on the spec can be set."""
        self._mock_add_spec(spec, spec_set)
        self._mock_set_magics()



class MagicProxy(object):
    def __init__(self, name, parent):
        self.name = name
        self.parent = parent

    def __call__(self, *args, **kwargs):
        m = self.create_mock()
        return m(*args, **kwargs)

    def create_mock(self):
        entry = self.name
        parent = self.parent
        m = parent._get_child_mock(name=entry, _new_name=entry,
                                   _new_parent=parent)
        setattr(parent, entry, m)
        _set_return_value(parent, m, entry)
        return m

    def __get__(self, obj, _type=None):
        return self.create_mock()



class _ANY(object):
    "A helper object that compares equal to everything."

    def __eq__(self, other):
        return True

    def __ne__(self, other):
        return False

    def __repr__(self):
        return '<ANY>'

ANY = _ANY()



def _format_call_signature(name, args, kwargs):
    message = '%s(%%s)' % name
    formatted_args = ''
    args_string = ', '.join([repr(arg) for arg in args])
    kwargs_string = ', '.join([
        '%s=%r' % (key, value) for key, value in kwargs.items()
    ])
    if args_string:
        formatted_args = args_string
    if kwargs_string:
        if formatted_args:
            formatted_args += ', '
        formatted_args += kwargs_string

    return message % formatted_args



class _Call(tuple):
    """
    A tuple for holding the results of a call to a mock, either in the form
    `(args, kwargs)` or `(name, args, kwargs)`.

    If args or kwargs are empty then a call tuple will compare equal to
    a tuple without those values. This makes comparisons less verbose::

        _Call(('name', (), {})) == ('name',)
        _Call(('name', (1,), {})) == ('name', (1,))
        _Call(((), {'a': 'b'})) == ({'a': 'b'},)

    The `_Call` object provides a useful shortcut for comparing with call::

        _Call(((1, 2), {'a': 3})) == call(1, 2, a=3)
        _Call(('foo', (1, 2), {'a': 3})) == call.foo(1, 2, a=3)

    If the _Call has no name then it will match any name.
    """
    def __new__(cls, value=(), name=None, parent=None, two=False,
                from_kall=True):
        name = ''
        args = ()
        kwargs = {}
        _len = len(value)
        if _len == 3:
            name, args, kwargs = value
        elif _len == 2:
            first, second = value
            if isinstance(first, basestring):
                name = first
                if isinstance(second, tuple):
                    args = second
                else:
                    kwargs = second
            else:
                args, kwargs = first, second
        elif _len == 1:
            value, = value
            if isinstance(value, basestring):
                name = value
            elif isinstance(value, tuple):
                args = value
            else:
                kwargs = value

        if two:
            return tuple.__new__(cls, (args, kwargs))

        return tuple.__new__(cls, (name, args, kwargs))


    def __init__(self, value=(), name=None, parent=None, two=False,
                 from_kall=True):
        self.name = name
        self.parent = parent
        self.from_kall = from_kall


    def __eq__(self, other):
        if other is ANY:
            return True
        try:
            len_other = len(other)
        except TypeError:
            return False

        self_name = ''
        if len(self) == 2:
            self_args, self_kwargs = self
        else:
            self_name, self_args, self_kwargs = self

        other_name = ''
        if len_other == 0:
            other_args, other_kwargs = (), {}
        elif len_other == 3:
            other_name, other_args, other_kwargs = other
        elif len_other == 1:
            value, = other
            if isinstance(value, tuple):
                other_args = value
                other_kwargs = {}
            elif isinstance(value, basestring):
                other_name = value
                other_args, other_kwargs = (), {}
            else:
                other_args = ()
                other_kwargs = value
        else:
            # len 2
            # could be (name, args) or (name, kwargs) or (args, kwargs)
            first, second = other
            if isinstance(first, basestring):
                other_name = first
                if isinstance(second, tuple):
                    other_args, other_kwargs = second, {}
                else:
                    other_args, other_kwargs = (), second
            else:
                other_args, other_kwargs = first, second

        if self_name and other_name != self_name:
            return False

        # this order is important for ANY to work!
        return (other_args, other_kwargs) == (self_args, self_kwargs)


    def __ne__(self, other):
        return not self.__eq__(other)


    def __call__(self, *args, **kwargs):
        if self.name is None:
            return _Call(('', args, kwargs), name='()')

        name = self.name + '()'
        return _Call((self.name, args, kwargs), name=name, parent=self)


    def __getattr__(self, attr):
        if self.name is None:
            return _Call(name=attr, from_kall=False)
        name = '%s.%s' % (self.name, attr)
        return _Call(name=name, parent=self, from_kall=False)


    def __repr__(self):
        if not self.from_kall:
            name = self.name or 'call'
            if name.startswith('()'):
                name = 'call%s' % name
            return name

        if len(self) == 2:
            name = 'call'
            args, kwargs = self
        else:
            name, args, kwargs = self
            if not name:
                name = 'call'
            elif not name.startswith('()'):
                name = 'call.%s' % name
            else:
                name = 'call%s' % name
        return _format_call_signature(name, args, kwargs)


    def call_list(self):
        """For a call object that represents multiple calls, `call_list`
        returns a list of all the intermediate calls as well as the
        final call."""
        vals = []
        thing = self
        while thing is not None:
            if thing.from_kall:
                vals.append(thing)
            thing = thing.parent
        return _CallList(reversed(vals))


call = _Call(from_kall=False)



def create_autospec(spec, spec_set=False, instance=False, _parent=None,
                    _name=None, **kwargs):
    """Create a mock object using another object as a spec. Attributes on the
    mock will use the corresponding attribute on the `spec` object as their
    spec.

    Functions or methods being mocked will have their arguments checked
    to check that they are called with the correct signature.

    If `spec_set` is True then attempting to set attributes that don't exist
    on the spec object will raise an `AttributeError`.

    If a class is used as a spec then the return value of the mock (the
    instance of the class) will have the same spec. You can use a class as the
    spec for an instance object by passing `instance=True`. The returned mock
    will only be callable if instances of the mock are callable.

    `create_autospec` also takes arbitrary keyword arguments that are passed to
    the constructor of the created mock."""
    if _is_list(spec):
        # can't pass a list instance to the mock constructor as it will be
        # interpreted as a list of strings
        spec = type(spec)

    is_type = isinstance(spec, ClassTypes)

    _kwargs = {'spec': spec}
    if spec_set:
        _kwargs = {'spec_set': spec}
    elif spec is None:
        # None we mock with a normal mock without a spec
        _kwargs = {}

    _kwargs.update(kwargs)

    Klass = MagicMock
    if type(spec) in DescriptorTypes:
        # descriptors don't have a spec
        # because we don't know what type they return
        _kwargs = {}
    elif not _callable(spec):
        Klass = NonCallableMagicMock
    elif is_type and instance and not _instance_callable(spec):
        Klass = NonCallableMagicMock

    _new_name = _name
    if _parent is None:
        # for a top level object no _new_name should be set
        _new_name = ''

    mock = Klass(parent=_parent, _new_parent=_parent, _new_name=_new_name,
                 name=_name, **_kwargs)

    if isinstance(spec, FunctionTypes):
        # should only happen at the top level because we don't
        # recurse for functions
        mock = _set_signature(mock, spec)
    else:
        _check_signature(spec, mock, is_type, instance)

    if _parent is not None and not instance:
        _parent._mock_children[_name] = mock

    if is_type and not instance and 'return_value' not in kwargs:
        mock.return_value = create_autospec(spec, spec_set, instance=True,
                                            _name='()', _parent=mock)

    for entry in dir(spec):
        if _is_magic(entry):
            # MagicMock already does the useful magic methods for us
            continue

        if isinstance(spec, FunctionTypes) and entry in FunctionAttributes:
            # allow a mock to actually be a function
            continue

        # XXXX do we need a better way of getting attributes without
        # triggering code execution (?) Probably not - we need the actual
        # object to mock it so we would rather trigger a property than mock
        # the property descriptor. Likewise we want to mock out dynamically
        # provided attributes.
        # XXXX what about attributes that raise exceptions other than
        # AttributeError on being fetched?
        # we could be resilient against it, or catch and propagate the
        # exception when the attribute is fetched from the mock
        try:
            original = getattr(spec, entry)
        except AttributeError:
            continue

        kwargs = {'spec': original}
        if spec_set:
            kwargs = {'spec_set': original}

        if not isinstance(original, FunctionTypes):
            new = _SpecState(original, spec_set, mock, entry, instance)
            mock._mock_children[entry] = new
        else:
            parent = mock
            if isinstance(spec, FunctionTypes):
                parent = mock.mock

            new = MagicMock(parent=parent, name=entry, _new_name=entry,
                            _new_parent=parent, **kwargs)
            mock._mock_children[entry] = new
            skipfirst = _must_skip(spec, entry, is_type)
            _check_signature(original, new, skipfirst=skipfirst)

        # so functions created with _set_signature become instance attributes,
        # *plus* their underlying mock exists in _mock_children of the parent
        # mock. Adding to _mock_children may be unnecessary where we are also
        # setting as an instance attribute?
        if isinstance(new, FunctionTypes):
            setattr(mock, entry, new)

    return mock


def _must_skip(spec, entry, is_type):
    if not isinstance(spec, ClassTypes):
        if entry in getattr(spec, '__dict__', {}):
            # instance attribute - shouldn't skip
            return False
        spec = spec.__class__
    if not hasattr(spec, '__mro__'):
        # old style class: can't have descriptors anyway
        return is_type

    for klass in spec.__mro__:
        result = klass.__dict__.get(entry, DEFAULT)
        if result is DEFAULT:
            continue
        if isinstance(result, (staticmethod, classmethod)):
            return False
        return is_type

    # shouldn't get here unless function is a dynamically provided attribute
    # XXXX untested behaviour
    return is_type


def _get_class(obj):
    try:
        return obj.__class__
    except AttributeError:
        # in Python 2, _sre.SRE_Pattern objects have no __class__
        return type(obj)


class _SpecState(object):

    def __init__(self, spec, spec_set=False, parent=None,
                 name=None, ids=None, instance=False):
        self.spec = spec
        self.ids = ids
        self.spec_set = spec_set
        self.parent = parent
        self.instance = instance
        self.name = name


FunctionTypes = (
    # python function
    type(create_autospec),
    # instance method
    type(ANY.__eq__),
    # unbound method
    type(_ANY.__eq__),
)

FunctionAttributes = set([
    'func_closure',
    'func_code',
    'func_defaults',
    'func_dict',
    'func_doc',
    'func_globals',
    'func_name',
])


file_spec = None


def mock_open(mock=None, read_data=''):
    """
    A helper function to create a mock to replace the use of `open`. It works
    for `open` called directly or used as a context manager.

    The `mock` argument is the mock object to configure. If `None` (the
    default) then a `MagicMock` will be created for you, with the API limited
    to methods or attributes available on standard file handles.

    `read_data` is a string for the `read` method of the file handle to return.
    This is an empty string by default.
    """
    global file_spec
    if file_spec is None:
        # set on first use
        if inPy3k:
            import _io
            file_spec = list(set(dir(_io.TextIOWrapper)).union(set(dir(_io.BytesIO))))
        else:
            file_spec = file

    if mock is None:
        mock = MagicMock(name='open', spec=open)

    handle = MagicMock(spec=file_spec)
    handle.write.return_value = None
    handle.__enter__.return_value = handle
    handle.read.return_value = read_data

    mock.return_value = handle
    return mock


class PropertyMock(Mock):
    """
    A mock intended to be used as a property, or other descriptor, on a class.
    `PropertyMock` provides `__get__` and `__set__` methods so you can specify
    a return value when it is fetched.

    Fetching a `PropertyMock` instance from an object calls the mock, with
    no args. Setting it calls the mock with the value being set.
    """
    def _get_child_mock(self, **kwargs):
        return MagicMock(**kwargs)

    def __get__(self, obj, obj_type):
        return self()
    def __set__(self, obj, val):
        self(val)
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# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import libvirt

from mcvirt.rpc.ssl_socket import SSLSocket
from mcvirt.utils import get_hostname
from mcvirt.rpc.pyro_object import PyroObject


[docs]class LibvirtConnector(PyroObject):
    """Obtains/manages Libvirt connections"""

[docs]    def get_connection(self, server=None):
        """Obtains a Libvirt connection for a given server"""
        if server is None:
            server = get_hostname()

        ssl_object = self._get_registered_object(
            'certificate_generator_factory').get_cert_generator(server)
        libvirt_url = 'qemu://%s/system?pkipath=%s' % (ssl_object.server, ssl_object.ssl_directory)
        connection = libvirt.open(libvirt_url)
        if connection is None:
            raise LibVirtConnectionException(
                'Failed to open connection to the hypervisor on %s' % ssl_object.server
            )
        return connection
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"""Argument validators."""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License

import re


[docs]class ArgumentValidator(object):
    """Provide methods to validate argument values"""

    @staticmethod
[docs]    def validate_hostname(hostname):
        """Validate a hostname"""
        exception_message = ('Hostname must only use alpha-numeric characters and dashes,'
                             ' be 64 characters or less in length'
                             ' and start with an alpha-numeric character')

        # Check length
        if len(hostname) > 64 or not len(hostname):
            raise TypeError(exception_message)

        disallowed = re.compile(r"[^A-Z\d-]", re.IGNORECASE)
        if disallowed.search(hostname):
            raise TypeError(exception_message)

        if hostname.startswith('-') or hostname.endswith('-'):
            raise TypeError(exception_message)


    @staticmethod
[docs]    def validate_network_name(name):
        """Validate the name of a network"""
        exception_message = ('Network name must only use alpha-numeric characters and'
                             ' not be any longer than 64 characters in length')
        if len(name) > 64 or not len(name):
            raise TypeError(exception_message)
        disallowed = re.compile(r"[^A-Z\d]", re.IGNORECASE)
        if disallowed.search(name):
            raise TypeError(exception_message)


    @staticmethod
[docs]    def validate_integer(value):
        """Validate integer"""
        try:
            if str(int(value)) != str(value):
                raise TypeError
        except ValueError:
            raise TypeError


    @staticmethod
[docs]    def validate_positive_integer(value):
        """Validate that a given variable is a
        positive integer
        """
        ArgumentValidator.validate_integer(value)

        if int(value) < 1:
            raise TypeError


    @staticmethod
[docs]    def validate_boolean(variable):
        """Ensure variable is a boolean"""
        if type(variable) is not bool:
            raise TypeError


    @staticmethod
[docs]    def validate_drbd_resource(variable):
        """Validate DRBD resource name"""
        valid_name = re.compile('^mcvirt_vm-(.+)-disk-(\d+)$')
        result = valid_name.match(variable)
        if not result:
            raise TypeError

        # Validate the hostname in the DRBD resource
        ArgumentValidator.validate_hostname(result.groups()[0])
        ArgumentValidator.validate_positive_integer(result.groups()[1])
        if int(result.groups()[1]) > 99:
            raise TypeError
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"""Provide base class for configuration files"""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import json
import os
import stat
import pwd

from mcvirt.utils import get_hostname
from mcvirt.system import System
from mcvirt.constants import DirectoryLocation


[docs]class ConfigFile(object):
    """Provides operations to obtain and set the MCVirt configuration for a VM"""

    CURRENT_VERSION = 4
    GIT = '/usr/bin/git'

    def __init__(self):
        """Set member variables and obtains libvirt domain object"""
        raise NotImplementedError

    @staticmethod
[docs]    def get_config_path(vm_name):
        """Provide the path of the VM-specific configuration file"""
        raise NotImplementedError


[docs]    def get_config(self):
        """Load the VM configuration from disk and returns the parsed JSON."""
        config_file = open(self.config_file, 'r')
        config = json.loads(config_file.read())
        config_file.close()

        return config


[docs]    def update_config(self, callback_function, reason=''):
        """Write a provided configuration back to the configuration file."""
        config = self.get_config()
        callback_function(config)
        ConfigFile._writeJSON(config, self.config_file)
        self.config = config
        self.gitAdd(reason)
        self.setConfigPermissions()


[docs]    def getPermissionConfig(self):
        config = self.get_config()
        return config['permissions']


    @staticmethod
    def _writeJSON(data, file_name):
        """Parses and writes the JSON VM config file"""
        json_data = json.dumps(data, indent=2, separators=(',', ': '))

        # Open the config file and write to contents
        config_file = open(file_name, 'w')
        config_file.write(json_data)
        config_file.close()

        # Check file permissions, only giving read/write access to root
        os.chmod(file_name, stat.S_IWUSR | stat.S_IRUSR)
        os.chown(file_name, 0, 0)

    @staticmethod
[docs]    def create(self):
        """Creates a basic VM configuration for new VMs"""
        raise NotImplementedError


[docs]    def setConfigPermissions(self):
        """Sets file permissions for config directories"""
        def setPermission(path, directory=True, owner=0):
            permission_mode = stat.S_IRUSR
            if directory:
                permission_mode = permission_mode | stat.S_IWUSR | stat.S_IXUSR

            if (directory and os.path.isdir(path) or
                    not directory and os.path.exists(path)):
                os.chown(path, owner, 0)
                os.chmod(path, permission_mode)

        # Set permissions on git directory
        for directory in os.listdir(DirectoryLocation.BASE_STORAGE_DIR):
            path = os.path.join(DirectoryLocation.BASE_STORAGE_DIR, directory)
            if (os.path.isdir(path)):
                if (directory == '.git'):
                    setPermission(path, directory=True)
                else:
                    setPermission(os.path.join(path, 'vm'), directory=True)
                    setPermission(os.path.join(path, 'config.json'), directory=False)

        # Set permission for base directory, node directory and ISO directory
        for directory in [DirectoryLocation.BASE_STORAGE_DIR, DirectoryLocation.NODE_STORAGE_DIR,
                          DirectoryLocation.ISO_STORAGE_DIR]:
            setPermission(directory, directory=True,
                          owner=pwd.getpwnam('libvirt-qemu').pw_uid)


    def _upgrade(self, config):
        """Updates the configuration file"""
        raise NotImplementedError

[docs]    def upgrade(self):
        """Performs an upgrade of the config file"""
        # Check the version of the configuration file
        current_version = self._getVersion()
        if (current_version < self.CURRENT_VERSION):
            def upgradeConfig(config):
                # Perform the configuration sub-class specific upgrade
                # tasks
                self._upgrade(config)
                # Update the version number of the configuration file to
                # the current version
                config['version'] = self.CURRENT_VERSION
            self.update_config(
                upgradeConfig,
                'Updated configuration file \'%s\' from version \'%s\' to \'%s\'' %
                (self.config_file,
                 current_version,
                 self.CURRENT_VERSION))


    def _getVersion(self):
        """Returns the version number of the configuration file"""
        config = self.get_config()
        if ('version' in config.keys()):
            return config['version']
        else:
            return 0

[docs]    def gitAdd(self, message=''):
        """Commits changes to an added or modified configuration file"""
        from auth.session import Session
        if (self._checkGitRepo()):
            message += "\nUser: %s\nNode: %s" % (
                Session.get_current_user_object().get_username(), get_hostname())
            try:
                System.runCommand([self.GIT, 'add', self.config_file],
                                  cwd=DirectoryLocation.BASE_STORAGE_DIR)
                System.runCommand([self.GIT,
                                   'commit',
                                   '-m',
                                   message,
                                   self.config_file],
                                  cwd=DirectoryLocation.BASE_STORAGE_DIR)
                System.runCommand([self.GIT,
                                   'push'],
                                  raise_exception_on_failure=False,
                                  cwd=DirectoryLocation.BASE_STORAGE_DIR)
            except:
                pass


[docs]    def gitRemove(self, message=''):
        """Removes and commits a configuration file"""
        from auth.session import Session
        if self._checkGitRepo():
            message += "\nUser: %s\nNode: %s" % (Session.get_current_user_object().get_username(),
                                                 get_hostname())
            try:
                System.runCommand([self.GIT,
                                   'rm',
                                   '--cached',
                                   self.config_file],
                                  cwd=DirectoryLocation.BASE_STORAGE_DIR)
                System.runCommand([self.GIT, 'commit', '-m', message],
                                  cwd=DirectoryLocation.BASE_STORAGE_DIR)
                System.runCommand([self.GIT,
                                   'push'],
                                  raise_exception_on_failure=False,
                                  cwd=DirectoryLocation.BASE_STORAGE_DIR)
            except:
                pass


    def _checkGitRepo(self):
        """Clones the configuration repo, if necessary, and updates the repo"""
        from mcvirt_config import MCVirtConfig

        # Only attempt to create a git repository if the git
        # URL has been set in the MCVirt configuration
        mcvirt_config = MCVirtConfig().get_config()
        if mcvirt_config['git']['repo_domain'] == '':
            return False

        # Attempt to create git object, if it does not already exist
        if not os.path.isdir(DirectoryLocation.BASE_STORAGE_DIR + '/.git'):

            # Initialise git repository
            System.runCommand([self.GIT, 'init'], cwd=DirectoryLocation.BASE_STORAGE_DIR)

            # Set git name and email address
            System.runCommand([self.GIT, 'config', '--file=%s' %
                               DirectoryLocation.BASE_STORAGE_DIR +
                               '/.git/config', 'user.name', mcvirt_config['git']['commit_name']])
            System.runCommand([self.GIT, 'config', '--file=%s' %
                               DirectoryLocation.BASE_STORAGE_DIR +
                               '/.git/config', 'user.email', mcvirt_config['git']['commit_email']])

            # Create git-credentials store
            System.runCommand([self.GIT,
                               'config',
                               '--file=%s' % DirectoryLocation.BASE_STORAGE_DIR + '/.git/config',
                               'credential.helper',
                               'store --file /root/.git-credentials'])
            git_credentials = '%s://%s:%s@%s' % (mcvirt_config['git']['repo_protocol'],
                                                 mcvirt_config['git']['username'],
                                                 mcvirt_config['git']['password'],
                                                 mcvirt_config['git']['repo_domain'])
            fh = open('/root/.git-credentials', 'w')
            fh.write(git_credentials)
            fh.close()

            # Add the git remote
            System.runCommand(
                [
                    self.GIT,
                    'remote',
                    'add',
                    'origin',
                    mcvirt_config['git']['repo_protocol'] +
                    '://' +
                    mcvirt_config['git']['repo_domain'] +
                    '/' +
                    mcvirt_config['git']['repo_path']],
                cwd=DirectoryLocation.BASE_STORAGE_DIR)

            # Update the repo
            System.runCommand([self.GIT, 'fetch'], cwd=DirectoryLocation.BASE_STORAGE_DIR)
            System.runCommand([self.GIT, 'checkout', 'master'],
                              cwd=DirectoryLocation.BASE_STORAGE_DIR)
            System.runCommand([self.GIT,
                               'branch',
                               '--set-upstream-to',
                               'origin/master',
                               'master'],
                              cwd=DirectoryLocation.BASE_STORAGE_DIR)

            # Perform an initial commit of the configuration file
            self.gitAdd('Initial commit of configuration file.')

        else:
            # Update repository
            System.runCommand([self.GIT,
                               'pull'],
                              raise_exception_on_failure=False,
                              cwd=DirectoryLocation.BASE_STORAGE_DIR)

        return True
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  Source code for mcvirt.system

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import getpass
import subprocess
import sys

from mcvirt.exceptions import MCVirtCommandException, PasswordsDoNotMatchException
from mcvirt.syslogger import Syslogger


[docs]class System(object):

    @staticmethod
[docs]    def runCommand(command_args, raise_exception_on_failure=True, cwd=None):
        """Runs system command, throwing an exception if the exit code is not 0"""
        command_process = subprocess.Popen(
            command_args,
            stdout=subprocess.PIPE,
            stderr=subprocess.PIPE,
            cwd=cwd)
        Syslogger.logger().debug('Started system command: %s' % ', '.join(command_args))
        rc = command_process.wait()
        stdout = command_process.stdout.read()
        stderr = command_process.stderr.read()
        if rc and raise_exception_on_failure:
            Syslogger.logger().error("Failed system command: %s\nRC: %s\nStdout: %s\nStderr: %s" %
                                     (', '.join(command_args), rc, stdout, stderr))
            raise MCVirtCommandException(
                "Command: %s\nExit code: %s\nOutput:\n%s" %
                (' '.join(command_args),
                 rc,
                 stdout + stderr))

        Syslogger.logger().debug("Successful system command: %s\nRC: %s\nStdout: %s\nStderr: %s" %
                                 (', '.join(command_args), rc, stdout, stderr))
        return (rc, stdout, stderr)


    @staticmethod
[docs]    def getUserInput(display_text, password=False):
        """Prompts the user for input"""
        if password:
            return getpass.getpass(display_text)
        else:
            sys.stdout.write(display_text)
            return sys.stdin.readline()


    @staticmethod
[docs]    def getNewPassword():
        """Prompts the user for a new password, throwing an exception is the password is not
        repeated correctly
        """
        new_password = System.getUserInput("New password: ", password=True)
        repeat_password = System.getUserInput("New password (repeat): ", password=True)
        if new_password != repeat_password:
            raise PasswordsDoNotMatchException('The two passwords do not match')

        return new_password







          

      

      

    


    
        © Copyright 2015, I.T. Dev Ltd.
      Created using Sphinx 1.3.5.
    

  

_modules/mcvirt/syslogger.html


    
      Navigation


      
        		
          index


        		
          modules |


        		MCVirt 4.0.1 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for mcvirt.syslogger

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import logging
import os

from mcvirt.constants import DirectoryLocation


[docs]class Syslogger(object):
    """Provide interface for logging to log file"""

    LOGGER_INSTANCE = None

    @staticmethod
[docs]    def logger():
        """Obtain logger instance if not already create, else return cached object"""
        if Syslogger.LOGGER_INSTANCE is None:
            logger = logging.getLogger('mcvirtd')
            logger.setLevel(getattr(logging, Syslogger.get_log_level(), 30))
            Syslogger.LOGGER_INSTANCE = logger

            Syslogger.HANDLER = logging.FileHandler(DirectoryLocation.LOG_FILE)
            Syslogger.HANDLER.setLevel(getattr(logging, Syslogger.get_log_level(), 30))
            formatter = logging.Formatter(('%(asctime)s %(name)-12s %(pathname)s'
                                           ' %(lineno)d: %(funcName)s %(levelname)-8s'
                                           ' %(message)s'))
            Syslogger.HANDLER.setFormatter(formatter)
            Syslogger.LOGGER_INSTANCE.addHandler(Syslogger.HANDLER)

        return Syslogger.LOGGER_INSTANCE


    @staticmethod
[docs]    def get_log_level():
        """Return the log level, set either by environmental variable
        or configuration in MCVirt config
        """
        from mcvirt.mcvirt_config import MCVirtConfig
        if 'MCVIRT_DEBUG' in os.environ:
            return os.environ['MCVIRT_DEBUG'].upper()
        else:
            return MCVirtConfig().get_config()['log_level'].upper()
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  Source code for mcvirt.constants

"""Provide constants used throughout MCVirt."""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

from mcvirt.utils import get_hostname
from enum import Enum


[docs]class DirectoryLocation(object):
    """Provides directory/file path constants."""

    TEMPLATE_DIR = '/usr/lib/mcvirt/templates'
    BASE_STORAGE_DIR = '/var/lib/mcvirt'
    NODE_STORAGE_DIR = BASE_STORAGE_DIR + '/' + get_hostname()
    BASE_VM_STORAGE_DIR = NODE_STORAGE_DIR + '/vm'
    ISO_STORAGE_DIR = NODE_STORAGE_DIR + '/iso'
    LOCK_FILE_DIR = '/var/run/lock/mcvirt'
    LOCK_FILE = LOCK_FILE_DIR + '/lock'
    LOG_FILE = '/var/log/mcvirt.log'



class LockStates(Enum):
    """Library of virtual machine lock states."""

    UNLOCKED = 0
    LOCKED = 1


class PowerStates(Enum):
    """Library of virtual machine power states."""

    STOPPED = 0
    RUNNING = 1
    UNKNOWN = 2
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"""Provides argument parser."""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import argparse
import binascii

from mcvirt.exceptions import ArgumentParserException, DrbdVolumeNotInSyncException
from mcvirt.client.rpc import Connection
from mcvirt.system import System
from mcvirt.constants import LockStates
from mcvirt.auth.user_base import UserBase


[docs]class ThrowingArgumentParser(argparse.ArgumentParser):
    """Override the ArgumentParser class, in order to change the handling of errors."""

[docs]    def error(self, message):
        """Override the error function."""
        # Force the argument parser to throw an MCVirt exception on error.
        raise ArgumentParserException(message)




[docs]class Parser(object):
    """Provides an argument parser for MCVirt."""

    def __init__(self, verbose=True):
        """Configure the argument parser object."""
        self.USERNAME = None
        self.SESSION_ID = None
        self.verbose = verbose
        self.parent_parser = ThrowingArgumentParser(add_help=False)

        self.parent_parser.add_argument('--username', '-U', dest='username',
                                        help='MCVirt username')
        self.parent_parser.add_argument('--password', dest='password',
                                        help='MCVirt password')
        self.parent_parser.add_argument('--ignore-failed-nodes', dest='ignore_failed_nodes',
                                        help='Ignores nodes that are inaccessible',
                                        action='store_true')
        self.parent_parser.add_argument('--accept-failed-nodes-warning',
                                        dest='accept_failed_nodes_warning',
                                        help=argparse.SUPPRESS, action='store_true')
        self.parent_parser.add_argument('--ignore-drbd', dest='ignore_drbd',
                                        help='Ignores Drbd state', action='store_true')

        argparser_description = "\nMCVirt - Managed Consistent Virtualisation\n\n" + \
                                'Manage the MCVirt host'
        argparser_epilog = "\nFor more information, see http://mcvirt.itdev.co.uk\n"

        # Create an argument parser object
        self.parser = ThrowingArgumentParser(description=argparser_description,
                                             epilog=argparser_epilog,
                                             formatter_class=argparse.RawDescriptionHelpFormatter)
        self.subparsers = self.parser.add_subparsers(dest='action', metavar='Action',
                                                     help='Action to perform')

        # Add arguments for starting a VM
        self.start_parser = self.subparsers.add_parser('start', help='Start VM',
                                                       parents=[self.parent_parser])
        self.start_parser.add_argument('--iso', metavar='ISO Name', type=str,
                                       help='Path of ISO to attach to VM')
        self.start_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        # Add arguments for stopping a VM
        self.stop_parser = self.subparsers.add_parser('stop', help='Stop VM',
                                                      parents=[self.parent_parser])
        self.stop_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        # Add arguments for resetting a VM
        self.reset_parser = self.subparsers.add_parser('reset', help='Reset VM',
                                                       parents=[self.parent_parser])
        self.reset_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        # Add arguments for fixing deadlock on a vm
        self.method_lock_parser = self.subparsers.add_parser(
            'clear-method-lock',
            help='Resolve the lock of a call to a method on the MCVirt daemon.',
            parents=[self.parent_parser]
        )

        # Add arguments for ISO functions
        self.iso_parser = self.subparsers.add_parser('iso', help='ISO managment',
                                                     parents=[self.parent_parser])
        self.iso_parser.add_argument('--list', dest='list', action='store_true',
                                     help='List available ISOs')
        self.iso_parser.add_argument('--add-from-path', dest='add_path',
                                     help='Copy an ISO to ISO directory', metavar='PATH')
        self.iso_parser.add_argument('--delete', dest='delete_path', help='Delete an ISO',
                                     metavar='NAME')
        self.iso_parser.add_argument('--add-from-url', dest='add_url',
                                     help='Download and add an ISO', metavar='URL')

        # Add arguments for managing users
        self.user_parser = self.subparsers.add_parser('user', help='User managment',
                                                      parents=[self.parent_parser])
        self.user_subparser = self.user_parser.add_subparsers(
            dest='user_action',
            help='User managment action to perform',
            metavar='Action'
        )
        self.change_password_subparser = self.user_subparser.add_parser(
            'change-password',
            help='Change a user password',
            parents=[self.parent_parser]
        )
        self.change_password_subparser.add_argument(
            '--new-password',
            dest='new_password',
            metavar='New password',
            help='The new password'
        )
        self.change_password_subparser.add_argument(
            '--target-user',
            dest='target_user',
            metavar='Target user',
            help='The user to change the password of'
        )
        self.create_user_subparser = self.user_subparser.add_parser(
            'create',
            help='Create a new user',
            parents=[self.parent_parser]
        )
        self.create_user_subparser.add_argument(
            'new_username',
            metavar='User',
            type=str,
            help='The new user to create'
        )
        self.create_user_mut_ex_group = self.create_user_subparser.add_mutually_exclusive_group(
            required=False
        )
        self.create_user_mut_ex_group.add_argument(
            '--user-password',
            dest='new_user_password',
            metavar='New password',
            help='The password for the new user'
        )
        self.create_user_mut_ex_group.add_argument(
            '--generate-password',
            dest='generate_password',
            action='store_true',
            help='Generate a password for the new user'
        )
        self.remove_user_subparser = self.user_subparser.add_parser(
            'remove',
            help='Remove a user',
            parents=[self.parent_parser]
        )
        self.remove_user_subparser.add_argument(
            'remove_username',
            metavar='User',
            type=str,
            help='The user to remove'
        )

        # Add arguments for creating a VM
        self.create_parser = self.subparsers.add_parser('create', help='Create VM',
                                                        parents=[self.parent_parser])
        self.create_parser.add_argument('--memory', dest='memory', metavar='Memory',
                                        required=True, type=int,
                                        help='Amount of memory to allocate to the VM (MiB)')
        self.create_parser.add_argument('--disk-size', dest='disk_size', metavar='Disk Size',
                                        type=int, default=None,
                                        help='Size of disk to be created for the VM (MB)')
        self.create_parser.add_argument(
            '--cpu-count', dest='cpu_count', metavar='CPU Count',
            help='Number of virtual CPU cores to be allocated to the VM',
            type=int, required=True
        )
        self.create_parser.add_argument(
            '--network', dest='networks', metavar='Network Connection',
            type=str, action='append',
            help='Name of networks to connect VM to (each network has a separate NIC)'
        )
        self.create_parser.add_argument('--nodes', dest='nodes', action='append',
                                        help='Specify the nodes that the VM will be' +
                                             ' hosted on, if a Drbd storage-type' +
                                             ' is specified',
                                        default=[])

        self.create_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')
        # Determine if machine is configured to use Drbd
        self.create_parser.add_argument('--storage-type', dest='storage_type',
                                        metavar='Storage backing type',
                                        type=str, default=None, choices=['Local', 'Drbd'])
        self.create_parser.add_argument('--driver', metavar='Hard Drive Driver',
                                        dest='hard_disk_driver', type=str,
                                        help='Driver for hard disk',
                                        default=None)

        # Get arguments for deleting a VM
        self.delete_parser = self.subparsers.add_parser('delete', help='Delete VM',
                                                        parents=[self.parent_parser])
        self.delete_parser.add_argument('--remove-data', dest='remove_data', action='store_true',
                                        help='Removes the VM data from the host')
        self.delete_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        # Get arguments for registering a VM
        self.register_parser = self.subparsers.add_parser('register', help='Registers a VM on' +
                                                                           ' the local node',
                                                          parents=[self.parent_parser])
        self.register_parser.add_argument('vm_name', metavar='VM Name', type=str,
                                          help='Name of VM')

        # Get arguments for unregistering a VM
        self.unregister_parser = self.subparsers.add_parser('unregister',
                                                            help='Unregisters a VM from' +
                                                                 ' the local node',
                                                            parents=[self.parent_parser])
        self.unregister_parser.add_argument('vm_name', metavar='VM Name', type=str,
                                            help='Name of VM')

        # Get arguments for updating a VM
        self.update_parser = self.subparsers.add_parser('update', help='Update VM Configuration',
                                                        parents=[self.parent_parser])
        self.update_parser.add_argument('--memory', dest='memory', metavar='Memory', type=int,
                                        help='Amount of memory to allocate to the VM (MiB)')
        self.update_parser.add_argument(
            '--cpu-count', dest='cpu_count', metavar='CPU Count', type=int,
            help='Number of virtual CPU cores to be allocated to the VM'
        )
        self.update_parser.add_argument(
            '--add-network',
            dest='add_network',
            metavar='Add Network',
            type=str,
            help='Adds a NIC to the VM, connected to the given network'
        )
        self.update_parser.add_argument(
            '--remove-network',
            dest='remove_network',
            metavar='Remove Network',
            type=str,
            help='Removes a NIC from VM with the given MAC-address (e.g. \'00:00:00:00:00:00)\''
        )
        self.update_parser.add_argument('--add-disk', dest='add_disk', metavar='Add Disk',
                                        type=int, help='Add disk to the VM (size in MB)')
        self.update_parser.add_argument('--storage-type', dest='storage_type',
                                        metavar='Storage backing type', type=str,
                                        default=None)
        self.update_parser.add_argument('--driver', metavar='Hard Drive Driver',
                                        dest='hard_disk_driver', type=str,
                                        help='Driver for hard disk',
                                        default=None)
        self.update_parser.add_argument('--increase-disk', dest='increase_disk',
                                        metavar='Increase Disk', type=int,
                                        help='Increases VM disk by provided amount (MB)')
        self.update_parser.add_argument('--disk-id', dest='disk_id', metavar='Disk Id', type=int,
                                        help='The ID of the disk to be increased by')
        self.update_parser.add_argument('--attach-iso', '--iso', dest='iso', metavar='ISO Name',
                                        type=str,
                                        help=('Attach an ISO to a running VM.'
                                              ' Specify without value to detach ISO.'))
        self.update_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        # Get arguments for making permission changes to a VM
        self.permission_parser = self.subparsers.add_parser(
            'permission',
            help='Update user permissions',
            parents=[self.parent_parser]
        )
        self.permission_parser.add_argument(
            '--add-user',
            dest='add_user',
            metavar='Add user to user group',
            type=str,
            help='Adds a given user to a VM, allowing them to perform basic functions.'
        )
        self.permission_parser.add_argument(
            '--delete-user',
            dest='delete_user',
            metavar='Remove user from user group',
            type=str,
            help='Removes a given user from a VM. This prevents them to perform basic functions.'
        )
        self.permission_parser.add_argument(
            '--add-owner',
            dest='add_owner',
            metavar='Add user to owner group',
            type=str,
            help=('Adds a given user as an owner to a VM, '
                  'allowing them to perform basic functions and manager users.')
        )
        self.permission_parser.add_argument(
            '--delete-owner',
            dest='delete_owner',
            metavar='Remove user from owner group',
            type=str,
            help=('Removes a given owner from a VM. '
                  'This prevents them to perform basic functions and manager users.')
        )
        self.permission_parser.add_argument(
            '--add-superuser',
            dest='add_superuser',
            metavar='Add user to superuser group',
            type=str,
            help=('Adds a given user to the global superuser role. '
                  'This allows the user to completely manage the MCVirt node/cluster')
        )
        self.permission_parser.add_argument(
            '--delete-superuser',
            dest='delete_superuser',
            metavar='Removes user from the superuser group',
            type=str,
            help='Removes a given user from the superuser group'
        )
        self.permission_target_group = self.permission_parser.add_mutually_exclusive_group(
            required=True
        )
        self.permission_target_group.add_argument('vm_name', metavar='VM Name',
                                                  type=str, help='Name of VM', nargs='?')
        self.permission_target_group.add_argument('--global', dest='global', action='store_true',
                                                  help='Set a global MCVirt permission')

        # Create subparser for network-related commands
        self.network_parser = self.subparsers.add_parser(
            'network',
            help='Manage the virtual networks on the MCVirt host',
            parents=[self.parent_parser]
        )
        self.network_subparser = self.network_parser.add_subparsers(
            dest='network_action',
            metavar='Action',
            help='Action to perform on the network'
        )
        self.network_create_parser = self.network_subparser.add_parser(
            'create',
            help='Create a network on the MCVirt host',
            parents=[self.parent_parser]
        )
        self.network_create_parser.add_argument(
            '--interface',
            dest='interface',
            metavar='Interface',
            type=str,
            required=True,
            help='Physical interface on the system to bridge to the virtual network'
        )
        self.network_create_parser.add_argument('network', metavar='Network Name', type=str,
                                                help='Name of the virtual network to be created')
        self.network_delete_parser = self.network_subparser.add_parser(
            'delete',
            help='Delete a network on the MCVirt host',
            parents=[self.parent_parser]
        )
        self.network_delete_parser.add_argument('network', metavar='Network Name', type=str,
                                                help='Name of the virtual network to be removed')
        self.network_subparser.add_parser('list', help='List the networks on the node',
                                          parents=[self.parent_parser])

        # Get arguments for getting VM information
        self.info_parser = self.subparsers.add_parser('info', help='View VM information',
                                                      parents=[self.parent_parser])
        self.info_mutually_exclusive_group = self.info_parser.add_mutually_exclusive_group(
            required=False
        )
        self.info_mutually_exclusive_group.add_argument(
            '--vnc-port',
            dest='vnc_port',
            help='Displays the port that VNC is being hosted from',
            action='store_true'
        )
        self.info_mutually_exclusive_group.add_argument(
            '--node',
            dest='node',
            help='Displays which node that the VM is currently registered on',
            action='store_true'
        )
        self.info_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM',
                                      nargs='?', default=None)

        # Get arguments for listing VMs
        self.list_parser = self.subparsers.add_parser('list', help='List VMs present on host',
                                                      parents=[self.parent_parser])

        # Get arguments for cloning a VM
        self.clone_parser = self.subparsers.add_parser('clone', help='Clone a VM',
                                                       parents=[self.parent_parser])
        self.clone_parser.add_argument('--template', dest='template', type=str,
                                       required=True, metavar='Parent VM',
                                       help='The name of the VM to clone from')
        self.clone_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        # Get arguments for cloning a VM
        self.duplicate_parser = self.subparsers.add_parser('duplicate',
                                                           help='Duplicate a VM',
                                                           parents=[self.parent_parser])
        self.duplicate_parser.add_argument('--template', dest='template', metavar='Parent VM',
                                           type=str, required=True,
                                           help='The name of the VM to duplicate')
        self.duplicate_parser.add_argument('vm_name', metavar='VM Name', type=str,
                                           help='Name of duplicate VM')

        # Get arguments for migrating a VM
        self.migrate_parser = self.subparsers.add_parser(
            'migrate',
            help='Perform migrations of virtual machines',
            parents=[self.parent_parser]
        )
        self.migrate_parser.add_argument(
            '--node',
            dest='destination_node',
            metavar='Destination Node',
            type=str,
            required=True,
            help='The name of the destination node for the VM to be migrated to'
        )
        self.migrate_parser.add_argument(
            '--online',
            dest='online_migration',
            help='Perform an online-migration',
            action='store_true'
        )
        self.migrate_parser.add_argument(
            '--start-after-migration',
            dest='start_after_migration',
            help='Causes the VM to be booted after the migration',
            action='store_true'
        )
        self.migrate_parser.add_argument(
            '--wait-for-shutdown',
            dest='wait_for_shutdown',
            help='Waits for the VM to shutdown before performing the migration',
            action='store_true'
        )
        self.migrate_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        # Create sub-parser for moving VMs
        self.move_parser = self.subparsers.add_parser('move', help=('Move a VM and related storage'
                                                                    ' to another node'),
                                                      parents=[self.parent_parser])
        self.move_parser.add_argument('--source-node', dest='source_node',
                                      help="The node that the VM will be moved from.\n" +
                                      'For Drbd VMs, the source node must not be' +
                                      " the local node.\nFor Local VMs, the node" +
                                      " must be the local node, but may be omitted.")
        self.move_parser.add_argument('--destination-node', dest='destination_node',
                                      help='The node that the VM will be moved to')
        self.move_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        # Create sub-parser for cluster-related commands
        self.cluster_parser = self.subparsers.add_parser(
            'cluster',
            help='Manage an MCVirt cluster and the connected nodes',
            parents=[self.parent_parser]
        )
        self.cluster_subparser = self.cluster_parser.add_subparsers(
            dest='cluster_action',
            metavar='Action',
            help='Action to perform on the cluster'
        )
        self.connection_string_subparser = self.cluster_subparser.add_parser(
            'get-connect-string',
            help='Generates a connection string to add the node to a cluster',
            parents=[self.parent_parser]
        )
        self.node_add_parser = self.cluster_subparser.add_parser(
            'add-node',
            help='Adds a node to the MCVirt cluster',
            parents=[self.parent_parser])
        self.node_add_parser.add_argument(
            '--connect-string',
            dest='connect_string',
            metavar='node',
            type=str,
            required=True,
            help='Connect string from the target node')
        self.node_remove_parser = self.cluster_subparser.add_parser(
            'remove-node',
            help='Removes a node to the MCVirt cluster',
            parents=[self.parent_parser]
        )
        self.node_remove_parser.add_argument(
            '--node',
            dest='node',
            metavar='node',
            type=str,
            required=True,
            help='Hostname of the remote node to remove from the cluster')

        # Create subparser for commands relating to the local node configuration
        self.node_parser = self.subparsers.add_parser(
            'node',
            help='Modify configurations relating to the local node',
            parents=[self.parent_parser]
        )
        self.node_parser.add_argument('--set-vm-vg', dest='volume_group',
                                      metavar='VM Volume Group',
                                      help=('Sets the local volume group used for Virtual'
                                            ' machine HDD logical volumes'))
        self.node_parser.add_argument('--set-ip-address', dest='ip_address',
                                      metavar='Cluster IP Address',
                                      help=('Sets the cluster IP address for the local node,'
                                            ' used for Drbd and cluster management.'))

        # Create sub-parser for VM verification
        self.verify_parser = self.subparsers.add_parser(
            'verify',
            help='Perform verification of VMs',
            parents=[
                self.parent_parser])
        self.verify_mutual_exclusive_group = self.verify_parser.add_mutually_exclusive_group(
            required=True
        )
        self.verify_mutual_exclusive_group.add_argument('--all', dest='all', action='store_true',
                                                        help='Verifies all of the VMs')
        self.verify_mutual_exclusive_group.add_argument('vm_name', metavar='VM Name', nargs='?',
                                                        help='Specify a single VM to verify')

        # Create sub-parser for Drbd-related commands
        self.drbd_parser = self.subparsers.add_parser('drbd', help='Manage Drbd clustering',
                                                      parents=[self.parent_parser])
        self.drbd_mutually_exclusive_group = self.drbd_parser.add_mutually_exclusive_group(
            required=True
        )
        self.drbd_mutually_exclusive_group.add_argument(
            '--enable', dest='enable', action='store_true',
            help='Enable Drbd support on the cluster'
        )
        self.drbd_mutually_exclusive_group.add_argument(
            '--list', dest='list', action='store_true',
            help='List Drbd volumes on the system'
        )

        # Create sub-parser for backup commands
        self.backup_parser = self.subparsers.add_parser('backup',
                                                        help='Performs backup-related tasks',
                                                        parents=[self.parent_parser])
        self.backup_mutual_exclusive_group = self.backup_parser.add_mutually_exclusive_group(
            required=True
        )
        self.backup_mutual_exclusive_group.add_argument(
            '--create-snapshot',
            dest='create_snapshot',
            help='Enable Drbd support on the cluster',
            action='store_true'
        )
        self.backup_mutual_exclusive_group.add_argument(
            '--delete-snapshot',
            dest='delete_snapshot',
            help='Enable Drbd support on the cluster',
            action='store_true'
        )
        self.backup_parser.add_argument(
            '--disk-id',
            dest='disk_id',
            metavar='Disk Id',
            type=int,
            required=True,
            help='The ID of the disk to manage the backup snapshot of'
        )
        self.backup_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        # Create sub-parser for managing VM locks
        self.lock_parser = self.subparsers.add_parser('lock', help='Perform verification of VMs',
                                                      parents=[self.parent_parser])
        self.lock_mutual_exclusive_group = self.lock_parser.add_mutually_exclusive_group(
            required=True
        )
        self.lock_mutual_exclusive_group.add_argument('--check-lock', dest='check_lock',
                                                      help='Checks the lock status of a VM',
                                                      action='store_true')
        self.lock_mutual_exclusive_group.add_argument('--lock', dest='lock', help='Locks a VM',
                                                      action='store_true')
        self.lock_mutual_exclusive_group.add_argument('--unlock', dest='unlock',
                                                      help='Unlocks a VM', action='store_true')
        self.lock_parser.add_argument('vm_name', metavar='VM Name', type=str, help='Name of VM')

        self.exit_parser = self.subparsers.add_parser('exit', help='Exits the MCVirt shell',
                                                      parents=[self.parent_parser])

[docs]    def print_status(self, status):
        """Print if the user has specified that the parser should print statuses."""
        if self.verbose:
            print status


[docs]    def parse_arguments(self, script_args=None):
        """Parse arguments and performs actions based on the arguments."""
        # If arguments have been specified, split, so that
        # an array is sent to the argument parser
        if (script_args is not None):
            script_args = script_args.split()

        args = self.parser.parse_args(script_args)
        action = args.action

        ignore_cluster = False
        if args.ignore_failed_nodes:
            # If the user has specified to ignore the cluster,
            # print a warning and confirm the user's answer
            if not args.accept_failed_nodes_warning:
                self.print_status(('WARNING: Running MCVirt with --ignore-failed-nodes'
                                   ' can leave the cluster in an inconsistent state!'))
                continue_answer = System.getUserInput('Would you like to continue? (Y/n): ')

                if continue_answer.strip() is not 'Y':
                    self.print_status('Cancelled...')
                    return
            ignore_cluster = True

        # Obtain connection to Pyro server
        if self.SESSION_ID and self.USERNAME:
            rpc = Connection(username=self.USERNAME, session_id=self.SESSION_ID,
                             ignore_cluster=ignore_cluster)
        else:
            # Check if user/password have been passed. Else, ask for them.
            username = args.username if args.username else System.getUserInput(
                'Username: '
            ).rstrip()
            if args.password:
                password = args.password
            else:
                password = System.getUserInput(
                    'Password: ', password=True
                ).rstrip()
            rpc = Connection(username=username, password=password, ignore_cluster=ignore_cluster)
            self.SESSION_ID = rpc.session_id
            self.USERNAME = username

        if args.ignore_drbd:
            rpc.ignore_drbd()

        # Perform functions on the VM based on the action passed to the script
        if action == 'start':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)

            if args.iso:
                iso_factory = rpc.get_connection('iso_factory')
                iso_object = iso_factory.get_iso_by_name(args.iso)
                rpc.annotate_object(iso_object)
            else:
                iso_object = None
            vm_object.start(iso_object=iso_object)
            self.print_status('Successfully started VM')

        elif action == 'stop':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)
            vm_object.stop()
            self.print_status('Successfully stopped VM')

        elif action == 'reset':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)
            vm_object.reset()
            self.print_status('Successfully reset VM')

        elif action == 'clear-method-lock':
            node = rpc.get_connection('node')
            if node.clear_method_lock():
                self.print_status('Successfully cleared method lock')
            else:
                self.print_status('method lock already cleared')

        elif action == 'create':
            storage_type = args.storage_type or None

            # Convert memory allocation from MiB to KiB
            memory_allocation = int(args.memory) * 1024
            vm_factory = rpc.get_connection('virtual_machine_factory')
            hard_disks = [args.disk_size] if args.disk_size is not None else []
            vm_object = vm_factory.create(
                name=args.vm_name,
                cpu_cores=args.cpu_count,
                memory_allocation=memory_allocation,
                hard_drives=hard_disks,
                network_interfaces=args.networks,
                storage_type=storage_type,
                hard_drive_driver=args.hard_disk_driver,
                available_nodes=args.nodes)

        elif action == 'delete':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)
            vm_object.delete(args.remove_data)

        elif action == 'register':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)
            vm_object.register()

        elif action == 'unregister':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)
            vm_object.unregister()

        elif action == 'update':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)

            if args.memory:
                old_ram_allocation_kib = vm_object.getRAM()
                old_ram_allocation = int(old_ram_allocation_kib) / 1024
                new_ram_allocation = int(args.memory) * 1024
                vm_object.updateRAM(new_ram_allocation, old_value=old_ram_allocation_kib)
                self.print_status(
                    'RAM allocation will be changed from %sMiB to %sMiB.' %
                    (old_ram_allocation, args.memory)
                )

            if args.cpu_count:
                old_cpu_count = vm_object.getCPU()
                vm_object.updateCPU(args.cpu_count, old_value=old_cpu_count)
                self.print_status(
                    'Number of virtual cores will be changed from %s to %s.' %
                    (old_cpu_count, args.cpu_count)
                )

            if args.remove_network:
                network_adapter_factory = rpc.get_connection('network_adapter_factory')
                network_adapter_object = network_adapter_factory.getNetworkAdapterByMacAdress(
                    vm_object, args.remove_network
                )
                rpc.annotate_object(network_adapter_object)
                network_adapter_object.delete()

            if (args.add_network):
                network_factory = rpc.get_connection('network_factory')
                network_adapter_factory = rpc.get_connection('network_adapter_factory')
                network_object = network_factory.get_network_by_name(args.add_network)
                rpc.annotate_object(network_object)
                network_adapter_factory.create(vm_object, network_object)

            if args.add_disk:
                hard_drive_factory = rpc.get_connection('hard_drive_factory')
                hard_drive_factory.create(vm_object, size=args.add_disk,
                                          storage_type=args.storage_type,
                                          driver=args.hard_disk_driver)

            if (args.increase_disk and args.disk_id):
                hard_drive_factory = rpc.get_connection('hard_drive_factory')
                hard_drive_object = hard_drive_factory.getObject(vm_object, args.disk_id)
                rpc.annotate_object(hard_drive_object)
                hard_drive_object.increaseSize(args.increase_disk)

            if args.iso:
                iso_factory = rpc.get_connection('iso_factory')
                iso_object = iso_factory.get_iso_by_name(args.iso)
                rpc.annotate_object(iso_object)
                disk_drive = vm_object.get_disk_drive()
                rpc.annotate_object(disk_drive)
                disk_drive.attachISO(iso_object, True)

        elif action == 'permission':
            if (args.add_superuser or args.delete_superuser) and args.vm_name:
                raise ArgumentParserException('Superuser groups are global-only roles')

            if args.vm_name:
                vm_factory = rpc.get_connection('virtual_machine_factory')
                vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
                rpc.annotate_object(vm_object)
                permission_destination_string = 'role on VM %s' % vm_object.get_name()
            else:
                vm_object = None
                permission_destination_string = 'global role'

            auth_object = rpc.get_connection('auth')
            rpc.annotate_object(auth_object)
            user_factory = rpc.get_connection('user_factory')
            rpc.annotate_object(user_factory)

            if args.add_user:
                user_object = user_factory.get_user_by_username(args.add_user)
                rpc.annotate_object(user_object)
                auth_object.add_user_permission_group(
                    permission_group='user',
                    user_object=user_object,
                    vm_object=vm_object)
                self.print_status(
                    'Successfully added \'%s\' to \'user\' %s' %
                    (args.add_user, permission_destination_string))

            if args.delete_user:
                user_object = user_factory.get_user_by_username(args.delete_user)
                rpc.annotate_object(user_object)
                auth_object.delete_user_permission_group(
                    permission_group='user',
                    user_object=user_object,
                    vm_object=vm_object)
                self.print_status(
                    'Successfully removed \'%s\' from \'user\' %s' %
                    (args.delete_user, permission_destination_string))

            if args.add_owner:
                user_object = user_factory.get_user_by_username(args.add_owner)
                rpc.annotate_object(user_object)
                auth_object.add_user_permission_group(
                    permission_group='owner',
                    user_object=user_object,
                    vm_object=vm_object)
                self.print_status(
                    'Successfully added \'%s\' to \'owner\' %s' %
                    (args.add_owner, permission_destination_string))

            if args.delete_owner:
                user_object = user_factory.get_user_by_username(args.delete_owner)
                rpc.annotate_object(user_object)
                auth_object.delete_user_permission_group(
                    permission_group='owner',
                    user_object=user_object,
                    vm_object=vm_object)
                self.print_status(
                    'Successfully removed \'%s\' from \'owner\' %s' %
                    (args.delete_owner, permission_destination_string))

            if args.add_superuser:
                user_object = user_factory.get_user_by_username(args.add_superuser)
                rpc.annotate_object(user_object)
                auth_object.add_superuser(user_object=user_object)
                self.print_status('Successfully added %s to the global superuser group' %
                                  args.add_superuser)
            if args.delete_superuser:
                user_object = user_factory.get_user_by_username(args.delete_superuser)
                rpc.annotate_object(user_object)
                auth_object.delete_superuser(user_object=user_object)
                self.print_status('Successfully removed %s from the global superuser group ' %
                                  args.delete_superuser)

        elif action == 'info':
            if not args.vm_name and (args.vnc_port or args.node):
                self.parser.error('Must provide a VM Name')
            if args.vm_name:
                vm_factory = rpc.get_connection('virtual_machine_factory')
                vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
                rpc.annotate_object(vm_object)
                if args.vnc_port:
                    self.print_status(vm_object.getVncPort())
                elif args.node:
                    self.print_status(vm_object.getNode())
                else:
                    self.print_status(vm_object.getInfo())
            else:
                cluster_object = rpc.get_connection('cluster')
                self.print_status(cluster_object.print_info())

        elif action == 'network':
            network_factory = rpc.get_connection('network_factory')
            if args.network_action == 'create':
                network_factory.create(args.network, physical_interface=args.interface)
            elif args.network_action == 'delete':
                network_object = network_factory.get_network_by_name(args.network)
                rpc.annotate_object(network_object)
                network_object.delete()
            elif args.network_action == 'list':
                self.print_status(network_factory.get_network_list_table())

        elif action == 'migrate':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)
            if args.online_migration:
                vm_object.onlineMigrate(args.destination_node)
            else:
                vm_object.offlineMigrate(
                    args.destination_node,
                    wait_for_vm_shutdown=args.wait_for_shutdown,
                    start_after_migration=args.start_after_migration
                )
            self.print_status('Successfully migrated \'%s\' to %s' %
                              (vm_object.get_name(), args.destination_node))

        elif action == 'move':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)
            vm_object.move(destination_node=args.destination_node,
                           source_node=args.source_node)

        elif action == 'cluster':
            cluster_object = rpc.get_connection('cluster')
            if args.cluster_action == 'get-connect-string':
                self.print_status(cluster_object.get_connection_string())
            if args.cluster_action == 'add-node':
                if args.connect_string:
                    connect_string = args.connect_string
                else:
                    connect_string = System.getUserInput('Enter Connect String: ')
                cluster_object.add_node(connect_string)
                self.print_status('Successfully added node')
            if args.cluster_action == 'remove-node':
                cluster_object.remove_node(args.node)
                self.print_status('Successfully removed node %s' % args.node)

        elif action == 'node':
            node = rpc.get_connection('node')
            if args.volume_group:
                node.set_storage_volume_group(args.volume_group)
                self.print_status('Successfully set VM storage volume group to %s' %
                                  args.volume_group)

            if args.ip_address:
                node.set_cluster_ip_address(args.ip_address)
                self.print_status('Successfully set cluster IP address to %s' % args.ip_address)

        elif action == 'verify':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            if args.vm_name:
                vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
                rpc.annotate_object(vm_object)
                vm_objects = [vm_object]
            elif args.all:
                vm_objects = vm_factory.getAllVirtualMachines()

            # Iterate over the VMs and check each disk
            failures = []
            for vm_object in vm_objects:
                rpc.annotate_object(vm_object)
                for disk_object in vm_object.getHardDriveObjects():
                    rpc.annotate_object(disk_object)
                    if disk_object.get_type() == 'Drbd':
                        # Catch any exceptions due to the Drbd volume not being in-sync
                        try:
                            disk_object.verify()
                            self.print_status(
                                ('Drbd verification for %s (%s) completed '
                                 'without out-of-sync blocks') %
                                (disk_object.resource_name,
                                 vm_object.get_name())
                            )
                        except DrbdVolumeNotInSyncException, e:
                            # Append the not-in-sync exception message to an array,
                            # so the rest of the disks can continue to be checked
                            failures.append(e.message)

            # If there were any failures during the verification, raise the exception and print
            # all exception messages
            if failures:
                raise DrbdVolumeNotInSyncException("\n".join(failures))

        elif action == 'drbd':
            node_drbd = rpc.get_connection('node_drbd')
            if args.enable:
                node_drbd.enable()
            if (args.list):
                self.print_status(node_drbd.list())

        elif action == 'backup':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)
            hard_drive_factory = rpc.get_connection('hard_drive_factory')
            hard_drive_object = hard_drive_factory.getObject(vm_object, args.disk_id)
            rpc.annotate_object(hard_drive_object)
            if args.create_snapshot:
                self.print_status(hard_drive_object.createBackupSnapshot())
            elif (args.delete_snapshot):
                hard_drive_object.deleteBackupSnapshot()

        elif action == 'lock':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.vm_name)
            rpc.annotate_object(vm_object)
            if args.lock:
                vm_object.setLockState(LockStates.LOCKED.value)
            if args.unlock:
                vm_object.setLockState(LockStates.UNLOCKED.value)
            if args.check_lock:
                self.print_status(LockStates(vm_object.getLockState()).name)

        elif action == 'clone':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.template)
            rpc.annotate_object(vm_object)
            vm_object.clone(args.vm_name)

        elif action == 'duplicate':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            vm_object = vm_factory.getVirtualMachineByName(args.template)
            rpc.annotate_object(vm_object)
            vm_object.duplicate(args.vm_name)

        elif action == 'list':
            vm_factory = rpc.get_connection('virtual_machine_factory')
            self.print_status(vm_factory.listVms())

        elif action == 'iso':
            iso_factory = rpc.get_connection('iso_factory')
            if args.list:
                self.print_status(iso_factory.get_iso_list())

            if args.add_path:
                iso_writer = iso_factory.add_iso_from_stream(args.add_path)
                rpc.annotate_object(iso_writer)
                with open(args.add_path, 'rb') as iso_fh:
                    while True:
                        data_chunk = iso_fh.read(1024)
                        if data_chunk:
                            data_chunk = binascii.hexlify(data_chunk)
                            iso_writer.write_data(data_chunk)
                        else:
                            break
                iso_object = iso_writer.write_end()
                rpc.annotate_object(iso_object)
                self.print_status('Successfully added ISO: %s' % iso_object.get_name())

            if args.add_url:
                iso_object = iso_factory.add_from_url(args.add_url)
                rpc.annotate_object(iso_object)
                self.print_status('Successfully added ISO: %s' % iso_object.get_name())

            if args.delete_path:
                iso_object = iso_factory.get_iso_by_name(args.delete_path)
                rpc.annotate_object(iso_object)
                iso_object.delete()
                self.print_status('Successfully removed iso: %s' % args.delete_path)

        elif action == 'user':
            if args.user_action == 'change-password':
                user_factory = rpc.get_connection('user_factory')
                target_user = args.target_user or self.USERNAME
                user = user_factory.get_user_by_username(target_user)
                rpc.annotate_object(user)
                new_password = args.new_password or System.getNewPassword()
                user.set_password(new_password)

            elif args.user_action == 'create':
                user_factory = rpc.get_connection('user_factory')

                if args.generate_password:
                    new_password = UserBase.generate_password(10)
                else:
                    new_password = args.new_user_password or System.getNewPassword()

                user_factory.create(args.new_username, new_password)

                self.print_status('New user details:\nUsername: %s' % args.new_username)
                if args.generate_password:
                    self.print_status('Password: %s' % new_password)

            elif args.user_action == 'remove':
                user_factory = rpc.get_connection('user_factory')
                user = user_factory.get_user_by_username(args.remove_username)
                rpc.annotate_object(user)
                user.delete()
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  Source code for mcvirt.test.test_base

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest
import threading

from mcvirt.client.rpc import Connection
from mcvirt.parser import Parser
from mcvirt.constants import PowerStates, LockStates


[docs]def skip_drbd(required):

    def wrapper_gen(f):

        def wrapper(*args):
            if (bool(args[0].rpc.get_connection('node_drbd').is_enabled()) !=
                    bool(wrapper.required)):
                return args[0].skipTest(('DRBD either required and not available or'
                                         ' can\'t be present and is installed.'))

        wrapper.required = wrapper_gen.required
        return wrapper

    wrapper_gen.required = required
    return wrapper_gen



[docs]class TestBase(unittest.TestCase):
    """Provide base test case, with constructor/destructor
    for providing access to the parser and RPC
    """

    # Define RPC credentials, which are the default superuser credentials
    # that are supplied with MCVirt
    RPC_USERNAME = 'mjc'
    RPC_PASSWORD = 'pass'

[docs]    def setUp(self):
        """Obtain connections to the daemon and create various
        member variables.
        """
        # Create and store RPC connection to daemon.
        self.rpc = Connection(self.RPC_USERNAME, self.RPC_PASSWORD)

        # Create and store parser instance
        self.parser = Parser(verbose=False)

        # Obtain the session ID from the RPC connection and re-use this,
        # so that the parser does not need to authenticate with a password
        # self.parser.parse_arguments('list --username %s --password %s' % (self.RPC_USERNAME,
        #                                                                   self.RPC_PASSWORD))

        self.parser.USERNAME = self.RPC_USERNAME
        self.parser.SESSION_ID = self.rpc.session_id

        # Setup variable for test VM
        self.test_vms = \
            {
                'TEST_VM_1':
                {
                    'name': 'mcvirt-unittest-vm',
                    'cpu_count': 1,
                    'memory_allocation': 100,
                    'disk_size': [100],
                    'networks': ['Production']
                },
                'TEST_VM_2':
                {
                    'name': 'mcvirt-unittest-vm2',
                    'cpu_count': 2,
                    'memory_allocation': 120,
                    'disk_size': [100],
                    'networks': ['Production']
                }
            }

        # Ensure any test VM is stopped and removed from the machine
        self.stop_and_delete(self.test_vms['TEST_VM_2']['name'])
        self.stop_and_delete(self.test_vms['TEST_VM_1']['name'])

        self.vm_factory = self.rpc.get_connection('virtual_machine_factory')

        self.test_network_name = 'testnetwork'
        self.test_physical_interface = 'vmbr0'
        self.network_factory = self.rpc.get_connection('network_factory')

        # Determine if the test network exists. If so, delete it
        if self.network_factory.check_exists(self.test_network_name):
            network = self.network_factory.get_network_by_name(self.test_network_name)
            self.rpc.annotate_object(network)
            network.delete()


[docs]    def tearDown(self):
        """Destroy stored objects."""
        # Ensure any test VM is stopped and removed from the machine
        self.rpc.ignore_drbd()
        self.stop_and_delete(self.test_vms['TEST_VM_2']['name'])
        self.stop_and_delete(self.test_vms['TEST_VM_1']['name'])

        # Remove the test network, if it exists
        if self.network_factory.check_exists(self.test_network_name):
            network = self.network_factory.get_network_by_name(self.test_network_name)
            self.rpc.annotate_object(network)
            network.delete()

        self.network_factory = None
        self.vm_factory = None
        self.rpc = None
        self.parser = None


[docs]    def create_vm(self, vm_name, storage_type):
        """Create a test VM, annotate object and ensure it exists"""
        vm_object = self.vm_factory.create(self.test_vms[vm_name]['name'],
                                           self.test_vms[vm_name]['cpu_count'],
                                           self.test_vms[vm_name]['memory_allocation'],
                                           self.test_vms[vm_name]['disk_size'],
                                           self.test_vms[vm_name]['networks'],
                                           storage_type=storage_type)
        self.rpc.annotate_object(vm_object)
        self.assertTrue(self.vm_factory.check_exists(self.test_vms[vm_name]['name']))
        return vm_object


[docs]    def stop_and_delete(self, vm_name):
        """Stop and remove a virtual machine"""
        virtual_machine_factory = self.rpc.get_connection('virtual_machine_factory')

        if virtual_machine_factory.check_exists(vm_name):
            vm_object = virtual_machine_factory.getVirtualMachineByName(vm_name)
            self.rpc.annotate_object(vm_object)

            # Reset sync state for any Drbd disks
            for disk_object in vm_object.getHardDriveObjects():
                self.rpc.annotate_object(disk_object)
                if disk_object.get_type() == 'Drbd':
                    disk_object.setSyncState(True)

            if not vm_object.isRegistered():
                # Manually register VM on local node
                vm_object.register()

            # Stop the VM if it is running
            if vm_object.getPowerState() == PowerStates.RUNNING.value:
                vm_object.stop()

            if vm_object.getLockState() is LockStates.LOCKED.value:
                vm_object.setLockState(LockStates.UNLOCKED.value)

            # Delete VM
            vm_object.delete(True)
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  Source code for mcvirt.test.unit_test_bootstrap

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest
import threading

from mcvirt.client.rpc import Connection
from mcvirt.test.node.network_tests import NetworkTests
from mcvirt.test.lock.lock_tests import LockTests
from mcvirt.test.node.node_tests import NodeTests
from mcvirt.test.virtual_machine.virtual_machine_tests import VirtualMachineTests
from mcvirt.test.validation_tests import ValidationTests
from mcvirt.test.auth_tests import AuthTests
from mcvirt.test.virtual_machine.hard_drive.drbd_tests import DrbdTests
from mcvirt.test.update_tests import UpdateTests
from mcvirt.test.virtual_machine.online_migrate_tests import OnlineMigrateTests
from mcvirt.rpc.rpc_daemon import RpcNSMixinDaemon


[docs]class UnitTestBootstrap(object):
    """Bootstrap daemon with unit tests"""

    def __init__(self):
        """Create dameon and test suite objects"""
        # Configure daemon
        self.daemon_run = True
        self.daemon = RpcNSMixinDaemon()
        self.daemon_thread = threading.Thread(
            target=self.daemon.start,
            kwargs={'loopCondition': self.daemon_loop_condition}
        )

        self.runner = unittest.TextTestRunner(verbosity=4)
        auth_test_suite = AuthTests.suite()
        virtual_machine_test_suite = VirtualMachineTests.suite()
        network_test_suite = NetworkTests.suite()
        drbd_test_suite = DrbdTests.suite()
        update_test_suite = UpdateTests.suite()
        node_test_suite = NodeTests.suite()
        online_migrate_test_suite = OnlineMigrateTests.suite()
        validation_test_suite = ValidationTests.suite()
        lock_tests_suite = LockTests.suite()

        OnlineMigrateTests.RPC_DAEMON = self.daemon
        AuthTests.RPC_DAEMON = self.daemon

        self.all_tests = unittest.TestSuite([
            auth_test_suite,
            virtual_machine_test_suite,
            network_test_suite,
            drbd_test_suite,
            update_test_suite,
            node_test_suite,
            online_migrate_test_suite,
            validation_test_suite,
            lock_tests_suite
        ])

[docs]    def daemon_loop_condition(self):
        """Provide a condition for the daemon loop"""
        return self.daemon_run


[docs]    def start(self):
        """Start the daemon, run the unit tests and tear down"""
        try:
            # Attempt to start daemon
            self.daemon_thread.start()

            # Attempt to run tests
            success = self.runner.run(self.all_tests).wasSuccessful()
        finally:
            # Set the run condition flag for daemon to False in order to
            # stop on next loop
            self.daemon_run = False
            OnlineMigrateTests.RPC_DAEMON = None
            AuthTests.RPC_DAEMON = None
            try:
                # Perform final connection to daemon to ensure that it loops
                # to stop.
                Connection(username='fake', password='fake')
            except:
                pass

            # Wait for daemon to stop
            self.daemon_thread.join()

        # Return success state of tests
        return success
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  Source code for mcvirt.logger

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

from datetime import datetime
import Pyro4

from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.syslogger import Syslogger
from mcvirt.argument_validator import ArgumentValidator


[docs]class Logger(PyroObject):

    LOGS = []

[docs]    def create_log(self, method, user, object_name, object_type):
        log_item = LogItem(method, user, object_name, object_type)
        Logger.LOGS.append(log_item)
        return log_item


    @Pyro4.expose()
[docs]    def get_logs(self, start_log=None, back=0, newer=False):
        if start_log is not None:
            ArgumentValidator.validate_integer(start_log)
        ArgumentValidator.validate_integer(back)
        ArgumentValidator.validate_boolean(newer)

        if start_log is None:
            start_log = len(Logger.LOGS) - 1

        if start_log < 0:
            start_log = 0
        if start_log > (len(Logger.LOGS) - 1):
            start_log = len(Logger.LOGS) - 1

        if back:
            start = 0 if (start_log - back) < 0 else (len(Logger.LOGS) - back)
            finish = start_log + 1
        elif newer:
            start = start_log + 1
            # Length would provide an indicy out of the range,
            # since len(['a']) = 1, but ['a'][1] == error
            # However, this is made up for the fact that range(0, 2) = [0, 1]
            finish = len(Logger.LOGS)
        else:
            # Start at the current log, to return it
            # Finish at current log + 1 as range(1, 2) = [1]
            start = start_log
            finish = start_log + 1

        return_logs = {}
        for itx in range(start, finish):
            if itx < 0:
                continue
            if len(Logger.LOGS) < itx:
                break
            log = Logger.LOGS[itx]
            return_logs[itx] = {
                'start_date': str(log.start_time),
                'status': log.status['status'],
                'status_name': log.status['name'],
                'user': log.user,
                'method': log.method_name,
                'object_name': log.object_name,
                'object_type': log.object_type,
                'description': '%s %s %s' % (log.method_name.capitalize(),
                                             log.object_name,
                                             log.object_type),
                'exception_message': log.exception_message
            }
        return return_logs




[docs]class LogState(object):
    QUEUED = {
        'status': 0,
        'name': 'QUEUED'
    }
    RUNNING = {
        'status': 1,
        'name': 'RUNNING'
    }

    SUCCESS = {
        'status': 2,
        'name': 'SUCCESS'
    }
    FAILED = {
        'status': 3,
        'name': 'FAILED'
    }



[docs]class LogItem(object):

    def __init__(self, method, user, object_name, object_type):
        # Store information about method being run
        self.user = user
        self.method = method
        self.object_name = object_name
        self.object_type = object_type
        self.method_name = method.func_name

        # Store method state
        self.status = LogState.QUEUED
        self.exception_message = None
        self.exception_mcvirt = False

        # Setup date objects for times
        self.queue_time = datetime.now()
        self.start_time = None
        self.finish_time = None
        Syslogger.logger().debug('                    Queued command: %s' % ', '.join([
            str(self.queue_time), self.user or '', self.object_type or '', self.object_name or '',
            self.method_name or ''
        ]))

    @property
    def description(self):
        pass

[docs]    def start(self):
        self.start_time = datetime.now()
        self.status = LogState.RUNNING
        Syslogger.logger().debug('                     Start command: %s' % ', '.join([
            str(self.start_time), self.user or '', self.object_type or '', self.object_name or '',
            self.method_name or ''
        ]))


[docs]    def finish_success(self):
        self.finish_time = datetime.now()
        self.status = LogState.SUCCESS
        Syslogger.logger().debug('        Command complete (success): %s' % ', '.join([
            str(self.finish_time), self.user or '', self.object_type or '', self.object_name or '',
            self.method_name or ''
        ]))


[docs]    def finish_error_unknown(self, exception):
        self.finish_time = datetime.now()
        self.status = LogState.FAILED
        self.exception_message = str(exception)
        self.exception_mcvirt = False
        Syslogger.logger().error('Command failed (Unknown Exception): %s' % ', '.join([
            str(self.finish_time), self.user or '', self.object_type or '', self.object_name or '',
            self.method_name or '', self.exception_message or ''
        ]))


[docs]    def finish_error(self, exception):
        self.finish_time = datetime.now()
        self.status = LogState.FAILED
        self.exception_message = str(exception)
        self.exception_mcvirt = True
        Syslogger.logger().error(' Command failed (MCVirt Exception): %s' % ', '.join([
            str(self.finish_time), self.user or '', self.object_type or '', self.object_name or '',
            self.method_name or '', self.exception_message or ''
        ]))




[docs]def getLogNames(callback, instance_method, object_type, args, kwargs):
    """Attempts to determine object name and object type, based on method"""
    # Determine if object is a method of an object
    object_name = None

    if instance_method and 'OBJECT_TYPE' in dir(args[0]):
        object_type = object_type if object_type else args[0].OBJECT_TYPE
    elif 'OBJECT_TYPE' in dir(callback.__class__):
        object_type = object_type if object_type else callback.__class__.OBJECT_TYPE
    if instance_method and 'name' in dir(args[0]):
        object_name = args[0].name
    elif 'name' in kwargs:
        object_name = kwargs['name']

    return object_name, object_type
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"""Provide access to all MCVirt exceptions."""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

from mcvirt.utils import get_all_submodules


[docs]class MCVirtException(Exception):
    """Provides an exception to be thrown for errors in MCVirt"""

    pass



[docs]class ConnectionFailureToRemoteLibvirtInstance(MCVirtException):
    """Connection failure whilst attempting to obtain a remote libvirt connection"""

    pass



[docs]class CACertificateNotFoundException(MCVirtException):
    """CA certificate for host could not be found"""

    pass



[docs]class OpenSSLNotFoundException(MCVirtException):
    """The OpenSSL executable could not be found"""

    pass



[docs]class UserNotPresentInGroup(MCVirtException):
    """User to be removed from group is not in the group"""

    pass



[docs]class InsufficientPermissionsException(MCVirtException):
    """User does not have the required permission"""

    pass



[docs]class UnprivilegedUserException(MCVirtException):
    """Unprivileged user running executable"""

    pass



[docs]class InvalidPermissionGroupException(MCVirtException):
    """Attempted to perform actions on an invalid permission group"""

    pass



[docs]class MCVirtLockException(MCVirtException):
    """A lock has already been found"""

    pass



[docs]class LibVirtConnectionException(MCVirtException):
    """An error ocurred whilst connecting to LibVirt"""

    pass



[docs]class DuplicatePermissionException(MCVirtException):
    """User already exists in group"""

    pass



[docs]class NodeAlreadyPresent(MCVirtException):
    """Node being added is already connected to cluster"""

    pass



[docs]class NodeDoesNotExistException(MCVirtException):
    """The node does not exist"""

    pass



[docs]class RemoteObjectConflict(MCVirtException):
    """The remote node contains an object that will cause conflict when syncing"""

    pass



[docs]class ClusterNotInitialisedException(MCVirtException):
    """The cluster has not been initialised, so cannot connect to the remote node"""

    pass



[docs]class InvalidConnectionString(MCVirtException):
    """Connection string is invalid"""

    pass



[docs]class CAFileAlreadyExists(MCVirtException):
    """The CA file already exists."""

    pass



[docs]class IncorrectCredentials(MCVirtException):
    """The supplied credentials are incorrect"""

    pass



[docs]class InvalidUsernameException(MCVirtException):
    """Username is within a reserved namespace"""

    pass



[docs]class AuthenticationError(MCVirtException):
    """Incorrect credentials"""

    pass



[docs]class CurrentUserError(MCVirtException):
    """Error whilst obtaining current pyro user"""

    pass



[docs]class UserDoesNotExistException(MCVirtException):
    """The specified user does not exist"""

    pass



[docs]class PasswordsDoNotMatchException(MCVirtException):
    """The new passwords do not match"""

    pass



[docs]class RemoteCommandExecutionFailedException(MCVirtException):
    """A remote command execution fails"""

    pass



[docs]class UnknownRemoteCommandException(MCVirtException):
    """An unknown command was passed to the remote machine"""

    pass



[docs]class NodeAuthenticationException(MCVirtException):
    """Incorrect password supplied for remote node"""

    pass



[docs]class CouldNotConnectToNodeException(MCVirtException):
    """Could not connect to remove cluster node"""

    pass



[docs]class RemoteNodeLockedException(MCVirtException):
    """Remote node is locked"""

    pass



[docs]class IsoNotPresentOnDestinationNodeException(MCVirtException):
    """ISO attached to VM does not exist on destination node
    whilst performing a migration]
    """

    pass



[docs]class InvalidISOPathException(MCVirtException):
    """ISO to add does not exist"""

    pass



[docs]class NameNotSpecifiedException(MCVirtException):
    """A name has not been specified and cannot be determined by the path/URL"""

    pass



[docs]class IsoAlreadyExistsException(MCVirtException):
    """An ISO with the same name already exists"""

    pass



[docs]class FailedToRemoveFileException(MCVirtException):
    """A failure occurred whilst trying to remove an ISO"""

    pass



[docs]class IsoInUseException(MCVirtException):
    """The ISO is in use, so cannot be removed"""

    pass



[docs]class DrbdNotInstalledException(MCVirtException):
    """Drbd is not installed"""

    pass



[docs]class DrbdAlreadyEnabled(MCVirtException):
    """Drbd has already been enabled on this node"""

    pass



[docs]class DrbdNotEnabledOnNode(MCVirtException):
    """Drbd volumes cannot be created on a node that has not been configured to use Drbd"""

    pass



[docs]class NetworkAlreadyExistsException(MCVirtException):
    """Network already exists with the same name"""

    pass



[docs]class LibvirtException(MCVirtException):
    """Issue with performing libvirt command"""

    pass



[docs]class NetworkDoesNotExistException(MCVirtException):
    """Network does not exist"""

    pass



[docs]class NetworkUtilizedException(MCVirtException):
    """Network is utilized by virtual machines"""

    pass



[docs]class InvalidVolumeGroupNameException(MCVirtException):
    """The specified name of the volume group is invalid"""

    pass



[docs]class InvalidIPAddressException(MCVirtException):
    """The specified IP address is invalid"""

    pass



[docs]class ArgumentParserException(MCVirtException):
    """An invalid argument was provided"""

    pass



[docs]class StorageTypeNotSpecified(MCVirtException):
    """Storage type has not been specified"""

    pass



[docs]class InvalidNodesException(MCVirtException):
    """The nodes passed is invalid"""

    pass



[docs]class HardDriveDoesNotExistException(MCVirtException):
    """The given hard drive does not exist"""

    pass



[docs]class StorageTypesCannotBeMixedException(MCVirtException):
    """Storage types cannot be mixed within a single VM"""

    pass



[docs]class LogicalVolumeDoesNotExistException(MCVirtException):
    """A required logical volume does not exist"""

    pass



[docs]class BackupSnapshotAlreadyExistsException(MCVirtException):
    """The backup snapshot for the logical volume already exists"""

    pass



[docs]class BackupSnapshotDoesNotExistException(MCVirtException):
    """The backup snapshot for the logical volume does not exist"""

    pass



[docs]class ExternalStorageCommandErrorException(MCVirtException):
    """An error occurred whilst performing an external command"""

    pass



[docs]class ReachedMaximumStorageDevicesException(MCVirtException):
    """Reached the limit to number of hard disks attached to VM"""

    pass



[docs]class DrbdStateException(MCVirtException):
    """The Drbd state is not OK"""

    pass



[docs]class DrbdBlockDeviceDoesNotExistException(MCVirtException):
    """Drbd block device does not exist"""

    pass



[docs]class DrbdVolumeNotInSyncException(MCVirtException):
    """The last Drbd verification of the volume failed"""

    pass



[docs]class UnknownStorageTypeException(MCVirtException):
    """An hard drive object with an unknown disk type has been initialised"""

    pass



[docs]class NetworkAdapterDoesNotExistException(MCVirtException):
    """The network adapter does not exist"""

    pass



[docs]class ConfigFileCouldNotBeFoundException(MCVirtException):
    """Config file could not be found"""

    pass



[docs]class MigrationFailureExcpetion(MCVirtException):
    """A Libvirt Exception occurred whilst performing a migration"""

    pass



[docs]class InvalidVirtualMachineNameException(MCVirtException):
    """VM is being created with an invalid name"""

    pass



[docs]class VmAlreadyExistsException(MCVirtException):
    """VM is being created with a duplicate name"""

    pass



[docs]class VmDirectoryAlreadyExistsException(MCVirtException):
    """Directory for a VM already exists"""

    pass



[docs]class VmAlreadyStoppedException(MCVirtException):
    """VM is already stopped when attempting to stop it"""

    pass



[docs]class VmAlreadyStartedException(MCVirtException):
    """VM is already started when attempting to start it"""

    pass



[docs]class VmAlreadyRegisteredException(MCVirtException):
    """VM is already registered on a node"""

    pass



[docs]class VmRegisteredElsewhereException(MCVirtException):
    """Attempt to perform an action on a VM registered on another node"""

    pass



[docs]class VmRunningException(MCVirtException):
    """An offline migration can only be performed on a powered off VM"""

    pass



[docs]class VmStoppedException(MCVirtException):
    """An online migraiton can only be performed on a powered on VM"""



[docs]class UnsuitableNodeException(MCVirtException):
    """The node is unsuitable to run the VM"""

    pass



[docs]class VmNotRegistered(MCVirtException):
    """The virtual machine is not currently registered on a node"""

    pass



[docs]class CannotStartClonedVmException(MCVirtException):
    """Cloned VMs cannot be started"""

    pass



[docs]class CannotCloneDrbdBasedVmsException(MCVirtException):
    """Cannot clone Drbd-based VMs"""

    pass



[docs]class CannotDeleteClonedVmException(MCVirtException):
    """Cannot delete a cloned VM"""

    pass



[docs]class VirtualMachineLockException(MCVirtException):
    """Lock cannot be set to the current lock state"""

    pass



[docs]class InvalidArgumentException(MCVirtException):
    """Argument given is not valid"""

    pass



[docs]class VirtualMachineDoesNotExistException(MCVirtException):
    """Virtual machine does not exist"""

    pass



[docs]class VmIsCloneException(MCVirtException):
    """VM is a clone"""

    pass



[docs]class VncNotEnabledException(MCVirtException):
    """VNC is not enabled on the VM"""

    pass



[docs]class CannotMigrateLocalDiskException(MCVirtException):
    """Local disks cannot be migrated"""

    pass



[docs]class DiskAlreadyExistsException(MCVirtException):
    """The disk already exists"""

    pass



[docs]class MCVirtCommandException(MCVirtException):
    """Provides an exception to be thrown after errors whilst calling external commands"""

    pass



[docs]class InterfaceDoesNotExist(MCVirtException):
    """Physical interface does not exist"""

    pass



[docs]class MissingConfigurationException(MCVirtException):
    """Configuration is missing"""

    pass



[docs]class CACertificateAlreadyExists(MCVirtException):
    """CA file for server already exists"""

    pass



[docs]class MustGenerateCertificateException(MCVirtException):
    """The certificate cannot be manually added and must be generated"""

    pass



[docs]class InvalidUserTypeException(MCVirtException):
    """An invalid user type was specified."""

    pass



[docs]class UserAlreadyExistsException(MCVirtException):
    """The given user already exists."""

    pass



[docs]class LibvirtNotInstalledException(MCVirtException):
    """Libvirt does not appear to be installed"""

    pass



[docs]class AttributeAlreadyChanged(MCVirtException):
    """Attribute, user is trying to change, has already changed"""

    pass



[docs]class BlankPasswordException(MCVirtException):
    """The provided password is blank"""

    pass



[docs]class NodeVersionMismatch(Pyro4.errors.SecurityError):
    """A node is running a different version of MCVirt"""

    pass



[docs]class InaccessibleNodeException(MCVirtException, Pyro4.errors.SecurityError):
    """Unable to connect to node in the cluster"""

    pass



for exception_class in get_all_submodules(MCVirtException):
    Pyro4.util.all_exceptions[
        '%s.%s' % (exception_class.__module__, exception_class.__name__)
    ] = exception_class
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  Source code for mcvirt.test.update_tests

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest

from mcvirt.test.test_base import TestBase
from mcvirt.exceptions import NetworkAdapterDoesNotExistException


[docs]class UpdateTests(TestBase):
    """Provide unit tests for the functionality
    provided by the update subparser
    """

    @staticmethod
[docs]    def suite():
        """Return a test suite"""
        suite = unittest.TestSuite()
        suite.addTest(UpdateTests('test_remove_network'))
        suite.addTest(UpdateTests('test_remove_network_non_existant'))
        return suite


[docs]    def setUp(self):
        """Create network adapter factory"""
        super(UpdateTests, self).setUp()
        self.network_adapter_factory = self.rpc.get_connection('network_adapter_factory')


[docs]    def tearDown(self):
        """Tear down network adapter factory"""
        self.network_adapter_factory = None
        super(UpdateTests, self).tearDown()


[docs]    def test_remove_network(self):
        """Remove a network interface from a VM, using the
        parser
        """
        # Create test VM
        test_vm_object = self.create_vm('TEST_VM_1', 'Local')

        # Obtain the MAC address of the network interface
        # attached to the new VM
        network_adapters = self.network_adapter_factory.getNetworkAdaptersByVirtualMachine(
            test_vm_object
        )
        self.rpc.annotate_object(network_adapters[0])
        mac_address = network_adapters[0].getMacAddress()

        # Ensure there is 1 network adapter attached to the VM
        self.assertEqual(len(network_adapters), 1)

        # Remove the network interface from the VM, using the argument
        # parser
        self.parser.parse_arguments('update %s --remove-network %s' %
                                    (self.test_vms['TEST_VM_1']['name'], mac_address))

        network_adapters = self.network_adapter_factory.getNetworkAdaptersByVirtualMachine(
            test_vm_object
        )
        # Ensure there is no longer any network adapters attached to the VM
        self.assertEqual(len(network_adapters), 0)


[docs]    def test_remove_network_non_existant(self):
        """Attempt to remove a network interface from a VM
        that doesn't exist
        """
        # Create test VM
        test_vm_object = self.create_vm('TEST_VM_1', 'Local')

        # Ensure there is 1 network adapter attached to the VM
        network_adapters = self.network_adapter_factory.getNetworkAdaptersByVirtualMachine(
            test_vm_object
        )
        self.assertEqual(len(network_adapters), 1)

        # Remove the network interface from the VM, using the argument
        # parser
        with self.assertRaises(NetworkAdapterDoesNotExistException):
            self.parser.parse_arguments('update %s --remove-network 11:11:11:11:11:11' %
                                        self.test_vms['TEST_VM_1']['name'])

        # Ensure that the network adapter is still attached to the VM
        network_adapters = self.network_adapter_factory.getNetworkAdaptersByVirtualMachine(
            test_vm_object
        )
        self.assertEqual(len(network_adapters), 1)
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  Source code for mcvirt.test.lock.lock_tests

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest
import threading

from mcvirt.rpc.lock import locking_method
from mcvirt.test.test_base import TestBase


[docs]class LockTests(TestBase):
    """Provide unit tests for the functionality
    provided by the node subparser
    """

    @staticmethod
[docs]    def suite():
        """Return a test suite"""
        suite = unittest.TestSuite()
        suite.addTest(LockTests('test_method_lock_rpc'))
        suite.addTest(LockTests('test_method_lock_escape_return'))
        return suite


[docs]    def test_method_lock_rpc(self):
        """Test whether locks can be cleared over the RPC"""

        thread_is_running_event = threading.Event()
        thread_should_stop_event = threading.Event()

        @locking_method()
        def hold_lock_forever(self):
            while not thread_should_stop_event.is_set():
                thread_is_running_event.set()

        @locking_method()
        def take_lock(self):
            return True

        # Test nothing else running
        testing_thread = threading.Thread(target=take_lock, args=(self,))
        testing_thread.start()
        testing_thread.join(2)

        # Try to take a lock which has already been taken
        locking_thread = threading.Thread(target=hold_lock_forever, args=(self,))
        locking_thread.start()

        # wait for the locking thread to take its lock
        thread_is_running_event.wait()

        testing_thread = threading.Thread(target=take_lock, args=(self,))
        testing_thread.start()

        # This should fail:
        testing_thread.join(2)

        # check that the thread is still running after 2 seconds, because it'll still be locked.
        self.assertTrue(testing_thread.is_alive())

        # Fix the problem by clearing the lock
        self.parser.parse_arguments("clear-method-lock")

        # This should succeed:
        testing_thread.join(2)

        # check that the thread has stopped
        self.assertFalse(testing_thread.is_alive())

        # Clean up
        thread_should_stop_event.set()
        locking_thread.join()


[docs]    def test_method_lock_escape_return(self):
            """Test whether locks can be cleared and clear_method_lock returns accurateley"""

            thread_is_running_event = threading.Event()
            thread_should_stop_event = threading.Event()

            @locking_method()
            def hold_lock_forever(self):
                while not thread_should_stop_event.is_set():
                    thread_is_running_event.set()

            node = self.rpc.get_connection('node')
            self.assertFalse(node.clear_method_lock())

            # Try to take a lock which has already been taken
            locking_thread = threading.Thread(target=hold_lock_forever, args=(self,))
            locking_thread.start()

            # wait for the locking thread to take its lock
            thread_is_running_event.wait()

            self.assertTrue(node.clear_method_lock())
            self.assertFalse(node.clear_method_lock())

            # Clean up
            thread_should_stop_event.set()
            locking_thread.join()
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  Source code for mcvirt.test.auth_tests

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest

from mcvirt.virtual_machine.virtual_machine import VirtualMachine
from mcvirt.auth.auth import Auth
from mcvirt.exceptions import (InsufficientPermissionsException, AuthenticationError,
                               UserDoesNotExistException, DuplicatePermissionException,
                               ArgumentParserException, UserNotPresentInGroup)
from mcvirt.test.test_base import TestBase
from mcvirt.parser import Parser
from mcvirt.client.rpc import Connection


[docs]class AuthTests(TestBase):
    """Provides unit tests for the Auth class"""

    TEST_USERNAME = 'test-user'
    TEST_PASSWORD = 'test-password'
    TEST_USERNAME_ALTERNATIVE = 'user-to-delete'

[docs]    def create_test_user(self, username, password):
        """Create a test user, annotate the user object and return it"""
        # Ensure that user does not already exist:
        try:
            test_user = self.user_factory.get_user_by_username(username)
            self.rpc.annotate_object(test_user)
            test_user.delete()
        except UserDoesNotExistException:
            pass

        self.user_factory.create(username, password)
        new_user = self.user_factory.get_user_by_username(username)
        self.rpc.annotate_object(new_user)
        return new_user


[docs]    def parse_command(self, command, username, password):
        """Parse the specified command with the specified credentials"""
        Parser(verbose=False).parse_arguments('%s --username %s --password %s' %
                                              (command, username, password))


[docs]    def setUp(self):
        """Set up a test user"""
        super(AuthTests, self).setUp()

        self.auth = self.rpc.get_connection('auth')
        self.user_factory = self.rpc.get_connection('user_factory')
        self.test_user = self.create_test_user(self.TEST_USERNAME, self.TEST_PASSWORD)


[docs]    def tearDown(self):
        """Remove the test user"""
        # If test_remove_user_account() failed then a user called 'user-to-delete' may still exist
        test_user = None
        try:
            test_user = self.user_factory.get_user_by_username(self.TEST_USERNAME_ALTERNATIVE)
            self.rpc.annotate_object(test_user)
            test_user.delete()
        except UserDoesNotExistException:
            pass

        self.test_user.delete()
        self.test_user = None
        self.user_factory = None
        self.auth = None

        super(AuthTests, self).tearDown()


    @staticmethod
[docs]    def suite():
        """Returns a test suite of the Auth tests"""
        suite = unittest.TestSuite()
        suite.addTest(AuthTests('test_add_remove_user_permission'))
        suite.addTest(AuthTests('test_add_delete_superuser'))
        suite.addTest(AuthTests('test_attempt_add_superuser_to_vm'))
        suite.addTest(AuthTests('test_add_duplicate_superuser'))
        suite.addTest(AuthTests('test_delete_non_existant_superuser'))
        suite.addTest(AuthTests('test_change_password'))
        suite.addTest(AuthTests('test_add_new_user'))
        suite.addTest(AuthTests('test_remove_user_account'))
        return suite


[docs]    def test_add_remove_user_permission(self):
        """Add a user to a virtual machine, using the argument parser"""
        # Ensure VM does not exist
        test_vm_object = self.create_vm('TEST_VM_1', 'Local')

        # Ensure user is not in 'user' group
        self.assertFalse(
            self.test_user.get_username() in
            self.auth.get_users_in_permission_group('user', test_vm_object)
        )

        # Assert that the test user cannot start the test VM
        with self.assertRaises(InsufficientPermissionsException):
            self.parse_command('start %s' % test_vm_object.get_name(),
                               self.TEST_USERNAME, self.TEST_PASSWORD)

        # Add user to 'user' group using parser
        self.parser.parse_arguments('permission --add-user %s %s' % (self.test_user.get_username(),
                                                                     test_vm_object.get_name()))

        # Ensure VM exists
        self.assertTrue(
            self.test_user.get_username() in self.auth.get_users_in_permission_group(
                'user', test_vm_object)
        )

        # Ensure that user can now start the VM
        self.parse_command('start %s' % test_vm_object.get_name(),
                           self.TEST_USERNAME, self.TEST_PASSWORD)
        # Ensure that user can now start the VM
        self.parse_command('stop %s' % test_vm_object.get_name(),
                           self.TEST_USERNAME, self.TEST_PASSWORD)

        # Attempt to re-add user to group
        with self.assertRaises(DuplicatePermissionException):
            # Add user to 'user' group using parser
            self.parser.parse_arguments('permission --add-user %s %s' %
                                        (self.test_user.get_username(),
                                         test_vm_object.get_name()))

        # Remove user to 'user' group using parser
        self.parser.parse_arguments('permission --delete-user %s %s' %
                                    (self.test_user.get_username(),
                                     test_vm_object.get_name()))

        # Assert that user is no longer part of the group
        self.assertFalse(
            self.test_user.get_username() in self.auth.get_users_in_permission_group(
                'user', test_vm_object)
        )

        # Assert that the test user cannot stop the test VM
        with self.assertRaises(InsufficientPermissionsException):
            self.parse_command('start %s' % test_vm_object.get_name(),
                               username=self.TEST_USERNAME,
                               password=self.TEST_PASSWORD)


[docs]    def test_add_delete_superuser(self):
        """Add/delete a user to/from the superuser role"""
        # Assert that the user is not already a superuser
        self.assertFalse(
            self.TEST_USERNAME in
            self.RPC_DAEMON.DAEMON.registered_factories['auth'].get_superusers()
        )

        # Add the user to the superuser group using the argument parser
        self.parser.parse_arguments('permission --add-superuser %s --global' % self.TEST_USERNAME)

        # Ensure that the auth object asserts that the user is a superuser
        self.assertTrue(
            self.TEST_USERNAME in
            self.RPC_DAEMON.DAEMON.registered_factories['auth'].get_superusers()
        )
        rpc_connection = Connection(username=self.TEST_USERNAME, password=self.TEST_PASSWORD)
        test_auth = rpc_connection.get_connection('auth')
        self.assertTrue(test_auth.is_superuser())

        # Ensure that user can start a test VM and delete it
        test_vm = self.create_vm('TEST_VM_1', 'Local')
        self.parse_command('start %s' % test_vm.get_name(),
                           username=self.TEST_USERNAME,
                           password=self.TEST_PASSWORD)

        self.parse_command('stop %s' % test_vm.get_name(),
                           username=self.TEST_USERNAME,
                           password=self.TEST_PASSWORD)

        self.parse_command('delete --remove-data %s' % test_vm.get_name(),
                           username=self.TEST_USERNAME,
                           password=self.TEST_PASSWORD)

        # Delete the user from the superuser group using the argument parser
        self.parser.parse_arguments('permission --delete-superuser %s --global' %
                                    self.TEST_USERNAME)

        # Assert that the user is no longer considered a superuser
        self.assertFalse(test_auth.is_superuser())

        # Assert that the user no longer has access to the superuser permission
        self.assertFalse(test_auth.is_superuser())
        self.assertFalse(
            self.TEST_USERNAME in
            self.RPC_DAEMON.DAEMON.registered_factories['auth'].get_superusers()
        )


[docs]    def test_attempt_add_superuser_to_vm(self):
        """Attempts to add a user as a superuser to a VM"""
        test_vm_object = self.create_vm('TEST_VM_1', 'Local')

        with self.assertRaises(ArgumentParserException):
            self.parser.parse_arguments('permission --add-superuser %s %s' %
                                        (self.TEST_USERNAME, test_vm_object.get_name()))


[docs]    def test_add_duplicate_superuser(self):
        """Attempts to add a superuser twice"""
        # Add the user as a superuser
        self.auth.add_superuser(self.test_user)

        with self.assertRaises(DuplicatePermissionException):
            self.parser.parse_arguments('permission --add-superuser %s --global' %
                                        self.TEST_USERNAME)


[docs]    def test_delete_non_existant_superuser(self):
        """Attempts to remove a non-existent user from the superuser group"""
        with self.assertRaises(UserNotPresentInGroup):
            self.parser.parse_arguments('permission --delete-superuser %s --global' %
                                        self.TEST_USERNAME)


[docs]    def test_change_password(self):
        """Change the password of a user through the parser"""
        # Change the password of the test user
        new_password = 'new-password-here'
        self.parse_command('user change-password --new-password %s' % new_password,
                           self.TEST_USERNAME, self.TEST_PASSWORD)

        # Try to run a command with the old credentials and check an AuthenticationError is raised
        with self.assertRaises(AuthenticationError):
            self.parse_command('list', self.TEST_USERNAME, self.TEST_PASSWORD)

        # Now run a command as the test user with the new password
        try:
            self.parse_command('list', self.TEST_USERNAME, new_password)
        except AuthenticationError:
            self.fail('Password not changed successfully')


[docs]    def test_add_new_user(self):
        """Create a new user through the parser"""
        username = 'brand-new-user'
        password = 'pass'
        create_command = 'user create %s --user-password %s' % (username, password)

        # Try to create a new user as the test user and check an InsufficientPermissionsException
        # is raised
        with self.assertRaises(InsufficientPermissionsException):
            self.parse_command(create_command, self.TEST_USERNAME, self.TEST_PASSWORD)

        # Create the new user as a superuser
        self.parser.parse_arguments(create_command)

        # Check the new user exists
        try:
            new_user = self.user_factory.get_user_by_username(username)

            # Delete the new user
            self.rpc.annotate_object(new_user)
            new_user.delete()

        except UserDoesNotExistException:
            self.fail('User not created')

        # Create the new user again using the --generate-password flag
        self.parser.parse_arguments('user create %s --generate-password' % username)
        # Check the new user exists
        try:
            new_user = self.user_factory.get_user_by_username(username)

            # Delete the new user
            self.rpc.annotate_object(new_user)
            new_user.delete()

        except UserDoesNotExistException:
            self.fail('User not created')


[docs]    def test_remove_user_account(self):
        """Delete a user through the parser"""
        self.user_to_delete = self.create_test_user(self.TEST_USERNAME_ALTERNATIVE, 'pass')
        delete_command = 'user remove %s' % self.TEST_USERNAME_ALTERNATIVE

        # Try to delete as test user and check InsufficientPermissionsException is raised
        with self.assertRaises(InsufficientPermissionsException):
            self.parse_command(delete_command, self.TEST_USERNAME, self.TEST_PASSWORD)

        # Run delete command as superuser
        self.parser.parse_arguments(delete_command)

        # Check that the user no longer exists
        with self.assertRaises(UserDoesNotExistException):
            self.user_factory.get_user_by_username(self.TEST_USERNAME_ALTERNATIVE)

        self.user_to_delete = None
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  Source code for mcvirt.test.validation_tests

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest

from mcvirt.exceptions import InvalidVirtualMachineNameException
from mcvirt.argument_validator import ArgumentValidator
from mcvirt.test.test_base import TestBase


[docs]class ValidationTests(TestBase):
    """Provides unit tests for validation"""

    @staticmethod
[docs]    def suite():
        """Return a test suite of validation tests"""
        suite = unittest.TestSuite()
        suite.addTest(ValidationTests('test_create_vm'))
        suite.addTest(ValidationTests('test_create_network'))
        suite.addTest(ValidationTests('test_hostnames'))
        suite.addTest(ValidationTests('test_network_names'))
        suite.addTest(ValidationTests('test_integer'))
        suite.addTest(ValidationTests('test_pos_integer'))
        suite.addTest(ValidationTests('test_boolean'))
        suite.addTest(ValidationTests('test_drbd_resource'))
        return suite


[docs]    def test_validity(self, validator, valid_list, invalid_list, expected_exception=TypeError):
        """Use the provided validator function to test each string in valid_list and invalid_list,
        failing the test if expected_exception is raised for anything in valid_list, and failing
        if the exception is NOT raised for anything in invalid_list"""
        for i in valid_list:
            try:
                validator(i)
            except expected_exception:
                self.fail('%s was incorrectly raised for \'%s\' in %s' %
                          (expected_exception.__name__, i, validator.__name__))

        for i in invalid_list:
            # Catch the AssertionError here to give a more meaningful message
            try:
                with self.assertRaises(expected_exception):
                    validator(i)
            except AssertionError:
                raise AssertionError('%s not raised for \'%s\' in %s' %
                                     (expected_exception.__name__, i, validator.__name__))


[docs]    def test_create_vm(self):
        """Test an invalid VM name to check that VM creation uses ArgumentValidator"""
        with self.assertRaises(InvalidVirtualMachineNameException):
            self.parser.parse_arguments('create --memory %s --cpu-count %s -- %s' %
                                        (self.test_vms['TEST_VM_1']['memory_allocation'],
                                         self.test_vms['TEST_VM_1']['cpu_count'],
                                         '-startingWithADash'))


[docs]    def test_create_network(self):
        """Test creating a netork with an invalid name to check that network creation uses
        ArgumentValidator"""
        network_name = 'not-valid'
        try:
            with self.assertRaises(TypeError):
                self.parser.parse_arguments('network create --interface %s %s' %
                                            (self.test_physical_interface, network_name))
        except AssertionError as e:
            # If no TypeError was raised then the network was probably created succesfully, so need
            # to remove it
            if self.network_factory.check_exists(network_name):
                network = self.network_factory.get_network_by_name(network_name)
                self.rpc.annotate_object(network)
                network.delete()

            raise e


[docs]    def test_hostnames(self):
        """Test the validation of hostnames"""
        valid = ['validname', 'with123numbers', 'with-dashes', '1validname', 'x' * 63, 'x' * 64]
        invalid = ['-StartingWithADash', 'EndingWithADash-', 'name!#', 'x' * 65]
        self.test_validity(ArgumentValidator.validate_hostname, valid, invalid)


[docs]    def test_network_names(self):
        """Test the validation of network names"""
        valid = ['normalName', 'withNumbers999', '123456', 'x' * 63, 'x' * 64]
        invalid = ['not-very-valid', '!!!$$', 'x' * 65]
        self.test_validity(ArgumentValidator.validate_network_name, valid, invalid)


[docs]    def test_integer(self):
        """Test the validation of integers"""
        valid = [0, 1, '2', -4, '-10']
        invalid = ['hello', None, False, '4.5', 3.12, {}, []]
        self.test_validity(ArgumentValidator.validate_integer, valid, invalid)


[docs]    def test_pos_integer(self):
        """Test the validation of positive integers"""
        valid = [1, 2, 10, '99999999']
        invalid = [None, True, '-123', -234, 0]
        self.test_validity(ArgumentValidator.validate_positive_integer, valid, invalid)


[docs]    def test_boolean(self):
        """Test the validation of booleans"""
        valid = [True, False]
        invalid = ['True', None, 0, 1, '0']
        self.test_validity(ArgumentValidator.validate_boolean, valid, invalid)


[docs]    def test_drbd_resource(self):
        valid = ['mcvirt_vm-blah-disk-32', 'mcvirt_vm-test-disk-1', 'mcvirt_vm-blah-disk-99']
        invalid = ['xmcvirt_vm-blah-disk-1', 'mcvirt_vm-blah-disk-', 'MCVirt_vm-blah-disk-2',
                   'mcvirt_vm-blah-disk-2x', 'mcvirt_vm--disk-1', 'mcvirt_vm-test-disk-0',
                   'mcvirt_vm-blah-disk-100']
        self.test_validity(ArgumentValidator.validate_drbd_resource, valid, invalid)
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  Source code for mcvirt.test.virtual_machine.virtual_machine_tests

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest
import os
import shutil
import xml.etree.ElementTree as ET
import tempfile
import time

from mcvirt.virtual_machine.virtual_machine import VirtualMachine
from mcvirt.constants import PowerStates, LockStates, DirectoryLocation
from mcvirt.exceptions import (InvalidVirtualMachineNameException,
                               VmAlreadyExistsException,
                               VmDirectoryAlreadyExistsException,
                               VmAlreadyStartedException,
                               VmAlreadyStoppedException,
                               CannotStartClonedVmException,
                               CannotDeleteClonedVmException,
                               CannotCloneDrbdBasedVmsException,
                               VirtualMachineLockException,
                               NetworkDoesNotExistException,
                               DrbdStateException,
                               DrbdNotEnabledOnNode,
                               UnknownStorageTypeException)
from mcvirt.test.test_base import TestBase, skip_drbd
from mcvirt.virtual_machine.hard_drive.drbd import DrbdDiskState


[docs]class VirtualMachineTests(TestBase):
    """Provide unit tests for the VirtualMachine class"""

    @staticmethod
[docs]    def suite():
        """Return a test suite of the Virtual Machine tests"""
        suite = unittest.TestSuite()
        suite.addTest(VirtualMachineTests('test_create_local'))
        suite.addTest(VirtualMachineTests('test_delete_local'))
        suite.addTest(VirtualMachineTests('test_invalid_name'))
        suite.addTest(VirtualMachineTests('test_create_duplicate'))
        suite.addTest(VirtualMachineTests('test_vm_directory_already_exists'))
        suite.addTest(VirtualMachineTests('test_start_local'))
        suite.addTest(VirtualMachineTests('test_start_running_vm'))
        suite.addTest(VirtualMachineTests('test_reset'))
        suite.addTest(VirtualMachineTests('test_reset_stopped_vm'))
        suite.addTest(VirtualMachineTests('test_lock'))
        suite.addTest(VirtualMachineTests('test_stop_local'))
        suite.addTest(VirtualMachineTests('test_stop_stopped_vm'))
        suite.addTest(VirtualMachineTests('test_clone_local'))
        suite.addTest(VirtualMachineTests('test_duplicate_local'))
        suite.addTest(VirtualMachineTests('test_unspecified_storage_type_local'))
        suite.addTest(VirtualMachineTests('test_invalid_network_name'))
        suite.addTest(VirtualMachineTests('test_create_alternative_driver'))
        suite.addTest(VirtualMachineTests('test_live_iso_change'))

        # # Add tests for Drbd
        suite.addTest(VirtualMachineTests('test_create_drbd'))
        suite.addTest(VirtualMachineTests('test_delete_drbd'))
        suite.addTest(VirtualMachineTests('test_start_drbd'))
        suite.addTest(VirtualMachineTests('test_stop_drbd'))
        suite.addTest(VirtualMachineTests('test_create_drbd_not_enabled'))
        suite.addTest(VirtualMachineTests('test_offline_migrate'))
        suite.addTest(VirtualMachineTests('test_clone_drbd'))
        suite.addTest(VirtualMachineTests('test_duplicate_drbd'))
        suite.addTest(VirtualMachineTests('test_unspecified_storage_type_drbd'))

        return suite


[docs]    def test_create_local(self):
        """Perform the test_create test with Local storage"""
        self.test_create('Local')


    @skip_drbd(True)
    def test_create_drbd(self):
        """Perform the test_create test with Drbd storage"""
        self.test_create('Drbd')

[docs]    def test_create(self, storage_type):
        """Test the creation of VMs through the argument parser"""
        # Ensure VM does not exist
        self.assertFalse(self.vm_factory.check_exists(self.test_vms['TEST_VM_1']['name']))

        # Create virtual machine using parser
        self.parser.parse_arguments('create %s' % self.test_vms['TEST_VM_1']['name'] +
                                    ' --cpu-count %s --disk-size %s --memory %s' %
                                    (self.test_vms['TEST_VM_1']['cpu_count'],
                                     self.test_vms['TEST_VM_1']['disk_size'][0],
                                     self.test_vms['TEST_VM_1']['memory_allocation']) +
                                    ' --network %s --storage-type %s' %
                                    (self.test_vms['TEST_VM_1']['networks'][0],
                                     storage_type))

        # Ensure VM exists
        self.assertTrue(self.vm_factory.check_exists(self.test_vms['TEST_VM_1']['name']))

        # Obtain VM object
        vm_object = self.vm_factory.getVirtualMachineByName(self.test_vms['TEST_VM_1']['name'])
        self.rpc.annotate_object(vm_object)

        # Check each of the attributes for VM
        self.assertEqual(int(vm_object.getRAM()),
                         self.test_vms['TEST_VM_1']['memory_allocation'] * 1024)
        self.assertEqual(vm_object.getCPU(), str(self.test_vms['TEST_VM_1']['cpu_count']))

        # Ensure second VM does not exist
        self.assertFalse(self.vm_factory.check_exists(self.test_vms['TEST_VM_2']['name']))

        # Create second VM
        self.parser.parse_arguments('create %s' % self.test_vms['TEST_VM_2']['name'] +
                                    ' --cpu-count %s --disk-size %s --memory %s' %
                                    (self.test_vms['TEST_VM_2']['cpu_count'],
                                     self.test_vms['TEST_VM_2']['disk_size'][0],
                                     self.test_vms['TEST_VM_2']['memory_allocation']) +
                                    ' --network %s --storage-type %s' %
                                    (self.test_vms['TEST_VM_2']['networks'][0],
                                     storage_type))

        # Ensure VM exists
        self.assertTrue(self.vm_factory.check_exists(self.test_vms['TEST_VM_2']['name']))

        # Obtain VM object
        vm_object_2 = self.vm_factory.getVirtualMachineByName(self.test_vms['TEST_VM_2']['name'])
        self.rpc.annotate_object(vm_object_2)
        vm_object_2.delete(True)


    @skip_drbd(False)
    def test_create_drbd_not_enabled(self):
        """Attempt to create a VM with Drbd storage on a node that doesn't have Drbd enabled"""
        # Attempt to create VM and ensure exception is thrown
        with self.assertRaises(DrbdNotEnabledOnNode):
            self.parser.parse_arguments('create %s' % self.test_vms['TEST_VM_1']['name'] +
                                        ' --cpu-count %s --disk-size %s --memory %s' %
                                        (self.test_vms['TEST_VM_1']['cpu_count'],
                                         self.test_vms['TEST_VM_1']['disk_size'][0],
                                         self.test_vms['TEST_VM_1']['memory_allocation']) +
                                        ' --network %s --storage-type %s' %
                                        (self.test_vms['TEST_VM_1']['networks'][0], 'Drbd'))

[docs]    def test_delete_local(self):
        """Perform the test_delete test with Local storage"""
        self.test_delete('Local')


    @skip_drbd(True)
    def test_delete_drbd(self):
        """Perform the test_delete test with Drbd storage"""
        self.test_delete('Drbd')

[docs]    def test_delete(self, storage_type):
        """Test the deletion of a VM through the argument parser"""
        # Create Virtual machine
        self.create_vm('TEST_VM_1', storage_type)

        # Remove VM using parser
        self.parser.parse_arguments('delete %s --remove-data' % self.test_vms['TEST_VM_1']['name'])

        # Ensure VM has been deleted
        self.assertFalse(self.vm_factory.check_exists(self.test_vms['TEST_VM_1']['name']))

        # Ensure that VM directory does not exist
        self.assertFalse(os.path.exists(
            VirtualMachine._get_vm_dir(self.test_vms['TEST_VM_1']['name'])
        ))


[docs]    def test_clone_local(self):
        """Test the VM cloning in MCVirt using the argument parser"""
        # Create Virtual machine
        test_vm_parent = self.create_vm('TEST_VM_1', 'Local')

        test_data = os.urandom(8)

        # Obtain the disk path for the VM and write random data to it
        for disk_object in test_vm_parent.getHardDriveObjects():
            self.rpc.annotate_object(disk_object)
            fh = open(disk_object.getDiskPath(), 'w')
            fh.write(test_data)
            fh.close()

        # Clone VM
        self.parser.parse_arguments(
            'clone --template %s %s' %
            (self.test_vms['TEST_VM_1']['name'],
             self.test_vms['TEST_VM_2']['name']))

        test_vm_clone = self.vm_factory.getVirtualMachineByName(
            self.test_vms['TEST_VM_2']['name']
        )
        self.rpc.annotate_object(test_vm_clone)

        # Check data is present on target VM
        for disk_object in test_vm_clone.getHardDriveObjects():
            self.rpc.annotate_object(disk_object)
            fh = open(disk_object.getDiskPath(), 'r')
            self.assertEqual(fh.read(8), test_data)
            fh.close()

        # Attempt to start clone
        test_vm_clone.start()

        # Attempt to stop clone
        test_vm_clone.stop()

        # Attempt to start parent
        with self.assertRaises(CannotStartClonedVmException):
            test_vm_parent.start()

        # Attempt to delete parent
        with self.assertRaises(CannotDeleteClonedVmException):
            test_vm_parent.delete(True)

        # Remove clone
        test_vm_clone.delete(True)

        # Remove parent
        test_vm_parent.delete(True)


    @skip_drbd(True)
    def test_clone_drbd(self):
        """Attempt to clone a Drbd-based VM"""
        # Create parent VM
        test_vm_parent = self.create_vm('TEST_VM_1', 'Drbd')

        # Attempt to clone VM
        with self.assertRaises(CannotCloneDrbdBasedVmsException):
            self.parser.parse_arguments(
                'clone --template %s %s' %
                (self.test_vms['TEST_VM_1']['name'],
                 self.test_vms['TEST_VM_2']['name']))

        test_vm_parent.delete(True)

[docs]    def test_duplicate_local(self):
        """Perform test_duplicate test with Local storage"""
        self.test_duplicate('Local')


    @skip_drbd(True)
    def test_duplicate_drbd(self):
        """Perform the test_duplicate test with Drbd storage"""
        self.test_duplicate('Drbd')

[docs]    def test_duplicate(self, storage_type):
        """Attempt to duplicate a VM using the argument parser and perform tests
        on the parent and duplicate VM
        """
        # Create Virtual machine
        test_vm_parent = self.create_vm('TEST_VM_1', 'Local')

        test_data = os.urandom(8)

        # Obtain the disk path for the VM and write random data to it
        for disk_object in test_vm_parent.getHardDriveObjects():
            self.rpc.annotate_object(disk_object)
            fh = open(disk_object.getDiskPath(), 'w')
            fh.write(test_data)
            fh.close()

        # Clone VM
        self.parser.parse_arguments(
            'duplicate --template %s %s' %
            (self.test_vms['TEST_VM_1']['name'],
             self.test_vms['TEST_VM_2']['name']))
        test_vm_duplicate = self.vm_factory.getVirtualMachineByName(
            self.test_vms['TEST_VM_2']['name']
        )
        self.rpc.annotate_object(test_vm_duplicate)

        # Check data is present on target VM
        for disk_object in test_vm_duplicate.getHardDriveObjects():
            self.rpc.annotate_object(disk_object)
            fh = open(disk_object.getDiskPath(), 'r')
            self.assertEqual(fh.read(8), test_data)
            fh.close()

        # Attempt to start clone
        test_vm_duplicate.start()

        # Attempt to stop clone
        test_vm_duplicate.stop()

        # Start parent
        test_vm_parent.start()

        # Stop parent
        test_vm_parent.stop()

        # Remove parent
        test_vm_parent.delete(True)

        # Remove duplicate
        test_vm_duplicate.delete(True)


[docs]    def test_invalid_name(self):
        """Attempt to create a virtual machine with an invalid name"""
        invalid_vm_name = 'invalid.name+'

        # Ensure VM does not exist
        self.assertFalse(self.vm_factory.check_exists(invalid_vm_name))

        # Attempt to create VM and ensure exception is thrown
        with self.assertRaises(InvalidVirtualMachineNameException):
            self.parser.parse_arguments(
                'create "%s"' %
                invalid_vm_name +
                ' --cpu-count %s --disk-size %s --memory %s --network %s --storage-type %s' %
                (self.test_vms['TEST_VM_1']['cpu_count'],
                 self.test_vms['TEST_VM_1']['disk_size'][0],
                 self.test_vms['TEST_VM_1']['memory_allocation'],
                 self.test_vms['TEST_VM_1']['networks'][0],
                 'Local'))

        # Ensure VM has not been created
        self.assertFalse(self.vm_factory.check_exists(invalid_vm_name))


[docs]    def test_create_duplicate(self):
        """Attempt to create two VMs with the same name"""
        # Create Virtual machine
        original_memory_allocation = 200
        test_vm_object = self.vm_factory.create(
            self.test_vms['TEST_VM_1']['name'],
            1,
            original_memory_allocation,
            [100],
            ['Production'],
            storage_type='Local')
        self.rpc.annotate_object(test_vm_object)
        self.assertTrue(self.vm_factory.check_exists(self.test_vms['TEST_VM_1']['name']))

        # Attempt to create VM with duplicate name, ensuring that an exception is thrown
        with self.assertRaises(VmAlreadyExistsException):
            self.parser.parse_arguments('create %s' % self.test_vms['TEST_VM_1']['name'] +
                                        ' --cpu-count %s --disk-size %s --memory %s' %
                                        (self.test_vms['TEST_VM_1']['cpu_count'],
                                         self.test_vms['TEST_VM_1']['disk_size'][0],
                                         self.test_vms['TEST_VM_1']['memory_allocation']) +
                                        ' --network %s --storage-type %s' %
                                        (self.test_vms['TEST_VM_1']['networks'][0],
                                         'Local'))

        # Ensure original VM already exists
        self.assertTrue(self.vm_factory.check_exists(self.test_vms['TEST_VM_1']['name']))

        # Check memory amount of VM matches original VM
        self.assertEqual(int(test_vm_object.getRAM()), int(original_memory_allocation))

        # Remove test VM
        test_vm_object.delete(True)


[docs]    def test_vm_directory_already_exists(self):
        """Attempt to create a VM whilst the directory for the VM already exists"""
        # Create the directory for the VM
        os.makedirs(VirtualMachine._get_vm_dir(self.test_vms['TEST_VM_1']['name']))

        # Attempt to create VM, expecting an exception for the directory already existing
        with self.assertRaises(VmDirectoryAlreadyExistsException):
            self.parser.parse_arguments('create %s' % self.test_vms['TEST_VM_1']['name'] +
                                        ' --cpu-count %s --disk-size %s --memory %s' %
                                        (self.test_vms['TEST_VM_1']['cpu_count'],
                                         self.test_vms['TEST_VM_1']['disk_size'][0],
                                         self.test_vms['TEST_VM_1']['memory_allocation']) +
                                        ' --network %s --storage-type %s' %
                                        (self.test_vms['TEST_VM_1']['networks'][0],
                                         'Local'))

        # Ensure the VM has not been created
        self.assertFalse(self.vm_factory.check_exists(self.test_vms['TEST_VM_1']['name']))

        # Remove directory
        shutil.rmtree(VirtualMachine._get_vm_dir(self.test_vms['TEST_VM_1']['name']))


[docs]    def test_start_local(self):
        """Perform the test_start test with Local storage"""
        self.test_start('Local')


    @skip_drbd(True)
    def test_start_drbd(self):
        """Perform the test_start test with Drbd storage"""
        self.test_start('DRDB')

[docs]    def test_start(self, storage_type):
        """Test starting VMs through the argument parser"""
        # Create Virtual machine
        test_vm_object = self.create_vm('TEST_VM_1', storage_type)

        # Use argument parser to start the VM
        self.parser.parse_arguments('start %s' % self.test_vms['TEST_VM_1']['name'])

        # Ensure that it is running
        self.assertTrue(test_vm_object.getPowerState() is PowerStates.RUNNING.value)


[docs]    def test_start_running_vm(self):
        """Attempt to start a running VM"""
        # Create Virtual machine and start it
        test_vm_object = self.create_vm('TEST_VM_1', 'Local')
        test_vm_object.start()

        # Use argument parser to start the VM
        with self.assertRaises(VmAlreadyStartedException):
            self.parser.parse_arguments(
                'start %s' %
                self.test_vms['TEST_VM_1']['name'])


[docs]    def test_reset(self):
        """Reset a running VM"""
        # Create Virtual machine and start it
        test_vm_object = self.create_vm('TEST_VM_1', 'Local')
        test_vm_object.start()

        # Use argument parser to reset the VM
        self.parser.parse_arguments(
            'reset %s' %
            self.test_vms['TEST_VM_1']['name'])


[docs]    def test_reset_stopped_vm(self):
        """Attempt to reset a stopped VM"""
        # Create Virtual machine and start it
        self.create_vm('TEST_VM_1', 'Local')

        # Use argument parser to reset the VM
        with self.assertRaises(VmAlreadyStoppedException):
            self.parser.parse_arguments(
                'reset %s' %
                self.test_vms['TEST_VM_1']['name'])


[docs]    def test_stop_local(self):
        """Perform the test_stop test with Local storage"""
        self.test_stop('Local')


    @skip_drbd(True)
    def test_stop_drbd(self):
        """Perform the test_stop test with Drbd storage"""
        self.test_stop('Drbd')

[docs]    def test_stop(self, storage_type):
        """Test stopping VMs through the argument parser"""
        # Create virtual machine for testing
        test_vm_object = self.create_vm('TEST_VM_1', storage_type)

        # Start VM and ensure it is running
        test_vm_object.start()
        self.assertTrue(test_vm_object.getPowerState() is PowerStates.RUNNING.value)

        # Use the argument parser to stop the VM
        self.parser.parse_arguments(
            'stop %s' %
            self.test_vms['TEST_VM_1']['name'])

        # Ensure the VM is stopped
        self.assertTrue(test_vm_object.getPowerState() is PowerStates.STOPPED.value)


[docs]    def test_stop_stopped_vm(self):
        """Attempt to stop an already stopped VM"""
        # Create Virtual machine
        self.create_vm('TEST_VM_1', 'Local')

        # Use argument parser to start the VM
        with self.assertRaises(VmAlreadyStoppedException):
            self.parser.parse_arguments(
                'stop %s' %
                self.test_vms['TEST_VM_1']['name'])


    @skip_drbd(True)
    def test_offline_migrate(self):
        """Test the offline migration of a VM"""
        test_vm_object = self.create_vm('TEST_VM_1', 'Drbd')

        # Get the first available remote node for the VM
        node_name = test_vm_object.get_remote_nodes()[0]

        # Assert that the VM is registered locally
        self.assertTrue(test_vm_object.isRegisteredLocally())

        # Monitor the hard drives until they are synced
        for disk_object in test_vm_object.getHardDriveObjects():
            self.rpc.annotate_object(disk_object)
            while (
                disk_object.drbdGetDiskState() != (
                    DrbdDiskState.UP_TO_DATE.value,
                    DrbdDiskState.UP_TO_DATE.value)):
                time.sleep(5)

        # Migrate VM to remote node
        try:
            self.parser.parse_arguments(
                'migrate --node %s %s' %
                (node_name,
                 test_vm_object.get_name()))
        except DrbdStateException:
            # If the migration fails, attempt to manually register locally before failing
            test_vm_object.register()
            raise

        # Ensure the VM node matches the destination node
        self.assertEqual(test_vm_object.getNode(), node_name)

        # Attempt to start the VM on the remote node
        self.parser.parse_arguments('start %s' % self.test_vms['TEST_VM_1']['name'])

        # Ensure VM is running
        self.assertTrue(test_vm_object.getPowerState() is PowerStates.RUNNING.value)

        # Attempt to stop the VM on the remote node
        self.parser.parse_arguments('stop %s' % self.test_vms['TEST_VM_1']['name'])

        # Ensure VM is stopped
        self.assertTrue(test_vm_object.getPowerState() is PowerStates.STOPPED.value)

        # Delete VM
        test_vm_object.delete(True)

        # Ensure VM no longer exists
        self.assertFalse(self.vm_factory.check_exists(self.test_vms['TEST_VM_1']['name']))

[docs]    def test_lock(self):
        """Exercise VM locking"""
        # Create a test VM
        test_vm_object = self.create_vm('TEST_VM_1', 'Local')

        # Ensure the VM is initially unlocked
        self.assertEqual(test_vm_object.getLockState(), LockStates.UNLOCKED.value)

        # Lock the VM, using the argument parser
        self.parser.parse_arguments('lock --lock %s' % test_vm_object.get_name())

        # Ensure the VM is reported as locked
        self.assertEqual(test_vm_object.getLockState(), LockStates.LOCKED.value)

        # Attempt to start the VM
        with self.assertRaises(VirtualMachineLockException):
            test_vm_object.start()

        # Attempt to unlock using the argument parser
        self.parser.parse_arguments('lock --unlock %s' % test_vm_object.get_name())

        # Ensure the VM can be started
        test_vm_object.start()
        test_vm_object.stop()

        # Attempt to unlock the VM again, ensuring an exception is thrown
        with self.assertRaises(VirtualMachineLockException):
            self.parser.parse_arguments('lock --unlock %s' % test_vm_object.get_name())


    @skip_drbd(False)
    def test_unspecified_storage_type_local(self):
        """Create a VM without specifying the storage type"""
        # Create virtual machine using parser, without specifying the storage_type
        self.parser.parse_arguments('create %s' % self.test_vms['TEST_VM_1']['name'] +
                                    ' --cpu-count %s --disk-size %s --memory %s' %
                                    (self.test_vms['TEST_VM_1']['cpu_count'],
                                     self.test_vms['TEST_VM_1']['disk_size'][0],
                                     self.test_vms['TEST_VM_1']['memory_allocation']) +
                                    ' --network %s' % self.test_vms['TEST_VM_1']['networks'][0])

        # Ensure that the VM exists
        self.assertTrue(self.vm_factory.check_exists(self.test_vms['TEST_VM_1']['name']))

    @skip_drbd(True)
    def test_unspecified_storage_type_drbd(self):
        """Create a VM without specifying the storage type"""
        # Create virtual machine using parser, without specifying the storage_type.
        # Assert that an exception is thrown as the storage_type has not been specified
        with self.assertRaises(UnknownStorageTypeException):
            self.parser.parse_arguments('create %s' % self.test_vms['TEST_VM_1']['name'] +
                                        ' --cpu-count %s --disk-size %s --memory %s' %
                                        (self.test_vms['TEST_VM_1']['cpu_count'],
                                         self.test_vms['TEST_VM_1']['disk_size'][0],
                                         self.test_vms['TEST_VM_1']['memory_allocation']) +
                                        ' --network %s' %
                                        self.test_vms['TEST_VM_1']['networks'][0])

[docs]    def test_invalid_network_name(self):
        """Attempt to create a VM using a network that does not exist"""
        with self.assertRaises(NetworkDoesNotExistException):
            self.parser.parse_arguments('create %s' % self.test_vms['TEST_VM_1']['name'] +
                                        ' --cpu-count %s --disk-size %s --memory %s' %
                                        (self.test_vms['TEST_VM_1']['cpu_count'],
                                         self.test_vms['TEST_VM_1']['disk_size'][0],
                                         self.test_vms['TEST_VM_1']['memory_allocation']) +
                                        ' --network nonexistentnetwork' +
                                        ' --storage-type Local')


[docs]    def test_create_alternative_driver(self):
        """Create VMs using alternative hard drive drivers"""
        for disk_driver in [['IDE', 'ide'], ['VIRTIO', 'virtio'], ['SCSI', 'scsi']]:
            self.parser.parse_arguments('create %s' % self.test_vms['TEST_VM_1']['name'] +
                                        ' --cpu-count %s --disk-size %s --memory %s' %
                                        (self.test_vms['TEST_VM_1']['cpu_count'],
                                         self.test_vms['TEST_VM_1']['disk_size'][0],
                                         self.test_vms['TEST_VM_1']['memory_allocation']) +
                                        ' --network %s --storage-type %s' %
                                        (self.test_vms['TEST_VM_1']['networks'][0],
                                         'Local') +
                                        ' --driver %s' % disk_driver[0])

            vm_object = self.vm_factory.getVirtualMachineByName(self.test_vms['TEST_VM_1']['name'])
            self.rpc.annotate_object(vm_object)
            domain_xml_string = vm_object.get_libvirt_xml()
            domain_config = ET.fromstring(domain_xml_string)
            self.assertEqual(
                domain_config.find('./devices/disk[@type="block"]/target').get('bus'),
                disk_driver[1]
            )
            vm_object.delete(True)


[docs]    def test_live_iso_change(self):
        """Change the ISO attached to a running VM"""
        # Create a test VM and start
        test_vm_object = self.create_vm('TEST_VM_1', 'Local')
        test_vm_object.start()

        # Create temp file, for use as fake ISO
        temp_file = tempfile.NamedTemporaryFile(dir=DirectoryLocation.ISO_STORAGE_DIR,
                                                suffix='.iso')
        iso_name = temp_file.name.split('/')[-1]
        iso_path = temp_file.name
        temp_file.close()

        fhandle = open(iso_path, 'a')
        try:
            fhandle.write('test')
            os.utime(iso_path, None)
        finally:
            fhandle.close()

        self.parser.parse_arguments('update %s --attach-iso %s' %
                                    (self.test_vms['TEST_VM_1']['name'],
                                     iso_name))

        domain_xml_string = test_vm_object.get_libvirt_xml()
        domain_config = ET.fromstring(domain_xml_string)
        self.assertEqual(
            domain_config.find('./devices/disk[@device="cdrom"]/source').get('file'),
            iso_path
        )

        test_vm_object.stop()
        test_vm_object.delete(True)
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  Source code for mcvirt.test.virtual_machine.hard_drive.drbd_tests

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest
import time

from mcvirt.virtual_machine.hard_drive.drbd import DrbdConnectionState
from mcvirt.exceptions import DrbdVolumeNotInSyncException
from mcvirt.system import System
from mcvirt.test.test_base import TestBase, skip_drbd


[docs]class DrbdTests(TestBase):
    """Provides unit tests for the Drbd hard drive class"""

    @staticmethod
[docs]    def suite():
        """Return a test suite of the Virtual Machine tests"""
        suite = unittest.TestSuite()
        suite.addTest(DrbdTests('test_verify'))

        return suite


    @skip_drbd(True)
    def test_verify(self):
        """Test the Drbd verification for both in-sync and out-of-sync Drbd volumes"""
        # Create Virtual machine
        test_vm_object = self.create_vm('TEST_VM_1', 'Drbd')
        self.assertTrue(self.vm_factory.check_exists(self.test_vms['TEST_VM_1']['name']))

        # Wait for 10 seconds after creation to ensure that Drbd
        # goes into connection -> Resyncing state
        time.sleep(10)

        # Wait until the Drbd resource is synced
        for disk_object in test_vm_object.getHardDriveObjects():
            self.rpc.annotate_object(disk_object)
            wait_timeout = 6
            while disk_object.drbdGetConnectionState() != DrbdConnectionState.CONNECTED:
                # If the Drbd volume has not connected within 1 minute, throw an exception
                if not wait_timeout:
                    raise DrbdVolumeNotInSyncException('Wait for Drbd connection timed out')

                time.sleep(10)
                wait_timeout -= 1

        # Perform verification on VM, using the argument parser
        self.parser.parse_arguments('verify %s' % self.test_vms['TEST_VM_1']['name'])

        # Ensure the disks are in-sync
        for disk_object in test_vm_object.getHardDriveObjects():
            self.rpc_annotate_object(disk_object)
            self.assertTrue(disk_object._isInSync())

        # Obtain the Drbd raw volume for the VM and write random data to it
        for disk_object in test_vm_object.getHardDriveObjects():
            self.rpc.annotate_object(disk_object)
            drbd_raw_suffix = disk_object.Drbd_RAW_SUFFIX
            raw_logical_volume_name = disk_object._getLogicalVolumeName(drbd_raw_suffix)
            raw_logical_volume_path = disk_object._getLogicalVolumePath(raw_logical_volume_name)
            System.runCommand(['dd', 'if=/dev/urandom',
                               'of=%s' % raw_logical_volume_path,
                               'bs=1M', 'count=8'])
            System.runCommand(['sync'])

        # Perform another verification and ensure that an exception is raised
        with self.assertRaises(DrbdVolumeNotInSyncException):
            self.parser.parse_arguments('verify %s' % self.test_vms['TEST_VM_1']['name'])

        # Attempt to start the VM, ensuring an exception is raised
        with self.assertRaises(DrbdVolumeNotInSyncException):
            test_vm_object.start()
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  Source code for mcvirt.test.virtual_machine.online_migrate_tests

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest
import os
import time
from enum import Enum
import Pyro4
import libvirt

from mcvirt.virtual_machine.virtual_machine import VirtualMachine
from mcvirt.exceptions import (VirtualMachineLockException, VmRegisteredElsewhereException,
                               UnsuitableNodeException, VmStoppedException,
                               DrbdVolumeNotInSyncException, DrbdStateException,
                               IsoNotPresentOnDestinationNodeException, MCVirtException)
from mcvirt.cluster.cluster import Cluster
from mcvirt.iso.iso import Iso

from mcvirt.virtual_machine.hard_drive.drbd import DrbdConnectionState, DrbdRoleState
from mcvirt.constants import PowerStates, LockStates, DirectoryLocation
from mcvirt.test.test_base import TestBase, skip_drbd
from mcvirt.libvirt_connector import LibvirtConnector
from mcvirt.virtual_machine.factory import Factory as VirtualMachineFactory
from mcvirt.utils import get_hostname
from mcvirt.rpc.rpc_daemon import RpcNSMixinDaemon


class LibvirtFailureMode(Enum):
    """Modes in which the libvirt is directed to simulate a failure"""
    NORMAL_RUN = 0
    CONNECTION_FAILURE = 1
    PRE_MIGRATION_FAILURE = 2
    POST_MIGRATION_FAILURE = 3


[docs]class LibvirtFailureSimulationException(MCVirtException):
    """A libvirt command has been simulated to fail"""
    pass



[docs]class LibvirtConnectorUnitTest(LibvirtConnector):
    """Override LibvirtConnector class to provide ability to cause
       connection errors whilst connecting to remote libvirt instances"""

[docs]    def get_connection(self, server=None):
        if not (server is None or server == 'localhost' or server == get_hostname()):
            server = 'doesnnotexist.notavalidrootdomain'
        return super(LibvirtConnectorUnitTest, self).get_connection(server)




[docs]class VirtualMachineFactoryUnitTest(VirtualMachineFactory):

    @Pyro4.expose()
[docs]    def getVirtualMachineByName(self, vm_name):
        """Obtain a VM object, based on VM name"""
        vm_object = VirtualMachineLibvirtFail(self, vm_name)
        self._register_object(vm_object)
        return vm_object




[docs]class VirtualMachineLibvirtFail(VirtualMachine):
    """Override the VirtulMachine class to add overrides for simulating
    libvirt failures.
    """

    LIBVIRT_FAILURE_MODE = LibvirtFailureMode.NORMAL_RUN

    def _getLibvirtDomainObject(self):
        """Obtains the libvirt domain object and, if specified, overrides the migrate3
           method to simulate different failure cases"""
        libvirt_object = super(VirtualMachineLibvirtFail, self)._getLibvirtDomainObject()

        if (VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE is
                LibvirtFailureMode.PRE_MIGRATION_FAILURE):

            # Override migrate3 method to raise an exception before the migration takes place
            def migrate3(self, *args, **kwargs):
                raise LibvirtFailureSimulationException('Pre-migration failure')

            # Bind overridden migrate3 method to libvirt object
            function_type = type(libvirt.virDomain.migrate3)
            libvirt_object.migrate3 = function_type(migrate3, libvirt_object, libvirt.virDomain)

        elif (VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE is
                LibvirtFailureMode.POST_MIGRATION_FAILURE):
            # Override the migrate3 method to raise an exception
            # after the migration has taken place
            def migrate3(self, *args, **kwargs):
                libvirt.virDomain.migrate3(libvirt_object, *args, **kwargs)
                raise LibvirtFailureSimulationException('Post-migration failure')

            # Bind overridden migrate3 method to libvirt object
            function_type = type(libvirt.virDomain.migrate3)
            libvirt_object.migrate3 = function_type(migrate3, libvirt_object, libvirt.virDomain)

        return libvirt_object



[docs]class OnlineMigrateTests(TestBase):
    """Provides unit tests for the onlineMigrate function"""

    RPC_DAEMON = None

    @staticmethod
[docs]    def suite():
        """Return a test suite of the online migrate tests"""
        suite = unittest.TestSuite()
        suite.addTest(OnlineMigrateTests('test_migrate_locked'))
        suite.addTest(OnlineMigrateTests('test_migrate_unregistered'))
        suite.addTest(OnlineMigrateTests('test_migrate_inappropriate_node'))
        suite.addTest(OnlineMigrateTests('test_migrate_drbd_not_connected'))
        suite.addTest(OnlineMigrateTests('test_migrate_invalid_network'))
        suite.addTest(OnlineMigrateTests('test_migrate_invalid_iso'))
        suite.addTest(OnlineMigrateTests('test_migrate_invalid_node'))
        suite.addTest(OnlineMigrateTests('test_migrate_pre_migration_libvirt_failure'))
        suite.addTest(OnlineMigrateTests('test_migrate_post_migration_libvirt_failure'))
        suite.addTest(OnlineMigrateTests('test_migrate_libvirt_connection_failure'))
        suite.addTest(OnlineMigrateTests('test_migrate_stopped_vm'))
        suite.addTest(OnlineMigrateTests('test_migrate'))
        return suite


[docs]    def setUp(self):
        """Create various objects and deletes any test VMs"""
        # Register fake libvirt connector with daemon
        self.old_libvirt_connector = RpcNSMixinDaemon.DAEMON.registered_factories[
            'libvirt_connector'
        ]
        OnlineMigrateTests.RPC_DAEMON.register(LibvirtConnectorUnitTest(),
                                               objectId='libvirt_connector',
                                               force=True)
        self.old_virtual_machine_factory = RpcNSMixinDaemon.DAEMON.registered_factories[
            'virtual_machine_factory'
        ]
        vm_factory = VirtualMachineFactoryUnitTest()
        OnlineMigrateTests.RPC_DAEMON.register(vm_factory,
                                               objectId='virtual_machine_factory',
                                               force=True)

        super(OnlineMigrateTests, self).setUp()

        if not self.rpc.get_connection('node_drbd').is_enabled():
            self.skipTest('DRBD is not enabled on this node')

        self.test_iso = 'test_iso.iso'
        self.test_iso_path = '%s/%s' % (DirectoryLocation.ISO_STORAGE_DIR, self.test_iso)

        self.test_vm_object = self.create_vm('TEST_VM_1', 'Drbd')
        self.local_vm_object = vm_factory.getVirtualMachineByName(
            self.test_vms['TEST_VM_1']['name']
        )

        # Wait until the Drbd resource is synced
        time.sleep(5)
        for disk_object in self.local_vm_object.getHardDriveObjects():
            wait_timeout = 6
            while disk_object.drbdGetConnectionState() != DrbdConnectionState.CONNECTED.value:
                # If the Drbd volume has not connected within 1 minute, throw an exception
                if not wait_timeout:
                    raise DrbdVolumeNotInSyncException('Wait for Drbd connection timed out')

                time.sleep(10)
                wait_timeout -= 1
        self.local_vm_object.start()


[docs]    def tearDown(self):
        """Stops and tears down any test VMs"""
        # Remove the test ISO, if it exists
        if os.path.isfile(self.test_iso_path):
            os.unlink(self.test_iso_path)

        # Register original libvirt connector object
        OnlineMigrateTests.RPC_DAEMON.register(self.old_libvirt_connector,
                                               objectId='libvirt_connector',
                                               force=True)
        OnlineMigrateTests.RPC_DAEMON.register(self.old_virtual_machine_factory,
                                               objectId='virtual_machine_factory',
                                               force=True)

        super(OnlineMigrateTests, self).tearDown()


    @skip_drbd(True)
    def test_migrate_locked(self):
        """Attempts to migrate a locked VM"""
        self.local_vm_object._setLockState(LockStates.LOCKED)

        with self.assertRaises(VirtualMachineLockException):
            self.test_vm_object.onlineMigrate(self.local_vm_object._get_remote_nodes()[0])

    @skip_drbd(True)
    def test_migrate_unregistered(self):
        """Attempts to migrate a VM that is not registered"""
        self.local_vm_object.stop()

        # Unregister VM
        self.local_vm_object.unregister()

        # Attempt to migrate VM
        with self.assertRaises(VmRegisteredElsewhereException):
            self.test_vm_object.onlineMigrate(self.local_vm_object._get_remote_nodes()[0])

    @skip_drbd(True)
    def test_migrate_inappropriate_node(self):
        """Attempts to migrate a VM to a node that is not part of
           its available nodes"""
        remote_node = self.local_vm_object._get_remote_nodes()[0]

        def update_config(config):
            config['available_nodes'].remove(remote_node)
        self.local_vm_object.get_config_object().update_config(update_config)

        with self.assertRaises(UnsuitableNodeException):
            self.test_vm_object.onlineMigrate(remote_node)

        def update_config(config):
            config['available_nodes'].append(remote_node)
        self.local_vm_object.get_config_object().update_config(update_config)

    @skip_drbd(True)
    def test_migrate_drbd_not_connected(self):
        """Attempts to migrate a VM whilst Drbd is not connected"""
        for disk_object in self.local_vm_object.getHardDriveObjects():
            disk_object._drbdDisconnect()

        with self.assertRaises(DrbdStateException):
            self.test_vm_object.onlineMigrate(self.local_vm_object._get_remote_nodes()[0])

    @skip_drbd(True)
    def test_migrate_invalid_network(self):
        """Attempts to migrate a VM attached to a network that doesn't exist
           on the destination node"""
        # Replace the network in VM network adapters with an invalid network
        def setInvalidNetwork(config):
            for mac_address in config['network_interfaces']:
                config['network_interfaces'][mac_address] = 'Non-existent-network'
        self.local_vm_object.get_config_object().update_config(setInvalidNetwork)

        # Attempt to migrate the VM
        with self.assertRaises(UnsuitableNodeException):
            self.test_vm_object.onlineMigrate(self.local_vm_object._get_remote_nodes()[0])

        # Reset the VM configuration
        def resetNetwork(config):
            for mac_address in config['network_interfaces']:
                config['network_interfaces'][mac_address] = self.test_vms[
                    'TEST_VM_1'
                ]['networks'][0]
        self.local_vm_object.get_config_object().update_config(resetNetwork)

    @skip_drbd(True)
    def test_migrate_invalid_iso(self):
        """Attempts to migrate a VM, with an ISO attached that doesn't exist
           on the destination node"""
        # Create test ISO
        fhandle = open(self.test_iso_path, 'a')
        try:
            os.utime(self.test_iso_path, None)
        finally:
            fhandle.close()

        # Stop VM and attach ISO
        self.local_vm_object.stop()
        iso_factory = self.rpc.get_connection('iso_factory')
        iso_object = iso_factory.get_iso_by_name(self.test_iso)
        self.rpc.annotate_object(iso_object)
        self.local_vm_object.start(iso_object)

        # Attempt to migrate VM
        with self.assertRaises(IsoNotPresentOnDestinationNodeException):
            self.test_vm_object.onlineMigrate(self.local_vm_object._get_remote_nodes()[0])

    @skip_drbd(True)
    def test_migrate_invalid_node(self):
        """Attempts to migrate the VM to a non-existent node"""
        with self.assertRaises(UnsuitableNodeException):
            self.test_vm_object.onlineMigrate('non-existent-node')

    @skip_drbd(True)
    def test_migrate_pre_migration_libvirt_failure(self):
        """Simulates a pre-migration libvirt failure"""
        # Set the mcvirt libvirt failure mode to simulate a pre-migration failure
        VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE = LibvirtFailureMode.PRE_MIGRATION_FAILURE

        # Attempt to perform a migration
        with self.assertRaises(LibvirtFailureSimulationException):
            self.test_vm_object.onlineMigrate(self.local_vm_object._get_remote_nodes()[0])

        VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE = LibvirtFailureMode.NORMAL_RUN

        # Ensure the VM is still registered on the local node and in a running state
        self.assertEqual(self.local_vm_object.getNode(), get_hostname())
        self.assertEqual(self.local_vm_object.getPowerState(), PowerStates.RUNNING.value)

        # Ensure that the VM is registered with the local libvirt instance and not on the remote
        # libvirt instance
        self.assertTrue(
            self.local_vm_object.get_name() in
            self.vm_factory.getAllVmNames(node=get_hostname())
        )
        self.assertFalse(
            self.local_vm_object.get_name() in
            self.vm_factory.getAllVmNames(node=self.local_vm_object._get_remote_nodes()[0])
        )

        # Ensure Drbd disks are in a valid state
        for disk_object in self.local_vm_object.getHardDriveObjects():
            # Check that the disk is shown as not in-sync
            with self.assertRaises(DrbdVolumeNotInSyncException):
                disk_object._checkDrbdStatus()

            # Reset disk sync status and re-check status to ensure
            # the disk is otherwise in a valid state
            disk_object.setSyncState(True)
            disk_object._checkDrbdStatus()

            # Ensure that the local and remote disks are in the correct Drbd role
            local_role, remote_role = disk_object._drbdGetRole()
            self.assertEqual(local_role, DrbdRoleState.PRIMARY)
            self.assertEqual(remote_role, DrbdRoleState.SECONDARY)

    @skip_drbd(True)
    def test_migrate_post_migration_libvirt_failure(self):
        """Simulates a post-migration libvirt failure"""
        # Set the mcvirt libvirt failure mode to simulate a post-migration failure
        VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE = LibvirtFailureMode.POST_MIGRATION_FAILURE

        # Attempt to perform a migration
        with self.assertRaises(LibvirtFailureSimulationException):
            self.test_vm_object.onlineMigrate(self.local_vm_object._get_remote_nodes()[0])

        VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE = LibvirtFailureMode.NORMAL_RUN

        # Ensure the VM is still registered on the remote node and in a running state
        self.assertEqual(self.local_vm_object.getNode(),
                         self.local_vm_object._get_remote_nodes()[0])
        self.assertEqual(self.local_vm_object.getPowerState(), PowerStates.RUNNING)

        # Ensure that the VM is registered with the remote libvirt instance and not on the local
        # libvirt instance
        self.assertFalse(
            self.local_vm_object.get_name() in
            self.vm_factory.getAllVmNames(node=get_hostname())
        )
        self.assertTrue(
            self.local_vm_object.get_name() in
            self.vm_factory.getAllVmNames(node=self.local_vm_object._get_remote_nodes()[0])
        )

        # Ensure Drbd disks are in a valid state
        for disk_object in self.local_vm_object.getHardDriveObjects():
            # Check that the disk is shown as not in-sync
            with self.assertRaises(DrbdVolumeNotInSyncException):
                disk_object._checkDrbdStatus()

            # Reset disk sync status and re-check status to ensure
            # the disk is otherwise in a valid state
            disk_object.setSyncState(True)
            disk_object._checkDrbdStatus()

            # Ensure that the local and remote disks are in the correct Drbd role
            local_role, remote_role = disk_object._drbdGetRole()
            self.assertEqual(local_role, DrbdRoleState.SECONDARY)
            self.assertEqual(remote_role, DrbdRoleState.PRIMARY)

    @skip_drbd(True)
    def test_migrate_libvirt_connection_failure(self):
        """Attempt to perform a migration, simulating a libvirt
           connection failure"""
        VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE = LibvirtFailureMode.CONNECTION_FAILURE

        with self.assertRaises(libvirt.libvirtError):
            self.test_vm_object.onlineMigrate(self.local_vm_object._get_remote_nodes()[0])

        VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE = LibvirtFailureMode.NORMAL_RUN

        # Ensure the VM is still registered on the local node and in a running state
        self.assertEqual(self.local_vm_object.getNode(), get_hostname())
        self.assertEqual(self.local_vm_object.getPowerState(), PowerStates.RUNNING)

    @skip_drbd(True)
    def test_migrate_stopped_vm(self):
        """Attempts to migrate a stopped VM"""
        self.local_vm_object.stop()

        with self.assertRaises(VmStoppedException):
            self.test_vm_object.onlineMigrate(self.local_vm_object._get_remote_nodes()[0])

    @skip_drbd(True)
    def test_migrate(self):
        "Perform an online migration using the argument parser"
        # Set the mcvirt libvirt failure mode to simulate a post-migration failure
        VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE = LibvirtFailureMode.POST_MIGRATION_FAILURE

        # Attempt to perform a migration
        self.parser.parse_arguments("migrate --online --node=%s %s" %
                                    (self.local_vm_object._get_remote_nodes()[0],
                                     self.local_vm_object.get_name()))

        VirtualMachineLibvirtFail.LIBVIRT_FAILURE_MODE = LibvirtFailureMode.NORMAL_RUN

        # Ensure the VM is still registered on the remote node and in a running state
        self.assertEqual(self.local_vm_object.getNode(),
                         self.local_vm_object._get_remote_nodes()[0])
        self.assertEqual(self.local_vm_object.getPowerState(), PowerStates.RUNNING.value)

        # Ensure that the VM is registered with the remote libvirt instance and not on the local
        # libvirt instance
        self.assertFalse(
            self.local_vm_object.get_name() in
            self.vm_factory.getAllVmNames(node=get_hostname())
        )
        self.assertTrue(
            self.local_vm_object.get_name() in
            self.vm_factory.getAllVmNames(node=self.local_vm_object._get_remote_nodes()[0])
        )

        # Ensure Drbd disks are in a valid state
        for disk_object in self.local_vm_object.getHardDriveObjects():
            # Check that the disk is shown as not in-sync
            disk_object._checkDrbdStatus()

            # Ensure that the local and remote disks are in the correct Drbd role
            local_role, remote_role = disk_object._drbdGetRole()
            self.assertEqual(local_role, DrbdRoleState.SECONDARY)
            self.assertEqual(remote_role, DrbdRoleState.PRIMARY)
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"""Provide class for regular MCVirt interactive users"""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

from mcvirt.auth.user_base import UserBase
from mcvirt.auth.permissions import PERMISSIONS


[docs]class User(UserBase):
    """Provides an interaction with the local user backend"""

    @Pyro4.expose()
[docs]    def set_password(self, new_password):
        """Change the current user's password."""
        # Check that the current user is the same as this user, or that current user has the correct
        # permissions
        actual_user = self._get_registered_object('mcvirt_session').get_proxy_user_object()
        if actual_user.get_username() != self.get_username():
            self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_USERS)

        self._set_password(new_password)
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"""Provide factory class to create/obtain users."""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.exceptions import (IncorrectCredentials, InvalidUsernameException,
                               UserDoesNotExistException, InvalidUserTypeException,
                               UserAlreadyExistsException, BlankPasswordException)
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.auth.user_base import UserBase
from mcvirt.auth.user import User
from mcvirt.auth.connection_user import ConnectionUser
from mcvirt.auth.cluster_user import ClusterUser
from mcvirt.auth.permissions import PERMISSIONS


[docs]class Factory(PyroObject):
    """Class for obtaining user objects"""

    USER_CLASS = UserBase

[docs]    def get_user_types(self):
        """Return the available user classes."""
        return [User, ConnectionUser, ClusterUser]


[docs]    def ensure_valid_user_type(self, user_type):
        """Ensure that a given user_type is valid."""
        if user_type not in self.get_user_types():
            raise InvalidUserTypeException('An invalid user type has been passed')


    @Pyro4.expose()
[docs]    def create(self, username, password, user_type=User):
        """Create a user."""
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MANAGE_USERS
        )

        if password == '':
            raise BlankPasswordException('Password cannot be blank')

        # Ensure that username is not part of a reserved namespace
        for user_class in self.get_user_types():
            if (user_class is not user_type and
                    user_class.USER_PREFIX is not None and
                    username.startswith(user_class.USER_PREFIX)):
                raise InvalidUsernameException(
                    'Username is within a reserved namespace'
                )

        # Ensure that there is not a duplicate user
        if UserBase._check_exists(username):
            raise UserAlreadyExistsException('There is a user with the same username \'%s\'' %
                                             username)

        # Ensure valid user type
        self.ensure_valid_user_type(user_type)

        # Generate password salt for user and hash password
        salt = UserBase._generate_salt()
        hashed_password = UserBase._hash_string(password, salt)

        # Create config for user and update MCVirt config
        user_config = user_type.get_default_config()
        user_config['password'] = hashed_password
        user_config['salt'] = salt
        user_config['user_type'] = user_type.__name__

        def update_config(config):
            config['users'][username] = user_config
        MCVirtConfig().update_config(update_config, 'Create user \'%s\'' % username)

        if user_type.DISTRIBUTED and self._is_cluster_master:
            # Create the user on the other nodes in the cluster
            def remote_command(node_connection):
                remote_user_factory = node_connection.get_connection('user_factory')
                remote_user_factory.create(username, password)

            cluster = self._get_registered_object('cluster')
            cluster.run_remote_command(remote_command)


    @Pyro4.expose()
[docs]    def add_config(self, username, user_config):
        """Add a user config to the local node."""
        # Ensure this is being run as a Cluster User
        self._get_registered_object('auth').check_user_type('ClusterUser')

        def update_config(config):
            config['users'][username] = user_config
        MCVirtConfig().update_config(update_config, 'Adding user %s' % username)


[docs]    def authenticate(self, username, password):
        """Attempt to authenticate a user, using username/password."""
        try:
            user_object = self.get_user_by_username(username)
            if user_object._check_password(password):
                return user_object
        except UserDoesNotExistException:
            pass
        raise IncorrectCredentials('Incorrect username/password')


    @Pyro4.expose()
[docs]    def get_user_by_username(self, username):
        """Obtain a user object for the given username."""
        generic_object = UserBase(username=username)
        for user_class in UserBase.__subclasses__():
            if str(user_class.__name__) == str(generic_object.get_user_type()):
                user_object = user_class(username=username)
                self._register_object(user_object)
                return user_object

        raise InvalidUserTypeException('Failed to determine user type for %s' %
                                       generic_object.get_username())


    @Pyro4.expose()
[docs]    def get_all_users(self):
        """Return all the users, excluding built-in users."""
        return self.get_all_user_objects(user_class=User)


    @Pyro4.expose()
[docs]    def get_all_user_objects(self, user_class=None):
        """Return the user objects for all users, optionally filtered by user type."""
        if user_class is not None:
            # Ensure valid user type
            self.ensure_valid_user_type(user_class)

        # Obtain all usernames
        all_usernames = MCVirtConfig().get_config()['users'].keys()
        user_objects = []
        for username in all_usernames:
            user_object = self.get_user_by_username(username)

            # Is the user object is the same type as specified, or the user type
            # has not been specified, add to user objects list
            if user_class is None or user_object.get_user_type() == user_class.__name__:
                user_objects.append(user_object)

        # Return found user objects
        return user_objects


[docs]    def generate_user(self, user_type):
        """Remove any existing connection user and generates credentials for a new
        connection user.
        """
        # Ensure valid user type
        self.ensure_valid_user_type(user_type)

        # Ensure that users can be generated
        if not user_type.CAN_GENERATE:
            raise InvalidUserTypeException('Users of type \'%s\' cannot be generated' %
                                           user_type.__name__)

        # Delete any old connection users
        for old_user_object in self.get_all_user_objects(user_class=user_type):
            old_user_object.delete()

        username = user_type.USER_PREFIX + user_type.generate_password(32, numeric_only=True)
        password = user_type.generate_password(32)
        self.create(username=username, password=password, user_type=user_type)
        return username, password


    @Pyro4.expose()
[docs]    def get_cluster_user_by_node(self, node):
        """Obtain a cluster user for a given node"""
        for user in self.get_all_user_objects(user_class=ClusterUser):
            if user.node == node:
                return user
        raise UserDoesNotExistException('No user found for node %s' % node)
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  Source code for mcvirt.test.node.network_tests

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest

from mcvirt.exceptions import (NetworkDoesNotExistException, NetworkUtilizedException,
                               NetworkAlreadyExistsException)
from mcvirt.test.test_base import TestBase


[docs]class NetworkTests(TestBase):
    """Test suite for performing tests on the network class"""

    @staticmethod
[docs]    def suite():
        """Return a test suite of the network tests"""
        suite = unittest.TestSuite()
        suite.addTest(NetworkTests('test_create'))
        suite.addTest(NetworkTests('test_duplicate_name_create'))
        suite.addTest(NetworkTests('test_delete'))
        suite.addTest(NetworkTests('test_delete_non_existent'))
        suite.addTest(NetworkTests('test_delete_utilized'))
        suite.addTest(NetworkTests('test_list'))

        return suite


[docs]    def test_create(self):
        """Test the creation of network through the argument parser"""
        # Ensure network does not exist
        self.assertFalse(self.network_factory.check_exists(self.test_network_name))

        # Create network using parser
        self.parser.parse_arguments('network create %s --interface=%s' %
                                    (self.test_network_name,
                                     self.test_physical_interface))

        # Ensure network exists
        self.assertTrue(self.network_factory.check_exists(self.test_network_name))

        # Obtain network object
        network_object = self.network_factory.get_network_by_name(self.test_network_name)
        self.rpc.annotate_object(network_object)

        # Ensure the name is correct
        self.assertEqual(network_object.get_name(), self.test_network_name)

        # Remove test network
        network_object.delete()


[docs]    def test_duplicate_name_create(self):
        """Test attempting to create a network with a duplicate name through the argument parser"""
        # Create network
        self.network_factory.create(self.test_network_name, self.test_physical_interface)

        # Attempt to create a network with the same name
        with self.assertRaises(NetworkAlreadyExistsException):
            self.parser.parse_arguments('network create %s --interface=%s' %
                                        (self.test_network_name,
                                         self.test_physical_interface))

        # Delete test network
        network_object = self.network_factory.get_network_by_name(self.test_network_name)
        self.rpc.annotate_object(network_object)
        network_object.delete()


[docs]    def test_delete(self):
        """Test deleting a network through the argument parser"""
        # Create network
        self.network_factory.create(self.test_network_name, self.test_physical_interface)

        # Remove the network through the argument parser
        self.parser.parse_arguments('network delete %s' %
                                    self.test_network_name)

        # Ensure the network no longer exists
        self.assertFalse(self.network_factory.check_exists(self.test_network_name))


[docs]    def test_delete_non_existent(self):
        """Attempt to delete a non-existent network"""
        # Ensure the network does not exist
        self.assertFalse(self.network_factory.check_exists(self.test_network_name))

        # Attempt to remove the network using the argument parser
        with self.assertRaises(NetworkDoesNotExistException):
            self.parser.parse_arguments('network delete %s' %
                                        self.test_network_name)


[docs]    def test_delete_utilized(self):
        """Attempt to remove a network that is in use by a VM"""
        # Create test network and create test VM connected to the network
        self.network_factory.create(self.test_network_name, self.test_physical_interface)
        self.vm_factory.create(self.test_vms['TEST_VM_1']['name'], 1, 100, [100],
                               [self.test_network_name], storage_type='Local')

        # Attempt to remove the network
        with self.assertRaises(NetworkUtilizedException):
            self.parser.parse_arguments('network delete %s' %
                                        self.test_network_name)


[docs]    def test_list(self):
        """Attempt to use the parser to list the networks"""
        # Run the network list, to ensure an exception is not thrown
        self.parser.parse_arguments('network list')

        # Create test network and re-run network list
        self.network_factory.create(self.test_network_name, self.test_physical_interface)
        self.parser.parse_arguments('network list')

        # Run the network list to ensure that the table contains the name
        # and the physical interface of the test network
        list_output = self.network_factory.get_network_list_table()
        self.assertTrue(self.test_network_name in list_output)
        self.assertTrue(self.test_physical_interface in list_output)
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  Source code for mcvirt.test.node.node_tests

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import unittest

from mcvirt.exceptions import InvalidIPAddressException, InvalidVolumeGroupNameException
from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.test.test_base import TestBase


[docs]class NodeTests(TestBase):
    """Provide unit tests for the functionality
    provided by the node subparser
    """

    @staticmethod
[docs]    def suite():
        """Return a test suite"""
        suite = unittest.TestSuite()
        suite.addTest(NodeTests('test_set_ip_address'))
        suite.addTest(NodeTests('test_set_invalid_ip_address'))
        suite.addTest(NodeTests('test_set_volume_group'))
        suite.addTest(NodeTests('test_set_invalid_volume_group'))
        return suite


[docs]    def setUp(self):
        """Create various objects and deletes any test VMs"""
        super(NodeTests, self).setUp()
        self.original_ip_address = MCVirtConfig().get_config()['cluster']['cluster_ip']
        self.original_volume_group = MCVirtConfig().get_config()['vm_storage_vg']


[docs]    def tearDown(self):
        """Reset any values changed to the MCVirt config"""
        def reset_config(config):
            config['cluster']['cluster_ip'] = self.original_ip_address
            config['vm_storage_vg'] = self.original_volume_group
        MCVirtConfig().update_config(reset_config, 'Reset node configurations')

        super(NodeTests, self).tearDown()


[docs]    def test_set_ip_address(self):
        """Change the cluster IP address using the argument parser"""
        test_ip_address = '1.1.1.1'
        self.parser.parse_arguments('node --set-ip-address %s' %
                                    test_ip_address)
        self.assertEqual(MCVirtConfig().get_config()['cluster']['cluster_ip'], test_ip_address)


[docs]    def test_set_invalid_ip_address(self):
        """Test the validity checks for IP addresses"""
        test_fake_ip_addresses = [
            '1.1.1.256', 'test_string', '1.1.1', '1.2.3.4a'
        ]
        for ip_address in test_fake_ip_addresses:
            with self.assertRaises(InvalidIPAddressException):
                self.parser.parse_arguments('node --set-ip-address %s' %
                                            ip_address)


[docs]    def test_set_volume_group(self):
        """Change the cluster IP address using the argument parser"""
        test_vg = 'test-vg_name'
        self.parser.parse_arguments('node --set-vm-vg %s' % test_vg)
        self.assertEqual(MCVirtConfig().get_config()['vm_storage_vg'], test_vg)


[docs]    def test_set_invalid_volume_group(self):
        """Test the validity checks for volume group name"""
        test_fake_volume_groups = ('[adg', 'vg;', '@vg_name')
        for volume_group in test_fake_volume_groups:
            with self.assertRaises(InvalidVolumeGroupNameException):
                self.parser.parse_arguments('node --set-vm-vg %s' % volume_group)
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  Source code for mcvirt.auth.user_base

"""Provide a base class for user objects."""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import os
import random
import string
from binascii import hexlify
from pbkdf2 import crypt
import Pyro4

from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.exceptions import UserDoesNotExistException
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.rpc.lock import locking_method


[docs]class UserBase(PyroObject):
    """Base object for users (both user and automated)."""

    USER_PREFIX = None
    CAN_GENERATE = False
    PERMISSIONS = []
    CLUSTER_USER = False
    DISTRIBUTED = True

    @property
    def allow_proxy_user(self):
        """Connection users can proxy for another user."""
        return False

    @staticmethod
    def _check_exists(username):
        """Check the MCVirt config to determine if a given user exists."""
        return (username in MCVirtConfig().get_config()['users'])

    @staticmethod
    def _generate_salt():
        """Generate random salt for the user's password,"""
        return hexlify(os.urandom(32))

    def __init__(self, username):
        """Store member variables and ensures that the user exists."""
        self.username = username
        self._ensure_exists()

    @Pyro4.expose()
[docs]    def get_username(self):
        """Return the username of the current user"""
        return self.username


    def _ensure_exists(self):
        """Ensure that the current user exists in the MCVirt configuration"""
        if not self.__class__._check_exists(self.get_username()):
            raise UserDoesNotExistException('User %s does not exist' %
                                            self.get_username())

    @Pyro4.expose()
[docs]    def get_config(self):
        """Return the configuration of the user."""
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MANAGE_USERS
        )
        return self._get_config()


    def _get_config(self):
        """Return the config hash for the current user"""
        return MCVirtConfig().get_config()['users'][self.get_username()]

[docs]    def get_user_type(self):
        """Return the user type of the user"""
        return self._get_config()['user_type']


    def _check_password(self, password):
        """Check the given password against the stored password for the user."""
        password_hash = self._hash_password(password)
        config = self._get_config()
        return (password_hash == config['password'])

    def _get_password_salt(self):
        """Return the user's salt"""
        return self._get_config()['salt']

    def _set_password(self, new_password):
        """Set the password for the current user"""
        password_hash = self._hash_password(new_password)

        def update_config(config):
            config['users'][self.get_username()]['password'] = password_hash
        MCVirtConfig().update_config(
            update_config, 'Updated password for \'%s\'' % self.get_username()
        )

        if self.DISTRIBUTED and self._is_cluster_master:
            def remote_command(node_connection):
                remote_user_factory = node_connection.get_connection('user_factory')
                remote_user = remote_user_factory.get_user_by_username(self.get_username())
                node_connection.annotate_object(remote_user)
                remote_user.set_password(new_password)

            cluster = self._get_registered_object('cluster')
            cluster.run_remote_command(remote_command)

    def _hash_password(self, password):
        """Hash a password, using the current user's salt"""
        return self.__class__._hash_string(password, self._get_password_salt())

    @staticmethod
    def _hash_string(string, salt):
        """Hash string using salt"""
        return crypt(string, salt, iterations=1000)

    @staticmethod
[docs]    def generate_password(length, numeric_only=False):
        """Return a randomly generated password"""
        characers = string.ascii_letters
        if not numeric_only:
            characers += string.digits + '!@#$%^&*()'
        random.seed(os.urandom(1024))
        return ''.join(random.choice(characers) for i in range(length))


    @Pyro4.expose()
    @locking_method()
    def delete(self):
        """Delete the current user from MCVirt config"""
        auth_object = self._get_registered_object('auth')
        auth_object.assert_permission(
            PERMISSIONS.MANAGE_USERS
        )

        # Remove any global/VM-specific permissions
        if self.get_username() in auth_object.get_superusers():
            auth_object.delete_superuser(self)

        virtual_machine_factory = self._get_registered_object('virtual_machine_factory')
        for virtual_machine in [None] + virtual_machine_factory.getAllVirtualMachines():
            for permission_group in auth_object.get_permission_groups():
                if (self.get_username() in auth_object.get_users_in_permission_group(
                        permission_group, vm_object=virtual_machine)):
                    auth_object.delete_user_permission_group(
                        permission_group, self, vm_object=virtual_machine
                    )

        def update_config(config):
            del config['users'][self.get_username()]
        MCVirtConfig().update_config(update_config, 'Deleted user \'%s\'' % self.get_username())

        if self.DISTRIBUTED and self._is_cluster_master:
            def remote_command(node_connection):
                remote_user_factory = node_connection.get_connection('user_factory')
                remote_user = remote_user_factory.get_user_by_username(self.get_username())
                node_connection.annotate_object(remote_user)
                remote_user.delete()

            cluster = self._get_registered_object('cluster')
            cluster.run_remote_command(remote_command)

    @staticmethod
[docs]    def get_default_config():
        """Return the default configuration for the user type."""
        return {
            'password': None,
            'salt': None,
            'user_type': None
        }
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  Source code for mcvirt.auth.auth

"""Provide auth class for managing permissions."""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import os
import Pyro4

from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.exceptions import (UserNotPresentInGroup, InsufficientPermissionsException,
                               UnprivilegedUserException, InvalidPermissionGroupException,
                               DuplicatePermissionException)
from mcvirt.rpc.lock import locking_method
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.auth.permissions import PERMISSIONS, PERMISSION_GROUPS
from mcvirt.argument_validator import ArgumentValidator


[docs]class Auth(PyroObject):
    """Provides authentication and permissions for performing functions within MCVirt."""

    @staticmethod
[docs]    def check_root_privileges():
        """Ensure that the user is either running as root
        or using sudo.
        """
        if os.geteuid() == 0:
            return True
        else:
            raise UnprivilegedUserException('MCVirt must be run using sudo')


[docs]    def check_user_type(self, *user_type_names):
        """Check that the currently logged-in user is of a specified type."""
        if Pyro4.current_context.STARTUP_PERIOD:
            return True

        user_object = self._get_registered_object('mcvirt_session').get_current_user_object()
        if user_object.__class__.__name__ in user_type_names:
            return True
        else:
            return False


[docs]    def assert_user_type(self, *user_type_names):
        """Ensure that the currently logged in user is of a specified type."""
        if not self.check_user_type(*user_type_names):
            raise InsufficientPermissionsException(
                'User must be on the following: %s' % ', '.join(user_type_names)
            )


[docs]    def assert_permission(self, permission_enum, vm_object=None):
        """Use check_permission function to determine if a user has a given permission
        and throws an exception if the permission is not present.
        """
        if self.check_permission(permission_enum, vm_object):
            return True
        else:
            # If the permission has not been found, throw an exception explaining that
            # the user does not have permission
            raise InsufficientPermissionsException('User does not have the'
                                                   ' required permission: %s' %
                                                   permission_enum.name)


[docs]    def check_permission(self, permission_enum, vm_object=None, user_object=None):
        """Check that the user has a given permission, either globally through MCVirt or for a
        given VM.
        """
        if Pyro4.current_context.STARTUP_PERIOD:
            return True

        # If the user is a superuser, all permissions are attached to the user
        if self.is_superuser():
            return True

        if user_object is None:
            user_object = self._get_registered_object('mcvirt_session').get_current_user_object()

        # Determine if the type of user has the permissions
        if permission_enum in user_object.PERMISSIONS:
            return True

        # Check the global permissions configuration to determine
        # if the user has been granted the permission
        mcvirt_config = MCVirtConfig()
        mcvirt_permissions = mcvirt_config.getPermissionConfig()
        if self.check_permission_in_config(mcvirt_permissions, user_object.get_username(),
                                           permission_enum):
            return True

        # If a vm_object has been passed, check the VM
        # configuration file for the required permissions
        if vm_object:
            vm_config_object = vm_object.get_config_object()
            vm_config = vm_config_object.getPermissionConfig()

            # Determine if the user has been granted the required permissions
            # in the VM configuration file
            if (self.check_permission_in_config(vm_config, user_object.get_username(),
                                                permission_enum)):
                return True

        return False


[docs]    def check_permission_in_config(self, permission_config, user, permission_enum):
        """Read permissions config and determines if a user has a given permission."""
        # Ititerate through the permission groups on the VM
        for (permission_group, users) in permission_config.items():

            # Check that the group, defined in the VM, is defined in this class
            if permission_group not in PERMISSION_GROUPS.keys():
                raise InvalidPermissionGroupException(
                    'Permissions group, %s, does not exist' % permission_group
                )

            # Check if user is part of the group and the group contains
            # the required permission
            if ((user in users) and
                    (permission_enum in PERMISSION_GROUPS[permission_group])):
                return True

        return False


    @Pyro4.expose()
[docs]    def is_superuser(self):
        """Determine if the current user is a superuser of MCVirt."""
        # Cluster users can do anything
        if self.check_user_type('ClusterUser'):
            return True
        user_object = self._get_registered_object('mcvirt_session').get_proxy_user_object()
        username = user_object.get_username()
        superusers = self.get_superusers()

        return ((username in superusers))


[docs]    def get_superusers(self):
        """Return a list of superusers"""
        mcvirt_config = MCVirtConfig()
        return mcvirt_config.get_config()['superusers']


    @Pyro4.expose()
[docs]    def add_superuser(self, user_object, ignore_duplicate=False):
        """Add a new superuser."""
        assert isinstance(self._convert_remote_object(user_object),
                          self._get_registered_object('user_factory').USER_CLASS)
        ArgumentValidator.validate_boolean(ignore_duplicate)

        # Ensure the user is a superuser
        if not self.is_superuser():
            raise InsufficientPermissionsException(
                'User must be a superuser to manage superusers'
            )
        user_object = self._convert_remote_object(user_object)
        username = user_object.get_username()

        mcvirt_config = MCVirtConfig()

        # Ensure user is not already a superuser
        if username not in self.get_superusers():
            def update_config(config):
                config['superusers'].append(username)
            mcvirt_config.update_config(update_config, 'Added superuser \'%s\'' % username)

        elif not ignore_duplicate:
            raise DuplicatePermissionException(
                'User \'%s\' is already a superuser' % username
            )

        if self._is_cluster_master:
            def remote_command(connection):
                remote_user_factory = connection.get_connection('user_factory')
                remote_user = remote_user_factory.get_user_by_username(user_object.get_username())
                remote_auth = connection.get_connection('auth')
                remote_auth.add_superuser(remote_user, ignore_duplicate=ignore_duplicate)

            cluster = self._get_registered_object('cluster')
            cluster.run_remote_command(remote_command)


    @Pyro4.expose()
[docs]    def delete_superuser(self, user_object):
        """Remove a superuser."""
        assert isinstance(self._convert_remote_object(user_object),
                          self._get_registered_object('user_factory').USER_CLASS)

        # Ensure the user is a superuser
        if not self.is_superuser():
            raise InsufficientPermissionsException(
                'User must be a superuser to manage superusers'
            )

        user_object = self._convert_remote_object(user_object)
        username = user_object.get_username()

        # Ensure user to be removed is a superuser
        if (username not in self.get_superusers()):
            raise UserNotPresentInGroup('User \'%s\' is not a superuser' % username)

        mcvirt_config = MCVirtConfig()

        def update_config(config):
            config['superusers'].remove(username)
        mcvirt_config.update_config(update_config, 'Removed \'%s\' from superuser group' %
                                                   username)

        if self._is_cluster_master:
            def remote_command(connection):
                remote_user_factory = connection.get_connection('user_factory')
                remote_user = remote_user_factory.get_user_by_username(user_object.get_username())
                remote_auth = connection.get_connection('auth')
                remote_auth.delete_superuser(remote_user)

            cluster = self._get_registered_object('cluster')
            cluster.run_remote_command(remote_command)


    @Pyro4.expose()
    @locking_method()
    def add_user_permission_group(self, permission_group, user_object,
                                  vm_object=None, ignore_duplicate=False):
        """Add a user to a permissions group on a VM object."""
        assert permission_group in PERMISSION_GROUPS.keys()
        assert isinstance(self._convert_remote_object(user_object),
                          self._get_registered_object('user_factory').USER_CLASS)
        assert isinstance(self._convert_remote_object(vm_object),
                          self._get_registered_object(
                              'virtual_machine_factory').VIRTUAL_MACHINE_CLASS)
        ArgumentValidator.validate_boolean(ignore_duplicate)

        # Check if user running script is able to add users to permission group
        if not (self.is_superuser() or
                (vm_object and self.assert_permission(PERMISSIONS.MANAGE_VM_USERS,
                                                      vm_object) and
                 permission_group == 'user')):
            raise InsufficientPermissionsException('VM owners cannot add manager other owners')

        user_object = self._convert_remote_object(user_object)
        username = user_object.get_username()

        # Check if user is already in the group
        if vm_object:
            vm_object = self._convert_remote_object(vm_object)
            config_object = vm_object.get_config_object()
        else:
            config_object = MCVirtConfig()

        if username not in self.get_users_in_permission_group(permission_group, vm_object):

            # Add user to permission configuration for VM
            def add_user_to_config(config):
                config['permissions'][permission_group].append(username)

            config_object.update_config(add_user_to_config, 'Added user \'%s\' to group \'%s\'' %
                                                            (username, permission_group))

            if self._is_cluster_master:
                def add_remote_user_to_group(connection):
                    remote_user_factory = connection.get_connection('user_factory')
                    remote_user = remote_user_factory.get_user_by_username(
                        user_object.get_username()
                    )
                    connection.annotate_object(remote_user)
                    remote_auth = connection.get_connection('auth')
                    if vm_object:
                        remote_vm_factory = connection.get_connection('virtual_machine_factory')
                        remote_vm = remote_vm_factory.getVirtualMachineByName(
                            vm_object.get_name()
                        )
                    else:
                        remote_vm = None

                    remote_auth.add_user_permission_group(permission_group, remote_user,
                                                          remote_vm, ignore_duplicate)
                cluster_object = self._get_registered_object('cluster')
                cluster_object.run_remote_command(add_remote_user_to_group)

        elif not ignore_duplicate:
            raise DuplicatePermissionException(
                'User \'%s\' already in group \'%s\'' % (username, permission_group)
            )

    @Pyro4.expose()
    @locking_method()
    def delete_user_permission_group(self, permission_group, user_object, vm_object=None):
        """Remove user from a permissions group on a VM object."""
        assert permission_group in PERMISSION_GROUPS.keys()
        assert isinstance(self._convert_remote_object(user_object),
                          self._get_registered_object('user_factory').USER_CLASS)
        assert isinstance(self._convert_remote_object(vm_object),
                          self._get_registered_object(
                              'virtual_machine_factory').VIRTUAL_MACHINE_CLASS)
        # Check if user running script is able to remove users to permission group
        if not (self.is_superuser() or
                (self.assert_permission(PERMISSIONS.MANAGE_VM_USERS, vm_object) and
                 permission_group == 'user') and vm_object):
            raise InsufficientPermissionsException('Does not have required permission')

        user_object = self._convert_remote_object(user_object)
        username = user_object.get_username()

        # Check if user exists in the group
        if username not in self.get_users_in_permission_group(permission_group, vm_object):
            raise UserNotPresentInGroup('User \'%s\' not in group \'%s\'' %
                                        (username, permission_group))

        if vm_object:
            vm_object = self._convert_remote_object(vm_object)
            config_object = vm_object.get_config_object()
        else:
            config_object = MCVirtConfig()

        # Remove user from permission configuration for VM
        def remove_user_from_group(config):
            config['permissions'][permission_group].remove(username)

        config_object.update_config(remove_user_from_group,
                                    'Removed user \'%s\' from group \'%s\'' %
                                    (username, permission_group))

        if self._is_cluster_master:
            def add_remote_user_to_group(connection):
                remote_user_factory = connection.get_connection('user_factory')
                remote_user = remote_user_factory.get_user_by_username(
                    user_object.get_username()
                )
                connection.annotate_object(remote_user)
                remote_auth = connection.get_connection('auth')
                if vm_object:
                    remote_vm_factory = connection.get_connection('virtual_machine_factory')
                    remote_vm = remote_vm_factory.getVirtualMachineByName(
                        vm_object.get_name()
                    )
                else:
                    remote_vm = None

                remote_auth.delete_user_permission_group(permission_group, remote_user, remote_vm)
            cluster_object = self._get_registered_object('cluster')
            cluster_object.run_remote_command(add_remote_user_to_group)

[docs]    def get_permission_groups(self):
        """Return list of user groups."""
        return PERMISSION_GROUPS.keys()


[docs]    def copy_permissions(self, source_vm, dest_vm):
        """Copy the permissions from a given VM to this VM.
        This functionality is used whilst cloning a VM
        """
        # Obtain permission configuration for source VM
        permission_config = source_vm.get_config_object().getPermissionConfig()

        # Add permissions configuration from source VM to destination VM
        def add_user_to_group(vm_config):
            vm_config['permissions'] = permission_config

        dest_vm.get_config_object().update_config(add_user_to_group,
                                                  'Copied permission from \'%s\' to \'%s\'' %
                                                  (source_vm.get_name(), dest_vm.get_name()))


    @Pyro4.expose()
[docs]    def get_users_in_permission_group(self, permission_group, vm_object=None):
        """Obtain a list of users in a given group, either in the global permissions or
        for a specific VM.
        """
        if vm_object:
            vm_object = self._convert_remote_object(vm_object)
            permission_config = vm_object.get_config_object().getPermissionConfig()
        else:
            mcvirt_config = MCVirtConfig()
            permission_config = mcvirt_config.getPermissionConfig()

        if permission_group in permission_config.keys():
            return permission_config[permission_group]
        else:
            raise InvalidPermissionGroupException(
                'Permission group \'%s\' does not exist' % permission_group
            )
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  Source code for mcvirt.auth.connection_user

"""Provide class for managing connection users."""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

from mcvirt.auth.user_base import UserBase
from mcvirt.auth.cluster_user import ClusterUser
from mcvirt.auth.permissions import PERMISSIONS


[docs]class ConnectionUser(UserBase):
    """User type for initial connection users"""

    USER_PREFIX = 'mcv-connection-'
    CAN_GENERATE = True
    PERMISSIONS = [PERMISSIONS.MANAGE_USERS]
    CLUSTER_USER = True
    DISTRIBUTED = False

    @property
    def allow_proxy_user(self):
        """Connection users can proxy for another user."""
        return True

    @Pyro4.expose()
[docs]    def create_cluster_user(self, host):
        """Create a cluster user for the remote node."""
        assert self.get_username() == Pyro4.current_context.username
        auth = self._pyroDaemon.registered_factories['auth']
        auth.assert_user_type('ConnectionUser')
        user_factory = self._pyroDaemon.registered_factories['user_factory']
        username, password = user_factory.generate_user(ClusterUser)
        user_factory.get_user_by_username(username).update_host(host)
        self.delete()
        return username, password
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  Source code for mcvirt.cluster.remote

"""Provide interface for RPC to cluster nodes"""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>


from mcvirt.client.rpc import Connection


[docs]class Node(Connection):
    """A class to perform remote commands on MCVirt nodes"""

    def __init__(self, name, node_config):
        """Set member variables"""
        self.name = name
        self.ip_address = node_config['ip_address'] if 'ip_address' in node_config else None
        super(Node, self).__init__(username=node_config['username'],
                                   password=node_config['password'],
                                   host=self.name)
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  Source code for mcvirt.cluster.cluster

"""Provide cluster classes"""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import json
import base64
import Pyro4
import socket
from texttable import Texttable

from mcvirt.utils import get_hostname
from mcvirt.exceptions import (NodeAlreadyPresent, NodeDoesNotExistException,
                               RemoteObjectConflict, ClusterNotInitialisedException,
                               InvalidConnectionString, DrbdNotInstalledException,
                               CouldNotConnectToNodeException, InaccessibleNodeException,
                               MissingConfigurationException, NodeVersionMismatch)
from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.auth.connection_user import ConnectionUser
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.client.rpc import Connection
from mcvirt.rpc.lock import locking_method
from mcvirt.cluster.remote import Node
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.syslogger import Syslogger


[docs]class Cluster(PyroObject):
    """Class to perform node management within the MCVirt cluster"""

    @Pyro4.expose()
[docs]    def generate_connection_info(self):
        """Generate required information to connect to this node from a remote node"""
        # Ensure user has required permissions
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MANAGE_CLUSTER
        )

        # Ensure that the IP address configurations has been made correctly
        self.check_ip_configuration()

        # Create connection user
        user_factory = self._get_registered_object('user_factory')
        connection_username, connection_password = user_factory.generate_user(ConnectionUser)
        ssl_object = self._get_registered_object(
            'certificate_generator_factory').get_cert_generator(get_hostname())
        return [get_hostname(), self.get_cluster_ip_address(),
                connection_username, connection_password,
                ssl_object.get_ca_contents()]


    @Pyro4.expose()
[docs]    def get_connection_string(self):
        """Generate a string to connect to this node from a remote cluster"""
        # Only superusers can generate a connection string
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MANAGE_CLUSTER
        )

        # Generate dict with connection information. Convert to JSON and base64 encode
        connection_info = self.generate_connection_info()
        connection_info_dict = {
            'hostname': connection_info[0],
            'ip_address': connection_info[1],
            'username': connection_info[2],
            'password': connection_info[3],
            'ca_cert': connection_info[4]
        }
        connection_info_json = json.dumps(connection_info_dict)
        return base64.b64encode(connection_info_json)


    @Pyro4.expose()
[docs]    def print_info(self):
        """Print information about the nodes in the cluster"""
        table = Texttable()
        table.set_deco(Texttable.HEADER | Texttable.VLINES)
        table.header(('Node', 'IP Address', 'Status'))
        # Add this node to the table
        table.add_row((get_hostname(), self.get_cluster_ip_address(),
                       'Local'))

        # Add remote nodes
        for node in self.get_nodes(return_all=True):
            node_config = self.get_node_config(node)
            node_status = 'Unreachable'
            try:
                self.get_remote_node(node)
                node_status = 'Connected'
            except CouldNotConnectToNodeException:
                pass
            table.add_row((node, node_config['ip_address'],
                           node_status))
        return table.draw()


[docs]    def check_node_versions(self):
        """Ensure that all nodes in the cluster are connected
        and checks the node Status
        """
        def check_version(connection):
            node = connection.get_connection('node')
            return node.get_version()
        node_versions = self.run_remote_command(check_version)
        local_version = self._get_registered_object('node').get_version()
        for node in node_versions:
            if node_versions[node] != local_version:
                raise NodeVersionMismatch('Node %s is running MCVirt %s. Local version: %s' %
                                          (node, node_versions[node], local_version))


    @Pyro4.expose()
    @locking_method()
    def add_node_configuration(self, node_name, ip_address,
                               connection_user, connection_password,
                               ca_key):
        """Add MCVirt node to configuration, generates a cluster user on the remote node
        and stores credentials against node in the MCVirt configuration.
        """
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_CLUSTER)

        # Create CA file
        ssl_object = self._get_registered_object(
            'certificate_generator_factory').get_cert_generator(node_name)
        ssl_object.ca_pub_file = ca_key

        # Connect to node and obtain cluster user
        remote = Connection(username=connection_user, password=connection_password,
                            host=node_name)
        remote_user_factory = remote.get_connection('user_factory')
        connection_user = remote_user_factory.get_user_by_username(connection_user)
        remote.annotate_object(connection_user)
        username, password = connection_user.create_cluster_user(host=get_hostname())

        # Add node to configuration file
        def add_node_config(mcvirt_config):
            mcvirt_config['cluster']['nodes'][node_name] = {
                'ip_address': ip_address,
                'username': username,
                'password': password
            }
        MCVirtConfig().update_config(add_node_config)

[docs]    def check_ip_configuration(self):
        """Perform various checks to ensure that the
        IP configuration is such that is suitable to be part of a cluster
        """
        # Ensure that the cluster IP address has been defined
        cluster_ip = self.get_cluster_ip_address()
        if not cluster_ip:
            raise MissingConfigurationException('IP address has not yet been configured')

        # Ensure that the hostname of the local machine does not resolve
        # to 127.0.0.1
        if socket.gethostbyname(get_hostname()).startswith('127.'):
            raise MissingConfigurationException(('Node hostname %s resolves to the localhost.'
                                                 ' Instead it should resolve to the cluster'
                                                 ' IP address'))
        resolve_ip = socket.gethostbyname(get_hostname())
        if resolve_ip != cluster_ip:
            raise MissingConfigurationException(('The local hostname (%s) should resolve the'
                                                 ' cluster IP address (%s). Instead it resolves'
                                                 ' to \'%s\'. Please correct this issue before'
                                                 ' continuing.') %
                                                (get_hostname(), cluster_ip, resolve_ip))


    @Pyro4.expose()
    @locking_method()
    def add_node(self, node_connection_string):
        """Connect to a remote MCVirt machine, setup shared authentication
        and clusters the machines.
        """
        # Ensure the user has privileges to manage the cluster
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_CLUSTER)

        # Ensure that the IP address configurations has been made correctly
        self.check_ip_configuration()

        try:
            config_json = base64.b64decode(node_connection_string)
            node_config = json.loads(config_json)
            assert 'username' in node_config and node_config['username']
            assert 'password' in node_config and node_config['password']
            assert 'ip_address' in node_config and node_config['ip_address']
            assert 'hostname' in node_config and node_config['hostname']
            assert 'ca_cert' in node_config and node_config['ca_cert']
        except (TypeError, ValueError, AssertionError):
            raise InvalidConnectionString('Connection string is invalid')

        # Determine if node is already connected to cluster
        if self.check_node_exists(node_config['hostname']):
            raise NodeAlreadyPresent(
                'Node %s is already connected to the cluster' % node_config['hostname'])

        # Create CA public key for machine
        ssl_object = self._get_registered_object(
            'certificate_generator_factory'
        ).get_cert_generator(node_config['hostname'])
        ssl_object.ca_pub_file = node_config['ca_cert']

        # Check remote machine, to ensure it can be synced without any
        # conflicts
        remote = Connection(username=node_config['username'], password=node_config['password'],
                            host=node_config['hostname'])
        self.check_remote_machine(remote)
        remote = None
        original_cluster_nodes = self.get_nodes()

        # Add remote node
        self.add_node_configuration(node_name=node_config['hostname'],
                                    ip_address=node_config['ip_address'],
                                    connection_user=node_config['username'],
                                    connection_password=node_config['password'],
                                    ca_key=node_config['ca_cert'])

        # Obtain node connection to new node
        remote_node = self.get_remote_node(node_config['hostname'])

        # Generate local connection user for new remote node
        local_connection_info = self.generate_connection_info()

        # Add the local node to the new remote node
        remote_cluster_instance = remote_node.get_connection('cluster')
        remote_cluster_instance.add_node_configuration(
            node_name=local_connection_info[0], ip_address=local_connection_info[1],
            connection_user=local_connection_info[2],
            connection_password=local_connection_info[3],
            ca_key=local_connection_info[4]
        )

        new_node_cert_gen_factory = remote_node.get_connection('certificate_generator_factory')

        # Create client certificates for libvirt for the new node to connect to the
        # current cluster node
        new_node_cert_gen = new_node_cert_gen_factory.get_cert_generator(get_hostname())
        remote_node.annotate_object(new_node_cert_gen)

        # Generate CSR
        csr = new_node_cert_gen.generate_csr()

        # Sign CSR
        cert_gen_factory = self._get_registered_object('certificate_generator_factory')
        cert_gen = cert_gen_factory.get_cert_generator(node_config['hostname'],
                                                       remote=True)
        pub_key = cert_gen.sign_csr(csr)

        # Add public key to new node
        new_node_cert_gen.add_public_key(pub_key)

        # Create client certificate for libvirt for the current cluster node to connect
        # to the new node
        cert_gen = cert_gen_factory.get_cert_generator(node_config['hostname'])

        # Generate CSR
        csr = cert_gen.generate_csr()

        # Sign CSR
        new_node_cert_gen = new_node_cert_gen_factory.get_cert_generator(
            get_hostname(), remote=True)
        remote_node.annotate_object(new_node_cert_gen)
        pub_key = new_node_cert_gen.sign_csr(csr)

        # Add public key to local node
        cert_gen.add_public_key(pub_key)

        # Sync credentials to/from old nodes in the cluster
        for original_node in original_cluster_nodes:
            # Share connection information between cluster node and new node
            original_node_remote = self.get_remote_node(original_node)
            original_cluster = original_node_remote.get_connection('cluster')
            original_node_con_info = original_cluster.generate_connection_info()
            remote_cluster_instance.add_node_configuration(
                node_name=original_node_con_info[0],
                ip_address=original_node_con_info[1],
                connection_user=original_node_con_info[2],
                connection_password=original_node_con_info[3],
                ca_key=original_node_con_info[4]
            )

            new_node_con_info = remote_cluster_instance.generate_connection_info()
            original_cluster.add_node_configuration(node_name=new_node_con_info[0],
                                                    ip_address=new_node_con_info[1],
                                                    connection_user=new_node_con_info[2],
                                                    connection_password=new_node_con_info[3],
                                                    ca_key=new_node_con_info[4])

            # Create client certificates for libvirt for the new node to connect to the
            # current cluster node
            new_node_cert_gen = new_node_cert_gen_factory.get_cert_generator(original_node)
            remote_node.annotate_object(new_node_cert_gen)
            csr = new_node_cert_gen.generate_csr()
            original_node_cert_gen_factory = original_node_remote.get_connection(
                'certificate_generator_factory')
            original_node_cert_gen = original_node_cert_gen_factory.get_cert_generator(
                node_config['hostname'], remote=True
            )
            original_node_remote.annotate_object(original_node_cert_gen)
            pub_key = original_node_cert_gen.sign_csr(csr)
            new_node_cert_gen.add_public_key(pub_key)

            # Create client certificate for libvirt for the current cluster node to connect
            # to the new node
            original_node_cert_gen = original_node_cert_gen_factory.get_cert_generator(node_config[
                                                                                       'hostname'])
            original_node_remote.annotate_object(original_node_cert_gen)

            # Generate CSR
            csr = original_node_cert_gen.generate_csr()

            # Sign CSR
            new_node_cert_gen = new_node_cert_gen_factory.get_cert_generator(
                original_node, remote=True)
            remote_node.annotate_object(new_node_cert_gen)
            pub_key = new_node_cert_gen.sign_csr(csr)

            # Add public key to original node
            original_node_cert_gen.add_public_key(pub_key)

        # If Drbd is enabled on the local node, configure/enable it on the remote node
        if self._get_registered_object('node_drbd').is_enabled():
            remote_drbd = remote_node.get_connection('node_drbd')
            remote_drbd.enable(secret=MCVirtConfig().get_config()['drbd']['secret'])

        # Sync users
        self.sync_users(remote_node)

        # Sync networks
        self.sync_networks(remote_node)

        # Sync global permissions
        self.sync_permissions(remote_node)

        # Sync VMs
        self.sync_virtual_machines(remote_node)

[docs]    def sync_users(self, remote_node):
        """Synchronise the local users with the remote node"""
        # Remove all users on the remote node
        remote_user_factory = remote_node.get_connection('user_factory')
        for remote_user in remote_user_factory.get_all_users():
            remote_node.annotate_object(remote_user)
            remote_user.delete()

        user_factory = self._get_registered_object('user_factory')
        for user in user_factory.get_all_users():
            remote_user_factory.add_config(user.get_username(), user.get_config())


[docs]    def sync_networks(self, remote_object):
        """Add the local networks to the remote node"""
        network_factory = self._get_registered_object('network_factory')

        # Remove all networks from remote node
        remote_network_factory = remote_object.get_connection('network_factory')
        for remote_network in remote_network_factory.get_all_network_objects():
            remote_object.annotate_object(remote_network)
            remote_network.delete()

        for network in network_factory.get_all_network_objects():
            remote_network_factory.create(name=network.get_name(),
                                          physical_interface=network.get_adapter())


[docs]    def sync_permissions(self, remote_object):
        """Duplicate the global permissions on the local node onto the remote node"""
        auth_instance = self._get_registered_object('auth')
        remote_auth_instance = remote_object.get_connection('auth')
        remote_user_factory = remote_object.get_connection('user_factory')

        # Sync superusers
        for superuser in auth_instance.get_superusers():
            remote_user_object = remote_user_factory.get_user_by_username(superuser)
            remote_object.annotate_object(remote_user_object)
            remote_auth_instance.add_superuser(remote_user_object)

        # Iterate over the permission groups, adding all of the members to the group
        # on the remote node
        for group in auth_instance.get_permission_groups():
            users = auth_instance.get_users_in_permission_group(group)
            for user in users:
                user_object = remote_user_factory.get_user_by_username(user)
                remote_object.annotate_object(user_object)
                remote_auth_instance.add_user_permission_group(group, user_object)


[docs]    def sync_virtual_machines(self, remote_object):
        """Duplicate the VM configurations on the local node onto the remote node"""
        virtual_machine_factory = self._get_registered_object('virtual_machine_factory')
        network_adapter_factory = self._get_registered_object('network_adapter_factory')
        remote_virtual_machine_factory = remote_object.get_connection('virtual_machine_factory')

        # Obtain list of local VMs
        for vm_object in virtual_machine_factory.getAllVirtualMachines():
            remote_virtual_machine_object = remote_virtual_machine_factory.create(
                name=vm_object.get_name(), cpu_cores=vm_object.getCPU(),
                memory_allocation=vm_object.getRAM(), hard_drives=[],
                node=vm_object.getNode(), available_nodes=vm_object.getAvailableNodes()
            )
            remote_object.annotate_object(remote_virtual_machine_object)

            # Add each of the disks to the VM
            for hard_disk in vm_object.getHardDriveObjects():
                remote_hard_drive_object = hard_disk.get_remote_object(remote_node=remote_object,
                                                                       registered=False)
                remote_hard_drive_object.addToVirtualMachine()

            remote_network_factory = remote_object.get_connection('network_factory')
            remote_network_adapter_factory = remote_object.get_connection(
                'network_adapter_factory'
            )
            network_adapters = network_adapter_factory.getNetworkAdaptersByVirtualMachine(
                vm_object
            )
            for network_adapter in network_adapters:
                # Add network adapters to VM
                remote_network = remote_network_factory.get_network_by_name(
                    network_adapter.getConnectedNetwork())
                remote_network_adapter_factory.create(remote_virtual_machine_object,
                                                      remote_network,
                                                      mac_address=network_adapter.getMacAddress())

            # Sync permissions to VM on remote node
            auth_instance = self._get_registered_object('auth')
            remote_auth_instance = remote_object.get_connection('auth')
            remote_user_factory = remote_object.get_connection('user_factory')
            for group in auth_instance.get_permission_groups():
                users = auth_instance.get_users_in_permission_group(group, vm_object)
                for user in users:
                    user_object = remote_user_factory.get_user_by_username(user)
                    remote_object.annotate_object(user_object)
                    remote_auth_instance.add_user_permission_group(group, user_object,
                                                                   remote_virtual_machine_object)

            # Set the VM node
            remote_virtual_machine_object.setNodeRemote(vm_object.getNode())


[docs]    def check_remote_machine(self, remote_connection):
        """Perform checks on the remote node to ensure that there will be
        no object conflicts when syncing the Network and VM configurations
        """
        # Ensure that the remote node has no cluster nodes
        remote_cluster = remote_connection.get_connection('cluster')
        if len(remote_cluster.get_nodes(return_all=True)):
            raise RemoteObjectConflict('Remote node already has nodes attached')

        # Determine if any of the local networks/VMs exist on the remote node
        remote_network_factory = remote_connection.get_connection('network_factory')

        # Check that each of the interfaces, used for the networks, is present on the
        # remote node
        network_factory = self._get_registered_object('network_factory')
        for local_network in network_factory.get_all_network_objects():
            if not remote_network_factory.interface_exists(local_network.get_adapter()):
                raise RemoteObjectConflict('Network interface %s does not exist on remote node' %
                                           local_network.get_adapter())

        # Determine if there are any VMs on the remote node
        remote_virtual_machine_factory = remote_connection.get_connection(
            'virtual_machine_factory')
        if len(remote_virtual_machine_factory.getAllVirtualMachines()):
            raise RemoteObjectConflict(('Target node contains VMs.'
                                        ' These must be removed before adding to a cluster'))

        # If Drbd is enabled on the local machine, ensure it is installed on the remote machine
        # and is not already enabled
        remote_node_drbd = remote_connection.get_connection('node_drbd')

        if self._get_registered_object('node_drbd').is_enabled():
            if not remote_node_drbd.is_installed():
                raise DrbdNotInstalledException('Drbd is not installed on the remote node')

        if remote_node_drbd.is_enabled():
            raise DrbdNotInstalledException('Drbd is already enabled on the remote node')


    @Pyro4.expose()
    @locking_method()
    def remove_node(self, node_name_to_remove):
        """Remove a node from the MCVirt cluster"""
        # Ensure the user has privileges to manage the cluster
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_CLUSTER)

        # Ensure node exists
        self.ensure_node_exists(node_name_to_remove)

        # Check for any VMs that the node, to be removed, is available to
        vm_factory = self._get_registered_object('virtual_machine_factory')
        all_vm_objects = vm_factory.getAllVirtualMachines()
        for vm_object in all_vm_objects:
            vm_available_nodes = vm_object.getAvailableNodes()
            if len(vm_available_nodes) > 1 and node_name_to_remove in vm_available_nodes:
                raise RemoteObjectConflict('The remote node is available to VM: %s' %
                                           vm_object.get_name())

        # Get a list of remote cluster nodes that will remain in the cluster.
        all_nodes = self.get_nodes(return_all=True)
        all_nodes.remove(node_name_to_remove)

        def remove_vm(remote_connection, vm_name):
            remote_vm_factory = remote_connection.get_connection('virtual_machine_factory')
            remote_vm = remote_vm_factory.getVirtualMachineByName(vm_name)
            remote_connection.annotate_object(remote_vm)
            remote_vm.delete(remove_data=True, local_only=True)

        # Remove any VMs that are only present on the remote node
        node_to_remove_con = self.get_remote_node(node_name_to_remove)
        for vm_object in all_vm_objects:
            if vm_object.getAvailableNodes() == [node_name_to_remove]:
                vm_object.delete(remove_data=True, local_only=True)
                self.run_remote_command(callback_method=remove_vm, nodes=all_nodes,
                                        kwargs={'vm_name': vm_object.get_name()})
            else:
                remove_vm(node_to_remove_con, vm_object.get_name())

        # Remove the SSL certificates from the other nodes
        self._remove_node_ssl_certificates(node_name_to_remove)

    @Pyro4.expose()
[docs]    def remove_node_ssl_certificates(self, remote_node):
        """Exposed method for _remove_node_ssl_certificates"""
        self._get_registered_object('auth').check_user_type('ClusterUser')
        self._remove_node_ssl_certificates(remote_node)


    def _remove_node_ssl_certificates(self, remote_node):
        """Remove the SSL certificates relating to a node
        that is being removed from the cluster
        """
        if self._is_cluster_master:
            def remove_auth(node_connection, remove_nodes):
                # Removes the SSL certificates for the remote node
                remote_cluster = node_connection.get_connection('cluster')
                for remove_node in remove_nodes:
                    remote_cluster.remove_node_ssl_certificates(remove_node)

            # For all remaining nodes in the cluster, remove all SSL certificates
            # and cluster user for node being removed.
            other_nodes = self.get_nodes()
            other_nodes.remove(remote_node)

            self.run_remote_command(callback_method=remove_auth, nodes=other_nodes,
                                    kwargs={'remove_nodes': [remote_node]})

            # Remove Credentials for all nodes in cluster from node being removed
            other_nodes.append(get_hostname())
            self.run_remote_command(callback_method=remove_auth, nodes=[remote_node],
                                    kwargs={'remove_nodes': other_nodes})

        # Remove authentication from the local node to the node to be removed
        cert_generator = self._get_registered_object(
            'certificate_generator_factory'
        ).get_cert_generator(remote_node)
        cert_generator.remove_certificates()

        # Remove local cluster user
        user_factory = self._get_registered_object('user_factory')
        user = user_factory.get_cluster_user_by_node(remote_node)
        user.delete()

        # Remove configuration for remote node from local config
        self.remove_node_configuration(remote_node)

[docs]    def get_cluster_ip_address(self):
        """Return the cluster IP address of the local node"""
        cluster_config = self.get_cluster_config()
        return cluster_config['cluster_ip']


[docs]    def get_remote_node(self, node, ignore_cluster_master=False):
        """Obtain a Remote object for a node, caching the object"""
        if not self._is_cluster_master and not ignore_cluster_master:
            raise ClusterNotInitialisedException('Cannot get remote node %s' % node +
                                                 ' as the cluster is not initialised')

        node_config = self.get_node_config(node)
        try:
            node_object = Node(node, node_config)
        except:
            if not self._cluster_disabled:
                raise InaccessibleNodeException('Cannot connect to node \'%s\'' % node)
            else:
                Syslogger.logger().error('Cannot connect to node: %s (Ignored)' % node)
            node_object = None
        return node_object


[docs]    def get_cluster_config(self):
        """Get the MCVirt cluster configuration"""
        return MCVirtConfig().get_config()['cluster']


[docs]    def get_node_config(self, node):
        """Return the configuration for a node"""
        self.ensure_node_exists(node)
        return self.get_cluster_config()['nodes'][node]


    @Pyro4.expose()
[docs]    def get_nodes(self, return_all=False):
        """Return an array of node configurations"""
        cluster_config = self.get_cluster_config()
        nodes = cluster_config['nodes'].keys()
        if self._cluster_disabled and not return_all:
            for node in nodes:
                if not node:
                    nodes.remove(node)
        return nodes


[docs]    def run_remote_command(self, callback_method, nodes=None, args=[], kwargs={}):
        """Run a remote command on all (or a given list of) remote nodes"""
        return_data = {}

        # If the user has not specified a list of nodes, obtain all remote nodes
        if nodes is None:
            nodes = self.get_nodes()
        for node in nodes:
            node_object = self.get_remote_node(node)
            if node_object is not None:
                return_data[node] = callback_method(node_object, *args, **kwargs)
        return return_data


[docs]    def check_node_exists(self, node_name):
        """Determine if a node is already present in the cluster"""
        return (node_name in self.get_nodes(return_all=True))


[docs]    def ensure_node_exists(self, node):
        """Check if node exists and throws exception if it does not"""
        if not self.check_node_exists(node):
            raise NodeDoesNotExistException('Node %s does not exist' % node)


[docs]    def remove_node_configuration(self, node_name):
        """Remove an MCVirt node from the configuration and regenerates
        authorized_keys file
        """
        def remove_node_config(mcvirt_config):
            del(mcvirt_config['cluster']['nodes'][node_name])
        MCVirtConfig().update_config(remove_node_config)
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  Source code for mcvirt.auth.session

"""Provide class for managing authentication sessions."""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import os
from binascii import hexlify
import Pyro4

from mcvirt.exceptions import (AuthenticationError, CurrentUserError,
                               UserDoesNotExistException)
from mcvirt.auth.factory import Factory as UserFactory


[docs]class Session(object):
    """Handle daemon user sessions."""

    USER_SESSIONS = {}

[docs]    def authenticate_user(self, username, password):
        """Authenticate using username/password and store
        session
        """
        user_factory = UserFactory()
        user_object = user_factory.authenticate(username, password)
        if user_object:
            # Generate Session ID
            session_id = Session._generate_session_id()

            # Store session ID and return
            Session.USER_SESSIONS[session_id] = username

            # Return session ID
            return session_id

        raise AuthenticationError('Invalid credentials')


    @staticmethod
    def _generate_session_id():
        """Generate random session ID."""
        return hexlify(os.urandom(8))

[docs]    def authenticate_session(self, username, session):
        """Authenticate user session."""
        if session in Session.USER_SESSIONS and Session.USER_SESSIONS[session] == username:
            user_factory = UserFactory()
            return user_factory.get_user_by_username(username)

        raise AuthenticationError('Invalid session ID')


[docs]    def get_proxy_user_object(self):
        """Return the user that is being proxied as."""
        current_user = self.get_current_user_object()
        user_factory = UserFactory()
        if (current_user.allow_proxy_user and 'proxy_user' in dir(Pyro4.current_context) and
                Pyro4.current_context.proxy_user):
            try:
                return user_factory.get_user_by_username(Pyro4.current_context.proxy_user)
            except UserDoesNotExistException:
                pass
        return current_user


[docs]    def get_current_user_object(self):
        """Return the current user object, based on pyro session."""
        if Pyro4.current_context.session_id:
            session_id = Pyro4.current_context.session_id
            username = Session.USER_SESSIONS[session_id]
            user_factory = UserFactory()
            return user_factory.get_user_by_username(username)
        raise CurrentUserError('Cannot obtain current user')
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  Source code for mcvirt.auth.cluster_user

"""Provide class for managing cluster users."""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

from mcvirt.auth.user_base import UserBase
from mcvirt.mcvirt_config import MCVirtConfig


[docs]class ClusterUser(UserBase):
    """User type for cluster daemon users."""

    USER_PREFIX = 'mcv-cluster-'
    CAN_GENERATE = True
    CLUSTER_USER = True
    DISTRIBUTED = False

    @property
    def allow_proxy_user(self):
        """Connection users can proxy for another user."""
        return True

    @staticmethod
[docs]    def get_default_config():
        """Return the default user config."""
        default_config = UserBase.get_default_config()
        default_config['host'] = None
        return default_config


    @property
    def node(self):
        """Return the node that the user is used for"""
        return self._get_config()['host']

[docs]    def update_host(self, host):
        """Update the host associated with the user."""
        def update_config(config):
            config['users'][self.get_username()]['host'] = host
        MCVirtConfig().update_config(update_config, 'Updated host for \'%s\'' %
                                                    self.get_username())
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  Source code for mcvirt.rpc.certificate_generator

"""Provides class to generate and manage SSL certificates"""
# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4
import os
import shutil

from mcvirt.utils import get_hostname
from mcvirt.system import System
from mcvirt.exceptions import (CACertificateNotFoundException, OpenSSLNotFoundException,
                               MustGenerateCertificateException)
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.auth.permissions import PERMISSIONS


[docs]class CertificateGenerator(PyroObject):
    """
    Class for providing SSL socket wrappers for Pyro.
    Since the MCVirt isn't available for 2/3 of the time that this is used (NS and CLI),
    all methods are static and paths are calculated manually.
    @TODO Fix this in future - create MCVirt config class.
    """

    OPENSSL = '/usr/bin/openssl'

    def __init__(self, server=None, remote=False):
        """Store member variables and ensure that openSSL is installed"""
        if not os.path.isfile(self.OPENSSL):
            raise OpenSSLNotFoundException('openssl not found: %s' % self.OPENSSL)

        if server == 'localhost' or server == '127.0.0.1' or server is None:
            self.server = get_hostname()
        else:
            self.server = server
        self.remote = remote

    @property
    def is_local(self):
        """Determine if the server is the local machine"""
        return (self.server == get_hostname())

    @property
    def ssl_dn(self):
        """"Return the certificate DN is openssl argument format."""
        server = get_hostname() if self.remote else self.server
        return '/C=GB/ST=MCVirt/L=MCVirt/O=MCVirt/CN=%s' % server

    @property
    def ssl_subj(self):
        """Return the SSL DN in regular format"""
        server = get_hostname() if self.remote else self.server
        return 'C=GB,ST=MCVirt,L=MCVirt,O=MCVirt,CN=%s' % server

    @property
    def ssl_directory(self):
        """Return the SSL directory for the server"""
        path = '%s/%s' % (self.ssl_base_directory, self.server)
        if not os.path.exists(path):
            os.makedirs(path)
        return path

    @property
    def ssl_base_directory(self):
        """Return the base SSL directory for the node."""
        path = '/var/lib/mcvirt/%s/ssl' % get_hostname()
        if not os.path.exists(path):
            os.makedirs(path)
        return path

    @property
    def remote_ssl_directory(self):
        """Return the 'remote' subdirectory of server, used for storing certificates that
        are used by a remote server.
        """
        path = os.path.join(self.ssl_directory, 'remote')
        if not os.path.exists(path):
            os.makedirs(path)
        return path

    @property
    def ca_key_file(self):
        """Return/generate the CA prviate key."""
        if not self.is_local:
            raise CACertificateNotFoundException('CA key file not available for remote node')
        path = self._get_certificate_path('capriv.pem')

        if not self._ensure_exists(path, assert_raise=False):
            System.runCommand([self.OPENSSL, 'genrsa', '-out', path, '4096'])

        return path

    @property
    def ca_pub_file(self):
        """Return/generate the CA pub file"""
        base_dir = '/etc/mcvirt' if self.is_local else None

        path = self._get_certificate_path('cacert.pem',
                                          base_dir=base_dir)

        if not self._ensure_exists(path, assert_raise=False) and self.is_local:
            # Generate public key for CA
            System.runCommand([self.OPENSSL, 'req', '-x509', '-new', '-nodes',
                               '-key', self.ca_key_file, '-sha256', '-days', '10240', '-out', path,
                               '-subj', '%s_ca' % self.ssl_dn])

            if self.is_local:
                symlink_path = self._get_certificate_path('cacert.pem')
                os.symlink(path, symlink_path)

        return path

    @ca_pub_file.setter
    def ca_pub_file(self, value):
        """Write the CA public key contents to the file"""
        if self.is_local:
            raise MustGenerateCertificateException(
                'Local machine must generate its CA public file'
            )
        self._write_file(self.ca_pub_file, value)

    @property
    def client_pub_file(self):
        """Return/generate the client public file, used for connecting to the libvirt daemon"""
        return self._get_certificate_path('clientcert.pem', allow_remote=True)

    @client_pub_file.setter
    def client_pub_file(self, value):
        self._write_file(self.client_pub_file, value)

    @property
    def client_key_file(self):
        """Obtain the private key for the client key"""
        path = self._get_certificate_path('clientkey.pem')

        if not self._ensure_exists(path, assert_raise=False):
            System.runCommand([self.OPENSSL, 'genrsa', '-out', path, '2048'])

        return path

    @property
    def client_csr(self):
        """Return the client CSR"""
        return self._get_certificate_path('clientcert.csr', allow_remote=True)

    @client_csr.setter
    def client_csr(self, value):
        """Write the client CSR"""
        self._write_file(self.client_csr, value)

    @property
    def server_pub_file(self):
        """Obtain the server public key file"""
        if not self.is_local:
            raise CACertificateNotFoundException('Server public key not available for remote node')
        path = self._get_certificate_path('servercert.pem')

        if not self._ensure_exists(path, assert_raise=False):
            # Generate certificate request
            ssl_csr = os.path.join(self.ssl_directory, '%s.csr' % self.server)
            System.runCommand([self.OPENSSL, 'req', '-new', '-key', self.server_key_file,
                               '-out', ssl_csr, '-subj', self.ssl_dn])

            # Generate public key
            System.runCommand([self.OPENSSL, 'x509', '-req', '-in', ssl_csr,
                               '-CA', self.ca_pub_file, '-CAkey', self.ca_key_file,
                               '-CAcreateserial', '-out', path, '-outform', 'PEM',
                               '-days', '10240', '-sha256'])

        return path

    @property
    def server_key_file(self):
        """Obtain the server private key file"""
        if not self.is_local:
            raise CACertificateNotFoundException('Server key file not available for remote node')

        path = self._get_certificate_path('serverkey.pem')
        if not self._ensure_exists(path, assert_raise=False):
            # Generate new SSL private key
            System.runCommand([self.OPENSSL, 'genrsa', '-out', path, '2048'])
        return path

    def _get_certificate_path(self, certname, base_dir=None, allow_remote=False):
        if base_dir is None:
            if allow_remote and self.remote:
                base_dir = self.remote_ssl_directory
            else:
                base_dir = self.ssl_directory

        return os.path.join(base_dir, certname)

    def _ensure_exists(self, certpath, assert_raise=True):
        if not os.path.exists(certpath):
            if assert_raise:
                raise CACertificateNotFoundException(
                    '%s certificate could not be found for %s' % (certpath, self.server)
                )
            return False
        return True

    def _read_file(self, certpath):
        """Obtain the contents of a local certificate"""
        with open(certpath, 'r') as cert_fh:
            cert_contents = cert_fh.read()
        return cert_contents

    def _write_file(self, certpath, cert_contents):
        """Create a local certificate file"""
        with open(certpath, 'w') as cert_fh:
            cert_fh.write(cert_contents)

[docs]    def check_certificates(self, check_client=True):
        """Ensure that the required certificates are available
        to start the daemon and connect to the local host
        """
        # Ensure that the server certificates exist
        self.ca_pub_file
        self.server_pub_file

        # Ensure that the client certificate exists
        if check_client and not self._ensure_exists(self.client_pub_file, assert_raise=False):
            cert_gen_factory = self._get_registered_object('certificate_generator_factory')
            local_remote = cert_gen_factory.get_cert_generator('localhost', remote=True)
            csr = self._generate_csr()
            pub_key = local_remote._sign_csr(csr)
            self._add_public_key(pub_key)


    @Pyro4.expose()
[docs]    def generate_csr(self):
        """Generate a certificate request for the remote server"""
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_CLUSTER)
        return self._generate_csr()


    def _generate_csr(self):
        System.runCommand(['openssl', 'req', '-new', '-key', self.client_key_file,
                           '-out', self.client_csr, '-subj', self.ssl_dn])
        return self._read_file(self.client_csr)

    @Pyro4.expose()
[docs]    def sign_csr(self, csr):
        """Sign the CSR for a remote SSL certificate."""
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_CLUSTER)
        return self._sign_csr(csr)


    def _sign_csr(self, csr):
        self.client_csr = csr
        cert_gen_factory = self._get_registered_object('certificate_generator_factory')
        local_server = cert_gen_factory.get_cert_generator('localhost')
        System.runCommand(['openssl', 'x509', '-req', '-extensions', 'usr_cert',
                           '-in', self.client_csr, '-CA', local_server.ca_pub_file,
                           '-CAkey', local_server.ca_key_file, '-CAcreateserial',
                           '-out', self.client_pub_file, '-outform', 'PEM', '-days', '10240',
                           '-sha256'])

        # Regenerate libvirtd configuration, allowing access to this certificate
        if self.is_local:
            self._get_registered_object('libvirt_config').hard_restart = True
        self._get_registered_object('libvirt_config').generate_config()
        return self._read_file(self.client_pub_file)

    @Pyro4.expose()
[docs]    def remove_certificates(self):
        """Remove a certificate directory for a node"""
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_CLUSTER)
        shutil.rmtree(self.ssl_directory)


    @Pyro4.expose()
[docs]    def add_public_key(self, key):
        """Add the public key for a remote node"""
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_CLUSTER)
        return self._add_public_key(key)


    def _add_public_key(self, key):
        self.client_pub_file = key

[docs]    def get_ca_contents(self):
        """Return the contents of the local CA certificate"""
        return self._read_file(self.ca_pub_file)
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  Source code for mcvirt.rpc.ssl_socket

"""Provides methods for wrapping Pyro methods with SSL"""
# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

from Pyro4 import socketutil
import ssl
import socket

from mcvirt.rpc.certificate_generator_factory import CertificateGeneratorFactory


[docs]class SSLSocket(object):
    """Provides methods for wrapping Pyro methods with SSL"""

    @staticmethod
[docs]    def wrap_socket(socket_object, *args, **kwargs):
        """Wrap a Pyro socket connection with SSL"""
        server_side = ('bind' in kwargs.keys())
        ssl_kwargs = {
            'do_handshake_on_connect': True,
            'ssl_version': ssl.PROTOCOL_TLSv1,
            'server_side': server_side
        }
        cert_gen_factory = CertificateGeneratorFactory()
        if server_side:
            cert_gen = cert_gen_factory.get_cert_generator(server='localhost')
            cert_gen.check_certificates(check_client=False)
            ssl_kwargs['keyfile'] = cert_gen.server_key_file
            ssl_kwargs['certfile'] = cert_gen.server_pub_file
        else:
            # Determine if hostname is an IP address
            try:
                socket.inet_aton(kwargs['connect'][0])
                hostname = socket.gethostbyaddr(kwargs['connect'][0])[0]
            except socket.error:
                hostname = kwargs['connect'][0]

            cert_gen = cert_gen_factory.get_cert_generator(hostname)
            ssl_kwargs['cert_reqs'] = ssl.CERT_REQUIRED
            ssl_kwargs['ca_certs'] = cert_gen.ca_pub_file
        return ssl.wrap_socket(socket_object, **ssl_kwargs)


    @staticmethod
[docs]    def create_ssl_socket(*args, **kwargs):
        """Override the Pyro createSocket method and wrap with SSL"""
        socket = socketutil.createSocket(*args, **kwargs)
        ssl_socket = SSLSocket.wrap_socket(socket, *args, **kwargs)
        return ssl_socket


    @staticmethod
[docs]    def create_broadcast_ssl_socket(*args, **kwargs):
        """Override the Pyro createBroadcastSocket method and wrap with SSL"""
        socket = socketutil.createBroadcastSocket(*args, **kwargs)
        ssl_socket = SSLSocket.wrap_socket(socket, *args, **kwargs)
        return ssl_socket
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  Source code for mcvirt.rpc.rpc_daemon

"""Provide class for RPC daemon."""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import atexit
import Pyro4
import signal
import time

from mcvirt.auth.auth import Auth
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.virtual_machine.factory import Factory as VirtualMachineFactory
from mcvirt.iso.factory import Factory as IsoFactory
from mcvirt.node.network.factory import Factory as NetworkFactory
from mcvirt.virtual_machine.hard_drive.factory import Factory as HardDriveFactory
from mcvirt.auth.factory import Factory as UserFactory
from mcvirt.auth.session import Session
from mcvirt.cluster.cluster import Cluster
from mcvirt.virtual_machine.network_adapter.factory import Factory as NetworkAdapterFactory
from mcvirt.logger import Logger
from mcvirt.node.drbd import Drbd as NodeDrbd
from mcvirt.node.node import Node
from mcvirt.rpc.ssl_socket import SSLSocket
from mcvirt.rpc.certificate_generator_factory import CertificateGeneratorFactory
from mcvirt.node.libvirt_config import LibvirtConfig
from mcvirt.libvirt_connector import LibvirtConnector
from mcvirt.utils import get_hostname
from mcvirt.rpc.constants import Annotations
from mcvirt.syslogger import Syslogger
from mcvirt.rpc.daemon_lock import DaemonLock
from mcvirt.client.rpc import Connection


[docs]class BaseRpcDaemon(Pyro4.Daemon):
    """Override Pyro daemon to add authentication checks and MCVirt integration"""

    def __init__(self, *args, **kwargs):
        """Override init to set required configuration and create nameserver connection"""
        # Require all methods/classes to be exposed
        # DO NOT CHANGE THIS OPTION!
        Pyro4.config.REQUIRE_EXPOSE = True

        # Perform super method for init of daemon
        super(BaseRpcDaemon, self).__init__(*args, **kwargs)

        # Store MCVirt instance
        self.registered_factories = {}

[docs]    def validateHandshake(self, conn, data):  # Override name of upstream method # noqa
        """Perform authentication on new connections"""
        # Reset session_id for current context
        Pyro4.current_context.STARTUP_PERIOD = False
        Pyro4.current_context.session_id = None
        Pyro4.current_context.username = None
        Pyro4.current_context.proxy_user = None
        Pyro4.current_context.has_lock = False
        Pyro4.current_context.cluster_master = True

        # Check and store username from connection
        if Annotations.USERNAME not in data:
            raise Pyro4.errors.SecurityError('Username and password or Session must be passed')
        username = str(data[Annotations.USERNAME])

        # If a password has been provided
        try:
            # @TODO - Re-factor as the logic below is duplicated for SESSION_ID in data clause
            if Annotations.PASSWORD in data:
                # Store the password and perform authentication check
                password = str(data[Annotations.PASSWORD])
                session_instance = self.registered_factories['mcvirt_session']
                session_id = session_instance.authenticate_user(username=username,
                                                                password=password)
                if session_id:
                    Pyro4.current_context.username = username
                    Pyro4.current_context.session_id = session_id

                    # If the authenticated user can specify a proxy user, and a proxy user
                    # has been specified, set this in the current context
                    user_object = session_instance.get_current_user_object()
                    if user_object.allow_proxy_user and Annotations.PROXY_USER in data:
                        Pyro4.current_context.proxy_user = data[Annotations.PROXY_USER]

                    # If the user is a cluster/connection user, treat this connection
                    # as a cluster client (the command as been executed on a remote node)
                    # unless specified otherwise
                    auth = self.registered_factories['auth']
                    if user_object.CLUSTER_USER:
                        if user_object.CLUSTER_USER and Annotations.CLUSTER_MASTER in data:
                            Pyro4.current_context.cluster_master = data[Annotations.CLUSTER_MASTER]
                        else:
                            Pyro4.current_context.cluster_master = False
                    else:
                        Pyro4.current_context.cluster_master = True

                    if user_object.CLUSTER_USER and Annotations.HAS_LOCK in data:
                        Pyro4.current_context.has_lock = data[Annotations.HAS_LOCK]
                    else:
                        Pyro4.current_context.has_lock = False

                    if (auth.check_permission(PERMISSIONS.CAN_IGNORE_CLUSTER,
                                              user_object=user_object) and
                            Annotations.IGNORE_CLUSTER in data):
                        Pyro4.current_context.ignore_cluster = data[Annotations.IGNORE_CLUSTER]
                    else:
                        Pyro4.current_context.ignore_cluster = False

                    if (auth.check_permission(PERMISSIONS.CAN_IGNORE_DRBD,
                                              user_object=user_object) and
                            Annotations.IGNORE_Drbd in data):
                        Pyro4.current_context.ignore_drbd = data[Annotations.IGNORE_Drbd]
                    else:
                        Pyro4.current_context.ignore_drbd = False
                    if Pyro4.current_context.cluster_master:
                        self.registered_factories['cluster'].check_node_versions()
                    return session_id

            # If a session id has been passed, store it and check the
            # session_id/username against active sessions
            elif Annotations.SESSION_ID in data:
                session_id = str(data[Annotations.SESSION_ID])
                session_instance = self.registered_factories['mcvirt_session']
                if session_instance.authenticate_session(username=username, session=session_id):
                    Pyro4.current_context.username = username
                    Pyro4.current_context.session_id = session_id

                    # Determine if user can provide alternative users
                    user_object = session_instance.get_current_user_object()
                    if user_object.allow_proxy_user and Annotations.PROXY_USER in data:
                        Pyro4.current_context.proxy_user = data[Annotations.PROXY_USER]

                    # If the user is a cluster/connection user, treat this connection
                    # as a cluster client (the command as been executed on a remote node)
                    # unless specified otherwise
                    auth = self.registered_factories['auth']
                    if user_object.CLUSTER_USER:
                        if user_object.CLUSTER_USER and Annotations.CLUSTER_MASTER in data:
                            Pyro4.current_context.cluster_master = data[Annotations.CLUSTER_MASTER]
                        else:
                            Pyro4.current_context.cluster_master = False
                    else:
                        Pyro4.current_context.cluster_master = True

                    if user_object.CLUSTER_USER and Annotations.HAS_LOCK in data:
                        Pyro4.current_context.has_lock = data[Annotations.HAS_LOCK]
                    else:
                        Pyro4.current_context.has_lock = False

                    if (auth.check_permission(PERMISSIONS.CAN_IGNORE_CLUSTER,
                                              user_object=user_object) and
                            Annotations.IGNORE_CLUSTER in data):
                        Pyro4.current_context.ignore_cluster = data[Annotations.IGNORE_CLUSTER]
                    else:
                        Pyro4.current_context.ignore_cluster = False

                    if (auth.check_permission(PERMISSIONS.CAN_IGNORE_DRBD,
                                              user_object=user_object) and
                            Annotations.IGNORE_Drbd in data):
                        Pyro4.current_context.ignore_drbd = data[Annotations.IGNORE_Drbd]
                    else:
                        Pyro4.current_context.ignore_drbd = False

                    if Pyro4.current_context.cluster_master:
                        self.registered_factories['cluster'].check_node_versions()
                    return session_id
        except Pyro4.errors.SecurityError:
            raise
        except Exception, e:
            print str(e)
        # If no valid authentication was provided, raise an error
        raise Pyro4.errors.SecurityError('Invalid username/password/session')




[docs]class DaemonSession(object):
    """Class for allowing client to obtain the session ID"""

    @Pyro4.expose()
[docs]    def get_session_id(self):
        """Return the client's current session ID"""
        if Pyro4.current_context.session_id:
            return Pyro4.current_context.session_id




[docs]class RpcNSMixinDaemon(object):
    """Wrapper for the daemon. Required since the
    Pyro daemon class overrides get/setattr and other
    built-in object methods
    """

    DAEMON = None

    def __init__(self):
        """Store required object member variables and create MCVirt object"""
        # Initialise Pyro4 with flag to showing that the daemon is being started
        Pyro4.current_context.STARTUP_PERIOD = True

        # Store nameserver, MCVirt instance and create daemon
        self.daemon_lock = DaemonLock()

        Pyro4.config.USE_MSG_WAITALL = False
        Pyro4.config.CREATE_SOCKET_METHOD = SSLSocket.create_ssl_socket
        Pyro4.config.CREATE_BROADCAST_SOCKET_METHOD = SSLSocket.create_broadcast_ssl_socket
        Pyro4.config.THREADPOOL_ALLOW_QUEUE = True
        Pyro4.config.THREADPOOL_SIZE = 128
        self.hostname = get_hostname()

        # Ensure that the required SSL certificates exist
        ssl_socket = CertificateGeneratorFactory().get_cert_generator('localhost')
        ssl_socket.check_certificates(check_client=False)
        ssl_socket = None

        # Wait for nameserver
        self.obtain_connection()

        RpcNSMixinDaemon.DAEMON = BaseRpcDaemon(host=self.hostname)
        self.register_factories()

        # Ensure libvirt is configured
        cert_gen_factory = RpcNSMixinDaemon.DAEMON.registered_factories[
            'certificate_generator_factory']
        cert_gen = cert_gen_factory.get_cert_generator('localhost')
        cert_gen.check_certificates()
        cert_gen = None
        cert_gen_factory = None

        atexit.register(self.shutdown, 'atexit', '')
        for sig in (signal.SIGABRT, signal.SIGILL, signal.SIGINT,
                    signal.SIGSEGV, signal.SIGTERM):
            signal.signal(sig, self.shutdown)

[docs]    def start(self, *args, **kwargs):
        """Start the Pyro daemon"""
        Pyro4.current_context.STARTUP_PERIOD = False
        with DaemonLock.LOCK:
            RpcNSMixinDaemon.DAEMON.requestLoop(*args, **kwargs)
        Syslogger.logger().debug('Daemon request loop finished')


[docs]    def shutdown(self, signum, frame):
        """Shutdown Pyro Daemon"""
        Syslogger.logger().error('Received signal: %s' % signum)
        RpcNSMixinDaemon.DAEMON.shutdown()
        Syslogger.logger().debug('finisehd shutdown')


[docs]    def register(self, obj_or_class, objectId, *args, **kwargs):  # Override upstream # noqa
        """Override register to register object with NS."""
        Syslogger.logger().debug('Registering object: %s' % objectId)
        uri = RpcNSMixinDaemon.DAEMON.register(obj_or_class, *args, **kwargs)
        ns = Pyro4.naming.locateNS(host=self.hostname, port=9090, broadcast=False)
        ns.register(objectId, uri)
        ns = None
        RpcNSMixinDaemon.DAEMON.registered_factories[objectId] = obj_or_class
        return uri


[docs]    def register_factories(self):
        """Register base MCVirt factories with RPC daemon"""
        # Register session class
        self.register(DaemonSession, objectId='session', force=True)

        # Create Virtual machine factory object and register with daemon
        virtual_machine_factory = VirtualMachineFactory()
        self.register(virtual_machine_factory, objectId='virtual_machine_factory', force=True)

        # Create network factory object and register with daemon
        network_factory = NetworkFactory()
        self.register(network_factory, objectId='network_factory', force=True)

        # Create network factory object and register with daemon
        hard_drive_factory = HardDriveFactory()
        self.register(hard_drive_factory, objectId='hard_drive_factory', force=True)

        # Create ISO factory object and register with daemon
        iso_factory = IsoFactory()
        self.register(iso_factory, objectId='iso_factory', force=True)

        # Create auth object and register with daemon
        auth = Auth()
        self.register(auth, objectId='auth', force=True)

        # Create user factory object and register with Daemon
        user_factory = UserFactory()
        self.register(user_factory, objectId='user_factory', force=True)

        # Create cluster object and register with Daemon
        cluster = Cluster()
        self.register(cluster, objectId='cluster', force=True)

        # Create node Drbd object and register with daemon
        node_drbd = NodeDrbd()
        self.register(node_drbd, objectId='node_drbd', force=True)

        # Create network adapter factory and register with daemon
        network_adapter_factory = NetworkAdapterFactory()
        self.register(network_adapter_factory, objectId='network_adapter_factory', force=True)

        # Create node instance and register with daemon
        node = Node()
        self.register(node, objectId='node', force=True)

        # Create logger object and register with daemon
        logger = Logger()
        self.register(logger, objectId='logger', force=True)

        # Create and register SSLSocketFactory object
        certificate_generator_factory = CertificateGeneratorFactory()
        self.register(certificate_generator_factory,
                      objectId='certificate_generator_factory', force=True)

        # Create libvirt config object and register with daemon
        libvirt_config = LibvirtConfig()
        self.register(libvirt_config, objectId='libvirt_config', force=True)

        # Create and register libvirt connector object
        libvirt_connector = LibvirtConnector()
        self.register(libvirt_connector, objectId='libvirt_connector', force=True)

        # Create an MCVirt session
        RpcNSMixinDaemon.DAEMON.registered_factories['mcvirt_session'] = Session()


[docs]    def obtain_connection(self):
        """Attempt to obtain a connection to the name server."""
        while 1:
            try:
                Pyro4.naming.locateNS(host=self.hostname, port=9090, broadcast=False)
                return
            except Exception as e:
                Syslogger.logger().warn('Connecting to name server: %s' % str(e))
                # Wait for 1 second for name server to come up
                time.sleep(1)
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  Source code for mcvirt.rpc.pyro_object

"""Base class for providing Pyro-based methods for objects"""
# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4


[docs]class PyroObject(object):
    """Base class for providing Pyro-based methods for objects"""

    @property
    def _is_pyro_initialised(self):
        """Determine if object is registered with the Pyro deamon"""
        return ('_pyroDaemon' in self.__dict__.keys())

    @property
    def _cluster_disabled(self):
        """Determine if the cluster has been actively disabled"""
        # @TODO Implement this using Pyro annotations and current_context
        if self._is_pyro_initialised and 'ignore_cluster' in dir(Pyro4.current_context):
            return Pyro4.current_context.ignore_cluster
        else:
            return False

    @property
    def _ignore_drbd(self):
        """Determine if DRBD statuses are being actively ignored"""
        if self._is_pyro_initialised and 'ignore_drbd' in dir(Pyro4.current_context):
            return Pyro4.current_context.ignore_drbd
        else:
            return False

    @property
    def _is_cluster_master(self):
        """Determine if the local node is acting as cluster master for the command"""
        if self._is_pyro_initialised and 'cluster_master' in dir(Pyro4.current_context):
            return Pyro4.current_context.cluster_master
        else:
            return True

    def _register_object(self, local_object):
        """Register an object with the pyro daemon"""
        if self._is_pyro_initialised:
            self._pyroDaemon.register(local_object)

    def _convert_remote_object(self, remote_object):
        """Return a local instance of a remote object"""
        # Ensure that object is a remote object
        if self._is_pyro_initialised and '_pyroUri' in dir(remote_object):
            # Obtain daemon instance of object
            return self._pyroDaemon.objectsById[remote_object._pyroUri.object]
        return remote_object

    def _get_registered_object(self, object_name):
        """Return objects registered in the Pyro Daemon"""
        if self._is_pyro_initialised and object_name in self._pyroDaemon.registered_factories:
            return self._pyroDaemon.registered_factories[object_name]
        else:
            return None






          

      

      

    


    
        © Copyright 2015, I.T. Dev Ltd.
      Created using Sphinx 1.3.5.
    

  

_modules/mcvirt/rpc/name_server.html


    
      Navigation


      
        		
          index


        		
          modules |


        		MCVirt 4.0.1 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for mcvirt.rpc.name_server

"""Thread for running the name server"""
# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

from mcvirt.utils import get_hostname
from mcvirt.rpc.ssl_socket import SSLSocket
from mcvirt.mcvirt_config import MCVirtConfig


[docs]class NameServer(object):
    """Thread for running the name server"""

    def __init__(self):
        """Perform configuration of Pyro4"""
        Pyro4.config.USE_MSG_WAITALL = False
        Pyro4.config.THREADPOOL_ALLOW_QUEUE = True
        Pyro4.config.THREADPOOL_SIZE = 128
        Pyro4.config.CREATE_SOCKET_METHOD = SSLSocket.create_ssl_socket
        Pyro4.config.CREATE_BROADCAST_SOCKET_METHOD = SSLSocket.create_broadcast_ssl_socket

[docs]    def start(self):
        """Start the Pyro name server"""
        # self.daemon.requestLoop()
        Pyro4.config.USE_MSG_WAITALL = False
        Pyro4.naming.startNSloop(host=get_hostname(), port=9090, enableBroadcast=False)
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  Source code for mcvirt.rpc.constants

"""Provides constants for the RPC daemon"""
# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>


[docs]class Annotations(object):
    """Pyro annotation names
    @TODO Move to main MCVIrt constants class
    """

    USERNAME = 'USER'
    PASSWORD = 'PASS'
    PROXY_USER = 'ALTU'
    CLUSTER_MASTER = 'CLMA'
    SESSION_ID = 'SEID'
    HAS_LOCK = 'HASL'
    IGNORE_Drbd = 'IGDR'
    IGNORE_CLUSTER = 'IGCL'
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  Source code for mcvirt.virtual_machine.disk_drive

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import libvirt
import xml.etree.ElementTree as ET
import Pyro4

from mcvirt.exceptions import LibvirtException, IsoNotPresentOnDestinationNodeException
from mcvirt.iso.iso import Iso
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.constants import DirectoryLocation


[docs]class DiskDrive(PyroObject):
    """Provides operations to manage the disk drive attached to a VM"""

    def __init__(self, vm_object):
        """Sets member variables and obtains libvirt domain object"""
        self.vm_object = self._convert_remote_object(vm_object)

    @Pyro4.expose()
[docs]    def attachISO(self, iso_object, live=False):
        """Attaches an ISO image to the disk drive of the VM"""
        iso_object = self._convert_remote_object(iso_object)

        # Ensure that the user has permissions to modifiy the VM
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MODIFY_VM,
            self.vm_object
        )

        # Import cdrom XML template
        cdrom_xml = ET.parse(DirectoryLocation.TEMPLATE_DIR + '/cdrom.xml')

        # Add iso image path to cdrom XML
        cdrom_xml.find('source').set('file', iso_object.get_path())
        cdrom_xml_string = ET.tostring(cdrom_xml.getroot(), encoding='utf8', method='xml')

        flags = libvirt.VIR_DOMAIN_AFFECT_LIVE if live else 0

        # Update the libvirt cdrom device
        libvirt_object = self.vm_object._getLibvirtDomainObject()
        if libvirt_object.updateDeviceFlags(cdrom_xml_string, flags):
            raise LibvirtException('An error occurred whilst attaching ISO')


[docs]    def removeISO(self):
        """Removes ISO attached to the disk drive of a VM"""

        # Import cdrom XML template
        cdrom_xml = ET.parse(DirectoryLocation.TEMPLATE_DIR + '/cdrom.xml')

        # Add iso image path to cdrom XML
        cdrom_xml = cdrom_xml.getroot()
        source_xml = cdrom_xml.find('source')

        if (source_xml is not None):
            cdrom_xml.remove(source_xml)
            cdrom_xml_string = ET.tostring(cdrom_xml, encoding='utf8', method='xml')

            # Update the libvirt cdrom device
            if (self.vm_object._getLibvirtDomainObject().updateDeviceFlags(cdrom_xml_string)):
                raise LibvirtException('An error occurred whilst detaching ISO')


[docs]    def getCurrentDisk(self):
        """Returns the path of the disk currently attached to the VM"""
        # Import cdrom XML template
        domain_config = self.vm_object.getLibvirtConfig()
        source_xml = domain_config.find('./devices/disk[@device="cdrom"]/source')

        if (source_xml is not None):
            filename = Iso.get_filename_from_path(source_xml.get('file'))
            return Iso(filename)
        else:
            return None


[docs]    def preOnlineMigrationChecks(self, destination_node_name):
        """Performs pre-online-migration checks"""
        # Determines if an attached ISO is present on the remote node
        if self.getCurrentDisk():
            # @TODO Update
            cluster_instance = self._get_registered_object('cluster')
            return_data = cluster_instance.run_remote_command('iso-get_isos', {},
                                                              nodes=[destination_node_name])
            if self.getCurrentDisk().get_name() not in return_data[destination_node_name]:
                raise IsoNotPresentOnDestinationNodeException(
                    'The ISO attached to \'%s\' (%s) is not present on %s' %
                    (self.vm_object.get_name(), self.getCurrentDisk().get_name(),
                     destination_node_name)
                )
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  Source code for mcvirt.virtual_machine.factory

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4
from texttable import Texttable
import re
from os.path import exists as os_path_exists
from os import makedirs

from mcvirt.virtual_machine.virtual_machine import VirtualMachine
from mcvirt.virtual_machine.virtual_machine_config import VirtualMachineConfig
from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.exceptions import (InvalidNodesException, DrbdNotEnabledOnNode,
                               InvalidVirtualMachineNameException, VmAlreadyExistsException,
                               ClusterNotInitialisedException, NodeDoesNotExistException,
                               VmDirectoryAlreadyExistsException)
from mcvirt.rpc.lock import locking_method
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.utils import get_hostname
from mcvirt.argument_validator import ArgumentValidator
from mcvirt.virtual_machine.hard_drive.base import Driver as HardDriveDriver


[docs]class Factory(PyroObject):
    """Class for obtaining virtual machine objects"""

    OBJECT_TYPE = 'virtual machine'
    VIRTUAL_MACHINE_CLASS = VirtualMachine

    @Pyro4.expose()
[docs]    def getVirtualMachineByName(self, vm_name):
        """Obtain a VM object, based on VM name"""
        ArgumentValidator.validate_hostname(vm_name)
        vm_object = VirtualMachine(self, vm_name)
        self._register_object(vm_object)
        return vm_object


    @Pyro4.expose()
[docs]    def getAllVirtualMachines(self):
        """Return objects for all virtual machines"""
        return [self.getVirtualMachineByName(vm_name) for vm_name in self.getAllVmNames()]


    @Pyro4.expose()
[docs]    def getAllVmNames(self, node=None):
        """Returns a list of all VMs within the cluster or those registered on a specific node"""
        if node is not None:
            ArgumentValidator.validate_hostname(node)
        # If no node was defined, check the local configuration for all VMs
        if (node is None):
            return MCVirtConfig().get_config()['virtual_machines']
        elif node == get_hostname():
            # Obtain array of all domains from libvirt
            all_domains = self._get_registered_object(
                'libvirt_connector').get_connection().listAllDomains()
            return [vm.name() for vm in all_domains]
        else:
            # Return list of VMs registered on remote node
            cluster = self._get_registered_object('cluster')

            def remote_command(node_connection):
                virtual_machine_factory = node_connection.get_connection('virtual_machine_factory')
                return virtual_machine_factory.getAllVmNames(node=node)
            return cluster.run_remote_command(callback_method=remote_command, nodes=[node])[node]


    @Pyro4.expose()
    @locking_method()
    def listVms(self):
        """Lists the VMs that are currently on the host"""
        table = Texttable()
        table.set_deco(Texttable.HEADER | Texttable.VLINES)
        table.header(('VM Name', 'State', 'Node'))

        for vm_object in self.getAllVirtualMachines():
            table.add_row((vm_object.get_name(), vm_object._getPowerState().name,
                           vm_object.getNode() or 'Unregistered'))
        table_output = table.draw()
        return table_output

    @Pyro4.expose()
[docs]    def check_exists(self, vm_name):
        """Determines if a VM exists, given a name"""
        try:
            ArgumentValidator.validate_hostname(vm_name)
        except (TypeError, InvalidVirtualMachineNameException):
            return False

        return (vm_name in self.getAllVmNames())


    @Pyro4.expose()
[docs]    def checkName(self, name, ignore_exists=False):
        try:
            ArgumentValidator.validate_hostname(name)
        except TypeError:
            raise InvalidVirtualMachineNameException(
                'Error: Invalid VM Name - VM Name can only contain 0-9 a-Z and dashes'
            )

        if len(name) < 3:
            raise InvalidVirtualMachineNameException('VM Name must be at least 3 characters long')

        if self.check_exists(name) and not ignore_exists:
            raise VmAlreadyExistsException('VM already exists')

        return True


    @Pyro4.expose()
    @locking_method(instance_method=True)
    def create(self, *args, **kwargs):
        """Exposed method for creating a VM, that performs a permission check"""
        self._get_registered_object('auth').assert_permission(PERMISSIONS.CREATE_VM)
        return self._create(*args, **kwargs)

    @locking_method(instance_method=True)
    def _create(self, name, cpu_cores, memory_allocation, hard_drives=[],
                network_interfaces=[], node=None, available_nodes=[], storage_type=None,
                hard_drive_driver=None):
        """Creates a VM and returns the virtual_machine object for it"""
        self.checkName(name)
        ArgumentValidator.validate_positive_integer(cpu_cores)
        ArgumentValidator.validate_positive_integer(memory_allocation)
        for hard_drive in hard_drives:
            ArgumentValidator.validate_positive_integer(hard_drive)
        if network_interfaces:
            for network_interface in network_interfaces:
                ArgumentValidator.validate_network_name(network_interface)
        if node is not None:
            ArgumentValidator.validate_hostname(node)
        for available_node in available_nodes:
            ArgumentValidator.validate_hostname(available_node)
        assert storage_type in [None] + [
            storage_type_itx.__name__ for storage_type_itx in self._get_registered_object(
                'hard_drive_factory').STORAGE_TYPES
        ]
        if hard_drive_driver is not None:
            HardDriveDriver[hard_drive_driver]

        # Ensure the cluster has not been ignored, as VMs cannot be created with MCVirt running
        # in this state
        if self._cluster_disabled:
            raise ClusterNotInitialisedException('VM cannot be created whilst the cluster' +
                                                 ' is not initialised')

        # Determine if VM already exists
        if self.check_exists(name):
            raise VmAlreadyExistsException('Error: VM already exists')

        # If a node has not been specified, assume the local node
        if node is None:
            node = get_hostname()

        # If Drbd has been chosen as a storage type, ensure it is enabled on the node
        node_drbd = self._get_registered_object('node_drbd')
        if storage_type == 'Drbd' and not node_drbd.is_enabled():
            raise DrbdNotEnabledOnNode('Drbd is not enabled on this node')

        # Create directory for VM on the local and remote nodes
        if os_path_exists(VirtualMachine._get_vm_dir(name)):
            raise VmDirectoryAlreadyExistsException('Error: VM directory already exists')

        # If available nodes has not been passed, assume the local machine is the only
        # available node if local storage is being used. Use the machines in the cluster
        # if Drbd is being used
        cluster_object = self._get_registered_object('cluster')
        all_nodes = cluster_object.get_nodes(return_all=True)
        all_nodes.append(get_hostname())

        if len(available_nodes) == 0:
            if storage_type == 'Drbd':
                # If the available nodes are not specified, use the
                # nodes in the cluster
                available_nodes = all_nodes
            else:
                # For local VMs, only use the local node as the available nodes
                available_nodes = [get_hostname()]

        # If there are more than the maximum number of Drbd machines in the cluster,
        # add an option that forces the user to specify the nodes for the Drbd VM
        # to be added to
        if storage_type == 'Drbd' and len(available_nodes) != node_drbd.CLUSTER_SIZE:
            raise InvalidNodesException('Exactly two nodes must be specified')

        for check_node in available_nodes:
            if check_node not in all_nodes:
                raise NodeDoesNotExistException('Node \'%s\' does not exist' % check_node)

        if get_hostname() not in available_nodes and self._is_cluster_master:
            raise InvalidNodesException('One of the nodes must be the local node')

        # Create directory for VM
        makedirs(VirtualMachine._get_vm_dir(name))

        # Add VM to MCVirt configuration
        def updateMCVirtConfig(config):
            config['virtual_machines'].append(name)
        MCVirtConfig().update_config(
            updateMCVirtConfig,
            'Adding new VM \'%s\' to global MCVirt configuration' %
            name)

        # Create VM configuration file
        VirtualMachineConfig.create(name, available_nodes, cpu_cores, memory_allocation)

        # Add VM to remote nodes
        if self._is_cluster_master:
            def remote_command(remote_connection):
                virtual_machine_factory = remote_connection.get_connection(
                    'virtual_machine_factory'
                )
                virtual_machine_factory.create(
                    name=name, memory_allocation=memory_allocation, cpu_cores=cpu_cores,
                    node=node, available_nodes=available_nodes
                )
            cluster_object.run_remote_command(callback_method=remote_command)

        # Obtain an object for the new VM, to use to create disks/network interfaces
        vm_object = self.getVirtualMachineByName(name)
        vm_object.get_config_object().gitAdd('Created VM \'%s\'' % vm_object.get_name())

        if node == get_hostname():
            # Register VM with LibVirt. If MCVirt has not been initialised on this node,
            # do not set the node in the VM configuration, as the change can't be
            # replicated to remote nodes
            vm_object._register(set_node=self._is_cluster_master)
        elif self._is_cluster_master:
            # If MCVirt has been initialised on this node and the local machine is
            # not the node that the VM will be registered on, set the node on the VM
            vm_object._setNode(node)

        if self._is_cluster_master:
            # Create disk images
            hard_drive_factory = self._get_registered_object('hard_drive_factory')
            for hard_drive_size in hard_drives:
                hard_drive_factory.create(vm_object=vm_object, size=hard_drive_size,
                                          storage_type=storage_type, driver=hard_drive_driver)

            # If any have been specified, add a network configuration for each of the
            # network interfaces to the domain XML
            network_adapter_factory = self._get_registered_object('network_adapter_factory')
            network_factory = self._get_registered_object('network_factory')
            if network_interfaces is not None:
                for network in network_interfaces:
                    network_object = network_factory.get_network_by_name(network)
                    network_adapter_factory.create(vm_object, network_object)

        return vm_object
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  Source code for mcvirt.rpc.daemon_lock

"""Provides a locking mechanism for the MCVirt daemon"""
# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import atexit
from lockfile import FileLock
import os
import signal

from mcvirt.constants import DirectoryLocation
from mcvirt.exceptions import MCVirtLockException


[docs]class DaemonLock(object):
    """Provides a lock for the MCVirt daemon"""

    LOCK = None

    def __init__(self, timeout=2):
        """Create the lock file and lock file object and obtains a lock"""
        # Create lock file, if it does not exist
        if not os.path.isfile(DirectoryLocation.LOCK_FILE):
            if not os.path.isdir(DirectoryLocation.LOCK_FILE_DIR):
                os.mkdir(DirectoryLocation.LOCK_FILE_DIR)
            open(DirectoryLocation.LOCK_FILE, 'a').close()

        # Attempt to lock lockfile
        DaemonLock.LOCK = FileLock(DirectoryLocation.LOCK_FILE)

        # Check if lockfile object is already locked
        if DaemonLock.LOCK.is_locked():
            raise MCVirtLockException('An instance of MCVirt is already running')
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  Source code for mcvirt.rpc.lock

"""Provides classes for locking the MCVirt daemon whilst a function is being performed"""
# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4
from threading import Lock

from mcvirt.exceptions import MCVirtException
from mcvirt.logger import Logger, getLogNames
from mcvirt.syslogger import Syslogger


[docs]class MethodLock(object):
    """Class for storing/generating/obtaining a lock object"""

    _lock = None

    @classmethod
[docs]    def get_lock(cls):
        """Obtain the lock object and return"""
        if cls._lock is None:
            cls._lock = Lock()
        return cls._lock




[docs]def locking_method(object_type=None, instance_method=True):
    """Provide a decorator method for locking the node whilst performing the method"""
    def wrapper(callback):
        callback.OBJECT_TYPE = wrapper.object_type
        callback.INSTANCE_METHOD = wrapper.instance_method

        def lock_log_and_call(*args, **kwargs):
            # Attempt to obtain object type and name for logging
            object_name, object_type = getLogNames(callback,
                                                   wrapper.instance_method,
                                                   wrapper.object_type,
                                                   args=args,
                                                   kwargs=kwargs)
            lock = MethodLock.get_lock()

            # If the current Pyro connection has the lock, then do not attempt
            # to lock again, as this will be caused by a locking method calling
            # another locking method, which should not attempt to re-obtain the lock
            requires_lock = (not ('has_lock' in dir(Pyro4.current_context) and
                                  Pyro4.current_context.has_lock))

            logger = Logger()
            if 'proxy_user' in dir(Pyro4.current_context) and Pyro4.current_context.proxy_user:
                username = Pyro4.current_context.proxy_user
            elif 'username' in dir(Pyro4.current_context):
                username = Pyro4.current_context.username
            else:
                username = ''
            if requires_lock:
                log = logger.create_log(callback, user=username,
                                        object_name=object_name,
                                        object_type=object_type)
            else:
                log = None

            if requires_lock:
                lock.acquire()
                # @TODO: lock entire cluster - raise exception if it cannot
                # be obtained in short period (~5 seconds)
                Pyro4.current_context.has_lock = True

            if log:
                log.start()
            response = None
            try:
                response = callback(*args, **kwargs)
            except MCVirtException as e:
                Syslogger.logger().error('An internal MCVirt exception occurred in lock')
                Syslogger.logger().error("".join(Pyro4.util.getPyroTraceback()))
                if log:
                    log.finish_error(e)
                if requires_lock:
                    if lock.locked():
                        lock.release()
                    Pyro4.current_context.has_lock = False
                raise
            except Exception as e:
                Syslogger.logger().error('Unknown exception occurred in lock')
                Syslogger.logger().error("".join(Pyro4.util.getPyroTraceback()))
                if log:
                    log.finish_error_unknown(e)
                if requires_lock:
                    if lock.locked():
                        lock.release()
                    Pyro4.current_context.has_lock = False
                raise
            if log:
                log.finish_success()
            if requires_lock:
                if lock.locked():
                    lock.release()
                Pyro4.current_context.has_lock = False
            return response

        return lock_log_and_call

    wrapper.instance_method = instance_method
    wrapper.object_type = object_type
    return wrapper
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  Source code for mcvirt.virtual_machine.hard_drive.base

"""Provide base operations to manage all hard drives, used by VMs"""
# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4
import os
import xml.etree.ElementTree as ET
from enum import Enum

from mcvirt.exceptions import (HardDriveDoesNotExistException,
                               StorageTypesCannotBeMixedException,
                               LogicalVolumeDoesNotExistException,
                               BackupSnapshotAlreadyExistsException,
                               BackupSnapshotDoesNotExistException,
                               ExternalStorageCommandErrorException,
                               MCVirtCommandException)
from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.system import System
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.exceptions import ReachedMaximumStorageDevicesException
from mcvirt.utils import get_hostname
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.rpc.lock import locking_method
from mcvirt.constants import LockStates


class Driver(Enum):
    """Enums for specifying the hard drive driver type"""

    VIRTIO = 'virtio'
    IDE = 'ide'
    SCSI = 'scsi'
    USB = 'usb'
    SATA = 'sata'
    SD = 'sd'


[docs]class Base(PyroObject):
    """Provides base operations to manage all hard drives, used by VMs"""

    # The maximum number of storage devices for the current type
    MAXIMUM_DEVICES = 1

    # The default driver for the disk
    DEFAULT_DRIVER = Driver.IDE.name

    # Set default options for snapshotting
    SNAPSHOT_SUFFIX = '_snapshot'
    SNAPSHOT_SIZE = '500M'

    def __init__(self, vm_object, disk_id=None, driver=None):
        """Set member variables"""
        self._disk_id = disk_id
        self._driver = driver
        self.vm_object = vm_object

        # If the disk is configured on a VM, obtain
        # the details from the VM configuration
        for key, value in self.getDiskConfig().iteritems():
            setattr(self, key, value)

    @property
    def config_properties(self):
        """Return the disk object config items"""
        return ['disk_id', 'driver']

    def __setattr__(self, name, value):
        """Override setattr to ensure that the value of
        a disk config item is written to, rather than the
        property method
        """
        if name in self.config_properties:
            name = '_%s' % name
        return super(Base, self).__setattr__(name, value)

    @property
    def disk_id(self):
        """Return the disk ID of the current disk, generating a new one
        if there is not already one present
        """
        if self._disk_id is None:
            self._disk_id = self._get_available_id()
        return self._disk_id

    @property
    def _target_dev(self):
        """Determine the target dev, based on the disk's ID"""
        # Use ascii numbers to map 1 => a, 2 => b, etc...
        return 'sd' + chr(96 + int(self.disk_id))

    @property
    def driver(self):
        """Return the disk drive driver name"""
        if self._driver is None:
            self._driver = self.DEFAULT_DRIVER
        return self._driver

[docs]    def get_remote_object(self, node_name=None, remote_node=None, registered=True):
        """Obtain an instance of the current hard drive object on a remote node"""
        cluster = self._get_registered_object('cluster')
        if remote_node is None:
            remote_node = cluster.get_remote_node(node_name)

        remote_vm_factory = remote_node.get_connection('virtual_machine_factory')
        remote_vm = remote_vm_factory.getVirtualMachineByName(self.vm_object.get_name())
        remote_hard_drive_factory = remote_node.get_connection('hard_drive_factory')

        kwargs = {
            'vm_object': remote_vm,
            'disk_id': self.disk_id
        }
        if not registered:
            kwargs['storage_type'] = self.get_type()
            for config in self.config_properties:
                kwargs[config] = getattr(self, config)

        hard_drive_object = remote_hard_drive_factory.getObject(**kwargs)
        remote_node.annotate_object(hard_drive_object)
        return hard_drive_object


    def _get_available_id(self):
        """Obtain the next available ID for the VM hard drive, by scanning the IDs
        of disks attached to the VM
        """
        found_available_id = False
        disk_id = 0
        vm_config = self.vm_object.get_config_object().get_config()
        disks = vm_config['hard_disks']
        while (not found_available_id):
            disk_id += 1
            if not str(disk_id) in disks:
                found_available_id = True

        # Check that the id is less than 4, as a VM can only have a maximum of 4 disks
        if int(disk_id) > self.MAXIMUM_DEVICES:
            raise ReachedMaximumStorageDevicesException(
                'A maximum of %s hard drives can be mapped to a VM' %
                self.MAXIMUM_DEVICES)

        return disk_id

    def _ensure_exists(self):
        """Ensure the disk exists on the local node"""
        if not self._check_exists():
            raise HardDriveDoesNotExistException(
                'Disk %s for %s does not exist' %
                (self.disk_id, self.vm_object.get_name()))

    @Pyro4.expose()
[docs]    def get_type(self):
        """Return the type of storage for the hard drive"""
        return self.__class__.__name__


[docs]    def delete(self):
        """Delete the logical volume for the disk"""
        self._ensure_exists()

        if self.vm_object.isRegisteredLocally():
            # Remove from LibVirt, if registered, so that libvirt doesn't
            # hold the device open when the storage is removed
            self._unregisterLibvirt()

        # Remove backing storage
        self._removeStorage()

        # Remove the hard drive from the MCVirt VM configuration
        self.removeFromVirtualMachine(unregister=False)


[docs]    def duplicate(self, destination_vm_object):
        """Clone the hard drive and attach it to the new VM object"""
        self._ensure_exists()

        # Create new disk object, using the same type, size and disk_id
        new_disk_object = self.__class__(vm_object=destination_vm_object, disk_id=self.disk_id,
                                         driver=self.driver)
        self._register_object(new_disk_object)
        new_disk_object.create(self.getSize())

        source_drbd_block_device = self._getDiskPath()
        destination_drbd_block_device = new_disk_object._getDiskPath()

        # Use dd to duplicate the old disk to the new disk
        command_args = ('dd', 'if=%s' % source_drbd_block_device,
                        'of=%s' % destination_drbd_block_device, 'bs=1M')
        try:
            System.runCommand(command_args)
        except MCVirtCommandException, e:
            new_disk_object.delete()
            raise ExternalStorageCommandErrorException(
                "Error whilst duplicating disk logical volume:\n" + str(e)
            )

        return new_disk_object


    @Pyro4.expose()
    @locking_method()
    def addToVirtualMachine(self, register=True):
        """Add the hard drive to the virtual machine,
           and performs the base function on all nodes in the cluster"""
        # Update the libvirt domain XML configuration
        if self.vm_object.isRegisteredLocally():
            self._registerLibvirt()

        # Update the VM storage config
        self._setVmStorageType()

        # Update VM config file
        def add_disk_to_config(vm_config):
            vm_config['hard_disks'][str(self.disk_id)] = self._getMCVirtConfig()

        self.vm_object.get_config_object().update_config(
            add_disk_to_config, 'Added disk \'%s\' to \'%s\'' %
                                (self.disk_id, self.vm_object.get_name())
        )

        # If the node cluster is initialised, update all remote node configurations
        if self._is_cluster_master:

            # Create list of nodes that the hard drive was successfully added to
            successful_nodes = []
            cluster = self._get_registered_object('cluster')
            try:
                for node in cluster.get_nodes():
                    remote_disk_object = self.get_remote_object(node, registered=False)
                    remote_disk_object.addToVirtualMachine()
                    successful_nodes.append(node)
            except Exception:
                # If the hard drive fails to be added to a node, remove it from all successful nodes
                # and remove from the local node
                for node in successful_nodes:
                    self.get_remote_object(node).removeFromVirtualMachine()

                self.removeFromVirtualMachine(unregister=register, all_nodes=False)
                raise

    @staticmethod
[docs]    def isAvailable(pyro_object):
        """Returns whether the storage type is available on the node"""
        raise NotImplementedError


    @Pyro4.expose()
    @locking_method()
    def removeFromVirtualMachine(self, unregister=False, all_nodes=True):
        """Remove the hard drive from a VM configuration and perform all nodes
           in the cluster"""
        # If the VM that the hard drive is attached to is registered on the local
        # node, remove the hard drive from the LibVirt configuration
        if unregister and self.vm_object.isRegisteredLocally():
            self._unregisterLibvirt()

        # Update VM config file
        def removeDiskFromConfig(vm_config):
            del(vm_config['hard_disks'][str(self.disk_id)])

        self.vm_object.get_config_object().update_config(
            removeDiskFromConfig, 'Removed disk \'%s\' from \'%s\'' %
            (self.disk_id, self.vm_object.get_name()))

        # If the cluster is initialised, run on all nodes that the VM is available on
        if self._is_cluster_master and all_nodes:
            cluster = self._get_registered_object('cluster')
            for node in cluster.get_nodes():
                remote_disk_object = self.get_remote_object(node)
                remote_disk_object.removeFromVirtualMachine()

    def _unregisterLibvirt(self):
        """Removes the hard drive from the LibVirt configuration for the VM"""
        # Update the libvirt domain XML configuration
        def updateXML(domain_xml):
            device_xml = domain_xml.find('./devices')
            disk_xml = device_xml.find(
                './disk/target[@dev="%s"]/..' %
                self._target_dev)
            device_xml.remove(disk_xml)

        # Update libvirt configuration
        self.vm_object._editConfig(updateXML)

    def _registerLibvirt(self):
        """Register the hard drive with the Libvirt VM configuration"""

        def updateXML(domain_xml):
            drive_xml = self._generateLibvirtXml()
            device_xml = domain_xml.find('./devices')
            device_xml.append(drive_xml)

        # Update libvirt configuration
        self.vm_object._editConfig(updateXML)

    def _setVmStorageType(self):
        """Set the VM configuration storage type to the current hard drive type"""
        # Ensure VM has not already been configured with disks that
        # do not match the type specified
        number_of_disks = len(self.vm_object.getHardDriveObjects())
        current_storage_type = self.vm_object.get_config_object(
        ).get_config()['storage_type']
        if current_storage_type != self.get_type():
            if number_of_disks:
                raise StorageTypesCannotBeMixedException(
                    'The VM (%s) is already configured with %s disks' %
                    (self.vm_object.get_name(), current_storage_type))

            def updateStorageTypeConfig(config):
                config['storage_type'] = self.get_type()
            self.vm_object.get_config_object().update_config(
                updateStorageTypeConfig, 'Updated storage type for \'%s\' to \'%s\'' %
                (self.vm_object.get_name(), self.get_type()))

    @Pyro4.expose()
    @locking_method()
    def createLogicalVolume(self, *args, **kwargs):
        """Provides an exposed method for _createLogicalVolume
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._createLogicalVolume(*args, **kwargs)

    def _createLogicalVolume(self, name, size, perform_on_nodes=False):
        """Creates a logical volume on the node/cluster"""
        volume_group = self._getVolumeGroup()

        # Create command list
        command_args = ['/sbin/lvcreate', volume_group, '--name', name, '--size', '%sM' % size]
        try:
            # Create on local node
            System.runCommand(command_args)

            if perform_on_nodes and self._is_cluster_master:
                def remoteCommand(node):
                    remote_disk = self.get_remote_object(remote_node=node, registered=False)
                    remote_disk.createLogicalVolume(name=name, size=size)

                cluster = self._get_registered_object('cluster')
                cluster.run_remote_command(callback_method=remoteCommand,
                                           nodes=self.vm_object._get_remote_nodes())

        except MCVirtCommandException, e:
            # Remove any logical volumes that had been created if one of them fails
            self._removeLogicalVolume(
                name,
                ignore_non_existent=True,
                perform_on_nodes=perform_on_nodes)
            raise ExternalStorageCommandErrorException(
                "Error whilst creating disk logical volume:\n" + str(e)
            )

    @Pyro4.expose()
    @locking_method()
    def removeLogicalVolume(self, *args, **kwargs):
        """Provides an exposed method for _removeLogicalVolume
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._removeLogicalVolume(*args, **kwargs)

    def _removeLogicalVolume(self, name, ignore_non_existent=False,
                             perform_on_nodes=False):
        """Removes a logical volume from the node/cluster"""
        # Create command arguments
        command_args = ['lvremove', '-f', self._getLogicalVolumePath(name)]
        try:
            # Determine if logical volume exists before attempting to remove it
            if (not (ignore_non_existent and
                     not self._checkLogicalVolumeExists(name))):
                System.runCommand(command_args)

            if perform_on_nodes and self._is_cluster_master:
                def remoteCommand(node):
                    remote_disk = self.get_remote_object(remote_node=node, registered=False)
                    remote_disk.removeLogicalVolume(
                        name=name, ignore_non_existent=ignore_non_existent
                    )

                cluster = self._get_registered_object('cluster')
                cluster.run_remote_command(callback_method=remoteCommand,
                                           nodes=self.vm_object._get_remote_nodes())

        except MCVirtCommandException, e:
            raise ExternalStorageCommandErrorException(
                "Error whilst removing disk logical volume:\n" + str(e)
            )

    def _get_logical_volume_size(self, name):
        """Obtains the size of a logical volume"""
        # Use 'lvs' to obtain the size of the disk
        command_args = (
            'lvs',
            '--nosuffix',
            '--noheadings',
            '--units',
            'm',
            '--options',
            'lv_size',
            self._getLogicalVolumePath(name))
        try:
            _, command_output, _ = System.runCommand(command_args)
        except MCVirtCommandException, e:
            raise ExternalStorageCommandErrorException(
                "Error whilst obtaining the size of the logical volume:\n" +
                str(e))

        lv_size = command_output.strip().split('.')[0]
        return int(lv_size)

    @Pyro4.expose()
    @locking_method()
    def zeroLogicalVolume(self, *args, **kwargs):
        """Provides an exposed method for _zeroLogicalVolume
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._zeroLogicalVolume(*args, **kwargs)

    def _zeroLogicalVolume(self, name, size, perform_on_nodes=False):
        """Blanks a logical volume by filling it with null data"""
        # Obtain the path of the logical volume
        lv_path = self._getLogicalVolumePath(name)

        # Create command arguments
        command_args = ['dd', 'if=/dev/zero', 'of=%s' % lv_path, 'bs=1M', 'count=%s' % size,
                        'conv=fsync', 'oflag=direct']
        try:
            # Create logical volume on local node
            System.runCommand(command_args)

            if perform_on_nodes and self._is_cluster_master:
                def remoteCommand(node):
                    remote_disk = self.get_remote_object(remote_node=node, registered=False)
                    remote_disk.zeroLogicalVolume(name=name, size=size)

                cluster = self._get_registered_object('cluster')
                cluster.run_remote_command(callback_method=remoteCommand,
                                           nodes=self.vm_object._get_remote_nodes())

        except MCVirtCommandException, e:
            raise ExternalStorageCommandErrorException(
                "Error whilst zeroing logical volume:\n" + str(e)
            )

    def _ensureLogicalVolumeExists(self, name):
        """Ensures that a logical volume exists, throwing an exception if it does not"""
        if not self._checkLogicalVolumeExists(name):
            raise LogicalVolumeDoesNotExistException(
                'Logical volume %s does not exist on %s' %
                (name, get_hostname()))

    def _checkLogicalVolumeExists(self, name):
        """Determines if a logical volume exists, returning 1 if present and 0 if not"""
        return os.path.lexists(self._getLogicalVolumePath(name))

    def _ensureLogicalVolumeActive(self, name):
        """Ensures that a logical volume is active"""
        if not self._checkLogicalVolumeActive(name):
            raise LogicalVolumeIsNotActive(
                'Logical volume %s is not active on %s' %
                (name, get_hostname()))

    def _checkLogicalVolumeActive(self, name):
        """Checks that a logical volume is active"""
        return os.path.exists(self._getLogicalVolumePath(name))

    @Pyro4.expose()
    @locking_method()
    def activateLogicalVolume(self, *args, **kwargs):
        """Provides an exposed method for _activateLogicalVolume
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._activateLogicalVolume(*args, **kwargs)

    def _activateLogicalVolume(self, name, perform_on_nodes=False):
        """Activates a logical volume on the node/cluster"""
        # Obtain logical volume path
        lv_path = self._getLogicalVolumePath(name)

        # Create command arguments
        command_args = ['lvchange', '-a', 'y', '--yes', lv_path]
        try:
            # Run on the local node
            System.runCommand(command_args)

            if perform_on_nodes and self._is_cluster_master:
                def remoteCommand(node):
                    remote_disk = self.get_remote_object(remote_node=node, registered=False)
                    remote_disk.activateLogicalVolume(name=name)

                cluster = self._get_registered_object('cluster')
                cluster.run_remote_command(callback_method=remoteCommand,
                                           nodes=self.vm_object._get_remote_nodes())

        except MCVirtCommandException, e:
            raise ExternalStorageCommandErrorException(
                "Error whilst activating logical volume:\n" + str(e)
            )

[docs]    def createBackupSnapshot(self):
        """Creates a snapshot of the logical volume for backing up and locks the VM"""
        self._ensure_exists()
        # Ensure the user has permission to delete snapshot backups
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.BACKUP_VM,
            self.vm_object
        )

        # Ensure VM is registered locally
        self.vm_object.ensureRegisteredLocally()

        # Obtain logical volume names/paths
        backup_volume_path = self._getLogicalVolumePath(
            self._getBackupLogicalVolume())
        snapshot_logical_volume = self._getBackupSnapshotLogicalVolume()

        # Determine if logical volume already exists
        if self._checkLogicalVolumeActive(snapshot_logical_volume):
            raise BackupSnapshotAlreadyExistsException(
                'The backup snapshot for \'%s\' already exists: %s' %
                (backup_volume_path, snapshot_logical_volume)
            )

        # Lock the VM
        self.vm_object._setLockState(LockStates.LOCKED)

        try:
            System.runCommand(['lvcreate', '--snapshot', backup_volume_path,
                               '--name', self._getBackupSnapshotLogicalVolume(),
                               '--size', self.SNAPSHOT_SIZE])
            return self._getLogicalVolumePath(snapshot_logical_volume)
        except:
            self.vm_object._setLockState(LockStates.UNLOCKED)
            raise


[docs]    def deleteBackupSnapshot(self):
        """Deletes the backup snapshot for the disk and unlocks the VM"""
        self._ensure_exists()
        # Ensure the user has permission to delete snapshot backups
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.BACKUP_VM,
            self.vm_object
        )

        # Ensure the snapshot logical volume exists
        if not self._checkLogicalVolumeActive(self._getBackupSnapshotLogicalVolume()):
            raise BackupSnapshotDoesNotExistException(
                'The backup snapshot for \'%s\' does not exist' %
                self._getLogicalVolumePath(config._getBackupLogicalVolume())
            )

        System.runCommand(['lvremove', '-f',
                           self._getLogicalVolumePath(self._getBackupSnapshotLogicalVolume())])

        # Unlock the VM
        self.vm_object._setLockState(LockStates.UNLOCKED)


    @Pyro4.expose()
    @locking_method()
    def increaseSize(self, increase_size):
        """Increases the size of a VM hard drive, given the size to increase the drive by"""
        raise NotImplementedError

    def _check_exists(self):
        """Checks if the disk exists"""
        raise NotImplementedError

[docs]    def clone(self, destination_vm_object):
        """Clone a VM, using snapshotting, attaching it to the new VM object"""
        raise NotImplementedError


[docs]    def create(self):
        """Creates a new disk image, attaches the disk to the VM and records the disk
        in the VM configuration"""
        raise NotImplementedError


[docs]    def activateDisk(self):
        """Activates the storage volume"""
        raise NotImplementedError


[docs]    def deactivateDisk(self):
        """Deactivates the storage volume"""
        raise NotImplementedError


[docs]    def preMigrationChecks(self, destination_node):
        """Determines if the disk is in a state to allow the attached VM
           to be migrated to another node"""
        raise NotImplementedError


[docs]    def preOnlineMigration(self):
        """Performs required tasks in order
           for the underlying VM to perform an
           online migration"""
        raise NotImplementedError


[docs]    def postOnlineMigration(self):
        """Performs post tasks after a VM
           has performed an online migration"""
        raise NotImplementedError


[docs]    def getSize(self):
        """Gets the size of the disk (in MB)"""
        raise NotImplementedError


[docs]    def move(self, destination_node, source_node):
        """Moves the storage to another node in the cluster"""
        raise NotImplementedError


    def _getVolumeGroup(self):
        """Returns the node MCVirt volume group"""
        return MCVirtConfig().get_config()['vm_storage_vg']

[docs]    def getDiskConfig(self):
        """Returns the disk configuration for the hard drive"""
        vm_config = self.vm_object.get_config_object().get_config()
        if str(self.disk_id) in vm_config['hard_disks']:
            return vm_config['hard_disks'][str(self.disk_id)]
        else:
            return {}


    def _getLogicalVolumePath(self, name):
        """Returns the full path of a given logical volume"""
        volume_group = self._getVolumeGroup()
        return '/dev/' + volume_group + '/' + name

    def _generateLibvirtXml(self):
        """Creates a basic libvirt XML configuration for the connection to the disk"""
        # Create the base disk XML element
        device_xml = ET.Element('disk')
        device_xml.set('type', 'block')
        device_xml.set('device', 'disk')

        # Configure the interface driver to the disk
        driver_xml = ET.SubElement(device_xml, 'driver')
        driver_xml.set('name', 'qemu')
        driver_xml.set('type', 'raw')
        driver_xml.set('cache', self.CACHE_MODE)

        # Configure the source of the disk
        source_xml = ET.SubElement(device_xml, 'source')
        source_xml.set('dev', self._getDiskPath())

        # Configure the target
        target_xml = ET.SubElement(device_xml, 'target')
        target_xml.set('dev', '%s' % self._target_dev)
        target_xml.set('bus', self._getLibvirtDriver())

        return device_xml

    def _getLibvirtDriver(self):
        """Returns the libvirt name of the driver for the disk"""
        return Driver[self.driver].value

    @Pyro4.expose()
[docs]    def getDiskPath(self):
        """Exposed method for _getDiskPath"""
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MANAGE_CLUSTER
        )
        return self._getDiskPath()


    def _getDiskPath(self):
        """Returns the path of the raw disk image"""
        raise NotImplementedError

    def _getMCVirtConfig(self):
        """Returns the MCVirt configuration for the hard drive object"""
        config = {
            'driver': self.driver
        }
        return config

    def _getBackupLogicalVolume(self):
        """Returns the storage device for the backup"""
        raise NotImplementedError

    def _getBackupSnapshotLogicalVolume(self):
        """Returns the logical volume name for the backup snapshot"""
        raise NotImplementedError
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  Source code for mcvirt.virtual_machine.hard_drive.factory

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

from mcvirt.exceptions import UnknownStorageTypeException, HardDriveDoesNotExistException
from mcvirt.virtual_machine.hard_drive.local import Local
from mcvirt.virtual_machine.hard_drive.drbd import Drbd
from mcvirt.virtual_machine.hard_drive.base import Base
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.rpc.lock import locking_method
from mcvirt.rpc.pyro_object import PyroObject


[docs]class Factory(PyroObject):
    """Provides a factory for creating hard drive/hard drive config objects"""

    STORAGE_TYPES = [Local, Drbd]
    DEFAULT_STORAGE_TYPE = 'Local'
    OBJECT_TYPE = 'hard disk'
    HARD_DRIVE_CLASS = Base

    @Pyro4.expose()
[docs]    def getObject(self, vm_object, disk_id, **config):
        """Returns the storage object for a given disk"""
        vm_object = self._convert_remote_object(vm_object)
        vm_config = vm_object.get_config_object().get_config()
        storage_type = None
        if vm_config['storage_type']:
            storage_type = vm_config['storage_type']

        if 'storage_type' in config:
            if storage_type is None:
                storage_type = config['storage_type']
            del(config['storage_type'])

        hard_drive_object = self.getClass(storage_type)(
            vm_object=vm_object, disk_id=disk_id, **config)
        self._register_object(hard_drive_object)

        return hard_drive_object


    @Pyro4.expose()
    @locking_method()
    def create(self, vm_object, size, storage_type, driver):
        """Performs the creation of a hard drive, using a given storage type"""
        vm_object = self._convert_remote_object(vm_object)

        # Ensure that the user has permissions to add create storage
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MODIFY_VM,
            vm_object
        )

        # Ensure that the storage type:
        # If the VM's storage type has been defined that the specified storage type
        #   matches or has not been defined.
        # Or that the storage type has been specified if the VM's storage type is
        #   not defined
        if vm_object.getStorageType():
            if storage_type and storage_type != vm_object.getStorageType():
                raise UnknownStorageTypeException(
                    'Storage type does not match VMs current storage type'
                )
            storage_type = vm_object.getStorageType()

        available_storage_types = self._getAvailableStorageTypes()
        if storage_type:
            if (storage_type not in
                    [available_storage.__name__ for available_storage in available_storage_types]):
                raise UnknownStorageTypeException('%s is not supported by this node' %
                                                  storage_type)
        else:
            if len(available_storage_types) > 1:
                raise UnknownStorageTypeException('Storage type must be specified')
            elif len(available_storage_types) == 1:
                storage_type = available_storage_types[0].__name__
            else:
                raise UnknownStorageTypeException('There are no storage types available')
        hdd_object = self.getClass(storage_type)(vm_object=vm_object, driver=driver)
        self._register_object(hdd_object)
        hdd_object.create(size=size)
        return hdd_object

    def _getAvailableStorageTypes(self):
        """Returns a list of storage types that are available on the node"""
        available_storage_types = []
        for storage_type in self.STORAGE_TYPES:
            if storage_type.isAvailable(self):
                available_storage_types.append(storage_type)
        return available_storage_types

[docs]    def getStorageTypes(self):
        """Returns the available storage types that MCVirt provides"""
        return self.STORAGE_TYPES


[docs]    def getClass(self, storage_type):
        """Obtains the hard drive class for a given storage type"""
        for hard_drive_class in self.getStorageTypes():
            if (storage_type == hard_drive_class.__name__):
                return hard_drive_class
        raise UnknownStorageTypeException(
            'Attempted to initialise an unknown storage type: %s' %
            (storage_type)
        )


    @Pyro4.expose()
[docs]    def getDrbdObjectByResourceName(self, resource_name):
        """Obtains a hard drive object for a Drbd drive, based on the resource name"""
        node_drbd = self._get_registered_object('node_drbd')
        for hard_drive_object in node_drbd.get_all_drbd_hard_drive_object():
            if hard_drive_object.resource_name == resource_name:
                return hard_drive_object
        raise HardDriveDoesNotExistException(
            'Drbd hard drive with resource name \'%s\' does not exist' %
            resource_name
        )
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  Source code for mcvirt.virtual_machine.virtual_machine

"""Provides virtual machine class."""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import xml.etree.ElementTree as ET
import libvirt
import shutil
from texttable import Texttable
import time
import Pyro4

from mcvirt.constants import DirectoryLocation, PowerStates, LockStates
from mcvirt.exceptions import (MigrationFailureExcpetion, InsufficientPermissionsException,
                               VmAlreadyExistsException, LibvirtException,
                               VmAlreadyStoppedException, VmAlreadyStartedException,
                               VmAlreadyRegisteredException, VmRegisteredElsewhereException,
                               VmRunningException, VmStoppedException, UnsuitableNodeException,
                               VmNotRegistered, CannotStartClonedVmException,
                               CannotCloneDrbdBasedVmsException, CannotDeleteClonedVmException,
                               VirtualMachineLockException, InvalidArgumentException,
                               VirtualMachineDoesNotExistException, VmIsCloneException,
                               VncNotEnabledException, AttributeAlreadyChanged)
from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.virtual_machine.disk_drive import DiskDrive
from mcvirt.virtual_machine.virtual_machine_config import VirtualMachineConfig
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.rpc.lock import locking_method
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.utils import get_hostname
from mcvirt.argument_validator import ArgumentValidator


[docs]class VirtualMachine(PyroObject):
    """Provides operations to manage a LibVirt virtual machine."""

    OBJECT_TYPE = 'virtual machine'

    def __init__(self, virtual_machine_factory, name):
        """Set member variables and obtains LibVirt domain object."""
        self.name = name

        # Check that the domain exists
        if not virtual_machine_factory.check_exists(self.name):
            raise VirtualMachineDoesNotExistException(
                'Error: Virtual Machine does not exist: %s' % self.name
            )

[docs]    def get_remote_object(self):
        """Return a instance of the virtual machine object
        on the machine that the VM is registered
        """
        if self.isRegisteredLocally():
            return self
        elif self.isRegisteredRemotely():
            cluster = self._get_registered_object('cluster')
            remote_node = cluster.get_remote_node(self.getNode())
            remote_vm_factory = remote_node.get_connection('virtual_machine_factory')
            remote_vm = remote_vm_factory.getVirtualMachineByName(self.get_name())
            remote_node.annotate_object(remote_vm)
            return remote_vm
        else:
            raise VmNotRegistered('The VM is not registered on a node')


[docs]    def get_config_object(self):
        """Return the configuration object for the VM"""
        return VirtualMachineConfig(self)


    @Pyro4.expose()
[docs]    def get_name(self):
        """Return the name of the VM"""
        return self.name


    def _getLibvirtDomainObject(self):
        """Look up LibVirt domain object, based on VM name,
        and return object
        """
        # Get the domain object.
        return self._get_registered_object('libvirt_connector').get_connection().lookupByName(
            self.name
        )

    @Pyro4.expose()
[docs]    def get_libvirt_xml(self):
        """Obtain domain XML from libvirt"""
        self._get_registered_object('auth').assert_permission(PERMISSIONS.SUPERUSER)
        return self._getLibvirtDomainObject().XMLDesc()


    @Pyro4.expose()
    @locking_method()
    def stop(self):
        """Stops the VM"""
        # Check the user has permission to start/stop VMs
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.CHANGE_VM_POWER_STATE,
            self
        )

        # Determine if VM is registered on the local machine
        if self.isRegisteredLocally():
            # Determine if VM is running
            if self._getPowerState() is PowerStates.RUNNING:
                try:
                    # Stop the VM
                    self._getLibvirtDomainObject().destroy()
                except Exception, e:
                    raise LibvirtException('Failed to stop VM: %s' % e)
            else:
                raise VmAlreadyStoppedException('The VM is already shutdown')
        elif not self._cluster_disabled and self.isRegisteredRemotely():
            remote_vm = self.get_remote_object()
            remote_vm.stop()
        else:
            raise VmRegisteredElsewhereException(
                'VM registered elsewhere and cluster is not initialised'
            )

    @Pyro4.expose()
    @locking_method()
    def start(self, iso_object=None):
        """Starts the VM"""
        # Check the user has permission to start/stop VMs
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.CHANGE_VM_POWER_STATE,
            self
        )

        if iso_object is not None:
            assert isinstance(self._convert_remote_object(iso_object),
                              self._get_registered_object('iso_factory').ISO_CLASS)

        # Ensure VM is unlocked
        self.ensureUnlocked()

        # Ensure VM is registered locally
        if self.isRegisteredLocally():
            # Ensure VM hasn't been cloned
            if self.getCloneChildren():
                raise CannotStartClonedVmException('Cloned VMs cannot be started')

            # Determine if VM is stopped
            if self._getPowerState() is PowerStates.RUNNING:
                raise VmAlreadyStartedException('The VM is already running')

            for disk_object in self.getHardDriveObjects():
                disk_object.activateDisk()

            disk_drive_object = self.get_disk_drive()
            if iso_object:
                # If an ISO has been specified, attach it to the VM before booting
                # and adjust boot order to boot from ISO first
                disk_drive_object.attachISO(iso_object)
                self.setBootOrder(['cdrom', 'hd'])
            else:
                # If not ISO was specified, remove any attached ISOs and change boot order
                # to boot from HDD
                disk_drive_object.removeISO()
                self.setBootOrder(['hd'])

            # Start the VM
            try:
                self._getLibvirtDomainObject().create()
            except Exception, e:
                raise LibvirtException('Failed to start VM: %s' % e)

        elif not self._cluster_disabled and self.isRegisteredRemotely():
            cluster = self._get_registered_object('cluster')
            remote_node = cluster.get_remote_node(self.getNode())
            vm_factory = remote_node.get_connection('virtual_machine_factory')
            remote_vm = vm_factory.getVirtualMachineByName(self.get_name())
            remote_node.annotate_object(remote_vm)
            if iso_object:
                remote_iso_factory = remote_node.get_connection('iso_factory')
                remote_iso = remote_iso_factory.get_iso_by_name(iso_object.get_name())
                remote_node.annotate_object(remote_iso)
            else:
                remote_iso = None
            remote_vm.start(iso_object=remote_iso)

        else:
            raise VmRegisteredElsewhereException(
                'VM registered elsewhere and cluster is not initialised'
            )

    @Pyro4.expose()
    @locking_method()
    def reset(self):
        """Resets the VM"""
        # Check the user has permission to start/stop VMs
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.CHANGE_VM_POWER_STATE,
            self
        )

        # Ensure VM is unlocked
        self.ensureUnlocked()

        # Ensure VM is registered locally
        if self.isRegisteredLocally():
            # Determine if VM is running
            if self._getPowerState() is PowerStates.RUNNING:
                try:
                    # Reset the VM
                    self._getLibvirtDomainObject().reset()
                except Exception, e:
                    raise LibvirtException('Failed to reset VM: %s' % e)
            else:
                raise VmAlreadyStoppedException('Cannot reset a stopped VM')
        elif self._is_cluster_master and self.isRegisteredRemotely():
            remote_vm = self.get_remote_object()
            remote_vm.reset()
        else:
            raise VmRegisteredElsewhereException(
                'VM registered elsewhere and cluster is not initialised'
            )

    @Pyro4.expose()
[docs]    def getPowerState(self):
        return self._getPowerState().value


    def _getPowerState(self):
        """Returns the power state of the VM in the form of a PowerStates enum"""
        if self.isRegisteredLocally():
            if self._getLibvirtDomainObject().state()[0] == libvirt.VIR_DOMAIN_RUNNING:
                return PowerStates.RUNNING
            else:
                return PowerStates.STOPPED

        elif self.isRegisteredRemotely() and not self._cluster_disabled:
            cluster = self._get_registered_object('cluster')
            remote_object = cluster.get_remote_node(self.getNode(), ignore_cluster_master=True)
            vm_factory = remote_object.get_connection('virtual_machine_factory')
            remote_vm = vm_factory.getVirtualMachineByName(self.get_name())
            remote_object.annotate_object(remote_vm)
            return PowerStates(remote_vm.getPowerState())
        else:
            return PowerStates.UNKNOWN

    @Pyro4.expose()
[docs]    def getInfo(self):
        """Gets information about the current VM"""
        warnings = ''

        if not self.isRegistered():
            warnings += 'Warning: Some details are not available' + \
                        " as the VM is not registered on a node\n"

        if self.isRegisteredRemotely():
            cluster = self._get_registered_object('cluster')
            remote_object = cluster.get_remote_node(self.getNode())
            remote_vm_factory = remote_object.get_connection('virtual_machine_factory')
            remote_vm = remote_vm_factory.getVirtualMachineByName(self.get_name())
            remote_object.annotate_object(remote_vm)
            return remote_vm.getInfo()

        table = Texttable()
        table.set_deco(Texttable.HEADER | Texttable.VLINES)
        table.add_row(('Name', self.get_name()))
        table.add_row(('CPU Cores', self.getCPU()))
        table.add_row(('Memory Allocation', str(int(self.getRAM()) / 1024) + 'MB'))
        table.add_row(('State', self._getPowerState().name))
        table.add_row(('Node', self.getNode()))
        table.add_row(('Available Nodes', ', '.join(self.getAvailableNodes())))

        # Display clone children, if they exist
        clone_children = self.getCloneChildren()
        if len(clone_children):
            table.add_row(('Clone Children', ','.join(clone_children)))

        # Display clone parent, if it exists
        clone_parent = self.getCloneParent()
        if clone_parent:
            table.add_row(('Clone Parent', clone_parent))

        # The ISO can only be displayed if the VM is on the local node
        if self.isRegisteredLocally():
            # Display the path of the attached ISO (if present)
            disk_object = self.get_disk_drive()
            iso_object = disk_object.getCurrentDisk()
            if iso_object:
                disk_name = iso_object.get_name()
            else:
                disk_name = None
        else:
            disk_name = 'Unavailable'

        if disk_name:
            table.add_row(('ISO location', disk_name))

        # Get info for each disk
        disk_objects = self.getHardDriveObjects()
        if len(disk_objects):
            table.add_row(('-- Disk ID --', '-- Disk Size --'))
            for disk_object in disk_objects:
                table.add_row(
                    (str(disk_object.disk_id),
                     str(int(disk_object.getSize()) / 1000) + 'GB')
                )
        else:
            warnings += "No hard disks present on machine\n"

        # Create info table for network adapters
        network_adapter_factory = self._get_registered_object('network_adapter_factory')
        network_adapters = network_adapter_factory.getNetworkAdaptersByVirtualMachine(self)
        if len(network_adapters) != 0:
            table.add_row(('-- MAC Address --', '-- Network --'))
            for network_adapter in network_adapters:
                table.add_row(
                    (network_adapter.getMacAddress(),
                     network_adapter.getConnectedNetwork()))
        else:
            warnings += "No network adapters present on machine\n"

        # Get information about the permissions for the VM
        table.add_row(('-- Group --', '-- Users --'))
        for permission_group in self._get_registered_object('auth').get_permission_groups():
            users = self._get_registered_object('auth').get_users_in_permission_group(
                permission_group,
                self
            )
            users_string = ','.join(users)
            table.add_row((permission_group, users_string))
        return table.draw() + "\n" + warnings


    @Pyro4.expose()
    @locking_method()
    def delete(self, remove_data=False, local_only=False):
        """Delete the VM - removing it from LibVirt and from the filesystem"""
        ArgumentValidator.validate_boolean(remove_data)
        ArgumentValidator.validate_boolean(local_only)

        # Check the user has permission to modify VMs or
        # that the user is the owner of the VM and the VM is a clone
        if not (self._get_registered_object('auth').check_permission(
                PERMISSIONS.MODIFY_VM, self) or
                (self.getCloneParent() and
                    self._get_registered_object('auth').check_permission(
                        PERMISSIONS.DELETE_CLONE, self))
                ):
            raise InsufficientPermissionsException(
                ('User does not have the required permission - '
                 'User must have MODIFY_VM permission or be the owner of the cloned VM')
            )

        # Determine if VM is running
        if self._is_cluster_master and self._getPowerState() == PowerStates.RUNNING:
            raise VmAlreadyStartedException('Error: Can\'t delete running VM')

        # Ensure VM is unlocked
        self.ensureUnlocked()

        # Ensure that VM has not been cloned
        if self.getCloneChildren():
            raise CannotDeleteClonedVmException('Can\'t delete cloned VM')

        # If 'remove_data' has been passed as True, delete disks associated
        # with VM
        if remove_data and get_hostname() in self.getAvailableNodes():
            for disk_object in self.getHardDriveObjects():
                disk_object.delete()

        # 'Undefine' object from LibVirt
        if self.isRegisteredLocally():
            try:
                self._getLibvirtDomainObject().undefine()
            except:
                raise LibvirtException('Failed to delete VM from libvirt')

        # If VM is a clone of another VM, remove it from the configuration
        # of the parent
        if self.getCloneParent():
            def removeCloneChildConfig(vm_config):
                """Remove a given child VM from a parent VM configuration"""
                vm_config['clone_children'].remove(self.get_name())

            vm_factory = self._get_registered_object('virtual_machine_factory')
            parent_vm_object = vm_factory.getVirtualMachineByName(self.getCloneParent())
            parent_vm_object.get_config_object().update_config(
                removeCloneChildConfig, 'Removed clone child \'%s\' from \'%s\'' %
                (self.get_name(), self.getCloneParent()))

        # If 'remove_data' has been passed as True, delete directory
        # from VM storage
        if remove_data:
            # Remove VM configuration file
            self.get_config_object().gitRemove('VM \'%s\' has been removed' % self.name)
            shutil.rmtree(VirtualMachine._get_vm_dir(self.name))

        # Remove VM from MCVirt configuration
        def updateMCVirtConfig(config):
            config['virtual_machines'].remove(self.name)
        MCVirtConfig().update_config(
            updateMCVirtConfig,
            'Removed VM \'%s\' from global MCVirt config' %
            self.name)

        if self._is_cluster_master and not local_only:
            def remote_command(remote_object):
                vm_factory = remote_object.get_connection('virtual_machine_factory')
                remote_vm = vm_factory.getVirtualMachineByName(self.get_name())
                remote_object.annotate_object(remote_vm)
                remote_vm.delete(remove_data=remove_data)
            cluster = self._get_registered_object('cluster')
            remote_object = cluster.run_remote_command(remote_command)

    @Pyro4.expose()
[docs]    def getRAM(self):
        """Returns the amount of memory attached the VM"""
        return self.get_config_object().get_config()['memory_allocation']


    @Pyro4.expose()
    @locking_method()
    def updateRAM(self, memory_allocation, old_value):
        """Updates the amount of RAM allocated to a VM"""
        ArgumentValidator.validate_positive_integer(memory_allocation)
        ArgumentValidator.validate_positive_integer(old_value)

        # Check the user has permission to modify VMs
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MODIFY_VM, self)

        if self.isRegisteredRemotely():
            vm_object = self.get_remote_object()
            return vm_object.updateRAM(memory_allocation, old_value)

        self.ensureRegisteredLocally()

        # Ensure memory_allocation is an interger, greater than 0
        try:
            int(memory_allocation)
            if int(memory_allocation) <= 0 or str(memory_allocation) != str(int(memory_allocation)):
                raise ValueError
        except ValueError:
            raise InvalidArgumentException('Memory allocation must be an integer greater than 0')

        current_value = self.getRAM()
        if old_value and current_value != old_value:
            raise AttributeAlreadyChanged(
                'Memory has already been changed to %s since command call' % current_value)

        # Ensure VM is unlocked
        self.ensureUnlocked()

        def updateXML(domain_xml):
            # Update RAM allocation and unit measurement
            domain_xml.find('./memory').text = str(memory_allocation)
            domain_xml.find('./memory').set('unit', 'KiB')
            domain_xml.find('./currentMemory').text = str(memory_allocation)
            domain_xml.find('./currentMemory').set('unit', 'KiB')

        vm_object._editConfig(updateXML)

        # Update the MCVirt configuration
        vm_object.update_config(['memory_allocation'], str(memory_allocation),
                                'RAM allocation has been changed to %s' % memory_allocation)

    @Pyro4.expose()
[docs]    def getCPU(self):
        """Returns the number of CPU cores attached to the VM"""
        return self.get_config_object().get_config()['cpu_cores']


    @Pyro4.expose()
    @locking_method()
    def updateCPU(self, cpu_count, old_value):
        """Updates the number of CPU cores attached to a VM"""
        ArgumentValidator.validate_positive_integer(cpu_count)
        ArgumentValidator.validate_positive_integer(old_value)

        # Check the user has permission to modify VMs
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MODIFY_VM, self)

        # Ensure cpu count is an interger, greater than 0
        try:
            int(cpu_count)
            if int(cpu_count) <= 0 or str(cpu_count) != str(int(cpu_count)):
                raise ValueError
        except ValueError:
            raise InvalidArgumentException('CPU count must be an integer greater than 0')

        current_value = self.getCPU()
        if old_value and current_value != old_value:
            raise AttributeAlreadyChanged(
                'CPU count has already been changed to %s since command call' % current_value)

        # Ensure VM is unlocked
        self.ensureUnlocked()

        # Determine if VM is registered on the local machine
        self.ensureRegisteredLocally()

        def updateXML(domain_xml):
            # Update RAM allocation and unit measurement
            domain_xml.find('./vcpu').text = str(cpu_count)
        self._editConfig(updateXML)

        # Update the MCVirt configuration
        self.update_config(['cpu_cores'], str(cpu_count), 'CPU count has been changed to %s' %
                                                          cpu_count)

    @Pyro4.expose()
[docs]    def get_disk_drive(self):
        """Returns a disk drive object for the VM"""
        disk_drive_object = DiskDrive(self)
        self._register_object(disk_drive_object)
        return disk_drive_object


    @Pyro4.expose()
[docs]    def getHardDriveObjects(self):
        """Returns an array of disk objects for the disks attached to the VM"""
        disks = self.get_config_object().get_config()['hard_disks']
        hard_drive_factory = self._get_registered_object('hard_drive_factory')
        disk_objects = []
        for disk_id in disks:
            disk_objects.append(hard_drive_factory.getObject(self, disk_id))
        return disk_objects


[docs]    def update_config(self, attribute_path, value, reason):
        """Updates a VM configuration attribute and
           replicates change across all nodes"""
        # Update the local configuration
        def updateLocalConfig(config):
            config_level = config
            for attribute in attribute_path[:-1]:
                config_level = config_level[attribute]
            config_level[attribute_path[-1]] = value

        self.get_config_object().update_config(updateLocalConfig, reason)

        if self._is_cluster_master:
            def remote_command(remote_object):
                vm_factory = remote_object.get_connection('virtual_machine_factory')
                remote_vm = vm_factory.getVirtualMachineByName(self.get_name())
                remote_object.annotate_object(remote_vm)
                remote_vm.update_config(attribute_path=attribute_path, value=value,
                                        reason=reason)
            cluster = self._get_registered_object('cluster')
            remote_object = cluster.run_remote_command(remote_command)


    @staticmethod
    def _get_vm_dir(name):
        """Returns the storage directory for a given VM"""
        return DirectoryLocation.BASE_VM_STORAGE_DIR + '/' + name

[docs]    def getLibvirtConfig(self):
        """Returns an XML object of the libvirt configuration
        for the domain"""
        domain_flags = (libvirt.VIR_DOMAIN_XML_INACTIVE + libvirt.VIR_DOMAIN_XML_SECURE)
        domain_xml = ET.fromstring(self._getLibvirtDomainObject().XMLDesc(domain_flags))
        return domain_xml


    @Pyro4.expose()
    @locking_method()
    def editConfig(self, *args, **kwargs):
        """Provides permission checking around the editConfig method and
           exposes the method"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')
        return self._editConfig(*args, **kwargs)

    def _editConfig(self, callback_function):
        """Provides an interface for updating the libvirt configuration, by obtaining
           the configuration, performing a callback function to perform changes on the configuration
           and pushing the configuration back into LibVirt"""
        # Obtain VM XML
        domain_flags = (libvirt.VIR_DOMAIN_XML_INACTIVE + libvirt.VIR_DOMAIN_XML_SECURE)
        domain_xml = ET.fromstring(self._getLibvirtDomainObject().XMLDesc(domain_flags))

        # Perform callback function to make changes to the XML
        callback_function(domain_xml)

        # Push XML changes back to LibVirt
        domain_xml_string = ET.tostring(domain_xml, encoding='utf8', method='xml')

        try:
            self._get_registered_object(
                'libvirt_connector').get_connection().defineXML(domain_xml_string)
        except:
            raise LibvirtException('Error: An error occurred whilst updating the VM')

[docs]    def getCloneParent(self):
        """Determines if a VM is a clone of another VM"""
        return self.get_config_object().get_config()['clone_parent']


[docs]    def getCloneChildren(self):
        """Returns the VMs that have been cloned from the VM"""
        return self.get_config_object().get_config()['clone_children']


    @Pyro4.expose()
    @locking_method()
    def offlineMigrate(self, destination_node_name, start_after_migration=False,
                       wait_for_vm_shutdown=False):
        """Performs an offline migration of a VM to another node in the cluster"""
        ArgumentValidator.validate_hostname(destination_node_name)
        ArgumentValidator.validate_boolean(start_after_migration)
        ArgumentValidator.validate_boolean(wait_for_vm_shutdown)

        if destination_node_name not in self.getAvailableNodes():
            raise UnsuitableNodeException('Node %s is not a valid node for this VM' %
                                          destination_node_name)

        # Ensure user has permission to migrate VM
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MIGRATE_VM, self)

        # Ensure the VM is locally registered
        self.ensureRegisteredLocally()

        # Ensure VM is unlocked
        self.ensureUnlocked()

        # Ensure VM is using a Drbd storage type
        self._preMigrationChecks(destination_node_name)

        # Check if VM is running
        while (self._getPowerState() is PowerStates.RUNNING):
            # Unless the user has specified to wait for the VM to shutdown, throw an exception
            # if the VM is running
            if not wait_for_vm_shutdown:
                raise VmRunningException(
                    'An offline migration can only be performed on a powered off VM. '
                    'Use --wait-for-shutdown to wait until the '
                    'VM is powered off before migrating.'
                )

            # Wait for 5 seconds before checking the VM state again
            time.sleep(5)

        # Unregister the VM on the local node
        self._unregister()

        # Register on remote node
        cluster = self._get_registered_object('cluster')
        remote = cluster.get_remote_node(destination_node_name)
        remote_vm_factory = remote.get_connection('virtual_machine_factory')
        remote_vm = remote_vm_factory.getVirtualMachineByName(self.get_name())
        remote.annotate_object(remote_vm)
        remote_vm.register()

        # Set the node of the VM
        self._setNode(destination_node_name)

        # If the user has specified to start the VM after migration, start it on
        # the remote node
        if start_after_migration:
            remote_vm.start()

    @Pyro4.expose()
    @locking_method()
    def onlineMigrate(self, destination_node_name):
        """Performs an online migration of a VM to another node in the cluster"""
        ArgumentValidator.validate_hostname(destination_node_name)

        # Ensure user has permission to migrate VM
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MIGRATE_VM, self)

        if destination_node_name not in self.getAvailableNodes():
            raise UnsuitableNodeException('Node %s is not a valid node for this VM' %
                                          destination_node_name)

        factory = self._get_registered_object('virtual_machine_factory')

        # Ensure VM is registered locally and unlocked
        self.ensureRegisteredLocally()
        self.ensureUnlocked()

        # Perform pre-migration checks
        self._preMigrationChecks(destination_node_name)

        # Perform online-migration-specific checks
        self._preOnlineMigrationChecks(destination_node_name)

        # Obtain cluster instance
        cluster = self._get_registered_object('cluster')

        # Obtain node object for destination node
        destination_node = cluster.get_remote_node(destination_node_name)

        # Begin pre-migration tasks
        try:
            # Obtain libvirt connection to destination node
            libvirt_connector = self._get_registered_object('libvirt_connector')
            destination_libvirt_connection = libvirt_connector.get_connection(
                destination_node_name
            )

            # Clear the VM node configuration
            self._setNode(None)

            # Perform pre-migration tasks on disk objects
            for disk_object in self.getHardDriveObjects():
                disk_object.preOnlineMigration(destination_node)

            # Build migration flags
            migration_flags = (
                # Perform a live migration
                libvirt.VIR_MIGRATE_LIVE |
                # The set destination domain as persistent
                libvirt.VIR_MIGRATE_PERSIST_DEST |
                # Undefine the domain on the source node
                libvirt.VIR_MIGRATE_UNDEFINE_SOURCE |
                # Abort migration on I/O errors
                libvirt.VIR_MIGRATE_ABORT_ON_ERROR
            )

            # Perform migration
            libvirt_domain_object = self._getLibvirtDomainObject()
            status = libvirt_domain_object.migrate3(
                destination_libvirt_connection,
                params={},
                flags=migration_flags
            )

            if not status:
                raise MigrationFailureExcpetion('Libvirt migration failed')

            # Perform post steps on hard disks and check disks
            for disk_object in self.getHardDriveObjects():
                disk_object.postOnlineMigration()
                disk_object._checkDrbdStatus()

            # Set the VM node to the destination node node
            self._setNode(destination_node_name)

        except Exception as e:
            # Determine which node the VM is present on
            vm_registration_found = False

            # Wait 10 seconds before performing the tear-down, as Drbd
            # will hold the block device open for a short period
            time.sleep(10)

            if self.get_name() in factory.getAllVmNames(node=get_hostname()):
                # VM is registered on the local node.
                vm_registration_found = True

                # Set Drbd on remote node to secondary
                for disk_object in self.getHardDriveObjects():
                    remote_disk = disk_object.get_remote_object(remote_node=destination_node)
                    remote_disk.drbdSetSecondary()

                # Re-register VM as being registered on the local node
                self._setNode(get_hostname())

            if self.get_name() in factory.getAllVmNames(node=destination_node_name):
                # Otherwise, if VM is registered on remote node, set the
                # local Drbd state to secondary
                vm_registration_found = True
                for disk_object in self.getHardDriveObjects():
                    time.sleep(10)
                    disk_object._drbdSetSecondary()

                # Register VM as being registered on the local node
                self._setNode(destination_node_name)

            # Reset disks
            for disk_object in self.getHardDriveObjects():
                # Reset dual-primary configuration
                disk_object._setTwoPrimariesConfig(allow=False)

                # Mark hard drives as being out-of-sync
                disk_object.setSyncState(False)
            raise

        # Perform post migration checks
        # Ensure VM is no longer registered with libvirt on the local node
        if self.get_name() in factory.getAllVmNames(node=get_hostname()):
            raise VmAlreadyRegisteredException(
                'The VM is unexpectedly registered with libvirt on the local node: %s' %
                self.get_name()
            )

        # Ensure VM is registered on the remote libvirt instance
        if self.get_name() not in factory.getAllVmNames(node=destination_node_name):
            raise VmNotRegistered(
                'The VM is unexpectedly not registered with libvirt on the destination node: %s' %
                destination_node_name
            )

        # Ensure VM is running on the remote node
        if self._getPowerState() is not PowerStates.RUNNING:
            raise VmStoppedException('VM is in unexpected %s power state after migration' %
                                     self._getPowerState())

    def _preMigrationChecks(self, destination_node_name):
        """Performs checks on the state of the VM to determine if is it suitable to
           be migrated"""
        # Ensure node is in the available nodes that the VM can be run on
        if destination_node_name not in self.getAvailableNodes():
            raise UnsuitableNodeException(
                'The remote node %s is not marked as being able to host the VM %s' %
                (destination_node_name, self.get_name()))

        # Obtain remote object for destination node
        cluster = self._get_registered_object('cluster')
        remote_node = cluster.get_remote_node(destination_node_name)
        remote_network_factory = remote_node.get_connection('network_factory')

        # Checks the Drbd state of the disks and ensure that they are
        # in a suitable state to be migrated
        for disk_object in self.getHardDriveObjects():
            disk_object.preMigrationChecks()

        # Check the remote node to ensure that the networks, that the VM is connected to,
        # exist on the remote node
        network_adapter_factory = self._get_registered_object('network_adapter_factory')
        network_adapters = network_adapter_factory.getNetworkAdaptersByVirtualMachine(self)
        for network_object in network_adapters:
            connected_network = network_object.getConnectedNetwork()
            if connected_network not in remote_network_factory.get_all_network_names():
                raise UnsuitableNodeException(
                    'The network %s does not exist on the remote node: %s' %
                    (connected_network, destination_node_name)
                )

    def _preOnlineMigrationChecks(self, destination_node_name):
        """Perform online-migration-specific pre-migration checks"""
        # Ensure any attached ISOs exist on the destination node
        disk_drive_object = self.get_disk_drive()
        disk_drive_object.preOnlineMigrationChecks(destination_node_name)

        # Ensure VM is powered on
        if self._getPowerState() is not PowerStates.RUNNING:
            raise VmStoppedException(
                'An online migration can only be performed on a running VM: %s' %
                self.get_name()
            )

    @Pyro4.expose()
[docs]    def getStorageType(self):
        """Returns the storage type of the VM"""
        return self.get_config_object().get_config()['storage_type']


    @Pyro4.expose()
    @locking_method()
    def clone(self, clone_vm_name):
        """Clones a VM, creating an identical machine, using
        LVM snapshotting to duplicate the Hard disk. Drbd is not
        currently supported
        """
        ArgumentValidator.validate_hostname(clone_vm_name)

        # Check the user has permission to create VMs
        self._get_registered_object('auth').assert_permission(PERMISSIONS.CLONE_VM, self)

        # Ensure the storage type for the VM is not Drbd, as Drbd-based VMs cannot be cloned
        if self.getStorageType() == 'Drbd':
            raise CannotCloneDrbdBasedVmsException(
                'Cannot clone VM that uses Drbd-based storage: %s' %
                self.get_name()
            )

        # Determine if VM is running
        if self._getLibvirtDomainObject().state()[0] == libvirt.VIR_DOMAIN_RUNNING:
            raise VmAlreadyStartedException('Can\'t clone running VM')

        # Ensure VM is unlocked
        self.ensureUnlocked()

        # Ensure new VM name doesn't already exist
        if self._get_registered_object('virtual_machine_factory').check_exists(clone_vm_name):
            raise VirtualMachineDoesNotExistException('VM %s already exists' % clone_vm_name)

        # Ensure VM is not a clone, as cloning a cloned VM will cause issues
        if self.getCloneParent():
            raise VmIsCloneException('Cannot clone from a clone VM')

        # Create new VM for clone, without hard disks
        network_adapter_factory = self._get_registered_object('network_adapter_factory')
        network_adapters = network_adapter_factory.getNetworkAdaptersByVirtualMachine(self)
        networks = []
        for network_adapter in network_adapters:
            networks.append(network_adapter.getConnectedNetwork())
        vm_factory = self._get_registered_object('virtual_machine_factory')
        new_vm_object = vm_factory._create(clone_vm_name, self.getCPU(),
                                           self.getRAM(), [], networks,
                                           available_nodes=self.getAvailableNodes(),
                                           node=self.getNode())

        # Mark VM as being a clone and mark parent as being a clone
        def setCloneParent(vm_config):
            vm_config['clone_parent'] = self.get_name()

        new_vm_object.get_config_object().update_config(
            setCloneParent,
            'Set VM clone parent after initial clone')

        def setCloneChild(vm_config):
            vm_config['clone_children'].append(new_vm_object.get_name())

        self.get_config_object().update_config(
            setCloneChild,
            'Added new clone \'%s\' to VM configuration' %
            self.get_name())

        # Set current user as an owner of the new VM, so that they have permission
        # to perform functions on the VM
        self._get_registered_object('auth').copy_permissions(self, new_vm_object)

        # Clone the hard drives of the VM
        disk_objects = self.getHardDriveObjects()
        for disk_object in disk_objects:
            disk_object.clone(new_vm_object)

        return new_vm_object

    @Pyro4.expose()
    @locking_method()
    def duplicate(self, duplicate_vm_name):
        """Duplicates a VM, creating an identical machine, making a
           copy of the storage"""
        ArgumentValidator.validate_hostname(duplicate_vm_name)

        # Check the user has permission to create VMs
        self._get_registered_object('auth').assert_permission(PERMISSIONS.DUPLICATE_VM, self)

        # Ensure VM is unlocked
        self.ensureUnlocked()

        # Determine if VM is running
        if self._getLibvirtDomainObject().state()[0] == libvirt.VIR_DOMAIN_RUNNING:
            raise VmAlreadyStartedException('Can\'t duplicate running VM')

        # Ensure new VM name doesn't already exist
        if self._get_registered_object('virtual_machine_factory').check_exists(duplicate_vm_name):
            raise VmAlreadyExistsException('VM already exists with name %s' % duplicate_vm_name)

        # Create new VM for clone, without hard disks
        network_adapter_factory = self._get_registered_object('network_adapter_factory')
        network_adapters = network_adapter_factory.getNetworkAdaptersByVirtualMachine(self)
        networks = []
        for network_adapter in network_adapters:
            networks.append(network_adapter.getConnectedNetwork())
        virtual_machine_factory = self._get_registered_object('virtual_machine_factory')
        new_vm_object = virtual_machine_factory._create(duplicate_vm_name, self.getCPU(),
                                                        self.getRAM(), [], networks,
                                                        available_nodes=self.getAvailableNodes(),
                                                        node=self.getNode())

        # Set current user as an owner of the new VM, so that they have permission
        # to perform functions on the VM
        self._get_registered_object('auth').copy_permissions(self, new_vm_object)

        # Clone the hard drives of the VM
        disk_objects = self.getHardDriveObjects()
        for disk_object in disk_objects:
            disk_object.duplicate(new_vm_object)

        return new_vm_object

    @Pyro4.expose()
    @locking_method()
    def move(self, destination_node, source_node=None):
        """Move a VM from one node to another"""
        ArgumentValidator.validate_hostname(destination_node)
        if source_node is not None:
            ArgumentValidator.validate_hostname(source_node)

        # Ensure user has the ability to move VMs
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MOVE_VM, self)

        cluster_instance = self._get_registered_object('cluster')

        # Ensure that the VM is registered on the local node
        self.ensureRegisteredLocally()

        # Set the source node as the local host, if the VM is VM
        # uses local-based storage
        if self.getStorageType() == 'Local':
            if source_node is None:
                source_node = get_hostname()

            # If migrating a local VM, since the only instance of the storage will be moved,
            # ensure that the VM is stopped
            if self._getPowerState() is not PowerStates.STOPPED:
                raise VmRunningException('VM must be stopped before performing a move')

        # Perform checks on source and remote nodes
        if destination_node == source_node:
            raise UnsuitableNodeException('Source node and destination node must' +
                                          ' be different nodes')
        if not cluster_instance.check_node_exists(source_node):
            raise UnsuitableNodeException('Source node does not exist: %s' % source_node)
        if not cluster_instance.check_node_exists(destination_node):
            raise UnsuitableNodeException('Destination node does not exist')
        if destination_node == get_hostname():
            raise UnsuitableNodeException('VM must be migrated to a remote node')
        if destination_node in self.getAvailableNodes():
            raise UnsuitableNodeException('Destination node is already' +
                                          ' an available node for the VM')
        if source_node not in self.getAvailableNodes():
            raise UnsuitableNodeException('Source node is not configured for the VM')

        # Ensure that, if the VM is Drbd-backed, that the local node is not the source
        if ((self.getStorageType() == 'Drbd' and
             source_node == get_hostname())):
            raise UnsuitableNodeException('Drbd-backed VMs must be moved on the node' +
                                          ' that will remain attached to the VM')

        # Remove the destination node from the list of available nodes for the VM and
        # add the remote node as an available node
        available_nodes = self.getAvailableNodes()
        available_nodes.remove(source_node)
        available_nodes.append(destination_node)
        self.update_config(['available_nodes'], available_nodes,
                           'Moved VM \'%s\' from node \'%s\' to node \'%s\'' %
                           (self.get_name(), source_node, destination_node))

        # Move each of the attached disks to the remote node
        for disk_object in self.getHardDriveObjects():
            disk_object.move(source_node=source_node, destination_node=destination_node)

        # If the VM is a Local VM, unregister it from the local node
        if self.getStorageType() == 'Local':
            self._unregister()

        # If the VM is a local VM, register it on the remote node
        if self.getStorageType() == 'Local':
            remote_node = cluster_instance.get_remote_node(destination_node)
            remote_vm_factory = remote_node.get_connection('virtual_machine_factory')
            remote_vm = remote_vm_factory.getVirtualMachineByName(self.get_name())
            remote_node.annotate_object(remote_vm)
            remote_vm.register()

    @Pyro4.expose()
    @locking_method()
    def register(self):
        """Public method for permforming VM register"""
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.SET_VM_NODE, self
        )
        self._register()

    def _register(self, set_node=True):
        """Register a VM with LibVirt"""
        # Import domain XML template
        current_node = self.getNode()
        if current_node is not None:
            raise VmAlreadyRegisteredException(
                'VM \'%s\' already registered on node: %s' %
                (self.name, current_node))

        if get_hostname() not in self.getAvailableNodes():
            raise UnsuitableNodeException(
                'VM \'%s\' cannot be registered on node: %s' %
                (self.name, get_hostname())
            )

        # Ensure VM is unlocked
        self.ensureUnlocked()

        # Activate hard disks
        for disk_object in self.getHardDriveObjects():
            disk_object.activateDisk()

        # Obtain domain XML
        domain_xml = ET.parse(DirectoryLocation.TEMPLATE_DIR + '/domain.xml')

        # Add Name, RAM and CPU variables to XML
        domain_xml.find('./name').text = self.get_name()
        domain_xml.find('./memory').text = self.getRAM()
        domain_xml.find('./vcpu').text = self.getCPU()

        device_xml = domain_xml.find('./devices')

        # Add hard drive configurations
        for hard_drive_object in self.getHardDriveObjects():
            drive_xml = hard_drive_object._generateLibvirtXml()
            device_xml.append(drive_xml)

        # Add network adapter configurations
        network_adapter_factory = self._get_registered_object('network_adapter_factory')
        network_adapters = network_adapter_factory.getNetworkAdaptersByVirtualMachine(self)
        for network_adapter_object in network_adapters:
            network_interface_xml = network_adapter_object._generateLibvirtXml()
            device_xml.append(network_interface_xml)

        domain_xml_string = ET.tostring(domain_xml.getroot(), encoding='utf8', method='xml')

        try:
            self._get_registered_object(
                'libvirt_connector').get_connection().defineXML(domain_xml_string)
        except:
            raise LibvirtException('Error: An error occurred whilst registering VM')

        if set_node:
            # Mark VM as being hosted on this machine
            self._setNode(get_hostname())

    @Pyro4.expose()
    @locking_method()
    def unregister(self):
        """Public method for permforming VM unregister"""
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.SET_VM_NODE, self
        )
        self._unregister()

    def _unregister(self):
        """Unregister the VM from the local node"""
        # Ensure VM is unlocked
        self.ensureUnlocked()

        # Ensure VM is registered locally
        self.ensureRegisteredLocally()

        # Remove VM from LibVirt
        try:
            self._getLibvirtDomainObject().undefine()
        except:
            raise LibvirtException('Failed to delete VM from libvirt')

        # De-activate the disk objects
        for disk_object in self.getHardDriveObjects():
            disk_object.deactivateDisk()

        # Remove node from VM configuration
        self._setNode(None)

[docs]    def setNode(self, node):
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.SET_VM_NODE, self
        )


    @Pyro4.expose()
    @locking_method()
    def setNodeRemote(self, node):
        """Set node from remote _setNode command"""
        if node is not None:
            ArgumentValidator.validate_hostname(node)
        # @TODO Merge with setNode and check either user type or permissions
        self._get_registered_object('auth').assert_user_type('ClusterUser')
        self._setNode(node)

    def _setNode(self, node):
        """Sets the node of the VM"""
        if self._is_cluster_master:
            # Update remote nodes
            def remote_command(remote_connection):
                vm_factory = remote_connection.get_connection('virtual_machine_factory')
                remote_vm = vm_factory.getVirtualMachineByName(self.get_name())
                remote_connection.annotate_object(remote_vm)
                remote_vm.setNodeRemote(node)
            cluster = self._get_registered_object('cluster')
            cluster.run_remote_command(remote_command)

        # Update the node in the VM configuration
        def updateVmConfig(config):
            config['node'] = node
        self.get_config_object().update_config(
            updateVmConfig, 'Changing node for VM \'%s\' to \'%s\'' %
            (self.get_name(), node))

    def _get_remote_nodes(self):
        """Returns a list of remote available nodes"""
        # Obtain list of available nodes
        nodes = self.getAvailableNodes()

        # Remove the local node from the list
        if get_hostname() in nodes:
            nodes.remove(get_hostname())

        return nodes

    @Pyro4.expose()
[docs]    def isRegisteredLocally(self):
        """Returns true if the VM is registered on the local node"""
        return (self.getNode() == get_hostname())


    @Pyro4.expose()
[docs]    def isRegisteredRemotely(self):
        """Returns true if the VM is registered on a remote node"""
        return (not (self.getNode() == get_hostname() or self.getNode() is None))


    @Pyro4.expose()
[docs]    def isRegistered(self):
        """Returns true if the VM is registered on a node"""
        return (self.getNode() is not None)


[docs]    def ensureRegistered(self):
        """Ensures that the VM is registered"""
        if not self.isRegistered():
            raise VmNotRegistered('The VM %s is not registered on a node' % self.get_name())


    @Pyro4.expose()
[docs]    def getNode(self):
        """Returns the node that the VM is registered on"""
        return self.get_config_object().get_config()['node']


[docs]    def getAvailableNodes(self):
        """Returns the nodes that the VM can be run on"""
        return self.get_config_object().get_config()['available_nodes']


[docs]    def ensureRegisteredLocally(self):
        """Ensures that the VM is registered locally, otherwise an exception is thrown"""
        if not self.isRegisteredLocally():
            raise VmRegisteredElsewhereException(
                'The VM \'%s\' is registered on the remote node: %s' %
                (self.get_name(), self.getNode()))


    @Pyro4.expose()
[docs]    def getVncPort(self):
        """Returns the port used by the VNC display for the VM"""
        # Check the user has permission to view the VM console
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.VIEW_VNC_CONSOLE,
            self
        )

        if self._getPowerState() is not PowerStates.RUNNING:
            raise VmAlreadyStoppedException('The VM is not running')
        domain_xml = ET.fromstring(
            self._getLibvirtDomainObject().XMLDesc(
                libvirt.VIR_DOMAIN_XML_SECURE
            )
        )

        if domain_xml.find('./devices/graphics[@type="vnc"]') is None:
            raise VncNotEnabledException('VNC is not enabled on the VM')
        else:
            return domain_xml.find('./devices/graphics[@type="vnc"]').get('port')


[docs]    def ensureUnlocked(self):
        """Ensures that the VM is in an unlocked state"""
        if self._getLockState() is LockStates.LOCKED:
            raise VirtualMachineLockException('VM \'%s\' is locked' % self.get_name())


    @Pyro4.expose()
[docs]    def getLockState(self):
        return self._getLockState().value


    def _getLockState(self):
        """Returns the lock status of a VM"""
        return LockStates(self.get_config_object().get_config()['lock'])

    @Pyro4.expose()
[docs]    def setLockState(self, lock_status):
        ArgumentValidator.validate_integer(lock_status)
        return self._setLockState(LockStates(lock_status))


    def _setLockState(self, lock_status):
        """Sets the lock status of the VM"""
        # Ensure the user has permission to set VM locks
        self._get_registered_object('auth').assert_permission(PERMISSIONS.SET_VM_LOCK, self)

        # Check if the lock is already set to this state
        if self._getLockState() == lock_status:
            raise VirtualMachineLockException('Lock for \'%s\' is already set to \'%s\'' %
                                              (self.get_name(), self._getLockState().name))

        def updateLock(config):
            config['lock'] = lock_status.value
        self.get_config_object().update_config(updateLock,
                                               'Setting lock state of \'%s\' to \'%s\'' %
                                               (self.get_name(), lock_status.name))

[docs]    def setBootOrder(self, boot_devices):
        """Sets the boot devices and the order in which devices are booted from"""

        def updateXML(domain_xml):
            old_boot_objects = domain_xml.findall('./os/boot')
            os_xml = domain_xml.find('./os')

            # Remove old boot XML configuration elements
            for old_boot_object in old_boot_objects:
                os_xml.remove(old_boot_object)

            # Add new boot XML configuration elements
            for new_boot_device in boot_devices:
                new_boot_xml_object = ET.Element('boot')
                new_boot_xml_object.set('dev', new_boot_device)

                # Append new XML configuration onto OS section of domain XML
                os_xml.append(new_boot_xml_object)

        self._editConfig(updateXML)
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MCVirt - Managed Consistent Virtualisation


MCVirt (em-see-vert) - Command line virtual machine management utility.



Description


MCVirt is a utility for managing virtual machines, supporting the following technologies:



		Ubuntu 14.04 LTS [http://www.ubuntu.com/download/server].


		KVM virtualisation [http://www.linux-kvm.org/page/Main_Page].


		Clustering with optional DRBD [http://drbd.linbit.com/] support.





MCVirt is implemented in Python, using the the libvirt virtualisation library [http://libvirt.org].





Getting started



Installation


MCVirt must currently be built from source into a deb package, using the build script. The package and dependencies can then be installed:


$ ./build.sh
$ sudo dpkg -i mcvirt_0.10_all.deb
$ sudo apt-get -f install






See the installation guide for other dependencies and system configuration.





Configuration


Start the MCVirt nameserver and daemon by running:


$ sudo service mcvirt-ns start
$ sudo service mcvirtd start






Most commands require a username and password to the MCVirt daemon. During installation a superuser is created with username mjc and password pass - see permissions for information on creating new users.


Configure the volume group that MCVirt will use to store virtual machine data:


$ sudo mcvirt node --set-vm-vg <Volume Group>






See the configuration guide for further node configuration steps.





Usage


Create a VM:


$ sudo mcvirt create --cpu-count 1 --memory 512 --disk-size 8000 test-vm






See the create/remove VMs, cluster, permissions and modifying VMs guides for further administrative instructions.


Start the VM:


$ sudo mcvirt start test-vm






See the controlling VMs guide for further user instructions.


Note: Username and password can be provided on the command line with the --username and --password options to instead of typing them in after every command.





Development


For information on developing on MCVirt, see the development documentation.





Further information


See the guide index for a full list of manuals


For more information, please feel free to contact us [https://www.itdev.co.uk/Contact/]







LICENSE


MCVirt is licensed under GPL v2. For more information, please see LICENSE





COPYRIGHT


Copyright © 2015 - I.T. Dev Ltd [https://www.itdev.co.uk]
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  Source code for mcvirt.virtual_machine.virtual_machine_config

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import os

from mcvirt.exceptions import ConfigFileCouldNotBeFoundException
from mcvirt.config_file import ConfigFile


[docs]class VirtualMachineConfig(ConfigFile):
    """Provides operations to obtain and set the MCVirt configuration for a VM"""

    def __init__(self, vm_object):
        """Sets member variables and obtains libvirt domain object"""
        self.git_object = None
        self.vm_object = vm_object
        self.config_file = VirtualMachineConfig.get_config_path(self.vm_object.name)
        if (not os.path.isfile(self.config_file)):
            raise ConfigFileCouldNotBeFoundException(
                'Could not find config file for %s' % vm_object.name
            )

        # Perform upgrade of configuration
        self.upgrade()

    @staticmethod
[docs]    def get_config_path(vm_name):
        """Provides the path of the VM-spefic configuration file"""
        from mcvirt.virtual_machine.virtual_machine import VirtualMachine
        return ('%s/config.json' % VirtualMachine._get_vm_dir(vm_name))


    @staticmethod
[docs]    def create(vm_name, available_nodes, cpu_cores, memory_allocation):
        """Creates a basic VM configuration for new VMs"""
        from mcvirt.virtual_machine.virtual_machine import LockStates

        # Create basic config
        json_data = \
            {
                'version': VirtualMachineConfig.CURRENT_VERSION,
                'permissions':
                {
                    'user': [],
                    'owner': [],
                },
                'hard_disks': {},
                'storage_type': None,
                'memory_allocation': str(memory_allocation),
                'cpu_cores': str(cpu_cores),
                'clone_parent': False,
                'clone_children': [],
                'network_interfaces': {},
                'node': None,
                'available_nodes': available_nodes,
                'lock': LockStates.UNLOCKED.value
            }

        # Write the configuration to disk
        VirtualMachineConfig._writeJSON(json_data, VirtualMachineConfig.get_config_path(vm_name))


    def _upgrade(self, config):
        """Perform an upgrade of the configuration file"""
        if self._getVersion() < 1:
            # Convert old disk array into hash. Assume that all old disks were
            # local, as Drbd was not supported in pre-version 1 configurations
            config['hard_disks'] = {}
            for disk_id in config['disks']:
                config['hard_disks'][disk_id] = {}
            del(config['disks'])

            # Set storage type for the VM to local
            config['storage_type'] = 'Local'

            # Set the current node and available nodes to the local machine, as the VM
            # will be local
            from mcvirt.cluster.cluster import Cluster
            config['node'] = Cluster.getHostname()
            config['available_nodes'] = [Cluster.getHostname()]

            # Obtain details about the VM and add to configuration file
            vm_libvirt_config = self.vm_object.getLibvirtConfig()
            config['memory_allocation'] = vm_libvirt_config.find('./memory').text
            config['cpu_cores'] = vm_libvirt_config.find('./vcpu').text

            # Move network interface configurations into configuration file
            config['network_interfaces'] = {}
            interfaces_xml = vm_libvirt_config.findall('./devices/interface[@type="network"]')
            for interface_xml in interfaces_xml:
                mac_address = interface_xml.find('./mac').get('address')
                connected_network = interface_xml.find('./source').get('network')
                config['network_interfaces'][mac_address] = connected_network

            from mcvirt.virtual_machine.virtual_machine import LockStates
            # Add 'lock' to configuration
            config['lock'] = LockStates.UNLOCKED.value

        if self._getVersion() < 2:
            # Add the hard drive driver configuration to each of the
            # disk configurations
            for disk in config['hard_disks']:
                config['hard_disks'][disk]['driver'] = 'VIRTIO'
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  Source code for mcvirt.virtual_machine.hard_drive.local

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4
import libvirt
import os

from mcvirt.system import System
from mcvirt.exceptions import (VmAlreadyStartedException, VmIsCloneException,
                               ExternalStorageCommandErrorException,
                               DiskAlreadyExistsException,
                               CannotMigrateLocalDiskException,
                               MCVirtCommandException)
from mcvirt.virtual_machine.hard_drive.base import Base
from mcvirt.auth.auth import Auth
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.rpc.lock import locking_method


[docs]class Local(Base):
    """Provides operations to manage local hard drives, used by VMs"""

    MAXIMUM_DEVICES = 4
    CACHE_MODE = 'directsync'

    def __init__(self, *args, **kwargs):
        """Sets member variables and obtains libvirt domain object"""
        super(Local, self).__init__(*args, **kwargs)

    @staticmethod
[docs]    def isAvailable(pyro_object):
        """Determine if local storage is available on the node"""
        return pyro_object._get_registered_object('node').is_volume_group_set()


    @Pyro4.expose()
    @locking_method()
    def increaseSize(self, increase_size):
        """Increases the size of a VM hard drive, given the size to increase the drive by"""
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MODIFY_VM, self.vm_object
        )

        # Ensure disk exists
        self._ensure_exists()

        # Ensure VM is stopped
        from mcvirt.virtual_machine.virtual_machine import PowerStates
        if (self.vm_object._getPowerState() is not PowerStates.STOPPED):
            raise VmAlreadyStartedException('VM must be stopped before increasing disk size')

        # Ensure that VM has not been cloned and is not a clone
        if (self.vm_object.getCloneParent() or self.vm_object.getCloneChildren()):
            raise VmIsCloneException('Cannot increase the disk of a cloned VM or a clone.')

        command_args = ('lvextend', '-L', '+%sM' % increase_size,
                        self._getDiskPath())
        try:
            System.runCommand(command_args)
        except MCVirtCommandException, e:
            raise ExternalStorageCommandErrorException(
                "Error whilst extending logical volume:\n" + str(e)
            )

    def _check_exists(self):
        """Checks if a disk exists, which is required before any operations
        can be performed on the disk"""
        self._ensureLogicalVolumeExists(
            self._getDiskName())
        return True

    def _removeStorage(self):
        """Removes the backing logical volume"""
        self._ensure_exists()
        self._removeLogicalVolume(self._getDiskName())

[docs]    def getSize(self):
        """Gets the size of the disk (in MB)"""
        self._ensure_exists()
        return self._get_logical_volume_size(self._getDiskName())


[docs]    def clone(self, destination_vm_object):
        """Clone a VM, using snapshotting, attaching it to the new VM object"""
        self._ensure_exists()
        new_disk = Local(vm_object=destination_vm_object, driver=self.driver,
                         disk_id=self.disk_id)
        self._register_object(new_disk)
        new_logical_volume_name = new_disk._getDiskName()
        disk_size = self.getSize()

        # Perform a logical volume snapshot
        command_args = ('lvcreate', '-L', '%sM' % disk_size, '-s',
                        '-n', new_logical_volume_name, self._getDiskPath())
        try:
            System.runCommand(command_args)
        except MCVirtCommandException, e:
            raise ExternalStorageCommandErrorException(
                "Error whilst cloning disk logical volume:\n" + str(e)
            )

        new_disk.addToVirtualMachine()
        return new_disk


[docs]    def create(self, size):
        """Creates a new disk image, attaches the disk to the VM and records the disk
        in the VM configuration"""
        disk_path = self._getDiskPath()
        logical_volume_name = self._getDiskName()

        # Ensure the disk doesn't already exist
        if (os.path.lexists(disk_path)):
            raise DiskAlreadyExistsException('Disk already exists: %s' % disk_path)

        # Create the raw disk image
        self._createLogicalVolume(logical_volume_name, size)

        # Attach to VM and create disk object
        self.addToVirtualMachine()


[docs]    def activateDisk(self):
        """Starts the disk logical volume"""
        self._ensure_exists()
        self._activateLogicalVolume(self._getDiskName())


[docs]    def deactivateDisk(self):
        """Deactivates the disk loglcal volume"""
        self._ensure_exists()


[docs]    def preMigrationChecks(self):
        """Perform pre-migration checks"""
        raise CannotMigrateLocalDiskException('VMs using local disks cannot be migrated')


    def _getDiskPath(self):
        """Returns the path of the raw disk image"""
        return self._getLogicalVolumePath(self._getDiskName())

    def _getDiskName(self):
        """Returns the name of a disk logical volume, for a given VM"""
        vm_name = self.vm_object.get_name()
        return 'mcvirt_vm-%s-disk-%s' % (vm_name, self.disk_id)

    def _getMCVirtConfig(self):
        """Returns the MCVirt hard drive configuration for the Local hard drive"""
        # There are no configurations for the disk stored by MCVirt
        return super(Local, self)._getMCVirtConfig()

    def _getBackupLogicalVolume(self):
        """Returns the storage device for the backup"""
        return self._getDiskName()

    def _getBackupSnapshotLogicalVolume(self):
        """Returns the logical volume name for the backup snapshot"""
        return self._getDiskName + self.SNAPSHOT_SUFFIX
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  Source code for mcvirt.rpc.certificate_generator_factory

"""Provides an interface to obtain certificate generator objects"""
# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

from mcvirt.rpc.certificate_generator import CertificateGenerator
from mcvirt.rpc.pyro_object import PyroObject


[docs]class CertificateGeneratorFactory(PyroObject):
    """Provides an interface to obtain certificate generator objects"""

    @Pyro4.expose()
[docs]    def get_cert_generator(self, server, remote=False):
        """Obtain a certificate generator object for a given server"""
        cert_generator = CertificateGenerator(server, remote=remote)
        self._register_object(cert_generator)
        return cert_generator
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  Source code for mcvirt.node.node

"""Perform configurations for local node."""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import re
import Pyro4

from mcvirt.exceptions import (InvalidVolumeGroupNameException,
                               InvalidIPAddressException)
from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.rpc.lock import locking_method, MethodLock
from mcvirt.version import VERSION


[docs]class Node(PyroObject):
    """Provides methods to configure the local node."""

    @Pyro4.expose()
    @locking_method()
    def set_storage_volume_group(self, volume_group):
        """Update the MCVirt configuration to set the volume group for VM storage."""
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_NODE)

        # Ensure volume_group name is valid
        pattern = re.compile("^[A-Z0-9a-z_-]+$")
        if not pattern.match(volume_group):
            raise InvalidVolumeGroupNameException('%s is not a valid volume group name' %
                                                  volume_group)

        # Update global MCVirt configuration
        def update_config(config):
            config['vm_storage_vg'] = volume_group
        mcvirt_config = MCVirtConfig()
        mcvirt_config.update_config(update_config,
                                    'Set virtual machine storage volume group to %s' %
                                    volume_group)

    @Pyro4.expose()
    @locking_method()
    def set_cluster_ip_address(self, ip_address):
        """Update the cluster IP address for the node."""
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_NODE)

        # Check validity of IP address (mainly to ensure that )
        pattern = re.compile(r"^((([01]?[0-9]?[0-9]|2[0-4][0-9]|25[0-5])[ (\[]?(\.|dot)"
                             "[ )\]]?){3}([01]?[0-9]?[0-9]|2[0-4][0-9]|25[0-5]))$")
        if not pattern.match(ip_address):
            raise InvalidIPAddressException('%s is not a valid IP address' % ip_address)

        # Update global MCVirt configuration
        def update_config(config):
            config['cluster']['cluster_ip'] = ip_address
        mcvirt_config = MCVirtConfig()
        mcvirt_config.update_config(update_config, 'Set node cluster IP address to %s' %
                                                   ip_address)

[docs]    def is_volume_group_set(self):
        """Determine if the volume group has been configured on the node"""
        return bool(MCVirtConfig().get_config()['vm_storage_vg'])


    @Pyro4.expose()
[docs]    def get_version(self):
        """Returns the version of the running daemon"""
        return VERSION


    @Pyro4.expose()
[docs]    def clear_method_lock(self):
        """Force clear a method lock to escape deadlock"""
        self._get_registered_object('auth').assert_permission(PERMISSIONS.SUPERUSER)
        lock = MethodLock.get_lock()
        if lock.locked():
            lock.release()
            Pyro4.current_context.has_lock = False
            return True
        return False
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  Source code for mcvirt.node.drbd

"""Provides interface to mange the DRBD installation."""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

from Cheetah.Template import Template
import os
from texttable import Texttable
import Pyro4
import random
import string

from mcvirt.exceptions import DrbdNotInstalledException, DrbdAlreadyEnabled
from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.system import System
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.rpc.lock import locking_method
from mcvirt.utils import get_hostname
from mcvirt.constants import DirectoryLocation


[docs]class Drbd(PyroObject):
    """Performs configuration of DRBD on the node"""

    CONFIG_DIRECTORY = '/etc/drbd.d'
    GLOBAL_CONFIG = CONFIG_DIRECTORY + '/global_common.conf'
    GLOBAL_CONFIG_TEMPLATE = DirectoryLocation.TEMPLATE_DIR + '/drbd_global.conf'
    DrbdADM = '/sbin/drbdadm'
    CLUSTER_SIZE = 2

    @Pyro4.expose()
[docs]    def is_enabled(self):
        """Determine whether Drbd is enabled on the node or not"""
        return self.get_config()['enabled']


    @Pyro4.expose()
[docs]    def is_installed(self):
        """Determine if the 'drbdadm' command is present to determine if the
        'drbd8-utils' package is installed
        """
        return os.path.isfile(self.DrbdADM)


[docs]    def ensure_installed(self):
        """Ensure that Drbd is installed on the node"""
        if not self.is_installed():
            raise DrbdNotInstalledException('drbdadm not found' +
                                            ' (Is the drbd8-utils package installed?)')


    @Pyro4.expose()
    @locking_method()
    def enable(self, secret=None):
        """Ensure the machine is suitable to run Drbd"""
        # Ensure user has the ability to manage Drbd
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_DRBD)

        # Ensure that Drbd is installed
        self.ensure_installed()

        if self.is_enabled() and self._is_cluster_master:
            raise DrbdAlreadyEnabled('Drbd has already been enabled on this node')

        if secret is None:
            secret = self.generate_secret()

        # Set the secret in the local configuration
        self.set_secret(secret)

        if self._is_cluster_master:
            # Enable Drbd on the remote nodes
            cluster = self._get_registered_object('cluster')

            def remote_command(node):
                remote_drbd = node.get_connection('node_drbd')
                remote_drbd.enable(secret=secret)

            cluster.run_remote_command(callback_method=remote_command)

        # Generate the global Drbd configuration
        self.generate_config()

        # Update the local configuration
        def update_config(config):
            config['drbd']['enabled'] = 1
        MCVirtConfig().update_config(update_config, 'Enabled Drbd')

[docs]    def get_config(self):
        """Return the global Drbd configuration"""
        mcvirt_config = MCVirtConfig()
        if 'drbd' in mcvirt_config.get_config().keys():
            return mcvirt_config.get_config()['drbd']
        else:
            return self.get_default_config()


    @staticmethod
[docs]    def get_default_config():
        """Return the default configuration for DRBD"""
        default_config = \
            {
                'enabled': 0,
                'secret': '',
                'sync_rate': '10M',
                'protocol': 'C'
            }
        return default_config


[docs]    def generate_config(self):
        """Generate the Drbd configuration"""
        # Obtain the MCVirt Drbd config
        drbd_config = self.get_config()

        # Replace the variables in the template with the local Drbd configuration
        config_content = Template(file=self.GLOBAL_CONFIG_TEMPLATE, searchList=[drbd_config])

        # Write the Drbd configuration
        fh = open(self.GLOBAL_CONFIG, 'w')
        fh.write(config_content.respond())
        fh.close()

        # Update Drbd running configuration
        self.adjust_drbd_config()


[docs]    def generate_secret(self):
        """Generate a random secret for Drbd"""
        return ''.join([random.choice(string.ascii_letters + string.digits) for _ in xrange(16)])


[docs]    def set_secret(self, secret):
        """Set the Drbd configuration in the global MCVirt config file"""
        def update_config(config):
            config['drbd']['secret'] = secret
        MCVirtConfig().update_config(update_config, 'Set Drbd secret')


[docs]    def adjust_drbd_config(self, resource='all'):
        """Perform a Drbd adjust, which updates the Drbd running configuration"""
        if (len(self.get_all_drbd_hard_drive_object())):
            System.runCommand([Drbd.DrbdADM, 'adjust', resource])


[docs]    def get_all_drbd_hard_drive_object(self, include_remote=False):
        """Obtain all hard drive objects that are backed by DRBD"""
        hard_drive_objects = []
        vm_factory = self._get_registered_object('virtual_machine_factory')
        for vm_object in vm_factory.getAllVirtualMachines():
            if (get_hostname() in vm_object.getAvailableNodes() or include_remote):
                all_hard_drive_objects = vm_object.getHardDriveObjects()

                for hard_drive_object in all_hard_drive_objects:
                    if (hard_drive_object.get_type() is 'Drbd'):
                        hard_drive_objects.append(hard_drive_object)

        return hard_drive_objects


[docs]    def get_used_drbd_ports(self):
        """Return a list of used Drbd ports"""
        return [hdd.drbd_port for hdd in self.get_all_drbd_hard_drive_object(include_remote=True)]


[docs]    def get_used_drbd_minors(self):
        """Return a list of used Drbd minor IDs"""
        return [hdd.drbd_minor for hdd in self.get_all_drbd_hard_drive_object(include_remote=True)]


    @Pyro4.expose()
[docs]    def list(self):
        """List the Drbd volumes and statuses"""
        # Create table and add headers
        table = Texttable()
        table.set_deco(Texttable.HEADER | Texttable.VLINES)
        table.header(('Volume Name', 'VM', 'Minor', 'Port', 'Role', 'Connection State',
                      'Disk State', 'Sync Status'))

        # Set column alignment and widths
        table.set_cols_width((30, 20, 5, 5, 20, 20, 20, 13))
        table.set_cols_align(('l', 'l', 'c', 'c', 'l', 'c', 'l', 'c'))

        # Iterate over Drbd objects, adding to the table
        for drbd_object in self.get_all_drbd_hard_drive_object(True):
            table.add_row((drbd_object.resource_name,
                           drbd_object.vm_object.get_name(),
                           drbd_object.drbd_minor,
                           drbd_object.drbd_port,
                           'Local: %s, Remote: %s' % (drbd_object._drbdGetRole()[0].name,
                                                      drbd_object._drbdGetRole()[1].name),
                           drbd_object._drbdGetConnectionState().name,
                           'Local: %s, Remote: %s' % (drbd_object._drbdGetDiskState()[0].name,
                                                      drbd_object._drbdGetDiskState()[1].name),
                           'In Sync' if drbd_object._isInSync() else 'Out of Sync'))
        return table.draw()
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  Source code for mcvirt.virtual_machine.network_adapter.network_adapter

"""Provide class for network adapters."""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4
import xml.etree.ElementTree as ET

from mcvirt.exceptions import NetworkAdapterDoesNotExistException
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.rpc.lock import locking_method
from mcvirt.rpc.pyro_object import PyroObject


[docs]class NetworkAdapter(PyroObject):
    """Provides operations to network interfaces attached to a VM"""

    def __init__(self, mac_address, vm_object):
        """Set member variables and obtains libvirt domain object."""
        self.vm_object = vm_object
        self.mac_address = mac_address

        if not self._check_exists():
            raise NetworkAdapterDoesNotExistException(
                'No interface with MAC address \'%s\' attached to VM' %
                self.getMacAddress())

    def _generateLibvirtXml(self):
        """Creates a basic XML configuration for a network interface,
        encorporating the name of the network"""
        interface_xml = ET.Element('interface')
        interface_xml.set('type', 'network')

        # Create 'source'
        interface_source_xml = ET.SubElement(interface_xml, 'source')
        interface_source_xml.set('network', self.getConnectedNetwork())

        # Create 'model'
        interface_model_xml = ET.SubElement(interface_xml, 'model')
        interface_model_xml.set('type', 'virtio')

        mac_address_xml = ET.SubElement(interface_xml, 'mac')
        mac_address_xml.set('address', self.getMacAddress())

        return interface_xml

    def _check_exists(self):
        """Determines if the network interface is present on the VM"""
        vm_config = self.vm_object.get_config_object().get_config()
        return (self.getMacAddress() in vm_config['network_interfaces'])

[docs]    def getLibvirtConfig(self):
        """Returns a dict of the LibVirt configuration for the network interface"""
        domain_config = self.vm_object.getLibvirtConfig()
        interface_config = domain_config.find(
            './devices/interface[@type="network"]/mac[@address="%s"]/..' %
            self.mac_address)

        if (interface_config is None):
            raise NetworkAdapterDoesNotExistException(
                'Interface does not exist: %s' % self.mac_address
            )

        return interface_config


[docs]    def get_config(self):
        """Returns a dict of the MCVirt configuration for the network interface"""
        vm_config = self.vm_object.get_config_object().get_config()
        network_config = \
            {
                'mac_address': self.getMacAddress(),
                'network': vm_config['network_interfaces'][self.getMacAddress()]
            }
        return network_config


    @Pyro4.expose()
[docs]    def getConnectedNetwork(self):
        """Returns the network that a given interface is connected to"""
        interface_config = self.get_config()
        return interface_config['network']


    @staticmethod
[docs]    def generateMacAddress():
        """Generates a random MAC address for new VM network interfaces"""
        import random
        mac = [0x00, 0x16, 0x3e,
               random.randint(0x00, 0x7f),
               random.randint(0x00, 0xff),
               random.randint(0x00, 0xff)]

        return ':'.join(map(lambda x: "%02x" % x, mac))


    @Pyro4.expose()
[docs]    def getMacAddress(self):
        """Returns the MAC address of the current network object"""
        return self.mac_address


    @Pyro4.expose()
    @locking_method()
    def delete(self):
        """Remove the given interface from the VM, based on the given MAC address"""
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MODIFY_VM,
            self.vm_object
        )

        def updateXML(domain_xml):
            device_xml = domain_xml.find('./devices')
            interface_xml = device_xml.find(
                './interface[@type="network"]/mac[@address="%s"]/..' %
                self.getMacAddress())

            if (interface_xml is None):
                raise NetworkAdapterDoesNotExistException(
                    'No interface with MAC address \'%s\' attached to VM' %
                    self.getMacAddress())

            device_xml.remove(interface_xml)

        self.vm_object._editConfig(updateXML)

        # Update the VM configuration
        def updateVmConfig(config):
            del config['network_interfaces'][self.getMacAddress()]
        self.vm_object.get_config_object().update_config(
            updateVmConfig, 'Removed network adapter from \'%s\' on \'%s\' network: %s' %
            (self.vm_object.get_name(), self.getConnectedNetwork(), self.getMacAddress()))
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  Source code for mcvirt.node.libvirt_config

"""Provide class to configure libvirtd"""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

from Cheetah.Template import Template
import os

from mcvirt.mcvirt_config import MCVirtConfig
from mcvirt.system import System
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.utils import get_hostname
from mcvirt.exceptions import LibvirtNotInstalledException


[docs]class LibvirtConfig(PyroObject):
    """Provides configuration for libvirtd"""

    CONFIG_FILE = '/etc/libvirt/libvirtd.conf'
    CONFIG_TEMPLATE = '/usr/lib/mcvirt/templates/libvirtd.conf'
    DEFAULT_FILE = '/etc/default/%s'
    DEFAULT_CONFIG = """
# Defaults for libvirtd initscript (/etc/init.d/libvirtd)
# This is a POSIX shell fragment

# Start libvirtd to handle qemu/kvm:
start_libvirtd="yes"

# options passed to libvirtd, add "-l" to listen on tcp
libvirtd_opts=" --listen --verbose %s"
"""

    def __init__(self):
        """Create variable to determine if a hard restart is required"""
        self.hard_restart = False

        # Determine location of libvirt init script
        self.service_name = self.get_service_name()

[docs]    def get_service_name(self):
        """Locate the libvirt service"""
        for service_name in ['libvirtd', 'libvirt-bin']:
            if os.path.isfile('/etc/init.d/%s' % service_name):
                return service_name

        raise LibvirtNotInstalledException('Libvirt does not appear to be installed')


[docs]    def generate_config(self):
        """Generate the libvirtd configuration"""
        libvirt_config = self.get_config()

        # Replace the variables in the template with the local libvirtd configuration
        config_content = Template(file=self.CONFIG_TEMPLATE, searchList=[libvirt_config])

        # Write the libvirt configurations
        with open(self.CONFIG_FILE, 'w') as fh:
            fh.write(config_content.respond())

        if self.service_name == 'libvirt-bin':
            default_config = self.DEFAULT_CONFIG % '-d '
        else:
            default_config = self.DEFAULT_CONFIG % ''

        with open(self.DEFAULT_FILE % self.service_name, 'w') as default_fh:
            default_fh.write(default_config)

        # Update Drbd running configuration
        self._reload_libvirt()


[docs]    def get_config(self):
        """Create the configuration for libvirt"""
        cert_gen_factory = self._get_registered_object('certificate_generator_factory')
        ssl_socket = cert_gen_factory.get_cert_generator('localhost')
        nodes = self._get_registered_object('cluster').get_nodes(return_all=True)
        nodes.append(get_hostname())
        allowed_dns = [cert_gen_factory.get_cert_generator(node).ssl_subj for node in nodes]

        return {
            'ip_address': MCVirtConfig().getListenAddress(),
            'ssl_server_key': ssl_socket.server_key_file,
            'ssl_server_cert': ssl_socket.server_pub_file,
            'ssl_ca_cert': ssl_socket.ca_pub_file,
            'allowed_nodes': '", "'.join(allowed_dns)
        }


    def _reload_libvirt(self):
        """Force libvirt to reload it's configuration"""
        action = 'restart' if self.hard_restart else 'force-reload'
        System.runCommand(['service', self.service_name, action])
        self.hard_restart = False
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  Source code for mcvirt.iso.factory

"""Provide factory class for ISO"""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/

import os
import urllib2
import urlparse
import tempfile
import shutil
import binascii
import Pyro4

from mcvirt.iso.iso import Iso
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.rpc.lock import locking_method
from mcvirt.constants import DirectoryLocation
from mcvirt.exceptions import InvalidISOPathException


[docs]class Factory(PyroObject):
    """Class for obtaining ISO objects"""

    ISO_CLASS = Iso

[docs]    def get_isos(self):
        """Return a list of a ISOs"""
        # Get files in ISO directory
        file_list = os.listdir(DirectoryLocation.ISO_STORAGE_DIR)
        iso_list = []

        for iso_name in file_list:
            iso_path = os.path.join(DirectoryLocation.ISO_STORAGE_DIR, iso_name)
            if os.path.isfile(iso_path):
                iso_list.append(iso_name)
        return iso_list


    @Pyro4.expose()
[docs]    def get_iso_by_name(self, iso_name):
        """Create and register Iso object"""
        iso_object = Iso(iso_name)
        self._register_object(iso_object)
        return iso_object


    @Pyro4.expose()
[docs]    def get_iso_list(self):
        """Return a user-readable list of ISOs"""
        iso_list = self.get_isos()
        if len(iso_list) == 0:
            return 'No ISOs found'
        else:
            return "\n".join(iso_list)


[docs]    def add_iso(self, path):
        """Copy an ISO to ISOs directory"""
        # Check that file exists
        if not os.path.isfile(path):
            raise InvalidISOPathException('Error: \'%s\' is not a file or does not exist' % path)

        filename = Iso.get_filename_from_path(path)
        Iso.overwrite_check(filename, DirectoryLocation.ISO_STORAGE_DIR + '/' + filename)

        shutil.copy(path, DirectoryLocation.ISO_STORAGE_DIR)

        return self.get_iso_by_name(filename)


    @Pyro4.expose()
    @locking_method()
    def add_from_url(self, url, name=None):
        """Download an ISO from given URL and save in ISO directory"""
        # Work out name from URL if name is not supplied
        if name is None:
            # Parse URL to get path part
            url_parse = urlparse.urlparse(url)
            name = Iso.get_filename_from_path(url_parse.path)

        # Get temporary directory to store ISO
        temp_directory = tempfile.mkdtemp()
        output_path = temp_directory + '/' + name

        # Open file
        iso = urllib2.urlopen(url)

        # Read file in 16KB chunks
        chunk_size = 16 * 1024

        # Save ISO
        with open(output_path, 'wb') as file:
            while True:
                chunk = iso.read(chunk_size)
                if not chunk:
                    break
                file.write(chunk)
        iso.close()

        iso_object = self.add_iso(output_path)

        os.remove(output_path)
        os.rmdir(temp_directory)
        return iso_object

    @Pyro4.expose()
    @locking_method()
    def add_iso_from_stream(self, path, name=None):
        """Import ISO, writing binary data to the ISO file"""
        if name is None:
            name = Iso.get_filename_from_path(path)

        # Get temporary directory to store ISO
        temp_directory = tempfile.mkdtemp()
        output_path = temp_directory + '/' + name

        iso_writer = IsoWriter(output_path, self, temp_directory, path)
        self._register_object(iso_writer)
        return iso_writer



[docs]class IsoWriter(PyroObject):
    """Provide an interface for writing ISOs"""

    def __init__(self, temp_file, factory, temp_directory, path):
        """Set methods to be able to create ISO from temp path."""
        self.temp_file = temp_file
        self.temp_directory = temp_directory
        self.factory = factory
        self.path = path
        self.fh = open(self.temp_file, 'wb')

    def __delete__(self):
        """Close FH on object deletion"""
        if self.fh:
            self.fh.close()
            self.fh = None

    @Pyro4.expose()
[docs]    def write_data(self, data):
        """Write data to the ISO file"""
        self.fh.write(binascii.unhexlify(data))


    @Pyro4.expose()
[docs]    def write_end(self):
        """End writing object, close FH and import ISO"""
        if self.fh:
            self.fh.close()
            self.fh = None

        iso_object = self.factory.add_iso(self.temp_file)

        os.remove(self.temp_file)
        os.rmdir(self.temp_directory)
        return iso_object
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  Source code for mcvirt.iso.iso

"""Provide class for managing ISO files"""

# Copyright (c) 2015 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import os
import stat
import Pyro4

from mcvirt.exceptions import (InvalidISOPathException, NameNotSpecifiedException,
                               IsoAlreadyExistsException, FailedToRemoveFileException,
                               IsoInUseException)
from mcvirt.utils import get_hostname
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.constants import DirectoryLocation


[docs]class Iso(PyroObject):
    """Provides management of ISOs for use in MCVirt"""

    def __init__(self, name):
        """Ensure the VM exists, checks the file permissions and creates
        an Iso object.
        """
        self.name = name

        if not os.path.isfile(self.get_path()):
            raise InvalidISOPathException('Error: \'%s\' does not exist' % self.get_name())

        self.set_iso_permissions()

    @Pyro4.expose()
[docs]    def get_name(self):
        """Return the name of the ISO"""
        return self.name


    @Pyro4.expose()
[docs]    def get_path(self):
        """Return the full path of the ISO"""
        return DirectoryLocation.ISO_STORAGE_DIR + '/' + self.get_name()


    @staticmethod
[docs]    def get_filename_from_path(path, append_iso=True):
        """Return filename part of path"""
        filename = path.split('/')[-1]
        if not filename:
            raise NameNotSpecifiedException('Name cannot be determined from "%s".' % path + "\n" +
                                            'Name parameter must be provided')
        if filename[-4:].lower() != '.iso' and append_iso:
            filename += '.iso'

        return filename


[docs]    def set_iso_permissions(self):
        """Set permissions to 644"""
        mode = stat.S_IRUSR | stat.S_IWUSR | stat.S_IRGRP | stat.S_IROTH
        os.chmod(self.get_path(), mode)


    @staticmethod
[docs]    def overwrite_check(filename, path):
        """Check if a file already exists at path.
        Ask user whether they want to overwrite.
        Returns True if they will overwrite, False otherwise
        """
        if os.path.exists(path):
            raise IsoAlreadyExistsException(
                'Error: An ISO with the same name already exists: "%s"' % path
            )

        return True


[docs]    def delete(self):
        """Delete an ISO"""
        # Check exists
        if self.in_use:
            raise IsoInUseException(
                'The ISO is attached to a VM, so cannot be removed: %s' % self.in_use
            )

        os.remove(self.get_path())

        if not os.path.isfile(self.get_path()):
            return True
        else:
            raise FailedToRemoveFileException(
                'A failure occurred whilst attempting to remove ISO: %s' % self.get_name()
            )


    @property
    def in_use(self):
        """Determine if the ISO is currently in use by a VM"""
        virtual_machine_factory = self._get_registered_object('virtual_machine_factory')
        for vm_name in virtual_machine_factory.getAllVmNames(node=get_hostname()):
            vm_object = virtual_machine_factory.getVirtualMachineByName(vm_name)
            disk_drive_object = vm_object.get_disk_drive()
            vm_current_iso = disk_drive_object.getCurrentDisk()

            # If the VM has an iso attached, check if the ISO is this one
            if vm_current_iso and vm_current_iso.get_path() == self.get_path():
                return vm_object.get_name()

        return False
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  Source code for mcvirt.node.network.factory

"""Provide class for generating network objects"""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4
from texttable import Texttable
import xml.etree.ElementTree as ET
import netifaces

from mcvirt.exceptions import (NetworkAlreadyExistsException, LibvirtException,
                               InterfaceDoesNotExist, NetworkDoesNotExistException)
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.node.network.network import Network
from mcvirt.rpc.lock import locking_method
from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.argument_validator import ArgumentValidator


[docs]class Factory(PyroObject):
    """Class for obtaining network objects"""

    OBJECT_TYPE = 'network'

    @Pyro4.expose()
[docs]    def interface_exists(self, interface):
        """Public method for to determine if an interface exists"""
        self._get_registered_object('auth').assert_user_type('ConnectionUser', 'ClusterUser')
        return self._interface_exists(interface)


    def _interface_exists(self, interface):
        """Determine if a given network adapter exists on the node"""
        if interface not in netifaces.interfaces():
            return False

        addr = netifaces.ifaddresses(interface)
        return (netifaces.AF_INET in addr)

    @Pyro4.expose()
    @locking_method()
    def create(self, name, physical_interface):
        """Create a network on the node"""
        # Ensure user has permission to manage networks
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_HOST_NETWORKS)

        # Validate name
        ArgumentValidator.validate_network_name(name)

        # Ensure network does not already exist
        if self.check_exists(name):
            raise NetworkAlreadyExistsException('Network already exists: %s' % name)

        # Ensure that the physical interface eixsts
        if not self._interface_exists(physical_interface):
            raise InterfaceDoesNotExist(
                'Physical interface %s does not exist' % physical_interface
            )

        # Create XML for network
        network_xml = ET.Element('network')
        network_xml.set('ipv6', 'no')
        network_name_xml = ET.SubElement(network_xml, 'name')
        network_name_xml.text = name

        # Create 'forward'
        network_forward_xml = ET.SubElement(network_xml, 'forward')
        network_forward_xml.set('mode', 'bridge')

        # Set interface bridge
        network_bridge_xml = ET.SubElement(network_xml, 'bridge')
        network_bridge_xml.set('name', physical_interface)

        # Convert XML object to string
        network_xml_string = ET.tostring(network_xml, encoding='utf8', method='xml')

        # Attempt to register network with LibVirt
        try:
            self._get_registered_object('libvirt_connector').get_connection(
            ).networkDefineXML(network_xml_string)
        except:
            raise LibvirtException('An error occurred whilst registering network with LibVirt')

        # Update MCVirt config
        def update_config(config):
            config['networks'][name] = physical_interface
        from mcvirt.mcvirt_config import MCVirtConfig
        MCVirtConfig().update_config(update_config, 'Created network \'%s\'' % name)

        # Obtain instance of the network object
        network_instance = self.get_network_by_name(name)

        # Start network
        network_instance._get_libvirt_object().create()

        # Set network to autostart
        network_instance._get_libvirt_object().setAutostart(True)

        if self._is_cluster_master:
            def remote_add(node):
                network_factory = node.get_connection('network_factory')
                network_factory.create(name, physical_interface)
            cluster = self._get_registered_object('cluster')
            cluster.run_remote_command(remote_add)

        return network_instance

    @Pyro4.expose()
[docs]    def get_network_by_name(self, network_name):
        """Return a network object of the network for a given name."""
        self.ensure_exists(network_name)
        network_object = Network(network_name)
        self._register_object(network_object)
        return network_object


    @Pyro4.expose()
[docs]    def get_all_network_names(self):
        """Return a list of network names"""
        return Network.get_network_config().keys()


    @Pyro4.expose()
[docs]    def get_all_network_objects(self):
        """Return all network objects"""
        network_objects = []
        for network_name in self.get_all_network_names():
            network_objects.append(self.get_network_by_name(network_name))
        return network_objects


    @Pyro4.expose()
[docs]    def get_network_list_table(self):
        """Return a table of networks registered on the node"""
        # Create table and set headings
        table = Texttable()
        table.set_deco(Texttable.HEADER | Texttable.VLINES)
        table.header(('Network', 'Physical Interface'))

        # Obtain network configurations and add to table
        for network_object in self.get_all_network_objects():
            table.add_row((network_object.get_name(), network_object.get_adapter()))
        return table.draw()


[docs]    def ensure_exists(self, name):
        """Ensure network exists"""
        if not self.check_exists(name):
            raise NetworkDoesNotExistException('Network does not exist: %s' % name)


    @Pyro4.expose()
[docs]    def check_exists(self, name):
        """Check if a network exists"""
        # Obtain array of all networks from libvirt
        networks = Network.get_network_config()

        # Determine if the name of any of the networks returned
        # matches the requested name
        return (name in networks.keys())
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  Source code for mcvirt.node.network.network

"""Provide interface to libvirt network objects"""

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

from mcvirt.exceptions import LibvirtException, NetworkUtilizedException
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.rpc.lock import locking_method
from mcvirt.rpc.pyro_object import PyroObject


[docs]class Network(PyroObject):
    """Provides an interface to LibVirt networks"""

    def __init__(self, name):
        """Set member variables and obtains libvirt domain object"""
        self.name = name

    @staticmethod
[docs]    def get_network_config():
        """Return the network configuration for the node"""
        from mcvirt.mcvirt_config import MCVirtConfig
        mcvirt_config = MCVirtConfig().get_config()
        return mcvirt_config['networks']


    @Pyro4.expose()
    @locking_method()
    def delete(self):
        """Delete a network from the node"""
        # Ensure user has permission to manage networks
        self._get_registered_object('auth').assert_permission(PERMISSIONS.MANAGE_HOST_NETWORKS)

        # Ensure network is not connected to any VMs
        connected_vms = self._get_connected_virtual_machines()
        if len(connected_vms):
            connected_vm_name_string = ', '.join(vm.get_name() for vm in connected_vms)
            raise NetworkUtilizedException(
                'Network \'%s\' cannot be removed as it is used by the following VMs: %s' %
                (self.get_name(), connected_vm_name_string))

        # Undefine object from libvirt
        try:
            self._get_libvirt_object().destroy()
            self._get_libvirt_object().undefine()
        except:
            raise LibvirtException('Failed to delete network from libvirt')

        # Update MCVirt config
        def update_config(config):
            del config['networks'][self.get_name()]
        from mcvirt.mcvirt_config import MCVirtConfig
        MCVirtConfig().update_config(update_config, 'Deleted network \'%s\'' % self.get_name())

        if self._is_cluster_master:
            def remove_remote(node):
                network_factory = node.get_connection('network_factory')
                network = network_factory.get_network_by_name(self.name)
                node.annotate_object(network)
                network.delete()
            cluster = self._get_registered_object('cluster')
            cluster.run_remote_command(remove_remote)

    def _get_connected_virtual_machines(self):
        """Return an array of VM objects that have an interface connected to the network"""
        connected_vms = []

        # Iterate over all VMs and determine if any use the network to be deleted
        virtual_machine_factory = self._get_registered_object('virtual_machine_factory')
        for vm_object in virtual_machine_factory.getAllVirtualMachines():

            # Iterate over each network interface for the VM and determine if it
            # is connected to this network
            network_adapter_factory = self._get_registered_object('network_adapter_factory')
            all_vm_interfaces = network_adapter_factory.getNetworkAdaptersByVirtualMachine(
                vm_object)
            contains_connected_interface = False
            for network_interface in all_vm_interfaces:
                if network_interface.getConnectedNetwork() == self.get_name():
                    contains_connected_interface = True

            # If the VM contains at least one interface connected to the network,
            # add it to the array to be returned
            if contains_connected_interface:
                connected_vms.append(vm_object)

        # Return array of VMs that use this network
        return connected_vms

    def _get_libvirt_object(self):
        """Return the LibVirt object for the network"""
        return self._get_registered_object(
            'libvirt_connector'
        ).get_connection().networkLookupByName(self.name)

    @Pyro4.expose()
[docs]    def get_name(self):
        """Return the name of the network"""
        return self.name


    @Pyro4.expose()
[docs]    def get_adapter(self):
        """Return the name of the physical bridge adapter for the network"""
        return Network.get_network_config()[self.get_name()]
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  Source code for mcvirt.virtual_machine.hard_drive.drbd

# Copyright (c) 2014 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

from enum import Enum
import os
import math
import Pyro4
import time
from Cheetah.Template import Template

from mcvirt.virtual_machine.hard_drive.base import Base
from mcvirt.node.drbd import Drbd as NodeDrbd
from mcvirt.auth.permissions import PERMISSIONS
from mcvirt.system import System
from mcvirt.rpc.lock import locking_method
from mcvirt.constants import DirectoryLocation
from mcvirt.utils import get_hostname
from mcvirt.exceptions import (DrbdStateException, DrbdBlockDeviceDoesNotExistException,
                               DrbdVolumeNotInSyncException, MCVirtCommandException,
                               DrbdNotEnabledOnNode)


class DrbdConnectionState(Enum):
    """Library of Drbd connection states"""

    # No network configuration available. The resource has not yet been connected,
    # or has been administratively disconnected (using drbdadm disconnect), or has
    # dropped its connection due to failed authentication or split brain.
    STAND_ALONE = 'StandAlone'
    # Temporary state during disconnection. The next state is StandAlone.
    DISCONNECTING = 'Disconnecting'
    # Temporary state, prior to a connection attempt. Possible next
    # states: WFConnection and WFReportParams.
    UNCONNECTED = 'Unconnected'
    # Temporary state following a timeout in the communication with the peer.
    # Next state: Unconnected.
    TIMEOUT = 'Timeout'
    # Temporary state after the connection to the peer was lost.
    # Next state: Unconnected.
    BROKEN_PIPE = 'BrokenPipe'
    # Temporary state after the connection to the partner was lost.
    # Next state: Unconnected.
    NETWORK_FAILURE = 'NetworkFailure'
    # Temporary state after the connection to the partner was lost.
    # Next state: Unconnected.
    PROTOCOL_ERROR = 'ProtocolError'
    # Temporary state. The peer is closing the connection. Next state: Unconnected.
    TEAR_DOWN = 'TearDown'
    # This node is waiting until the peer node becomes visible on the network.
    WF_CONNECTION = 'WFConnection'
    # TCP connection has been established, this node waits for the first
    # network packet from the peer.
    WF_REPORT_PARAMS = 'WFReportParams'
    # A Drbd connection has been established, data mirroring is now active.
    # This is the normal state.
    CONNECTED = 'Connected'
    # Full synchronization, initiated by the administrator, is just starting.
    # The next possible states are: SyncSource or PausedSyncS.
    STARTING_SYNC_S = 'StartingSyncS'
    # Full synchronization, initiated by the administrator, is just starting.
    # Next state: WFSyncUUID.
    STARTING_SYNC_T = 'StartingSyncT'
    # Partial synchronization is just starting. Next possible states:
    # SyncSource or PausedSyncS.
    WF_BIT_MAP_S = 'WFBitMapS'
    # Partial synchronization is just starting. Next possible state: WFSyncUUID.
    WF_BIT_MAP_T = 'WFBitMapT'
    # Synchronization is about to begin. Next possible states: SyncTarget or PausedSyncT.
    WF_SYNC_UUID = 'WFSyncUUID'
    # Synchronization is currently running, with the local node being the
    # source of synchronization.
    SYNC_SOURCE = 'SyncSource'
    # Synchronization is currently running, with the local node being the
    # target of synchronization.
    SYNC_TARGET = 'SyncTarget'
    # The local node is the source of an ongoing synchronization,
    # but synchronization is currently paused.
    # This may be due to a dependency on the completion of another synchronization process,
    # or due to synchronization having been manually interrupted by drbdadm pause-sync.
    PAUSED_SYNC_S = 'PausedSyncS'
    # The local node is the target of an ongoing synchronization,
    # but synchronization is currently paused.
    # This may be due to a dependency on the completion of another synchronization process,
    # or due to synchronization having been manually interrupted by drbdadm pause-sync.
    PAUSED_SYNC_T = 'PausedSyncT'
    # On-line device verification is currently running, with the local node
    # being the source of verification.
    VERIFY_S = 'VerifyS'
    # On-line device verification is currently running, with the local node
    # being the target of verification.
    VERIFY_T = 'VerifyT'


class DrbdRoleState(Enum):
    """Library of Drbd role states"""

    # The resource is currently in the primary role, and may be read from and written to.
    # This role only occurs on one of the two nodes, unless dual-primary mode is enabled.
    PRIMARY = 'Primary'
    # The resource is currently in the secondary role. It normally receives updates from its peer
    # (unless running in disconnected mode), but may neither be read from nor written to.
    # This role may occur on one or both nodes.
    SECONDARY = 'Secondary'
    # The resource's role is currently unknown. The local resource role never has this status.
    # It is only displayed for the peer's resource role, and only in disconnected mode.
    UNKNOWN = 'Unknown'


class DrbdDiskState(Enum):
    """Library of Drbd disk states"""

    # No local block device has been assigned to the Drbd driver. This may mean that the resource
    # has never attached to its backing device, that it has been manually detached using
    # drbdadm detach, or that it automatically detached after a lower-level I/O error.
    DISKLESS = 'Diskless'
    # Transient state while reading meta data.
    ATTACHING = 'Attaching'
    # Transient state following an I/O failure report by the local block
    # device. Next state: Diskless.
    FAILED = 'Failed'
    # Transient state when an Attach is carried out on an already-Connected Drbd device.
    NEGOTIATING = 'Negotiating'
    # The data is inconsistent. This status occurs immediately upon creation of a new resource,
    # on both nodes (before the initial full sync). Also, this status is found in one node
    # (the synchronization target) during synchronization.
    INCONSISTENT = 'Inconsistent'
    # Resource data is consistent, but outdated.
    OUTDATED = 'Outdated'
    # This state is used for the peer disk if no network connection is available.
    D_UNKNOWN = 'DUnknown'
    # Consistent data of a node without connection. When the connection is established,
    # it is decided whether the data is UpToDate or Outdated.
    CONSISTENT = 'Consistent'
    # Consistent, up-to-date state of the data. This is the normal state.
    UP_TO_DATE = 'UpToDate'


[docs]class Drbd(Base):
    """Provides operations to manage Drbd-backed hard drives, used by VMs"""

    CREATE_PROGRESS = Enum('CREATE_PROGRESS',
                           ['START',
                            'CREATE_RAW_LV',
                            'CREATE_META_LV',
                            'CREATE_Drbd_CONFIG',
                            'CREATE_Drbd_CONFIG_R',
                            'Drbd_UP',
                            'Drbd_UP_R',
                            'ADD_TO_VM',
                            'Drbd_CONNECT',
                            'Drbd_CONNECT_R'])

    Drbd_STATES = {
        'CONNECTION': {
            'OK': [
                DrbdConnectionState.CONNECTED,
                DrbdConnectionState.VERIFY_S,
                DrbdConnectionState.VERIFY_T,
                DrbdConnectionState.PAUSED_SYNC_S,
                DrbdConnectionState.STARTING_SYNC_S,
                DrbdConnectionState.SYNC_SOURCE,
                DrbdConnectionState.WF_BIT_MAP_S,
                DrbdConnectionState.WF_BIT_MAP_T,
                DrbdConnectionState.WF_SYNC_UUID
            ],
            'CONNECTED': [
                DrbdConnectionState.CONNECTED,
                DrbdConnectionState.VERIFY_S,
                DrbdConnectionState.VERIFY_T,
                DrbdConnectionState.PAUSED_SYNC_S,
                DrbdConnectionState.STARTING_SYNC_S,
                DrbdConnectionState.SYNC_SOURCE,
                DrbdConnectionState.SYNC_TARGET,
                DrbdConnectionState.WF_BIT_MAP_S,
                DrbdConnectionState.WF_BIT_MAP_T,
                DrbdConnectionState.WF_SYNC_UUID
            ],
            'WARNING': [
                DrbdConnectionState.STAND_ALONE,
                DrbdConnectionState.DISCONNECTING,
                DrbdConnectionState.UNCONNECTED,
                DrbdConnectionState.BROKEN_PIPE,
                DrbdConnectionState.NETWORK_FAILURE,
                DrbdConnectionState.WF_CONNECTION,
                DrbdConnectionState.WF_REPORT_PARAMS
            ]
        },
        'ROLE': {
            'OK': [DrbdRoleState.PRIMARY],
            'WARNING': []
        },
        'DISK': {
            'OK': [DrbdDiskState.UP_TO_DATE],
            'WARNING': [DrbdDiskState.CONSISTENT, DrbdDiskState.D_UNKNOWN]
        }
    }

    INITIAL_PORT = 7789
    INITIAL_MINOR = 1
    Drbd_RAW_SUFFIX = 'raw'
    Drbd_META_SUFFIX = 'meta'
    Drbd_CONFIG_TEMPLATE = DirectoryLocation.TEMPLATE_DIR + '/drbd_resource.conf'
    CACHE_MODE = 'none'

    def __init__(self, drbd_minor=None, drbd_port=None, *args, **kwargs):
        """Set member variables"""
        # Get Drbde configuration from disk configuration
        self._sync_state = True
        self._drbd_port = None
        self._drbd_minor = None
        super(Drbd, self).__init__(*args, **kwargs)

    @property
    def config_properties(self):
        """Return the disk object config items"""
        return super(Drbd, self).config_properties + ['drbd_port', 'drbd_minor']

    @staticmethod
[docs]    def isAvailable(pyro_object):
        """Determine if Drbd is available on the node"""
        return (pyro_object._get_registered_object('node').is_volume_group_set() and
                pyro_object._get_registered_object('node_drbd').is_enabled())


    def _check_exists(self):
        """Ensure the required storage elements exist on the system"""
        raw_lv = self._getLogicalVolumeName(self.Drbd_RAW_SUFFIX)
        meta_lv = self._getLogicalVolumeName(self.Drbd_META_SUFFIX)
        self._ensureLogicalVolumeExists(raw_lv)
        self._ensureLogicalVolumeExists(meta_lv)
        return True

[docs]    def activateDisk(self):
        """Ensure that the disk is ready to be used by a VM on the local node"""
        self._ensure_exists()
        raw_lv = self._getLogicalVolumeName(self.Drbd_RAW_SUFFIX)
        meta_lv = self._getLogicalVolumeName(self.Drbd_META_SUFFIX)
        self._ensureLogicalVolumeActive(raw_lv)
        self._ensureLogicalVolumeActive(meta_lv)
        self._checkDrbdStatus()

        # If the disk is not already set to primary, set it to primary
        if self._drbdGetRole()[0] is not DrbdRoleState('Primary'):
            self._drbdSetPrimary()

        self._ensureBlockDeviceExists()


[docs]    def deactivateDisk(self):
        """Marks Drbd volume as secondary"""
        self._ensure_exists()
        self._drbdSetSecondary()


[docs]    def getSize(self):
        """Gets the size of the disk (in MB)"""
        self._ensure_exists()
        return self._get_logical_volume_size(self._getLogicalVolumeName(self.Drbd_RAW_SUFFIX))


[docs]    def create(self, size):
        """Creates a new hard drive, attaches the disk to the VM and records the disk
        in the VM configuration"""
        # Ensure user has privileges to create a Drbd volume
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MANAGE_DRBD, self.vm_object)

        # Ensure Drbd is enabled on the host
        if not self._get_registered_object('node_drbd').is_enabled():
            raise DrbdNotEnabledOnNode('Drbd is not enabled on this node')

        remote_nodes = self.vm_object._get_remote_nodes()

        # Keep track of progress, so the storage stack can be torn down if something goes wrong
        progress = Drbd.CREATE_PROGRESS.START
        try:
            # Create Drbd raw logical volume
            raw_logical_volume_name = self._getLogicalVolumeName(self.Drbd_RAW_SUFFIX)
            self._createLogicalVolume(raw_logical_volume_name,
                                      size, perform_on_nodes=True)
            progress = Drbd.CREATE_PROGRESS.CREATE_RAW_LV
            self._activateLogicalVolume(raw_logical_volume_name,
                                        perform_on_nodes=True)

            # Zero raw logical volume
            self._zeroLogicalVolume(raw_logical_volume_name,
                                    size, perform_on_nodes=True)

            # Create Drbd meta logical volume
            meta_logical_volume_name = self._getLogicalVolumeName(
                self.Drbd_META_SUFFIX
            )
            meta_logical_volume_size = self._calculateMetaDataSize()
            self._createLogicalVolume(meta_logical_volume_name,
                                      meta_logical_volume_size,
                                      perform_on_nodes=True)
            progress = Drbd.CREATE_PROGRESS.CREATE_META_LV
            self._activateLogicalVolume(meta_logical_volume_name,
                                        perform_on_nodes=True)

            # Zero meta logical volume
            self._zeroLogicalVolume(meta_logical_volume_name,
                                    meta_logical_volume_size, perform_on_nodes=True)

            # Generate Drbd resource configuration
            self._generateDrbdConfig()
            progress = Drbd.CREATE_PROGRESS.CREATE_Drbd_CONFIG

            cluster = self._get_registered_object('cluster')

            def remoteCommand(node):
                remote_disk = self.get_remote_object(remote_node=node, registered=False)
                remote_disk.generateDrbdConfig()
            cluster.run_remote_command(callback_method=remoteCommand,
                                       nodes=remote_nodes)
            progress = Drbd.CREATE_PROGRESS.CREATE_Drbd_CONFIG_R

            # Setup meta data on Drbd volume
            self._initialiseMetaData()

            def remoteCommand(node):
                remote_disk = self.get_remote_object(remote_node=node, registered=False)
                remote_disk.initialiseMetaData()
            cluster.run_remote_command(callback_method=remoteCommand,
                                       nodes=remote_nodes)

            # Bring up Drbd resource
            self._drbdUp()
            progress = Drbd.CREATE_PROGRESS.Drbd_UP

            def remoteCommand(node):
                remote_disk = self.get_remote_object(remote_node=node, registered=False)
                remote_disk.drbdUp()
            cluster.run_remote_command(callback_method=remoteCommand,
                                       nodes=remote_nodes)
            progress = Drbd.CREATE_PROGRESS.Drbd_UP_R

            # Wait for 5 seconds to let Drbd initialise
            # TODO: Monitor Drbd status instead.
            time.sleep(5)

            # Add to virtual machine
            self._sync_state = True
            self.addToVirtualMachine()
            progress = Drbd.CREATE_PROGRESS.ADD_TO_VM

            # Overwrite data on peer
            self._drbdOverwritePeer()

            # Ensure the Drbd resource is connected
            self._drbdConnect()
            progress = Drbd.CREATE_PROGRESS.Drbd_CONNECT

            def remoteCommand(node):
                remote_disk = self.get_remote_object(remote_node=node, registered=False)
                remote_disk.drbdConnect()
            cluster.run_remote_command(callback_method=remoteCommand,
                                       nodes=remote_nodes)
            progress = Drbd.CREATE_PROGRESS.Drbd_CONNECT_R

            # Mark volume as primary on local node
            self._drbdSetPrimary()

            def remoteCommand(node):
                remote_disk = self.get_remote_object(remote_node=node, registered=False)
                remote_disk.drbdSetSecondary()
            cluster.run_remote_command(callback_method=remoteCommand,
                                       nodes=remote_nodes)

        except Exception:
            cluster = self._get_registered_object('cluster')
            # If the creation fails, tear down based on the progress of the creation
            if (progress.value >= Drbd.CREATE_PROGRESS.Drbd_CONNECT_R.value):
                def remoteCommand(node):
                    remote_disk = self.get_remote_object(remote_node=node, registered=False)
                    remote_disk.drbdDisconnect()
                cluster.run_remote_command(callback_method=remoteCommand,
                                           nodes=remote_nodes)

            if (progress.value >= Drbd.CREATE_PROGRESS.Drbd_CONNECT.value):
                self._drbdDisconnect()

            if (progress.value >= Drbd.CREATE_PROGRESS.ADD_TO_VM.value):
                self.removeFromVirtualMachine()

            if (progress.value >= Drbd.CREATE_PROGRESS.Drbd_UP_R.value):
                def remoteCommand(node):
                    remote_disk = self.get_remote_object(remote_node=node, registered=False)
                    remote_disk.drbdDown()
                cluster.run_remote_command(callback_method=remoteCommand,
                                           nodes=remote_nodes)

            if (progress.value >= Drbd.CREATE_PROGRESS.Drbd_UP.value):
                self._drbdDown()

            if (progress.value >= Drbd.CREATE_PROGRESS.CREATE_Drbd_CONFIG_R.value):
                def remoteCommand(node):
                    remote_disk = self.get_remote_object(remote_node=node, registered=False)
                    remote_disk.removeDrbdConfig()
                cluster.run_remote_command(callback_method=remoteCommand,
                                           nodes=remote_nodes)

            if (progress.value >= Drbd.CREATE_PROGRESS.CREATE_Drbd_CONFIG.value):
                self._removeDrbdConfig()

            if (progress.value >= Drbd.CREATE_PROGRESS.CREATE_META_LV.value):
                self._removeLogicalVolume(meta_logical_volume_name,
                                          perform_on_nodes=True)

            if (progress.value >= Drbd.CREATE_PROGRESS.CREATE_RAW_LV.value):
                self._removeLogicalVolume(raw_logical_volume_name,
                                          perform_on_nodes=True)

            raise


    def _removeStorage(self):
        """Removes the backing storage for the Drbd hard drive"""
        self._ensure_exists()
        cluster = self._get_registered_object('cluster')
        remote_nodes = self.vm_object._get_remote_nodes()

        # Disconnect and perform a 'down' on the Drbd volume on all nodes
        def remoteCommand(node):
            remote_disk = self.get_remote_object(remote_node=node, registered=False)
            remote_disk.drbdDisconnect()
        cluster.run_remote_command(callback_method=remoteCommand,
                                   nodes=remote_nodes)
        self._drbdDisconnect()

        def remoteCommand(node):
            remote_disk = self.get_remote_object(remote_node=node, registered=False)
            remote_disk.drbdDown()
        cluster.run_remote_command(callback_method=remoteCommand,
                                   nodes=remote_nodes)
        self._drbdDown()

        # Remove the Drbd configuration from all nodes
        def remoteCommand(node):
            remote_disk = self.get_remote_object(remote_node=node, registered=False)
            remote_disk.removeDrbdConfig()
        cluster.run_remote_command(callback_method=remoteCommand,
                                   nodes=remote_nodes)
        self._removeDrbdConfig()

        # Remove the meta and raw logical volume from all nodes
        self._removeLogicalVolume(self._getLogicalVolumeName(self.Drbd_META_SUFFIX),
                                  perform_on_nodes=True)
        self._removeLogicalVolume(self._getLogicalVolumeName(self.Drbd_RAW_SUFFIX),
                                  perform_on_nodes=True)

    @Pyro4.expose()
    @locking_method()
    def initialiseMetaData(self, *args, **kwargs):
        """Provides an exposed method for _initialiseMetaData
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._initialiseMetaData(*args, **kwargs)

    def _initialiseMetaData(self):
        """Performs an initialisation of the meta data, using drbdadm"""
        System.runCommand([NodeDrbd.DrbdADM, 'create-md', self.resource_name])

    @Pyro4.expose()
    @locking_method()
    def drbdUp(self, *args, **kwargs):
        """Provides an exposed method for _drbdUp
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._drbdUp(*args, **kwargs)

    def _drbdUp(self):
        """Performs a Drbd 'up' on the hard drive Drbd resource"""
        System.runCommand([NodeDrbd.DrbdADM, 'up', self.resource_name])

    @Pyro4.expose()
    @locking_method()
    def drbdDown(self, *args, **kwargs):
        """Provides an exposed method for _drbdDown
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._drbdDown(*args, **kwargs)

    def _drbdDown(self):
        """Performs a Drbd 'down' on the hard drive Drbd resource"""
        try:
            System.runCommand([NodeDrbd.DrbdADM, 'down', self.resource_name])
        except MCVirtCommandException:
            # If the Drbd down fails, attempt to wait 5 seconds and try again
            time.sleep(5)
            System.runCommand([NodeDrbd.DrbdADM, 'down', self.resource_name])

    @Pyro4.expose()
    @locking_method()
    def drbdConnect(self, *args, **kwargs):
        """Provides an exposed method for _drbdConnect
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._drbdConnect(*args, **kwargs)

    def _drbdConnect(self):
        """Performs a Drbd 'connect' on the hard drive Drbd resource"""
        if self._drbdGetConnectionState() not in Drbd.Drbd_STATES['CONNECTION']['CONNECTED']:
            System.runCommand([NodeDrbd.DrbdADM, 'connect', self.resource_name])

    @Pyro4.expose()
    @locking_method()
    def drbdDisconnect(self, *args, **kwargs):
        """Provides an exposed method for _drbdDisconnect
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._drbdDisconnect(*args, **kwargs)

    def _drbdDisconnect(self):
        """Performs a Drbd 'disconnect' on the hard drive Drbd resource"""
        System.runCommand([NodeDrbd.DrbdADM, 'disconnect', self.resource_name])

    @Pyro4.expose()
    @locking_method()
    def setTwoPrimariesConfig(self, *args, **kwargs):
        """Provides an exposed method for _setTwoPrimariesConfig
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._setTwoPrimariesConfig(*args, **kwargs)

    def _setTwoPrimariesConfig(self, allow=False):
        """Configures Drbd to temporarily allow or re-disable whether
           two allow two primaries"""
        if allow:
            # Configure Drbd on both nodes to allow Drbd volume to be set to primary
            self._checkDrbdStatus()

            System.runCommand([NodeDrbd.DrbdADM, 'net-options',
                               self.resource_name,
                               '--allow-two-primaries'])

        else:
            # Get disk role state
            local_role, remote_role = self._drbdGetRole()

            # Ensure neither states are unknown
            if (local_role is DrbdRoleState.UNKNOWN or
                    remote_role is DrbdRoleState.UNKNOWN):
                raise DrbdStateException('Cannot disable two-primaries configuration as'
                                         ' local or remote role is currently unknown')

            # Ensure that only one node has been set to primary
            if (local_role is DrbdRoleState.PRIMARY and
                    remote_role is DrbdRoleState.PRIMARY):
                raise DrbdStateException('Both nodes are set to primary whilst attempting'
                                         ' to disable dual-primary mode')

            System.runCommand([NodeDrbd.DrbdADM, 'net-options',
                               self.resource_name,
                               '--allow-two-primaries=no'])

        # Configure remote node(s)
        if self._is_cluster_master:
            cluster_instance = self._get_registered_object('cluster')

            def remoteCommand(node):
                remote_disk = self.get_remote_object(remote_node=node)
                remote_disk.setTwoPrimariesConfig(allow=allow)
            cluster_instance.run_remote_command(callback_method=remoteCommand,
                                                nodes=self.vm_object._get_remote_nodes())

    @Pyro4.expose()
    @locking_method()
    def drbdSetPrimary(self, *args, **kwargs):
        """Provides an exposed method for _drbdSetPrimary
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._drbdSetPrimary(*args, **kwargs)

    def _drbdSetPrimary(self, allow_two_primaries=False):
        """Performs a Drbd 'primary' on the hard drive Drbd resource"""
        local_role_state, remote_role_state = self._drbdGetRole()

        # Check Drbd status
        self._checkDrbdStatus()

        # Ensure that role states are not unknown
        if (local_role_state is DrbdRoleState.UNKNOWN or
            (remote_role_state is DrbdRoleState.UNKNOWN and
             not self._ignore_drbd)):
            raise DrbdStateException('Drbd role is unknown for resource %s' %
                                     self.resource_name)

        # Ensure remote role is secondary
        if (not allow_two_primaries and
            remote_role_state is not DrbdRoleState.SECONDARY and
            not (DrbdRoleState.UNKNOWN and
                 self._ignore_drbd)):
            raise DrbdStateException(
                'Cannot make local Drbd primary if remote Drbd is not secondary: %s' %
                self.resource_name)

        # Set Drbd resource to primary
        System.runCommand([NodeDrbd.DrbdADM, 'primary', self.resource_name])

    @Pyro4.expose()
    @locking_method()
    def drbdSetSecondary(self, *args, **kwargs):
        """Provides an exposed method for _drbdSetSecondary
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._drbdSetSecondary(*args, **kwargs)

    def _drbdSetSecondary(self):
        """Performs a Drbd 'secondary' on the hard drive Drbd resource"""
        # Attempt to set the disk as secondary
        set_secondary_command = [NodeDrbd.DrbdADM, 'secondary',
                                 self.resource_name]
        try:
            System.runCommand(set_secondary_command)
        except MCVirtCommandException:
            # If this fails, wait for 5 seconds, and attempt once more
            time.sleep(5)
            System.runCommand(set_secondary_command)

    def _drbdOverwritePeer(self):
        """Force Drbd to overwrite the data on the peer"""
        System.runCommand([NodeDrbd.DrbdADM,
                           '--',
                           '--overwrite-data-of-peer',
                           'primary',
                           self.resource_name])

    def _checkDrbdStatus(self):
        """Checks the status of the Drbd volume and returns the states"""
        # Check the disk state
        local_disk_state, remote_disk_state = self._drbdGetDiskState()
        self._checkStateType('DISK', local_disk_state)

        # Check connection state
        connection_state = self._drbdGetConnectionState()
        self._checkStateType('CONNECTION', connection_state)

        # Check Drbd role
        local_role_state, remote_role_state = self._drbdGetRole()

        # Ensure the disk is in-sync
        self._ensureInSync()

        return ((local_disk_state, remote_disk_state),
                connection_state, (local_role_state, remote_role_state))

    def _checkStateType(self, state_name, state):
        """Determines if the given type of state is OK or not. An exception
           is thrown in the event of a bad state"""
        # Determine if connection state is not OK
        if state not in Drbd.Drbd_STATES[state_name]['OK']:
            # Ignore the state if it is in warning and the user has specified to ignore
            # the Drbd state
            if state in Drbd.Drbd_STATES[state_name]['WARNING']:
                if not self._ignore_drbd:
                    raise DrbdStateException(
                        ('Drbd connection state for the Drbd resource '
                         '%s is %s so cannot continue. Run MCVirt as a '
                         'superuser with --ignore-drbd to ignore this issue') %
                        (self.resource_name, state.value)
                    )
            else:
                raise DrbdStateException(
                    'Drbd connection state for the Drbd resource %s is %s so cannot continue. ' %
                    (self.resource_name, state.value)
                )

    @Pyro4.expose()
[docs]    def drbdGetConnectionState(self):
        """Provide an exposed method for _drbdGetConnectionState"""
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MANAGE_DRBD, self.vm_object)
        connection_state = self._drbdGetConnectionState()
        return connection_state.value


    def _drbdGetConnectionState(self):
        """Returns the connection state of the Drbd resource"""
        _, stdout, _ = System.runCommand([NodeDrbd.DrbdADM, 'cstate',
                                          self.resource_name])
        state = stdout.strip()
        return DrbdConnectionState(state)

    @Pyro4.expose()
[docs]    def drbdGetDiskState(self):
        """Provide an exposed method for drbdGetDiskState"""
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MANAGE_DRBD, self.vm_object)
        local_state, remote_state = self._drbdGetDiskState()
        return local_state.value, remote_state.value


    def _drbdGetDiskState(self):
        """Returns the disk state of the Drbd resource"""
        _, stdout, _ = System.runCommand([NodeDrbd.DrbdADM, 'dstate',
                                          self.resource_name])
        states = stdout.strip()
        (local_state, remote_state) = states.split('/')
        return (DrbdDiskState(local_state), DrbdDiskState(remote_state))

    def _drbdGetRole(self):
        """Returns the role of the Drbd resource"""
        _, stdout, _ = System.runCommand([NodeDrbd.DrbdADM, 'role',
                                          self.resource_name])
        states = stdout.strip()
        (local_state, remote_state) = states.split('/')
        return (DrbdRoleState(local_state), DrbdRoleState(remote_state))

[docs]    def preMigrationChecks(self):
        """Ensures that the Drbd state of the disk is in a state suitable for migration"""
        # Ensure disk state is up-to-date on both local and remote nodes
        self._checkDrbdStatus()
        local_disk_state, remote_disk_state = self._drbdGetDiskState()
        local_role, remote_role = self._drbdGetRole()
        connection_state = self._drbdGetConnectionState()
        if ((local_disk_state is not DrbdDiskState.UP_TO_DATE) or
                (remote_disk_state is not DrbdDiskState.UP_TO_DATE) or
                (connection_state is not DrbdConnectionState.CONNECTED) or
                (local_role is not DrbdRoleState.PRIMARY) or
                (remote_role is not DrbdRoleState.SECONDARY)):
            raise DrbdStateException('Drbd resource %s is not in a suitable state to be migrated. '
                                     % self.resource_name +
                                     'Both nodes must be up-to-date and connected')


[docs]    def preOnlineMigration(self, destination_node):
        """Performs required tasks in order
           for the underlying VM to perform an
           online migration"""
        # Temporarily allow the Drbd volume to be in a dual-primary mode
        self._setTwoPrimariesConfig(allow=True)

        # Set remote node as primary
        remote_disk = self.get_remote_object(remote_node=destination_node)
        remote_disk.drbdSetPrimary(allow_two_primaries=True)


[docs]    def postOnlineMigration(self):
        """Performs post tasks after a VM
           has performed an online migration"""
        # Set Drbd on local node as secondary
        self._drbdSetSecondary()

        # Attempt to wait for Drbd to update status to secondary
        # If, after 15 seconds, the local volume is still not
        # primary, let the setTwiPrimariesConfig function raise
        # an appropriate exception
        for i in range(1, 3):
            local_role, _ = self._drbdGetRole()
            if local_role is DrbdRoleState.SECONDARY:
                break
            else:
                time.sleep(5)

        # Disable the Drbd volume from being a dual-primary mode
        self._setTwoPrimariesConfig(allow=False)


    def _ensureBlockDeviceExists(self):
        """Ensures that the Drbd block device exists"""
        drbd_block_device = self._getDrbdDevice()
        if not os.path.exists(drbd_block_device):
            raise DrbdBlockDeviceDoesNotExistException(
                'Drbd block device %s for resource %s does not exist' %
                (drbd_block_device, self.resource_name))

    def _ensureInSync(self):
        """Ensures that the Drbd volume was marked as in sync during the last verification"""
        if not self._isInSync() and not self._ignore_drbd:
            raise DrbdVolumeNotInSyncException(
                'The last Drbd verification of the Drbd volume failed: %s. ' %
                self.resource_name +
                'Run MCVirt as a superuser with --ignore-drbd to ignore this issue'
            )

    def _isInSync(self):
        """Returns whether the last Drbd verification reported the
           Drbd volume as in-sync"""
        vm_config = self.vm_object.get_config_object().get_config()

        # If the hard drive configuration exists, read the current state of the disk
        if self.disk_id in vm_config['hard_disks']:
            return vm_config['hard_disks'][self.disk_id]['sync_state']
        else:
            # Otherwise, if the hard drive configuration does not exist in the VM configuration,
            # assume the disk is being created and is in-sync
            return True

    @Pyro4.expose()
    @locking_method()
    def setSyncState(self, sync_state, update_remote=True):
        """Updates the hard drive config, marking the disk as out of sync"""
        def update_config(config):
            config['hard_disks'][self.disk_id]['sync_state'] = sync_state
        self.vm_object.get_config_object().update_config(
            update_config,
            'Updated sync state of disk \'%s\' of \'%s\' to \'%s\'' %
            (self.disk_id,
             self.vm_object.get_name(),
             sync_state))

        # Update remote nodes
        if self._is_cluster_master and update_remote:
            cluster = self._get_registered_object('cluster')

            def remoteCommand(node):
                remote_disk = self.get_remote_object(remote_node=node)
                remote_disk.setSyncState(sync_state=sync_state)
            cluster.run_remote_command(callback_method=remoteCommand,
                                       nodes=self.vm_object._get_remote_nodes())

    @Pyro4.expose()
[docs]    def verify(self):
        """Performs a verification of a Drbd hard drive"""
        # Check Drbd state of disk
        if (self._drbdGetConnectionState() != DrbdConnectionState.CONNECTED):
            raise DrbdStateException(
                'Drbd resource must be connected before performing a verification: %s' %
                self.resource_name)

        # Reset the disk to be marked in a consistent state
        self.setSyncState(True)

        try:
            # Perform a drbdadm verification
            System.runCommand([NodeDrbd.DrbdADM, 'verify',
                               self.resource_name])

            # Monitor the Drbd status, until the VM has started syncing
            while True:
                if self._drbdGetConnectionState() == DrbdConnectionState.VERIFY_S:
                    break
                time.sleep(5)

            # Monitor the Drbd status, until the VM has finished syncing
            while True:
                if self._drbdGetConnectionState() != DrbdConnectionState.VERIFY_S:
                    break
                time.sleep(5)

        except Exception:
            # If an exception is thrown during the verify, mark the VM as
            # not in-sync
            self.setSyncState(False)

        if self._isInSync():
            return True
        else:
            raise DrbdVolumeNotInSyncException('The Drbd verification for \'%s\' failed' %
                                               self.resource_name)


[docs]    def move(self, destination_node, source_node):
        """Replaces a remote node for the Drbd volume with a new node
           and syncs the data"""
        # @TODO Update
        cluster_instance = self._get_registered_object('cluster')

        # Remove Drbd configuration from source node
        dest_node_object = cluster_instance.get_remote_node(destination_node)

        if source_node not in cluster_instance.getFailedNodes():
            src_node_object = cluster_instance.get_remote_node(source_node)
            src_node_object.run_remote_command('virtual_machine-hard_drive-drbd-drbdDisconnect',
                                               {'vm_name': self.vm_object.get_name(),
                                                'disk_id': self.disk_id})
            src_node_object.run_remote_command('virtual_machine-hard_drive-drbd-drbdDown',
                                               {'config': self._dumpConfig()})

            # Remove the Drbd configuration from source node
            src_node_object.run_remote_command('virtual_machine-hard_drive-drbd-removeDrbdConfig',
                                               {'config': self._dumpConfig()})

            # Remove the meta logical volume from remote node
            src_node_object.run_remote_command('virtual_machine-hard_drive-removeLogicalVolume',
                                               {'config': self._dumpConfig(),
                                                'name': self._getLogicalVolumeName(
                                                    self.Drbd_META_SUFFIX),
                                                'ignore_non_existent': False})

        # Disconnect the local Drbd volume
        self._drbdDisconnect()

        # Obtain the size of the disk to be created
        disk_size = self.getSize()

        # Create the storage on the destination node
        raw_logical_volume_name = self._getLogicalVolumeName(
            self.Drbd_RAW_SUFFIX)
        dest_node_object.run_remote_command('virtual_machine-hard_drive-createLogicalVolume',
                                            {'config': self._dumpConfig(),
                                             'name': raw_logical_volume_name,
                                             'size': disk_size})

        # Activate and zero raw volume
        dest_node_object.run_remote_command('virtual_machine-hard_drive-activateLogicalVolume',
                                            {'config': self._dumpConfig(),
                                             'name': raw_logical_volume_name})
        dest_node_object.run_remote_command('virtual_machine-hard_drive-zeroLogicalVolume',
                                            {'config': self._dumpConfig(),
                                             'name': raw_logical_volume_name,
                                             'size': disk_size})

        meta_logical_volume_name = self._getLogicalVolumeName(
            self.Drbd_META_SUFFIX)
        meta_volume_size = self._calculateMetaDataSize()
        dest_node_object.run_remote_command('virtual_machine-hard_drive-createLogicalVolume',
                                            {'config': self._dumpConfig(),
                                             'name': meta_logical_volume_name,
                                             'size': meta_volume_size})

        # Activate and zero meta volume
        dest_node_object.run_remote_command('virtual_machine-hard_drive-activateLogicalVolume',
                                            {'config': self._dumpConfig(),
                                             'name': meta_logical_volume_name})
        dest_node_object.run_remote_command('virtual_machine-hard_drive-zeroLogicalVolume',
                                            {'config': self._dumpConfig(),
                                             'name': meta_logical_volume_name,
                                             'size': meta_volume_size})

        # Generate Drbd configuration on local and remote node
        self._generateDrbdConfig()
        dest_node_object.run_remote_command('virtual_machine-hard_drive-drbd-generateDrbdConfig',
                                            {'config': self._dumpConfig()})
        NodeDrbd(self.vm_object.mcvirt_object).adjust_drbd_config(
            self.resource_name
        )

        # Initialise meta-data on destination node
        dest_node_object.run_remote_command('virtual_machine-hard_drive-drbd-initialiseMetaData',
                                            {'config': self._dumpConfig()})

        # Bring up Drbd volume on destination node
        dest_node_object.run_remote_command('virtual_machine-hard_drive-drbd-drbdUp',
                                            {'config': self._dumpConfig()})

        # Set destination node to secondary
        dest_node_object.run_remote_command('virtual_machine-hard_drive-drbd-drbdSetSecondary',
                                            {'vm_name': self.vm_object.get_name(),
                                             'disk_id': self.disk_id})

        # Overwrite peer with data from local node
        self._drbdOverwritePeer()

        # Remove the raw logic volume from the source node
        if (source_node not in cluster_instance.getFailedNodes()):
            src_node_object.run_remote_command('virtual_machine-hard_drive-removeLogicalVolume',
                                               {'config': self._dumpConfig(),
                                                'name': self._getLogicalVolumeName(
                                                    self.Drbd_RAW_SUFFIX),
                                                'ignore_non_existent': False})


    def _getAvailableDrbdPort(self):
        """Obtains the next available Drbd port"""
        # Obtain list of currently used Drbd ports
        node_drbd = self._get_registered_object('node_drbd')
        used_ports = node_drbd.get_used_drbd_ports()
        available_port = None

        # Determine a free port
        test_port = self.INITIAL_PORT

        while (available_port is None):
            if test_port in used_ports:
                test_port += 1
            else:
                available_port = test_port

        return available_port

    def _getAvailableDrbdMinor(self):
        """Obtains the next available Drbd minor"""
        # Obtain list of currently used Drbd minors
        node_drbd = self._get_registered_object('node_drbd')
        used_minor_ids = node_drbd.get_used_drbd_minors()
        available_minor_id = None

        # Determine a free minor
        test_minor_id = Drbd.INITIAL_MINOR

        while (available_minor_id is None):
            if test_minor_id in used_minor_ids:
                test_minor_id += 1
            else:
                available_minor_id = test_minor_id

        return available_minor_id

    def _getLogicalVolumeName(self, lv_type):
        """Returns the logical volume name for a given logical volume type"""
        return 'mcvirt_vm-%s-disk-%s-drbd-%s' % (self.vm_object.get_name(), self.disk_id, lv_type)

    @property
    def resource_name(self):
        """Returns the Drbd resource name for the hard drive object"""
        return 'mcvirt_vm-%s-disk-%s' % (self.vm_object.get_name(), self.disk_id)

    @property
    def drbd_minor(self):
        """Returns the Drbd port assigned to the hard drive"""
        if self._drbd_minor is None:
            self._drbd_minor = self._getAvailableDrbdMinor()

        return self._drbd_minor

    @property
    def drbd_port(self):
        """Returns the Drbd port assigned to the hard drive"""
        if self._drbd_port is None:
            self._drbd_port = self._getAvailableDrbdPort()

        return self._drbd_port

    def _getDrbdDevice(self):
        """Returns the block object path for the Drbd volume"""
        return '/dev/drbd%s' % self.drbd_minor

    def _getDiskPath(self):
        """Returns the path of the raw disk image"""
        return self._getDrbdDevice()

    @Pyro4.expose()
    @locking_method()
    def generateDrbdConfig(self, *args, **kwargs):
        """Provides an exposed method for _generateDrbdConfig
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._generateDrbdConfig(*args, **kwargs)

    def _generateDrbdConfig(self):
        """Generates the Drbd resource configuration"""
        # Create configuration for use with the template
        raw_lv_path = self._getLogicalVolumePath(self._getLogicalVolumeName(self.Drbd_RAW_SUFFIX))
        meta_lv_path = self._getLogicalVolumePath(
            self._getLogicalVolumeName(
                self.Drbd_META_SUFFIX))
        drbd_config = \
            {
                'resource_name': self.resource_name,
                'block_device_path': self._getDrbdDevice(),
                'raw_lv_path': raw_lv_path,
                'meta_lv_path': meta_lv_path,
                'drbd_port': self.drbd_port,
                'nodes': []
            }

        # Add local node to the Drbd config
        cluster_object = self._get_registered_object('cluster')
        node_template_conf = \
            {
                'name': get_hostname(),
                'ip_address': cluster_object.get_cluster_ip_address()
            }
        drbd_config['nodes'].append(node_template_conf)

        # Add remote nodes to Drbd config
        for node in self.vm_object._get_remote_nodes():
            node_config = cluster_object.get_node_config(node)
            node_template_conf = \
                {
                    'name': node,
                    'ip_address': node_config['ip_address']
                }
            drbd_config['nodes'].append(node_template_conf)

        # Replace the variables in the template with the local Drbd configuration
        config_content = Template(file=self.Drbd_CONFIG_TEMPLATE, searchList=[drbd_config])

        # Write the Drbd configuration
        fh = open(self._getDrbdConfigFile(), 'w')
        fh.write(config_content.respond())
        fh.close()

    @Pyro4.expose()
    @locking_method()
    def removeDrbdConfig(self, *args, **kwargs):
        """Provides an exposed method for _removeDrbdConfig
           with permission checking"""
        self._get_registered_object('auth').assert_user_type('ClusterUser')

        return self._removeDrbdConfig(*args, **kwargs)

    def _removeDrbdConfig(self):
        """Remove the Drbd resource configuration from the node"""
        os.remove(self._getDrbdConfigFile())

    def _getDrbdConfigFile(self):
        """Returns the path of the Drbd resource configuration file"""
        return NodeDrbd.CONFIG_DIRECTORY + '/' + self.resource_name + '.res'

    def _calculateMetaDataSize(self):
        """Determines the size of the Drbd meta volume"""
        raw_logical_volume_name = self._getLogicalVolumeName(self.Drbd_RAW_SUFFIX)
        logical_volume_path = self._getLogicalVolumePath(raw_logical_volume_name)

        # Obtain size of raw volume
        _, raw_size_sectors, _ = System.runCommand(['blockdev', '--getsz', logical_volume_path])
        raw_size_sectors = int(raw_size_sectors.strip())

        # Obtain size of sectors
        _, sector_size, _ = System.runCommand(['blockdev', '--getss', logical_volume_path])
        sector_size = int(sector_size.strip())

        # Follow the Drbd meta data calculation formula, see
        # https://drbd.linbit.com/users-guide/ch-internals.html#s-external-meta-data
        meta_size_formula_step_1 = int(math.ceil(raw_size_sectors / 262144))
        meta_size_formula_step_2 = meta_size_formula_step_1 * 8
        meta_size_sectors = meta_size_formula_step_2 + 72

        # Convert meta size in sectors to Mebibytes
        meta_size_mebibytes = math.ceil((meta_size_sectors * sector_size) / (1024 ^ 2))

        # Convert from float to int and return
        return int(meta_size_mebibytes)

    def _getMCVirtConfig(self):
        """Returns the MCVirt hard drive configuration for the Drbd hard drive"""
        config = super(Drbd, self)._getMCVirtConfig()
        config['drbd_port'] = self.drbd_port
        config['drbd_minor'] = self.drbd_minor
        config['sync_state'] = self._sync_state
        return config

    def _getBackupLogicalVolume(self):
        """Returns the storage device for the backup"""
        return self._getLogicalVolumeName(self.Drbd_RAW_SUFFIX)

    def _getBackupSnapshotLogicalVolume(self):
        """Returns the logical volume name for the backup snapshot"""
        return self._getLogicalVolumeName(self.Drbd_RAW_SUFFIX) + self.SNAPSHOT_SUFFIX
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  Source code for mcvirt.virtual_machine.network_adapter.factory

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

from mcvirt.rpc.pyro_object import PyroObject
from mcvirt.rpc.lock import locking_method
from network_adapter import NetworkAdapter
from mcvirt.auth.permissions import PERMISSIONS


[docs]class Factory(PyroObject):
    """Factory method to create/obtain network adapter instances"""

    OBJECT_TYPE = 'network adapter'
    NETWORK_ADAPTER_CLASS = NetworkAdapter

    @Pyro4.expose()
    @locking_method()
    def create(self, virtual_machine, network_object, mac_address=None):
        """Create a network interface for the local VM"""
        virtual_machine = self._convert_remote_object(virtual_machine)
        network_object = self._convert_remote_object(network_object)
        self._get_registered_object('auth').assert_permission(
            PERMISSIONS.MODIFY_VM, virtual_machine
        )

        # Generate a MAC address, if one has not been supplied
        if (mac_address is None):
            mac_address = NetworkAdapter.generateMacAddress()

        # Add network interface to VM configuration
        def update_vm_config(config):
            config['network_interfaces'][mac_address] = network_object.get_name()
        virtual_machine.get_config_object().update_config(
            update_vm_config, 'Added network adapter to \'%s\' on \'%s\' network' %
            (virtual_machine.get_name(), network_object.get_name()))

        if self._is_cluster_master:
            def remote_command(node_connection):
                remote_vm_factory = node_connection.get_connection('virtual_machine_factory')
                remote_vm = remote_vm_factory.getVirtualMachineByName(virtual_machine.get_name())
                remote_network_factory = node_connection.get_connection('network_factory')
                remote_network = remote_network_factory.get_network_by_name(
                    network_object.get_name()
                )
                remote_network_adapter_factory = node_connection.get_connection(
                    'network_adapter_factory')
                remote_network_adapter_factory.create(
                    remote_vm, remote_network, mac_address=mac_address)
            cluster = self._get_registered_object('cluster')
            cluster.run_remote_command(remote_command)

        network_adapter_object = self.getNetworkAdapterByMacAdress(virtual_machine, mac_address)

        # Only update the LibVirt configuration if VM is registered on this node
        if virtual_machine.isRegisteredLocally():
            def updateXML(domain_xml):
                network_xml = network_adapter_object._generateLibvirtXml()
                device_xml = domain_xml.find('./devices')
                device_xml.append(network_xml)

            virtual_machine._editConfig(updateXML)
        return network_adapter_object

    @Pyro4.expose()
[docs]    def getNetworkAdaptersByVirtualMachine(self, virtual_machine):
        """Returns an array of network interface objects for each of the
        interfaces attached to the VM"""
        interfaces = []
        virtual_machine = self._convert_remote_object(virtual_machine)
        vm_config = virtual_machine.get_config_object().get_config()
        for mac_address in vm_config['network_interfaces'].keys():
            interface_object = NetworkAdapter(mac_address, virtual_machine)
            self._register_object(interface_object)
            interfaces.append(interface_object)
        return interfaces


    @Pyro4.expose()
[docs]    def getNetworkAdapterByMacAdress(self, virtual_machine, mac_address):
        """Returns the network adapter by a given MAC address"""
        # Ensure that MAC address is a valid network adapter for the VM
        virtual_machine = self._convert_remote_object(virtual_machine)
        interface_object = NetworkAdapter(mac_address, virtual_machine)
        self._register_object(interface_object)
        return interface_object
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  Source code for mcvirt.client.rpc

"""Provide class for connecting to RPC daemon"""

# Copyright (c) 2016 - I.T. Dev Ltd
#
# This file is part of MCVirt.
#
# MCVirt is free software: you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# MCVirt is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with MCVirt.  If not, see <http://www.gnu.org/licenses/>

import Pyro4

import mcvirt.exceptions  # Import necessary for Pyro # noqa
from mcvirt.exceptions import AuthenticationError
from mcvirt.utils import get_hostname
from mcvirt.rpc.ssl_socket import SSLSocket
from mcvirt.rpc.constants import Annotations


[docs]class Connection(object):
    """Connection class, providing connections to the Pyro MCVirt daemon"""

    NS_PORT = 9090
    SESSION_OBJECT = 'session'

    def __init__(self, username=None, password=None, session_id=None,
                 host=None, ignore_cluster=False):
        """Store member variables for connecting"""
        # If the host is not provided, default to the local host
        self.__host = host if host is not None else get_hostname()

        Pyro4.config.USE_MSG_WAITALL = False
        Pyro4.config.CREATE_SOCKET_METHOD = SSLSocket.create_ssl_socket
        Pyro4.config.CREATE_BROADCAST_SOCKET_METHOD = SSLSocket.create_broadcast_ssl_socket
        self.__username = username
        self.__ignore_drbd = False
        self.__ignore_cluster = ignore_cluster
        if 'proxy_user' in dir(Pyro4.current_context):
            self.__proxy_username = Pyro4.current_context.proxy_user
        else:
            self.__proxy_username = None

        # Store the passed session_id so that it may be used for the initial connection
        self.__session_id = session_id

        # Perform an initial connection to obtain/verify the session ID
        self.__session_id = self.__get_session(password=password)

    def __get_session(self, password):
        """Obtain a session ID"""
        try:
            # Attempt to obtain a connection and obtain a session ID
            session_object = self.get_connection(object_name=self.SESSION_OBJECT,
                                                 password=password)
            session_id = session_object._pyroHandshake[Annotations.SESSION_ID]
            return session_id
        except Pyro4.errors.CommunicationError, e:
            raise AuthenticationError(str(e))
        except Pyro4.errors.NamingError, e:
            raise mcvirt.exceptions.InaccessibleNodeException(
                'MCVirt nameserver/daemon is not running on node %s' % self.__host
            )

    def _get_auth_obj(self, password=None):
        """Setup annotations for authentication"""
        auth_dict = {
            Annotations.USERNAME: self.__username
        }
        if password:
            auth_dict[Annotations.PASSWORD] = password
        elif self.__session_id:
            auth_dict[Annotations.SESSION_ID] = self.__session_id
        if self.__proxy_username:
            auth_dict[Annotations.PROXY_USER] = self.__proxy_username

        if 'has_lock' in dir(Pyro4.current_context):
            auth_dict[Annotations.HAS_LOCK] = Pyro4.current_context.has_lock

        auth_dict[Annotations.IGNORE_CLUSTER] = self.__ignore_cluster
        if 'ignore_cluster' in dir(Pyro4.current_context):
            auth_dict[Annotations.IGNORE_CLUSTER] |= Pyro4.current_context.ignore_cluster
        auth_dict[Annotations.IGNORE_Drbd] = self.__ignore_drbd
        if 'ignore_drbd' in dir(Pyro4.current_context):
            auth_dict[Annotations.IGNORE_Drbd] |= Pyro4.current_context.ignore_drbd
        return auth_dict

[docs]    def get_connection(self, object_name, password=None):
        """Obtain a connection from pyro for a given object"""
        # Obtain a connection to the name server on the localhost
        ns = Pyro4.naming.locateNS(host=self.__host, port=self.NS_PORT, broadcast=False)

        class AuthProxy(Pyro4.Proxy):

            def _pyroValidateHandshake(self, data):  # Override upstream # noqa
                self._pyroHandshake[Annotations.SESSION_ID] = data

        # Create a Proxy object, using the overriden Proxy class and return.
        proxy = AuthProxy(ns.lookup(object_name))
        proxy._pyroHandshake = self._get_auth_obj(password=password)
        proxy._pyroBind()
        return proxy


[docs]    def ignore_drbd(self):
        """Set flag to ignore DRBD"""
        self.__ignore_drbd = True


[docs]    def ignore_cluster(self):
        """Set flag to ignore cluster"""
        self.__ignore_cluster = True


[docs]    def annotate_object(self, object_ref):
        """Add authentication attributes to remote object"""
        object_ref._pyroHandshake = self._get_auth_obj()


    @property
    def session_id(self):
        """Property for the session ID"""
        return self.__session_id
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