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python-maec 4.1.0.17 Documentation

The python-maec library provides an API for developing and consuming Malware
Attribute Enumeration and Characterization (MAEC) content. Developers can
leverage the API to create applications that create, consume, translate, or
otherwise work with MAEC content.


Versions

Each version of python-maec is designed to work with a single version of the
MAEC Language.  The table below shows the latest version the library for each
version of MAEC.







	MAEC Version

	python-maec Version





	4.1

	4.1.0.17 (PyPI [https://pypi.python.org/pypi/maec/4.1.0.17]) (GitHub [https://github.com/MAECProject/python-maec/tree/v4.1.0.17])



	4.0

	4.0.1.0 (PyPI [https://pypi.python.org/pypi/maec/4.0.1.0]) (GitHub [https://github.com/MAECProject/python-maec/tree/v4.0.1.0])



	3.0

	3.0.0b1 (PyPI [https://pypi.python.org/pypi/maec/3.0.0b1]) (GitHub [https://github.com/MAECProject/python-maec/tree/v3.0.0b1])
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Getting Started with python-maec


Note

The python-maec library is intended for developers who want to add MAEC
support to existing programs or create new programs that handle MAEC
content.  Experience with Python development is assumed.

Other users should look at existing tools [https://cyboxproject.github.io/#convert] that support MAEC.

Understanding XML, XML Schema, and the MAEC language is also
incredibly helpful when using python-maec in an application.



First, you should follow the Installation procedures.


Your First MAEC Application

Once you have installed python-maec, you can begin writing Python applications that consume or create STIX content!


Note

The python-maec library provides bindings and APIs, both of which can be used to parse and write MAEC XML files. For in-depth description of the APIs, bindings, and the differences between the two, please refer to APIs or bindings?




Creating a MAEC Package

from maec.package import Package              # Import the MAEC Package API
from maec.package import MalwareSubject       # Import the MAEC Malware Subject API

package = Package()                           # Create an instance of Package
malware_subject = MalwareSubject()            # Create an instance of MalwareSubject
package.add_malware_subject(malware_subject)  # Add the Malware Subject to the Package

print(package.to_xml())                       # Print the XML for this MAEC Package








Parsing MAEC XML

import maec                                # Import the python-maec API

fn = 'sample_maec_package.xml'             # generate by running examples\package_generation_example.py
maec_objects = maec.parse_xml_instance(fn) # Parse using the from_xml() method
api_object = maec_objects['api']           # Get the API object from the parsed objects










Example Scripts

The python-maec repository contains several example scripts [https://github.com/MAECProject/python-maec/tree/master/examples] that help
illustrate the capabilities of the APIs. These scripts are simple command line
utilities that can be executed by passing the name of the script to a Python
interpreter.

$ python package_generation_example.py








Writing Your Own Application

See the Examples page for more examples of using python-maec in your
own application.
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Installation

The installation of python-maec can be accomplished through a few different workflows.


Recommended Installation

Use pypi [https://pypi.python.org/pypi/MAEC/] and pip [http://pip.readthedocs.org/]:

$ pip install maec





You might also want to consider using a virtualenv [http://virtualenv.readthedocs.org/].
Please refer to the pip installation instructions [http://www.pip-installer.org/en/latest/installing.html] for details regarding the installation of pip.




Dependencies

The python-maec library relies on some non-standard Python libraries for the processing of MAEC content. Revisions of python-maec may depend on particular versions of dependencies to function correctly. These versions are detailed within the distutils setup.py installation script.

The following libraries are required to use python-maec:


	lxml [http://lxml.de/] - A Pythonic binding for the C libraries libxml2 and
libxslt.


	python-cybox [https://github.com/CybOXProject/python-cybox] - A library for consuming and producing CybOX content.


	python-dateutil [http://labix.org/python-dateutil] - A library for parsing datetime information.




Each of these can be installed with pip or by manually downloading packages
from PyPI. On Windows, you will probably have the most luck using pre-compiled
binaries [http://www.lfd.uci.edu/~gohlke/pythonlibs/#lxml] for lxml. On Ubuntu (12.04 or 14.04), you should make sure the
following packages are installed before attempting to compile lxml from
source:


	libxml2-dev


	libxslt1-dev


	zlib1g-dev





Warning

Users have encountered errors with versions of libxml2 (a dependency of
lxml) prior to version 2.9.1.  The default version of libxml2 provided on
Ubuntu 12.04 is currently 2.7.8.  Users are encouraged to upgrade libxml2
manually if they have any issues.  Ubuntu 14.04 provides libxml2 version
2.9.1.






Manual Installation

If you are unable to use pip, you can also install python-maec with setuptools [https://pypi.python.org/pypi/setuptools/].
If you don’t already have setuptools installed, please install it before
continuing.


	Download and install the dependencies above. Although setuptools will
generally install dependencies automatically, installing the dependencies
manually beforehand helps distinguish errors in dependency installation from
errors in MAEC installation. Make sure you check to ensure the
versions you install are compatible with the version of MAEC you plan
to install.


	Download the desired version of MAEC from PyPI [https://pypi.python.org/pypi/MAEC/] or the GitHub releases [https://github.com/MAECProject/python-maec/releases]
page. The steps below assume you are using the 4.1.0.17 release.


	Extract the downloaded file. This will leave you with a directory named
MAEC-4.1.0.17.




$ tar -zxf MAEC-4.1.0.17.tar.gz
$ ls
MAEC-4.1.0.17 MAEC-4.1.0.17.tar.gz

OR

$ unzip MAEC-4.1.0.17.zip
$ ls
MAEC-4.1.0.17 MAEC-4.1.0.17.zip


	Run the installation script.




$ cd MAEC-4.1.0.17
$ python setup.py install


	Test the installation.




$ python
Python 2.7.6 (default, Mar 22 2015, 22:59:56)
[GCC 4.8.2] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>> import MAEC
>>>





If you don’t see an ImportError, the installation was successful.




Further Information

If you’re new to installing Python packages, you can learn more at the Python
Packaging User Guide [http://python-packaging-user-guide.readthedocs.org/], specifically the Installing Python Packages [http://python-packaging-user-guide.readthedocs.org/en/latest/tutorial.html#installing-python-packages] section.
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Overview

This page provides a quick overview needed to understand the inner workings
of the python-maec library. If you prefer a more hands-on approach, browse the
Examples.


MAEC Entities

Each type within MAEC is represented by a class which derives from
maec.Entity. In general, there is one Python class per MAEC type,
though in some cases classes which would have identical functionality have
been reused rather than writing duplicating classes. One example of this is
that many enumerated values are implemented using the
cybox.common.properties.String, since values aren’t checked to make
sure they are valid enumeration values.


Note

Not all MAEC types have yet been implemented.
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Examples

This page includes some basic examples of creating and parsing MAEC content.

There are a couple things we do in these examples for purposes of demonstration
that shouldn’t be done in production code:


	When calling to_xml(), we use include_namespaces=False. This is to
make the example output easier to read, but means the resulting output
cannot be successfully parsed. The XML parser doesn’t know what namespaces
to use if they aren’t included. In production code, you should explicitly
set include_namespaces to True or omit it entirely (True is the
default).


	We use set_id_method(IDGenerator.METHOD_INT) to make IDs for Malware
Subjects and Actions easier to read and cross-reference within the XML
document. In production code, you should omit this statement, which causes
random UUIDs to be created instead, or create explicit IDs yourself for
Malware Subjects and Actions.





Creating Packages

The most commonly used MAEC output format is the MAEC Package, which can contain
one or more Malware Subjects. Malware Subjects (discussed in more detail below)
encompass all of the data for a single malware instance, including that from
different types of analysis.

from mixbox.idgen import IDGenerator, set_id_method
set_id_method(IDGenerator.METHOD_INT)

from maec.package import Package, MalwareSubject

p = Package()
ms = MalwareSubject()
p.add_malware_subject(ms)

print(p.to_xml(include_namespaces=False, encoding=None))





Which outputs:

<maecPackage:MAEC_Package id="example:package-1" schema_version="2.1">
    <maecPackage:Malware_Subjects>
        <maecPackage:Malware_Subject id="example:malware_subject-2">
        </maecPackage:Malware_Subject>
    </maecPackage:Malware_Subjects>
</maecPackage:MAEC_Package>








Creating Malware Subjects

The easiest way to create a Malware Subject is to construct one and then set
various properties on it.  The Malware_Instance_Object_Attributes field on a
Malware Subject MUST be set in order to identify the particular malware instance
that it is characterizing.

from mixbox.idgen import IDGenerator, set_id_method
set_id_method(IDGenerator.METHOD_INT)

from cybox.core import Object
from cybox.objects.file_object import File
from maec.package import MalwareSubject

ms = MalwareSubject()
ms.malware_instance_object_attributes = Object()
ms.malware_instance_object_attributes.properties = File()
ms.malware_instance_object_attributes.properties.file_name = "malware.exe"
ms.malware_instance_object_attributes.properties.file_path = "C:\Windows\Temp\malware.exe"
print(ms.to_xml(include_namespaces=False, encoding=None))





Which outputs:

<maecPackage:MalwareSubjectType id="example:malware_subject-1">
    <maecPackage:Malware_Instance_Object_Attributes id="example:Object-2">
        <cybox:Properties xsi:type="FileObj:FileObjectType">
            <FileObj:File_Name>malware.exe</FileObj:File_Name>
            <FileObj:File_Path>C:\Windows\Temp\malware.exe</FileObj:File_Path>
        </cybox:Properties>
    </maecPackage:Malware_Instance_Object_Attributes>
</maecPackage:MalwareSubjectType>








Creating Bundles

In MAEC, the Bundle represents a container for capturing the results from a
particular malware analysis that was performed on a malware instance. While a
Bundle is most commonly included as part of a Malware Subject, it can also
be used a standalone output format when only malware analysis results for a
malware instance wish to be shared. We’ll cover both cases here.




Creating Standalone Bundles

Standalone Bundles function very similarly to Malware Subjects. Therefore, the
easiest way to create a standalone Bundle is to construct one and then set
various properties on it.  The Malware_Instance_Object_Attributes field on a
standalone Bundle MUST be set in order to identify the particular malware
instance that it is characterizing.

from mixbox.idgen import IDGenerator, set_id_method
set_id_method(IDGenerator.METHOD_INT)

from cybox.core import Object
from cybox.objects.file_object import File
from maec.bundle import Bundle

b = Bundle()
b.malware_instance_object_attributes = Object()
b.malware_instance_object_attributes.properties = File()
b.malware_instance_object_attributes.properties.file_name = "malware.exe"
b.malware_instance_object_attributes.properties.file_path = "C:\Windows\Temp\malware.exe"

print(b.to_xml(include_namespaces=False, encoding=None))





Which outputs:

<maecBundle:MAEC_Bundle defined_subject="false" id="example:bundle-1" schema_version="4.1">
    <maecBundle:Malware_Instance_Object_Attributes id="example:Object-2">
        <cybox:Properties xsi:type="FileObj:FileObjectType">
            <FileObj:File_Name>malware.exe</FileObj:File_Name>
            <FileObj:File_Path>C:\Windows\Temp\malware.exe</FileObj:File_Path>
        </cybox:Properties>
    </maecBundle:Malware_Instance_Object_Attributes>
</maecBundle:MAEC_Bundle>








Creating and adding Bundles to a Malware Subject

Bundles in a Malware Subject are defined nearly identically to those of the
standalone variety, with the sole exception that they do not require their
Malware_Instance_Object_Attributes field to be set, since this would already
be defined in their parent Malware Subject.

from mixbox.idgen import IDGenerator, set_id_method
set_id_method(IDGenerator.METHOD_INT)

from cybox.core import Object
from cybox.objects.file_object import File

from maec.package import MalwareSubject
from maec.bundle import Bundle

ms = MalwareSubject()
ms.malware_instance_object_attributes = Object()
ms.malware_instance_object_attributes.properties = File()
ms.malware_instance_object_attributes.properties.file_name = "malware.exe"
ms.malware_instance_object_attributes.properties.file_path = "C:\Windows\Temp\malware.exe"

b = Bundle()
ms.add_findings_bundle(b)

print(ms.to_xml(include_namespaces=False, encoding=None))





Which outputs:

<maecPackage:MalwareSubjectType id="example:malware_subject-1">
    <maecPackage:Malware_Instance_Object_Attributes id="example:Object-2">
        <cybox:Properties xsi:type="FileObj:FileObjectType">
            <FileObj:File_Name>malware.exe</FileObj:File_Name>
            <FileObj:File_Path>C:\Windows\Temp\malware.exe</FileObj:File_Path>
        </cybox:Properties>
    </maecPackage:Malware_Instance_Object_Attributes>
    <maecPackage:Findings_Bundles>
        <maecPackage:Bundle defined_subject="false" id="example:bundle-3" schema_version="4.1"/>
    </maecPackage:Findings_Bundles>
</maecPackage:MalwareSubjectType>








Creating and adding Actions to a Bundle

MAEC uses its MalwareAction to capture the low-level dynamic entities, such
as API calls or their abstractions, performed by malware. A MalwareAction is
stored in a Bundle (either standalone or embedded in a Malware Subject, as
discussed above). As with the other MAEC entities, the easiest way to use the
MalwareAction is to instantiate it and then set various properties on it as
needed.

from mixbox.idgen import IDGenerator, set_id_method
set_id_method(IDGenerator.METHOD_INT)

from cybox.core import Object, AssociatedObjects, AssociatedObject
from cybox.objects.file_object import File
from cybox.common import VocabString
from maec.bundle import Bundle
from maec.bundle import MalwareAction

b = Bundle()
a = MalwareAction()
ao = AssociatedObject()

ao.properties = File()
ao.properties.file_name = "badware.exe"
ao.properties.size_in_bytes = "123456"
ao.association_type = VocabString()
ao.association_type.value = 'output'
ao.association_type.xsi_type = 'maecVocabs:ActionObjectAssociationTypeVocab-1.0'

a.name = VocabString()
a.name.value = 'create file'
a.name.xsi_type = 'maecVocabs:FileActionNameVocab-1.0'
a.associated_objects = AssociatedObjects()
a.associated_objects.append(ao)

b.add_action(a)

print(b.to_xml(include_namespaces = False, encoding=None))





<maecBundle:MAEC_Bundle defined_subject="false" id="example:bundle-1" schema_version="4.1">
    <maecBundle:Actions>
        <maecBundle:Action id="example:action-2">
            <cybox:Name xsi:type="maecVocabs:FileActionNameVocab-1.0">create file</cybox:Name>
            <cybox:Associated_Objects>
                <cybox:Associated_Object id="example:Object-3">
                    <cybox:Properties xsi:type="FileObj:FileObjectType">
                        <FileObj:File_Name>badware.exe</FileObj:File_Name>
                        <FileObj:Size_In_Bytes>123456</FileObj:Size_In_Bytes>
                    </cybox:Properties>
                    <cybox:Association_Type xsi:type="maecVocabs:ActionObjectAssociationTypeVocab-1.0">output</cybox:Association_Type>
                </cybox:Associated_Object>
            </cybox:Associated_Objects>
        </maecBundle:Action>
    </maecBundle:Actions>
</maecBundle:MAEC_Bundle>
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APIs or bindings?

This page describes both the APIs and the bindings provided by the python-maec library.


Overview

The python-maec library provides APIs and utilities that aid in the creation, consumption, and processing of Structured Threat Information eXpression (MAEC) content. The APIs that drive much of the functionality of python-maec sit on top of a binding layer that acts as a direct connection between Python and the MAEC XML. Because both the APIs and the bindings allow for the creation and development of MAEC content, developers that are new to python-maec may not understand the differences between the two. This document aims to identify the purpose and uses of the APIs and bindings.




Bindings

The python-maec library leverages machine generated XML-to-Python bindings for the creation and processing of MAEC content. These bindings are created using the generateDS [http://www.rexx.com/~dkuhlman/generateDS.html] utility and can be found under maec.bindings [https://github.com/MAECProject/python-maec/tree/master/maec/bindings] within the package hierarchy.

The MAEC bindings allow for a direct, complete mapping between Python classes and MAEC XML Schema data structures. That being said, it is possible (though not advised) to use only the MAEC bindings to create MAEC documents. However, because the code is generated from XML Schema without contextual knowledge of relationships or broader organizational/developmental schemes, it is often a cumbersome and laborious task to create even the simplest of MAEC documents.

Developers within the python-maec team felt that the binding code did not lend itself to rapid development or natural navigation of data, and so it was decided that a higher-level API should be created.




APIs

The python-maec APIs are classes and utilities that leverage the MAEC bindings for the creation and processing of MAEC content. The APIs are designed to behave more naturally when working with MAEC content, allowing developers to conceptualize and interact with MAEC documents as pure Python objects and not XML Schema objects.

The APIs provide validation of inputs, multiple input and output formats, more Pythonic access of data structure internals and interaction with classes, and better interpretation of a developers intent through datatype coercion and implicit instantiation.


Note

The python-maec APIs are under constant development. Our goal is to provide full API coverage of the MAEC data structures, but not all structures are exposed via the APIs yet. Please refer to the API Documentation for API coverage details.






Brevity Wins

The two code examples show the difference in creating and printing a simple MAEC document consisting of only a MAEC Bundle with a single Malware Action using the python-maec and python-cybox bindings. Both examples will produce the same MAEC XML!



API Example

# Import the required APIs
from maec.bundle import Bundle, MalwareAction
from maec.utils import IDGenerator, set_id_method
from cybox.core import Object, AssociatedObjects, AssociatedObject
from cybox.objects.file_object import File
from cybox.common import VocabString

# Instantiate the MAEC/CybOX Entities
set_id_method(IDGenerator.METHOD_INT)
b = Bundle()
a = MalwareAction()
ao = AssociatedObject()

# Build the Associated Object for use in the Action
ao.properties = File()
ao.properties.file_name = "badware.exe"
ao.properties.size_in_bytes = "123456"
ao.association_type = VocabString()
ao.association_type.value = 'output'
ao.association_type.xsi_type = 'maecVocabs:ActionObjectAssociationTypeVocab-1.0'

# Build the Action and add the Associated Object to it
a.name = VocabString()
a.name.value = 'create file'
a.name.xsi_type = 'maecVocabs:FileActionNameVocab-1.0'
a.associated_objects = AssociatedObjects()
a.associated_objects.append(ao)

# Add the Action to the Bundle
b.add_action(a)

# Output the Bundle to stdout
print(b.to_xml(include_namespaces = False))








Binding Example

import sys
# Import the required bindings
import maec.bindings.maec_bundle as bundle_binding
import cybox.bindings.cybox_core as cybox_core_binding
import cybox.bindings.cybox_common as cybox_common_binding
import cybox.bindings.file_object as file_binding

# Instantiate the MAEC/CybOX Entities
b = bundle_binding.BundleType(id="bundle-1")
a = bundle_binding.MalwareActionType(id="action-1")
ao = cybox_core_binding.AssociatedObjectType(id="object-1")

# Build the Associated Object for use in the Action
f = file_binding.FileObjectType()
f_name = cybox_common_binding.StringObjectPropertyType(valueOf_="badware.exe")
f.set_File_Name(f_name)
f_size = cybox_common_binding.UnsignedLongObjectPropertyType(valueOf_="123456")
f.set_Size_In_Bytes(f_size)
f.set_xsi_type = "FileObj:FileObjectType"
ao.set_Properties(f)
ao_type = cybox_common_binding.ControlledVocabularyStringType(valueOf_="output")
ao_type.set_xsi_type("maecVocabs:ActionObjectAssociationTypeVocab-1.0")
ao.set_Association_Type(ao_type)

# Build the Action and add the Associated Object to it
a_name = cybox_common_binding.ControlledVocabularyStringType(valueOf_="create file")
a_name.set_xsi_type("maecVocabs:FileActionNameVocab-1.0")
a.set_Name(a_name)
as_objects = cybox_core_binding.AssociatedObjectsType()
as_objects.add_Associated_Object(ao)
a.set_Associated_Objects(as_objects)

# Add the Action to the Bundle
action_list = bundle_binding.ActionListType()
action_list.add_Action(a)
b.set_Actions(action_list)

# Output the Bundle to stdout
b.export(sys.stdout, 0)












Feedback

If there is a problem with the APIs or bindings, or if there is functionality missing from the APIs that forces the use of the bindings, let us know in the python-maec issue tracker [https://github.com/MAECProject/python-maec/issues]
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Contributing

If you notice a bug, have a suggestion for a new feature, or find that that
something just isn’t behaving the way you’d expect it to, please submit an
issue to our issue tracker [https://github.com/MAECProject/python-maec/issues].

If you’d like to contribute code to our repository, you can do so by issuing a
pull request and we will work with you to try and integrate that code into our
repository.  Users who want to contribute code to the python-maec repository
should be familiar with git [http://git-scm.com/documentation] and the GitHub pull request process [https://help.github.com/articles/using-pull-requests].
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API Documentation

The python-maec APIs are the recommended tools for reading, writing, and manipulating MAEC XML documents.


Note

The python-maec APIs are currently under development. As such, API coverage of MAEC data constructs is incomplete; please bear with us as we work toward complete coverage. This documentation also serves to outline current API coverage.



MAEC – Modules located in the base maec [https://github.com/MAECProject/python-maec/tree/master/maec] package



	Classes





MAEC Bundle – Modules located in the maec.bundle [https://github.com/MAECProject/python-maec/tree/master/maec/bundle] package
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MAEC Package – Modules located in the maec.package [https://github.com/MAECProject/python-maec/tree/master/maec/package] package
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MAEC Utils – Modules located in the maec.utils [https://github.com/MAECProject/python-maec/tree/master/maec/utils] package
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MAEC Analytics – Modules located in the maec.analytics [https://github.com/MAECProject/python-maec/tree/master/maec/analytics] package



	Classes









          

      

      

    

  

    
      
          
            
  maec Module

Version: 4.1.0.17




Classes


	
class maec.Entity

	Bases: mixbox.entities.Entity

Base class for all classes in the MAEC SimpleAPI.


	
to_xml_file(file, namespace_dict=None, custom_header=None)

	Export an object to an XML file. Only supports Package or Bundle
objects at the moment.


	Parameters

	
	file – the name of a file or a file-like object to write the output to.


	namespace_dict – a dictionary of mappings of additional XML namespaces to
prefixes.


	custom_header – a string, list, or dictionary that represents a custom
XML header to be written to the output.

















	
class maec.EntityList(*args)

	Bases: collections.abc.MutableSequence, mixbox.entities.Entity

An EntityList is an Entity that behaves like a mutable sequence.

EntityList implementations must define one multiple TypedField which
has an Entity subclass type. EntityLists can define other TypedFields
that are not multiple.

The MutableSequence methods are used to interact with the multiple
TypedField.


	
insert(idx, value)

	S.insert(index, value) – insert value before index






	
classmethod list_from_object(entitylist_obj)

	Convert from object representation to list representation.






	
classmethod object_from_list(entitylist_list)

	Convert from list representation to object representation.






	
to_dict()

	Convert to a dict

Subclasses can override this function.


	Returns

	Python dict with keys set from this Entity.

















          

      

      

    

  

    
      
          
            
  maec.bundle.action_reference_list Module

Version: 4.1.0.17




Classes


	
class maec.bundle.action_reference_list.ActionReferenceList(*args)

	Bases: mixbox.entities.EntityList









          

      

      

    

  

    
      
          
            
  maec.bundle.av_classification Module

Version: 4.1.0.17




Classes


	
class maec.bundle.av_classification.AVClassification(classification=None, tool_name=None, tool_vendor=None)

	Bases: cybox.common.tools.ToolInformation, maec.Entity


	
to_dict()

	Convert to a dict

Subclasses can override this function.


	Returns

	Python dict with keys set from this Entity.










	
to_obj(ns_info=None)

	Convert to a GenerateDS binding object.

Subclasses can override this function.


	Returns

	An instance of this Entity’s _binding_class with properties
set from this Entity.














	
class maec.bundle.av_classification.AVClassifications(*args)

	Bases: mixbox.entities.EntityList









          

      

      

    

  

    
      
          
            
  maec.bundle.behavior Module

Version: 4.1.0.17




Classes


	
class maec.bundle.behavior.Behavior(id=None, description=None)

	Bases: maec.Entity






	
class maec.bundle.behavior.BehavioralActionEquivalenceReference

	Bases: maec.Entity






	
class maec.bundle.behavior.BehavioralActionReference(action_id=None)

	Bases: cybox.core.action_reference.ActionReference






	
class maec.bundle.behavior.BehavioralAction

	Bases: maec.Entity






	
class maec.bundle.behavior.BehavioralActions

	Bases: maec.Entity






	
class maec.bundle.behavior.PlatformList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.bundle.behavior.CVEVulnerability

	Bases: maec.Entity






	
class maec.bundle.behavior.Exploit

	Bases: maec.Entity






	
class maec.bundle.behavior.BehaviorPurpose

	Bases: maec.Entity






	
class maec.bundle.behavior.AssociatedCode(*args)

	Bases: mixbox.entities.EntityList









          

      

      

    

  

    
      
          
            
  maec.bundle.behavior_reference Module

Version: 4.1.0.17




Classes


	
class maec.bundle.behavior_reference.BehaviorReference(behavior_idref=None)

	Bases: maec.Entity









          

      

      

    

  

    
      
          
            
  maec.bundle.bundle Module

Version: 4.1.0.17




Classes


	
class maec.bundle.bundle.Bundle(id=None, defined_subject=False, schema_version='4.1', content_type=None, malware_instance_object=None)

	Bases: maec.Entity


	
add_action(action, action_collection_name=None)

	Add an Action to an existing named Action Collection in the Collections entity.
If it does not exist, add it to the top-level Actions entity.






	
add_av_classification(av_classification)

	Add an AV Classification to the top-level AV_Classifications entity in the Bundle.






	
add_behavior(behavior, behavior_collection_name=None)

	Add a Behavior to an existing named Behavior Collection in the Collections entity.
If it does not exist, add it to the top-level Behaviors entity.






	
add_candidate_indicator(candidate_indicator, candidate_indicator_collection_name=None)

	Add a Candidate Indicator to an existing named Candidate Indicator Collection in the Collections entity.
If it does not exist, add it to the top-level Candidate Indicators entity.






	
add_capability(capability)

	Add a Capability to the top-level Capabilities entity in the Bundle.






	
add_named_action_collection(collection_name, collection_id=None)

	Add a new named Action Collection to the top-level Collections entity in the Bundle.






	
add_named_behavior_collection(collection_name, collection_id=None)

	Add a new named Behavior Collection to the Collections entity in the Bundle.






	
add_named_candidate_indicator_collection(collection_name, collection_id=None)

	Add a new named Candidate Indicator Collection to the Collections entity in the Bundle.






	
add_named_object_collection(collection_name, collection_id=None)

	Add a new named Object Collection to the Collections entity in the Bundle.






	
add_object(object, object_collection_name=None)

	Add an Object to an existing named Object Collection in the Collections entity.
If it does not exist, add it to the top-level Object entity.






	
classmethod compare(bundle_list, match_on=None, case_sensitive=True)

	Compare the Bundle to a list of other Bundles, returning a BundleComparator object.






	
deduplicate()

	Deduplicate all Objects in the Bundle.
Add duplicate Objects to new “Deduplicated Objects” Object Collection,
and replace duplicate entries with references to corresponding Object.






	
dereference_objects(extra_objects=[])

	Dereference any Objects in the Bundle by replacing them with the entities they reference.






	
get_action_objects(action_name_list)

	Get all Objects corresponding to one or more types of Actions, specified via a list of Action names.






	
get_all_actions(bin=False)

	Return a list of all Actions in the Bundle.






	
get_all_actions_on_object(object)

	Return a list of all of the Actions in the Bundle that operate on a particular input Object.






	
get_all_multiple_referenced_objects()

	Return a list of all Objects in the Bundle that are referenced more than once.






	
get_all_non_reference_objects()

	Return a list of all Objects in the Bundle that are not references (i.e. all of the actual Objects in the Bundle).






	
get_all_objects(include_actions=False)

	Return a list of all Objects in the Bundle.






	
get_object_by_id(id, extra_objects=[], ignore_actions=False)

	Find and return the Entity (Action, Object, etc.) with the specified ID.






	
get_object_history()

	Build and return the Object history for the Bundle.






	
normalize_objects()

	Normalize all Objects in the Bundle, using the CybOX normalize module.






	
set_malware_instance_object_attributes(malware_instance_object)

	Set the top-level Malware Instance Object Attributes entity in the Bundle.






	
set_process_tree(process_tree)

	Set the Process Tree, in the top-level <Process_Tree> element.










	
class maec.bundle.bundle.ActionList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.bundle.bundle.BehaviorList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.bundle.bundle.ObjectList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.bundle.bundle.BaseCollection(name=None)

	Bases: maec.Entity






	
class maec.bundle.bundle.ActionCollection(name=None, id=None)

	Bases: maec.bundle.bundle.BaseCollection


	
add_action(action)

	Add an input Action to the Collection.










	
class maec.bundle.bundle.BehaviorCollection(name=None, id=None)

	Bases: maec.bundle.bundle.BaseCollection


	
add_behavior(behavior)

	Add an input Behavior to the Collection.










	
class maec.bundle.bundle.ObjectCollection(name=None, id=None)

	Bases: maec.bundle.bundle.BaseCollection


	
add_object(object)

	Add an input Object to the Collection.










	
class maec.bundle.bundle.CandidateIndicatorCollection(name=None, id=None)

	Bases: maec.bundle.bundle.BaseCollection


	
add_candidate_indicator(candidate_indicator)

	Add an input Candidate Indicator to the Collection.










	
class maec.bundle.bundle.BehaviorCollectionList

	Bases: mixbox.entities.EntityList


	
get_named_collection(collection_name)

	Return a specific named Collection from the list, based on its name.






	
has_collection(collection_name)

	Checks for the existence of a specific named Collection in the list, based on the its name.






	
to_obj(ns_info=None)

	Convert to a GenerateDS binding object.

Subclasses can override this function.


	Returns

	An instance of this Entity’s _binding_class with properties
set from this Entity.














	
class maec.bundle.bundle.ActionCollectionList

	Bases: mixbox.entities.EntityList


	
get_named_collection(collection_name)

	Return a specific named Collection from the list, based on its name.






	
has_collection(collection_name)

	Checks for the existence of a specific named Collection in the list, based on the its name.






	
to_obj(ns_info=None)

	Convert to a GenerateDS binding object.

Subclasses can override this function.


	Returns

	An instance of this Entity’s _binding_class with properties
set from this Entity.














	
class maec.bundle.bundle.ObjectCollectionList

	Bases: mixbox.entities.EntityList


	
get_named_collection(collection_name)

	Return a specific named Collection from the list, based on its name.






	
has_collection(collection_name)

	Checks for the existence of a specific named Collection in the list, based on the its name.






	
to_obj(ns_info=None)

	Convert to a GenerateDS binding object.

Subclasses can override this function.


	Returns

	An instance of this Entity’s _binding_class with properties
set from this Entity.














	
class maec.bundle.bundle.CandidateIndicatorCollectionList

	Bases: mixbox.entities.EntityList


	
get_named_collection(collection_name)

	Return a specific named Collection from the list, based on its name.






	
has_collection(collection_name)

	Checks for the existence of a specific named Collection in the list, based on the its name.






	
to_obj(ns_info=None)

	Convert to a GenerateDS binding object.

Subclasses can override this function.


	Returns

	An instance of this Entity’s _binding_class with properties
set from this Entity.














	
class maec.bundle.bundle.Collections

	Bases: maec.Entity


	
add_named_action_collection(action_collection_name, collection_id=None)

	Add a new named Action Collection to the Collections instance.






	
add_named_behavior_collection(behavior_collection_name, collection_id=None)

	Add a new named Behavior Collection to the Collections instance.






	
add_named_candidate_indicator_collection(candidate_indicator_collection_name, collection_id=None)

	Add a new named Candidate Indicator Collection to the Collections instance.






	
add_named_object_collection(object_collection_name, collection_id=None)

	Add a new named Object Collection to the Collections instance.






	
has_content()

	Returns true if any Collections instance inside of the Collection has len > 0.










	
class maec.bundle.bundle.BehaviorReference

	Bases: maec.Entity









          

      

      

    

  

    
      
          
            
  maec.bundle.bundle_reference Module

Version: 4.1.0.17




Classes


	
class maec.bundle.bundle_reference.BundleReference(bundle_idref=None)

	Bases: maec.Entity









          

      

      

    

  

    
      
          
            
  maec.bundle.candidate_indicator Module

Version: 4.1.0.17




Classes


	
class maec.bundle.candidate_indicator.CandidateIndicator(id=None)

	Bases: maec.Entity






	
class maec.bundle.candidate_indicator.CandidateIndicatorList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.bundle.candidate_indicator.CandidateIndicatorComposition

	Bases: maec.Entity






	
class maec.bundle.candidate_indicator.MalwareEntity

	Bases: maec.Entity









          

      

      

    

  

    
      
          
            
  maec.bundle.capability Module

Version: 4.1.0.17




Classes


	
class maec.bundle.capability.Capability(id=None, name=None)

	Bases: maec.Entity


	
add_strategic_objective(strategic_objective)

	Add a Strategic Objective to the Capability.






	
add_tactical_objective(tactical_objective)

	Add a Tactical Objective to the Capability.










	
class maec.bundle.capability.CapabilityObjective(id=None)

	Bases: maec.Entity






	
class maec.bundle.capability.CapabilityProperty

	Bases: maec.Entity






	
class maec.bundle.capability.CapabilityRelationship

	Bases: maec.Entity






	
class maec.bundle.capability.CapabilityObjectiveRelationship

	Bases: maec.Entity






	
class maec.bundle.capability.CapabilityReference

	Bases: maec.Entity






	
class maec.bundle.capability.CapabilityObjectiveReference

	Bases: maec.Entity






	
class maec.bundle.capability.CapabilityList

	Bases: maec.Entity









          

      

      

    

  

    
      
          
            
  maec.bundle.malware_action Module

Version: 4.1.0.17




Classes


	
class maec.bundle.malware_action.MalwareAction

	Bases: cybox.core.action.Action






	
class maec.bundle.malware_action.ActionImplementation

	Bases: maec.Entity






	
class maec.bundle.malware_action.APICall

	Bases: maec.Entity






	
class maec.bundle.malware_action.ParameterList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.bundle.malware_action.Parameter

	Bases: maec.Entity









          

      

      

    

  

    
      
          
            
  maec.bundle.object_history Module

Version: 4.1.0.17




Classes


	
class maec.bundle.object_history.ObjectHistory

	Bases: object


	
classmethod build(bundle)

	Build the Object History for a Bundle










	
class maec.bundle.object_history.ObjectHistoryEntry(object=None)

	Bases: object


	
get_action_context()

	Return a list of the Actions that operated on the Object, via their names,
along with the Association_Type used in the Action.






	
get_action_names()

	Return a list of the Actions that operated on the Object, via their names













          

      

      

    

  

    
      
          
            
  maec.bundle.object_reference Module

Version: 4.1.0.17




Classes


	
class maec.bundle.object_reference.ObjectReference(object_idref=None)

	Bases: maec.Entity






	
class maec.bundle.object_reference.ObjectReferenceList(*args)

	Bases: mixbox.entities.EntityList









          

      

      

    

  

    
      
          
            
  maec.bundle.process_tree Module

Version: 4.1.0.17




Classes


	
class maec.bundle.process_tree.ProcessTree(root_process=None)

	Bases: maec.Entity


	
set_root_process(root_process)

	Set the Root Process node of the Process Tree entity.










	
class maec.bundle.process_tree.ProcessTreeNode(id=None, parent_action_idref=None)

	Bases: cybox.objects.process_object.Process


	
add_initiated_action(action_id)

	Add an initiated Action to the Process Tree node, based on its ID.






	
add_injected_process(process_node, process_id=None)

	Add an injected process to the Process Tree node, either directly or to a
particular process embedded in the node based on its ID.






	
add_spawned_process(process_node, process_id=None)

	Add a spawned process to the Process Tree node, either directly or to a
particular process embedded in the node based on its ID.






	
find_embedded_process(process_id)

	Find a Process embedded somewhere in the Process Tree node tree, based on its ID.






	
set_id(id)

	Set the ID of the Process Tree node.






	
set_parent_action(parent_action_id)

	Set the ID of the parent action of the Process Tree node.






	
superclass

	alias of cybox.objects.process_object.Process













          

      

      

    

  

    
      
          
            
  maec.package.action_equivalence Module

Version: 4.1.0.17




Classes


	
class maec.package.action_equivalence.ActionEquivalence

	Bases: maec.Entity






	
class maec.package.action_equivalence.ActionEquivalenceList(*args)

	Bases: mixbox.entities.EntityList









          

      

      

    

  

    
      
          
            
  maec.package.analysis Module

Version: 4.1.0.17




Classes


	
class maec.package.analysis.Analysis(id=None, method=None, type=None, findings_bundle_reference=[])

	Bases: maec.Entity






	
class maec.package.analysis.AnalysisEnvironment

	Bases: maec.Entity






	
class maec.package.analysis.NetworkInfrastructure

	Bases: maec.Entity






	
class maec.package.analysis.CapturedProtocolList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.package.analysis.CapturedProtocol

	Bases: maec.Entity






	
class maec.package.analysis.AnalysisSystemList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.package.analysis.AnalysisSystem

	Bases: cybox.objects.system_object.System






	
class maec.package.analysis.InstalledPrograms(*args)

	Bases: mixbox.entities.EntityList






	
class maec.package.analysis.HypervisorHostSystem

	Bases: cybox.objects.system_object.System






	
class maec.package.analysis.DynamicAnalysisMetadata

	Bases: maec.Entity






	
class maec.package.analysis.ToolList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.package.analysis.CommentList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.package.analysis.Comment(value=None)

	Bases: cybox.common.structured_text.StructuredText


	
is_plain()

	Whether this can be represented as a string rather than a dictionary






	
to_dict()

	Convert to a dict

Subclasses can override this function.


	Returns

	Python dict with keys set from this Entity.










	
to_obj(ns_info=None)

	Convert to a GenerateDS binding object.

Subclasses can override this function.


	Returns

	An instance of this Entity’s _binding_class with properties
set from this Entity.














	
class maec.package.analysis.Source

	Bases: maec.Entity









          

      

      

    

  

    
      
          
            
  maec.package.grouping_relationship Module

Version: 4.1.0.17




Classes


	
class maec.package.grouping_relationship.GroupingRelationship

	Bases: maec.Entity






	
class maec.package.grouping_relationship.GroupingRelationshipList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.package.grouping_relationship.ClusteringMetadata

	Bases: maec.Entity






	
class maec.package.grouping_relationship.ClusteringAlgorithmParameters

	Bases: maec.Entity






	
class maec.package.grouping_relationship.ClusterComposition

	Bases: maec.Entity






	
class maec.package.grouping_relationship.ClusterEdgeNodePair

	Bases: maec.Entity









          

      

      

    

  

    
      
          
            
  maec.package.malware_subject Module

Version: 4.1.0.17




Classes


	
class maec.package.malware_subject.MalwareSubject(id=None, malware_instance_object_attributes=None)

	Bases: maec.Entity


	
deduplicate_bundles()

	DeDuplicate all Findings Bundles in the Malware Subject. For now, only handles Objects






	
dereference_bundles()

	Dereference all Findings Bundles in the Malware Subject. For now, only handles Objects






	
normalize_bundles()

	Normalize all Findings Bundles in the Malware Subject. For now, only handles Objects










	
class maec.package.malware_subject.MalwareSubjectList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.package.malware_subject.MalwareConfigurationDetails

	Bases: maec.Entity






	
class maec.package.malware_subject.MalwareConfigurationObfuscationDetails

	Bases: maec.Entity






	
class maec.package.malware_subject.MalwareConfigurationObfuscationAlgorithm

	Bases: maec.Entity






	
class maec.package.malware_subject.MalwareConfigurationStorageDetails

	Bases: maec.Entity






	
class maec.package.malware_subject.MalwareBinaryConfigurationStorageDetails

	Bases: maec.Entity






	
class maec.package.malware_subject.MalwareConfigurationParameter

	Bases: maec.Entity






	
class maec.package.malware_subject.MalwareDevelopmentEnvironment

	Bases: maec.Entity






	
class maec.package.malware_subject.FindingsBundleList

	Bases: maec.Entity






	
class maec.package.malware_subject.MetaAnalysis

	Bases: maec.Entity






	
class maec.package.malware_subject.MalwareSubjectRelationshipList(*args)

	Bases: mixbox.entities.EntityList






	
class maec.package.malware_subject.MalwareSubjectRelationship

	Bases: maec.Entity






	
class maec.package.malware_subject.Analyses(*args)

	Bases: mixbox.entities.EntityList






	
class maec.package.malware_subject.MinorVariants(*args)

	Bases: mixbox.entities.EntityList









          

      

      

    

  

    
      
          
            
  maec.package.malware_subject_reference Module

Version: 4.1.0.17




Classes


	
class maec.package.malware_subject_reference.MalwareSubjectReference(malware_subject_idref=None)

	Bases: maec.Entity









          

      

      

    

  

    
      
          
            
  maec.package.object_equivalence Module

Version: 4.1.0.17




Classes


	
class maec.package.object_equivalence.ObjectEquivalence

	Bases: maec.Entity






	
class maec.package.object_equivalence.ObjectEquivalenceList(*args)

	Bases: mixbox.entities.EntityList









          

      

      

    

  

    
      
          
            
  maec.package.package Module

Version: 4.1.0.17




Classes


	
class maec.package.package.Package(id=None, schema_version='2.1', timestamp=None)

	Bases: maec.Entity


	
deduplicate_malware_subjects()

	DeDuplicate all Malware_Subjects in the Package. For now, only handles Objects in Findings Bundles






	
static from_xml(xml_file)

	Returns a tuple of (api_object, binding_object).
Parameters:
xml_file - either a filename or a stream object













          

      

      

    

  

    
      
          
            
  maec.utils.comparator Module

Version: 4.1.0.17




Classes


	
class maec.utils.comparator.BundleComparator

	Bases: object






	
class maec.utils.comparator.SimilarObjectCluster

	Bases: dict






	
class maec.utils.comparator.ObjectHash

	Bases: object






	
class maec.utils.comparator.ComparisonResult(bundle_list, lookup_table)

	Bases: object









          

      

      

    

  

    
      
          
            
  maec.utils.deduplicator Module

Version: 4.1.0.17




Classes


	
class maec.utils.deduplicator.BundleDeduplicator

	Bases: object


	
classmethod add_unique_objects(bundle, all_objects)

	Add the unique Objects to the collection and perform the properties replacement.






	
classmethod cleanup(bundle)

	Cleanup and remove and Objects that may be referencing the re-used Objects.
Otherwise, this can create Object->Object->Object etc. references which don’t make sense.






	
classmethod deduplicate(bundle)

	Deduplicate the input Bundle.






	
classmethod find_matching_object(obj)

	Find a matching object, if it exists.






	
classmethod get_object_values(obj, ignoreCase=False)

	Get the values specified for an Object’s properties as a set.






	
classmethod get_typedfield_values(val, name, values, ignoreCase=False)

	Returns the value contained in a TypedField or its nested members, if applicable.






	
classmethod handle_duplicate_objects(bundle, all_objects)

	Replace all of the duplicate Objects with references to the unique object placed in the “Re-used Objects” Collection.






	
classmethod handle_unique_objects(bundle, all_objects)

	Add a new Object collection to the Bundle for storing the unique Objects.
Add the Objects to the collection.






	
classmethod map_objects(all_objects)

	Map the non-unique Objects to their unique (first observed) counterparts.













          

      

      

    

  

    
      
          
            
  maec.utils.merge Module

Version: 4.1.0.17




Functions


	
maec.utils.merge.merge_documents(input_list, output_file)

	Merge a list of input MAEC documents and write them to an output file






	
maec.utils.merge.merge_malware_subjects(malware_subject_list)

	Merge a list of input Malware Subjects






	
maec.utils.merge.merge_packages(package_list, namespace=None)

	Merge a list of input MAEC Packages and return a merged Package instance.






	
maec.utils.merge.update_relationships(malware_subject_list, id_mappings)

	Update any existing Malware Subject relationships to account for merged Malware Subjects






	
maec.utils.merge.merge_binned_malware_subjects(merged_malware_subject, binned_list, id_mappings_dict)

	Merge a list of input binned (related) Malware Subjects






	
maec.utils.merge.create_mappings(mapping_dict, original_malware_subject_list, merged_malware_subject)

	Map the IDs of a list of existing Malware Subjects to the new merged Malware Subject






	
maec.utils.merge.merge_findings_bundles(findings_bundles_list)

	Merge two or more Malware Subject Findings Bundles






	
maec.utils.merge.deduplicate_vocabulary_list(entity_list, value_name='value')

	Deduplicate a simple list of MAEC/CybOX vocabulary entries






	
maec.utils.merge.merge_entities(entity_list)

	Merge a list of MAEC/CybOX entities






	
maec.utils.merge.bin_malware_subjects(malware_subject_list, default_hash_type='md5')

	Bin a list of Malware Subjects by hash
Default = MD5






	
maec.utils.merge.dict_merge(target, *args)

	Merge multiple dictionaries into one









          

      

      

    

  

    
      
          
            
  maec.utils.parser Module

Version: 4.1.0.17




Classes


	
class maec.utils.parser.EntityParser

	Bases: mixbox.parser.EntityParser


	
get_entity_class(tag)

	Return the class to be returned as the result of parsing.






	
get_version(root)

	Return as a string the schema version used by the document root.






	
supported_tags()

	Return an iterable of supported document root tags (strings).






	
supported_versions(tag)

	Return all the supported versions for a given tag.













          

      

      

    

  

    
      
          
            
  maec.analytics.distance Module

Version: 4.1.0.17




Classes


	
class maec.analytics.distance.Distance(maec_entity_list)

	Bases: object

Calculates distance between two or more MAEC entities.
Currently supports only Packages or Malware Subjects.


	
add_log(number, log_list)

	Added a log’d (log-ized??) number to a list






	
bin_list(numeric_value, numeric_list, n=10)

	Bin a numeric value into a bucket, based on a parent list of values.
N = number of buckets to use (default = 10).






	
build_string_vector(string_list, superset_string_list, ignore_case=True)

	Build a vector from an input list of strings and superset list of strings.






	
calculate()

	Calculate the distances between the input Malware Subjects.






	
create_dynamic_result_vector(dynamic_vector)

	Construct the dynamic result (matching) vector for a corresponding feature vector






	
create_static_result_vector(static_vector)

	Construct the static result (matching) vector for a corresponding feature vector






	
create_superset_vectors()

	Calculate vector supersets from the feature vectors






	
euclidean_distance(vector_1, vector_2)

	Calculate the Euclidean distance between two input vectors






	
flatten_vector(vector_entry_list)

	Generate a single, flattened vector from an input list of vectors or values.






	
generate_feature_vectors(merged_subjects)

	Generate a feature vector for the binned Malware Subjects






	
normalize_numeric(numeric_value, numeric_list, normalize=True, scale_log=True)

	Scale a numeric value, based on a parent list of values.
Return the scaled/normalized form.






	
normalize_numeric_list(value_list, numeric_list, normalize=True, scale_log=True)

	Scale a list of numeric values, based on a parent list of numeric value lists.
Return the scaled/normalized form.






	
normalize_vectors(vector_1, vector_2)

	Normalize two input vectors so that they have similar composition.






	
perform_calculation()

	Perform the actual distance calculation.
Store the results in the distances dictionary.






	
populate_hashes_mapping(malware_subject_list)

	Populate and return the Malware Subject -> Hashes mapping from an input list of Malware Subjects.






	
preprocess_entities(dereference=True)

	Pre-process the MAEC entities






	
print_distances(file_object, default_label='md5', delimiter=', ')

	Print the distances between the Malware Subjects in delimited matrix format
to a File-like object.

Try to use the MD5s of the Malware Subjects as the default label.
Uses commas as the default delimiter, for CSV-like output.










	
class maec.analytics.distance.StaticFeatureVector(malware_subject, deduplicator)

	Bases: object

Generate a feature vector for a Malware Subject based on its static features


	
create_object_vector(object, static_feature_dict, callback_function=None)

	Create a vector from a single Object






	
create_static_vectors(malware_subject)

	Create a vector of static features for an input Malware Subject






	
extract_features(malware_subject)

	Extract the static features from the Malware Subject






	
get_unique_features()

	Calculates the unique set of static features for the Malware Subject










	
class maec.analytics.distance.DynamicFeatureVector(malware_subject, deduplicator, ignored_object_properties, ignored_actions)

	Bases: object

Generate a feature vector for a Malware Subject based on its dynamic features


	
create_action_vector(action)

	Create a vector from a single Action






	
create_dynamic_vectors(malware_subject)

	Create a vector of unique action/object pairs for an input Malware Subject






	
extract_features(malware_subject)

	Extract the dynamic features from the Malware Subject






	
get_unique_features()

	Calculates the unique set of dynamic features for the Malware Subject






	
prune_dynamic_features(min_length=2)

	Prune the dynamic features based on ignored Object properties/Actions
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  Source code for maec

# Copyright (c) 2018, The MITRE Corporation. All rights reserved.
# See LICENSE.txt for complete terms.

from __future__ import absolute_import
from mixbox.entities import Entity as cyboxEntity
from mixbox.entities import EntityList
from mixbox.namespaces import ( get_xmlns_string,
    make_namespace_subset_from_uris, get_schemaloc_string, lookup_prefix)
from mixbox.vendor.six import iteritems, string_types

import maec
from maec.utils import flip_dict, EntityParser

from .version import __version__  # noqa


[docs]class Entity(cyboxEntity):
    """Base class for all classes in the MAEC SimpleAPI."""

    def _ns_to_prefix_input_namespaces(self):
        """The namespace that are extracted during parse are mapped from
        namespace prefix to namespace. The serialization code expects a mapping
        from namespace to prefix.

        """
        input_namespaces = getattr(self, '__input_namespaces__', {})
        return flip_dict(input_namespaces)

[docs]    def to_xml_file(self, file, namespace_dict=None, custom_header=None):
        """Export an object to an XML file. Only supports Package or Bundle
        objects at the moment.

        Args:
            file: the name of a file or a file-like object to write the output to.
            namespace_dict: a dictionary of mappings of additional XML namespaces to
                prefixes.
            custom_header: a string, list, or dictionary that represents a custom
                XML header to be written to the output.

        """
        if not namespace_dict:
            namespace_dict = {}
        else:
            # Make a copy so we don't pollute the source
            namespace_dict = namespace_dict.copy()

        # Update the namespace dictionary with namespaces found upon import
        input_namespaces = self._ns_to_prefix_input_namespaces()
        namespace_dict.update(input_namespaces)

        # Check whether we're dealing with a filename or file-like Object
        if isinstance(file, string_types):
            out_file  = open(file, 'w')
        else:
            out_file = file
        out_file.write("<?xml version='1.0' encoding='UTF-8'?>\n")
        # Write out the custom header, if included
        if isinstance(custom_header, list):
            out_file.write("<!--\n")
            for line in custom_header:
                out_file.write(line.replace("-->", "\\-\\->") + "\n")
            out_file.write("-->\n")
        elif isinstance(custom_header, dict):
            out_file.write("<!--\n")
            for key, value in iteritems(custom_header):
                sanitized_key = str(key).replace("-->", "\\-\\->")
                sanitized_value = str(value).replace("-->", "\\-\\->")
                out_file.write(sanitized_key + ": " + sanitized_value + "\n")
            out_file.write("-->\n")
        elif isinstance(custom_header, string_types):
            out_file.write("<!--\n")
            out_file.write(custom_header.replace("-->", "\\-\\->") + "\n")
            out_file.write("-->\n")
        out_file.write(self.to_xml(namespace_dict=namespace_dict))
        out_file.close()


    def _get_namespace_def(self, additional_ns_dict=None):
        # copy necessary namespaces

        namespaces = self._get_namespaces()

        # if there are any other namepaces, include xsi for "schemaLocation"
        # also, include the MAEC default vocabularies schema by default
        if namespaces:
            namespaces.add(lookup_prefix('xsi'))
            namespaces.add(lookup_prefix('maecVocabs'))

            ns_set = make_namespace_subset_from_uris(namespaces)
            if additional_ns_dict:
                for ns, prefix in iteritems(additional_ns_dict):
                    ns_set.add_namespace_uri(ns, prefix)
        else:
            return ""

        return ('\n\t' + ns_set.get_xmlns_string(sort=True, delim='\n\t') +
                '\n\t' + ns_set.get_schemaloc_string(sort=True, delim='\n\t'))

    def _get_namespaces(self, recurse=True):
        # Get all _namespaces for parent classes
        nsset = set(x._namespace for x in self.__class__.__mro__
                      if hasattr(x, '_namespace'))

        #In case of recursive relationships, don't process this item twice
        self.touched = True
        if recurse:
            for x in self._get_children():
                if not hasattr(x, 'touched'):
                    nsset.update(x._get_namespaces())
        del self.touched

        # Add any additional namespaces that may be included in the entity
        input_ns = self._ns_to_prefix_input_namespaces()
        for namespace, alias in iteritems(input_ns):
            nsset.update(namespace)

        return nsset



def parse_xml_instance(filename, check_version = True):
    """Parse a MAEC instance and return the correct Binding and API objects
       Returns a dictionary of MAEC Package or Bundle Binding/API Objects"""
    object_dictionary = {}
    entity_parser = EntityParser()

    object_dictionary['binding'] = entity_parser.parse_xml_to_obj(filename, check_version)
    object_dictionary['api'] = entity_parser.parse_xml(filename, check_version)

    return object_dictionary




          

      

      

    

  

    
      
          
            
  Source code for cybox.objects.process_object

# Copyright (c) 2020, The MITRE Corporation. All rights reserved.
# See LICENSE.txt for complete terms.

from mixbox import entities, fields

import cybox
import cybox.bindings.process_object as process_binding
from cybox.common import ObjectProperties, String, DateTime, UnsignedInteger, Duration, EnvironmentVariableList, ExtractedFeatures
from cybox.objects.network_connection_object import NetworkConnection
from cybox.objects.port_object import Port


class ProcessStatusFactory(entities.EntityFactory):
    @classmethod
    def entity_class(cls, key):
        import cybox.objects.unix_process_object    # noqa
        return cybox.lookup_extension(key, default=ProcessStatus)


class ProcessStatus(entities.Entity):
    _binding = process_binding
    _binding_class = process_binding.ProcessStatusType
    _namespace = "http://cybox.mitre.org/objects#ProcessObject-2"
    _XSI_TYPE = None    # overridden by subclasses

    def to_dict(self):
        d = super(ProcessStatus, self).to_dict()

        if self._XSI_TYPE:
            d["xsi:type"] = self._XSI_TYPE

        return d

    @staticmethod
    def lookup_class(xsi_type):
        return cybox.lookup_extension(xsi_type, default=ProcessStatus)


class PortList(entities.EntityList):
    _binding = process_binding
    _binding_class = process_binding.PortListType
    _namespace = "http://cybox.mitre.org/objects#ProcessObject-2"

    port = fields.TypedField("Port", Port, multiple=True)


class NetworkConnectionList(entities.EntityList):
    _binding = process_binding
    _binding_class = process_binding.NetworkConnectionListType
    _namespace = "http://cybox.mitre.org/objects#ProcessObject-2"

    network_connection = fields.TypedField("Network_Connection", NetworkConnection, multiple=True)


class ChildPIDList(entities.EntityList):
    _binding = process_binding
    _binding_class = process_binding.ChildPIDListType
    _namespace = "http://cybox.mitre.org/objects#ProcessObject-2"

    child_pid = fields.TypedField("Child_PID", UnsignedInteger, multiple=True)


class ArgumentList(entities.EntityList):
    _binding = process_binding
    _binding_class = process_binding.ArgumentListType
    _namespace = "http://cybox.mitre.org/objects#ProcessObject-2"

    argument = fields.TypedField("Argument", String, multiple=True)


class ImageInfo(entities.Entity):
    _binding = process_binding
    _binding_class = process_binding.ImageInfoType
    _namespace = "http://cybox.mitre.org/objects#ProcessObject-2"

    file_name = fields.TypedField("File_Name", String)
    command_line = fields.TypedField("Command_Line", String)
    current_directory = fields.TypedField("Current_Directory", String)
    path = fields.TypedField("Path", String)


class Process(ObjectProperties):
    _binding = process_binding
    _binding_class = process_binding.ProcessObjectType
    _namespace = "http://cybox.mitre.org/objects#ProcessObject-2"
    _XSI_NS = "ProcessObj"
    _XSI_TYPE = "ProcessObjectType"

    pid = fields.TypedField("PID", UnsignedInteger)
    name = fields.TypedField("Name", String)
    creation_time = fields.TypedField("Creation_Time", DateTime)
    parent_pid = fields.TypedField("Parent_PID", UnsignedInteger)
    child_pid_list = fields.TypedField("Child_PID_List", ChildPIDList)
    image_info = fields.TypedField("Image_Info", ImageInfo)
    argument_list = fields.TypedField("Argument_List", ArgumentList)
    environment_variable_list = fields.TypedField("Environment_Variable_List", EnvironmentVariableList)
    kernel_time = fields.TypedField("Kernel_Time", Duration)
    port_list = fields.TypedField("Port_List", PortList)
    network_connection_list = fields.TypedField("Network_Connection_List", NetworkConnectionList)
    start_time = fields.TypedField("Start_Time", DateTime)
    status = fields.TypedField("Status", ProcessStatus, factory=ProcessStatusFactory)
    username = fields.TypedField("Username", String)
    user_time = fields.TypedField("User_Time", Duration)
    extracted_features = fields.TypedField("Extracted_Features", ExtractedFeatures)
    is_hidden = fields.TypedField("is_hidden")




          

      

      

    

  

    
      
          
            
  Source code for maec.analytics.distance

# MAEC Distance Measure-related Classes - BETA
# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

# See LICENSE.txt for complete terms
import sys
try:
    import numpy
except ImportError:
    sys.stdout.write("Error: unable to import required numpy module.\nSee https://pypi.python.org/pypi/numpy.")
import os
import subprocess
import maec
import itertools
import math
from maec.package.package import Package
from maec.package.malware_subject import MalwareSubject
from maec.utils.deduplicator import BundleDeduplicator
from maec.utils.merge import merge_malware_subjects
from maec.analytics.static_features import static_features_dict

[docs]class DynamicFeatureVector(object):
    '''Generate a feature vector for a Malware Subject based on its dynamic features'''
    def __init__(self, malware_subject, deduplicator, ignored_object_properties, ignored_actions):
        self.deduplicator = deduplicator
        self.dynamic_features = []
        self.unique_dynamic_features = []
        self.ignored_object_properties = ignored_object_properties
        self.ignored_actions = ignored_actions
        # Extract the features and build the vector
        self.extract_features(malware_subject)
        # Calculate the unique features
        self.get_unique_features()

[docs]    def create_action_vector(self, action):
        '''Create a vector from a single Action'''
        action_vector = set()
        # Add the Action Name to the set
        if action.name:
            action_vector.add("act:" + action.name.value)
        # Add the Object values to the set
        if action.associated_objects:
            for associated_object in action.associated_objects:
                if associated_object.properties:
                    object_vector = self.deduplicator.get_object_values(associated_object)
                    updated_vector = set()
                    for entry in object_vector:
                        updated_vector.add(entry.replace(',', ';').rstrip('\n'))
                    action_vector.update(updated_vector)
        return action_vector


[docs]    def create_dynamic_vectors(self, malware_subject):
        '''Create a vector of unique action/object pairs for an input Malware Subject'''
        action_vectors = []
        # Extract the Bundles from the Malware Subject
        bundles = malware_subject.get_all_bundles()
        for bundle in bundles:
            # Create the vector for each Action
            all_actions = bundle.get_all_actions()
            for action in all_actions:
                action_vector = self.create_action_vector(action)
                if action_vector:
                    action_vectors.append(action_vector)
        return action_vectors


[docs]    def extract_features(self, malware_subject):
        '''Extract the dynamic features from the Malware Subject'''
        # Extract the Dynamic (Action) features
        self.dynamic_features = self.create_dynamic_vectors(malware_subject)
        # Prune the Dynamic features
        self.prune_dynamic_features()


[docs]    def prune_dynamic_features(self, min_length = 2):
        '''Prune the dynamic features based on ignored Object properties/Actions'''
        pruned_dynamic_features = []
        for dynamic_vector in self.dynamic_features:
            ignore_vector = False
            pruned_vector = set()
            # Do the minimum length check (to prune Actions with no Objects)
            if len(dynamic_vector) < min_length:
                continue
            # Prune any vectors with ignored actions or object properites
            for entity in dynamic_vector:
                split_entity = str(entity).split(':')
                if split_entity[0] == 'act':
                    action_name = split_entity[1]
                    if action_name in self.ignored_actions:
                        ignore_vector = True
                        break
                    else:
                        pruned_vector.add(entity)
                elif split_entity[0] in self.ignored_object_properties:
                    continue
                else:
                    pruned_vector.add(entity)
            if ignore_vector:
                continue
            else:
                pruned_dynamic_features.append(pruned_vector)
            # Update the existing dynamic feature with the pruned versions
            self.dynamic_features = pruned_dynamic_features


[docs]    def get_unique_features(self):
        '''Calculates the unique set of dynamic features for the Malware Subject'''
        self.unique_dynamic_features = [x for x in self.dynamic_features if self.dynamic_features.count(x) == 1]



[docs]class StaticFeatureVector(object):
    '''Generate a feature vector for a Malware Subject based on its static features'''
    def __init__(self, malware_subject, deduplicator):
        self.deduplicator = deduplicator
        self.static_features = {}
        self.unique_static_features = {}
        # Extract the features and build the vector
        self.extract_features(malware_subject)
        # Calculate the unique features
        self.get_unique_features()

[docs]    def create_object_vector(self, object, static_feature_dict, callback_function = None):
        '''Create a vector from a single Object'''
        object_vector = self.deduplicator.get_object_values(object)
        for entity_string in object_vector:
            split_string =  entity_string.split(':')
            feature_path = str(split_string[0])
            feature_value = str(split_string[1]).lower()
            # Test if this is a feature that we want to keep
            if feature_path in static_features_dict.keys():
                feature_dict = static_features_dict[feature_path]
                feature_name = feature_dict['feature_name']
                # Set the key in the object feature dictionary
                if feature_name in static_feature_dict:
                    # Test if multiple values are allowed for this feature
                    if 'options' in feature_dict and 'allow_multiple' in feature_dict['options']:
                        if isinstance(static_feature_dict[feature_name], list):
                            static_feature_dict[feature_name].append(feature_value)
                        else:
                                static_feature_dict[feature_name] = [static_feature_dict[feature_name], feature_value]
                    # If they're not allowed, use a callback function to determine what to do
                    # E.g., if two different tools report the same value differently, this can be used to resolve that
                    # Callback function parameters : feature name, existing feature value, new feature value
                    elif callback_function:
                        existing_value = static_feature_dict[feature_name]
                        static_feature_dict[feature_name] = callback_function(feature_name, existing_value, feature_value)

                else:
                    static_feature_dict[feature_name] = feature_value


[docs]    def create_static_vectors(self, malware_subject):
        '''Create a vector of static features for an input Malware Subject'''
        static_feature_dict = {}
        # Extract any feature from the Malware Instance Object Attributes of the Malware Subject
        if malware_subject.malware_instance_object_attributes and malware_subject.malware_instance_object_attributes.properties:
            # Add the properties of the Object to the feature dict
            self.create_object_vector(malware_subject.malware_instance_object_attributes, static_feature_dict)
        # Extract any feature from the Bundles in the Malware Subject
        bundles = malware_subject.get_all_bundles()
        for bundle in bundles:
            # Test the Bundle's content_type to make sure we're dealing with static analysis tool output
            if bundle.content_type and bundle.content_type == 'static analysis tool output':
                # Extract the Objects from the Bundle
                for obj in bundle.get_all_objects():
                    if obj.properties:
                        # Add the properties of the Object to the feature dict
                        self.create_object_vector(obj, static_feature_dict)
        if static_feature_dict:
            return static_feature_dict


[docs]    def extract_features(self, malware_subject):
        '''Extract the static features from the Malware Subject'''
        # Extract the Static features
        self.static_features = self.create_static_vectors(malware_subject)


[docs]    def get_unique_features(self):
        '''Calculates the unique set of static features for the Malware Subject'''
        self.unique_static_features = {}
        for feature_name, feature_value in self.static_features.items():
            # Prune any list-type values
            if isinstance(feature_value, list):
                pruned_value_list = []
                for value in feature_value:
                    if value not in pruned_value_list:
                        pruned_value_list.append(value)
                self.unique_static_features[feature_name] = pruned_value_list
            else:
                self.unique_static_features[feature_name] = feature_value



[docs]class Distance(object):
    '''Calculates distance between two or more MAEC entities.
       Currently supports only Packages or Malware Subjects.'''
    def __init__(self, maec_entity_list):
        self.maec_entity_list = maec_entity_list
        # Options dictionary
        # currently available options:
        # use_dynamic_features : True/False. Use dynamic features (Actions) in the distance calculation.
        # use_static_features : True/False. Use static features (File/PE attributes) in the distance calculation.
        self.options_dict = {'use_dynamic_features' : True,
                             'use_static_features' : True}
        self.deduplicator = BundleDeduplicator()
        self.feature_vectors = {}
        self.superset_dynamic_vectors = []
        self.superset_static_vectors = {}
        # A list of normalized/merged Malware Subjects
        self.normalized_subjects = []
        # Dictionary of distances
        # Key = Malware Subject ID
        # Value = dictionary of distances
        #     key = Malware Subject ID
        #     value = distance
        self.distances = {}
        # Dictionary of static features to use in the distance calculation
        # Also, defines how they should be post-processed/compared
        # NOTE: The default features here are merely a suggestion!
        # Options:
        # datatype = Required. The datatype of the values for the feature.
        #            Possible values: hex, hex list, int, int list, float, float list, string.
        # normalize = Optional. Normalize/scale the data.
        #             True by default.
        # scale_log = Optional. Use logarithmic scaling for the list of numeric features.
        #             True by default.
        # bin = Optional. For numerical features, use bins for the distance measure.
        # number of bins = Optional. Valid only if bin = true. The number of bins to use in binning.
        # use_raw_value = Optional. Use the raw value for the field, without any post-processing.
        #                           All other options are ignored when this setting is used.
        self.compared_static_features = {'imported_files' : {'datatype' : 'string'},
                                         'section_entropies' : {'datatype' : 'float list', 'scale log' : False},
                                         'section_virtual_sizes' : {'datatype' : 'hex list','scale log' : False},
                                         'address_of_entry_point' : {'datatype' : 'hex', 'scale log' : False, 'bin' : True},
                                         'size_in_bytes' : {'datatype' : 'int', 'bin' : True},
                                         'size_of_initialized_data' : {'datatype' : 'hex', 'scale log' : False, 'bin' : True, 'number of bins' : 5},
                                         'size_of_image' : {'datatype' : 'hex', 'bin' : True}}
        # List of ignored object attributes, for use in dynamic vector creation
        self.ignored_object_properties = ['address',
                                          'hashes/simple_hash_value',
                                          'id_',
                                          'type_',
                                          'pid',
                                          'size_in_bytes']
        # List of ignored actions (not useful/difficult to correlate on), for use in dynamic vector creation
        self.ignored_actions = ['map view of section',
                                'create section',
                                'create thread',
                                'open section']

[docs]    def bin_list(self, numeric_value, numeric_list, n=10):
        '''Bin a numeric value into a bucket, based on a parent list of values.
           N = number of buckets to use (default = 10).'''
        bin_vector = numpy.array([0] * n)
        # Sanity checking for lists with a single value
        if len(numeric_list) == 1:
            bin_vector = numpy.array([0] * n)
            bin_vector[n-1] = 1
            return bin_vector
        max_list = max(numeric_list)
        min_list = min(numeric_list)
        bucket_size = (max_list-min_list)/n
        bin_value = int(math.floor((numeric_value - min_list)/bucket_size))
        if bin_value == n:
            bin_value -= 1
        bin_vector[bin_value] = 1
        return bin_vector


[docs]    def add_log(self, number, log_list):
        '''Added a log'd (log-ized??) number to a list'''
        if number != 0:
            log_list.append(float(math.log(number)))
        else:
            log_list.append(float(number))


[docs]    def normalize_numeric(self, numeric_value, numeric_list, normalize = True, scale_log = True):
        '''Scale a numeric value, based on a parent list of values.
           Return the scaled/normalized form.'''
        # Sanity check for zeros
        if numeric_value == 0:
            return float(0)
        if normalize:
            if scale_log:
                log_list = []
                for number in numeric_list:
                    self.add_log(number, log_list)
                return math.log(float(numeric_value))/max(log_list)
            else:
                return float(numeric_value)/max(numeric_list)
        else:
            return numeric_value


[docs]    def normalize_numeric_list(self, value_list, numeric_list, normalize = True, scale_log = True):
        '''Scale a list of numeric values, based on a parent list of numeric value lists.
           Return the scaled/normalized form.'''
        # Find the maximum length of all of the lists
        max_len = max(len(p) for p in numeric_list)
        if normalize:
            # Find the maximum value in all of the lists
            max_val = max(max(p) for p in numeric_list)
            if scale_log:
                log_list = []
                for vector_entry in value_list:
                    self.add_log(vector_entry, log_list)
                # Scale the list
                scaled_list = [float(x)/math.log(max_val) for x in log_list]
                scaled_vector = numpy.array(scaled_list)
                # Resize the vector
                scaled_vector.resize(max_len, refcheck = False)
                return scaled_vector
            else:
                # Scale the list
                scaled_list = [float(x)/max_val for x in value_list]
                scaled_vector = numpy.array(scaled_list)
                # Resize the vector
                scaled_vector.resize(max_len, refcheck = False)
                return scaled_vector
        else:
            # Resize the vector
            return value_list.resize(max_len, refcheck = False)


[docs]    def build_string_vector(self, string_list, superset_string_list, ignore_case = True):
        '''Build a vector from an input list of strings and superset list of strings.'''
        # Flatten the superset list
        flattened_string_list = self.flatten_vector(superset_string_list)
        # List of ignored/skipped strings
        ignored_strings = ['none']
        # List of unique strings
        unique_strings = []
        # First, build up the unique strings
        for string in flattened_string_list:
            normalized_string = string
            # Ignore case if specified
            if ignore_case:
                normalized_string = string.lower()
            if normalized_string not in ignored_strings and normalized_string not in unique_strings:
                unique_strings.append(normalized_string)
        # Next, build the actual strings vector
        string_vector = numpy.array([0] * len(unique_strings))
        normalized_string_list = string_list
        # Ignore case if specified
        if ignore_case:
            normalized_string_list = [str(x).lower() for x in string_list]
        for i in range(0, len(unique_strings)):
            if unique_strings[i] in normalized_string_list:
                string_vector[i] = 1
            else:
                string_vector[i] = 0
        return string_vector


[docs]    def preprocess_entities(self, dereference = True):
        '''Pre-process the MAEC entities'''
        malware_subjects = []
        # Dereference and normalize the Malware Subjects in the Package
        for entity in self.maec_entity_list:
            # Test if we're dealing with a package or Malware Subject
            if isinstance(entity, Package):
                action_vectors = []
                for malware_subject in entity.malware_subjects:
                    # Dereference the Bundles in the Malware Subject
                    if dereference:
                        malware_subject.dereference_bundles()
                    # Normalize the Bundles in the Malware Subject
                    malware_subject.normalize_bundles()
                    # Add the Malware Subject to the list
                    malware_subjects.append(malware_subject)
            elif isinstance(entity, MalwareSubject):
                # Dereference the Bundles in the Malware Subject
                if dereference:
                    entity.dereference_bundles()
                # Normalize the Bundles in the Malware Subject
                entity.normalize_bundles()
                # Add the Malware Subject to the list
                malware_subjects.append(malware_subject)
        # Merge the Malware Subjects by hash (if possible)
        return merge_malware_subjects(malware_subjects)


[docs]    def generate_feature_vectors(self, merged_subjects):
        '''Generate a feature vector for the binned Malware Subjects'''
        for malware_subject in merged_subjects:
            feature_vector_dict = {'dynamic' : DynamicFeatureVector(malware_subject, self.deduplicator, self.ignored_object_properties, self.ignored_actions),
                                   'static' : StaticFeatureVector(malware_subject, self.deduplicator)}
            self.feature_vectors[malware_subject.id_] = feature_vector_dict


[docs]    def flatten_vector(self, vector_entry_list):
        '''Generate a single, flattened vector from an input list of vectors or values.'''
        component_list = []
        for vector_entry in vector_entry_list:
            if isinstance(vector_entry, numpy.ndarray) or isinstance(vector_entry, list):
                for component in vector_entry:
                    component_list.append(component)
            else:
                component_list.append(vector_entry)
        return component_list


[docs]    def normalize_vectors(self, vector_1, vector_2):
        '''Normalize two input vectors so that they have similar composition.'''
        for i in range(0, len(vector_1)):
            if type(vector_1[i]) != type(vector_2[i]):
                if isinstance(vector_1[i], numpy.ndarray) and not isinstance(vector_2[i], numpy.ndarray):
                    vector_2[i] = numpy.array([0] * len(vector_1[i]))
                elif not isinstance(vector_1[i], numpy.ndarray) and isinstance(vector_2[i], numpy.ndarray):
                    vector_1[i] = numpy.array([0] * len(vector_2[i]))


[docs]    def create_static_result_vector(self, static_vector):
        '''Construct the static result (matching) vector for a corresponding feature vector'''
        results_vector = []
        for feature_name in self.compared_static_features:
            # Test if we wish to use the feature in the comparison
            if feature_name in static_vector.unique_static_features:
                # Get the value of the feature
                feature_value = static_vector.unique_static_features[feature_name]
                # Get the options dictionary for the feature
                feature_options_dict = self.compared_static_features[feature_name]
                feature_items = self.superset_static_vectors[feature_name]
                # Check if the raw value setting is specified
                if 'use_raw_value' in feature_options_dict:
                    results_vector.append(feature_value)
                    continue
                # Determine if numeric values should be logarithmically scaled - true by default
                scale_log = True
                if 'scale log' in feature_options_dict:
                    scale_log = feature_options_dict['scale log']
                # Determine if numeric values should be normalized - true by default
                normalize = True
                if 'normalize' in feature_options_dict:
                    normalize = feature_options_dict['normalize']
                # Normalize the items for the feature based on the specified datatype
                # Use this to construct the results vector
                # Normalize on hex values
                normalized_value = None
                if feature_options_dict['datatype'] == 'hex':
                    converted_types = [int(x,0) for x in feature_items]
                    normalized_value = self.normalize_numeric(int(feature_value,0), converted_types, normalize, scale_log)
                # Normalize on lists of hex values
                if feature_options_dict['datatype'] == 'hex list':
                    converted_types = [numpy.array([int(x, 0) for x in y]) for y in feature_items]
                    normalized_value = self.normalize_numeric_list(numpy.array([int(x,0) for x in feature_value]), converted_types, normalize, scale_log)
                # Normalize on int values
                elif feature_options_dict['datatype'] == 'int':
                    converted_types = [int(x) for x in feature_items]
                    normalized_value = self.normalize_numeric(int(feature_value), converted_types, normalize, scale_log)
                # Normalize on lists of int values
                elif feature_options_dict['datatype'] == 'int list':
                    converted_types = [numpy.array([int(x) for x in y]) for y in feature_items]
                    normalized_value = self.normalize_numeric_list(numpy.array([int(x) for x in feature_value]), converted_types, normalize, scale_log)
                # Normalize on float values
                elif feature_options_dict['datatype'] == 'float':
                    converted_types = [float(x) for x in feature_items]
                    normalized_value = self.normalize_numeric(float(feature_value), converted_types, normalize, scale_log)
                # Normalize on lists of float values
                elif feature_options_dict['datatype'] == 'float list':
                    converted_types = [numpy.array([float(x) for x in y]) for y in feature_items]
                    normalized_value = self.normalize_numeric_list(numpy.array([float(x) for x in feature_value]), converted_types, normalize, scale_log)
                # Normalize on string values
                elif feature_options_dict['datatype'] == 'string':
                    string_vector = self.build_string_vector(feature_value, feature_items)
                    results_vector.append(string_vector)
                # Bin any values, if specified in the options dictionary
                if 'bin' in feature_options_dict and feature_options_dict['bin']:
                    normalized_items = [self.normalize_numeric(x, converted_types, scale_log) for x in converted_types]
                    if 'number of bins' in feature_options_dict:
                        bin = self.bin_list(normalized_value, normalized_items, feature_options_dict['number of bins'])
                    else:
                        bin = self.bin_list(normalized_value, normalized_items)
                    results_vector.append(bin)
                elif normalized_value is not None:
                    results_vector.append(normalized_value)
            else:
                results_vector.append(0)
        return results_vector


[docs]    def create_dynamic_result_vector(self, dynamic_vector):
        '''Construct the dynamic result (matching) vector for a corresponding feature vector'''
        # First, construct the results vector for the dynamic vectors
        results_vector = numpy.array([0] * len(self.superset_dynamic_vectors))
        i = 0
        for vector in self.superset_dynamic_vectors:
            if vector in dynamic_vector.unique_dynamic_features:
                results_vector[i] = 1
            i+= 1
        return results_vector


[docs]    def create_superset_vectors(self):
        '''Calculate vector supersets from the feature vectors'''
        for feature_vector_dict in self.feature_vectors.values():
            dynamic_vector = feature_vector_dict['dynamic']
            static_vector = feature_vector_dict['static']
            # Build the superset of dynamic vectors
            for vector in dynamic_vector.unique_dynamic_features:
                if vector not in self.superset_dynamic_vectors:
                    self.superset_dynamic_vectors.append(vector)
            # Build the superset of static vectors
            for feature_name, feature_value in static_vector.unique_static_features.items():
                if feature_name not in self.superset_static_vectors:
                    self.superset_static_vectors[feature_name] = [feature_value]
                else:
                    self.superset_static_vectors[feature_name].append(feature_value)


[docs]    def euclidean_distance(self, vector_1, vector_2):
        '''Calculate the Euclidean distance between two input vectors'''
        distance = 0.0
        for i in range(0, len(vector_1)):
            if isinstance(vector_1[i], float):
                distance += math.pow(vector_1[i] - vector_2[i], 2)
            elif isinstance(vector_1[i], numpy.ndarray):
                for vi in range(0, len(vector_1[i])):
                    distance += math.pow(vector_1[i][vi] - vector_2[i][vi], 2)
            elif isinstance(vector_1[i], int):
                if vector_1[i] != vector_2[i]:
                    distance += 1.0
            elif isinstance(vector_1[i], str):
                if vector_1[i] != vector_2[i]:
                    distance += 1.0
        return math.sqrt(distance)


[docs]    def populate_hashes_mapping(self, malware_subject_list):
        '''Populate and return the Malware Subject -> Hashes mapping from an input list of Malware Subjects.'''
        hashes_mapping = {}
        for malware_subject in malware_subject_list:
            mal_inst_obj = malware_subject.malware_instance_object_attributes
            if mal_inst_obj.properties and mal_inst_obj.properties.hashes:
                hashes_dict = {}
                for hash in mal_inst_obj.properties.hashes:
                    type = None
                    value = None
                    if hash.type_:
                        type = hash.type_.value
                    if hash.simple_hash_value:
                        value = hash.simple_hash_value.value
                    elif hash.fuzzy_hash_value:
                        value = hash.fuzzy_hash_value.value
                    if type and value:
                        hashes_dict[str(type).lower()] = str(value).lower()
                hashes_mapping[malware_subject.id_] = hashes_dict
        return hashes_mapping


[docs]    def perform_calculation(self):
        '''Perform the actual distance calculation.
           Store the results in the distances dictionary.'''
        # Determine the different combinations of Malware Subjects
        combinations = itertools.combinations(self.feature_vectors, r=2)
        for combination in combinations:
            if self.options_dict['use_dynamic_features']:
                dynamic_vectors = (self.feature_vectors[combination[0]]['dynamic_result'],
                                   self.feature_vectors[combination[1]]['dynamic_result'])
            if self.options_dict['use_static_features']:
                static_vectors = (self.feature_vectors[combination[0]]['static_result'],
                                   self.feature_vectors[combination[1]]['static_result'])
                # Normalize the static vectors (to make them equal length)
                self.normalize_vectors(static_vectors[0], static_vectors[1])
            # Generate the combined vectors if necessary and calculate the distance
            if self.options_dict['use_dynamic_features'] and self.options_dict['use_static_features']:
                result_vectors = (numpy.array(list(dynamic_vectors[0]) + self.flatten_vector(static_vectors[0])),
                                  numpy.array(list(dynamic_vectors[1]) + self.flatten_vector(static_vectors[1])))
            elif self.options_dict['use_dynamic_features'] and not self.options_dict['use_static_features']:
                result_vectors = (numpy.array(list(dynamic_vectors[0])),
                                  numpy.array(list(dynamic_vectors[1])))
            elif not self.options_dict['use_dynamic_features'] and self.options_dict['use_static_features']:
                result_vectors = (self.flatten_vector(static_vectors[0]),
                                  self.flatten_vector(static_vectors[1]))
            distance = self.euclidean_distance(result_vectors[0], result_vectors[1])
            # Add the result to the distances dictionary
            for i in range(0,2):
                opposite = 1 - i
                if combination[i] not in self.distances:
                    self.distances[combination[i]] = {combination[opposite] : distance}
                else:
                    self.distances[combination[i]][combination[opposite]] = distance


[docs]    def calculate(self):
        '''Calculate the distances between the input Malware Subjects.'''
        # Pre-process and merge the entities
        self.normalized_subjects = self.preprocess_entities()
        # Generate the feature vectors for the entities
        self.generate_feature_vectors(self.normalized_subjects)
        # Build up the supersets of unique vectors
        self.create_superset_vectors()
        # Construct the result vectors
        for feature_vector_dict in self.feature_vectors.values():
            if self.options_dict['use_dynamic_features']:
                # Construct the dynamic result vector
                feature_vector_dict['dynamic_result'] = self.create_dynamic_result_vector(feature_vector_dict['dynamic'])
            if self.options_dict['use_static_features']:
                # Construct the static result vector
                feature_vector_dict['static_result'] = self.create_static_result_vector(feature_vector_dict['static'])
        # Perform the actual distance calculation
        self.perform_calculation()


[docs]    def print_distances(self, file_object, default_label = 'md5', delimiter = ','):
        '''Print the distances between the Malware Subjects in delimited matrix format
           to a File-like object.

           Try to use the MD5s of the Malware Subjects as the default label.
           Uses commas as the default delimiter, for CSV-like output.'''
        hashes_mapping = self.populate_hashes_mapping(self.normalized_subjects)
        distance_strings = []
        # Generate the header string and individual distance strings
        header_string = '' + delimiter
        for malware_subject in self.normalized_subjects:
            distance_string = ''
            hashes = hashes_mapping[malware_subject.id_]
            if default_label in hashes:
                distance_string += (hashes[default_label] + delimiter)
                header_string += (hashes[default_label] + delimiter)
            else:
                distance_string += (malware_subject.id_ + delimiter)
                header_string += (malware_subject.id_ + delimiter)
            for other_malware_subject in self.normalized_subjects:
                if malware_subject.id_ == other_malware_subject.id_:
                    distance_string += ('0.0' + delimiter)
                else:
                    distance_string += (str(self.distances[malware_subject.id_][other_malware_subject.id_])
                                        + delimiter)
            distance_strings.append(distance_string.rstrip(delimiter))

        # Print the header and distance strings
        file_object.write(header_string.rstrip(delimiter) + "\n")
        for distance_string in distance_strings:
            file_object.write(distance_string + "\n")
        file_object.flush()






          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.action_reference_list

#MAEC Action Reference List Class

#Copyright (c) 2018, The MITRE Corporation
#All rights reserved

from cybox.core import ActionReference

import maec
from . import _namespace
import maec.bindings.maec_bundle as bundle_binding
from mixbox import fields

[docs]class ActionReferenceList(maec.EntityList):
    _binding_class = bundle_binding.ActionReferenceListType
    _namespace = _namespace
    action_reference = fields.TypedField("Action_Reference", ActionReference, multiple=True)





          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.av_classification

# MAEC AV Classification classes
# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from cybox.common import ToolInformation
from mixbox import fields

import maec
from . import _namespace
import maec.bindings.maec_bundle as bundle_binding


[docs]class AVClassification(ToolInformation, maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.AVClassificationType

    def __init__(self, classification=None, tool_name=None, tool_vendor=None):
        super(AVClassification, self).__init__(tool_name=tool_name, tool_vendor=tool_vendor)
        self.engine_version = None
        self.definition_version = None
        self.classification_name = classification

[docs]    def to_obj(self, ns_info=None):
        obj = super(AVClassification, self).to_obj(ns_info=ns_info)
        if self.engine_version is not None :
            obj.Engine_Version = self.engine_version
        if self.definition_version is not None :
            obj.Definition_Version = self.definition_version
        if self.classification_name is not None :
            obj.Classification_Name = self.classification_name
        return obj


[docs]    def to_dict(self):
        d = super(AVClassification, self).to_dict()

        if self.engine_version is not None:
            d['engine_version'] = self.engine_version
        if self.definition_version is not None:
            d['definition_version'] = self.definition_version
        if self.classification_name is not None:
            d['classification_name'] = self.classification_name

        return d


    @classmethod
    def from_dict(cls, cls_dict):
        if not cls_dict:
            return None

        av_classification_ = super(AVClassification, cls).from_dict(cls_dict)
        av_classification_.engine_version = cls_dict.get('engine_version')
        av_classification_.definition_version = cls_dict.get('definition_version')
        av_classification_.classification_name = cls_dict.get('classification_name')
        return av_classification_

    @classmethod
    def from_obj(cls, cls_obj):
        if not cls_obj:
            return None
        av_classification_ = super(AVClassification, cls).from_obj(cls_obj)
        av_classification_.engine_version = cls_obj.Engine_Version
        av_classification_.definition_version = cls_obj.Definition_Version
        av_classification_.classification_name = cls_obj.Classification_Name
        return av_classification_



[docs]class AVClassifications(maec.EntityList):
    _binding_class = bundle_binding.AVClassificationsType
    _namespace = _namespace
    av_classification = fields.TypedField("AV_Classification", AVClassification, multiple=True)





          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.behavior

# MAEC Behavior Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields
from mixbox import idgen

import maec
from . import _namespace
import maec.bindings.maec_bundle as bundle_binding
from cybox.core.action_reference import ActionReference
from cybox.common.measuresource import MeasureSource
from cybox.common.platform_specification import PlatformSpecification
from cybox.objects.code_object import Code

[docs]class BehavioralActionEquivalenceReference(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.BehavioralActionEquivalenceReferenceType
    _namespace = _namespace

    action_equivalence_idref = fields.TypedField('action_equivalence_idref')
    behavioral_ordering = fields.TypedField('behavioral_ordering')


[docs]class BehavioralActionReference(ActionReference):
    _binding = bundle_binding
    _binding_class = bundle_binding.BehavioralActionReferenceType
    _namespace = _namespace

    behavioral_ordering = fields.TypedField('behavioral_ordering')


[docs]class BehavioralAction(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.BehavioralActionType
    _namespace = _namespace

    behavioral_ordering = fields.TypedField('behavioral_ordering')


[docs]class BehavioralActions(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.BehavioralActionsType
    _namespace = _namespace

    #TODO: action_collection.type_ is set below to avoid circular import.
    action_collection = fields.TypedField('Action_Collection', None, multiple=True)
    action = fields.TypedField('Action', BehavioralAction, multiple=True)
    action_reference = fields.TypedField('Action_Reference', BehavioralActionReference, multiple=True)
    action_equivalence_reference = fields.TypedField('Action_Equivalence_Reference', BehavioralActionEquivalenceReference, multiple=True)


[docs]class PlatformList(maec.EntityList):
    _binding = bundle_binding
    _binding_class = bundle_binding.PlatformListType
    _namespace = _namespace
    platform = fields.TypedField("Platform", PlatformSpecification, multiple=True)


[docs]class CVEVulnerability(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.CVEVulnerabilityType
    _namespace = _namespace

    cve_id = fields.TypedField('cve_id')
    description = fields.TypedField('Description')


[docs]class Exploit(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.ExploitType
    _namespace = _namespace

    known_vulnerability = fields.TypedField('known_vulnerability')
    cve = fields.TypedField('CVE', CVEVulnerability)
    cwe_id = fields.TypedField('CWE_ID', multiple=True)
    targeted_platforms = fields.TypedField('Targeted_Platforms', PlatformList)


[docs]class BehaviorPurpose(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.BehaviorPurposeType
    _namespace = _namespace

    description = fields.TypedField('Description')
    vulnerability_exploit = fields.TypedField('Vulnerability_Exploit', Exploit)


[docs]class AssociatedCode(maec.EntityList):
    _binding = bundle_binding
    _binding_class = bundle_binding.AssociatedCodeType
    _namespace = _namespace
    code_snippet = fields.TypedField("Code_Snippet", Code, multiple=True)


[docs]class Behavior(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.BehaviorType
    _namespace = _namespace

    id_ = fields.TypedField('id')
    ordinal_position = fields.TypedField('ordinal_position')
    status = fields.TypedField('status')
    duration = fields.TypedField('duration')
    purpose = fields.TypedField('Purpose', BehaviorPurpose)
    description = fields.TypedField('Description')
    discovery_method = fields.TypedField('Discovery_Method', MeasureSource)
    action_composition = fields.TypedField('Action_Composition', BehavioralActions)
    associated_code = fields.TypedField('Associated_Code', AssociatedCode)
    #relationships = fields.TypedField('Relationships', BehaviorRelationshipList) # TODO: implement

    def __init__(self, id = None, description = None):
        super(Behavior, self).__init__()
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="behavior")
        self.description = description



from maec.bundle.bundle import ActionCollection
BehavioralActions.action_collection.type_ = ActionCollection




          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.behavior_reference

# MAEC Behavior Reference Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields

import maec
from . import _namespace
import maec.bindings.maec_bundle as bundle_binding

[docs]class BehaviorReference(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.BehaviorReferenceType
    _namespace = _namespace

    behavior_idref = fields.TypedField("behavior_idref")

    def __init__(self, behavior_idref = None):
        super(BehaviorReference, self).__init__()
        self.behavior_idref = behavior_idref





          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.bundle

# MAEC Bundle Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields
from mixbox import idgen

from cybox.core import Object
from cybox.utils.normalize import normalize_object_properties

import maec
import maec.bindings.maec_bundle as bundle_binding
from maec.utils import BundleComparator, BundleDeduplicator

from . import _namespace
from .malware_action import MalwareAction
from .av_classification import AVClassifications
from .behavior import Behavior
from .candidate_indicator import CandidateIndicatorList
from .process_tree import ProcessTree
from .capability import CapabilityList
from .object_history import ObjectHistory


[docs]class BehaviorList(maec.EntityList):
    _binding_class = bundle_binding.BehaviorListType
    _namespace = _namespace
    behavior = fields.TypedField("Behavior", Behavior, multiple=True)


[docs]class ActionList(maec.EntityList):
    _binding_class = bundle_binding.ActionListType
    _namespace = _namespace
    action = fields.TypedField("Action", MalwareAction, multiple=True)



[docs]class ObjectList(maec.EntityList):
    _binding_class = bundle_binding.ObjectListType
    _namespace = _namespace
    object = fields.TypedField("Object", Object, multiple=True)



[docs]class BaseCollection(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.BaseCollectionType
    _namespace = _namespace

    name = fields.TypedField("name")
    affinity_type = fields.TypedField("Affinity_Type")
    affinity_degree = fields.TypedField("Affinity_Degree")
    description = fields.TypedField("Description")

    def __init__(self, name = None):
        super(BaseCollection, self).__init__()
        self.name = name



[docs]class ActionCollection(BaseCollection):
    _binding = bundle_binding
    _binding_class = bundle_binding.ActionCollectionType
    _namespace = _namespace

    id_ = fields.TypedField("id")
    action_list = fields.TypedField("Action_List", ActionList)

    def __init__(self, name = None, id = None):
        super(ActionCollection, self).__init__(name)
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="action_collection")
        self.action_list = ActionList()

[docs]    def add_action(self, action):
        """Add an input Action to the Collection."""
        self.action_list.append(action)




[docs]class BehaviorCollection(BaseCollection):
    _binding = bundle_binding
    _binding_class = bundle_binding.BehaviorCollectionType
    _namespace = _namespace

    id_ = fields.TypedField("id")
    behavior_list = fields.TypedField("Behavior_List", BehaviorList)

    def __init__(self, name = None, id = None):
        super(BehaviorCollection, self).__init__(name)
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="behavior_collection")
        self.behavior_list = BehaviorList()

[docs]    def add_behavior(self, behavior):
        """Add an input Behavior to the Collection."""
        self.behavior_list.append(behavior)




[docs]class ObjectCollection(BaseCollection):
    _binding = bundle_binding
    _binding_class = bundle_binding.ObjectCollectionType
    _namespace = _namespace

    id_ = fields.TypedField("id")
    object_list = fields.TypedField("Object_List", ObjectList)

    def __init__(self, name = None, id = None):
        super(ObjectCollection, self).__init__(name)
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="object_collection")
        self.object_list = ObjectList()

[docs]    def add_object(self, object):
        """Add an input Object to the Collection."""
        self.object_list.append(object)




[docs]class CandidateIndicatorCollection(BaseCollection):
    _binding = bundle_binding
    _binding_class = bundle_binding.CandidateIndicatorCollectionType
    _namespace = _namespace

    id_ = fields.TypedField("id")
    candidate_indicator_list = fields.TypedField("Candidate_Indicator_List", CandidateIndicatorList)

    def __init__(self, name = None, id = None):
        super(CandidateIndicatorCollection, self).__init__(name)
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="candidate_indicator_collection")
        self.candidate_indicator_list = CandidateIndicatorList()

[docs]    def add_candidate_indicator(self, candidate_indicator):
        """Add an input Candidate Indicator to the Collection."""
        self.candidate_indicator_list.append(candidate_indicator)




[docs]class BehaviorCollectionList(maec.EntityList):
    _binding_class = bundle_binding.BehaviorCollectionListType
    _namespace = _namespace
    behavior_collection = fields.TypedField("Behavior_Collection", BehaviorCollection, multiple=True)

    def __init__(self):
        super(BehaviorCollectionList, self).__init__()

[docs]    def to_obj(self, ns_info=None):
        behavior_collection_list_obj = super(BehaviorCollectionList, self).to_obj()

        for behavior_collection in self:
            if len(behavior_collection.behavior_list) > 0:
                behavior_collection_list_obj.add_Behavior_Collection(behavior_collection.to_obj(ns_info=ns_info))
        if behavior_collection_list_obj.hasContent_():
            return behavior_collection_list_obj


[docs]    def has_collection(self, collection_name):
        """Checks for the existence of a specific named Collection in the list, based on the its name."""
        for collection in self:
            if collection.name is not None and collection.name == collection_name:
                return True
        return False


[docs]    def get_named_collection(self, collection_name):
        """Return a specific named Collection from the list, based on its name."""
        for collection in self:
            if collection.name is not None and collection.name == collection_name:
                return collection
        return None




[docs]class ActionCollectionList(maec.EntityList):
    _binding_class = bundle_binding.ActionCollectionListType
    _namespace = _namespace
    action_collection = fields.TypedField("Action_Collection", ActionCollection, multiple=True)

    def __init__(self):
        super(ActionCollectionList, self).__init__()

[docs]    def to_obj(self, ns_info=None):
        action_collection_list_obj = super(ActionCollectionList, self).to_obj()
        action_collection_list_obj.set_Action_Collection([])

        for action_collection in self:
            if len(action_collection.action_list) > 0:
                action_collection_list_obj.add_Action_Collection(action_collection.to_obj(ns_info=ns_info))
        if action_collection_list_obj.hasContent_():
            return action_collection_list_obj


[docs]    def has_collection(self, collection_name):
        """Checks for the existence of a specific named Collection in the list, based on the its name."""
        for collection in self:
            if collection.name is not None and collection.name == collection_name:
                return True
        return False


[docs]    def get_named_collection(self, collection_name):
        """Return a specific named Collection from the list, based on its name."""
        for collection in self:
            if collection.name is not None and collection.name == collection_name:
                return collection
        return None




[docs]class ObjectCollectionList(maec.EntityList):
    _binding_class = bundle_binding.ObjectCollectionListType
    _namespace = _namespace
    object_collection = fields.TypedField("Object_Collection", ObjectCollection, multiple=True)

    def __init__(self):
        super(ObjectCollectionList, self).__init__()

[docs]    def to_obj(self, ns_info=None):
        object_collection_list_obj = super(ObjectCollectionList, self).to_obj()

        for object_collection in self:
            if len(object_collection.object_list) > 0:
                object_collection_list_obj.add_Object_Collection(object_collection.to_obj(ns_info=ns_info))
        if object_collection_list_obj.hasContent_():
            return object_collection_list_obj


[docs]    def has_collection(self, collection_name):
        """Checks for the existence of a specific named Collection in the list, based on the its name."""
        for collection in self:
            if collection.name is not None and collection.name == collection_name:
                return True
        return False


[docs]    def get_named_collection(self, collection_name):
        """Return a specific named Collection from the list, based on its name."""
        for collection in self:
            if collection.name is not None and collection.name == collection_name:
                return collection
        return None




[docs]class CandidateIndicatorCollectionList(maec.EntityList):
    _binding_class = bundle_binding.CandidateIndicatorCollectionListType
    _namespace = _namespace
    candidate_indicator_collection = fields.TypedField("Candidate_Indicator_Collection", CandidateIndicatorCollection, multiple=True)

    def __init__(self):
        super(CandidateIndicatorCollectionList, self).__init__()

[docs]    def to_obj(self, ns_info=None):
        candidate_indicator_collection_list_obj = super(CandidateIndicatorCollectionList, self).to_obj()

        for candidate_indicator_collection in self:
            if len(candidate_indicator_collection.candidate_indicator_list) > 0:
                candidate_indicator_collection_list_obj.add_Candidate_Indicator_Collection(candidate_indicator_collection.to_obj(ns_info=ns_info))
        if candidate_indicator_collection_list_obj.hasContent_():
            return candidate_indicator_collection_list_obj


[docs]    def has_collection(self, collection_name):
        """Checks for the existence of a specific named Collection in the list, based on the its name."""
        for collection in self:
            if collection.name is not None and collection.name == collection_name:
                return True
        return False


[docs]    def get_named_collection(self, collection_name):
        """Return a specific named Collection from the list, based on its name."""
        for collection in self:
            if collection.name is not None and collection.name == collection_name:
                return collection
        return None




[docs]class Collections(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.CollectionsType
    _namespace = _namespace

    behavior_collections = fields.TypedField("Behavior_Collections", BehaviorCollectionList)
    action_collections = fields.TypedField("Action_Collections", ActionCollectionList)
    object_collections = fields.TypedField("Object_Collections", ObjectCollectionList)
    candidate_indicator_collections = fields.TypedField("Candidate_Indicator_Collections", CandidateIndicatorCollectionList)

    def __init__(self):
        super(Collections, self).__init__()

[docs]    def add_named_action_collection(self, action_collection_name, collection_id = None):
        """Add a new named Action Collection to the Collections instance."""
        if not self.action_collections:
            self.action_collections = ActionCollectionList()
        self.action_collections.append(ActionCollection(action_collection_name, collection_id))


[docs]    def add_named_object_collection(self, object_collection_name, collection_id = None):
        """Add a new named Object Collection to the Collections instance."""
        if not self.object_collections:
            self.object_collections = ObjectCollectionList()
        self.object_collections.append(ObjectCollection(object_collection_name, collection_id))


[docs]    def add_named_behavior_collection(self, behavior_collection_name, collection_id = None):
        """Add a new named Behavior Collection to the Collections instance."""
        if not self.behavior_collections:
            self.behavior_collections = BehaviorCollectionList()
        self.behavior_collections.append(BehaviorCollection(behavior_collection_name, collection_id))


[docs]    def add_named_candidate_indicator_collection(self, candidate_indicator_collection_name, collection_id = None):
        """Add a new named Candidate Indicator Collection to the Collections instance."""
        if not self.candidate_indicator_collections:
            self.candidate_indicator_collections = CandidateIndicatorCollectionList()
        self.candidate_indicator_collections.append(CandidateIndicatorCollection(candidate_indicator_collection_name, collection_id))


[docs]    def has_content(self):
        """Returns true if any Collections instance inside of the Collection has len > 0."""
        if self.behavior_collections and len(self.behavior_collections) > 0:
            return True
        elif self.action_collections and len(self.action_collections) > 0:
            return True
        elif self.object_collections and len(self.object_collections) > 0:
            return True
        elif self.candidate_indicator_collections and len(self.candidate_indicator_collections) > 0:
            return True
        return False




[docs]class BehaviorReference(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.BehaviorReferenceType
    _namespace = _namespace

    behavior_idref = fields.TypedField('behavior_idref')



[docs]class Bundle(maec.Entity):
    _binding = bundle_binding
    _namespace = _namespace
    _binding_class = bundle_binding.BundleType

    id_ = fields.TypedField("id")
    schema_version = fields.TypedField("schema_version")
    defined_subject = fields.TypedField("defined_subject")
    content_type = fields.TypedField("content_type")
    timestamp = fields.TypedField("timestamp")
    malware_instance_object_attributes = fields.TypedField("Malware_Instance_Object_Attributes", Object)
    av_classifications = fields.TypedField("AV_Classifications", AVClassifications)
    actions = fields.TypedField("Actions", ActionList)
    process_tree = fields.TypedField("Process_Tree", ProcessTree)
    behaviors = fields.TypedField("Behaviors", BehaviorList)
    capabilities = fields.TypedField("Capabilities", CapabilityList)
    objects = fields.TypedField("Objects", ObjectList)
    candidate_indicators = fields.TypedField("Candidate_Indicators", CandidateIndicatorList)
    collections = fields.TypedField("Collections", Collections)

    def __init__(self, id = None, defined_subject = False, schema_version = "4.1", content_type = None, malware_instance_object = None):
        super(Bundle, self).__init__()
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="bundle")
        self.schema_version = schema_version
        self.defined_subject = defined_subject
        self.content_type = content_type
        self.timestamp = None
        self.malware_instance_object_attributes = malware_instance_object
        self.__input_namespaces__ = {}
        self.__input_schemalocations__ = {}

[docs]    def set_malware_instance_object_attributes(self, malware_instance_object):
        """Set the top-level Malware Instance Object Attributes entity in the Bundle."""
        self.malware_instance_object_attributes = malware_instance_object


[docs]    def add_av_classification(self, av_classification):
        """Add an AV Classification to the top-level AV_Classifications entity in the Bundle."""
        if not self.av_classifications:
            self.av_classifications = AVClassifications()
        self.av_classifications.append(av_classification)


[docs]    def add_capability(self, capability):
        """Add a Capability to the top-level Capabilities entity in the Bundle."""
        if not self.capabilities:
            self.capabilities = CapabilityList()
        self.capabilities.capability.append(capability)


[docs]    def set_process_tree(self, process_tree):
        """Set the Process Tree, in the top-level <Process_Tree> element."""
        self.process_tree = process_tree


[docs]    def add_named_action_collection(self, collection_name, collection_id = None):
        """Add a new named Action Collection to the top-level Collections entity in the Bundle."""
        if not self.collections:
            self.collections = Collections()
        if collection_name is not None:
            self.collections.add_named_action_collection(collection_name, collection_id)


[docs]    def add_action(self, action, action_collection_name = None):
        """Add an Action to an existing named Action Collection in the Collections entity.
           If it does not exist, add it to the top-level Actions entity."""
        if action_collection_name is not None and self.collections:
            #The collection has already been defined
            if self.collections.action_collections.has_collection(action_collection_name):
                action_collection = self.collections.action_collections.get_named_collection(action_collection_name)
                action_collection.add_action(action)
        elif action_collection_name == None:
            if not self.actions:
                self.actions = ActionList()
            self.actions.append(action)


[docs]    def add_named_object_collection(self, collection_name, collection_id = None):
        """Add a new named Object Collection to the Collections entity in the Bundle."""
        if not self.collections:
            self.collections = Collections()
        if collection_name is not None:
            self.collections.add_named_object_collection(collection_name, collection_id)


[docs]    def get_all_actions(self, bin = False):
        """Return a list of all Actions in the Bundle."""
        all_actions = []

        if self.actions:
            for action in self.actions:
                all_actions.append(action)

        if self.collections and self.collections.action_collections:
            for collection in self.collections.action_collections:
                for action in collection.action_list:
                    all_actions.append(action)

        if bin:
            binned_actions = {}
            for action in all_actions:
                if action.name and action.name.value not in binned_actions:
                    binned_actions[action.name.value] = [action]
                elif action.name and action.name.value in binned_actions:
                    binned_actions[action.name.value].append(action)
            return binned_actions
        else:
            return all_actions


[docs]    def get_all_actions_on_object(self, object):
        """Return a list of all of the Actions in the Bundle that operate on a particular input Object."""
        object_actions = []
        if object.id_:
            for action in self.get_all_actions():
                associated_objects = action.associated_objects
                if associated_objects:
                    for associated_object in associated_objects:
                        if associated_object.idref and associated_object.idref == object.id_:
                            object_actions.append(action)
                        elif associated_object.id_ and associated_object.id_ == object.id_:
                            object_actions.append(action)
            return object_actions


[docs]    def add_object(self, object, object_collection_name = None):
        """Add an Object to an existing named Object Collection in the Collections entity.
           If it does not exist, add it to the top-level Object entity."""
        if object_collection_name is not None and self.collections:
            #The collection has already been defined
            if self.collections.object_collections.has_collection(object_collection_name):
                object_collection = self.collections.object_collections.get_named_collection(object_collection_name)
                object_collection.add_object(object)
        elif object_collection_name == None:
            if not self.objects:
                self.objects = ObjectList()
            self.objects.append(object)


[docs]    def get_all_objects(self, include_actions = False):
        """Return a list of all Objects in the Bundle."""
        all_objects = []

        if self.objects:
            for obj in self.objects:
                all_objects.append(obj)
                if obj.related_objects:
                    for related_obj in obj.related_objects:
                        all_objects.append(related_obj)

        if self.collections and self.collections.object_collections:
            for collection in self.collections.object_collections:
                for obj in collection.object_list:
                    all_objects.append(obj)
                    if obj.related_objects:
                        for related_obj in obj.related_objects:
                            all_objects.append(related_obj)

        # Include Objects in Actions, if include_actions flag is specified
        if include_actions:
            for action in self.get_all_actions():
                associated_objects = action.associated_objects
                if associated_objects:
                    for associated_object in associated_objects:
                        all_objects.append(associated_object)
                        if associated_object.related_objects:
                            for related_obj in associated_object.related_objects:
                                all_objects.append(related_obj)

        # Add the Object corresponding to the Malware Instance Object Attributes, if specified
        if self.malware_instance_object_attributes:
            all_objects.append(self.malware_instance_object_attributes)

        return all_objects


[docs]    def get_all_multiple_referenced_objects(self):
        """Return a list of all Objects in the Bundle that are referenced more than once."""
        idref_list = [x.idref for x in self.get_all_objects() if x.idref]
        return [self.get_object_by_id(x) for x in idref_list if self.get_object_by_id(x)]


[docs]    def get_all_non_reference_objects(self):
        """Return a list of all Objects in the Bundle that are not references (i.e. all of the actual Objects in the Bundle)."""
        return [x for x in self.get_all_objects(True) if x.id_ and not x.idref]


[docs]    def get_object_by_id(self, id, extra_objects = [], ignore_actions = False):
        """Find and return the Entity (Action, Object, etc.) with the specified ID."""
        if not ignore_actions:
            if self.actions:
                for action in self.actions:
                    if action.id_ == id:
                        return action

                    if action.associated_objects:
                        for associated_obj in action.associated_objects:
                            if associated_obj.id_ == id:
                                return associated_obj
            if self.collections and self.collections.action_collections:
                for collection in self.collections.action_collections:
                    for action in collection.action_list:
                        if action.id_ == id:
                            return action

                        if action.associated_objects:
                            for associated_obj in action.associated_objects:
                                if associated_obj.id_ == id:
                                    return associated_obj
        if self.objects:
            for obj in self.objects:
                if obj.id_ == id:
                    return obj

        if self.collections and self.collections.object_collections:
            for collection in self.collections.object_collections:
                for obj in collection.object_list:
                    if obj.id_ == id:
                        return obj

        # Test the extra_objects Array
        for obj in extra_objects:
            if obj.id_ == id:
                return obj


[docs]    def add_named_behavior_collection(self, collection_name, collection_id = None):
        """Add a new named Behavior Collection to the Collections entity in the Bundle."""
        if not self.collections:
            self.collections = Collections()
        if collection_name is not None:
            self.collections.add_named_behavior_collection(collection_name, collection_id)


[docs]    def add_behavior(self, behavior, behavior_collection_name = None):
        """Add a Behavior to an existing named Behavior Collection in the Collections entity.
           If it does not exist, add it to the top-level Behaviors entity."""
        if behavior_collection_name is not None and self.collections:
            #The collection has already been defined
            if self.collections.behavior_collections.has_collection(behavior_collection_name):
                behavior_collection = self.collections.behavior_collections.get_named_collection(behavior_collection_name)
                behavior_collection.add_behavior(behavior)
        elif behavior_collection_name == None:
            if not self.behaviors:
                self.behaviors = BehaviorList()
            self.behaviors.append(behavior)


[docs]    def add_named_candidate_indicator_collection(self, collection_name, collection_id = None):
        """Add a new named Candidate Indicator Collection to the Collections entity in the Bundle."""
        if not self.collections:
            self.collections = Collections()
        if collection_name is not None:
            self.collections.add_named_candidate_indicator_collection(collection_name, collection_id)


[docs]    def add_candidate_indicator(self, candidate_indicator, candidate_indicator_collection_name = None):
        """Add a Candidate Indicator to an existing named Candidate Indicator Collection in the Collections entity.
           If it does not exist, add it to the top-level Candidate Indicators entity."""
        if candidate_indicator_collection_name is not None and self.collections:
            #The collection has already been defined
            if self.collections.candidate_indicator_collections.has_collection(candidate_indicator_collection_name):
                candidate_indicator_collection = self.collections.candidate_indicator_collections.get_named_collection(candidate_indicator_collection_name)
                candidate_indicator_collection.add_candidate_indicator(candidate_indicator)
        elif candidate_indicator_collection_name == None:
            if not self.candidate_indicators:
                self.candidate_indicators = CandidateIndicatorList()
            self.candidate_indicators.append(candidate_indicator)


[docs]    def deduplicate(self):
        """Deduplicate all Objects in the Bundle.
           Add duplicate Objects to new "Deduplicated Objects" Object Collection,
           and replace duplicate entries with references to corresponding Object."""
        BundleDeduplicator.deduplicate(self)


[docs]    def get_action_objects(self, action_name_list):
        """Get all Objects corresponding to one or more types of Actions, specified via a list of Action names."""
        action_objects = {}
        all_actions = self.get_all_actions(bin=True)
        for action_name in action_name_list:
            if action_name in all_actions:
                associated_objects = []
                associated_object_lists = [[y for y in x.associated_objects if x.associated_objects] for x in all_actions[action_name]]
                for associated_object_list in associated_object_lists:
                    associated_objects += associated_object_list
                action_objects[action_name] = associated_objects
        return action_objects


[docs]    def get_object_history(self):
        """Build and return the Object history for the Bundle."""
        return ObjectHistory.build(self)


[docs]    def normalize_objects(self):
        """Normalize all Objects in the Bundle, using the CybOX normalize module."""
        all_objects = self.get_all_objects(include_actions = True)
        for object in all_objects:
            if object.properties:
                normalize_object_properties(object.properties)


[docs]    def dereference_objects(self, extra_objects = []):
        """Dereference any Objects in the Bundle by replacing them with the entities they reference."""
        all_objects = self.get_all_objects(include_actions=True)
        # Add any extra objects that were passed, e.g. from a Malware Subject
        all_objects = all_objects + extra_objects
        for object in all_objects:
            if object.idref and not object.id_:
                real_object = self.get_object_by_id(object.idref, extra_objects, ignore_actions = True)
                if real_object:
                    object.idref = None
                    object.id_ = real_object.id_
                    object.properties = real_object.properties


[docs]    @classmethod
    def compare(cls, bundle_list, match_on = None, case_sensitive = True):
        """Compare the Bundle to a list of other Bundles, returning a BundleComparator object."""
        return BundleComparator.compare(bundle_list, match_on, case_sensitive)






          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.bundle_reference

#MAEC Bundle Reference Class

#Copyright (c) 2018, The MITRE Corporation
#All rights reserved

from mixbox import fields

import maec
from . import _namespace
import maec.bindings.maec_bundle as bundle_binding

[docs]class BundleReference(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.BundleReferenceType

    bundle_idref = fields.TypedField("bundle_idref")

    def __init__(self, bundle_idref = None):
        super(BundleReference, self).__init__()
        self.bundle_idref = bundle_idref





          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.candidate_indicator

# MAEC Candidate Indicator Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields
from mixbox import idgen

import maec
from . import _namespace
import maec.bindings.maec_bundle as bundle_binding
from maec.bundle import ObjectReference, BehaviorReference
from cybox.common import VocabString
from cybox.core import ActionReference

[docs]class MalwareEntity(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.MalwareEntityType
    _namespace = _namespace

    type_ = fields.TypedField("Type", VocabString)
    name = fields.TypedField("Name")
    description = fields.TypedField("Description")

    def __init__(self):
        super(MalwareEntity, self).__init__()


[docs]class CandidateIndicatorComposition(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.CandidateIndicatorCompositionType
    _namespace = _namespace

    operator = fields.TypedField("operator")
    behavior_reference = fields.TypedField("Behavior_Reference", BehaviorReference, multiple = True)
    action_reference = fields.TypedField("Action_Reference", ActionReference, multiple = True)
    object_reference = fields.TypedField("Object_Reference", ObjectReference, multiple = True)
    sub_composition = fields.TypedField("Sub_Composition", multiple = True)

    def __init__(self):
        super(CandidateIndicatorComposition, self).__init__()


# Allow recursive definition of CandidateIndicatorCompositions
CandidateIndicatorComposition.sub_composition.type_ = CandidateIndicatorComposition

[docs]class CandidateIndicator(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.CandidateIndicatorType
    _namespace = _namespace

    id_ = fields.TypedField("id")
    creation_datetime = fields.TypedField("creation_datetime")
    lastupdate_datetime = fields.TypedField("lastupdate_datetime")
    version = fields.TypedField("version")
    importance = fields.TypedField("Importance", VocabString)
    numeric_importance = fields.TypedField("Numeric_Importance")
    author = fields.TypedField("Author")
    description = fields.TypedField("Description")
    malware_entity = fields.TypedField("Malware_Entity", MalwareEntity)
    composition = fields.TypedField("Composition", CandidateIndicatorComposition)

    def __init__(self, id = None):
        super(CandidateIndicator, self).__init__()
        if id:
            id_ = id
        else:
            id_ = idgen.create_id(prefix="candidate_indicator")


[docs]class CandidateIndicatorList(maec.EntityList):
    _binding_class = bundle_binding.CandidateIndicatorListType
    _namespace = _namespace
    candidate_indicator = fields.TypedField("Candidate_Indicator", CandidateIndicator, multiple=True)





          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.capability

# MAEC Capability Classes

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields
from mixbox import idgen

import maec
from . import _namespace
import maec.bindings.maec_bundle as bundle_binding
from maec.bundle import BehaviorReference
from cybox.common import VocabString, String


[docs]class CapabilityObjectiveReference(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.CapabilityObjectiveReferenceType

    objective_idref = fields.TypedField("objective_idref")

    def __init__(self):
        super(CapabilityObjectiveReference, self).__init__()



[docs]class CapabilityReference(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.CapabilityReferenceType

    capability_idref = fields.TypedField("capability_idref")

    def __init__(self):
        super(CapabilityReference, self).__init__()



[docs]class CapabilityObjectiveRelationship(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.CapabilityObjectiveRelationshipType

    relationship_type = fields.TypedField("Relationship_Type", VocabString)
    objective_reference = fields.TypedField("Objective_Reference", CapabilityObjectiveReference, multiple=True)

    def __init__(self):
        super(CapabilityObjectiveRelationship, self).__init__()
        self.objective_reference = []



[docs]class CapabilityRelationship(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.CapabilityRelationshipType

    relationship_type = fields.TypedField("Relationship_Type", VocabString)
    capability_reference = fields.TypedField("Capability_Reference", CapabilityReference, multiple=True)

    def __init__(self):
        super(CapabilityRelationship, self).__init__()
        self.capability_reference = []



[docs]class CapabilityProperty(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.CapabilityPropertyType

    name = fields.TypedField("Name", VocabString)
    value = fields.TypedField("Value", String)

    def __init__(self):
        super(CapabilityProperty, self).__init__()



[docs]class CapabilityObjective(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.CapabilityObjectiveType

    id_ = fields.TypedField("id")
    name = fields.TypedField("Name", VocabString)
    description = fields.TypedField("Description")
    property = fields.TypedField("Property", CapabilityProperty, multiple=True)
    behavior_reference = fields.TypedField("Behavior_Reference", BehaviorReference, multiple=True)
    relationship = fields.TypedField("Relationship", CapabilityObjectiveRelationship, multiple=True)

    def __init__(self, id=None):
        super(CapabilityObjective, self).__init__()
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="capability_objective")



[docs]class Capability(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.CapabilityType

    id_ = fields.TypedField("id")
    name = fields.TypedField("name")
    description = fields.TypedField("Description")
    property = fields.TypedField("Property", CapabilityProperty, multiple=True)
    strategic_objective = fields.TypedField("Strategic_Objective", CapabilityObjective, multiple=True)
    tactical_objective = fields.TypedField("Tactical_Objective", CapabilityObjective, multiple=True)
    behavior_reference = fields.TypedField("Behavior_Reference", BehaviorReference, multiple=True)
    relationship = fields.TypedField("Relationship", CapabilityRelationship, multiple=True)

    def __init__(self, id=None, name=None):
        super(Capability, self).__init__()
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="capability")
        self.name = name

[docs]    def add_tactical_objective(self, tactical_objective):
        """Add a Tactical Objective to the Capability."""
        if not self.tactical_objective:
            self.tactical_objective = []
        self.tactical_objective.append(tactical_objective)


[docs]    def add_strategic_objective(self, strategic_objective):
        """Add a Strategic Objective to the Capability."""
        if not self.strategic_objective:
            self.strategic_objective = []
        self.strategic_objective.append(strategic_objective)




[docs]class CapabilityList(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.CapabilityListType

    capability = fields.TypedField("Capability", Capability, multiple=True)
    capability_reference = fields.TypedField("Capability_Reference", CapabilityReference, multiple=True)

    def __init__(self):
        super(CapabilityList, self).__init__()
        self.capability = []
        self.capability_reference = []





          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.malware_action

# MAEC Malware Action Classes

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields
from mixbox import idgen

from cybox.core import Action
from cybox.objects.code_object import Code

import maec
from . import _namespace
import maec.bindings.maec_bundle as bundle_binding


[docs]class Parameter(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.ParameterType

    ordinal_position = fields.TypedField("ordinal_position")
    name = fields.TypedField("name")
    value = fields.TypedField("value")



[docs]class ParameterList(maec.EntityList):
    _binding_class = bundle_binding.ParameterListType
    _namespace = _namespace
    parameter = fields.TypedField("Parameter", Parameter, multiple=True)



[docs]class APICall(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.APICallType

    function_name = fields.TypedField("function_name")
    normalized_function_name = fields.TypedField("normalized_function_name")
    address = fields.TypedField("Address")
    return_value = fields.TypedField("Return_Value")
    parameters = fields.TypedField("Parameters", ParameterList)



[docs]class ActionImplementation(maec.Entity):
    _namespace = _namespace
    _binding = bundle_binding
    _binding_class = bundle_binding.ActionImplementationType

    id_ = fields.TypedField("id")
    type_ = fields.TypedField("type_", key_name = "type")
    #compatible_platforms TODO: Add support
    api_call = fields.TypedField("API_Call", APICall)
    code = fields.TypedField("Code", Code, multiple = True)



[docs]class MalwareAction(Action):
    _binding = bundle_binding
    _binding_class = bundle_binding.MalwareActionType
    _namespace = _namespace

    implementation = fields.TypedField("Implementation", ActionImplementation)

    def __init__(self):
        super(MalwareAction, self).__init__()
        self.id_ =  idgen.create_id(prefix="action")





          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.object_history

# MAEC Object History Classes

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

[docs]class ObjectHistory(object):
[docs]    @classmethod
    def build(cls, bundle):
        """Build the Object History for a Bundle"""
        cls.entries = [] # A list of the Objects in the Object History
        # Get the Objects that are not references
        objects = bundle.get_all_non_reference_objects()
        for object in objects:
            object_history_entry = ObjectHistoryEntry(object)
            # Find and set all Actions that operate on the Object
            if bundle.get_all_actions_on_object(object):
                object_history_entry.actions = bundle.get_all_actions_on_object(object)
            # Add the history entry to the list
            cls.entries.append(object_history_entry)



[docs]class ObjectHistoryEntry(object):
    def __init__(self, object = None):
        self.object = object
        self.actions = [] # A list of the Actions that operate on the Object
        self.behaviors = [] # A list of Behaviors that make use of the Object (through Actions?)

[docs]    def get_action_names(self):
        """Return a list of the Actions that operated on the Object, via their names"""
        return [x.name.value for x in self.actions if x.name]


[docs]    def get_action_context(self):
        """Return a list of the Actions that operated on the Object, via their names,
           along with the Association_Type used in the Action.
        """
        context_list = []
        for action in self.actions:
            if action.name:
                action_name = action.name.value
            else:
                action_name = None
            for associated_object in action.associated_objects:
                if associated_object.association_type:
                    association_type = associated_object.association_type.value
                else:
                    association_type = None
                if associated_object.id_ == self.object.id_ or associated_object.idref == self.object.id_:
                    context_list.append((action_name, association_type))
        return context_list






          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.object_reference

# MAEC Object Reference Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields

import maec
from . import _namespace
import maec.bindings.maec_bundle as bundle_binding

[docs]class ObjectReference(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.ObjectReferenceType
    _namespace = _namespace

    def __init__(self, object_idref = None):
        super(ObjectReference, self).__init__()
        self.object_idref = object_idref


[docs]class ObjectReferenceList(maec.EntityList):
    _binding_class = bundle_binding.ObjectReferenceListType
    _namespace = _namespace
    object_reference = fields.TypedField("Object_Reference", ObjectReference, multiple=True)





          

      

      

    

  

    
      
          
            
  Source code for maec.bundle.process_tree

# MAEC Process Tree classes

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields
from mixbox import idgen

from cybox.objects.process_object import Process

import maec
import maec.bindings.maec_bundle as bundle_binding

from . import _namespace
from .action_reference_list import ActionReferenceList


[docs]class ProcessTreeNode(Process):
    _binding = bundle_binding
    _binding_class = bundle_binding.ProcessTreeNodeType
    _namespace = _namespace
    _XSI_NS = "maecBundle"
    _XSI_TYPE = "ProcessTreeNodeType"
    superclass = Process

    id_ = fields.TypedField("id")
    parent_action_idref = fields.TypedField("parent_action_idref")
    ordinal_position = fields.TypedField("ordinal_position")
    initiated_actions = fields.TypedField("Initiated_Actions", ActionReferenceList)
    spawned_process = fields.TypedField("Spawned_Process", multiple = True)
    injected_process = fields.TypedField("Injected_Process", multiple = True)

    def __init__(self, id = None, parent_action_idref = None):
        super(ProcessTreeNode, self).__init__()
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="process_tree")
        self.parent_action_idref = parent_action_idref

[docs]    def add_spawned_process(self, process_node, process_id = None):
        """Add a spawned process to the Process Tree node, either directly or to a
           particular process embedded in the node based on its ID."""
        if not process_id:
            if not self.spawned_process:
                self.spawned_process = []
            self.spawned_process.append(process_node)
        elif process_id:
            if str(self.pid) == process_id:
                if not self.spawned_process:
                    self.spawned_process = []
                self.spawned_process.append(process_node)
            else:
                embedded_process = self.find_embedded_process(process_id)
                if embedded_process:
                    if not embedded_process.spawned_process:
                        embedded_process.spawned_process = []
                    embedded_process.spawned_process.append(process_node)


[docs]    def add_injected_process(self, process_node, process_id = None):
        """Add an injected process to the Process Tree node, either directly or to a
           particular process embedded in the node based on its ID."""
        if not process_id:
            if not self.injected_process:
                self.injected_process = []
            self.injected_process.append(process_node)
        elif process_id:
            if str(self.pid) == process_id:
                if not self.injected_process:
                    self.injected_process = []
                self.injected_process.append(process_node)
            else:
                embedded_process = self.find_embedded_process(process_id)
                if embedded_process:
                    if not embedded_process.injected_process:
                        embedded_process.injected_process = []
                    embedded_process.injected_process.append(process_node)


[docs]    def add_initiated_action(self, action_id):
        """Add an initiated Action to the Process Tree node, based on its ID."""
        if not self.initiated_actions:
            self.initiated_actions = ActionReferenceList()
        self.initiated_actions.append(action_id)


[docs]    def find_embedded_process(self, process_id):
        """Find a Process embedded somewhere in the Process Tree node tree, based on its ID."""
        embedded_process = None
        if self.spawned_process:
            for spawned_process in self.spawned_process:
                if str(spawned_process.pid) == str(process_id):
                    embedded_process = spawned_process
                else:
                    embedded_process = spawned_process.find_embedded_process(process_id)
        if self.injected_process:
            for injected_process in self.injected_process:
                if str(injected_process.pid) == str(process_id):
                    embedded_process = injected_process
                else:
                    embedded_process = injected_process.find_embedded_process(process_id)
        return embedded_process


[docs]    def set_id(self, id):
        """Set the ID of the Process Tree node."""
        self.id_ = id


[docs]    def set_parent_action(self, parent_action_id):
        """Set the ID of the parent action of the Process Tree node."""
        self.parent_action_idref = parent_action_id




[docs]class ProcessTree(maec.Entity):
    _binding = bundle_binding
    _binding_class = bundle_binding.ProcessTreeType
    _namespace = _namespace

    root_process = fields.TypedField("Root_Process", ProcessTreeNode)

    def __init__(self, root_process = None):
        super(ProcessTree, self).__init__()
        self.root_process = root_process

[docs]    def set_root_process(self, root_process):
        """Set the Root Process node of the Process Tree entity."""
        self.root_process = root_process



# Allow recursive definition of ProcessTreeNodes
ProcessTreeNode.spawned_process.type_ = ProcessTreeNode
ProcessTreeNode.injected_process.type_ = ProcessTreeNode




          

      

      

    

  

    
      
          
            
  Source code for maec.package.action_equivalence

#MAEC Action Equivalence Class

#Copyright (c) 2018, The MITRE Corporation
#All rights reserved

from mixbox import fields
from mixbox import idgen

import maec
from . import _namespace
import maec.bindings.maec_package as package_binding
from cybox.core import ActionReference

[docs]class ActionEquivalence(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.ActionEquivalenceType
    _namespace = _namespace

    id_ = fields.TypedField('id')
    action_reference = fields.TypedField('Action_Reference', ActionReference, multiple = True)

    def __init__(self):
        super(ActionEquivalence, self).__init__()
        self.id_ = idgen.create_id(prefix="action_equivalence")


[docs]class ActionEquivalenceList(maec.EntityList):
    _binding_class = package_binding.ActionEquivalenceListType
    _namespace = _namespace
    action_equivalence = fields.TypedField("Action_Equivalence", ActionEquivalence, multiple=True)





          

      

      

    

  

    
      
          
            
  Source code for maec.package.analysis

# MAEC Analysis Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields
from mixbox import idgen

from cybox.common import (PlatformSpecification, Personnel, StructuredText,
        ToolInformation)
from cybox.objects.system_object import System

import maec
from . import _namespace
import maec.bindings.maec_package as package_binding
from maec.bundle import BundleReference

[docs]class Source(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.SourceType
    _namespace = _namespace

    name = fields.TypedField("Name")
    method = fields.TypedField("Method")
    reference = fields.TypedField("Reference")
    organization = fields.TypedField("Organization")
    url = fields.TypedField("URL")

    def __init__(self):
        super(Source, self).__init__()


[docs]class Comment(StructuredText):
    _binding = package_binding
    _binding_class = package_binding.CommentType
    _namespace = _namespace

    author = fields.TypedField("author")
    timestamp = fields.TypedField("timestamp")
    observation_name = fields.TypedField("observation_name")

    def __init__(self, value=None):
        super(Comment, self).__init__(value)

[docs]    def is_plain(self):
        """Whether this can be represented as a string rather than a dictionary
        """
        return (super(Comment, self).is_plain() and
                self.author is None and
                self.timestamp is None and
                self.observation_name is None)


[docs]    def to_obj(self, ns_info=None):
        comment_obj = super(Comment, self).to_obj()

        if self.author:
            comment_obj.author = self.author
        if self.timestamp:
            comment_obj.timestamp = self.timestamp
        if self.observation_name:
            comment_obj.observation_name = self.observation_name

        return comment_obj


[docs]    def to_dict(self):
        comment_dict = super(Comment, self).to_dict()
        if self.author:
            comment_dict['author'] = self.author
        if self.timestamp:
            comment_dict['timestamp'] = self.timestamp
        if self.observation_name:
            comment_dict['observation_name'] = self.observation_name

        return comment_dict


    @classmethod
    def from_obj(cls, cls_obj):
        if not cls_obj:
            return None

        comment = super(Comment, cls).from_obj(cls_obj)
        comment.value = cls_obj.valueOf_

        if cls_obj.author:
            comment.author = cls_obj.author
        if cls_obj.timestamp:
            comment.timestamp = cls_obj.timestamp
        if cls_obj.observation_name:
            comment.observation_name = cls_obj.observation_name

        return comment

    @classmethod
    def from_dict(cls, cls_dict):
        if not cls_dict:
            return None

        if not isinstance(cls_dict, dict):
            comment = cls(cls_dict)
        else:
            super(Comment, cls).from_dict(cls_dict)
            comment.author = cls_dict.get('author')
            comment.timestamp = cls_dict.get('timestamp')
            comment.observation_name = cls_dict.get('observation_name')

        return comment


[docs]class CommentList(maec.EntityList):
    _binding_class = package_binding.CommentListType
    _namespace = _namespace
    comment = fields.TypedField("Comment", Comment, multiple=True)


[docs]class ToolList(maec.EntityList):
    _binding_class = package_binding.ToolListType
    _namespace = _namespace
    tool = fields.TypedField("Tool", ToolInformation, multiple=True)


[docs]class DynamicAnalysisMetadata(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.DynamicAnalysisMetadataType
    _namespace = _namespace

    command_line = fields.TypedField("Command_Line")
    analysis_duration = fields.TypedField("Analysis_Duration")
    exit_code = fields.TypedField("Exit_Code")
    #raised_exception = fields.TypedField("Raised_Exception", MalwareException)

    def __init__(self):
        super(DynamicAnalysisMetadata, self).__init__()


[docs]class HypervisorHostSystem(System):
    _binding = package_binding
    _binding_class = package_binding.HypervisorHostSystemType
    _namespace = _namespace

    vm_hypervisor = fields.TypedField("VM_Hypervisor", PlatformSpecification)

    def __init__(self):
        super(HypervisorHostSystem, self).__init__()


[docs]class InstalledPrograms(maec.EntityList):
    _binding_class = package_binding.InstalledProgramsType
    _namespace = _namespace
    program = fields.TypedField("Program", PlatformSpecification, multiple=True)


[docs]class AnalysisSystem(System):
    _binding = package_binding
    _binding_class = package_binding.AnalysisSystemType
    _namespace = _namespace

    installed_programs = fields.TypedField("Installed_Programs", InstalledPrograms)

    def __init__(self):
        super(AnalysisSystem, self).__init__()
        self.installed_programs = InstalledPrograms()


[docs]class AnalysisSystemList(maec.EntityList):
    _binding_class = package_binding.AnalysisSystemListType
    _namespace = _namespace
    analysis_system = fields.TypedField("Analysis_System", AnalysisSystem, multiple=True)


[docs]class CapturedProtocol(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.CapturedProtocolType
    _namespace = _namespace

    layer7_protocol = fields.TypedField("layer7_protocol")
    layer4_protocol = fields.TypedField("layer4_protocol")
    port_number = fields.TypedField("port_number")
    interaction_level = fields.TypedField("interaction_level")

    def __init__(self):
        super(CapturedProtocol, self).__init__()


[docs]class CapturedProtocolList(maec.EntityList):
    _binding_class = package_binding.CapturedProtocolListType
    _namespace = _namespace
    protocol = fields.TypedField("Protocol", CapturedProtocol, multiple=True)


[docs]class NetworkInfrastructure(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.NetworkInfrastructureType
    _namespace = _namespace

    captured_protocols = fields.TypedField("Captured_Protocols", CapturedProtocolList)

    def __init__(self):
        super(NetworkInfrastructure, self).__init__()
        self.captured_protocols = CapturedProtocolList()


[docs]class AnalysisEnvironment(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.AnalysisEnvironmentType
    _namespace = _namespace

    hypervisor_host_system = fields.TypedField("Hypervisor_Host_System", HypervisorHostSystem)
    analysis_systems = fields.TypedField("Analysis_Systems", AnalysisSystemList)
    network_infrastructure = fields.TypedField("Network_Infrastructure", NetworkInfrastructure)

    def __init__(self):
        super(AnalysisEnvironment, self).__init__()


[docs]class Analysis(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.AnalysisType
    _namespace = _namespace

    id_ = fields.TypedField("id")
    method = fields.TypedField("method")
    type_ = fields.TypedField("type")
    ordinal_position = fields.TypedField("ordinal_position")
    start_datetime = fields.TypedField("start_datetime")
    complete_datetime = fields.TypedField("complete_datetime")
    lastupdate_datetime = fields.TypedField("lastupdate_datetime")
    source = fields.TypedField("Source", Source)
    analysts = fields.TypedField("Analysts", Personnel)
    summary = fields.TypedField("Summary", StructuredText)
    comments = fields.TypedField("Comments", CommentList)
    findings_bundle_reference = fields.TypedField("Findings_Bundle_Reference", BundleReference, multiple = True)
    tools = fields.TypedField("Tools", ToolList)
    dynamic_analysis_metadata = fields.TypedField("Dynamic_Analysis_Metadata", DynamicAnalysisMetadata)
    analysis_environment = fields.TypedField("Analysis_Environment", AnalysisEnvironment)
    report = fields.TypedField("Report", StructuredText)

    def __init__(self, id = None, method = None, type = None, findings_bundle_reference = []):
        super(Analysis, self).__init__()
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="analysis")
        self.method = method
        self.type_ = type
        self.findings_bundle_reference = findings_bundle_reference

    #"Public" methods
    # set the findings_bundle_reference values; accepts a list of bundle ID values
    def set_findings_bundle(self, bundle_id):
        self.findings_bundle_reference = [BundleReference.from_dict({'bundle_idref' : bundle_id})]

   # add a tool to this Anaysis's ToolList
    def add_tool(self, tool):
        if not self.tools:
            self.tools = ToolList()
        self.tools.append(tool)





          

      

      

    

  

    
      
          
            
  Source code for maec.package.grouping_relationship

# MAEC Grouping Relationship Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields

import maec
from . import _namespace
import maec.bindings.maec_package as package_binding
from maec.package.malware_subject_reference import MalwareSubjectReference
from cybox.common import vocabs
from maec.vocabs.vocabs import GroupingRelationship as GroupingRelationshipVocab

[docs]class ClusterEdgeNodePair(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.ClusterEdgeNodePairType
    _namespace = _namespace

    similarity_index = fields.TypedField("similarity_index")
    similarity_distance = fields.TypedField("similarity_distance")
    malware_subject_node_a = fields.TypedField("Malware_Subject_Node_A", MalwareSubjectReference)
    malware_subject_node_b = fields.TypedField("Malware_Subject_Node_B", MalwareSubjectReference)

    def __init__(self):
        super(ClusterEdgeNodePair, self).__init__()


[docs]class ClusterComposition(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.ClusterCompositionType
    _namespace = _namespace

    score_type = fields.TypedField("score_type")
    edge_node_pair = fields.TypedField("Edge_Node_Pair", ClusterEdgeNodePair, multiple=True)

    def __init__(self):
        super(ClusterComposition, self).__init__()


[docs]class ClusteringAlgorithmParameters(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.ClusteringAlgorithmParametersType
    _namespace = _namespace

    distance_threashold = fields.TypedField("Distance_Threashold")
    number_of_iterations = fields.TypedField("Number_of_Iterations")

    def __init__(self):
        super(ClusteringAlgorithmParameters, self).__init__()


[docs]class ClusteringMetadata(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.ClusteringMetadataType
    _namespace = _namespace

    algorithm_name = fields.TypedField("Algorithm_Name")
    algorithm_version = fields.TypedField("Algorithm_Version")
    algorithm_parameters = fields.TypedField("Algorithm_Parameters", ClusteringAlgorithmParameters)
    cluster_size = fields.TypedField("Cluster_Size")
    cluster_description = fields.TypedField("Cluster_Description")
    cluster_composition = fields.TypedField("Cluster_Composition", ClusterComposition)

    def __init__(self):
        super(ClusteringMetadata, self).__init__()


[docs]class GroupingRelationship(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.GroupingRelationshipType
    _namespace = _namespace

    type_ = vocabs.VocabField("Type", GroupingRelationshipVocab)
    malware_family_name = fields.TypedField("Malware_Family_Name")
    malware_toolkit_name = fields.TypedField("Malware_Toolkit_Name")
    clustering_metadata = fields.TypedField("Clustering_Metadata", ClusteringMetadata)

    def __init__(self):
        super(GroupingRelationship, self).__init__()


[docs]class GroupingRelationshipList(maec.EntityList):
    _binding_class = package_binding.GroupingRelationshipListType
    _namespace = _namespace
    grouping_relationship = fields.TypedField("Grouping_Relationship", GroupingRelationship, multiple=True)





          

      

      

    

  

    
      
          
            
  Source code for maec.package.malware_subject

# MAEC Malware Subject Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields
from mixbox import idgen

from cybox.common import vocabs, VocabString, PlatformSpecification, ToolInformation
from cybox.objects.file_object import File
from cybox.objects.uri_object import URI
from cybox.core import Object

import maec
from . import _namespace
import maec.bindings.maec_package as package_binding
from maec.bundle import Bundle
from maec.package import (ActionEquivalenceList, Analysis,
                          MalwareSubjectReference, ObjectEquivalenceList)
from maec.vocabs.vocabs import MalwareLabel
from maec.vocabs.vocabs import MalwareConfigurationParameter as MalwareConfigParameterVocab
from maec.vocabs.vocabs import MalwareSubjectRelationship as MalwareSubjectRelationshipVocab

[docs]class MinorVariants(maec.EntityList):
    _binding_class = package_binding.MinorVariantListType
    _namespace = _namespace
    minor_variant = fields.TypedField("Minor_Variant", Object, multiple=True)


[docs]class Analyses(maec.EntityList):
    _binding_class = package_binding.AnalysisListType
    _namespace = _namespace
    analysis = fields.TypedField("Analysis", Analysis, multiple=True)


[docs]class MalwareSubjectRelationship(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareSubjectRelationshipType
    _namespace = _namespace

    malware_subject_reference = fields.TypedField("Malware_Subject_Reference", MalwareSubjectReference, multiple = True)
    type_ = vocabs.VocabField("Type", MalwareSubjectRelationshipVocab)

    def __init__(self):
        super(MalwareSubjectRelationship, self).__init__()



[docs]class MalwareSubjectRelationshipList(maec.EntityList):
    _binding_class = package_binding.MalwareSubjectRelationshipListType
    _namespace = _namespace
    relationship = fields.TypedField("Relationship", MalwareSubjectRelationship, multiple=True)


[docs]class MetaAnalysis(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MetaAnalysisType
    _namespace = _namespace

    action_equivalences = fields.TypedField("Action_Equivalences", ActionEquivalenceList)
    object_equivalences = fields.TypedField("Object_Equivalences", ObjectEquivalenceList)

    def __init__(self):
        super(MetaAnalysis, self).__init__()


[docs]class FindingsBundleList(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.FindingsBundleListType
    _namespace = _namespace

    meta_analysis = fields.TypedField("Meta_Analysis", MetaAnalysis)
    bundle = fields.TypedField("Bundle", Bundle, multiple = True)
    bundle_external_reference = fields.TypedField("Bundle_External_Reference", multiple = True)

    def __init__(self):
        super(FindingsBundleList, self).__init__()

    def add_bundle(self, bundle):
        if not self.bundle:
            self.bundle = []
        self.bundle.append(bundle)

    def add_bundle_external_reference(self, bundle_external_reference):
        if not self.bundle_external_reference:
            self.bundle_external_reference = []
        self.bundle_external_reference.append(bundle_external_reference)


[docs]class MalwareDevelopmentEnvironment(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareDevelopmentEnvironmentType
    _namespace = _namespace

    tools = fields.TypedField("Tools", ToolInformation)
    debugging_file = fields.TypedField("Debugging_File", File, multiple = True)

    def __init__(self):
        super(MalwareDevelopmentEnvironment, self).__init__()



[docs]class MalwareConfigurationParameter(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareConfigurationParameterType
    _namespace = _namespace

    name = vocabs.VocabField("Name", MalwareConfigParameterVocab)
    value = fields.TypedField("Value")

    def __init__(self):
        super(MalwareConfigurationParameter, self).__init__()



[docs]class MalwareBinaryConfigurationStorageDetails(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareBinaryConfigurationStorageDetailsType
    _namespace = _namespace

    file_offset = fields.TypedField("File_Offset")
    section_name = fields.TypedField("Section_Name")
    section_offset = fields.TypedField("Section_Offset")

    def __init__(self):
        super(MalwareBinaryConfigurationStorageDetails, self).__init__()


[docs]class MalwareConfigurationStorageDetails(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareConfigurationStorageDetailsType
    _namespace = _namespace

    malware_binary = fields.TypedField("Malware_Binary", MalwareBinaryConfigurationStorageDetails)
    file = fields.TypedField("File", File)
    url = fields.TypedField("URL", URI, multiple = True)

    def __init__(self):
        super(MalwareConfigurationStorageDetails, self).__init__()


[docs]class MalwareConfigurationObfuscationAlgorithm(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareConfigurationObfuscationAlgorithmType
    _namespace = _namespace

    ordinal_position = fields.TypedField("ordinal_position")
    key = fields.TypedField("Key")
    algorithm_name = fields.TypedField("Algorithm_Name", VocabString)

    def __init__(self):
        super(MalwareConfigurationObfuscationAlgorithm, self).__init__()



[docs]class MalwareConfigurationObfuscationDetails(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareConfigurationObfuscationDetailsType
    _namespace = _namespace

    is_encoded = fields.TypedField("is_encoded")
    is_encrypted = fields.TypedField("is_encrypted")
    algorithm_details = fields.TypedField("Algorithm_Details", MalwareConfigurationObfuscationAlgorithm, multiple = True)

    def __init__(self):
        super(MalwareConfigurationObfuscationDetails, self).__init__()
        self.algorithm_details = []



[docs]class MalwareConfigurationDetails(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareConfigurationDetailsType
    _namespace = _namespace

    storage = fields.TypedField("Storage", MalwareConfigurationStorageDetails)
    obfuscation = fields.TypedField("Obfuscation", MalwareConfigurationObfuscationDetails)
    configuration_parameter = fields.TypedField("Configuration_Parameter", MalwareConfigurationParameter, multiple = True)

    def __init__(self):
        super(MalwareConfigurationDetails, self).__init__()


[docs]class MalwareSubject(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareSubjectType
    _namespace = _namespace

    id_ = fields.TypedField("id")
    malware_instance_object_attributes = fields.TypedField("Malware_Instance_Object_Attributes", Object)
    label = vocabs.VocabField("Label", MalwareLabel, multiple=True)
    configuration_details = fields.TypedField("Configuration_Details", MalwareConfigurationDetails)
    minor_variants = fields.TypedField("Minor_Variants", MinorVariants)
    development_environment = fields.TypedField("Development_Environment", MalwareDevelopmentEnvironment)
    #field_data = fields.TypedField("field_data") # TODO: support metadata:fieldDataEntry
    analyses = fields.TypedField("Analyses", Analyses)
    findings_bundles = fields.TypedField("Findings_Bundles", FindingsBundleList)
    relationships = fields.TypedField("Relationships", MalwareSubjectRelationshipList)
    compatible_platform = fields.TypedField("Compatible_Platform", PlatformSpecification, multiple=True)

    def __init__(self, id = None, malware_instance_object_attributes = None):
        super(MalwareSubject, self).__init__()
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="malware_subject")
        #Set the Malware Instance Object Attributes (a CybOX object) if they are not none
        self.malware_instance_object_attributes = malware_instance_object_attributes

    #Public methods
    #Set the Malware_Instance_Object_Attributes with a CybOX object
    def set_malware_instance_object_attributes(self, malware_instance_object_attributes):
        self.malware_instance_object_attributes = malware_instance_object_attributes

    #Add an Analysis to the Analyses
    def add_analysis(self, analysis):
        if not self.analyses:
            self.analyses = Analyses()
        self.analyses.append(analysis)

    def get_analyses(self):
        return self.analyses

    #Get all Bundles in the Subject
    def get_all_bundles(self):
        return self.findings_bundles.bundle

    #Add a MAEC Bundle to the Findings Bundles
    def add_findings_bundle(self, bundle):
        if not self.findings_bundles:
            self.findings_bundles = FindingsBundleList()
        self.findings_bundles.add_bundle(bundle)

[docs]    def deduplicate_bundles(self):
        """DeDuplicate all Findings Bundles in the Malware Subject. For now, only handles Objects"""
        all_bundles = self.get_all_bundles()
        for bundle in all_bundles:
            bundle.deduplicate()


[docs]    def dereference_bundles(self):
        """Dereference all Findings Bundles in the Malware Subject. For now, only handles Objects"""
        all_bundles = self.get_all_bundles()
        for bundle in all_bundles:
            bundle.dereference_objects([self.malware_instance_object_attributes])


[docs]    def normalize_bundles(self):
        """Normalize all Findings Bundles in the Malware Subject. For now, only handles Objects"""
        all_bundles = self.get_all_bundles()
        for bundle in all_bundles:
            bundle.normalize_objects()



[docs]class MalwareSubjectList(maec.EntityList):
    _binding_class = package_binding.MalwareSubjectListType
    #_binding_var = "Malware_Subject"
    _namespace = _namespace

    malware_subject = fields.TypedField("Malware_Subject", MalwareSubject, multiple=True)





          

      

      

    

  

    
      
          
            
  Source code for maec.package.malware_subject_reference

# MAEC Malware Subject Reference Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields

import maec
from . import _namespace
import maec.bindings.maec_package as package_binding

[docs]class MalwareSubjectReference(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.MalwareSubjectReferenceType
    _namespace = _namespace

    malware_subject_idref = fields.TypedField("malware_subject_idref")

    def __init__(self, malware_subject_idref = None):
        super(MalwareSubjectReference, self).__init__()
        self.malware_subject_idref = malware_subject_idref





          

      

      

    

  

    
      
          
            
  Source code for maec.package.object_equivalence

# MAEC Action Equivalence Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields

import maec
from . import _namespace
import maec.bindings.maec_package as package_binding
from maec.bundle import ObjectReference

[docs]class ObjectEquivalence(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.ObjectEquivalenceType
    _namespace = _namespace

    id_ = fields.TypedField("id")
    object_reference = fields.TypedField("Object_Reference", ObjectReference, multiple = True)

    def init(self, id = None):
        super(ObjectEquivalence, self).__init__()
        self.id_ = id


[docs]class ObjectEquivalenceList(maec.EntityList):
    _binding_class = package_binding.ObjectEquivalenceListType
    _namespace = _namespace
    object_equivalence = fields.TypedField("Object_Equivalence", ObjectEquivalence, multiple=True)





          

      

      

    

  

    
      
          
            
  Source code for maec.package.package

# MAEC Package Class

# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

from mixbox import fields
from mixbox import idgen

import maec
import maec.bindings.maec_package as package_binding
from maec.package import MalwareSubjectList, GroupingRelationshipList
from . import _namespace

[docs]class Package(maec.Entity):
    _binding = package_binding
    _binding_class = package_binding.PackageType
    _namespace = _namespace

    id_ = fields.TypedField('id')
    timestamp = fields.TypedField('timestamp')
    schema_version = fields.TypedField('schema_version')
    malware_subjects = fields.TypedField('Malware_Subjects', MalwareSubjectList)
    grouping_relationships = fields.TypedField('Grouping_Relationships', GroupingRelationshipList)

    def __init__(self, id = None, schema_version = "2.1", timestamp = None):
        super(Package, self).__init__()
        if id:
            self.id_ = id
        else:
            self.id_ = idgen.create_id(prefix="package")
        self.schema_version = schema_version
        self.timestamp = timestamp
        self.malware_subjects = MalwareSubjectList()
        self.__input_namespaces__ = {}
        self.__input_schemalocations__ = {}

    #Public methods
    #Add a malware subject to this Package
    def add_malware_subject(self, malware_subject):
        self.malware_subjects.append(malware_subject)

    #Add a grouping relationship
    def add_grouping_relationship(self, grouping_relationship):
        if not self.grouping_relationships:
            self.grouping_relationships = GroupingRelationshipList()
        self.grouping_relationships.append(grouping_relationship)


    # Create new Package from the XML document at the specified path
[docs]    @staticmethod
    def from_xml(xml_file):
        '''
        Returns a tuple of (api_object, binding_object).
        Parameters:
        xml_file - either a filename or a stream object
        '''
        from maec.utils.parser import EntityParser

        parser = EntityParser()
        maec_package = parser.parse_xml(xml_file)
        maec_package_obj = maec_package.to_obj()

        return (maec_package, maec_package_obj)


    # Transform duplicate objects within this Package into references pointing to a single canonical object
[docs]    def deduplicate_malware_subjects(self):
        """DeDuplicate all Malware_Subjects in the Package. For now, only handles Objects in Findings Bundles"""
        for malware_subject in self.malware_subjects:
            malware_subject.deduplicate_bundles()






          

      

      

    

  

    
      
          
            
  Source code for maec.utils.comparator

# MAEC Comparator Classes
from mixbox import compat

[docs]class ComparisonResult(object):
    def __init__(self, bundle_list, lookup_table):
        self.lookup_table = lookup_table
        self.bundle_list = bundle_list

    def get_unique(self, bundle_list=None):
        unique_objs = {}
        
        if bundle_list is None:
            bundle_list = self.bundle_list
        
        for b in self.bundle_list:
            unique_objs[b.id_] = []
        
        for obj_hash in self.lookup_table:
            sources = BundleComparator.get_sources(self.lookup_table, obj_hash)
            if len(sources) == 1:
                result_index = sources[0]
                for unique_obj in self.lookup_table[obj_hash][result_index]:
                    unique_objs[result_index].append(unique_obj['object'].id_)
                
        return unique_objs
    
    def get_common(self, bundle_list=None):
        confirmed_objs = []
        
        if bundle_list is None:
            bundle_list = self.bundle_list
            
        for obj_hash in self.lookup_table:
            sources = BundleComparator.get_sources(self.lookup_table, obj_hash)
            if len(sources) > 1:
                confirmed_obj_dict = {}
                confirmed_obj_dict['object'] = obj_hash
                confirmed_obj_dict['object_instances'] = {}

                for key, obj_list in self.lookup_table[obj_hash].items():
                    confirmed_obj_dict['object_instances'][key] = []
                    for common_obj in obj_list:
                        confirmed_obj_dict['object_instances'][key].append(common_obj['object'].id_)

                if confirmed_obj_dict not in confirmed_objs:
                    confirmed_objs.append(confirmed_obj_dict)
                        
        return confirmed_objs

    
[docs]class SimilarObjectCluster(dict):
    def __init__(self):
        pass
        
    def add_object(self, obj, owner):
        if owner not in self:
            self[owner] = [{ 'object':obj, 'ownerBundle':owner }]
        else:
            self[owner].append({ 'object':obj, 'ownerBundle':owner })
        
    def get_object_by_owner_id(self, owner_id):
        return self[owner_id][0]["object"]



[docs]class BundleComparator(object):
    @classmethod
    def compare(cls, bundle_list, match_on = None, case_sensitive = True):
        cls.object_table = {}
        cls.case_sensitive = case_sensitive
        if not match_on:
            # Default matching properties
            cls.match_on = {
                'FileObjectType':  ['file_name', 'file_path'],
                'WindowsRegistryKeyObjectType': ['hive','key'],
                'WindowsMutexObjectType': ['name'],
                'SocketObjectType': ['address_value', 'port_value'],
                'WindowsPipeObjectType': ['name'],
                'ProcessObjectType': ['name']
            }
        else:
            cls.match_on = match_on

        lookup_table = {}
        
        for bundle in bundle_list:
            for action in bundle.get_all_actions():
                cls.process_action(action, lookup_table, bundle.id_)
                    
            for obj in bundle.get_all_objects():
                cls.process_object(obj, lookup_table, bundle.id_)

        return ComparisonResult(bundle_list, lookup_table)
        
    @classmethod
    def process_action(cls, action, lookup_table, bundle):
        if action.associated_objects:
            for associated_object in action.associated_objects:
                # get actual object from associated object
                obj = associated_object
                cls.process_object(obj, lookup_table, bundle)

    @classmethod
    def process_object(cls, obj, lookup_table, bundle):
        # get hash string from object to use as key in lookup table
        # Make sure the object is one of the supported types in the match_on dictionary
        if obj.properties and obj.properties._XSI_TYPE in cls.match_on:
            hash_value = ObjectHash.get_hash(obj, cls.match_on, cls.case_sensitive)
            if hash_value:
                if hash_value not in lookup_table:
                    lookup_table[hash_value] = SimilarObjectCluster()
                lookup_table[hash_value].add_object(obj, bundle)

    @classmethod
    def get_sources(cls, lookup_table, obj_hash):
        val = []
        for obj_dict_list in lookup_table[obj_hash].values():
            if not obj_dict_list[0] in val: 
                val.append(obj_dict_list[0]['ownerBundle'])
        return val



[docs]class ObjectHash(object):
    @classmethod
    def get_hash(cls, obj, match_on, case_sensitive):
        cls.match_on = match_on
        cls.case_sensitive = case_sensitive
        hash_val = ''
        
        for attrname, typed_field in obj.properties.typed_fields_with_attrnames():
            # Make sure the typed field is comparable
            if typed_field.comparable:
                # Check if we're dealing with a nested element that we want to compare
                nested_element = cls.is_nested_match(attrname, cls.match_on[obj.properties._XSI_TYPE])
                # Handle the normal, non-nested case
                if not nested_element and attrname in cls.match_on[obj.properties._XSI_TYPE]:
                    hash_val = cls.get_val(obj, attrname, hash_val)
                # Handle the nested case
                elif nested_element:
                   split_nested_element = nested_element.split('.')
                   hash_val = cls.get_val(obj, attrname, hash_val, split_nested_element[1:])
        if not cls.case_sensitive:
            return hash_val.lower()
        else:
            return hash_val

    @classmethod
    def get_val(cls, obj, typed_field, hash_val, nested_elements = None):
        if not nested_elements:
            val = getattr(obj.properties, str(typed_field))

            if val is not None:
                hash_val += str(typed_field) + ":" + str(val) + " "
        else:
            if len(nested_elements) == 1:
                val = getattr(obj.properties, str(typed_field))
                if val is not None:
                    hash_val += str(typed_field) + ":"
                    if isinstance(val, compat.MutableSequence):
                        for list_item in val:
                            if '/' in str(nested_elements[0]):
                                hash_val += '['
                                split_names = nested_elements[0].split('/')
                                for name in split_names:
                                    name_val = getattr(list_item, name)
                                    if name_val :  hash_val += name + ':' + str(name_val) + ','
                                hash_val = hash_val.rstrip(',')
                                hash_val += ']'
                            else:
                                hash_val += '[' + str(nested_elements[0]) + ':' +  str(getattr(list_item, str(nested_elements[0]))) + ']'
                    else:
                        hash_val += str(getattr(val, nested_elements[0]))
        return hash_val

    @classmethod
    def is_nested_match(cls, typed_field_name, match_on_list):
        for matching_property in match_on_list:
            if '.' in matching_property and typed_field_name in matching_property:
                return matching_property
        return False





          

      

      

    

  

    
      
          
            
  Source code for maec.utils.deduplicator

# MAEC Bundle Deduplicator Module
# Copyright (c) 2018, The MITRE Corporation
# All rights reserved

# See LICENSE.txt for complete terms

import copy

from mixbox import compat
from mixbox import entities

from cybox.core import RelatedObject, AssociatedObject
from cybox.common.properties import BaseProperty
from mixbox.vendor.six import iteritems


[docs]class BundleDeduplicator(object):
[docs]    @classmethod
    def deduplicate(cls, bundle):
        """Deduplicate the input Bundle."""
        # Dictionary of all unique objects
        # Key = object type (xsi:type)
        # Value = dictionary of unique objects for that type
        #   Key = unique object id
        #   Value = object values, as a set
        cls.objects_dict = {}
        # Dictionary of non-unique -> unique Object ID mappings
        cls.object_ids_mapping = {}
        # Dictionary of Objects with IDs
        cls.id_objects = {}
        # Dictionary of Objects with IDrefs
        cls.idref_objects = {}
        # Get all Objects in the Bundle
        all_objects = bundle.get_all_objects(include_actions=True)
        # Perform the Object mapping
        cls.map_objects(all_objects)
        # Do the actual deduplication if duplicate objects were found
        if cls.object_ids_mapping:
            # Next, add the unique objects to their own collection
            cls.handle_unique_objects(bundle, all_objects)
            # Replace the non-unique Objects with references
            # to unique Objects across the entire Bundle
            cls.handle_duplicate_objects(bundle, all_objects)
            # Finally, perform some cleanup to handle strange
            # cases where you may have Objects pointing to each other
            cls.cleanup(bundle)


[docs]    @classmethod
    def cleanup(cls, bundle):
        """Cleanup and remove and Objects that may be referencing the re-used Objects.
           Otherwise, this can create Object->Object->Object etc. references which don't make sense.
        """
        object_ids = cls.object_ids_mapping.values()  # copy aside for lookup later

        # Cleanup the root-level Objects
        if bundle.objects:
            # List of Objects to remove
            objs = (x for x in bundle.objects if (x.idref and x.idref in object_ids))
            # Remove the extraneous Objects
            for obj in objs:
                bundle.objects.remove(obj)

        # Cleanup the Object Collections
        if bundle.collections and bundle.collections.object_collections:
            for collection in bundle.collections.object_collections:
                # Ignore the re-used objects collection
                if collection.name == "Deduplicated Objects":
                    continue

                # List of Objects to remove
                objs = (x for x in collection.object_list if (x.idref and x.idref in object_ids))

                for obj in objs:
                    collection.object_list.remove(obj)


[docs]    @classmethod
    def handle_duplicate_objects(cls, bundle, all_objects):
        """Replace all of the duplicate Objects with references to the unique object placed in the "Re-used Objects" Collection."""
        for duplicate_object_id, unique_object_id in iteritems(cls.object_ids_mapping):
            # Modify the existing Object to serve as a reference to
            # the unique Object in the collection
            if duplicate_object_id and duplicate_object_id in cls.id_objects:
                object = cls.id_objects[duplicate_object_id]
                object.idref = unique_object_id
                object.id_ = None
                object.properties = None
                object.related_objects = None
                object.domain_specific_object_properties = None

            if duplicate_object_id and duplicate_object_id in cls.idref_objects:
                for object in cls.idref_objects[duplicate_object_id]:
                    object.idref = unique_object_id


[docs]    @classmethod
    def handle_unique_objects(cls, bundle, all_objects):
        """Add a new Object collection to the Bundle for storing the unique Objects.
           Add the Objects to the collection. """
        # First, find the ID of the last Object Collection (if applicable)
        counter = 1
        if bundle.collections and bundle.collections.object_collections:
            counter += len(bundle.collections.object_collections)

        # Find the namespace used in the Bundle IDs
        bundle_namespace = bundle.id_.split('-')[1]

        # Build the collection ID
        collection_id = "maec-%s-objc-%s" % (bundle_namespace, counter)

        # Add the named Object collection
        bundle.add_named_object_collection("Deduplicated Objects", collection_id)

        # Add the unique Objects to the collection
        cls.add_unique_objects(bundle, all_objects)


[docs]    @classmethod
    def add_unique_objects(cls, bundle, all_objects):
        """Add the unique Objects to the collection and perform the properties replacement."""
        added_ids = []
        for unique_object_id in cls.object_ids_mapping.values():
            if unique_object_id not in added_ids:
                for object in all_objects:
                    if object.id_ and object.id_ == unique_object_id:
                        object_copy = copy.deepcopy(object)
                        if isinstance(object_copy, AssociatedObject):
                            object_copy.association_type = None
                        elif isinstance(object_copy, RelatedObject):
                            object_copy.relationship = None

                        # Modify the existing Object to serve as a reference to the Object in the collection
                        object.idref = object.id_
                        object.id_ = None
                        object.properties = None
                        object.related_objects = None
                        object.domain_specific_object_properties = None

                        # Add the unique Object to the collection
                        bundle.add_object(object_copy, "Deduplicated Objects")

                        # Break out of the all_objects loop
                        break

                added_ids.append(unique_object_id)


[docs]    @classmethod
    def map_objects(cls, all_objects):
        """Map the non-unique Objects to their unique (first observed) counterparts."""
        # Do the object mapping
        for obj in all_objects:
            # Add the Object to its respective dictionary
            if obj.id_:
                cls.id_objects[obj.id_] = obj
            elif obj.idref and obj.idref not in cls.idref_objects:
                cls.idref_objects[obj.idref] = [obj]
            elif obj.idref and obj.idref in cls.idref_objects:
                cls.idref_objects[obj.idref].append(obj)

            # Find a matching ID for the Object
            matching_object_id = cls.find_matching_object(obj)
            if matching_object_id:
                cls.object_ids_mapping[obj.id_] = matching_object_id


[docs]    @classmethod
    def get_typedfield_values(cls, val, name, values, ignoreCase=False):
        """Returns the value contained in a TypedField or its nested members, if applicable."""
        # If it's a BaseProperty instance, then we're done. Return it.
        if isinstance(val, BaseProperty):
            val  = str(val) if ignoreCase else str(val).lower()  # TODO (bworrell): This seems backwards.
            values.add("%s:%s" % (name, val))
            return

        # If it's an Entity, iterate over the typedfields and find the values
        # for each field.
        if isinstance(val, entities.Entity):
            for attrname, item_property in val.typed_fields_with_attrnames:
                path = "{name}/{attrname}".format(**locals())
                fieldval = getattr(val, attrname)
                cls.get_typedfield_values(fieldval, path, values, ignoreCase)

        # If the value is a mutable sequence, attempt to find TypedFields as
        # in each item. EntityLists are Entity subclasses that can have
        # TypedFields, so we don't make this an elif.
        if isinstance(val, compat.MutableSequence):
            for list_item in val:
                cls.get_typedfield_values(list_item, name, values, ignoreCase)


[docs]    @classmethod
    def get_object_values(cls, obj, ignoreCase=False):
        """Get the values specified for an Object's properties as a set."""
        values = set()
        for attrname, typed_field in obj.properties.typed_fields_with_attrnames:
            # Make sure the typed field is comparable
            if typed_field.comparable:
                val = getattr(obj.properties, attrname)
                if val is not None:
                    cls.get_typedfield_values(val, attrname, values, ignoreCase)
        return values


[docs]    @classmethod
    def find_matching_object(cls, obj):
        """Find a matching object, if it exists."""
        if obj and obj.properties:
            object_values = cls.get_object_values(obj)
            xsi_type = obj.properties._XSI_TYPE

            if not xsi_type:
                return None
            elif xsi_type in cls.objects_dict:
                types_dict = cls.objects_dict[xsi_type]

                # See if we already have an identical object in the dictionary
                for obj_id, obj_values in types_dict.iteritems():
                    if obj_values == object_values:
                        # If so, return its ID for use in the IDREF
                        return obj_id

                # If not, add it to the dictionary
                types_dict[obj.id_] = object_values
            else:
                types_dict = {obj.id_:object_values}
                cls.objects_dict[xsi_type] = types_dict

        return None






          

      

      

    

  

    
      
          
            
  Source code for maec.utils.merge

# Copyright (c) 2018, The MITRE Corporation. All rights reserved.
# See LICENSE.txt for complete terms.

"""Methods for merging MAEC documents"""

from copy import deepcopy
import itertools

from mixbox import idgen
from mixbox.namespaces import Namespace
from mixbox.vendor.six import iteritems

from cybox.core import Object
from cybox.common import HashList

import maec
from maec.package import (Package, MalwareSubject, MalwareConfigurationDetails,
                          FindingsBundleList, MetaAnalysis, Analyses,
                          MinorVariants, MalwareSubjectRelationshipList,
                          MalwareSubjectList)

[docs]def dict_merge(target, *args):
    '''Merge multiple dictionaries into one'''
    if len(args) > 1:
        for obj in args:
            dict_merge(target, obj)
        return target

    # Recursively merge dicts and set non-dict values
    obj = args[0]
    if not isinstance(obj, dict):
        return obj
    for k, v in iteritems(obj):
        if k in target and isinstance(target[k], dict):
            dict_merge(target[k], v)
        elif k in target and isinstance(target[k], list):
                target[k] = (target[k] + v)
        else:
            target[k] = deepcopy(v)
    return target


[docs]def merge_documents(input_list, output_file):
    '''Merge a list of input MAEC documents and write them to an output file'''
    parsed_documents = []
    # Parse the documents and get their API representation
    for input_file in input_list:
        api_representation = maec.parse_xml_instance(input_file)['api']
        parsed_documents.append(api_representation)
    # Do a sanity check on the input list of documents
    for document in parsed_documents:
        if isinstance(document, Package):
            continue
        else:
            print('Error: unsupported document type. Currently only MAEC Packages are supported')

    # Merge the MAEC packages
    merged_package = merge_packages(parsed_documents)
    # Write the merged package to the output file
    merged_package.to_xml_file(output_file, {"https://github.com/MAECProject/python-maec":"merged"})


[docs]def merge_packages(package_list, namespace = None):
    '''Merge a list of input MAEC Packages and return a merged Package instance.'''
    malware_subjects = []
    # Instantiate the ID generator class (for automatic ID generation)
    if not namespace:
        NS = Namespace("https://github.com/MAECProject/python-maec", "merged")
    else:
        NS = namespace
    maec.utils.set_id_namespace(NS)
    # Build the list of Malware Subjects
    for package in package_list:
        for malware_subject in package.malware_subjects:
            malware_subjects.append(malware_subject)
    # Merge the Malware Subjects
    merged_subjects = merge_malware_subjects(malware_subjects)
    # Merge the input namespace/schemaLocation dictionaries
    merged_namespaces = {}
    merged_schemalocations = {}
    for package in package_list:
        merged_namespaces.update(package.__input_namespaces__)
        merged_schemalocations.update(package.__input_schemalocations__)
    # Create a new Package with the merged Malware Subjects
    merged_package = Package()
    merged_package.malware_subjects = MalwareSubjectList(merged_subjects)
    merged_package.__input_namespaces__ = merged_namespaces
    merged_package.__input_schemalocations__ = merged_schemalocations
    return merged_package


[docs]def bin_malware_subjects(malware_subject_list, default_hash_type='md5'):
    '''Bin a list of Malware Subjects by hash
       Default = MD5
    '''
    binned_subjects = {}
    for malware_subject in malware_subject_list:
        mal_inst_obj = malware_subject.malware_instance_object_attributes
        if mal_inst_obj:
            obj_properties = mal_inst_obj.properties
            if obj_properties and obj_properties.hashes:
                for hash in obj_properties.hashes:
                    if hash.type_ and hash.simple_hash_value:
                        hash_type = ''
                        hash_value = ''
                        # Get the hash type
                        hash_type = str(hash.type_).lower()
                        # Get the hash value
                        hash_value = str(hash.simple_hash_value).lower()

                        # Check the hash type and bin accordingly
                        if hash_type == default_hash_type:
                            if hash_value in binned_subjects:
                                binned_subjects[hash_value].append(malware_subject)
                            else:
                                binned_subjects[hash_value] = [malware_subject]
    return binned_subjects


[docs]def merge_entities(entity_list):
    '''Merge a list of MAEC/CybOX entities'''
    dict_list = [x.to_dict() for x in entity_list]
    output_dict = dict_merge({}, *dict_list)
    return output_dict


[docs]def deduplicate_vocabulary_list(entity_list, value_name = "value"): # TODO: Move this to the deduplicator module?
    '''Deduplicate a simple list of MAEC/CybOX vocabulary entries'''
    temp = []
    output_list = []
    for entity in entity_list:
        entity_value = getattr(entity, value_name)
        entity_lower = str(entity_value).lower()
        if entity_value and entity_lower not in temp:
            temp.append(entity_lower)
            output_list.append(entity)
        elif not entity_value:
            output_list.append(entity)
    return output_list


[docs]def merge_findings_bundles(findings_bundles_list):
    '''Merge two or more Malware Subject Findings Bundles'''
    # Merge the meta-analysis
    merged_meta_analysis = None
    meta_analysis_list = [x.meta_analysis for x in findings_bundles_list if x.meta_analysis]
    if meta_analysis_list:
        merged_meta_analysis = MetaAnalysis.from_dict(merge_entities(meta_analysis_list))
    # Merge the list of bundles
    merged_bundles = list(itertools.chain(*[x.bundle for x in findings_bundles_list if x.bundle]))
    # Merge the list of external bundle references
    merged_bundle_external_references = list(itertools.chain(*[x.bundle_external_reference for x in findings_bundles_list if x.bundle_external_reference]))

    # Construct the merged Findings Bundle List entity
    merged_findings_bundle_list = FindingsBundleList()
    if merged_meta_analysis:
        merged_findings_bundle_list.meta_analysis = merged_meta_analysis
    if merged_bundles:
        merged_findings_bundle_list.bundle = merged_bundles
    if merged_bundle_external_references:
        merged_findings_bundle_list.bundle_external_reference = merged_bundle_external_references

    return merged_findings_bundle_list


[docs]def create_mappings(mapping_dict, original_malware_subject_list, merged_malware_subject):
    '''Map the IDs of a list of existing Malware Subjects to the new merged Malware Subject'''
    for malware_subject in original_malware_subject_list:
        mapping_dict[malware_subject.id_] = merged_malware_subject.id_


[docs]def merge_binned_malware_subjects(merged_malware_subject, binned_list, id_mappings_dict):
    '''Merge a list of input binned (related) Malware Subjects'''
    # Merge the Malware_Instance_Object_Attributes
    mal_inst_obj_list = [x.malware_instance_object_attributes for x in binned_list]
    merged_inst_obj = Object.from_dict(merge_entities(mal_inst_obj_list))
    # Give the merged Object a new ID
    merged_inst_obj.id_ = idgen.create_id('object')
    # Deduplicate the hash values, if they exist
    if merged_inst_obj.properties and merged_inst_obj.properties.hashes:
        hashes = merged_inst_obj.properties.hashes
        hashes = HashList(deduplicate_vocabulary_list(hashes, value_name = 'simple_hash_value'))
        hashes = HashList(deduplicate_vocabulary_list(hashes, value_name = 'fuzzy_hash_value'))
        merged_inst_obj.properties.hashes = hashes
    # Merge and deduplicate the labels
    merged_labels = list(itertools.chain(*[x.label for x in binned_list if x.label]))
    deduplicated_labels = deduplicate_vocabulary_list(merged_labels)
    # Merge the configuration details
    config_details_list = [x.configuration_details for x in binned_list if x.configuration_details]
    merged_config_details = None
    if config_details_list:
        merged_config_details = MalwareConfigurationDetails.from_dict(merge_entities(config_details_list))
    # Merge the minor variants
    merged_minor_variants = list(itertools.chain(*[x.minor_variants for x in binned_list if x.minor_variants]))
    # Merge the field data # TODO: Add support. Not implemented in the APIs.
    # Merge the analyses
    merged_analyses = list(itertools.chain(*[x.analyses for x in binned_list if x.analyses]))
    # Merge the findings bundles
    merged_findings_bundles = merge_findings_bundles([x.findings_bundles for x in binned_list if x.findings_bundles])
    # Merge the relationships
    merged_relationships = list(itertools.chain(*[x.relationships for x in binned_list if x.relationships]))
    # Merge the compatible platforms
    merged_compatible_platforms = list(itertools.chain(*[x.compatible_platform for x in binned_list if x.compatible_platform]))



    # Build the merged Malware Subject
    merged_malware_subject.malware_instance_object_attributes = merged_inst_obj
    if deduplicated_labels: merged_malware_subject.label = deduplicated_labels
    if merged_config_details: merged_malware_subject.configuration_details = merged_config_details
    if merged_minor_variants: merged_malware_subject.minor_variants = MinorVariants(merged_minor_variants)
    if merged_analyses: merged_malware_subject.analyses = Analyses(merged_analyses)
    if merged_findings_bundles: merged_malware_subject.findings_bundles = merged_findings_bundles
    if merged_relationships: merged_malware_subject.relationships = MalwareSubjectRelationshipList(merged_relationships)
    if merged_compatible_platforms: merged_malware_subject.compatible_platform = merged_compatible_platforms


[docs]def update_relationships(malware_subject_list, id_mappings):
    '''Update any existing Malware Subject relationships to account for merged Malware Subjects'''
    for malware_subject in malware_subject_list:
        if malware_subject.relationships:
            relationships = malware_subject.relationships
            for relationship in relationships:
                malware_subject_references = relationship.malware_subject_references
                for malware_subject_reference in malware_subject_references:
                    if malware_subject_reference.malware_subject_idref in id_mappings.keys():
                        malware_subject_reference.malware_subject_idref = id_mappings[malware_subject_reference.malware_subject_idref]


[docs]def merge_malware_subjects(malware_subject_list):
    '''Merge a list of input Malware Subjects'''
    id_mappings = {}
    output_subjects = []
    # Bin the Malware Subjects by hash
    binned_subjects = bin_malware_subjects(malware_subject_list)
    # Merge the Malware Subjects that were binned
    for binned_list in binned_subjects.values():
        # Make sure we're dealing with at least two subjects
        if len(binned_list) > 1:
            # Instantiate the merged Malware Subject
            merged_malware_subject = MalwareSubject()
            # Add the ID mappings from the old (merged) subject to the new one
            create_mappings(id_mappings, binned_list, merged_malware_subject)
            # Perform the merging
            merge_binned_malware_subjects(merged_malware_subject, binned_list, id_mappings)
            # Add the merged Malware Subject to the output list
            output_subjects.append(merged_malware_subject)
    # Add the Malware Subjects that weren't merged
    for malware_subject in malware_subject_list:
        if malware_subject.id_ not in id_mappings.keys():
            output_subjects.append(malware_subject)
    # Update the relationships for the Malware Subjects to account for the merges
    update_relationships(output_subjects, id_mappings)
    # Return the list of original and merged Malware Subjects
    return output_subjects





          

      

      

    

  

    
      
          
            
  Source code for maec.utils.parser

# Copyright (c) 2018, The MITRE Corporation. All rights reserved.
# See LICENSE.txt for complete terms.

import mixbox.parser
from mixbox.parser import (UnknownVersionError, UnsupportedVersionError,
                           UnsupportedRootElementError)

# Alias for backwards compatibility
UnsupportedRootElement = UnsupportedRootElementError

TAG_MAEC_BUNDLE = "{http://maec.mitre.org/XMLSchema/maec-bundle-4}MAEC_Bundle"
TAG_MAEC_PACKAGE = "{http://maec.mitre.org/XMLSchema/maec-package-2}MAEC_Package"


[docs]class EntityParser(mixbox.parser.EntityParser):

[docs]    def supported_tags(self):
        return [TAG_MAEC_BUNDLE, TAG_MAEC_PACKAGE]


[docs]    def get_version(self, root):
        return root.attrib.get('schema_version')


[docs]    def supported_versions(self, tag):
        if tag == TAG_MAEC_BUNDLE:
            return ['4.1']
        elif tag == TAG_MAEC_PACKAGE:
            return ['2.1']
        else:
            return []


[docs]    def get_entity_class(self, tag):
        if tag == TAG_MAEC_BUNDLE:
            from maec.bundle import Bundle
            return Bundle
        elif tag == TAG_MAEC_PACKAGE:
            from maec.package import Package
            return Package






          

      

      

    

  

    
      
          
            
  Source code for mixbox.entities

# Copyright (c) 2015, The MITRE Corporation. All rights reserved.
# See LICENSE.txt for complete terms.

# stdlib
import json
import warnings

from . import namespaces
from . import idgen, signals
from .binding_utils import save_encoding
from .compat import MutableSequence
from .datautils import is_sequence
from .vendor import six

# Note: Some imports moved to the bottom of this module to resolve circular
# import issues.


def _objectify(field, value, ns_info):
    """Make `value` suitable for a binding object.

    If `value` is an Entity, call to_obj() on it. Otherwise, pass it
    off to the TypedField for an appropriate value.
    """
    if (getattr(field.type_, "_treat_none_as_empty_list", False) and
            value is None):
        return []

    if value is None:
        return None
    elif field.type_:
        return value.to_obj(ns_info=ns_info)
    return field.binding_value(value)


def _dictify(field, value):
    """Make `value` suitable for a dictionary.

    * If `value` is an Entity, call to_dict() on it.
    * If value is a timestamp, turn it into a string value.
    * If none of the above are satisfied, return the input value
    """
    if value is None:
        return None
    elif field.type_:
        return value.to_dict()
    return field.dict_value(value)


class EntityFactory(object):
    """The EntityFactory class handles type key => class resolution during
    parse time.

    Generally, this class will use xsi:type as a class lookup key, but there
    may be instances where xsi:type is not be the appropriate key. As such
    this class was designed to be flexible enough to handle multiple class
    resolution scenarios.

    Any of the methods defined below can be overridden for non-standard
    keys or lookup scenarios.

    Attributes:
        _dictkey: The key associated with type information in an Entity
            dictionary. Default is "xsi:type".
        _objkey: The attribute associated with type information in a
            generateDS binding object. Default is "xsi_type"
    """

    _dictkey = "xsi:type"  # dictionary key holding type information
    _objkey  = "xsi_type"  # generateDS object attr holding type information.


    @classmethod
    def entity_class(cls, key):
        """**Abstract** This method take the `key` (e.g., xsi:type value) and
        returns the Entity class associated with it.

        Args:
            key: The class lookup key. Generally this is an xsi:type attribute
                value.

        Returns:
            The class associated with the input `key`.

        Raises:
            This should raise ValueError if no class is associated with the
            input key.
        """
        raise NotImplementedError()

    @classmethod
    def instance(cls, key, *args, **kwargs):
        """Create an instance of the class associated with the `key` (xsi:type)
        and initialize it with the *args and **kwargs.

        Args:
            key: A class lookup key (see entity_class()).

        Returns:
            An instance of the class associated with the `key`.
        """
        klass = cls.entity_class(key)
        return klass(*args, **kwargs)

    @classmethod
    def objkey(cls, obj):
        """Return the class lookup key from the input generateDS object.
        If no type information or lookup keys are found on the binding object
        return None.

        Args:
            obj: A generateDS binding object.

        Returns:
            A class lookup key (string) or None.
        """
        return getattr(obj, cls._objkey, None)

    @classmethod
    def dictkey(cls, mapping):
        """Return the class lookup key from the input dictionary.
        If no type information or lookup keys are found on the binding object
        return None.

        Args:
            mapping: A dictionary representation of an Entity instance.

        Returns:
            A class lookup key (string) or None.
        """
        try:
            return mapping[cls._dictkey]
        except (KeyError, AttributeError):
            return None

    @classmethod
    def from_dict(cls, cls_dict, fallback_xsi_type=None):
        """Parse the dictionary and return an Entity instance.

        This will attempt to extract type information from the input
        dictionary and pass it to entity_class to resolve the correct class
        for the type.

        Args:
            cls_dict: A dictionary representation of an Entity object.
            fallback_xsi_type: An xsi_type to use for string input, which
            doesn't have properties

        Returns:
            An Entity instance.
        """
        if not cls_dict:
            return None
        
        if isinstance(cls_dict, six.string_types):
            if not getattr(cls, "_convert_strings", False):
                return cls_dict

        try:
            typekey = cls.dictkey(cls_dict)
        except TypeError:
            typekey = fallback_xsi_type
        klass   = cls.entity_class(typekey)
        return klass.from_dict(cls_dict)

    @classmethod
    def from_obj(cls, cls_obj):
        """Parse the generateDS object and return an Entity instance.

        This will attempt to extract type information from the input
        object and pass it to entity_class to resolve the correct class
        for the type.

        Args:
            cls_obj: A generateDS object.

        Returns:
            An Entity instance.
        """
        if not cls_obj:
            return None

        typekey = cls.objkey(cls_obj)
        klass   = cls.entity_class(typekey)
        return klass.from_obj(cls_obj)


class Entity(object):
    """Base class for all classes in the Cybox SimpleAPI."""

    # By default (unless a particular subclass states otherwise), try to "cast"
    # invalid objects to the correct class using the constructor. Entity
    # subclasses should either provide a "sane" constructor or set this to
    # False.
    _try_cast = True

    def __init__(self):
        self._fields = {}

    @classmethod
    def typed_fields(cls):
        """Return a tuple of this entity's TypedFields."""

        # Checking cls._typed_fields could return a superclass _typed_fields
        # value. So we check our class __dict__ which does not include
        # inherited attributes.
        klassdict = cls.__dict__

        try:
            return klassdict["_typed_fields"]
        except KeyError:
            fields = cls.typed_fields_with_attrnames()
            cls._typed_fields = tuple(field for _, field in fields)
        return cls._typed_fields

    @classmethod
    def typed_fields_with_attrnames(cls):
        """Return a list of (TypedField attribute name, TypedField object)
        tuples for this Entity.
        """
        # Checking cls._typed_fields could return a superclass _typed_fields
        # value. So we check our class __dict__ which does not include
        # inherited attributes.
        klassdict = cls.__dict__

        try:
            return klassdict["_typed_fields_with_attrnames"]
        except KeyError:
            # No typed_fields set on this Entity yet. Find them and store
            # them in the _typed_fields class attribute.
            from . import fields
            typed_fields = tuple(fields.iterfields(cls))
            cls._typed_fields_with_attrnames = typed_fields
        return typed_fields

    def __eq__(self, other):
        # This fixes some strange behavior where an object isn't equal to
        # itself
        if other is self:
            return True

        # I'm not sure about this, if we want to compare exact classes or if
        # various subclasses will also do (I think not), but for now I'm going
        # to assume they must be equal. - GTB
        if self.__class__ != other.__class__:
            return False

        # Get all comparable TypedFields
        typedfields = [f for f in self.typed_fields() if f.comparable]

        # If No comparable TypedFields are found, return False so we don't
        # inadvertently say they are equal.
        if not typedfields:
            return False

        return all(f.__get__(self) == f.__get__(other) for f in typedfields)

    def __hash__(self):
        # The hash of the object is: all TypedFields, all TypedField values and
        # the class. - EV
        typedfield_values = tuple()
        klass = (self.__class__,)

        for f in self.typed_fields():
            if isinstance(f.__get__(self), list):
                typedfield_values += tuple(f.__get__(self))
            else:
                typedfield_values += (f.__get__(self),)

        return hash(self.typed_fields() + typedfield_values + klass)

    def __ne__(self, other):
        return not self.__eq__(other)

    def to_obj(self, ns_info=None):
        """Convert to a GenerateDS binding object.

        Subclasses can override this function.

        Returns:
            An instance of this Entity's ``_binding_class`` with properties
            set from this Entity.
        """
        if ns_info:
            ns_info.collect(self)

        # null behavior for classes that inherit from Entity but do not
        # have _binding_class
        if not hasattr(self, "_binding_class"):
            return None

        entity_obj = self._binding_class()

        for field, val in six.iteritems(self._fields):
            # EntityLists with no list items should be dropped
            if isinstance(val, EntityList) and len(val) == 0:
                val = None
            elif field.multiple:
                if val:
                    val = [_objectify(field, x, ns_info) for x in val]
                else:
                    val = []
            else:
                val = _objectify(field, val, ns_info)

            setattr(entity_obj, field.name, val)

        self._finalize_obj(entity_obj)
        return entity_obj

    def _finalize_obj(self, entity_obj):
        """Subclasses can define additional items in the binding object.

        `entity_obj` should be modified in place.
        """
        pass

    def to_dict(self):
        """Convert to a ``dict``

        Subclasses can override this function.

        Returns:
            Python dict with keys set from this Entity.
        """
        entity_dict = {}

        for field, val in six.iteritems(self._fields):
            if field.multiple:
                if val:
                    val = [_dictify(field, x) for x in val]
                else:
                    val = []
            else:
                val = _dictify(field, val)

            # Only add non-None objects or non-empty lists
            if val is not None and val != []:
                entity_dict[field.key_name] = val

        self._finalize_dict(entity_dict)

        return entity_dict

    def _finalize_dict(self, entity_dict):
        """Subclasses can define additional items in the dictionary.

        `entity_dict` should be modified in place.
        """
        pass

    @classmethod
    def from_obj(cls, cls_obj):
        if not cls_obj:
            return None

        entity = cls()

        for field in cls.typed_fields():
            try:
                val = getattr(cls_obj, field.name)
            except:
                # HACK: if the cls_obj is not an instance of cls,
                # only copy fields that exist on cls
                # (this only happens with "Base" binding types that map onto
                #  non-base API types, like BaseIndicatorType => Indicator)
                continue

            # Get the class that will perform the from_obj() call and
            # transform the generateDS binding object into an Entity.
            transformer = field.transformer

            if transformer:
                if field.multiple and val is not None:
                    val = [transformer.from_obj(x) for x in val]
                else:
                    val = transformer.from_obj(val)

            field.__set__(entity, val)

        signals.emit("Entity.created.from_obj", entity, cls_obj)
        return entity

    @classmethod
    def from_dict(cls, cls_dict):
        if cls_dict is None:
            return None

        entity = cls()

        # Shortcut if an actual dict is not provided:
        if not isinstance(cls_dict, dict):
            value = cls_dict

            try:
                return cls(value)   # Call the class's constructor
            except TypeError as ex:
                fmt  = "Could not instantiate a %s from a %s: %s"
                args = (cls, type(value), value)
                ex.message = fmt % args
                raise

        for field in cls.typed_fields():
            val = cls_dict.get(field.key_name)

            # Get the class that will perform the from_obj() call and
            # transform the generateDS binding object into an Entity.
            transformer = field.transformer
            if transformer:
                if field.multiple:
                    if val is not None:
                        val = [transformer.from_dict(x) for x in val]
                    else:
                        val = []
                else:
                    val = transformer.from_dict(val)
            elif field.multiple and not val:
                val = []

            # Set the value
            field.__set__(entity, val)

        return entity

    def to_xml(self, include_namespaces=True, namespace_dict=None,
               pretty=True, encoding="utf-8"):
        """Serializes a :class:`Entity` instance to an XML string.

        The default character encoding is ``utf-8`` and can be set via the
        `encoding` parameter.

        If `encoding` is ``None``, a unicode string is returned. That is, a
        :class:`unicode` in Python 2 and a :class:`str` in Python 3.

        Notes:
            If you need to print a byte string in Python 3, you will need to
            decode it using using the :class:`str`.

        Args:
            include_namespaces (bool): whether to include xmlns and
                xsi:schemaLocation attributes on the root element. Set to true by
                default.
            namespace_dict (dict): mapping of additional XML namespaces to
                prefixes
            pretty (bool): whether to produce readable (``True``) or compact
                (``False``) output. Defaults to ``True``.
            encoding: The output character encoding. Default character encoding
                is ``utf-8``.

        Returns:
            A byte string containing the XML representation for this :class:`Entity`
            instance if an encoding was provided. If encoding is set to
            ``None`` a unicode string containing the XML representation will be
            returned.

        """
        namespace_def = ""

        ns_collector = NamespaceCollector()
        gds_obj = self.to_obj(ns_info=ns_collector if include_namespaces else None)

        if include_namespaces:
            ns_collector.finalize(namespace_dict)
            delim = "\n\t" if pretty else " "
            namespace_def = ns_collector.get_xmlns_string(delim) + delim + \
                ns_collector.get_schema_location_string(delim)

        with save_encoding(encoding):
            sio = six.StringIO()
            gds_obj.export(
                sio.write,
                0,
                namespacedef_=namespace_def,
                pretty_print=pretty
            )

        # Ensure that the StringIO buffer is unicode
        s = six.text_type(sio.getvalue())

        if encoding:
            return s.encode(encoding)

        return s

    def to_json(self):
        """Export an object as a JSON String."""
        return json.dumps(self.to_dict())

    @classmethod
    def from_json(cls, json_doc):
        """Parse a JSON string and build an entity."""
        try:
            d = json.load(json_doc)
        except AttributeError:  # catch the read() error
            d = json.loads(json_doc)

        return cls.from_dict(d)

    @classmethod
    def istypeof(cls, obj):
        """Check if `cls` is the type of `obj`

        In the normal case, as implemented here, a simple isinstance check is
        used. However, there are more complex checks possible. For instance,
        EmailAddress.istypeof(obj) checks if obj is an Address object with
        a category of Address.CAT_EMAIL
        """
        return isinstance(obj, cls)

    @classmethod
    def object_from_dict(cls, entity_dict):
        """Convert from dict representation to object representation."""
        return cls.from_dict(entity_dict).to_obj()

    @classmethod
    def dict_from_object(cls, entity_obj):
        """Convert from object representation to dict representation."""
        return cls.from_obj(entity_obj).to_dict()


[docs]class EntityList(MutableSequence, Entity):
    """An EntityList is an Entity that behaves like a mutable sequence.

    EntityList implementations must define one multiple TypedField which
    has an Entity subclass type. EntityLists can define other TypedFields
    that are not multiple.

    The MutableSequence methods are used to interact with the multiple
    TypedField.
    """

    # Don't try to cast list types (yet)
    _try_cast = False

    def __init__(self, *args):
        super(EntityList, self).__init__()
        assert self._multiple_field()

        if not any(args):
            return

        for arg in args:
            if is_sequence(arg):
                self.extend(arg)
            else:
                self.append(arg)

    def _any_typedfields(self):
        return any(x for x in six.itervalues(self._fields))

    def __nonzero__(self):
        return bool(self._inner or self._any_typedfields())

    __bool__ = __nonzero__

    def __getitem__(self, key):
        return self._inner.__getitem__(key)

    def __setitem__(self, key, value):
        self._inner.__setitem__(key, value)

    def __delitem__(self, key):
        self._inner.__delitem__(key)

    def __len__(self):
        return self._inner.__len__()

[docs]    def insert(self, idx, value):
        if not value:
            return
        self._inner.insert(idx, value)


    @classmethod
    def _dict_as_list(cls):
        """Returns True if the to_dict() and from_dict() methods should
        expect to export/parse lists rather than dicts.

        If there is only one TypedField (a multiple field) defined on the
        EntityList, this will return True. If there is more than one
        TypedField, the to_dict() method will export a dict and not a list.

        Note:
            This can be overridden by subclasses to force this behavior.

        TODO (bworrell):
            Remove this functionality. The to_dict() method can export a
            dict, a list, a string/int/etc., or None. This makes parsing
            complicated. The to_dict() method should probably return a dict
            and maybe None at most.
        """
        return len(cls.typed_fields()) == 1

    @classmethod
    def _multiple_field(cls):
        """Return the "multiple" TypedField associated with this EntityList.

        This also lazily sets the ``_entitylist_multiplefield`` value if it
        hasn't been set yet. This is set to a tuple containing one item because
        if we set the class attribute to the TypedField, we would effectively
        add a TypedField descriptor to the class, which we don't want.

        Raises:
            AssertionError: If there is more than one multiple TypedField
                or the the TypedField type_ is not a subclass of Entity.
        """
        klassdict = cls.__dict__

        try:
            # Checking for cls.entitylist_multifield would return any inherited
            # values, so we check the class __dict__ explicitly.
            return klassdict["_entitylist_multifield"][0]
        except (KeyError, IndexError, TypeError):
            from . import fields
            multifield_tuple = tuple(fields.find(cls, multiple=True))
            assert len(multifield_tuple) == 1

            # Make sure that the multiple field actually has an Entity type.
            multifield = multifield_tuple[0]
            assert issubclass(multifield.type_, Entity)

            # Store aside the multiple field. We wrap it in a tuple because
            # just doing ``cls._entitylist_multifield = multifield`` would
            # assign another TypedField descriptor to this class. We don't
            # want that.
            cls._entitylist_multifield =  multifield_tuple

            # Return the multiple TypedField
            return multifield_tuple[0]

    @property
    def _inner(self):
        """Return the EntityList mutliple TypedField inner collection."""
        return self._multiple_field().__get__(self)

    def to_list(self):
        return [h.to_dict() for h in self]

[docs]    def to_dict(self):
        if self._dict_as_list():
            return self.to_list()
        return super(EntityList, self).to_dict()


    @classmethod
    def from_dict(cls, cls_dict):
        if not cls_dict:
            return None

        if cls._dict_as_list():
            return cls.from_list(cls_dict)

        return super(EntityList, cls).from_dict(cls_dict)

    @classmethod
    def from_list(cls, seq):
        if not seq:
            return None

        entitylist  = cls()
        transformer = cls._multiple_field().transformer
        fallback_xsi_type = getattr(cls._multiple_field().type_,
                                    "_XSI_TYPE", None)
        try:
            transformed_list = [transformer.from_dict(x, fallback_xsi_type)
                                for x in seq]
        except TypeError:
            transformed_list = [transformer.from_dict(x)
                                for x in seq]
        entitylist.extend(transformed_list)

        return entitylist

[docs]    @classmethod
    def object_from_list(cls, entitylist_list):
        """Convert from list representation to object representation."""
        return cls.from_list(entitylist_list).to_obj()


[docs]    @classmethod
    def list_from_object(cls, entitylist_obj):
        """Convert from object representation to list representation."""
        return cls.from_obj(entitylist_obj).to_list()




class NamespaceCollector(object):

    def __init__(self):
        # Namespaces that are "collected" from the Python objects during
        # serialization.  This will be a NamespaceSet.
        self._collected_namespaces = None

        # Namespaces and schemalocations that are attached to STIX/CybOX
        # entities when parsed from an external source.
        self._input_namespaces = {}
        self._input_schemalocs = {}

        # A list of classes that have been visited/seen during the namespace
        # collection process. This speeds up the collect() method.
        self._collected_classes = set()

        # Namespaces and schemalocations that will appear in the output
        # XML document.
        self.finalized_schemalocs = None

        # Namespace dictionary that gets passed to the bindings.
        self.binding_namespaces = None

    def update(self, ns_info):
        self._collected_namespaces.update(ns_info._collected_namespaces)  # noqa
        self._input_namespaces.update(ns_info._input_namespaces)  # noqa
        self._input_schemalocs.update(ns_info._input_schemalocs)  # noqa

    def _parse_collected_classes(self):
        alias2uri = {}     # namespace alias to namespace uri mapping
        noalias   = set()  # namespaces that have no alias defined by a class.

        for klass in self._collected_classes:
            # Prevents exception being raised if/when
            # collections.MutableSequence or another base class appears in the
            # MRO.
            ns = getattr(klass, "_namespace", None)
            if not ns:
                continue

            # cybox.objects.* ObjectProperties derivations have an _XSI_NS
            # class-level attribute which holds the namespace alias to be
            # used for its namespace.
            alias = getattr(klass, "_XSI_NS", None)
            if alias:
                alias2uri[alias] = ns
                continue

            # Many stix/cybox entity classes have an _XSI_TYPE attribute that
            # contains a `prefix:namespace` formatted QNAME for the
            # associated xsi:type.
            xsi_type = getattr(klass, "_XSI_TYPE", None)
            if not xsi_type:
                noalias.add(ns)
                continue

            # Attempt to split the xsi:type attribute value into the ns alias
            # and the typename.
            typeinfo = xsi_type.split(":")
            if len(typeinfo) == 2:
                alias2uri[typeinfo[0]] = ns
            else:
                noalias.add(ns)

        # Compile a list of all seen Namespace URIs
        uris = list(six.itervalues(alias2uri)) + list(noalias)

        # A mixbox NamespaceSet object from our collected URIs.
        # Unrecognized namespace URIs will cause an error at this stage.
        nsset = namespaces.make_namespace_subset_from_uris(uris)

        # For some reason, prefixes are specified in API class vars and also in
        # our big namespace tables.  From python-cybox issue #274 [1], I
        # conclude that the tables may take priority here.  And those are
        # already going to be preferred at this point.  So the only thing I can
        # think to do with class var values is fill in any missing prefixes
        # we may have (but I doubt there will be any).
        #
        # 1. https://github.com/CybOXProject/python-cybox/issues/274
        for prefix, ns_uri in six.iteritems(alias2uri):
            preferred_prefix = nsset.preferred_prefix_for_namespace(ns_uri)

            if preferred_prefix:
                continue

            nsset.set_preferred_prefix_for_namespace(
                ns_uri=ns_uri,
                prefix=prefix,
                add_if_not_exist=True
            )

        # Set our internal _collected_namespaces to the populated NamespaceSet
        self._collected_namespaces = nsset

    def _fix_example_namespace(self):
        """Attempts to resolve issues where our samples use
        'http://example.com/' for our example namespace but python-stix uses
        'http://example.com' by removing the former.
        """
        example_prefix = 'example'  # Example ns prefix
        idgen_prefix = idgen.get_id_namespace_prefix()

        # If the ID namespace alias doesn't match the example alias, return.
        if idgen_prefix != example_prefix:
            return

        # If the example namespace prefix isn't in the parsed namespace
        # prefixes, return.
        if example_prefix not in self._input_namespaces:
            return

        self._input_namespaces[example_prefix] = idgen.EXAMPLE_NAMESPACE.name

    def _finalize_namespaces(self, ns_dict=None):
        """Returns a dictionary of namespaces to be exported with an XML
        document.

        This loops over all the namespaces that were discovered and built
        during the execution of ``collect()`` and
        ``_parse_collected_classes()`` and attempts to merge them all.

        Raises:
            .namespaces.DuplicatePrefixError: If namespace prefix was
                mapped to more than one namespace.
            .namespaces.NoPrefixError: If a namespace was collected that is
                not mapped to a prefix.
        """
        if ns_dict:
            # Add the user's entries to our set
            for ns, alias in six.iteritems(ns_dict):
                self._collected_namespaces.add_namespace_uri(ns, alias)

        # Add the ID namespaces
        self._collected_namespaces.add_namespace_uri(
            ns_uri=idgen.get_id_namespace(),
            prefix=idgen.get_id_namespace_alias()
        )

        # Remap the example namespace to the one expected by the APIs if the
        # sample example namespace is found.
        self._fix_example_namespace()

        # Add _input_namespaces
        for prefix, uri in six.iteritems(self._input_namespaces):
            self._collected_namespaces.add_namespace_uri(uri, prefix)

        # Add some default XML namespaces to make sure they're there.
        self._collected_namespaces.import_from(namespaces.XML_NAMESPACES)

        # python-stix's generateDS-generated binding classes can't handle
        # default namespaces.  So make sure there are no preferred defaults in
        # the set.  Get prefixes from the global namespace set if we have to.
        for ns_uri in self._collected_namespaces.namespace_uris:
            preferred_prefix = self._collected_namespaces.preferred_prefix_for_namespace(ns_uri)

            if preferred_prefix:
                continue

            # No preferred prefix set for namespace. Try to assign one.
            prefixes = self._collected_namespaces.get_prefixes(ns_uri)

            if prefixes:
                prefix = next(iter(prefixes))
            else:
                prefix = namespaces.lookup_name(ns_uri)

            if prefix is None:
                raise namespaces.NoPrefixesError(ns_uri)

            self._collected_namespaces.set_preferred_prefix_for_namespace(
                ns_uri=ns_uri,
                prefix=prefix,
                add_if_not_exist=True
            )

    def _finalize_schemalocs(self, schemaloc_dict=None):

        # If schemaloc_dict was passed in, make a copy so we don't mistakenly
        # modify the original.
        if schemaloc_dict:
            schemaloc_dict = schemaloc_dict.copy()
        else:
            schemaloc_dict = {}

        # Build our schemalocation dictionary!
        #
        # Initialize it from values found in the parsed, input schemalocations
        # (if there are any) and the schemaloc_dict parameter values (if there
        # are any).
        #
        # If there is a schemalocation found in both the parsed schemalocs and
        # the schema_loc dict, use the schemaloc_dict value.
        for ns, loc in six.iteritems(self._input_schemalocs):
            if ns not in schemaloc_dict:
                schemaloc_dict[ns] = loc

        # Now use the merged dict to update any schema locations we don't
        # already have.
        for ns, loc in six.iteritems(schemaloc_dict):
            if (ns in self._collected_namespaces and
                self._collected_namespaces.get_schema_location(ns) is None):
                self._collected_namespaces.set_schema_location(ns, loc)

        # Warn if we are missing any schemalocations
        id_ns = idgen.get_id_namespace()

        for ns in self._collected_namespaces.namespace_uris:
            if self._collected_namespaces.get_schema_location(ns):
                continue

            if (ns == id_ns or
                ns in namespaces.XML_NAMESPACES or
                ns in schemaloc_dict):
                continue

            error = "Unable to map namespace '{0}' to schemaLocation"
            warnings.warn(error.format(ns))

    def finalize(self, ns_dict=None, schemaloc_dict=None):
        self._parse_collected_classes()
        self._finalize_namespaces(ns_dict)
        self._finalize_schemalocs(schemaloc_dict)

        self.finalized_schemalocs = self._collected_namespaces.get_uri_schemaloc_map()
        self.binding_namespaces = self._collected_namespaces.get_uri_prefix_map()

    def get_xmlns_string(self, delim):
        if self._collected_namespaces is None:
            return ""

        return self._collected_namespaces.get_xmlns_string(
            preferred_prefixes_only=False,
            delim=delim
        )

    def get_schema_location_string(self, delim):
        if self._collected_namespaces is None:
            return ""
        return self._collected_namespaces.get_schemaloc_string(delim=delim)

    def collect(self, entity):
        # Collect all the classes we need to inspect for namespace information
        self._collected_classes.update(entity.__class__.__mro__)

        # Collect the input namespaces if this entity came from some external
        # source.
        if hasattr(entity, "__input_namespaces__"):
            self._input_namespaces.update(entity.__input_namespaces__)

        # Collect the input schemalocation information if this entity came
        # from some external source.
        if hasattr(entity, "__input_schemalocations__"):
            self._input_schemalocs.update(entity.__input_schemalocations__)
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