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Welcome to CodeQwik’s IdentityServer4 Adventures

IdentityServer4 (ID4) is an OpenID Connect and OAuth 2.0 framework written in ASP.NET Core 2.0…the docs are here. [https://identityserver4.readthedocs.io/en/release]

The purpose of this site is to demonstrate how to implement both server-side and client-side ID4 Authentication, in several Client Applications, using various UI technologies. Hopefully this site will help other organizations extend their knowledge of Authentication using ID4.

PLEASE USE ANY AND ALL INFORMATION ON THIS SITE AT YOUR OWN RISK. NO SECURITY AUDITS HAVE BEEN PERFORMED, AND AT THIS VERY MOMENT, THIS DOCUMENT IS PROBABLY IN DRAFT FORM. WE INVITE YOU TO SUGGEST CORRECTIONS AS SOON AS WE GET OUR BLOG RUNNING AGAIN AT www.codeqwik.net.

The applications built will include the following:







	Application

	Technology





	Custom Implementation of IdentityServer4

	Asp.Net Core 2.0



	Login UI and User Manager

	Angular



	User Profile UI

	Angular



	User Profile UI

	ASP.Net MVC Core



	User Profile UI

	ASP.Net WebForms



	User Profile Web Service

	ASP.Net Core






The applications built will demonstrate the following ID4 Features:


Authentication as a Service

Centralized login logic and varying workflow for the following types of applications: Web UI (Angular.io, ASP.Net MVC, ASP.Net WebForms), Native Mobile (Xamarin), Web Services (ASP.Net Core).




Both Independent and Single Sign-on / Sign-out

Independent sign-on (and out) is when you login to a Browser app, and also have to login to a Xamarin Mobile App app even if you run them at the same time with the same user. Single sign-on (and out) allows you to login (and out) once over multiple application types. You sign-in to one, and you are signed in to them all.




Access Control for APIs by Client Application

Issue access tokens for APIs for various types of clients, e.g. server to server, web applications, SPAs and native/mobile apps.




Federation Gateway

Support for external identity providers like Azure Active Directory, Google, Facebook etc. This shields your applications from the details of how to connect to these external providers.





































          

      

      

    

  

    
      
          
            
  
ID4 Implementation Overview

This project is intended to demonstrate a single implementation of ID4 Authentication for several Client Applications. ID4 will be configured to authenticate the same User Credentials across all Client Applications.


Authentication Flow by UI Technology

Each of the Client Application technologies require specific Authentication Flows to ensure security resilience. Here is what has been implemented:









	UI Application

	Technology

	Auth Flow

	Spec





	Login UI

	Angular

	Implicit Flow

	OpenID



	User Manager

	Angular

	Implicit Flow

	OpenID



	User Profile UI

	Angular

	Implicit Flow

	OpenID



	User Profile UI

	ASP.Net MVC Core

	Resource Owner

	OAuth2



	User Profile UI

	ASP.Net WebForms

	Resource Owner

	OAuth2



	User Profile UI

	Xamarin

	Hybrid Auth Code

	OpenID









Inspiration and Credits

Eric Anderson

Eric created a series on IdentityServer 4 that helped further my understanding beyond the IdentityServer4 documentation’s QuickStarts. If any information on this site is unclear, I recommend you read Eric’s work (https://elanderson.net/2017/05/identity-server-introduction/).

IdentityServer4 Documentation

IdentityServer4’s site of course is an important source of information to get started using ID4.  Important sections of the site include Topics, Reference, Endpoints, and QuickStarts which will help you wrap your head around the multitude of topics possible regarding Authorization as a Service (https://identityserver4.readthedocs.io/en/release/index.html).

OpenID Connect Specs

The source is always the best place to get definitive answers (http://openid.net/connect/).  The OpenID Connect Working Group is the governing body that defined the OpenID Connect spec on which IdentityServer4 is build. IdentityServer4 has received OpenID Connect certification.

The most important place to start learning the OpenID Connect 1.0 specification is at Core Documentation [http://openid.net/specs/openid-connect-core-1_0.html]. Yes it is 86 pages, but that’s short for spec and is well worth the read.

ReadTheDocs.org and Eric Holscher

You may notice that ID4 hosts their documentation on ReadTheDocs.org, as will be all my personal documentation going forward.  I appreciate everything MediaWiki is, but now I know about this other option: Plaintext Markup Syntax/Html Parsing Build System using Python, Sphinx, ReStructuredText, and MarkDown. Never thought I would use or write code in Python, but that is about to change, and yes, the ASP.Net Core Team has integrated it with .Net for API Documentation.  Easily written and read plain text documentation can now be source-controlled, then Html built and hosted on my or any file system. I can push my docs to Github, and WebHook them to ReadTheDocs.org which will build my reST files into nicely themed and freely Hosted Html. Github also understands reST and thus also nicely themes your reST docs. If you would like to learn more about Sphinx, reStructuredText (reST), and ReadTheDocs.org, visit the following links: Eric Holscher: Sphinx and ReadTheDocs.org for Technical Writers [http://ericholscher.com/blog/2016/jul/1/sphinx-and-rtd-for-writers/] and his matching PyCon 2016 Youtube Video [https://www.youtube.com/watch?v=hM4I58TA72g] (yes it’s a 2:40:55 minute video, but over an hour is a workshop you can skip), Sphinx - a Python Doc Generator [http://www.sphinx-doc.org/en/stable/contents.html], and theming your reST docs with the ReadTheDocs Theme [https://github.com/rtfd/sphinx_rtd_theme#via-package].







          

      

      

    

  

    
      
          
            
  
Authorization Flows


Overview

The specific the request/response exchange associated with these flows will be discussed in more detail, in the code implmentation sections. This section provides a high level discussion. Here are links to the code sections:


	User Profile NG


	User Profile Xamarin


	User Profile WebForms


	User Profile MVC


	User Profile WebApi




Authorization Flows have been used historically implicitly for Authentication, the assumption being if an Authorization Flow authorizes a User to do something, they must be Authenticated.

A flow usually starts with an Unauthenticated User asking a UI Application for a protected UI resource, and the UI checking to see if the User is Authorized, and if not routing the User to a login page. Once the User’s credentials are authenticated, the UI Application receives an AccessToken from ID4, the UI validates it, then grants access to the UI Resource. The UI may also pass that AccessToken to a WebAPI Resource, who also validates it, then grants access to the WebApi Resource.

You might wonder how the validation is accomplished. When a User succesfully logs into ID4, ID4 creates and returns an AccessToken that contains Claims, which can be statements about the User, the UI Application, and/or the WebApi Application. The UI and the WebApi Applications, can query the AccessToken Claims to decide if the AccessToken is valid.

You can start to see a system that needs to contain, in addition to Users,  several other data points:


	User Claims


	UI (Client) Application Claims


	WebApi Resource Application Claims




Each time the User requests either a UI or WebApi Resource, those applications may decide to check to see if the User has logged off and/or if the AccessToken has expired, or needs to be refreshed because it is about to expire. AccessTokens need to be “destroyed”. You can now see how you might need further data points like:


	AccessToken Grant History with live and expired AccessToken data







Client (App) Credentials Flow

This flow will NOT be considered in this demonstration.

This flow is intended for Client Applications where User’s are not authenticated. This flow is intended only to confirm a Client Application has valid credentials. One set of Client Application Credentials serve all users.  If the credentials for a Client Application are compromised, all users are locked out of the Client Application.




Resource Owner Password Credential Flow

This flow will be considered for the ASP.Net WebForms UserProfile.

This flow is intended for a situation where Client Application Credentials are unlikely to be compromised. One such sitation is where an organization runs an IdentityServer and the Client Application behind the same firewall on a private network.

This is not the kind of security you would want to run on a public network. If a hacker was able to get access to the Client Application Credentials, they could create a bogus Client Application, for example in an App Store, and trick a valid User into installing the Client Application, logging in, then access all systems the user has access to, without the user’s knowledge.

This flow will be considered in this demonstration for ASP.Net WebForms UserProfile and ASP.Net MVC UserProfile Client Applications because both application’s can ensure the security of the prvate network connecting the IdentityServer4 and the Client Applications. Even if the Client Credentials were comprmised, the Client Applications are running on Machines that are validated by MAC Address. No foreign Client Applications could access the IdentityServer on behalf of the real Client Application.




Implicit Flow

This flow will be considered for the Angular.io UserProfile Application.

This flow is intended for JavaScript Client Applications which operate over public networks running on any Web Browser.




Hybrid Authentication Flow

This flow will be considered for the Xamarin UserProfile Application.

This flow is intended for Native Mobile Client Applications which operate over public networks on a mobile device’s native Web Browser.







          

      

      

    

  

    
      
          
            
  
LOH

Finish: Authorization Flow Documentation


Look at the diagrams on ID4 documentation to see if I can use them.

Look at MarkDown Sequence Diagram.

Reread OpenID Connect Spec


http://openid.net/connect/

http://openid.net/specs/openid-connect-core-1_0.html




Compare Front Channel to Back Channel


http://openid.net/specs/openid-connect-frontchannel-1_0.html

http://openid.net/specs/openid-connect-backchannel-1_0.html











          

      

      

    

  

    
      
          
            
  
External Authentication





          

      

      

    

  

    
      
          
            
  
Interactive Login





          

      

      

    

  

    
      
          
            
  
API Access





          

      

      

    

  

    
      
          
            
  
ID4 Configuration Settings


Asp.Net Identity

Asp.Net Identity 4 is Microsoft’s latest incarnation of User Identity implememnting both Authentication and Authorization. It  has built-in support for ID4 and can delegate Authentication to External Authentication Providers like Azure, Google, Facebook, etc.




Entity Framework

If we are going to use ASP.Net Identity and rely on ASP.Net Identity to store our User information, then we will have a dependency on EntityFramework and a database.




Database Configuration Settings

Two databases will be required for the demonstration. One to store User Information (ASPNetIdentity), the other to store ID4 Configuration data (IdentityServer4).

Please note that the ID4 QuickStarts hard-coded ID4 configuration settings in the ASP.Net Core startup.cs file.  We will not be doing that and instead the settings will be set in ID4 database tables.

Here are the Connection Strings settings that are set in the ID4 appsettings.json file.


"ConnectionStrings": {
    "IdentityServerConnection":
    "Server=ABCServer;Database=IdentityServer4;User id=SomeUser;
        Password=p@ssw0rd;MultipleActiveResultSets=true",

    "AspNetIdentityConnection":
    "Server=ABCServer;Database=AspNetIdentity; User id=SomeUser;
        Password=p@ssw0rd;MultipleActiveResultSets=true"
},








The next sections define how to initialize these two databases with the appropriate Database Objects, and how populate the Objects with the appropriate Static Data.







          

      

      

    

  

    
      
          
            
  
Database Diagram: IdentityServer4 Database

The ID4 QuickStart applications demonstrate how to configure Authentication Flow by Client Application via the ASP.Net Core Startup.cs class. The other way to configure Authentication Flow for each of your Client Applications is via ID4 Database Customization.


Client App Related Tables

The Client App Related Tables support the Authorization Flows for the various client applications considered in this project.

[image: ../../_images/ClientAppRelatedTables.png]
Clients

Data in this table defines which Client Applications have access to the ID4 server and what some of the properties of that acess are.

ClientClaims

ClientScopes

ClientCorsOrigins

Data in this table defines CORS settings when the ID4 server has a different Subdomain than the Client Application.  The records specify which Cross Domains are allowed to contact the ID4 server.




IdentityResources Related Tables

There is no configuration data in these tables at this time.

[image: ../../_images/IdentityResourcesRelatedTables.png]



Api Resources Related Tables

[image: ../../_images/ApiResourcesRelatedTables.png]



Persisted Grant Table

There are no configuration records in the Persisted Grant table. These represent the tokens created as they are granted and updated when they are revoked.

[image: ../../_images/PersistedGrantTable.png]






          

      

      

    

  

    
      
          
            
  
LOH

Finish: Database Documentation


Look at ID4 Documentation using Search (search for Table column names)

Look at StackOverflow tag IdentityServer4








          

      

      

    

  

    
      
          
            
  
Database Gen Script: IdentityServer4 Database

ID4 needs data to configure the Client Applications and their Authorization Flows.

First create the IdentityServer4 Database, then run the following script to setup a Database Login Account:

USE [master]
GO
CREATE LOGIN [ID4SystemUser] WITH PASSWORD=N'p@ssw0rd',
    DEFAULT_DATABASE=[master],
    DEFAULT_LANGUAGE=[us_english],
    CHECK_EXPIRATION=ON,
    CHECK_POLICY=ON
GO





Next run this script to create all database objects:

USE [IdentityServer4]
GO
CREATE USER [ID4SystemUser] FOR LOGIN [ID4SystemUser]
    WITH DEFAULT_SCHEMA=[dbo]
GO
ALTER ROLE [db_datareader] ADD MEMBER [ID4SystemUser]
GO
ALTER ROLE [db_datawriter] ADD MEMBER [ID4SystemUser]
GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ApiClaims](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ApiResourceId] [int] NOT NULL,
    [Type] [nvarchar](200) NOT NULL,
CONSTRAINT [PK_ApiClaims] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ApiResources](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [Description] [nvarchar](1000) NULL,
    [DisplayName] [nvarchar](200) NULL,
    [Enabled] [bit] NOT NULL,
    [Name] [nvarchar](200) NOT NULL,
CONSTRAINT [PK_ApiResources] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ApiScopeClaims](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ApiScopeId] [int] NOT NULL,
    [Type] [nvarchar](200) NOT NULL,
CONSTRAINT [PK_ApiScopeClaims] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ApiScopes](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ApiResourceId] [int] NOT NULL,
    [Description] [nvarchar](1000) NULL,
    [DisplayName] [nvarchar](200) NULL,
    [Emphasize] [bit] NOT NULL,
    [Name] [nvarchar](200) NOT NULL,
    [Required] [bit] NOT NULL,
    [ShowInDiscoveryDocument] [bit] NOT NULL,
CONSTRAINT [PK_ApiScopes] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ApiSecrets](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ApiResourceId] [int] NOT NULL,
    [Description] [nvarchar](1000) NULL,
    [Expiration] [datetime2](7) NULL,
    [Type] [nvarchar](250) NULL,
    [Value] [nvarchar](2000) NULL,
CONSTRAINT [PK_ApiSecrets] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ClientClaims](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ClientId] [int] NOT NULL,
    [Type] [nvarchar](250) NOT NULL,
    [Value] [nvarchar](250) NOT NULL,
CONSTRAINT [PK_ClientClaims] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ClientCorsOrigins](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ClientId] [int] NOT NULL,
    [Origin] [nvarchar](150) NOT NULL,
CONSTRAINT [PK_ClientCorsOrigins] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ClientGrantTypes](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ClientId] [int] NOT NULL,
    [GrantType] [nvarchar](250) NOT NULL,
CONSTRAINT [PK_ClientGrantTypes] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ClientIdPRestrictions](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ClientId] [int] NOT NULL,
    [Provider] [nvarchar](200) NOT NULL,
CONSTRAINT [PK_ClientIdPRestrictions] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ClientPostLogoutRedirectUris](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ClientId] [int] NOT NULL,
    [PostLogoutRedirectUri] [nvarchar](2000) NOT NULL,
CONSTRAINT [PK_ClientPostLogoutRedirectUris] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ClientRedirectUris](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ClientId] [int] NOT NULL,
    [RedirectUri] [nvarchar](2000) NOT NULL,
CONSTRAINT [PK_ClientRedirectUris] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[Clients](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [AbsoluteRefreshTokenLifetime] [int] NOT NULL,
    [AccessTokenLifetime] [int] NOT NULL,
    [AccessTokenType] [int] NOT NULL,
    [AllowAccessTokensViaBrowser] [bit] NOT NULL,
    [AllowOfflineAccess] [bit] NOT NULL,
    [AllowPlainTextPkce] [bit] NOT NULL,
    [AllowRememberConsent] [bit] NOT NULL,
    [AlwaysIncludeUserClaimsInIdToken] [bit] NOT NULL,
    [AlwaysSendClientClaims] [bit] NOT NULL,
    [AuthorizationCodeLifetime] [int] NOT NULL,
    [ClientId] [nvarchar](200) NOT NULL,
    [ClientName] [nvarchar](200) NULL,
    [ClientUri] [nvarchar](2000) NULL,
    [EnableLocalLogin] [bit] NOT NULL,
    [Enabled] [bit] NOT NULL,
    [IdentityTokenLifetime] [int] NOT NULL,
    [IncludeJwtId] [bit] NOT NULL,
    [LogoUri] [nvarchar](max) NULL,
    [LogoutSessionRequired] [bit] NOT NULL,
    [LogoutUri] [nvarchar](max) NULL,
    [PrefixClientClaims] [bit] NOT NULL,
    [ProtocolType] [nvarchar](200) NOT NULL,
    [RefreshTokenExpiration] [int] NOT NULL,
    [RefreshTokenUsage] [int] NOT NULL,
    [RequireClientSecret] [bit] NOT NULL,
    [RequireConsent] [bit] NOT NULL,
    [RequirePkce] [bit] NOT NULL,
    [SlidingRefreshTokenLifetime] [int] NOT NULL,
    [UpdateAccessTokenClaimsOnRefresh] [bit] NOT NULL,
CONSTRAINT [PK_Clients] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ClientScopes](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ClientId] [int] NOT NULL,
    [Scope] [nvarchar](200) NOT NULL,
CONSTRAINT [PK_ClientScopes] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[ClientSecrets](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ClientId] [int] NOT NULL,
    [Description] [nvarchar](2000) NULL,
    [Expiration] [datetime2](7) NULL,
    [Type] [nvarchar](250) NULL,
    [Value] [nvarchar](2000) NOT NULL,
CONSTRAINT [PK_ClientSecrets] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[IdentityClaims](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [IdentityResourceId] [int] NOT NULL,
    [Type] [nvarchar](200) NOT NULL,
CONSTRAINT [PK_IdentityClaims] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[IdentityResources](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [Description] [nvarchar](1000) NULL,
    [DisplayName] [nvarchar](200) NULL,
    [Emphasize] [bit] NOT NULL,
    [Enabled] [bit] NOT NULL,
    [Name] [nvarchar](200) NOT NULL,
    [Required] [bit] NOT NULL,
    [ShowInDiscoveryDocument] [bit] NOT NULL,
CONSTRAINT [PK_IdentityResources] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[PersistedGrants](
    [Key] [nvarchar](200) NOT NULL,
    [ClientId] [nvarchar](200) NOT NULL,
    [CreationTime] [datetime2](7) NOT NULL,
    [Data] [nvarchar](max) NOT NULL,
    [Expiration] [datetime2](7) NULL,
    [SubjectId] [nvarchar](200) NULL,
    [Type] [nvarchar](50) NOT NULL,
CONSTRAINT [PK_PersistedGrants] PRIMARY KEY CLUSTERED
(
    [Key] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY]

GO
ALTER TABLE [dbo].[ApiClaims]  WITH CHECK ADD
    CONSTRAINT [FK_ApiClaims_ApiResources_ApiResourceId]
    FOREIGN KEY([ApiResourceId])
    REFERENCES [dbo].[ApiResources] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ApiClaims] CHECK
    CONSTRAINT [FK_ApiClaims_ApiResources_ApiResourceId]
GO
ALTER TABLE [dbo].[ApiScopeClaims]  WITH CHECK ADD
    CONSTRAINT [FK_ApiScopeClaims_ApiScopes_ApiScopeId]
    FOREIGN KEY([ApiScopeId])
    REFERENCES [dbo].[ApiScopes] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ApiScopeClaims] CHECK
    CONSTRAINT [FK_ApiScopeClaims_ApiScopes_ApiScopeId]
GO
ALTER TABLE [dbo].[ApiScopes]  WITH CHECK ADD
    CONSTRAINT [FK_ApiScopes_ApiResources_ApiResourceId]
    FOREIGN KEY([ApiResourceId])
    REFERENCES [dbo].[ApiResources] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ApiScopes] CHECK
    CONSTRAINT [FK_ApiScopes_ApiResources_ApiResourceId]
GO
ALTER TABLE [dbo].[ApiSecrets]  WITH CHECK ADD
    CONSTRAINT [FK_ApiSecrets_ApiResources_ApiResourceId]
    FOREIGN KEY([ApiResourceId])
    REFERENCES [dbo].[ApiResources] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ApiSecrets] CHECK
    CONSTRAINT [FK_ApiSecrets_ApiResources_ApiResourceId]
GO
ALTER TABLE [dbo].[ClientClaims]  WITH CHECK ADD
    CONSTRAINT [FK_ClientClaims_Clients_ClientId]
    FOREIGN KEY([ClientId])
    REFERENCES [dbo].[Clients] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ClientClaims] CHECK
    CONSTRAINT [FK_ClientClaims_Clients_ClientId]
GO
ALTER TABLE [dbo].[ClientCorsOrigins]  WITH CHECK ADD
    CONSTRAINT [FK_ClientCorsOrigins_Clients_ClientId]
    FOREIGN KEY([ClientId])
    REFERENCES [dbo].[Clients] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ClientCorsOrigins] CHECK
    CONSTRAINT [FK_ClientCorsOrigins_Clients_ClientId]
GO
ALTER TABLE [dbo].[ClientGrantTypes]  WITH CHECK ADD
    CONSTRAINT [FK_ClientGrantTypes_Clients_ClientId]
    FOREIGN KEY([ClientId])
    REFERENCES [dbo].[Clients] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ClientGrantTypes] CHECK
    CONSTRAINT [FK_ClientGrantTypes_Clients_ClientId]
GO
ALTER TABLE [dbo].[ClientIdPRestrictions]  WITH CHECK ADD
    CONSTRAINT [FK_ClientIdPRestrictions_Clients_ClientId]
    FOREIGN KEY([ClientId])
    REFERENCES [dbo].[Clients] ([Id])
    ON DELETE CASCADE
GO
    ALTER TABLE [dbo].[ClientIdPRestrictions] CHECK
    CONSTRAINT [FK_ClientIdPRestrictions_Clients_ClientId]
GO
ALTER TABLE [dbo].[ClientPostLogoutRedirectUris]  WITH CHECK ADD
    CONSTRAINT [FK_ClientPostLogoutRedirectUris_Clients_ClientId]
    FOREIGN KEY([ClientId])
    REFERENCES [dbo].[Clients] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ClientPostLogoutRedirectUris] CHECK
    CONSTRAINT [FK_ClientPostLogoutRedirectUris_Clients_ClientId]
GO
ALTER TABLE [dbo].[ClientRedirectUris]  WITH CHECK ADD
    CONSTRAINT [FK_ClientRedirectUris_Clients_ClientId]
    FOREIGN KEY([ClientId])
    REFERENCES [dbo].[Clients] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ClientRedirectUris] CHECK
    CONSTRAINT [FK_ClientRedirectUris_Clients_ClientId]
GO
ALTER TABLE [dbo].[ClientScopes]  WITH CHECK ADD
    CONSTRAINT [FK_ClientScopes_Clients_ClientId]
    FOREIGN KEY([ClientId])
    REFERENCES [dbo].[Clients] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ClientScopes] CHECK
    CONSTRAINT [FK_ClientScopes_Clients_ClientId]
GO
ALTER TABLE [dbo].[ClientSecrets]  WITH CHECK ADD
    CONSTRAINT [FK_ClientSecrets_Clients_ClientId]
    FOREIGN KEY([ClientId])
    REFERENCES [dbo].[Clients] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[ClientSecrets] CHECK
    CONSTRAINT [FK_ClientSecrets_Clients_ClientId]
GO
ALTER TABLE [dbo].[IdentityClaims]  WITH CHECK ADD
    CONSTRAINT [FK_IdentityClaims_IdentityResources_IdentityResourceId]
    FOREIGN KEY([IdentityResourceId])
    REFERENCES [dbo].[IdentityResources] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[IdentityClaims] CHECK
    CONSTRAINT [FK_IdentityClaims_IdentityResources_IdentityResourceId]
GO

GRANT SELECT ON [dbo].[ApiClaims] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ApiResources] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ApiScopeClaims] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ApiScopes] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ApiSecrets] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ClientClaims] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ClientCorsOrigins] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ClientGrantTypes] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ClientIdPRestrictions] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ClientPostLogoutRedirectUris] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ClientRedirectUris] TO ID4SystemUser;
GRANT SELECT ON [dbo].[Clients] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ClientScopes] TO ID4SystemUser;
GRANT SELECT ON [dbo].[ClientSecrets] TO ID4SystemUser;
GRANT SELECT ON [dbo].[IdentityClaims] TO ID4SystemUser;
GRANT SELECT ON [dbo].[IdentityResources] TO ID4SystemUser;
GRANT SELECT, INSERT, DELETE ON [dbo].[PersistedGrants] TO ID4SystemUser;









          

      

      

    

  

    
      
          
            
  
Static Data: IdentityServer4 Database


ClientApp Tables


Angular Client App




ASP.Net Core MVC Client App




ASP.Net WebForms Client App

LOH LOH LOH:


The following scripts require a lot of explanation, as they define the behavior of Identity Server 4, and every column counts.





Clients

AbsoluteRefreshTokenLifetime - This defines how long a RefreshToken can be used to get an AccessToken, AccessTokenLifetime - LOH

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

SET IDENTITY_INSERT [dbo].[Clients] ON

--// Xamarin Client //
    INSERT INTO [dbo].[Clients]
       (Id
       ,[AbsoluteRefreshTokenLifetime]
       ,[AccessTokenLifetime]
       ,[AccessTokenType]
       ,[AllowAccessTokensViaBrowser]
       ,[AllowOfflineAccess]

       ,[AllowPlainTextPkce]
       ,[AllowRememberConsent]
       ,[AlwaysIncludeUserClaimsInIdToken]
       ,[AlwaysSendClientClaims]
       ,[AuthorizationCodeLifetime]

       ,[ClientId]
       ,[ClientName]
       ,[ClientUri]
       ,[EnableLocalLogin]
       ,[Enabled]

       ,[IdentityTokenLifetime]
       ,[IncludeJwtId]
       ,[LogoUri]
       ,[LogoutSessionRequired]
       ,[LogoutUri]

       ,[PrefixClientClaims]
       ,[ProtocolType]
       ,[RefreshTokenExpiration]
       ,[RefreshTokenUsage]
       ,[RequireClientSecret]

       ,[RequireConsent]
       ,[RequirePkce]
       ,[SlidingRefreshTokenLifetime]
       ,[UpdateAccessTokenClaimsOnRefresh])
 VALUES
       (@webFormsClientId
       ,2592000                     --<AbsoluteRefreshTokenLifetime, int,>
       ,3600                        --<AccessTokenLifetime, int,>
       ,0                           --<AccessTokenType, int,>
       ,0                           --<AllowAccessTokensViaBrowser, bit,>
       ,1                           --<AllowOfflineAccess, bit,>

       ,0                           --<AllowPlainTextPkce, bit,>
       ,1                           --<AllowRememberConsent, bit,>
       ,0                           --<AlwaysIncludeUserClaimsInIdToken, bit,>
       ,0                           --<AlwaysSendClientClaims, bit,>
       ,300                         --<AuthorizationCodeLifetime, int,>

       ,'WebFormsClient'    --<ClientId, nvarchar(200),>
       ,'WebFormsViaResourceOwnerClient)'   --<ClientName, nvarchar(200),>
       ,null                        --<ClientUri, nvarchar(2000),>
       ,1                           --<EnableLocalLogin, bit,>
       ,1                           --<Enabled, bit,>

       ,300                         --<IdentityTokenLifetime, int,>
       ,0                           --<IncludeJwtId, bit,>
       ,null                        --<LogoUri, nvarchar(max),>
       ,1                           --<LogoutSessionRequired, bit,>
       ,null                        --<LogoutUri, nvarchar(max),>

       ,1                           --<PrefixClientClaims, bit,>
       ,'oidc'                      --<ProtocolType, nvarchar(200),>
       ,1                           --<RefreshTokenExpiration, int,>
       ,1                           --<RefreshTokenUsage, int,>
       ,1                           --<RequireClientSecret, bit,>

       ,1                           --<RequireConsent, bit,>
       ,1                           --<RequirePkce, bit,>
       ,1296000                     --<SlidingRefreshTokenLifetime, int,>
       ,0)                          --<UpdateAccessTokenClaimsOnRefresh, bit,>)

SET IDENTITY_INSERT [dbo].[Clients] OFF








ClientGrantTypes

GrantType - “password” refers to OAuth2 Resource Owner Password Credentials Flow.

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

    INSERT INTO [dbo].[ClientGrantTypes]
                       ([ClientId]
                       ,[GrantType])
             VALUES
                       (@webFormsClientId
                       ,'password')








ClientSecrets

Expiration - null means it never expires, SharedSecret - LOH.

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

    INSERT INTO [dbo].[ClientSecrets]
                       ([ClientId]
                       ,[Description]
                       ,[Expiration]
                       ,[Type]
                       ,[Value])
             VALUES
                       (@webFormsClientId --<ClientId, int,>
                       ,null                          --<Description, nvarchar(2000),>
                       ,null                      --<Expiration, datetime2(7),>
                       ,'SharedSecret'        --<Type, nvarchar(250),>
                       ,'K7gNU3sdo+OL0wNhqoVWhr3g6s1xYv72ol/pe/Unols=')
                           --<Value, nvarchar(2000),>) "secret".Sha256()








ClientScopes

Expiration - null means it never expires, SharedSecret - LOH.

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

    INSERT INTO [dbo].[ClientScopes]
                       ([ClientId]
                       ,[Scope])
             VALUES
                       (@webFormsClientId   --<ClientId, int,>
                       ,'WebFormsApp')              --<Scope, nvarchar(200),>)








Other Tables

No Static Data.

--[dbo].[ClientClaims] has no records
--[dbo].[ClientRedirectUris] has no records
--[dbo].[ClientPostLogoutRedirectUris] has no records
--[dbo].[ClientCorsOrigins] has no records
--[dbo].[ClientIdPRestrictions] has no records










Xamarin Client App


Clients

AbsoluteRefreshTokenLifetime - This defines how long a RefreshToken can be used to get an AccessToken, AccessTokenLifetime - LOH

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

INSERT INTO [dbo].[Clients]
       ([Id]
       ,[AbsoluteRefreshTokenLifetime]
       ,[AccessTokenLifetime]
       ,[AccessTokenType]
       ,[AllowAccessTokensViaBrowser]
       ,[AllowOfflineAccess]

       ,[AllowPlainTextPkce]
       ,[AllowRememberConsent]
       ,[AlwaysIncludeUserClaimsInIdToken]
       ,[AlwaysSendClientClaims]
       ,[AuthorizationCodeLifetime]

       ,[ClientId]
       ,[ClientName]
       ,[ClientUri]
       ,[EnableLocalLogin]
       ,[Enabled]

       ,[IdentityTokenLifetime]
       ,[IncludeJwtId]
       ,[LogoUri]
       ,[LogoutSessionRequired]
       ,[LogoutUri]

       ,[PrefixClientClaims]
       ,[ProtocolType]
       ,[RefreshTokenExpiration]
       ,[RefreshTokenUsage]
       ,[RequireClientSecret]

       ,[RequireConsent]
       ,[RequirePkce]
       ,[SlidingRefreshTokenLifetime]
       ,[UpdateAccessTokenClaimsOnRefresh])
 VALUES
       (@xamarinClientId
       ,2592000                     --<AbsoluteRefreshTokenLifetime, int,>
       ,3600                        --<AccessTokenLifetime, int,>
       ,0                           --<AccessTokenType, int,>
       ,0                           --<AllowAccessTokensViaBrowser, bit,>
       ,1                           --<AllowOfflineAccess, bit,>

       ,0                           --<AllowPlainTextPkce, bit,>
       ,1                           --<AllowRememberConsent, bit,>
       ,0                           --<AlwaysIncludeUserClaimsInIdToken, bit,>
       ,0                           --<AlwaysSendClientClaims, bit,>
       ,300                         --<AuthorizationCodeLifetime, int,>

       ,'xamarinClient'     --<ClientId, nvarchar(200),>
       ,'XamarinViaHybridClient)'   --<ClientName, nvarchar(200),>
       ,null                        --<ClientUri, nvarchar(2000),>
       ,1                           --<EnableLocalLogin, bit,>
       ,1                           --<Enabled, bit,>

       ,300                         --<IdentityTokenLifetime, int,>
       ,0                           --<IncludeJwtId, bit,>
       ,null                        --<LogoUri, nvarchar(max),>
       ,1                           --<LogoutSessionRequired, bit,>
       ,null                        --<LogoutUri, nvarchar(max),>

       ,1                           --<PrefixClientClaims, bit,>
       ,'oidc'                      --<ProtocolType, nvarchar(200),>
       ,2                           --<RefreshTokenExpiration, int,>
       ,1                           --<RefreshTokenUsage, int,>
       ,1                           --<RequireClientSecret, bit,>

       ,0                           --<RequireConsent, bit,>
       ,1                           --<RequirePkce, bit,>
       ,1296000                     --<SlidingRefreshTokenLifetime, int,>
       ,0)                          --<UpdateAccessTokenClaimsOnRefresh, bit,>)

SET IDENTITY_INSERT [dbo].[Clients] OFF








ClientGrantTypes

GrantType - “hybrid” refers to OpenID Connect modified OAuth2 Authorization Code Flow.

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

    INSERT INTO [dbo].[ClientGrantTypes]
                       ([ClientId]
                       ,[GrantType])
             VALUES
                       (@xamarinClient
                       ,'hybrid'),








ClientSecrets

Expiration - null means it never expires, SharedSecret - LOH.

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

    INSERT INTO [dbo].[ClientSecrets]
                       ([ClientId]
                       ,[Description]
                       ,[Expiration]
                       ,[Type]
                       ,[Value])
             VALUES
                       (@xamarinClient --<ClientId, int,>
                       ,null                          --<Description, nvarchar(2000),>
                       ,null                      --<Expiration, datetime2(7),>
                       ,'SharedSecret'        --<Type, nvarchar(250),>
                       ,'K7gNU3sdo+OL0wNhqoVWhr3g6s1xYv72ol/pe/Unols=')
                           --<Value, nvarchar(2000),>) "secret".Sha256()








ClientScopes

Expiration - null means it never expires, SharedSecret - LOH.

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

    INSERT INTO [dbo].[ClientScopes]
                       ([ClientId]
                       ,[Scope])
             VALUES
                       (
                @xamarinClient      --<ClientId, int,>
                            ,'XamarinApp'   --<Scope, nvarchar(200),>)
           ),
                       (
                @xamarinClient      --<ClientId, int,>
                            ,'openid'       --<Scope, nvarchar(200),>)
           ),
                       (
                @xamarinClient      --<ClientId, int,>
                            ,'profile'      --<Scope, nvarchar(200),>)
           ),

--[dbo].[ClientClaims] has no records








ClientRedirectUris

RedirectUri - LOH.

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

INSERT INTO [dbo].[ClientRedirectUris]
        ([ClientId]
        ,[RedirectUri])
    VALUES
        (@xamarinClient
        ,'biincofficermobile://auth')








ClientPostLogoutRedirectUris

RedirectUri - LOH.

DECLARE @webFormsClientId INT = 1
DECLARE @aspNetMvcClientId INT = 2
DECLARE @xamarinClientId INT = 3
DECLARE @angularClientId INT = 4

INSERT INTO [dbo].[ClientPostLogoutRedirectUris]
        ([ClientId]
        ,[PostLogoutRedirectUri])
    VALUES
        (@xamarinClient
        ,'biincofficermobile://afterLogout')








Other Tables

No Static Data.

--[dbo].[ClientCorsOrigins] has no records
--[dbo].[ClientIdPRestrictions] has no records












APIResources Tables

The following scripts require a lot of explanation, as they define the behavior of Identity Server 4, and every column counts.

‘’LOH LOH LOH:’‘


#Why do the Resource and Scope have the same name?




Here are the static data scripts:

DECLARE @apiResourceId_SomeCompanysAPI INT = 1
DECLARE @apiResourceId_OpenID INT = 2
DECLARE @apiResourceId_Profile INT = 3
DECLARE @apiScopesId_SomeCompanysAPI INT = 1
DECLARE @apiScopesId_OpenID INT = 2
DECLARE @apiScopesId_Profile INT = 3
DECLARE @apiScopeId INT = 1

SET IDENTITY_INSERT [dbo].[ApiResources] ON
INSERT INTO [dbo].[ApiResources]
        ([Id]
        ,[Description]
        ,[DisplayName]
        ,[Enabled]
        ,[Name])
    VALUES
        (
            @apiResourceId_SomeCompanysAPI
            ,'SomeCompanysAPI'
            ,'SomeCompanysAPI'
            ,1
            ,'SomeCompanysAPI'
        ),
        (
            @apiResourceId_OpenID
            ,'Open ID'
            ,'Open ID'
            1
            'openid'
        ),
        (
            @apiResourceId_Profile
            ,'Profile'
            ,'Profile'
            1
            'profile'
        )

SET IDENTITY_INSERT [dbo].[ApiScopes] ON
INSERT INTO [dbo].[ApiScopes]
        ([Id]
        ,[ApiResourceId]
        ,[Description]
        ,[DisplayName]
        ,[Emphasize]
        ,[Name]
        ,[Required]
        ,[ShowInDiscoveryDocument])
    VALUES
        (@apiScopeId_SomeCompanysAPI
        ,@apiResourceId_SomeCompanysAPI
        ,'SomeCompanysAPI'
        ,'SomeCompanysAPI'
        ,0
        ,'SomeCompanysAPI'
        ,0
        ,1)
INSERT INTO [dbo].[ApiScopes]
        ([Id]
        ,[ApiResourceId]
        ,[Description]
        ,[DisplayName]
        ,[Emphasize]
        ,[Name]
        ,[Required]
        ,[ShowInDiscoveryDocument])
    VALUES
        (@apiScopeId_OpenID
        ,@apiResourceId_OpenID
        ,'Open ID'
        ,'Open ID'
        ,0
        ,'openid'
        ,0
        ,1)
INSERT INTO [dbo].[ApiScopes]
        ([Id]
        ,[ApiResourceId]
        ,[Description]
        ,[DisplayName]
        ,[Emphasize]
        ,[Name]
        ,[Required]
        ,[ShowInDiscoveryDocument])
    VALUES
        (@apiScopeId_Profile
        ,@apiResourceId_Profile
        ,'Profile'
        ,'Profile'
        ,0
        ,'profile'
        ,0
        ,1)

SET IDENTITY_INSERT [dbo].[ApiScopeClaims] ON
INSERT INTO [dbo].[ApiScopeClaims]
    ([ApiScopeId]
    ,[Type])
VALUES
    (
        @apiScopeId_Profile
        ,'name'
    )

SET IDENTITY_INSERT [dbo].[ApiClaims] ON
INSERT INTO dbo.ApiClaims
    (
        ApiResourceId,
        Type)
    VALUES
    (
        @apiResourceId_SomeCompanysAPI,
        N'UserId'
    )

SET IDENTITY_INSERT [dbo].[ApiClaims] OFF
SET IDENTITY_INSERT [dbo].[ApiScopeClaims] OFF
SET IDENTITY_INSERT [dbo].[ApiScopes] OFF
SET IDENTITY_INSERT [dbo].[ApiResources] ON











          

      

      

    

  

    
      
          
            
  
Database Diagram: AspNetIdentity Database

There are no configuration scripts for Users, this was a deliberate decision. We decided to start with no users in ID4, forcing users to register their existing username (‘’Register User’’ is discussed later), but we could have imported all of our existing users from our WebForms FormsAuth Authentication system. The catch, however, is there is no way to transfer passwords, users have to reset their password (‘’Password Reset’’ is discussed later). When you force users to register their Username they can use their existing password in the prior Authentication system.

Please also note we developed a separate Authorization Service and are not using ID4 User Claims for Authorization, only Authentication.

[image: ../../_images/ASPNetIdentityTables.png]




          

      

      

    

  

    
      
          
            
  
LOH

Finish: Database Documentation


Look at ID4 Documentation using Search (search for Table column names)

Look at StackOverflow tag IdentityServer4








          

      

      

    

  

    
      
          
            
  
Database Gen Script: AspNetIdentity Database

ID4 also needs a storage mechanism for Users (if Users are not stored at an External Identity Provider). We selected ASP.Net Identity.

First create the ASPNetIdentity Database, then run the following script to setup a Database Login Account:

USE [master]
GO
CREATE LOGIN [ID4SystemUser] WITH PASSWORD=N'p@ssw0rd',
    DEFAULT_DATABASE=[master],
    DEFAULT_LANGUAGE=[us_english],
    CHECK_EXPIRATION=ON,
    CHECK_POLICY=ON
GO





Next, run this script to create all database objects:

USE [AspNetIdentity]

CREATE USER [ID4SystemUser] FOR LOGIN [ID4SystemUser]
    WITH DEFAULT_SCHEMA=[dbo]
GO
ALTER ROLE [db_datareader] ADD MEMBER [ID4SystemUser]
GO
ALTER ROLE [db_datawriter] ADD MEMBER [ID4SystemUser]
GO

SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[AspNetRoleClaims](
    [Id] [int] NOT NULL,
    [ClaimType] [nvarchar](max) NULL,
    [ClaimValue] [nvarchar](max) NULL,
    [RoleId] [nvarchar](450) NOT NULL,
CONSTRAINT [PK_AspNetRoleClaims] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[AspNetRoles](
    [Id] [nvarchar](450) NOT NULL,
    [ConcurrencyStamp] [nvarchar](max) NULL,
    [Name] [nvarchar](256) NULL,
    [NormalizedName] [nvarchar](256) NULL,
CONSTRAINT [PK_AspNetRoles] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[AspNetUserClaims](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [ClaimType] [nvarchar](max) NULL,
    [ClaimValue] [nvarchar](max) NULL,
    [UserId] [nvarchar](450) NOT NULL,
CONSTRAINT [PK_AspNetUserClaims] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[AspNetUserLogins](
    [LoginProvider] [nvarchar](450) NOT NULL,
    [ProviderKey] [nvarchar](450) NOT NULL,
    [ProviderDisplayName] [nvarchar](max) NULL,
    [UserId] [nvarchar](450) NOT NULL,
CONSTRAINT [PK_AspNetUserLogins] PRIMARY KEY CLUSTERED
(
    [LoginProvider] ASC,
    [ProviderKey] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[AspNetUserRoles](
    [UserId] [nvarchar](450) NOT NULL,
    [RoleId] [nvarchar](450) NOT NULL,
CONSTRAINT [PK_AspNetUserRoles] PRIMARY KEY CLUSTERED
(
    [UserId] ASC,
    [RoleId] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[AspNetUsers](
    [Id] [nvarchar](450) NOT NULL,
    [AccessFailedCount] [int] NOT NULL,
    [ConcurrencyStamp] [nvarchar](max) NULL,
    [Email] [nvarchar](256) NULL,
    [EmailConfirmed] [bit] NOT NULL,
    [LockoutEnabled] [bit] NOT NULL,
    [LockoutEnd] [datetimeoffset](7) NULL,
    [NormalizedEmail] [nvarchar](256) NULL,
    [NormalizedUserName] [nvarchar](256) NULL,
    [PasswordHash] [nvarchar](max) NULL,
    [PhoneNumber] [nvarchar](max) NULL,
    [PhoneNumberConfirmed] [bit] NOT NULL,
    [SecurityStamp] [nvarchar](max) NULL,
    [TwoFactorEnabled] [bit] NOT NULL,
    [UserName] [nvarchar](256) NULL,
CONSTRAINT [PK_AspNetUsers] PRIMARY KEY CLUSTERED
(
    [Id] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[AspNetUserTokens](
    [UserId] [nvarchar](450) NOT NULL,
    [LoginProvider] [nvarchar](450) NOT NULL,
    [Name] [nvarchar](450) NOT NULL,
    [Value] [nvarchar](max) NULL,
CONSTRAINT [PK_AspNetUserTokens] PRIMARY KEY CLUSTERED
(
    [UserId] ASC,
    [LoginProvider] ASC,
    [Name] ASC
)WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
    IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)
    ON [PRIMARY]
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
SET ANSI_PADDING ON
GO
CREATE TABLE [dbo].[PasswordHistory](
    [Id] [int] IDENTITY(1,1) NOT NULL,
    [UserId] [varchar](450) NOT NULL,
    [PasswordHash] [varchar](max) NOT NULL,
    [CreatedDate] [datetime] NOT NULL
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO
SET ANSI_PADDING OFF
GO
ALTER TABLE [dbo].[AspNetRoleClaims]  WITH CHECK ADD
    CONSTRAINT [FK_AspNetRoleClaims_AspNetRoles_RoleId]
    FOREIGN KEY([RoleId])
    REFERENCES [dbo].[AspNetRoles] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[AspNetRoleClaims] CHECK
    CONSTRAINT [FK_AspNetRoleClaims_AspNetRoles_RoleId]
GO
ALTER TABLE [dbo].[AspNetUserClaims]  WITH CHECK ADD
    CONSTRAINT [FK_AspNetUserClaims_AspNetUsers_UserId]
    FOREIGN KEY([UserId])
    REFERENCES [dbo].[AspNetUsers] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[AspNetUserClaims] CHECK
    CONSTRAINT [FK_AspNetUserClaims_AspNetUsers_UserId]
GO
ALTER TABLE [dbo].[AspNetUserLogins]  WITH CHECK ADD
    CONSTRAINT [FK_AspNetUserLogins_AspNetUsers_UserId]
    FOREIGN KEY([UserId])
    REFERENCES [dbo].[AspNetUsers] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[AspNetUserLogins] CHECK
    CONSTRAINT [FK_AspNetUserLogins_AspNetUsers_UserId]
GO
ALTER TABLE [dbo].[AspNetUserRoles]  WITH CHECK ADD
    CONSTRAINT [FK_AspNetUserRoles_AspNetRoles_RoleId]
    FOREIGN KEY([RoleId])
    REFERENCES [dbo].[AspNetRoles] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[AspNetUserRoles] CHECK
    CONSTRAINT [FK_AspNetUserRoles_AspNetRoles_RoleId]
GO
ALTER TABLE [dbo].[AspNetUserRoles]  WITH CHECK ADD
    CONSTRAINT [FK_AspNetUserRoles_AspNetUsers_UserId]
    FOREIGN KEY([UserId])
    REFERENCES [dbo].[AspNetUsers] ([Id])
    ON DELETE CASCADE
GO
ALTER TABLE [dbo].[AspNetUserRoles] CHECK
    CONSTRAINT [FK_AspNetUserRoles_AspNetUsers_UserId]
GO

GRANT SELECT, DELETE, UPDATE, INSERT
    ON [dbo].AspNetRoleClaims TO ID4SystemUser;
GRANT SELECT, DELETE, UPDATE, INSERT
    ON [dbo].[AspNetRoles] TO ID4SystemUser;
GRANT SELECT, DELETE, UPDATE, INSERT
    ON [dbo].[AspNetUserClaims] TO ID4SystemUser;
GRANT SELECT, DELETE, UPDATE, INSERT
    ON [dbo].[AspNetUserLogins] TO ID4SystemUser;
GRANT SELECT, DELETE, UPDATE, INSERT
    ON [dbo].[AspNetUserRoles] TO ID4SystemUser;
GRANT SELECT, DELETE, UPDATE, INSERT
    ON [dbo].[AspNetUsers] TO ID4SystemUser;
GRANT SELECT, DELETE, UPDATE, INSERT
    ON [dbo].[AspNetUserTokens] TO ID4SystemUser;
GRANT SELECT, DELETE, UPDATE, INSERT
    ON [dbo].[PasswordHistory] TO ID4SystemUser;









          

      

      

    

  

    
      
          
            
  
Static Data: AspNetIdentity Database

There are no Static Data Scripts.  Please review the AspNetIdentity  Database Diagram: AspNetIdentity Database for more information on the decision behind the lack of static data.
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User Edit


Use Cases


	Administrative User should be able to Inactivate a User.
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Overview

The majority of the documentation will discuss the GitHub Angular App written by Eric Anderson [https://github.com/elanderson/Angular-Core-IdentityServer].




WebApi Code


Components




Services


AuthService

The Angular AuthService derives from the popular X Library.
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LOH

Finish: Angular Login Documentation


LOH-NEXT - Document Code: Eric Anderson Blog


https://github.com/elanderson/Angular-Core-IdentityServer




LOH-NEXT - Finish reading Eric Anderson Blog


https://elanderson.net/2017/06/identity-server-sample-exploration-and-initial-project-setup/




Finish reading Damien Bod’s Blog


https://github.com/damienbod/AspNet5IdentityServerAngularImplicitFlow











          

      

      

    

  

    
      
          
            
  
Overview

The majority of the documentation will discuss the GitHub Angular App written by Eric Anderson [https://github.com/elanderson/Angular-Core-IdentityServer].




NG Code


Services


AuthService

The Angular AuthService derives from the popular OPENID Connect Certified **angular-auth-oidc-client** Library from Damien Bod [https://github.com/damienbod/angular-auth-oidc-client], importing 2 references from the library:

import { OidcSecurityService, OpenIDImplicitFlowConfiguration }
    from 'angular-auth-oidc-client';





The configuration settings are established in the AuthService cstr:

openIdImplicitFlowConfiguration
    .stsServer = identityUrl;
    .redirect_url = originUrl + 'callback';
    .client_id = 'ng';
    .response_type = 'id_token token';
    .scope = 'openid profile apiApp';
    .post_logout_redirect_uri = originUrl + 'home';
    .forbidden_route = '/forbidden';
    .unauthorized_route = '/unauthorized';
    .auto_userinfo = true;
    .log_console_warning_active = true;
    .log_console_debug_active = false;
    .max_id_token_iat_offset_allowed_in_seconds = 10;





Here is the link to angular-auth-oidc-client API documentation [https://github.com/damienbod/angular-auth-oidc-client/blob/master/API_DOCUMENTATION.md], explaining the meanings of those configuration settings:


	.stsServer - ID4 DomainName


	.redirect_url - Url the Browser is told to Redirect to after successful login (a hash is added by ID4 to the query string when the redirect response is sent to the browser),


	.client_id - Client App Name


	.response_type - Type(s) of tokens requested. id_token token means both an IDToken and an AccessToken. The IDToken enables the validation of the User.  The AccessToken enables access to resources.


	.scope - Types of claims requested to be returned in the access token (id token?). Scopes requested by client must match the STS server configuration. In this case scope requested is openid profile apiApp which is access to IDToken, User Profile (usually Name, etc), and Api Resource called “apiApp”.


	.post_logout_redirect_uri - Url the Browser is told to Redirect to after logout.


	.forbidden_route - Url the Browser is told to Redirect to if the route is forbidden,


	.unauthorized_route - Url the Browser is told to Redirect to if the route is unauthorized,


	.auto_userinfo - Automatically get user info after authentication, will make a request to UserProfile endpoint.


	.log_console_warning_active - Console Logging


	.log_console_debug_active - Console Logging


	.max_id_token_iat_offset_allowed_in_seconds - offset is Token Issuance vs Use, saves the number of nonces that need to be stored in ID4.




The AuthService cstr then calls openIdImplicitFlowConfiguration.setupModule() and when complete, ‘’AuthService.doCallbackLogicIfRequired()`` is called which is a passthrough to oidcSecurityService.getIsAuthorized().

The object referencing the AuthService can (with passthroughs to oidcSecurityService):


	Call getIsAuthorized() which will populate isAuthorized on a subscribed basis whenever the response returns.


	If the user is !isAuthorized, a call can be made to login() (which may take some time, assuming they are redirected to a login screen).


	When the User wants to logout, a call can be made to logout().


	On a timer a call can be made to refreshSession(), which is similar to the login() call.


	Can call get, put, post, delete methods which set RequestOptions (the Bearer Token in the AuthHeader), then passes through the http action.









Components


nav-menu

LOH-NEXT - What is next?


C:GithubEricAnderson-Angular-WebApi-ID4ClientAppClientAppappcomponentsservicesauth.service.ts
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LOH

Start: Xamarin Hybrid Angular Login Documentation


Finish reading Xamarin Enterprise Architecture and Patterns on OpenID Hybrid Tokens








          

      

      

    

  

    
      
          
            
  
Overview

The majority of the documentation will discuss the GitHub Angular App written by Eric Anderson [https://github.com/elanderson/Angular-Core-IdentityServer].
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Components




Services


AuthService

The Angular AuthService derives from the popular X Library.
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Overview

The majority of the documentation will discuss the GitHub Angular App written by Eric Anderson [https://github.com/elanderson/Angular-Core-IdentityServer].
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Components




Services


AuthService

The Angular AuthService derives from the popular X Library.
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Overview

The majority of the documentation will discuss the GitHub Angular App written by Eric Anderson [https://github.com/elanderson/Angular-Core-IdentityServer].
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Components




Services


AuthService

The Angular AuthService derives from the popular X Library.
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