

    
      
          
            
  
Welcome to ghast’s documentation!

This code is open source, and is available on GitHub [https://github.com/nklapste/ghast].
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ghast
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 [https://travis-ci.com/nklapste/ghast]Graylog HTTP Alert Script Triggerer (ghast)!

A simple server for triggering a script on a Graylog HTTP alert callback!


Requirements


	Python 3.5+







Installation

ghast can be installed via pip:

pip install ghast








Example Usage

To start and enable ghast to trigger the script ./foo.sh when a
Graylog HTTP alert callback is sent to the url http://localhost:8000/bar
run the following command:

ghast --alert-url /bar --alert-script ./foo.sh





To get additional usage help on ghast run the following console command:

ghast --help











          

      

      

    

  

    
      
          
            
  
Command Line Use


ghast

Start the Graylog HTTP Alert Script Triggerer (ghast) server



usage: ghast [-h] [-a GRAYLOG_HTTP_ALERT_URL] [-s GRAYLOG_HTTP_ALERT_SCRIPT]
             [-d HOST] [-p PORT] [--enable-https] [--debug]
             [--log-level LOG_LEVEL] [--log-dir LOG_DIR] [-v]






Graylog HTTP alert callback


	-a, --alert-url

	URL endpoint receive Graylog HTTP alert callbacks on



	-s, --alert-script

	Path to the script to trigger on receiving a Graylog HTTP alert callback








Server


	-d, --host

	Hostname to listen on

Default: “localhost”



	-p, --port

	Port of the webserver

Default: 8000



	--enable-https

	Enable running the Flask-RESTPlus API over HTTPS

Default: False



	--debug

	Run the server in Flask debug mode

Default: False








Logging


	--log-level

	Set the logging output level

Default: INFO



	--log-dir

	Enable TimeRotatingLogging at the directory specified



	-v, --verbose

	Enable verbose logging

Default: False
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ghast.server module

Flask server definition


	
class ghast.server.AlertScriptTrigger(api=None, *args, **kwargs)

	Bases: flask_restplus.resource.Resource


	
endpoint = 'alert_script_trigger'

	




	
get()

	Removing automatic/implicit support for GET requests






	
mediatypes()

	




	
methods = {'GET', 'POST'}

	




	
post()

	Handle incoming Graylog HTTP alert callbacks and trigger the
configured alert script

On a POST request representing a Graylog HTTP alert callback
trigger the configured alert script and return a JSON containing the
path to the executed script and the return code of executing
such script.










	
class ghast.server.HTTPSApi(app=None, version='1.0', title=None, description=None, terms_url=None, license=None, license_url=None, contact=None, contact_url=None, contact_email=None, authorizations=None, security=None, doc='/', default_id=<function default_id>, default='default', default_label='Default namespace', validate=None, tags=None, prefix='', ordered=False, default_mediatype='application/json', decorators=None, catch_all_404s=False, serve_challenge_on_401=False, format_checker=None, **kwargs)

	Bases: flask_restplus.api.Api


	
specs_url

	Monkey patch for HTTPS










	
ghast.server.after_request(response)

	log details on the request and its served response









          

      

      

    

  

    
      
          
            
  
ghast package

Graylog HTTP Alert Script Triggerer (ghast)

A simple server for triggering a script on a Graylog HTTP alert callback!


Submodules



	ghast.server module
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