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EngineAuth [http://code.scotchmedia.com/engineauth]: Multi-Provider Authentication for App Engine

EngineAuth is a standardized approach to third party authentication / authorization, designed to be as simple as possible, both for the developer and the end user.


Disclaimer


Warning

EngineAuth is in the very early stages of development and the api is likely to change frequently and in non-backwards compatible ways. Please provide any issues, suggestions, or general feedback through the Issue Tracker [https://github.com/scotch/engineauth/issues?state=open], or in the comments section of this documentation.






Demo

EngineAuth Example [http://engineauth.scotchmedia.com] - Example site




How it Works

[image: !!ERROR!! You are seeing this message because of a Google Docs bug that requires a user to be sign in to Google Docs to view public content. Please log in to your Google Docs Account or Log out of Google altogether.]

Note

If you are unable to view the above image. Please log into your Google Docs account, or log out of Google altogether. There’s currently a Google Docs bug that requires a user to be sign in to Google Docs to view public content.






Supported Strategies & Providers

New strategies will be written as needed. If there’s a particular strategy that your interested in please create a new issues [https://github.com/scotch/engineauth/issues/new] using the strategy request label.


OAuth


	Twitter






OAuth2


	Facebook

	Google






OpenID Provider


	All - via App Engine OpenID






Email & Password

If the provider that you need isn’t provided not to worry, adding additional providers is simple, and in many cases only requires a few lines of code.






Requirements


	Google App Engine running Python 2.7






Installation

Copy the engineauth directory and the contents of lib directory to your project’s root directory.


Dependencies


	oauth2client [http://code.google.com/p/google-api-python-client/] - Required for OAuth2 Strategies

	httplib2 [http://code.google.com/p/google-api-python-client/] - Required for OAuth and OAuth2 Strategies

	uri-templates [http://code.google.com/p/uri-templates] - Required for OAuth and OAuth2 Strategies

	python-gflags [http://code.google.com/p/python-gflags] - Required for OAuth and OAuth2 Strategies

	python-oauth2 [http://github.com/simplegeo/python-oauth2] - Required for OAuth Strategies






Configuring EngineAuth

In your appengine_config.py add:

def webapp_add_wsgi_middleware(app):
    from engineauth import middleware
    return middleware.AuthMiddleware(app)

engineauth = {
    'secret_key': 'CHANGE_TO_A_SECRET_KEY',
    'user_model': 'engineauth.models.User',
}

engineauth['provider.auth'] = {
    'user_model': 'engineauth.models.User',
    'session_backend': 'datastore',
}

# Facebook Authentication
engineauth['provider.facebook'] = {
    'client_id': 'CHANGE_TO_FACEBOOK_APP_ID',
    'client_secret': 'CHANGE_TO_FACEBOOK_CLIENT_SECRET',
    'scope': 'email',
}

# Google Plus Authentication
engineauth['provider.google'] = {
    'client_id': 'CHANGE_TO_GOOGLE_CLIENT_ID',
    'client_secret': 'CHANGE_TO_GOOGLE_CLIENT_SECRET',
    'api_key': 'CHANGE_TO_GOOGLE_API_KEY',
    'scope': 'https://www.googleapis.com/auth/plus.me',
}

# Twitter Authentication
engineauth['provider.twitter'] = {
    'client_id': 'CHAGNE_TO_TWITTER_CONSUMER_KEY',
    'client_secret': 'CHAGNE_TO_TWITTER_CONSUMER_SECRET',
}








Acquiring Client Keys


Facebook


	Go to: https://developers.facebook.com/apps

	Select your application

	Under Select how your app integrates with Facebook click Website. In the Site URL: field enter your domain E.g. http://example.com/ or http://localhost:8080/ be sure to include the closing /.

	Copy App ID/API Key as client_id

	Copy App Secret as client_secret




Note

Zuckerberg won’t allow you to specify multiple callback domains for a single application. So for development you must create a separate application. Then, in your appengine_config.py you can specify which config will be loaded at runtime.



import os
ON_DEV = os.environ.get('SERVER_SOFTWARE', '').startswith('Dev')
if ON_DEV:
    # Facebook settings for Development
    FACEBOOK_APP_KEY = 'DEVELOPMENT_APP_KEY'
    FACEBOOK_APP_SECRET = 'DEVELOPMENT_APP_SECRET'
else:
    # Facebook settings for Production
    FACEBOOK_APP_KEY = 'PRODUCTION_APP_KEY'
    FACEBOOK_APP_SECRET = 'PRODUCTION_APP_SECRET'
engineauth['provider.facebook'] = {
    'client_id': FACEBOOK_APP_KEY,
    'client_secret': FACEBOOK_APP_SECRET,
    'scope': 'email',
    }








Google Plus


	Go to: https://code.google.com/apis/console

	Select your application or create a new one.

	Choose API Access

	Click Create an OAuth 2.0 client ID..

	Enter Product name -> Next

	Select Web application

	Under Your site or host select (more options)

	Under Authorized Redirect URIs add your domain name followed by /auth/google/callback E.g. http://localhost:8080/auth/google/callback, http://YOUR_DOMAIN.COM/auth/google/callback

	Click Create client ID

	Copy Client ID as client_id

	Copy Client secret as client_secret

	Enable Google+ API in the console.






Twitter


	Go to: https://dev.twitter.com/apps

	Select your application or create a new one.

	Make sure the you set the callback to http://YOUR_DOMAIN.COM/auth/twitter/callback. It’s fine to set this to your production url, EngineAuth passes a redirect url while authenticating so there’s no need to specify localhost:8080 here.

	Go to Details OAuth settings

	Copy Consumer key as client_id

	Copy Consumer secret as client_secret






LinkedIn


	Go to: https://www.linkedin.com/secure/developer?newapp

	Fill in required fileds. You may leave OAuth Redirect URL: blank.

	Click Add Application

	Copy API Key as client_id

	Copy Secret Key as client_secret

	Click Done






Github


	Go to: https://github.com/account/applications/new

	Fill in required fileds. For Callback URL enter ``http://YOUR_DOMAIN.COM/auth/github/callback`

	Click Create Application

	Copy Client ID as client_id

	Copy Secret as client_secret

	Click Done






App Engine OpenID


	Go to: https://appengine.google.com

	Select your application

	Choose Application Settings

	Choose (Experimental Federated Login) from the Authentication Options drop down

	Click Save










Objectives


User

When beginning any new web application, that involves users, you’ve probably asked yourself:


	How can I verify my user’s identities?

	How do I protect their privacy?

	How can I make the signup process as simple as possible?

	How do I save my user from entering their information on yet another sight?

	How can I leverage the wealth of information that my users have entered into third party sights?



Which brings us to:


Note

Objective #1

Provide a clear path for Authentication / Authorization, that is secure, simple to use, and allows users to share their information, effortlessly.






Developer

And from a development standpoint you’ve probably ask:


	How can I save myself from writing yet another authentication strategy?

	As developers why are we all writing the same code, over and over again?

	How can I share what I’ve learn with others?



Which brings us to:


Note

Objective #2

The solution should be easy to implement, and easy to extend and share.








Credits

EngineAuth [http://code.scotchmedia.com/engineauth] brings together ideas and code from many projects:


	Google App Engine and the Google App Engine Team [http://code.google.com/appengine/]: Obviously.

	Rodrigo Moraes [https://plus.google.com/107102314343984959946]: many aspects of this project were derived form his work on webapp2 [http://webapp-improved.appspot.com/]. Including sessions, models, test setup, and even this documentation.

	Google Api Python Client [http://code.google.com/p/google-api-python-client/]: this library provides the foundation for EngineAuth [http://code.scotchmedia.com/engineauth]‘s Authentication and Authorization.

	OmniAuth [https://github.com/intridea/omniauth/]: the basic structure for Provider Strategies comes from OmniAuth [https://github.com/intridea/omniauth/]

	TODO: add others.






License

EngineAuth [http://code.scotchmedia.com/engineauth] is licensed under the Apache License 2.0 [http://www.apache.org/licenses/LICENSE-2.0].
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License



EngineAuth


Copyright 2011 Kyle Finley.
All rights reserved.


Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.





webapp2


Copyright 2010 Rodrigo Moraes.
All rights reserved.


Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.





oauth2client


Copyright (C) 2010 Google Inc.


Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.





apiclient


Copyright (C) 2010 Google Inc.


Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.





httplib2


Copyright (c) 2006 Joe Gregorio.


Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:


The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.


THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.





OmniAuth


Copyright (c) 2010-2011 Michael Bleigh and Intridea, Inc.


Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:


The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.


THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.





GOOGLE APP ENGINE SDK


Copyright 2008 Google Inc.
All rights reserved.


Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.





WebOb


Copyright (c) 2007 Ian Bicking and Contributors


Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:


The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.


THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.





Werkzeug


Copyright (c) 2011 by the Werkzeug Team, see AUTHORS for more details.


Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:




		Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.


		Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided
with the distribution.


		The names of the contributors may not be used to endorse or
promote products derived from this software without specific
prior written permission.









THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
“AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.





Tornado


Copyright 2009 Facebook


Licensed under the Apache License, Version 2.0 (the “License”); you may
not use this file except in compliance with the License. You may obtain
a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations
under the License.





Flask


Copyright (c) 2010 by Armin Ronacher and contributors.  See AUTHORS
for more details.


Some rights reserved.


Redistribution and use in source and binary forms of the software as well
as documentation, with or without modification, are permitted provided
that the following conditions are met:



		Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.


		Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided
with the distribution.


		The names of the contributors may not be used to endorse or
promote products derived from this software without specific
prior written permission.





THIS SOFTWARE AND DOCUMENTATION IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER
OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE AND DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.








          

      

      

    


    
        © Copyright 2012, Kyle Finley.
      Created using Sphinx 1.3.5.
    

  

_static/ajax-loader.gif





_static/up.png





_static/comment-bright.png





search.html


    
      Navigation


      
        		
          index


        		
          modules |


        		engineauth »

 
      


    


    
      
          
            
  Search


  
  
  
    Please activate JavaScript to enable the search
    functionality.
  


  

  
    From here you can search these documents. Enter your search
    words into the box below and click "search". Note that the search
    function will automatically search for all of the words. Pages
    containing fewer words won't appear in the result list.
  


  
    
    
    
  

  
  
  
  


          

      

      

    


    
        © Copyright 2012, Kyle Finley.
      Created using Sphinx 1.3.5.
    

  

_static/file.png





_static/comment-close.png





_static/down.png





_static/down-pressed.png





_static/comment.png





api/middleware.html


    
      Navigation


      
        		
          index


        		
          modules |


        		engineauth »

 
      


    


    
      
          
            
  
Middleware


TODO: Add Docs
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Models


This module provides the ndb models used in EngineAuth.
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