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edeposit.amqp.ftp

This module provides wrappers over ProFTPD [http://www.proftpd.org/] FTP server for edeposit [http://edeposit.nkp.cz/] project.

It allows producers automatic and/or batch uploads of both files and metadata.
Metadata are recognized and parsed by this package and in case of error, user
is notified by creating special file with error log.


Installation

This module is hosted at PIP, so you can install it easily with following
command:

sudo pip install edeposit.amqp.ftp





This will install the module and all necessary requirements with one exception
- the ProFTPD server itself. That can be installed manually or using package
manager from your distribution.

Ubuntu/Debian:

sudo apt-get install proftpd-basic proftpd-mod-vroot





OpenSuse:

sudo zypper install proftpd






Initialization

After installation of the ProFTPD and edeposit.amqp.ftp, run the
edeposit_proftpd_init.py script (should be in your path),
which will configure ProFTPD and create all necessary files and directories.

Depending at which system are you using, you may need to restart/reload the
proftpd daemon.

You may also want to check settings module, to change some of the paths
using JSON configuration files.






Usage

There is guide how to use the package from user perspective:


	User work-flow (english version)

	Použití modulu (czech version)






Content

[image: _images/relations.png]
Parts of the module can be divided into two subcategories - scripts and parts of
the API.

Scripts are meant to be used by users, API is there mainly for programmers.


Standalone scripts



	Initializer script

	Monitor script








API



	__init__.py

	Request parser

	ProFTPD API

	Passwd reader

	AMQP messages/structures

	Decoders submodule

	Settings and configuration










Source code

The project is opensource (GPL) and source codes can be found at GitHub:


	https://github.com/edeposit/edeposit.amqp.ftp






Testing

Almost every feature of the project is tested in unit/integration tests. You
can run this tests using provided run_tests.sh script, which can be found
in the root of the project.


Requirements

This script expects that pytest [http://pytest.org/] is installed. In case you don’t have it yet,
it can be easily installed using following command:

pip install --user pytest





or for all users:

sudo pip install pytest








Options

Script provides three options - to run just unittests (-u switch), to run
integration tests (-i switch) or to run both (-a switch).

Integration tests requires that ProFTPD is installed (there is test to test
this) and also root permissions. Integration tests are trying all usual
(and some unusual) use-cases, permissions to read/write into ProFTPD
configuration files and so on. Thats why the root access is required.

Example of the success output from test script:

$ ./run_tests.sh -a
[sudo] password for bystrousak:
============================= test session starts ==============================
platform linux2 -- Python 2.7.5 -- py-1.4.20 -- pytest-2.5.2
collected 42 items

src/edeposit/amqp/ftp/tests/integration/test_api.py .....
src/edeposit/amqp/ftp/tests/integration/test_monitor.py .......
src/edeposit/amqp/ftp/tests/unittests/test_settings.py .....
src/edeposit/amqp/ftp/tests/unittests/test_structures.py ...
src/edeposit/amqp/ftp/tests/unittests/test_unit_monitor.py .
src/edeposit/amqp/ftp/tests/unittests/test_unit_passwd_reader.py .....
src/edeposit/amqp/ftp/tests/unittests/test_unit_request_parser.py .....
src/edeposit/amqp/ftp/tests/unittests/test_decoders/test_init.py .
src/edeposit/amqp/ftp/tests/unittests/test_decoders/test_meta_exceptions.py .
src/edeposit/amqp/ftp/tests/unittests/test_decoders/test_validator.py .....
src/edeposit/amqp/ftp/tests/unittests/test_decoders/test_parser_csv.py .
src/edeposit/amqp/ftp/tests/unittests/test_decoders/test_parser_json.py .
src/edeposit/amqp/ftp/tests/unittests/test_decoders/test_parser_xml.py .
src/edeposit/amqp/ftp/tests/unittests/test_decoders/test_parser_yaml.py .

========================== 42 passed in 13.96 seconds ==========================












Indices and tables


	Index

	Module Index

	Search Page
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Initializer script

This script is used to initialize ProFTPD and set configuration required by
edeposit.amqp.ftp module.

It changes/creates ProFTPD configuration file, password file and extened log
file. Also user directory is created and correct permissions is set.


Usage

$ ./edeposit_proftpd_init.py -h
usage: edeposit_proftpd_init.py [-h] [-o] [-v]

This script will modify your ProFTPD installation for use with
edeposit.amqp.ftp package.

optional arguments:
  -h, --help       show this help message and exit
  -o, --overwrite  Overwrite ProFTPD configuration file with edeposit.amqp.ftp
                   default configuration.
  -v, --verbose    Print debug output.








API


	
edeposit_proftpd_init.main(*args, **kwargs)[source]

	Used to create configuration files, set permissions and so on.






	
edeposit_proftpd_init.add_or_update(data, item, value)[source]

	Add or update value in configuration file format used by proftpd.





	Parameters:	
	data (str [http://docs.python.org/2.7/library/functions.html#str]) – Configuration file as string.

	item (str [http://docs.python.org/2.7/library/functions.html#str]) – What option will be added/updated.

	value (str [http://docs.python.org/2.7/library/functions.html#str]) – Value of option.






	Returns:	updated configuration




	Return type:	str
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Monitor script

This script is used to monitor ProFTPD log and to react at certain events
(deletion of the ftp.settings.LOCK_FILENAME).

It is also used at API level in edeposit.amqp (see process_log()
and ftp_managerd).

Details of parsing are handled by request_parser.


	
ftp.monitor._read_stdin()[source]

	Generator for reading from standard input in nonblocking mode.

Other ways of reading from stdin in python waits, until the buffer is
big enough, or until EOF character is sent.

This functions yields immediately after each line.






	
ftp.monitor._parse_line(line)[source]

	Convert one line from the extended log to dict.





	Parameters:	line (str [http://docs.python.org/2.7/library/functions.html#str]) – Line which will be converted.


	Returns:	dict with timestamp, command, username and path               keys.


	Return type:	dict






Note

Typical line looks like this:

/home/ftp/xex/asd bsd.dat, xex, STOR, 1398351777





Filename may contain , character, so I am rsplitting the line
from the end to the beginning.








	
ftp.monitor.process_log(file_iterator)[source]

	Process the extended ProFTPD log.





	Parameters:	file_iterator (file [http://docs.python.org/2.7/library/functions.html#file]) – any file-like iterator for reading the log or
stdin (see _read_stdin()).


	Yields:	ImportRequest –
with each import.










	
ftp.monitor.main(filename)[source]

	Open filename and start processing it line by line. If filename is
none, process lines from stdin.
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__init__.py

This module provides standard interface for AMQP communication as it is defined
and used by edeposit.amqp.

The interface consists of reactToAMQPMessage() function, which receives
two parameters - structure and UUID. UUID is not much important, but structure
is usually namedtuple containing information what should module do.

After the work is done, reactToAMQPMessage() returns a value, which is
then automatically transfered back to caller. If the exception is raised, it is
also transfered in open and easy to handle way.


edeposit.amqp.ftp

In this module, reactToAMQPMessage() is used only for receiving
commands from the other side. Events caused by FTP users are handled by
monitor.py.

Commands can create/change/remove users and so on. This is done by sending one
of the following structures defined in structures.py:


	AddUser

	RemoveUser

	ChangePassword

	ListRegisteredUsers

	SetUserSettings

	GetUserSettings




Responses

AddUser, RemoveUser and ChangePassword requests
at this moment returns just simple True. This may be changed later.

[image: ../_images/user_management.png]
ListRegisteredUsers returns Userlist class.

[image: ../_images/list_registered_users.png]
SetUserSettings and GetUserSettings both returns
UserSettings structure.

[image: ../_images/set_get_settings.png]





API


	
ftp.reactToAMQPMessage(message, send_back)[source]

	React to given (AMQP) message. message is expected to be
collections.namedtuple() [http://docs.python.org/2.7/library/collections.html#collections.namedtuple] structure from structures filled
with all necessary data.





	Parameters:	
	message (object [http://docs.python.org/2.7/library/functions.html#object]) – One of the request objects defined in
structures.

	send_back (fn reference) – Reference to function for responding. This is
useful for progress monitoring for example. Function takes
one parameter, which may be response structure/namedtuple, or
string or whatever would be normally returned.






	Returns:	Response class from structures.




	Return type:	object




	Raises:	ValueError –
if bad type of message structure is given.
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Request parser

This submodule provides ability to process and parse import requests.

Most important function in this matter is the process_import_request(),
which is called from from ftp.monitor.process_log(). When it is called,
it scans the user’s home directory, detects new files, pairs them together into
proper objects (see ftp.structures, speficifally MetadataFile,
EbookFile and DataPair).


API


	
ftp.request_parser.process_import_request(username, path, timestamp, logger_handler)[source]

	React to import request. Look into user’s directory and react to files
user uploaded there.

Behavior of this function can be set by setting variables in
ftp.settings.





	Parameters:	
	username (str [http://docs.python.org/2.7/library/functions.html#str]) – Name of the user who triggered the import request.

	path (str [http://docs.python.org/2.7/library/functions.html#str]) – Path to the file, which triggered import request.

	timestamp (float [http://docs.python.org/2.7/library/functions.html#float]) – Timestamp of the event.

	logger_handler (object [http://docs.python.org/2.7/library/functions.html#object]) – Python logger. See logging [http://docs.python.org/2.7/library/logging.html#module-logging] for
details.






	Returns:	:ImportRequest.
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ProFTPD API

ProFTPD [http://www.proftpd.org] wrapped used to manage users of the FTP server.

This module controls the ftpd.passwd (LOGIN_FILE), creates/removes users directory and so on.


Warning

This API supposes, that it has permissions to read/write to ProFTPD
configuration directory and to root directory for users.




Note

You don’t have to set the permissions and everything manually, there is
script called initializer, which can do it for you automatically.




	
ftp.api.require_root(fn)[source]

	Decorator to make sure, that user is root.






	
ftp.api.reload_configuration(*args, **kwargs)[source]

	Send signal to the proftpd daemon to reload configuration.






	
ftp.api.recursive_chmod(path, mode=493)[source]

	Recursively change mode for given path. Same as chmod -R mode.





	Parameters:	
	path (str [http://docs.python.org/2.7/library/functions.html#str]) – Path of the directory/file.

	mode (octal int, default 0755) – New mode of the file.










Warning

Don’t forget to add 0 at the beginning of the numbers of mode, or
Unspeakable hOrRoRs will be awaken from their unholy sleep outside of
the reality and they WILL eat your soul (and your files).








	
ftp.api.create_lock_file(path)[source]

	Create lock file filled with LOCK_FILE_CONTENT.





	Parameters:	path (str [http://docs.python.org/2.7/library/functions.html#str]) – Path to the lock file. Made from users home directory and
LOCK_FILENAME.










	
ftp.api.add_user(*args, **kwargs)[source]

	Adds record to passwd-like file for ProFTPD, creates home directory and
sets permissions for important files.





	Parameters:	
	username (str [http://docs.python.org/2.7/library/functions.html#str]) – User’s name.

	password (str [http://docs.python.org/2.7/library/functions.html#str]) – User’s password.














	
ftp.api.remove_user(*args, **kwargs)[source]

	Remove user, his home directory and so on..





	Parameters:	username (str [http://docs.python.org/2.7/library/functions.html#str]) – User’s name.










	
ftp.api.change_password(*args, **kwargs)[source]

	Change password for given username.





	Parameters:	
	username (str [http://docs.python.org/2.7/library/functions.html#str]) – User’s name.

	new_password (str [http://docs.python.org/2.7/library/functions.html#str]) – User’s new password.














	
ftp.api.list_users(*args, **kwargs)[source]

	List all registered users, which are stored in
LOGIN_FILE.





	Returns:	of str usernames.


	Return type:	list
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Passwd reader

API for reading/writing of the passwd file used by ProFTPD (and also unix).


API


	
ftp.passwd_reader.load_users(path='/etc/proftpd/ftpd.passwd')[source]

	Read passwd file and return dict with users and all their settings.





	Parameters:	path (str, default settings.LOGIN_FILE) – path of the file,
which will be loaded (default ftp.settings.LOGIN_FILE).


	Returns:	(dict): username: {pass_hash, uid, gid, full_name, home, shell}





Example of returned data:

{
    "xex": {
        "pass_hash": "$asd$aiosjdaiosjdásghwasdjo",
        "uid": "2000",
        "gid": "2000",
        "full_name": "ftftf",
        "home": "/home/ftp/xex",
        "shell": "/bin/false"
    }
}










	
ftp.passwd_reader.save_users(users, path='/etc/proftpd/ftpd.passwd')[source]

	Save dictionary with user data to passwd file (default
ftp.settings.LOGIN_FILE).





	Parameters:	
	users (dict [http://docs.python.org/2.7/library/stdtypes.html#dict]) – dictionary with user data. For details look at dict
returned from load_users().

	path (str, default settings.LOGIN_FILE) – path of the file, where the
data will be stored (default ftp.settings.LOGIN_FILE).














	
ftp.passwd_reader.get_ftp_uid()[source]

	



	Returns:	UID of the proftpd/ftp user.


	Return type:	int


	Raises:	KeyError –
When proftpd and ftp user is not found.










	
ftp.passwd_reader.set_permissions(filename, uid=None, gid=None, mode=509)[source]

	Set pemissions for given filename.





	Parameters:	
	filename (str [http://docs.python.org/2.7/library/functions.html#str]) – name of the file/directory

	uid (int, default proftpd) – user ID - if not set, user ID of proftpd
is used

	gid (int [http://docs.python.org/2.7/library/functions.html#int]) – group ID, if not set, it is not changed

	mode (int, default 0775) – unix access mode














	
ftp.passwd_reader.read_user_config(username, path='/etc/proftpd/ftpd.passwd')[source]

	Read user’s configuration from otherwise unused field full_name in
passwd file.

Configuration is stored in string as list of t/f characters.






	
ftp.passwd_reader.save_user_config(username, conf_dict, path='/etc/proftpd/ftpd.passwd')[source]

	Save user’s configuration to otherwise unused field full_name in passwd
file.
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AMQP messages/structures

This module contains all communication structures used in AMQP communication.

Classes from Requests are used to manipulate FTP users.


Requests


User management requests

[image: ../_images/user_management.png]

	
class ftp.structures.AddUser[source]

	Add new user to the ProFTPD server.





	Parameters:	
	username (str [http://docs.python.org/2.7/library/functions.html#str]) – Alloed characters: a-zA-Z0-9._-.

	password (str [http://docs.python.org/2.7/library/functions.html#str]) – Password for the new user. Only hash is stored.














	
class ftp.structures.RemoveUser[source]

	Remove user from the ProFTPD server.





	Parameters:	username (str [http://docs.python.org/2.7/library/functions.html#str]) – Alloed characters: a-zA-Z0-9._-.










	
class ftp.structures.ChangePassword[source]

	Change password for the user.





	Parameters:	
	username (str [http://docs.python.org/2.7/library/functions.html#str]) – Alloed characters: a-zA-Z0-9._-.

	new_password (str [http://docs.python.org/2.7/library/functions.html#str]) – New password for user.
















User requests

[image: ../_images/list_registered_users.png]

	
class ftp.structures.ListRegisteredUsers[source]

	List all registered users.


See also

Userlist.










Settings management

[image: ../_images/set_get_settings.png]

	
class ftp.structures.SetUserSettings[source]

	Set settings for the user. UserSettings is returned as response.


See also

UserSettings.




	
CREATE_IMPORT_LOG

	Alias for field number 4






	
ISBN_PAIRING

	Alias for field number 3






	
LEAVE_BAD_FILES

	Alias for field number 5






	
SAME_DIR_PAIRING

	Alias for field number 2






	
SAME_NAME_DIR_PAIRING

	Alias for field number 1






	
username

	Alias for field number 0










	
class ftp.structures.GetUserSettings[source]

	Get settings for given username.

UserSettings is returned as response.


See also

UserSettings.












Responses


	
class ftp.structures.Userlist[source]

	Response containing names of all users.


	
users

	list

List of registered users.










	
class ftp.structures.UserSettings[source]

	All user settings, that user can set himself.


	
CREATE_IMPORT_LOG

	Alias for field number 4






	
ISBN_PAIRING

	Alias for field number 3






	
LEAVE_BAD_FILES

	Alias for field number 5






	
SAME_DIR_PAIRING

	Alias for field number 2






	
SAME_NAME_DIR_PAIRING

	Alias for field number 1






	
username

	Alias for field number 0












Import request

Import request are sent by monitor itself, without need of programmer
interaction.

[image: ../_images/importrequest.png]

	
class ftp.structures.ImportRequest[source]

	User’s import request - mix of files, metadata and metadata-files pairs.

This request is sent asynchronously when user triggers the upload request.


	
username

	str

Name of the user who sent an import request.






	
requests

	list

List of MetadataFile/EbookFile/
DataPair objects.






	
import_log

	str

Protocol about import.






	
error_log

	str

Protocol about errors.










File structures

Following structures may be present in ImportRequest.requests.


	
class ftp.structures.MetadataFile[source]

	Structure used to represent Metadata files.


	
filename

	str

Name of the parsed file.






	
raw_data

	str

Content of the parsed file.






	
parsed_data

	EPublication

EPublication
structure.










	
class ftp.structures.EbookFile[source]

	Structure used to represent data (ebook) files.


	
filename

	str

Path to the ebook file.






	
raw_data

	str

Content of the file.










	
class ftp.structures.DataPair[source]

	Structure used to repesent MetadataFile - EbookFile pairs.


	
metadata_file

	MetadataFile

Metadata.






	
ebook_file

	EbookFile

Data.
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Decoders submodule

Decoders module used to parser metadata file into EPublication structure.


	
ftp.decoders.parse_meta(filename, data)[source]

	Parse data to EPublication.





	Parameters:	
	filename (str [http://docs.python.org/2.7/library/functions.html#str]) – Used to choose right parser based at suffix.

	data (str [http://docs.python.org/2.7/library/functions.html#str]) – Content of the metadata file.






	Returns:	object.




	Return type:	EPublication












Available decoders



	JSON decoder

	XML decoder

	CSV decoder

	YAML decoder








Other submodules



	Validator

	Decoders exceptions
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JSON decoder

This submodule is used to parse metadata from JSON [https://en.wikipedia.org/wiki/JSON] (.json) files.

Metadata can be stored either in dictionary or in flat array.

Example structure:

{
    "ISBN knihy": "80-86056-31-7",
    "Vazba knihy": "brož.",
    "Nazev knihy": "80-86056-31-7.json",
    "Misto vydani": "Praha",
    "Nakladatel": "Garda",
    "Datum vydani": "09/2012",
    "Poradi vydani": "1",
    "Zpracovatel zaznamu": "Franta Putsalek"
}





or:

[
    "ISBN knihy", "80-86056-31-7",
    "Vazba knihy", "brož.",
    "Nazev knihy", "samename.json",
    "Misto vydani", "Praha",
    "Nakladatel", "Garda",
    "Datum vydani", "09/2012",
    "Poradi vydani", "1",
    "Zpracovatel zaznamu", "Franta Putsalek"
]





See Required fields for list of required fields.


	
ftp.decoders.parser_json.decode(data)[source]

	Handles decoding of the JSON data.





	Parameters:	data (str [http://docs.python.org/2.7/library/functions.html#str]) – Data which will be decoded.


	Returns:	Dictionary with decoded data.


	Return type:	dict
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XML decoder

This submodule is used to parse metadata from XML [https://en.wikipedia.org/wiki/XML] (.xml) files.

Format schema:

<root>
    <item key="key">value</item>
</root>





Example of valid data:

<root>
    <item key="ISBN knihy">80-86056-31-7</item>
    <item key="Vazba knihy">brož.</item>
    <item key="Nazev knihy">standalone2.xml</item>
    <item key="Misto vydani">Praha</item>
    <item key="Nakladatel">Garda</item>
    <item key="Datum vydani">09/2012</item>
    <item key="Poradi vydani">1</item>
    <item key="Zpracovatel zaznamu">Franta Putsalek</item>
</root>





See Required fields for list of required fields.


	
ftp.decoders.parser_xml.decode(data)[source]

	Handles decoding of the XML data.





	Parameters:	data (str [http://docs.python.org/2.7/library/functions.html#str]) – Data which will be decoded.


	Returns:	Dictionary with decoded data.


	Return type:	dict
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CSV decoder

This submodule is used to parse metadata from CSV [https://en.wikipedia.org/wiki/Comma-separated_values] (.csv) files.

Example of the valid data:

ISBN knihy;978-80-87270-99-8
Vazba knihy;brož.
Nazev knihy;whatever.csv
Misto vydani;Praha
Nakladatel;Garda
Datum vydani;IX.12
Poradi vydani;1
Zpracovatel zaznamu;Franta Putsalek





See Required fields for list of required fields.


	
ftp.decoders.parser_csv.decode(data)[source]

	Handles decoding of the CSV data.





	Parameters:	data (str [http://docs.python.org/2.7/library/functions.html#str]) – Data which will be decoded.


	Returns:	Dictionary with decoded data.


	Return type:	dict
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YAML decoder

This submodule is used to parse metadata from YAML [https://en.wikipedia.org/wiki/YAML] (.yaml) files.

Example of the valid data:

ISBN knihy: 80-86056-31-7
Vazba knihy: brož.
Nazev knihy: 80-86056-31-7.json
Misto vydani: Praha
Nakladatel: Garda
Datum vydani: 09/2012
Poradi vydani: 1
Zpracovatel zaznamu: Franta Putsalek





See Required fields for list of required fields.


	
ftp.decoders.parser_yaml.decode(data)[source]

	Handles decoding of the YAML data.





	Parameters:	data (str [http://docs.python.org/2.7/library/functions.html#str]) – Data which will be decoded.


	Returns:	Dictionary with decoded data.


	Return type:	dict













          

      

      

    


    
         Copyright 2014 E-deposit team.
      Created using Sphinx 1.2.2.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	edeposit.amqp.ftp 1.0.2 documentation 

          	Decoders submodule 
 
      

    


    
      
          
            
  
Validator

This module provides highlevel checking of parsed data for lowlevel decoders.

It handles the unicode in keys, builds dicts from flat arrays and so on.


	
class ftp.decoders.validator.Field(keyword, descr, epub=None)[source]

	This class is used to represent and parse specific “key: val” pair.

When you create the object, keyword and descr is specified. Optionally
also epub parameter, which is corresponding key in EPublication structure.

Assingning value to the class is done by calling check(), which
sets the value, if the key parameter matches keyword.





	Parameters:	
	keyword (str [http://docs.python.org/2.7/library/functions.html#str]) – Key for the data pair.

	descr (str [http://docs.python.org/2.7/library/functions.html#str]) – Description of the data pair. Used in exceptions.

	epub (str, default None) – Corresponding keyword in EPublication
structure.










	
keyword = None

	Keyword agains check() will try to match.






	
descr = None

	Description of the data pair.






	
value = None

	Internal value. Set when check() successfully matched the
keyword.






	
epub = None

	Corresponding key in EPublication
structure.






	
check(key, value)[source]

	Check whether key matchs the keyword. If so, set the
value to value.





	Parameters:	
	key (str [http://docs.python.org/2.7/library/functions.html#str]) – Key which will be matched with keyword.

	value (str [http://docs.python.org/2.7/library/functions.html#str]) – Value which will be assigned to value if keys
matches.






	Returns:	True/False: Whether the key matched keyword.












	
is_valid()[source]

	Return True if value is set.


Note

value is set by calling check() with proper key.












	
class ftp.decoders.validator.FieldParser[source]

	Class used to make sure, that all fields in metadata are present.

See /api/required for list of required fields.


	
process(key, val)[source]

	Try to look for key in all required and optional fields. If found,
set the val.






	
is_valid()[source]

	



	Returns:	True/False whether ALL required fields are set.










	
get_epublication()[source]

	



	Returns:	Structure when the object is_valid().


	Return type:	EPublication


	Raises:	MetaParsingException –
When the object is not valid.














	
ftp.decoders.validator.check_structure(data)[source]

	Check whether the structure is flat dictionary. If not, try to convert it
to dictionary.





	Parameters:	data – Whatever data you have (dict/tuple/list).


	Returns:	When the conversion was successful or data was already good.


	Return type:	dict


	Raises:	MetaParsingException –
When the data couldn’t be converted or had bad
structure.
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Decoders exceptions

Exceptions for decoders submodule.


	
exception ftp.decoders.meta_exceptions.MetaParsingException(message)[source]

	Bases: exceptions.UserWarning [http://docs.python.org/2.7/library/exceptions.html#exceptions.UserWarning]

Main exception used in every decoder.


Note

You souldn’t get anything else from the whole decoders
submodule.
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Settings and configuration

Module is containing all necessary global variables for the package.

Module also has the ability to read user-defined data from two paths:


	$HOME/_SETTINGS_PATH

	/etc/_SETTINGS_PATH



See _SETTINGS_PATH for details.


Note

If the first path is found, other is ignored.



Example of the configuration file ($HOME/edeposit/ftp.json):

{
    "CONF_PATH": "/home/bystrousak/.ftpdconf/"
}






Attributes


	
ftp.settings.BASE_PATH = '/var/build/user_builds/edeposit-amqp-ftp/checkouts/latest/src/edeposit/amqp/ftp'

	Module’s path.






	
ftp.settings.CONF_PATH = '/etc/proftpd/'

	Proftpd configuration directory.






	
ftp.settings.LOG_PATH = '/var/log/proftpd/'

	Proftpd log directory.






	
ftp.settings.DATA_PATH = '/home/ftp/'

	Path to directory, where the user directories will be created.






	
ftp.settings.SERVER_ADDRESS = 'localhost'

	Server’s address - used only in unit/integration testing.






	
ftp.settings.CONF_FILE = '/etc/proftpd/proftpd.conf'

	Proftpd configuration file (in CONF_PATH directory).






	
ftp.settings.LOGIN_FILE = '/etc/proftpd/ftpd.passwd'

	File where the login informations will be stored (CONF_PATH is used as
dirname).






	
ftp.settings.LOG_FILE = '/var/log/proftpd/extended.log'

	File where the extended logs are stored (LOG_PATH is used as dirname).






	
ftp.settings.LOCK_FILENAME = 'delete_me_to_import_files.txt'

	Filename for the locking mechanism.






	
ftp.settings.USER_ERROR_LOG = 'error.log.txt'

	Filename, where the error protocol is stored.






	
ftp.settings.USER_IMPORT_LOG = 'import.log.txt'

	Filename, where the import protocol for the user is stored.






	
ftp.settings.LOCK_FILE_CONTENT = "Delete this file to start batch import of all files, you've uploaded to the server.\n\nSmazte tento soubor pro zapoceti davkoveho importu vsech souboru, ktere jste\nnahrali na server.\n"

	Text, which will be writen to the PROTFPD_LOCK_FILENAME.






	
ftp.settings.SAME_NAME_DIR_PAIRING = True

	True - will pair files with same filename in same directory






	
ftp.settings.SAME_DIR_PAIRING = True

	True - will pair files with different filenames, if there is only two files
in dir






	
ftp.settings.ISBN_PAIRING = True

	True - if the name is ISBN, files will be paired no matter where they are
stored (unless they weren’t paired before)






	
ftp.settings.LOCK_ONLY_IN_HOME = True

	True - Lock file can be only in home directory, everywhere else will be
ignored






	
ftp.settings.CREATE_IMPORT_LOG = True

	True - USER_IMPORT_LOG will be created






	
ftp.settings.LEAVE_BAD_FILES = True

	True - don’t remove badly formatted metadata files






	
ftp.settings.PROFTPD_USERS_GID = 2000

	I am using GID 2000 for all our users - this GID shouldn’t be used by other
than FTP users!






	
ftp.settings.conf_merger(user_dict, variable)[source]

	Merge global configuration with user’s personal configuration.

Global configuration has always higher priority.






	
ftp.settings.get_all_constants()[source]

	Get list of all uppercase, non-private globals (doesn’t start with _).





	Returns:	Uppercase names defined in globals() (variables from this               module).


	Return type:	list










	
ftp.settings.substitute_globals(config_dict)[source]

	Set global variables to values defined in config_dict.





	Parameters:	config_dict (dict [http://docs.python.org/2.7/library/stdtypes.html#dict]) – dictionary with data, which are used to set                             globals.






Note

config_dict have to be dictionary, or it is ignored. Also all
variables, that are not already in globals, or are not types defined in
_ALLOWED (str, int, float) or starts with _ are silently
ignored.
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Požadovaná pole


Anglická verze.


Každý soubor s metadaty musí obsahovat následující pole/klíče:



		isbn (ISBN)


		vazba (vazba/forma)


		nazev (název)


		misto (místo vydání)


		nakladatel (nakladatel)


		datum (měsíc a rok vydání)


		poradi (pořadí vydání)


		zpracovatel (zpracovatel záznamu - jméno člověka, který zodpovídá za metadata)






Nepovinná pole


Následující nepovinná pole jsou také rozpoznána:



		url (URL)


		format (formát)


		podnazev (podnázev)


		cena (cena)
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Required fields


Czech version.


Every metadata file has to contain following fields:



		isbn (ISBN)


		vazba (binding/format)


		nazev (name of the book)


		misto (city/place where the book was published)


		nakladatel (publisher)


		datum (date - month and year of publication)


		poradi (order of publishing)


		zpracovatel (processor of the record - person who uploaded metadata)






Optional fields


Following optional fields are also recognized:



		url (URL of the ebook metadata file - eshop or so on)


		format (format of the ebook)


		podnazev (sub-name of the book)


		cena (price of the book)
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User work-flow


This documentation so covers topics of installation and detailed description of
the provided API.


There is also still one topic, that needs some coverage - how the Edeposit user
can use this module.



Why


First of all - you may ask “why should I use the FTP interface to upload files
to the Edeposit project?”


Answer is simple: it can save you a lot of work. Data uploaded over FTP are
automatically paired with metadata, you can use batch uploads and there is only
few steps compared with process in web interface.


You can make the whole process automatic and forget about it, if you want.







Usage



Step 1: Configuration


Before you can use this module, you need to allow FTP access and set password
for your FTP account in Edeposit site.





Step 2: FTP connection


After you set all necessary details in Step 1, you can try to connect to the
FTP server.


Recommended FTP client is FileZilla [https://filezilla-project.org/], but you can use whatever FTP client you
have.


[image: ../_images/filezilla.png]
Following pictures and animation uses the caja FTP client from
Linux Mint [http://www.linuxmint.com/]. You can use Explorer from Windows in
similar way by typing ftp://user@address to navigation bar.


[image: ../_images/explorer.png]
When you connect to your account, you will probably notice that there is already
one file - usually named as delete_me_to_import_files.txt. When you
delete this file, nothing happens, except that the file is there again.


[image: ../_images/lock.gif]
It all right, don’t worry about it now, it will be explained later.





Step 3: Pairing the data


This module allows you to pair the ebook files with metadata. It can
automatically recognize this pairs and put them together at Edeposit site.


Pair always consist from metadata and ebook file. It can be created in
three different ways:



		Put together exactly two files in one directory, which contains nothing else.
Name of the files is not important.


		Upload two files with same name into same directory. Files differ only in
suffix (for example babicka.json and babicka.pdf). There can be
multiple samenamed pairs in one directory.


		Create two files named as ISBN of the book they are describing. No matter
where the files will be in directory structure, they will be paired. For
example /metadata/80-86056-31-7.json and
/ebooky/80-86056-31-7.pdf





All methods of pairing can be disabled in your user account.





Step 4: Triggering the import


As you probably guessed, the import is triggered by deleting automatically
created lock file delete_me_to_import_files.txt.


Reason for this is that FTP uploads are not atomic. Client can close connection,
open another and continue in file upload and it is still perfectly valid
upload of the file. There is no good way how to recognize that file was fully
uploaded, unless the user will tell us.


[image: ../_images/import.gif]



Import and error log


As you can see at example animation, when I’ve uploaded the files and triggered
import, not only the lock file was created, but also the file named
import.log.txt.


This is important part of the communication API for automation of the upload,
because you get overall information at first line (Status: Ok/Error)
and details of processing each file in lines under the status.


In case of bad metadata files, error log is created and bad files are left where
they were found:


[image: ../_images/error.gif]
You can change some of the behavior in settings.





Metadata details


Every data file (ebook) should have metadata. It is not required, but it can
save you a lot of work later in web interface.


So far, the program has support for four formats of metadata:



		JSON


		CSV


		XML


		YAML





Metadata are recognized by their suffix - .json for JSON files, .csv for
CSV, .xml for XML and .yaml for YAML files.


Warning: All metadata files should be encoded in UTF-8 encoding!


Every metadata file has to contain few required fields and may contain also few
optional. Description and list of the fields can be found here:



		Required fields





In case that metadata file has bad structure, encoding or permissions, error
log is created and files are skipped.
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Použití modulu


V dokumentaci zatím bylo uvedeno jak modul nainstalovat a jak použít jednotlivé
vrstvy API, které poskytuje.


Nyní se zaměřím na poslední část, kterou je nutné popsat - jakým způsobem
vlastně uživatel Edepositu může tento modul využívat.



Motivace


Mnoho uživatelů bude pravděpodobně řešit jako první otázku motivace: „Proč bych
vlastně měl modul používat?“


Odpověď je jednoduchá - protože může ušetřit spoustu času a práce. Data nahraná
přes FTP jsou automaticky párována s metadaty, můžete používat dávkové nahrávání
a celé to vyžaduje jen pár kroků, na rozdíl od webového rozhraní.


Pokud chcete, celý proces se dá zautomatizovat, takže se dá s trochou nadsázky
říct, že na něj můžete zapomenout.







Použití



Krok 1: Konfigurace


Předtím než můžete FTP rozhraní začít používat je zapotřebí povolit přístup a
nastavit heslo. To můžete provést na webových stránkách Edepositu.





Krok 2: Připojení na FTP


Poté co nastavíte nezbytné údaje z Kroku 1 se můžete zkusit připojit k FTP
serveru.


Doporučený FTP klient pro připojení je FileZilla [https://filezilla-project.org/], ale nic vám nebrání použít
jakéhokoliv klienta, kterého máte k dispozici.


[image: ../_images/filezilla.png]
Následující ukázky využívají pro připojení FTP klient caja, který je k
dispozici v distribuci Linux Mint [http://www.linuxmint.com/]. Podobným
způsobem je možné použít i Explorer z Windows, který Vám umožní připojit se na
server napsáním adresy ve tvaru ftp://uzivatel@adresa do adresního řádku.


[image: ../_images/explorer.png]
Poté co se připojíte na server si pravděpodobně všimnete, že je zde již přítomen
jeden soubor, pojmenovaný delete_me_to_import_files.txt. Pokud tento soubor
smažete, nic se nestane a soubor se na serveru opět objeví.


[image: ../_images/lock.gif]
Smysl tohoto souboru je vysvětlen dále v textu, prozatím ho můžete ignorovat.





Krok 3: Párování dat


Tento modul Vám umožňuje automaticky párovat soubory ebooků s metadaty. Tyto
páry jsou rozpoznány a brány jako jeden celek ve webovém rozhraní Edepositu,
takže později již nemusíte ručně vyplňovat povinné informace.


Pár je vždy složen z dvojice metadatového souboru a souboru eknihy. Pár
je možné vytvořit třemi různými způsoby:



		Dva libovolně pojmenované soubory ve složce, která obsahuje jen tyto dva
soubory a nic jiného.


		Dva stejně pojmenované soubory v jedné složce. Jméno může souborů být
libovolné, důležité je aby bylo až na příponu souborů stejné (například
babicka.json a babicka.pdf). Složka může obsahovat libovolný počet
dalších, odlišně pojmenovaných souborů, či párů.


		Dva soubory pojmenované jako jedno validní ISBN, ať již jsou v adresářové
struktuře  umístěny kdekoliv. Například /metadata/80-86056-31-7.json a
/ebooky/80-86056-31-7.pdf.





Všechny tři metody automatického párování metadat mohou být vypnuty v nastavení
FTP serveru ve Vašem účtu.





Krok 4: Spuštění importu


Import je spuštěn smazáním již zmíněného zamykacího souboru
delete_me_to_import_files.txt.


Spouštění importu mazáním zámkového souboru bylo zvoleno, protože neexistuje
žádný spolehlivý a obecně použitelný způsob, jak poznat, že již byl soubor
skutečně celý přenesen a zda došlo k nahrání všech zamýšlených souborů.
Někteří FTP klienti totiž otevírají a zavírají vícero spojení a běžně se
vyskytují situace, kdy přenos souboru je náhle přerušen a pokračování probíhá o
několik vteřin či minut později v jiném spojení.


[image: ../_images/import.gif]



Protokol importu a chyb


Jak je možné vidět na předešlé animaci, poté co byly nahrány soubory a spuštěn
import došlo na serveru k opětovnému vytvoření zámkového souboru. Navíc se
zde také objevil soubor import.log.txt.


Tento soubor obsahuje podrobné informace o právě proběhlém importu souborů.
Na první řádce se nachází hlášení Status: Ok, či Status: Error, v
závislosti na úspěchu procesu importu. Dále pak následují podrobná hlášení
o zpracování jednotlivých souborů.


Díky tomu je možné jednoduše implementovat scripty, které budou automaticky
nahrávat Vámi zvolená data na server.


Pokud není možné přečíst či zpracovat soubory metadat, je vytvořen navíc také
soubor error.log.txt, který obsahuje seznam chyb a chybné soubory jsou
ponechány na serveru, aby je bylo možné opravit.


[image: ../_images/error.gif]
Toto chování je možné částečně změnit v nastavení.





Metadata


Každý datový soubor e-knih by měl mít k sobě přiložen i soubor metadat. Nejedná
se o povinnost, pouze o snahu ušetřit námahu s pozdějším ručním přidáváním dat
ve webovém rozhraní.


Momentálně existuje podpora pro čtyři typy metadatových souborů:



		JSON


		CSV


		XML


		YAML





Soubory metadat jsou rozeznávány podle jejich přípony - .json pro JSON
soubory, .csv pro CSV, .xml pro XML a .yaml pro YAML soubory.


Varování: Všechny metadatové soubory jsou očekávány v kódování UTF-8!


Každý soubor metadat by měl obsahovat několik povinných a několik volitelných
polí. Popis a seznam všech polí je možné najít zde:



		Požadovaná pole





Pokud mají soubory špatnou strukturu, kódování či oprávnění pro přístup, tak
dochází k vytvoření souboru chybového protokolu a metadata jsou přeskočeny.
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  Source code for ftp

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
edeposit.amqp.ftp
-----------------
In this module, :func:`.reactToAMQPMessage` is used only for **receiving**
commands from the other side. Events caused by FTP users are handled by
:mod:`monitor.py <.monitor>`.

Commands can create/change/remove users and so on. This is done by sending one
of the following structures defined in :mod:`structures.py <.structures>`:


- :class:`.AddUser`
- :class:`.RemoveUser`
- :class:`.ChangePassword`

- :class:`.ListRegisteredUsers`

- :class:`.SetUserSettings`
- :class:`.GetUserSettings`

Responses
+++++++++
:class:`.AddUser`, :class:`.RemoveUser` and :class:`.ChangePassword` requests
at this moment returns just simple ``True``. This may be changed later.

.. image:: /_static/user_management.png

:class:`.ListRegisteredUsers` returns :class:`.Userlist` class.

.. image:: /_static/list_registered_users.png

:class:`.SetUserSettings` and :class:`.GetUserSettings` both returns
:class:`.UserSettings` structure.

.. image:: /_static/set_get_settings.png

API
---
"""
# Imports =====================================================================
# from settings import *
import api
import structures
import passwd_reader


# Variables ===================================================================
# Functions & objects =========================================================
def _instanceof(instance, cls):
    """
    Check type of `instance` by matching ``.__name__`` with `cls.__name__`.
    """
    return type(instance).__name__ == cls.__name__


# Main function ===============================================================
[docs]def reactToAMQPMessage(message, send_back):
    """
    React to given (AMQP) message. `message` is expected to be
    :py:func:`collections.namedtuple` structure from :mod:`.structures` filled
    with all necessary data.

    Args:
        message (object): One of the request objects defined in
                          :mod:`.structures`.
        send_back (fn reference): Reference to function for responding. This is
                  useful for progress monitoring for example. Function takes
                  one parameter, which may be response structure/namedtuple, or
                  string or whatever would be normally returned.

    Returns:
        object: Response class from :mod:`structures`.

    Raises:
        ValueError: if bad type of `message` structure is given.
    """
    if _instanceof(message, structures.AddUser):
        api.add_user(
            username=message.username,
            password=message.password
        )
        return True
    elif _instanceof(message, structures.RemoveUser):
        api.remove_user(message.username)
        return True
    elif _instanceof(message, structures.ChangePassword):
        api.change_password(
            username=message.username,
            new_password=message.new_password
        )
        return True
    elif _instanceof(message, structures.ListRegisteredUsers):
        return structures.Userlist(api.list_users())
    elif _instanceof(message, structures.SetUserSettings):
        username = message.username

        # convert namedtuple to dict (python rocks)
        conf_dict = dict(message._asdict())
        del conf_dict["username"]

        passwd_reader.save_user_config(
            username,
            conf_dict
        )

        conf_dict = passwd_reader.read_user_config(username)
        conf_dict["username"] = username
        return structures.UserSettings(**conf_dict)
    elif _instanceof(message, structures.GetUserSettings):
        conf_dict = passwd_reader.read_user_config(message.username)
        conf_dict["username"] = message.username
        return structures.UserSettings(**conf_dict)

    raise ValueError(
        "Unknown type of request: '" + str(type(message)) + "'!"
    )
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  Source code for ftp.passwd_reader

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
API for reading/writing of the passwd file used by ProFTPD (and also unix).

API
---
"""
# Imports =====================================================================
import os
import os.path
from pwd import getpwnam

import settings


# Functions & objects =========================================================
[docs]def load_users(path=settings.LOGIN_FILE):
    """
    Read passwd file and return dict with users and all their settings.

    Args:
        path (str, default settings.LOGIN_FILE): path of the file,
            which will be loaded (default :attr:`ftp.settings.LOGIN_FILE`).

    Returns:
        (dict): username: {pass_hash, uid, gid, full_name, home, shell}

    Example of returned data::

        {
            "xex": {
                "pass_hash": "$asd$aiosjdaiosjdásghwasdjo",
                "uid": "2000",
                "gid": "2000",
                "full_name": "ftftf",
                "home": "/home/ftp/xex",
                "shell": "/bin/false"
            }
        }
    """
    if not os.path.exists(path):
        return {}

    data = ""
    with open(path) as f:
        data = f.read().splitlines()

    users = {}
    cnt = 1
    for line in data:
        line = line.split(":")

        assert len(line) == 7, "Bad number of fields in '%s', at line %d!" % (
            path,
            cnt
        )

        users[line[0]] = {
            "pass_hash": line[1],
            "uid": line[2],
            "gid": line[3],
            "full_name": line[4],
            "home": line[5],
            "shell": line[6]
        }

        cnt += 1

    return users



[docs]def save_users(users, path=settings.LOGIN_FILE):
    """
    Save dictionary with user data to passwd file (default
    :attr:`ftp.settings.LOGIN_FILE`).

    Args:
        users (dict): dictionary with user data. For details look at dict
                      returned from :func:`load_users`.
        path (str, default settings.LOGIN_FILE): path of the file, where the
             data will be stored (default :attr:`ftp.settings.LOGIN_FILE`).
    """
    with open(path, "w") as fh:
        for username, data in users.items():
            pass_line = username + ":" + ":".join([
                data["pass_hash"],
                data["uid"],
                data["gid"],
                data["full_name"],
                data["home"],
                data["shell"]
            ])

            fh.write(pass_line + "\n")



[docs]def get_ftp_uid():
    """
    Returns:
        int: UID of the proftpd/ftp user.

    Raises:
        KeyError: When ``proftpd`` and ``ftp`` user is not found.
    """
    try:
        return getpwnam('proftpd').pw_uid
    except KeyError:
        return getpwnam('ftp').pw_uid



[docs]def set_permissions(filename, uid=None, gid=None, mode=0775):
    """
    Set pemissions for given `filename`.

    Args:
        filename (str): name of the file/directory
        uid (int, default proftpd): user ID - if not set, user ID of `proftpd`
                                    is used
        gid (int): group ID, if not set, it is not changed
        mode (int, default 0775): unix access mode
    """
    if uid is None:
        uid = get_ftp_uid()

    if gid is None:
        gid = -1

    os.chown(filename, uid, gid)
    os.chmod(filename, mode)



def _decode_config(conf_str):
    """
    Decode string to configuration dict.

    Only values defined in settings._ALLOWED_MERGES can be redefined.
    """
    conf_str = conf_str.strip()

    # convert "tttff" -> [True, True, True, False, False]
    conf = map(
        lambda x: True if x.upper() == "T" else False,
        list(conf_str)
    )

    return dict(zip(settings._ALLOWED_MERGES, conf))


def _encode_config(conf_dict):
    """Encode `conf_dict` to string."""
    out = []

    # get variables in order defined in settings._ALLOWED_MERGES
    for var in settings._ALLOWED_MERGES:
        out.append(conf_dict[var])

    # convert bools to chars
    out = map(
        lambda x: "t" if x else "f",
        out
    )

    return "".join(out)


[docs]def read_user_config(username, path=settings.LOGIN_FILE):
    """
    Read user's configuration from otherwise unused field ``full_name`` in
    passwd file.

    Configuration is stored in string as list of t/f characters.
    """
    return _decode_config(load_users(path=path)[username]["full_name"])



[docs]def save_user_config(username, conf_dict, path=settings.LOGIN_FILE):
    """
    Save user's configuration to otherwise unused field ``full_name`` in passwd
    file.
    """
    users = load_users(path=path)
    users[username]["full_name"] = _encode_config(conf_dict)
    save_users(users, path=path)
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  Source code for ftp.api

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
# Imports =====================================================================
"""
ProFTPD_ wrapped used to manage users of the FTP server.

This module controls the ``ftpd.passwd`` (:attr:`LOGIN_FILE
<ftp.settings.LOGIN_FILE>`), creates/removes users directory and so on.

.. _ftpasswd: http://www.proftpd.org/docs/contrib/ftpasswd.html
.. _ProFTPD: http://www.proftpd.org

Warning:
    This API supposes, that it has permissions to read/write to `ProFTPD`
    configuration directory and to `root` directory for users.

Note:
    You don't have to set the permissions and everything manually, there is
    script called :mod:`.initializer`, which can do it for you automatically.
"""
import re
import os
import os.path
import shutil
from functools import wraps

import sh

import settings
import passwd_reader


# Functions & objects =========================================================
[docs]def require_root(fn):
    """
    Decorator to make sure, that user is root.
    """
    @wraps(fn)
    def xex(*args, **kwargs):
        assert os.geteuid() == 0, \
            "You have to be root to run function '%s'." % fn.__name__
        return fn(*args, **kwargs)

    return xex



@require_root
[docs]def reload_configuration():
    """
    Send signal to the proftpd daemon to reload configuration.
    """
    sh.killall("-HUP", "proftpd", _ok_code=[0, 1])



[docs]def recursive_chmod(path, mode=0755):
    """
    Recursively change ``mode`` for given ``path``. Same as ``chmod -R mode``.

    Args:
        path (str): Path of the directory/file.
        mode (octal int, default 0755): New mode of the file.

    Warning:
        Don't forget to add ``0`` at the beginning of the numbers of `mode`, or
        `Unspeakable hOrRoRs` will be awaken from their unholy sleep outside of
        the reality and they WILL eat your soul (and your files).
    """
    passwd_reader.set_permissions(path, mode=mode)
    if os.path.isfile(path):
        return

    # recursively change mode of all subdirectories
    for root, dirs, files in os.walk(path):
        for fn in files + dirs:
            passwd_reader.set_permissions(os.path.join(root, fn), mode=mode)



def _is_valid_username(username):
    """
    Check if username consist from characters "a-zA-Z0-9._-".

    Args:
        username (str): User's name.
    """
    return re.search(r"^[a-zA-Z0-9\.\_\-]*$", username)


[docs]def create_lock_file(path):
    """
    Create lock file filled with :attr:`LOCK_FILE_CONTENT
    <ftp.settings.LOCK_FILE_CONTENT>`.

    Args:
        path (str): Path to the lock file. Made from users home directory and
                    :attr:`LOCK_FILENAME <ftp.settings.LOCK_FILENAME>`.
    """
    with open(path, "w") as f:
        f.write(settings.LOCK_FILE_CONTENT)

    passwd_reader.set_permissions(path, gid=settings.PROFTPD_USERS_GID)



@require_root
[docs]def add_user(username, password):
    """
    Adds record to passwd-like file for ProFTPD, creates home directory and
    sets permissions for important files.

    Args:
        username (str): User's name.
        password (str): User's password.
    """
    assert _is_valid_username(username), \
            "Invalid format of username '%s'!" % username

    assert username not in passwd_reader.load_users(), \
            "User '%s' is already registered!" % username

    assert password, "Password is reqired!"

    # add new user to the proftpd's passwd file
    home_dir = settings.DATA_PATH + username
    sh.ftpasswd(
        passwd=True,                    # passwd file, not group file
        name=username,
        home=home_dir,                  # chroot in DATA_PATH
        shell="/bin/false",
        uid=settings.PROFTPD_USERS_GID, # TODO: parse dynamically?
        gid=settings.PROFTPD_USERS_GID,
        stdin=True,                 # tell ftpasswd to read password from stdin
        file=settings.LOGIN_FILE,
        _in=password
    )

    # create home dir if not exists
    if not os.path.exists(home_dir):
        os.makedirs(home_dir, 0775)

    # I am using PROFTPD_USERS_GID (2000) for all our users - this GID
    # shouldn't be used by other than FTP users!
    passwd_reader.set_permissions(home_dir, gid=settings.PROFTPD_USERS_GID)
    passwd_reader.set_permissions(settings.LOGIN_FILE, mode=0600)

    create_lock_file(home_dir + "/" + settings.LOCK_FILENAME)

    reload_configuration()



@require_root
[docs]def remove_user(username):
    """
    Remove user, his home directory and so on..

    Args:
        username (str): User's name.
    """
    users = passwd_reader.load_users()

    assert username in users, "Username '%s' not found!" % username

    # remove user from passwd file
    del users[username]
    passwd_reader.save_users(users)

    # remove home directory
    home_dir = settings.DATA_PATH + username
    if os.path.exists(home_dir):
        shutil.rmtree(home_dir)

    reload_configuration()



@require_root
[docs]def change_password(username, new_password):
    """
    Change password for given `username`.

    Args:
        username (str): User's name.
        new_password (str): User's new password.
    """
    assert username in passwd_reader.load_users(),\
           "Username '%s' not found!" % username

    sh.ftpasswd(
        "--change-password",
        passwd=True,        # passwd file, not group file
        name=username,
        stdin=True,         # tell ftpasswd to read password from stdin
        file=settings.LOGIN_FILE,
        _in=new_password
    )

    reload_configuration()



@require_root
[docs]def list_users():
    """
    List all registered users, which are stored in
    :attr:`LOGIN_FILE <ftp.settings.LOGIN_FILE>`.

    Returns:
        list: of str usernames.
    """
    return map(lambda (key, val): key, passwd_reader.load_users().items())
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  Source code for edeposit_proftpd_init

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
This script is used to initialize ProFTPD and set configuration required by
edeposit.amqp.ftp module.

It changes/creates ProFTPD configuration file, password file and extened log
file. Also user directory is created and correct permissions is set.
"""
# Imports ====================================================================
import os
import sys
import shutil
import os.path
import logging
import argparse

# if the module wasn't yet installed at this system
try:
    import edeposit.amqp.ftp
except ImportError:
    sys.path.insert(0, os.path.abspath('../src/edeposit/amqp'))
    import ftp
    sys.modules["edeposit.amqp.ftp"] = ftp

from edeposit.amqp.ftp.api import reload_configuration, require_root
from edeposit.amqp.ftp.passwd_reader import get_ftp_uid
from edeposit.amqp.ftp.settings import CONF_PATH, CONF_FILE, DATA_PATH
from edeposit.amqp.ftp.settings import LOGIN_FILE, LOG_FILE, MODULES_FILE


# Variables ==================================================================
logging.basicConfig()
logger = logging.getLogger(__name__)


DEFAULT_PROFTPD_CONF = r"""
#
# /etc/proftpd/proftpd.conf -- This is a basic ProFTPD configuration file.
# To really apply changes, reload proftpd after modifications, if
# it runs in daemon mode. It is not required in inetd/xinetd mode.
#

# Includes DSO modules
Include /etc/proftpd/modules.conf

# Set off to disable IPv6 support which is annoying on IPv4 only boxes.
UseIPv6             on
# If set on you can experience a longer connection delay in many cases.
IdentLookups            off

ServerName          "Debian"
ServerType          standalone
DeferWelcome            off

MultilineRFC2228        on
DefaultServer           on
ShowSymlinks            on

TimeoutNoTransfer       600
TimeoutStalled          600
TimeoutIdle             1200

DisplayLogin            welcome.msg
DisplayChdir            .message true
ListOptions             "-l"

DenyFilter              \*.*/

# Use this to jail all users in their homes
DefaultRoot ~

# Users require a valid shell listed in /etc/shells to login.
# Use this directive to release that constrain.
RequireValidShell off

# Port 21 is the standard FTP port.
Port                21

# In some cases you have to specify passive ports range to by-pass
# firewall limitations. Ephemeral ports can be used for that, but
# feel free to use a more narrow range.
# PassivePorts                  49152 65534

# If your host was NATted, this option is useful in order to
# allow passive tranfers to work. You have to use your public
# address and opening the passive ports used on your firewall as well.
# MasqueradeAddress     1.2.3.4

# This is useful for masquerading address with dynamic IPs:
# refresh any configured MasqueradeAddress directives every 8 hours
<IfModule mod_dynmasq.c>
# DynMasqRefresh 28800
</IfModule>

# To prevent DoS attacks, set the maximum number of child processes
# to 30.  If you need to allow more than 30 concurrent connections
# at once, simply increase this value.  Note that this ONLY works
# in standalone mode, in inetd mode you should use an inetd server
# that allows you to limit maximum number of processes per service
# (such as xinetd)
MaxInstances            30

# Set the user and group that the server normally runs at.
User                proftpd
Group               nogroup

# Umask 022 is a good standard umask to prevent new files and dirs
# (second parm) from being group and world writable.
Umask               022  022
# Normally, we want files to be overwriteable.
AllowOverwrite          on

# Uncomment this if you are using NIS or LDAP via NSS to retrieve passwords:
# PersistentPasswd      off

# This is required to use both PAM-based authentication and local passwords
# AuthOrder         mod_auth_pam.c* mod_auth_unix.c

# Be warned: use of this directive impacts CPU average load!
# Uncomment this if you like to see progress and transfer rate with ftpwho
# in downloads. That is not needed for uploads rates.
#
# UseSendFile           off

TransferLog /var/log/proftpd/xferlog
SystemLog   /var/log/proftpd/proftpd.log

# Logging onto /var/log/lastlog is enabled but set to off by default
#UseLastlog on

# In order to keep log file dates consistent after chroot, use timezone info
# from /etc/localtime.  If this is not set, and proftpd is configured to
# chroot (e.g. DefaultRoot or <Anonymous>), it will use the non-daylight
# savings timezone regardless of whether DST is in effect.
#SetEnv TZ :/etc/localtime

<IfModule mod_quotatab.c>
QuotaEngine off
</IfModule>

<IfModule mod_ratio.c>
Ratios off
</IfModule>


# Delay engine reduces impact of the so-called Timing Attack described in
# http://www.securityfocus.com/bid/11430/discuss
# It is on by default.
<IfModule mod_delay.c>
DelayEngine on
</IfModule>

<IfModule mod_ctrls.c>
ControlsEngine        off
ControlsMaxClients    2
ControlsLog           /var/log/proftpd/controls.log
ControlsInterval      5
ControlsSocket        /var/run/proftpd/proftpd.sock
</IfModule>

<IfModule mod_ctrls_admin.c>
AdminControlsEngine off
</IfModule>

# Alternative authentication frameworks
#
#Include /etc/proftpd/ldap.conf
#Include /etc/proftpd/sql.conf

# This is used for FTPS connections
#
#Include /etc/proftpd/tls.conf

# Useful to keep VirtualHost/VirtualRoot directives separated
#
Include /etc/proftpd/virtuals.conf

# Include other custom configuration files
Include /etc/proftpd/conf.d/

AuthUserFile /etc/proftpd/ftpd.passwd
"""

DEFAULT_MODULES_CONF = r"""
# This file is used to manage DSO modules and features.
#

# This is the directory where DSO modules reside

ModulePath /usr/lib/proftpd

# Allow only user root to load and unload modules, but allow everyone
# to see which modules have been loaded

ModuleControlsACLs insmod,rmmod allow user root
ModuleControlsACLs lsmod allow user *

LoadModule mod_ctrls_admin.c
LoadModule mod_tls.c

# Install one of proftpd-mod-mysql, proftpd-mod-pgsql or any other
# SQL backend engine to use this module and the required backend.
# This module must be mandatory loaded before anyone of
# the existent SQL backeds.
#LoadModule mod_sql.c

# Install proftpd-mod-ldap to use this
#LoadModule mod_ldap.c

#
# 'SQLBackend mysql' or 'SQLBackend postgres' (or any other valid backend)
# directives are required to have SQL authorization working. You can also
# comment out the unused module here, in alternative.
#

# Install proftpd-mod-mysql and decomment the previous
# mod_sql.c module to use this.
#LoadModule mod_sql_mysql.c

# Install proftpd-mod-pgsql and decomment the previous
# mod_sql.c module to use this.
#LoadModule mod_sql_postgres.c

# Install proftpd-mod-sqlite and decomment the previous
# mod_sql.c module to use this
#LoadModule mod_sql_sqlite.c

# Install proftpd-mod-odbc and decomment the previous
# mod_sql.c module to use this
#LoadModule mod_sql_odbc.c

# Install one of the previous SQL backends and decomment
# the previous mod_sql.c module to use this
#LoadModule mod_sql_passwd.c

LoadModule mod_radius.c
LoadModule mod_quotatab.c
LoadModule mod_quotatab_file.c

# Install proftpd-mod-ldap to use this
#LoadModule mod_quotatab_ldap.c

# Install one of the previous SQL backends and decomment
# the previous mod_sql.c module to use this
#LoadModule mod_quotatab_sql.c
LoadModule mod_quotatab_radius.c
LoadModule mod_wrap.c
LoadModule mod_rewrite.c
#LoadModule mod_sql_odbcad.c
LoadModule mod_ban.c
LoadModule mod_wrap2.c
LoadModule mod_wrap2_file.c
# Install one of the previous SQL backends and decomment
# the previous mod_sql.c module to use this
#LoadModule mod_wrap2_sql.c
LoadModule mod_dynmasq.c
LoadModule mod_exec.c
LoadModule mod_shaper.c
LoadModule mod_ratio.c
LoadModule mod_site_misc.c

LoadModule mod_sftp.c
LoadModule mod_sftp_pam.c
# Install one of the previous SQL backends and decomment
# the previous mod_sql.c module to use this
#LoadModule mod_sftp_sql.c

LoadModule mod_facl.c
LoadModule mod_unique_id.c
LoadModule mod_copy.c
LoadModule mod_deflate.c
LoadModule mod_ifversion.c
LoadModule mod_tls_memcache.c

# Install proftpd-mod-geoip to use the GeoIP feature
#LoadModule mod_geoip.c

#LoadModule mod_log.c

# keep this module the last one
LoadModule mod_ifsession.c
"""


# Functions & objects ========================================================,
[docs]def add_or_update(data, item, value):
    """
    Add or update value in configuration file format used by proftpd.

    Args:
        data (str): Configuration file as string.
        item (str): What option will be added/updated.
        value (str): Value of option.

    Returns:
        str: updated configuration
    """
    data = data.splitlines()

    # to list of bytearrays (this is useful, because their reference passed to
    # other functions can be changed, and it will change objects in arrays
    # unlike strings)
    data = map(lambda x: bytearray(x), data)

    # search for the item in raw (ucommented) values
    conf = filter(lambda x: x.strip() and x.strip().split()[0] == item, data)

    if conf:
        conf[0][:] = conf[0].strip().split()[0] + " " + value
    else:
        # search for the item in commented values, if found, uncomment it
        comments = filter(
            lambda x: x.strip().startswith("#")
                      and len(x.split("#")) >= 2
                      and x.split("#")[1].split()
                      and x.split("#")[1].split()[0] == item,
            data
        )

        if comments:
            comments[0][:] = comments[0].split("#")[1].split()[0] + " " + value
        else:
            # add item, if not found in raw/commented values
            data.append(item + " " + value + "\n")

    return "\n".join(map(lambda x: str(x), data))  # convert back to string



def comment(data, what):
    """
    Comments line containing `what` in string `data`.

    Args:
        data (str): Configuration file in string.
        what (str): Line which will be commented out.

    Returns:
        str: Configuration file with commented `what`.
    """
    data = data.splitlines()

    data = map(
        lambda x: "#" + x if x.strip().split() == what.split() else x,
        data
    )

    return "\n".join(data)


def _is_deb_system():
    """
    Badly written test whether the system is deb/apt based or not.
    """
    return os.path.exists("/etc/apt")


def _write_conf_file():
    """
    Write configuration file as it is defined in settings.
    """
    with open(CONF_FILE, "w") as f:
        f.write(DEFAULT_PROFTPD_CONF)
        logger.debug("'%s' created.", CONF_FILE)


@require_root
[docs]def main(overwrite):
    """
    Used to create configuration files, set permissions and so on.
    """
    logger.debug("Checking existence of '%s'.", CONF_PATH)
    if not os.path.exists(CONF_PATH):
        logger.debug("Directory %s not found! Panicking..", CONF_PATH)
        raise UserWarning(
            "Can't find '%s' - it looks like ProFTPD is not installed!" % (
                CONF_PATH,
            )
        )

    # check existence of proftpd.conf
    logger.debug("Checking existence of configuration file '%s'.", CONF_FILE)
    if not os.path.exists(CONF_FILE):
        logger.debug("Configuration file not found, creating..")
        _write_conf_file()
    else:
        logger.debug("Found.")

        if not os.path.exists(CONF_FILE + "_"):
            logger.debug(
                "Backing up the configuration file '%s' -> '%s'.",
                CONF_FILE,
                CONF_FILE + "_"
            )
            shutil.copyfile(CONF_FILE, CONF_FILE + "_")
        else:
            logger.debug(
                "Backup already exists. '%s' will be overwritten.",
                CONF_FILE
            )
    if overwrite:
        logger.debug("--update switch not found, overwriting conf file")
        _write_conf_file()

    logger.debug("Checking existence of the '%s' file.", MODULES_FILE)
    if not os.path.exists(MODULES_FILE) and _is_deb_system():
        with open(MODULES_FILE, "w") as f:
            f.write(DEFAULT_MODULES_CONF)
            logger.debug("Modules file not found. Created '%s'.", MODULES_FILE)

    # create data directory, where the user informations will be stored
    logger.debug("Checking existence of user's directory '%s'.", DATA_PATH)
    if not os.path.exists(DATA_PATH):
        logger.debug("Directory '%s' not found, creating..", DATA_PATH)

        os.makedirs(DATA_PATH, 0777)

        logger.debug("Done. '%s' created.", DATA_PATH)

    # create user files if they doesn't exists
    logger.debug("Checking existence of passwd file '%s'.", LOGIN_FILE)
    if not os.path.exists(LOGIN_FILE):
        logger.debug("passwd file not found, creating..")

        open(LOGIN_FILE, "a").close()

        logger.debug("Done. '%s' created.")

    logger.debug("Setting permissions..")
    os.chown(LOGIN_FILE, get_ftp_uid(), -1)
    os.chmod(LOGIN_FILE, 0400)

    # load values from protpd conf file
    logger.debug("Switching and adding options..")
    data = ""
    with open(CONF_FILE) as f:
        data = f.read()

    # set path to passwd file
    logger.debug("\tAuthUserFile")
    data = add_or_update(
        data,
        "AuthUserFile",
        LOGIN_FILE
    )
    logger.debug("\tRequireValidShell")
    data = add_or_update(data, "RequireValidShell", "off")
    logger.debug("\tDefaultRoot")
    data = add_or_update(data, "DefaultRoot", "~")

    # http://www.proftpd.org/docs/modules/mod_log.html
    logger.debug("\tLogFormat")
    data = add_or_update(data, "LogFormat", 'paths "%f, %u, %m, %{%s}t"')
    logger.debug("\tExtendedLog")
    data = add_or_update(
        data,
        "ExtendedLog",
        LOG_FILE + " WRITE paths"
    )

    if not _is_deb_system():
        logger.debug("Detected non debian based linux. Aplying SUSE changes.")
        data = comment(data, "IdentLookups off")
        data = comment(data, "Include /etc/proftpd/modules.conf")
        data = add_or_update(data, "User", "ftp")

    # save changed file
    logger.debug("Saving into config file..")
    with open(CONF_FILE, "w") as f:
        f.write(data)
        logger.debug("Done.")

    logger.debug("Sending proftpd signal to reload configuration..")
    reload_configuration()
    logger.debug("Done.")
    logger.info("All set.")


# Main program ===============================================================

if __name__ == '__main__':
    parser = argparse.ArgumentParser(
        description="""This script will modify your ProFTPD installation for
                       use with edeposit.amqp.ftp package."""
    )
    parser.add_argument(
        "-o",
        '--overwrite',
        action="store_true",
        help="""Overwrite ProFTPD configuration file with edeposit.amqp.ftp
                default configuration."""
    )
    parser.add_argument(
        "-v",
        '--verbose',
        action="store_true",
        help="Print debug output."
    )
    args = parser.parse_args()

    if args.verbose:
        logger.setLevel(logging.DEBUG)
        logger.debug("Logger set to debug level.")
    else:
        logger.setLevel(logging.INFO)

    try:
        main(args.overwrite)
    except (AssertionError, UserWarning) as e:
        sys.stderr.write(e.message + "\n")
        sys.exit(1)
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  Source code for ftp.structures

#!/usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
This module contains all communication structures used in AMQP communication.
"""
# Imports =====================================================================
from collections import namedtuple

import decoders
import settings


# Requests ====================================================================
[docs]class AddUser(namedtuple("AddUser", ["username", "password"])):
    """
    Add new user to the ProFTPD server.

    Args:
        username (str): Alloed characters: ``a-zA-Z0-9._-``.
        password (str): Password for the new user. Only hash is stored.
    """
    pass



[docs]class RemoveUser(namedtuple("RemoveUser", ["username"])):
    """
    Remove user from the ProFTPD server.

    Args:
        username (str): Alloed characters: ``a-zA-Z0-9._-``.
    """
    pass



[docs]class ChangePassword(namedtuple("ChangePassword", ["username",
                                                   "new_password"])):
    """
    Change password for the user.

    Args:
        username (str): Alloed characters: ``a-zA-Z0-9._-``.
        new_password (str): New password for user.

    """
    pass



[docs]class ListRegisteredUsers(namedtuple("ListRegisteredUsers", [])):
    """
    List all registered users.

    See also:
        :class:`Userlist`.
    """
    pass



[docs]class SetUserSettings(namedtuple("SetUserSettings",
                                 ["username"] + settings._ALLOWED_MERGES)):
    """
    Set settings for the user. :class:`UserSettings` is returned as response.

    See also:
        :class:`UserSettings`.
    """
    pass



[docs]class GetUserSettings(namedtuple("GetUserSettings", ["username"])):
    """
    Get settings for given `username`.

    :class:`UserSettings` is returned as response.

    See also:
        :class:`UserSettings`.
    """
    pass


# Responses ===================================================================

[docs]class Userlist(namedtuple("Userlist", ["users"])):
    """
    Response containing names of all users.

    Attributes:
        users (list): List of registered users.
    """
    pass



[docs]class UserSettings(namedtuple("UserSettings",
                              ["username"] + settings._ALLOWED_MERGES)):
    """
    All user settings, that user can set himself.
    """
    pass



[docs]class ImportRequest(namedtuple("ImportRequest",
                               ["username",
                                "requests",
                                "import_log",
                                "error_log"])):
    """
    User's import request - mix of files, metadata and metadata-files pairs.

    This request is sent asynchronously when user triggers the upload request.

    Attributes:
        username (str): Name of the user who sent an import request.
        requests (list): List of :class:`MetadataFile`/:class:`EbookFile`/
                         :class:`DataPair` objects.
        import_log (str): Protocol about import.
        error_log (str): Protocol about errors.
    """
    pass


# File structures =============================================================

[docs]class MetadataFile(namedtuple("MetadataFile", ["filename",
                                               "raw_data",
                                               "parsed_data"])):
    """
    Structure used to represent Metadata files.

    Attributes:
        filename (str): Name of the parsed file.
        raw_data (str): Content of the parsed file.
        parsed_data (EPublication): :class:`EPublication
                <edeposit.amqp.aleph.datastructures.epublication.EPublication>`
                structure.
    """
    def __new__(self, filename, raw_data=None, parsed_data=None):
        if not raw_data:
            with open(filename) as f:
                raw_data = f.read()

        return super(MetadataFile, self).__new__(
            self,
            filename,
            raw_data,
            parsed_data
        )

    def _parse(self):
        """
        Parse :attr:`raw_data`.

        Returns:
            MetadataFile: New MetadataFile with parsed data inside (namedtuples
                          are immutable).
        """
        return MetadataFile(
            self.filename,
            self.raw_data,
            decoders.parse_meta(self.filename, self.raw_data)
        )

    def _get_filenames(self):
        """
        Returns:
            list: of filenames (usually list with one filename).
        """
        return [self.filename]



[docs]class EbookFile(namedtuple("EbookFile", ["filename", "raw_data"])):
    """
    Structure used to represent data (ebook) files.

    Attributes:
        filename (str): Path to the ebook file.
        raw_data (str): Content of the file.
    """
    def __new__(self, filename, raw_data=None):
        if not raw_data:
            with open(filename) as f:
                raw_data = f.read()

        return super(EbookFile, self).__new__(self, filename, raw_data)

    def _get_filenames(self):
        """
        Returns:
            list: of filenames (usually list with one filename).
        """
        return [self.filename]



[docs]class DataPair(namedtuple("DataPair", ["metadata_file", "ebook_file"])):
    """
    Structure used to repesent MetadataFile - EbookFile pairs.

    Attributes:
        metadata_file (MetadataFile): Metadata.
        ebook_file (EbookFile): Data.
    """
    def _parse(self):
        """
        Parse metadata file inside.

        Returns:
            DataPair: New data pair (namedtuples are immutable).
        """
        return DataPair(self.metadata_file._parse(), self.ebook_file)

    def _get_filenames(self):
        """
        Returns:
            list: of filenames from objects in this container.
        """
        return [
            self.metadata_file.filename,  # don't change the order - used in RP
            self.ebook_file.filename
        ]
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  Source code for ftp.monitor

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
This script is used to monitor ProFTPD log and to react at certain events
(deletion of the :attr:`ftp.settings.LOCK_FILENAME`).

It is also used at API level in :mod:`edeposit.amqp` (see :func:`process_log`
and :mod:`.ftp_managerd`).

Details of parsing are handled by :mod:`.request_parser`.
"""
# Imports =====================================================================
import os
import sys

import os.path
import logging
import argparse

import sh

import settings
from request_parser import process_import_request


# Variables ===================================================================
logging.basicConfig()
logger = logging.getLogger(__name__)
logger.info("Started")


# Functions & objects =========================================================
[docs]def _read_stdin():
    """
    Generator for reading from standard input in nonblocking mode.

    Other ways of reading from ``stdin`` in python waits, until the buffer is
    big enough, or until EOF character is sent.

    This functions yields immediately after each line.
    """
    line = sys.stdin.readline()
    while line:
        yield line
        line = sys.stdin.readline()



[docs]def _parse_line(line):
    """
    Convert one line from the extended log to dict.

    Args:
        line (str): Line which will be converted.

    Returns:
        dict: dict with ``timestamp``, ``command``, ``username`` and ``path`` \
              keys.

    Note:
        Typical line looks like this::

            /home/ftp/xex/asd bsd.dat, xex, STOR, 1398351777

        Filename may contain ``,`` character, so I am ``rsplitting`` the line
        from the end to the beginning.
    """
    line, timestamp = line.rsplit(",", 1)
    line, command = line.rsplit(",", 1)
    path, username = line.rsplit(",", 1)

    return {
        "timestamp": timestamp.strip(),
        "command": command.strip(),
        "username": username.strip(),
        "path": path,
    }



[docs]def process_log(file_iterator):
    """
    Process the extended ProFTPD log.

    Args:
        file_iterator (file): any file-like iterator for reading the log or
                              stdin (see :func:`_read_stdin`).

    Yields:
        ImportRequest: with each import.
    """
    for line in file_iterator:
        if "," not in line:
            continue

        parsed = _parse_line(line)

        if not parsed["command"].upper() in ["DELE", "DEL"]:
            continue

        # don't react to anything else, than trigger in form of deleted
        # "lock" file
        if os.path.basename(parsed["path"]) != settings.LOCK_FILENAME:
            continue

        # react only to lock file in in home directory
        dir_name = os.path.dirname(parsed["path"])
        if settings.LOCK_ONLY_IN_HOME:
            if dir_name != settings.DATA_PATH + parsed["username"]:
                continue

        # deleted user
        if not os.path.exists(os.path.dirname(parsed["path"])):
            continue

        # old record, which doesn't need to be parsed again
        if os.path.exists(parsed["path"]):
            continue

        logger.info(
            "Request for processing from user '%s'." % parsed["username"]
        )

        yield process_import_request(
            username=parsed["username"],
            path=os.path.dirname(parsed["path"]),
            timestamp=parsed["timestamp"],
            logger_handler=logger
        )



[docs]def main(filename):
    """
    Open `filename` and start processing it line by line. If `filename` is
    none, process lines from `stdin`.
    """
    if filename:
        if not os.path.exists(filename):
            logger.error("'%s' doesn't exists!" % filename)
            sys.stderr.write("'%s' doesn't exists!\n" % filename)
            sys.exit(1)

        logger.info("Processing '%s'" % filename)
        for ir in process_log(sh.tail("-f", filename, _iter=True)):
            print ir
    else:
        logger.info("Processing stdin.")
        for ir in process_log(_read_stdin()):
            print ir


# Main program ================================================================

if __name__ == '__main__':
    parser = argparse.ArgumentParser(
        description="""ProFTPD log monitor. This script reacts to preprogrammed
                       events."""
    )
    parser.add_argument(
        "FN",
        type=str,
        default=None,
        help="""Path to the log file. Usually '%s'. If not set, stdin is used to
                read the log file.""" % settings.LOG_FILE
    )
    parser.add_argument(
        "-v",
        '--verbose',
        action="store_true",
        help="Be verbose."
    )
    parser.add_argument(
        "-vv",
        '--very-verbose',
        action="store_true",
        help="Be very verbose (include debug messages)."
    )
    args = parser.parse_args()

    if args.verbose:
        logger.setLevel(logging.INFO)
    if args.very_verbose:
        logger.setLevel(logging.DEBUG)
        logger.debug("Logger set to debug level.")

    logger.info("Running as standalone program.")
    try:
        main(args.FN)
    except KeyboardInterrupt:
        sys.exit(0)
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  Source code for ftp.decoders

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
Decoders module used to parser metadata file into :class:`EPublication
<edeposit.amqp.aleph.datastructures.epublication.EPublication>` structure.
"""
#= Imports ====================================================================
import validator
import parser_csv
import parser_xml
import parser_yaml
import parser_json

from meta_exceptions import MetaParsingException


#= Variables ==================================================================
SUPPORTED_FILES = {
    "csv": parser_csv.decode,
    "json": parser_json.decode,
    "xml": parser_xml.decode,
    "yaml": parser_yaml.decode
}


#= Functions & objects ========================================================
[docs]def parse_meta(filename, data):
    """
    Parse `data` to EPublication.

    Args:
        filename (str): Used to choose right parser based at suffix.
        data (str): Content of the metadata file.

    Returns:
        EPublication: object.
    """
    if "." not in filename:
        raise MetaParsingException(
            "Can't recognize type of your metadata ('%s')!" % filename
        )

    suffix = filename.rsplit(".", 1)[1].lower()

    if suffix not in SUPPORTED_FILES:
        raise MetaParsingException("Can't parse file of type '%s'!" % suffix)

    fp = validator.FieldParser()
    for key, val in SUPPORTED_FILES[suffix](data).items():
        fp.process(key, val)

    return fp.get_epublication()
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  Source code for ftp.settings

#! /usr/bin/env python
# -*- coding: utf-8 -*-
"""
Module is containing all necessary global variables for the package.

Module also has the ability to read user-defined data from two paths:

- ``$HOME/_SETTINGS_PATH``
- ``/etc/_SETTINGS_PATH``

See :attr:`._SETTINGS_PATH` for details.

Note:
    If the first path is found, other is ignored.

Example of the configuration file (``$HOME/edeposit/ftp.json``)::

    {
        "CONF_PATH": "/home/bystrousak/.ftpdconf/"
    }

Attributes
----------
"""
import json
import os
import os.path


# Module configuration ========================================================
# Paths =======================================================================
#: Module's path.
BASE_PATH = (os.path.dirname(__file__))

#: Proftpd configuration directory.
CONF_PATH = "/etc/proftpd/"

#: Proftpd log directory.
LOG_PATH = "/var/log/proftpd/"

#: Path to directory, where the user directories will be created.
DATA_PATH = "/home/ftp/"

#: Server's address - used only in unit/integration testing.
SERVER_ADDRESS = "localhost"


# Files =======================================================================
#: Proftpd configuration file (in CONF_PATH directory).
CONF_FILE = CONF_PATH + "proftpd.conf"

#: File where the login informations will be stored (CONF_PATH is used as
#: dirname).
LOGIN_FILE = CONF_PATH + "ftpd.passwd"

MODULES_FILE = CONF_PATH + "modules.conf"

#: File where the extended logs are stored (LOG_PATH is used as dirname).
LOG_FILE = LOG_PATH + "extended.log"

#: Filename for the locking mechanism.
LOCK_FILENAME = "delete_me_to_import_files.txt"

#: Filename, where the error protocol is stored.
USER_ERROR_LOG = "error.log.txt"

#: Filename, where the import protocol for the user is stored.
USER_IMPORT_LOG = "import.log.txt"

#: Text, which will be writen to the PROTFPD_LOCK_FILENAME.
LOCK_FILE_CONTENT = """Delete this file to start batch import of all \
files, you've uploaded to the server.

Smazte tento soubor pro zapoceti davkoveho importu vsech souboru, ktere jste
nahrali na server.
"""


# Switches ====================================================================
#: True - will pair files with same filename in same directory
SAME_NAME_DIR_PAIRING = True

#: True - will pair files with different filenames, if there is only two files
#: in dir
SAME_DIR_PAIRING = True

#: True - if the name is ISBN, files will be paired no matter where they are
#: stored (unless they weren't paired before)
ISBN_PAIRING = True

#: True - Lock file can be only in home directory, everywhere else will be
#: ignored
LOCK_ONLY_IN_HOME = True

#: True - USER_IMPORT_LOG will be created
CREATE_IMPORT_LOG = True

#: True - don't remove badly formatted metadata files
LEAVE_BAD_FILES = True


# Other config ================================================================
#: I am using GID 2000 for all our users - this GID shouldn't be used by other
#: than FTP users!
PROFTPD_USERS_GID = 2000


###############################################################################
# System part, do not edit this ###############################################
###############################################################################
# User configuration merger ===================================================
_ALLOWED_MERGES = [
    "SAME_NAME_DIR_PAIRING",
    "SAME_DIR_PAIRING",
    "ISBN_PAIRING",
    "CREATE_IMPORT_LOG",
    "LEAVE_BAD_FILES",
]


[docs]def conf_merger(user_dict, variable):
    """
    Merge global configuration with user's personal configuration.

    Global configuration has always higher priority.
    """
    if variable not in globals().keys():
        raise NameError("Unknown variable '%s'." % variable)

    if variable not in user_dict:
        return globals()[variable]

    return globals()[variable] and user_dict[variable]


# User configuration reader (don't edit this ==================================

_ALLOWED = [str, int, float]

_SETTINGS_PATH = "/edeposit/ftp.json"
"""
Path which is appended to default search paths (``$HOME`` and ``/etc``).

Note:
    It has to start with ``/``. Variable is **appended** to the default search
    paths, so this doesn't mean, that the path is absolute!
"""


[docs]def get_all_constants():
    """
    Get list of all uppercase, non-private globals (doesn't start with ``_``).

    Returns:
        list: Uppercase names defined in `globals()` (variables from this \
              module).
    """
    return filter(
        lambda key: key.upper() == key and type(globals()[key]) in _ALLOWED,

        filter(                               # filter _PRIVATE variables
            lambda x: not x.startswith("_"),
            globals()
        )
    )



[docs]def substitute_globals(config_dict):
    """
    Set global variables to values defined in `config_dict`.

    Args:
        config_dict (dict): dictionary with data, which are used to set \
                            `globals`.

    Note:
        `config_dict` have to be dictionary, or it is ignored. Also all
        variables, that are not already in globals, or are not types defined in
        :attr:`_ALLOWED` (str, int, float) or starts with ``_`` are silently
        ignored.
    """
    constants = get_all_constants()

    if type(config_dict) != dict:
        return

    for key in config_dict:
        if key in constants and type(config_dict[key]) in _ALLOWED:
            globals()[key] = config_dict[key]


# try to read data from configuration paths ($HOME/_SETTINGS_PATH,
# /etc/_SETTINGS_PATH)

if "HOME" in os.environ and os.path.exists(os.environ["HOME"] + _SETTINGS_PATH):
    with open(os.environ["HOME"] + _SETTINGS_PATH) as f:
        substitute_globals(json.loads(f.read()))
elif os.path.exists("/etc" + _SETTINGS_PATH):
    with open("/etc" + _SETTINGS_PATH) as f:
        substitute_globals(json.loads(f.read()))
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  Source code for ftp.request_parser

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
This submodule provides ability to process and parse import requests.

Most important function in this matter is the :func:`process_import_request`,
which is called from from :func:`ftp.monitor.process_log`. When it is called,
it scans the user's home directory, detects new files, pairs them together into
proper objects (see :mod:`ftp.structures`, speficifally :class:`.MetadataFile`,
:class:`.EbookFile` and :class:`.DataPair`).

API
---
"""
# Imports =====================================================================
import os
import shutil
from collections import namedtuple


try:
    from aleph import isbn
except ImportError:
    from edeposit.amqp.aleph import isbn


import decoders
import passwd_reader
import settings
from settings import conf_merger
from structures import ImportRequest, MetadataFile, EbookFile, DataPair
from api import create_lock_file, recursive_chmod


# Variables ===================================================================
logger = None


# Functions & objects =========================================================
def _filter_files(paths):
    """
    Filter files from the list of `paths`. Directories, symlinks and other crap
    (named pipes and so on) are ignored.

    Args:
        paths (list): List of string paths.

    Return (list): Paths, which points to files.
    """
    return filter(
        lambda path: os.path.isfile(path),
        paths
    )


def _just_name(fn):
    """
    Return: (str) `name` for given `fn`.

    Name is taken from the filename and it is just the name of the file,
    without suffix and path.

    For example - name of ``/home/bystrousak/config.json`` is just ``config``.
    """
    fn = os.path.basename(fn)  # get filename
    return fn.rsplit(".", 1)[0]  # get name without suffix


def _same_named(fn, fn_list):
    """
    Args:
        fn (str): Matching filename.
        fn_list (list): List of filenames.

    Return: (list of tuples) filenames from `fn_list`, which has same *name* as
    `fn` and their indexes in tuple (i, fn).

    Name is taken from the filename and it is just the name of the file,
    without suffix and path.

    For example - name of ``/home/bystrousak/config.json`` is just ``config``.
    """
    fn = _just_name(fn)

    return filter(
        lambda (i, filename): fn == _just_name(filename),
        enumerate(fn_list)
    )


def _is_meta(fn):
    """
    Return ``True``, if the `fn` argument looks (has right suffix) like it can
    be meta.
    """
    if "." not in fn:
        return False
    return fn.rsplit(".")[-1].lower() in decoders.SUPPORTED_FILES


def _remove_files(files):
    """
    Remove all given files.

    Args:
        files (list): List of filenames, which will be removed.
    """
    logger.debug("Request for file removal (_remove_files()).")

    for fn in files:
        if os.path.exists(fn):
            logger.debug("Removing '%s'." % fn)
            os.remove(fn)


def _safe_read_meta_file(fn, error_protocol):
    """
    Try to read MetadataFile. If the exception is raised, log the errors to
    the `error_protocol` and return None.
    """
    try:
        return MetadataFile(fn)
    except Exception, e:
        error_protocol.append(
            "Can't read MetadataFile '%s':\n\t%s\n" % (fn, e.message)
        )


def _process_pair(first_fn, second_fn, error_protocol):
    """
    Look at given filenames, decide which is what and try to pair them.
    """
    ebook = None
    metadata = None

    if _is_meta(first_fn) and not _is_meta(second_fn):    # 1st meta, 2nd data
        logger.debug(
            "Parsed: '%s' as meta, '%s' as data." % (first_fn, second_fn)
        )
        metadata, ebook = first_fn, second_fn
    elif not _is_meta(first_fn) and _is_meta(second_fn):  # 1st data, 2nd meta
        logger.debug(
            "Parsed: '%s' as meta, '%s' as data." % (second_fn, first_fn)
        )
        metadata, ebook = second_fn, first_fn
    elif _is_meta(first_fn) and _is_meta(second_fn):      # both metadata
        logger.debug(
            "Parsed: both '%s' and '%s' as meta." % (first_fn, second_fn)
        )
        return [
            _safe_read_meta_file(first_fn, error_protocol),
            _safe_read_meta_file(second_fn, error_protocol)
        ]
    else:                                                 # both data
        logger.debug(
            "Parsed: both '%s' and '%s' as data." % (first_fn, second_fn)
        )
        return [
            EbookFile(first_fn),
            EbookFile(second_fn)
        ]

    # process pairs, which were created in first two branches of the if
    # statement above
    pair = DataPair(
        metadata_file=_safe_read_meta_file(metadata, error_protocol),
        ebook_file=EbookFile(ebook)
    )
    if not pair.metadata_file:
        logger.error(
            "Can't parse MetadataFile '%s'. Continuing with data file '%s'." % (
                metadata, ebook
            )
        )
        return [pair.ebook_file]

    return [pair]


def _process_directory(files, user_conf, error_protocol):
    """
    Look at items in given directory, try to match them for same names and pair
    them.

    If the items can't be paired, add their representation.

    Note:
        All successfully processed files are removed.

    Returns:
        list: of items. Example: [MetadataFile, DataPair, DataPair, EbookFile]
    """
    items = []

    banned = [settings.USER_IMPORT_LOG, settings.USER_ERROR_LOG]
    files = filter(lambda x: not os.path.basename(x) in banned, files)

    if len(files) == 2 and conf_merger(user_conf, "SAME_DIR_PAIRING"):
        logger.debug("There are only two files.")

        items.extend(_process_pair(files[0], files[1], error_protocol))
        files = []

    while files:
        same_names = []
        fn = files.pop()

        logger.debug("Processing '%s'." % fn)

        # get files with same names (ignore paths and suffixes)
        if conf_merger(user_conf, "SAME_NAME_DIR_PAIRING"):
            same_names = _same_named(fn, files)  # returns (index, name)
            indexes = map(lambda (i, fn): i, same_names)  # get indexes
            same_names = map(lambda (i, fn): fn, same_names)  # get names

            # remove `same_names` from `files` (they are processed in this
            # pass)
            for i in sorted(indexes, reverse=True):
                del files[i]

        # has exactly one file pair
        SDP = conf_merger(user_conf, "SAME_NAME_DIR_PAIRING")
        if len(same_names) == 1 and SDP:
            logger.debug(
                "'%s' can be probably paired with '%s'." % (fn, same_names[0])
            )
            items.extend(_process_pair(fn, same_names[0], error_protocol))
        elif not same_names:  # there is no similar files
            logger.debug("'%s' can't be paired. Adding standalone file." % fn)
            if _is_meta(fn):
                items.append(_safe_read_meta_file(fn, error_protocol))
            else:
                items.append(EbookFile(fn))
        else:  # error - there is too many similar files
            logger.error(
                "Too many files with same name: %s" % ", ".join(same_names)
            )
            error_protocol.append(
                "Too many files with same name:" +
                "\n\t".join(same_names) + "\n\n---\n"
            )

    return filter(lambda x: x, items)  # remove None items (errors during read)


def _index(array, item, key=None):
    """
    Array search function.

    Written, because ``.index()`` method for array doesn't have `key` parameter
    and raises `ValueError`, if the item is not found.

    Args:
        array (list): List of items, which will be searched.
        item (whatever): Item, which will be matched to elements in `array`.
        key (function, default None): Function, which will be used for lookup
                                      into each element in `array`.

    Return:
        Index of `item` in `array`, if the `item` is in `array`, else `-1`.
    """
    for i, el in enumerate(array):
        resolved_el = key(el) if key else el

        if resolved_el == item:
            return i

    return -1


def _isbn_pairing(items):
    """
    Pair `items` with same ISBN into `DataPair` objects.

    Args:
        items (list): list of items, which will be searched.

    Returns:
        list: list with paired items. Paired items are removed, `DataPair` is \
              added instead.
    """
    NameWrapper = namedtuple("NameWrapper", ["name", "obj"])
    metas = map(
        lambda x: NameWrapper(_just_name(x.filename), x),
        filter(lambda x: isinstance(x, MetadataFile), items)
    )
    ebooks = map(
        lambda x: NameWrapper(_just_name(x.filename), x),
        filter(lambda x: isinstance(x, EbookFile), items)
    )

    # simple pairing mechanism, which shouldn't be O^2 complex, but something
    # slightly better
    metas = sorted(metas, key=lambda x: x.name)
    ebooks = sorted(ebooks, key=lambda x: x.name, reverse=True)
    while metas:
        meta = metas.pop()

        if not isbn.is_valid_isbn(meta.name):
            continue

        if not ebooks:
            break

        ebook_index = _index(ebooks, meta.name, key=lambda x: x.name)

        if ebook_index >= 0:
            logger.debug(
                "Pairing '%s' and '%s'." % (
                    meta.obj.filename,
                    ebooks[ebook_index].obj.filename
                )
            )
            items.append(
                DataPair(
                    metadata_file=meta.obj,
                    ebook_file=ebooks[ebook_index].obj
                )
            )
            items.remove(meta.obj)
            items.remove(ebooks[ebook_index].obj)
            ebooks = ebooks[ebook_index+1:]

    return items


def _create_import_log(items):
    """
    Used to create log with successfully imported data.
    """
    log = []

    for item in items:
        if isinstance(item, MetadataFile):
            log.append(
                "Metadata file '%s' successfully imported." % item.filename
            )
        elif isinstance(item, EbookFile):
            log.append(
                "Ebook file '%s' successfully imported." % item.filename
            )
        elif isinstance(item, DataPair):
            meta = item.metadata_file.filename
            data = item.ebook_file.filename
            log.extend([
                "Metadata and data files paired to epub. import request:",
                "\tMetadata file '%s' successfully imported." % meta,
                "\tEbook file '%s' successfully imported." % data
            ])

    return log


def _process_items(items, user_conf, error_protocol):
    """
    Parse metadata. Remove processed and sucessfully parsed items.

    Returns sucessfully processed items.
    """
    def process_meta(item, error_protocol):
        try:
            return item._parse()
        except Exception, e:
            error_protocol.append(
                "Can't parse %s: %s" % (item._get_filenames()[0], e.message)
            )

            if isinstance(item, DataPair):
                return item.ebook_file

    # process all items and put them to output queue
    out = []
    for item in items:
        if isinstance(item, EbookFile):
            out.append(item)
        else:
            out.append(process_meta(item, error_protocol))
    out = filter(lambda x: x, out)  # remove None items (process_meta() fails)

    # remove processed files
    fn_pool = []
    soon_removed = out if conf_merger(user_conf, "LEAVE_BAD_FILES") else items
    for item in soon_removed:
        fn_pool.extend(item._get_filenames())

    _remove_files(fn_pool)

    return out


[docs]def process_import_request(username, path, timestamp, logger_handler):
    """
    React to import request. Look into user's directory and react to files
    user uploaded there.

    Behavior of this function can be set by setting variables in
    :mod:`ftp.settings`.

    Args:
        username (str): Name of the user who triggered the import request.
        path (str): Path to the file, which triggered import request.
        timestamp (float): Timestamp of the event.
        logger_handler (object): Python logger. See :py:mod:`logging` for
                                 details.

    Returns:
        ::class:`.ImportRequest`.
    """
    items = []
    error_protocol = []

    # import logger into local namespace
    global logger
    logger = logger_handler

    # read user configuration
    user_conf = passwd_reader.read_user_config(username)

    # lock directory to prevent user to write during processing of the batch
    logger.info("Locking user´s directory.")
    recursive_chmod(path, 0555)

    try:
        # pick up pairs in directories
        for root, dirs, files in os.walk(path):
            for dn in dirs + [path]:
                dn = os.path.join(root, dn)
                dir_list = map(lambda fn: dn + "/" + fn, os.listdir(dn))
                files = _filter_files(dir_list)

                logger.info("Processing directory '%s'." % dn)

                items.extend(
                    _process_directory(
                        files,
                        user_conf,
                        error_protocol,
                    )
                )

        if conf_merger(user_conf, "ISBN_PAIRING"):
            logger.debug("ISBN_PAIRING is ON.")
            logger.info("Pairing user's files by ISBN filename.")
            items = _isbn_pairing(items)

        # parse metadata and remove files from disk
        items = _process_items(items, user_conf, error_protocol)

        # unlink blank directories left by processing files
        logger.info("Removing blank directories.")
        all_dirs = []
        for root, dirs, files in os.walk(path):
            all_dirs.extend(
                map(lambda x: os.path.join(root, x), dirs)
            )

        for dn in sorted(all_dirs, reverse=True):
            content = os.listdir(dn)
            if not content:
                logger.debug("Removing blank directory '%s'." % dn)
                shutil.rmtree(dn)
            else:
                logger.debug("Leaving non-blank directory: '%s'" % dn)
                logger.debug("Content:\n\t%s" % "\n\t".join(content))

    finally:
        # unlock directory
        logger.info("Unlocking user´s directory.")
        recursive_chmod(path, 0775)
        logger.info("Creating lock file '%s'." % settings.LOCK_FILENAME)
        create_lock_file(path + "/" + settings.LOCK_FILENAME)

        # process errors if found
        if error_protocol:
            logger.error(
                "Found %d error(s)." % len(error_protocol)
            )

            err_path = path + "/" + settings.USER_ERROR_LOG
            with open(err_path, "w") as fh:
                fh.write("\n".join(error_protocol))

            logger.error("Error protocol saved to '%s'." % err_path)

        # process import log
        import_log = _create_import_log(items)
        if import_log and conf_merger(user_conf, "CREATE_IMPORT_LOG"):
            logger.debug("CREATE_IMPORT_LOG is on.")

            imp_path = path + "/" + settings.USER_IMPORT_LOG
            with open(imp_path, "w") as f:
                if error_protocol:
                    f.write("Status: Error\n\n")
                    f.write("Error: Import only partially successful.\n")
                    f.write(
                        "See '%s' for details.\n" % settings.USER_ERROR_LOG
                    )
                    f.write("\n--- Errors ---\n")
                    f.write("\n".join(error_protocol))
                    f.write("\n\n--- Successfully imported files ---\n")
                else:
                    f.write("Status: Ok\n\n")
                    f.write("--- Sucess ---\n")
                f.write("\n".join(import_log))

            logger.info("Created import protocol '%s'." % imp_path)

    return ImportRequest(
        username=username,
        requests=items,
        import_log="\n".join(import_log),
        error_log="\n".join(error_protocol)
    )
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  Source code for ftp.decoders.parser_yaml

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
This submodule is used to parse metadata from YAML_ (``.yaml``) files.

.. _YAML: https://en.wikipedia.org/wiki/YAML

Example of the valid data::

    ISBN knihy: 80-86056-31-7
    Vazba knihy: brož.
    Nazev knihy: 80-86056-31-7.json
    Misto vydani: Praha
    Nakladatel: Garda
    Datum vydani: 09/2012
    Poradi vydani: 1
    Zpracovatel zaznamu: Franta Putsalek

See :doc:`/workflow/required` for list of required fields.
"""
#= Imports ====================================================================
import yaml

import validator
from meta_exceptions import MetaParsingException


#= Functions & objects ========================================================
[docs]def decode(data):
    """
    Handles decoding of the YAML `data`.

    Args:
        data (str): Data which will be decoded.

    Returns:
        dict: Dictionary with decoded data.
    """
    decoded = None
    try:
        decoded = yaml.load(data)
    except Exception, e:
        e = e.message if e.message else str(e)
        raise MetaParsingException("Can't parse your YAML data: %s" % e)

    decoded = validator.check_structure(decoded)

    return decoded
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  Source code for ftp.decoders.parser_xml

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
This submodule is used to parse metadata from XML_ (``.xml``) files.

.. _XML: https://en.wikipedia.org/wiki/XML

Format schema::

    <root>
        <item key="key">value</item>
    </root>


Example of valid data::

    <root>
        <item key="ISBN knihy">80-86056-31-7</item>
        <item key="Vazba knihy">brož.</item>
        <item key="Nazev knihy">standalone2.xml</item>
        <item key="Misto vydani">Praha</item>
        <item key="Nakladatel">Garda</item>
        <item key="Datum vydani">09/2012</item>
        <item key="Poradi vydani">1</item>
        <item key="Zpracovatel zaznamu">Franta Putsalek</item>
    </root>

See :doc:`/workflow/required` for list of required fields.
"""
#= Imports ====================================================================
import dhtmlparser

import validator
from meta_exceptions import MetaParsingException


#= Functions & objects ========================================================
[docs]def decode(data):
    """
    Handles decoding of the XML `data`.

    Args:
        data (str): Data which will be decoded.

    Returns:
        dict: Dictionary with decoded data.
    """
    dom = None
    try:
        dom = dhtmlparser.parseString(data)
    except Exception, e:
        raise MetaParsingException("Can't parse your XML data: %s" % e.message)

    root = dom.find("root")

    # check whether there is <root>s
    if not root:
        raise MetaParsingException("All elements have to be inside <root>.")

    # and make sure, that there is not too many <root>s
    if len(root) > 1:
        raise MetaParsingException("Too many <root> elements in your XML!")

    items = root[0].find("item")

    # check for items
    if not items:
        raise MetaParsingException("There are no <items> in your XML <root>!")

    decoded = []
    for item in items:
        if "key" not in item.params:
            raise MetaParsingException(
                "There is no 'key' parameter in %s." % str(item)
            )

        decoded.append([
            item.params["key"],
            item.getContent().strip()
        ])

    decoded = validator.check_structure(decoded)

    return decoded
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  Source code for ftp.decoders.parser_json

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
This submodule is used to parse metadata from JSON_ (``.json``) files.

.. _JSON: https://en.wikipedia.org/wiki/JSON

Metadata can be stored either in dictionary or in flat array.

Example structure::

    {
        "ISBN knihy": "80-86056-31-7",
        "Vazba knihy": "brož.",
        "Nazev knihy": "80-86056-31-7.json",
        "Misto vydani": "Praha",
        "Nakladatel": "Garda",
        "Datum vydani": "09/2012",
        "Poradi vydani": "1",
        "Zpracovatel zaznamu": "Franta Putsalek"
    }

or::

    [
        "ISBN knihy", "80-86056-31-7",
        "Vazba knihy", "brož.",
        "Nazev knihy", "samename.json",
        "Misto vydani", "Praha",
        "Nakladatel", "Garda",
        "Datum vydani", "09/2012",
        "Poradi vydani", "1",
        "Zpracovatel zaznamu", "Franta Putsalek"
    ]

See :doc:`/workflow/required` for list of required fields.
"""
#= Imports ====================================================================
import json

import validator
from meta_exceptions import MetaParsingException


#= Functions & objects ========================================================
[docs]def decode(data):
    """
    Handles decoding of the JSON `data`.

    Args:
        data (str): Data which will be decoded.

    Returns:
        dict: Dictionary with decoded data.
    """
    decoded = None
    try:
        decoded = json.loads(data)
    except Exception, e:
        raise MetaParsingException("Can't parse your JSON data: %s" % e.message)

    decoded = validator.check_structure(decoded)

    return decoded
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  Source code for ftp.decoders.parser_csv

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
This submodule is used to parse metadata from CSV_ (``.csv``) files.

.. _CSV: https://en.wikipedia.org/wiki/Comma-separated_values

Example of the valid data::

    ISBN knihy;978-80-87270-99-8
    Vazba knihy;brož.
    Nazev knihy;whatever.csv
    Misto vydani;Praha
    Nakladatel;Garda
    Datum vydani;IX.12
    Poradi vydani;1
    Zpracovatel zaznamu;Franta Putsalek

See :doc:`/workflow/required` for list of required fields.
"""
#= Imports ====================================================================
import csv

import validator
from meta_exceptions import MetaParsingException


#= Functions & objects ========================================================
def _remove_quotes(word):
    """
    Remove quotes from `word` if the word starts and ands with quotes (" or ').
    """
    if not word or len(word) <= 2:
        return word

    if word[0] == word[-1] and word[0] in ["'", '"']:
        return word[1:-1]

    return word


[docs]def decode(data):
    """
    Handles decoding of the CSV `data`.

    Args:
        data (str): Data which will be decoded.

    Returns:
        dict: Dictionary with decoded data.
    """
    # try to guess dialect of the csv file
    dialect = None
    try:
        dialect = csv.Sniffer().sniff(data)
    except Exception:
        pass

    # parse data with csv parser
    handler = None
    try:
        data = data.splitlines()  # used later
        handler = csv.reader(data, dialect)
    except Exception, e:
        raise MetaParsingException("Can't parse your CSV data: %s" % e.message)

    # make sure, that data are meaningful
    decoded = []
    for cnt, line in enumerate(handler):
        usable_data = filter(lambda x: x.strip(), line)

        if not usable_data:
            continue

        if len(usable_data) != 2:
            raise MetaParsingException(
                "Bad number of elements - line %d:\n\t%s\n" % (cnt, data[cnt])
            )

        # remove trailing spaces, decode to utf-8
        usable_data = map(lambda x: x.strip().decode("utf-8"), usable_data)

        # remove quotes if the csv.Sniffer failed to decode right `dialect`
        usable_data = map(lambda x: _remove_quotes(x), usable_data)

        decoded.append(usable_data)

    # apply another checks to data
    decoded = validator.check_structure(decoded)

    return decoded
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  Source code for ftp.decoders.meta_exceptions

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
"""
Exceptions for :mod:`.decoders` submodule.
"""


# Classes =====================================================================
[docs]class MetaParsingException(UserWarning):
    """
    Main exception used in every decoder.

    Note:
        You souldn't get anything else from the whole :mod:`.decoders`
        submodule.
    """
    def __init__(self, message):
        super(MetaParsingException, self).__init__(message)
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  Source code for ftp.decoders.validator

#! /usr/bin/env python
# -*- coding: utf-8 -*-
#
# Interpreter version: python 2.7
#
"""
This module provides highlevel checking of parsed data for lowlevel decoders.

It handles the unicode in keys, builds dicts from flat arrays and so on.
"""
# Imports =====================================================================
import unicodedata

try:
    from aleph.isbn import is_valid_isbn
    from aleph.datastructures.epublication import EPublication
except ImportError:
    from edeposit.amqp.aleph.isbn import is_valid_isbn
    from edeposit.amqp.aleph.datastructures.epublication import EPublication

from meta_exceptions import MetaParsingException


# Variables ===================================================================
_ALLOWED_TYPES = [
    str,
    unicode,
    int,
    float,
    long
]

_ITERABLE_TYPES = [
    list,
    tuple
]


# Functions & objects =========================================================
[docs]class Field:
    """
    This class is used to represent and parse specific "key: val" pair.

    When you create the object, `keyword` and `descr` is specified. Optionally
    also `epub` parameter, which is corresponding key in :class:`EPublication
    <edeposit.amqp.aleph.datastructures.epublication.EPublication>` structure.

    Assingning value to the class is done by calling :meth:`check`, which
    sets the :attr:`value`, if the `key` parameter matches :attr:`keyword`.

    Args:
        keyword (str): Key for the data pair.
        descr (str): Description of the data pair. Used in exceptions.
        epub (str, default None): Corresponding keyword in EPublication
                                  structure.
    """
    def __init__(self, keyword, descr, epub=None):
        #: Keyword agains :meth:`check` will try to match.
        self.keyword = keyword

        #: Description of the data pair.
        self.descr = descr

        #: Internal value. Set when :meth:`check` successfully matched the
        #: keyword.
        self.value = None

        #: Corresponding key in :class:`EPublication
        #: <edeposit.amqp.aleph.datastructures.epublication.EPublication>`
        #: structure.
        self.epub = epub if epub is not None else self.keyword

[docs]    def check(self, key, value):
        """
        Check whether `key` matchs the :attr:`keyword`. If so, set the
        :attr:`value` to `value`.

        Args:
            key (str): Key which will be matched with :attr:`keyword`.
            value (str): Value which will be assigned to :attr:`value` if keys
                         matches.

        Returns:
            True/False: Whether the key matched :attr:`keyword`.
        """
        key = key.lower().strip()

        # try unicode conversion
        try:
            key = key.decode("utf-8")
        except UnicodeEncodeError:
            pass

        key = self._remove_accents(key)

        if self.keyword in key.split():
            self.value = value
            return True

        return False


[docs]    def is_valid(self):
        """
        Return ``True`` if :attr:`value` is set.

        Note:
            :attr:`value` is set by calling :meth:`check` with proper `key`.
        """
        return self.value is not None


    def _remove_accents(self, input_str):
        """
        Convert unicode string to ASCII.

        Credit: http://stackoverflow.com/a/517974
        """
        nkfd_form = unicodedata.normalize('NFKD', input_str)
        return u"".join([c for c in nkfd_form if not unicodedata.combining(c)])



[docs]class FieldParser:
    """
    Class used to make sure, that all fields in metadata are present.

    See :doc:`/api/required` for list of required fields.
    """
    def __init__(self):
        self.fields = [
            Field(keyword="isbn", descr="ISBN", epub="ISBN"),
            Field(keyword="vazba", descr="Vazba/forma"),
            Field(keyword="nazev", descr="Název"),
            Field(keyword="misto", descr="Místo vydání", epub="mistoVydani"),
            Field(
                keyword="nakladatel",
                descr="Nakladatel",
                epub="nakladatelVydavatel"
            ),
            Field(
                keyword="datum",
                descr="Měsíc a rok vydání",
                epub="datumVydani"
            ),
            Field(keyword="poradi", descr="Pořadí vydání", epub="poradiVydani"),
            Field(
                keyword="zpracovatel",
                descr="Zpracovatel záznamu",
                epub="zpracovatelZaznamu"
            )
        ]

        self.optional = [
            Field(keyword="url", descr="Url"),
            Field(keyword="format", descr="Formát"),
            Field(keyword="podnazev", descr="Podnázev"),
            Field(keyword="cena", descr="Cena"),
        ]

[docs]    def process(self, key, val):
        """
        Try to look for `key` in all required and optional fields. If found,
        set the `val`.
        """
        for field in self.fields:
            if field.check(key, val):
                return

        for field in self.optional:
            if field.check(key, val):
                return


[docs]    def is_valid(self):
        """
        Returns:
            True/False whether ALL required fields are set.
        """
        for field in self.fields:
            if not field.is_valid():
                return False

        return True


[docs]    def get_epublication(self):
        """
        Returns:
            EPublication: Structure when the object :meth:`is_valid`.

        Raises:
            MetaParsingException: When the object is not valid.
        """
        if not self.is_valid():
            bad_fields = filter(lambda x: not x.is_valid(), self.fields)
            bad_fields = map(
                lambda x: "Keyword '%s' (%s) not found." % (x.keyword, x.descr),
                bad_fields
            )

            raise MetaParsingException(
                "Missing field(s):\n\t" + "\n\t".join(bad_fields)
            )

        relevant_fields = self.fields
        relevant_fields += filter(lambda x: x.is_valid(), self.optional)

        epub_dict = dict(map(lambda x: (x.epub, x.value), relevant_fields))

        # make sure, that all fields present in EPublication has values also
        # in epub_dict
        for epublication_part in EPublication._fields:
            if epublication_part not in epub_dict:
                epub_dict[epublication_part] = None

        if not is_valid_isbn(epub_dict["ISBN"]):
            raise MetaParsingException(
                "ISBN '%s' is not valid!" % epub_dict["ISBN"]
            )

        return EPublication(**epub_dict)




def _all_correct_list(array):
    """
    Make sure, that all items in `array` has good type and size.

    Args:
        array (list): Array of python types.

    Returns:
        True/False
    """
    if type(array) not in _ITERABLE_TYPES:
        return False

    for item in array:
        if not type(item) in _ITERABLE_TYPES:
            return False

        if len(item) != 2:
            return False

    return True


def _convert_to_dict(data):
    """
    Convert `data` to dictionary.

    Tries to get sense in multidimensional arrays.

    Args:
        data: List/dict/tuple of variable dimension.

    Returns:
        dict: If the data can be converted to dictionary.

    Raises:
        MetaParsingException: When the data are unconvertible to dict.
    """
    if isinstance(data, dict):
        return data

    if isinstance(data, list) or isinstance(data, tuple):
        if _all_correct_list(data):
            return dict(data)
        else:
            data = zip(data[::2], data[1::2])
            return dict(data)
    else:
        raise MetaParsingException(
            "Can't decode provided metadata - unknown structure."
        )


[docs]def check_structure(data):
    """
    Check whether the structure is flat dictionary. If not, try to convert it
    to dictionary.

    Args:
        data: Whatever data you have (dict/tuple/list).

    Returns:
        dict: When the conversion was successful or `data` was already `good`.

    Raises:
        MetaParsingException: When the data couldn't be converted or had `bad`
                              structure.
    """
    if not isinstance(data, dict):
        try:
            data = _convert_to_dict(data)
        except MetaParsingException:
            raise
        except:
            raise MetaParsingException(
                "Metadata format has invalid strucure (dict is expected)."
            )

    for key, val in data.iteritems():
        if type(key) not in _ALLOWED_TYPES:
            raise MetaParsingException(
                "Can't decode the meta file - invalid type of keyword '" +
                str(key) +
                "'!"
            )
        if type(val) not in _ALLOWED_TYPES:
            raise MetaParsingException(
                "Can't decode the meta file - invalid type of keyword '" +
                str(key) +
                "'!"
            )

    return data
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