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& EKO

EkoLink is a blockchain based system that provides verified education, skill, and work experience information. Taking
advantage of blockchain technology’s immutability and time stamp functionality, EkoLink provides users with trusted
information regarding a job candidate’s education, skill, and work experience. EkoLink is built on the EKO Blockchain
Platform.

EKO Blockchain Platform is a public blockchain service built on top of Proof of Professional Stake consensus protocol
(PoPS). PoPS is designed for enterprise grade blockchain applications. The EKO Blockchain Platform is fully com-
patible with EVM based Solidity smart contracts, and offers some innovative features, such as confidential contracts.
The EKO Blockchain Platform provides businesses and developers a fast and efficient way to develop and deploy
blockchain applications.
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CHAPTER 1

Introduction

EkoLink is a blockchain based system that provides verified education, skill, and work experience information. Taking
advantage of blockchain technology’s immutability and time stamp functionality, EkoLink provides users with trusted
information regarding a job candidate’s education, skill, and work experience. EkoLink is built on the EKO Blockchain
Platform.

EKO Blockchain Platform is a public blockchain service built on top of Proof of Professional Stake consensus protocol
(PoPS). PoPS is designed for enterprise grade blockchain applications. The EKO Blockchain Platform is fully com-
patible with EVM based Solidity smart contracts, and offers some innovative features, such as confidential contracts.
The EKO Blockchain Platform provides businesses and developers a fast and efficient way to develop and deploy
blockchain applications.
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CHAPTER 2

EkoLink DApp

EchoLink is a blockchain based system that provides verified education, skill, and work experience information.
Taking advantage of blockchain technology’s immutability and time stamp functionality, EchoLink provides users
with trusted information regarding a job candidate’s education, skill, and work experience. EkoLink is built on the
EKO Blockchain Platform.

2.1 Registration and Authentication

When you browse to our platform you will be shown a login page like the one below.

You should have a private account with mnemonic key or priv_key to start a transaction. If you don’t already have
one, you create a new account by clicking the create button, this will show you the screen like the one below.

It is important that you retrive your new mnemonic key somewhere safe, you can also download the key as the text
file. Then you need to clickonto I've copied it somewhere safe and enter your mnemonic.

The demo below shows how successful login using mnemonic leads to your dashboard

2.2 Dashboard

After successful authentication using your mnemonic, you will be redirected to your dashboard as shown below.
On the top right corner you can see the default address of your account and your EKO PoPS Energy as shown below.

You can select upto 5 address with your mnemonic account.

2.3 Upload Credentials

This is page where you can upload your credentials to our EKO-Pops Node.

Let’s add some data and upload the credentials



http://test.ekolink.info
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EKO-PoPS Wallet Details

Enter Mneumonic

Subi

or
Create New EKO-PoPS Account

‘Your mnemonic key:

fault airport foster unfold scale two erase wife also expect paper absent f&l

-

Save seed words as file I've copied it somewhere safe

We advise you print or write down your mnemonic passprase, if lost you will loose access o your account,
Please pick one or more methods to back up your passphrase listed below.

6 Chapter 2. EkoLink DApp
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EKO Link

Address: 25¢8...3d05 ~ (1
Amount: 0 PoPS Energy

i= single User »

& Bulk Upload

Submit credentials

& Logout

i

Submit experience

EKO Link

L Bulk Upload

Submit credentials

Single User »

& Logout

i

Submit experience

Query credentials Submit job posting

&0

Query experience

Copyright © 2018, EchoLink Project

Query credentials Submit job posting

&7

Query experience

Copyright © 2018, EchoLink Project

Query job posting

Address: 25¢8...3d05 ~ (]
Amount: 0 PoPS Energy

Query job posting

2.3. Upload Credentials
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Address: 25¢8...3d05 ~

Address-1: 25¢8...3d05

Single User »

& Bulk Upload

Submit credentials

& Logout

i

Submit experience

Single User =

Issuer:
[E&] Submit Credentials |ssuer
[l Query Credentials

Recipient:
B3 Submit Job Posting Recipient
@}, Query Job Posting

status:
i submit Experience Status
@J Query Experience Upload file:

Choose file | No file chosen

& Bulk Upload

& Logout

Query credentials Submit job posting

&0

Query experience

018, EchoLink Project

Submit credentials

Show Transaction History

018, EchoLink Project

Address-2: 518f...ecdb
Address-3: 2100...af2d
Address-4: ¢12d...1642
Address-5: 2bbc...b9cs

N

Query job posting

Address: 25¢8...3d05 ~
Amount: 0 PoPS Energy

Chapter 2. EkoLink DApp
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Add : 25¢8...3d05 -
EKO Link SN .

Amount: 100 PoPS Energy

= Single User =
Issuer:
Submit Credentials
Patrick Jane

[&] Query Credentials
Recipient:
B Submit Job Posting Helen

@&}, Query Job Posting
Status:

i submit Experience Graduated
£ Query Experience
E‘J Query Bx; Upload file:
Choose file | 1.png

& Bulk Upload
Submit credentials

& Logout
Show Transaction History

Copyright © 2018, EchoLink Project

Here you can see the demo of how the transaction hash is generated for our transaction on the network. You can retrive
the transaction hash and check the status on our node or the status of the transaction will be shown at the end of the
transaction as you’ll see below.

For a successful transaction, you need to have your account address approved by the admin and then have some
token energy. You can see the token being energy updated at the top right corner with the successful transaction.
Once you’ve done the transaction, you can see the history of the transactions with time and status by clicking on Show
Transactions history button. If any transaction fails, you’ll have an option to resubmit that transaction without
having to enter the credentials again. And if the transaction is successful, you’ll see the the updated time and status in
the transaction history table.

2.4 Query Credentials

In this section of our application you can query the credentials you’ve uploaded on our EKO-Pops Node. The image
below shows the screenshot of the page.

Let’s query the credentials which we uploaded in our previous section on upload credentials.

Here you can see the demo of how you can retrive your credentials, data will be displayed when the correct status is
entered.

Here you can preview the image you’ve uploaded with your credentials and can download it in your local system.
Also, Once you’ve done the transaction, you can see the history of the transactions with time and address by clicking
on Show Transactions history button.

2.4. Query Credentials 9
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Address: 25¢8...3d05 ~ (]

Amount: 0 PoPS Energy

i= single User =
Status:
Submit Credentials
Status

@ Query Credentials

Ex Submit Job Posting Load credentials

@ Query Job Posting

Show Transaction History
{ﬂ Submit Experience

éﬂ Query Experience
& Bulk Upload

& Logout

Address: 25¢8...3d05 ~ (f]
Amount: 99.9997 PoPS Energy

i= single User ¥
Status:

[E&] Submit Credentials
& Graduated

@ Query Credentials

B3 Submit Job Posting Load credentials

&, Query Jab Posting
Show Transaction History
m Submit Experience

E?J Query Experience

X Bulk Upload

& Logout

10 Chapter 2. EkoLink DApp
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2.4.1 View Credentials: User Profile

You can see on the demo above, there’s view credential option below the image you queried. Clicking on that
will lead you to a new page which can serve as your public profile. You can access it anywhere without having to
login.

The profile page will look like the one below.

2.5 Post Job

This is page where you can post a job to our EKO-Pops Node.

Address: 25¢8...3d05 ~ 7]

Amount: 0 PoPS Energy

1]
4]

ingle User =
Job post:

E&] submit Credentials
& Post: Java, ReactJs, NodeJs, etc

Query Credentials

B submit Job Posting

@ Query Job Posting

pr— Show Transaction History
ubmit Experience

& Query Experience
& Bulk Upload

& Logout

Copyright © 2018, EchoLink Project

Let’s add some data and post the job

Here you can see the demo of how the transaction hash is generated for our transaction on the network. You can retrive
the transaction hash and check the status on our node or the status of the transaction will be shown at the end of the
transaction as you’ll see below.

For a successful transaction, you need to have your account address approved by the admin and then have some
token energy. You can see the token being energy updated at the top right corner with the successful transaction.
Once you’ve done the transaction, you can see the history of the transactions with time and status by clicking on Show
Transactions history button. If any transaction fails, you’ll have an option to resubmit that transaction without
having to enter the credentials again. And if the transaction is successful, you’ll see the the updated time and status in
the transaction history table.

2.6 Query Job

In this section of our application you can search for the job on our EKO-Pops Node. The image below shows the
screenshot of the page.

2.5. Post Job 11



echolink-dapp Documentation, Release 0.0.1

Address: 25¢8...3d05 ~ (]

Amount: 99.9997 PoPS Energy
= Single User =
Job post:

Submit Credentials
NodeJs

[8] Query Credentials

B submit Job Posting

@&, Query Job Posting

Show Transaction History
§if submit Experience
éﬂ Query Experience

& Bulk Upload

& Logout

2018, EcholLink Project

. Address: 25¢8...3d05 ~
[5 Exo Link )
Amount: 0 PoPS Energy

i= single User ¥

Job post:
Submit Credentials

Post: Java, React]S, NodeJs, etc.
@ Query Credentials

B Ssubmit Job Posting Load Job

@&, Query Job Posting

Show Transaction History
m Submit Experience
E?J Query Experience

X Bulk Upload

& Logout

12 Chapter 2. EkoLink DApp
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Let’s find the job which we posted in our previous section on post job.

. Address: 25¢8...3d05 ~ (1
{5 Exo Link
Amount: 99.9995 PoPS Energy

i= single User ¥
Job post:

[E&] Submit Credentials
Eal NodeJs|

Query Credentials

B3 Ssubmit Job Posting Load Job

@&, Query Job Posting

Show Transaction History
‘{m Submit Experience

éﬂ Query Experience
X Bulk Upload

& Logout

Copyright © 2018, EchoLink Project

Here you can see the demo of how you can retrive a posted job, data will be displayed when the correct job name is
entered.

Here you can preview the jobs on the network and the address of the ones who posted it. Also, Once you’ve done the
transaction, you can see the history of the transactions with time and address by clicking on Show Transactions
history button.

2.7 Post Experience

This is page where you can post your experience to our EKO-Pops Node.
Let’s add some data and upload the experience

Here you can see the demo of how the transaction hash is generated for our transaction on the network. You can retrive
the transaction hash and check the status on our node or the status of the transaction will be shown at the end of the
transaction as you’ll see below.

For a successful transaction, you need to have your account address approved by the admin and then have some
token energy. You can see the token being energy updated at the top right corner with the successful transaction.
Once you’ve done the transaction, you can see the history of the transactions with time and status by clicking on Show
Transactions history button. If any transaction fails, you’ll have an option to resubmit that transaction without
having to enter the credentials again. And if the transaction is successful, you’ll see the the updated time and status in
the transaction history table.

2.7. Post Experience 13
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Address: 25¢8...3d05 ~

Amount: 0 PoPS Energy

Single User =

Employee Address:
[E8] Submit Credentials
el Employee Address

[8] Query Credentials
Employee Experience:

B submit Job Posting

Years
@% Query Job Posting
Experience in:
m Submit Experience skill: Java, MySQL, etc.

éﬂ Query Experience
Submit experience

& Bulk Upload
Show Transaction History

& Logout

Address: 25¢8...3d05 ~ (]
Amount: 99.9993 PoPS Energy

Single User =
Employee Address:
Submit Credentials
0x25c891e8c4083b7a91daebl4e67ededece4f3d05

[8] Query Credentials
Employee Experience:

B submit Job Posting

2
@&, Query Job Posting
Experience in:
m Submit Experience NodeJs]|

éﬂ Query Experience
Submit experience

& Bulk Upload
Show Transaction History

& Logout

018, EchoLink Project

14 Chapter 2. EkoLink DApp
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2.8 Query Experience

In this section of our application you can search for the addresses of people who match the experience and the job
needs on our EKO-Pops Node. The image below shows the screenshot of the page.

. Address: 25¢8...3d05 ~ £
(5] Exo Link

Amount: 0 PoPS Energy

iE Single User =
Employee Experience:

Submit Credentials
Years

Query Credentials
Experience in:

B5 Submit Job Posting Skill: Java, MySQL, etc

@&, Query Job Posting

M Submit Experience

55@ Query Experience
Show Transaction History

& Bulk Upload

& Logout

Copyright © 2018, EchoLink Project

Let’s find the experience information which we posted in our previous section on post experience.

Here you can see the demo of how you can retrive a posted experience, data will be displayed when the correct
experience details are entered.

Here you can preview the addresses of required experience and the address of the ones who posted it. Also, Once
you’ve done the transaction, you can see the history of the transactions with time and address by clicking on Show
Transactions history button.

2.9 Bulk Upload Credentials

In this section of our application, we can upload the credentials as shown in our upload credentials demo in bulk.
As shown in the figure below, It displays two sections, one to upload a csv file and other to upload images.

In the first section,a .csv file < 50 entries containing fields as shown below can be uploaded. Please make
sure that the image name field name must match with the images which you’ll upload in the next section.

Issuer | Recipient | Status | Image |
eg:
TechRacers | EchoLink | Success | image.png |

In second section, images can be uploaded with .png |.jpg |.jpeg formatand with file size < 500kb.
The images name should match with the entries in csv file uploaded.

2.8. Query Experience 15
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Address: 25¢8...3d05 ~ (]

Amount: 99.9991 PoPS Energy

= Single User =
Employee Experience:

Submit Credentials 5

[8] Query Credentials
Experience in:

B submit Job Posting NodeJs|

@% Query Job Posting

Load experience
§if submit Experience

55’5 Query Experience
Show Transaction History

& Bulk Upload

& Logout

8, EchoLink Project

. Address: 25¢8...3d05 ~
E EKO Link ;
Amount: 0 PoPS Energy

Single User =
Submit Credentials

[ Query Credentials Upload CSV file: Upload Images:

B8 submit Job Posting

Choose file | No file chosen Choose Files | No file chosen

*(Max number of rows 50) *(Max number of images 50 & size:500kblimg)

@ Query Job Posting

m Submit Experience

& Query Experience

Upload
& Bulk Upload

Show Transaction History

& Logout

16 Chapter 2. EkoLink DApp
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Address: 25c8...3d05 ~ (]
Amount: 100 PoPS Energy

Upload CSV file: Upload Images:
< Bulk Upload certificates.csv 5 files

*(Max number of rows 50) *(Max number of images 50 & size:500kblimg)

& Logout
Upload
Show Transaction History

Issuer Recipient Status Preview

Anthony Ajay Graduated e
Estelle Elaine Graduated P

Barack Bhanu Stalled PR

right © 2018, EchoLink Project

As you can see above, once you select valid files the preview of the credentials will be displayed and you can choose
to remove the credentials which you don’t want to upload.

On clicking the Upload button in the bottom, a spinner will be displayed showing the progress and transactions will
happen which will save images to IPFS and credential data to EKO-Pops Node. The demo below will show you how
the transaction takes place.

For a successful transaction, you need to have your account address approved by the admin and then have some
token energy. You can see the token being energy updated at the top right corner with the successful transaction.
Once you’ve done the transaction, you can see the history of the transactions with time and status by clicking on Show
Transactions history button. If any transaction fails, you’ll have an option to resubmit that transaction without
having to enter the credentials again. And if the transaction is successful, you’ll see the the updated time and status in
the transaction history table.

2.9. Bulk Upload Credentials 17
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CHAPTER 3

EKO Token Bridge

3.1 Steps to start the services

¢ Create a file . env to save the environment variables for the services

* Add and edit the following to the .env

BRIDGE_BLOCKCHAIN_HOST=
BRIDGE_BLOCKCHAIN_PORT=
BLOCKCHAIN_NODE_ID=
BLOCKCHAIN_NODE_SECRET=
MAINNET_BLOCKCHAIN_HOST=
MAINNET_BLOCKCHAIN_PORT=
EKO_CONTRACT_ADDRESS=

¢ Install make if not installed

¢ Run,

’make set-up

This will initialize all the services and seed the database with the admin’s account.

¢ To start all the services, run,

’make dirty-up

You can access the services,
» Token Bridge
* Reverse Token Bridge

* Eko Energy Transfer

19
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3.2 Steps to use the Eko Transfer service

* Enter the address to which the EKO Energy is to be transferred under the label EKO To wallet address
* Enter the amount under the label EKO transfer amount

* Enter your private key under the label Your private key

* Click on Transfer to perform the transfer transaction

This will transfer the provided EKO Energy to the requested address on the EKO network.

3.3 Steps to use the Token Bridge service

* For users
— Sign up and login to the Token Bridge service
— Transfer the EKO tokens to the address as shown under Send your EKO Tokens here section

— Get the transaction hash of the transfer transaction and submit it to the section Give us the
transaction hash.

The admin will now be notified with the transaction details and after verifying and processing it the user will receive
the EKO Energy over the EKO network.

¢ For admin

Login to the Token Bridge service

Verify the transactions listed under Submitted section by clicking Verify All Transaction or ver-
ify them individually.

If the transaction is valid then, it will appear under the Verified section. Now, process the transactions
by clicking Process All Transaction or process them individually.

Enter the private key to sign the transaction and perform the EKO network transaction.

If everything is valid the transaction will go through and the user will receive the EKO Energy over the EKO network.

3.4 Steps to use the Reverse Token Bridge service

 For users
— Sign up and login to the Reverse Token Bridge service
— Transfer the EKO Energy to the address as shown under Send your EKO Energy here section

— Get the transaction hash of the transfer transaction and submit it to the section Give us the
transaction hash.

The admin will now be notified with the transaction details and after verifying and processing it the user will
receive the requested EKO tokens over the main net.

* For admin
— Login to the Reverse Token Bridge service

— Verify the transactions listed under Submitted section by clicking Verify All Transaction or
verify them individually.

20 Chapter 3. EKO Token Bridge
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— If the transaction is valid then, it will appear under the Verified section. Now, process the transactions
by clicking Process All Transaction or process them individually.

— Enter the private key to sign the transaction and perform the main net EKO token transfer transaction.

If everything is valid the transaction will go through and the user will receive the requested EKO token over the main
net.

3.4. Steps to use the Reverse Token Bridge service 21



echolink-dapp Documentation, Release 0.0.1

22 Chapter 3. EKO Token Bridge



CHAPTER 4

Authority Management For EKO Platform

Steps to start a network and implement validator set contracts to dynamically manage authorities:

4.1 Steps to set up the EKO network and dynamically manage net-
work authorities:

1. Use the validator set contracts available at https://github.com/parity-contracts/kovan-validator-set
2. We just need these contracts:

* OwnedSet.sol

* BaseOwnedSet.sol

* ValidatorSet.sol

* Owned.sol

3. Setup the basic chain genesis saved under genesis.json with all required fields for Authority Round consensus
engine

"name": "DemoPoA",
"engine": {
"authorityRound": {
"params": {
"stepDuration": "1",
"validators" : {
"list": []
}

}

by

"params": {
"gasLimitBoundDivisor": "0x400",

(continues on next page)

23
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(continued from previous page)

"maximumExtraDataSize": "0x20",
"minGasLimit": "0x1388",
"networkID" : "0x2323",
"eipl55Transition": O,
"validateChainIdTransition": O,
"eipl40Transition": O,
"eip2llTransition": O,
"eip2l4Transition": O,
0

"eip658Transition":
} 4
"genesis": {
"seal": {
"authorityRound": {
"step": "OxO0",
"signature":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000
}
} 4
"difficulty": "0x20000",
"gasLimit": "0x5B8D80O"
} 4
"accounts": {
"0x0000000000000000000000000000000000000001": { "balance": "1", "builtin": { "name
—": "ecrecover", "pricing": { "linear": { "base": 3000, "word": O } } } 1},
"0x0000000000000000000000000000000000000002": { "balance": "1", "builtin": { "name
—": "sha256", "pricing": { "linear": { "base": 60, "word": 12 } } } 1},
"0x0000000000000000000000000000000000000003": { "balance": "1", "builtin": { "name
—": "ripemdl60", "pricing": { "linear": { "base": 600, "word": 120 } } } 1},
"0x0000000000000000000000000000000000000004": { "balance": "1", "builtin": { "name
—": "identity", "pricing": { "linear": { "base": 15, "word": 3 } } } }
}
}
4. Setup a node by creating a node config file saved under node.toml
[parity]
chain = "genesis. json"
base_path = "./eko_node_data"
[network]
port = 30300
[rpc]
cors = ["*"]

interface ="0.0.0.0"
port = 8545

apis = ["web3", "eth", "net", "personal", "parity", "eko_set", "traces", "rpc", "eko_
—accounts"]

[ui]

interface = "0.0.0.0"

port = 8181
[websockets]

000000000000

port = 8451

5. Start the node using . /eko —--config node.toml —--nat none
6. Attach the geth to the exposed RPC port of the node using geth attach http://localhost:8545.

7. Create a new account using personal .newAccount () and an account password.

24 Chapter 4. Authority Management For EKO Platform
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8. Create a file with the node passwords saved as node.pwds and add the password ( assuming the password was

“eko” ) as a list

> eko

9. Update the nodetoml as follows (  assuming the generated address address is

0x00£3b949bb87ae90574c22£986c34207157b66b2)

[parity]
chain = "genesis.json"

P

se_path = "./eko_node_data"

a
network]
ort = 30300

[rpc]
cors = [n*u}

interface ="0.0.0.0"

port
apis = ["web3", "eth", "net", "personal", "parity", "eko_set", "traces"

8545

—accounts"]

[ui]

interface = "0.0.0.0"
port = 8181

[websockets]

port = 8451

[account]

password = ["node.pwds"]

[mining]
engine_signer = "0x00£3b9490b87ae90574c22£986c34207157b66b2"

_on_txs = "none"

"rpC", "eko_

10. Restart the node using . /eko ——config node.toml —--nat none

11. Update the validator section of the genesis.json as follows

"validators": {

"safeContract": "0x0000000000000000000000000000000000000005™"

Such that the final genesis file becomes

{

"name": "EKOPOA",
"engine": {
"authorityRound": {
"params": {
"gasLimitBoundDivisor": "0x400",
"stepDuration": "1",
"validators": {
"safeContract": "0x0000000000000000000000000000000000000005"

}

}I

"params": {
"gasLimitBoundDivisor": "0x400",
"maximumExtraDataSize": "0x20",
"minGasLimit": "0x1388",
"networkID": "0x2323",

(continues on next page)

4.1. Steps to set up the EKO network and dynamically manage network authorities: 25
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(continued from previous page)

"eipl55Transition": O,
"validateChainIdTransition": O,
"eipl40Transition": O,

"eip2llTransition": O,
"eip2l4Transition": O,
"eip658Transition": 0

by

"genesis": {
"seal": {
"authorityRound": {
"step": "OxO0",

"signature":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000

n
—

}
by

"difficulty": "0x20000",
"gasLimit": "O0x56691B7"
}I
"accounts": {
"0x0000000000000000000000000000000000000001L": { "balance": "1", "builtin": { "name
—": "ecrecover", "pricing": { "linear": { "base": 3000, "word": O } } } 1},
"0x0000000000000000000000000000000000000002": { "balance": "1", "builtin": { "name
—": "sha256", "pricing": { "linear": { "base": 60, "word": 12 } } } 1},
"0x0000000000000000000000000000000000000003": { "balance": "1", "builtin": { "name
—": "ripemdl60", "pricing": { "linear": { "base": 600, "word": 120 } } } 1},
"0x0000000000000000000000000000000000000004": { "balance": "1", "builtin": { "name
—": "identity", "pricing": { "linear": { "base": 15, "word": 3 } } } }

The address specified in the safeContract address will be the deployed address of the validator set contract.

12. Refer to the validator set contracts at https://github.com/parity-contracts/kovan-validator-set

git clone https://github.com/parity-contracts/kovan-validator-set.git
cd kovan-validator-set
remixd -s contracts/ --remix-ide "https://remix.ethereum.org"

Go to http://remix.ethereum.org/

13. Open the localhost connection from the top left corner

0O =5 O O f % « ¥

* browser

* config
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14. Select OwnedSet.sol from the list

« * x
o = 0 O & - localhost/OwnedSet.sol
Ci
' e 1ty Logi
~bro r % ij Copyright 2817 Peter Czaban, Parity Technologires Ltd.
3 /] Licensed under the Apache License, Version 2.8 (the "License™);
¥ config 4 /[ you may not use this file except in compliance with the License.
5 // You may obtain a copy of the License at
& //
* localhost T/ http://wew.apache.orgf/licenses/LICENSE-2.8
. B/
Migrations.sol 9 /] Unless required by applicable law or agreed to in writing, software
18 [/ distributed under the License is distributed on an "AS IS" BASIS,
OwnedSet.sol 11  // WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
RelaySet.sol 12 {{ See the License for the specific language governing permissions and
13 // limitations under the License.
RelayedOwnedSet.sol 14 ) )
i 15 // An owned validator set contract where the owner can add or remove validators
b interfaces 16
3 1 A, .
[p— i; pragma solidity "9.4.22;
19 import "./interfaces/Base0wnedSet.sol”;
28 import "./interfaces/ValidatorSet.sol”;

21

22

23 - contract OwnedSet is ValidatorSet, BaseOwnedSet {
24 /] STATE

25

26 J/ System address, used by the block sealer.
27 address public systemAddress;

15. Update the OwnedSet contract constructor as follows

constructor (address|[] _initial, address _owner) BaseOwnedSet (_initial)

public
{

owner = _owher;

systemAddress = OxffffFFFfFFffffffffffffffFfFFFfffFFF{FFfE;
}

16. Update the Owned.sol contract owner variable declaration as follows

address public owner;

17. Update the BaseOwnedSet.sol as follows

e Declare stakeAmount to store the current stake amount for the authorities in the network and
validatorStake to store the stakes for each authority mapped to the address as

uint public stakeAmount;
mapping (address => uint) public validatorStake;

* Define a function set StakeAmount to provide the functionality to update the stake amount

function setStakeAmount (uint _stakeAmount)
external
onlyOwner

stakeAmount = _stakeAmount;

¢ Declare events

4.1. Steps to set up the EKO network and dynamically manage network authorities: 27
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event ValidatorAdded (address indexed validatorAddress, uint stake);
event ValidatorRemoved (address indexed validatorAddress, uint stake);

event CorruptValidatorRemoved (address indexed validatorAddress,

uint stake);

* Update the addvalidator function as follows

function addvalidator (address _validator)

external

onlyOwner

isNotValidator (_validator)

payable

require (msg.value == stakeAmount);

status[_validator].isIn = true;
status[_validator].index = pending.length;
pending.push (_validator);
validatorStake|[_validator] = stakeAmount;

triggerChange () ;

emit ValidatorAdded (_validator, stakeAmount) ;

* Define a function removeCorruptValidator to add the functionality to remove a corrupt val-
idator from the network and transfer the locked stake amount to the admin. The final function should
be as follows,

function removeCorruptValidator (address _validator)

external
onlyOwner
isValidator (_validator)

// Remove validator from pending by moving the
// last element to its slot
require (validatorStake|[_validator] > 0);

uint index = status[_validator].index;

uint _stakeAmount = validatorStake[_validator];
pending[index] = pending|[pending.length - 1];
status [pending[index] ] .index = index;

delete pending|[pending.length - 1];
pending.length——;

msg.sender.transfer (_stakeAmount) ;
validatorStake|[_validator] = 0;

// Reset address status
delete status|[_validator];

triggerChange () ;

emit CorruptValidatorRemoved(_validator, _stakeAmount);

» Update the function removeValidator to add the functionality to remove a corrupt validator
from the network and transfer the locked stake amount to the admin. The final function should be as

28
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follows,

function removeValidator (address _validator)
external
onlyOwner
isValidator (_validator)

require (validatorStake|[_validator] > 0);

// Remove validator from pending by moving the
// last element to its slot

uint index = status/[_validator].index;

uint _stakeAmount = validatorStake[_validator];
pending[index] = pending[pending.length - 1];
status [pending[index]].index = index;

delete pending|[pending.length - 1];
pending.length——;

msg.sender.transfer (_stakeAmount) ;
validatorStake[_validator] = 0;

// Reset address status
delete status[_validator];

triggerChange () ;

emit ValidatorRemoved (_validator, _stakeAmount);

18. Select OwnedSet contract from the list of contracts to deploy.

19. In the arguments section, _initial would contain the list of initial validators. Here
you need to place the array of addresses of your validator accounts. We will use
["0x00£30b949bb87ae90574c22£986c34207157b66b2"”] as we had assigned earlier to our 1st
node config file. _owner should contain the address of the owner address(for this example we will be using
0x00£3b949bb872ae90574c22£986c34207157b66b2) to which you would like to give authority to
manage authorities in the network. Also, set the stake amount for all the new authorities in the network. For
now we will be setting is to be equal to 200.

20. Copy the bytecode of contract along with the encoded values of input fields by clicking the briefcase button .

21. Update the account section for the genesis.json as follows,

"accounts": {

."0x0000000000000000000000000000000000000001": { "balance": "1", "builtin": {
—"name": "ecrecover", "pricing": { "linear": { "base": 3000, "word": O } } } 1},

"0x0000000000000000000000000000000000000002": { "balance": "1", "builtin": {
—"name": "sha256", "pricing": { "linear": { "base": 60, "word": 12 } } } 1},

"0x0000000000000000000000000000000000000003": { "balance": "1", "builtin": {
—"name": "ripemdl60", "pricing": { "linear": { "base": 600, "word": 120 } } } },

"0x0000000000000000000000000000000000000004": { "balance": "1", "builtin": {
—"name": "identity", "pricing": { "linear": { "base": 15, "word": 3 } } } 1},

"<owner_address_holding_premined_ethers>": {"balance": "<provide_initial_
—premined_ether_balance_here>"},

"0x0000000000000000000000000000000000000005": {"balance": "<provide_initial_
—balance_here>", "constructor": "<paste_byte_code_here>"}

}

4.1. Steps to set up the EKO network and dynamically manage network authorities: 29
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Compile Run Settings  Analysis Debugger Support

Environment  JavaScript VM & VM) ¥ i
Account Oxca3...a733c (100 ether) o
Gas limit 3000000
Value 0 wei ¥
OwnedSet ¥
BaseOwnedSet
Owned
ValidatorsSet
Transactions recorded: © v
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OwnedSet (i
Deploy ~
_initial: [(OwD0f3b040bbETas 005742 21986034 20T 15ThE6D2"]
_DVTEET “Onali0f 3084 9008 T ae 9057402 2936034 2071 57hE6E02"

_stakefmount: 200

fransact

ar

At Address Load contract from Address

22. Restart the Eko nodes with the keys of the 0x00£3b949bb87ae90574c22£986c34207157b66b2 ac-
count.

23. Connect the metamask to the exposed RPC port of the nodes.

24. Import the account 0x00£30b949bb87ae90574c22£986c34207157b66b2 using its private key to the
metamask accounts list.

25. Select Injected Web3 as the preferred environment in remix solidity browser.

26. Access and interact with the validator set contracts using At Address functionality of remix solidity browser,
the contracts are predeployed at 0x0000000000000000000000000000000000000005

27. Check the current validator by calling getValidators and the owner by calling owner constant functions

28. To add a new authority in the network, Copy the genesis file and start the second node with the node config
saved under node.toml (on 2nd nodes system)

[parity]

chain = "../genesis.json"
base_path = "./eko_node_datal"
[network]

port = 30301

[rpc]

cors = ["x"]

interface ="0.0.0.0"

port = 8541

apis = ["web3", "eth", "net", "personal", "parity", "eko_set", "traces", "rpc", "eko_
—accounts"]

[ui]

(continues on next page)

4.1. Steps to set up the EKO network and dynamically manage network authorities: 31




echolink-dapp Documentation, Release 0.0.1

Compile Run Settings  Analysis Debugger Support

Environment Injected Web3 & Ropsten(3) ¥ |d
JavaScript VM
Account Injected Web3 ) 0
o Web3 Provider
Gas himit T UUOUUY
Value 0 wei ¥

0000000000000000000000000000005 At Address

Transactions recorded: © w

Deployed Contracts o

v OwnedSet at 0x000...00005 (blockchain) K x

addVValidator address _validator e
finalizeChange
seiRecemBlocks  wint256 _recentBlocks e
finalized
getPending
getValidators

0: address|[]:
0x00F3b949bB872e?0574c2 2986034207 157b6sB2
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(continued from previous page)

interface = "0.0.0.0"
port = 8181
[websockets]
port = 8451

29. Connect the nodes, Here we will simply use curl. Obtain 1st node’s enode:

curl --data '{"jsonrpc":"2.0","method":"parity_enode", "params":[],"1id":0}"' -H
"Content-Type: application/json" —-X POST localhost:8545

30. Addthe result tonode 1 (replace enode://RESULT in the command):

curl --data '{"jsonrpc":"2.0", "method":"parity_addReservedPeer",
"params": ["enode://RESULT"],"id":0}' -H "Content-Type: application/json" -X
POST localhost:8541

Now the nodes should indicate 1/25 peers in the console, which means they are connected to each other.
31. Geth attach to the node’s RPC exposed port using geth attach http://localhost:8541
32. Generate a new account using personal .newAccount (). Choose a password for the account.

33. Update the node config file for the second node by assigning the generated account value ( assuming the gener-
ated account is 0x8c7cfb7f40b7a6c4d34c7619c6075d0402112811) to the engine_signer such that
the node config file looks like,

[parity]

chain = "../genesis.json"
base_path = "./eko_node_datal"
[network]

port = 30301

["x"]

ace ="0.0.0.0"

= 8541

K ["web3", "eth", "net", "personal", "parity", "eko_set", "traces", "rpc", "eko_
—accounts"]

[ui]

= "0.0.0.0"
port = 8181

[websockets]

port = 8451

[account]

password = ["node.pwds"]
[mining]

interface

"0x8c7cfb7f40b7a6c4d34c7619¢c6075d0402112811"
11l _on_txs = "none"

engine_signer

34. Restart the second node

35. Sign in with the owner account using the metamask and select the Injected Web3 from the environment
dropdown in remix solidity browser.

36. Now, access the OwnedSet.sol contract again as before wusing the predeployed con-
tract address and perform the transaction addvalidator  with address parameter
0x8c7cfb7£40b7a6c4d34c7619c6075d0402112811 to add the second node’s owner address as
a new authority.

Note: the stake amount as msg.value needs to be supplied with this transaction

4.1. Steps to set up the EKO network and dynamically manage network authorities: 33
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Deployed Contracts o

v OwnedSet at 0x000...00005 (blockchain) n x

addValidator OBc Fefbrf40bTabcdd34cT619c6072d0402112811 W

finalizeChange

removeValidator  addr ilidat e
reportBenign adr lidat niZ5E e

repartMalicious addr lidat ni25E ckMumber, byt M| we
setOwner addr e e

setRecentBlocks 1256 E W

37. The node logs should look like,

#42 e998..debd (1

38. We can check the stakes for the validator using the constant function validatorStake as,
39. Now, if we call getValidator we should get
This gives a confirmation that the new authority has been added to the network.

40. To remove an authority the owner should perform the transaction removeValidator with address parameter
0x8c7cfb7f40b7a6c4d34c7619c6075d0402112811. The stakes will be transferred to the authority’s
address from the contract and the validator will be removed from the network.

The node logs should look like,

Now, if we call getValidator we should get

This gives a confirmation that the mentioned authority has been removed from the network.
When we check the stake balance now, we should get

41. To remove a corrupt authority the owner should perform the transaction removeCorruptvValidator with
the address parameter 0x8c7cfb7£40b7a6c4d34c7619c6075d0402112811. In this case, the stake
will not be transferred to the authority’s address but these will be transferred to the owner’s address and the
validator will be removed from the network.
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stakefAmaunt

0: uint25&: 200

systemAddress

validatorStake Oxdcicibrid0bTabec4d34cT619c6070d0402112811

0: uint25&: 200

getPending
getValidators

0: address|[]:
Ox00F3b249bBB72e?0574c22f986c34207157b66B2 0xBc7 cfB7
FA40B7A&GCAd34CTA19CA075d0402112811

Deployed Contracts ]
v OwnedSet at 0x000..00005 (blockchain) K x
addValidator address _validator e
finalizeChange

removeValidator  OxBcTcfbTf40bTabcdd34cTE19c6075d0402112811 W
reportBenign address _wvalidator, wintZ56 _blockNumber W
reparidalicious address _validator, uini256 _blockNumber, bytes _pro | w
setCwner address _new W

seiRecentBlocks  wint256 _receniBlocks L

4.1.
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#67 96c0.ef7f (1

#68 2e66..2d76 (1

#69 a5ab..9449 (1

setRecentBlocks 1256 recentBlock e
finalized
getPending

getvalidators

0: address|]:
Ox00F3b949bB872e90574c2 2986034207 157b66E2

stakeAmount

0: uint256: 200

systemAddress
validatorStake OxABdedad To082bEDabl53a5 38664386 28300004 26 L

O uint25&: 0
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4.2 Using Docker to setup the nodes in the network

1. Clone the EKO platform repository
2. Run

make set-up

This will install all the dependencies and set up build the docker image for the EKO node
3. Copy the genesis configurations for the network to the blockchain/configuratons/genesis. json

4. Copy the key in file format to the blockchain/configuratons/key. json. If the node is set up as the
miner node then this will be used.

5. Copy the password used to create the key . json to the blockchain/configuratons/node.pwds.
6. Different modes:
e Start a new network

1. Run

’make initialize-blockchain ‘

2. Type 1 and enter to select Start a new network from the options provided.

3. Run

’make dirty-up ‘

This will start the node with a new network configurations.
* Join an existing network as a miner node

1. Run

make initialize-blockchain

2. Type 2 and enter to select Join an existing network as a miner node fromthe
options provided.

3. Enter the valid enode value of the node you would like to connect to from the existing network

4. Run

make dirty-up

This will start the node as a miner node and sync with the existing nodes in the network. If the validator
address has been given permission to become a validator in the network the node will start mining the
new blocks, else it will wait for the admin to grant permission using the Validator set contract methods.

* Join an existing network as a viewer node

1. Run

make initialize-blockchain

2. Type 3 and enter to select Join an existing network as a viewer node from
the options provided.

3. Enter the valid enode value of the node you would like to connect to from the existing network
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4. Run

make dirty-up

This will start the node as a viewer node and sync with the existing nodes in the network.

7. Now, follow the steps as mentioned from points 31 to 41 from the previous section.
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CHAPTER B

EKO Extension

EkoLink Extension takes the information of a webpage. It provides the image, ssl info and content of full web page
and save these information to ekolink backend. You can find extension on chrome store.

5.1 How to use extension

To use ekolink extension, add extension to your chrome browser and follow the instruction below.

Navigate on a web page and activate the extension by clicking on extension icon.

r % @ @ H [E |:

Initial page - Get user info (user name) before capturing credential.

If you click on capture credential button without input your name, it will give the error.
Input the name and then click on Capture Credential button.

If user is on other then http or https web page he will get error.

After clicking on submit button will be disable and show status saving.

You will get Success message, after your credential successfully get submitted.
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Extensions - Google Chrome

# Extensions

€3 c
Apps [1 NewTab

& Chrome | chrome://extensions

Extensions

LOAD UNPACKED PACK EXTENSION UPDATE

Capture Credentials

Certificate Info 0.1.3

Awesome Screenshot Minus (Beta) 4.0.1.0
Awesome Screenshot Minus all the junk Shows TLS certificate info and validation level of

the servers you connect

1D: nipijfidodacoggfpobkofgcedonamgd 1D: mddpcemocaimnjobpmbnjobnmddbnpch
Inspect views background.html Inspect views background page
DETAILS  REMOVE [¢] ] DETAILS  REMOVE [¢] ]
— Eko certificate verification 1.0.0 Awesome Screenshot: Screen Video Rec... 3.9.37
k@ Screen capture your current page in entirety and Screencast, record screen as video. Screen
reliably! capture for full page, annotate, blur sensitive info,
and share with one-click uploads
1D: dejaffdfmpdgegmgjkdfifnpigmobgbb 1D: nlipoenfbbikpbjkfpfillcgkoblgpmj
Inspect views background page Inspect views background.html
DETAILS  REMOVE [¢] ] DETAILS  REMOVE ]
ElasticSearch Head 0.1.3 L Google Docs Offline 1.4
{8 ElasticSearch Head % Get things done offline with the Google Docs

family of products.

javascripkt - XMLHttpRequest multipart/form-data: Invalid boundary in multipart - Stack Overflow - Google Chrome

s u @ 7A3PM %

e

2 javascript-XMLHEL X WY

<« C | & Secure | https://stackoverflow.com/questions/18590630/xmlhttprequest-multipart-form-data-invalid-boundary-in-multipart % B & @ @

i Apps [1 NewTab ‘

L

Capture Credentials I‘

R = stackoverll.ow Enter your full name
e Make your next move Q
t—b\, Enter your name

| with a career site that’s by developers

N
= stackoverflow  search

Join us in building a kind, collaborative learning community via our updated

-

vl m e

O Stack Overflow

Tags XMLHttpRequest multipart/form-data: Invalid boundary in multipart
Users
| Jobs 4. | amsending post data via XMLHttpRequest: asked 4 years, 11 months ago

7,969 times

7 var xmlHttp=new XMLHttpReguest();
Teams [ xmlHttp.open("POST", domain, true);
Q@A for work — w xmlHttp.setRequestHeader("Content-type", "multipart/form-data");

4 years, 7 months ago
var TormData = new FormData();
formData.append("data", data_json_string);
xmlHttp.send(formData);

BLOG

In Python, I get an error if | try to get the POST (or FILES or anything) data: [ Getto Know Our New Code of
Conduct

WNOEN

MultiPartParserError: Invalid boundary in multipart: None
FEATURED ON META

Can this never work?? Do I really need to create the form body as a single string where | loop

h h th dol b d ing bef d afts h 2 And. if h D Welcome Stack Overflow Valued
through the parameters and place a boundary string before and after each one? And, if so, what Associate #599, Catherine Kuck AKA
should that look like? How do | get it from my POST in Python?? Or is there an easier way. I'm Catija!

looking around and not finding much on this.

[ Updated comment flagging -
. . B . Supporting the new Code of Conduct
E—3] btw, | am using "multipart/fform-data” because my string data is really long and this is a faster way to . S
* send it. It has worked for me when | create a form and post it, targeting it to an iframe. But here | & Should we bumninate the [booking] tag?
- much prefer xmlHttp. -
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Extensions - Google Chrome

M Extensions

€< > C | & chrome
Apps [1 New Tab

Extensions

# Extensions

< C | & Secure

chrome://extensions

Stack Overflow - Where Developers Learn, Share, & Build Careers - Google Chrome

x

= Apps [1 NewTab

LOAD UNPACKED

PACK EXTENSION

Awesome Screenshot Minus (Beta) 4.0.1.0

Awesome Screenshot Minus all the junk

1D: nipijfidodacoggfpobkofgcedonamgd
Inspect views background.html

DETAILS REMOVE [¢] . DETAILS

s ty @ o) 7a0Pm %
(=]

Invalid url

Uh oh, something went wrong! Try reloading the
page, verifying javascript is enabled, and running
this again.

UPDATE

If the problem persists, please report the error in the
Chrome webstore. Please include the URL you tried
it on and the version of Chrome.

Certificate Info 0.1.3
Shows TLS certificate info and
the servers you connect

1D: mddpcemocaimnjobpmbnjobnmddbnpch
Inspect views background page

REMOVE ¢} [ ]

Eko certificate verification 1.0.0

k@ Screen capture your current page in entirety and
reliably!

1D: dejaffdfmpdgegmgjkdfifnpigmobgbb

Inspect views background page

DETAILS

REMOVE c ® DETAILS

Awesome Screenshot: Screen Video Rec... 3.9.37
Screencast, record screen as video. Screen
capture for full page, annotate, blur sensitive info,
and share with one-click uploads

1D: nlipoenfbbikpbjkfpfillcgkoblgpmj

Inspect views background.html

REMOVE [ )

ElasticSearch Head 0.1.2
{8 ElasticSearch Head

2

Google Docs Offline 1.4
Get things done offline with the Google Docs
family of products.

Fig. 1: On https/http web page

2 stack Overflow -V

Ll W

https://stackoverflow.com

S fy @ o) 7aPm &

N
= stackaverflow

Home

PUBLIC

@ Stack Overflow
Tags
Users

Jobs

Teams
Q&A for work

Join us in building a kind, collaborative learning community via our updated

Search...

| Top Questions

Autofac failing to resolve interface in web app

0 0 1

oles asp.net asp.net-mvc visual-studio autofac lis-express

1 1 7 How to wrap spark streaming output in array brackets?
vote answer scala apache-spark  structured-streaming

0 0 2 Laravel password redirects me when i click on the link
votes  answers Views laravel  authentication laravel-5

0 0 2 New vm's no ethernet connection ESXI

oles views linux windows virtual-machine esxi

0 0 3 Jquery sortable not working after ajax refresh

otes javascript  jguery ajax  jquery-ui-sortable

0 0 5 To avoid the overflow of material component data

Featured | Hot

w8 @
SSL Info
Identity Validation
Issuer To:
Organization Stack Exchange, Inc
Issuer By:
RELESIERN  Organisation DigiCert Inc
Common Name BigierCBHAZ High Assurance

Week Mor
{ organization)

The website operator's identity (individual or

Web Content

Stack Overflow =

1
Join us in building a kind,
collaborative learning community
via our updated Code of Conduct »
u

o philantrovert 5,7

Avtar
g0 Andre MacNamara|

oM. Traal

5.1. How to use extension
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# Extensions

< C | & secure
$ii Apps [1 NewTab

x

Stack overflow - Where Developers Learn, Share, & Build Careers - Google Chrome
Stack Overflow -Vt

https://stackoverflow.com

s ty @ o) naem
B WA e

"y
= stackoverflow

Home

PUBLIC

@ Stack Overflow
Tags
Users

Jobs

Teams =
Q&A for work ,—1

# Extensions

< C | & Secure

= Apps [1 NewTab

Search

Join us in building a kind, collaborative learning community via our updated

| Top Questions

Stack Overflow - Where Developers Learn, Share, & Build Careers - Google Chrome

Stack Overflow -V

https://stackoverflow.com

Ask Questi

) Featured | Hot | Week | Mor

Autofac failing to resolve interface in web app

asp.net  asp.netmvc  visual-studio autofac  iis-express

How to wrap spark streaming output in array brackets?

hilantrovert 5,7

scala  apache-spark  structured-streaming

Laravel password redirects me when i click on the link =

laravel  authentication  laravel-5 go Andre MacNamara/

New vm's no ethernet connection ESXI

linux  windows  virtual-machine  esxi

Jquery sortable not working after ajax refresh

javascript  jquery ajax  jquery-ui-sortable sago M. Traa 1

To avoid the overflow of material component data

s t @ o) naerm &%
F W (-]
B @ @ Wy

D

Home

PUBLIC

@ Stack Overflow
Tags
Users

Jobs

stackoverflow

Teams =<
QeAforwork L — |

Search...

Join us in building a kind, collaborative learning community via our updated

| Top Questions

Ask Questi

B Featured Hot | Week Mor

Autofac failing to resolve interface in web app

asp.net asp.net-mvc  visual-studio autofac  iis-express

How to wrap spark streaming output in array brackets?

scala apache-spark  structured-streaming

Laravel password redirects me when i click on the link =

laravel  authentication laravel-5 g0 Andre MacNamara|

New vm's no ethernet connection ESXI

linux  windows  virtual-machine — esxi ask go jurhy
Jquery sortable not working after ajax refresh -
javascript  jguery ajax  jquery-ui-sortable o M. Traa 1

To avoid the overflow of material component data
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