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Version: 2.1.0.21

The python-cybox library provides an API for developing and consuming Cyber Observable eXpression (CybOX)
content. Developers can leverage the API to create applications that create, consume, translate, or otherwise work
with CybOX content.

Contents 1



python-cybox Documentation, Release 2.1.0.21

2 Contents



CHAPTER 1

Versions

Each version of python-cybox is designed to work with a single version of the CybOX Language. The table below
shows the latest version the library for each version of CybOX.

CybOX Version | python-cybox Version
2.1 2.1.0.21 (PyPI) (GitHub)
2.0.1 2.0.1.4 (PyPI) (GitHub)
2.0 2.0.0.1 (PyPI) (GitHub)
1.0 1.0.0b3 (PyPI) (GitHub)



https://pypi.python.org/pypi/cybox/2.1.0.21
https://github.com/CybOXProject/python-cybox/tree/v2.1.0.21
https://pypi.python.org/pypi/cybox/2.0.1.4
https://github.com/CybOXProject/python-cybox/tree/v2.0.1.4
https://pypi.python.org/pypi/cybox/2.0.0.1
https://github.com/CybOXProject/python-cybox/tree/v2.0.0.1
https://pypi.python.org/pypi/cybox/1.0.0b3
https://github.com/CybOXProject/python-cybox/tree/v1.0.0b3
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CHAPTER 2

Contents

Version: 2.1.0.21

2.1 Getting Started with python-cybox

Note: The python-cybox library is intended for developers who want to add CybOX support to existing programs or
create new programs that handle CybOX content. Experience with Python development is assumed.

Other users should look at existing tools that support CybOX.

Understanding XML, XML Schema, and the CybOX language is also incredibly helpful when using python-cybox in
an application.

First, you should follow the Installation procedures.

2.1.1 Example Scripts

The python-cybox repository contains several example scripts that help illustrate the capabilities of the APIs. These
scripts are simple command line utilities that can be executed by passing the name of the script to a Python interpreter.

’$ python simple_email_instance.py

2.1.2 Writing Your Own Application

See the Examples page for more examples of using python-cybox in your own application.

Version: 2.1.0.21

2.2 Installation

2.2.1 Recommended Installation

Use pip:



https://cyboxproject.github.io/#convert
https://github.com/CybOXProject/python-cybox/tree/master/examples
http://pip.readthedocs.org/
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‘$ pip install cybox

You might also want to consider using a virtualenv.

2.2.2 Dependencies
The python-cybox library is developed on Python 2.7 and tested against both Python 2.6 and 2.7. Besides the Python
Standard Library, python-cybox relies on the following Python libraries:

¢ Ixml - A Pythonic binding for the C libraries libxml2 and libxslt.

* python-dateutil - A library for parsing datetime information.

* importlib (Python 2.6) - Convenience wrappers for __import__ ().

Note: importlib is built into Python 2.7, and is available on PyPI for Python 2.6.

Each of these can be installed with pip or by manually downloading packages from PyPI. On Windows, you will
probably have the most luck using pre-compiled binaries for 1xm1. On Ubuntu (12.04 or 14.04), you should make
sure the following packages are installed before attempting to compile 1xm1 from source:

* libxml2-dev
e libxsltl-dev
 zliblg-dev

2.2.3 Manual Installation

If you are unable to use pip, you can also install python-cybox with setuptools. If you don’t already have setuptools
installed, please install it before continuing.

1. Download and install the dependencies above. Although setuptools will generally install dependencies automat-
ically, installing the dependencies manually beforehand helps distinguish errors in dependency installation from
errors in python-cybox installation. Make sure you check to ensure the versions you install are compatible with
the version of python-cybox you plan to install.

2. Download the desired version of python-cybox from PyPI or the GitHub releases page. The steps below assume
you are using the 2.1.0.21 release.

3. Extract the downloaded file. This will leave you with a directory named cybox-2.1.0.21.

$ tar —-zxf cybox-2.1.0.21.tar.gz
$ 1s
cybox-2.1.0.21 cybox-2.1.0.21.tar.gz

OR

$ unzip cybox-2.1.0.21.zip
$ 1s
cybox-2.1.0.21 cybox-2.1.0.21.zip

4. Run the installation script.

$ cd cybox-2.1.0.21
$ python setup.py install

5. Test the installation.

6 Chapter 2. Contents
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https://github.com/CybOXProject/python-cybox/releases

python-cybox Documentation, Release 2.1.0.21

$ python

Python 2.7.6 (default, Mar 22 2014, 22:59:56)

[GCC 4.8.2] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
>>> import cybox

>>>

If you don’t see an ImportError, the installation was successful.

2.2.4 Further Information

If you’re new to installing Python packages, you can learn more at the Python Packaging User Guide, specifically the
Installing Python Packages section.

Version: 2.1.0.21

2.3 Overview

This page provides a quick overview needed to understand the inner workings of the python-cybox library. If you
prefer a more hands-on approach, browse the Examples.

2.3.1 CybOX Entities

Each type within CybOX is represented by a class which derives from cybox.Entity. In general, there is one
Python class per CybOX type, though in some cases classes which would have identical functionality have been reused
rather than writing duplicating classes. One example of this is that many enumerated values are implemented using
the cybox.common.properties.String, since values aren’t checked to make sure they are valid enumeration
values.

Note: Not all CybOX types have yet been implemented.

2.3.2 Controlled Vocabulary Strings

Controlled Vocabulary strings are a concept originally designed for STIX and adapted for use in CybOX as well.
For background, see the STIX documentation. Controlled Vocabulary strings are implemented in the cybox Python
package very similarly to how they are implemented in the st ix package, so viewing the python-stix documentation
should help explain how to work with CybOX Controlled Vocabulary strings as well. CybOX vocabularies are defined
in the cybox. common . vocabs module.

Version: 2.1.0.21

2.4 Examples

This page includes some basic examples of creating and parsing CybOX content.

There are a couple things we do in these examples for purposes of demonstration that shouldn’t be done in production
code:

2.3. Overview 7
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e When calling to_xml (), we use include_namespaces=False. This is to make the example out-
put easier to read, but means the resulting output cannot be successfully parsed. The XML parser doesn’t
know what namespaces to use if they aren’t included. In production code, you should explicitly set
include_namespaces to True or omit it entirely (True is the default).

* Weuse set_id_method (IDGenerator.METHOD_INT) to make IDs for Objects and Observables easier
to read and cross-reference within the XML document. In production code, you should omit this statement,
which causes random UUIDs to be created instead, or create explicit IDs yourself for objects and observables.

2.4.1 Creating Objects

The easiest way to create an object is to construct one and then set various properties on it.

from cybox.objects.file object import File

f = File()
f.file name = "malware.exe"
f.file_path = "C:\Windows\Temp\malware.exe"

print (f.to_xml (include_namespaces=False, encoding=None))

Which outputs:

<FileObj:FileObjectType xsi:type="FileObj:FileObjectType">
<FileObj:File_Name>malware.exe</FileObj:File_Name>
<FileObj:File_Path>C:\Windows\Temp\malware.exe</FileObj:File_Path>
</FileObj:FileObjectType>

For some objects, such as the AddressObject, you can pass parameters direcly into the constructor.

from cybox.objects.address_object import Address
a = Address ("1.2.3.4", Address.CAT_IPV4)
print (a.to_xml (include_namespaces=False, encoding=None))

<AddressObj:AddressObjectType xsi:type="AddressObj:AddressObjectType" category="ipv4-addr">

<AddressObj:Address_Value>1.2.3.4</AddressObj:Address_Value>
</AddressObj:AddressObjectType>

2.4.2 Creating Observables

Full CybOX documents are expected to have Observables as the root element. You can pass any object to the
Observables constructor to generate the proper XML.

from mixbox.idgen import IDGenerator, set_id_method
from cybox.core import Observables

from cybox.objects.file object import File
set_id_method (IDGenerator .METHOD_INT)

f = File()
f.file name = "malware.exe"
f.file_path = "C:\Windows\Temp\malware.exe"

print (Observables (f) .to_xml (include_namespaces=False, encoding=None))

<cybox:0Observables cybox_major_version="2" cybox_minor_version="1" cybox_update_versions
<cybox:0bservable id="example:Observable-1">
<cybox:0bject id="example:File-2">
<cybox:Properties xsi:type="FileObj:FileObjectType">
<FileObj:File_Name>malware.exe</FileObj:File_Name>
<FileObj:File_Path>C:\Windows\Temp\malware.exe</FileObj:File_Path>

SITORDY
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</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
</cybox:0bservables>

To include multiple objects as individual Observables within one document, you can pass them as a list to the Observ-
ables constructor.

from mixbox.idgen import IDGenerator, set_id_method

from cybox.core import Observables

from cybox.objects.address_object import Address

from cybox.objects.uri_object import URI

set_id_method (IDGenerator .METHOD_INT)

a Address ("1.2.3.4", Address.CAT_IPV4)

u = URI("http://cybox.mitre.org/")

print (Observables ([a, u]) .to_xml (include_namespaces=False, encoding=None))

<cybox:0Observables cybox_major_version="2" cybox_minor_version="1" cybox_update_versions
<cybox:0bservable id="example:Observable-1">
<cybox:0bject id="example:Address-2">
<cybox:Properties xsi:type="AddressObj:AddressObjectType" category="ipv4-add
<AddressObj:Address_Value>1.2.3.4</AddressObj:Address_Value>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
<cybox:0bservable id="example:Observable-3">
<cybox:0bject id="example:URI-4">
<cybox:Properties xsi:type="URIObj:URIObjectType">
<URIObj:Value>http://cybox.mitre.org/</URIObj:Value>
</cybox:Properties>
</cybox:0bject>
</cybox:0Observable>
</cybox:0bservables>

SITORDY

r">

2.4.3 HTTP Message Body

When outputing XML, by default, reserved XML characters such as < and > are escaped by default.

from cybox.objects.http_session_object import HTTPMessage

m = HTTPMessage ()

m.message_body = "<html><title>An HTML page</title><body><p>Body text</p></body></html>"
m.length = len(m.message_body.value)

print (m.to_xml (include_namespaces=False, encoding=None))

<HTTPSessionObj:HTTPMessageType>
<HTTPSessionObj:Length>69</HTTPSessionObj:Length>
<HTTPSessionObj:Message_Body>&lt;html&gt; &lt;title&gt;An HTML page&lt;/titles&gt;s&lt
</HTTPSessionObj:HTTPMessageType>

body&gt; &1t ;1

When you parse this content, these characters are converted back.

from cybox.bindings.http_session_object import parseString
m2 = HTTPMessage.from_obj(parseString(m.to_xml (encoding=None)))
print (m2.message_body)

<html><title>An HTML page</title><body><p>Body text</p></body></html>

2.4. Examples 9
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2.4.4 HTTP User Agent

from cybox.objects.http_session_object import =
fields = HTTPRequestHeaderFields ()
fields.user_agent = 'Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:25.0) Gecko/20100101 F{

header = HTTPRequestHeader ()
header.parsed_header = fields

request = HTTPClientRequest ()
request .http_request_header = header

reqg_res = HTTPRequestResponse ()
reg_res.http_client_request = request

session = HTTPSession ()
session.http_request_response = [reqg_res]

print (session.to_xml (include_namespaces=False, encoding=None))

<HTTPSessionObj:HTTPSessionObjectType xsi:type="HTTPSessionObj:HTTPSessionObjectType">
<HTTPSessionObj:HTTP_Request_Response>
<HTTPSessionObj:HTTP_Client_Request>
<HTTPSessionObj:HTTP_Request_Header>
<HTTPSessionObj:Parsed_Header>
<HTTPSessionObj:User_Agent>Mozilla/5.0 (Windows NT 6.1; Win64; x64;
</HTTPSessionObj:Parsed_Header>
</HTTPSessionObj:HTTP_Request_Header>
</HTTPSessionObj:HTTP_Client_Request>
</HTTPSessionObj:HTTP_Request_Response>
</HTTPSessionObj:HTTPSessionObjectType>

2.4.5 Objects with DateTime properties

When setting DateTime properties on objects, you can either use a native Python datetime.datetime or a string.
The python-dateutil library is used to parse strings into dates, so a wide variety of formats is supported.

import datetime

from cybox.objects.email message_object import EmailMessage
e = EmailMessage ()

e.from_ = "spammer@spam.com"

e.subject = "This is not spam"

e.date = datetime.datetime (2012, 1, 17, 8, 35, 6)

print (e.to_xml (include_namespaces=False, encoding=None))

refox/25.0"'

rv:25.0)

<EmailMessageObj:EmailMessageObjectType xsi:type="EmailMessageObj:EmailMessageObjectType">

<EmailMessageObj:Header>

<EmailMessageObj:From xsi:type="AddressObj:AddressObjectType" category="e-mail"
<AddressObj:Address_Value>spammer@spam.com</AddressObj:Address_Value>

</EmailMessageObj:From>
<EmailMessageObj:Subject>This is not spam</EmailMessageObj:Subject>
<EmailMessageObj:Date>2012-01-17T08:35:06</EmailMessageObj:Date>

</EmailMessageObj:Header>

</EmailMessageObj:EmailMessageObjectType>

10 Chapter 2. Contents
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from cybox.objects.email message_object import EmailMessage
e = EmailMessage ()

e.date = "Mon, 14 Oct, 2013 12:32:03 -0500"

print (e.to_xml (include_namespaces=False, encoding=None))

<EmailMessageObj:EmailMessageObjectType xsi:type="EmailMessageObj:EmailMessageObjectTypsq
<EmailMessageObj:Header>
<EmailMessageObj:Date>2013-10-14T12:32:03-05:00</EmailMessageObj:Date>
</EmailMessageObj:Header>
</EmailMessageObj:EmailMessageObjectType>

b

2.4.6 Hashes

In many cases you can pass a dictionary or a list to create an instance of a CybOX type.

from cybox.common import HashList

h = HashList.from_list([{'type' : 'MD5', 'simple_ hash_ value' : 'FEFFFFEF'},
{'type' : 'SHAl', 'simple_hash_value' : 'FFFFFF'}])

print (h.to_xml (include_namespaces=False, encoding=None))

<cyboxCommon:HashListType>
<cyboxCommon:Hash>
<cyboxCommon : Type>MD5</cyboxCommon : Type>
<cyboxCommon:Simple_Hash_Value>FFFFFF</cyboxCommon:Simple_Hash_Value>
</cyboxCommon :Hash>
<cyboxCommon:Hash>
<cyboxCommon: Type>SHA1</cyboxCommon: Type>
<cyboxCommon:Simple_Hash_Value>FFFFFF</cyboxCommon:Simple_Hash_Value>
</cyboxCommon :Hash>
</cyboxCommon:HashListType>

This can easily be incorporated into constructing objects as well.

from cybox.objects.win_file object import WinFile

f = WinFile ()

f.file_name = "foo.exe"

f.drive = "C:\\"

f.hashes = h

print (f.to_xml (include_namespaces=False, encoding=None))

<WinFileObj:WindowsFileObjectType xsi:type="WinFileObj:WindowsFileObjectType">
<FileObj:File_Name>foo.exe</FileObj:File_Name>
<FileObj:Hashes>
<cyboxCommon : Hash>
<cyboxCommon: Type>MD5</cyboxCommon: Type>
<cyboxCommon:Simple_Hash_Value>FFFFFF</cyboxCommon:Simple_Hash_Value>
</cyboxCommon : Hash>
<cyboxCommon:Hash>
<cyboxCommon: Type>SHA1</cyboxCommon: Type>
<cyboxCommon:Simple_Hash_Value>FFFFFF</cyboxCommon:Simple_Hash_Value>
</cyboxCommon : Hash>
</FileObj:Hashes>
<WinFileObj:Drive>C:\</WinFileObj:Drive>
</WinFileObj:WindowsFileObjectType>

2.4. Examples 11
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2.4.7 Object Subclasses

The WindowsFile object is a subclass of the File object. As you can see, the correct namepaces for the various
properties are set.

from cybox.objects.win_file object import WinFile

f = WinFile ()

f.file_name = "blah.exe"

f.drive = "C:\\"

print (f.to_xml (include_namespaces=False, encoding=None))

<WinFileObj:WindowsFileObjectType xsi:type="WinFileObj:WindowsFileObjectType">
<FileObj:File_Name>blah.exe</FileObj:File_Name>
<WinFileObj:Drive>C:\</WinFileObj:Drive>
</WinFileObj:WindowsFileObjectType>

As another example, the WinUser object is a refinement of the UserAccount object, which itself is a refinement of the
Account object. As with Hashes, these can be constructed from a dictionary representation.

from cybox.objects.win_user_account_object import WinUser
winuser_dict = {
# Account-specific fields
'disabled': False,
'domain': 'ADMIN',
# UserAccount-specific fields
'password_required': True,
'full _name': "Steve Ballmer",
'home_directory': "C:\\Users\\ballmer\\",
'last_login': "2011-05-12T07:14:01+07:00",
'username': "ballmer",
'user_password_age': "P180D",
# WinUser-specific fields
'security_id': "S-1-5-21-3623811015-3361044348-30300820-1013",
'security_type': "SidTypeUser",
'xsi:type': 'WindowsUserAccountObjectType',
}

print (WinUser.from_dict (winuser_dict) .to_xml (include_namespaces=False, encoding=None))

<WinUserAccountObj:WindowsUserAccountObjectType xsi:type="WinUserAccountObj:WindowsUseri
disabled="false" password_required="true">

<AccountObj:Domain>ADMIN</AccountObj:Domain>
<UserAccountObj:Full_Name>Steve Ballmer</UserAccountObj:Full_Name>
<UserAccountObj:Home_Directory>C:\Users\ballmer\</UserAccountObj:Home_Directory>
<UserAccountObj:Last_Login>2011-05-12T07:14:01+07:00</UserAccountObj:Last_Login>
<UserAccountObj:Username>ballmer</UserAccountObj:Username>
<UserAccountObj:User_Password_Age>P180D</UserAccountObj:User_Password_Age>
<WinUserAccountObj:Security_ID>S-1-5-21-3623811015-3361044348-30300820~-1013</WinUsex
<WinUserAccountObj:Security_Type>SidTypeUser</WinUserAccountObj:Security_Type>

</WinUserAccountObj:WindowsUserAccountObjectType>

AccountObject’

AccountObj:Se

2.4.8 ObservableCompositions

from mixbox.idgen import IDGenerator, set_id _method

from cybox.core import Observable, Observables, ObservableComposition
from cybox.objects.file object import File

from cybox.objects.process_object import Process

set_1d_method (IDGenerator .METHOD_INT)

12 Chapter 2. Contents
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observables = Observables ()

proc = Process.from_dict (

{"name": "cmd.exe",

"image_info": {"command_line": "cmd.exe /c blah.bat"}})
proc.name.condition = "Equals"
proc.image_info.command_line.condition = "Contains"
oproc = Observable (proc)
observables.add (oproc)

f = File.from_ dict ({"file_name": "blah", "file_extension": "bat"})
f.file name.condition = "Contains"

f.file_extension.condition = "Equals"

ofile = Observable (f)

observables.add (ofile)

oproc_ref = Observable ()
oproc_ref.id_ = None
oproc_ref.idref = oproc.id_

ofile_ref = Observable ()
ofile_ref.id_ = None
ofile_ref.idref = ofile.id_

o_comp = ObservableComposition (operator="OR")
o_comp.add (oproc_ref)

o_comp.add(ofile_ref)

observables.add (Observable (o_comp) )

print (observables.to_xml (include_namespaces=False, encoding=None))

<cybox:0bservables cybox_major_version="2" cybox_minor_version="1" cybox_update_versions
<cybox:0bservable id="example:Observable-1">
<cybox:0bject id="example:Process-2">
<cybox:Properties xsi:type="ProcessObj:ProcessObjectType">
<ProcessObj:Name condition="Equals">cmd.exe</ProcessObj:Name>
<ProcessObj:Image_Info>
<ProcessObj:Command_Line condition="Contains">cmd.exe /c blah.bat</H
</ProcessObj:Image_Info>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
<cybox:0Observable id="example:Observable-3">
<cybox:0bject id="example:File-4">
<cybox:Properties xsi:type="FileObj:FileObjectType">
<FileObj:File_Name condition="Contains">blah</FileObj:File_Name>
<FileObj:File_Extension condition="Equals">bat</FileObj:File_Extension>
</cybox:Properties>
</cybox:0bject>
</cybox:0Observable>
<cybox:0bservable id="example:Observable-7">
<cybox:0bservable_Composition operator="OR">
<cybox:0bservable idref="example:0Observable-1">
</cybox:0bservable>
<cybox:0Observable idref="example:Observable-3">
</cybox:0bservable>
</cybox:0bservable_Composition>
</cybox:0bservable>

SEORUDS

rocessObj:Cor
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‘</cybox:Observables>

2.4.9 Parsing example

Just as you can call to_xml () to generate XML, you can call parseString to parse an XML string.

>>> import cybox.bindings.file_object as file_binding
>>> from cybox.objects.file object import File
>>> g = """
<FileObj:FileObjectType
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:FileObj="http://cybox.mitre.org/objects#FileObject-2"
xsi:type="FileObj:FileObjectType">
<FileObj:File_Name condition="Contains">bad.exe</FileObj:File_Name>
</FileObj:FileObjectType>
o
>>> file _obj = file_binding.parseString(a)
>>> type (file_obj)
<class 'cybox.bindings.file_object.FileObjectType'>
>>> f = File.from_obj(file_obj)
>>> f.file_name.value

'bad.exe’

>>> str(f.file_name)
'bad.exe’

>>> f.file_name.condition
'Contains’

2.4.10 Comparisons

CybOX objects can be compared for equality using the standard Python equality operator. By default, every field must
be equal between the two objects. However, you can explicitly say that some fields should not be considered.

>>> from cybox.objects.file object import File

>>> file 1 = File.from_dict ({'file_name': 'abcd.dll', 'size_in_bytes': '25556'})
>>> file_ 2 = File.from_dict ({'file_name': 'abcd.dll', 'size_in_bytes': '25556"})
>>> file 3 = File.from_ dict({'file_name': 'abcd.dll', 'size_in_bytes': "1337'})
# First, disable the use of "“size_in_bytes comparisons.

>>> File.size_in_bytes.comparable = False

>>> file_ 1 == file_2
True
>>> file 1 == file_3
True

# Now, set it back to True (the default).
>>> File.size_in_bytes.comparable = True

>>> file_ 1 == file_2
True
>>> file 1 == file_3
False

14 Chapter 2. Contents
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2.4.11 Custom Objects

The CybOX Custom Object is used to specify objects which do not have their own object type in CybOX. These
objects should be used with care, as they can make interoperability more challenging if both producer and consumer
do not agree on the fields used in the Custom object.

from cybox.common.object_properties import CustomProperties, Property
from cybox.objects.custom object import Custom

c = Custom{()

# This should be a OName with a prefix specific to the application

# (i.e. not "example"). The prefix should be included in the output

# namespaces.

c.custom_name = "example:0fficePassword"

c.description = "This is a string used as a password to protect an Microsoft Office docy
c.custom_properties = CustomProperties|()

pl = Property ()

pl.name = "password"
pl.description = "MS Office encryption password"
pl.value = "SuP3rS3cr3T!"

c.custom_properties.append (pl)

print (c.to_xml (include_namespaces=False, encoding=None))

<CustomObj:CustomObjectType xsi:type="CustomObj:CustomObjectType" custom_name="example:(
<cyboxCommon:Custom_Properties>
<cyboxCommon:Property name="password" description="MS Office encryption password
</cyboxCommon:Custom_Properties>
<CustomObj:Description>This is a string used as a password to protect an Microsoft (
</CustomObj:CustomObjectType>

Version: 2.1.0.21

2.5 Contributing

If you notice a bug, have a suggestion for a new feature, or find that that something just isn’t behaving the way you’d
expect it to, please submit an issue to our issue tracker.

If you’d like to contribute code to our repository, you can do so by issuing a pull request and we will work with you
to try and integrate that code into our repository. Users who want to contribute code to the python-cybox repository
should be familiar with git and the GitHub pull request process.

2.5. Contributing 15
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CHAPTER 3

API Reference

Version: 2.1.0.21

3.1 API Reference

3.1.1 CybOX Common

Modules located in the base cybox . common package

Note: Most objects from the CybOX Common schema can be implemented directly from the cybox . commmon
package, rather than needing to remember which submodule they are defined in.

Version: 2.1.0.21

cybox . common package

The cybox. common module contains classes needed to implement the types found in the CybOX Common schema
(cybox_common.xsd). Although the implementation is spread between different modules within the cybox . common
package, types should be imported directly from this module in case the implementations are reorganized in the future.

In other words, do this:

‘from cybox.common import String

rather than:

‘from cybox.common.properties import String

Submodules

Version: 2.1.0.21

cybox.common . attribute_groups module Version: 2.1.0.21

17
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cybox . common .build module
class cybox.common.build.BuildConfiguration
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.BuildConfigurationType

configuration_setting description

(List of values permitted)
XML Binding class name: Configuration_Setting_Description
Dictionary key name: configuration_setting_description

configuration_settings

Type: cybox.common.configuration_settings.ConfigurationSettings
XML Binding class name: Configuration_Settings

Dictionary key name: configuration_settings
class cybox.common.build.BuildInformation
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.BuildInformationType

build_configuration

Type: cybox.common.build.BuildConfiguration
XML Binding class name: Build_Configuration
Dictionary key name: build_configuration

build_id

XML Binding class name: Build_ID
Dictionary key name: build_id

build_label

XML Binding class name: Build_Label
Dictionary key name: build_label

build_output_log

XML Binding class name: Build_Output_Log
Dictionary key name: build_output_log

build_project

XML Binding class name: Build_Project
Dictionary key name: build_project

18 Chapter 3. API Reference



python-cybox Documentation, Release 2.1.0.21

build_script

XML Binding class name: Build_Script
Dictionary key name: build_script

build utility

Type: cybox.common.build.BuildUtility
XML Binding class name: Build Utility
Dictionary key name: build_utility

build version

XML Binding class name: Build_Version
Dictionary key name: build_version

compilation_date

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: Compilation_Date
Dictionary key name: compilation_date

compilers

Type: cybox.common.compilers.Compilers
XML Binding class name: Compilers
Dictionary key name: compilers

libraries

Type: cybox.common.libraries.Libraries
XML Binding class name: Libraries
Dictionary key name: 1ibraries

class cybox.common.build.BuildUtility
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.BuildUtilityType

build_utility_ name

XML Binding class name: Build_Utility_Name
Dictionary key name: build_utility_name

build utility platform specification

Type: cybox.common.platform specification.PlatformSpecification
XML Binding class name: Build _Utility_ Platform Specification
Dictionary key name: build_utility_platform_specification

3.1. API Reference
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Version: 2.1.0.21

cybox . common . byterun module
class cybox.common.byterun.ByteRun
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ByteRunType

byte_order

Type: cybox.common.properties.String
XML Binding class name: Byte_Order
Dictionary key name: byte_order

byte_run_data

XML Binding class name: Byte_Run_Data
Dictionary key name: byte_run_data

file_system offset

Type: cybox.common.properties.Integer
XML Binding class name: File System_ Offset
Dictionary key name: file_system_offset

hashes

Type: cybox.common.hashes.HashList
XML Binding class name: Hashes
Dictionary key name: hashes

image_offset

Type: cybox.common.properties.Integer
XML Binding class name: Image_Offset
Dictionary key name: image_offset

length

Type: cybox.common.properties.Positivelnteger
XML Binding class name: Length
Dictionary key name: length

offset

Type: cybox.common.properties. Integer
XML Binding class name: Of fset
Dictionary key name: of fset

20
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class cybox.common.byterun.ByteRuns (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox .bindings.cybox_common.ByteRunsType

byte_run

(List of values permitted)

Type: cybox.common.byterun.ByteRun
XML Binding class name: Byte_Run
Dictionary key name: byte_run

Version: 2.1.0.21

cybox . common . cipher module
class cybox.common.cipher.Cipher (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.cybox_common.CipherType

Version: 2.1.0.21

cybox . common . compensation_model module
class cybox.common.compensation_model .CompensationModel (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.cybox_common.CompensationModelType

Version: 2.1.0.21

cybox.common . compilers module
class cybox.common.compilers.Compiler
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.CompilerType

compiler_informal_description

Type: cybox.common.compilers.CompilerInformalDescription
XML Binding class name: Compiler_Informal_Description
Dictionary key name: compiler_informal_description

compiler_platform specification
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Type: cybox.common.platform specification.PlatformSpecification
XML Binding class name: Compiler_Platform_Specification

Dictionary key name: compiler platform_specification
class cybox.common.compilers.CompilerInformalDescription
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.CompilerInformalDescriptionType

compiler_ name

XML Binding class name: Compiler_ Name
Dictionary key name: compiler_name

compiler_version

XML Binding class name: Compiler_Version
Dictionary key name: compiler_version

class cybox.common.compilers.Compilers
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.CompilersType

compiler

(List of values permitted)

Type: cybox.common.compilers.Compiler
XML Binding class name: Compiler

Dictionary key name: compiler

Version: 2.1.0.21

cybox.common.configuration_settings module
class cybox.common.configuration_settings.ConfigurationSetting
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ConfigurationSettingType

item_description

XML Binding class name: ITtem_Description
Dictionary key name: item_description

item name

XML Binding class name: Item_Name
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Dictionary key name: item_name

item_type

XML Binding class name: Item_Type
Dictionary key name: item_type

item value

XML Binding class name: ITtem_Value

Dictionary key name: item_value
class cybox.common.configuration_settings.ConfigurationSettings
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ConfigurationSettingsType

configuration_setting

(List of values permitted)

Type: cybox.common.configuration_settings.ConfigurationSetting
XML Binding class name: Configuration_Setting

Dictionary key name: configuration_setting

Version: 2.1.0.21

cybox.common. contributor module
class cybox.common.contributor.Contributor
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ContributorType

contribution_location

XML Binding class name: Contribution_Location
Dictionary key name: contribution_location

date

Type: cybox.common.daterange.DateRange
XML Binding class name: Date
Dictionary key name: date

email

XML Binding class name: Email
Dictionary key name: email
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name

XML Binding class name: Name
Dictionary key name: name

organization

XML Binding class name: Organization
Dictionary key name: organization

phone

XML Binding class name: Phone
Dictionary key name: phone

role

XML Binding class name: Role

Dictionary key name: role
class cybox.common.contributor.Personnel (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common.PersonnelType

contributor

(List of values permitted)

Type: cybox.common.contributor.Contributor
XML Binding class name: Contributor

Dictionary key name: contributor

Version: 2.1.0.21

cybox.common.data_segment module
class cybox.common.data_segment .DataSegment
Bases: mixbox.entities.Entity

XML binding class: cybox .bindings.cybox_common.DataSegmentType

byte_order

Type: cybox.common.properties.String
XML Binding class name: Byte_Order
Dictionary key name: byte_order

data_ format
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XML Binding class name: Data_Format
Dictionary key name: data_format

data_segment

Type: cybox.common.properties.String
XML Binding class name: Data_Segment
Dictionary key name: data_segment

data_size

Type: cybox.common.data_segment.DataSize
XML Binding class name: Data_Size
Dictionary key name: data_size

id_
XML Binding class name: id
Dictionary key name: id
offset

Type: cybox.common.properties.Integer
XML Binding class name: Of fset
Dictionary key name: offset

search_distance

Type: cybox.common.properties.Integer
XML Binding class name: Search_Distance
Dictionary key name: search_distance

search_within

Type: cybox.common.properties. Integer
XML Binding class name: Search_Within

Dictionary key name: search_within
class cybox.common.data_segment .DataSize (value=None)
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.cybox_common.DataSizeType

is_plain()

units

XML Binding class name: units
Dictionary key name: units

Version: 2.1.0.21

3.1. API Reference
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cybox . common . daterange module
class cybox.common.daterange.DateRange
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.DateRangeType

end_date

Type: cybox.common.datetimewithprecision.DateWithPrecision
XML Binding class name: End_Date
Dictionary key name: end_date

start_date

Type: cybox.common.datetimewithprecision.DateWithPrecision
XML Binding class name: Start_Date

Dictionary key name: start_date
Version: 2.1.0.21

cybox.common .datetimewithprecision module
class cybox.common.datetimewithprecision.DateTimeWithPrecision (value=None, preci-
sion="second’)
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.DateTimeWithPrecisionType

precision

XML Binding class name: precision
Dictionary key name: precision

to_dict ()

value

XML Binding class name: valueOf_

Dictionary key name: value
class cybox.common.datetimewithprecision.DateWithPrecision (value=None, preci-
sion="day’)
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.DateWithPrecisionType

precision

XML Binding class name: precision
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Dictionary key name: precision
to_dict ()

value

XML Binding class name: valueOf_
Dictionary key name: value

cybox.common.datetimewithprecision.validate_date_precision (instance, value)
cybox.common.datetimewithprecision.validate_datetime_precision (instance, value)
cybox.common.datetimewithprecision.validate_time_precision (instance, value)

Version: 2.1.0.21

cybox . common . dependencies module
class cybox.common.dependencies.Dependencies
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.DependenciesType

dependency

(List of values permitted)
Type: cybox.common.dependencies.Dependency
XML Binding class name: Dependency

Dictionary key name: dependency
class cybox.common.dependencies.Dependency
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.DependencyType

dependency_description

Type: cybox.common.structured_text.StructuredTlext
XML Binding class name: Dependency_Description
Dictionary key name: dependency_description

dependency_type

XML Binding class name: Dependency_Type
Dictionary key name: dependency_type

Version: 2.1.0.21

3.1. API Reference
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cybox.common.digitalsignature module
class cybox.common.digitalsignature.DigitalSignature
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.DigitalSignatureInfoType

certificate_issuer

Type: cybox.common.properties.String
XML Binding class name: Certificate_Issuer
Dictionary key name: certificate_issuer

certificate_subject

Type: cybox.common.properties.String
XML Binding class name: Certificate_Subject
Dictionary key name: certificate_subject

signature_description

Type: cybox.common.properties.String
XML Binding class name: Signature_Description
Dictionary key name: signature_description

signature_exists

XML Binding class name: signature_exists
Dictionary key name: signature_exists

signature_verified

XML Binding class name: signature_verified

Dictionary key name: signature_verified
class cybox.common.digitalsignature.DigitalSignatureList (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common.DigitalSignaturesType

digital_signature

(List of values permitted)

Type: cybox.common.digitalsignature.DigitalSignature
XML Binding class name: Digital_Signature

Dictionary key name: digital_signature

Version: 2.1.0.21
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cybox.common.environment_variable module
class cybox.common.environment_variable.EnvironmentVariable
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.EnvironmentVariableType

name

Type: cybox.common.properties.String
XML Binding class name: Name
Dictionary key name: name

value

Type: cybox.common.properties.String
XML Binding class name: Value

Dictionary key name: value
class cybox.common.environment_variable.EnvironmentVariablelist (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common.EnvironmentVariableListType

environment_ variable

(List of values permitted)

Type: cybox.common.environment_variable.EnvironmentVariable
XML Binding class name: Environment_Variable

Dictionary key name: environment_variable

Version: 2.1.0.21

cybox.common .errors module
class cybox.common.errors.Error
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ErrorType

error_count

XML Binding class name: Error_Count

Dictionary key name: error_count

error_instances

Type: cybox.common.errors.ErrorInstances

3.1. API Reference
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XML Binding class name: Error_Instances

Dictionary key name: error_instances

error_type

XML Binding class name: Error_Type

Dictionary key name: error_type
class cybox.common.errors.ErrorInstances
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ErrorInstancesType

error_instance

(List of values permitted)
XML Binding class name: Error_Instance
Dictionary key name: error_instance

class cybox.common.errors.Errors
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ErrorsType

error

(List of values permitted)

Type: cybox.common.errors.Error
XML Binding class name: Error
Dictionary key name: error

Version: 2.1.0.21

cybox.common.execution_environment module
class cybox.common.execution_environment .ExecutionEnvironment
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ExecutionEnvironment Type

command_line

XML Binding class name: Command_Line
Dictionary key name: command_line

start_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
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XML Binding class name: Start_Time
Dictionary key name: start_time

system

Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: System
Dictionary key name: system

user_account_info

Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: User_Account_Info

Dictionary key name: user_account_info
Version: 2.1.0.21

cybox.common .extracted_ features module
class cybox.common.extracted_features.CodeSnippets (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common.CodeSnippetsType

code_snippet

(List of values permitted)
Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: Code_Snippet

Dictionary key name: code_snippet
class cybox.common.extracted_features.ExtractedFeatures
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ExtractedFeaturesType

code_snippets

Type: cybox.common.extracted_features.CodeSnippets
XML Binding class name: Code_Snippets
Dictionary key name: code_snippets

functions

Type: cybox.common.extracted features.Functions
XML Binding class name: Functions
Dictionary key name: functions

imports
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Type: cybox.common.extracted features.Imports
XML Binding class name: Imports
Dictionary key name: imports

strings

Type: cybox.common.extracted_string.ExtractedStrings
XML Binding class name: Strings
Dictionary key name: strings

class cybox.common.extracted_features.Functions (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common.FunctionsType

function

(List of values permitted)

Type: cybox.common.properties.String
XML Binding class name: Function

Dictionary key name: function

class cybox.common.extracted_features.Imports (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common. ImportsType

import__

(List of values permitted)

Type: cybox.common.properties.String
XML Binding class name: Import

Dictionary key name: import

Version: 2.1.0.21

cybox.common.extracted_string module
class cybox.common.extracted_string.ExtractedString (string_value=None)
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ExtractedStringType

address

Type: cybox.common.properties.HexBinary
XML Binding class name: Address
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Dictionary key name: address

byte_string value

Type: cybox.common.properties.HexBinary
XML Binding class name: Byte_String_Value
Dictionary key name: byte_string_value

encoding
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.CharacterEncoding
XML Binding class name: Encoding
Dictionary key name: encoding

english_translation

Type: cybox.common.properties.String
XML Binding class name: English_Translation
Dictionary key name: english_translation

hashes

Type: cybox.common.hashes.HashList
XML Binding class name: Hashes
Dictionary key name: hashes

language

Type: cybox.common.properties.String
XML Binding class name: Language
Dictionary key name: language

length

Type: cybox.common.properties.Positivelnteger
XML Binding class name: Length
Dictionary key name: length

string_value

Type: cybox.common.properties.String
XML Binding class name: String_Value

Dictionary key name: string_value
class cybox.common.extracted_string.ExtractedStrings (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common.ExtractedStringsType

3.1. API Reference 33



python-cybox Documentation, Release 2.1.0.21

extracted_string

(List of values permitted)

Type: cybox.common.extracted string.ExtractedString
XML Binding class name: String

Dictionary key name: string

Version: 2.1.0.21

cybox . common . hashes module
class cybox.common.hashes.Hash (hash_value=None, type_=None, exact=False)
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.HashType

fuzzy hash value

Type: cybox.common.properties.String
XML Binding class name: Fuzzy_Hash_Value
Dictionary key name: fuzzy_hash_value

simple_hash_value

Type: cybox.common.properties.HexBinary
XML Binding class name: Simple_Hash_Value
Dictionary key name: simple_hash_value

type_
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.HashName
XML Binding class name: Type
Dictionary key name: type

class cybox.common.hashes.HashList (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common.HashListType

hashes

(List of values permitted)

Type: cybox.common.hashes.Hash
XML Binding class name: Hash
Dictionary key name: hash
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Version: 2.1.0.21

cybox.common. internationalization_settings module
class cybox.common.internationalization_settings.InternalStrings
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.InternalStringsType

content

XML Binding class name: Content
Dictionary key name: content

key

XML Binding class name: Key
Dictionary key name: key
class cybox.common.internationalization_settings.InternationalizationSettings
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.InternationalizationSettingsType

internal_strings

(List of values permitted)

Type: cybox.common.internationalization settings.InternalStrings
XML Binding class name: Internal_Strings

Dictionary key name: internal_ strings

Version: 2.1.0.21

cybox.common.libraries module
class cybox.common.libraries.Libraries
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.LibrariesType

library

Type: cybox.common.libraries.Library
XML Binding class name: Library
Dictionary key name: 1ibrary
class cybox.common.libraries.Library
Bases: mixbox.entities.Entity
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XML binding class: cybox.bindings.cybox_common.LibraryType

name

XML Binding class name: name
Dictionary key name: name

version

XML Binding class name: version
Dictionary key name: version

Version: 2.1.0.21

cybox.common. location module
class cybox.common.location.Location
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.LocationType

id_
XML Binding class name: id
Dictionary key name: id
idref

XML Binding class name: idref
Dictionary key name: idref

static Llookup_class (xsi_type)

name

XML Binding class name: Name
Dictionary key name: name

to_dict ()
Version: 2.1.0.21

cybox . common .measuresource module
class cybox.common.measuresource .MeasureSource
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.MeasureSourceType
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class__

XML Binding class name: classxx
Dictionary key name: class

contributors

Type: cybox.common.contributor.Personnel
XML Binding class name: Contributors
Dictionary key name: contributors

description

Type: cybox.common.structured _text.StructuredText
XML Binding class name: Description
Dictionary key name: description

information_source_type
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.InformationSourceType
XML Binding class name: Information_Source_Type
Dictionary key name: information_source_type

instance

Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: Instance
Dictionary key name: instance

name

XML Binding class name: name
Dictionary key name: name

platform

Type: cybox.common.platform specification.PlatformSpecification
XML Binding class name: Platform
Dictionary key name: plat form

sighting_count
XML Binding class name: sighting_count
Dictionary key name: sighting_ count

source_type

XML Binding class name: source_type
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Dictionary key name: source_type

system

Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: System
Dictionary key name: system

time

Type: cybox.common.time.Time
XML Binding class name: Time
Dictionary key name: t ime

tool_type
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.ToolType
XML Binding class name: Tool_Type
Dictionary key name: tool_type

tools

Type: cybox.common.tools.ToolInformationList
XML Binding class name: Tools

Dictionary key name: tools
Version: 2.1.0.21

cybox.common.object_properties module
class cybox.common.object_properties.CustomProperties (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common.CustomPropertiesType

property

(List of values permitted)
Type: cybox.common.object_properties.Property
XML Binding class name: Property
Dictionary key name: property
class cybox.common.object_properties.ObjectProperties
Bases: mixbox.entities.Entity

The Cybox ObjectProperties base class.

XML binding class: cybox.bindings.cybox_common.ObjectPropertiesType
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add_related (related, relationship, inline=True)

custom_properties

Type: cybox.common.object_properties.CustomProperties
XML Binding class name: Custom_Properties
Dictionary key name: custom_properties

object_reference

XML Binding class name: object_reference
Dictionary key name: object_reference

to_dict ()
to_obj (ns_info=None)

class cybox.common.object_properties.Property (value=None)
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.cybox_common.PropertyType

description

XML Binding class name: description
Dictionary key name: description

is_plain()
Whether the Property can be represented as a single value.

name

XML Binding class name: name
Dictionary key name: name

Version: 2.1.0.21

cybox.common.platform_specification module
class cybox.common.platform_specification.PlatformIdentifier (value=None)
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.cybox_common.PlatformIdentifierType

system

XML Binding class name: system
Dictionary key name: system

system_ref

3.1. API Reference
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XML Binding class name: system_ref

Dictionary key name: system-ref
class cybox.common.platform_specification.PlatformSpecification
Bases: mixbox.entities.Entity

CybOX Common PlatformSpecification object representation

XML binding class: cybox.bindings.cybox_common.PlatformSpecificationType

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

identifier

(List of values permitted)

Type: cybox.common.platform specification.PlatformIdentifier
XML Binding class name: Identifier

Dictionary key name: identifier

Version: 2.1.0.21

cybox.common . properties module
class cybox.common.properties.BaseProperty (value=None)

XML binding class: cybox.bindings.cybox_common.BaseObjectPropertyType

is_plain()
Whether the Property can be represented as a single value.

The datatype can be inferred by the particular BaseProperty subclass, so if datatype and value are the only
non-None properties, the BaseProperty can be represented by a single value rather than a dictionary. This
makes the JSON representation simpler without losing any data fidelity.

class cybox.common.properties.AnyURI (value=None)

XML binding class: cybox.bindings.cybox_common.AnyURIObjectPropertyType

class cybox.common.properties.Base64Binary (value=None)

XML binding class: cybox.bindings.cybox_common.Base64BinaryObjectPropertyType

class cybox.common.properties.Date (value=None, precision="day’)

XML binding class: cybox.bindings.cybox_common.DateObjectPropertyType

class cybox.common.properties.DateTime (value=None, precision="second’)

XML binding class: cybox.bindings.cybox_common.DateTimeObjectPropertyType
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class cybox.common.properties.Double (value=None)

XML binding class: cybox.bindings.cybox_common.DoubleObjectPropertyType

class cybox.common.properties.Duration (value=None)

XML binding class: cybox.bindings.cybox_common.DurationObjectPropertyType

class cybox.common.properties.Float (value=None)

XML binding class: cybox.bindings.cybox_common.FloatObjectPropertyType

class cybox.common.properties.HexBinary (value=None)

XML binding class: cybox.bindings.cybox_common.HexBinaryObjectPropertyType

class cybox.common.properties.Integer (value=None)

XML binding class: cybox.bindings.cybox_common.IntegerObjectPropertyType

class cybox.common.properties.Long (value=None)

XML binding class: cybox.bindings.cybox_common.LongObjectPropertyType

class cybox.common.properties.Name (value=None)

XML binding class: cybox.bindings.cybox_common.NameObjectPropertyType

class cybox.common.properties.NonNegativeInteger (value=None)

XML binding class:
cybox.bindings.cybox_common.NonNegativeIntegerObjectPropertyType

class cybox.common.properties.PositivelInteger (value=None)

XML binding class:
cybox.bindings.cybox_common.PositiveIntegerObjectPropertyType

class cybox.common.properties.String (value=None)

XML binding class: cybox.bindings.cybox_common.StringObjectPropertyType

class cybox.common.properties.Time (value=None, precision="second’)

XML binding class: cybox.bindings.cybox_common.TimeObjectPropertyType

class cybox.common.properties.UnsignedInteger (value=None)

XML binding class:
cybox.bindings.cybox_common.UnsignedIntegerObjectPropertyType

class cybox.common.properties.UnsignedLong (value=None)
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XML binding class: cybox.bindings.cybox_common.UnsignedLongObjectPropertyType

Version: 2.1.0.21

cybox.common. structured_text module
class cybox.common.structured_text.StructuredText (value=None)

Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.StructuredTextType

is_plain()
Whether this can be represented as a string rather than a dictionary

Subclasses can override this to include their custom fields in this check:
return (super(..., self).is_plain() and self.other_field is None)

structuring format

XML Binding class name: structuring_format
Dictionary key name: structuring_format
to_dict ()

value

XML Binding class name: valueOf_

Dictionary key name: value
Version: 2.1.0.21

cybox . common . t ime module
class cybox.common.time.Time (start_time=None, end_time=None, produced_time=None,

ceived_time=None)
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.TimeType

end_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: End_Time
Dictionary key name: end_t ime

produced_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: Produced_Time
Dictionary key name: produced_time

re-
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received_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision

XML Binding class name: Received_Time
Dictionary key name: received_time

start_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision

XML Binding class name: Start_Time

Dictionary key name: start_time
Version: 2.1.0.21

cybox.common.tools module
class cybox.common.tools.ToolConfiguration
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ToolConfigurationType

build information

XML Binding class name: Build_Information
Dictionary key name: build_information

configuration_settings

XML Binding class name: Configuration_Settings
Dictionary key name: configuration_settings

dependencies

XML Binding class name: Dependencies
Dictionary key name: dependencies

internationalization_settings

XML Binding class name: Internationalization_Settings
Dictionary key name: internationalization_settings

usage_context_assumptions

XML Binding class name: Usage_Context_Assumptions

Dictionary key name: usage_context_assumptions
class cybox.common.tools.ToolInformation (fool_name=None, tool_vendor=None)
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ToolInformationType
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compensation_model

Type: cybox.common.compensation _model.CompensationModel
XML Binding class name: Compensation_Model
Dictionary key name: compensation_model

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

errors

Type: cybox.common.errors.Errors
XML Binding class name: Errors
Dictionary key name: errors

execution_environment

Type: cybox.common.execution environment.ExecutionEnvironment
XML Binding class name: Execution_Environment
Dictionary key name: execution_environment

id

XML Binding class name: id
Dictionary key name: id

idref

XML Binding class name: idref
Dictionary key name: idref

metadata

(List of values permitted)

Type: cybox.common.metadata.Metadata
XML Binding class name: Metadata

Dictionary key name: metadata

name

XML Binding class name: Name
Dictionary key name: name

references

Type: cybox.common.tools.ToolReferences
XML Binding class name: References
Dictionary key name: references

44 Chapter 3. API Reference



python-cybox Documentation, Release 2.1.0.21

service_pack

XML Binding class name: Service_Pack
Dictionary key name: service_pack

tool_configuration

Type: cybox.common.tools.ToolConfiguration
XML Binding class name: Tool_Configuration
Dictionary key name: tool_configuration

tool_hashes

Type: cybox.common.hashes.HashList
XML Binding class name: Tool_Hashes
Dictionary key name: tool_hashes

tool_specific_data

Type: cybox.common.tools.ToolSpecificData
XML Binding class name: Tool_Specific_Data
Dictionary key name: tool_specific_data

type_
TypedField subclass for VocabString fields.

(List of values permitted)

Type: cybox.common.vocabs.ToolType
XML Binding class name: Type

Dictionary key name: type

vendor

XML Binding class name: Vendor
Dictionary key name: vendor

version

XML Binding class name: Version
Dictionary key name: version

class cybox.common.tools.ToolInformationList (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_common.ToolsInformationType

tool
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(List of values permitted)

Type: cybox.common.tools.ToolInformation
XML Binding class name: Tool

Dictionary key name: tool

class cybox.common.tools.ToolReference
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ToolReferenceType

reference_type

XML Binding class name: reference_type
Dictionary key name: reference_type

value

XML Binding class name: valueOf_
Dictionary key name: value

class cybox.common.tools.ToolReferences
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ToolReferencesType

reference

(List of values permitted)

Type: cybox.common.tools.ToolReference
XML Binding class name: Reference

Dictionary key name: reference

class cybox.common.tools.ToolSpecificData
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ToolSpecificDataType

static lookup_class (xsi_type)
to_dict ()
Version: 2.1.0.21

cybox.common .usage_context module
class cybox.common.usage_context .UsageContextAssumptions
Bases: mixbox.entities.Entity
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XML binding class: cybox.bindings.cybox_common.UsageContextAssumptionsType

usage_context_assumption

(List of values permitted)
Type: cybox.common.structured_text.StructuredText
XML Binding class name: Usage_Context_Assumption

Dictionary key name: usage_context_assumption
Version: 2.1.0.21

cybox . common . vocabs module
class cybox.common.vocabs.ActionArgumentName (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs .ActionName (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionObjectAssociationType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionRelationshipType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.CharacterEncoding (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType
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class cybox.common.vocabs .EventType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.HashName (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.InformationSourceType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ObjectRelationship (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ObjectState (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ToolType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.VocabString (value=None)
Bases: cybox.common.attribute_groups.PatternFieldGroup,
mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

classmethod £rom_obj (cls_obj)

is_plain()
Whether the VocabString can be represented as a single value.
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to_dict ()
to_obj (ns_info=None)

value

XML Binding class name: valueOf_
Dictionary key name: value

vocab_name

XML Binding class name: vocab_name
Dictionary key name: vocab_name

vocab_reference

XML Binding class name: vocab_reference
Dictionary key name: vocab_reference

xsi_type

XML Binding class name: xsi_type
Dictionary key name: xsi:type

cybox.common.vocabs.register_vocab (cls)
Register a VocabString subclass.

Also, calculate all the permitted values for class being decorated by adding an _ ALLOWED_VALUES tuple of

all the values of class members beginning with TERM_.

cybox.common.vocabs.validate_value (instance, value)

3.1.2 CybOX Core

Modules located in the base cybox . core package

Note: Most objects from the CybOX Core schema can be implemented directly from the cybox.core package,

rather than needing to remember which submodule they are defined in.

Version: 2.1.0.21

cybox . core package

Submodules

Version: 2.1.0.21

cybox.core.action module
class cybox.core.action.Action
Bases: mixbox.entities.Entity
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XML binding class: cybox.bindings.cybox_core.ActionType

action_aliases

Type: cybox.core.action.ActionAliases
XML Binding class name: Action_Aliases
Dictionary key name: action_aliases

action_arguments

Type: cybox.core.action.ActionArguments
XML Binding class name: Action_Arguments
Dictionary key name: action_arguments

action_status

XML Binding class name: action_status
Dictionary key name: action_status

associated_objects

Type: cybox.core.action.AssociatedObjects
XML Binding class name: Associated_Objects
Dictionary key name: associated_objects

context

XML Binding class name: context
Dictionary key name: context

description

Type: cybox.common. structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

discovery_method

Type: cybox.common.measuresource.MeasureSource
XML Binding class name: Discovery_Method
Dictionary key name: discovery_method

frequency

Type: cybox.core. frequency.Frequency
XML Binding class name: Frequency
Dictionary key name: frequency

id

50

Chapter 3. API Reference



python-cybox Documentation, Release 2.1.0.21

XML Binding class name: id
Dictionary key name: id

idref

XML Binding class name: idref
Dictionary key name: idref

name
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.ActionName
XML Binding class name: Name
Dictionary key name: name

ordinal_position

XML Binding class name: ordinal_position
Dictionary key name: ordinal_position

relationships

Type: cybox.core.action.ActionRelationships
XML Binding class name: Relationships
Dictionary key name: relationships

timestamp

XML Binding class name: t imestamp
Dictionary key name: t imestamp

type_
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.ActionType
XML Binding class name: Type
Dictionary key name: type

class cybox.core.action.ActionAliases (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_core.ActionAliasesType

action_alias

(List of values permitted)
Type: cybox.Unicode

3.1. API Reference

51



python-cybox Documentation, Release 2.1.0.21

XML Binding class name: Action_Alias
Dictionary key name: action_alias

class cybox.core.action.ActionArgument
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.ActionArgumentType

argument_name
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.ActionArgumentName
XML Binding class name: Argument_Name
Dictionary key name: argument_name

argument_value

XML Binding class name: Argument_Value
Dictionary key name: argument_value

class cybox.core.action.ActionArguments (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_core.ActionArgumentsType

action_argument

(List of values permitted)

Type: cybox.core.action.ActionArgument
XML Binding class name: Action_Argument
Dictionary key name: action_argument

class cybox.core.action.ActionRelationship
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.ActionRelationshipType

action_references

(List of values permitted)

Type: cybox.core.action_reference.ActionReference
XML Binding class name: Action_Reference

Dictionary key name: action_reference
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type
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.ActionType
XML Binding class name: Type
Dictionary key name: type

class cybox.core.action.ActionRelationships (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_core.ActionRelationshipsType

relationship

(List of values permitted)

Type: cybox.core.action.ActionRelationship
XML Binding class name: Relationship

Dictionary key name: relationship

class cybox.core.action.Actions (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_core.ActionsType

action

(List of values permitted)

Type: cybox.core.action.Action
XML Binding class name: Action
Dictionary key name: action

class cybox.core.action.AssociatedObjects (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_core.AssociatedObjectsType

associated_object

(List of values permitted)

Type: cybox.core.associated _object.AssociatedObject
XML Binding class name: Associated_Object

Dictionary key name: associated_object

Version: 2.1.0.21
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cybox.core.action_reference module CybOX Action Reference Class

class cybox.core.action_reference.ActionReference (action_id=None)
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.ActionReferenceType

action_id

XML Binding class name: action_id
Dictionary key name: action_id

Version: 2.1.0.21

cybox.core.associated_object module
class cybox.core.associated_object .AssociatedObject (defined_object=None, type_=None,

association_type=None)
Bases: cybox.core.object.Object

The CybOX Associated Object element.

Currently only supports the id, association_type and ObjectProperties properties

XML binding class: cybox.bindings.cybox_core.AssociatedObjectType

association_type
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.ActionObjectAssociationType
XML Binding class name: Association_Type
Dictionary key name: association_type

Version: 2.1.0.21

cybox.core.event module
class cybox.core.event .Event
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.EventType

actions

Type: cybox.core.action.Actions
XML Binding class name: Actions
Dictionary key name: actions
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description

Type: cybox.common.structured_text.Structuredlext
XML Binding class name: Description
Dictionary key name: description

event

(List of values permitted)

Type: cybox.core.event.Event
XML Binding class name: Event
Dictionary key name: event

frequency

Type: cybox.core. frequency.Frequency
XML Binding class name: Frequency
Dictionary key name: frequency

id_
XML Binding class name: id
Dictionary key name: id
idref
XML Binding class name: idref
Dictionary key name: idref
location

Type: cybox.common.location.Location
XML Binding class name: Location
Dictionary key name: location

observation_method

Type: cybox.common.measuresource.MeasureSource
XML Binding class name: Observation_Method
Dictionary key name: observation_method

type_
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.EventType
XML Binding class name: Type
Dictionary key name: type

Version: 2.1.0.21
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cybox.core. frequency module
class cybox.core.frequency.Frequency
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.FrequencyType

rate

XML Binding class name: rate
Dictionary key name: rate

scale

XML Binding class name: scale
Dictionary key name: scale

trend

XML Binding class name: trend
Dictionary key name: t rend

units

XML Binding class name: units

Dictionary key name: units
Version: 2.1.0.21

cybox.core.object module
class cybox.core.object .DomainSpecificObjectProperties
Bases: mixbox.entities.Entity

The Cybox DomainSpecificObjectProperties base class.

XML binding class: cybox.bindings.cybox_core.DomainSpecificObjectPropertiesType

to_dict ()

to_obj (ns_info=None)
class cybox.core.object .Object (properties=None, id_=None, idref=None)
Bases: mixbox.entities.Entity

The CybOX Object construct identifies and specifies the characteristics of a specific cyber-relevant object (e.g.
a file, a registry key or a process).

Currently only supports the following data members: - id - idref - has_changed - description - properties -
related_objects - domain_specific_object_properties
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Notes

By default cybox.core.object .0Object will cache objects when instantiated. If your are experiencing
memory issues in your environment, we encourage the use of cybox.utils.caches.cache_clear ()
in your script to prevent an Out of Memory error. Depending on your use case, it can be after serialization or if

a certain threshold is met (e.g. %30 of memory consumed by cache mechanism).

XML binding class: cybox.bindings.cybox_core.ObjectType

add_related (related, relationship, inline=True)

defined effect

Type: cybox.core.effect.DefinedEffect
XML Binding class name: Defined_Effect
Dictionary key name: defined_effect

description

Type: cybox.common.structured_text.Structuredlext
XML Binding class name: Description
Dictionary key name: description

discovery_method

Type: cybox.common.measuresource.MeasureSource
XML Binding class name: Discovery_Method
Dictionary key name: discovery_method

domain_specific_object_properties

Type: cybox.core.object.DomainSpecificObjectProperties
XML Binding class name: Domain_Specific_Object_Properties
Dictionary key name: domain_specific_object_properties

has_changed

XML Binding class name: has_changed
Dictionary key name: has_changed

id_
XML Binding class name: id
Dictionary key name: id
idref

XML Binding class name: idref
Dictionary key name: idref
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location

Type: cybox.common.location.Location
XML Binding class name: Location
Dictionary key name: location

properties

Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: Properties
Dictionary key name: properties

related_objects

Type: cybox.core.object.RelatedObjects
XML Binding class name: Related_Objects
Dictionary key name: related_objects

state
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: State
Dictionary key name: state

class cybox.core.object .RelatedObject (*args, **kwargs)
Bases: cybox.core.object.Object

XML binding class: cybox.bindings.cybox_core.RelatedObjectType

classmethod £rom_dict (cls_dict)
classmethod £rom_ob7j (cls_obj)
get_properties ()

relationship
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.ObjectRelationship
XML Binding class name: Relationship
Dictionary key name: relationship

to_dict ()
to_obj (ns_info=None)

class cybox.core.object .RelatedObjects ( *args)
Bases: mixbox.entities.EntityList
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XML binding class: cybox.bindings.cybox_core.RelatedObjectsType

related object

(List of values permitted)

Type: cybox.core.object.RelatedObject
XML Binding class name: Related_Object
Dictionary key name: related_object

cybox.core.object.add_external_class (klass, xsi_type)
Adds a class implementation to this binding’s globals() dict.

These classes can be used to implement Properties, Domain_Specific_Object_Properties, or Defined_Effect
fields on an Object.

Parameters
* klass (class)— Python class that implements the new type
* xsi_type (str)— An xsi:itype value corresponding to the klass.

Version: 2.1.0.21

cybox.core.observable module
class cybox.core.observable .Keywords (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_core.KeywordsType

keyword

(List of values permitted)
Type: cybox.Unicode
XML Binding class name: Keyword

Dictionary key name: keyword
class cybox.core.observable.Observable (item=None, id_=None, idref=None, title=None, de-

scription=None)
Bases: mixbox.entities.Entity

A single Observable.

XML binding class: cybox.bindings.cybox_core.ObservableType

add_keyword (value)

description

Type: cybox.common.structured_text.Structuredlext
XML Binding class name: Description
Dictionary key name: description
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event

Type: cybox.core.event.Event
XML Binding class name: Event
Dictionary key name: event

id

XML Binding class name: id
Dictionary key name: id

idref

XML Binding class name: idref
Dictionary key name: idref

keywords

Type: cybox.core.observable.Keywords
XML Binding class name: Keywords
Dictionary key name: keywords

negate

XML Binding class name: negate
Dictionary key name: negate

object_

Type: cybox.core.object.Object
XML Binding class name: Object
Dictionary key name: object

observable_composition

Type: cybox.core.observable.ObservableComposition
XML Binding class name: Observable_Composition

Dictionary key name: observable_composition

observable_ source

(List of values permitted)

Type: cybox.common.measuresource.MeasureSource
XML Binding class name: Observable_Source

Dictionary key name: observable_source

pattern_fidelity

Type: cybox.core.pattern fidelity.PatternFidelity
XML Binding class name: Pattern_Fidelity
Dictionary key name: pattern_fidelity
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sighting_count

XML Binding class name: sighting_count
Dictionary key name: sighting_count

title

XML Binding class name: Title
Dictionary key name: title

class cybox.core.observable.ObservableComposition (operator="AND’, observables=None)
Bases: mixbox.entities.EntityList

The ObservableCompositionType entity defines a logical compositions of CybOX Observables. The combina-
torial behavior is derived from the operator property.

XML binding class: cybox.bindings.cybox_core.ObservableCompositionType

add (observable)

observables

(List of values permitted)

Type: cybox.core.observable.Observable
XML Binding class name: Observable

Dictionary key name: observables

operator

XML Binding class name: operator
Dictionary key name: operator

class cybox.core.observable.Observables (observables=None)
Bases: mixbox.entities.EntityList

The root CybOX Observables object.

XML binding class: cybox.bindings.cybox_core.ObservablesType

add (object_)

cybox_major_version

XML Binding class name: cybox_major_version
Dictionary key name: cybox_major_version

cybox_minor_ version

XML Binding class name: cybox_minor_version

Dictionary key name: cybox_minor_version
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cybox_update_version

XML Binding class name: cybox_update_version
Dictionary key name: cybox_update_version

observable_package_source

Type: cybox.common.measuresource.MeasureSource
XML Binding class name: Observable_Package_Source
Dictionary key name: observable_package_source

observables

(List of values permitted)

Type: cybox.core.observable.Observable
XML Binding class name: Observable

Dictionary key name: observables

pools

Type: cybox.core.pool.Pools
XML Binding class name: Pools
Dictionary key name: pools

cybox.core.observable.validate_event (instance, value)

cybox.core.observable.validate_object (instance, value)

cybox.core.observable.validate_observable_composition (instance, value)

cybox.core.observable.validate_operator (instance, value)

Version: 2.1.0.21

cybox.core.pattern_fidelity module
class cybox.core.pattern_fidelity.ObfuscationTechnique
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.ObfuscationTechniqueType

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

observables

Type: cybox.core.observable.Observables
XML Binding class name: Observables
Dictionary key name: observables
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class cybox.core.pattern_fidelity.ObfuscationTechniques (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.cybox_core.ObfuscationTechniquesType

obfuscation_technique

(List of values permitted)

Type: cybox.core.pattern_fidelity.ObfuscationTechnique
XML Binding class name: Obfuscation_Technique

Dictionary key name: obfuscation_technique

class cybox.core.pattern_fidelity.PatternFidelity
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.PatternFidelityType

ease_of evasion

XML Binding class name: Ease_of_Evasion
Dictionary key name: ease_of_evasion

evasion_techniques

Type: cybox.core.pattern fidelity.ObfuscationTechniques
XML Binding class name: Evasion_Techniques

Dictionary key name: evasion_techniques

noisiness

XML Binding class name: Noisiness
Dictionary key name: noisiness

Version: 2.1.0.21

cybox.core.pool module
class cybox.core.pool .ActionPool
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.ActionPoolType

actions

(List of values permitted)
Type: cybox.core.action.Action
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XML Binding class name: Action

Dictionary key name: actions
class cybox.core.pool .EventPool
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.EventPoolType

events

(List of values permitted)

Type: cybox.core.event.Event
XML Binding class name: Event
Dictionary key name: events

class cybox.core.pool.ObjectPool
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.ObjectPoolType

objects

(List of values permitted)

Type: cybox.core.object.Object
XML Binding class name: Object
Dictionary key name: objects

class cybox.core.pool .Pools
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.PoolsType

action_pool

Type: cybox.core.pool.ActionPool
XML Binding class name: Action_Pool
Dictionary key name: action_pool

event_pool

Type: cybox.core.pool.EventPool
XML Binding class name: Event_Pool
Dictionary key name: event_pool

object_pool

Type: cybox.core.pool.ObjectPool
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XML Binding class name: Object_Pool
Dictionary key name: object_pool

property_pool

Type: cybox.core.pool.PropertyPool
XML Binding class name: Property_Pool
Dictionary key name: property_pool

class cybox.core.pool.PropertyPool
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.cybox_core.PropertyPoolType

properties

(List of values permitted)

Type: cybox.common.object_properties.Property
XML Binding class name: Property

Dictionary key name: properties

3.1.3 CybOX Objects

Modules located in the base cybox . objects package
Version: 2.1.0.21

cybox.objects package

Submodules

Version: 2.1.0.21

cybox.objects.account_object module
class cybox.objects.account_object .Account
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.account_object.AccountObjectType

authentication

(List of values permitted)

Type: cybox.objects.account_object.Authentication
XML Binding class name: Authentication

Dictionary key name: authentication
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creation_date

Type: cybox.common.properties.DateTime
XML Binding class name: Creation_Date
Dictionary key name: creation_date

description

Type: cybox.common.properties.String
XML Binding class name: Description
Dictionary key name: description

disabled

XML Binding class name: disabled
Dictionary key name: disabled

domain

Type: cybox.common.properties.String
XML Binding class name: Domain
Dictionary key name: domain

last_accessed_time

Type: cybox.common.properties.DateTime
XML Binding class name: Last_Accessed_Time
Dictionary key name: last_accessed_time

locked out

XML Binding class name: 1locked_out
Dictionary key name: 1locked_out

modified date

Type: cybox.common.properties.DateTime
XML Binding class name: Modified_Date

Dictionary key name: modified_date
class cybox.objects.account_object.Authentication
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.account_object.AuthenticationType

authentication_data

Type: cybox.common.properties.String
XML Binding class name: Authentication_Data
Dictionary key name: authentication_data
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authentication_token_protection_mechanism
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Authentication_Token_Protection_Mechanism
Dictionary key name: authentication_token_protection_mechanism

authentication_type
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Authentication_Type
Dictionary key name: authentication_type

structured_authentication_mechanism

Type: cybox.objects.account_object.StructuredAuthenticationMechanism
XML Binding class name: Structured_Authentication_Mechanism
Dictionary key name: structured_authentication_mechanism

class cybox.objects.account_object.StructuredAuthenticationMechanism
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.account_object.StructuredAuthenticationMechanismType

description

Type: cybox.common.properties.String
XML Binding class name: Description
Dictionary key name: description

Version: 2.1.0.21

cybox.objects.address_object module
class cybox.objects.address_object .Address (address_value=None, category=None)
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.address_object.AddressObjectType

address_value

Type: cybox.common.properties.String
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XML Binding class name: Address_Value
Dictionary key name: address_value

category

XML Binding class name: category
Dictionary key name: category

is_destination

XML Binding class name: is_destination
Dictionary key name: is_destination

is_source

XML Binding class name: is_source
Dictionary key name: is_source

is_spoofed

XML Binding class name: is_spoofed
Dictionary key name: is_spoofed

vlan_ name

Type: cybox.common.properties.String
XML Binding class name: VLAN_Name
Dictionary key name: vlan_name

vlan _num

Type: cybox.common.properties. Integer
XML Binding class name: VLAN_Num

Dictionary key name: vlan_num
class cybox.objects.address_object .EmailAddress (addr_string=None)
Bases: cybox.objects.address_object.Address

Convenience class for creating email addresses.

Note that this is not an actual CybOX type.

XML binding class: cybox.bindings.address_object.AddressObjectType

classmethod istypeof (0bj)
Version: 2.1.0.21

cybox.objects.api_object module
class cybox.objects.api_object .API
Bases: cybox.common.object_properties.ObjectProperties

68 Chapter 3. API Reference



python-cybox Documentation, Release 2.1.0.21

XML binding class: cybox.bindings.api_object .APIObjectType

address

Type: cybox.common.properties.HexBinary
XML Binding class name: Address
Dictionary key name: address

description

Type: cybox.common.structured_text.Structuredlext
XML Binding class name: Description
Dictionary key name: description

function name

Type: cybox.common.properties.String
XML Binding class name: Function_Name

Dictionary key name: function_name

normalized function_ name

Type: cybox.common.properties.String
XML Binding class name: Normalized_ Function_Name
Dictionary key name: normalized_function_name

platform

Type: cybox.common.platform specification.PlatformSpecification

XML Binding class name: Platform
Dictionary key name: platform

Version: 2.1.0.21

cybox.objects.archive_file_object module
class cybox.objects.archive_file_object .ArchiveFile

Bases: cybox.objects.file object.File

XML binding class: cybox.bindings.archive_file_object.ArchiveFileObjectType

archive_ format

Type: cybox.objects.archive_file object.ArchiveFileFormat

XML Binding class name: Archive_Format
Dictionary key name: archive_format

archived_file
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(List of values permitted)

Type: cybox.objects.file object.File
XML Binding class name: Archived_File
Dictionary key name: archived_file

comment

Type: cybox.common.properties.String
XML Binding class name: Comment
Dictionary key name: comment

decryption_key

Type: cybox.common.properties.String
XML Binding class name: Decryption_Key
Dictionary key name: decryption_key

encryption_algorithm

Type: cybox.common.cipher.Cipher
XML Binding class name: Encryption_Algorithm
Dictionary key name: encryption_algorithm

file count

Type: cybox.common.properties.Integer
XML Binding class name: File_Count
Dictionary key name: file_count

version

Type: cybox.common.properties.String
XML Binding class name: Version

Dictionary key name: version
class cybox.objects.archive_file_object.ArchiveFileFormat (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.archive_file_object.ArchiveFileFormatType

Version: 2.1.0.21

cybox.objects.artifact_object module
class cybox.objects.artifact_object .Artifact (data=None, type_=None)
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.artifact_object.ArtifactObjectType
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content_type

XML Binding class name: content_type
Dictionary key name: content_type

content_type version

XML Binding class name: content_type_version
Dictionary key name: content_type_version

classmethod £rom_dict (cls_dict)
classmethod £rom_obj (cls_obj)

hashes

Type: cybox.common.hashes.HashList
XML Binding class name: Hashes
Dictionary key name: hashes

packaging

Type: cybox.objects.artifact_object.Packaging
XML Binding class name: Packaging
Dictionary key name: packaging

raw_artifact

Type: cybox.objects.artifact_object.RawArtifact
XML Binding class name: Raw_Artifact
Dictionary key name: raw_artifact

raw_artifact_reference

XML Binding class name: Raw_Artifact_Reference
Dictionary key name: raw_artifact_reference

suspected malicious

XML Binding class name: suspected_malicious
Dictionary key name: suspected_malicious

to_dict ()
to_obj (ns_info=None)

type_

XML Binding class name: type_
Dictionary key name: type
class cybox.objects.artifact_object .Base64Encoding
Bases: cybox.objects.artifact_object.Encoding
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XML binding class: cybox.bindings.artifact_object.EncodingType

pack (data)
unpack (packed_data)

class cybox.objects.artifact_object .Bz2Compression
Bases: cybox.objects.artifact_object.Compression

XML binding class: cybox.bindings.artifact_object.CompressionType

pack (data)
unpack (packed_data)

class cybox.objects.artifact_object.Compression (compression_mechanism=None, compres-

sion_mechanism_ref=None)
Bases: mixbox.entities.Entity

A Compression packaging layer

Currently only zlib and bz2 are supported. Also, compression_mechanism_ref is not currently supported.

XML binding class: cybox.bindings.artifact_object.CompressionType

compression_mechanism

XML Binding class name: compression_mechanism
Dictionary key name: compression_mechanism

compression_mechanism ref

XML Binding class name: compression_mechanism_ref

Dictionary key name: compression_mechanism_ref

pack (data)
This should accept byte data and return byte data

unpack (packed_data)
This should accept byte data and return byte data

class cybox.objects.artifact_object .Encoding (algorithm=None, character_set=None, cus-

tom_character_set_ref=None)
Bases: mixbox.entities.Entity

An encoding packaging layer.
Currently only base64 with a standard alphabet is supported.

XML binding class: cybox.bindings.artifact_object.EncodingType
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class

algorithm

XML Binding class name: algorithm
Dictionary key name: algorithm

character_set

XML Binding class name: character_set
Dictionary key name: character_set

custom character_ set_ref

XML Binding class name: custom_character_set_ref
Dictionary key name: custom_character_set_ref

pack (data)
This should accept byte data and return byte data

unpack (packed_data)
This should accept byte data and return byte data

cybox.objects.artifact_object.Encryption (encryption_mechanism=None,
encryption_key=None,
tion_mechanism_ref=None,

tion_key_ref=None)
Bases: mixbox.entities.Entity

An encryption packaging layer.

XML binding class: cybox.bindings.artifact_object.EncryptionType

encryption_key

XML Binding class name: encryption_key
Dictionary key name: encryption_key

encryption_key_ref

XML Binding class name: encryption_key_ref
Dictionary key name: encryption_key_ref

encryption_mechanism

XML Binding class name: encryption_mechanism

Dictionary key name: encryption_mechanism

encryption_mechanism_ref

XML Binding class name: encryption_mechanism_ref
Dictionary key name: encryption_mechanism_ref

pack (data)
This should accept byte data and return byte data

encryp-
encryp-
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unpack (packed_data)
This should accept byte data and return byte data

class cybox.objects.artifact_object.Packaging (is_encrypted=None, is_compressed=None,
compression=None, encryption=None,

encoding=None)
Bases: mixbox.entities.Entity

An individual packaging layer.

XML binding class: cybox.bindings.artifact_object.PackagingType

compression

(List of values permitted)

Type: cybox.objects.artifact_object.Compression
XML Binding class name: Compression

Dictionary key name: compression

encoding

(List of values permitted)

Type: cybox.objects.artifact_object.Encoding
XML Binding class name: Encoding

Dictionary key name: encoding

encryption

(List of values permitted)

Type: cybox.objects.artifact_object.Encryption
XML Binding class name: Encryption

Dictionary key name: encryption

is_compressed

XML Binding class name: is_compressed
Dictionary key name: is_compressed

is_encrypted

XML Binding class name: is_encrypted
Dictionary key name: is_encrypted

class cybox.objects.artifact_object .PasswordProtectedZipEncryption (key=None)
Bases: cybox.objects.artifact_object.Encryption

XML binding class: cybox.bindings.artifact_object.EncryptionType

unpack (packed_data)
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class cybox.objects.artifact_object .RawArtifact (value=None)
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.artifact_object.RawArtifactType

byte_order

XML Binding class name: byte_order
Dictionary key name: byte_order

class cybox.objects.artifact_object .XOREncryption (key=None)
Bases: cybox.objects.artifact_object.Encryption

XML binding class: cybox.bindings.artifact_object.EncryptionType

pack (data)
unpack (packed_data)

class cybox.objects.artifact_object.ZlibCompression
Bases: cybox.objects.artifact_object.Compression

XML binding class: cybox.bindings.artifact_object.CompressionType

pack (data)

unpack (packed_data)
cybox.objects.artifact_object.validate_artifact_type (instance, value)
cybox.objects.artifact_object.validate_byte_order endianness (instance, value)

Version: 2.1.0.21

cybox.objects.as_object module
cybox.objects.as_object.AS

alias of AutonomousSystem| XML binding class: cybox.bindings.as_object.ASObjectType

class cybox.objects.as_object .AutonomousSystem
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.as_object .ASObjectType

handle

Type: cybox.common.properties.String
XML Binding class name: Handle
Dictionary key name: handle
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name

Type: cybox.common.properties.String
XML Binding class name: Name
Dictionary key name: name

number

Type: cybox.common.properties.NonNegativelnteger
XML Binding class name: Number
Dictionary key name: number

regional_internet_registry

Type: cybox.common.properties.String
XML Binding class name: Regional_ Internet_Registry
Dictionary key name: regional_internet_registry

Version: 2.1.0.21

cybox.objects.arp_cache_object module
class cybox.objects.arp_cache_object.ARPCache
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.arp_cache_object.ARPCacheObjectType

arp_cache_entry

(List of values permitted)
Type: cybox.objects.arp_cache_object.ARPCacheEntry
XML Binding class name: ARP_Cache_Entry

Dictionary key name: arp_cache_entry
class cybox.objects.arp_cache_object.ARPCacheEntry
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.arp_cache_object.ARPCacheEntryType

ip_address

Type: cybox.objects.address_object.Address
XML Binding class name: IP_Address
Dictionary key name: ip_address

network_interface

Type: cybox.objects.system object.NetworkInterface
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XML Binding class name: Network_Interface
Dictionary key name: network_interface

physical_address

Type: cybox.common.properties.String
XML Binding class name: Physical_Address
Dictionary key name: physical_address

type_

Type: cybox.objects.arp_cache_object.ARPCacheEntryType
XML Binding class name: Type
Dictionary key name: type

class cybox.objects.arp_cache_object.ARPCacheEntryType (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.arp_cache_object.ARPCacheEntryTypeType

Version: 2.1.0.21

cybox.objects.code_object module
class cybox.objects.code_object.Code
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.code_object.CodeObjectType

code_language

Type: cybox.common.properties.String
XML Binding class name: Code_Language
Dictionary key name: code_language

code_segment

Type: cybox.common.properties.String
XML Binding class name: Code_Segment
Dictionary key name: code_segment

code_segment_xor

Type: cybox.objects.code_object.CodeSegmentXOR
XML Binding class name: Code_Segment_XOR
Dictionary key name: code_segment_xor

description
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Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

digital_signatures

Type: cybox.common.digitalsignature.DigitalSignatureList
XML Binding class name: Digital_Signatures
Dictionary key name: digital_signatures

discovery_method

Type: cybox.common.measuresource.MeasureSource
XML Binding class name: Discovery_Method
Dictionary key name: discovery_method

extracted_features

Type: cybox.common.extracted features.ExtractedFeatures
XML Binding class name: Extracted_Features
Dictionary key name: extracted_features

processor_family

(List of values permitted)

Type: cybox.common.properties.String
XML Binding class name: Processor_Family
Dictionary key name: processor_family

purpose

Type: cybox.common.properties.String
XML Binding class name: Purpose
Dictionary key name: purpose

start_address

Type: cybox.common.properties.HexBinary
XML Binding class name: Start_Address
Dictionary key name: start_address

targeted platforms

Type: cybox.objects.code_object.TargetedPlatforms
XML Binding class name: Targeted_Platforms
Dictionary key name: targeted_platforms

type_

Type: cybox.common.properties.String
XML Binding class name: Type
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Dictionary key name: type
class cybox.objects.code_object .CodeSegmentXOR (value=None)
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.code_object.CodeSegmentXORType

is_plain()

xor_pattern

XML Binding class name: xor_pattern
Dictionary key name: xor_pattern

class cybox.objects.code_object.TargetedPlatforms (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.code_object.TargetedPlatformsType

targeted platform

(List of values permitted)

Type: cybox.common.platform specification.PlatformSpecification
XML Binding class name: Targeted_Platform

Dictionary key name: targeted_platform

Version: 2.1.0.21

cybox.objects.custom_object module
class cybox.objects.custom_object.Custom
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.custom_object.CustomObjectType

custom_ name

XML Binding class name: custom_name
Dictionary key name: custom_name

description

Type: cybox.common.structured _text.Structuredlext
XML Binding class name: Description

Dictionary key name: description
Version: 2.1.0.21

3.1. API Reference 79



python-cybox Documentation, Release 2.1.0.21

cybox.objects.device_object module
class cybox.objects.device_object.Device
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.device_object.DeviceObjectType

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

device_type

Type: cybox.common.properties.String
XML Binding class name: Device_Type
Dictionary key name: device_type

firmware_ version

Type: cybox.common.properties.String
XML Binding class name: Firmware_Version

Dictionary key name: firmware_version

manufacturer

Type: cybox.common.properties.String
XML Binding class name: Manufacturer
Dictionary key name: manufacturer

model

Type: cybox.common.properties.String
XML Binding class name: Model
Dictionary key name: model

serial_ number

Type: cybox.common.properties.String
XML Binding class name: Serial_Number
Dictionary key name: serial_number

system details

Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: System_Details

Dictionary key name: system_details
Version: 2.1.0.21
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cybox.objects.disk_object module
class cybox.objects.disk_object.Disk
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.disk_object.DiskObjectType

disk_ name

Type: cybox.common.properties.String
XML Binding class name: Disk_Name
Dictionary key name: disk_name

disk_size

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Disk_Size
Dictionary key name: disk_size

free_space

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Free_Space
Dictionary key name: free_space

partition_list

Type: cybox.objects.disk_object.PartitionList
XML Binding class name: Partition_List
Dictionary key name: partition_list

type_
Type: cybox.objects.disk_object.DiskType
XML Binding class name: Type
Dictionary key name: type

class cybox.objects.disk_object .DiskType (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.disk_object.DiskType

class cybox.objects.disk_object.PartitionList (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.disk_object.PartitionListType
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partition

(List of values permitted)

Type: cybox.objects.disk _partition_object.DiskPartition

XML Binding class name: Partition
Dictionary key name: partition

Version: 2.1.0.21

cybox.objects.disk_partition_object module

class cybox.objects.disk_partition_object.DiskPartition
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.disk_partition_object.DiskPartitionObjectType

created

Type: cybox.common.properties.DateTime
XML Binding class name: Created
Dictionary key name: created

device_name

Type: cybox.common.properties.Name
XML Binding class name: Device_Name
Dictionary key name: device_name

mount_point

Type: cybox.common.properties.String
XML Binding class name: Mount_Point
Dictionary key name: mount_point

partition_id

Type: cybox.common.properties. Integer
XML Binding class name: Partition_ID
Dictionary key name: partition_id

partition_length

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Partition_Length
Dictionary key name: partition_length

partition_offset

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Partition Offset
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Dictionary key name: partition_offset

space_left

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Space_Left
Dictionary key name: space_left

space_used

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Space_Used
Dictionary key name: space_used

total_space

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Total_Space
Dictionary key name: total_space

type_

Type: cybox.common.properties.String
XML Binding class name: Type
Dictionary key name: type

Version: 2.1.0.21

cybox.objects.dns_cache_object module
class cybox.objects.dns_cache_object .DNSCache
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.dns_cache_object.DNSCacheObjectType

dns_cache_entry

(List of values permitted)

Type: cybox.objects.dns_cache_object.DNSCacheEntry
XML Binding class name: DNS_Cache_Entry

Dictionary key name: dns_cache_entry

class cybox.objects.dns_cache_object .DNSCacheEntry
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.dns_cache_object .DNSCacheEntryType

dns_entry

Type: cybox.objects.dns_record_object.DNSRecord

3.1. API Reference 83



python-cybox Documentation, Release 2.1.0.21

XML Binding class name: DNS_Entry
Dictionary key name: dns_entry

ttl

Type: cybox.common.properties.Positivelnteger
XML Binding class name: TTL
Dictionary key name: tt1

Version: 2.1.0.21

cybox.objects.dns_query_object module
class cybox.objects.dns_query_object .DNSQuery
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.dns_query_object .DNSQueryObjectType

additional records

Type: cybox.objects.dns_query_object.DNSResourceRecords
XML Binding class name: Additional_Records
Dictionary key name: additional_records

answer_resource_records

Type: cybox.objects.dns_query_object.DNSResourceRecords
XML Binding class name: Answer_Resource_Records

Dictionary key name: answer_resource_records

authority_ resource_records

Type: cybox.objects.dns_query_object.DNSResourceRecords
XML Binding class name: Authority_Resource_Records
Dictionary key name: authority_resource_records

date_ran

Type: cybox.common.properties.DateTime
XML Binding class name: Date_Ran
Dictionary key name: date_ran

question

Type: cybox.objects.dns_query_object.DNSQuestion
XML Binding class name: Question
Dictionary key name: question

service_used
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Type: cybox.common.properties.String
XML Binding class name: Service_Used
Dictionary key name: service_used

successful

XML Binding class name: successful
Dictionary key name: successful

transaction_id

Type: cybox.common.properties.HexBinary
XML Binding class name: Transaction_ID

Dictionary key name: transaction_id
class cybox.objects.dns_query_object .DNSQuestion
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.dns_query_object .DNSQuestionType

gclass

Type: cybox.common.properties.String
XML Binding class name: QClass
Dictionary key name: gclass

gname

Type: cybox.objects.uri_object.URI
XML Binding class name: QName
Dictionary key name: gqname

qtype

Type: cybox.common.properties.String
XML Binding class name: QType
Dictionary key name: gtype

class cybox.objects.dns_query_object .DNSResourceRecords ( *args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.dns_query_object .DNSResourceRecordsType

resource_record

(List of values permitted)
Type: cybox.objects.dns_record_object.DNSRecord
XML Binding class name: Resource_Record
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Dictionary key name: resource_record

Version: 2.1.0.21

cybox.objects.dns_record_object module
class cybox.objects.dns_record_object .DNSRecord

Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.dns_record_object .DNSRecordObjectType

address_class

Type: cybox.common.properties.String
XML Binding class name: Address_Class
Dictionary key name: address_class

data_length

Type: cybox.common.properties.Integer
XML Binding class name: Data_Length
Dictionary key name: data_length

description

Type: cybox.common.structured _text.StructuredText
XML Binding class name: Description
Dictionary key name: description

domain name

Type: cybox.objects.uri_object.URI
XML Binding class name: Domain_Name
Dictionary key name: domain_name

entry type

Type: cybox.common.properties.String
XML Binding class name: Entry_Type
Dictionary key name: entry_type

flags

Type: cybox.common.properties.HexBinary
XML Binding class name: Flags
Dictionary key name: flags

ip_address

Type: cybox.objects.address_object.Address
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XML Binding class name: IP_Address
Dictionary key name: ip_address

queried_date

Type: cybox.common.properties.DateTime
XML Binding class name: Queried_Date
Dictionary key name: queried_date

record_data

XML Binding class name: Record_Data
Dictionary key name: record_data

record_name

Type: cybox.common.properties.String
XML Binding class name: Record_Name
Dictionary key name: record_name

record_type

Type: cybox.common.properties.String
XML Binding class name: Record_Type
Dictionary key name: record_type

ttl

Type: cybox.common.properties.Integer
XML Binding class name: TTL
Dictionary key name: tt1

Version: 2.1.0.21

cybox.objects.domain_name_object module
class cybox.objects.domain_name_object .DomainName

Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.domain_name_object.DomainNameObjectType

type_

XML Binding class name: type_
Dictionary key name: type

value

Type: cybox.common.properties.String
XML Binding class name: Value
Dictionary key name: value
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Version: 2.1.0.21

cybox.objects.email_message_object module
class cybox.objects.email_message_object .AttachmentReference (object_reference=None)
Bases: cybox.objects.email_message_object._Reference,mixbox.entities.Entity

XML binding class: cybox.bindings.email_message_object.AttachmentReferenceType

class cybox.objects.email_message_object .Attachments (*args)
Bases: cybox.objects.email_message_object._Referencelist,
mixbox.entities.EntityList

XML binding class: cybox.bindings.email_message_object.AttachmentsType

file

(List of values permitted)

Type: cybox.objects.email_message object.AttachmentReference
XML Binding class name: File

Dictionary key name: file

class cybox.objects.email_message_object .EmailHeader
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.email_message_object .EmailHeaderType

bece

Type: cybox.objects.email message_object.EmailRecipients
XML Binding class name: BCC
Dictionary key name: bcc

boundary

Type: cybox.common.properties.String
XML Binding class name: Boundary
Dictionary key name: boundary

ccC

Type: cybox.objects.email_message_object.EmailRecipients
XML Binding class name: CC
Dictionary key name: cc

content_type
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Type: cybox.common.properties.String
XML Binding class name: Content_Type
Dictionary key name: content_type

date

Type: cybox.common.properties.DateTime
XML Binding class name: Date
Dictionary key name: date

errors_to

Type: cybox.common.properties.String
XML Binding class name: Errors_To
Dictionary key name: errors_to

from

Type: cybox.objects.address_object.EmailAddress
XML Binding class name: From
Dictionary key name: from

in_reply to

Type: cybox.common.properties.String
XML Binding class name: In_Reply_To
Dictionary key name: in_reply_to

message_id

Type: cybox.common.properties.String
XML Binding class name: Message_ID
Dictionary key name: message_id

mime_version

Type: cybox.common.properties.String
XML Binding class name: MIME_Version

Dictionary key name: mime_version

precedence

Type: cybox.common.properties.String
XML Binding class name: Precedence
Dictionary key name: precedence

received_lines

Type: cybox.objects.email_message object.ReceivedLineList
XML Binding class name: Received_Lines

Dictionary key name: received_lines
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reply_to

Type: cybox.objects.address_object.EmailAddress
XML Binding class name: Reply_To
Dictionary key name: reply_to

sender

Type: cybox.objects.address_object.EmailAddress
XML Binding class name: Sender
Dictionary key name: sender

subject

Type: cybox.common.properties.String
XML Binding class name: Subject
Dictionary key name: subject

to

Type: cybox.objects.email message_object.EmailRecipients
XML Binding class name: To
Dictionary key name: to

user_agent

Type: cybox.common.properties.String
XML Binding class name: User_Agent
Dictionary key name: user_agent

X mailer

Type: cybox.common.properties.String
XML Binding class name: X_Mailer
Dictionary key name: x_mailer

X_originating_ip

Type: cybox.objects.address_object.Address
XML Binding class name: X_Originating_IP
Dictionary key name: x_originating_ip

X_priority

Type: cybox.common.properties.Positivelnteger
XML Binding class name: X_Priority
Dictionary key name: x_priority

class cybox.objects.email_message_object .EmailMessage
Bases: cybox.common.object_properties.ObjectProperties
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XML binding class: cybox.bindings.email_message_object.EmailMessageObjectType

attachments

Type: cybox.objects.email message_object.Attachments
XML Binding class name: Attachments
Dictionary key name: attachments

email server

Type: cybox.common.properties.String
XML Binding class name: Email_Server
Dictionary key name: email_server

header

Type: cybox.objects.email_message_object.EmailHeader
XML Binding class name: Header
Dictionary key name: header

links

Type: cybox.objects.email message_object.Links
XML Binding class name: Links
Dictionary key name: 1inks

raw_body

Type: cybox.common.properties.String
XML Binding class name: Raw_Body
Dictionary key name: raw_body

raw_header

Type: cybox.common.properties.String
XML Binding class name: Raw_Header
Dictionary key name: raw_header

class cybox.objects.email_message_object .EmailRecipients (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.email_message_object.EmailRecipientsType

recipient

(List of values permitted)
Type: cybox.objects.address_object.EmailAddress
XML Binding class name: Recipient
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Dictionary key name: recipient

class cybox.objects.email_message_object .LinkReference (object_reference=None)
Bases: cybox.objects.email_message_object._Reference,mixbox.entities.Entity

class cybox.objects.email_message_object .Links (*args)

class cybox.objects.email_message_object .ReceivedLine

XML binding class: cybox.bindings.email_message_object.LinkReferenceType

Bases: cybox.objects.email_message_object._Referencelist,

mixbox.entities.EntityList

XML binding class: cybox.bindings.email_message_object.LinksType

link

(List of values permitted)

Type: cybox.objects.email_message object.LinkReference

XML Binding class name: Link
Dictionary key name: 1ink

Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.email_message_object.EmailReceivedLineType

by

Type: cybox.common.properties.

XML Binding class name: By
Dictionary key name: by

for

Type: cybox.common.properties.

XML Binding class name: For
Dictionary key name: for

from_

Type: cybox.common.properties.

XML Binding class name: From
Dictionary key name: from

id

Type: cybox.common.properties.

String

String

String

String
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XML Binding class name: ID
Dictionary key name: id

timestamp

Type: cybox.common.properties.DateTime
XML Binding class name: Timestamp
Dictionary key name: t imestamp

via

Type: cybox.common.properties.String
XML Binding class name: Via
Dictionary key name: via

with_

Type: cybox.common.properties.String
XML Binding class name: With
Dictionary key name: with

class cybox.objects.email_message_object .ReceivedLineList (*args)

Bases: mixbox.entities.EntityList

XML binding class:
cybox.bindings.email _message_object.EmailReceivedLinelListType

received

(List of values permitted)

Type: cybox.objects.email_message _object.ReceivedLine
XML Binding class name: Received

Dictionary key name: received

Version: 2.1.0.21

cybox.objects.file_object module
class cybox.objects.file_object .EPJumpCode

Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.file_object.EPJumpCodeType

depth

Type: cybox.common.properties.Integer
XML Binding class name: Depth
Dictionary key name: depth
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opcodes

Type: cybox.common.properties.String
XML Binding class name: Opcodes

Dictionary key name: opcodes
class cybox.objects.file_object.EntryPointSignature
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.file_object.EntryPointSignatureType

name

Type: cybox.common.properties.String
XML Binding class name: Name
Dictionary key name: name

type_

XML Binding class name: Type
Dictionary key name: type

class cybox.objects.file_object .EntryPointSignatureList (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.file_object.EntryPointSignatureListType

entry point_signature

(List of values permitted)

Type: cybox.objects.file _object.EntryPointSignature
XML Binding class name: Entry_Point_Signature

Dictionary key name: entry_point_signature

class cybox.objects.file_object.File
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.file_object.FileObjectType

accessed_time

Type: cybox.common.properties.DateTime
XML Binding class name: Accessed_Time
Dictionary key name: accessed_time

add_hash (hash_)
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byte_runs

Type: cybox.common.byterun.ByteRuns
XML Binding class name: Byte_Runs
Dictionary key name: byte_runs

compression_comment

Type: cybox.common.properties.String
XML Binding class name: Compression_Comment
Dictionary key name: compression_comment

compression_method

Type: cybox.common.properties.String
XML Binding class name: Compression_Method
Dictionary key name: compression_method

compression_version

Type: cybox.common.properties.String
XML Binding class name: Compression_Version
Dictionary key name: compression_version

created_time

Type: cybox.common.properties.DateTime
XML Binding class name: Created_Time
Dictionary key name: created_time

decryption_key

Type: cybox.common.properties.String
XML Binding class name: Decryption_Key
Dictionary key name: decryption_key

device_path

Type: cybox.common.properties.String
XML Binding class name: Device_Path
Dictionary key name: device_path

digital_signatures

Type: cybox.common.digitalsignature.DigitalSignaturelList
XML Binding class name: Digital_Signatures
Dictionary key name: digital_signatures

encryption_algorithm

Type: cybox.common.properties.String
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XML Binding class name: Encryption_Algorithm
Dictionary key name: encryption_algorithm

extracted features

Type: cybox.common.extracted _features.ExtractedFeatures
XML Binding class name: Extracted_Features
Dictionary key name: extracted_features

file_attributes_list

Type: cybox.objects.file object.FileAttribute
XML Binding class name: File_Attributes_List
Dictionary key name: file_attributes_list

file extension

Type: cybox.common.properties.String
XML Binding class name: File_Extension
Dictionary key name: file_extension

file format

Type: cybox.common.properties.String
XML Binding class name: File_Format
Dictionary key name: file_ format

file name

Type: cybox.common.properties.String
XML Binding class name: File_Name
Dictionary key name: £ile_name

file_path

Type: cybox.objects.file _object.FilePath
XML Binding class name: File_Path
Dictionary key name: file_path

full_path

Type: cybox.common.properties.String
XML Binding class name: Full_Path
Dictionary key name: full_path

hashes

Type: cybox.common.hashes.HashList
XML Binding class name: Hashes
Dictionary key name: hashes
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is_masqueraded

XML Binding class name: is_masqueraded
Dictionary key name: is_masqueraded

is_packed

XML Binding class name: is_packed
Dictionary key name: is_packed

magic_number

Type: cybox.common.properties.HexBinary
XML Binding class name: Magic_Number
Dictionary key name: magic_number

modified time

Type: cybox.common.properties.DateTime
XML Binding class name: Modified_Time
Dictionary key name: modified_time

packer_list

Type: cybox.objects.file object.PackerList
XML Binding class name: Packer_List
Dictionary key name: packer_list

peak_entropy

Type: cybox.common.properties.Double
XML Binding class name: Peak_Entropy
Dictionary key name: peak_entropy

permissions

Type: cybox.objects.file object.FilePermissions
XML Binding class name: Permissions
Dictionary key name: permissions

size_in_bytes

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Size_In_Bytes
Dictionary key name: size_in_bytes

sym_links

Type: cybox.objects.file object.SymLinksList
XML Binding class name: Sym_Links
Dictionary key name: sym_links
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user_owner

Type: cybox.common.properties.String
XML Binding class name: User_Owner
Dictionary key name: user_owner

class cybox.objects.file_object.FileAttribute
Bases: mixbox.entities.Entity

An abstract class for file attributes.

XML binding class: cybox.bindings.file_object.FileAttributeType

class cybox.objects.file_object.FilePath (value=None)
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.file_object.FilePathType

fully qualified

XML Binding class name: fully_qualified
Dictionary key name: fully_qualified

is_plain()

class cybox.objects.file_object.FilePermissions
Bases: mixbox.entities.Entity

An abstract class for file permissions.

XML binding class: cybox.bindings.file_object.FilePermissionsType

class cybox.objects.file_object.Packer
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.file_object.PackerType

detected _entrypoint_signatures

Type: cybox.objects.file object.EntryPointSignatureList
XML Binding class name: Detected_Entrypoint_Signatures
Dictionary key name: detected_entrypoint_signatures

entry_point

Type: cybox.common.properties.HexBinary
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XML Binding class name: Entry_Point
Dictionary key name: entry_point

ep_Jjump_codes

Type: cybox.objects.file object.EPJumpCode
XML Binding class name: EP__Jump_Codes
Dictionary key name: ep_ jump_codes

name

Type: cybox.common.properties.String
XML Binding class name: Name
Dictionary key name: name

signature

Type: cybox.common.properties.String
XML Binding class name: Signature
Dictionary key name: signature

type_

Type: cybox.common.properties.String
XML Binding class name: Type
Dictionary key name: type

version

Type: cybox.common.properties.String
XML Binding class name: Version
Dictionary key name: version

class cybox.objects.file_object .PackerList (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.file_object.PackerListType

packer

(List of values permitted)

Type: cybox.objects.file object.Packer
XML Binding class name: Packer

Dictionary key name: packer

class cybox.objects.file_object.SymLinksList (*args)
Bases: mixbox.entities.EntityList

XML binding class: cybox.bindings.file_object.SymLinksListType

3.1. API Reference

99



python-cybox Documentation, Release 2.1.0.21

sym_link

(List of values permitted)

Type: cybox.common.properties.String
XML Binding class name: Sym_Link

Dictionary key name: sym_1link

Version: 2.1.0.21

cybox.objects.gui_dialogbox_object module
class cybox.objects.gui_dialogbox_object .GUIDialogbox
Bases: cybox.objects.gui_object.GUI

XML binding class: cybox.bindings.gui_dialogbox_object.GUIDialogboxObjectType

box_caption

Type: cybox.common.properties.String
XML Binding class name: Box_Caption
Dictionary key name: box_caption

box_ text

Type: cybox.common.properties.String
XML Binding class name: Box_Text

Dictionary key name: box_text
Version: 2.1.0.21

cybox.objects.gui_object module
class cybox.objects.gui_object.GUI
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.gui_object.GUIObjectType

height

Type: cybox.common.properties.Integer
XML Binding class name: Height
Dictionary key name: height

width

Type: cybox.common.properties.Integer
XML Binding class name: Width

Dictionary key name: width
Version: 2.1.0.21
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cybox.objects.gui_window_object module
class cybox.objects.gui_window_object.GUIWindow
Bases: cybox.objects.qgui_object.GUI

XML binding class: cybox.bindings.gui_window_object.GUIWindowObjectType

owner_window

Type: cybox.common.properties.String
XML Binding class name: Owner_Window
Dictionary key name: owner_window

parent_window

Type: cybox.common.properties.String
XML Binding class name: Parent_Window
Dictionary key name: parent_window

window_display name

Type: cybox.common.properties.String
XML Binding class name: Window_Display_Name

Dictionary key name: window_display_name
Version: 2.1.0.21

cybox.objects.hostname_object module
class cybox.objects.hostname_object .Hostname
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.hostname_object.HostnameObjectType

hostname_value

Type: cybox.common.properties.String
XML Binding class name: Hostname_Value
Dictionary key name: hostname_value

is domain_ name

XML Binding class name: is_domain_name
Dictionary key name: is_domain_name

naming system

(List of values permitted)
Type: cybox.common.properties.String
XML Binding class name: Naming_System
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Dictionary key name: naming_system
Version: 2.1.0.21

cybox.objects.http_session_object module
class cybox.objects.http_session_object.HTTPClientRequest
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.http_session_object.HTTPClientRequestType

http_message_body

Type: cybox.objects.http _session_object.HTTPMessage
XML Binding class name: HTTP_Message_Body
Dictionary key name: http_message_body

http_request_header

Type: cybox.objects.http_session_object.HTTPRequestHeader
XML Binding class name: HTTP_Request_Header
Dictionary key name: http_request_header

http_request_line

Type: cybox.objects.http _session_object.HTTPRequestLine
XML Binding class name: HTTP_Request_Line

Dictionary key name: http_request_line
class cybox.objects.http_session_object.HTTPMessage
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.http_session_object.HTTPMessageType

length

Type: cybox.common.properties.Positivelnteger
XML Binding class name: Length
Dictionary key name: length

message_body

Type: cybox.common.properties.String
XML Binding class name: Message_Body
Dictionary key name: message_body

class cybox.objects.http_session_object . HTTPRequestHeader
Bases: mixbox.entities.Entity
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class

XML binding class: cybox.bindings.http_session_object.HTTPRequestHeaderType

parsed_header

Type: cybox.objects.http_session_object.HTTPRequestHeaderFields

XML Binding class name: Parsed_Header
Dictionary key name: parsed_header

raw_header

Type: cybox.common.properties.String
XML Binding class name: Raw_Header
Dictionary key name: raw_header

cybox.objects.http_session_object.HTTPRequestHeaderFields
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.http_session_object.HTTPRequestHeaderFieldsType

accept

Type: cybox.common.properties.String
XML Binding class name: Accept
Dictionary key name: accept

accept_charset

Type: cybox.common.properties.String
XML Binding class name: Accept_Charset
Dictionary key name: accept_charset

accept_datetime

Type: cybox.common.properties.String
XML Binding class name: Accept_Datetime
Dictionary key name: accept_datetime

accept_encoding

Type: cybox.common.properties.String
XML Binding class name: Accept_Encoding
Dictionary key name: accept_encoding

accept_language

Type: cybox.common.properties.String
XML Binding class name: Accept_Language
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Dictionary key name: accept_language

authorization

Type: cybox.common.properties.String
XML Binding class name: Authorization
Dictionary key name: authorization

cache_control

Type: cybox.common.properties.String
XML Binding class name: Cache_Control
Dictionary key name: cache_control

connection

Type: cybox.common.properties.String
XML Binding class name: Connection
Dictionary key name: connection

content_length

Type: cybox.common.properties.Integer
XML Binding class name: Content_Length
Dictionary key name: content_length

content_md5

Type: cybox.common.properties.String
XML Binding class name: Content_MD5
Dictionary key name: content_md5

content_type

Type: cybox.common.properties.String
XML Binding class name: Content_Type
Dictionary key name: content_type

cookie

Type: cybox.common.properties.String
XML Binding class name: Cookie
Dictionary key name: cookie

date

Type: cybox.common.properties.DateTime
XML Binding class name: Date
Dictionary key name: date

dnt
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Type: cybox.common.properties.String
XML Binding class name: DNT
Dictionary key name: dnt

expect

Type: cybox.common.properties.String
XML Binding class name: Expect
Dictionary key name: expect

from

Type: cybox.objects.address_object.EmailAddress
XML Binding class name: From
Dictionary key name: from

host

Type: cybox.objects.http_session_object.HostField
XML Binding class name: Host
Dictionary key name: host

if match

Type: cybox.common.properties.String
XML Binding class name: If_Match
Dictionary key name: i f_match

if modified since

Type: cybox.common.properties.DateTime
XML Binding class name: If_Modified_Since
Dictionary key name: if_modified_since

if none match

Type: cybox.common.properties.String
XML Binding class name: If_None_Match
Dictionary key name: if _none_match

if range

Type: cybox.common.properties.String
XML Binding class name: If_Range
Dictionary key name: 1 f_range

if unmodified_since

Type: cybox.common.properties.DateTime
XML Binding class name: If_Unmodified_Since

Dictionary key name: i f_unmodified_since
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max_forwards

Type: cybox.common.properties.Integer
XML Binding class name: Max_Forwards
Dictionary key name: max_forwards

pragma

Type: cybox.common.properties.String
XML Binding class name: Pragma
Dictionary key name: pragma

proxy_authorization

Type: cybox.common.properties.String
XML Binding class name: Proxy_Authorization
Dictionary key name: proxy_authorization

range_

Type: cybox.common.properties.String
XML Binding class name: Range
Dictionary key name: range

referer

Type: cybox.objects.uri_object.URI
XML Binding class name: Referer
Dictionary key name: referer

te

Type: cybox.common.properties.String
XML Binding class name: TE
Dictionary key name: te

user_agent

Type: cybox.common.properties.String
XML Binding class name: User_Agent
Dictionary key name: user_agent

via

Type: cybox.common.properties.String
XML Binding class name: Via
Dictionary key name: via

warning

Type: cybox.common.properties.String
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XML Binding class name: Warning
Dictionary key name: warning

x_att_deviceid

Type: cybox.common.properties.String
XML Binding class name: X_ATT_DeviceId
Dictionary key name: x_att_deviceid

x_forwarded_ for

Type: cybox.common.properties.String
XML Binding class name: X_Forwarded_For
Dictionary key name: x_forwarded_for

x_forwarded_proto

Type: cybox.common.properties.String
XML Binding class name: X_Forwarded_Proto
Dictionary key name: x_forwarded_proto

x_requested_with

Type: cybox.common.properties.String
XML Binding class name: X_Requested_With
Dictionary key name: x_requested_with

x _wap_profile

Type: cybox.objects.uri_object.URI
XML Binding class name: X_Wap_Profile
Dictionary key name: x_wap_profile

class cybox.objects.http_session_object .HTTPRequestLine

Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.http_session_object.HTTPRequestLineType

http_method

Type: cybox.common.properties.String
XML Binding class name: HTTP_Method
Dictionary key name: http_method

value

Type: cybox.common.properties.String
XML Binding class name: Value
Dictionary key name: value
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version

Type: cybox.common.properties.String
XML Binding class name: Version
Dictionary key name: version

class cybox.objects.http_session_object . HTTPRequestResponse
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.http_session_object.HTTPRequestResponseType

http_client_request

Type: cybox.objects.http_session_object.HTTPClientRequest
XML Binding class name: HTTP_Client_ Request
Dictionary key name: http_client_request

http_provisional_ server response

Type: cybox.objects.http_session_object.HTTPServerResponse
XML Binding class name: HTTP_Provisional_Server_Response
Dictionary key name: http_provisional_ server_response

http_server_response

Type: cybox.objects.http _session_object.HTTPServerResponse
XML Binding class name: HTTP_Server_Response
Dictionary key name: http_server_response

ordinal_position

XML Binding class name: ordinal_position
Dictionary key name: ordinal_position

class cybox.objects.http_session_object.HTTPResponseHeader
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.http_session_object.HTTPResponseHeaderType

parsed_header

Type: cybox.objects.http _session_object.HTTPResponseHeaderFields
XML Binding class name: Parsed_Header
Dictionary key name: parsed_header

raw_header

Type: cybox.common.properties.String
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XML Binding class name: Raw_Header
Dictionary key name: raw_header

class cybox.objects.http_session_object .HTTPResponseHeaderFields
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.http_session_object.HTTPResponseHeaderFieldsType

accept_ranges

Type: cybox.common.properties.String
XML Binding class name: Accept_Ranges
Dictionary key name: accept_ranges

access_control_allow _origin

Type: cybox.common.properties.String
XML Binding class name: Access_Control_Allow_Origin
Dictionary key name: access_control_allow_origin

age

Type: cybox.common.properties.Integer
XML Binding class name: Age
Dictionary key name: age

cache_control

Type: cybox.common.properties.String
XML Binding class name: Cache_Control
Dictionary key name: cache_control

connection

Type: cybox.common.properties.String
XML Binding class name: Connection
Dictionary key name: connection

content_disposition

Type: cybox.common.properties.String
XML Binding class name: Content_Disposition
Dictionary key name: content_disposition

content_encoding

Type: cybox.common.properties.String
XML Binding class name: Content_Encoding
Dictionary key name: content_encoding
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content_language

Type: cybox.common.properties.String
XML Binding class name: Content_Language
Dictionary key name: content_language

content_length

Type: cybox.common.properties. Integer
XML Binding class name: Content_Length
Dictionary key name: content_length

content_location

Type: cybox.common.properties.String
XML Binding class name: Content_Location
Dictionary key name: content_location

content_md5

Type: cybox.common.properties.String
XML Binding class name: Content_MD5
Dictionary key name: content_md5

content_range

Type: cybox.common.properties.String
XML Binding class name: Content_Range
Dictionary key name: content_range

content_type

Type: cybox.common.properties.String
XML Binding class name: Content_Type
Dictionary key name: content_type

date

Type: cybox.common.properties.DateTime
XML Binding class name: Date
Dictionary key name: date

etag

Type: cybox.common.properties.String
XML Binding class name: ETag
Dictionary key name: etag

expires

Type: cybox.common.properties.DateTime
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XML Binding class name: Expires
Dictionary key name: expires

last_modified

Type: cybox.common.properties.DateTime
XML Binding class name: Last_Modified
Dictionary key name: last_modified

link

Type: cybox.common.properties.String
XML Binding class name: Link
Dictionary key name: 1ink

location

Type: cybox.objects.uri_object.URI
XML Binding class name: Location
Dictionary key name: location

pP3p

Type: cybox.common.properties.String
XML Binding class name: P3P
Dictionary key name: p3p

pragma

Type: cybox.common.properties.String
XML Binding class name: Pragma
Dictionary key name: pragma

proxy_authenticate

Type: cybox.common.properties.String
XML Binding class name: Proxy_Authenticate
Dictionary key name: proxy_authenticate

refresh

Type: cybox.common.properties.String
XML Binding class name: Refresh
Dictionary key name: refresh

retry after

Type: cybox.common.properties.Integer
XML Binding class name: Retry_After
Dictionary key name: retry_after
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server

Type: cybox.common.properties.String
XML Binding class name: Server
Dictionary key name: server

set_cookie

Type: cybox.common.properties.String
XML Binding class name: Set_Cookie
Dictionary key name: set_cookie

strict_transport_security

Type: cybox.common.properties.String
XML Binding class name: Strict_Transport_Security
Dictionary key name: strict_transport_security

trailer

Type: cybox.common.properties.String
XML Binding class name: Trailer
Dictionary key name: trailer

transfer encoding

Type: cybox.common.properties.String
XML Binding class name: Transfer_Encoding
Dictionary key name: transfer_encoding

vary

Type: cybox.common.properties.String
XML Binding class name: Vary
Dictionary key name: vary

via

Type: cybox.common.properties.String
XML Binding class name: Via
Dictionary key name: via

warning

Type: cybox.common.properties.String
XML Binding class name: Warning
Dictionary key name: warning

www_authenticate

Type: cybox.common.properties.String
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XML Binding class name: WWW_Authenticate
Dictionary key name: www_authenticate

x_content_type_options

Type: cybox.common.properties.String
XML Binding class name: X_Content_Type_Options
Dictionary key name: x_content_type_options

x_frame_options

Type: cybox.common.properties.String
XML Binding class name: X_Frame_Options
Dictionary key name: x_frame_options

x_powered_by

Type: cybox.common.properties.String
XML Binding class name: X_Powered_By
Dictionary key name: x_powered_by

X _ua_compatible

Type: cybox.common.properties.String
XML Binding class name: X_UA_Compatible
Dictionary key name: x_ua_compatible

X _xss_protection

Type: cybox.common.properties.String
XML Binding class name: X_XSS_Protection
Dictionary key name: x_xss_protection

class cybox.objects.http_session_object .HTTPServerResponse
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.http_session_object.HTTPServerResponseType

http_message_body

Type: cybox.objects.http_session_object.HTTPMessage
XML Binding class name: HTTP_Message_Body
Dictionary key name: http_message_body

http_response_header

Type: cybox.objects.http_session_object.HTTPResponseHeader
XML Binding class name: HTTP_Response_Header
Dictionary key name: http_response_header
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http_status_line

Type: cybox.objects.http _session_object.HTTPStatusLine
XML Binding class name: HTTP_Status_Line
Dictionary key name: http_status_line

class cybox.objects.http_session_object .HTTPSession
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.http_session_object.HTTPSessionObjectType

http_request_response

(List of values permitted)

Type: cybox.objects.http_session_object.HTTPRequestResponse
XML Binding class name: HTTP_Request_Response

Dictionary key name: http_request_response

class cybox.objects.http_session_object .HTTPStatusLine
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.http_session_object.HTTPStatusLineType

reason_phrase

Type: cybox.common.properties.String
XML Binding class name: Reason_Phrase
Dictionary key name: reason_phrase

status_code

Type: cybox.common.properties.Positivelnteger
XML Binding class name: Status_Code
Dictionary key name: status_code

version

Type: cybox.common.properties.String
XML Binding class name: Version
Dictionary key name: version

class cybox.objects.http_session_object.HostField
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.http_session_object.HostFieldType
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domain_name

Type: cybox.objects.uri_object.URI
XML Binding class name: Domain_Name
Dictionary key name: domain_name

port

Type: cybox.objects.port_object.Port
XML Binding class name: Port
Dictionary key name: port

Version: 2.1.0.21

cybox.objects.image_file_ object module
class cybox.objects.image_file_object.ImageFile
Bases: cybox.objects.file object.File

XML binding class: cybox.bindings.image_file_object.ImageFileObjectType

bits_per_pixel

Type: cybox.common.properties.Positivelnteger
XML Binding class name: Bits_Per_Pixel
Dictionary key name: bits_per_pixel

compression_algorithm

Type: cybox.common.properties.String
XML Binding class name: Compression_Algorithm
Dictionary key name: compression_algorithm

image_file_ format

Type: cybox.common.properties.String
XML Binding class name: Image_File_ Format
Dictionary key name: image_file_format

image_height

Type: cybox.common.properties.Integer
XML Binding class name: Image_Height
Dictionary key name: image_height

image_is_compressed

XML Binding class name: image_1is_compressed
Dictionary key name: image_is_compressed
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image_width

Type: cybox.common.properties.Integer
XML Binding class name: Image_Width

Dictionary key name: image_width
Version: 2.1.0.21

cybox.objects.library_object module
class cybox.objects.library_object.Library
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.library_object.LibraryObjectType

base_ address

Type: cybox.common.properties.HexBinary
XML Binding class name: Base_Address
Dictionary key name: base_address

extracted features

Type: cybox.common.extracted _features.ExtractedFeatures
XML Binding class name: Extracted_Features
Dictionary key name: extracted_features

name

Type: cybox.common.properties.String
XML Binding class name: Name
Dictionary key name: name

path

Type: cybox.common.properties.String
XML Binding class name: Path
Dictionary key name: path

size

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Size
Dictionary key name: size

type_

Type: cybox.objects.library_object.LibraryType
XML Binding class name: Type
Dictionary key name: type
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version

Type: cybox.common.properties.String
XML Binding class name: Version

Dictionary key name: version
class cybox.objects.library_object.LibraryType (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.library_object.LibraryType

Version: 2.1.0.21

cybox.objects.link object module
class cybox.objects.link_object .Link (value=None, type_=None)
Bases: cybox.objects.uri_object.URT

XML binding class: cybox.bindings.link_object.LinkObjectType

url_ label

Type: cybox.common.properties.String
XML Binding class name: URL_Label

Dictionary key name: url_label
Version: 2.1.0.21

cybox.objects.linux_package_object module
class cybox.objects.linux_package_object.LinuxPackage
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.linux_package_object.LinuxPackageObjectType

architecture
TypedField subclass for VocabString fields.

Type: cybox.objects.linux_package_object.LinuxPackageArchitecture
XML Binding class name: Architecture
Dictionary key name: architecture

category

Type: cybox.common.properties.String
XML Binding class name: Category
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Dictionary key name: category

description

Type: cybox.common.properties.String
XML Binding class name: Description
Dictionary key name: description

epoch

Type: cybox.common.properties.String
XML Binding class name: Epoch
Dictionary key name: epoch

evr

Type: cybox.common.properties.String
XML Binding class name: EVR
Dictionary key name: evr

name

Type: cybox.common.properties.String
XML Binding class name: Name
Dictionary key name: name

release

Type: cybox.common.properties.String
XML Binding class name: Release
Dictionary key name: release

vendor

Type: cybox.common.properties.String
XML Binding class name: Vendor
Dictionary key name: vendor

version

Type: cybox.common.properties.String
XML Binding class name: Version

Dictionary key name: version
class cybox.objects.linux_package_object .LinuxPackageArchitecture (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

Version: 2.1.0.21
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cybox.objects.memory_ object module
class cybox.objects.memory_object .Memory
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.memory_object .MemoryObjectType

block_type

Type: cybox.common.properties.String
XML Binding class name: Block_Type
Dictionary key name: block_type

extracted_features

Type: cybox.common.extracted _features.ExtractedFeatures
XML Binding class name: Extracted_Features
Dictionary key name: extracted_features

hashes

Type: cybox.common.hashes.HashList
XML Binding class name: Hashes
Dictionary key name: hashes

is_injected

XML Binding class name: is_injected
Dictionary key name: is_injected

is_mapped

XML Binding class name: is_mapped
Dictionary key name: is_mapped

is_protected

XML Binding class name: is_protected
Dictionary key name: is_protected

is_volatile

XML Binding class name: is_volatile
Dictionary key name: is_volatile

memory_ source

Type: cybox.common.properties.String
XML Binding class name: Memory_Source
Dictionary key name: memory_source

3.1. API Reference

119



python-cybox Documentation, Release 2.1.0.21

name

Type: cybox.common.properties.String
XML Binding class name: Name
Dictionary key name: name

region_end_address

Type: cybox.common.properties.HexBinary
XML Binding class name: Region_End_Address
Dictionary key name: region_end_address

region_size

Type: cybox.common.properties.UnsignedLong
XML Binding class name: Region_Size
Dictionary key name: region_size

region_start_address

Type: cybox.common.properties.HexBinary
XML Binding class name: Region_Start_Address

Dictionary key name: region_start_address
Version: 2.1.0.21

cybox.objects.mutex_object module
class cybox.objects.mutex_object.Mutex
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.mutex_object .MutexObjectType

name

Type: cybox.common.properties.String
XML Binding class name: Name
Dictionary key name: name

named

XML Binding class name: named

Dictionary key name: named
Version: 2.1.0.21

cybox.objects.network_connection_object module
class cybox.objects.network_connection_object.Layer7Connections
Bases: mixbox.entities.Entity
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XML binding class:
cybox.bindings.network_connection_object.Layer7ConnectionsType

dns_query

(List of values permitted)

Type: cybox.objects.dns_query_object.DNSQuery
XML Binding class name: DNS_Query

Dictionary key name: dns_query

http_session

Type: cybox.objects.http_session_object.HTTPSession
XML Binding class name: HTTP_Session

Dictionary key name: http_session
class cybox.objects.network_connection_object.NetworkConnection
Bases: cybox.common.object_properties.ObjectProperties

XML binding class:
cybox.bindings.network_connection_object.NetworkConnectionObjectType

creation_time

Type: cybox.common.properties.DateTime
XML Binding class name: Creation_Time
Dictionary key name: creation_time

destination_socket_address

Type: cybox.objects.socket_address_object.SocketAddress
XML Binding class name: Destination_Socket_Address
Dictionary key name: destination_socket_address

destination_tcp_state

XML Binding class name: Destination_TCP_State
Dictionary key name: destination_tcp_state

layer3_protocol

Type: cybox.common.properties.String
XML Binding class name: Layer3_Protocol
Dictionary key name: layer3_protocol

layer4_protocol

Type: cybox.common.properties.String
XML Binding class name: Layer4_Protocol
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Dictionary key name: layer4_protocol

layer7_connections

Type: cybox.objects.network_connection_object.Layer/7Connections
XML Binding class name: Layer7_Connections
Dictionary key name: layer7_connections

layer7_protocol

Type: cybox.common.properties.String
XML Binding class name: Layer7_Protocol
Dictionary key name: layer7_protocol

source_socket_address

Type: cybox.objects.socket_address_object.SocketAddress
XML Binding class name: Source_Socket_Address
Dictionary key name: source_socket_address

source_tcp_state

XML Binding class name: Source_TCP_State
Dictionary key name: source_tcp_state

tls_used

XML Binding class name: t1s_used
Dictionary key name: t1s_used

Version: 2.1.0.21

cybox.objects.network_flow_object module
class cybox.objects.network_flow_object.BidirectionalRecord
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.BidirectionalRecordType

yaf_ record

Type: cybox.objects.network_flow_object.YAFRecord
XML Binding class name: YAF_Record
Dictionary key name: yaf_record

class cybox.objects.network_flow_object.FlowCollectionElement
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.FlowCollectionElementType
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flow_record field wvalue

(List of values permitted)

Type: cybox.common.properties.String

XML Binding class name: Flow_Record_Field_Value
Dictionary key name: flow_record_field_value

class cybox.objects.network_flow_object.FlowDataRecord
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.FlowDataRecordType

flow_record collection_element

(List of values permitted)
Type: cybox.objects.network_flow_object.FlowCollectionElement
XML Binding class name: Flow_Record_Collection_Element

Dictionary key name: flow_record_collection_element

class cybox.objects.network_flow_object.IPFIXDataRecord
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.IPFIXDataRecordType

field value

(List of values permitted)

Type: cybox.common.properties.String
XML Binding class name: Field_Value
Dictionary key name: field_value

class cybox.objects.network_flow_object.IPFIXDataSet
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.IPFIXDataSetType

data_record

(List of values permitted)

Type: cybox.objects.network_flow_object.IPFIXDataRecord
XML Binding class name: Data_Record

Dictionary key name: data_record

padding

Type: cybox.common.properties.HexBinary
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XML Binding class name: Padding
Dictionary key name: padding

set_header

Type: cybox.objects.network_flow_object.IPFIXSetHeader
XML Binding class name: Set_Header
Dictionary key name: set_header

class cybox.objects.network_flow_object.IPFIXMessage
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.IPFIXMessageType

message_header

Type: cybox.objects.network_flow_object.IPFIXMessageHeader
XML Binding class name: Message_Header
Dictionary key name: message_header

set_

(List of values permitted)

Type: cybox.objects.network_flow_object.IPFIXSet
XML Binding class name: Set

Dictionary key name: set

class cybox.objects.network_flow_object.IPFIXMessageHeader
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.IPFIXMessageHeaderType

byte_length

Type: cybox.common.properties.HexBinary
XML Binding class name: Byte_Length
Dictionary key name: byte_length

export_timestamp

Type: cybox.common.properties. Integer
XML Binding class name: Export_Timestamp
Dictionary key name: export_timestamp

observation_domain_id

Type: cybox.common.properties.Integer
XML Binding class name: Observation_Domain_ID

124 Chapter 3. API Reference



python-cybox Documentation, Release 2.1.0.21

Dictionary key name: observation_domain_id

sequence_number

Type: cybox.common.properties.Integer
XML Binding class name: Sequence_Number
Dictionary key name: sequence_number

version

Type: cybox.common.properties.HexBinary
XML Binding class name: Version
Dictionary key name: version

class cybox.objects.network_flow_object.IPFIXOptionsTemplateRecord
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_ flow_object.IPFIXOptionsTemplateRecordType

field_specifier

(List of values permitted)

Type:
cybox.objects.network_flow_object.IPFIXTemplateRecordFieldSpecifiers
XML Binding class name: Field_Specifier

Dictionary key name: field_specifier

options_template_record header

Type: cybox.objects.network_flow_object.IPFIXOptionsTemplateRecordHeader
XML Binding class name: Options_Template_ Record_Header
Dictionary key name: options_template_record_header

class cybox.objects.network_flow_object.IPFIXOptionsTemplateRecordHeader
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_flow_object.IPFIXOptionsTemplateRecordHeaderType

field count

Type: cybox.common.properties.HexBinary
XML Binding class name: Field_Count
Dictionary key name: field_count

scope_field_ count
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Type: cybox.common.properties.Positivelnteger
XML Binding class name: Scope_Field_ Count
Dictionary key name: scope_field_count

template_id

Type: cybox.common.properties.Integer
XML Binding class name: Template_ID
Dictionary key name: template_id

class cybox.objects.network_flow_object.IPFIXOptionsTemplateSet
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_flow_object.IPFIXOptionsTemplateSetType

options_template_record

(List of values permitted)

Type: cybox.objects.network_flow_object.IPFIXOptionsTemplateRecord
XML Binding class name: Options_Template_Record

Dictionary key name: options_template_record

padding

Type: cybox.common.properties.HexBinary
XML Binding class name: Padding
Dictionary key name: padding

set_header

Type: cybox.objects.network_flow_object.IPFIXSetHeader
XML Binding class name: Set_Header
Dictionary key name: set_header

class cybox.objects.network_flow_object.IPFIXSet
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.IPFIXSetType

data_set

Type: cybox.objects.network_flow_object.IPFIXDataSet
XML Binding class name: Data_Set
Dictionary key name: data_set

options_template_set
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Type: cybox.objects.network_flow_object.IPFIXOptionsTemplateSet
XML Binding class name: Options_Template_Set
Dictionary key name: options_template_set

template_set

Type: cybox.objects.network_flow_object.IPFIXTemplateSet
XML Binding class name: Template_Set
Dictionary key name: template_set

class cybox.objects.network_flow_object.IPFIXSetHeader
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.IPFIXSetHeaderType

length

Type: cybox.common.properties.Integer
XML Binding class name: Length
Dictionary key name: length

set_id

Type: cybox.common.properties.Integer
XML Binding class name: Set_ID
Dictionary key name: set_id

class cybox.objects.network_flow_object.IPFIXTemplateRecord
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.IPFIXTemplateRecordType

field specifier

(List of values permitted)

Type:
cybox.objects.network_flow_object.IPFIXTemplateRecordFieldSpecifiers
XML Binding class name: Field_Specifier

Dictionary key name: field specifier

template_record_header

Type: cybox.objects.network_flow_object.IPFIXTemplateRecordHeader
XML Binding class name: Template_Record_Header
Dictionary key name: template_record_header

class cybox.objects.network_flow_object.IPFIXTemplateRecordFieldSpecifiers
Bases: mixbox.entities.Entity

3.1. API Reference 127



python-cybox Documentation, Release 2.1.0.21

XML binding class:
cybox.bindings.network_flow_object.IPFIXTemplateRecordFieldSpecifiersType

enterprise_bit

XML Binding class name: Enterprise_Bit
Dictionary key name: enterprise_bit

enterprise_number

Type: cybox.common.properties.String
XML Binding class name: Enterprise_Number
Dictionary key name: enterprise_number

field_length

Type: cybox.common.properties.String
XML Binding class name: Field_Length
Dictionary key name: field_length

information element_id

Type: cybox.common.properties.String
XML Binding class name: Information_Element_ID
Dictionary key name: information_element_id

class cybox.objects.network_flow_object.IPFIXTemplateRecordHeader

Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_flow_object.IPFIXTemplateRecordHeaderType

field count

Type: cybox.common.properties.HexBinary
XML Binding class name: Field_Count
Dictionary key name: field_count

template_id

Type: cybox.common.properties.Integer
XML Binding class name: Template_ID
Dictionary key name: template_id

class cybox.objects.network_flow_object.IPFIXTemplateSet

Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.IPFIXTemplateSetType
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padding

Type: cybox.common.properties.HexBinary
XML Binding class name: Padding
Dictionary key name: padding

set_header

Type: cybox.objects.network_flow_object.IPFIXSetHeader
XML Binding class name: Set_Header
Dictionary key name: set_header

template_record

(List of values permitted)

Type: cybox.objects.network_flow_object.IPFIXTemplateRecord
XML Binding class name: Template_Record

Dictionary key name: template_record

class cybox.objects.network_flow_object .NetflowV5FlowHeader
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.NetflowV5FlowHeaderType

count

Type: cybox.common.properties.Integer
XML Binding class name: Count
Dictionary key name: count

engine_id

Type: cybox.common.properties.Integer
XML Binding class name: Engine_ID
Dictionary key name: engine_id

engine_type

Type: cybox.common.properties.String
XML Binding class name: Engine_Type
Dictionary key name: engine_type

flow_sequence

Type: cybox.common.properties. Integer
XML Binding class name: Flow_Sequence
Dictionary key name: flow_sequence

sampling interval
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Type: cybox.common.properties.HexBinary

XML Binding class name: Sampling_Interval
Dictionary key name: sampling_interval

sys_up_time

Type: cybox.common.properties.Integer
XML Binding class name: Sys_Up_Time
Dictionary key name: sys_up_time

unix nsecs

Type: cybox.common.properties.Integer
XML Binding class name: Unix_Nsecs

Dictionary key name: unix_nsecs

unix_ secs

Type: cybox.common.properties. Integer
XML Binding class name: Unix_Secs
Dictionary key name: unix_secs

version

Type: cybox.common.properties.HexBinary

XML Binding class name: Version
Dictionary key name: version

class cybox.objects.network_flow_object .NetflowV5FlowRecord

Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.NetflowV5FlowRecordType

byte_count

Type: cybox.common.properties.Integer
XML Binding class name: Byte_Count
Dictionary key name: byte_count

dest_autonomous_system

Type: cybox.common.properties.Integer

XML Binding class name: Dest_Autonomous_System

Dictionary key name: dest_autonomous_system

dest_ip mask_bit_count

Type: cybox.common.properties.String

XML Binding class name: Dest_IP_Mask_Bit_Count
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Dictionary key name: dest_ip_mask_bit_count

nexthop_ipv4_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Nexthop_IPv4_Addr
Dictionary key name: nexthop_ipv4_addr

packet_count

Type: cybox.common.properties.Integer
XML Binding class name: Packet_Count
Dictionary key name: packet_count

paddingl

Type: cybox.common.properties.HexBinary
XML Binding class name: Paddingl
Dictionary key name: paddingl

padding2

Type: cybox.common.properties.HexBinary
XML Binding class name: Padding?2
Dictionary key name: padding?2

src_autonomous_system

Type: cybox.common.properties.Integer
XML Binding class name: Src_Autonomous_System
Dictionary key name: src_autonomous_system

src_ip_mask_bit_count

Type: cybox.common.properties.String
XML Binding class name: Src_IP_Mask_Bit_Count
Dictionary key name: src_ip_mask_bit_count

sysuptime_end

Type: cybox.common.properties.Integer
XML Binding class name: SysUpTime_End
Dictionary key name: sysuptime_end

sysuptime_start

Type: cybox.common.properties.Integer
XML Binding class name: SysUpTime_Start
Dictionary key name: sysuptime_start

tcp_flags
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Type: cybox.common.properties.HexBinary
XML Binding class name: TCP_Flags
Dictionary key name: tcp_flags

class cybox.objects.network_flow_object.NetflowV5Packet
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.NetflowV5PacketType

flow_header

Type: cybox.objects.network_flow_object.NetflowV5FlowHeader
XML Binding class name: Flow_Header
Dictionary key name: flow_header

flow_record

(List of values permitted)

Type: cybox.objects.network_flow_object.NetflowV5FlowRecord
XML Binding class name: Flow_Record

Dictionary key name: flow_record

class cybox.objects.network_flow_object.NetflowV9DataFlowSet
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.NetflowV9DataFlowSetType

data_record

(List of values permitted)

Type: cybox.objects.network_flow_object.NetflowV9DataRecord
XML Binding class name: Data_Record

Dictionary key name: data_record

flow_set_id template_id

Type: cybox.common.properties.Integer
XML Binding class name: Flow_Set_ID_Template_ID
Dictionary key name: flow_set_id_template_id

length

Type: cybox.common.properties.Integer
XML Binding class name: Length
Dictionary key name: length

padding
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Type: cybox.common.properties.HexBinary
XML Binding class name: Padding
Dictionary key name: padding

class cybox.objects.network_flow_object.NetflowV9DataRecord
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.NetflowV9DataRecordType

flow_data_record

(List of values permitted)

Type: cybox.objects.network_flow_object.FlowDataRecord
XML Binding class name: Flow_Data_Record

Dictionary key name: flow_data_record

options_data_record

(List of values permitted)

Type: cybox.objects.network_flow_object.OptionsDataRecord
XML Binding class name: Options_Data_Record

Dictionary key name: options_data_record

class cybox.objects.network_flow_object .NetflowVIExportPacket
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.NetflowVIExportPacketType

flow_header

Type: cybox.objects.network_flow_object.NetflowVI9PacketHeader
XML Binding class name: Packet_Header
Dictionary key name: packet_header

flow_set

(List of values permitted)

Type: cybox.objects.network flow_object.NetflowVIFlowSet
XML Binding class name: Flow_Set

Dictionary key name: flow_set

class cybox.objects.network_flow_object .NetflowV9Field (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.network_flow_object.NetflowV9FieldType
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class cybox.objects.network_flow_object .NetflowVI9FlowSet
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.NetflowVI9FlowSetType

data_flow_set

Type: cybox.objects.network_flow_object.NetflowV9DataFlowSet
XML Binding class name: Data_Flow_Set
Dictionary key name: data_flow_set

options_template_ flow_set

Type: cybox.objects.network_flow_object.NetflowVI0ptionsTemplateFlowSet
XML Binding class name: Options_Template_Flow_Set
Dictionary key name: options_template_flow_set

template_flow_set

Type: cybox.objects.network_flow_object.NetflowV9TemplateFlowSet
XML Binding class name: Template_Flow_Set
Dictionary key name: template_flow_set

class cybox.objects.network_flow_object .NetflowV90ptionsTemplateFlowSet
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_ flow_object.NetflowV90ptionsTemplateFlowSetType

flow_set_id

Type: cybox.common.properties.HexBinary
XML Binding class name: Flow_Set_ID
Dictionary key name: flow_set_id

length

Type: cybox.common.properties.Integer
XML Binding class name: Length
Dictionary key name: length

options_template_record

(List of values permitted)

Type: cybox.objects.network_flow_object.NetflowV90ptionsTemplateRecord
XML Binding class name: Options_Template_Record

Dictionary key name: options_template_record
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class

padding

Type: cybox.common.properties.HexBinary
XML Binding class name: Padding
Dictionary key name: padding

cybox.objects.network_flow_object.NetflowV90ptionsTemplateRecord

Bases: mixbox.entities.Entity

XML binding class:

cybox.bindings.network_flow_object.NetflowV90ptionsTemplateRecordType

option_field length

Type: cybox.common.properties.HexBinary
XML Binding class name: Option_Field_Length
Dictionary key name: option_field length

option_field_type

Type: cybox.objects.network_flow_object
XML Binding class name: Option_Field_Type
Dictionary key name: option_field_type

option_length

Type: cybox.common.properties.HexBinary
XML Binding class name: Option_Length
Dictionary key name: option_length

option_scope_length

Type: cybox.common.properties.HexBinary
XML Binding class name: Option_Scope_Length
Dictionary key name: option_scope_length

scope_field_length

Type: cybox.common.properties.HexBinary
XML Binding class name: Scope_Field Length
Dictionary key name: scope_field_length

scope_field type

Type: cybox.objects.network_flow_object
XML Binding class name: Scope_Field_Type
Dictionary key name: scope_field_type

template_id

.NetflowV9Field

.NetflowV9ScopeField
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Type: cybox.common.properties.Integer
XML Binding class name: Template_ID
Dictionary key name: template_id

class cybox.objects.network_flow_object .NetflowV9PacketHeader (version=None)
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.NetflowV9PacketHeaderType

record_count

Type: cybox.common.properties. Integer
XML Binding class name: Record_Count
Dictionary key name: record_count

sequence_number

Type: cybox.common.properties. Integer
XML Binding class name: Sequence_Number
Dictionary key name: sequence_number

source_id

Type: cybox.common.properties.HexBinary
XML Binding class name: Source_1ID
Dictionary key name: source_id

sys_up_time

Type: cybox.common.properties.Integer
XML Binding class name: Sys_Up_Time
Dictionary key name: sys_up_time

unix_ secs

Type: cybox.common.properties.Integer
XML Binding class name: Unix_Secs
Dictionary key name: unix_secs

version

Type: cybox.common.properties.HexBinary
XML Binding class name: Version
Dictionary key name: version

class cybox.objects.network_flow_object.NetflowV9ScopeField (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.network_flow_object.NetflowV9ScopeFieldType
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class cybox.objects.network_flow_object.NetflowV9TemplateFlowSet
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_flow_object.NetflowV9TemplateFlowSetType

flow_set_id

Type: cybox.common.properties.HexBinary
XML Binding class name: Flow_Set_ID
Dictionary key name: flow_set_id

length

Type: cybox.common.properties.Integer
XML Binding class name: Length
Dictionary key name: length

template_record

(List of values permitted)

Type: cybox.objects.network_flow_object.NetflowV9TemplateRecord
XML Binding class name: Template_Record

Dictionary key name: template_record

class cybox.objects.network_flow_object .NetflowV9TemplateRecord
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_flow_object.NetflowV9TemplateRecordType

field count

Type: cybox.common.properties.Integer
XML Binding class name: Field_Count
Dictionary key name: field_count

field_length

Type: cybox.common.properties.HexBinary
XML Binding class name: Field_Length
Dictionary key name: field_length

field type

Type: cybox.objects.network_flow_object.NetflowVIField
XML Binding class name: Field_Type
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Dictionary key name: field_type

template_id

Type: cybox.common.properties.Integer
XML Binding class name: Template_ID
Dictionary key name: template_id

class cybox.objects.network_flow_object .NetworkFlow
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.network_flow_object.NetworkFlowObjectType

bidirectional flow_ record

Type: cybox.objects.network_flow_object.BidirectionalRecord
XML Binding class name: Bidirectional_ Flow_Record
Dictionary key name: bidirectional flow_record

network_ flow label

Type: cybox.objects.network_flow_object.NetworkFlowLabel
XML Binding class name: Network_Flow_Label
Dictionary key name: network_flow_label

unidirectional_ flow_ record

Type: cybox.objects.network_flow_object.UnidirectionalRecord
XML Binding class name: Unidirectional_ Flow_Record
Dictionary key name: unidirectional_flow_record

class cybox.objects.network_flow_object.NetworkFlowLabel
Bases: cybox.objects.network_flow_object.NetworkLayerInfo

XML binding class: cybox.bindings.network_flow_object.NetworkFlowLabelType

egress_interface_index

Type: cybox.common.properties.Integer
XML Binding class name: Egress_Interface_Index
Dictionary key name: egress_interface_index

ingress_interface_index

Type: cybox.common.properties.Integer
XML Binding class name: Ingress_Interface_Index
Dictionary key name: ingress_interface_index
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ip_type_of_ service

Type: cybox.common.properties.HexBinary
XML Binding class name: IP_Type_Of_Service
Dictionary key name: ip_type_of_service

class cybox.objects.network_flow_object.NetworkLayerInfo
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.NetworkLayerInfoType

dest_socket_address

Type: cybox.objects.socket_address_object.SocketAddress
XML Binding class name: Dest_Socket_Address
Dictionary key name: dest_socket_address

ip_protocol

Type: cybox.common.properties.String
XML Binding class name: IP_Protocol
Dictionary key name: ip_protocol

src_socket_address

Type: cybox.objects.socket_address_object.SocketAddress
XML Binding class name: Src_Socket_Address
Dictionary key name: src_socket_address

class cybox.objects.network_flow_object.OptionCollectionElement
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_flow_object.OptionCollectionElementType

option_record field value

(List of values permitted)

Type: cybox.common.properties.String

XML Binding class name: Option_Record_Field_Value
Dictionary key name: option_record_field_value

class cybox.objects.network_flow_object.OptionsDataRecord
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.OptionsDataRecordType
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option_record_collection_element

(List of values permitted)

Type: cybox.objects.network_flow_object.OptionCollectionElement
XML Binding class name: Option_Record_Collection_Element

Dictionary key name: option_record_collection_element

scope_field value

Type: cybox.common.properties.String
XML Binding class name: Scope_Field_Value
Dictionary key name: scope_field_value

class cybox.objects.network_flow_object.SiLKAddress (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.network_flow_object.SiLKAddressType

class cybox.objects.network_flow_object.SiLKCountryCode (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.network_flow_object.SiLKCountryCodeType

class cybox.objects.network_flow_object.SiLKFlowAttributes (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.network_flow_object.SiLKAddressType

class cybox.objects.network_flow_object.SiLKRecord
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.SiLKRecordType

byte_count

Type: cybox.common.properties.Integer
XML Binding class name: Byte_Count
Dictionary key name: byte_count

dest_country_code

Type: cybox.objects.network_flow_object.SiLKCountryCode
XML Binding class name: Dest_Country_Code
Dictionary key name: dest_country_code
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dest_ip_ type

Type: cybox.objects.network_flow_object.SiLKAddress
XML Binding class name: Dest_IP_Type
Dictionary key name: dest_ip_type

dest_mapname

Type: cybox.common.properties.String
XML Binding class name: Dest_MAPNAME
Dictionary key name: dest_mapname

duration

Type: cybox.common.properties.Integer
XML Binding class name: Duration
Dictionary key name: duration

end_time

Type: cybox.common.properties.Integer
XML Binding class name: End_Time
Dictionary key name: end_t ime

flow_application

Type: cybox.common.properties.String
XML Binding class name: Flow_Application
Dictionary key name: flow_application

flow_attributes

Type: cybox.objects.network_flow_object.SiLKFlowAttributes
XML Binding class name: Flow_Attributes
Dictionary key name: flow_attributes

icmp_code

Type: cybox.common.properties. Integer
XML Binding class name: ICMP_Code
Dictionary key name: icmp_code

icmp_type

Type: cybox.common.properties.Integer
XML Binding class name: ICMP_Type
Dictionary key name: icmp_type

initial_tcp_flags

Type: cybox.objects.network_packet_object.TCPFlags
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XML Binding class name: Initial_TCP_Flags
Dictionary key name: initial_tcp_flags

packet_count

Type: cybox.common.properties.Integer
XML Binding class name: Packet_Count
Dictionary key name: packet_count

router_next_hop_ip

Type: cybox.objects.address_object.Address
XML Binding class name: Router_Next_Hop_IP
Dictionary key name: router_next_hop_ip

sensor_info

Type: cybox.objects.network_flow_object.SiLKSensorInfo
XML Binding class name: Sensor_Info
Dictionary key name: sensor_info

session_tcp_flags

Type: cybox.common.properties.HexBinary
XML Binding class name: Session_TCP_Flags
Dictionary key name: session_tcp_flags

src_country_ code

Type: cybox.objects.network_flow_object.SiLKCountryCode
XML Binding class name: Src_Country_Code
Dictionary key name: src_country_code

src_ip_ type

Type: cybox.objects.network_flow_object.SiLKAddress
XML Binding class name: Src_IP_Type
Dictionary key name: src_ip_type

SrcC_mapname

Type: cybox.common.properties.String
XML Binding class name: Src_MAPNAME
Dictionary key name: src_mapname

start_time

Type: cybox.common.properties.Integer
XML Binding class name: Start_Time
Dictionary key name: start_time
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tcp_flags

Type: cybox.common.properties.HexBinary
XML Binding class name: TCP_Flags
Dictionary key name: tcp_flags

class cybox.objects.network_flow_object.SiLKSensorClass (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.network_flow_object.SilLKSensorClassType

class cybox.objects.network_flow_object.SiLKSensorDirection (value=None)
Bases: cybox.common.properties.BaseProperty

XML binding class: cybox.bindings.network_flow_object.SiLKDirectionType

class cybox.objects.network_flow_object.SiLKSensorInfo
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.SiLKSensorInfoType

class__

Type: cybox.objects.network_flow_object.SiLKSensorClass
XML Binding class name: Class
Dictionary key name: class

sensor_id

Type: cybox.common.properties.String
XML Binding class name: Sensor_ID
Dictionary key name: sensor_id

type_

Type: cybox.objects.network_flow_object.SiLKSensorDirection
XML Binding class name: Type
Dictionary key name: type

class cybox.objects.network_flow_object.UnidirectionalRecord
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.UnidirectionalRecordType
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ipfix_message

Type: cybox.objects.network_flow_object.IPFIXMessage
XML Binding class name: IPFIX_Message
Dictionary key name: ipfix_message

netflowv5_packet

Type: cybox.objects.network_flow_object.NetflowV5Packet
XML Binding class name: Net f1owV5_Packet
Dictionary key name: net flowv5_packet

netflowv9_export_packet

Type: cybox.objects.network_flow_object.NetflowVIExportPacket
XML Binding class name: Net f1owV9_Export_Packet
Dictionary key name: net flowv9_export_packet

silk_record

Type: cybox.objects.network_flow_object.SiLKRecord
XML Binding class name: SiLK_Record
Dictionary key name: silk_record

class cybox.objects.network_flow_object.YAFFlow
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.YAFFlowType

first_packet_banner

Type: cybox.common.properties.HexBinary
XML Binding class name: First_Packet_Banner
Dictionary key name: first_packet_banner

flow_end milliseconds

Type: cybox.common.properties.Integer
XML Binding class name: Flow_End_Milliseconds
Dictionary key name: flow_end_milliseconds

flow_end_reason

Type: cybox.common.properties.HexBinary
XML Binding class name: Flow_End_Reason
Dictionary key name: flow_end_reason

flow_start_milliseconds
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Type: cybox.common.properties.Integer
XML Binding class name: Flow_Start_Milliseconds
Dictionary key name: flow_start_milliseconds

ml_app_label

Type: cybox.common.properties.HexBinary
XML Binding class name: ML_App_Label
Dictionary key name: m1_app_label

n_bytes_payload

Type: cybox.common.properties.HexBinary
XML Binding class name: N_Bytes_Payload
Dictionary key name: n_bytes_payload

octet_total_ count

Type: cybox.common.properties. Integer
XML Binding class name: Octet_Total_Count
Dictionary key name: octet_total_count

packet_total_count

Type: cybox.common.properties.Integer
XML Binding class name: Packet_Total_Count
Dictionary key name: packet_total_count

passive_os_fingerprinting

Type: cybox.common.platform specification.PlatformSpecification
XML Binding class name: Passive_0OS_Fingerprinting

Dictionary key name: passive_os_fingerprinting

payload_entropy

Type: cybox.common.properties.Integer
XML Binding class name: Payload_Entropy
Dictionary key name: payload_entropy

second_packet_banner

Type: cybox.common.properties.HexBinary
XML Binding class name: Second_Packet_Banner
Dictionary key name: second_packet_banner

silk_app_label

Type: cybox.common.properties.Integer
XML Binding class name: SiLK_App_Label
Dictionary key name: silk_app_label
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tep_flow

Type: cybox.objects.network_flow_object.YAFTCPFlow
XML Binding class name: TCP_Flow
Dictionary key name: tcp_flow

vlan_id mac_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Vlan_ID_MAC_Addr
Dictionary key name: vlan_id_mac_addr

class cybox.objects.network_flow_object.YAFRecord
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.YAFRecordType

flow

Type: cybox.objects.network_flow_object.YAFFlow
XML Binding class name: Flow
Dictionary key name: flow

reverse_flow

Type: cybox.objects.network_flow_object.YAFReverseFlow
XML Binding class name: Reverse_Flow
Dictionary key name: reverse_flow

class cybox.objects.network_flow_object .YAFReverseFlow
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.YAFReverseFlowType

reverse_first_packet

Type: cybox.common.properties.HexBinary
XML Binding class name: Reverse_First_Packet
Dictionary key name: reverse_first_packet

reverse_ flow _delta_milliseconds

Type: cybox.common.properties.Integer
XML Binding class name: Reverse_Flow_Delta Milliseconds
Dictionary key name: reverse_flow_delta milliseconds

reverse_n_bytes_payload
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Type: cybox.common.properties.HexBinary
XML Binding class name: Reverse_N_Bytes_Payload
Dictionary key name: reverse_n_bytes_payload

reverse_octet_total_count

Type: cybox.common.properties.Integer
XML Binding class name: Reverse_Octet_Total_Count
Dictionary key name: reverse_octet_total_count

reverse_packet_total_ count

Type: cybox.common.properties.Integer
XML Binding class name: Reverse_Packet_Total_Count
Dictionary key name: reverse_packet_total_count

reverse_passive_os_fingerprinting

Type: cybox.common.platform specification.PlatformSpecification

XML Binding class name: Reverse_Passive_0S_Fingerprinting
Dictionary key name: reverse_passive_os_fingerprinting

reverse_payload_entropy

Type: cybox.common.properties.Integer
XML Binding class name: Reverse_Payload_Entropy
Dictionary key name: reverse_payload_entropy

reverse_vlan_id mac_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Reverse_Vlan_ ID_MAC_Addr
Dictionary key name: reverse_vlan_id_mac_addr

tcp_reverse_flow

Type: cybox.objects.network_flow_object.YAFTCPFlow
XML Binding class name: TCP_Reverse_Flow
Dictionary key name: tcp_reverse_flow

class cybox.objects.network_flow_object .YAFTCPFlow
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_flow_object.YAFTCPFlowType

initial_tcp_flags

Type: cybox.objects.network_packet_object.TCPFlags
XML Binding class name: Initial_ TCP_Flags
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Dictionary key name: initial_tcp_flags

tcp_sequence_number

Type: cybox.common.properties.Integer
XML Binding class name: TCP_Sequence_Number
Dictionary key name: tcp_sequence_number

union_tcp_flags

Type: cybox.common.properties.HexBinary
XML Binding class name: Union_TCP_Flags
Dictionary key name: union_tcp_flags

Version: 2.1.0.21

cybox.objects.network_packet_object module
class cybox.objects.network_packet_object .ARP
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object .ARPType

hardware_addr_ size

Type: cybox.common.properties.HexBinary
XML Binding class name: Hardware_Addr_Size
Dictionary key name: hardware_addr_size

hardware_addr_type

Type: cybox.common.properties.String
XML Binding class name: Hardware_Addr_Type
Dictionary key name: hardware_addr_type

op_type

Type: cybox.common.properties.String
XML Binding class name: Op_Type
Dictionary key name: op_type

proto_addr_size

Type: cybox.common.properties.HexBinary
XML Binding class name: Proto_Addr_Size
Dictionary key name: proto_addr_size

proto_addr_type

Type: cybox.common.properties.String
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XML Binding class name: Proto_Addr_Type
Dictionary key name: proto_addr_type

recip_hardware_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Recip_Hardware_Addr
Dictionary key name: recip_hardware_addr

recip_protocol_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Recip_Protocol_Addr
Dictionary key name: recip_protocol_addr

sender_hardware_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Sender_Hardware_Addr
Dictionary key name: sender_hardware_addr

sender_protocol_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Sender_Protocol_Addr

Dictionary key name: sender_protocol_addr
class cybox.objects.network_packet_object.AuthenticationHeader
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.AuthenticationHeaderType

authentication_data

Type: cybox.common.properties.HexBinary
XML Binding class name: Authentication_Data
Dictionary key name: authentication_data

header_ext_len

Type: cybox.common.properties.HexBinary
XML Binding class name: Header_Ext_Len
Dictionary key name: header_ext_len

next_header

Type: cybox.common.properties.String
XML Binding class name: Next_Header
Dictionary key name: next_header
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security_parameters_index

Type: cybox.common.properties.HexBinary

XML Binding class name: Security_Parameters_Index
Dictionary key name: security_parameters_index

sequence_number

Type: cybox.common.properties.HexBinary
XML Binding class name: Sequence_Number
Dictionary key name: sequence_number

class cybox.objects.network_packet_object .DestinationOptions

Bases: cybox.objects.network_packet_object._IPv6ExtHeader

XML binding class: cybox.bindings.network_packet_object.DestinationOptionsType

class cybox.objects.network_packet_object.EncapsulatingSecurityPayload

Bases: mixbox.entities.Entity

XML binding class:

cybox.bindings.network_packet_object.EncapsulatingSecurityPayloadType

authentication_data

Type: cybox.common.properties.HexBinary
XML Binding class name: Authentication_Data
Dictionary key name: authentication_data

next_header

Type: cybox.common.properties.String
XML Binding class name: Next_Header
Dictionary key name: next_header

padding

Type: cybox.common.properties.HexBinary
XML Binding class name: Padding
Dictionary key name: padding

padding_len

Type: cybox.common.properties.HexBinary
XML Binding class name: Padding_Len
Dictionary key name: padding_len
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payload_data

Type: cybox.common.properties.HexBinary
XML Binding class name: Payload_Data
Dictionary key name: payload_data

security parameters_index

Type: cybox.common.properties.HexBinary
XML Binding class name: Security_Parameters_Index
Dictionary key name: security_parameters_index

sequence_number

Type: cybox.common.properties.HexBinary
XML Binding class name: Sequence_Number
Dictionary key name: sequence_number

class cybox.objects.network_packet_object.EthernetHeader
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.EthernetHeaderType

checksum

Type: cybox.common.properties.HexBinary
XML Binding class name: Checksum
Dictionary key name: checksum

destination_mac_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Destination_MAC_Addr
Dictionary key name: destination_mac_addr

source_mac_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Source_MAC_Addr
Dictionary key name: source_mac_addr

type_or_length

Type: cybox.objects.network_packet_object.TypeLength
XML Binding class name: Type_Or_Length
Dictionary key name: type_or_length

class cybox.objects.network_packet_object.EthernetInterface
Bases: mixbox.entities.Entity
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XML binding class: cybox.bindings.network_packet_object.EthernetInterfaceType

ethernet_header

Type: cybox.objects.network_packet_object.EthernetHeader
XML Binding class name: Ethernet_Header
Dictionary key name: ethernet_header

class cybox.objects.network_packet_object.Fragment
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.FragmentType

fragment

Type: cybox.common.properties.HexBinary
XML Binding class name: Fragment
Dictionary key name: fragment

fragment_header

Type: cybox.objects.network_packet_object.FragmentHeader
XML Binding class name: Fragment_Header
Dictionary key name: fragment_header

class cybox.objects.network_packet_object .FragmentHeader
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.FragmentHeaderType

fragment_offset

Type: cybox.common.properties.HexBinary
XML Binding class name: Fragment_Offset
Dictionary key name: fragment_offset

identification

Type: cybox.common.properties.HexBinary
XML Binding class name: Identification
Dictionary key name: identification

m_flag

Type: cybox.common.properties.String
XML Binding class name: M_Flag
Dictionary key name: m_flag
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next_ header

Type: cybox.common.properties.HexBinary
XML Binding class name: Next_Header
Dictionary key name: next_header

class cybox.objects.network_packet_object .FragmentationRequired
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.FragmentationRequiredType

fragmentation_ required

XML Binding class name: Fragmentation_Required

Dictionary key name: fragmentation_required

next_hop_mtu

Type: cybox.common.properties.HexBinary
XML Binding class name: Next_Hop_MTU
Dictionary key name: next_hop_mtu

class cybox.objects.network_packet_object . HopByHopOptions
Bases: cybox.objects.network_packet_object._IPv6ExtHeader

XML binding class: cybox.bindings.network_packet_object.HopByHopOptionsType

class cybox.objects.network_packet_object.ICMPv4AddressMaskReply
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.ICMPv4AddressMaskReplyType

address_mask

Type: cybox.objects.address_object.Address
XML Binding class name: Address_Mask
Dictionary key name: address_mask

address_mask_reply

XML Binding class name: Address_Mask_Reply
Dictionary key name: address_mask_reply

class cybox.objects.network_packet_object.ICMPv4AddressMaskRequest
Bases: mixbox.entities.Entity
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XML binding class:
cybox.bindings.network_packet_object.ICMPv4AddressMaskRequestType

address_mask

Type: cybox.objects.address_object.Address
XML Binding class name: Address_Mask
Dictionary key name: address_mask

address_mask_request

XML Binding class name: Address_Mask_Request
Dictionary key name: address_mask_request

class cybox.objects.network_packet_object.ICMPv4DestinationUnreachable
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.ICMPv4DestinationUnreachableType

communication_administratively_ prohibited

XML Binding class name: Communication_Administratively_Prohibited
Dictionary key name: communication_administratively_prohibited

destination_host_unknown

XML Binding class name: Destination_Host_Unknown
Dictionary key name: destination_host_unknown

destination_host_ unreachable

XML Binding class name: Destination_Host_Unreachable
Dictionary key name: destination_host_unreachable

destination_network unknown

XML Binding class name: Destination_Network_Unknown
Dictionary key name: destination_network_unknown

destination_network unreachable

XML Binding class name: Destination_Network_Unreachable
Dictionary key name: destination_network_unreachable

destination_port_unreachable

XML Binding class name: Destination_Port_Unreachable
Dictionary key name: destination_port_unreachable
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destination_protocol_unreachable

XML Binding class name: Destination_Protocol_Unreachable
Dictionary key name: destination_protocol_unreachable

fragmentation_required

Type: cybox.objects.network_packet_object.FragmentationRequired
XML Binding class name: Fragmentation_Required
Dictionary key name: fragmentation_required

host_administratively prohibited

XML Binding class name: Host_Administratively_Prohibited
Dictionary key name: host_administratively_prohibited

host_precedence_violation

XML Binding class name: Host_Precedence_Violation
Dictionary key name: host_precedence_violation

host_unreachable_for tos

XML Binding class name: Host_Unreachable_For_TOS
Dictionary key name: host_unreachable_for_tos

network_administratively prohibited

XML Binding class name: Network_Administratively Prohibited
Dictionary key name: network_administratively_prohibited

network_unreachable_ for tos

XML Binding class name: Network_Unreachable_For_TOS
Dictionary key name: network_unreachable_for_tos

precedence_cutoff_in_ effect

XML Binding class name: Precedence_Cutoff_In Effect
Dictionary key name: precedence_cutoff_in_effect

source_host_isolated

XML Binding class name: Source_Host_Isolated
Dictionary key name: source_host_isolated

source_route_failed

XML Binding class name: Source_Route_Failed
Dictionary key name: source_route_failed
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class cybox.objects.network_packet_object.ICMPv4EchoReply
Bases: cybox.objects.network_packet_object._ICMPEchoReply

XML binding class: cybox.bindings.network_packet_object.ICMPv4EchoReplyType

class cybox.objects.network_packet_object .ICMPv4EchoRequest
Bases: cybox.objects.network_packet_object._ICMPEchoRequest

XML binding class: cybox.bindings.network_packet_object.ICMPv4EchoRequestType

class cybox.objects.network_packet_object.ICMPv4ErrorMessage
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv4ErrorMessageType

destination_unreachable

Type: cybox.objects.network_packet_object.ICMPv4DestinationUnreachable
XML Binding class name: Destination_Unreachable
Dictionary key name: destination_unreachable

error_msg_content

Type: cybox.objects.network_packet_object.ICMPv4ErrorMessageContent
XML Binding class name: Error_Msg_Content
Dictionary key name: error_msg_content

redirect_message

Type: cybox.objects.network_packet_object.ICMPv4RedirectMessage
XML Binding class name: Redirect_Message
Dictionary key name: redirect_message

source_quench

Type: cybox.objects.network_packet_object.ICMPv4SourceQuench
XML Binding class name: Source_Quench
Dictionary key name: source_quench

time_exceeded

Type: cybox.objects.network_packet_object.ICMPv4TimeExceeded
XML Binding class name: Time_Exceeded
Dictionary key name: t ime_exceeded
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class cybox.objects.network_packet_object.ICMPv4ErrorMessageContent
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.ICMPv4ErrorMessageContentType

first_eight_bytes

Type: cybox.common.properties.HexBinary
XML Binding class name: First_Eight_ Bytes
Dictionary key name: first_eight_bytes

ip_header

Type: cybox.objects.network_packet_object.IPv4Header
XML Binding class name: IP_Header
Dictionary key name: ip_header

class cybox.objects.network_packet_object.ICMPv4Header
Bases: cybox.objects.network_packet_object._ICMPHeader

XML binding class: cybox.bindings.network_packet_object.ICMPv4HeaderType

class cybox.objects.network_packet_object.ICMPv4InfoMessage
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv4InfoMessageType

address_mask_reply

Type: cybox.objects.network_packet_object.ICMPv4AddressMaskReply
XML Binding class name: Address_Mask_Reply
Dictionary key name: address_mask_reply

address_mask_request

Type: cybox.objects.network_packet_object.ICMPv4AddressMaskRequest
XML Binding class name: Address_Mask_Request
Dictionary key name: address_mask_request

echo_reply

Type: cybox.objects.network_packet_object.ICMPv4EchoReply
XML Binding class name: Echo_Reply
Dictionary key name: echo_reply
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echo_request

Type: cybox.objects.network_packet_object.ICMPv4EchoRequest
XML Binding class name: Echo_Request
Dictionary key name: echo_request

info_msg_content

Type: cybox.objects.network_packet_object.ICMPv4InfoMessageContent
XML Binding class name: Info_Msg_Content
Dictionary key name: info_msg_content

timestamp_reply

Type: cybox.objects.network_packet_object.ICMPv4TimestampReply
XML Binding class name: Timestamp_Reply
Dictionary key name: timestamp_reply

timestamp_request

Type: cybox.objects.network_packet_object.ICMPv4TimestampRequest
XML Binding class name: Timestamp_Request
Dictionary key name: t imestamp_request

class cybox.objects.network_packet_object.ICMPv4InfoMessageContent
Bases: cybox.objects.network_packet_object._ICMPInfoMessageContent

XML binding class:
cybox.bindings.network_packet_object.ICMPv4InfoMessageContentType

class cybox.objects.network_packet_object.ICMPv4Packet
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv4PacketType

error_msg

Type: cybox.objects.network_packet_object.ICMPv4ErrorMessage
XML Binding class name: Error_Msg
Dictionary key name: error_msg

icmpv4_header

Type: cybox.objects.network_packet_object.ICMPv4Header
XML Binding class name: ICMPv4_Header
Dictionary key name: icmpv4_header
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info_msg

Type: cybox.objects.network_packet_object.ICMPv4InfoMessage
XML Binding class name: Info_Msg
Dictionary key name: info_msg

traceroute

Type: cybox.objects.network_packet_object.ICMPv4Traceroute
XML Binding class name: Traceroute
Dictionary key name: traceroute

class cybox.objects.network_packet_object.ICMPv4RedirectMessage
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.ICMPv4RedirectMessageType

host_redirect

XML Binding class name: Host_Redirect
Dictionary key name: host_redirect

ip_address

Type: cybox.objects.address_object.Address
XML Binding class name: IP_Address
Dictionary key name: ip_address

network_redirect

XML Binding class name: Network_Redirect
Dictionary key name: network_redirect

tos_host_redirect

XML Binding class name: ToS_Host_Redirect
Dictionary key name: tos_host_redirect

tos_network_redirect

XML Binding class name: ToS_Network_Redirect
Dictionary key name: tos_network_redirect

class cybox.objects.network_packet_object.ICMPv4dSourceQuench
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv4SourceQuenchType
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source_quench

XML Binding class name: Source_Quench
Dictionary key name: source_quench

class cybox.objects.network_packet_object.ICMPv4TimeExceeded
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv4TimeExceededType

frag reassembly_ time_exceeded

XML Binding class name: Frag_Reassembly_Time_Exceeded
Dictionary key name: frag_reassembly_time_exceeded

ttl_exceeded in_transit

XML Binding class name: TTL_Exceeded_In_Transit
Dictionary key name: tt1_exceeded_in_transit

class cybox.objects.network_packet_object.ICMPv4TimestampReply
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.ICMPv4TimestampReplyType

originate_timestamp

Type: cybox.common.properties.UnsignedInteger
XML Binding class name: Originate_Timestamp
Dictionary key name: originate_timestamp

receive_timestamp

Type: cybox.common.properties.UnsignedInteger
XML Binding class name: Receive_Timestamp
Dictionary key name: receive_timestamp

timestamp_reply

XML Binding class name: Timestamp_Reply
Dictionary key name: t imestamp_reply

transmit_timestamp

Type: cybox.common.properties.UnsignedInteger
XML Binding class name: Transmit_Timestamp
Dictionary key name: transmit_timestamp
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class cybox.objects.network_packet_object .ICMPv4TimestampRequest
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.ICMPv4TimestampRequestType

originate_timestamp

Type: cybox.common.properties.UnsignedInteger
XML Binding class name: Originate_Timestamp
Dictionary key name: originate_timestamp

timestamp

XML Binding class name: Timestamp
Dictionary key name: t imestamp

class cybox.objects.network_packet_object.ICMPv4Traceroute
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv4TracerouteType

identifier

Type: cybox.common.properties.HexBinary
XML Binding class name: Identifier
Dictionary key name: identifier

outbound_hop_count

Type: cybox.common.properties.HexBinary
XML Binding class name: Outbound_Hop_Count
Dictionary key name: outbound_hop_count

outbound_packet_forward_ success

XML Binding class name: Outbound_Packet_Forward_Success
Dictionary key name: outbound_packet_forward_success

outbound_packet_no_route

XML Binding class name: Outbound_Packet_no_Route
Dictionary key name: outbound_packet_no_route

output_link_mtu

Type: cybox.common.properties.HexBinary
XML Binding class name: Output_Link_MTU
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Dictionary key name: output_link_mtu

output_1link_ speed

Type: cybox.common.properties.HexBinary
XML Binding class name: Output_Link_Speed
Dictionary key name: output_link_speed

return_hop_count

Type: cybox.common.properties.HexBinary
XML Binding class name: Return_Hop_Count
Dictionary key name: return_hop_count

class cybox.objects.network_packet_object.ICMPv6DestinationUnreachable
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.ICMPv6DestinationUnreachableType

address_unreachable

XML Binding class name: Address_Unreachable
Dictionary key name: address_unreachable

beyond_scope

XML Binding class name: Beyond_Scope
Dictionary key name: beyond_scope

comm_prohibited

XML Binding class name: Comm_Prohibited
Dictionary key name: comm_prohibited

no_route

XML Binding class name: No_Route
Dictionary key name: no_route

port_unreachable

XML Binding class name: Port_Unreachable
Dictionary key name: port_unreachable

reject_route

XML Binding class name: Re ject_Route
Dictionary key name: reject_route
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src_addr_failed_policy

XML Binding class name: Src_Addr_Failed_Policy
Dictionary key name: src_addr_failed_policy

class cybox.objects.network_packet_object.ICMPv6EchoReply
Bases: cybox.objects.network_packet_object._ICMPEchoReply

XML binding class: cybox.bindings.network_packet_object.ICMPv6EchoReplyType

class cybox.objects.network_packet_object.ICMPv6EchoRequest
Bases: cybox.objects.network_packet_object._ICMPEchoRequest

XML binding class: cybox.bindings.network_packet_object.ICMPv6EchoRequestType

class cybox.objects.network_packet_object.ICMPv6ErrorMessage
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv6ErrorMessageType

destination_unreachable

Type: cybox.objects.network_packet_object.ICMPvéDestinationUnreachable
XML Binding class name: Destination_Unreachable
Dictionary key name: destination_unreachable

invoking_packet

Type: cybox.common.properties.HexBinary
XML Binding class name: Invoking_Packet
Dictionary key name: invoking_packet

packet_too_big

Type: cybox.objects.network_packet_object.ICMPv6PacketTooBig
XML Binding class name: Packet_Too_Big
Dictionary key name: packet_too_big

parameter_problem

Type: cybox.objects.network_packet_object.ICMPv6ParameterProblem
XML Binding class name: Parameter_Problem
Dictionary key name: parameter_problem

time_exceeded
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Type: cybox.objects.network_packet_object.ICMPv6TimeExceeded
XML Binding class name: Time_Exceeded
Dictionary key name: t ime_exceeded

class cybox.objects.network_packet_object.ICMPv6Header
Bases: cybox.objects.network_packet_object._ICMPHeader

XML binding class: cybox.bindings.network_packet_object.ICMPv6HeaderType

class cybox.objects.network_packet_object.ICMPv6InfoMessage
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv6InfoMessageType

echo_reply

Type: cybox.objects.network_packet_object.ICMPv6EchoReply
XML Binding class name: Echo_Reply
Dictionary key name: echo_reply

echo_request

Type: cybox.objects.network_packet_object.ICMPv6EchoRequest
XML Binding class name: Echo_Request
Dictionary key name: echo_request

info_msg content

Type: cybox.objects.network_packet_object.ICMPv6InfoMessageContent
XML Binding class name: Info_Msg_Content
Dictionary key name: info_msg_content

class cybox.objects.network_packet_object.ICMPv6InfoMessageContent
Bases: cybox.objects.network_packet_object._ICMPInfoMessageContent

XML binding class:
cybox.bindings.network_packet_object.ICMPv6InfoMessageContentType

class cybox.objects.network_packet_object.ICMPv6Packet
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv6PacketType

error_ msg
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Type: cybox.objects.network_packet_object.ICMPv6ErrorMessage
XML Binding class name: Error_Msg
Dictionary key name: error_msg

icmpv6_header

Type: cybox.objects.network_packet_object.ICMPv6Header
XML Binding class name: ICMPv6_Header
Dictionary key name: icmpvé6_header

info_msg

Type: cybox.objects.network_packet_object.ICMPv6InfoMessage
XML Binding class name: Info_Msg
Dictionary key name: info_msg

class cybox.objects.network_packet_object.ICMPv6PacketTooBig

Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv6PacketTooBigType

mtu

Type: cybox.common.properties.HexBinary
XML Binding class name: MTU
Dictionary key name: mtu

packet_too_big

XML Binding class name: Packet_Too_Big
Dictionary key name: packet_too_big

class cybox.objects.network_packet_object.ICMPv6ParameterProblem

Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.ICMPv6ParameterProblemType

erroneous_header field

XML Binding class name: Erroneous_Header_Field
Dictionary key name: erroneous_header_field

pointer

Type: cybox.common.properties.HexBinary
XML Binding class name: Pointer
Dictionary key name: pointer
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unrecognized_ipvé6_option

XML Binding class name: Unrecognized_IPv6_Option
Dictionary key name: unrecognized_ipv6_option

unrecognized next_header_ type

XML Binding class name: Unrecognized_Next_Header_Type
Dictionary key name: unrecognized_next_header_type

class cybox.objects.network_packet_object.ICMPv6TimeExceeded
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.ICMPv6TimeExceededType

fragment_reassem_time_exceeded

XML Binding class name: Fragment_Reassem_Time_ Exceeded
Dictionary key name: fragment_reassem_time_exceeded

hop_limit_exceeded

XML Binding class name: Hop_Limit_Exceeded
Dictionary key name: hop_limit_exceeded

class cybox.objects.network_packet_object.IPv4Flags
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.IPv4FlagsType

do_not_fragment

Type: cybox.common.properties.String
XML Binding class name: Do_Not_Fragment
Dictionary key name: do_not_fragment

more_fragments

Type: cybox.common.properties.String
XML Binding class name: More_Fragments
Dictionary key name: more_fragments

reserved

Type: cybox.common.properties.Integer
XML Binding class name: Reserved
Dictionary key name: reserved
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class cybox.objects.network_packet_object.IPv4Header
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.IPv4HeaderType

checksum

Type: cybox.common.properties.HexBinary
XML Binding class name: Checksum
Dictionary key name: checksum

dest_ipv4_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Dest_IPv4_Addr
Dictionary key name: dest_ipv4_addr

dscp

Type: cybox.common.properties.HexBinary
XML Binding class name: DSCP
Dictionary key name: dscp

ecn

Type: cybox.common.properties.HexBinary
XML Binding class name: ECN
Dictionary key name: ecn

flags

Type: cybox.objects.network_packet_object.IPv4Flags
XML Binding class name: Flags
Dictionary key name: flags

fragment_offset

Type: cybox.common.properties.HexBinary
XML Binding class name: Fragment_Offset
Dictionary key name: fragment_offset

header_length

Type: cybox.common.properties.Integer
XML Binding class name: Header_Length
Dictionary key name: header_length

identification
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Type: cybox.common.properties.Positivelnteger
XML Binding class name: Identification
Dictionary key name: identification

ip_version

Type: cybox.common.properties.String
XML Binding class name: IP_Version
Dictionary key name: ip_version

option

(List of values permitted)

Type: cybox.objects.network_packet_object.IPv4Option
XML Binding class name: Option

Dictionary key name: option

protocol

Type: cybox.common.properties.String
XML Binding class name: Protocol
Dictionary key name: protocol

src_ipv4_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Src_IPv4_Addr
Dictionary key name: src_ipv4_addr

total_length

Type: cybox.common.properties.HexBinary
XML Binding class name: Total_Length
Dictionary key name: total_length

ttl

Type: cybox.common.properties.HexBinary
XML Binding class name: TTL
Dictionary key name: tt1

class cybox.objects.network_packet_object.IPv4Option
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.IPv4OptionType

class__

Type: cybox.common.properties.String
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XML Binding class name: Class
Dictionary key name: class

copy_£flag

Type: cybox.common.properties.String
XML Binding class name: Copy_Flag
Dictionary key name: copy_flag

option

Type: cybox.common.properties.String
XML Binding class name: Option
Dictionary key name: option

class cybox.objects.network_packet_object.IPv4Packet
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.IPv4PacketType

data

Type: cybox.common.properties.HexBinary
XML Binding class name: Data
Dictionary key name: data

ipv4_header

Type: cybox.objects.network_packet_object.IPv4Header
XML Binding class name: IPv4_Header
Dictionary key name: ipv4_header

class cybox.objects.network_packet_object.IPv6éExtHeader
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.IPv6ExtHeaderType

authentication_ header

Type: cybox.objects.network_packet_object.AuthenticationHeader
XML Binding class name: Authentication_Header
Dictionary key name: authentication_header

destination_options

(List of values permitted)
Type: cybox.objects.network_packet_object.DestinationOptions
XML Binding class name: Destination_Options
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Dictionary key name: destination_options

encapsulating_security payload

Type: cybox.objects.network_packet_object.EncapsulatingSecurityPayload
XML Binding class name: Encapsulating_Security_Payload
Dictionary key name: encapsulating_security_payload

fragment

Type: cybox.objects.network_packet_object.Fragment
XML Binding class name: Fragment
Dictionary key name: fragment

hop_by hop_options

Type: cybox.objects.network_packet_object.HopByHopOptions
XML Binding class name: Hop_by_Hop_Options
Dictionary key name: hop_by_hop_options

routing

Type: cybox.objects.network_packet_object.Routing
XML Binding class name: Routing
Dictionary key name: routing

class cybox.objects.network_packet_object.IPv6Header
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.IPv6HeaderType

dest_ipv6_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Dest_IPv6_Addr
Dictionary key name: dest_ipv6_addr

flow_label

Type: cybox.common.properties.HexBinary
XML Binding class name: Flow_Label
Dictionary key name: flow_label

ip_version

Type: cybox.common.properties.String
XML Binding class name: IP_Version
Dictionary key name: ip_version
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next_ header

Type: cybox.common.properties.String
XML Binding class name: Next_Header
Dictionary key name: next_header

payload_length

Type: cybox.common.properties.HexBinary
XML Binding class name: Payload_Length
Dictionary key name: payload_length

src_ipv6_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Src_IPv6_Addr
Dictionary key name: src_ipv6_addr

traffic_class

Type: cybox.common.properties.HexBinary
XML Binding class name: Traffic_Class
Dictionary key name: traffic_class

ttl

Type: cybox.common.properties.HexBinary
XML Binding class name: TTL
Dictionary key name: tt1

class cybox.objects.network_packet_object.IPv6Option
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.IPv60ptionType

do_not_recogn_action

Type: cybox.common.properties.String
XML Binding class name: Do_Not_Recogn_Action
Dictionary key name: do_not_recogn_action

option_byte

Type: cybox.common.properties.HexBinary
XML Binding class name: Option_Byte
Dictionary key name: option_byte

packet_change
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Type: cybox.common.properties.String
XML Binding class name: Packet_Change
Dictionary key name: packet_change

class cybox.objects.network_packet_object.IPv6Packet

Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.IPv6PacketType

data

Type: cybox.common.properties.HexBinary
XML Binding class name: Data
Dictionary key name: data

ext_headers

(List of values permitted)

Type: cybox.objects.network_packet_object.IPvéExtHeader
XML Binding class name: Ext_Headers

Dictionary key name: ext_headers

ipv6_header

Type: cybox.objects.network_packet_object.IPv6Header
XML Binding class name: IPv6_Header
Dictionary key name: ipv6_header

class cybox.objects.network_packet_object.InternetLayer

Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.InternetLayerType

icmpv4

Type: cybox.objects.network_packet_object.ICMPv4Packet
XML Binding class name: ICMPv4
Dictionary key name: icmpv4

icmpvé

Type: cybox.objects.network_packet_object.ICMPv6Packet
XML Binding class name: ICMPv6
Dictionary key name: icmpv6

ipvé

Type: cybox.objects.network_packet_object.IPv4Packet
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XML Binding class name: IPv4
Dictionary key name: ipv4

ipvé

Type: cybox.objects.network_packet_object.IPvé6Packet
XML Binding class name: IPv6
Dictionary key name: ipv6

class cybox.objects.network_packet_object.LinkLayer
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.LinkLayerType

logical_protocols

Type: cybox.objects.network_packet_object.LogicalProtocol
XML Binding class name: Logical Protocols
Dictionary key name: logical_protocols

physical_ interface

Type: cybox.objects.network_packet_object.Physicallnterface
XML Binding class name: Physical_Interface
Dictionary key name: physical_ interface

class cybox.objects.network_packet_object.LogicalProtocol
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object.LogicalProtocolType

arp_rarp

Type: cybox.objects.network_packet_object.ARP
XML Binding class name: ARP_RARP
Dictionary key name: arp_rarp

ndp

Type: cybox.objects.network_packet_object.NDP
XML Binding class name: NDP
Dictionary key name: ndp

class cybox.objects.network_packet_object .NDP
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object .NDPType
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icmpv6_header

Type: cybox.objects.network_packet_object.ICMPv6Header
XML Binding class name: ICMPv6_Header
Dictionary key name: icmpv6_header

neighbor_advertisement

Type: cybox.objects.network_packet_object.NeighborAdvertisement
XML Binding class name: Neighbor_Advertisement
Dictionary key name: neighbor_advertisement

neighbor_solicitation

Type: cybox.objects.network_packet_object.NeighborSolicitation
XML Binding class name: Neighbor_Solicitation
Dictionary key name: neighbor_solicitation

redirect

Type: cybox.objects.network_packet_object.Redirect
XML Binding class name: Redirect
Dictionary key name: redirect

router_ advertisement

Type: cybox.objects.network_packet_object.RouterAdvertisement
XML Binding class name: Router_Advertisement
Dictionary key name: router_advertisement

router solicitation

Type: cybox.objects.network_packet_object.RouterSolicitation
XML Binding class name: Router_Solicitation

Dictionary key name: router_solicitation

class cybox.objects.network_packet_object .NDPLinkAddr
Bases: mixbox.entities.Entity

Abstract Type

XML binding class: cybox.bindings.network_packet_object .NDPLinkAddrType

length

Type: cybox.common.properties.HexBinary
XML Binding class name: Length
Dictionary key name: length
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link_layer mac_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Link_Layer_ MAC_Addr
Dictionary key name: 1ink_layer_mac_addr

class cybox.objects.network_packet_object .NDPMTU
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object .NDPMTUType

length

Type: cybox.common.properties.Integer
XML Binding class name: Length
Dictionary key name: length

mtu

Type: cybox.common.properties.Integer
XML Binding class name: MTU
Dictionary key name: mtu

class cybox.objects.network_packet_object .NDPPrefixInfo
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object .NDPPrefixInfoType

addr_config_ flag

XML Binding class name: addr_config_flag
Dictionary key name: addr_config_flag

length

Type: cybox.common.properties.HexBinary
XML Binding class name: Length
Dictionary key name: length

link_flag

XML Binding class name: 1ink_flag
Dictionary key name: 1ink_flag

preferred lifetime

Type: cybox.common.properties.Integer
XML Binding class name: Preferred_Lifetime
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Dictionary key name: preferred_lifetime

prefix

Type: cybox.objects.network_packet_object.Prefix
XML Binding class name: Prefix
Dictionary key name: prefix

prefix_length

Type: cybox.common.properties.Integer
XML Binding class name: Prefix_Length
Dictionary key name: prefix_length

valid lifetime

Type: cybox.common.properties.Integer
XML Binding class name: Valid_Lifetime
Dictionary key name: valid_lifetime

class cybox.objects.network_packet_object .NDPRedirectedHeader
Bases: mixbox.entities.Entity

XML binding class: cybox.bindings.network_packet_object .NDPRedirectedHeaderType

ipheader_and_data

Type: cybox.common.properties.HexBinary
XML Binding class name: IPHeader_And_Data
Dictionary key name: ipheader_and_data

length

Type: cybox.common.properties.HexBinary
XML Binding class name: Length
Dictionary key name: length

class cybox.objects.network_packet_object .NeighborAdvertisement
Bases: mixbox.entities.Entity

XML binding class:
cybox.bindings.network_packet_object.NeighborAdvertisementType

options

Type: cybox.objects.network_packet_object.NeighborOptions
XML Binding class name: Options
Dictionary key name: options
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override_flag

XML Binding class name: override_flag
Dictionary key name: override_flag

router_flag

XML Binding class name: router_flag
Dictionary key name: router_flag

solicited_flag

XML Binding class name: solicited_flag
Dictionary key name: solicited_flag

target_ipv6_addr

Type: cybox.objects.address_object.Address
XML Binding class name: Target_IPv6_Addr
Dictionary key name: target_ipv6_addr

class cybox.objects.network_packet_object .NeighborOptions
Bases: mixbox.entities.Entity

XML binding class: c