

    
      
          
            
  
Welcome to BHR Client’s documentation!

This is a client for the BHR system [https://github.com/justinazoff/bhr-site].
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Usage

First, export the BHR_TOKEN and BHR_HOST environment variables:

$ export BHR_TOKEN=abc91639287637189236193671983619783619c4
$ export BHR_HOST=http://localhost:8000





Then, you can create a bhr_client.rest.Client object:

$ python
>>> from bhr_client.rest import login_from_env
>>> c = login_from_env()
>>> c.stats()
{u'current': 3650, u'expected': 3606, u'block_pending': 1, u'unblock_pending': 45}
>>> c.query("192.168.254.254")
[]
>>> c.block(cidr='192.168.254.254', source='readme', why='because!', duration=300)
{u'added': u'2014-11-14T15:30:24.785Z',
 u'cidr': u'192.168.254.254/32',
 u'set_blocked': u'http://localhost:8000/bhr/api/blocks/359147/set_blocked/',
 u'skip_whitelist': False,
 u'source': u'readme',
 u'unblock_at': u'2014-11-14T15:35:24.784Z',
 u'url': u'http://localhost:8000/bhr/api/blocks/359147/',
 u'who': u'admin',
 u'why': u'because!'}
>>> c.query("192.168.254.254")
[{u'added': u'2014-11-14T15:30:24.785Z',
  u'cidr': u'192.168.254.254/32',
  u'set_blocked': u'http://localhost:8000/bhr/api/blocks/359147/set_blocked/',
  u'skip_whitelist': False,
  u'source': u'readme',
  u'unblock_at': u'2014-11-14T15:35:24.784Z',
  u'url': u'http://localhost:8000/bhr/api/blocks/359147/',
  u'who': u'admin',
  u'why': u'because!'}]





Instead of using bhr_client.rest.login_from_env() you can use
bhr_client.rest.login() explicitly.





          

      

      

    

  

    
      
          
            
  
API


	
class bhr_client.rest.Client(host, session, ident=None, timeout=30)

	BHR Client


	
block(cidr, source, why, duration=300, autoscale=False, skip_whitelist=False, extend=False)

	Send a block request to the BHR system


	Parameters

	
	cidr – The IP Address or CIDR network to block


	source – The source for this block. i.e., where the intel came from


	why – The reason for the block


	duration – The time to block in seconds, or a string like ‘1d’.  Accepted suffixes are y, mo, d, h, m, s.


	autoscale – Whether or not to auto scale the duration based on server side block history


	skip_whitelist – Whether or not to bypass the server side whitelist













	
get_block_queue(timeout=0, added_since=None)

	




	
get_expected(source=None)

	




	
get_json(url, params=None)

	




	
get_list(source=None, since=None)

	Return a the current block list as a list of dictionaries






	
get_unblock_queue()

	




	
ident

	




	
mblock(block_records)

	Send a batch block request.
:param block_records: A list of dictionaries whose keys are options to ‘block()’
For example:
block_records = [dict(


cidr=ip,
duration=30,
source=”test”,
why=”testing”,




) for ip in ips]






	
post_json(url, data)

	




	
query(cidr)

	Return the block history for an address”


	Parameters

	cidr – The IP Address or CIDR network to look up










	
set_blocked(records)

	Mark a block record as blocked

This is not meant to be called directly






	
set_unblocked(records)

	Mark a block record as unblocked

This is not meant to be called directly






	
stats()

	Return Current block stats






	
tail(source=None, start=None)

	




	
unblock_now(cidr, why)

	Send an unblock request to the BHR system


	Parameters

	
	cidr – The IP Address or CIDR network to unblock


	why – The reason for the block being removed

















	
class bhr_client.rest.Delayer(initial=0, lower=1, upper=60, factor=2, sleep=<built-in function sleep>)

	
	
reset()

	




	
sleep()

	




	
sleep_or_reset(had_data)

	








	
bhr_client.rest.login(host, token=None, username=None, password=None, ident=None, ssl_no_verify=False, timeout=30)

	Create an authenticated client object.  To authenticate pass either a token or a username + password.


	Parameters

	
	host – the URL to the BHR system


	token – A django-rest-framework api token


	username – 


	password – 


	ident – Ident to use for backend block entry tracking


	ssl_no_verify – Disable SSL certificate verification













	
bhr_client.rest.login_from_env()

	Create an authenticated client object using environment variables.  This simply calls login().
The environment variables looked at are:



	BHR_HOST - mapped to host


	BHR_TOKEN - mapped to token


	BHR_USERNAME - mapped to username


	BHR_PASSWORD - mapped to password


	BHR_IDENT - mapped to ident


	BHR_SSL_NO_VERIFY - mapped to ssl_no_verify















          

      

      

    

  

    
      
          
            
  
Block Managers

In the BHR system blocks are handled by an external component called a blocker.

bhr_client.block_manager.BlockManager Takes a
bhr_client.rest.Client and a Blocker object, and blocks/unblocks things as needed.

To implement a blocker, simply write a class that implements block_many and unblock_many methods.

This is the simplest example, it just prints out what should be blocked and unblocked to stdout.  A real blocker
would add firewall rules, ACL entries, etc.

import time
class DummyStdoutBlocker:
    def __init__(self):
        pass

    def block_many(self, records):
        for r in records:
            print time.ctime(), "block", r['cidr']

    def unblock_many(self, records):
        for r in records:
            print time.ctime(), "unblock", r['block']['cidr']





To use the blocker, you would write a main function like:

from bhr_client.rest import login_from_env
def main():
    client = login_from_env()
    blocker = DummyStdoutBlocker()
    m = BlockManager(client, blocker)
    m.run()






	
class bhr_client.block_manager.BlockManager(client, blocker)

	
	
run()

	Run the blocker, blocking and unblocking as needed













          

      

      

    

  

    
      
          
            
  
Block Sources

Blocking and unblocking addresses based on an intel source is a common task, so there is a helper class called
bhr_client.source_blocker.SourceBlocker

To implement a source blocker, simply write a class that subclasses bhr_client.source_blocker.SourceBlocker

This example blocks addresses found in the DataPlane.org SSH Password Authentication feed.

from bhr_client.source_blocker import SourceBlocker
from bhr_client.rest import login_from_env
import requests


class DataplaneBlocker(SourceBlocker):
    source = 'dataplane'
    must_exist = True
    duration = 0

    def get_records(self):
        blocks = []
        for line in requests.get("https://www.dataplane.org/sshpwauth.txt").iter_lines():
            if line.startswith("#"):
                continue
            parts = line.split("|")
            parts = [x.strip() for x in parts]
            if len(parts) != 5:
                continue
            asn, asname, saddr, utc, category = parts
            blocks.append({
                'cidr': saddr,
                'why': 'DataPlane SSH pwauth feed',
            })
        return blocks





To use the blocker, you would write a main function like:

from bhr_client.rest import login_from_env
def main():
    client = login_from_env()
    s = DataplaneBlocker(client)
    s.run()





To keep the BHR system in sync with the source, set must_exist to True
and duration to 0.  If the intel feed only contains daily updates, you
would set must_exist to False and duration to something like 7d.


	
class bhr_client.source_blocker.SourceBlocker(client)

	
	
get_records()

	Return a list of dictionaries of hosts to block.
The dictionaries should contain cidr and why fields.
They can also contain source and duration fields
to override the class attributes.






	
run()

	Run the blocker, adding or removing blocks as needed
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