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app3js is a collection of libraries which allow you to interact with a local or remote APIS node, using a WebSocket
connection.

The following documentation will guide you through installing and running app3js, as well as providing a API refer-
ence documentation with examples.

User Documentation 1
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2 User Documentation



CHAPTER 1

Getting Started

The app3js library is a collection of modules which contain specific functionality for the APIS ecosystem.
¢ The app3—apis is for the APIS blockchain and smart contracts

e The app3-utils contains useful helper functions for Dapp developers.

1.1 Adding app3js

First you need to get app3js into your project. This can be done using the following methods:
e npm: npm install app3js

After that you need to create a app3js instance and set a provider. You should connect to a remote/local node.

// in node.js use: var App3 = require('app3js');

const wsProvider = new App3.providers.WebsocketProvider ('ws://
—153a17085797541e1b821aa7f0:111d8060£fd25b75dfadbe0379£f@127.0.0.1:40405");

// Disable AES encryption and improve communication speed with RPC.
wsProvider.enableEncryption (false);

var app3 = new App3 (App3.givenProvider || wsProvider);

// in node. js use: var App3 = require('app3js');

const httpProvider = new new App3.providers.HttpProvider ('http://
—ab6l80fb19186eleldal83cadad92dl3cl:4bc974a374d9552a30faa2269e5dd3a60@127.0.0.1:47194");

const app3 = new App3();

app3.setProvider (httpProvider) ;

That’s it! now you can use the app3 object.




app3.js Documentation, Release 0.0.1
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CHAPTER 2

Callbacks Promises Events

To help app3 integrate into all kind of projects with different standards we provide multiple ways to act on asyn-
chronous functions.

Most app3js objects allow a callback as the last parameter, as well as returning promises to chain functions.

APIS as a blockchain has different levels of finality and therefore needs to return multiple “stages” of an action. To
cope with requirement we return a “promiEvent” for functions like app3.apis.sendTransaction or contract
methods. This “promiEvent” is a promise combined with an event emitter to allow acting on different stages of action
on the blockchain, like a transaction.

PromiEvents work like a normal promises with added on, once and of f functions. This way developers can watch
for additional events like on “receipt” or “transactionHash”.

app3.apis.sendTransaction ({from: '0x123..."', data: '0x432..."'})
.once ('transactionHash', function (hash){ ... })

.once ('receipt', function(receipt){ ... })

.on('confirmation', function (confNumber, receipt){ ... })
.on('error', function(error){ ... })

.then (function (receipt) {
// will be fired once the receipt is mined

)i
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CHAPTER 3

Glossary

3.1

json interface

The json interface is a json object describing the Application Binary Interface (ABI) for an APIS smart contract.

Using this json interface app3js is able to create JavaScript object representing the smart contract and its methods and
events using the app3.apis.Contract object.

3.1.1 Specification

Functions:

type: "function", "constructor" (can be omitted, defaulting to "function"; "fallback" also
possible but not relevant in app3js);

name: the name of the function (only present for function types);
constant: true if function is specified to not modify the blockchain state;
payable: true if function accepts ether, defaults to false;

stateMutability: astring with one of the following values: pure (specified to not read blockchain state),
view (same as constant above), nonpayable and payable (same as payable above);

inputs: an array of objects, each of which contains:
— name: the name of the parameter;
— type: the canonical type of the parameter.

outputs: an array of objects same as inputs, can be omitted if no outputs exist.

Events:

type: always "event"



https://github.com/ethereum/wiki/wiki/Ethereum-Contract-ABI
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name: the name of the event;
inputs: an array of objects, each of which contains:
— name: the name of the parameter;
— type: the canonical type of the parameter.
— indexed: true if the field is part of the log’s topics, false if it one of the log’s data segment.

anonymous: true if the event was declared as anonymous.

3.1.2 Example

contract Test {

uint a;
address d = 0x12345678901234567890123456789012;

function Test (uint testInt) { a = testInt;}

event Event (uint indexed b, bytes32 c);

event Event2 (uint indexed b, bytes32 c);

function foo (uint b, bytes32 c) returns(address) {

Event (b, c);
return d;

// would result in the JSON:

L{

s

}y

"type":"constructor",

"payable":false,

"stateMutability":"nonpayable"
"inputs":[{"name":"testInt", "type":"uint256"}],
{

"type":"function",

"name" :"foo",

"constant":false,

"payable":false,
"stateMutability":"nonpayable",
"inputs":[{"name":"b", "type":"uint256"}, {"name":"c","type":"bytes32"}],
"outputs": [{"name":"", "type":"address"}]

{

"type":"event",

"name":"Event",

"inputs": [{"indexed" :true, "name":"b", "type":"uint256"}, {"indexed":false, "name":"c
", "type":"bytes32"}],

"anonymous": false

oA

"type":"event",

"name" :"Event2",

"inputs": [{"indexed" :true, "name":"b", "type":"uint256"}, {"indexed" : false, "name":"c
<", "type":"bytes32"}],

"anonymous": false
Hl
8 Chapter 3. Glossary




CHAPTER 4

App3

Class
This’s main class of anything related APIS.

var App3 = require('app3js');

App3.utils
App3.version
App3.providers
App3.modules

vV V. V V

4.1 App3.modules

Property of App3 class

’App3.modules

Will return an object with the classes of all major sub modules, to be able to instantiate them manually.

4.1.1 Returns

Object: A list of modules:
* Apis - Function: the Apis module for interacting with the APIS network see app3.apis for more.
* Net - Function: the Net module for interacting with network properties see app3.apis.net for more.

* Personal - Function: the Personal module for interacting with the APIS accounts see
app3.apis.personal for more.
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4.1.2 Example

App3.modules

>
Apis: Apis function (provider),
Net: Net function (provider),
Personal: Personal function (provider)

4.2 app3 object

The instance of App3

The app3js object is an umbrella package to house all APIS related modules.

var App3 = require('app3ijs');

var app3 = new App3('ws://some.local-or-remote.node:8546");

> app3.apis
> app3.utils
> app3.version

4.3 version

Property of App3 class and instance of App3

App3.version
app3.version

Contains the version of the app3 container object.

4.3.1 Returns

String: The current version.

4.3.2 Example

app3.version;
> "0.9.3-6"

10

Chapter 4. App3
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4.4 utils

Property of App3 class and instance of App3

App3.utils
app3.utils

Utility functions are also exposes on the App3 class object directly.

See app3.utils for more.

4.5 setProvider

app3.setProvider (myProvider)
app3.apis.setProvider (myProvider)

Will change the provider for its module.

Note: When called on the umbrella package app3 it will also set the provider for all sub modules web3.apis,
web3. shh, etc which needs a separate provider at all times.

4.5.1 Parameters

1. Object -myProvider: a valid provider.

4.5.2 Returns

Boolean

4.5.3 Example

var App3 = require('app3js');

app3.setProvider ('ws://localhost:8546");
// or
app3.setProvider (new App3.providers.WebsocketProvider ('ws://localhost:8546"));

4.6 providers

app3.providers
app3.apis.providers

Contains the current available providers.

4.4. utils 11
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4.6.1 Value

Ob ject with the following providers:

* Object - WebsocketProvider: The Websocket provider is the standard for usage in legacy browsers.

4.6.2 Example

var App3 = require('app3');

var app3 = new App3('ws://remotenode.com:8546");

// or

var app3 = new App3 (new App3.providers.WebsocketProvider ('ws://remotenode.com:8546"));

4.7 givenProvider

app3.givenProvider
app3.apis.givenProvider

When using app3js in an APIS compatible browser, it will set with the current native provider by that browser. Will
return the given provider by the (browser) environment, otherwise null.

4.7.1 Returns

Object: The given provider set or null;

4.7.2 Example

4.8 currentProvider

app3.currentProvider
app3.apis.currentProvider

Will return the current provider, otherwise null.

4.8.1 Returns

Object: The current provider set or null;

12 Chapter 4. App3
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4.8.2 Example

4.9 BatchRequest

new app3.BatchRequest ()
new app3.apis.BatchRequest ()

Class to create and execute batch requests.

4.9.1 Parameters

none

4.9.2 Returns

Object: With the following methods:
* add (request): To add a request object to the batch call.

* execute (): Will execute the batch request.

4.9.3 Example

var contract = new app3.apis.Contract (abi, address);

var batch = new app3.BatchRequest ();

batch.add (app3.apis.getBalance.request ('0x0000000000000000000000000000000000000000",
—'latest', callback));
batch.add(contract.methods.balance (address) .call.request ({from:
—'0x0000000000000000000000000000000000000000"}, callback2));

batch.execute () ;

4.10 extend

app3.extend (methods)
app3.apis.extend (methods)

Allows extending the app3 modules.

Note: You also have x.extend.formatters as additional formatter functions to be used for in and output
formatting.

4.9. BatchRequest 13
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4.10.1 Parameters

1. methods - Object: Extension object with array of methods description objects as follows:

e property - String: (optional) The name of the property to add to the module. If no property is
set it will be added to the module directly.

* methods - Array: The array of method descriptions:
— name - String: Name of the method to add.
— call - String: The RPC method name.
— params - Number: (optional) The number of parameters for that function. Default 0.

— inputFormatter - Array: (optional) Array of inputformatter functions. Each array item
responds to a function parameter, so if you want some parameters not to be formatted, add a
null instead.

— outputFormatter — ° Function: (optional) Can be used to format the output of the
method.

4.10.2 Returns

Object: The extended module.

4.10.3 Example

app3.extend ({
property: 'myModule',
methods: [{
name: 'getBalance',
call: 'apis_getBalance',
params: 2,
inputFormatter: [app3.extend.formatters.inputAddressFormatter, app3.extend.
—formatters.inputDefaultBlockNumberFormatter],
outputFormatter: app3.utils.hexToNumberString
b A
name: 'getGasPriceSuperFunction',
call: 'apis_gasPriceSuper',
params: 2,
inputFormatter: [null, app3.utils.numberToHex]
}]
1)

app3.extend ({
methods: [{
name: 'directCall',
call: 'apis_callForFun',
H]
}) i

console.log (app3);
> App3 {
myModule: {
getBalance: function () {},
getGasPriceSuperFunction: function() {}

(continues on next page)

14 Chapter 4. App3
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(continued from previous page)

b
directCall: function() {},

4.10. extend 15
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CHAPTER B

app3.apis

The app3-apis package allows you to interact with an APIS blockchain and APIS smart contracts.

var Apis = require('app3-apis');
var apis = new Apis('ws://some.local-or-remote.node:8546");
// or using the app3 umbrella package

var App3 = require('app3');
var app3 new App3('ws://some.local-or-remote.node:8546");

// => app3.apis

5.1 Note on checksum addresses

All APIS addresses returned by functions of this package are returned as checksum addresses. This means some
letters are uppercase and some are lowercase. Based on that it will calculate a checksum for the address and prove its
correctness. Incorrect checksum addresses will throw an error when passed into functions. If you want to circumvent
the checksum check you can make an address all lower- or uppercase.

5.1.1 Example

app3.apis.getAccounts (console.loq);
> ["0x11f4d0A3cl2e86B4b5F39B213F7E19D048276DAe"
—"0x85F43D8a49eeB85d32C£465507DD71d507100C1d"]

17
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5.2 subscribe

For app3.apis.subscribe see the Subscribe reference documentation

5.3 Contract

For app3.apis.Contract see the Contract reference documentation

5.4 personal

For app3.apis.personal see the personal reference documentation

5.5 accounts

For app3.apis.accounts see the accounts reference documentation

5.6 abi

For app3.apis.abi see the ABI reference documentation

5.7 net

For app3.apis.net see the net reference documentation

5.8 defaultAccount

’ app3.apis.defaultAccount

This default address is used as the default " from" property, if no " from" property is specified in for the following
methods:

* app3.apis.sendTransaction()
e app3.apis.call()
* new app3.apis.Contract() -> myContract.methods.myMethod().call()

* new app3.apis.Contract() -> myContract.methods.myMethod().send()

18 Chapter 5. app3.apis
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5.8.1 Property

String - 20 Bytes: Any APIS address. You should have the private key for that address in your node or keystore.
(Default is undefined)

5.8.2 Example

app3.apis.defaultAccount;
> undefined

// set the default account
app3.apis.defaultAccount = 'Ox11f4d0A3c12e86B4b5F39B213F7E19D048276DAe";

5.9 defaultBlock

app3.apis.defaultBlock

The default block is used for certain methods. You can override it by passing in the defaultBlock as last parameter.
The default value is “latest”.

* app3.apis.getBalance()

* app3.apis.getCode()

* app3.apis.getTransactionCount()
* app3.apis.getStorageAt()

* app3.apis.call()

* new app3.apis.Contract() -> myContract.methods.myMethod().call()

5.9.1 Property

Default block parameters can be one of the following:
* Number: A block number
* "genesis" - String: The genesis block
e "latest" - String: The latest block (current head of the blockchain)
* "pending" - String: The currently mined block (including pending transactions)

Defaultis "latest"

5.9.2 Example

app3.apis.defaultBlock;
> "latest"

// set the default block
app3.apis.defaultBlock = 231;
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5.10 getProtocolVersion

’app3.apis.getProtocolVersion([callback])

Returns the APIS protocol version of the node.

5.10.1 Returns

Promise returns St ring: the protocol version.

5.10.2 Example

app3.apis.getProtocolVersion ()
.then (console.loqg);
> H63"

5.11 isSyncing

’appB.apis.isSyncing([callback])

Checks if the node is currently syncing and returns either a syncing object, or false.

5.11.1 Returns

Promise returns Object | Boolean - A sync object when the node is currently syncing or false:
* startingBlock - Number: The block number where the sync started.
e currentBlock - Number: The block number where at which block the node currently synced to already.

* highestBlock - Number: The estimated block number to sync to.

5.11.2 Example

app3.apis.isSyncing ()
.then (console.log);

> |
startingBlock: 40606,
currentBlock: 40612,
highestBlock: 40612,
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5.12 getCoinbase

’getCoinbase([callback])

Returns the coinbase address to which mining rewards will go.

5.12.1 Returns

Promise returns St ring - bytes 20: The coinbase address set in the node for mining rewards.

5.12.2 Example

app3.apis.getCoinbase ()
.then (console.log);
> "0x11f4d0A3c12e86B4b5F39B213F7E19D048276DAe"

5.13 isMining

’app3.apis.isMining([callback])

Checks whapiser the node is mining or not.

5.13.1 Returns

Promise returns Boolean: true if the node is mining, otherwise false.

5.13.2 Example

app3.apis.isMining ()
.then (console.log);
> true

5.14 getGasPrice

’app3.apis.getGasPrice([callback])

Returns the current gas price oracle. The gas price is determined by the last few blocks median gas price.

5.14.1 Returns

Promise returns St ring - Number string of the current gas price in wei.

See the A note on dealing with big numbers in JavaScript.
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5.14.2 Example

app3.apis.getGasPrice ()
.then (console.log);
> "50000000000"

5.15 getAccounts

’appB.apis.getAccounts([callback])

Returns a list of accounts the node controls.

5.15.1 Returns

Promise returns Array - Array of accounts controlled by node objects.

The structure of the returned account Ob ject in the Array looks as follows:

address 32 Bytes - St ring: address of account

index - Number: The index position of accounts controlled by node.

aAPIS - Number: The current APIS balance for the given account in atto.
aMNR - Number: The current MNR balance for the given account in atto.
nonce - Number: The number of transactions

APIS 32 Bytes - String: The current APIS balance for the given account.

MNR 32 Bytes - String: The current MNR balance for the given account.
proofKey 32 Bytes - St ring: 2-Step Verification Key. null if not registered.

isMasternode = Boolean: True if given address is a masternode.

5.15.2 Example

>

app3.apis.getAccounts ()
.then (console.loqg);
{ address: '0x2947e8f4822fefd47241d619910050a5c3660c0b9"',

index: O,

aAPIS: '1551344056726774550000000'",
aMNR: '20000000000000000",

nonce: '0'",

APIS: '1_551_344.05672677455",

MNR: '0.02" 1},

{ address: '0x036684e72c49c0121823c647587bbd7676d0b998",

index: 1,
aAPIS: '0',

aMNR: '0'",
nonce: '1',
APIS: '0',
MNR: '0'",

proofKey: '0x700dc8874a7e187a0e259e6293d839098eabc6ad'} 1]
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5.16 getWalletinfo

’appB.apis.getWalletInfo(addressOrMask [, callback])

Returns a information of given address.

5.16.1 Parameters

1. String - The address to get the information. Or the string mask like "some_name@some_domain"

5.16.2 Returns

Promise returns Ob ject - Information of given address.
* address 32 Bytes - String: address of account.
* mask - String: Mask of given address. null if not registered.
* aAPIS - Number: The current APIS balance for the given account in atto.
* aMNR - Number: The current MNR balance for the given account in atto.
* nonce - Number: The number of transactions
e APIS 32 Bytes - String: The current APIS balance for the given account.
* MNR 32 Bytes - St ring: The current MNR balance for the given account.
* proofKey 32 Bytes - String: 2-Step Verification Key. null if not registered.
e isContract - String: True if given address has contract code. null if hasn’t.

e isMasternode = Boolean: True if given address is a masternode.

5.16.3 Example

app3.apis.getWalletInfo ('Oxea31b942£886fcbbcfedd5580£992afe464a38b8"');
// Or app3.apis.getWalletInfo('Daryl@me')
.then(console.loqg);
> { address: 'Oxea31b942f886fcbbcfedd5580£992afed464a38b8"',

mask: 'Daryl@me',

aAPIS: '45368491814594000000000",

aMNR: '627846000000000",

nonce: '5'",

APIS: '45_368.491814594",

MNR: '0.000627846",

isMasternode: false }
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5.17 getBlockNumber

’appB.apis.getBlockNumber([callback])

Returns the current block number.

5.17.1 Returns

Promise returns Number - The number of the most recent block.

5.17.2 Example

app3.apis.getBlockNumber ()
.then (console.loqg);
> 2744

5.18 getBalance

app3.apis.getBalance (address [, defaultBlock] [, callback])

Get the balance of an address at a given block.

5.18.1 Parameters

1. String - The address to get the balance of.

2. Number |String - (optional) If you pass this parameter it will not use the default block set with
app3.apis.defaultBlock.

3. Function - (optional) Optional callback, returns an error object as first parameter and the result as second.

5.18.2 Returns

Promise returns Ob ject - The current balance for the given address in atto.
See the A note on dealing with big numbers in JavaScript.
* aAPIS - Number: The current APIS balance for the given account in atto.
* aMNR - Number: The current MNR balance for the given account in atto.
e APIS - Number: The current readable APIS balance for the given account.

* MNR - Number: The current readable MNR balance for the given account.

5.18.3 Example
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app3.apis.getBalance ("0x407d73d8a49eeb85d32cf465507dd71d507100c1™)
.then (console.loqg);
> { attoAPIS: '1553284456726774550000000",

attoMNR: '20000000000000000°",

APIS: '1_553_284.45672677455",

MNR: '0.02"' }

5.19 getCode

’app3.apis.getCode(address [, defaultBlock] [, callback])

Get the code at a specific address.

5.19.1 Parameters

1. String - The address to get the code from.

2. Number|String - (optional) If you pass this parameter it will not use the default block set with
app3.apis.defaultBlock.

3. Function - (optional) Optional callback, returns an error object as first parameter and the result as second.

5.19.2 Returns

Promise returns St ring - The data at given address address.

5.19.3 Example

app3.apis.getCode ("0xd5677cf6705aa051bb40496e68ad359eb97cfbf8")

.then (console.loqg);

>
—"0x600160008035811a818181146012578301005b601b6001356025565b8060005260206000£25b600060

n
—

5.20 getBlock

’app3.apis.getBlock(blockHashOrBlockNumber [, returnTransactionObjects] [, callback])

Returns a block matching the block number or block hash.
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5.20.1 Parameters

. String|Number - The block number or block hash. Or the string "genesis™", "latest" or "pending"

as in the default block parameter.

Boolean - (optional, default false) If true, the returned block will contain all transactions as objects, if
false it will only contains the transaction hashes.

Function - (optional) Optional callback, returns an error object as first parameter and the result as second.

5.20.2 Returns

Promise returns Ob ject - The block object:

number - Number: The block number. null when its pending block.

hash 32 Bytes - St ring: Hash of the block. null when its pending block.

parentHash 32 Bytes - St ring: Hash of the parent block.

nonce - Number: Balance of miner (10 blocks ago).

txTrieHash 32 Bytes - St ring: The root of the transaction trie of the block

stateRoot 32 Bytes - St ring: The root of the final state trie of the block.

coinbase - String: The address of the beneficiary to whom the mining rewards were given.
coinbaseMask - String: The mask of the coinbase.

rewardPoint - String: Integer of the RP for this block of miner.
cumulativeRewardPoint - String: Integer of the cumulative RP of the chain until this block.
extraData - String: The “extra data” field of this block.

gasLimit - Number: The maximum gas allowed in this block.

gasUsed - Number: The total used gas by all transactions in this block.

mineralUsed - Number: The total used mineral by all transactions in this block.
timestamp - Number: The unix timestamp for when the block was collated.

transactions - Array: Array of transaction objects, or 32 Bytes transaction hashes depending on the
returnTransactionObjects parameter.

logsBloom 256 Bytes - St ring: The bloom filter for the logs of the block. null when its pending block.
mnHash 32 Bytes - St ring: Hash of the masternodes

mnReward - Number: Base amount of Masternode rewards

mnGenerals - Array: Array of general masternodes.

mnMajors - Array: Array of major masternodes.

mnPrivates - Array: Array of private masternodes.

size - Number: Integer the size of this block in bytes.
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5.20.3 Example

app3.apis.getBlock (3150)
.then (console.log);

> { number: 3000,

hash: '0xb3b51d689be882447e2a9a94be%94c67603a921£f9394af013a2celb4657£3£93d"',

parentHash: '0x62c51711e287£3330e8efe638c7b166788£732ad758eaebcd4707720125b02££6",

coinbase: '0x643d122906cdaad468702696431dalb6dec7d5ad2",

stateRoot: '0xbca98d3790068316689df10bbc0851d32df79¢c23400fa93a36121ff04a44blad’,

txTrieHash: '0x56e81f171bcc55a6f£f8345e692c0£f86e5b48e01b996cadc001622fb5e363b421",

receiptsTrieHash:
—'0x56e81f171bcc55a6££8345e692c0£86e5b48e01b996cadc001622fb5e363b421",

rewardPoint: '682438316916457871243767603736587500000000",

cumulativeRewardPoint: '6518389044590527146719249904157700506472824276408000000°",

gasLimit: 50000000,

gasUsed: O,

mineralUsed: '0',

timestamp: 1541696090,

extraData: '0x4150495320706£776572656420536572766572",

rpSeed: '0x356e54d588078c71cfl737ec360accclc5e8a4a94bf77eb4429421587b5f0fa8",

nonce: 'Ox3bcbc228e38b6ce5f100",

transactions: [],

logsBloom:
—'0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000

'
',

mnHash: '',

mnReward: '0.000000000000000000",
mnGenerals: [],

mnMajors: [],

mnPrivates: [],

size: 613 }

5.21 getBlockTransactionCount

app3.apis.getBlockTransactionCount (blockHashOrBlockNumber [, callback])

Returns the number of transaction in a given block.

5.21.1 Parameters

1. String|Number - The block number or hash. Or the string "genesis", "latest" or "pending" asin
the default block parameter.

2. Function - (optional) Optional callback, returns an error object as first parameter and the result as second.

5.21.2 Returns

Promise returns Number - The number of transactions in the given block.
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5.21.3 Example

app3.apis.getBlockTransactionCount (
—'0xb3b51d689be882447e2a9a94be94c67603a921£9394af013a2ce0b4657£3£93d")
.then (console.loqg);

> 0

5.22 getTransaction

app3.apis.getTransaction (transactionHash [, callback])

Returns a transaction matching the given transaction hash.

5.22.1 Parameters

1.
2.

String - The transaction hash.

Function - (optional) Optional callback, returns an error object as first parameter and the result as second.

5.22.2 Returns

Promise returns Ob ject - A transaction object its hash transactionHash:

hash 32 Bytes - St ring: Hash of the transaction.

nonce - Number: The number of transactions made by the sender prior to this one.

blockHash 32 Bytes - St ring: Hash of the block where this transaction was in. null when its pending.
blockNumber - Number: Block number where this transaction was in. null when its pending.

transactionIndex - Number: Integer of the transactions index position in the block. null when its
pending.

from- String: Address of the sender.
to - String: Address of the receiver. null when its a contract creation transaction.

toMask - String: Mask of the receiver address. null when its a contract creation transaction or not regis-
tered.

value - String: Value transferred in wei.

valueAPIS - String: Value readable.

gasPrice - String: Gas price provided by the sender in wei.

gasPriceAPIS - String: Gas price readable.

gas - Number: Gas provided by the sender.

feeLimitAPIS - String: The maximum chargeable amount (gasLimit x gasPrice).
data - String: The data sent along with the transaction.

r - String: ‘v’ value of signature. ‘‘null‘ when its not signed.
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* s-String: ‘s’ value of signature. ‘‘null* when its not signed.
e v-String: ‘v’ value of signature. ‘‘null® when its not signed.
* certR- String: ‘r’ value of authentication. null when its not authorized by knowledge key.
e certS- String: ‘s’ value of authentication. null when its not authorized by knowledge key.

e certV- String: ‘v’ value of authentication. null when its not authorized by knowledge key.

5.22.3 Example

app3.apis.getTransaction (
—'0x9fc76417374aa880d4449a1f7£31ec597£f00b1£f6£3dd2d66£f4c9c6c445836d8b§234")
.then (console.log);

> { hash: '0x960d6a7bfaddb0b32b59c473af05d%9ae6975d0b45f29d38b83564d26cc9342dc’,
nonce: 4,
blockHash: '0x9ddlec4ca42d54805e8dbdbd37909a9dfd91a783d18dd7cbb9bbe3805ec777b3",
blockNumber: 40995,
transactionIndex: O,
from: '0Oxea31B942F886fcBBcFeDd5580F992Afe464A38RB8",
to: 'Ox11f4d0A3cl12e86B4b5F39B213F7E19D048276DAe",
value: '10000000000000000000000°",
valueAPIS: '10_000",
gas: 200000,
gasPrice: '50000000000",
gasPriceAPIS: '0.00000005",
feeLimitAPIS: '0.01",
data: '',
r: '0x4b01lbc76bc2682d04e9a7cdcb3526d56da54e63d1a7087£0607£3e0£72744e66"',
s: '0x6628fda2e57ebc99%9a3e59%acef5e95f7063d9ff06d1£fa76d33a84c5032d576d44",
v: 'Oxlc' }

5.23 getTransactionsByKeyword

’app3.apis.getTransactionsByKeyword(keyword, rowCount, offset)

Returns a transaction list matching the given keyword.

5.23.1 Parameters

1. String - Keywords for retrieving transactions. ie. transaction hash, address, address mask.
2. Number - Maximum number of search results.

3. Number - Number of skipped search results.

5.23.2 Returns

Promise returns Object - A transaction object its hash t ransactionHash:

e status - Boolean: TRUE if the transaction was successful, FALSE, if the EVM reverted the transaction.
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* blockHash 32 Bytes - St ring: Hash of the block where this transaction was in.

* blockNumber - Number: Block number where this transaction was in.

* timestamp - Number: The unix timestamp for when the block was collated.

* transactionHash 32 Bytes - St ring: Hash of the transaction.

e from- String: Address of the sender.

e to- String: Address of the receiver. null when its a contract creation transaction.
* toMask - String: Mask of the receiver. null when its not registered.

e contractAddress - String: The contract address created, if the transaction was a contract creation,
otherwise null.

* gas - Number: Gas provided by the sender.

* gasPrice - String: Gas price provided by the sender in atto.

* gasPriceAPIS - String: Gas price in APIS.

* gasUsed- Number: The amount of gas used by this specific transaction alone.

* mineralUsed - String: The amount of mineral used by this specific transaction alone.
e mineralUsedMNR - String: Used mineral in MNR.

e feePaid - String: Finally paid fee amount in atto.

e feePaidAPIS - String: Paid fee amount in APIS.

5.23.3 Example

app3.apis.getTransactionsByKeyword('apis@me', 10, 0)
.then (console.loqg);

> [ { status: '0x01',

transactionHash: '0x7al14dbb3b0bf4d2fcb03c4ddf9dbb503eelad342c39pf702484a48c8d6898335
‘—>'l

blockHash: '0xc53da41b4e58211307709654a96caff537fb99d6£2827487da76d96b6886825e",

blockNumber: 323,

timestamp: '1545202180"',

from: '0x891122cb40b2a83b2686107720d84c7eb7f37ad4’,

to: '0x1000000000000000000000000000000000037453",

gas: 266581,

gasPrice: '50000000000",

gasPriceAPIS: '0.00000005",

gasUsed: 265971,

fee: '13298550000000000°",

feeAPIS: '0.01329855",

mineralUsed: '13298550000000000°",

mineralUsedMNR: '0.01329855",

feePaid: '0'",

feePaidAPIS: '0' },
{ status: '0x01",

transactionHash: 'Oxaffe6524f8af6484d23bdd362709e3¢c26373999175a72a356cc6174636814293
‘—>'l

blockHash: '0xf591aef448e402998b87fdc6237be2e02a3b7721118a40468afcea2l16de6924a’,

blockNumber: 318,

timestamp: '1545202140°',

(continues on next page)
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(continued from previous page)

from: '0x891122cb40b2a83b2686107720d84c7eb7£37ad4’,
to: '0x1000000000000000000000000000000000037453",
gas: 266581,

gasPrice: '50000000000",

gasPriceAPIS: '0.00000005",

gasUsed: 265971,

fee: '13298550000000000°",

feeAPIS: '0.01329855",

mineralUsed: '13298550000000000°",

mineralUsedMNR: '0.01329855",

feePaid: '0',

feePaidAPIS: '0' } ]

5.2

4 getRecentTransactions

app3.apis.getRecentTransactions ([rowCount] [, offset])

Returns a recent transaction list matching the given condition.

5.24.1 Parameters

1.
2.

Number - Maximum number of search results. Default is 20

Number - Number of skipped search results. Default is O

5.24.2 Returns

Promise returns Ob ject - A list of transaction object:

status - Boolean: TRUE if the transaction was successful, FALSE, if the EVM reverted the transaction.
blockHash 32 Bytes - St ring: Hash of the block where this transaction was in.

blockNumber - Number: Block number where this transaction was in.

timestamp - Number: The unix timestamp for when the block was collated.

transactionHash 32 Bytes - String: Hash of the transaction.

from- String: Address of the sender.

to - String: Address of the receiver. nul1l when its a contract creation transaction.

toMask - String: Mask of the receiver. null when its not registered.

contractAddress - String: The contract address created, if the transaction was a contract creation,
otherwise null.

gas - Number: Gas provided by the sender.
gasPrice - String: Gas price provided by the sender in atto.
gasPriceAPIS - String: Gas price in APIS.

gasUsed- Number: The amount of gas used by this specific transaction alone.
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* mineralUsed - String: The amount of mineral used by this specific transaction alone.
* mineralUsedMNR - String: Used mineral in MNR.
e feePaid - String: Finally paid fee amount in atto.

e feePaidAPIS - String: Paid fee amount in APIS.

5.24.3 Example

app3.apis.getRecentTransactions (0, 0)
.then (console.loq);

> [ { status: '0x01',

transactionHash: '0x0172b3308acdl1149b2100£f20434752ba3978a64ae8c26231b5e994f7el8cba’e

'
',

blockHash: 'Oxab3bae560a30289894bdb809e342ee4292df0e2ecdc379d852f06f0e3994f4e4d’,
blockNumber: 1049,
timestamp: '1545293545",
from: '0x89112261d222abc94d257acb4ad470ca9l11fcfbo’,
to: '0x89112261d222abc94d257acb4ad470ca9llfcfbo’,
gas: 220000,
gasPrice: '77777777777",
gasPriceAPIZz: '0.000000077777777777",
gasUsed: 213000,
fee: '16566666666501000",
feeAPIZ: '0.016566666666501",
mineralUsed: '16566666666501000°",
mineralUsedMNR: '0.016566666666501",
feePaid: '0',
feePaidAPIZ: '0' },
{ status: '0x01",

transactionHash: '0x744b4e976c63a68f1680440b4268be011918ae43a28b77b37515af4443a2d1£fbd

'
',

blockHash: '0x59798b2ee3c7c6dab018c4379337927f6£f0838dcf85ca365f0d78cbafbbdb832",
blockNumber: 1047,

timestamp: '1545293529",

from: '0x89112261d222abc94d257acb4ad470ca9llfcfbe’,
to: '0x891122cb40b2a83b2686107720d84c7eb7£37ad4d’,
gas: 200000,

gasPrice: '50000000000"',

gasPriceAPIZ: '0.00000005",

gasUsed: 200000,

fee: '10000000000000000",

feeAPIZ: '0.01",

mineralUsed: '10000000000000000°",

mineralUsedMNR: '0.01'",

feePaid: '0'",

feePaidAPIZ: '0'" }, ... ]

5.25 getRecentBlocks

app3.apis.getRecentBlock ([rowCount] [, offset])

Returns a block list of recent confirmed.
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5.25.1 Parameters

1.
2.

Number - Maximum number of search results. Default is 20

Number - Number of skipped search results. Default is 1

5.25.2 Returns

Promise returns Array - The list of block object:

number - Number: The block number. null when its pending block.

hash 32 Bytes - St ring: Hash of the block. null when its pending block.

parentHash 32 Bytes - St ring: Hash of the parent block.

nonce - Number: Balance of miner (10 blocks ago).

txTrieHash 32 Bytes - St ring: The root of the transaction trie of the block

stateRoot 32 Bytes - String: The root of the final state trie of the block.

coinbase - String: The address of the beneficiary to whom the mining rewards were given.
coinbaseMask - String: The mask of the coinbase.

rewardPoint - String: Integer of the RP for this block of miner.
cumulativeRewardPoint - String: Integer of the cumulative RP of the chain until this block.
extraData - String: The “extra data” field of this block.

gasLimit - Number: The maximum gas allowed in this block.

gasUsed - Number: The total used gas by all transactions in this block.

mineralUsed - Number: The total used mineral by all transactions in this block.
timestamp - Number: The unix timestamp for when the block was collated.

transactions - Array: Array of transaction objects, or 32 Bytes transaction hashes depending on the
returnTransactionObjects parameter.

logsBloom 256 Bytes - St ring: The bloom filter for the logs of the block. null when its pending block.
mnHash 32 Bytes - St ring: Hash of the masternodes

mnReward - Number: Base amount of Masternode rewards

mnGenerals - Array: Array of general masternodes.

mnMajors - Array: Array of major masternodes.

mnPrivates - Array: Array of private masternodes.

size - Number: Integer the size of this block in bytes.

5.25.3 Example

app3.apis.getRecentBlocks ()
.then (console.loqg);

>

[ { number: 1196,

(continues on next page)
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hash: '0x5c6eb8638c7636bd033636e0ceab2d667cccd224a552£93390e12b021c68e822",

parentHash: '0x2280eed46a61afl557d1562f7c241ec31a51694c713772a1176d51565d655e820",

coinbase: '0xc779d025076d31d26d4e73af90df1f298ebe5b0a’,

stateRoot: '0xa72bc8f9d5a0fd1696a43d4745calld6cd4a28252¢c85af3d48d99¢c1546a33392",

txTrieHash: '0x83633cadfa85ff78c477e90c90804364a9c9%db0d4c362e189ef3464819%edafb’,

receiptsTrieHash:
—'0x771dbd196dal9%efd6e74b7d7e57444bfbcf48ebbd3eae20903849d9219%alfcaa’,

rewardPoint: '1018322121669577712222032940000000000000000000°",

cumulativeRewardPoint: '4270753430417833658920855884570051589608925547500000000",

gasLimit: 200000000,

gasUsed: 200000,

mineralUsed: '1800000000000000",

timestamp: '1545294721"',

extraData: '0x4150495320706£776572656420536572766572",

rpSeed: 'Oxfac3cceb593d5c¢93c514baf22c6fead2f002bblec2eb24£593d7553174111202a",

nonce: '0Ox01e6b2c7688471080000",

txSize: 1,

transactions:
[ 'Oxed514ce278bf40160a71b85¢c2023¢c850a493fdb6880cadl1118434d1c057£99%af"' ],
logsBloom:
—'0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000
‘—"I

size: 743 1},
{ number: 1197,
hash: '0x0804718cl1f632054efc8fc00e88ffaa978b07e2195ea333923f9%edcalfdabdel’,
parentHash: '0x5c6eb8638c7636bd033636e0ceab2d667cccd224a552£93390e12b021c68e822",
coinbase: '0x643d122906cdaad4468702696431daledec7db5ad2’,
stateRoot: '0xeb23f1331901ffdbd8df80054311afc66c50a72ac7£9¢c8fcflac0577028a9192",
txTrieHash: '0x56e81f171bcc55a6£f£8345e692c0£86e5b48e01b996cadc001622fb5e363b421",
receiptsTrieHash:
—'0x56e81f171bcc55a6££8345e692c0£86e5b48e01b996cadc001622fb5e363b421",
rewardPoint: '1794744506802002057974148250592699965000000000000",
cumulativeRewardPoint: '4270755225162340460922913858718302182308890547500000000°",
gasLimit: 200000000,
gasUsed: O,
mineralUsed: '0',
timestamp: '1545294729"',
extraData: '0x4150495320706£776572656420536572766572",
rpSeed: '0xb64cl7597776982dd4e2bbc493aa660ae0b6cc2dd8203252657b789d7816e419°",
nonce: 'Ox2el78224f7d0£f953a800",
txSize: O,
transactions: [],
size: 616 }, ... 1]

5.26 getTransactionFromBlock

getTransactionFromBlock (hashStringOrNumber, indexNumber [, callback])

Returns a transaction based on a block hash or number and the transactions index position.
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5.26.1 Parameters

1. String - A block number or hash. Or the string "genesis", "latest" or "pending" as in the default
block parameter.

2. Number - The transactions index position.

3. Function - (optional) Optional callback, returns an error object as first parameter and the result as second.

5.26.2 Returns

Promise returns Object - A transaction object, see app3.apis.getTransaction:

5.26.3 Example

var transaction = app3.apis.getTransactionFromBlock ('0x4534534534"', 2)
.then (console.loqg);
> // see app3.apis.getTransaction

5.27 getTransactionReceipt

’ app3.apis.getTransactionReceipt (hash [, callback])

Returns the receipt of a transaction by transaction hash.

Note: The receipt is not available for pending transactions and returns null.

5.27.1 Parameters

1. String - The transaction hash.

2. Function - (optional) Optional callback, returns an error object as first parameter and the result as second.

5.27.2 Returns

Promise returns Ob ject - A transaction receipt object, or null when no receipt was found:
e status - Boolean: TRUE if the transaction was successful, FALSE, if the EVM reverted the transaction.
* blockHash 32 Bytes - St ring: Hash of the block where this transaction was in.
* blockNumber - Number: Block number where this transaction was in.
* transactionHash 32 Bytes - St ring: Hash of the transaction.
* transactionIndex- Number: Integer of the transactions index position in the block.
* timestamp- Number: The unix timestamp for when the block was collated.

e from- String: Address of the sender.
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to - String: Address of the receiver. null when its a contract creation transaction.
toMask - String: Mask of the receiver. null when its not registered.

contractAddress - String: The contract address created, if the transaction was a contract creation,
otherwise null.

gas - Number: Gas provided by the sender.

gasPrice - String: Gas price provided by the sender in atto.

gasPriceAPIS - String: Gas price in APIS.

gasUsed- Number: The amount of gas used by this specific transaction alone.
mineralUsed - String: The amount of mineral used by this specific transaction alone.
mineralUsedMNR - String: Used mineral in MNR.

feePaid - String: Finally paid fee amount in atto.

feePaidAPIS - String: Paid fee amount in APIS.

cumulativeGasUsed - Number: The total amount of gas used when this transaction was executed in the
block.

cumulativeMineralUsed - Number: The total amount of mineral used when this transaction was exe-
cuted in the block.

cumulativeMineralUsedMNR - Number: Cumulative mineral in MNR
logs - Array: Array of log objects, which this transaction generated.

internalTransaction - Array: Array of internal transaction objects.

5.27.3 Example

var receipt = app3.apis.getTransactionReceipt (
—'0x9fc764173742a880d4449a1£f7£31ec597£f00b1£f6£3dd2d66£4c9c6c445836d8b")
.then (console.loqg);

> { status: true,

transactionHash:

—'0x9fc764173742a880d4449a1f7£31ec597£f00bl1£f6£3dd2d66£4c9c6c445836d8b"',

transactionIndex: O,

blockHash: '0x9ddlec4ca42d54805e8dbdbd37909a9dfd91a783d18dd7cbb9bbe3805ec777b3",
blockNumber: 40995,

from: 'Oxea31b942f886fcbbcfedd5580f992afed64a38b8"',
to: '0Oxea31b942f886fcbbcfedd5580£992afed464a38b8",
gas: 200000,

gasPrice: '50000000000",

gasPriceAPIS: '0.00000005",

gasUsed: 200000,

fee: '10000000000000000",

feeAPIS: '0.01",

mineralUsed: '10503000000000°",

mineralUsedMNR: '0.000010503",

feePaid: '9989497000000000",

feePaidAPIS: '0.009989497",

cumulativeGasUsed: 200000,

cumulativeMineralUsed: '10503000000000°",

(continues on next page)
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(continued from previous page)

cumulativeMineralUsedMNR: '0.000010503"
logs: [{

// logs as returned by getPastLogs, etc.
booooo10}

5.28 getTransactionCount

’app3.apis.getTransactionCount(address [, defaultBlock] [, callback])

Get the numbers of transactions sent from this address.

5.28.1 Parameters

1. String - The address to get the numbers of transactions from.

2. Number |String - (optional) If you pass this parameter it will not use the default block set with
app3.apis.defaultBlock.

3. Function - (optional) Optional callback, returns an error object as first parameter and the result as second.

5.28.2 Returns

Promise returns Number - The number of transactions sent from the given address.

5.28.3 Example

app3.apis.getTransactionCount ("0Ox11f4d0A3c12e86B4b5F39B213F7E19D048276DAe™)
.then (console.loqg);
> 1

5.29 getMasternodeCount

’app3.apis.getMasternodeCount([, callback])

Get the number of masternodes.
Masternode State :

* Earlybird - Masternode that can be joined through apis.mn. The nodes are joined to the day(10,800 blocks)
before the round begins.

* Normal - Masternode joined through APIS Core within the first day(10,800 blocks) of the round

» Late - Masternode joined through the APIS Core after the normal participation period of the round
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5.29.1 Parameters

1.

Function - (optional) Optional callback, returns an error object as first parameter and the result as second.

5.29.2 Returns

Promise returns Object - The number of masternodes.

generalEarly - Number: Number of General Earlybird Masternodes
majorEarly - Number: Number of Major Earlybird Masternodes
privateEarly - Number: Number of Private Earlybird Masternodes
generalNormal - Number: Number of General Normal Masternodes
majorNormal - Number: Number of Major Normal Masternodes
privateNormal - Number: Number of Private Normal Masternodes
generalLate - Number: Number of General Late Masternodes
majorLate - Number: Number of Major Late Masternodes

privatelate - Number: Number of Private Late Masternodes

5.29.3 Example

app3.apis.getMasternodeCount ()
.then (console.loqg);

> A

generalEarly: 3929,
majorEarly: 2661,
privateEarly: 1776,
generalNormal: O,
majorNormal: O,
privateNormal: O,
generallate: 2,
majorLate: 1,
privatelate: 3 }

5.30 sendTransaction

app3.apis.sendTransaction (transactionObject [, callback])

Sends a transaction to the network.

5.30.1 Parameters

1.

Object - The transaction object to send:

e from- String|Number: The address for the sending account. Uses the app3.apis.defaultAccount property,

if not specified. Or an address or index of a local wallet in app3.apis.accounts.wallet.
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* to- String: (optional) The destination address of the message, left undefined for a contract-creation transac-
tion.

* value - Number | String|BN|BigNumber: (optional) The value transferred for the transaction in atto,
also the endowment if it’s a contract-creation transaction.

* gas - Number: (optional, default: To-Be-Determined) The amount of gas to use for the transaction (unused
gas is refunded).

* gasPrice - Number|String|BN|BigNumber: (optional) The price of gas for this transaction in atto,
defaults to app3.apis.gasPrice.

* data - String: (optional) Either a ABI byte string containing the data of the function call on a contract, or in
the case of a contract-creation transaction the initialisation code.

* nonce - Number: (optional) Integer of a nonce. This allows to overwrite your own pending transactions that
use the same nonce.

2. callback - Function: (optional) Optional callback, returns an error object as first parameter and the result
as second.

Note: The from property can also be an address or index from the app3.apis.accounts.wallet. It will then sign locally
using the private key of that account, and send the transaction via app3.apis.sendSignedTransaction().

5.30.2 Returns

The callback will return the 32 bytes transaction hash.

PromiEvent: A promise combined event emitter. Will be resolved when the transaction receipt is available. Addi-
tionally the following events are available:

* "transactionHash" returns String: Is fired right after the transaction is sent and a transaction hash is
available.

* "receipt" returns Object: Is fired when the transaction receipt is available.

e "confirmation" returns Number, Object: Is fired for every confirmation up to the 12th confirmation.
Receives the confirmation number as the first and the receipt as the second argument. Fired from confirmation
0 on, which is the block where its minded.

e "error" returns Error: Is fired if an error occurs during sending. If a out of gas error, the second parameter
is the receipt.

5.30.3 Example

// compiled solidity source code using https://remix.ethereum.org
var code =
—"603d80600c6000396000£3007c01000000000000000000000000000000000000000000000000000000006000350463c68¢

. ".
—

// using the callback

app3.apis.sendTransaction ({
from: '0xde0B295669a9FD93d5F28D9Ec85E40f4cb697BAe",
data: code // deploying a contracrt

}, function (error, hash) {

(continues on next page)
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(continued from previous page)

)i

// using the promise

app3.apis.sendTransaction ({
from: '0xde0B295669a9FD93d5F28D9Ec85E40f4cb697BAe",
to: 'Ox11f4d0A3cl2e86B4b5F39B213F7E19D048276DAe",
value: '1000000000000000"

1)

.then (function (receipt) {

)i

// using the event emitter

app3.apis.sendTransaction ({
from: '0xde0B295669a9FD93d5F28D9Ec85E40f4cb697BAe",
to: 'Ox11f4d0A3cl2e86B4b5F39B213F7E19D048276DAe",
value: '1000000000000000"

})

.on('transactionHash', function (hash) {

})

.on('receipt', function(receipt) {

})

.on('confirmation', function (confirmationNumber, receipt){ ... })

.on('error', console.error); // If a out of gas error, the second parameter 1s the_,
—receipt.

5.31 sendSignedTransaction

app3.apis.sendSignedTransaction (signedTransactionData [, callback])

Sends an already signed transaction, generated for example using app3.apis.accounts.signTransaction.

5.31.1 Parameters
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