

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Activeledger V2 Documentation

Activeledger is a protocol for distributed ledger technology (DLT). Activeledger is built in a module fashion allowing for easier maintenance and upgrade paths.


	configuration - Activeledger network configuration.


	contracts - How to & Premade smart contracts to inherit from.


	core - API to expose the ledger data, events and subscription to changes.*


	crypto - Wrapper for managing multiple cryptographic options.


	definitions - Specific TypeScript definition files to help with contract development.


	ledger - This is the main Activeledger process.*


	logger - Wrapper for providing logging information out output to the terminal.


	network - P2P network handler.


	protocol - Underlying protocol which handles consensus and the smart contract virtual machine.


	query - Wrapper to enable querying of the ledger data.


	restore - Handles the network healing and rebuilding from an empty node.*




* These are 3 individual applications to run. Only Activeledger is required but the other 2 are recommended. The reason they have been separated is to give deployment control for performance and cost.


Installation


Linux Installation (Debian / Ubuntu)

Make sure your system is up to date.

sudo apt-get update
sudo apt-get upgrade
sudo apt-get install git build-essential





Activeledger run in the Node.js environment. Below will help you install the Node runtimes as a local user account (not needing su).

curl -o- https://raw.githubusercontent.com/creationix/nvm/v0.33.11/install.sh | bash





To learn more about the above command visit http://www.nvm.sh. This has installed an application called nvm (Node version Manager). Using this to install the latest 9.X release of node.

nvm i 10





This will download the latest release of Node version 10. Then you just need to install Activeledger into the global scope of Node.

npm i -g @activeledger/activeledger @activeledger/activerestore @activeledger/activecore





After this installation is complete you can start your Activeledger node by running the command :

activeledger





This will generate a new identity for this node, It will create the default configuration file and in this mode setup the data store directory. Using the configuration file you can setup the neighbourhood object from other nodes outputs.




Creating a local Activeledger testnet

It is possible to run mutiple instances of an Activeledger on the same host. To help setup & run these instances you can use the activeledger cli directly. To create a 3 node network all you need to do is run

activeledger --testnet





If you wish to run more than the default 3 nodes you can pass that as an argument

activeledger --testnet 10





When running all the instances on the same host machine the API & Restore engine is disabled on all but the default instance running on port 5260 (instance-0). The API will be available on port http://localhost:5261 the explorer will be available on http://localhost:5261/explorer.




Convert File Based Configuration to Ledger Based Configuration

When you have setup your initial network you should migrate to having it boot up from the ledger instead of the file based configuration. Doing this allows you to issue transactions which can dynamically  add / remove nodes from the network.

To convert the configuration when all the nodes are connected run this command

activeledger --assert





This will remove the majority of the configuration from the file and place it into a new activity stream. The configuration file will still exist to point to that activity stream and to provide local configuration options such as autostart.

learn more about dynamically adding and removing nodes


Network Assertion Extension with Contract lock

By default when running the Activeledger CLI with the assert argument the new ledger stream that now manages the configuration across the network can only be modified by the default/setup contract. You can extend this to include another contract that already exists on the network. To do this you pass a value with the assert argument. The value you pass is the stream id of the contract you have previously installed.

activeledger --assert [contract stream id]










Windows NVM & NodeJS Installation

There is also a NVM tool for windows which is recommended https://github.com/coreybutler/nvm-windows.  With NVM installed use it to find the latest 9.X and install

nvm list available
nvm install 10.XX.X





Windows also requires build tools as well but these can be installed with npm.

npm i -g --production windows-build-tools





Some of the package dependencies requires access to git repositories. To install git please visit one of these websites :


	https://desktop.github.com


	https://gitforwindows.org


	https://git-scm.com/downloads




From this point onwards you can follow the above instructions.




Start Activeledger at system boot

PM2 [http://pm2.keymetrics.io/] can be used to manage system processes including starting up script on system boot. First install PM2.

npm i -g pm2





Then setup PM2 to run the Activeledger process.

pm2 start activeledger





Then we can use PM2 to setup the auto startup feature.

pm2 startup





This may output further instructions to the screen. After running this instructions all that is left is to update the PM2 instance to boot up with using :

pm2 save





Activeledger should now be running at system boot.


Installation Notes

Activeledger will be running with its embedded data store engine. At this moment in time the network has to be using the same source embedded or external. It is on the roadmap to enable data storage engine mixing.








Onboarding as an Identity

You’re able onboard an identity to a brand new Activeledger network by using a default contract which ships with Activeledger. This default contract accepts self signing to add your public identity to the network. All you need to do is issue this transaction message to the network :

{
    "$tx": {
        "$namespace": "default",
        "$contract": "onboard",
        "$i": {
            "identity": {
                "type":"[secp256k1 OR rsa]",
                "publicKey": "[Public PEM Format]"
            }
        }
    },
    "$selfsign": true,
    "$sigs": {
        "identity": "[signature of $tx object]"
    }
}





This message is sent as a raw POST to the Activeledger instance for example :

http://127.0.0.1:5260





On response to this transaction you will be given a new stream id.

{
    "$umid": "e0b99c48b1547389a8a71b0543a9b95dfd9c4991989419959242a67ca5e4d356",
    "$summary": {
        "total": 30,
        "vote": 30,
        "commit": 30
    },
    "$streams": {
        "new": [
            {
                "id": "aedc2f06256a284c9f0be7ba914bf8c80d7fb765d489c2387be1b1d674776180",
                "name": "activeledger.default.identity.name"
            }
        ],
        "updated": []
    }
}





This stream id is what you use for $i $o and the value of $r when creating a transaction. Learn More







          

      

      

    

  

    
      
          
            
  
Configuration File

Activeledger does have a single configuration file which is used by the 3 running instances (activeledger, activecore & activerestore)

The configuration allows for each Activeledger instance to be customised and who has the ability to join this network as a fully permissive participant.

{  
  "debug": true,
  "security": {
    "signedConsensus": true,
    "encryptedConsensus": true,
    "hardenedKeys": false
  },
  "host": "external-ip:5260",
  "proxy": "optional",
  "db": {
    "selfhost": {
      "host":"127.0.0.1",
      "port":"5259"
    },
    "url": "http://[user]:[pass]@[host]:[port]",
    "database": "main ledger storage",
    "error": "ledger error storage",
    "event": "ledger events storage"
  },
  "consensus": {
    "reached": 60
  },
  "autostart": {
    "core": true,
    "restore": true
  },
  "rate": {
    "minutes": 10,
    "limit": 20,
    "delay": 0
  },
  "CORS": ["http://example.com", "http://*.example.net"],
  "neighbourhood": [
    {
      "identity": {
        "type": "rsa",
        "public":
          "Public Key PEM format"
      },
      "host": "ip",
      "port": "5260"
    }
  ]
}






Debug

Enabling debug mode will make the console output more verbose as well as the response from a transactional message will provide more information. When a node is not in debug mode it will not return any specific contract errors instead a general fault message will be returned during the vote & commit phase.




Security

The network has multiple security options which may not be needed for all permissioned networks. While they provide additional security they do also increase the transaction processing overhead.


Signed Consensus

Enabling signedConsensus will mean the receiving node will be able to verify that the data did come from the node it expected it to come from. This enabled inbound confirmation.




Encrypted Consensus

Enabling encryptedConsensus this takes the signing consensus one step further the sending node will actually encrypt the data it wants to send on to the next node. This enables outbound confirmation.




Hardened Keys

This enabled a transaction policy. It will require all $i to contain a new property which is $nhpk. This stands for New Hardened Public Key. The value of this property needs to be a new public key in PEM format matching the current identity stream key type. This policy means there will only ever be 1 signature per valid transaction.






Host

The external ip address and port that this node will be bound to.




Proxy

When Activeledger is exposed to the internet via another port this settings allows Activeledger to know which port it is on.




db

Currently Activeledger supports 2 data store engines. There is the embedded one that is self hosted by the Activeledger runtime and the external (CouchDb v2.1.1+). The aim is to support multiple data engines in the future. Currently all the nodes in a network have to use the same data store engine. This is on the roadmap to allow mixing of data storage engines.


selfhost

The presence of this object instructions Activeledger to start up the embedded data engine.


host

Address for the embedded engine to listen on. (127.0.0.1 is recommended due to open permissions)




Port

Port for the embedded engine to listen on.






url

The url to the CouchDB instance this node will use. The url can contain the login credentials if required.




database

This is the main Activeledger data store location. This is where the stream states end up after the contract has made its relevant changes.




error

Activeledger stores all transactional errors on the ledger. This assists the ledger in finding potentially bad data.




event

When a contract raises an event this is where the event is stored for processing.






Consensus

Allows you to set in percentage how much of the network has to be in agreement of a transaction (the voting phase) before it can be considered a valid transaction.




Autostart

Enables Activeledger to auto startup the additional services.




Rate

Activecore request rate limiter settings.




CORS

To setup CORS for direct web transaction posting to the network node visit CORS Middleware [https://github.com/Tabcorp/restify-cors-middleware/blob/master/README.md#allowed-origins]. It accepts an array value of allowable web addresses.




Neighbourhood

An array of node identities which are allowed to join this permissioned network. It is important to include your own node’s details in this list.


Identity

Every full node needs an identity to participate in maintaining the ledger. Activeledger will generate this identity for you on the first time you run Activeledger. This identity will be stored in the current working directory with the filename .identity.




Host

The external address for this node.




Port

The external port for this node.






Optional Configuration


contractCheckTimeout

How often should the VM running the smart contract should check to see if the timeout has been reached. Default value is every 10000ms.




contractMaxTimeout

How long can the timeout be extended by. The default value is 20 minutes from the initial starting of the smart contract. The smart contract cannot extend its runtime beyond this point.









          

      

      

    

  

    
      
          
            
  
Activecore

This is ran as a separate application from Activeledger. Its main purpose is to help get the data out of the ledger in an easy to use way. It exposes as a REST based API. This API has no authentication or validation so it is not recommended to expose beyond localhost. Instead you should create your own API to expose with authentication.

Activecore uses SSE (Server Sent Events, Also known as Event Source) to provide push notifications.


/Activity

Subscribe to activities on the ledger after the commit phase has completed. These notifications are sent using SSE.

####GET /subscribe

Receive notification for all activities on the ledger network. This means for all new streams or updated streams you will be sent the data state.


POST /subscribe

The same as the GET however you can send a body to restrict the activities you want to be notified about.




GET /subscribe/{stream}

The same as /subscribe however you will only be sent notifications when this stream gets updated






/Event

Smart contracts are able to raise events at any point of execution (Verify, Vote, Commit, Post) this is how you can subscribe to those events to further the execution. These notifications are sent using SSE.


GET /events

Subscribe to all the events sent on the ledger




GET /events/{contract}

Subscribe to only the events emitted by that specific contract id. (Remember contracts themselves are also activity streams)




GET /events/{contract}/{event}

Subscribe to a specific event emitted by that specific contract id.






/Stream

This exposes the current data state objects of all streams on the ledger.


GET /{stream}

Get a specific activity stream data state.




GET /{stream}/volatile

Get the volatile data object for the specific data stream.

####POST /{stream}/volatile

Set the volatile data object for the specific data stream.




GET /changes

Returns a list of the latest data object changes. This is to pull the changes where /activity/subscribe pushes these changes to you.




POST /search

Allows you to run a “SQL like” query against the ledger to search for data objects.









          

      

      

    

  

    
      
          
            
  
Activecrypto

Activeledger is designed to operate with multiple cryptographic functions and this library provides the abstraction layer. You can use Activecrypto in your own projects as it provides Hashing, basic key generation and signing functions for your consumption.


Typescript Signing Example

Make sure you have installed activecrypto into your project

npm install @activeledger/activecrypto





Next we will create a basic class to make consuming activecrypto easier and more portable within our application.

import { ActiveCrypto } from "@activeledger/activecrypto";

class Cryptography {

  /**
  * Sign data with PEM provided Key.
  * 
  * @static
  * @param {any} data 
  * @param {any} key 
  * @returns {Promise<string>} 
  * @memberof ClassName
  */
  public static sign(data: any, key: any): Promise<string> {
      // Get ActiveCrypto Object
      const keyPair = new ActiveCrypto.KeyPair(
        key.encryption,
        key.prv.pkcs8pem
      );
        
      // return signed data
      return keyPair.sign(data)
    });
  }
}





Now we need to consume the class within out application

// Obtain our key. (new lines are important)
const key: any = {
    encryption: "secp256k1",
    prv: {
        pkcs8pem: `-----BEGIN PRIVATE-----
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxx
-----END PRIVATE-----`
    }
}

// Create the transaction object that needs to be signed
let transaction: any = {
    $tx: {
        $namespace: "example",
        $contract: "test",
        "$i": {
            "[input stream]": {}
        }
    },
    $sigs: {}
}

// Get Signature, Put into transaction
transaction.$sigs[[input stream]] = Cryptography.sign(transaction, key);

// Transaction Ready











          

      

      

    

  

    
      
          
            
  
Dynamic Node Management

To enable dynamic node management you must first have asserted your network from file based configuration to ledger based. When adding or removing a node from the network you will be issuing a multi signature transaction. The signatures will have to come from the network node hosts. You do not need to obtain all of the host node signatures just enough to reach your configured consensus.

As node identities are different from the standard transaction based identities we will be issuing the following transaction as a self signed transaction. We will be using the nodes file based identities (./.identity) to provide additional signatures which the smart contract will use to verify.

In the below examples you will see a reference to network configuration stream this can be found inside the compacted configuration file under the property network.


Adding Node

When adding a node the transaction only needs to be submitted once enough signatures have been obtained for a successful transaction. The smart contract will return errors if more signatures are needed.

When submitting a new node request you will need to provide the data under the self signed object and provide the new nodes generated identity and its hosted location.

{
    "$tx": {
        "$namespace": "default",
        "$contract": "setup",
        "$entry": "add",
        "$i": {
            "suggester": {
                "type": "[rsa | secp256k1]",
                "publicKey": "[PEM Public Key]",
                "identity": {
                    "type": "rsa",
                    "public": "[new-node-pem]"
                },
                "host": "[new-node-ip]",
                "port": 5260
            }
        },
        "$o":{
            "[network configuration stream]":{}
        }
    },
    "$selfsign": true,
    "$sigs": {
        "suggester": "[signature]",
        "[node-1-ip]:5260": "[signature]",
        "[node-2-ip]:5260": "[signature]"
    }
}








Node Removal

When removing a node the transaction only needs to be submitted once enough signatures have been obtained for a successful transaction. The smart contract will return errors if more signatures are needed.

When submitting a node removal request you will need to provide the data under the self signed object and provide the details about the node you would like to be removed.

{
    "$tx": {
        "$namespace": "default",
        "$contract": "setup",
        "$entry": "remove",
        "$i": {
            "suggester": {
                "type": "[rsa | secp256k1]",
                "publicKey": "[PEM Public Key]",
                "identity": {
                    "type": "rsa",
                    "public": "[node-3-pem]"
                },
                "host": "[node-3-ip]",
                "port": 5260
            }
        },
        "$o":{
            "[network configuration stream]":{}
        }
    },
    "$selfsign": true,
    "$sigs": {
        "suggester": "[signature]",
        "[node-1-ip]:5260": "[signature]",
        "[node-2-ip]:5260": "[signature]",
        "[node-4-ip]:5260": "[signature]"
    }
}





This same technique can be used to allow native NodeJS modules to be required within a smart contract which has a specific namespace. Learn more about namespace modules.







          

      

      

    

  

    
      
          
            
  
Activeledger

This is the main application which processes the ledger and the transaction requests. It runs in a multiple process (if available) environment to increase transactional performance. Using streams as the data building block it allows consensus to be reached simultaneously for unrelated transactions. Each of these transactions can live in those separate processes. The main advantage is if there is a long running smart contract this doesn’t block those unrelated transactions from processing and reaching consensus. An example of this is if you’re wanting to interoperate with another ledger the contract can wait for that ledgers confirmation without impact on Activeledger.


CLI Arguments


–testnet [number]

This will create a locally hosted Activeledger network. By default it will generate a 3 node network. If you wish to create a larger network. Each node by default will share the same private key but the key will be stored inside inside each nodes instance directory.




–assert [contract stream id] or –assert-network [contract stream id]

When you have setup your initial network and all the nodes have joined by running this command option it will trigger a smart contract pross on Activeledger to move from file based configuration to ledger based configuration. Some file options are persistent as they’re not network relevant such as the autostart feature.

Upon a successful assertion to the network the configuration file will be compacted but it will create a backup first.

The optional assert value [contract stream id] will setup the new ledger stream to be contract locked to both the default/setup contract which is bundled with Activeledger and another contract which has previously been uploaded into the network.




–db-only

Will only startup the embedded data storage engine.




–config <path>

Provide different location for the configuration file. Default location is ./config.json.




–port <number>

Provide a different binding port. Default port is 5260




–host <ip address>

Provide a different binding address Default address is 127.0.0.1




–identity <path>

Provide a different path to the identity file Default location is ./.identity




–data-dir <path>

Provide a different path for the data storage. Default location is ./.ds/




–merge <path> …

This will merge each passed configuration file’s network mapping into each other making it easier to create a valid network object.




–sign [file]

Will return this node’s signature for that file. If the file contains a transaction object it will automatically sign just the contents of $tx and nothing else. Your main use for this argument is for :

Adding & Removing nodes in the network

Request & Revoke Namespace module access




–setup-only

Manages just the configuration options for creating a network. It will prevent Activeledger from starting up.









          

      

      

    

  

    
      
          
            
  
Activerestore

This is ran as a separate application from Activeledger. This application is used to correct any data which is modified outside of consensus and also used to rebuild the entire ledger if required.

When using CouchDB as your storage engine this process requires the correct permissions to the file location of the CouchDB instance.


Full Rebuild

To run a full rebuild you run restore with the –full flag. This can be along running process but it when it reaches the end it will stop execution and then you can run the restore application without the flag and it will listen and check on errors.







          

      

      

    

  

    
      
          
            
  
What is a transaction on Activeledger?

Transactions are how you tell Activeledger to run a smart contract. Transactions are a JSON message posted over HTTP to any node of a Activeledger instance. Below is a fully featured transaction :

{
    "$tx": {
        "$namespace": "[contract namespace location]",
        "$contract": "[contract id to run]{@version}",
        "$entry": "[contract entry point]",
        "$i": {},
        "$o": {},
        "$r": {},
        },
    },
    "$selfsign": false,
    "$sigs": {}
}






$tx

This object is the packet information which needs to be signed by all $i identities.


$namespace

Developers are able to register namespaces on each Activeledger instance this will allow developers to control and take ownership of contracts running on the network.

There is a reserved namespace name “default” for contracts which ship with Activeledger.




$contract

The stream id of the contract that will be processing this transaction.




$entry

Standard contracts require 3 main entry points these can then access $entry and with this then run the required function within the contract.

this.transactions.entry








$i

This object is to represent which identities streams will be responsible for this transaction. These means that they have to provide the matching transaction signature. An example for this is if you’re the sending party you need to provide authentication that you can send.

The key for this object can be 2 types of values


Key - Stream id

This is their identities stream id on the ledger. This is where the ledger knows of the matching public key to provide verification.




Key - Self signature

If the transaction is a self signature then this value is just a unique string value for this transaction. This unique name will then be reference by $sigs below




Value

From this point on the values can be defined by the contract developer. Anything added here the developer can access with

this.transactions.$i["[key]"].





The only exception to this freedom is with a self signed transaction. If you’re going to process a self signed transaction there has to be 2 properties

{
    "type":"[secp256k1 OR rsa]",
    "publicKey": "[Public PEM Format]"
}





This is to allow Activeledger to still process the signature validation. It is also useful for contract developers so if they do create a new activity stream they can assign the processing authority.






$o

This object follows the same rules as $i however any identities here do not need to provide any signatures for validation. In $i we used the example of sending in this instance $o is the receiver. Self signing cannot be used here it only accepts known identities.




$r

This property contains a simple key-value object. This is used for accessing streams state in read only mode. The key is the reference name and the value is the stream id. So to access this read only stream you can call one of  helper functions :

let state = this.getReadOnlyStream(this.transactions.$r["reference"])





state now contains the current execution time stream state .






$selfsign

This Boolean instructs Activeledger that the identity issuing the transaction is going to self sign. That means they do not yet have an identity onboarded onto the network but want to raise a transaction. An example of this is here which explains how it is used to onboard. This information is available during the verify phase of contract operation .




$sigs

This property contains a simple key-value object. They key has to much all the keys provided in the $i object. The value is the private key signature of the entire $tx object.




Secure Transaction Submission

While the network itself can be configured to secure the communication within itself this doesn’t automatically secure the original transaction being sent into the network. You could achieve this yourself by putting Activeledger behind a proxy that can handle the SSL for you (which we do recommend) but it is also possible to encrypt the raw transaction message against the receiving nodes public key.

At the moment Activeledger doesn’t auto detect that the transaction has been encrypted you need to provide a hint using the header :

X-Activeledger-Encrypt:yes





If you have used the correct public key for the encryption the transaction will work as normal however if if the node wasn’t able to decrypt it for any reason it will return a 500 error with the body “Decryption Error”




Hardened Keys Example

When the Activeledger network is set to use hardened keys. This does enforce an additional property ($nhpk) which needs to be included within a transaction. This property has to be present inside every object which is forming part of the input ($i). The transaction would now look like :

    "$tx": {
        "$namespace": "[contract namespace location]",
        "$contract": "[contract id to run]{@version}",
        "$entry": "[contract entry point]",
        "$i": {
            "[stream id]":{
                "$nhpk": "[PEM Public Key]"
            }
        },
        "$o": {},
        "$r": {},
        },
    },
    "$selfsign": false,
    "$sigs": {}
}











          

      

      

    

  

    
      
          
            
  
Smart Contracts

Activeledger contracts are created with Typescript. When contracts are called they run within a specific Virtual Machine controlling what code they can execute. Contracts need to be registered into a namespace on the running Activeledger network this is to prevent clashes and also allows the network to verify the original uploader of the contract using the ledger itself. These contracts are stored on the ledger and themselves become data assets that are controlled by the consensus and signature verification.


	How to register a namespace


	How to deploy a new smart contract


	How to upgrade a contract version


	How to run a contract





How do the contracts work

Each contract is an exported TypeScript class file. It is this TypeScript file which is submitted to the ledger to another smart contract within a normal Activeledger transaction. Smart contracts are stored on the ledger as encoded TypeScript and are cached after being transpiled.

Activeledger supplies multiple classes to inherit from to help you develop your smart contracts. You can use them individually or combined :


	Standard - Provides the basic abstract functions to code to.


	Post Process - Abstract functions to hook into post commit phase logic.


	Query - Allows you to query the ledger at contract runtime.


	Event - Allows you to emit events from the contract to trigger external processes.




Smart contracts are promised based allowing you to run long running tasks without causing the rest of the ledger to have any slow downs. This is achieved by how Activeledger manages the data on the ledger and having the sandboxed virtual machines.




Getting Started

We are in the process of developing tools to help the creation and deployment of contracts.  Until then you do need to manually setup your environment.

You can use your favourite IDE, If it supports TypeScript that will be a bonus. Using Typescript you will need to import the following libraries to get their definition files

import { Standard, Activity } from "@activeledger/activecontracts";





It is also recommended to use the Activelogger which can be imported by

import { ActiveLogger } from "@activeledger/activelogger";





These will be published on NPM or you can build them yourself from source.

Following the standard documentation you should have your first contract ready to go for deployment.




Contract Timeouts

A smart contract has 3 phases for a successful transaction (Verify, Vote, Commit) and 1 more phase which happens after the successful return of a transaction request (Post). These 4 phases all return promises. Just in case a promise doesn’t call its resolve or reject we have timeout management. Not part of the default configuration but there is 2 configurable options to manage timeouts on your node.

contractCheckTimeout - How often is the VM checked to see if it should time out. (Default 10 seconds)

contractMaxTimeout - Total amount of runtime allowed before timeout cannot be extended. (Default 20 minutes from VM start)

As a smart contract developer you may know that you’re about to run a long running process and you will need to instruct the VM to not timeout on the next check. You can do this anywhere within your smart contract with this code :

// Don't Timeout for another 15 seconds.
this.setTimeout(15000)





You can keep calling the above code to keep extending the timeout by another 15 seconds. This will continue to work until you exceed the Max Timeout setting mention above.







          

      

      

    

  

    
      
          
            
  
Event Support

Expose an Event emitter to the developer to consume. This works in 2 parts first the smart contract emits the event and the second part is to have a locally running application listen to activecore for that specific smart contracts events or specific event.


Emit Event

this.event.emit("name", {});






Getting Started

You need to extend your class as :

export default class [name] extends Event { }





Then to emit an event anywhere within a function of the class you can call the event emitter :

export default class [name] extends Event {
    ...
    private myFunc(): void {
        this.event.emit("myFunc", {data: "Hello World"});
    }
}













          

      

      

    

  

    
      
          
            
  
Smart Contracts

Activeledger contracts are created with Typescript. When contracts are called they run within a specific Virtual Machine controlling what code they can execute. Contracts need to be registered into a namespace on the running Activeledger network this is to prevent clashes and also allows the network to verify the original uploader of the contract using the ledger itself. These contracts are stored on the ledger and themselves become data assets that are controlled by the consensus and signature verification.


	How to register a namespace


	How to deploy a new smart contract


	How to upgrade a contract version


	How to run a contract





How do the contracts work

Each contract is an exported TypeScript class file. It is this TypeScript file which is submitted to the ledger to another smart contract within a normal Activeledger transaction. Smart contracts are stored on the ledger as encoded TypeScript and are cached after being transpiled.

Activeledger supplies multiple classes to inherit from to help you develop your smart contracts. You can use them individually or combined :


	Standard - Provides the basic abstract functions to code to.


	Post Process - Abstract functions to hook into post commit phase logic.


	Query - Allows you to query the ledger at contract runtime.


	Event - Allows you to emit events from the contract to trigger external processes.




Smart contracts are promised based allowing you to run long running tasks without causing the rest of the ledger to have any slow downs. This is achieved by how Activeledger manages the data on the ledger and having the sandboxed virtual machines.




Getting Started

We are in the process of developing tools to help the creation and deployment of contracts.  Until then you do need to manually setup your environment.

You can use your favourite IDE, If it supports TypeScript that will be a bonus. Using Typescript you will need to import the following libraries to get their definition files

import { Standard, Activity } from "@activeledger/activecontracts";





It is also recommended to use the Activelogger which can be imported by

import { ActiveLogger } from "@activeledger/activelogger";





These will be published on NPM or you can build them yourself from source.

Following the standard documentation you should have your first contract ready to go for deployment.




Contract Timeouts

A smart contract has 3 phases for a successful transaction (Verify, Vote, Commit) and 1 more phase which happens after the successful return of a transaction request (Post). These 4 phases all return promises. Just in case a promise doesn’t call its resolve or reject we have timeout management. Not part of the default configuration but there is 2 configurable options to manage timeouts on your node.

contractCheckTimeout - How often is the VM checked to see if it should time out. (Default 10 seconds)

contractMaxTimeout - Total amount of runtime allowed before timeout cannot be extended. (Default 20 minutes from VM start)

As a smart contract developer you may know that you’re about to run a long running process and you will need to instruct the VM to not timeout on the next check. You can do this anywhere within your smart contract with this code :

// Don't Timeout for another 15 seconds.
this.setTimeout(15000)





You can keep calling the above code to keep extending the timeout by another 15 seconds. This will continue to work until you exceed the Max Timeout setting mention above.







          

      

      

    

  

    
      
          
            
  
Post Process Support

Post process is designed for when you want to run additional logic after the transaction to the ledger has been confirmed. This is useful for when you want to run a long running task which doesn’t need to have its output state stored on the ledger.

public abstract postProcess(territoriality: boolean, who: string): Promise<any>;






Getting Started

You need to extend your class as :

export default class [name] extends PostProcess { }





Then to have your code run after the commit phase inside this class you need to declare the function postProcess :

export default class [name] extends PostProcess {
    ...
    public postProcess(territoriality: boolean, who: string): Promise<any> {
        return new Promise<any>((resolve, reject) => {
            resolve(true);
        }
    }
}











          

      

      

    

  

    
      
          
            
  
Query Support

Query allows you to run almost SQL style lookups against the data sitting on the ledger. These query only support the SELECT lookup.

this.query
        .sql(`SELECT * FROM X WHERE [property] = ${stringVar}`)
        .then(doc => {
          if (doc.length > 0) {
            return reject("No States Found");
          }
          return resolve(true);
        })
        .catch(() => {
          reject("Query Error");
        });






Getting Started

You need to extend your class as :

export default class [name] extends Query { }





Then to query the ledger you can run the above code anywhere inside the contract

export default class [name] extends Query { 
    ...
    private myFunc(): void {
        this.query.sql("statement").then().catch();
    }
}











          

      

      

    

  

    
      
          
            
  
Standard Contracts

Your standard contract requires 3 functions within its class the functions. The standard contracts provides a lot of helper functions for you to consume as a contract developer.


Contract Entry Points

public abstract verify(selfsigned: boolean): Promise<boolean>;





Verify allows the smart contract to validate that it understands the transaction. If verify rejects the transaction this stops the transaction from propagating around the network. The selfsigned parameter is there for when a transaction is provided when self signing. This is useful for automated self onboarding where the signature is provided with the public key in the same transaction.

public abstract vote(): Promise<boolean>;





Vote is where the consensus agrees that it is happy with the current transaction. This is where you would verify if the sender is able to send the funds for example. Returning false here doesn’t interrupt the network as it could be that your data state has been modified by a system administrator.

public abstract commit(possibleTerritoriality?: boolean): Promise<any>;





When consensus has been reached the commit phase is started. The commit phases is where you make the data changes to the state and confirm them to the ledger.


Getting Started

You need to extend  & define your class as :

export default class [name] extends Standard {
    public verify(selfsigned: boolean): Promise<boolean> { 
        return new Promise<boolean>((resolve, reject) => {
            resolve(true);
        }
    }

    public vote(): Promise<boolean> {      
        return new Promise<boolean>((resolve, reject) => {
            resolve(true);
        }
    }

    public commit(): Promise<any> {
        return new Promise<boolean>((resolve, reject) => {
            resolve(true);
        }
    }
}





This is what the start of all smart contracts will look like. This is a valid contract however it doesn’t do anything useful or change any data states.






Creating an example contract

In this example we will be creating a smart contract which will transfer funds from one persons account to another. We will assume the funds have already been deposited however we will verify that they have the right amount of funds to transfer.


Creating a verify function

As we will be working with existing identities on the ledger we will not be allowing self signed transactions. The transaction data packet is available in

this.transactions...





As the contract developer you have full control over the contents of the transactional packet data. There are a few tricks to remember such as the $ prefix in the transaction body indicates an Activeledger property however you are not restricted from using it. Learn more

 public verify(selfsigned: boolean): Promise<boolean> {
    return new Promise<boolean>((resolve, reject) => {
      if (!selfsigned && Object.values(this.transactions.$i)[0].transfer ) {        
        resolve(true);
      } else {
        reject("Signatures Needed");
      }
    });
  }





Here we have confirmed the contract doesn’t support self signing and the contract has verified the existing of the transfer amount.




Creating a vote function

Now we need to verify the actual funds are available from the input stream to give to the output stream.

  public vote(): Promise<boolean> {
    return new Promise<boolean>((resolve, reject) => {
      // Get the input to verify
      let iStreams = Object.keys(this.transactions.$i);

      // Fetch first input
      this.iActivity = this.getActivityStreams(iStreams[0]);

      // Get Input State
      let state = this.iActivity.getState();

      // Input Balance Transaction Values
      this.txValue = this.transactions.$i[iStreams[0]];

      // Are they trying to transfer more than they have
      if(this.txValue.transfer > state.amount) {
        reject("Not enough funds");
      }else{
        resolve(true);
      }      
    });
  }





When we reject the promise the message we provide is returned as the transaction response.




Creating a commit function

With this commit function we will be deduction the transfer amount from the input and increase the balance on the output stream.

  public commit(): Promise<any> {
    return new Promise<any>((resolve, reject) => {
        // Get the output stream from transaction
        let oStreams = Object.keys(this.transactions.$o);
      
        // Fetch first output
        let oActivity = this.getActivityStreams(oStreams[0]);
      
        // Input State
        let iState = this.iActivity.getState();
      
        // Output State
        let oState = oActivityStream.getState();        

        // Increase output state balance by the transfer amount
        oState.amount += this.txValue.transfer;        

        // Decrease input state balance by the transfer amount
        iState.amount -= this.txValue.transfer;
      
        // Update States
        oActivity.setState(oState);
        iActivity.setState(iState);       

        // Return
        resolve(true);
    });
  }





During this commit phase we have update the state object and passed the signal back to Activeledger that the contract has completed. As a contract developer all you have to focus on is your data and Activeledger will do the rest.






What are Activities & Streams

These are Activeledger concepts in how data is manipulated and stored. An activity means a change of the ledger and the stream defines how the data is stored. As a transaction is both an activity and stream as it is applying an action and potentially update the data.

A smart contract on Activeledger is the main Activity provider and itself extends an internal class which providers these helpers to you.




Inherited Helpers

These are the helper functions added to the standard smart contract to assist in development.

public newActivityStream(name: string): Activity;





Creates a new stream of data.

public getActivityStreams(): { [reference: string]: Activity };
public getActivityStreams(stream: any): Activity;





Returns all or a specific Activity Stream(s) related to the current transaction ($i and $0)

public getMofSignatures(m: number): boolean;





As Activeledger handles signature validation for you this allows you to do a basic multi signature test so your contract can apply different actions. For example you would be able to run different logic such as :


	1 of 3 - Deny transfer


	2 of 3 - Apply transfer


	3 of 3 - Apply transfer and issue new balance




public getReadOnlyStream(name: string): any;





Accessible in the transaction packets $r property this allows you to read just the data stream of an activity. As $r is not indicating any activities so no signature matching needs to take place you are able to make a name based reference.

this.setTimeout(15000)





Increase the timeout of this smart contracts execution by an additional 15 seconds

this.isExecutingOn(host:string): boolean;





Is the current smart contract process running on this specific node of the network.

this.throw(location: string): void;





Resubmit the current processing transaction to this node in another ledger.


Inter Node Communication (INC)

This feature allows you to past messages between all nodes in the network processing this transaction.

protected getInterNodeComms(): ActiveDefinitions.ICommunications





Get any data object communication from other nodes on the network.

protected setThisInterNodeComms(data: object): void





Set the data this node will send on to other nodes processing this transaction.

public getThisInterNodeComms(secret: number): object





Fetch the message the current node is broadcast for this transaction.






Activity Helpers

A contract works on the data as an Activity as above show with new & get activity stream. These are the helper functions attached to the returned values.

public hasSignature(): boolean





Does this activity provide a signature for this transaction.

public getAuthority(type: boolean = false): string





Get the identity who has signing authority. Providing type switch will expose what cryptographic function is providing the signature.

public setAuthority(pubkey: string, type: string = "rsa"): void





Set the signing authority of who can sign on behalf of this Activity Stream to issue a valid transaction. Currently you have to provide the public key in PEM format and the cryptographic function for this key. This could be an unknown but if you want to assign them from an existing Activity the current shortcut is :

newActivityStream().setAuthority(
    getActivityStreams([stream]).getAuthority(),
    getActivityStreams([stream]).getAuthority(true)
);







public setContractLock(script: string | Array<string>): boolean





As the contract is the creator of a new stream it has a single chance to lock the stream to a specific contract or a list of contracts.

public setNamespaceLock(namespace: string | Array<string>): boolean





As the contract is the creator of a new stream it has a single chance to lock the stream to a specific collections of namespaces instead of specific collection of contracts as above.

public getId(): string 
public getName(): string





Get the activity stream id

public getState(): ActiveDefinitions.IState





Get the data of the activity

public setState(state: ActiveDefinitions.IState): void





Set the data of the activity

public getVolatile(): ActiveDefinitions.IVolatile





This gets the volatile data of the activity

public setVolatile(volatile: ActiveDefinitions.IVolatile): void





This sets the volatile data of the activity

Volatile data is “off-chain like data” that is still stored within Activeledger. It is volatile because if lost it cannot be recovered from other nodes. Use with caution!

public getCng(buffer?: string): number





CNG stands for “Consensus Number Generator” this is not a RNG replacement however it can be used if all you require is a predictable but unknown number to act like a random number for calculations. This function will return the same value across all nodes but that value will be unique to that contract and this activity which is why it provides the feeling of a random number. The buffer is a string you can add to prevent other contracts getting similar values.


Access Control Layer

There are some basic functions to handle ACL for the activities. Activeledger currently doesn’t do much with these ACL values apart from keeping them outside the data state object. It is up the the contract developer to manage these.

public setACL(name: string, stream: string)





Create a access role name and the activity stream id who has that role.

public hasACL(name: string): boolean





Does this activity have an ACL role set






Multiple Entry Points

You can expand on a single contract file to manage multiple actions. The transaction message has a property called $entry. This can be picked up within your contract and a switch statement can run the specific logic.

  public vote(): Promise<boolean> {
    return new Promise<boolean>((resolve, reject) => {
      switch (this.transactions.$entry) {
        case "add":
          // add funds logic
          break;
        default:
          // transfer funds logic
          break;
      }
    });
  }











          

      

      

    

  

    
      
          
            
  
New smart contract deployment

When you want to deploy a new smart contract to an Activeledger network you need to first make sure you have an identity  registered on the network and you have reserved a namespace for that identity.

{
  "$tx":{
    "$namespace":"default",
    "$contract":"contract",
    "$i":{
      "[identity stream]":{
        "version":"0.0.1",
        "namespace":"[your namespace]",
        "name":"[contract name]",
        "contract":"[base64 string of typescript contract]"
      }
    }
  },
  "$sigs":{"[identity stream]":"[signature of $tx object]"}
}






Contract Label Links

By creating a contract label instead of having to reference the contract with its stream id you can use the label. Not only does this make it easier to manage when developing your application consuming the contract, it also allows for different contracts to run across different networks.


Creating Link

To create a new label link to an existing contract the transaction you send to Activeledger looks like :

{
  "$tx":{
    "$namespace":"default",
    "$contract":"contract",
    "$entry":"link",
    "$i":{
      "[identity stream]":{
        "namespace":"[your namespace]",
        "contract":"[contract stream]",
        "link":"[label name]"
      }
    }
  },
  "$sigs":{"[identity stream]":"[signature of $tx object]"}
}








Removing Link

If you want to remove an existing label link the transaction you send to Activeledger is simialir to the above just with a different $entry value.

{
  "$tx":{
    "$namespace":"default",
    "$contract":"contract",
    "$entry":"unlink",
    "$i":{
      "[identity stream]":{
        "namespace":"[your namespace]",
        "contract":"[contract stream]",
        "link":"[existing label name]"
      }
    }
  },
  "$sigs":{"[identity stream]":"[signature of $tx object]"}
}













          

      

      

    

  

    
      
          
            
  
Contract Namespace Management

A namespace is used to group contracts into one location on the ledger. They all share the same signing key to allow for the identification of the contract author and to also validate the script hasn’t been tampered with.

Another advantage to registering a namespace for the developer is they can request additional resources to be available with the VM runtime that is processing their smart contract code. This means if you require additional modules to run within your contract you are able to include them. The namespace is there to isolate these additional resources so no other developer can code against them.


Register a namespace

The reason you want to register a namespace is so that you can own a space on the ledger which references your smart contracts. It allows the ledger itself to validate you have the required access to deploy contracts into that Activeledger network.

To register a namespace you’re creating a transaction that runs a default contract that ships with Activeledger.

{
  "$tx":{
    "$namespace":"default",
    "$contract":"namespace",
    "$i":{
      "[identity stream]":{
        "namespace":"[namespace]"
      }
    }
  },
  "$sigs":{"[identity stream]":"[signature]"}
}








Request Native Module

If you want to require a standard NodeJS module within your smart contract you first need to have that module approved for your namespace to consume. To get this approval you need to get enough signatures of the network node hosts to reach consensus to run the request contract. For example you have the namespace example and you want to allow your contract to access the http module. The transaction request would look like this :

{
    "$tx": {
        "$namespace": "default",
        "$contract": "setup",
        "$entry": "approve",
        "$i": {
            "suggester": {
                "type": "[rsa | secp256k1]",
                "publicKey": "[PEM Public Key]",
                "namespace": "example",
                "libs": {
                    "std":"http"
                }
            }
        },
        "$o":{
            "[network configuration stream]":{}
        }
    },
    "$selfsign": true,
    "$sigs": {
        "suggester": "[signature]",
        "[node-1-ip]:5260": "[signature]",
        "[node-2-ip]:5260": "[signature]"
    }
}





For this transaction to be successful you would need to have enough host node signatures inside the $sigs object to reach consensus. This transaction is similar to dynamically adding and removing nodes.

The std property can accept both a string or a string array so if your require multiple modules you only need one transaction.




Revoke Native Module

It is also possible to remove all the allowed modules on a specific namespace. To revoke these modules just like with the request you need to get enough host node signatures on the transaction to reach consensus. To remove the added modules in the namespace example the transaction would be :

{
    "$tx": {
        "$namespace": "default",
        "$contract": "setup",
        "$entry": "revoke",
        "$i": {
            "suggester": {
                "type": "[rsa | secp256k1]",
                "publicKey": "[PEM Public Key]",
                "namespace": "example"
            }
        },
        "$o":{
            "[network configuration stream]":{}
        }
    },
    "$selfsign": true,
    "$sigs": {
        "suggester": "[signature]",
        "[node-1-ip]:5260": "[signature]",
        "[node-2-ip]:5260": "[signature]"
    }
}











          

      

      

    

  

    
      
          
            
  
Run your Smart Contract

When it comes to running your smart contract it is just about issuing a transaction to Activeledger. As the contract developer you have full control of all the inputs and outputs that activity streams will be processed on. This is the meaning of $i and $o in the transactions you have run until this point. The activity stream id contains an object this object properties are fully defined by you and your contract is what acts upon them.

{
  "$tx":{
    "$namespace":"[your namespace]",
    "$contract":"[your contract stream]@[version] OR [your contract stream]",
    "$i":{
        "[input stream]":{
            /* properties consumed by your contract */
        }
    },
    "$o": {
        "[output stream]": {
            /* properties consumed & updated by your contract */
        }
    }
  },
  "$sigs":{"[input stream]":"[signature of $tx object]"}
}









          

      

      

    

  

    
      
          
            
  
Version Upgrade of a Smart Contract

Activeledger supports versioning of smart contracts. When running a contract you can choose either a specific version or always run the latest.

{
  "$tx":{
    "$namespace":"default",
    "$contract":"contract",
    "$entry":"update",
    "$i":{
      "[identity stream]":{
        "version":"0.0.2",
        "namespace":"[your namespace]",
        "name":"[contract name]",
        "contract":"[base64 string of typescript contract]"
      }
    },
    "$o":{
      "[contract stream]": {
      }
    }
  },
  "$sigs":{"[identity stream]":"[signature of $tx object]"}
}









          

      

      

    

  

    
      
          
            
  
Activeledger IDE (Active Harmony) User Guide

In this guide we will explain how to setup the IDE so you can begin publishing smart contracts right away. As you can see in the image below the IDE will take care of everything for you, allowing you to concentrate on your smart contract logic.

[image: Activeledger IDE]


1. Connection Setup

The first step is to configure the Activeledger node connections. On the top right you will see a spanner icon. Click this to load the General settings screen.

[image: General Settings]

Under the Connections section add the location of your Activeledger node. If you’re running a local testnet you can use the following settings:


	Name : Local Testnet


	Protocol : http


	Address : localhost


	Port : 5260




Encrypted Transactions is not a requirement. However, if you are submitting transactions across an untrusted network this will hide the transaction data.

In this section you will find other options. The most important one is the backup and restore functionaility. The backup function allows you to generate a single file that exports all the information within the IDE. It has a password protection function, as this backup can include your private keys.




2. Key Generation

As smart contracts are stored on the ledger itself you need to have an identity registered on each network you will be publishing contracts to.

On the left hand side select Keys, you will be taken to a screen which lists all the keys managed in the IDE. You will find a tab labeled Generate. Here you can create a new key and onboard it to a previously entered connection. (You don’t have to onboard a key right away)

[image: Key Management]




3. Namespaces

Namespaces are designed to prevent collisions. Contracts are stored inside a namespace as an Activeledger asset and they are referenced by unique stream IDs. They also allow additional libraries to be imported into the smart contract VM.

To register a namespace, on the left hand side select Namespaces and you will be taken to a screen which lists all the registered namespaces. You will find a tab labeled Create. Select this tab and you can create a namespace for a specific key. Currently Activeledger only supports a single namespace per key. However, you can maintain as many keys as you need.

Select your key and enter a name for your namespace. After clicking save, the IDE will create a transaction request to the network the key is registered to and attempt to reserve your namespace if it hasn’t already been taken.

[image: Namespace Management]




4. Writing Smart Contracts

Now the IDE is ready to publish your smart contracts. You can create a new smart contract from anywhere within the IDE by clicking the quick action button on the top left (the + icon). This will load up a code editor with built in auto completion. You can learn more about the basics of writing a smart contract here.

[image: Composing Smart Contracts]

Clicking the save icon at the top of the editor will allow you to set the name and version of this smart contract. Remember, Activeledger supports multiple versions of contract code so you can continue to revise and update the contract but still run transactions against previous versions.

[image: Version Smart Contracts]




5. Uploading Smart Contracts

Once you have written and saved your smart contract you need to publish it to an Activeledger network. On the same screen you will see a tab labeled Upload. Select this tab to open the upload manager. On the left hand side you will see all the smart contracts the IDE is managing. When you select the smart contract you wish to upload it will default to the latest version. If you wish to upload a different version there is a small arrow on the right hand side above the minimap. This will open a dropdown menu allowing you to change versions and manage other settings.

When you have selected your contract you need to choose the network you would like to upload to. Below the editor you will be able to select the key, namespace, and connection you would like to use. Clicking upload will generate a new transaction with your smart contract as the payload.

[image: Upload Smart Contracts]




6. Managing Smart Contracts

On the same screen you will see a tab labeled Editor this will list all the smart contracts the IDE is aware of, both local only and published. If the smart contract has been publish you can access its stream ID via 2 methods.
Activeledger also supports contract labeling to make it easier to run smart contracts. This is can be done by going to the contract information. In the Editor tab click “Show” under “Info” or in an open contract, select the kebab icon in the top right and click “Show info”.

[image: Manage Smart Contracts]


	The first “Stream ID” will show a dialog listing all the networks the smart contract has been uploaded to and the corresponidng stream id.


	The second “Info” will change the page and provide further information about the smart contract status. From this screen you can also add reference labels for a smart contract so you can run the contract using the label name instead of having to remember the longer stream id. Referenced contract names allow you to reuse a transaction across multiple networks but run different contracts.




[image: Manage Smart Contracts Detail]







          

      

      

    

  

    
      
          
            
  
Activeledger 第二版 说明文档

Activeledger 提供了一种基于分布式账本技术的区块链解决方案，提供简单维护和升级的模块化使用方法。


	配置 - Activeledger配置文件


	合约 - 如何使用及创建智能合约


	核心 - API接口，更改数据，事件和提醒的设置


	加密 - 加密功能的集成包，支持多种加密方式


	定义 - 与合约开发有关的TypeScript定义文件


	账本 - Activeledger主程序


	记录 - 信息记录和反馈的集成包


	网络 - P2P网络构建


	协议 - 共识机制协议及智能合约虚拟机


	查询 - 链数据查询包


	重建 - 网络重建节点恢复及新节点搭建




* 完整实现Activeledger的功能需要3个独立的程序共同运行，虽然Activeledger可以独立运行，但是我们推荐用户同时运行3个程序以确保最好的效果和功能的完整性。这些程序分开是处于对开发过程中运行效果和花销的考虑。


安装Activeledger


Linux下系统安装指南(Debian / Ubuntu)

请确保你的系统拥有当前最新的版本。

sudo apt-get update
sudo apt-get upgrade
sudo apt-get install git build-essential





Activeledger需要在Node.js环境下运行，以下信息将指导当前用户配置Node环境。(无需 su 命令)

curl -o- https://raw.githubusercontent.com/creationix/nvm/v0.33.11/install.sh | bash





更详细信息请访问 http://www.nvm.sh ，之前的命令也包含了对nvm(Node版本控制)的下载， nvm可以用来安装最新的node版本。

nvm i 10





这个命令用来安装最新的10.X版本的node，在node安装完成之后用户就可以开始安装Activeledger的产品了。

npm i -g @activeledger/activeledger @activeledger/activerestore @activeledger/activecore





以上命令安装了Activeledger的核心组件，在安装完成后用户可以使用以下命令来启动Activeledger：

activeledger





这个命令会为当前节点生成一个新的id，同时会生成默认的配置文件和搭建当前节点的数据储存目录，配置文件可用来配置从其他相邻节点发来的数据。




创建本地测试Activeledger网络

Activeledger允许在同一个host地址运行不同节点，Activeldger Cli可以被用来搭建及运行这些节点，创建一个3个节点组成的网络你需要运行以下命令：

activeledger --testnet





如果你希望运行多于默认数量（3个）的节点网络， 以创建10个节点组成的网络为例：

activeledger --testnet 10





在同一个host上面运行多个节点时，除了运行在端口5260的第一个节点（节点-0），其他节点的API和Restore引擎会默认被关闭。唯一可访问的API地址为 http://localhost:5261 ，API工具地址为 http://localhost:5261/explorer 。




更改基于文件的配置为基于链的配置

当您初步设置好区块链网络后，您应该把基于文件的配置更改为基于链的配置。这样可以允许Activeledger动态增加或者移除网络中的节点。

在所有节点都连接的情况下运行以下命令来更改设置

activeledger --assert





此命令会移除大多数基于文件的设置并同时替换为新的数据流。配置文件不会被删除并指向新的数据流，同时它会提供本地设置选项例如自动启动。

更多信息关于动态增加或者移除节点


在合约锁下声明网络

在Activeledger CLI运行声明网络命令来管理网络配置时，默认情况下只有默认合约或者初始化合约才能更改网络配置。用户可以允许已经注册在链上的合约拥有同样的权限，用户只需要在声明命令中传递在安装此合约时使用的数据流的id。

activeledger --assert [contract stream id]










Windows下NVM和NodeJS安装指南

我们推荐使用NVM来帮助安装Activeledger https://github.com/coreybutler/nvm-windows，并且安装最新的9.X版本的node。

nvm list available
nvm install 10.XX.X





Windows还需要通过npm下载额外的构建工具。

npm i -g --production windows-build-tools





一些文件的写入需要用户拥有对git的访问权限，对于没有安装git的用户请访问以下网址来安装git，在git安装好之后，请重复以上步骤。


	https://desktop.github.com


	https://gitforwindows.org


	https://git-scm.com/downloads







设置Activeledger为启动系统自动运行

PM2 [http://pm2.keymetrics.io/]可以用来进行系统进程管理，这包括设置系统启动自动运行的程序，在继续其他步骤前请先下载PM2。

npm i -g pm2





然后让PM2管理Activeldger进程的运行。

pm2 start activeledger





然后我们可以设置PM2的自动运行选项。

pm2 startup





在此命令后屏幕上会出现一些其他选项，在确认好这些选项后我们需要保存我们的设置。

pm2 save





Activeledger现在会在系统启动时自动运行。


重要安装信息

Activeledger自行配置好了数据储存引擎，在刚刚设置好的情况整个网络需要使用同样的数据源（内置或者外部数据库接口），我们会在之后的版本开放允许混合的数据接口。








在Activeledger中创建身份信息

通过Activeledger内置的智能合约，用户可以在Activeledger中很容易的创建一个新的身份信息，这个内置的合约可以自动把你生成的公钥和签名注册在网络中，用户只需要自定义如下信息并启动onboard合约：

{
    "$tx": {
        "$namespace": "default",
        "$contract": "onboard",
        "$i": {
            "identity": {
                "type":"[secp256k1 OR rsa]",
                "publicKey": "[Public PEM Format]"
            }
        }
    },
    "$selfsign": true,
    "$sigs": {
        "identity": "[signature of $tx object]"
    }
}





这个信息会以纯文本方式发送POST请求给Activeledger节点地址，例如：

http://127.0.0.1:5260





在Activeledger收到这条请求后， 用户会被赋予一个新的数据id。

{
    "$umid": "e0b99c48b1547389a8a71b0543a9b95dfd9c4991989419959242a67ca5e4d356",
    "$summary": {
        "total": 30,
        "vote": 30,
        "commit": 30
    },
    "$streams": {
        "new": [
            {
                "id": "aedc2f06256a284c9f0be7ba914bf8c80d7fb765d489c2387be1b1d674776180",
                "name": "activeledger.default.identity.name"
            }
        ],
        "updated": []
    }
}





这个数据id可用来进行数据的写入$i和输出$o还有对链上信息的更改$r。更多内容







          

      

      

    

  

    
      
          
            
  
配置文件

Activeledger拥有一个被三个不同应用组建共享的配置文件 (activeledger, activecore & activerestore)，这允许每个Activeledger节点拥有个性化设置并且自行决定参与者是否可以加入网络。

{  
  "debug": true,
  "security": {
    "signedConsensus": true,
    "encryptedConsensus": true,
    "hardenedKeys": false
  },
  "host": "external-ip:5260",
  "db": {
    "selfhost": {
      "host":"127.0.0.1",
      "port":"5259"
    },
    "url": "http://[user]:[pass]@[host]:[port]",
    "database": "main ledger storage",
    "error": "ledger error storage",
    "event": "ledger events storage"
  },
  "consensus": {
    "reached": 60
  },
  "autostart": {
    "core": true,
    "restore": true
  },
  "rate": {
    "minutes": 10,
    "limit": 20,
    "delay": 0
  },
  "CORS": ["http://example.com", "http://*.example.net"],
  "neighbourhood": [
    {
      "identity": {
        "type": "rsa",
        "public":
          "Public Key PEM format"
      },
      "host": "ip",
      "port": "5260"
    }
  ]
}






debug

Debug模式允许控制台输出更详细的信息，当debug模式没有开启时合约的相关错误信息不会被显示，只会返回简单的错误信息。




security 安全性

网络拥有多种安全选项供,这些选项允许有选择的设置，这在提供更安全的信息的情况下改善了信息处理的方式。


signedConsensus 签名下的共识机制

签名下的共识机制允许接收数据的节点可以验证数据的来源方的可靠性。




encryptedConsensus 加密下的共识机制

允许加密下的共识机制比签名下共识机制更安全，开启时节点之间的数据传输会被完全加密




hardenedKeys 单次密钥

这个选项提供了最好的信息加密模式，它强制当前节点所有的 $i 中都会包含个新的 $nhpk 项（New Hardened Public Key）。节点每次都会生成与目前身份信息对应的PEM格式的新公钥，这让每笔信息交流都存在惟一的公钥签名。






host 地址

外界ip地址和端口




db 数据库

目前Activeledger支持两种数据处理引擎，一种是由Activeledger提供的原生内置引擎，另一种是外接数据引擎CouchDB（2.1.1及以上版本）。在未来的版本我们会开放多数据处理引擎的功能，但是目前整个网络的节点只支持使用同一种数据处理引擎。


url 链接

指向CouchDB的url链接和端口信息，可以包含用户登录信息。




database 数据库

Activeledger的主要信息都储存在这里，这里储存着合约导致的信息流的变化和状态。




error 错误

所有的信息传输错误都被记录在链上面，这有助于帮助链找到未被识别的错误数据。




event 事件

这里储存由合约而触发的事件。






consensus 共识机制

支持自定义设置达成共识机制所需要的节点比例。




autostart 自动启动

允许Activeledger自动启动额外功能。




rate 通讯频率

Activecore通讯频率设置。




CORS

要设置CORS以允许发布直接网络交易到网络节点，请访问CORS Middleware [https://github.com/Tabcorp/restify-cors-middleware/blob/master/README.md#allowed-origins]。 它接受一个被允许的网络地址的数组值。




neighbourhood 参与节点

由加入许可网络的节点身份信息组成的数组，当前节点信息必须储存在这个数组中。


identity 身份信息

每个独立的节点都需要它的身份信息来加入整个网络，Activeledger会在初次运行的时候为你自动生成身份信息。这个身份信息会以“文件名.身份信息”的格式储存在当前工作文件夹目录中。




host 独立节点的地址

独立节点的外部链接。




port 端口

独立节点的外部端口。






Optional Configuration 可选配置


contractCheckTimeout 智能合约失效时间

设置智能合约在虚拟机上的失效时间，默认时间是10000毫秒。




contractMaxTimeout 智能合约最长失效时间

设置智能合约在虚拟机上的最大失效时间，默认值是20分钟，此智能合约的工作时间只能延长到设置值。









          

      

      

    

  

    
      
          
            
  
Activecore

Activecore是独立于Activeledger运行的应用， 提供易用的基于restAPI来获取链上数据的方法。它的API不具备授权及验证的功能，所以建议访问权限设置在localhost使用， 并且建议用户创建自己的API来完成授权和验证。

Activecore 使用服务器来发送事件及信息推送，基于SSE(Server Sent Events）。


/Activity 活动

在链上活动的承诺阶段完成后发送基于SSE的信息提示。

####GET /subscribe 获取提醒

获取在链上所有活动的提示信息，这意味着你会收到所有关于新数据的提醒和任何数据更新的提醒。


POST /subscribe 发送提醒

The same as the GET however you can send a body to restrict the activities you want to be notified about.




GET /subscribe/{stream} 获取提醒{特定信息}

获取在链上所有活动的提示信息The same as /subscribe however you will only be sent notifications when this stream gets updated






/Event

Smart contracts are able to raise events at any point of execution (Verify, Vote, Commit, Post) this is how you can subscribe to those events to further the execution. These notifications are sent using SSE.


GET /events

Subscribe to all the events sent on the ledger




GET /events/{contract}

Subscribe to only the events emitted by that specific contract id. (Remember contracts themselves are also activity streams)




GET /events/{contract}/{event}

Subscribe to a specific event emitted by that specific contract id.






/Stream

This exposes the current data state objects of all streams on the ledger.


GET /{stream}

Get a specific activity stream data state.




GET /{stream}/volatile

Get the volatile data object for the specific data stream.

####POST /{stream}/volatile

Set the volatile data object for the specific data stream.




GET /changes

Returns a list of the latest data object changes. This is to pull the changes where /activity/subscribe pushes these changes to you.




POST /search

Allows you to run a “SQL like” query against the ledger to search for data objects.









          

      

      

    

  

    
      
          
            
  
Activecrypto库

Activeledger支持多种加密方式并提供加密库Activecryto。Activecryto提供哈希加密，基础的密钥生成和签名工具，这些功能可以用在你自己的项目中。


Typescript Signing Example 签名工具使用案例

请确认您已经安装了Activecryto模块

npm install @activeledger/activecrypto





现在我们可以创建一个基础方程来更简单的使用Activecryto并用此来搭建我们的应用。

import { ActiveCrypto } from "@activeledger/activecrypto";

class Cryptography {

  /**
  * Sign data with PEM provided Key. PEM密钥导入数据
  *
  * @static
  * @param {any} data 数据
  * @param {any} key 密钥
  * @returns {Promise<string>}
  * @memberof ClassName
  */
  public static sign(data: any, key: any): Promise<string> {
      // Get ActiveCrypto Object 获取ActiveCryto对象
      const keyPair = new ActiveCrypto.KeyPair(
        key.encryption,
        key.prv.pkcs8pem
      );

      // return signed data 返回写入数据
      return keyPair.sign(data)
    });
  }
}





现在我们可以在应用中调用这个class。

// Obtain our key. (new lines are important) 获取密钥（格式很重要）
const key: any = {
    encryption: "secp256k1",
    prv: {
        pkcs8pem: `-----BEGIN PRIVATE-----
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxx
-----END PRIVATE-----`
    }
}

// Create the transaction object that needs to be signed 
let transaction: any = {
    $tx: {
        $namespace: "example",
        $contract: "test",
        "$i": {
            "[input stream]": {}
        }
    },
    $sigs: {}
}

// Get Signature, Put into transaction 获取签名，导入数据
transaction.$sigs[[input stream]] = Cryptography.sign(transaction, key);

// Transaction Ready











          

      

      

    

  

    
      
          
            
  
Dynamic Node Management 动态节点管理

您需要先配置好你的网络来开启动态节点管理功能，详情见：更改基于文件的配置为基于链的配置。在增加或者移除节点时，用户会发起一个多节点签名的数据信息。签名由各个节点自动生成，用户不需要获取所有节点的签名来完成此项操作，部分节点的签名即可完成。

节点身份信息和常规数据传输所需要的身份信息不同， 这项操作归属于自签名的数据信息。智能合约会在此情况下验证储存在(./.identity)目录下的节点身份。

下面的例子提供了关于network configuration stream的信息，详细信息请见配置文件network部分。


Adding Node 增加节点

在增加节点时，在获得足够签名之前系统不会执行此功能，如果签名信息不足，智能合约会返回错误信息。

在提交新节点命令前，用户需要提供自签名对象的信息，新节点的身份信息及节点host位置。

{
    "$tx": {
        "$namespace": "default",
        "$contract": "setup",
        "$entry": "add",
        "$i": {
            "suggester": {
                "type": "[rsa | secp256k1]",
                "publicKey": "[PEM Public Key]",
                "identity": {
                    "type": "rsa",
                    "public": "[new-node-pem]"
                },
                "host": "[new-node-ip]",
                "port": 5260
            }
        },
        "$o":{
            "[network configuration stream]":{}
        }
    },
    "$selfsign": true,
    "$sigs": {
        "suggester": "[signature]",
        "[node-1-ip]:5260": "[signature]",
        "[node-2-ip]:5260": "[signature]"
    }
}








Node Removal 移除节点

在移除节点时，在获得足够签名之前系统不会执行此功能，如果签名信息不足，智能合约会返回错误信息。

在移除指定节点前，用户需要提供自签名对象的信息以及被移除节点的信息。

{
    "$tx": {
        "$namespace": "default",
        "$contract": "setup",
        "$entry": "remove",
        "$i": {
            "suggester": {
                "type": "[rsa | secp256k1]",
                "publicKey": "[PEM Public Key]",
                "identity": {
                    "type": "rsa",
                    "public": "[node-3-pem]"
                },
                "host": "[node-3-ip]",
                "port": 5260
            }
        },
        "$o":{
            "[network configuration stream]":{}
        }
    },
    "$selfsign": true,
    "$sigs": {
        "suggester": "[signature]",
        "[node-1-ip]:5260": "[signature]",
        "[node-2-ip]:5260": "[signature]",
        "[node-4-ip]:5260": "[signature]"
    }
}





类似的设置允许智能合约在特定命名空间上使用其他的原生NodeJS组件在命名空间使用NodeJS组件。







          

      

      

    

  

    
      
          
            
  
Activeledger

Activeledger是处理链和信息交换的主要程序，它可以在多进程环境中运行以改善程序运行表现。以数据流作为链中的区块可以允许不相关的信息流在同一时间达成共识，每一次信息交换可以发生在不同的进程中，最大的优点是如果存在一个智能合约长期运行在链上他不会干扰其他不相关的信息交互和共识。实际例子比如你同时使用Activeledger和其他链，如果存在智能合约需要其他链的确认才能发挥作用，它可以在Activeledger中运行并不会影响其他Activeledger的运作。


CLI 指令


–testnet [number] 构建测试网络

这将会创建一个本地的Activeledger网络，此网络默认拥有3个节点但是我们支持自定义节点数量。每个节点默认拥有同样的私钥，但是此私钥会储存在每个节点单独的文件目录下。




–assert [contract stream id] or –assert-network [contract stream id] 声明网络

当您搭建好初始网络并运行此命令之后，它会启动一个在Activeledger内置的智能合约。这个合约的作用是将基于文件的配置更改为基于链的配置，一些与节点网络无关的选项会被保存，例如自动启动。

在此命令成功运行后，您便成功完成了基于网络的设置，之前的配置文件会自动保存以防止其他错误。

传递的[contract stream id]值会给予注册合约等同于默认合约和初始化合约的权限。




–db-only 本地数据库选项

只会开启本地的内置数据引擎。




–config <path> 自定义配置文件路径

自定义配置文件路径， 默认路径为 ./config.json。




–port <number> 自定义port

自定义port， 默认为 5260。




–host <ip address> 自定义ip地址

自定义ip地址， 默认ip地址为 127.0.0.1。




–identity <path> 自定义身份文件路径

自定义身份文件路径，默认路径为 ./.identity




–data-dir <path> 自定义数据存储路径

自定义数据存储路径，默认路径为 is ./.ds/




–merge <path> … 整理网络设置文件

这个命令会打包定义好的网络设置文件，方便构建可用的网络对象。




–sign [file] 文件签名

这个命令将会返回当前文件的签名，如果文件本身包含记录对象，此命令将自动签名$tx包含的内容，但是会忽略其他对象内容。这个命令的用途是：

增加或者移除网络中的节点

添加或者删除命名空间组件权限




–setup-only 网络设置管理（不会启动Activeledger）

管理创建网络的相关设置，在此命令下Activeledger不会启动。









          

      

      

    

  

    
      
          
            
  
Activerestore

Activerestore是独立于Activeledger的应用， 用来更正未在共识机制下写入的数据并且可在必要情况下重建整个链。

在使用CouchDB作为数据库的情况下Activeledger需要对CouchDB所在文件夹拥有访问权限。


Full Rebuild

以 –full 来运行restore进行整个链的重建， 这个过程可能花费很久的时间但是程序会在重建完成会自动停止运行。在重建完成后你可以正常运行这个程序（不加 –full）， 它会自动监听并检查错误。







          

      

      

    

  

    
      
          
            
  
Activeledger上面记录了什么样的信息?

信息记录是Activeledger运行智能合约的依据，信息记录本质上是由JSON格式的文件组成，这些信息通过HTTP协议发送到相对应的Activeledger节点，以下是信息记录的基本结构：

{
    "$tx": {
        "$namespace": "[contract namespace location]",
        "$contract": "[contract id to run]{@version}",
        "$entry": "[contract entry point]",
        "$i": {},
        "$o": {},
        "$r": {},
        },
    },
    "$selfsign": false,
    "$sigs": {}
}






$tx

tx部分包含了这条信息记录所有参与者的id$i。


$namespace

开发者可以在每个Activeledger节点上设置命名空间，这可以让开发者拥有对相关智能合约的控制和所有权。

Activeledger包含一个默认的命名空间。




$contract

设置了处理信息记录的数据id




$entry

标准合约 需要3个拥有权限的主要接入点$entry来运行合约

this.transactions.entry








$i

定义了哪些数据id会参与数据的记录，这需要交易的双方需要提供相关匹配的信息签名来证明身份和权限，比如在用户开始数据记录时他需要证明他具有相关的权限。

其中包含两条信息：


Key - Stream id 数据id

这是链上身份的证明，作为公钥证明




Key - Self signature 个人签名

个人签名是一条独特的信息储存在$sigs中




Value

合约开发者可以自由定义这些值，并且可以通过以下方式访问：

this.transactions.$i["[key]"].





然而在使用个人签名时，你需要定义如下性质：

{
    "type":"[secp256k1 OR rsa]",
    "publicKey": "[Public PEM Format]"
}





这允许Activeledger来处理签名核实，它还允许合约开发者创建新的进程并且赋予相关权限。






$o

和$i类似但是不需要提供签名来验证权限，个人签名不会被采用。




$r

$r包含了一对“键-值”的对象，用来读取数据流的情况，其中键的值是定义的名，其中的值是数据id，在只读模式模式访问其中内容可以用：

let state = this.getReadOnlyStream(this.transactions.$r["reference"])





状态包括了现在执行时间。






$selfsign

这个方程用来表明是否为个人登录，表示目前不存在数据id但是节点想写入信息，在其他链接中更多 解释了开始节点的方法。这个方程在合同核实阶段是可用的。




$sigs

包含了一对“键-值”的对象，“键”包含了所有$i中的值，“值”是$tx中的私钥。




提交加密记录

默认情况下网络内部信息的交流是自动加密的但是从外部提交到网络的记录并没有自动加密。用户可以自行设置SSL链接并将Activeledger架构在proxy层下面来达成加密过程，或者用户可以使用接收信息节点的公钥来加密输入的信息。

在这个阶段，Activeledger并不会自动检测写入记录是否加密，用户需要增加如下信息来告诉Activeledger信息是加密的：

X-Activeledger-Encrypt:yes





如果用户使用正确的公钥来加密信息，这个过程不会报错，但是如果输入节点出于任何原因没有成功解密信息，Activeledger会返回错误信息500和”Decryption Error”。




强制密钥使用案例

当用户使用了强制密钥选项时，Activeledger会默认需要额外的($nhpk)信息包含在每次的数据传输中。这个信息需要包含在数据记录($i)对象中，数据记录的大概格式为：

    "$tx": {
        "$namespace": "[contract namespace location]",
        "$contract": "[contract id to run]{@version}",
        "$entry": "[contract entry point]",
        "$i": {
            "[stream id]":{
                "$nhpk": "[PEM Public Key]"
            }
        },
        "$o": {},
        "$r": {},
        },
    },
    "$selfsign": false,
    "$sigs": {}
}











          

      

      

    

  

    
      
          
            
  
智能合约

Activeledger的智能合约应用了Typescript语言，合约在特定的虚拟机中被运行以保证他们具有相关的权限。合约需要在Activeledger上注册并赋予独特的命名，独特的命名可以确保相同的合约不会同时运行并且可以记录创造合约的用户，合约一旦加载就成为链的一部分并且参与共识机制和签名核实的过程。


	如何注册命名空间


	加载新的智能合约


	更新智能合约版本


	如何运行智能合约





合约工作机制

合约是独立的TypeScript类文件，在写入信息记录的同时加载在链上。在加载之后以加密Typescript文件格式储存在链上。

Activeledger提供多继承的类来帮助你开发智能合约，你可以把他们单独使用或组合为复杂合约：


	基础合约 - 提供基础方程


	额外合约 - 提供在合约外的数据传输


	搜索合约 - 提供搜索类的合约


	事件合约 - 提供基于事件的合约




智能合约基于承诺实现机制，允许用户长期运行未完成承诺的合约而不会影响其他链上进程的速度，这是基于Activeledger独有的数据管理方式和砂盒模式。




开始使用智能合约

开发团队在开发一键式安装和布置Activeledger的程序，在此之前，用户需要自行搭建运行环境。

任何IDE都可以进行环境搭建，但是我们建议使用支持TypeScipt语言的IDE，请导入相关包来更好的使用我们的产品。

智能合约支持包：

import { Standard, Activity } from "@activeledger/activecontracts";





日志记录包：

import { ActiveLogger } from "@activeledger/activelogger";





这些包也会发布在npm官网上或者你可以选择自己构建这个包。

更多内容请阅读基础合约部分基础合约并了解如何加载智能合约加载新的智能合约。




合约有效时间

一个智能合约达成一次成功的记录有3个阶段（核实，投票，共识）和完成记录返回的一个额外阶段（写入），在这4个阶段中Activeledger都采用了promise机制。为了防止整个过程中某个阶段没有返回成功或者失败的promise，Activeledger提供了合约失效时间的选项。合约有效时间并不是默认选项，但是我们提供了两个相关选项来管理节点。

合约有效时间 - 虚拟机维持合约运行时间（默认为10秒）

合约最大有效时间 - 允许合约有效期延长的最大期限（默认为20分钟）

作为合约开发者，您需要自行决定是否设置合约有效时间的选项，以下为设置合约有效时间的代码：

// Don't Timeout for another 15 seconds.
this.setTimeout(15000)





开发者可以重复使用以上代码来延长合约的有效期，但是这个时间段不能超出合约的最大有效时间。







          

      

      

    

  

    
      
          
            
  
事件支持

提供开发者可使用的事件触发和管理机制，由智能合约事件触发器和事件监控器两个部分组成。


触发事件

this.event.emit("name", {});






开始使用事件系统

自定义类基于Event：

export default class [name] extends Event { }





通过方程触发事件系统：

export default class [name] extends Event {
    ...
    private myFunc(): void {
        this.event.emit("myFunc", {data: "Hello World"});
    }
}













          

      

      

    

  

    
      
          
            
  
智能合约

Activeledger的智能合约应用了Typescript语言，合约在特定的虚拟机中被运行以保证他们具有相关的权限。合约需要在Activeledger上注册并赋予独特的命名，独特的命名可以确保相同的合约不会同时运行并且可以记录创造合约的用户，合约一旦加载就成为链的一部分并且参与共识机制和签名核实的过程。


	如何注册命名空间


	加载新的智能合约


	更新智能合约版本


	如何运行智能合约





合约工作机制

合约是独立的TypeScript类文件，在写入信息记录的同时加载在链上。在加载之后以加密Typescript文件格式储存在链上。

Activeledger提供多继承的类来帮助你开发智能合约，你可以把他们单独使用或组合为复杂合约：


	基础合约 - 提供基础方程


	额外合约 - 提供在合约外的数据传输


	搜索合约 - 提供搜索类的合约


	事件合约 - 提供基于事件的合约




智能合约基于承诺实现机制，允许用户长期运行未完成承诺的合约而不会影响其他链上进程的速度，这是基于Activeledger独有的数据管理方式和砂盒模式。




开始使用智能合约

开发团队在开发一键式安装和布置Activeledger的程序，在此之前，用户需要自行搭建运行环境。

任何IDE都可以进行环境搭建，但是我们建议使用支持TypeScipt语言的IDE，请导入相关包来更好的使用我们的产品。

智能合约支持包：

import { Standard, Activity } from "@activeledger/activecontracts";





日志记录包：

import { ActiveLogger } from "@activeledger/activelogger";





这些包也会发布在npm官网上或者你可以选择自己构建这个包。

更多内容请阅读基础合约部分基础合约并了解如何加载智能合约加载新的智能合约。




合约有效时间

一个智能合约达成一次成功的记录有3个阶段（核实，投票，共识）和完成记录返回的一个额外阶段（写入），在这4个阶段中Activeledger都采用了promise机制。为了防止整个过程中某个阶段没有返回成功或者失败的promise，Activeledger提供了合约失效时间的选项。合约有效时间并不是默认选项，但是我们提供了两个相关选项来管理节点。

合约有效时间 - 虚拟机维持合约运行时间（默认为10秒）

合约最大有效时间 - 允许合约有效期延长的最大期限（默认为20分钟）

作为合约开发者，您需要自行决定是否设置合约有效时间的选项，以下为设置合约有效时间的代码：

// Don't Timeout for another 15 seconds.
this.setTimeout(15000)





开发者可以重复使用以上代码来延长合约的有效期，但是这个时间段不能超出合约的最大有效时间。







          

      

      

    

  

    
      
          
            
  
额外合约支持

额外合约可以在数据写入链之后继续运行，这有利于设置需要等待条件但是长期运行的合约。

public abstract postProcess(territoriality: boolean, who: string): Promise<any>;






Getting Started

自定义类基于PostProcess：

export default class [name] extends PostProcess { }





基于Promise返回函数的方程：

export default class [name] extends PostProcess {
    ...
    public postProcess(territoriality: boolean, who: string): Promise<any> {
        return new Promise<any>((resolve, reject) => {
            resolve(true);
        }
    }
}











          

      

      

    

  

    
      
          
            
  
搜索合约

搜索合约允许你运行类似SQL的搜索语句，目前仅仅支持“SELECT”。

this.query
        .sql(`SELECT * FROM X WHERE [property] = ${stringVar}`)
        .then(doc => {
          if (doc.length > 0) {
            return reject("No States Found");
          }
          return resolve(true);
        })
        .catch(() => {
          reject("Query Error");
        });






Getting Started

自定义类基于Query类：

export default class [name] extends Query { }





基于SQL的搜索：

export default class [name] extends Query {
    ...
    private myFunc(): void {
        this.query.sql("statement").then().catch();
    }
}











          

      

      

    

  

    
      
          
            
  
基础合约

基础合约具有3个内置方程以方便开发者使用。


基础方程

public abstract verify(selfsigned: boolean): Promise<boolean>;





这个方程用来验证智能合约是否匹配与其相关的信息交流，如果验证没有通过那么此智能合约在链上的行为会被拒绝，自签名的智能合约会被系统标记。

public abstract vote(): Promise<boolean>;





投票是共识机制的一部分，投票通过表明对当前信息交换的认可，这也可以用来验证交易发起者是否可以发出当前交易；投票未通过不会干扰链的运行，未通过投票的原因也可能是系统管理者更改了部分数据。

public abstract commit(possibleTerritoriality?: boolean): Promise<any>;





数据写入发生在共识机制完成后，此时得到共识的数据会逐步成为永久的记录写入当前链。


Getting Started

You need to extend  & define your class as :

export default class [name] extends Standard {
    public verify(selfsigned: boolean): Promise<boolean> {
        return new Promise<boolean>((resolve, reject) => {
            resolve(true);
        }
    }

    public vote(): Promise<boolean> {      
        return new Promise<boolean>((resolve, reject) => {
            resolve(true);
        }
    }

    public commit(): Promise<any> {
        return new Promise<boolean>((resolve, reject) => {
            resolve(true);
        }
    }
}





这是智能合约的基础框架，我们提供的模板不会改变任何链上的数据和内容。






智能合约实际案例

以下提供了可以从一个人账户转到另外一个人账户的智能合约案例，我们假定转出此笔交易的账户具有足够的资金，尽管我们会使用验证是否有足够资金的方程。


创建验证方程

这个例子使用了已存在的身份信息所以自验证是不被允许的，数据交换的信息储存在如下地址：

this.transactions...





作为智能合约开发者你拥有对数据记录的完全控制权，在需要的信息中我们定义了一些项比如$ prefix，但是开发者可以选择使用自定义的其他项。详细内容

 public verify(selfsigned: boolean): Promise<boolean> {
    return new Promise<boolean>((resolve, reject) => {
      if (!selfsigned && Object.values(this.transactions.$i)[0].transfer ) {        
        resolve(true);
      } else {
        reject("Signatures Needed");
      }
    });
  }





我们已经提到了例子中的智能合约不支持自签名，并且合约已经包含了传输的金额。




创建投票方程

现在需要确认相关金额可以进行交易。

  public vote(): Promise<boolean> {
    return new Promise<boolean>((resolve, reject) => {
      // Get the input to verify
      let iStreams = Object.keys(this.transactions.$i);

      // Fetch first input
      this.iActivity = this.getActivityStreams(iStreams[0]);

      // Get Input State
      let state = this.iActivity.getState();

      // Input Balance Transaction Values
      this.txValue = this.transactions.$i[iStreams[0]];

      // Are they trying to transfer more than they have
      if(this.txValue.transfer > state.amount) {
        reject("Not enough funds");
      }else{
        resolve(true);
      }      
    });
  }





如果承诺通过则交易成功，否则显示金额不足。




创建写入方程

写入方程控制相关金额被转入（转出）。

  public commit(): Promise<any> {
    return new Promise<any>((resolve, reject) => {
        // Get the output stream from transaction
        let oStreams = Object.keys(this.transactions.$o);

        // Fetch first output
        let oActivity = this.getActivityStreams(oStreams[0]);

        // Input State
        let iState = this.iActivity.getState();

        // Output State
        let oState = oActivityStream.getState();        

        // Increase output state balance by the transfer amount
        oState.amount += this.txValue.transfer;        

        // Decrease input state balance by the transfer amount
        iState.amount -= this.txValue.transfer;

        // Update States
        oActivity.setState(oState);
        iActivity.setState(iState);       

        // Return
        resolve(true);
    });
  }





写入阶段会更新对象状态并通知Activeledger智能合约已经通过，作为智能合约开发者你只需要确保一切信息正确，其他的工作Activeledger会自动处理。






活动和数据流

Activeledger重新定义了数据的处理和储存方式，活动代表了链上信息的变化而数据流是链上信息的具象化。一个信息写入的过程包含了活动和数据流，还包括其他过程和数据的更新。

智能合约是活动的主要发起者，它基于基本的框架并包含帮助方程，这为自定义的合约开发带来方便。




内置帮助方程

帮助方程可以协助智能合约的开发。

public newActivityStream(name: string): Activity;





创建新的数据流

public getActivityStreams(): { [reference: string]: Activity };
public getActivityStreams(stream: any): Activity;





返回所有或者特定的与数据写入($i和$0)相关的活动。

public getMofSignatures(m: number): boolean;





Activeledger会自动处理签名验证相关的问题，你可以使用多重签名来验证一个智能合约。例如一共需要3个签名：


	1个签名 - 交易失败


	2个签名 - 开始交易


	3个签名 - 开始交易并且更新金额




public getReadOnlyStream(name: string): any;





$r项允许用户在只读模式下访问数据流的信息，此时不需要签名和信息验证就可以访问这些信息。

this.setTimeout(15000)





增加15秒智能合约的有效期


节点之间信息交换(INC)

INC可以用来在节点之间传递信息。

protected getInterNodeComms(): ActiveDefinitions.ICommunications





获取任何链上其他节点间的信息。

protected setThisInterNodeComms(data: object): void





设置此节点将要传输的数据。

public getThisInterNodeComms(secret: number): object





获取当前节点的数据记录的信息。






活动帮助

智能合约以活动（数据流）的形式记录在链上， 以下是返回值的帮助方程。

public hasSignature(): boolean





返回是否当前活动附加签名。

public getAuthority(type: boolean = false): string





返回具有签名权限的身份id，包含签名的加密方式。

public setAuthority(pubkey: string, type: string = "rsa"): void





设置当前活动的签名的权限，目前你需要提供PEM格式的公钥和此公钥的加密方程。如果是已经注册的活动，用户可以采用如下方式设置权限：

newActivityStream().setAuthority(
    getActivityStreams([stream]).getAuthority(),
    getActivityStreams([stream]).getAuthority(true)
);







public setContractLock(script: string | Array<string>): boolean





智能合约会创造一个新的数据流，你可以选择单个合约或者多个合约将数据流锁住。

public getId(): string
public getName(): string





获取活动数据流id

public getState(): ActiveDefinitions.IState





获取活动数据

public setState(state: ActiveDefinitions.IState): void





设置活动的数据

public getVolatile(): ActiveDefinitions.IVolatile





获取活动数据的未存储流量

public setVolatile(volatile: ActiveDefinitions.IVolatile): void





设置活动数据的未存储流量

未存储流量是未被写入链的数据，虽然它们保存在链中，但是一旦这些数据丢失就无法从其他节点恢复。

public getCng(buffer?: string): number





CNG是共识数字生成器的缩写，它不能作为随机数字生成器的替代品但是你可以把它当作一个随机数据生成器，如果你只是需要一个未知但是可以被预测的数字用来计算。这个方程会在所有节点返回针对特定合约的惟一的值，这就是为什么它会感觉像一个随机数字生成器，我们提供了一个缓冲选项以确保没有近似值会出现。


权限控制层

我们提供了一些基础的方程来处理活动的权限控制，但是除了禁止某些用户写入数据对象，其他功能还没有整合在Activeledger中。合约开发者可以根据个人情况选择实现相关方程的功能。

public setACL(name: string, stream: string)





为相关活动创建一个权限控制用户。

public hasACL(name: string): boolean





判断当前活动是否拥有权限控制。






多活动控制

用相同的智能合约来控制多个活动是被允许的，在数据记录中有一项叫做$entry可以用来定义多个活动。我们可以用switch来定义不同条件下运行的逻辑。

  public vote(): Promise<boolean> {
    return new Promise<boolean>((resolve, reject) => {
      switch (this.transactions.$entry) {
        case "add":
          // add funds logic
          break;
        default:
          // transfer funds logic
          break;
      }
    });
  }











          

      

      

    

  

    
      
          
            
  
加载智能合约

在开始加载智能合约到链上前，请确保你已经设置了命名空间和链上的身份信息。

{
  "$tx":{
    "$namespace":"default",
    "$contract":"contract",
    "$i":{
      "[identity stream]":{
        "version":"0.0.1",
        "namespace":"[your namespace]",
        "name":"[contract name]",
        "contract":"[base64 string of typescript contract]"
      }
    }
  },
  "$sigs":{"[identity stream]":"[signature of $tx object]"}
}









          

      

      

    

  

    
      
          
            
  
合约命名空间管理

命名空间可以分配智能合约在链上储存的位置，他们使用同样的登入密钥来认证合约发起者的身份并验证合约内容是否被篡改。

设置命名空间的开发者可以发起请求来获得更多资源来运行他的智能合约，这样他可以运行智能合约并同时使用其他额外组件。命名空间定义了智能合约的独立性所以其他链上的开发者不会干扰此合约的运行。


设置命名空间

设置命名空间允许你在链上划分出属于你的智能合约的空间，同时也是你具有加载智能合约权限的证明。

开始设置命名空间，请在进行数据交换时运行Activeledger内置的智能合约。

{
  "$tx":{
    "$namespace":"default",
    "$contract":"namespace",
    "$i":{
      "[identity stream]":{
        "namespace":"[namespace]"
      }
    }
  },
  "$sigs":{"[identity stream]":"[signature]"}
}








添加原生组件

如果开发者希望同时运行智能合约和其他标准NodeJS组件，他需要先在命名空间中定义此组件信息。在定义此信息之前，开发者需要获取网络中足够的签名来达成共识。例如你想当前命名空间拥有http的组件，以下是定义文件的例子：

{
    "$tx": {
        "$namespace": "default",
        "$contract": "setup",
        "$entry": "approve",
        "$i": {
            "suggester": {
                "type": "[rsa | secp256k1]",
                "publicKey": "[PEM Public Key]",
                "namespace": "example",
                "libs": {
                    "std":"http"
                }
            }
        },
        "$o":{
            "[network configuration stream]":{}
        }
    },
    "$selfsign": true,
    "$sigs": {
        "suggester": "[signature]",
        "[node-1-ip]:5260": "[signature]",
        "[node-2-ip]:5260": "[signature]"
    }
}





你需要在$sigs对象中拥有足够的host节点签名来达成共识并完成定义，这项操作类似于动态增加和移除节点。

std 对象中允许string以及string组成的数列，所以开发者可同时使用多种组件。




移除原生组件

在特定命名空间上开发者可以选择移除所有注册的组件，和添加组件类似，开发者需要获取足够数量的签名来达成共识，以下为移除原生组件的例子：

{
    "$tx": {
        "$namespace": "default",
        "$contract": "setup",
        "$entry": "revoke",
        "$i": {
            "suggester": {
                "type": "[rsa | secp256k1]",
                "publicKey": "[PEM Public Key]",
                "namespace": "example"
            }
        },
        "$o":{
            "[network configuration stream]":{}
        }
    },
    "$selfsign": true,
    "$sigs": {
        "suggester": "[signature]",
        "[node-1-ip]:5260": "[signature]",
        "[node-2-ip]:5260": "[signature]"
    }
}











          

      

      

    

  

    
      
          
            
  
运行智能合约

记录数据交换需要运行智能合约，作为智能合约开发者你可以自定义合约的一切内容包括数据的写入和写出（$i和$o）。

{
  "$tx":{
    "$namespace":"[your namespace]",
    "$contract":"[your contract stream]@[version] OR [your contract stream]",
    "$i":{
        "[input stream]":{
            /* properties consumed by your contract */
        }
    },
    "$o": {
        "[output stream]": {
            /* properties consumed & updated by your contract */
        }
    }
  },
  "$sigs":{"[input stream]":"[signature of $tx object]"}
}









          

      

      

    

  

    
      
          
            
  
智能合约的版本更新

Activeledger支持智能合约的版本选择，用户可以选择特定版本的智能合约或者一直使用最新版本的合约。

{
  "$tx":{
    "$namespace":"default",
    "$contract":"contract",
    "$entry":"update",
    "$i":{
      "[identity stream]":{
        "version":"0.0.2",
        "namespace":"[your namespace]",
        "name":"[contract name]",
        "contract":"[base64 string of typescript contract]"
      }
    },
    "$o":{
      "[contract stream]": {
      }
    }
  },
  "$sigs":{"[identity stream]":"[signature of $tx object]"}
}
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